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SGAVMP.framework
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700 Framework, & WAF SDK shi2{#A9 4 4 .framework 47 N0E) TR ZES.

B kEcEmMBA TS,
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BCE M4

¥ & client OSAVMPDemo [ # clientlOSAVMPDeme ¢ General Capabilities Resource Tags Info

» [ clientiOSAVMPDemo
¥ [ clientiOSAVMPDemoTests
= Info.plist
» [ Products
¥ (i) Frameworks
SGMain framework
SGSecurityBody.framework
SecurityGuardSDK.framework
SGAVMP.framework
SGMain.framework
» (22 CoreFoundation.framework
» 3 CoreLocation.framework
» @3 SGAVMP.framework
» [ SGSecurityBody.framework
libz.1.2.8.tbd
» (22 Adsupport.framework

b i3 CoreTeleohonv.framework

IREHZIRIN,

o
PROJECT
& securityGuardDemo
TARGETS
A, SecurityGuardDemo
1| SecurityGuardDemoTests
i SecurityGuardDemoMain
7| SecurityGuardDemoMainTests

o\ SecurityGuardDemoUATrace

| SecurityGuardDemoUATraceTe...

# SecurityGuardDemoNoCaptcha

IR GEHRHLE.

v | clientlOSAVMPDemo
» [ clientlOSAVMPDemo
¥ | clientlOSAVMPDemoTests
& Info.plist
» [ Products
¥ (7] Frameworks
SGMain.framework
SGSecurityBody.framework
SecurityGuardSDK.framework
SGAVMP.framework
SGMain.framework
» 3 CoreFoundation.framework
» (24 CoreLocation.framework
» 5 SGAVMP.framework
» 54 SGSecurityBody.framework
libz.1.2.8.tbd
34 AdSupport.framework

{54 CoreTelephony.framework

CoreMotion.framework

5 systemConfiguration.framework
54 SecurityGuardSDK.frameworic
» 3 SGMain.framework

YY¥ VXYY

SINECE . % SDK #fy yw_1222_0335_mwua.jpg BLEIAINZE) mainbunle T,

» Target Dependencies (0 items)
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Na

SGMain framework
SGsecurityBady.framewark
SecurityGuard SDK.framework
SGAVMP.framework

=5 Corefoundation.framework

84 CoreLocation.framework

¥ Linking

» Target Dependencies (0 items)

> Compile Sources (3 items)

¥ Link Binary With Libraries (11 items)

Name
SGMain.framework
SGSecurityBody.framework
SecurityGuard SDK.framework

34 CoreFoundation.framework

[ CoreLocation framework
libz.1.2.8.thd

3 AdSupport.framework

{54 CoreTelephony.framework

{5 CoreMotion.framework

{34 SystemConfiguration.framework

libz.1.2.8.tbd
General Capabilities Resource Tags Info Build Settings
Levels
Setting &% SecurityGuardDemo
| Other Linker Flags -Objc |
CUGTE CTRET ATGTETTE e
# clientlOSAVMPDema & General Capabilities Resource Tags Info

g
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Target Membership

4 A clientltOSAVMPDemo
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KBRS

1. #04a4SDK
BOEY

+ (BOOL) initialize;

R4

Ih&E : ¥IRHLSDK,
28 k.

IR[EE : BOOLKEY, #IRraImREYES , KBIREINO,
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ARAAI

[JAQAVMPSignature initialize];

HIES

static BOOL avmplnit = NO;
- (BOOL) initAVMP{

@synchronized(self) { // just initialize once

if(avmplnit == YES){
return YES;
}

avmplnit = [JAQAVMPSignature initialize];

return avmplnit;
}
}

2. EREREE
BOENX

+ (NSData*) avmpSign: (NSInteger) signType input: (NSData*) input;

MG S

TORE : 663 avmp AT input AOEUEEHITERAIE , HFEREISRE S,

signType

input

iR[E){E : NSData*z£8! |

]2 D e

et

NSInteger

NSData*

REER .
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[JAQAVMPSignature avmpSign: 3 input: request_body];

O

BFUHEIRS SRR IEHIER , BEHA avmpSign EOXEA body HIRHHTEEAE , ZFLIBRIEEH
. ZEZEHIE wToken,

# define VMP_SIGN_WITH_GENERAL_WUAZ2 (3)
- (NSString*) avmpSign{

@synchronized(self) {
NSString* request_body = @"i am the request body, encrypted or not!";

if(![self initAVMP]){
[self toast:@"Error: init failed"];
return nil;

}

NSString* wToken = nil;

NSData* data = [request_body dataUsingEncoding:NSUTF8StringEncoding];
NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA?2 input:data];
if(sign == nil || sign.length <= 0){

return nil;

telse{

wToken = [[NSString alloc] initWithData:sign encoding: NSUTF8StringEncoding];
return wToken;

}

}

}

AR WRIBEKR AT |, BEEREA avmpSign EO%R wToken , NS EEETEIA, R~IHCAEWNT

NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA2 input:nil];

3. ¥ wToken MY

HUCERINT

#define VMP_SIGN_WITH_GENERAL_WUAZ2 (3)

-(void)setHeader

{
NSString* request_body = @"i am the request body, encrypted or not!";

NSData* body_data = [request_body dataUsingEncoding:NSUTF8StringEncoding];
NSString* wToken = nil;

NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA2 input:body_data];
wToken = [[NSString alloc] initWithData:sign encoding: NSUTF8StringEncoding];
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NSString *strUrl = [NSString stringWithFormat:@ "http://www.xxx.com/login"];

NSURL *url = [NSURL URLWithString:strUrl];

NSMutableURLRequest *request =

[[NSMutableURLRequest alloc]initWithURL:url cachePolicy:NSURLRequestReloadlgnoringCacheData
timeoutInterval:20];

[request setHTTPMethod:@"POST"];

// set request body info
[request setHTTPBody:body_data];

// set wToken info to header
[request setValue:wToken forHTTPHeaderField:@"wToken"];

NSURLConnection *mConn = [[NSURLConnection alloc]initWithRequest:request delegate:self
startimmediately:true];
[mConn start];

) =
}

4. RiEHIERIIRSEE
RN L ATEIREEE] WAF | 3HBHF wToken BHTRIGIRE] , EETEEERE | BIEA ASREE,
A = |
S

LiRAY initialize 1 avmpSign EFOBTRESHIRE. MREMSZESFEIELM , 157 console FEZER
"SG Error”

EEREEEAN TR,

FERAD Ve

1901 SHALER , BRERANSEL
BERXHEa, —REIREE R SHRTRY apk

1902 éﬁﬂli—“l%ﬁ%}'%ﬁ’\] apk E%Z:—ESIO i%@iﬁﬁ%ﬁﬁ

T2FPRY apk EFERE R . i0S AlEEREA
BundlelD A~PTHg,

1903 B R 4tEan,

1904 ﬁﬂé&%ﬁH&ZKHo AVMP &ZIEE(2HF v5

1905 RERIE R, BRRERSUE
yw_1222_0335_mwua.jpg fETF2H,

1906 E R AVMP SZ3IMAY byteCode, 151G
BFEANE R ERE1ER.

1907 R AVMP 5 | iBEEIR .

1910 JE£BY avmplnstance 3£, TIEERER :

- AVMPInstance # destroy f5 , 1B
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InvokeAVMP,
- Bl/ byteCode kA5 SDK A<ITEL,

1911 IIZE HH byteCode ;&BEHEMNSHAIREL,
1912 AVMP JERKM, BRI,
AVMPInstance #{ destroy Zf5 , &M

1913 InvokeAVMP HILZEEIR,
1915 AVMP ERAEAR | iBE.
1999 KRR, mEA.

Android ;

=
-

ARXAE T EF Android App 2\ WAF SDK BE(ETiE.

SDK-Android 3744588

TEFEE WAF SDK & ( REEIRENSDK ) |, 7E sdk-Android X4 |, 124 7 LA -
iR © aar XHRINRASHRER B AR,

Android
AVMPSDK-external-release-5.3.2534418.aar
SecurityBodySDK-external-release-5.3.44.aar
SecurityGuardSDK-external-release-5.3.83.aar

= yw_1222_0335_mwua.jpg
B yw_1222_0335.jpg

BXHREE OoXHRAS )
X4 Thee
SecurityGuardSDK-xxx.aar FHEZESDK
AVMPSDK-xxx.aar REHAMS | EE a4
SecurityBodySDK-xxx.aar AHIRBIEF
yw_1222_0335,jpg FHEZRECE S
yw_1222_0335_mwua.jpg REANLS B ECE S
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ETERS

» Elbuild
v Blibs

v [src/main
>
v C2re

«DConfig

» EImipmap-hdpi
» Elmipm d

.cacheChangingModulesFor 0,

£ Android Studio RS\ SDK HifY aar 34, #§ SDK HFiERY aar XHEFSHZIER] libs B
FT. WRKE libs BR , HFIEIE—,

¥IFZ Module 89 build.gradle 34 , EHEFENUATEE (B M@ ).
- & libs BRIEEHAGRETE.

repositories{
flatDir {

dirs 'libs’

}

}

- IEN0GRIREET. R aar WA STRESEARRE . LIFHERIE4 7.

dependencies {

compile fileTree(include: [** jar'], dir: 'libs")

compile (‘com.android.support:appcompat-v7:23.0.0")

compile (name:'AVMPSDK-external-release-xxx', ext:'aar’)
compile (name:'SecurityBodySDK-external-release-xxx', ext:'aar’)
compile (name:'SecurityGuardSDK-external-release-xxx', ext:'aar")

}

i) drawable XHEHFEN jpg X4, & SDK BRTHY yw_1222_0335_mwua.jpg
yw_1222_0335,jpg B F3445 2 Android RZFFTFER) drawable BER T,

R WERBIAEE drawable BR |, i5FmolE—.

51



Web S FBAK IS

FAFisEe

Project Files Problems <)

v app
\ 4 app
> build
> libs
v src/main

> java

¥ LZres
v drawable
flyw_1222 0335.jpg
Hhyw_1222 0335_mwua.jpg
> layout
> mipmap-hdpi

TIEABI ( IPRZRZESO ) . WAF SDK BRIRRA T armeabi 28447 SO, EHIt , BFENREL
SHHRY ABLBHTITNE. BN, KIERK App Biitt. BMR(EIIT :

i. £ Android T7#2 lib BRT , &8 T armeabi X4 SMNAIFFEE L CPU ZeXgSti
, B¥E armeabi-v7a, x86, x86_64, arm64-v8a, mips, mips6d &, R& , IR
armeabi B&.

ETI7#2A9 build.gradle EeE4IEIMTERR , #% abiFilters IEEAZRMMEISHE ATE
APK EBE. 1XBRIEE armeabi 28%5 , 7~EULEBAIT :

defaultConfig {
applicationld "com.xx.yy"
minSdkVersion xx
targetSdkVersion xx
versionCode xx
versionName "x.x.x"
ndk {

abiFilters "armeabi"

}

}

AR ¢ RERER armeabi Z2/989 SO , A5 App BFRSM | FHEIREEAKR/N App B9
7R,

TEERTFVEE App B9 ABL1ER. ATLAEY | FHEE App RE armeabi ZE2E89ER.

52



Web S FBAK IS

FAFisEe

Downloads\taocbao_android_7.1.3\ib

EFF Egal 228
, armeaki 2017/11/20 17:15 =g
0 App R,

SNERZ Android Studio TRH , FHEREA aar FTUERL , BBANAFEAIEHEINCE
PR , BATE aar FELARTHEXIR,

WERZ Eclipse I , &7 AndroidMenifest.xml XFFRFRITTIIINRERE :

<uses-permission android:name="android.permissionINTERNET" />

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.READ_PHONE_STATE" />
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses-permission android:name="android.permission.WRITE_SETTINGS" />

70 ProGuard Fe&. WNREERT Proguard #1TE%E , WFEEANN ProGuard &, ProGuard
ELEHRIEEAA AR , 979 Eclipse #1 AndrodStudio &,

Android Studio

YNER7E build.gradle FEE T proguardFiles , FEF/E7T minifyEnabled , NIZRBA{ER
¥ proguard-rules.pro XMEEENHHHITIEE. W NERR.

buildTypes {
release {

minifyEnabled true
proguardFiles getDefaultProguardFile('proguard-android.txt'), 'proguard-rules.pro’

Eclipse

WNERTE project.properties FIEE T proguard EE , LLAN7E project.properties 50
THIES : proguard.config=proguard.cfg , MIZRBAERT proguard H{TEAE. BIEHT
E1F proguard.cfg {4 :
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+- =% obj
Hlégﬂrres
- tests
] AndroidManifest. xml

Pr oZuar d. o fg

=| project. properties

=N keep #M

AT RERZER—LRABEE | FEA proguard RIECE AL AL,

-keep class com.taobao.securityjni.**{*;}
-keep class com.taobao.wireless.security.**{*;}
-keep class com.ut.secbody.**{*;}

-keep class com.taobao.dp.**{*;}

-keep class com.alibaba.wireless.security.**{*;}

KBRS
)8,

import com.alibaba.wireless.security.jaq.JAQException;

import com.alibaba.wireless.security.jag.avmp.lJAQAVMPSignComponent;
import com.alibaba.wireless.security.open.SecurityGuardManager;

import com.alibaba.wireless.security.open.avmp.JAVMPGenericComponent;

iR,

-EOEM : boolean initialize();
- O

- TH8E : ¥Ita1L SDK,

- B X

- IR[EME : boolean &Y, #Ita{vRLINIRE] true , KMuR[E] false,

- IES

54



Web [z BB K 15

FAFisEe

AQAVMPSignComponent jagVMPComp =
SecurityGuardManager.getInstance(getApplicationContext()).getInterface(JAQAVMPSignComponent.class);
boolean result = jagVMPComp.initialize();

BELEREE.
- #EOENX : byte[] avmpSign(int signType, byte[] input);
EORER
- IhBE : (M8 avmp BT input RUEIEHTERLE | ARREE R .

S8 W,
S¥2 i REVMR Lz

EREANE
%, BRIEE
EE  EHS
3,

FEBIEUE
. —IREE
KK, GNR
BKEAT

, BBAItSEY
ES null,

i

signType int

iy

input bytel]

IRENE : byte[] 28 , IREIER .

- HIRER. EFIRERS SRRAEEIER , FEEA avmpSign EOMNEA
body #iEHTERAIE | ZREEIERE , XPNERHHME wToken,

int VMP_SIGN_WITH_GENERAL_WUA?2 = 3;

String request_body = "i am the request body, encrypted or not!";

byte[] result = jagVMPComp.avmpSign(VMP_SIGN_WITH_GENERAL_WUA2, request_body.getBytes("UTF-
8");

String wToken = new String(result, "UTF-8");

Log.d("wToken", wToken);

& wToken Bk, £ HttpURLConnection ZERIXISRAIENN wToken FERRINE. RIS
WF:

String request_body = "i am the request body, encrypted or not!";

URL url = new URL("http://www.xxx.com");

HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestMethod("POST");

// set wToken info to header

conn.setRequestProperty("wToken", wToken);

OutputStream os = conn.getOutputStream();
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// set request body info

byte[] requestBody = request_body.getBytes("UTF-8");

os.write(requestBody);

os.flush();
os.close();

5. KIXHIERIIRSS 28, BIEUFMCLEIEIREAE] App BBEIRSS: | FIESH WAF 83X | FET

wToken #H{TXIFEIRE!.,

Z L

L& initialize #0 avmpSign EFOBARESHNFE. WREMRSZBREIRW , BFER Log H

“SecException” MEXANSE.

EIEREEEAN TR,
RS
1901

1902

1903

1904

1905

1906

1907

1910

1911
1912

1913

1915
1999
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SEAIER , BIRERANSEL
ERHER, —RREIREE R 34HY apk
BEZNYEEFA apk BEL2FA—5, 1BFERAZE
TERFRY apk EFTEE R . i0S FJRERMN A
BundleID APTHC,

B /> ER B,

Eﬂé&%ﬁﬁﬁzﬁh AVMP EZTHEENZHF v5
EREREIER Y. BRRE R XA
res\drawable BRT , AVMP 18XHNE R

1 yw_1222_0335_mwaua.jpg.

B iR AVMP EEZ33RIAY byteCode, &G
BFANE R EE1ER,

%At AVMP K0, 1BEIR,

JEARY avmplnstance SC5l, ATEEEEGNT

: AVMPInstance &% destroy f5 , JEF
InvokeAVMP, E & byteCode kA5 SDK APT
Fc.

INZE R/ byteCode ;REBENSHRIREL.
AVMP ERXM, BEAEHA].

AVMPInstance # destroy ZJ5 , V&M
InvokeAVMP HITZ4EIR,

AVMP BRERAGEARE , iBE.
REEER | BER.
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=
F85%€ shrinkResources Zf5 , B R HBIET

£ Android Studio &, #NER4ETE 1 shrinkResources 73 true , 3P4 , ELERFAMESIERBEABFS|
BHERSG AR,

buildTvpes

release |

shrinkR

R F2fE SDK SpIRIEHIAA jpg MHABEERETIE. WTERTR , FTEHRAI APK &
, yw_1222 0335,jpg RIBCES 4K/ OKB | SREFXME R #AItiE T .

‘Q‘ D EE & app-debug.apkires\drawable - E87A 1.7 MB

v = EdEe Faaia S

- (EEREFE) M=
Elyw 1222 0335.pg 0 KB PG i
fRIRTTIE

TR res BRTHEE raw BR |, 7 raw BRTEIE keep.xml 3214, 1E keep.xml RN TAHEA :

<?xml version="1.0" encoding="utf-8"?>
<resources xmlns:tools="http://schemas.android.com/tools"
tools:keep="@drawable/yw_1222_0335.jpg,@drawable/yw_1222_0335_mwua.jpg" />
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clientAndoridAVMPDemo = I app

i
o
=i

»
S
>
»
»
>
»
v

¥

Nz ARE |, EFfwmiE TAE apk BIA],
A
ERERIERIRIA
SRUUTSEHAEGR App BEIEMERL T WAF SDK,

BT HRA apk MXHEHEM zip X | ARRRETREBZUHRE,

-

(APK |

BRY B2 o
N ) _g
myapp.apk myapp.zip

REZfE BRI lib BR , BRI TRE armeabi 343k, WNSRIEEEAZRAERISIH
k%, B55E MATREEE £8] 4, BIREMIERIEE,

| . » myapp » lib »
BEEER - 2 - FE=

-~

" 2B ==

Ikt

, armeabi 2017/11/21 1500 =0f4=E

{RIibE F T R A armeabizZ {43

EMFTFEHY res/drawable BRT , (R yw_1222_0335.jpg 1 yw_1222_0335_mwua.jpg X1
FES , HFEXERNERA O,
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-| . » myapp » res » drawable
T
BEEER - HE ~ ==
£ =3 Fh FERIHER
B yellow_star.png =T PN 1L KB
5 yw_1222_0335.jpg EET JP.. 2 KB |
EE yw_1222_0335_mwua.jpg =ET IP.. 42 KB

BSFTENRE | #ERIEA avmpSign FOZEEEMRIERINERER. IREER  VEERS
BHERETE,

KIAWAF

SNERISIBEZEWAFRIIT ST (HIa0  NREMERXZEAEFERERELN)  BHEEXAIRRETEHR
UHIWAFSL e EZIHIRI 8 F 8 B RUHIWAFLHI,

INRIEREABREE(EFIREIT ERTAIWAFSS] |, BB a LU KAWAFEAIThREHRRA B H 2.
W . BFEAEANWAFSAIZIERfS | ST LS K WAFTIRERERMIZSE ).

BAFPER

BRBEE PHUIBIR KRR WAFSLA,

-aFaPEs . WAFLHIE&LZIE
- REEES, . IIRERNNELESRBIEKRENAWAFLA]

R - XIAWAFLIRT , BEHIA SR BRI uGIEE DNSERTENRLL. WAFSLHIXASERE | FiEN
IFEEREERERET , IRNBEBEKRENAWAFLFIETERER R  SEMLTAEE A,

ERTEWebNAKIEEIREHG | LR,

EREA LR, BEXEFWAF,
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F[F]WAF

HIAZRIECERIN IS 2 T E IR RIZNRY, | SAEHERE | BIRKIAWAF,
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