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INT = & SQLv XSS+ Encryption™ Encoding™ Otherr

@ LoadURL  pupsiy . .comjuser.ahpid=1
—

B spituRL

b)  Execute

| Enable Post data (] Enable Referrer

RFES

#®S AFPE Fis BAARERTE SHES

1 natasha 13800992327 natasha@example.com 340501187203035173

e R = e | e e e == e
# O ¢ > )= W& HTML~ | CSS W% DOM m#  Cookies
s el td <t tbody <« table.tab...-striped < div.table-responsive < div.col-s..t-2main < body < html 4

<IDOCTYPE html>
¥ <htal>

g2
TEV' YYVvVY
A A A

A
2

TIEE

Web NAREFHERREIREN TFHKEBR. BENEZZBNASBEFESTAIN 8 MTREREK
M ERIWeb A , EREPSEZEHATITAIWebI T, XEWHEEEALAS AL

- e TS
- HNEN RPN I EERDE
- BEFHRENEESERT

&45tH Web RZFEP KIS , BEAEBREET IP-URL HERE=E, JHIE—MNERERRETARE | (UBXD

ISR TERURIERT. MEhr L , BEEREE(NIHE— AR TEARE, E , BEUE— M NESH
EIZTREMUERYRR | AR RIEH =g,

TORENA

FXIXFPER , =& Web NFRRIXESHER TEHE [P &51Ih8E. Z—1 [P 4 WAF IRBIRIEEH TN E
17798 , WAF B8 8tmRrER 1P,

=& WAF MIBNERFERBENEETE IP YRR | WARRKER IP /9T, RERRHTF
IHT , ERFIERN, BAEIERT IP RTABFIE NIRRT , EREINXA IP RETEIEEERK.
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FF1Era

ERREWebN AKX EEREH S,

BTEERE.

SRR

VEEPFREE | BERFRE.

eI

ERIPAES 1555059

BRETE IP ESNINEEZ G, 3

BUFFREBAING IP RIRREIGIAITY , IRAIEINREZAVI TR,

pll) el

F}Eﬁlu\ e 'JIjJ )= {E}Eﬁm\m

[19 7] [CRITICAL] connection droppe: unknomn code received, HTTP User-Agent
ap is going to retry the request(s)
1 optior u t r opti
[19:24:27] [CRITICAL] connectlun dmpped unknown status code received. Try force HTTP User-ﬂgent
ap is going to retry the request(s)
19:24:27] [CRITICAL] connection dropped

going to retry the reque:

:27] [CRITICAL] connection dropped
ap is going to retry the request(s)
[19 7] [CRITICAL] conmection dropped
ap is going to retry the request(s)
[19:24:28] [CRITICAL] connection dropped
ap is going to retry the request(s)
[19:24:28] [CRITICAL] connection dropped

unknown status code received. Try force the HTTP User-Agent

unknomn status code received. Try force HTTP User-Agent

unknown status code received. Try force HTTP User-Agent

unknonn status code received. Try to force the HTTP User-Agent

status code received. Try to force HTTP User-Agent
b

1 . i w P (
[19 8] [(HTIUI.] connectwn dr’wped HTTP status code received. force
ap is going to retry the request(s)
[19:24:28) [CRITICAL] connecticn dropped
ap is going to retry the request(s)
[19:24:28] [CRITICAL] connection dropped
[19 8] [CRITICAL] connection dropped
ap is going to retry the request(s)
[19 8] [CRITICAL] connection dropped
ap is going to retry the request(s)
19 8] [CRITICAL] connection dropped
ap is going to retry the request
[19 8] [CRITICAL] connection dropped
4:28] [CRITICAL] connection dropped
ap is going to retry the request(s)
8] [CRITICAL] connection dropped
:28] [CRITICAL] connection dropped

Try HTTP User-Agent

HTTP status code received. Try force HTTP User-Agent

HTTP
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status

Try
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unknown HTTP status code received. Try force User-Agent
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Try
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User-Agent
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de force
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header

header
header
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header
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header
header

with

with
with
with
with
with

with

with
with

with
with

with
with
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with
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with

=EWebIRTH2IR |,

(N[t Rl S = el b VA

SQLMAP XTERRAIMI UL

option
option
option
option
option

option

option
option

option
option

option
option

option
option

option
option

*--user-agent”’

*--user-agent "

*--user-agent"
'--user-agent”’

' --use
'--user-agent '

2ZIPiAE

A=l gy

SR , WAF ERERIEH ER S

T SQL IEANEH .

it us
--user-agen

--user-agent '

*--user-agent’
'--user-agent’
*--user-agent’
'--user-agent '

*--user-agent’

or

or

or swi
or

~user-agent "
-user-agent '

or
or

or
or

-agent '

-user-agent '
-user-agent '

or
or

=& WAF EERIIE A RU=EL 7 IX I [P fIRTETEK |, BEIEIREESRERINE,

e EEIP 4
éo
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SDKIEENIHE

> Y
SDK75 ZEfER+AnR
SDKAZEEZI IR4EAppis , IRHAIEEE. P SAERIEZ 2GR , sJLABERIRBIESXEFL. &t
. BUGEIEE,

ZHEEN T WEEEEEAMNERZSFRGTERR™. FERIIERIIARER, EASDKE | EHIAppE
REESXE. BE. XMMIFEFEFIRERNAEEERA  ARENECEEEER™. FERITERIR
BIEE | WRA LAERAppiniIR 2.

SDKTTZ#EENERRRLAT [REApPP iHAIER :

BRI, EE. R0

- EHXFAp P KRECCKIE

- }S/AERSEE OHRI

-IEEE. 148

- PR PRATPRIGE &R

-ERER. RIE (UNEBEESE)

- IMEEENCE (AN, 1HE. B, /i)
- S ERE

- K. BRI

SDKITZRAMAREA
SHERUTSE , BEH0APPEASDK,

BER EWebMAXIEEHEIE | £ MIGECE WH , FAppERRYEERINESR , FFIEWAFRHF

FEAppiE B EITIRS AL , RINCNAMESSR |, BApplEEETIERWAF,

TEAPPAREERWAFRBAISDKAH ( T TESDK ) . XIRFEHEREL-2RAJE,

IR | ERSDKAREBERS S[intH T, WAFRITISIEERRE | BEERNEKEIRAETR
i, BEEKRTRNENBEEBRWAFEA,

B EMIHIApphRAS , = SDKEAF,

SDKRSFEIRNTT % , B2
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- IOSEEANAY
- Android#ZE N\ 34y

SNERIEXI TSR/ BNEHAEE | B TR 4B R (HEFRIBRFEIISDKEER ) .

EXTHRIES
S R4, STREME (575D

e

RXNBTER 10S App A\ WAF SDK fYFITi%.

SDK-iOS 3Z{4i5tER

TEFHRE WAF SDK & ( SH3KEXSDK ) |, 7E sdk-iOS STEET |, 121 T LAY -

SecurityGuardSDE framework

SGAVMP framework

SGMain.framework

SGSecurtyBody.framework
i yw 1222 0335 mwua.pg

BHHRBAINT
X4 Thie
SGMain.framework FHEZRSDK
SecurityGuardSDK.framework it eiE
SGSecurityBody.framework AHIRBIEF
SGAVMP.framework REFAR R
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yw_1222_0335_mwua.jpg

IETERE

RUTEER , KEENETE.

%

700 Framework, & WAF SDK shi2{#AY 4 4 .framework 347 N0ZE) T2A9KERZES.

BCE X4

X ntlOSAVMPDemo [[] # clientiOSAVMPDemo ¢ General Capabilities Resource Tags Info Build Settings Build Phases

> clientiOSAVMPDemo
¥ [ clientiOSAVMPDemoTests
= Infoplist
» [i7 Products
¥ || Frameworks
SGMain.framework
SGSecurityBody.framework
SecurityGuardSDK.framework
SGAVMP.framework
SGMain.framework
» (&2 CoreFoundation.framework
» (3 CoreLocation.framework
> SGAVMP.framework

» 5 SGSecurityBody.framework
Iibz.1.2.8 tbd
» (22 Adsupport.framework

b i3 CoreTeleohonv.framework

IR E I,

o
PROJECT

& securityGuardDemo

+

» Target Dependencies (0 items)

» Compile Sources (3 items)

¥ Link Binary With Libraries (11 items)

Name

@

Status

SGMain framework
SGsecurityBady.framewark
SecurityGuard SDK.framework
SGAVMP.framework

_ay RhkmE

Required 2

=5 Corefoundation.framework
3 Corel ocation.framework

libz.1.2.8.tbd

General Capabilities Resource Tags

ovls -+

Required 2
Required 2

Required £

Info Build Settings Build Phases Build Rules

Q- other link

TARGETS ¥ Linking
A, SecurityGuardDemo Setting & SecurityGuardDemo ﬁ,]l] i‘ﬁ;ziﬁm
[ SecurityGuardDemoTests } ) S 2.
A SecurityGuardDemoMain | Other Linker Flags -Objc |
"7 SecurityGuardDemoMainTests HHRE LIRS ATSHITEE Y
o\ SecurityGuardDemoUATrace
| SecurityGuardDemoUATraceTe...
# SecurityGuardDemoNoCaptcha
.
ST %::
I'J‘JJD/ \gﬁmiﬁﬁ\:’:o
¥ L) clientl0SAVMPDemo (] # clientiOSAVMPDemo & General Capabilities Resource Tags Info Build Settings Build Phases
» | clientlOSAVMPDemo
¥ | clientlOSAVMPDemoTests £
i infoniist » Target Dependencies (0 items)
» i Products
LA aWne » Compile Sources (3 items)
SGMain.framework
SGSecurityBody.framework ¥ Link Binary With Libraries (11 items)
Security GuardSDK.framework
Name Stat
SGAVMP.framework o ]
SGMain.framework SGMain.framework Required
» 53 CoreFoundation.framework SGSecurityBody.framework Required &
» [ CoreLocation.framework SecurityGuard SDK.framework Required 2
» 5 SGAVMP.framework Required &
¥ M SeSacirityBodyTSTER 3 CoreFoundation.framework Required %
libz.1.2.8.4bd
o [ CoreLocation framework - Required &
» (3 AdSupport.framework s sﬁj]l] ? Qi:'. 1{? mﬁ E R —
» i34 CoreTelephony.framework DR / JIN ZRE0L Il , equired 2
= ~
» ) CoroMotion.ramewoty 33 AdSupport framework Required
» 53 SystemConfiguration.framework 8 CoreTelephony.framework Required
» (54 SecurityGuardSDK.framework CoreMotion.framewark Required
» i3 SGMain.framework i SystemConfiguration.framework Required %

SINECE . % SDK #fy yw_1222_0335_mwua.jpg BLEIHNZE] mainbunle T,

g
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X zEQHN o =D B
v .I clienttOSAVMPDemo
¥  clientiOSAVMPDemo
kel w e el w
] "ot " scalin e sl g i

V¥ . securityData

= yw_1222_0335_mwua.jpg

» oupporting Files
¥  clientlOSAVMPDemoTests

= Info.plist

FERIFER S target BIERT | BHHIA yw_1222_0335_mwua.jpg BELESAHINNEIERER
Target Membership 5,
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Type Default - JPEG Image
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Location Relative to Group

o)

i_
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Target Membership

4 A clientltOSAVMPDemo
| [ clienttOSAVMPDemoTests

KBRS

1. #04a4SDK
BOEY

+ (BOOL) initialize;

R4

Ih&E : ¥IRHLSDK,
28 k.

IR[EE : BOOLKEY, #IRraImREYES , KBIREINO,
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[JAQAVMPSignature initialize];

HIES

static BOOL avmplnit = NO;
- (BOOL) initAVMP{

@synchronized(self) { // just initialize once

if(avmplnit == YES){
return YES;
}

avmplnit = [JAQAVMPSignature initialize];

return avmplnit;
}
}

2. EREREE
BOENX

+ (NSData*) avmpSign: (NSInteger) signType input: (NSData*) input;

MG S

TORE : 663 avmp AT input AOEUEEHITERAIE , HFEREISRE S,

signType

input

iR[E){E : NSData*z£8! |

]2 D e

et

NSInteger

NSData*

REER .
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[JAQAVMPSignature avmpSign: 3 input: request_body];

O

BFUHEIRS SRR IEHIER , BEHA avmpSign EOXEA body HIRHHTEEAE , ZFLIBRIEEH
. ZEZEHIE wToken,

# define VMP_SIGN_WITH_GENERAL_WUAZ2 (3)
- (NSString*) avmpSign{

@synchronized(self) {
NSString* request_body = @"i am the request body, encrypted or not!";

if(![self initAVMP]){
[self toast:@"Error: init failed"];
return nil;

}

NSString* wToken = nil;

NSData* data = [request_body dataUsingEncoding:NSUTF8StringEncoding];
NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA?2 input:data];
if(sign == nil || sign.length <= 0){

return nil;

telse{

wToken = [[NSString alloc] initWithData:sign encoding: NSUTF8StringEncoding];
return wToken;

}

}

}

AR WRIBEKR AT |, BEEREA avmpSign EO%R wToken , NS EEETEIA, R~IHCAEWNT

NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA2 input:nil];

3. ¥ wToken MY

HUCERINT

#define VMP_SIGN_WITH_GENERAL_WUAZ2 (3)

-(void)setHeader

{
NSString* request_body = @"i am the request body, encrypted or not!";

NSData* body_data = [request_body dataUsingEncoding:NSUTF8StringEncoding];
NSString* wToken = nil;

NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERAL_WUA2 input:body_data];
wToken = [[NSString alloc] initWithData:sign encoding: NSUTF8StringEncoding];
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NSString *strUrl = [NSString stringWithFormat:@ "http://www.xxx.com/login"];

NSURL *url = [NSURL URLWithString:strUrl];

NSMutableURLRequest *request =

[[NSMutableURLRequest alloc]initWithURL:url cachePolicy:NSURLRequestReloadlgnoringCacheData
timeoutInterval:20];

[request setHTTPMethod:@"POST"];

// set request body info
[request setHTTPBody:body_data];

// set wToken info to header
[request setValue:wToken forHTTPHeaderField:@"wToken"];

NSURLConnection *mConn = [[NSURLConnection alloc]initWithRequest:request delegate:self
startimmediately:true];
[mConn start];

) =
}

4. RiEHIERIIRSEE
RN L ATEIREEE] WAF | 3HBHF wToken BHTRIGIRE] , EETEEERE | BIEA ASREE,
A = |
S

LiRAY initialize 1 avmpSign EFOBTRESHIRE. MREMSZESFEIELM , 157 console FEZER
"SG Error”

EEREEEAN TR,

FERAD Ve

1901 SHALER , BRERANSEL
BERXHEa, —REIREE R SHRTRY apk

1902 éﬁﬂli—“l%ﬁ%}'%ﬁ’\] apk E%Z:—ESIO i%@iﬁﬁ%ﬁﬁ

T2FPRY apk EFERE R . i0S AlEEREA
BundlelD A~PTHg,

1903 B R 4tEan,

1904 ﬁﬂé&%ﬁH&ZKHo AVMP &ZIEE(2HF v5

1905 RERIE R, BRRERSUE
yw_1222_0335_mwua.jpg fETF2H,

1906 E R AVMP SZ3IMAY byteCode, 151G
BFEANE R ERE1ER.

1907 R AVMP 5 | iBEEIR .

1910 JE£BY avmplnstance 3£, TIEERER :

- AVMPInstance # destroy f5 , 1B
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FAFisEe

1911
1912

1913

1915
1999

InvokeAVMP,

- Bl/ byteCode kA5 SDK A<ITEL,

IMEE F Y byteCode 8EMHEMN S HHIREL.
AVMP ERXM, BEAEEA].

AVMPInstance #{ destroy Zf5 , &M
InvokeAVMP HIZ4EIR,

AVMP BRAAREARE , iBE.
KR |, BE=R.

ANNE T EA Android App N\ WAF SDK RU2{ES £,

SDK-Android 3744588

TEFHHERE WAF SDK & ( RE3REXSDK ) |, £ sdk-Android XS | 3B 7 LATRS: -

ER : aar XHHIIRASETREREARRE.

Android

AVMPSDK-external-release-5.3.2534418.aar
SecurityBodySDK-external-release-5.3.44.aar
SecurityGuardSDK-external-release-5.3.83.aar

= yw_1222_0335_mwua.jpg
B yw_1222_0335.jpg

BXHRE (0XRRAS )
X4
SecurityGuardSDK-xxx.aar
AVMPSDK-xxx.aar
SecurityBodySDK-xxx.aar
yw_1222 0335.jpg
yw_1222 0335_mwua.jpg

IH T#EikcE

SRATELER | KEEWETIE.
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v Blapp
v Bapp
» Bbuild

«DConfig

.cacheChangingModulesFor 0,

7£ Android Studio S\ SDK ®fY aar 3244, 15 SDK FFrEH aar KE4-EBEHIZIIRERY libs B
T, NRgHE libs BR , BFILIE—.

FIFZ Module 89 build.gradle 34 , FEFENATEEZE (B M@ ).
- 15 libs BRAEAEHAKERHTE.

repositories{
flatDir {

dirs 'libs'

}

}

- ENNGRAEHD. FE  aar WHRASTTRESEARRE . LITEHERIBIAE M.

dependencies {

compile fileTree(include: [*.jar'], dir: 'libs")

compile (‘com.android.support:appcompat-v7:23.0.0")

compile (name:"AVMPSDK-external-release-xxx', ext:'aar")
compile (name:'SecurityBodySDK-external-release-xxx', ext:'aar’)
compile (name:'SecurityGuardSDK-external-release-xxx', ext:'aar’)

}

[ drawable S4EHEN jpg S, 6 SDK BFETHI yw_1222_0335_mwua.jpg 1
yw_1222 0335.jpg BRS4HE Android NFATH2HY drawable BRT.

R WREIARE drawable BR |, i5FatIE—1
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Project Files Problems <)

v app
\ 4 app
> build
> libs
v src/main

> java

¥ LZres
v drawable
flyw_1222 0335.jpg
Hhyw_1222 0335_mwua.jpg
> layout
> mipmap-hdpi

TIEABI ( IPRZRZESO ) . WAF SDK BRIRRA T armeabi 28447 SO, EHIt , BFENREL
SHHRY ABLBHTITNE. BN, KIERK App Biitt. BMR(EIIT :

i. £ Android T7#2 lib BRT , &8 T armeabi X4 SMNAIFFEE L CPU ZeXgSti
, B¥E armeabi-v7a, x86, x86_64, arm64-v8a, mips, mips6d &, R& , IR
armeabi B&.

ETI7#2A9 build.gradle EeE4IEIMTERR , #% abiFilters IEEAZRMMEISHE ATE
APK EBE. 1XBRIEE armeabi 28%5 , 7~EULEBAIT :

defaultConfig {
applicationld "com.xx.yy"
minSdkVersion xx
targetSdkVersion xx
versionCode xx
versionName "x.x.x"
ndk {

abiFilters "armeabi"

}

}

AR ¢ RERER armeabi Z2/989 SO , A5 App BFRSM | FHEIREEAKR/N App B9
7R,

TEERTFVEE App B9 ABL1ER. ATLAEY | FHEE App RE armeabi ZE2E89ER.
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Downloads\taocbao_android_7.1.3\ib

EFF Egal 228
, armeaki 2017/11/20 17:15 =g
0 App R,

SNERZ Android Studio TRH , FHEREA aar FTUERL , BBANAFEAIEHEINCE
PR , BATE aar FELARTHEXIR,

WERZ Eclipse I , &7 AndroidMenifest.xml XFFRFRITTIIINRERE :

<uses-permission android:name="android.permissionINTERNET" />

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.READ_PHONE_STATE" />
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses-permission android:name="android.permission.WRITE_SETTINGS" />

70 ProGuard Fe&. WNREERT Proguard #1TE%E , WFEEANN ProGuard &, ProGuard
ELEHRIEEAA AR , 979 Eclipse #1 AndrodStudio &,

Android Studio

YNER7E build.gradle FEE T proguardFiles , FEF/E7T minifyEnabled , NIZRBA{ER
¥ proguard-rules.pro XMEEENHHHITIEE. W NERR.

buildTypes {
release {

minifyEnabled true
proguardFiles getDefaultProguardFile('proguard-android.txt'), 'proguard-rules.pro’

Eclipse

WNERTE project.properties FIEE T proguard EE , LLAN7E project.properties 50
THIES : proguard.config=proguard.cfg , MIZRBAERT proguard H{TEAE. BIEHT
E1F proguard.cfg {4 :
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FAFisEe

+- =% obj
Hlégﬂrres
- tests
] AndroidManifest. xml

Pr oZuar d. o fg

=| project. properties

=N keep #M

AT RERZER—LRABEE | FEA proguard RIECE AL AL,

-keep class com.taobao.securityjni.**{*;}
-keep class com.taobao.wireless.security.**{*;}
-keep class com.ut.secbody.**{*;}

-keep class com.taobao.dp.**{*;}

-keep class com.alibaba.wireless.security.**{*;}

KBRS
)8,

import com.alibaba.wireless.security.jaq.JAQException;

import com.alibaba.wireless.security.jag.avmp.lJAQAVMPSignComponent;
import com.alibaba.wireless.security.open.SecurityGuardManager;

import com.alibaba.wireless.security.open.avmp.JAVMPGenericComponent;

iR,

-EOEM : boolean initialize();
- O

- TH8E : ¥Ita1L SDK,

- B X

- IR[EME : boolean &Y, #Ita{vRLINIRE] true , KMuR[E] false,

- IES
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AQAVMPSignComponent jagVMPComp =
SecurityGuardManager.getInstance(getApplicationContext()).getInterface(JAQAVMPSignComponent.class);
boolean result = jagVMPComp.initialize();

BELEREE.
- #EOENX : byte[] avmpSign(int signType, byte[] input);
EORER
- IhBE : (M8 avmp BT input RUEIEHTERLE | ARREE R .

S8 W,
S¥2 i REVMR Lz

EREANE
%, BRIEE
EE  EHS
3,

FEBIEUE
. —IREE
KK, GNR
BKEAT

, BBAItSEY
ES null,

i

signType int

iy

input bytel]

IRENE : byte[] 28 , IREIER .

- HIRER. EFIRERS SRRAEEIER , FEEA avmpSign EOMNEA
body #iEHTERAIE | ZREEIERE , XPNERHHME wToken,

int VMP_SIGN_WITH_GENERAL_WUA?2 = 3;

String request_body = "i am the request body, encrypted or not!";

byte[] result = jagVMPComp.avmpSign(VMP_SIGN_WITH_GENERAL_WUA2, request_body.getBytes("UTF-
8");

String wToken = new String(result, "UTF-8");

Log.d("wToken", wToken);

& wToken Bk, £ HttpURLConnection ZERIXISRAIENN wToken FERRINE. RIS
WF:

String request_body = "i am the request body, encrypted or not!";

URL url = new URL("http://www.xxx.com");

HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestMethod("POST");

// set wToken info to header

conn.setRequestProperty("wToken", wToken);

OutputStream os = conn.getOutputStream();
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// set request body info

byte[] requestBody = request_body.getBytes("UTF-8");

os.write(requestBody);

os.flush();
os.close();

5. KIXHIERIIRSS 28, BIEUFMCLEIEIREAE] App BBEIRSS: | FIESH WAF 83X | FET

wToken #H{TXIFEIRE!.,

Z L

L& initialize #0 avmpSign EFOBARESHNFE. WREMRSZBREIRW , BFER Log H

“SecException” MEXANSE.

EIEREEEAN TR,
RS
1901

1902

1903

1904

1905

1906

1907

1910

1911
1912

1913

1915
1999
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SEAIER , BIRERANSEL
ERHER, —RREIREE R 34HY apk
BEZNYEEFA apk BEL2FA—5, 1BFERAZE
TERFRY apk EFTEE R . i0S FJRERMN A
BundleID APTHC,

B /> ER B,

Eﬂé&%ﬁﬁﬁzﬁh AVMP EZTHEENZHF v5
EREREIER Y. BRRE R XA
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