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API Reference

Welcome to Alibaba Cloud Virtual Private Cloud. You can use the APIs described in this document to
perform relevant operations on VPC.

Before using these APIs, make sure that you have fully understood the VPC product instructions and
user agreements.

Term

Term Description

A private network established in Alibaba
Cloud. It is logically isolated from other virtual

Virtual Private Cloud (VPQ) networks in Alibaba Cloud. Alibaba Cloud VPC
enables you to launch and use the Alibaba
Cloud resources in your own VPC.

It represents the region where resources are
Region located. Each region contains a group of
zones.

Zones are physical areas in the same region
with independent power grids and networks.
The network latency for ECS instances within

Zone the same zone is shorter. Intranet
communication can take place between zones
in the same region, and fault isolation can be
performed between zones.

A VRouter is a hub in the VPC that connects
all VSwitches in the VPC and serves as a
gateway device that connects the VPC to
other networks. Each VRouter maintains a
route table that forwards network traffic
based on the specific route entry settings.

VRouter

A VSwitch is a basic network device in a VPC
VSwitch network. You can further segment your virtual
networks into subnets by adding VSwitches.

. Elastic IP addresses are public IP address
Elastic IP Address (EIP) resources that you can buy separately.



Virtual Private Cloud

Developer Guide

Classless Inter-Domain Routing (CIDR)

Route Table

Route Entry

Usage limitations

A method for allocating IP addresses and IP
routing. Comparing with the traditional
classes A, B, or C addresses, CIDR is more
efficient in aspect of IP allocation.

For example, the IP address 125.203.96.0 -
125.203.127.255 in the CIDR format is as
follows:

125.203.0110 0000.0000 0000 to 125.203.0111
1111.1111 1111 or 125.203.96.0/19

A route table is a list of route entries in a
VRouter.

Each entry in a route table is designated as a
route entry. A route entry defines the next
hop address for the network traffic to be
routed to the specified CIDR block
destination.

The number of VPCs, EIPs and other resources that an account can possess has limitation.

In a VPC, there are also limitations on the number of VSwitches and the number of ECS instances can
run in a VPC, and so on. Before using the VPC APIs, ensure that you have known the limitations.

In the API documentation, if the parameter values and specification limitations are conflict of that in
the official website, the information in the official website prevails.

Call method

Call methods

ECS APIs are called by sending an HTTP GET request to the ECS API server address, with
corresponding request parameters included in the request according to the API instructions. The
system returns the processing results according to the request processing status.

1. Request structure

2. Public parameters

3. Returned results

4. Signature mechanism
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Request Structure

Service Address

The service access URL of APl is:vpc.aliyuncs.com

Communication Protocol

Supports request communication through HTTP or HTTPS channels. HTTPS is recommended because
it provides better security.

Request Methods

Supports sending request through HTTP GET. In this mode, the request parameter has to be included
in the request URL.

Request Parameters

You must specify an action for each request, that is, the ‘Action” parameter (such as StartInstance).
Every action must include the required public request parameters and the request parameters
specified for this action.

Character Encoding

Requests and returned results are both encoded using the UTF-8 character set.

Public Parameters

Public Request Parameters

Public request parameters refer to the request parameters that need to be used by every interface.

Name Type Required Description

Type of value returned,
JSON and XML

Format String No supported. XML is the
default.
Version String Yes The API version, with the
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AccessKeyld String Yes

Signature String Yes

SignatureMethod String Yes

Timestamp String Yes

SignatureVersion String Yes

SignatureNonce String Yes
Examples:

https://vpc.aliyuncs.com/

?Format=xml

&Version=2014-05-26
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyld=key-test
&Timestamp=2012-06-01T12:00:00Z

date format: YYYY-MM-
DD. The current version is
2016-04-28.

The key ID Alibaba Cloud
issued to a user to access
services.

The signature result
string. For details on the
signature calculation
method, please refer to
Signature mechanism.

The signature method.
HMAC-SHAL currently
supported.

Request time stamp. The
date is represented
according to ISO8601,
and UTC is required.
Format:

YYYY-MM-
DDThh:mm:ssZ

For example, 2014-05-
26T12:00:00Z (equivalent
to 20:00:00, May 26, 2014
Beijing time).

Signature algorithm
version. The current
version is 1.0.

A unique random
number, used to prevent
replay attacks. The user
must use different
random numbers for
different requests
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Public Return Parameters

Each time the user sends a call request to an interface, no matter if it is successful or not, the system
will return a unique identification code (Requestld) to the user.

Examples:

XML Examples:

<?xml version="1.0" encoding="UTF-8"?>

<!--Result Root Node-->

<Interface Name+Response>

<--Return Request Tag-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld>
<!--Return Result Data-->

</Interface Name+Response>

JSON Examples:

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",
/* Return Result Data*/

}

Returned Results

After the API service is called, the returned data adopts a uniform format. A returned HTTP status
code of 2xx indicates that the call was successful. A returned HTTP status code of 4xx or 5xx indicates
that the call was unsuccessful. For successful calls, the supported formats of returned data are XML
and JSON. When a request is sent, an external system can pass in parameters to specify the format of
returned data. XML is the default format. In this document, examples of results returned are
formatted in a way that is easier for users to view. The actual results returned are not formatted with
line breaks, indentation, etc.

Successful Results

XML Examples:
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<?xml version="1.0" encoding="UTF-8"?>

<!--Result Root Node-->

<Interface Name+Response>

<!--Return Request Tag-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld>
<!--Return Result Data-->

</Interface Name+Response>

JSON Examples:

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* Return Result Data*/
}

Error Results

After an error is encountered in an interface call, no result data will be returned. The caller can
pinpoint the causes of error based on the error codes corresponding to each interface and the public
error codes that are listed in 2.3.3 below.

When an error occurs in a call, the HTTP request will return an HTTP status code of 4xx or 5xx. The
returned message body includes the specific error code and error message. It also contains a globally
unique request ID: Requestld and the ID of the site you accessed with this request: HostId. If the
caller cannot find the cause of the error, he can contact Alibaba Cloud customer service and provide
the Hostld and Requestld to help us solve the problem as quickly as possible.

XML Examples:

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld >
<Hostld >vpc.aliyuncs.com</Hostld >
<Code>UnsupportedOperation</Code>

<Message>The specified action is not supported.</Message>
</Error>

JSON Examples:

{
"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",

"Hostld": "vpc.aliyuncs.com”,
"Code": "UnsupportedOperation”,
"Message": "The specified action is not supported.”

}
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Public Error Codes

Error code

MissingParameter

MissingParameter

MissingParameter

MissingParameter

MissingParameter

InvalidParameter

InvalidAccessKeyld.
NotFound

Forbidden.AccessKe

yDisabled

IncompleteSignature

InvalidParamater

Description

The input parameter

“Action” thatis
mandatory for
processing this
request is not
supplied

The input parameter
"AccessKeyld”

that is mandatory

for processing this

request is not

supplied

An input parameter

“Signature” that is
mandatory for
processing the
request is not
supplied.

The input parameter

“TimeStamp” that
is mandatory for
processing this
request is not
supplied

The input parameter

“Version” that is
mandatory for
processing this
request is not
supplied

The specified
parameter “Action
or Version” is not
valid.

The Access Key ID
provided does not
exist in our records.

The Access Key is
disabled.

The request
signature does not
conform to Alibaba
Cloud standards.

The specified
parameter
"SignatureMethod

Http status code

400

400

400

400

400

400

400

403

400

400

Meaning

The Action field
missing

The AccessKeyld
field missing

The Signature field
missing

The Timestamp field
missing

The Version field
missing

Invalid Action value
(This API does not
exist)

Invalid AccessKeyld
value (This key does
not exist)

The AccessKey is
disabled

Invalid Signature
value (incorrect
signature result)

Invalid
SignatureMethod
value
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InvalidParamater

IllegalTimestamp

SignatureNonceUse
d

InvalidParameter
InvalidOwnerld
InvalidOwnerAccoun

t

InvalidOwner

Throttling

Throttling

InvalidAction

UnsupportedHTTPM
ethod

ServiceUnavailable

is not valid.

The specified

parameter

“SignatureVersion
is not valid.

"

The input parameter

"Timestamp” that
is mandatory for
processing this
request is not
supplied.

The request
signature nonce has
been used.

The specified
parameter “Action
or Version” is not
valid.

The specified
Ownerld is not valid.

The specified
OwnerAccount is
not valid.

Ownerld and
OwnerAccount
can’ tbe used at
one API access.

Request was denied
due to request
throttling.

Request was denied
due to request
throttling.

Specified action is
not valid.

This http method is
not supported.

The request has
failed due to a
temporary failure of
the server.

400

400

400

400

400

400

400

400

400

403

403

500

Invalid
SignatureVersion
value

Invalid Timestamp
value (The gap
between Timestamp
and server time
exceeds one hour)

Invalid
SignatureNonce
(This
SignatureNonce
value has been
used)

Invalid Version value

Invalid Ownerld
value

Invalid
OwnerAccount value

The Ownerld and
OwnerAccount are
used at the same
time

Access is denied due
to the system traffic
control

The call quota for
this key is used up

This key is not
authorized to call
this API

The user adopts
unsupported Http
method (currently
TOP only supports
post and get)

The service is
unavailable
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UnsupportedParame
ter

InternalError

MissingParameter

Forbidden.SubUser

UnsupportedParame
ter

Forbidden.InstanceN
otFound

Forbidden.DiskNotF
ound

Forbidden.SecurityG
roupNotFound

Forbidden.Snapshot
NotFound

The parameter
"<parameter
name>" is not

supported.

The request
processing has failed
due to some
unknown error,
exception or failure.

The input parameter
Ownerld,OwnerAcco
unt that is
mandatory for
processing this
request is not
supplied.

The specified action
is not available for
you

The parameter
"<parameter
name>" is not

supported.

The specified
Instance does not
exist, so we cannot
get enough
information to check
permission in RAM.

The specified Disk
does not exist, so we
cannot get enough
information to check
permission in RAM.

The specified
SecurityGroup does
not exist, so we
cannot get enough
information to check
permission in RAM.

The specified
Snapshot does not
exist, so we cannot
get enough
information to check
permission in RAM.

400

500

403

403

400

404

404

404

404

Invalid parameter is
used

Other causes

No assigned
Ownerld when
calling this interface

Not authorized to
call the Order class
interface

Not authorized to
use this parameter

RAM is used to
provide cross-
account access to
resources, but the
Instance involved in
the access does not
exist

RAM is used to
provide cross-
account access to
resources, but the
Disk involved in the
access does not
exist

RAM is used to
provide cross-
account access to
resources, but the
SecurityGroup
involved in the
access does not
exist

RAM is used to
provide cross-
account access to
resources, but the
Snapshot involved in
the access does not
exist
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Forbidden.ImageNot
Found

Forbidden.RAM

Forbidden.NotSupp
ortRAM

Forbidden.RiskContr
ol

InsufficientBalance

IdempotentParamet
erMismatch

RealNameAuthentic
ationError

Invalididempotence
Parameter.Mismatch

LastTokenProcessing

InvalidParameter

The specified Image
does not exist, so we
cannot get enough
information to check
permission in RAM.

User not authorized
to operate on the
specified resource,
or this API does not
support RAM.

This action does not
support accessed by
RAM mode.

This operation is
forbidden by
Alibaba Cloud Risk
Control system.

Your account does
not have enough
balance.

Request uses a client
token in a previous
request but is not
identical to that
request.

Your account has
not passed the real-
name authentication
yet.

The specified
parameters are
different from
before

The last token
request is
processing

The specified
parameter is not
valid

10

404

403

403

403

400

400

403

403

403

400

RAM is used to
provide cross-
account access to
resources, but the
Image involved in
the access does not
exist

RAM is used to
provide cross-
account access to
resources, but users
are not authorized
to perform the
operation this time

RAM is not allowed
to be used to access
this interface (use of
ResourceOwnerAcco
unt not allowed)

Access denied by
Alibaba Cloud Risk
Control system

Insufficient balance

A used ClientToken
is used for the
request, which is
different from the
previous request
with the used token.

Real-name
registration is not
performed by the
user

Idempotence
parameters do not
match

The previous
request is still being
processed

Parameter
verification failed
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Signature Mechanism

Each time it is accessed by a request, the service will perform sender authentication. Therefore,
whether HTTP or HTTPS protocol is used to submit the request, the request must contain signature
information. By using the Access Key ID and Access Key Secret, the service performs symmetric
encryption to authenticate the sender request. The ‘Access Key ID' and ‘Access Key Secret’ are
officially issued to visitors by Alibaba Cloud (visitors can apply for and manage them on the official
Alibaba Cloud website). The Access Key ID indicates the identity of the visitor. The Access Key Secret
is the secret key used to encrypt the signature string and to verify the signature string on the server.
It must be kept strictly confidential and only be known to Alibaba Cloud and the end user.

When a user makes a call to the server, the following method is used to sign the request:

The Canonicalized Query String is constructed using the request parameters

(@) The request parameters are ordered alphabetically by the parameter names (this

includes the “public request parameters” and custom parameters for the given request

interfaces described in this document, but not the Signature parameter mentioned in
“Public Request Parameters” ).

Note: When a request is submitted using the GET method, these parameters are the

parameter section of the request URI (i.e. the section in the URI following “?" and

connected by “&" ).

(b) The name and value of each request parameter are encoded. The names and values
must undergo URL encoding using the UTF-8 character set. The URL encoding rules are as
follows:

i. The characters A-Z, a-z, 0-9, "-", " ", ".", and "~" are not encoded;
ii. Other characters are encoded in "%XY" format, with XY representing the characters' ASCII code in
hexadecimal notation. For example, the English double quotes (") are encoded as %22
iii. Extended UTF-8 characters are encoded in "%XY%ZA..." format;
iv. It must be noted that the English space () is encoded as %20, rather than the plus sign (+).

Note: Generally, libraries that support URL encoding (e.g. Java' s java.net.URLEncoder) are
all encoded according to the rules for the “application/x-www-form-urlencoded” MIME-
type. If this encoding method is used, replace the plus signs (+) in the encoded strings with
%20, the asterisks (*) with %2A, and change %7E back to the tilde (~) to conform to the
encoding rules described above.

(c) Connect the encoded parameter names and values with the English equals sign (\=).

(d) Then, order the parameter name and value pairs connected by equals signs in
alphabetical order and connect them with the & symbol to produce the Canonicalized
Query String.

11
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Follow the rules below to construct the string used for signature calculation by using the
Canonicalized Query String constructed in the previous step:

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Here, HTTPMethod is the HTTP method used for request submission, e.g. GET.
percentEncode ( “/ “) is the encoded value for the character “/ " according to the URL
encoding rules described in 1.b, namely “%2F" .
percentEncode(CanonicalizedQueryString) is the encoded string of the Canonicalized Query
String constructed in Step 1, produced by following the URL encoding rules described in
1b.

Use the above to calculate the HMAC value of the signature string, as defined in RFC2104.
Note: When calculating the signature, the Key is the Access Key Secret held by the user with
the "&" character (ASCII:38) added on the end. The SHA1 hashing algorithm is used.

According to Base64 encoding rules, encode the above HMAC value into a string. This gives
you the signature value.

Add the obtained signature value to the request parameters as the 'Signature’

parameter. This completes the request signing process.

Note: When the obtained signature value is submitted to the server as the final request
parameter value, it will undergo URL encoding like other parameters according to RFC3986
rules.

Taking DescribeRegions for example, the request URL before signature is:

http://vpc.aliyuncs.com/?TimeStamp=2012-12-
26T10:33:56Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&Regionld=region1&SignatureNonce=NwDAxvLU6tFEODVb&Version=2014-05-
26&SignatureVersion=1.0

Thus, the StringToSign is:

GET&%2F&AccessKeyld%3Dtestid&Action%3DDescribeRegions&Format%3DXML&Regionld%3Dregion
1&SignatureMethod%3DHMAC-
SHA1&SignatureNonce%3DNwDAxvLU6tFEODVb&SignatureVersion%3D1.0&TimeStamp%3D2012-12-
26T10%253A33%253A56Z&Version%3D2014-05-26

If we assume the Access Key ID is  “testid” , the Access Key Secret is “testsecret” , and the
Kev used for HMAC calculation is "testsecret&” . the calculated sianature value is:

12
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K9fCVP6Jrklpd3rLYKh1pfrrFNo=

The signed request URL is (note the added Signature parameter):

http://vpc.aliyuncs.com/?TimeStamp=2012-12-
26T10%3A33%3A56Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod
=HMAC-SHA1&Regionld=region1&SignatureNonce=NwDAxvLU6tFEODVb&Version=2012-09-
13&SignatureVersion=1.0&Signature=SDFQNvyH5rtkc9T5Fwo8DOjw5hc%3d

VPC APIs

Description

Create a VPC in a specified region.

Note the following before creating a VPC:

When you create a VPC, you must specify a range of IP addresses for the VPC in the form of
a Classless Inter-Domain Routing (CIDR) block.

A VPC can assign only one CIDR block and the available CIDR blocks are 192.168.0.0/16 and
172.16.0.0/12 as well as their subnets. The default IP address range is 172.16.0.0/12.

The CIDR block cannot be modified after you create the VPC.

If you want to add a cloud product instance to a VPC, ensure that the region is same as that
of the VPC. The cloud product instances cannot in a VPC cannot be distributed across
different regions but can be distributed across different zones in the region.

The CIDR block cannot be modified once the VPC has been created.
The number of cloud product instances in each VPC cannot exceed 10000.

A VRouter and a route table are automatically created along with the creation of a VPC. Each
VPC can have only one VRouter and one route table.

13
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Request Parameters

Name Type Required Description
. . Valid value:
Action String Yes CreateVpc.

The region of the new
Regionld String Yes VPC. See Regions and
zones for region IDs.

Valid values:
192.168.0.0/16 and
172.16.0.0/16.

CidrBlock String No If not specified, the

default value
172.16.0.0/16 is used.

The name of the VPC.
The default value is
null.

Note the following
when specify the
name:

- Contain 2
characters at
. least and 128

VpcName String No characters at
most.

- Can contain
digits, “_ *,
and "- "

- Cannot begin
with http://

or https://.

The description of the
VPC. The default value
is null.

Note the following
when entering the

o ] description:
Description String No

- Contain 2
characters at
least and 256
characters at
most.

14
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- Must begin
with an
uppercase or
lowercase
English letter,
or Chinese
character.

- Cannot begin
with http://
or https://.

Used to ensure the
request idempotence.
This parameter value
is generated by the
ClientToken String No client and must be
unique. Cannot
exceed 64 ASCII
characters. For details,
refer to the appendix.

Return Parameters

Name Type Description

Vpcld String The ID of VPC allocated by the
system.

VRouterld String The ID of the VRouter created by

the system.

The ID of the route table created

RouteTableld String by the system.
Error Code
Error message HTTP status code Description
The specified region
does not exist.

. . Specified value of Refer to Regions
InvalidRegionld.Not Regionld is not 404 and zones to check
Found . .

supported. the available regions
and corresponding
region IDs.

Specified CIDR block 400 The specified CIDR

InvalidParameter is not valid. block is invalid.

15
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ResourceNotAvailabl
e

InvalidVpcName.Mal
formed

InvalidVpcDiscriptio
n.Malformed

Resource you
requested is not
available in this
region or zone.

Specified VPC name
is not valid.

Specified VPC
description is not
valid.

User not authorized
Forbbiden to operate on the
specified resource.

VPC quota

QuotaExceeded.Vpc exceeded.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=CreateVpc
&RegionID=cn-beijing
& <Public Request Parameters>

Return Example

XML format

<CreateVpcResponse>

<Requestld>461D0C42-D5D1-4009-9B6A-B3D5888A19A9 </Requestld>,

<RouteTableld>vtb-25wm68mnh </RouteTableld >
<VRouterld>vrt-25bezkd03 </VRouterld>
<Vpcld>vpc-257gq642n</Vpcld >
</CreateVpcResponse>

JSON format

{

"Requestld": "461D0C42-D5D1-4009-9B6A-B3D5888A19A9",
"RouteTableld": "vtb-25wm68mnh",

"VRouterld": "vrt-25bezkd03",

"Vpcld": "vpc-257ggq642n”

}

16

400

400

400

403

400

The VPC service is
not available in the
specified region or
zone.

The format of the
VPC name is invalid.

The format of the
VPC description is
invalid.

The user does not
have operation

permission for the
specified resource.

The VPC quota for
this account has
been reached.
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Description

Delete the specified VPC.

Note the following before deleting a VPC:

Before deleting a VPC, you must first release or remove all resources in the VPC (including
VSwitches, ECS Instances and so on).

Only VPCs in the Available status can be deleted.

Request Parameters

Name Type Required Description
. . Valid value:
Action String Yes DeleteVpc.
Vpcld String Yes 'It;Ze dIe[I)eSc)Zc;he VPCto

Return Parameters

All parameters are public parameters. For details, refer to Public Return Parameters.

Error Code

Error message Http status code Description

The current VPC
status does not
support this
operation.

Current VPC status
does not support 400
this operation.

IncorrectVpcStatus

Failed to delete the
VPC because the
VPC still has
associated custom
router entries.

Specified object has
dependent 400
resources.

DependencyViolatio
n.RouteEntry

Failed to delete the

DependencyViolatio

Specified object has

VPC because the

dependent 400 VPC still has
n.Instance ;
resources. associated cloud
product instances.
DependencyViolatio Specified object has 400 Failed to delete the

17
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VPC because the

n.VSwitch dependent VPC still has
: resources. associated
VSwitches.
Failed to delete the
DependencyViolatio Specified object has VPC bgcause the
n.SecurityGroup dependent 400 VPC still has
: resources. associated security
groups.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=DeleteVpc
&Vpcld=vpc-25eq58pl3
& <Public Request Parameters>

Return Example

XML format

<DeleteVpcResponse>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA</Requestld>
</DeleteVpcResponse>

JSON format

{
"Requestld":"606998F0-B94D-43FE-8316-ACA81BB230DA"

}

Description

Query the list of VPCs in a specified region. This interface supports querying by page, with 10 lines
per page by default.

This interface only checks the validation of the parameters and does not check the dependency
between parameters. The returned results are the intersection of all criteria.

Reauest Parameters
Name Type Required Description

18
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Valid value:

Action String Yes DescribeVpcs.

The ID of the VPC to

Vpcld String No be queried

The ID of the region
where the VPC to be
queried belongs to.
Refer to Regions and
zones to check region
IDs.

Regionld String Yes

Page number of the
instance status list.
The start value is 1.
The default value is 1.

PageNumber Integer No

The number of lines
per page set for
paging query. The
maximum value is 50
and default value is

PageSize Integer No

10.
Return Parameters
Name Type Description
The collection information of the
Vpcs VpcType VPC. For details, refer to
VpcSetType.
TotalCount String The total number of the queried
Iitems.
PageNumber Integer The current page number.
. The number of items on the
PageSize Integer
current page.
Error Code
Error message Http status code Description

The specified region
does not exist.
Specified region is
Forbidden.RegionNo not found during
tFound access
authentication.

Refer to Regions

404 and zones to check
the available regions
and corresponding
region IDs.

19
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Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeVpcs
&Regionld=cn-beijing
& <Public Request Parameters>

Return Example

XML format

<DescribeVpcsResponse>
<Requestld> DA1DAE87-43FA-472F-98BB-4FDBAA4A688D </Requestld>
<Vpcs>

<Vpc>

<Vpcld> vpc-257gq642n </Vpcld>
<Regionld>cn-beijing</Regionld>

<VpcName> </VpcName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<Status>Available</Status>
<CidrBlock>172.16.0.0/16</CidrBlock>

<VSwitchlds>

</VSwitchlds>

<CreationTime> 2014-10-29T13:30:19Z </CreationTime>
</Vpc>

</Vpcs>

</DescribeVpcResponse>

JSON format

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "DA1DAE87-43FA-472F-98BB-4FDBAA4A688D",
"TotalCount™: 1,

"Vpcs": {

"Vpc":

{

"CidrBlock": "172.16.0.0/16",
"CreationTime": "2014-10-29T13:30:19Z",
"Description™: "",

"Regionld": "cn-beijing",

"Status": "Available",

"VRouterld": "vrt-25bezkd03",
"VSwitchlds": {

"VSwitchld": []
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2
"Vpcld": "vpc-257gq642n”,
"VpcName": ™"

) o 1 =

Description

Modify the attributes of the specified VPC.

Request Parameters

Name Type Required? Description

Valid value:

Action String Yes ModifyVpcAttribute.

The ID of the VPC to

Vpcld String Yes be modified.
The new name of the
VPC. The default value
is Null.
Note the following
when modifying the
name:

- Contain 2
characters at

) least and 128
VpcName String No characters at
most.

- Can contain
digits, “_ ",
and “- "

- Cannot begin
with http://
or https://.

The new description
of the VPC. The
Description String No default value is null.

Note the following
when modifying the
description:
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- Contain 2
characters at
least and 256
characters at
most.

- Must begin
with an
uppercase or
lowercase
English letter,
or Chinese
character.

- Cannot begin

n.Malformed

Examples

Request Example

invalid.

https://ecs.aliyuncs.com/?Action=ModifyVpcAttribute

&Vpcld=vpc-257gq642n
&VpcName=Vpc02

& <Public Request Parameters>

22

with http://
or https://.
Return Parameters
All parameters are public parameters. For details, refer to Public Return Parameters.
Error Code
Error message HTTP status code Description
InvalidVpcld.NotFou Specified VPC does The specified VPC
. 404 .
nd not exist. does not exist.
InvalidVpcName.Mal Specified VPC name 400 The format of the
formed is not valid. VPC name is invalid.
. o Specified VPC The format of the
InvalidVpcDiscriptio description is 400 VPC description is

invalid.
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Return Example

XML format

<ModifyVpcAttributeResponse>
<Requestld>5741F353-AD13-41A2-83C7-19E49BD9AE30</Requestld >
</ModifyVpcAttributeResponse>

JSON format

{
"Requestld": "5741F353-AD13-41A2-83C7-19E49BD9AE30"

}

VRouter APIs

Description

Query the list of VRouters in the specified region. This interface supports querying by page, with 10
lines per page by default.

Request Parameters

Name Type Required Description

Valid value:

Action String Yes DescribeVRouters.

The ID of the VRouter

VRouterld String No to be queried.

The ID of the region.
Refer to Regions and
zones to check region
IDs.

Regionld String Yes

Page number of the
instance status list.
The start value is 1.
The default value is 1.

PageNumber Integer No

The number of lines
per page set for
paging query. The
maximum value is 50

PageSize Integer No
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and default value is
10.

Return Parameters

Name Type Description
The detailed information of the

VRouterSetType - VRouter. For details, refer to
VRouterSetType.

TotalCount Integer The number of items on the list.

PageNumber Integer The current page.

PageSize Integer The number of items on the

9 9 current page.
Error Code
Error code and message HTTP status code Description

Specified region is
Forbidden.RegionNo not found during The specified region
404 .
tFound access does not exist.
authentication.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeVRouters
&Regionld=cn-beijing
& <Public Request Parameters>

Return Example

XML format

<DescribeVRoutersResponse>
<Requestld>C2C6EF61-53B7-4071-A87D-B42F1F17FA5A </Requestld >
<VRouters>

<VRouter>

<Vpcld>vpc-257gq642n</Vpcld>

<VRouterName> </VRouterName>

<Description> </Description>
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<VRouterld>vrt-25bezkd03 </VRouterld >
<RouteTablelds>
<RouteTableld>vtb-25wm68mnh </RouteTableld >
</RouteTablelds>

<CreationTime>2014-10-29T13:30:19Z</CreationTime>

</VRouter>
</VRouters>
</DescribeVRoutersResponse>

JSON format

{
"PageNumber": 1,

"PageSize": 10,

"Requestld": "C2C6EF61-53B7-4071-A87D-B42F1F17FASA",

"TotalCount": 1,

"VRouters": {

"VRouter": [

{

"CreationTime": "2014-10-29T13:30:19Z",
"Description™: "",

"RegionId": "cn-beijing",
"RouteTablelds": {
"RouteTableld": [
"vtb-25wm68mnh"

]

b

"VRouterld": "vrt-25bezkd03",
"VRouterName": "",

"Vpcld": "vpc-257ggq642n”

}

]
}
}

Description

Modify the attributes of the specified VRouter.

Request Parameters

Name Type

Action String
VRouterld String
VRouterName String

Required?

Yes

Yes

No

25

Description

Valid value:
ModifyVRouterAttribu
te.

The ID of the VRouter
to be modified.

The new name of the
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VRouter. The default
value is null.

Note the following
when modifying the
name:

- Contain 2
characters at
least and 128
characters at
most.

- Cannot begin
with http://
or https://.

The new description
of the VRouter.

Note the following
when modifying the
description:

- Contain 2
characters at
least and 256
characters at
most.

Description String No - Must begin
with an
uppercase or
lowercase
English letter,
or Chinese
character.

- Cannot begin

with http://
or https://.
Return Parameters
All parameters are public parameters. For details, refer to Public Return Parameters.
Error Code
Error code and message HTTP status code Description
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Specified virtual
router does not
exist.

InvalidVRouterId.No
tFound

Specified virtual
router name is not
valid.

InvalidVRouterName
.Malformed

Specified virtual
router description is
not valid.

InvalidVRouterDiscri
ption.Malformed

Examples

Request Example

https://ecs.aliyuncs.com/?Action=ModifyVRouterAttribute
&VRouterld=vrt-25bezkd03

&VRouterName=VRouter

& <Public Request Parameters>

Return Example

XML format

<ModifyVRouterAttributeResponse>

<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld>

</ModifyVRouterAttributeResponse>

JSON format

{

"Requestld": "EOAAA98E-8E3C-4C11-95F3-5E2B8AD51703"

}

VSwitch APIs

Description

404

400

400

The specified
VRouter does not
exist.

The name of the
VRouter is invalid.

The description of
the VRouter is
invalid.

Creates a VSwitch in the specified VPC. Note the following when creating a VSwitch:
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The cloud product instances under a VSwitch cannot be distributed across different zones.

Each VPC cannot have more than 24 VSwitches.

The block size of a VSwitch is between is /16 netmask and /24 netmask, providing 256-65535
IP addresses.

The first and last three VSwitch IP addresses are reserved by the system. For example, for
192.168.1.0/24, the IP addresses reserved by the system are 192.168.1.0 and 192.168.1.253 -
255.

VSwitches do not support broadcasting or multicasting.

The CIDR block of the VSwitch must belong to the CIDR block of the VPC.

If the CIDR block of the VSwitch is the same as that of the VPC, you can only have one
VSwtich in the VPC.

The CIDR block of the VSwitch cannot be same of the destination CIDR block of the route
entry in the same VPC.

The CIDR block size of the VSwitch cannot larger than the destination CIDR block size of the
route entry but can be a subset of the destination CIDR block of the route entry.

The CIDR block of the VSwitch cannot be modified after you create the VSwitch.

The number of cloud product instances under the VSwitch cannot exceed the number of
instances for the VPC (10000 - the current number of cloud product instances).

A single cloud product instance can only belong to one VSwitch.

Request Parameters

Name Type Required Description
. . Valid value:
Action String Yes CreateVSwitch.
Zoneld String Yes ID of the zone.
. . The CIDR block of the
CidrBlock String Yes VSwitch.
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The ID of the VPC that
Vpcld String Yes the VSwitch belongs
to.

The VSwitch name.
The default value is
null.

Note the following
when specifying the
name:
- Contain 2
characters at
) ) least and 128
VSwitchName String No
characters at
most.

- Can contain
digits, “_ ",
and "- "

- Cannot begin
with http://

or https://.

The VSwitch
description. The
default value is null.
Note the following
when specifying the
description:

- Contain 2
characters at
least and 256
characters at
most.

Description String No - Must begin
with an
uppercase or
lowercase
English letter,
or Chinese
character.

- Cannot begin
with http://
or https://.

Used to ensure the

ClientToken String No idempotence of the
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request. The value is
generated by a client.
The token must be
unique among all
requests and can
contain up to 64 ASCII
characters. For details,
refer to the appendix
How to Ensure

Idempotence.
Return Parameters
Name Type Description
VSwitchld String The ID of the VSwitch allocated by
the system.
Error Code
Error code and message HTTP status code Description

InvalidZoneld.NotFo

Specified zone does

The specified zone

und not exist. 404 does not exist.

InvalidVpcld.NotFou Specified VPC does The specified VPC
. 404 .

nd not exist. does not exist.

— o The specified CIDR
InvalidCidrBlock.Mal 'SpeC|f|ed' CIDR block 400 block format is
formed is not valid. RN

invalid.

. . Specified virtual The format of the
InvalidVSwitchName switch name is not 400 VSwitch name is
.Malformed . ST

valid. invalid.

. . — Specified virtual The format of the
Inyal|dVSW|tcthscrl switch description is 400 VSwitch description
ption.Malformed ) ST

not valid. is invalid.
Resource you o .
ResourceNotAvailabl requested is not The specified region
) L 400 or zone does not
e available in this
. support VPC.
region or zone.

. Specified CIDR block The specified CIDR
InvalidParameter isnotvalidinvec, 400 block is invalid.

- Specified CIDR block The specified CIDR
Ir?;/allgdodrBIock.Ove overlapped with 400 overlaps with other

PP other subnets. VSwitches.
s The specified CIDR

- Specified CIDR block .
InvalidCidrBlock.Ove overlapped with 400 overlaps with a

rlapped

other entry

30

destination CIDR
block of a custom



Virtual Private Cloud

Developer Guide

QuotaExceeded.VSw
itch

IncorretRouteEntrySt
atus

IncorretVSwitchStat
us

InvalidCirdrBlock.Ma
skLength

IncorrectVpcStatus

Examples

Request Example

Virtual switch quota
exceeded.

Some route entry
status blocked this
operation.

Some virtual switch
is modifying within
the same VPC.

Specified CIDR block
is not valid.

Current VPC status
does not support
this operation.

https://ecs.aliyuncs.com/?Action=CreateVSwitch

&CidrBlock=172.16.1.0/24
&Vpcld=vpc-257gq642n
&Zoneld=cn-beijing-a

& <Public Request Parameters>

Return Example

XML format

<CreateVSwitchResponse>

<Requestld>861E6630-AEC0-4B2D-B214-6CB5E44B7F04 </Requestld >

<VSwitchld>vsw-25naue4gz</VSwitchld >

</CreateVSwitchResponse>

JSON format

{

"Requestld": "861E6630-AEC0-4B2D-B214-6CB5E44B7F04",

"VSwitchld": "vsw-25naue4gz”
}
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400

400

400

400

400

route entry.

The VSwitch quota
has been reached.

Failed to create
VSwitch because the
custom routes are in
the pending status.

Failed to create
VSwitch because
some VSwitches are
in the pending
status.

The specified CIDR
block format is
invalid.

Failed to create
VSwitch because the
VPCis in the
pending status.



Virtual Private Cloud Developer Guide

Description

Delete the specified VSwitch. Note the following when deleting a VSwitch.
Only VSwitches in the Available status can be deleted.
Before deleting a VSwitch, you must release or remove all resources under the VSwitch.

You are not allowed to delete a VSwitch when the VPC or other VSwitch in the VPC is in an
intermediate status (adding, modifying, deleting).

Request Parameters

Name Type Required Description

. . Valid value:
Action String Yes DeleteVSwitch.
VSwitchld String Yes The ID of the VSwitch

to be deleted.

Return Parameters

All parameters are public parameters. For details, refer to Public Return Parameters.

Error Code

Error code and message HTTP status code Description

The current virtual

Failed to delete the

IncorrectVSwitchStat switch status does 400 VSwitch because the
us not support this specified VSwitch is
operation. in the pending state.
Failed to delete the
DependencyViolatio Specified object has VSwitch because the
n P y dependent 400 specified VSwitch
resources. still has unreleased
resources.
Failed to delete the
Some route entry VSwitch because
Iar;Ec;rretRouteEntrySt status blocked this 400 some custom route

operation.

32
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Examples

Request Example

https://ecs.aliyuncs.com/?Action=DeleteVSwitch
&VSwitchld=vsw-25naue4gz
& <Public Request Parameters>

Return Example

XML format

<DeleteVSwitchesResponse>
<Requestld>AF083E3D-7E29-4B77-A937-1F129802D5F3 </Requestld >
</DeleteVSwitchesResponse >

JSON format

{
"Requestld": "AFO83E3D-7E29-4B77-A937-1F129802D5F3"

}

Description

Query the user’ s VSwitch list. This interface supports querying by page, with 10 lines per page by
default.

This interface can only verify the legitimacy of the parameters and cannot verify the dependency
between parameters. The returned results are the intersection of all criteria.

Request Parameters

Name Type Required Description
Required parameter,
Action String Yes with a value:
DescribeVSwitches.
Regionld String Yes Region ID.
Vpcld String No VPCID.
VSwitchld String No The ID of the VSwitch

to be queried.
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Zoneld String No ID of the zone.

Page number of the
instance status list.
The start value is 1.
The default value is 1.

PageNumber Integer No

The number of lines
per page set for
PageSize Integer No paging query. The
maximum value is 50
and default value is

10.
Return Parameters
Name Type Description
. . A collection composed of VSwitch
VSwitches VSwitchType details VSwitchSetType.
TotalCount Integer The number of items on the list.
PageNumber Integer The current page.
. The number of items on the
PageSize Integer
current page.
Error Code
Error Code Description Http status code Meaning
: Specified VPC is not e
Forbidden.VpcNotFo found during access 404 The speaﬂqd VPC
und S does not exist.
authentication.
Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeVSwitches
&Vpcld=vpc-25eq58pl3
& <Public Request Parameters>

Return Example

XML format
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<DescribeVSwitchesResponse>
<Requestld>9A572171-4E27-40D1-BD36-D26C9E71E29E < /Requestld >
<VSwitches>

<VSwitch>

<VSwitchld> vsw-25b7pv15t </VSwitchld>
<Status>Available</Status>
<CidrBlock>172.16.1.0/24</CidrBlock>
<Zoneld>cn-beijing-a</Zoneld>
<AvailableIpAddressCount>246</AvailablelpAddressCount >
<Vpcld>vpc-257gq642n</Vpcld >

<Description> </Description>

<VSwitchName> </VSwitchName>

<CreationTime> 2014-10-29T15:21:02Z </CreationTime>
</VSwitch>

</VSwitches>

</DescribeVSwitchesResponse>

JSON format

"PageNumber": 1,

"PageSize": 10,

"Requestld": "9A572171-4E27-40D1-BD36-D26C9E71E29E",
"TotalCount": 1,

"VSwitches": {

"VSwitch": [

{

"AvailableIpAddressCount": 246,
"CidrBlock": "172.16.1.0/24",
"CreationTime": "2014-10-29T15:21:02Z",
"Description": "",

"Status": "Available",

"VSwitchld": "vsw-25b7pv15t”,
"VSwitchName": "",

"Vpcld": "vpc-2579q642n",

"Zoneld": "cn-beijing-a"

S )

Modify VSwitch attributes

Description

Modify the attributes of the specified VSwitch.
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Request Parameters

Name

Action

VSwitchld

VSwitchName

Description

Type

String

String

String

String

Return Parameters

All are public return parameters. For details, see Public Return Parameters.

Error Code

Error Code

InvalidVSwitchId.Not
Found

InvalidVSwitchName
.Malformed

InvalidVSwitchDiscri
ption.Malformed

Description

The specified virtual
switch does not
exists.

Specified virtual
switch name is not
valid.

Specified virtual
switch description is

36

Required

Yes

Yes

No

No

Http status code

404

400

400

Description

Required parameter,
with a value:
ModifyVSwitchAttribu
te.

The ID of the VSwitch
to be modified.

The VSwitch name.
The default value is
blank. [2, 128] English
or Chinese characters,
must begin with an
uppercase/lowercase
letter or Chinese
character. Can contain
numbers, “_ “and

"~ " This value will
appear on the
console. It cannot
begin with http:// or
https://.

The VSwitch
description after
modification. The
default value is blank.
[2, 256] English or
Chinese characters.
Cannot begin with
http:// or https://.

Meaning

The specified
VSwitch does not
exist.

The format of the
specified VSwitch
name is incorrect.

The format of the
specified VSwitch
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not valid.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=ModifyVSwitchAttribute
&VSwitchld=vpc-257gq642n
& <Public Request Parameters>

Return Example

XML format

<ModifyVSwitchAttributeResponse>

<Requestld>COFDOEED-F90D-4479-803D-DD62335357E5 </Requestld >

</ModifyVSwitchAttributeResponse>

JSON format

{
"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"

}

Route table API

Description

Create a custom route entry in a router table.

description is
incorrect.

Note the following when creating a custom route entry for a VRouter in a VPC:

The total number of custom route entries in a route table cannot exceed 48.

The DestinationCidrBlock of a route entry cannot be the same CIDR block of the VSwitch in
the VPC, and also cannot contain the CIDR block of a VSwitch or be included in the CIDR

block of a VSwitch.
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The DestinationCidrBlock of a route entry cannot be 100.64.0.0/10 or smaller than
100.64.0.0/10.

The DestinationCidrBlock of the route entries in a route table cannot be the same.

If the specified DestinationCidrBlock is an IP address, the /32 networkmask will be used by
default.

Multiple route entries can use the same ECS instance as the next hop.

The ECS instance that is selected as the next hop must belong to the same VPC as the route
entry.

In a VPC, the number of HAVIP route entries cannot exceed 5.

Support adding ECMP route entries by configuring the NextHoplList parameter.

Request Parameters

Name Type Required Description
. . Valid value:
Action String ves CreateRouteEntry.

The ID of the route

RouteTableld String Yes table.

o . The destination CIDR
II(Destmat|onC|drBIoc String Yes block of the route
entry.

The type of the next
hop.

Valid values: Instance
and Tunnel. The
default value is
Instance.

NextHopType String No

The next hop of the

NextHopld String Yes router entry.

Used to ensure the
idempotence of the
request. The value is
generated by a client.
The token must be
unique among all
requests and can
contain up to 64 ASCII

ClientToken String No
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Return Parameters

characters. For details,
refer to the appendix
How to Ensure
Idempotence.

All parameters are public parameters. For details, refer to Public Return Parameters.

Error Code

Error code and message

InvalidCidrBlock.Mal
formed

InvalidIinstanceld.No
tFound

InvalidRouteTableld.
NotFound

InvalidCIDRBlock.Du
plicate

IncorrectVpcStatus

QuotaExceeded

IncorretRouteEntrySt
atus

InvalidCidrBlock

Specified CIDR block
is not valid.

Specified instance
does not exist.

Specified route table
does not exist.

Specified CIDR block
already exists.

Current VPC status
does not support
this operation.

Route entry quota
exceeded in this
route table.

Some route entry
status blocked this
operation.

Specified CIDR block
is not valid.

HTTP status code

400

404

404

400

400

400

400

400

Description

The specified CIDR
block is invalid.

The specified ECS
instance does not
exist (the instance
does not belong to
this VPC).

The specified virtual
route table does not
exist.

The specified CIDR
block already exists
in the route table.

The VPC is still being
created.

The quota of the
maximum number
of the custom router
entries in a route
table has been
reached.

You are not allowed
to create a custom
router entry when
any route entry or
VSwitch in the VPC
is in an intermediate
status (adding,
modifying, deleting).

- This user is
not added
in the
whitelist for
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the
10.0.0.0/8
CIDR block
and cannot
use this
CIDR block.

- The
destination
CIDR block
cannot
belong to
the CIDR
block of all
the
VSwitches
in the VPC.

- The
destination
CIDR block
cannot be
100.64.0.0/1
0.

InvalidNextHop.Not Specified next hop
Found does not exist.

The specified next

404 hop does not exist.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=CreateRouteEntry
&Vpcld=vpc-257gq642n
&RouteTableld=vrt-5citwfp6a
&DestinationCidrBlock=0.0.0.0/0
&NextHopld=i-25skktcp4
&NextHopType=Instance

& <Public Request Parameters>

Return Example
XML format
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<CreateRouteEntryResponse>
<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >
</CreateRouteEntryResponse>

JSON format

{
"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

Description

Delete the specified custom router entry. Note the following when deleting a custom router entry:
You can only delete a custom router entry in the Available status.

You are not allowed to delete a custom router entry when the VPC or the VSwitch in the VPC
is in an intermediate status (adding, modifying, deleting).

Request Parameters

Name Type Required Description

Valid value:

Action String Yes DeleteRouteEntry.

The ID of the route

RouteTableld String Yes table.

T The destination CIDR
II(DestmatlonCldrBIoc String Yes block of the custom
route entry.

The next hop ID of the

NextHopld String Yes route entry.

Return Parameters

All are public return parameters. For details, see Public Return Parameters.

Error Code

Error code and message HTTP status code Description
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IncorretRouteEntrySt

atus

InvalidCidrBlock.Mal
formed

InvalidRouteTableld.

NotFound

OperationDenied

Examples

Reauest Examble

Some route entry
status blocked this
operation.

Specified CIDR block
is not valid.

Specified route table
does not exist.

Specified operation
is denied as route
entry type is system.

42

400

400

404

400

- You are not
allowed to
delete a
custom
router entry
when any
router entry
in the VPC
isin an
intermediat
e status
(adding,
modifying,
deleting).

You are not

allowed to
delete a
custom
router entry
when the
VSwitch in
the VPC is
in an
intermediat
e status
(adding,
modifying,
deleting).

Invalid CIDR block
format.

The specified route
table does not exist.

You are not allowed
to delete a System
route entry.
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https://ecs.aliyuncs.com/?Action=DeleteRouteEntry
&RouterTableld=vtb-25vtxI5ct

&

nCidrBlock=192.168.1.0/24
&NextHopld=i-25skktcp4

& <Public Request Parameters>

Return Example

XML format

<DeleteRouteEntryResponse >
<Requestld>4357FA74-F9F3-46E7-8890-AA30EC4F8DAF </Requestld>
</DeleteRouteEntryResponse>

JSON format

{
"Requestld": "4357FA74-F9F3-46E7-8890-AA30ECAF8DAF"

}

Description

Query the list of route entries in a specified route table. This interface supports querying by page,
with 10 lines per page by default.

This interface only checks the validation of the parameters and does not check the dependency
between parameters. The returned results are the intersection of all criteria.

Request Parameters

Name Type Required Description
. . Valid value:
Action String ves DescribeRouteTables.
VRouterld String Yes The ID of the VRouter.
RouteTableld String No The ID of the route
table.
Page number of the
instance status list.
PageNumber Integer No The start value is 1.

The default value is 1.

The number of lines
PageSize Integer No per page set for
paging query. The
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maximum value is 50
and default value is
10.

Return Parameters

Name Type Description
The detailed information of the
RouteTables RouteTableSetType route table. For details, refer to
RouteTableSetType.
TotalCount Integer The number of items on the list.
PageNumber Integer The current page.
. The number of items on the
PageSize Integer

current page.

Error Code

Error code and message HTTP status code Description

Specified virtual
Forbidden.VRouterN switch is not found
otFound during access

authentication.

The specified
404 VRouter is not
found.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeRouteTables
&VRouterld=vrt-25u5f8u2q
& <Public Request Parameters>

Return Example

XML format

<DescribeRouteTablesResponse>
<Requestld>913F8774-681A-4857-95D8-ACBAF044D453 < /Requestld >
<RouteTables>

<RouteTableld>routetable01</RouteTableld >

<RouteEntrys>

<RouteEntry>
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<DestinationCidrBlock>192.168.10.1/32 </DestinationCidrBlock>
<Type>Custom</Type>

<Instanceld> i-25skktcp4 </Instanceld >
<Status>Available</Status>

<RouteTableld> vtb-25vtxI5ct</RouteTableld>
</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>192.168.1.0/24 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
<DestinationCidrBlock>100.64.0.0/10</DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>10.0.0.0/8 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

</RouteEntrys>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
<RouteTableType>System</RouteTableType>
<VRouterld>vrt-25u5f8u2q</VRouterld>

<CreationTime> 2014-09-11T04:52:53Z </CreationTime>
</RouteTables>

</DescribeRouteTablesResponse>

JSON format

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "913F8774-681A-4857-95D8-ACBAF044D453",
"RouteTables": {

"RouteTable": [

{

"CreationTime": "2014-09-11T04:52:53Z7",
"RouteEntrys": {

"RouteEntry": [

{

"DestinationCidrBlock": "192.168.10.1/32",
"Instanceld": "i-25skktcp4”,
"RouteTableld": "vtb-25vtxI5ct”,

"Status": "Available",

"Type": "Custom”

b
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"DestinationCidrBlock": "192.168.1.0/24",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct”,
"Status": "Available",

"Type": "System"

b

{
"DestinationCidrBlock": "100.64.0.0/10",

"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

b

{
"DestinationCidrBlock": "10.0.0.0/8",

"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

}

]

b
"RouteTableld": "vtb-25vtxI5ct",

"RouteTableType": "System",
"VRouterld": "vrt-25u5f8u2q”

}
]

)
"TotalCount": 1

}

EIP APIs

Description

Request an EIP, which is in Available status.

- Now an EIP can be bound only to a VPC ECS instance in the same region.

Upon each request, an EIP is randomly allocated in the specified region.

Now only ICMP, TCP, and UDP EIPs are supported. Transport layer EIPs, such as IGMP EIP and
SCTP EIP, are not supported.
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Request Parameters

Name

Action

Regionld

Bandwidth

InternetChargeType

ClientToken

Type

String

String

String

String

String

Return Parameters

Name
EipAddress

Allocationld

Error Code

Error Code

Forbbiden

Type
String
String

Description

User not authorized
to operate on the
specified resource.

Required

Yes

Yes

No

No

No

Description

Description

Required parameter,
with a value:
AllocateEipAddress.

The ID of the region
to which the
requested EIP
belongs. See Regions
and zones for region
IDs.

The rate limit of the
EIP. If not specified, it
is 5Mbps by default.

PayByBandwidth and
PayByTraffic. The
default value is
PayByBandwidth.

Used to ensure the
idempotence of the
request. The value is
generated by a client.
It must be unique
among all requests
and contains a
maximum of 64 ASCII
characters.

For details, refer to
the appendix.

The assigned EIP.

The instance ID of the EIP.

Http status code

403
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Meaning

The user is not
authorized to use
EIPs. Please submit a
ticket to request the
authorization.
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QuotaExceeded.Eip

InvalidRegionld.Not
Found

InvalidParameter

InvalidParameter

InsufficientEipCapaci
ty

InsufficientBalance

Examples

Request Example

Elastic IP address
quota exceeded.

Specified value of
Regionld is not
supported.

Specified value of
InternetChargeType
is not valid.

Specified value of
Bandwidth is not
valid.

Insufficient EIP
capacity to fulfill
your request.

Your account does
not have enough
balance.

https://ecs.aliyuncs.com/?Action=AllocateEipAddress

&Regionld=cn-beijing

& <Public Request Parameters>

Return Example

XML format

<Allocationld>eip-25877c70x</Allocationld >
<EipAddress>123.56.0.206</EipAddress>

<Requestld>B6B9F518-60F8-4D81-9242-1207B356754D </Requestld>

JSON format

{

"AllocationId": "eip-25877c70x",

"EipAddress": "123.56.0.206",

"Requestld": "B6BIF518-60F8-4D81-9242-1207B356754D"
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400

404

400

400

500

400

The number of EIPs
has exceeded the
quota.

The specified
Regionld does not
exist. See Regions
and zones for region
IDs.

The specified
InternetChargeType
parameter is invalid.

The specified
Bandwidth
parameter is invalid.

The EIPs in the
specified region are
not enough.

The EIP cannot be
requested because
your account
balance is not
enough.
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Description

Bind an EIP to an ECS instance in the same region:
Now an EIP can be bound only to an ECS instance.
Only an EIP in Available status can be bound.

An EIP takes effect immediately after it is bound to an ECS instance. You do not need to
restart the ECS instance.

Now an EIP can be bound only to a VPC ECS instance in the same region.

- Each ECS instance can be bound with only one EIP at a time.

One EIP can be bound to only one ECS instance at a time.

Only an ECS instance in Running or Stopped status can be bound with an EIP.

- An EIP that is locked for security reasons cannot be bound or unbound.

Request Parameters

Name Type Required Description

Required parameter,
Action String Yes with a value:
AssociateEipAddress.

The allocation ID of
the EIP to be bound.

Allocationld String Yes The allocation ID
uniquely identifies the
EIP.

The ID of the ECS

Instanceld String Yes instance to be bound.

Return Parameters

All are public return parameters. For details, see Public Return Parameters.
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Error Code

Error Code

InvalidAssociation.D
uplicated

OperationDenied

InvalidParameter.Mis
match

IncorrectEipStatus

InvalidAllocationId.N
otFound

Invalidinstanld.NotF
ound

IncorrectInstanceSta
tus

Examples

Request Example

Description

Specified instance
already is
associated.

Specified instance is
not in VPC.

Specified elastic IP
address and ECS
instance are not in
the same region.

Current elastic IP
status does not
support this
operation.

Specified allocation
ID is not found.

Specified instance
does not exist.

Current instance
status does not
support this
operation.

https://ecs.aliyuncs.com/?Action=AssociateEipAddress

&Allocationld=eip-25877c70x

&lInstanceld=i-25skktcp4

& <Public Request Parameters>

Http status code

400

400

400

400

404

404

400

Meaning

The specified ECS
instance has been
bound with an EIP.

The binding failed
because the
specified ECS
instance is not a VPC
instance.

The specified ECS
instance and the EIP
are not in the same
region.

The specified EIP
status does not
support this
operation.

The binding failed
because the
specified allocation
ID of the EIP does
not exist.

The binding failed
because the
specified ECS
instance does not
exist.

The binding failed
because the
specified ECS
instance is not in
Stopped or Running
status.



Virtual Private Cloud Developer Guide

Return Example

XML format

<ReleasePubliclpAddressResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld>
</ReleasePubliclpAddressResponse >

JSON format

{"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"}

Description

Unbind an EIP.

- The EIP can be unbound only when the ECS instance is in Running or Stopped status.

Request Parameters

Name Type Required Description

Required parameter,
with a value:

Action String ves UnassociateEipAddres
s.
Allocationld String Yes -IIE-IhPe instance ID of the
Instanceld String Yes The ID of an ECS
Instance.
Return Parameters
All are public return parameters. For details, see Public Return Parameters.
Error Code
Error Code Description Http status code Meaning
Current elastic IP The current status of
IncorrectEipStatus status does not 400 the specified EIP

support this does not support
operation. unbinding.
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InvalidAllocationId.N

Specified allocation

The unbinding failed
because the

; 404 specified allocation
otFound ID is not found. ID of the EIP does
not exist.
The unbinding failed
. e . because the
InvalidInstanceld.No Specified instance 400 specified ECS
tFound does not exist. :
instance does not
exist.
The unbinding failed
The current status of because the current
. status of the
IncorrectlnstanceSta instance does not i
tus support this 400 spec led ECS
. instance does not
operation. :
support this
operation.
Examples

Request Example

https://ecs.aliyuncs.com/?Action=UnassociateEipAddress
&Allocationld=eip-2578g5v5a

&lInstanceld=i-25skktcp4

& <Public Request Parameters>

Return Example

XML format

<UnassociateEipAddressResponse>
<Requestld>220F3179-5238-47F0-A0CA-1272AA2BCALF </Requestld>
</UnassociateEipAddressResponse>

JSON format

{
"Requestld": "220F3179-5238-47F0-A0CA-1272AA2BC41F"

}

Description
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Query the list of EIPs in a specified region. This interface supports querying by page, with 10 lines per
page by default.

- This interface will not verify the dependency between parameters. The return results are the
intersection of all criteria.

Request Parameters

Name Type Required Description

Required parameter,
Action String Yes with a value:
DescribeEipAddresses.

The ID of the region
to be queried. See
Regions and zones for
region IDs.

Regionld String Yes

The EIP status, which
can be Associating,
Unassociating, InUse,
or Available.

Status String No

EipAddress String No EIP.
Allocationld String No The allocation ID.

Page number of the
instance status list.
The start value is 1.
The default value is 1.

PageNumber Integer No

The number of lines
per page set for
paging query. The
maximum value is 50
and default value is
10.

PageSize Integer No

Return Parameters

Name Type Description

A collection of EIP details

EipAddresses EipAddressSetType EipAddressSetType.

TotalCount Integer The number of items on the list.
PageNumber Integer The current page.

PageSize Integer The number of items on the

current page.
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Error Code
Error Code Description Http status code
Specified region is
Forbidden.RegionNo not found during
404
tFound access
authentication.
Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeEipAddresses
&Regionld=cn-hangzhou-1
& <Public Request Parameters>

Return Example

XML format

<DescribeEipAddresses>
<Requestld>51BE7822-4121-428A-88F3-262AE4FD868D </Requestld >
<EipAddresses>

<EipAddress>

<Regionld>cn-beijing</Regionld>

<Allocationld> eip-2578g5v5a </Allocationld >
<IpAddress>123.56.0.36</IpAddress >
<Status>Available</Status>

<OperationLocks>

<LockReason> </LockReason>

</OperationLocks>

<Bandwidth>5</Bandwidth>
<InternetChargeType>PayByBandwidth</InternetChargeType>
<AllocationTime>2014-05-28T03:03:16Z</AllocationTime >
</EipAddress>

</EipAddresses>

</DescribeEipAddresses>

JSON format

{

"EipAddresses": {

"EipAddress": [

{

"AllocationId": "eip-2578g5v5a”,
"AllocationTime": "2014-05-28T03:03:16Z ",

54

Meaning

The specified region
does not exist. See
Regions and zones
for region IDs.



Virtual Private Cloud Developer Guide

"Bandwidth": "1",

"Instanceld": "",

"InternetChargeType": " PayByBandwidth ",
"IpAddress": "123.56.0.36",
"OperationLocks": {

"LockReason": []

b

"Regionld": "cn-beijing",

"Status": "Available"

}

]

b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "51BE7822-4121-428A-88F3-262AE4FD868D",
"TotalCount": 1

}

Description

Modify the attributes of a specified EIP. Now this interface is mainly used to modify the bandwidth of
the EIP.

- The bandwidth limit of an EIP can be modified infinitely, and the new setting takes effect
immediately.

Request Parameters

Name Type Required Description
Required parameter,
. . with a value:
Action String ves ModifyEipAddressAttri
bute.
Allocationld String Yes The allocation ID.
Modified bandwidth
Bandwidth String Yes of the EIP, measured
in Mbps.
Return Parameters
All are public return parameters. For details, see Public Return Parameters.
Error Code
Error Code Description Http status code Meaning
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Specified value of
InvalidParameter Bandwidth is not 400
supported.

Your account does

InsufficientBalance not have enough 400
balance.
InvalidAllocationId.N Specified allocation 404
otFound ID is not found.
Examples

Request Example

https://ecs.aliyuncs.com/?Action=ModifyEipAddressAttribute
&Allocationld=eip-25877c70x

&Bandwidth=1

& <Public Request Parameters>

Return Example

XML format

<ModifyEipAddressAttribute>
<Requestld>2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8 </Requestld >
</ModifyEipAddressAttribute>

JSON format

{
"Requestld": "2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8"

}

Description

Release an EIP. The user no longer possesses the released EIP.

- Only an EIP in Available status can be released.

Reauest Parameters
Name Type Required

56

The specified
Bandwidth value is
invalid.

Modifying the
bandwidth of the EIP
failed because your
account balance is
not enough.

The specified
allocation ID of the
EIP does not exist.

Description
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Required parameter,
Action String Yes with a value:
ReleaseEipAddress.

The allocation ID of

Allocationld String Yes the EIP to be released.

Return Parameters

All are public return parameters. For details, see Public Return Parameters.

Error Code

Error Code Description Http status code Meaning

The specified EIP
cannot be released

Current elastic IP because the current

IncorrectEipStatus status doe; not 400 status of the
P support this s
operation specified EIP does

not support this
operation.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=ReleaseEipAddress
&Allocationld=eip-25877c70x
& <Public Request Parameters>

Return Example

XML format

<ReleaseEipAddressResponse>
<Requestld>748C38F6-9A3D-482E-83FB-DB6C39C68AEA </Requestld >
</ReleaseEipAddressResponse>

JSON format

{
"Requestld": "748C38F6-9A3D-482E-83FB-DB6C39C68AEA"

}
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Note: This API is currently only available to Alibaba Cloud partners and they need to apply for a

whitelist to use this APIL Contact your Alibaba Cloud sales manager or business manager to add your

account to the whitelist.

SDK will be available in a few weeks. See Request Structure on how to use call an APL

Description

Query the public IP address range in a specified region.

Request parameters

Name

Action

Regionld

PageNumber

PageSize

Name

String

String

Integer

Integer

Required

Yes

Yes

No

No

Response parameters

Name

PubliclpAddress

TotalCount

PageNumber

PageSize

Type

String

String
Integer

Integer

58

Description

System default
value:
DescribePubliclpAdd
ress

The region of the
VPC. For more
information, see
Regions and zones.

Page number of the
address range list.
The start value is 1
and the default
value is 1.

The number of lines
per page set for
paging query. The
default value is 100.

Type

The public IP address range
of the specified region.

The total number of the
queried items.

The current page number.

The number of items on the
current page.
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Error code

Error code

Forbidden.RegionNo
tFound

Forbidden.

Examples

Request example

https://vpc.aliyuncs.com/?Action=DescribePubliclpAddress

&Regionld=cn-beijing

Error message

Specified region is
not found during
access
authentication.

User not authorized
to operate on the
specified resource.

& <Public Request Parameters>

Response example

Http status code

404

403

“Requestld” :" 365F4154-92F6-4AE4-92F8-7FF34B540710" ,

“Code” :200,

“Success” :" true/false” ,
"PubliclpAddress” :[
“110.11.1.0/24" ],
“Regionld” :" cn-beijing” ,
“PageNumber” :1,
"PageSize" :100,
“TotalCount” :1000

}

API authorization

Description

The specified region
does not exist. See
Regions and zones
to find the region ID
of each region.

You are not
authorized to
operate on the
specified resource.
See API
authorization on
how to authorize the
APIL

When calling this APIL, make sure that you are authorized to operate this resource.

The authorization can be done either by using the API or on the RAM console. The following policy
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must be added. For more information, see Authorization policies.

{

"Version": "1",
"Statement": [

{

"Action": [
"vpc:DescribePubliclpAddress*”,
I

"Resource": "*",
"Effect™: "Allow"
}

]

}

cts » Q Wessage Bl Billina Management Subport ICP Documentation airasia@alibaba-alias Eng
Create Authorization Policy

Policy Managy T Refresh
Step 2: Edit permissions and submt.
* Authorization Policy | AllyunVPCReadOnlyAccess20171221032137
Name:

Names must be 1-128 characters long. They may only contain the letters.
A-Z, numbers 0-9, and hyphens.

Description: Provides read-only acoess to Virual Private Gloud(VPG) via Managemen
Policy Content: 114
b1 d De
4
5 “Actien”: [
bich 6 “vpei*DescribePublicIpAddress*” di De!
o 7 in -
8 "Resource": "*",
9 "Effect”: "Allow"
n missior 10 todity b
11 1
1
d De
Authorization Policy Format View | Modify

Authorization Paliey FAQ

Vies Modity | Delete
Previous Create Authorization Policy Cancel

directmall View Modify Delete

Physical Connection APIs

Description

- When you apply for Physical Connection access, the number of Physical Connections not in
Enabled state at the same time cannot be greater than five.

- You are not allowed to create more Physical Connection if you have Physical Connection in
arrears.

- Created Physical Connections are in Initial state.

Request parameters

Name Type Required? Description
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Required parameter,
with a value:
CreatePhysicalConnec
tion

Action String Yes

Region (Region ID for

Regionld String Yes managing instances)

ID of the access point
applied to be
connected to the
AccessPointld String Yes Physical Connection.
The selected access
point must be
connectable.

Physical Connection

type. Default value:

VPC; optional value:
Type String No -VPC - VPC

leased line

Carrier circuit code
CircuitCode String No corresponding to the
leased line interface.

Carrier providing
physical lines for
access. Optional
values:

- CT - China
Telecom

- CU - China
Unicom

-CM - China

LineOperator String Yes Mobile

- CO - Other
(China)

- Equinix -
Equinix

- Other - Other
(outside
China)

Physical location of
the Physical
Connection peer
PeerLocation String Yes (address). It contains 2
to 256 characters but
cannot begin with
http:// or https://.

61



Virtual Private Cloud

Developer Guide

Bandwidth

PortType

RedundantPhysicalC
onnectionld

Name

String

String

String

String

62

No

No

No

No

Bandwidth of the
Physical Connection
access interface, in
Mbps. Default value:
100; optional values: 2
to 10,000

Type of Physical
Connection access
port. The default value
is 1000Base-T. It can
be left empty if the
information is unclear.
Optional values:

- 100Base-T -
100M
electrical port

- 1000Base-T -
1G electrical
port

- 1000Base-LX
- 1G single-
mode optical
port (10km)

- 10GBase-T -
10G electrical
port

- 10GBase-LR -
10G single-
mode optical
port (10km)

Redundant Physical
Connection ID. (If a
redundant Physical
Connection ID is
passed in when the
second Physical
Connection is
connected, Alibaba
Cloud will allocate to
it as independent AD
devices as possible to
provide higher
availability). There
must be a
corresponding
Physical Connection in
Allocated/Confirmed/
Enabled state.

Physical Connection
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name. It contains 2 to
128 characters but
cannot begin with
http:// or https://.

Physical Connection
description. It contains

InvalidRegionld.Not

The Regionld

Description String No 2 to 256 characters
but cannot begin with
http:// or https://.

It is used to ensure
the idempotence of
the request. The value
is generated by a

ClientToken String Yes client. It must be
unique among all
requests and can
contain a maximum of
64 ASCII characters.

Return parameters
Name Type Description
PhysicalConnectionld String ID of the Physical Connection that
is approved, in Initial state
Error codes
Error code Description HTTP status code Meaning

The specified

Found provided does not 404 RegionID does not
exist in our records. exist.
. . The AccessPointld The specified
Il\rl\glill:gfncgessPomtId. provided does not 404 AccessPointID does
exist in our records. not exist.
. . The specified The specified
mgié'::‘tﬁzzsspomﬂd' AccessPointld is not 400 AccessPointID is not
in Enabled state. in Enabled state.
InvalidType.Malform The Type provided 400 The specified Type
d was invalid. value is invalid.
InvalidPeerLocation The PeerLocation The specified
Malformd : provided was 400 PeerlLocation is
invalid. invalid.
- The LineOperator The specified
}\r/wl\;?Tclg::lr_T:rcmjeOperator. provided was 400 LineOperator value
invalid. is invalid.
InvalidPortType.Malf The PortType 400 The specified

63



Virtual Private Cloud

Developer Guide

ormd

InvalidDescription.M
alformed

InvalidRedundantPh
ysicalConnectionld
.NotFound

InvalidName.Malfor
med

QuotaExceeded.pCo
nnPerAP

InvalidBandwidth

InvalidRedundantPh
ysicalConnection

InvalidRedundantPh
ysicalConnectionStat
us

InvalidCircuitCode.M
alformed

QuotaExceeded.free
PconnPerAP

Description

Cancels Physical Connection access before a Chysical Connection is activated.

provided was
invalid.

The specified
Description is not
valid.

The specified
RedundantPhysicalC
onnectionld is not
found.

The specified Name
is not valid.

Physical connection
count per ap quota
exceed.

invalid physical
connection
banwidth.

redundant physical
connection doesn’ t
belong to current
user.

invalid redundant
physical connection
status.

circuitCode is illegal.

free physical
connections count
excceeded.

400

404

400

400

400

400

400

400

400

PortType value is
invalid.

The specified leased
line description is
invalid.

The specified
redundant leased
line does not exist.

The specified leased
line name is invalid.

The total number of
leased lines
connected to the
access point exceeds
the quota limit.

The specified
Bandwidth is invalid.

The specified

RedundantPhysicalC
onnection does not
belong to the caller.

The specified
RedundantPhysicalC
onnection status is
invalid.

The specified
CircuitCode is
invalid.

The number of
physical leased lines
with no VBR created
exceeds the quota
limit.

- Only a Physical Connection in Initial, Approved, Allocated, or Confirmed state (not in Enabled
state) can be cancelled.
- The physical leased line enters the Canceled state when cancellation is finished.
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Request parameters

Name Type Required? Description

Required parameter,
. . with a value:

Action String ves CancelPhysicalConnec
tion

Regionld String Yes Region

(IjhysmaIConnectlonI String Yes Physical leased line ID

Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Developer Guide

Error codes

Error code

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

Forbidden.NotAllow
edInState

Description

Description

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The request does
not allow in this
state.

Queries the Physical Connection list

HTTP status code

404

404

400

Meaning

The specified
RegionID does not
exist.

The specified
PhysicalConnectionl
D does not exist.

The operation is not
supported in the
current status.

- The query result can be filtered through various filters. Currently, the supported filters
include PhysicalConnectionID, AccessPointID, Type, LineOperator, Spec, Status, and Name.

- The logical relationship between multiple values of a filter is

as long as there is a matching value). The logical relationship between filters is

(the filter criteria are met

"

and”

(values are included in the final query result only if they meet the criteria of all filters).
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Request parameters

Name Type Required? Description

Required parameter,
. . with a value:

Action String ves DescribePhysicalConn
ections

Regionld String Yes Region'(Re'gion ID for
managing instances)
Type of the nth filter.

. . The n value starts

Filter.n.Key String No from 1 and is not
greater than 5.
The mth value of the

Filter.n.Value.m String No nth filter. The m value

starts from 1 and is
not greater than 5.

Page number of the
query result. The
default value is 1
when the parameter is
not specified.Value
range: a positive
PageNumber Integer No integer. If the
PageNumber value is
greater than the
greatest page number
in the actual result,
the content of the last
page is returned.

Page size of the query
result. The value range
is 1 to 100, and the
default value is 10.

PageSize Integer No

Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Name Type Description

PhysicalConnectionSet PhysicalConnectionSetTyp Set of PhysicalConnectionSetType

e values
TotalCount Integer Total number of instances
PageNumber Integer Page number of the instance list

Number of rows per page set

PageSize Integer during input
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Error codes
Error code Description HTTP status code Meaning
. . The Regionld The specified
E;erlllgReglonId‘NOt provided does not 404 RegionID does not
exist in our records. exist.
- Specified filter key is The specified filter
Ienl:l/grsdlljnteorrli?é.Valu not supported: 404 field is not
PP Filter.X.key supported.
Description

Modifies Physical Conneciton attributes.

- The Physical Conneciton enters the Initial state from the Rejected state when its attributes
are modified.

- Spec and RedundantPhysicalConnectionID can be modified only in Initial/Rejected state.

- No attribute can be modified when a Physical Conneciton is in Canceled, Allocating,
AllocationFailed, or Terminated state.

Request parameters

Name Type Required? Description

Required parameter,
with a value:
ModifyPhysicalConnec

tionAttribute

Action String Yes

Regionld String Yes Region

ID of the Physical
Conneciton whose
attributes need
modification

PhysicalConnectionl

d Yes

String

Carrier providing
Physical Conneciton
for access. Optional
values:

- CT - China
Telecom

- CU - China
Unicom

-CM - China
Mobile

LineOperator String No
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- CO - Other
(China)

- Equinix -
Equinix

- Other - Other
(outside
China)

Bandwidth of the
Physical Conneciton

bandwidth String No access interface, in
Mbps. Optional value:
\2 to 10,240\

Physical location of
the Physical
Conneciton peer
(address)

PeerLocation String No

Type of a Physical
Conneciton access
port. Optional values:

-E1-2M
synchronous
electrical port

- 100Base-T -
100M
electrical port

- 1000Base-T -
1G electrical
port

- 1000Base-LX

PortType String No _1G single-
mode optical
port (10km)

- 10GBase-T -
10G electrical
port

- 10GBase-LR -
10G single-
mode optical
port (10km)

- Other -
Unstated port

RedundantPhysicalC String No Redundant Physical
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onnectionld

CircuitCode String
Name String
Description String
ClientToken String
Return parameters

No

No

No

No

Conneciton ID

Carrier circuit code
corresponding to the
Physical Conneciton
interface

Physical Conneciton
name

Physical Conneciton
description

It is used to ensure
the idempotence of
the request. The value
is generated by a
client. It must be
unique among all
requests and can
contain a maximum of
64 ASCII characters.

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

InvalidLineOperator.
Malformd

InvalidPeerLocation.
Malformd

InvalidPortType.Malf
ormd

InvalidDescription.M
alformed

InvalidRedundantPh

Description

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The LineOperator
provided was
invalid.

The PeerlLocation
provided was
invalid.

The PortType
provided was
invalid.

The specifid
Description is not
valid.

The specified
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HTTP status code

404

404

400

400

400

400

404

Meaning

The specified
RegionID does not
exist.

The specified
PhysicalConnectionl
D does not exist.

The specified leased
line carrier is
incorrect.

The specified
PeerlLocation is
invalid.

The specified
PortType is invalid.

The entered
Description is
invalid.

The specified
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ysicalConnectionld.
NotFound

InvalidName.Malfor

RedundantPhysicalC
onnectionld is not
found.

The specified Name

redundant Physical
Conneciton ID does
not exist.

The specified

med is not valid. 400 Physical Conneciton
name is invalid.
invalid physical The Physical
InvalidStatus pny 400 Conneciton status is
connection status. . .
invalid.
invalid physical The Physical
InvalidBandwidth connection 400 Conneciton
banwidth. bandwidth is invalid.
redundant physical The specified
InvalidRedundantPh connection doesn’ t RedundantPhysicalC
X . 400 :
ysicalConnection belong to current onnection does not
user. belong to the caller.
InvalidRedundantPh invalid redundant The specified .
sicalConnectionStat hysical connection 400 RedundantPhysicalC
y Phy onnection status is
us status. ) .
invalid.
e The specified
InvalidCircuitCode.M circuitCode is illegal. 400 CircuitCode is

alformed

invalid.

Description

Terminates Physical Connection access when a Physical Connection is activated.

- Only a Physical Connection in Enabled state can be terminated.

- If there are VBRs whose owners are the Physical Connection owner, the Physical Connection
cannot be terminated. (The Physical Connection owner must delete these VBRs.)

- If there are non-terminated VBRs that do not belong to the Physical Connection owner, the
Physical Connection cannot be terminated. (The Physical Connection owner must delete
VBRs not accepted by other users and terminate VBRs accepted by other users. VBRs
accepted by other users cannot be deleted but can be terminated.)

- The Physical Connection first enters the Terminating state and then enters the Terminated
state when termination is finished.

Request parameters
Name Type Required? Description
Required parameter,
Action String Yes with a value:

TerminatePhysicalCon
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Regionld String
(I;hysicaIConnectionI String
Return parameters

Yes

Yes

nection

Region (Region ID for
managing instances)

Physical Connection
ID

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

Forbidden.NotAllow
edInState

Forbidden.VbrAttach
ed

Description

- Only a Physical Connection in Confirmed state can be activated.

Description

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The request does
not allow in this
state.

cannot terminate
physical connection
when virtual border
routers are still
attached.

HTTP status code

404

404

400

400

Meaning

The specified
RegionID does not
exist.

The specified
Physical Connection
(PhysicalConnectionl
D) does not exist.

The specified
Physical Connection
is not in Enabled
state.

There are still
associated VBRs on
the physical leased
line.

- The Physical Connection enters the Enabled state when activation is finished.

Request parameters
Name Type
Action String
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Required?

Yes

Description

Required parameter,
with a value:
EnablePhysicalConnec
tion
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Regionld String
zhysicaIConnectionI String
ClientToken String
Return parameters

Yes

Yes

Yes

Region

Physical Connection
ID

It is used to ensure
the idempotence of
the request. The value
is generated by a
client. It must be
unique among all
requests and can
contain a maximum of
64 ASCII characters.

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

Forbidden.NotAllow
edInState

Description

Description

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The request does
not allow in this
state.

Deletes a Physical Connection.

HTTP status code

404

404

400

Meaning

The specified
RegionID does not
exist.

The specified
Physical Connection
does not exist.

The specified
Physical Connection
is not in Confirmed
state.

- Only a Physical Connection in Rejected, Canceled, AllocationFailed, or Terminated state can

be deleted.
Request parameters
Name Type
Action String

Required?

Yes
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Description

Required parameter,
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with a value:
DeletePhysicalConnec

tion
Regionld String Yes Region'(Re‘gion ID for
managing instances)
zhysicaIConnectionI String Yes IPDhysicaI Connection
Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Router Interface APIs
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Error codes
Error code Description HTTP status code Meaning
. . The Regionld The specified
InvalidRegionld.Not provided does not 404 RegionID does not
Found 9
exist in our records. exist.
The o
InvalidPhysicalConn PhysicalConnectionl The §peC|fled .
; ; 404 Physical Connection
ectionld.NotFound d provided does not q .
— oes not exist.
exist in our records.
The specified
Physical Connection
: The request does is not in a state for
zgislsigén'NOtA”OW not allow in this 400 deletion (Rejected,
state. Canceled,
AllocationFailed, or
Terminated).
There are still VBRs
physical connection created for Physical
Forbidden.VBREXxists owner’ s vbr still 400 Connection owners
exists. under the specified
Physical Connection.
There are still VBRs
vbr owner' s vbr created for other
Forbidden.VBRExists o 400 users under the
still exists.

specified Physical
Connection.
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Description

Note the following when creating a router interface:

- By using this API, you can only create a router interface. If you want to connect the router
interfaces, you need to initiate a connection.

- After the router interfaces are connected, you need to configure route tables for the routers.

- Only one pair of connected router interfaces can exist between two routers.

- Up to 5 router interfaces can be created for each router.

- Up to 5 router interfaces can be created for each account.

- When an account has unpaid bills, no more router interfaces can be created by the account.

- OppositeRouterType, OppositeRouterld, Oppositelnterfaceld, and OppositelnterfaceOwnerld
are used for authentication when two router interfaces are connecting. The parameters must
be set before initiating a connection. You can set the parameters when creating the router
interfaces or call ModifyRouterlnterfaceAttribute after the router interfaces are created.

Note the following when creating a router interface for a VBR:

- For the description and restriction of AccessPointld and OppositeAccessPointld, refer to the
following parameter table.

- For the description and restriction of HealthCheckSourcelp and HealthCheckTargetlp, refer
to the following parameter table.

- VBR must be InitiatingSide.

- If the local RouterType is VBR, the Role must be InitiatingSide and the
OppositeRouterType must be VRouter. The role cannot be modified after the
creation of the router interfaces.

- If the peer router is a VBR, the local router interface can only be AcceptingSide.
When creating the router, you must set peer RouterType (VBR) and AccessPointld.
The two parameters cannot be modified after the creation of the router interface.

- OppositeRouterType cannot be modified.

- If OppositeRouterType is VBR, the local Role must be AcceptingSide.
OppositeAccessPointld cannot be modified or left blank.

- A VBR must be in Enabled status when you create a router interface for it.

Request parameters

Name Type Required? Description
The interface name of
the action. A

Action String Yes parameter set by the
system. Value:
CreateRouterInterface.

Regionld String Yes The region of the
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instance.

Router type.
RouterType String Yes Optional value:
VRouter, VBR.

Access point ID. The
parameter must be set
when the RouterType

AccessPointld String No is VBR. It cannot be
modified after the
router interface is
created.

Router ID. When
RouterType is VBR,
the VBR specified by
Routerld String Yes the Routerld must be
in the access point
specified by
AccessPointld.

The role the router
interface plays,
namely, InitiatingSide

Role String Yes or AcceptingSide.
Optional value:
InitiatingSide|Acceptin
gSide.

Specification of router
interfaces. For more
about the

opec tring ves specification, refer to
Router interface
specification.

OppositeRegionld String Yes ;ri?iee Region of peer

Access point ID of
peer side. The ID must
be entered when the
OppositeRouterType
is VBR. The ID cannot
be modified after the
router interface is
created. The ID must
be left blank when

String No OppositeRouterType
is VRouter. When
OppositeRouterType
is VBR, the VBR
specified by the
OppositeRouterld
must be in the access
point specified by
OppositeAccessPointl
d.

OppositeAccessPoin
tld
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OppositeRouterTyp
e

OppositeRouterld

Oppositelnterfaceld

OppositelnterfaceO
wnerld

Name

Description

HealthCheckSourcel

p

String

String

String

String

String

String

String
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No

No

No

No

No

No

No

Peer router type.
Value: VRouter, VBR.
Default is
VRouterType.

The ID of peer router.
When
OppositeRouterType
is VBR, the
OppositeRouterld
must be in the access
point specified by
OppositeAccessPointl
d.

Peer router interface
ID.

Peer account ID. Log
on to the Alibaba
Cloud console, select
User Info > Account
Management to check
your account ID.

The name of the
instance. Length must
be 2-80 characters
long. Only Chinese
characters, English
letters, numbers,
period (.), underline
(), or dash (-) are
permitted. The
instance name will
appear on the
console.

If the parameter is not
specified, the default
value is Instanceld.
The name cannot start
with http:// and
https://.

Instance description.
The description can be
2-256 characters long
or left blank. It cannot
start with http:// and
https://. The instance
description will appear
on the console.

Used as the Packet
Target IP of health
check for disaster
recovery or ECMP. The
IP is only valid for the
router interface whose
local side is a VBR and
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peer side is a VRouter.
The IP must be an
unused IP in the local
VPC.
HealthCheckSourcelp
and
HealthCheckTargetlp
must be specified at
the same time.

Used as the Packet
Target IP of health
check for disaster
recovery or ECMP. The
IP is only valid for the
router interface whose
local side is a VRouter
and peer side is a VBR.
The IP must be an
unused IP in the local
VPC.
HealthCheckSourcelp
and
HealthCheckTargetlp
must be specified at
the same time.

HealthCheckTargetl

Strin No
p g

To ensure the request
idempotence. The
parameter is
generated by the
customer side. Make
sure the parameter is
unique. It cannot
excess 64 ASCII
characters.

For more information,
refer to How to ensure
idempotence.

ClientToken String No

Return parameters

Name Type Description

The ID of a router interface. The ID
RouterInterfaceld String is generated by the system and is
unique.

Error codes

Error code Description Http status code Meaning

InvalidRegionld.Not The Regionld
Found provided does not

The specified

404 Regionld does not
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InvalidOppositeRegi
onld.NotFound

InvalidRegionPair.N
otReachable

InvalidRole.ValueNot
Supported

InvalidSpec.ValudNo
tSupported

InvalidRouterType.V
alueNotSupported

InvalidRouterId.NotF
ound

InvalidOppositeRout
erType.ValueNotSup
ported

ParameterMismatch.
Role-Spec

ParameterMismatch.
Regionld-
OppositeRegionld-
Spec

InvalidName.Malfor
med

InvalidDescription.M
alformed

Forbidden.BillsOutst
anding

QuotaExceed.Router
Interface

exist in our records.

The
OppositeRegionld
provided does not
exist in our records.

The specified
OppositeRegion is
not reachable by
ExpressConnect
from that region
specified by
‘Regionld’ .

The specified Role is
not valid.

The specified Spec is
not supported.

The specified
RouterType is not
valid.

The specified
Routerld does not
exist in our recored.

The specified
OppositeRouterType
is not valid.

The specified Spec
and Role mismatch.

The specified Spec is
not supported
between the
specified Regionld
and
OppositeRegionld.

The specified
‘Name’ is not
valid.

The specifid
‘Description’ is
not valid.

You cannot create
more
RouterInterface
because you have
bills outstanding.

Living
RouterInterface
quota exceeded.
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404

400

400

400

400

404

400

400

400

400

400

400

400

exist.

The
OppositeRegionld is
a non-existent
regionld.

The specified two
regions cannot be
connected by
Express Connect.

The specified Role is
not valid.

The specified Spec is
not supported.

The specified
RouterType is not
valid.

The specified
Routerld does not
exist.

The specified
OppositeRouterType
is not valid.

The specified Spec
and Role are not
matched.

The specification is
not supported
between the local
region and the peer
region.

The specified Name
is not valid.

The specified
Description is not
valid.

You have unpaid
bills, so you are
refused to create
any Pay-As-You-Go
instances.

The number of
router interfaces has
exceed the specified
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LimitationExceed.Int

Total number of

quota of a router.

The number of
router interfaces has

erfaceNumberOnRo RouterInterfaces on 400 exceed the specified
uter a Router exceeded. P
quota of a router.
Forbidden.NotInRou Not in router Iﬁ:;ﬁ?felfi:: Icfant n
terInterfaceCreateW interface create 500 router interface
hitelist whitelist. .
creation.
RI_CREATE_ONE_LIM Create ri only one
IT_BY_SYNC limit by sync. >00 N/A
The non-vbr router Non-vbr router
InvalidAccessPoint.V interface cannot .
. 500 interface cannot
alueNotAllowed have access point it .
configured. specify access point.
The non-vbr
opposite router )
InvalidAccessPoint.V interface cannot Non vbr router
. 500 interface cannot
alueNotAllowed have opposite £ .
access point specify access point.
configured.
Parameter must not ‘uid’ , 'bid" ,
. be null,uid, ‘regionNo’ ,
Lnr:/jlldParam.NotFo bid,regionNo, 400 ‘remoteRegionNo
remoteRegionNo or ", ‘routerld’
routerld. cannot be blank.
InvalidAccessPoint.N The accessPoint id is 400 The access point is
otMatch not matched. not matched.
InvalidAccessPoint.N The accessPoint not 400 The access point

otExist

exit.

does not exist.

Description

Queries the RouterInterface list.

The query result can be filtered through various filters. Currently, the supported filters
include:

- RouterInterfaceld

- Routerld

- RouterType

- RouterInterfaceOwnerld
- Oppositelnterfaceld

- OppositeRouterType
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- OppositeRouterld

- OppositelnterfaceOwnerld
- Status

- Name

The logical relationship between multiple values of a filteris “or” (the filter criteria are met
as long as a value is fit in the query result).

The logical relationship between filters is “and” (values are included in the final query
result only when they meet the criteria of all filters).

Request parameters
Name Type Required? Description
Required parameter,
Action strin Yes with a value:
9 DescribeRouterInterfa
ces
Regionld string Yes Region of the instance
Type of the nth filter.
. . The n value starts
Filter.n.Key string No from 1 and is not
greater than 5.
The mth value of the
Filter.n.Value.m string No nth filter. The m value

starts from 1 and is
not greater than 5.

Page number of the
query result. It is a
positive integer, and
the default value is 1.
If the PageNumber

PageNumber int No value is greater than
the greatest page
number in the actual
result, the content of
the last page is
returned.

Page size of the query
result. The value range
is 1 to 100, and the
default value is 10.

PageSize int No

Return parameters

Name Type Description
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TotalCount Integer Total number of instances
PageNumber Integer Page number of the instance list
PageSize Integer ld\lur'nbe.r of rows per page set
uring input
Returned instance information, in
Instances RouterInterfaceSetType array format of
RouterInterfaceSetType
Error codes
Error code Description HTTP status code Meaning
. . The Regionld The specified
IFr;vl?rilddReglonId.Not provided does not 404 RegionID does not
exist in our records. exist.
The o
. . . . . The specified peer
InvalidOppositeRegi oprS|teReg|onId 404 RegionID does not
onld.NotFound provided does not :
s exist.
exist in our records.
- Specified filter key is The specified filter
Ienl:l/glclglfllteorrli?é.Valu not supported: 404 type is not
PP Filter.X.key supported.
Description
Initiates an open Routerlnterface connection request to connect a local RouterInterface to a peer
RouterInterface.
NOTE:

- Only the RouterInterface whose role is InitiatingSide can be used to perform this operation.
The RouterInterface whose role is AcceptingSide can only be used to configure the
connection peer information and wait to be connected.

- The connection operation can be successful only when an AcceptingSide RouterInterface
sets the InitiatingSide RouterInterface as the connection peer.

- This is an asynchronous operation. A successful return of the API call indicates that the
connection begins to be set up, and the InitiatingSide Routerlnterface enters the Connecting
state (the AcceptingSide Routerlnterface enters the AcceptingConnect state). When the
InitiatingSide RouterInterface enters the Active state, the connection is eventually set up.

- The Routerlnterface connection means a connection of two routers through a virtual

“link"” . To transfer messages properly on the link, you need to configure the route table
correctly for routers on both sides and configure access control rules correctly for objects in
actual communication.
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Restrictions for the operation:

- A RouterInterface can be connected to only one Routerlnterface.

- A RouterInterface cannot be connected to itself.

- A RouterInterface cannot be connected to another Routerlnterface on the same router.

- Only one pair of connected Routerlnterfaces is allowed between any two routers.

- This operation can be performed only when Routerlnterfaces are in Idle state.

- You are not allowed to perform this operation if you have Routerlnterfaces in arrears (that is,
you have unpaid RouterInterface bills).

Request parameters
Name Type Required? Description
Required parameter,
Action strin Yes with a value:
g ConnectRouterInterfac
e
Regionld string Yes Region.
ID of the
RouterInterfaceld string Yes RouterInterface to
initiate a connection.
Return parameters

The return parameters are all public return parameters. For details, refer to Public Parameters.

action only when its
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Error codes
Error code Description HTTP status code Meaning
. . The specified The specified
InvalidRegionld.Not Regionld does not 404 RegionID does not
Found o :
exist in our record. exist.
The specified o
InvalidRouterInterfac RouterInterfaceld The specified
S 404 RouterInterfacelD
eld.NotFound does not exist in our d .
oes not exist.
record.
o The specified
IncorrectRole.Notlnit The spedified . RouterInterface is
S RouterInterface is 400
iatingSide not InitiatinaSide not on the
9 InitiatingSide.
RouterInterface can This operation can
IncorrectStatus be operated by this 400 be performed only

when
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status is Idle.

RouterInterfaces are
in “Idle” state.

Oppositelnterfaceld/
. OppositeRouterld/O The connection peer
Lﬁ?ggg?g;gﬁ%?;:flnt ppositeRouterType/ 400 information is not
’ OppositeRouterOwn configured.
erld must be all set.
The opposite
RouterInterface The peer
information RouterInterface
specified by information is
Oppositelnterfaceld/ incorrect. Maybe the
OppositeRouterld/O peer
ppositeRouterType/ RouterInterfacelD/R
IncorrectOppositelnt OpppsiteRouterOwn ou'terID does not
erfacelnfo erld is wrong. 400 exist, maybe
Maybe the parameter values do
RouterInterface or not match, or maybe
Router does not the peer
exist, or the RouterInterface is
parameters not an
mismatched, or that AcceptingSide
RouterInterface is RouterInterface.
not a AcceptingSide.
The specified
RouterlInterface is
The opposite not set as the
RouterInterface does connection peer on
not set this the peer
RouterInterface as a RouterlInterface.
. . OppositeRouterInter Maybe the peer
;R]fécrefci;cceedByOpposneI face. Meybe it was 403 information is not
incorrectly set. configured correctly
Please check the on the peer
configuration of the RouterInterface. You
opposite need to check the
RouterInterface. configurations on
the peer
RouterInterface.
You cannot use this You are not a[lowed
Forbidden.BillsOutst action because you 400 to perfprm this
operation because

anding

have bills
outstanding.

you have unpaid
bills.

Description

Sets the status of an inactive RouterInterface to Active.

- This is an asynchronous operation. A successful return of the API call indicates that the
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RouterInterface enters the Activating state. You can perform round-robin to know whether

the RouterInterface enters the Active state.

- This operation is not allowed if the RouterInterface is in arrears.

Request parameters
Name Type
Action string
Regionld string
RouterInterfaceld string

Return parameters

Required?

Yes

Yes

Yes

Description

Required parameter,
with a value:
ActivateRouterInterfac
e

Region of the instance

RouterInterface ID

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code
InvalidRegionld.Not

Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinacialLo
cked

Description

Description

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when its
status is Inactive.

This RouterInterface
is finacial locked
because of bills
outstanding.

HTTP status code

404

404

400

400
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Meaning

The specified
RegionID does not
exist.

The specified
RouterInterfacelD
does not exist.

This operation is
allowed only when
the RouterInterface
isin "Inactive”
state.

The instance is
locked in arrears.
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Sets the status of an active RouterInterface to Inactive.

- This is an asynchronous operation. A successful return of the API call indicates that the

RouterInterface enters the Deactivating state. You can perform round-robin to know whether

the RouterInterface enters the Inactive state.

- This operation is not allowed if the RouterInterface is in arrears.

Request parameters
Name Type
Action string
Regionld string
RouterInterfaceld string

Return parameters

Required?

Yes

Yes

Yes

Description

Required parameter,
with a value:
DeactivateRouterInterf
ace

Region of the instance

RouterInterface ID

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinacialLo
cked

Description

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when its
status is Active.

This RouterInterface
is finacial locked
because of bills
outstanding.

HTTP status code

404

404

400

400
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Meaning

The specified
RegionID does not
exist.

The specified
RouterInterfacelD
does not exist.

This operation can
be performed only
when the
RouterInterface is in
"Active” state.

The instance is
locked in arrears.
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Description

Modifies Name/Description/connection peer information of a RouterInterface.

- Connection peer information
(OppositelnterfacelD/OppositeRouterID/OppositelnterfaceOwnerID) can be modified only
when the Routerlnterface is in Idle state.

Request parameters

Name Type Required? Description

Required parameter,
with a value:
ModifyRouterInterface
Attribute

Action String Yes

Regionld String Yes
RouterlInterfaceld String Yes RouterInterface ID

Custom name. It is a
string of 2 to 128
Chinese or English
characters. It must
begin with an
uppercase/lowercase
letter or a Chinese
character and can
contain numbers,
et or M- It
cannot begin with
http:// or https://.

Name String No

Custom description. It
is a string of 2 to 256
characters. The
instance description is
displayed on Alibaba
Cloud console. It
cannot begin with
http:// or https://.

Description String No

Interface ID of the

Oppositelnterfaceld String No connection peer

Router ID of the
connection peer
interface. When
OppositeRouterType
is VBR, the VBR
specified by
OppositeRouterID
must be in the access
point specified by
OppositeAccessPointl

OppositeRouterld String No
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D.During
RouterInterface
creation/modification,
OppositeRouterID and
OppositeAccessPointl
D are not verified and
an error will occur
during the
connection.

Owner account ID of
the connection peer
RouterInterface. You
can log on to Alibaba
Cloud official website

String No and choose
Management Console
> User Center >
Account Management
to view your account
ID.

OppositelnterfaceO
wnerld

Source IP address of
the packet for leased
line HealthCheck in
leased line disaster
tolerance and ECMP
scenarios. It is valid
only for a VRouter
RouterInterface with a
peer on a VBR. The
HealthCheckSourcel String No source IP address
P must be in the VPC of
the local VRouter and
is not used.
HealthCheckSourcelP
and
HealthCheckTargetIP
parameters must be
both specified or left
unspecified.

Target IP address of
the packet for leased
line HealthCheck in
leased line disaster
tolerance and ECMP
scenarios. It is valid
only for a VRouter
RouterInterface with a

HealthCheckTargetl String No peer on a VBR. Usually

P you can use the CPE IP
address of the leased
line user’ s client
(that is, the
PeerGatewaylIP on the
VBR of the peer
RouterInterface), you
can also specify
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Return parameters

another IP address of
the leased line user’ s
client as the
HealthCheck target IP
address.
HealthCheckSourcelP
and
HealthCheckTargetIP
parameters must be
both specified or left
unspecified.

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

InvalidName.Malfor
md

InvalidDescription.M
alformed

InvalidOppositeRout
erType.ValueNotSup
ported

IncorrectStatus

Forbidden.FinaciallLo
cked

Forbbiden

Description

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

The specified
‘Name' is not
valid.

The specifid
‘Description’ is
not valid.

The specified
OppositeRouterType
is not valid.

RouterInterface can
be operated by this
action only when the
status is Active,idle
or inactive.

This RouterInterface
is finacial locked
because of bills
outstanding.

The Router instance
owener error
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HTTP status code

404

404

400

400

400

400

400

400

Meaning

The specified
RegionID does not
exist.

The specified
RouterInterfacelD
does not exist.

The specified Name
is invalid.

The specified
Description is
invalid.

The specified
OppositeRouterType
is invalid.

This operation is
supported when the
RouterInterface
status is “Active” ,
"Idle” or
"Inactive” .

The RouterInterface
is locked in arrears.

The router does not
belong to the
current caller.
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This linkrole is not The connection role

LinkRole.NotSupport supported 400 is not supported.
. . Opposite is VBR, The peeris a VBR
;%?#'dgn'MOd'fyId cannot modify the 400 and the ID and type
yp ID and type cannot be edited.
. The parameter for
InvalidParam.Modify MOd'fY editing a
routerinterface 400 .
RouterInterface L RouterInterface is
param invalide invalid
Description

Deletes a RouterInterface.

- This operation is allowed only when a Routerlnterface is in Idle or Inactive state.
- Before RouterInterface deletion, custom routes directed to it must be all deleted in advance.

Request parameters

Name Type Required? Description

Required parameter,
Action string Yes with a value:
DeleteRouterInterface

Regionld string Yes
RouterInterfaceld string Yes RouterInterface ID
Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes
Error code Description HTTP status code Meaning
. . The specified
InvalidRegionld.Not 404 RegionID does not
Found ;
exist.
This operation This operation is
would be allowed allowed only when
IncorrectStatus only when status of 400 the RouterInterface
this RouterInterface isin "“Idle” or
is Idle/Inactive. “Inactive” state.
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RouterInterface The RouterInterface
DependencyViolatio cannot be deleted cannot be deleted
n.RouterlnterfaceRef when it is referred 400 when it is referenced
erredByRouteEntry by a route table by a route entry as
entry as next hop. the next hop.
. The Instanceld The specified
irg\éilgcgnstanceld.No prpvigied does not 404 instance does not
exist in our records. exist.

VBR APIs

Description

Creates a VBR.

- VBRs can be created only by the physical leased line owner for himself/herself or for other
users.

- By default, two VBRs can be created on each physical leased line.

- VBRs created for the physical leased line owner directly enters the Enabled state.
- VBRs can be created for users other than the physical leased line owner, which
enter the Unconfirmed state after creation.

- VlanID can be specified/modified only by the physical leased line owner.

- A VlanID under a physical leased line cannot be used by two VBRs simultaneously.
- VlanID of a VBR in Terminated state is automatically retained in seven days and
cannot be used by other VBRs only within these seven days.

- LocalGatewaylP, PeerGatewaylIP, and PeeringSubnetMask cannot be configured for VBRs
created for users other than the physical leased line owner.

- LocalGatewaylP, PeerGatewaylIP, and PeeringSubnetMask must be verified.
PeeringSubnetMask supports 24-30 bits. PeeringSubnetMask is in dotted decimal notation
ranging from 255.255.255.0 to 255.255.255.252. LocalGatewayIP and PeerGatewayIP must be
on the same subnet defined by PeeringSubnetMask.For example:

- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248

Request parameters
Name Type Required? Description
Action String Yes Required parameter,
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Regionld

PhysicalConnectionl
d

VbrOwnerld

Vlanld

CircuitCode

LocalGatewaylp

PeerGatewaylp

PeeringSubnetMask

String

String

String

Integer

String

String

String

String
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Yes

Yes

No

Yes

No

No

No

No

with a value:
CreateVirtualBorderRo
uter

Region
Physical leased line ID

User ID of the VBR
owner. The default
value is the ID of the
current user (physical
leased line owner).

802.1Q VLAN ID [1-
2999] of VBR leased
line interface. It can be
specified/modified
only by the physical
leased line owner.

Carrier circuit code
corresponding to VBR
physical leased line. It
can be
specified/modified
only by the physical
leased line owner.

IP address of VBR
leased line interface. It
can be
specified/modified
only by the VBR
owner. It is required
when VBRs are
created for the leased
line owner and cannot
be entered when VBRs
are created for other
users.

IP address of the peer
VBR leased line
interface. It can be
specified/modified
only by the VBR
owner. It is required
when VBRs are
created for the leased
line owner and cannot
be entered when VBRs
are created for other
users.

Subnet mask

connecting the local
and peer VBR leased
line interfaces. It can
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be specified/modified
only by the VBR
owner. It is required
when VBRs are
created for the leased
line owner and cannot
be entered when VBRs
are created for other
users.

VBR name, which
contains 2 to 128
characters. It cannot
begin with http:// or
https://. It can be
specified/modified
only by the VBR
owner.

Name String No

VBR description. It
contains 2 to 256
characters and cannot
begin with http:// or
https://. It can be
specified/modified
only by the VBR
owner.

Description String No

It is used to ensure
the idempotence of
the request. The value
is generated by a
ClientToken String Yes client. It must be
unique among all
requests and can
contain a maximum of

64 ASCII characters.
Return parameters
Name Type Description
Vbrld String VBR ID
Error codes
Error code Description HTTP status code Meaning

. . The specified The specified
InvalidRegionld.Not Regionld is not 404 RegionID does not
Found :

found. exist.

. . The specified The specified
InvgthhysmaIConn PhysicalConnectionl 400 physical leased line
ectionld.NotFound . .

d is not found. ID does not exist.
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InvalidVlanId.Used

MissingParameter

InvalidPhysicalConn
ectionld.NotEnabled

InvalidVbrOwnerld.N
otFound

MissingParameter

InvalidVlanld.Malfor
med

InvalidCircuitCode.M
alformed

MissingParameter

InvalidLocalGatewayl
p.Malformed

MissingParameter

InvalidPeerGatewayl
p.Malformed

MissingParameter

The specified Vlanld
has been used.

The input parameter

‘PhysicalConnectio
nld" thatis
mandatory for
processing this
request is not
supplied.

The specified
PhysicalConnectionl
d is not in Enabled
state.

The specified
VbrOwnerId is not
valid.

The input parameter

‘Vlanld" thatis
mandatory for
processing this
request is not
supplied.

The specified Vlanld
is not valid.

The specified
CircuitCode is not
valid.

The input parameter

‘LocalGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
LocalGatewaylp is
not valid.

The input parameter

'PeerGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
PeerGatewaylp is
not valid.

The input parameter
‘PeeringSubnetMas
k' thatis
mandatory for
processing this
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400

400

400

404

400

400

400

400

400

400

400

400

The specified VlanID
is used.

The
PhysicalConnectionl
D value is missing.

The specified
physical leased line
is not in normal
state currently.

The specified
VBROwnerID does
not exist.

The VlanID value is
missing.

The specified VlanID
format is invalid.

The specified
CircuitCode format
is invalid.

The LocalGatewaylIP
value is missing.

The specified
LocalGatewayIP
format is invalid.

The PeerGatewayIP
value is missing.

The specified
PeerGatewayIP
format is invalid.

The PeerGatewayIP
value is missing.
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InvalidPeeringSubne
tMask.Malformed

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

QuotaExceeded.vbrP
erpConn

QuotaExceeded.free
vbr

InvalidIP.Malformed

MissingParameter

Invalidlp.NotSameSu

request is not
supplied.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name' is not
valid.

The specified
‘Description’ s
not valid.

Virtual boarder
router per
PhysicalConnection
quota exceed.

Free virtual boarder

router quota exceed.

Ip malformed.

LocalGatewaylp,
peerGatewaylp and
peeringSubnetMask
must not be null.

Local gateway ip
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400

403

403

403

403

403

403

400

400

400

400

400

400

The specified
PeerGatewayIP
format is invalid.

The caller is not
allowed to specify
the LocalGatewaylIP
parameter.

The caller is not
allowed to specify
the PeerGatewayIP
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified Name
format is invalid.

The specified
Description format is
invalid.

The number of VBRs
created on the
specified physical
leased line exceeds
the quota limit.

The number of VBRs
exceeds the quota
limit.

The IP address
format is invalid.

The value of
LocalGatewayIP,
PeerGatewaylP, or
PeeringSubnetMask
is missing.

LocalGatewaylIP and
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PeerGatewaylP are
not on the same
subnet.

and peer gateway ip
are not in the same
subnet.

bnet

Description

Deletes a VBR.

- A VBR with Routerlnterfaces (excluding those on the user client) or routes on it cannot be
deleted.

- The VBR owner is allowed to delete a VBR in Unconfirmed, Enabled, or Terminated state.

- The physical leased line owner is allowed to delete VBRs only in Unconfirmed state. A VBR in
Active state (accepted by a VBR owner for use) can be deleted only by the VBR owner.

Request parameters
Name Type Required? Description
Required parameter,
. . with a value:
Action String ves DeleteVirtualBorderRo
uter
Regionld String Yes Region
Vbrld String Yes VBR ID
Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.
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Error codes
Error code Description HTTP status code Meaning
. . The specified The specified
InvalidRegionld.Not Regionld is not 404 RegionID does not
Found :
found. exist.
TThe specified
InvalidVbrld.NotFou VirutalBorderRouter The specified VBR
S 404 .
nd does not exist in our does not exist.
records.
InvalidOperation.Ro The specified The specified VBR
uterInterfaceNotDel VirutalBorderRouter 400 still has a
eted still has RouterInterface.
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routerlnterface.
InvalidOperation.Op The specified o
erationNotAllowedIn VirutalBorderRouter 400 I:ﬁns(iegglgcellggz
State is in invalid state. )

The caller is not
Forbidden.Operation allowed to delete 403
NotAllowedByUser the specified

VirtualBorderRouter.

The caller is not
allowed to delete
the specified VBR.

Description

- Queries the list of VBRs whose owner is the caller.

- The query result can be filtered through various filters. Currently, the supported filters
include VbrID, PhysicalConnectionID, Status, and Name.

- The logical relationship between multiple values of a filter is “or” (the filter criteria are met
as long as there is a matching value). The logical relationship between filters is “and”
(values are included in the final query result only when they meet the criteria of all filters).

Request parameters

Name Type Required? Description

Required parameter,
with a value:
DescribeVirtualBorder
Routers

Action String Yes

Regionld String Yes Region

Type of the nth filter.
The n value starts
from 1 and is not
greater than 5.

Filter.n.Key String No

The mth value of the
nth filter. The m value
starts from 1 and is
not greater than 5.

Filter.n.Value.m String No

Page number of the
query result. The
default value is 1
when the parameter is
not specified.Value
PageNumber Integer No range: a positive
integer.
If the PageNumber
value is greater than
the greatest page
number in the actual
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result, the content of
the last page is
returned.

Page size of the query
result. The value range
is [1,100], and the
default value is 10.

PageSize Integer No

Return parameters

The return parameters are all public return parameters. For details, refer to Public return parameters.

Name Type Description
VirtualBorderRouterSet \:ertuaIBorderRouterSetTy Set of VirtualBorderRouterTypes
TotalCount Integer Total number of instances
PageNumber Integer Page number of the instance list
PageSize Integer gur'nbe.r of rows per page set
uring input

Error codes

Error code Description HTTP status code Meaning

The Regionld The specified

InvalidRegionld.Not

Views the list of VBRs under a physical leased line.

Found provided does not 404 RegionID does not
exist in our records. exist.
- Specified filter key is The specified filter
Lnl:l/glclgjllteorﬁz)éyalu not supported: 404 field is not
PP Filter.X.key supported.
Description

- The physical leased line owner calls this interface to query the VBR list created based on a

specified physical leased line of him/her.

- The query result may include VBRs whose owner is the caller and VBRs whose owner is not

the caller.

- When this interface is called, fields that only the VBR owner can view are not returned.
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Request parameters

Name Type Required? Description
Required parameter,
with a value:

Action String Yes DescribeVirtualBorder
RoutersForPhysicalCo
nnection

Regionld String Yes Region

ghysmalConnectlonI String Yes Physical leased line ID

Page number of the
query result. The
default value is 1
when the parameter is
not specified.Value
range: a positive
PageNumber Integer No integer. If the
PageNumber value is
greater than the
greatest page number
in the actual result,
the content of the last
page is returned.

Page size of the query
result. The value range
is [1,100], and the
default value is 10.

PageSize Integer No

Return parameters

The return parameters are all public return parameters. For details, refer to Public return parameters.
Name Type Description

Set of

VirtualBorderRouterForPh VirtualBorderRouterForPh VirtualBorderRouterForPhysicalCon

ysicalConnectionSet ysicalConnectionSetType nectionTypes.
TotalCount Integer Total number of instances
PageNumber Integer Page number of the instance list
PageSize Integer gur'nbe.r of rows per page set
uring input
Error codes
Error code Description HTTP status code Meaning
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. . The Regionld The specified
}:r:)vlf:(cjiReglonId.Not provided does not 404 RegionlID does not
exist in our records. exist.
Description

Modifies VBR attributes.

- VlanID can be specified/modified only by the physical leased line owner.

- A VlanID under a physical leased line cannot be used by two VBRs simultaneously.
- VlanID of a VBR in Terminated state is automatically retained in seven days and
cannot be used by other VBRs only within these seven days.

- LocalGatewaylP, PeerGatewaylIP, and PeeringSubnetMask cannot be configured for VBRs
created for users other than the physical leased line owner.

- LocalGatewaylP, PeerGatewaylIP, and PeeringSubnetMask must be verified.
PeeringSubnetMask supports 24-30 bits. PeeringSubnetMask is in dotted decimal notation
ranging from 255.255.255.0 to 255.255.255.252. LocalGatewayIP and PeerGatewayIP must be
on the same subnet defined by PeeringSubnetMask.For example:

- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248

Request parameters

Name Type Required? Description

Required parameter,
. . with a value:

Action String ves ModifyVirtualBorderR
outerAttribute

Regionld String Yes Region'(Re‘gion ID for
managing instances)

VBRId String Yes VBR ID

802.1Q VLANID (1-
VlanId String No 2,999) of VBR leased
line interface.

Carrier circuit code
corresponding to VBR
physical leased line. It
CircuitCode String No can be
specified/modified
only by the physical
leased line owner.

LocalGatewaylp String No IP address of the local
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PeerGatewaylp String
PeeringSubnetMask String
VBRName String
VBRDescription String
Return parameters

No

No

No
No

VBR leased line
interface. It can be
specified/modified
only by the VBR
owner. You are not
allowed to change this
attribute of VBRs in
Enabled state to
empty.

IP address of the peer
VBR leased line
interface. It can be
specified/modified
only by the VBR
owner. You are not
allowed to change this
attribute of VBRs in
Enabled state to
empty.

Subnet mask
connecting the local
and peer VBR leased
line interfaces. It can
be specified/modified
only by the VBR
owner. You are not
allowed to change this
attribute of VBRs in
Enabled state to
empty.

VBR name

VBR description

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidVlanId.Used

Description

The specified
Regionld is not
found.

The specified
VirutalBorderRouter
is not found.

The specified Vlanld
has been used.

HTTP status code

404

400

400

100

Meaning

The specified
RegionID does not
exist.

The specified VbrID
does not exist.

The specified VlanID
is used.
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InvalidCircuitCode.M
alformed

InvalidVlanld.Malfor
med

InvalidIp.Malformed

InvalidPeeringSubne
tMask.Malformed

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.VlanldNot
AllowedByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

The specified
CircuitCode is not
valid.

The specified Vlanld
is not valid.

The specified ip
address is not valid.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to modify.

The caller is not
allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Vlanld.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name' is not
valid.

The specifid

‘Description’ s
not valid.

101

400

400

400

400

403

403

403

403

403

403

403

403

400

400

The specified
CircuitCode is
invalid.

The specified VlanID
is invalid.

The specified IP
address is invalid.

The specified
PeeringSubnetMask
is invalid.

The caller is not
allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylIP
parameter.

The caller is not
allowed to specify
the PeerGatewaylIP
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the VlanID
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified VBR
name is invalid.

The specified
description
information is
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LocalGatewaylp,
peerGatewaylp and

invalid.

The value of
LocalGatewaylP,

MissingParameter . 400 PeerGatewayIP, or
peeringSubnetMask PeeringSubnetMask
must not be null. LS

is missing.
Local gateway ip LocalGatewayIP and

Invalidlp.NotSameSu and peer gateway ip 400 PeerGatewaylIP are

bnet

are not in the same
subnet.

not on the same
subnet.

Description

Restores a VBR.

- Only the physical leased line owner can call this interface to restore a VBR for it to use a
leased line.
- Only a VBR in Terminated state can be restored.
- Only a VBR whose physical leased line is in Enabled state can be restored.
- The VBR first enters the Recovering state and then enters the Enabled state when restoration
is finished.
- VlanID must be verified:
- If VlanID is not occupied by other VBRs (in Terminated state within seven days), the
VBR can be restored successfully.
- If VlanID is occupied by other VBRs (in Terminated state after seven days and
reused by the physical leased line owner on other VBRs), the VRB cannot be
restored successfully.

Request parameters
Name Type Required? Description
Required parameter,
. . with a value:
Action String ves RecoverVirtualBorderR
outer
Regionld String Yes Region
Vbrld String Yes VBR ID
Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.
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Error codes

Error code

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn
State

OperationFailed.Vlan
IdAlreadyInUse

Forbidden.Operation
NotAllowedByUser

Description

Terminates a VBR.

Description

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The specifed vlanId
has been used.

The caller is not
allowed to recover
the specified

VirtualBorderRouter.

HTTP status code

404

404

400

400

403

Meaning

The specified
RegionID does not
exist.

The specified
VirutalBorderRouter
does not exist.

The specified
VirutalBorderRouter
is invalid.

The specified VlanID
is occupied.

The caller is not
allowed to restore
the specified VBR.

- Only the physical leased line owner can call this interface to stop a VBR from using a leased
line without deleting the VBR and other content (including RouterInterfaces and routes) on

the VBR.

- Only a VBR in Enabled state can be terminated.
- The VBR first enters the Terminating state and then enters the Terminated state when

termination is finished.
- VlanID of a VBR in Terminated state is automatically retained in seven days and cannot be

used by other VBRs only within these seven days.
- To prevent misoperation, you are allowed to restore a VBR for it to use a leased line. If

VlanID is not occupied by other VBRs (in Terminated state within seven days), the VBR can be

restored successfully.

Request parameters
Name Type
Action String

Required?

Yes
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Description

Required parameter,
with a value:
TerminateVirtualBorde
rRouter
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Regionld String Yes Region

Vbrld VBR ID

String Yes

Return parameters

The return parameters are all public return parameters. For details, refer to Public Return Parameters.

Error codes

Error code

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn
State

Forbidden.Operation
NotAllowedByUser

Description

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The caller is not
allowed to terminate
the specified
VirtualBorderRouter.

NAT Gateway APIs

Description

Create a NAT gateway for a

VPC.

Note the following when creating a NAT gateway:

HTTP status code

404

404

400

403

Meaning

The specified
RegionID does not
exist.

The specified VbrID
does not exist.

The specified
VirutalBorderRouter
is invalid.

The caller is not
allowed to terminate
the specified VBR.

Currently, the NAT gateway and the self-built SNAT gateway cannot coexist in a VPC.

After creating a NAT gateway, a route entry of which the destination CIDR block is 0.0.0.0/0
is automatically added to the VRouters of the VPC. Therefore, the traffic can be routed to

the NAT gateway.
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If a route entry of which the destination CIDR block is 0.0.0.0/0 already exists in the VRouter
before creating the NAT gateway, delete it. Otherwise, the creation fails.

Specification

The NAT gateway has different specifications. Different specifications correspond to different SNAT
performance metrics, but the specification does not affect DNAT functions and performance. If you

only use the DNAT function, the small specification can meet your requirements.

The available specifications are listed as follows.

Specification
Small
Medium

Large

Request parameters

Request parameter

Action

Regionld

Vpcld

Spec

BandwidthPackage.

n.IpCount

BandwidthPackage.

n.Bandwidth

Data type

String

String

String

String

Integer

Integer

Max Connection
10,000

50,000

200,000

Required

Yes

Yes

Yes

No

Yes

Yes
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CPS
1,000
5,000
10,000

Description

System required
parameter.

Valid value:
CreateNatGateway.

The region where the
NAT gateway is created.

The VPC for which the
NAT gateway is created.

The specification of the
NAT gateway.

Valid values: Small,
Middle, Large. If no
value provided, Small is
used.

Number of public IPs in
the {n} shared
bandwidth package.
The maximum value of
{n} is 4.

Valid value: 1-50.

The bandwidth in the
{n} shared bandwidth
package. The maximum
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value of {n} is 4.

Valid value: 5-5000.

The zone of the {n}
shared bandwidth
package. The maximum
value of {n} is 4.

If no value provided, a
random zone is
assigned.

BandwidthPackage. Stri N Note: When the public
n.Zone tring ° IP of the shared

bandwidth package and
the ECS instance are not
in the same zone, there
is no impact on its
connectivity; however,
you can get low latency
if they are in the same
zone.

The name of the NAT
gateway.

The length is between

2-128 characters,

including digits,

ey, "= " and

Name String No must begin with
Chinese characters or
English letters and
cannot begin with
http:// or https://.

If no value provided,
the instance ID is used.

The description of the
NAT gateway.

The length is between
2-256 characters and

Description String No cannot begin with
http:// or https://.

If no value provided,
the description is
empty.

Used to ensure the
request idempotence.

This value is generated
by the client and must
be unique, and cannot
exceed 64 ASCII
characters.

ClientToken String No
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Response parameters

Response parameter
NatGatewayld

ForwardTablelds

BandwidthPackagelds

Error code

Error code

InvalidRegionld.Not
Found

InvalidZoneld.NotFo
und

InvalidVpcld.NotFou
nd

MissingParameter.B
andwidthPackage

MissingParameter.B
andwidthPackage.n.
pCount

MissingParameter.B
andwidthPackage.n.
Bandwidth

QuotaExceeded.Nat
GatewayCountInON
eVpc

Data type

String

Array

Array

Error message

Specified value of
"Regionld” is not
supported.

Specified value of
Zoneld is not
supported.

Specified value of
Vpcld is not found in
our record.

At least 1
BandwidthPackage
must be created
with NatGateway.

Missing parameter
IpCount in
Bandwidth n.

Missing parameter
Bandwidth in
BandwidthPackage
n.

Natgateway count
limit in one vpc
exceeded.
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HTTP status code

404

404

404

400

400

400

400

For details, refer to How
to ensure idempotence.

Description

The ID of the NAT gateway
generated by the system. It is the
unique identifier to access the
gateway.

Table ID list.

The list of the shared bandwidth
package.

Description

The specified region
does not exist.

The specified zone
does not exist.

The specified VPC
does not exist.

At least one shared
bandwidth package
is required.

Missing parameters
for the shared
bandwidth package,
no value is provided
for the Ipcount
parameter.

Missing parameters
for the shared

bandwidth package,
no value is provided
for the n parameter.

Only one NAT
gateway can be
added to a VPC.
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RouterEntryConflict.
Duplicated

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

InvalidParameter.Sp
ec.ValueNotSupport
ed

TooManyBandwidth
Packages

Example

Request example

A route entry
already exists, which
CIDR is 0.0.0.0/0

The specified Name
is not valid.

The specified
Description is not
valid.

The specified Spec is
not valid.

BandwidthPackage
count limit on one
NatGateway
exceeded.

400

400

400

400

400

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-

11af8lp67&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.1.IpCount=5&Regionld=cn-

Cannot create the
NAT gateway. A
route entry of which
the destination CIDR
block is 0.0.0.0/0
already exists in the
VRouter of the VPC.
Delete the route
entry first.

Invalid name foramt.

Invalid description
format.

Invalid specficiation.

Exceed the shared
bandwidth package
limit. Up to four
shared bandwidth
packages can be
added to a NAT
gateway.

shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-04-
28&Signature=14KKhWgjJdImTqk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae49c-
2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1.Bandwidth=150&BandwidthPackage.1.Zone=cn-shanghai-
a&Description=My+first+ NAT+Gateway

Response example

JSON format

{
"BandwidthPackagelds":{
"BandwidthPackageld":[
"bwp-1lodxu2k7"

]
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b
"ForwardTablelds":{
"ForwardTableld":[
"ftb-11tcoxgmv"

]

b
"NatGatewayld":"ngw-112za33e4",
"Requestld":"2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"

}

Description

Query the NAT gateways in the specified regions. This interface supports querying by page, with 10
lines per page by default.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid
value:DescribeNatGate
ways.

Regionld String Yes The region to query.

Filter parameter, that is,
querying the NAT
gateway with the
specified ID.

NatGatewayld String No If no value provided, all

the NAT gateways in
the specified region are
returned.

Filter parameter, that is,
querying the NAT
gateway in the specified
VPC.

Vpcld String No If no value provided, all

the NAT gateways in
the specified region are
returned.

The number of pages.

PageNumber Integer No Both the start and
default values are 1.
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The number of lines per
page set for paging
query.

The maximum value is
50 and the default value

PageSize Integer No

is 10.
Response parameters
Response parameter Data type Description
NatGateways NatGatewaySetType The list of the NAT gateways.
TotalCount Integer The total number of the queried
items.
PageNumber Integer The current page number.
. The number of items on the
PageSize Integer
current page.
Error code
Error code Error message HTTP status code Description

Specified value of
“Regionld” is not 404
supported.

The specified region
does not exist.

InvalidRegionld.Not
Found

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lp67&Format=json&TimeStamp=2016-05-
23T03%3A27%3A14Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=JvXErso9g0fZdRTgBtNLepe%2F1le4%3D&action=DescribeNatGateways&SignatureNonce=3e1424eb
-2096-11e6-bc31-2cf0ee28adf2

Response example

XML format

<DescribeNatGatewaysResponse>
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<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>CF5D6933-C574-4FEC-83C0-4DF63EBD19CE </Requestld >
<NatGateways>

<NatGateway>

<Description/>

<Spec>Small</Spec>

<ForwardTablelds>

<ForwardTableld > ftb-rj9p798gwt2k3yk6cbyxh </ForwardTableld >
</ForwardTablelds>
<Vpcld>vpc-rj983s9gjlnssugzh49vr</Vpcld>
<NatGatewayld>ngw-rj99ps4cq9lfseOried3l </NatGatewayld >
<CreationTime>2017-01-23T02:30:31Z</CreationTime >
<BandwidthPackagelds>
<BandwidthPackageld>bwp-rj911xdpevOh9liwesfg4 </BandwidthPackageld>
</BandwidthPackagelds>

<Name/>

<Status>Available</Status>
<BusinessStatus>Normal</BusinessStatus>
<Regionld>us-west-1</Regionld >

<SnatTablelds>
<SnatTableld>stb-rj9u47y5gl255bgmb3ady</SnatTableld >
</SnatTablelds>

<InstanceChargeType>PostPaid </InstanceChargeType>
</NatGateway>

</NatGateways>

</DescribeNatGatewaysResponse>

Description

Modify the specification of a NAT gateway.

In a billing cycle, the highest specification is used for billing regardless of the number of the
specification changes.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
ModifyNatGatewaySp
ec.

The region of the NAT

Regionld String Yes gateway.

The ID of the NAT

NatGatewayld String Yes gateway to be
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modified.

The specification of
the NAT gateway.

Valid values: Small,
Middle, Large. If no
value provided, Small
is used.

Spec String No

Used to ensure the
request idempotence.

This value is
generated by the
client and must be
unique, and cannot
exceed 64 ASCII
characters.

ClientToken String No

For details, refer to
How to ensure
idempotence.

Response parameters

Response parameter Data type Description
The ID of the NAT gateway
generated by the system.

NatGatewayld String It is the unique identifier to access
the gateway.

ForwardTablelds Array Table list.

BandwidthPackagelds Array The list of shared bandwidth
package.

Error code
Error code Error message HTTP status code Description
. . The specified o .
InvalidRegionld.Not Regionld is not 404 The speaﬂgd region
Found . does not exist.
found in our record.
InvalidParameter.Sp . . The specified
ec.ValueNotSupport The spgaﬂed Specis 400 specification is
not valid. T
ed invalid.
. Specified value of The specified NAT
InvalidNatGatewayld NatGatewayld is not 404 gateway does not

.NotFound

found in our record.
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Description

Modify the name and description of the NAT gateway.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
ModifyNatGatewayAtt
ribute.

The region of the NAT

Regionld String Yes gateway.

The ID of the NAT
NatGatewayld String Yes gateway to be
modified.

The name of the NAT
gateway.

The length is between
2-128 characters,
including digits,
e, "= " and
must begin with
Name String No Chinese characters or
English letters and
cannot begin with
http:// or https://.

If no value provided,
the instance ID is
used.

The description of the
NAT gateway.

The length is between
2-256 characters and
cannot begin with
http:// or https://

Description String No

Response parameters

Public response parameters.

113



Virtual Private Cloud

Developer Guide

Error code

Error code

InvalidRegionld.Not
Found

InvalidNatGatewayld
.NotFound

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

Example

Request example

Error message

The specified
Regionld is not
found in our record.

Specified value of
NatGatewayld is not
found in our record.

The specified Name
is not valid.

The specified
Description is not
valid.

HTTP status code

404

404

400

400

Description

The specified region
does not exist.

The specified NAT
gateway does not
exist.

Invalid name foramt.

Invalid description
format.

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Description=modified +description&Format=json&TimeStamp=20
16-07-19T17%3A16%3A34Z&Regionld=cn-shanghai&NatGatewayld =ngw-
7mwb327j1&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=YmhpTIu6piZKY3nMMJp%2BEffuxDw%3D&Action=ModifyNatGatewayAttribute&SignatureNonce=
8b4e670a-4dd4-11e6-976b-2cf0ee28adf2

Response example

JSON format

{

"Requestld":"AB5F62CF-2B60-4458-A756-42CODFE108D1"
}

Description

Delete a NAT gateway.

If the NAT gateway has shared bandwidth packages, delete the packages first.
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Request parameters

Request parameter Data type Required Description
System required
parameter.
Action String Yes Valid value:
DeleteNatGateway.
Regionld String Yes The region of the NAT
gateway.
The ID of the NAT
NatGatewayld Integer Yes gateway to be
deleted.
Response parameters
Public response parameters.
Error code
Error code Error message HTTP status code Description

Specified region is

not found during The specified region
404 .

access does not exist.

authentication.

Invalid.Regionld

The input parameter

“NatGatewayld" No value provided
MissingParameter.N that is mandatory
. 4 400 for the NAT gateway
atGatewayld for processing this D
request is not ‘
supplied.
There are
DependencyViolatio BandwidthPackages The NAT gateway
. o still has shared
n.BandwidthPackage on specified 400 ;
bandwidth
s NatGateway not K
deleted. packages.

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
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23T06%3A42%3A44Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tYpwSEabziAM8WdVxVNKkNCHhSI%3D&action=DeleteNatGateway&SignatureNonce=8e471ddc-
20b1-11e6-9899-2cf0ee28adf2

Response example

JSON format

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

Description

Create a shared bandwidth package for a NAT gateway. Up to four shared bandwidth packages can
be added to a NAT gateway.

The public IP and bandwidth in the NAT Gateway are abstractly grouped into a shared bandwidth
package, which consists of:

- A shared public network bandwidth
- A group of public IPs

All the public IPs share this bandwidth. For details on pricing, refer to Billing overview.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid
value:CreateBandwidt
hPackage.

The region of the NAT

Regionld String Yes gateway.

The ID of the NAT

. gateway where the
NatGatewayld String Yes <hared bandwidth

package is created.

The number of public

IpCount Integer Yes IPs in the shared
bandwidth package.
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Valid value: 1-50.

The bandwidth of the
shared bandwidth
Bandwidth Integer Yes package.

Valid value: 5-5000.

The zone of the
shared bandwidth
package.

If no value provided, a
random zone is
assigned.

Note: When the public
IP of the shared
bandwidth package
and the ECS instance
are not in the same
zone, there is no
impact on its
connectivity; however,
you can get low
latency if they are in
the same zone.

Zone String No

The name of the
shared bandwidth
package.

The length is between
2-128 characters,
including digits,

unoon " "

S , and

Name String No must begin with
Chinese characters or
English letters and
cannot begin with
http:// or https://.

If no value provided,
the instance ID is
used.

The description of the
shared bandwidth
package.

The length is between

2-256 characters and
Description String No cannot begin with

http:// or https://.

If no value provided,
the description is
empty.
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Response parameters

InvalidRegionld.Not

The specified

Response parameter Data type Description
BandwidthPackageld String The ID of the shared bandwidth
package.
Error code
Error code Error message HTTP status code Description

The specified region

Found Regloqu Is not 404 does not exist.
found in our record.
InvalidZoneld.NotFo Specifigd value of The specified zone
’ Zoneld is not 404 .
und does not exist.
supported.

. Specified value of The specified NAT
InvalidNatGatewayld NatGatewayld is not 404 gateway does not
.NotFound X :

found in our record. exist.
MissingParameter.Ip Missing parameter 400 No value is provided
Count IpCount. for the IP count.
Bandwidth Missing No value is provided
MissingParameter. parameter 400 pre
; for the bandwidth.
Bandwidth.
Exceed the shared
. bandwidth package
QuotaExceeded.Ban Egﬂg'\clvllicr:ir']cpsrfléar?ee limit. Up to four
dwidthPackageCoun N 400 shared bandwidth
atGateway
tOnNatGateway exceeded packages can be
: added to a NAT
gateway.
InvalidParameter.Na The spea_ﬂed Name 400 Invalid name foramt.
me.Malformed is not valid.

. The specified . o

InvalidParameter.De Description is not 400 Invalid description

scription.Malformed

valid.

format.

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&NatGatewayld=ngw-
7mwb327j1&Format=json&TimeStamp=2016-07-19T17%3A08%3A27Z&Regionld=cn-
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shanghai&Bandwidth=5&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DIqV3jVRDoISfSPsjgYtEcHKLYyM%3D&Action=CreateBandwidthPackage&SignatureNonce=690270e
8-4dd3-11e6-93ce-2cf0ee28adf2&Zoneld=cn-shanghai-a&IpCount=1

Response example

JSON format

{
"BandwidthPackageld": "bwp-s6lmotmkk",
"Requestld": "54ED4074-3F89-4F11-B166-837DD3E20FE3"

}

Description

Query the shared bandwidth packages in the specified regions. This interface supports querying by
page, with 10 lines per page by default.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid
value:DescribeBandwi
dthPackages.

Regionld String Yes The region to query.

Filter parameter, that
is, querying the
shared bandwidth
package with the

BandwidthPackagel specified ID.

d String No

If no value provided,
all the shared
bandwidth packages
in the specified region
are returned.

Filter parameter, that
is, querying the

NatGatewayld Strin No specified shared
e "o bandwidth package.

If no value provided,
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all the shared
bandwidth packages
in the specified region
are returned.

The number of pages.
PageNumber Integer No Both the start and

default values are 1.

The number of lines
per page set for

paging query.

PageSize Integer No The maximum value is
50 and the default
value is 10.
Response parameters
Response parameter Data type Description
BandwidthPackages BandwidthPackageSetTyp The list of the shared bandwidth
e packages.
TotalCount Integer The total number of the queried
Iitems.
PageNumber Integer The current page number.
. The number of items on the
PageSize Integer
current page.
Error code
Error code Error message HTTP status code Description

Specified value of
“Regionld” is not 404
supported.

InvalidRegionld.Not
Found

The specified region
does not exist.

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

120



Virtual Private Cloud Developer Guide

28&Signature=KNOC2Q4TUZtfECBn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureNonce=1e89
41lae-2097-11e6-acbb-2cf0ee28adf2

Response example

JSON format

{
"BandwidthPackages": {
"BandwidthPackage": [

{

"Bandwidth": "150",
"BandwidthPackageld": "bwp-1lodxu2k7",
"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:247",
"Description™: "",

"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount": "5",

"Name": ",

"NatGatewayld": "ngw-112za33e4",
"PubliclpAddresses": {

"PubliclpAddresse": [

{

"Allocationld": "nateip-1liopy3sl",
"IpAddress": "139.224.22.107"

2

{

"AllocationId": "nateip-11pt1fph”,
"IpAddress": "139.224.22.55"

1

{

"AllocationId": "nateip-111ul670c”,
"IpAddress": "139.224.22.79"

b

{

"AllocationId": "nateip-110gfjj85",
"IpAddress": "139.224.22.59"

b

{

"AllocationId": "nateip-11s2jempe”,
"IpAddress": "139.224.22.99"

}
]
}

RegionId": "cn-shanghai”,
"Status": "Available”,

"Zoneld": "cn-shanghai-a"
}
]
b

"PageNumber": 1,
"PageSize": 10,
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"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1
}

Description

Modify the bandwidth for a specified shared bandwidth package.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action String Yes Valid value:
ModifyBandwidthPack
ageSpec.

The region of the

Regionld String Yes shared bandwidth
package.

BandwidthPackagel The ID of the shared

d String ves bandwidth package.

The bandwidth of the
shared bandwidth

Bandwidth String Yes package.
Valid value: 5-5000.

Used to ensure the
request idempotence.
This parameter value
is generated by the
client and must be
ClientToken String No :Qég:géjgg%l

characters.

For details, refer to
How to ensure
idempotence.

Response parameters

Public response parameters.
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Error code

Error code Error message HTTP status code Description

Specified value of
“Regionld” is not 404
supported.

The specified region
does not exist.

InvalidRegionld.Not
Found

Specified value of

InvalidBandwidthPac BandwidthPackageld The specified shared

404 bandwidth package

kageld.NotFound is not found in our d ;
oes not exist
record.

. . The specified value : .
InvalidBandwidth.Val of Bandwidth not 400 Invalid bandwidth
ueNotSupported value.

supported.
Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-
shanghai&Bandwidth=200&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon
ce=42429561-209b-11e6-b869-2cf0ee28adf2

Response example

JSON format

{
"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

}

Description

Modify the name and description of a specified shared bandwidth package.

Request parameters

Request parameter Data type Required Description
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Action

Regionld

BandwidthPackagel
d

Name

Description

String Yes
String Yes
String Yes
String No
String No

Response parameters

Public response parameters.

Erro code

Error code

InvalidRegionld.Not
Found

InvalidBandwidthPac
kageld.NotFound

Error message HTTP status code

The specified
Regionld is not 404
found in our record.

Specified value of
BandwidthPackageld

: . 404
is not found in our

record.
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System required
parameter.

Valid value:
ModifyBandwidthPack
ageAttribute.

The region of the
shared bandwidth
package.

The ID of the shared
bandwidth package.

The name of the
shared bandwidth
package.

The length is between
2-128 characters,
including digits,
periods (.),
underscores () and
hyphens (-), and must
begin with Chinese
characters or English
letters and cannot
begin with http:// or
https://.

The description of the
shared bandwidth
package.

The length is between
2-256 characters and
cannot begin with
http:// or https://.

Description

The specified region
does not exist.

The specified shared
bandwidth package
does not exist.
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InvalidParameter.Na The specified Name 400 Invalid name foramt.
me.Malformed is not valid.

. The specified . -
InvalidParameter.De Description is not 400 Invalid description

scription.Malformed format.

valid.

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
s6lmotmkk&Name=modified&Format=json&TimeStamp=2016-07-19T17%3A11%3A39Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=fR3h0PELe%2Fxy%2Fgu6BJZyzWasnfc%3D&Action=ModifyBandwidthPackageAttribute&SignatureN
once=db570d0a-4dd3-11e6-b591-2cfO0ee28adf2

Response example

JSON format

{
"Requestld": "DFDDD35D-3F29-4E15-AA28-53F5341F9599"

}

Description

Add the number of public IPs for a specified shared bandwidth package.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
AddBandwidthPackag
elps.

The region of the

Regionld String Yes shared bandwidth
package.
BandwidthPackagel String Yes The ID of the shared
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IpCount

ClientToken

String

String

Response parameters

Public response parameters.

Error code

Error code
InvalidRegionld.Not

Found

InvalidBandwidthPac
kageld.NotFound

InvalidIpCount.Value
NotSupported

Example

Request example

Error message

Specified value of
“Regionld” is not
supported.

Specified value of
BandwidthPackageld
is not found in our
record.

The specified value
of IpCount not
supported.

Yes

No

HTTP status code

404

404

400

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-

1lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-

bandwidth package.

The number of the
public IPs after
modification.

Used to ensure the
request idempotence.

This value is
generated by the
client and must be
unique, and cannot
exceed 64 ASCII
characters.

For details, refer to
How to ensure
idempotence.

Description

The specified region
does not exist.

The specified shared
bandwidth package
does not exist.

Invalid IP count.

shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=pSjC98nbDGgMI1tdjcXARIfW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cf0ee28adf2&IpCount=6
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Response example

JSON format

{
"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"

}

Description

Delete the public IPs in a shared bandwidth package.

Note the following when specifying the list of the public IPs to be deleted:

Cannot delete all the public IPs in the shared bandwidth package. If the IP list contains all the
public IPs of the shared bandwidth package, the deletion fails.

If the IP list contains the IP that is not included in the shared bandwidth package, the
deletion fails.

If the public IP is used in either a DNAT entry or an SNAT entry, the deletion fails.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
RemoveBandwidthPac
kagelps.

The region where the
Regionld String Yes NAT gateway is
created.

The ID of the shared

BandwidthPackagel bandwidth package

d String ves that the public IP
belongs to.
The ID of the public
sserr?ovedeAddress Array No IP. n starts from 1 and

the largest value is 20.
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Used to ensure the
request idempotence.

This value is
generated by the
client and must be
unique, and cannot
exceed 64 ASCII
characters.

ClientToken String No

For details, refer to
How to ensure
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idempotence.
Response parameters
Public response parameters.
Error code
Error code Error message HTTP status code Description
. . Specified value of . .
InvalidRegionld.Not D v The specified region
Found Regionld" is not 404 does not exist.
supported.
Specified value of e
InvalidBandwidthPac BandwidthPackageld The spgaﬁed shared
: . 404 bandwidth package
kageld.NotFound is not found in our d ;
oes not exist.
record.
Some of the
specified value of AnIP in the IP list
InvalidRemovedIpAd RemovedIpAddress 400 does not belong to
dresses.NotFound not found in the specified shared
specified bandwidth package.
BandwidthPackage
. . Cannot delete all the
Forbidden.RemoveAl It s forblddeq that public IPs in the
remove all IPs in 400 .
IIps : shared bandwidth
BandwidthPackage.
package.
It' s forbidden
, because there are One or more IPs are
Fgrrrk;gg e;gf\f/g:glfnif some specified 400 used by an SNAT
y RemovedIpAddresse entry or a DNAT
y s referred by entry.
ForwardEntry.
Example
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Request example

https://vpc.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-1lodxu2k7&Format=json&TimeStamp=2016-05-
23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedlpAddresses.1=nateip-
1110a2148&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34f3f3-209b-11e6-b183-2cf0ee28adf2

Response example

JSON format

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

Description

Delete the specified shared bandwidth package.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
DeleteBandwidthPack
age.

The region of the

Regionld String Yes shared bandwidth
package.
. The ID of the shared
(I?;andmdthPackageI Integer Yes bandwidth package to
be deleted.

Response parameters

Public response parameters.
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Error code

Error code Error message

Specified region is
not found during
access
authentication.

Invalid.Regionld

The input parameter

"BandwidthPackag
eld” thatis
mandatory for
processing this
request is not
supplied.

MissingParameter.B
andwidthPackageld

It" s forbidden
because there are
Forbidden.SomelpRe some Publiclp in

ferredByForwardEntr specified
y BandwidthPackage
referred by
ForwardEntry.
Example

Request example

HTTP status code

404

400

400

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-

1lodxu2k7&Format=json&TimeStamp=2016-05-23T06%3A40%3A32Z&Regionld=cn-

Description

The specified region
does not exist.

No value is provided
for the shared
bandwidth package
ID.

The IP in the shared
bandwidth package
is in use.

shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=y%2B5U28PQJI4NuVNFaOEEBNR5TWw%3D&action=DeleteBandwidthPackage&SignatureNonce=3f

06e585-20b1-11e6-81df-2cf0ee28adf2
Response example

JSON format

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

Description

Add a DNAT entry in the DNAT table. A DNAT table is automatically created after creating a NAT
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gateway.

Note the following when creating a DNAT entry:

Each DNAT entry consists of five parts: [Externallp, ExternalPort, Protocol, Internallp,
InternalPort].

The function of a DNAT entry is: forwarding the received data from [Externallp:ExternalPort]
of the specified protocol to [Internallp:InternalPort], and send the response in the same.

Limits on Externallp:

+ Must be a public IP in the shared bandwidth package.
- Only support TCP and UDP protocols. If the protocol is Any, it means no restrictions

on the protocol.
- A public IP cannot be used in both SNAT and DNAT entries.

Limits on Internallp:

- Must belong to the VPC CIDR block of the NAT gateway.
- Can be an existing private IP of an ECS instance or a private IP not in use.
- The DNAT entry can only be used for ECS instances.

Uniqueness requirement:

The combination of these three parameters [public IP, public port and protocol] of
all DNAT entries cannot be duplicated.

The combination of these three parameters [private IP, private port and protocol] of
all DNAT entries cannot be duplicated.

Cannot create a DNAT entry, when the status of a DNAT entry in a DNAT table is Pending or
Modifying.

Up to 40 DNAT entries can be added to a DNAT table.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action String Yes Valid value:
CreateForwardEntry.
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route table.

The region of the NAT

Regionld String Yes gateway.
ForwardTableld String Yes The ID of the DNAT
table.
The public IP used to
. receive and forward
Externallp String Yes requests from the
Internet.
Public port.
ExternalPort String Yes Valid value: 1-65535.
Protocol type.
IpProtocol String Yes Valid value: TCP, UDP
or Any.
Internallp String Yes Destination private IP.
Destination private
t.
InternalPort String Yes por
Valid value: 1-65535.
Response parameters
Response parameter Data type Description
ForwardEntryld String 'll;he ID of the DNAT entry allocated
y the system.
Error code
Error code Error message HTTP status code Description
. . The specified - .
InvalidRegionld.Not Regionld is not 404 The speaﬂgd region
Found . does not exist.
found in our record.
InvalidForwardTablel Specified forward 404 The specified DNAT
d.NotFound table does not exist. table does not exist.
Specified Source Ip
InvalidExternallp.Not address does not 404 The specified public
Found found on the IP does not exist.
VRouter
Forward entry quota The numbgr O.f
QuotaExceeded.For exceeded in this 400 DNAT entries in a

DNAT table cannot
exceed 40.
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IncorretForwardEntr
yStatus

InvalidProtocol.Valu
eNotSupportedc

InvalidInternallp.Mal
formed

InvalidExternallp.Mal
formed

InvalidExternalPort.
Malformed

InvalidinternalPort.
Malformed

Forbidden.PortsAndlI
pProtocol

ForwardEntry.Duplic
ated.Source

ForwardEntry.Duplic
ated.Destination

Forbidden.Destnatio
nIpOutOfVpcCIDR

Forbidden.Externallp
.UsedInSnatTable

Example

Some Forward entry
status blocked this
operation.

The specified
IpProtocol does not
exist or IpProtocol
and ExternalPort or
InternalPort do not
match.

The specified
Internallp is not a
valid IP address.

The specified
Externallp is not a
valid IP address.

The specified
ExternalPort is not a
valid port.

The specified
InternalPort is not a
valid port.

ExternalPort/Internal
Port/IpProtocol
must be all Any or
all not Any.

The specified
<Externallp,
IpProtocol,
ExternalPort> is
duplicated

The specified
<Internallp,
InternalPort> is
duplicated

The specified
Destination Ip is Out
of VPC CIDR

The specified
Externallp is already
used in SnatTable
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400

400

400

400

400

400

400

400

400

400

400

Cannot create a
DNAT entry,
because the status
of a DNAT entry in a
DNAT table is
Pending or
Modifying.

The specified
protocol is not
supported.

Invalid private IP.

Invalid public IP.

Invalid public port.

Invalid private port.

The values of
ExternalPort,
InternalPort and
IpProtocol must be
either Any or not at
the same time.

Conflict with existing
DNAT entries: public
IP, public port, and
protocol.

Conflict with existing
DNAT entries:
private IP, private
port, and protocol.

The private IP does
not belong to the
VPC.

The public IP is
already used in an
SNAT entry.
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Request example

https://vpc.aliyuncs.com/?Externallp=139.224.22.107&SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A53%3A18Z&Regionld=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D&Access
Keyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-11tcéxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-2099-11e6-b548-
2cf0ee28adf2&InternalPort=Any

Response example

JSON format

{
"ForwardEntryld": "fwd-119smw5tk",
"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"

}

Description

Query the list of the DNAT entries in a specified DNAT table.

This interface supports querying by page, with 10 lines per page by default.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
DescribeForwardTable
Entries.

The region of the NAT

Regionld String Yes gateway.

The ID of the DNAT

ForwardTableld String Yes table to query

The number of pages.
PageNumber Integer No Both the start and
default values are 1.

PageSize Integer No The number of lines
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Response parameters

Response parameter
ForwardTableEntries

TotalCount

PageNumber

PageSize

Error code

Error code

InvalidRegionld.Not
Found

InvalidVRouterId.No
tFound

InvalidForwardTable.
NotFound

MissingParameter.V
RouterldOrFowardTa
bleld

Example

Request example

Data type

ForwardTableEntrySetTyp

e
Integer

Integer

Integer

Error message

The specified
Regionld is not
found in our record.

Specified VRouter is
not found during
access
authentication.

Specified
ForwardTable is not
found during access
authentication.

One of VRouterld
and FowardTableld
must be specified.

HTTP status code

404

404

404

400

per page set for
paging query.

The maximum value is
50 and the default
value is 10.

Description
The list of DNAT entries.

The number of the DNAT entries.
The current page number.

The number of items on the
current page.

Description

The specified region
does not exist.

Authentication fails,
and cannot find the
specified VRouter.

Authentication fails,
and cannot find the
specified DNAT
table.

No specified DNAT
table.

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A10%3A16Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
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28&Signature=90eTVIgyBTn8uNF81Za0%2By3q8q0%3D&action=DescribeForwardTableEntries&SignatureNonce=
41541235-209c-11e6-b0d5-2cfO0ee28adf2

Response example

JSON format

{

"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp": "139.xxx.xx.107",
"ExternalPort": "any",
"ForwardEntryld": "fwd-119smw5tk",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp™: "192.168.1.1",
"InternalPort": "any",

"IpProtocol": "any",

"Status”: "Available”

b

{
"Externallp": "139.xxx.xx.79",

"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.4",
"InternalPort": "443",

"IpProtocol": "tcp",

"Status": "Available"

by

{
"Externallp”: "139.xxx.xx.55",

"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.2",
"InternalPort": "any",

"IpProtocol": "any",

"Status": "Available"

2

{
"Externallp": "139.xxx.xx.59",

"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp™: "192.168.1.5",
"InternalPort": "22",

"IpProtocol”: "tcp”,

"Status": "Available"

b

{
"Externallp": "139.xxx.xx.79",

"ExternalPort": "80",
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"ForwardEntryld": "fwd-11r23r7p5",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp™: "192.168.1.3",
"InternalPort": "80",

"IpProtocol": "tcp",

"Status": "Available"

}

]

b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "A6C4A8B1-7561-4509-949C-20DEB40D71E6",
"TotalCount": 5

}

Description

Modify a specified DNAT entry.

Note: Cannot modify a DNAT entry, when the status of a DNAT entry in a DNAT table is Pending
or Modifying.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:

ModifyForwardEntry.

The region of the NAT

Regionld String Yes gateway.

The ID of the DNAT

ForwardTableld String Yes table.

The ID of the DNAT

ForwardEntryld String Yes entry to be modified.

>The public IP used to
receive and forward
requests from the
Internet.

Externallp String No

Protocol type.

IpProtocol String No Valid value: TCP, UDP
or Any.

ExternalPort String No Public port.
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Internallp

InternalPort

String

String

Response parameters

Public response parameters.

Error code

Error code

InvalidRegionld.Not
Found

InvalidForwardTablel
d.NotFound

InvalidForwardEntryl
d.NotFound

InvalidExternallp.Not
Found

QuotaExceeded

IncorretForwardEntr
yStatus

InvalidProtocal.Valu
eNotSupportedc

InvalidInternallp.Mal
formed

Error message

The specified
Regionld is not
found in our record.

Specified forward
table does not exist.

Specified forward
entry ID does not
exist

Specified Source Ip
address does not
found on the
VRouter

Forward entry quota
exceeded in this
route table.

Some Forward entry
status blocked this
operation.

The specified
IpProtocol does not
exist or IpProtocol
and ExternalPort or
InternalPort do not
match.

The specified
Internallp is not a

No

No

HTTP status code

404

404

404

404

400

400

400

400
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Valid value: 1-65535.

Destination private IP.

Destination private
port.

Valid value: 1-65535.

Description

The specified region
does not exist.

The specified DNAT
table does not exist.

The specified DNAT
entry does not exist.

The specified public
IP does not exist.

The number of
DNAT entries in a
DNAT table cannot
exceed 40.

Cannot modif a
DNAT entry,
because the status
of a DNAT entry in a
DNAT table is
Pending or
Modifying.

The specified
protocol is not
supported.

Invalid private IP.
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InvalidExternallp.Mal
formed

InvalidExternalPort.
Malformed

InvalidIinternalPort.
Malformed

ForwardEntry.Duplic
ated

Forbidden.Internallp
AndInternalPortDupl
icate

Forbidden.PortsAndI
pProtocol

Forbidden.Externallp
.UsedInSnatTable

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A09%3A16Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&Internallp=192.168.1.3&AccessKeyld=jZgi0oyrQ6ihgKp9&ForwardTableld =ftb-

valid IP address.

The specified
Externallp is not a
valid IP address.

The specified
ExternalPort is not a
valid port.

The specified
InternalPort is not a
valid port.

The specified
<Externallp,
IpProtocol,
ExternalPort> is
duplicated

The specified
<Internallp,
InternalPort> is
duplicated.

ExternalPort/Internal
Port/IpProtocol
must be all Any or
all not Any.

The specified
Externallp is already
used in SnatTable

400

400

400

400

400

400

400

11tc6xgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DM6q9yvEUEPSryxJtyLIN4S2hXE%3D&action=ModifyForwardEntry&SignatureNonce=1daf567d-

209c-11e6-aba8-2cf0ee28adf2

Response example

JSON format

139

Invalid public IP.

Invalid public port.

Invalid private port.

Conflict with existing
DNAT entries: public
IP, public port, and
protocol.

Conflict with existing
DNAT entries:
private IP, private
port, and protocol.

The values of
ExternalPort,
InternalPort and
IpProtocol must be
either Any or not at
the same time.

The public IP is
already used in an
SNAT entry.
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{
"Requestld": "24CC85DC-7700-4F09-9624-99E988C7DD03"

}

Description

Delete a specified DNAT entry.

Note: Cannot delete a DNAT entry, when the status of a DNAT entry in a DNAT table is Pending
or Modifying.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action tring ves Valid value:
DeleteForwardEntry.

Regionld String Yes The region of the NAT
gateway.

ForwardTableld String Yes The ID of the DNAT
table.

ForwardEntryld String Yes The ID of the DNAT

entry to be deleted.

Response parameters

Public response parameters.

Error code

Error code Error message HTTP status code Description

The specified
Regionld is not 404
found in our record.

The specified region
does not exist.

InvalidRegionld.Not
Found

InvalidForwardTablel Specified forward The specified DNAT

d.NotFound table does not exist. 404 table does not exist.
Some Forward entry Cannot delete a
IncorretForwardgntr status blocked this 400 DNAT entry,
yStatus .
operation. because the status
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of a DNAT entry in a

DNAT table is
Pending or
Modifying.

. Specified forward o
InvalidForwardEntryl entry ID does not 404 The specified DNAT
d.NotFound exist entry does not exist.

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T05%3A07%3A14Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tc6xgmv&SignatureMethod=HMAC-
SHAl&Version=2016-04-
28&Signature=dqe76byYB1FVIq8BTUCIRyTVtbY%3D&action=DeleteForwardEntry&SignatureNonce=36754954-
20a4-11e6-aal6-2cf0ee28adf2

Response example

JSON format

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

Description

Add an SNAT entry in an SNAT table. The SNAT table is automatically created after creating a NAT
gateway.

Note the following when creating an SNAT entry:

- Each SNAT entry consists of SourceVSwitchld and Snatlp.
- The function of an SNAT entry is: the ECS instances in the specified VSwitch can access the
Internet using the public IP (Snatlp).
- Limits on the VSwitch:
- The VSwitch must belong to the same VPC as the NAT gateway.
- Cannot create an SNAT entry if the VSwitch has HAVIPs.
- Only one SNAT entry can be added to a VSwitch.
- Limits on the public IP (Snatlp):
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- Must be a public IP in the shared bandwidth package.
- A public IP cannot be used in both SNAT and DNAT entries.
- A public IP can be added to multiple SNAT entries.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action String Yes Valid value:
CreateSnatEntry.

Regionld String Yes The region of the NAT
gateway.

SnatTableld String Yes The ID of the SNAT

table.

The ID of the VSwitch
SourceVSwitchld String Yes that needs to access
the Internet.

The CIDR block of the
VSwitch, such as
10.1.1.0/24.

Note: This parameter
is mutually exclusive
with the
SourceVSwitchld
parameter and cannot
SourceCIDR Strlng No be used at the same

time.

If you have specified
the SourceVSwitchld
parameter, no need to
specify the
SourceCIDR
parameter.

The public IP to
provide the Internet
access.

If you want to use the
IP pool function,
specify the IP list in
Snatlp String Yes this parameter. The
public IPs are
separated by commas,
such as
Snatlp=47 XXX.XXX.98
A7 XXX XXX.99,47 XXX
XXX.241.
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Response parameters

orwardTable

forward table

Response parameter Data type Description
. The ID of the SNAT entry allocated
SnatEntryld String by the system.
Error code
Error code Error message HTTP status code Description
. . The specified e .
InvalidRegionld.Not Regionld is not 404 The speaﬂed region
Found . does not exist.
found in our record.
InvalidSnatTableld.N Specified SNAT table 404 The specified SNAT
otFound does not exist. table does not exist.
Forbidden.SourceVS There is some The specified
witchld.IncludeHaVi HaVips under 400 VSwitch has
p specified VSwitch configured HAVIPs.
. The specified
Forbidden.SourceVS The speaﬂeq VSwitch has
. . SourceCIDRis 400 .
witchld.Duplicated . configured an SNAT
duplicated
entry.
. The specified Snatlp
i:\ézlldSnatIp.Malfor is not a valid IP 400 Invalid public IP.
address.
. Specified Snatlp The specified public
Lnr:/jhdSnatIp.NotFo does not found on 404 IP does not exist in
the NAT Gateway the NAT gateway.
Cannot create an
SNAT entry, because
Some SNAT entry the status of an
{r&cs:orretSnatEntrySta status blocked this 400 SNAT entry in an
operation. SNAT table is
Pending or
Modifying.
: The specified Snatlp The publicIP is
Forbidden.IpUsedInF already used in 400 already used in a

DNAT entry.

Example

Request example
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https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A46%3A28Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Snatlp=139.224.22.40&Signature=2nxkCU%2FIt6rUuT90YG4jcIUccoc%3D&Action=CreateSnatEntry&Signature
Nonce=56f17700-4dd0-11e6-9548-2cf0ee28adf2&SourceVSwitchld =vsw-yrvOwinkw

Response example

JSON format

{
"Requestld": "69B31D6E-9F34-4A5A-8DBC-230A3918E828",

"SnatEntryld": "snat-kmd6nv8fy"
}

Description

Query the list of the SNAT entries in a specified SNAT table.

This interface supports querying by page, with 10 lines per page by default.

Request parameters

Request parameter Data type Required Description

System required
parameter.

Action String Yes Valid value:
DescribeSnatTableEntr
ies.

The region of the NAT
gateway.

The ID of the SNAT
table to query.

Regionld String Yes

SnatTableld String Yes

The number of pages.

PageNumber Integer No Both the start and
default values are 1.

The number of lines
per page set for

paging query.
The maximum value is

50 and the default
value is 10.

PageSize Integer No
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Response parameters

Response parameter Data type Description

SnatTableEntries SnatEntrySetType The list of SNAT entries.
TotalCount Integer The number of the SNAT entries.
PageNumber Integer The current page number.

The number of items on the

PageSize Integer current page.
Error code
Error code Error message HTTP status code Description

The specified
Regionld is not 404
found in our record.

The specified region
does not exist.

InvalidRegionld.Not
Found

Example

Request example

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A49%3A36Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=t0BtL%2B1xK7Tt%2BOEhUJ3NeU2fP2s%3D&Action=DescribeSnatTableEntries&SignatureNonce=c6a
764fd-4dd0-11e6-8a81-2cf0ee28adf2

Response example

JSON format

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "6D7E89B1-1C5B-412B-8585-4908E222EED5",
"SnatTableEntries": {
"SnatTableEntry": [

{

"SnatEntryld": "snat-kmd6nv8fy",
"Snatlp": "139.xxx.xx.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.1.0/24",
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"SourceVSwitchId": "vsw-yrvOxxxxx",
"Status": "Available"
}

{

"SnatEntryld": "snat-bs5bezbme",
"Snatlp": "139.xxx.xx.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.3.0/24",
"SourceVSwitchId": "vsw-3xbxxxxx",
"Status": "Available"

}

]

b
"TotalCount": 2
}

Description

Modify the public IP in the specified SNAT entry.

Note: You cannot change the VSwitch in the SNAT table.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action tring ves Valid value:
ModifySnatEntry.

RegionId String Yes The region of the NAT
gateway.

SnatTableld String Yes The ID of the SNAT
table.

SnatEntryld String Yes The ID of the SNAT

entry to be modified.

The public IP to
provide the Internet
access.

If you want to use the

Snatlp String No IP pool function,
specify the IP list in
this parameter. The
public IPs are
separated by commas,
such as
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Response parameters

Public response parameters.

Error code

Error code

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

InvalidSnatlp.Malfor
med

InvalidSnatlp.NotFo
und

IncorretSnatEntrySta
tus

Example

Request example

Error message

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry does not exist.

The specified Snatlp
is not a valid IP
address.

Specified Snatlp
does not found on
the NAT Gateway

Some SNAT entry
status blocked this
operation.

HTTP status code

404

404

404

400

404

400

Snatlp=47 XXX.XXX.98
A7 XXX XXX.99,47 XXX
XXX.241.

Description

The specified region
does not exist.

The specified SNAT
table does not exist.

The specified SNAT
entry does not exist.

Invalid public IP.

The specified public
IP does not exist in
the NAT gateway.

Cannot modify the
SNAT entry, because
the status of an
SNAT entry in an
SNAT table is
Pending or
Modifying.

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A14%3A38Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
288&Snatlp=139.224.36.107&Signature=J714MX74d5Zv5yonzAEIw7yd0xs%3D&Action=ModifySnatEntry&Signature
Nonce=45f23d9e-4dd4-11e6-8b16-2cf0ee28adf2
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Response example

JSON format

{
"Requestld": "C4C873E5-8B92-4CD8-9163-66703A808E46"

}

Description

Delete a specified SNAT entry.

Request parameters

Request parameter Data type Required Description
System required
parameter.

Action tring ves Valid value:
DeleteSnatEntry.

RegionId String Yes The region of the NAT
gateway.

SnatTableld String Yes The ID of the SNAT
table.

SnatEntryld String Yes The ID of the SNAT

entry to be deleted.

Response parameters

Public response parameters.

Error code

Error code Error message HTTP status code Description

The specified
Regionld is not 404
found in our record.

The specified region
does not exist.

InvalidRegionld.Not
Found

InvalidSnatTableId.N Specified SNAT table 404 The specified SNAT
otFound does not exist. table does not exist.
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Specified SNAT
entry ID does not 404
exist

InvalidSnatEntryld.N
otFound

The specified SNAT
entry does not exist.

Example

Request example

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A15%3A25Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=8SindEe8sQyTJv41zGDG7P6CoLE%3D&Action=DeleteSnatEntry&SignatureNonce=6200df19-4dd4-
11e6-8ffb-2cf0ee28adf2

Response example

JSON format

{
"Requestld": "47B80B6A-759A-479C-A565-76D04BDA29F3"

}

VPN API

This interface is used to create a VPN gateway. It is not support purchasing currently.

Description

Query VPN gateways in the specified region. This interface supports querying by page, with 10 lines
per page by default.

Request Parameters
Name Type Required Description
. . Valid value:
Action String ves DescribeVpnGateways
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Regionld

Vpcld

Status

BusinessStatus

PageNumber

PageSize

String Yes
String No
String No
String no
Integer No
Integer No

Response Parameters

Name

VpnGateways
TotalCount
PageNumber

PageSize

Type
List

Integer
Integer

Integer

VPN Gateway List

Name

Type
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The region to query.

Filter parameter, that
is, querying the VPN
gateway with the
specified VPC ID.

Filter parameter, that
is, querying the VPN
gateway with the
specified status,
including:

{ “init” ,” provisionin
g" )" active” ,” updat
ing” ," upgrading” ,
" deleting” }

Filter parameter, that
is, querying the VPN
gateway with the
specified
BusinessStatus,
including:{ "Normal” ,
" FinancialLocked” }

The number of pages.
Both the start and
default values are 1.

The number of lines
per page set for

paging query.

The maximum value is
50 and the default
value is 10.

Description
A list of VPN gateways.

The total number of the queried
items.

The current page number.

The number of items on the
current page.

Description
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VpnGatewayld
Vpcld

VSwitchld
Internetlp

CreateTime

EndTime

Spec

Name

Description

Status

BusinessStatus

Errot Code

ErrCode

InvalidRegionld.Not

Found

InvalidParameter

InvalidParameter

Examples

String

String

String
String

Long

Long

String

String

String

String

String

Message

Specified region is
not found during
access
authentication.

The specified
parameter pageSize
is not valid.

The specified
parameter
pageNumber is not
valid.

Http Status

404

400

400
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The unique identifier of the VPN
gateway.

The ID of the VPC that the VPN
gateway belongs to.

The ID of the VSwitch that the VPN
gateway belongs to.

Public IP address.

The creation time of the VPN
gateway.

The expiration time of the VPN
gateway.

The specification of the VPN
gateway. The specification of a
VPN gateway depends on the peak
bandwidth.

The name of the VPN gateway.

The description of the VPN
gateway.

The status of the VPN gateway.
Values are init, provisioning, active,
updating, upgrading, deleting and
deleted.

The billing status of the VPN
gateway. Values are Normal and
FinancialLocked.

Description

The specified region
does not exist.

The specified
parameter PageSize
is not valid.

The specified
parameter
PageNumber is not
valid.
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Request Example

https://vpc.aliyuncs.com/?Action=DescribeVpnGateways
&RegionID=cn-hangzhou
& <Public Request Parameters>

Response Example

XML Format

<DescribeVpnGatewaysResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>

<VpnGateways>

<VpnGateway>

<Status>active</Status>
<VpnGatewayld>vpn-bp1lgq8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<BusinessStatus>Normal</BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvma0Ol </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>

</VpnGateway>

</VpnGateways>
<Requestld>DF11D6F6-E35A-41C3-9B20-6FC8A901FE6S </Requestld >
</DescribeVpnGatewaysResponse >

JSON Format

{

"PageNumber":1,

"TotalCount":1,

"VpnGateways":{

"VpnGateway":[

{

"Status":"active”,
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogjOfiu”,
"BusinessStatus":"Normal”,

"Spec":"5M",

"CreateTime":1492753580000,
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchld":"vsw-bply9ovllcu9oudtvmaOl”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

}

152



Virtual Private Cloud Developer Guide

]
b
"PageSize":10,
"Requestld":"B2CD1315-CA2B-47B1-9DA5-8F1D69C48E82"
}

Description

Query details of the VPN gateway in the specified region.

Request Parameters
Name Type Required Description
. . Valid value:
Action String ves DescribeVpnGateway.
Regionld String Yes The region to query.
Response Parameters

Name Type Description

VpnGatewayld String The unique identifier of the VPN
gateway.

Vpdld String The ID of the VPC that the VPN
gateway belongs to.

VSwitchid String The ID of the VSwitch that the VPN
gateway belongs to.

Internetlp String Public IP address.

. The creation time of the VPN

CreateTime Long
gateway.

EndTime Long The expiration time of the VPN
gateway.
The specification of the VPN

Spec Strin gateway. The specification of a

P 9 VPN gateway depends on the peak

bandwidth.

Name String The name of the VPN gateway.

Description String The description of the VPN

gateway.

The status of the VPN gateway.
Status String Values are init, provisioning, active,
updating, upgrading, deleting and
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deleted.
The billing status of the VPN

BusinessStatus String gateway. Values are Normal and
FinancialLocked.
Error Code
ErrCode Message Http Status Description

InvalidRegionld.Not

Specified region is
not found during

The specified region

Found access 404 does not exist.
authentication.
. The specified VPN The specified VPN
InvalidVpnGateway! gateway instance id 404 gateway instance id

nstanceld.NotFound

does not exist. does not exist.

Examples

Request Examples

https://vpc.aliyuncs.com/?Action=DescribeVpnGateway
&RegionID=cn-beijing
& <Public Request Parameters>

Response Examples

XML Format

<DescribeVpnGatewayResponse >

<Status>active</Status>

<VpnGatewayld >vpn-bplq8bgx4xnkm2o0gjOfiu</VpnGatewayld>
<Spec>5M</Spec>

<BusinessStatus>Normal</BusinessStatus>
<Requestld>98C99F30-A3D2-42E1-AC75-0C882FBE92F7 </Requestld >
<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvmaOl </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</DescribeVpnGatewayResponse >

JSON Format
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"Status":"active”,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjoOfiu”,
"BusinessStatus":"Normal",

"Spec":"5M",

"CreateTime":1492753580000,
"Requestld":"E98A9651-7098-40C7-8F85-C818D1EBBASS",
"Internetlp":"116.62.69.64",

"EndTime":1495382400000,
"VSwitchld":"vsw-bply9ovllcu9oudtvma0Ol”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

Description

Edit the name and description for a specified VPN gateway.

Request Parameters

Name Type Required Description
Valid value:

Action String Yes ModifyVpnGatewayAt
tribute.

Regionld String Yes The region of the VPN
gateway.

. The unique identifier
VpnGatewayld String Yes of the VPN gateway.
Token String No The token for

idempotence check.

The name of the VPN
gateway.
The name must be 2-
128 characters in
length, including
letters, digits, hyphens
Name String No (-), and underscores
(1), and must begin
with letters, digits and
hyphens.
If no value provided,
the instance ID is
used.

The description of the
VPN gateway.
Description String No The description must
be 2-256 characters in
length, and must not
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begin with http:// or

https://.
Response Parameters
Name Type Description
VpnGatewayld String 'gl'gset\jvr;;/que identifier of the VPN
. The ID of the VPC that the VPN
Vpdld String gateway belongs to.
. . The ID of the VSwitch that the VPN
VSwitchld String gateway belongs to.
Internetlp String Public IP address.
. The creation time of the VPN
CreateTime Long gateway
EndTime Long ggses\;(ap;ranon time of the VPN
The specification of the VPN
Spec Strin gateway. The specification of a
P 9 VPN gateway depends on the peak
bandwidth.
Name String The name of the VPN gateway.
Description String ;gses\,?;,mptlon of the VPN
The status of the VPN gateway.
Status String Values are init, provisioning, active,

updating, upgrading, deleting and
deleted.

The billing status of the VPN
BusinessStatus String gateway. Values are Normal and
FinancialLocked.

Error Code

ErrCode Message Http Status Description

Specified region is
InvalidRegionld.Not not found during The specified region
404 .
Found access does not exist.
authentication

InvalidVonGatewavl The specified vpn The specified VPN

nstanceIFc)I NotFour)uld gateway instance id 404 gateway instance
' does not exist does not exist.

InvalidName The specified value 400 The name of VPN
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of Name not gateway is not valid.

supported

The specified value The description of
InvalidDescription of Description not 400 VPN gateway is not

supported valid.

Example

Request Example

https://vpc.aliyuncs.com/?Action=ModifyVpnGatewayAttribute
&RegionID=cn-beijing
&VpnGatewayld=vpn-bplg8bgx4xnkm2ogjOfiu

& <Public Request Parameters>

Response Example

XML Format

<ModifyVpnGatewayAttributeResponse>

<Name>aaa</Name>

<Status>active</Status>

<VpnGatewayld >vpn-bplq8bgx4xnkm20gj0fiu</VpnGatewayld>
<BusinessStatus>Normal</BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Intranetlp>172.16.104.158 </Intranetlp>
<Requestld>54B48E3D-DF70-471B-AA93-08E683A1B457 </Requestld >
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovilcu9oudtvma0l</VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</ModifyVpnGatewayAttributeResponse>

JSON Example

{

"Name":"aaa",

"Status":"active",
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"BusinessStatus":"Normal",

"Spec":"5M",

"CreateTime":1492753580000,
"Intranetlp":"172.16.104.158",
"Requestld":"BAS6EAF8-E3A9-4BE6-8511-8F03512153E2",
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"Internetlp":"116.62.69.64",
"EndTime":1495382400000,

"VSwitchId":"vsw-bply9ovilcu9oudtvma0l”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

Description

Delete a specify VPN gateway instance.

Request parameters
Name Type
Action String
Regionld String
Token String
VpnGatewayld Integer

Response Parameters

Name

Requestld

Error Code
ErrCode

InvalidRegionld.Not
Found

InvalidVpnGatewayl
nstanceld.NotFound

Type

String

Message

Specified region is
not found during
access
authentication

The specified VPN
gateway instance id

Required Description

Yes Valid value:
DeleteVpnGateway.

v The region of the VPN

es

gateway.

Yes The token for
idempotence check.
The ID of the VPN
gateway to be
deleted. Cannot

Yes delete a VPN gateway

when the VPN
gateway already has a
VPN connection.

Description

The unique identifier of the
request.

Http Status Description

The specified region

404 does not exist.

The specified VPN

404 gateway does not
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DependencyViolatio

n.VpnConnection

ForbiddenRelease

VpnGateway.Config
uring

Examples

Request Example

does not exist

There are
VpnConnections on
specified
VPNGateway not
deleted

Forbidden to release
a Subscription
instance within
validity period

The specified service
is configuring

https://vpc.aliyuncs.com/?Action=DeleteVpnGateway

&Regionld=cn-hangzhou

&\VpnGatewayld=vpn-bplqg8bgx4xnkm2ogjOfiu
& <Public Request Parameters>

Response Example

XML Fromat

<DeleteVpnGateway>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnGateway>

JSON Format

{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

Description
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400

400

400

exist.

The VPN gateway
with VPN
connections is not
allowed to be
deleted.

The VPN gateway
within the validity
period is not
allowed to be
deleted.

The VPN gateway is
being configured
and does not allow
operation. VPN



Virtual Private Cloud

Developer Guide

Create a customer gateway.

Request Parameters
Name Type
Action String
Regionld String
IpAddress String
Name String
Description String

Response Parameters

Name

CustomerGatewayld

IpAddress

Name

Description

CreateTime

Type
String

String

String

String

Long

Required

Yes

Yes

Yes

No

No
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Description

Valid value:
CreateCustomerGatew

ay.

Specify the region
that the customer
gateway resides.

The IP address of the
customer gateway.

The name of the
customer gateway.
The name must be 2-
128 characters in
length, including
letters, digits, hyphens
(-), and underscores
(), and must begin
with letters, digits and
hyphens.

If no value provided,
the instance ID is
used.

The description of the
customer gateway.
The description must
be 2-256 characters in
length, and must not
begin with http:// or
https://.

Description
The ID of the customer gateway.

The IP address of the customer
gateway.

The name of the customer
gateway.

The description of the customer
gateway.

The creation time of the customer
gateway.
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Error Code

ErrCode

InvalidlpAddress.Wr
ongFormat

InvalidIpAddress.Alr
eadyExsit

InvalidName

InvalidDescription

Examples

Message

Specified IpAddress
is invalid

Specified IpAddress
is already exsit

The name is not
valid

The description is
not valid

Request Example

https://vpc.aliyuncs.com/?Action=CreateCustomerGateway

&RegionID=cn-beijing
&IpAddress=100.1.1.2
& <Public Request Parameters>

Response Example

XML Format

<CreateCustomerGatewayResponse>

<CustomerGatewayld >cgw-bplaw0a5nfff03xplpcqc</CustomerGatewayld >

Http Status

400

400

400

400

<Requestld>185E81B1-3916-4667-B48F-C52409B33F2B </Requestld>

<CreateTime>1493363486000</CreateTime>

<IpAddress>100.1.1.2</IpAddress>
</CreateCustomerGatewayResponse>

JSON Format
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Description

The IP address of
the customer
gateway is not valid.

The IP address of
the customer
gateway already
exists in your
account within the
specified region.

The name of the
customer gateway is
not valid.

The description of
the customer
gateway is not valid.
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{

"CustomerGatewayld":"cgw-bpljrawp82av6bws9h2ut”,
"CreateTime":1493363599000,
"Requestld":"D32B3C26-6C6C-4988-93E9-D2A6444CE6AE",
"IpAddress":"100.1.1.2"

}

Description

Query customer gateways in the specified region. This interface supports querying by page, with 10
lines per page by default.

Request Parameters

Name Type Required Description
Valid value:

Action String Yes DescribeCustomerGat
eways.

Regionld String yes The region to query.
Filter parameter, that

CustomerGatewayld String No is, querying the

customer gateway
with the specified ID.

The number of pages.
PageNumber Integer No Both the start and
default values are 1.

The number of lines
per page set for

paging query.

Pagesize Integer No The maximum value is
50 and the default
value is 10.

Response Parameters

Name Type Description

CustomerGateways List A list of VPN gateways.

TotalCount Integer The total number of the queried

Iitems.
PageNumber Integer The current page number.
PageSize Integer The number of items on the
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InvalidCustomerGat
ewayld.NotFound

InvalidPageSize

InvalidPageNumber

Examples

Request Example

Customer Gateway List
Name Type
CustomerGatewayld String
Name String
Description String
IpAddress String
CreateTime Long

Error Code
ErrCode Message

Specified
CustomerGateway is
not found

The specified value
of PageSize not
supported

The specified value
of PageNumber not
supported

Http Status

404

400

400

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateways

&RegionID=cn-beijing

& <Public Request Parameters>

Response Example
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current page.

Description

The unique identifier of the
customer gateway.

The name of the customer
gateway.

The Description of the customer
gateway.

The IP address of the customer
gateway.

The creation time of the customer
gateway.

Description

The specified
customer gateway
does not exist.

The specified
parameter PageSize
is not valid.

The specified
parameter
PageNumber is not
valid.
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XML Fromat

<DescribeCustomerGatewaysResponse >
<PageNumber>1</PageNumber>

<TotalCount>3</TotalCount>

<PageSize>10</PageSize>
<Requestld>5BE01CD7-5A50-472D-AC14-CA181C5C03BE </Requestld >
<CustomerGateways>

<CustomerGateway>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>

</CustomerGateway>

</CustomerGateways>

</DescribeCustomerGatewaysResponse >

JSON Format

{

"PageNumber":1,

"TotalCount":3,

"PageSize":10,
"Requestld":"E82612A9-CB90-4D7E-B394-1DB7F6509B29",
"CustomerGateways":{

"CustomerGateway":[

{

"Name":"test",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

o o ) =

Description

Query details of the customer gateway in the specified region.

Request Parameters
Name Type Required Description
Valid value:
Action String Yes DescribeCustomerGat
eway.
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Regionld String Yes

CustomerGatewayld String Yes

Response Parameters

The region to query.

Filter parameter, that
is, querying the
customer gateway
with the specified ID.

Name Type Description

CustomerGatewayld String The unique identifier of the
customer gateway.

N . The name of the customer

ame String

gateway.

Description String The description of the customer
gateway.

IpAddress String The IP address of the customer
gateway.

. The creation time of the customer

CreateTime Long

gateway.
Error Code
ErrCode Message Http Status Description
Specified The specified

InvalidCustomerGat

ewayld.NotFound CustomerGateway is 404

not found

Examples

Request Example

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateway
&RegionID=cn-beijing
& <Public Request Parameters>

Response Example

XML Format

165
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does not exist.
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<DescribeCustomerGatewayResponse>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<Requestld>99506ECB-218F-45A5-AE8E-79518451F615 </Requestld >
<IpAddress>139.196.32.167 </IpAddress>
</DescribeCustomerGatewayResponse>

JSON Format

{

"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"Name":"test",
"Requestld":"A0457BC9-6COF-4437-AB9D-FB2EABC1D6A2",
"CreateTime":1492747187000,

"IpAddress":"139.196.32.167"

}

Description

Delete a specify customer gateway instance.

Request Parameters

Name Type Required Description
Valid value:

Action String Yes DeleteCustomerGatew
ay.

Regionld String Yes The region of the
customer gateway.
The ID of the
customer gateway to
be deleted. Cannot

CustomerGatewayld Integer Yes delete a customer

gateway when the
customer gateway
already has a VPN

connection.
Response Parameters
Name Type Description
Requestld String The unique identifier of the
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Error Code

ErrCode

InvalidCustomerGat

Message

Specified customer

request.

Http Status

Description

The specified

ewayld.NotFound gateway id is not 404 customer gateway
found does not exist.
There are The customer
— VpnConnections on gateway with VPN
Ef/pincdoennrfggt'iglﬁt'o specified 400 connections is not
VP CustomerGateway allowed to be
not deleted deleted.

Examples

Request Example

https://vpc.aliyuncs.com/?Action=DeleteCustomerGateway
&Regionld=cn-hangzhou
& <Public Request Parameters>

Response Example

XML Fromat

<DeleteCustomerGateway>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>
</DeleteCustomerGateway>

JSON Format

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

Description

Edit the name and description for a specified customer gateway.
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Request Parameters
Name Type
Action String
Regionld String
CustomerGatewayld String
Name String
Description String

Response Example
Name Type
CustomerGatewayld String
Name String
Description String
IpAddress String
CreateTime Long

Required

Yes

Yes

Yes

No

No

168

Description

Valid value:
ModifyCustomerGate
wayAttribute.

The region of the
customer gateway.

The unique identifier
of the customer
gateway.

The name of the
customer gateway.
The name must be 2-
128 characters in
length, including
letters, digits, hyphens
(-), and underscores
(1), and must begin
with letters, digits and
hyphens.

If no value provided,
the instance ID is
used.

The description of the
VPN gateway.

The description must
be 2-256 characters in
length, and must not
begin with http:// or
https://.

Description

The unique identifier of the
customer gateway.

The name of the customer
gateway.

The description of the customer
gateway.

The IP address of the customer
gateway.

The creation time of the customer
gateway.
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Error Code

ErrCode Message

Specified customer
gateway id is not
found

InvalidCustomerGat
ewayld.NotFound

Examples

Request Example

Http Status

404

https://vpc.aliyuncs.com/?Action=ModifyCustomerGatewayAttribute

&RegionID=cn-beijing
&CustomerGatewayld=cgw-bplpvpl9r9adjubl5nxck
& <Public Request Parameters>

Response Example

XML Format

<ModifyCustomerGatewayAttributeResponse>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >

<Requestld>E61293C8-AF07-4E87-A272-542680038F93 </Requestld>

<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>
</ModifyCustomerGatewayAttributeResponse>

JSON Format

{

"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"Requestld":"8AA5CE21-2E6A-4530-BDF5-F055849476E6",
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

}

Description
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Description

The specified
customer gateway
instance does not
exist.
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Create a VPN connection.

Request Parameters
Name Type
Action String
Regionld String
Token String
CustomerGatewayld String
VpnGatewayld String
Name String

LocalSubnet

RemoteSubnet

Effectimmediately

IkeConfig

String

String

Boolean

JSON String

Required

Yes

Yes

No

No

Yes

No

Yes

Yes

No

No
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Description

Valid value:
CreateVpnConnection.

The region of the VPN
connection./td>

The token for
idempotence check.

The ID of the
customer gateway.

The ID of the VPN
gateway.

The name of the VPN
connection.

The name must be 2-
128 characters in
length, including
letters, digits, hyphens
(-), and underscores
(), and must begin
with letters, digits and
hyphens.

If no value provided,
the instance ID is
used.

The local network
segment of the VPN
connection, CIDR
format, multiple
network segments
separated by commas

().

The remote network
segment of the VPN
connection, CIDR
format, multiple
network segments
separated by commas

()

Whether it is effective
immediately, the
default is false.

IkeConfig.Psk: The
Pre-shared key, it
must be within 100
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characters in length;
IkeVersion: The
version of IKE,
including:
{ "ikevl" ," ikev2" },
the default value is
ikevl;
IkeConfig. IkeMode:
The negotiation mode
of IKE, including:
{ "main” ,” aggressiv
e" }, itis arequired
parameter when the
IkeVersion is

"ikevl” , the default
value is “main” ;
IkeConfig.IkeEncAlg:
The encryption
algorithm of IKE,
including:
{ "aes” ,” aesl192" "
aes256" ," des” ,” 3d
es” }, the default
value is "aes” ;
IkeConfig.IkeAuthAlg:
The authentication
algorithm of IKE,
including:
{ “md5" ,” shal” },
the default value is

“shal” ;
IkeConfig.IkePfs: The
DH group used in the
phase 1 of the IKE
negotiation, including:
{ "groupl” ," group2
“ " group3” " grou
p5,” groupl4” " gro
up24” }, the default
value is “group2” ;
IkeConfig.IkeLifetime:
The IKE SA Lifetime,
ranges from 0 to
86400, the unit is
second, the default
value is 86400;
IkeConfig.Localld: The
identifier of the local
device, it must be 2-
128 characters in
length, the default
value is the IP address
of the VPN gateway;
IkeConfig.Remoteld:
The identifier of the
remote device, it must
be 2-128 characters in
length, the default
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value is the IP address
of the customer
gateway.

IpsecConfig.IpsecEncA
Ig: The encryption
algorithm of IPSec,
including:
{ “aes” ,” aesl92" "
aes256” " des” ,” 3d
es” },the default value
is "aes” ;
IpsecConfig.IpsecAuth
Alg: The
authentication
algorithm of IPSec,
including:
{ "md5"” ,” shal” },
the default value is
“shal” ;
IpsecConfig. IpsecPfs:
The DH group of
IPSec, including
{ "disabled” ,” group
1" )" group2” ," grou
p5," groupl4” " gro
up24” }, the default
value is “group2” ;
IpsecConfig.
IpsecLifetime: The
IPSec Lifetime, ranges
from 0 to 86400, the
unit is second, the
default value is 86400.

IpsecConfig JSON String No

Response Parameters

Name Type Description
VpnConnectionld String The unique identifier of the VPN
connection.
. The creation time of the VPN
CreateTime Long .
connection.
Name String The name of the VPN connection.
Error Code
ErrCode Message Http Status Description
InvalidCustomerGat SpeC|f|ed.cu'stomer The specified
gateway id is not 404 customer gateway
ewayld.NotFound .
found does not exist.
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Specified vpn >The VPN customer
gateway is not 404 gateway does not
found exist.

InvalidVpnGatewayl
d.NotFound

Right
Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
e o IkeAuthAlg
IkeLifeTime
Leftld
Rightld
IpsecEncAlg
IpsecAuthAlg
IpSecLifetime
Effectimmediately

InvalidParam.%s

Examples

Request Example

https://vpc.aliyuncs.com/?Action=CreateVpnConnection
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bpljrawp82av6bws9h2ut
&VpnGatewayld=vpn-bp1lq8bgx4xnkm2o0gj0fiu
&LocalSubnet=10.1.1.0/24
&RemoteSubnet=192.1.1.0/24

& <Public Request Patameters>

Response Example

XML Format

<CreateVpnConnectionResponse>
<VpnConnectionld>vco-bplbbi27hojx80nck9kli</VpnConnectionld>
<CreateTime>1493363928000</CreateTime>
</CreateVpnConnectionResponse>

JSON Format

{
"VpnConnectionld":"vco-bp1lbbi27hojx80nck9okli*,

"CreateTime":1493363928000,
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Description

Query VPN connections in the specified region. This interface supports querying by page, with 10
lines per page by default.

Request Parameters

Name Type Required Description

Valid value:
Action String Yes DescribeVpnConnecti
ons.

Regionld String Yes The region to query.

Filter parameter, that
is, querying VPN

VpnGatewayld String No connections in the
specified VPN
gateway.

Filter parameter, that
is, querying the VPN
CustomerGatewayld String No connections with the
specified
CustomerGatewayld.

The number of pages.
PageNumber Integer No Both the start and
default values are 1.

The number of lines
per page set for

paging query.

PageSize Integer No The maximum value is
50 and the default
value is 10.
Response Parameters
Name Type Description
VpnConnections List A list of VPN connections.

The total number of the queried

TotalCount Integer .
items.
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PageNumber Integer The current page number.

The number of items on the

PageSize Integer current page.

VPN Connection List

Name Type Description

The unique identifier of the VPN

VpnConnectionld String connection

The unique identifier of the

CustomerGatewayld String customer gateway

The unique identifier of the VPN

VpnGatewayld String gateway

Name String The name of the VPN connection.

The description of the VPN

Description String connection

The local network segment of the

LocalSubnet String VPN connection

The remote network segment of

RemoteSubnet String the VPN connection

The creation time of the VPN

CreateTime Long connection

IkeConfig.Psk: The Pre_Shared key;
IkeConfig. IkeVersion: The version
of IKE,

including:{ "ikevl” " ikev2" };
IkeConfig.IkeMode: The
negotiation mode of IKE;
IkeConfig.IkeEncAlg: The
encryption algorithm of IKE,
including: { "AES" ,” AES-

192" " AES-

256" " DES" ,” 3DES" };
IkeConfig.IkeAuthAlg: The
authentication algorithm of IKE,
including: { “MD5" " SHAL" };
IkeConfig.IkePfs: The DH group
used in the phase 1 of the IKE
negotiation, including:

{ "GROUP1" ,” GROUP2" ,” GRO
UP3” ,” GROUPS5,” GROUP14" "
GROUP24" }
IkeConfig.IkeLifetime: The IKE SA
lifetime, the unit is second;
IkeConfig.Localld: The identifier of
the local device;
IkeConfig.Remoteld: The identifier
of the remote device.

IkeConfig Object
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IpsecConfig

Status

Error Code

ErrCode

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl
d.NotFound

Examples

Request Example

Object

String

Message

Specified customer
gateway id is not
found

Specified Instance is
not found

https://vpc.aliyuncs.com/?Action=DescribeVpnConnections

&RegionID=cn-hangzhou

& <Public Request Parameters>

Response Example

176

Http Status

404

404

IpsecConfig.IpsecEncAlg: The
encryption algorithm of IPSec,
including: { "AES-128" ," AES-
192" " AES-256" ,” 3DES” };
IpsecConfig.IpsecAuthAlg: The
authentication algorithm of IPSec,
including: { "“MD5" ,” SHA1" };
IpsecConfig. IpsecPfs: The DH
group pf IPSec, including:

{ "GROUP1" ,” GROUP2" };
IpsecConfig. IpsecLifetime: The
IPSec lifetime, the unit is second.

The status of the VPN connection,
"ike_sa_not_established”
indicates that the phase 1 of the
IKE negotiation failed;
"ike_sa_established” indicates
that the phase 1 of the IKE
negotiation success;
"ipsec_sa_not_established”
indicates that the phase 2 of the
IKE negotiation failed;
“ipsec_sa_established” indicates
that the phase 1 of the IKE
negotiation success.

Description

The specified
customer gateway
does not exist.

The specified VPN
gateway does not
exist.
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XML Format

<DescribeVpnConnectionsResponse>
<PageNumber>1</PageNumber>

<VpnConnections>

<VpnConnection>

<Name>vpn_connect_test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >true </Effectimmediately>
<VpnGatewayld>vpn-bplg8bgx4xnkm2ogjOfiu</VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bp10lz7aejumd2vxoqgev</VpnConnectionld >
<status>ipsec_sa_established <status>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</lkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >
<IkePfs>group2</lkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</IkeMode>

<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</lkeConfig>

</VpnConnection>

</VpnConnections>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>3F96DAF2-8A69-4E84-824A-E16E22308703 </Requestld>
</DescribeVpnConnectionsResponse>

JSON Format

{

"PageNumber":1,

"VpnConnections":{

"VpnConnection":[

{

"Name":"vpn_connect_test",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5Snxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,
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"IpsecAuthAlg":"shal",

"IpsecPfs":"group2",

"IpsecEncAlg":"aes"

b

"Effectimmediately":true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"IkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"lkeMode":"main",

"IkeLifetime":86400,

"IkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}

]

%

"TotalCount":1,

"PageSize":10,
"Requestld":"54A4B3D0-DF4D-4C54-B8DC-5DC8DD49C939"
}

Description

Query details of the VPN connection in the specified region.

Request Parameters

Name Type Required Description
Valid value:

Action String Yes DescribeVpnConnecti
on.

Regionld String Yes The region to query.

. . Specify the ID of the
VpnConnectionld String Yes VPN connection.

Response Parameters

Name Type Description
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VpnConnectionld

CustomerGatewayld

VpnGatewayld

Name

Description

LocalSubnet

RemoteSubnet

CreateTime

IkeConfig

IpsecConfig

String

String

String
String

String

String

String

Long

Object

Object
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The identifier of the VPN
connection.

The identifier of the customer
gateway.

The identifier of the VPN gateway.
The name of the VPN gateway.

The description of the VPN
gateway.

The network segment of the local
device.

The network segment of the
remote device.

The creation time of the VPN
gateway.

IkeConfig.Psk: The pre_shared key;
IkeConfig. IkeVersion: The version
of IKE,

including{ "ikevl” " ikev2" };
IkeConfig.IkeMode: The
negotiation mode of IKE;
IkeConfig.IkeEncAlg: The
encryption algorithm of IKE,
including: { “AES" ," AES-

192" " AES-

256" )" DES" ,” 3DES" };
IkeConfig.IkeAuthAlg: The
authentication algorithm of IKE,
including: { "“MD5" ,” SHA1" };
IkeConfig.IkePfs: The DH group
used in the phase 1 of the IKE
negotiation, including:

{ "GROUP1" ,” GROUP2" ,” GRO
UP3” ,” GROUP5,” GROUP14" "
GROUP24" }
IkeConfig.IkeLifetime: The IKE SA
lifetime, the unit is second;
IkeConfig.Localld: The identifier of
the local device;
IkeConfig.Remoteld: The identifier
of the remote device.

IpsecConfig.IpsecEncAlg: The
encryption algorithm of IPSec,
including: { "AES-128" ,” AES-
192" " AES-256" ,” 3DES” };
IpsecConfig.IpsecAuthAlg: The
authentication algorithm of IPSec,
including: { “MD5" ,” SHA1" };
IpsecConfig. IpsecPfs: The DH
group pf IPSec, including:

{ "GROUP1" ,” GROUP2" };
IpsecConfig. IpsecLifetime: The
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IPSec lifetime, the unit is second.

Error Code
ErrCode Message Http Status Description.
. Specified VPN .
VpnConnectionld.N connection ID is not 404 The VPN connection
otFound found does not exist.

Examples

Request Example

https://vpc.aliyuncs.com/?Action=DescribeVpnConnection
&RegionID=cn-beijing
& <Public Request Example>

Response Example

XML Format

<DescribeVpnConnectionResponse >

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Name>vpn_connection_test</Name>

<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<VpnGatewayld>vpn-bp1lg8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<Effectimmediately >true </Effectimmediately>
<Requestld>1EDD800E-DC7E-4AFD-9028-FA113775FC3C</Requestld >
<VpnConnectionld>vco-bp10Iz7aejumd2vxoqgev</VpnConnectionld >
<CreateTime>1492753817000</CreateTime>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<IkePfs>group2</lkePfs>

<Remoteld>139.196.32.167 </Remoteld >
<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</IkeMode>

<IkeLifetime>86400</IkeLifetime>
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<IkeVersion>ikevl</lkeVersion>
<Localld>116.62.69.64 </Localld>
</IkeConfig>
</DescribeVpnConnectionResponse>

JSON Format

"Name":"vpn_connection_test",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6l5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal",

"IpsecPfs":"group2",

"IpsecEncAlg":"aes"

2

"Effectimmediately”:true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm20gjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"Requestld":"F2310D45-BCF6-4E2E-9082-B4503844BA4C",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",

"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"lkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"ITkeMode":"main",

"TkeLifetime":86400,

"TkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}

Description

Modify the configuration of the specified VPN connection.

Request Parameters
Name Type Required Description
Valid value:
Action String Yes ModifyVpnConnection
Attribute.
Regionld String Yes The regipn of the VPN
connection.
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VpnConnectionld

Name

LocalSubnet

RemoteSubnet

Effectimmediately

IkeConfig

String Yes
String No
String No
String No
Boolean No
JSON String No

182

The unique identifier
of the VPN
connection.

The name of the VPN
connection.

The name must be 2-
128 characters in
length, including
letters, digits, hyphens
(-), and underscores
(), and must begin
with letters, digits and
hyphens.

If no value provided,
the instance ID is
used.

The local network
segment of the VPN
connection, CIDR
format, multiple
network segments
separated by commas

()

The remote network
segment of the VPN
connection, CIDR
format, multiple
network segments
separated by commas

()

Whether it is effective
immediately, the
default is false.

IkeConfig.Psk: The
Pre-shared key, it
must be within 100
characters in length;
IkeVersion: The
version of IKE,
including:
{ "ikevl” ,” ikev2" },
the default value is
ikevl;
IkeConfig. IkeMode:
The negotiation mode
of IKE, including:
{ “main” ,” aggressiv
e" },itis arequired
parameter when the
IkeVersion is

“ikevl” , the default
value is “main” ;
IkeConfig.IkeEncAlg:
The encryption
algorithm of IKE,
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IpsecConfig

JSON String

No
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including:
{ "aes” ,” aesl192" "
aes256" ," des” ,” 3d
es” }, the default
value is “aes” ;
IkeConfig.IkeAuthAlg:
The authentication
algorithm of IKE,
including:
{ “md5"” ,” shal” },
the default value is
"shal” ;
IkeConfig.IkePfs: The
DH group used in the
phase 1 of the IKE
negotiation, including:
{ "groupl” ," group2
“ " group3” " grou
p5,” groupl4” " gro
up24” }, the default
value is “group2” ;
IkeConfig.IkeLifetime:
The IKE SA Lifetime,
ranges from 0 to
86400, the unit is
second, the default
value is 86400;
IkeConfig.Localld: The
identifier of the local
device, it must be 2-
128 characters in
length, the default
value is the IP address
of the VPN gateway;
IkeConfig.Remoteld:
The identifier of the
remote device, it must
be 2-128 characters in
length, the default
value is the IP address
of the customer
gateway.

IpsecConfig.IpsecEncA
Ig: The encryption
algorithm of IPSec,
including:

{ "aes” ,” aesl192" "
aes256” " des” ,” 3d
es” },the default value
is "aes" ;
IpsecConfig.IpsecAuth
Alg: The
authentication
algorithm of IPSec,
including:

{ "md5” " shal” },
the default value is
“shal” ;
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Response Parameters
Name Type
VpnConnectionld String
CustomerGatewayld String
VpnGatewayld String
Name String
Description String
LocalSubnet String
RemoteSubnet String
CreateTime Long
IkeConfig Object
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IpsecConfig. IpsecPfs:
The DH group of
IPSec, including

{ "disabled” ," group
1" )" group2” ," grou
p5,” groupl4” " gro
up24” }, the default
value is "group2” ;
IpsecConfig.
IpsecLifetime: The
IPSec Lifetime, ranges
from 0 to 86400, the
unit is second, the
default value is 86400.

Description

The unique identifier of the VPN
connection.

The unique identifier of the
customer gateway.

The unique identifier of the VPN
gateway.

The name of the VPN connection.

The description of the VPN
connection.

The network segment of the local
device.

The network segment of the
remote device.

The creation time of the VPN
connection.

IkeConfig.Psk: The Pre_Shared key;
IkeConfig. IkeVersion: The version
of IKE,

including:{ "ikevl” " ikev2" };
IkeConfig.IlkeMode: The
negotiation mode of IKE;
IkeConfig.IkeEncAlg: The
encryption algorithm of IKE,
including: { "AES" ," AES-

192" " AES-

256" ;" DES" ,” 3DES" };
IkeConfig.IkeAuthAlg: The
authentication algorithm of IKE,
including: { “MD5" ,” SHA1" };
IkeConfig.IkePfs: The DH group
used in the phase 1 of the IKE
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IpsecConfig

Error Code

ErrCode

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl
d.NotFound

InvalidParam.%s

Examples

Object

Message

Specified customer
gateway id is not
found

Specified vpn
gateway is not
found

Specified %s param
is invalid

Http Status

404

404

400
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negotiation, including:

{ "GROUP1" ,” GROUP2" ,” GRO
UP3" ,” GROUP5,” GROUP14" "
GROUP24" }
IkeConfig.IkeLifetime: The IKE SA
lifetime, the unit is second;
IkeConfig.Localld: The identifier of
the local device;
IkeConfig.Remoteld: The identifier
of the remote device.

IpsecConfig.IpsecEncAlg: The
encryption algorithm of IPSec,
including: { "AES-128" ," AES-
192" " AES-256" ,” 3DES” };
IpsecConfig.IpsecAuthAlg: The
authentication algorithm of IPSec,
including: { “MD5" ,” SHA1" };
IpsecConfig. IpsecPfs: The DH
group pf IPSec, including:

{ "GROUP1" ,” GROUP2" };
IpsecConfig. IpsecLifetime: The
IPSec lifetime, the unit is second.

Description

The specified
customer gateway
does not exist.

The specified VPN
gateway does not
exist.

Right

Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
IkeAuthAlg
TkePfs
IkeLifeTime
Leftld

Rightld
IpsecEncAlg
IpsecAuthAlg
IpSeclLifetime
Effectimmediately
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Request Example

https://vpc.aliyuncs.com/?Action=ModifyVpnConnectionAttribute
&RegionID=cn-beijing
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

& <Public Request Parameters>

Response Example

XML Format

<ModifyVpnConnectionAttributeResponse >
<Name>vpn_connection_test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >false </Effectimmediately >
<VpnGatewayld>vpn-bp1lg8bgx4xnkm2ogj0fiu </VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bp10Iz7aejumd2vxoqgev </VpnConnectionld >
<Requestld>57070A3D-38F2-40A6-A1C9-DB14542EF54D < /Requestld >
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >

<IkePfs>group2</IkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</IkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</IkeConfig>

</ModifyVpnConnectionAttributeResponse>

JSON Format

{

"Name":"vpn_connection_test",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,
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"IpsecAuthAlg":"shal",

"IpsecPfs":"group2",

"IpsecEncAlg":"aes"
B

"Effectimmediately":false,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"Requestld":"7DB79D0C-5F27-4AB5-995B-79BE55102F90",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"IkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"lkeMode":"main",

"IkeLifetime":86400,

"IkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}

Description

Delete a specify VPN connection.

Parameters
Name Type Required Description
. . Valid value:
Action String ves DeleteVpnConnection.
Regionld String Yes The region of the VPN
connection.
The ID of the VPN
connection to be
VpnConnectionld Integer Yes deleted.'The VPN
connection shuts
down after the
operation.
Response Parameters
Name Description Description

Requestld String 'rl'::ulérsique identifier of the

187



Virtual Private Cloud

Developer Guide

Error Code

ErrCode

InvalidVpnConnectio
nld.NotFound

VpnGateway.Config
uring

Message

Specified vpn
connection id is not
found

The specified service
is configuring

Http Status

404

400

Description

The specified VPN
connection does not
exist.

The VPN gateway is
being configured
and is not allowed

to be deleted.

Examples

Request Example

https://vpc.aliyuncs.com/?Action=DeleteVpnConnection
&Regionld=cn-hangzhou
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

& <Public Request Parameters>

Response Examples

XML Format

<DeleteVpnConnection>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnConnection>

JSON Format

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

Description

Get the configuration information of the VPN connection.
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Request Parameters
Name Type Required Description
Valid value:
Action String Yes DownloadVpnConnect
ionConfig.
. . Specify the region of
Regionld String ves the VPN connection.
. Specify the ID of the
VpnConnectionld Integer Yes VPN connection.
Response Parameters
Name Type Description
Requestld String The unique identifier of the
request.
The configuration information of
VpnConnectionConfig Object the VPN connection, as shown
below.
o1

"ikeConfig":0{
"ikeAuthAlg":"md5",
"ikeEncAlg":"aes",
"ikeLifetime":86400,
"ikeMode": "aggressive",
"ikePfs":"groupl",
"ikeVersion":"ikevl",
"localld":"10.0.12.122",
"psk":"1347328e-4a84-4f09-ab37-831f0d05a973",
"remoteId":"10.0.12.122"

},

"ipsecConfig":0{
"ipsecAuthAlg":"md5",
"ipsecEncAlg":"aes",
"ipsecLifetime":86400,
"ipsecPfs":"groupl”

b

"local":"118.190.78.193",

"localSubnet":"10.0.12.1/25",

"remote":"120.27.218.247",

"remoteSubnet":"10.0.12.1/25"
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Error Code
ErrCode Message Http Status Description
InvalidVpnConnectio Speaﬁeg:l ven The VPN connection
connection id is not 404 .
nld.NotFound found does not exist.

Examples

Request Example

https://vpc.aliyuncs.com/?Action=DownloadVpnConnectionConfig
&Regionld=cn-hangzhou
&VpnConnectionld=vco-bp10lz7aejumd2vxoqgev

<Public Request Parameters>

Response Example

XML Format

<DownloadVpnConnectionConfigResponse>
<Requestld>6F4A035F-7060-45D7-B9BD-719372782AF6 < /Requestld >
<VpnConnectionConfig>
<RemoteSubnet>1.1.1.0/24,1.1.2.0/24</RemoteSubnet>
<Local>139.196.32.167 </Local>
<IpsecConfig>
<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>
<IpsecEncAlg>aes</IpsecEncAlg>
</IpsecConfig>

<Remote>116.62.69.64 </Remote>
<LocalSubnet>2.2.2.0/24 </LocalSubnet>
<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>
<IkePfs>group2 </lkePfs>
<Remoteld>116.62.69.64 </Remoteld>
<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</lkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</lkeVersion>
<Localld>139.196.32.167 </Localld >
</IkeConfig>

</VpnConnectionConfig>
</DownloadVpnConnectionConfigResponse>
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JSON Format

{
"Requestld":"0C68048B-0F70-40DA-BSAE-1B79B5CF62E3",
"VpnConnectionConfig":{
"RemoteSubnet":"1.1.1.0/24,1.1.2.0/24",
"Local":"139.196.32.167",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2”,

"IpsecEncAlg":"aes”

b
"Remote™:"116.62.69.64",
"LocalSubnet":"2.2.2.0/24",
"IkeConfig":{
"IkeEncAlg":"aes",
"lkePfs":"group2",
"Remoteld":"116.62.69.64",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"IkeMode":"main",
"IkeLifetime":86400,
"IkeVersion":"ikevl",
"Localld":"139.196.32.167"

Monitor APIs

Description

Query EIP monitoring information

Up to 200 monitoring data entries can be returned at a time. If the specified (EndTime -
StartTime)/ Period > 200, an error is returned.

If EndTime - StartTime < period, then only the data for the StartTime point are returned.

Reauest Parameters
Name Type Required Description
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Action

Allocationld

StartTime

EndTime

Period

String Yes
String Yes
String Yes
String Yes
Integer No

Return Parameters

Name

EipMonitorDatas

Error Code

Error Code

InvalidAllocationId.N
otFound

Type

EipMonitorDataSetType

Description

Specified allocation
id is not found. 400

192

Http status code

Required parameter,
with a value:
DescribeEipMonitorDa
ta.

EIP application Id.

The start time of the
retrieved data: which
is represented
according to ISO8601,
and UTC is required.
Format: YYYY-MM-
DDThh:mm:ssZ.

If the seconds place is
not 00, it is
automatically set to
start by the next
minute.

The end time of the
retrieved data: which
is represented
according to ISO8601,
and UTC is required.
Format: YYYY-MM-
DDThh:mm:ssZ.

If the seconds place is
not 00, it is
automatically set to
start by the next
minute.

The precision of the
retrieved monitoring
data. The default
value is 60 seconds
and the available
value options are 60 |
300 | 900 | 3600.

Description

A collection composed of instance
monitoring data
EipMonitorDataType.

Meaning

EIP not found
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InvalidStartTime.Mal
formed

InvalidEndTime.Malf
ormed

InvalidParameter

OperationDenied.To
oManyDataQueried

Examples

Request Example

Specified start time
is malformed.

Specified end time is
malformed.

Specified value of
Period is not valid.

Specified operation
is denied as too
many data to return.

https://ecs.aliyuncs.com/?Action= DescribeEipMonitorData

&Allocationld=eip-2578g5v5a

&StartTime=2014-10-29T23:00:00Z
&EndTime=2014-10-30T08:00:00Z
& <Public Request Parameters>

Return Example

XML format

<DescribeEipMonitorDataResponse>

<Requestld>C8B26B44-0189-443E-9816-D951F59623A9</Requestld >

<EipMonitorDatas>
<EipMonitorData>
<EipRX>122</EipRX>
<EipTX>343</EipTX>

<EipFlow>675</EipFlow>

<EipPackets>3434</EipPackets>
<EipBandwidth>10</EipBandwidth>
<TimeStamp>2010-01-21T09:50:23Z</TimeStamp >

</EipMonitorData>
</EipMonitorDatas>

</DescribeEipMonitorDataResponse>

JSON format

{

"Requestld": "C8B26B44-0189-443E-9816-D951F59623A9",

"EipMonitorDatas": {
"EipMonitorData": [{
"EipRX": "122",
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400

400

400

The StartTime
format is invalid.

The EndTime format
is invalid.

The Period value is
not in the available
range.

There are too many
query entries. Please
reduce the time
interval.
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"EipTX": "343",

"EipFlow": "675",

"EipPackets": "3434",

"EipBandwidth": "10",

"IntranetFlow": 675,
"IntranetBandwidth": 10,

"TimeStamp": "2010-01-21T09:50:23Z",

1

}

Region APIs

Request Parameters

Name Type Required? Description

Required parameter,
Action String Yes with a value:
DescribeRegions.

Return Parameters

All are public return parameters. For details, see Public Return Parameters.

Name Type Description

A collection composed of region

Regions RegionType information RegionType.

Error Code

Refer to Public Error Codes.

Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeRegions
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& <Public Request Parameters>

Return Example

XML format

<DescribeRegionsResponse >
<Requestld>611CB80C-B6A9-43DB-9E38-0BOAC3DIB58F </Requestld>
<Regions>

<Region>

<Regionld>cn-hangzhou </Regionld>
</Region>

<Region>
<Regionld>cn-gingdao</Regionld>
</Region>

</Regions>
</DescribeRegionsResponse>

JSON format

{
"Requestld": "611CB80C-B6A9-43DB-9E38-0BOAC3D9B58F",

"Regions": {

"Region": [{

"Regionld": "cn-hangzhou "
17

{
"Regionld": "cn-gingdao”

1

}

Request Parameters

Name Type Required? Description

Required parameter,

Action String Yes with a value:
DescribeZones.

Destination Regionld.

Regionld String Yes See Regions and
zones for region IDs.

Return Parameters

Name Type Description
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A collection composed of data

Zones ZoneType center information ZoneType.
Error Code
Error Code Description Http status code Meaning

Regionld value
missing (or the user
might not be
authorized to use
the region). See
Regions and zones
for region IDs.

The input parameter
Regionld that is

mandatory for 400
processing this

request is not

supplied.

MissingParameter

Examples

Request Example

https://ecs.aliyuncs.com/?Action=DescribeZones
&Regionld=cn-hangzhou
& <Public Request Parameters>

Return Example

XML format

<DescribeZonesResponse>

<Zones>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>
<LocalName> </LocalName>
<Zoneld>cn-hangzhou-d</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>
<LocalName> </LocalName>
<Zoneld>cn-hangzhou-b</Zoneld>
<AvailableDiskCategories>
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<DiskCategories>cloud</DiskCategories>

</AvailableDiskCategories>

</Zone>

</Zones>

<Requestld>6DB97BCC-92BA-424D-A7C8-3F6486612BAE </Requestld >
</DescribeZonesResponse>

JSON format

{
"Requestld": "A347EFOE-BBCC-4EFA-BD79-27AA3ACFD1BF",

"Zones": {

"Zone": [

{
"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]
}

n

AvailableResourceCreation": {
"ResourceTypes": [
"Instance”,

"Disk"

]

b

"LocalName™": "",

"Zoneld": "cn-hangzhou-d"
B

{

"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]

by
"AvailableResourceCreation": {
"ResourceTypes": [
"Instance”,

"Disk"

]

b

"LocalName": "",
"Zoneld": "cn-hangzhou-b"

}

]
}
}

Description

- Query the supported access point.
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Request Parameters
Name Type
Action String
Regionld String
Type String
PageNumber Integer
PageSize Integer

Return Parameters

Name

AccessPointSet

Type

Required

Yes

Yes

Yes

No

No

AccessPointSetType
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Description

Required parameter,
with a
value:DescribeAccessP
oints

Destination Regionld

The type of access
point. If this
parameter is not
appointed, the
request will return
access point of all
types.

Optional value: VPC -
Which indicates that
this access point can
support a physical
leased line connecting
to VPC.

Page number of the
query result. The
default value is 1
when the parameter is
not specified. Value
range: a positive
integer. If the
PageNumber value is
greater than the
greatest page number
in the actual result,
the content of the last
page is returned.

Page size of the query
result. The value range
is 1 to 100, and the
default value is 10.

Description

A collection composed of data
center information
AccessPointType
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Error Code
Error Code Description Http status code Meaning
. . The Regionld The appointed
E;erlllgReg'onId‘NOt provided does not 404 Regionld is not
exist in our records. exisit.

Data Type APIs

Description

Set of leased line access point information. It is a list comprised of AccessPointType.

Node name

It depends on the interface.

Subnode

AccessPointType

Description

Type of access point information

Node name

It depends on the interface.

Subnode

Name Type Description
AccessPointld String Access point ID
Type String Type of a leased line access
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point. Optional value:

- VPC - VPC access point,
which can be connected
to a leased line
accessing a VPC
network

Status of a leased line access
point. Optional values:

- Recommended - The
status is good, and
connection is
recommended.

- Hot - The status is

. normal, and the number
Status String .
of connected users is
large.

- Full - The number of
connected users reaches
the maximum value, and
no more users can be
connected.

. Name of a leased line access
Name String point
Description of a leased line

Description String access point

Physical region ID of an access
point. If this region ID is empty,
the access point does not belong
to any region physically.

AttachedRegionld String

Physical location of a leased line

Location String access point

Machine room carrier of a leased

HostOperator String line access point

Description

A list of shared bandwidth packages.
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Node

It depends on the interface.

Subnode

An array comprised of BandwidthPackageltemType.

Description

Type of EIP binding information.

Node Name

Depend on the interface.

Subnode

Name
Allocationld
IpAddress

Bandwidth

InternetChargeType

Description

Set of EIP information.

Node Name

Depend on the interface.

Subnode

Name

Type
String
String

Integer

String

Type

Description
Instance ID of the ECS with EIP.
EIP

Internet bandwidth limit for the
EIP. It is 5Mbps by default.

Charge type for the EIP.

Description
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Regionld String Region of the ECS with EIP
IpAddress String EIP
Allocationld String Instance ID of the EIP

Current status of the EIP, which
can be Associating,

Status String Unassociating, InUse, or
Available.
Instance currently bound to the
Instanceld String EIP. It is null if no instance is
bound.

. Internet bandwidth limit for the
Bandwidth Integer EIP. It is 5Mbps by default.
InternetChargeType String Charge type for the EIP.

Array of LockReason strings. It
OperationLocks OperationLocksType has no subnode if no lock is

active.

Time of allocation. It is
represented according to
AllocationTime String ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.

Description

Type of EIP monitoring data.

Node Name

Depend on the interface.

Subnode

Name Type Description

Data traffic received at the EIP
EipRX Integer within a period of time,
measured in: Bytes.

Data traffic sent from the EIP
EipTX Integer within a period of time,
measured in: Bytes.

Network traffic at the EIP within

EipFlow Integer a period of time, measured in
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bytes.

Bandwidth of the EIP (network
EipBandwidth Integer traffic per unit time), measured

in bytes/s.

Total packets received and sent
EipPackets Integer by the EIP within a period of

time.

Time point of the traffic query,
which is presented according to
TimeStamp String ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.

Description

A list of port forwarding rules.

Node

It depends on the interface.

Subnode

An array comprised of ForwardEntryltemType.

Description

Description of port forwarding rules.

Node

It depends on the interface.

Subnode

Name Type Description

ID of the forwarding table to

ForwardTableld String which an entry belongs
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ForwardEntryld String ID of a forwarding table entry
Forwarded IP address, which is a
Externallp String public IP address on a NAT
gateway.
. Forwarded port number; value
ExternalPort String range: 1 to 65,535[Any.
Protocol type of the forwarded
IpProtocol String message; optional values:
TCP|UDP|Any
. Target IP address in forwarding,
Internallp String which is a private IP address.
Target port number in
InternalPort String forwarding; value range: 1 to

65,535|Any.

Status of a forwarding table
Status String entry; optional values: Pending |
Available | Modifying

Description

Set of IP addresses.

Node Name

Depends on the interface.

Subnode

Name Type Description
IpAddress String IP address
Description

A list of NAT gateways.

Node

It depends on the interface.
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Subnode

An array comprised of NatGatewayltemType.

Description

NAT gateway description.

Node

It depends on the interface.

Subnode

Name Type Description

NatGatewayld String NAT gateway ID, for example,
ngw-xx00123

Regionld String Region

Vpcld String VPC ID of a NAT gateway

Display name of an instance,
which is a string of two to 128
English or Chinese characters. It
must start with an

Name String uppercase/lowercase letter or a
Chinese character and can
contain numbers, “." , "

“- ".It cannot start with

"http:// " or "https:// ".

, or

Custom description of an
instance, which is a string of two
to 256 characters. The instance
description is displayed on the
console. This parameter is null if
not specified. The default value is
“null” . It cannot start with
"http:// " or "https:// ".

Description String

Spec String Specifications; value: Small

Instance status.

Initiating. NAT gateway

configuration (for example,
Status String portmap) is not allowed when an

instance is being initialized.

Available;

Pending: Configuration in
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ForwardTablelds Array
BandwidthPackagelds Array
InstanceChargeType String
BusinessStatus string
CreationTime String
Description

- A list of the next hop data of multiple routes.
- ECMP routes are supported.

Node

NextHopList

Subnode

NextHopltemType

Description

- Data on the specific next hop of a route.

206

progress. NAT gateway
configuration (for example,
portmap) is not allowed when an
instance is being configured.

A list of IDs in a port forwarding
table. Currently, only one port
forwarding table exists.

A list of the IDs of the bandwidth
packages on a NAT gateway

Payment option for an instance.
Currently, only Pay-As-You-Go is
supported.

Value: PostPaid, applicable to
Pay-As-You-Go instances

Optional values: Normal,
FinancialLocked (locked due to
overdue charges), and
SecurityLocked (locked by
security risk control)

Creation time, The time format
follows the ISO8601 standard
and uses UTC time. It is in the
format of YYYY-MM-
DDThh:mmZ.
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Node

NextHopltem

Subnode

Name Type Description

Type of the next-hop target
object; optional values:

NextHopType String Instance|Tunnel|HaVip|RouterInt
erface
NextHopld String ID of the next-hop instance
Description
Type of the reason why a resource is locked.
Node Name
OperationLock
Subnode
Name Type Description

Lock reason
- financial: locked
because the account is
LockReason String in arrears.

- security: locked for
security reasons.

Description

A set of physical connection information. It is a list comprised of PhysicalConnectionType.
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Node

It depends on the interface.

Subnode

PhysicalConnectionType

Description

A set of physical connection information.

Node

It depends on the interface.

Subnode

Name Type Description
PhysicalConnectionld String Physical connection ID

ID of a physical connection

AccessPointld String access point

Physical connection type;
optional values:

- VPC: VPC physical
connection

- Classic: Physical
connection in a classic
network, which is used

Type String only for AntCloud.

When connected, it can
be used to access
resources in the classic
network of AntCloud
(which is temporarily
not supported).

Physical connection status;
Status String optional values:
- Initial: Application in
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BusinessStatus

CreationTime

EnabledTime

LineOperator

String

String

String

String

progress

- Approved: Application
approved

- Allocating: Resources
being allocated

- Allocated: Access
construction in progress

- Confirmed: Waiting for
user confirmation

- Enabled: Normal

- Rejected: Application
rejected

- Canceled: Application
canceled

- Allocation Failed:
Resource allocation
failed

- Terminated: Connection
terminated

- Normal

- FinancialLocked (locked
due to overdue
charges).

- SecurityLocked (locked
by security risk control).

Time when a physical connection
is created

Time when a physical connection
is activated (which is the same as
the time when regular billing
starts)

Carrier providing physical
connections for access; optional
values:

- CT: China Telecom

- CU: China Unicom

- CM: China Mobile

- CO: Other carriers in
China)

- Equinix - Equinix

- Other: Other carriers
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Spec

PeerLocation

PortType

RedundantPhysicalConnect
ionld

Name

Description

ADLocation

PortNumber

CircuitCode

Bandwidth

String

String

String

String
String

String

String

String

Long

String
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outside China

Physical connection
specifications

Physical location (address) of the
physical connection peer

Type of a physical connection
access port; optional values:
- E1: 2M synchronous
electrical port
- 100Base-T: 100M
electrical port
- 1000Base-T: 1G
electrical port
- 1000Base-LX: 1G single-
mode optical port (10
km)
- 10GBase-T: 10G
electrical port
- 10GBase-LR: 10G single-
mode optical port (10
km)
- Other: Unstated port

ID of a redundant physical
connection

Name of a physical connection

Description of a physical
connection

Physical location (rack location)
of the physical connection access
device

Number of the port allocated
(connected) to the physical
connection access device

Circuit code of the
corresponding carrier

Physical connection bandwidth
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Description

Type of region information.

Node Name

Region

Subnode

Name Type Description

Regionld String Region ID

LocalName String Name of the region
Description

Set of router interface information. It is a list comprised of RouterlnterfaceltemType.

Node name

It depends on the interface.

Subnode

RouterlInterfaceltemType

Description

Set of routing tables.

Node Name

Depend on the interface.

Subnode

Name Type Description
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VRouterld String ID of the VRouter
RouteTableld String ID of the routing table

A set of route entry details
RouteEntrys RouteEntrySetType RouteEntrySetType.
RouteTableType String Type of the routing table, which

can be System or Custom.

Time of creation. It is
represented according to
CreationTime String ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.

Description

A set of information about the virtual border router (VBR) over a physical connection. It is a list
comprised of VirtualBorderRouterForPhysicalConnectionType.

Node

It depends on the interface.

Subnode

VirtualBorderRouterType

Description

A set of information about the virtual border router (VBR) over a physical connection.

Node

It depends on the interface.

Subnode

Name Type Description

Vbrld String VBRID
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UID of a VBR owner. null is
VbrOwnerUid String returned if the VBR owner is the
physical connection owner.

CreationTime String Time when a VBR is created

Time when a VBR is activated
ActivationTime String (accepted by a VBR owner) for
the first time

Time when a VBR is terminated
TerminationTime String (by a physical connection owner)
most recently

Time when a VBR is activated
from the terminated state

RecoveryTime String (recovered by a physical
connection owner) most recently
802.1Q VLAN ID (1 to 2,999) of

Vlanld String the VBR physical connection

interface

Carrier circuit code
CircuitCode String corresponding to the VBR
physical connection interface

Description

A set of virtual border router (VBR) information. It is a list comprised of VirtualBorderRouterType.

Node

It depends on the interface.

Subnode

VirtualBorderRouterType

Description

A set of virtual border router (VBR) information.

Node

It depends on the interface.
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Subnode

Name Type Description
Vbrld String VBR ID
CreationTime String Time when a VBR is created

Time when a VBR is activated
ActivationTime String (accepted by a VBR owner) for
the first time

Time when a VBR is terminated
TerminationTime String (by a physical connection owner)
most recently

Time when a VBR is activated
from the terminated state

RecoveryTime String (recovered by a physical
connection owner) most recently
Status String VBR status
802.1Q VLAN ID (0 to 2,999) of
Vlanid String the VBR physical connection

interface. The value 0 indicates
there is no VLAN encapsulation.

Carrier circuit code
CircuitCode String corresponding to the VBR
physical connection interface

RouteTableld String VBR route table ID

ID of the VBR physical
connection interface. It can be

Vianinterfaceld String used as the next hop of the route
on VBR.
LocalGatewavi Strin IP address of the local VBR
yp 9 physical connection interface
PeerGatewaylp String IP address of the peer VBR

physical connection interface

Subnet mask connecting the
PeeringSubnetMask String local and peer VBR physical
connection interfaces

Name String VBR name
Description String VBR description
PhysicalConnectionld String Physical connection ID

Physical connection status (The
PhysicalConnectionStatus String Deleted status indicates that the
physical connection is deleted).

PhysicalConnectionBusines
sStatus

Business status of a physical

String connection (The value is null if
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the physical connection is
deleted).

UID of the physical connection

PhysicalConnectionOwner owner (The value is null if the

Uid String physical connection owner is
deleted).
AccessPointld String Access point ID
Description
Set of VPC information.
Node Name
Depends on the interface.
Subnode
Name Type Description
Vpcld String Vpcld
Regionld String Region of the VPC.
. Status of the VPC, including
Status String Pending and Available.
The name of the VPCis null by
default. It can be a string of [2,
128] English or Chinese
characters and must begin with
. an uppercase/lowercase letter or
VpcName String Chinese character. It can contain
numerals, “_ “and “- “.This
value will appear on the console.
It cannot begin with http:// or
https://.
VSwitchlds String List of VSwitchlds
CidrBlock String \l}ls(t:work segment address of the
VRouterld String ID of the VRouter
The description is null by default.
It can be a string of [2, 256]
Description String English or Chinese characters. It
cannot begin with http:// or
https://.
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CreationTime String

Description

Set of VRouter information.

Node Name

Depends on the interface.

Subnode

Name Type

VRouterld String
Regionld String
Vpcld String
RouteTablelds String
VRouterName String
Description String
CreationTime String

Description

Set of VSwitch information.
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Time of creation. It is
represented according to
ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.

Description

ID of the VRouter

ID of the region

ID of the VPC

List of virtual routing table IDs
Name of the VRouter

The description of the VRouter is
null by default. It can be a string
of [2, 256] English or Chinese
characters. It cannot begin with
http:// or https://.

Time of creation. It is
represented according to
ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.
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Node Name

Depend on the interface.

Subnode

Name Type Description
VSwitchld String ID of the VSwitch

ID of the VPC to which the

Vpcld String VSwitch belongs

Status of the VSwitch, including

Status String Pending and Available

CidrBlock String Address of the VSwitch

ID of the zone to which the

Zoneld String VSwitch belongs

Quantity of IP addresses

AvailableIpAddressCount Integer available for the VSwitch

The description is null by default.
It can be a string of [2, 256]

Description String English or Chinese characters. It
cannot begin with http:// or
https://.

The name of the VSwitch is null
by default. It can be a string of
[2, 128] English or Chinese
characters and must begin with
an uppercase/lowercase letter or
Chinese character. It can contain
numerals, “_ “and “- “.This
value will appear on the
console.It cannot begin with
http:// or https://.

VSwitchName String

Time of creation. It is
represented according to
CreationTime String ISO8601, and UTC time is used.
Supported format:
YYYY-MM-DDThh:mmZ.

Appendix
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ISO 8601 Data elements and interchange formats — Information interchange — Representation of
dates and times is an international standard covering the exchange of date and time-related data. It
was issued by the International Organization for Standardization (ISO). The time format of ECS Open
API adopts the ISO8601. For details, refer to ISO 8601.

Error code table

Client Errors

For details, refer to the error codes of each interface.

Server Errors

Error Code Description Http Status Code Meaning
The request has

ServiceUnavailable failed due to a 503 The service is
temporary failure of unavailable.
the server.

The request
processing has failed
InternalError due to some 500 Internal error.
unknown error,
exception or failure.

If a request timeout or internal server error is encountered when calling the Createlnstance interface
to create an ECS in the ECS, the client might try to resend the request. At this time, the client can
prevent the server from creating more instances than expected by providing the optional ClientToken
parameter. Providing this parameter will also ensure the idempotence of the request. ClientToken is
a unique, case sensitive string generated by the client that cannot exceed 64 ASCII characters.

If a user uses the same ClientToken value to call the Createlnstance interface, the server will return
identical request results, including the same Instanceld. Therefore, when the user encounters an error
and tries again, providing the same ClientToken value can ensure that the ECS creates only one
instance and obtains this Instanceld.

If the user provides a ClientToken that has already been used, but with different request parameters,
the ECS will return the IdempotentParameterMismatch error code. However, you must note that the
SignatureNonce, TimeStamp, and Signature parameters must be changed when trying to submit the
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request again. Because the ECS uses SignatureNonce to prevent replay attacks and TimeStamp to
mark the time of each request, the duplicate request must provide different SignatureNonce and
TimeStamp parameter values. This will also produce a different Signature value.

Generally, clients will only need to retry an operation if they encounter a 500 (InternalError) or 503 (
ServiceUnAvailable) error or cannot receive a response. When 200 is returned, retrying the operation
will give you the same results as the last time, but will not have any effect on the server status. When
a 4xx error code is returned, unless the message explicitly says “try it later” , retrying the operation
will usually not be successful.

How are interfaces called

The VPC service interface is called by sending an HTTP request to the VPC (you can send it through
the HTTP or HTTPS channel) and receiving the VPC' s response to this request. After the VPC receives
a user request, it will perform necessary authentication and parameter verification on the request.
After all verifications are successful, it submits or completes the associated operation based on the
parameters specified for the request. Then, it returns the processing results to the caller in the form
of an HTTP response.

Request Composition

Requests are composed of the following parts:
HTTP method - Currently, all VPC service interfaces only support GET method calls.

Request URL - The request’ s service address, name of the operation to be executed, operation
parameters, and public request parameters are included in the request URL.

Server address: The VPC service domain names are http://ecs.aliyuncs.com/ and
https://ecs.aliyuncs.com/. In order to ensure the security of the request, we strongly recommend that
you use the HTTPS channel (HTTPS has added the SSL layer for encrypted communication and can
prevent communication interception leading to the leakage of sensitive information).

Operation name: Each interface requires that the name of the operation to be executed is specified,
i.e. the Action parameter.

Operation parameter: Different operation parameters must be set for different operations to be
executed. For details, see the instructions for each interface.

Public request parameters: Parameters such as TimeStamp and Signature must be included in each
request.

For the server to correctly authenticate the user’ s identity and authorize request execution, the
request must be signed before submission for processing. For signature rules, refer to the signature
mechanism section.
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After the server finishes processing the request, it will return the response results. Response results
are categorized into successful results and error messages. For an illustration of the format, refer to
the Returned Results section. The client can parse the response message body to obtain the
execution results.

Call Example

Taking the DescribeRegions interface for example:

The corresponding Action is DescribeRegions, and the required operation parameter is Regionld (in
VPC, all Regionlds can be obtained by using the interface to query the available region list). After
adding all the public request parameters (except Signature), the request URL will be (for ease of
reading, this is the URL before URL encoding):

http://ecs.aliyuncs.com/?TimeStamp=2012-12-
26T10:33:56Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=NwDAxvLU6tFEODVb&Version=2014-05-26&SignatureVersion=1.0

According to the signature calculation rules, the Canonicalized Query String is constructed first, as
shown below:

http://ecs.aliyuncs.com/?TimeStamp=2012-12-
26T10:33:56Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHAl&SignatureNonce=NwDAxvLU6tFEODVb&Version=2014-05-26&SignatureVersion=1.0

Then, StringToSign is constructed as a signature string with a value:

GET&%2F&AccessKeyld%3Dtestid&Action%3DDescribeRegions&Format%3DXML&SignatureMethod%3DHMAC-
SHA1&sSignatureNonce%3DNwDAxvLU6tFEODVb&SignatureVersion%3D1.0&TimeStamp%3D2012-12-
26T10%253A33%253A56Z&Version%3D2014-05-26

The following Java sample code demonstrates how public request parameters are added, how the
Canonicalized Query String is constructed from the request parameters, and how the StringToSign is
constructed. This example assumes that all request parameters are placed in a Map<String, String>
object and the Access Key ID is testid.

final String HTTP_METHOD = "GET";

Map<String, String> parameters = new HashMap <String, String>();
// Add public request parameters

parameters.put("Action”, "DescribeRegions”);
parameters.put("Version", "2014-05-26");
parameters.put("AccessKeyld", "testid");
parameters.put("TimeStamp", formatlso8601Date(new Date()));
parameters.put("SignatureMethod", "HMAC-SHA1");
parameters.put("SignatureVersion", "1");
parameters.put("SignatureNonce", UUID.randomUUID().toString());
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parameters.put("Format”, "XML");

// Sort the parameters
String[] sortedKeys = parameters.keySet().toArray(new String[]{});
Arrays.sort(sortedKeys);

final String SEPARATOR = "&";

// Generate the stringToSign

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(HTTP_METHOD).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);

StringBuilder canonicalizedQueryString = new StringBuilder();
for(String key : sortedKeys) {

// Be sure to encode the key and value
canonicalizedQueryString.append("&")
.append(percentEncode(key)).append("=")
.append(percentEncode(parameters.get(key)));

}

// Be sure to encode the canonicalizedQueryString
stringToSign.append(percentEncode(
canonicalizedQueryString.toString().substring(1)));

In this example, note that the TimeStamp parameter must comply with the ISO8601 norms.
Furthermore, note that UTC time is used. Otherwise, the request will encounter an error. The
following sample code demonstrates how a compliant TimeStamp string is generated:

private static final String ISO8601_DATE_FORMAT = "yyyy-MM-dd'T'HH:mm:ss'Z"";
private static String formatlso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat(ISO8601_DATE_FORMAT);
df.setTimeZone(new SimpleTimeZone(0, "GMT"));
return df.format(date);

}

When generating a Canonicalized Query String (the canonicalizedQueryString variable in the
example) and StringToSign, both must be encoded. The encoding rules are described in detail in the
signature mechanism section. The following sample code demonstrates how the java.net.URLEncoder
class is used to complete encoding:

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*", "%2A").replace("%7E",
"~"):null;

}

If we assume the “Access Key ID" is “testid” , the “Access Key Secret” is "testsecret” , and the
Key used for HMAC calculation is “testsecret&” , the calculated signature value is:
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SDFQNvyH5rtkc9T5Fwo8DOjw5hc=

Sample code for signature calculation (Java):

// The following is a sample code for signature calculation
final String ALGORITHM = "HmacSHAL";
final String ENCODING = "UTF-8";
key = "testsecret&";

Mac mac = Mac.getlnstance(ALGORITHM);
mac.init(new SecretKeySpec(key.getBytes(ENCODING), ALGORITHM));
byte[] signData = mac.doFinal(stringToSign.getBytes(ENCODING));

String signature = new String(Base64.encodeBase64(signData));

After adding the Signature parameter, perform URL encoding according to the RFC3986 rules:

http://ecs.aliyuncs.com/?TimeStamp=2012-12-
26T10%3A33%3A56Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&Regionld=region1&SignatureNonce=NwDAxvLU6tFEODVb&Version=2012-09-
13&SignatureVersion=1.0&Signature=SDFQNvyH5rtkc9T5Fwo8DOjw5hc%3d

Next, send an HTTP request to the above URL and receive a response to the request from the VPC
server, as shown below:

<DescribeRegionsResponse>

<Regions>

<Region>

<LocalName>Qingdao node</LocalName>
<Regionld>cn-gingdao</Regionld>
</Region>

<Region>

<LocalName>Hangzhou node</LocalName>
<Regionld>cn-hangzhou</Regionld >
</Region>

</Regions>
<Requestld>833C6B2C-E309-45D4-A5C3-03A7A7A48ACF </Requestld >
</DescribeRegionsResponse>

By parsing this XML output, you can obtain an ID and LocalName list for all available regions. If, when
submitting a request, the specified Format parameter is JSON, and then the result will also be
returned in the JSON format.

SDK Reference
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The SDK for ECS contains VPC related functions. For details, click here.
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