TEMES VPC
FrRIER

ATEEHENNE | COIWES
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Frkigr

FAPRILAMERA SRR AP 33 VPC RS HITHEFIRIE,

IERREERXEOR , BRSO TH Y VPC = RikiE, SERmXHMIEES.

NER

A&

VPC

Region

Zone

VRouter

Virtual Private Cloud

Availability Zone

XX

THEMNS

A

ATAX

=R

1588

TEMEERFETM
BROIENBENFAB
L8, AREREBML

ZatEZiERE,

FeLEE CEIENE
BEMENCEIEER
F=ERsCiAl , tkan

ECS , Intranet

SLB , RDS%:,

RERFRATERE
Bt E S —ET
AX.

E—HEiE A, BBFIR
EE PRSI AIIIER X
. E—ATAXARN
ECS SL{5IMILEFERT 8
N, EE—HRAEI
R5aJBEXRZERNNE
® , TR ZERHE
R,

M2 , RVPCHLEH
XA , BRLAIERE
VPCHIHIEZNAHEH
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Frkigr

VSwitch A

EIP Elastic IP Address MNP
Classless Inter- Senlisps -

CIDR TR ek B B FRISERE

Domain Routing

Route Table iz
Route Entry H%HE

M35 R IR AR BB

£ VPC F , SEMAPEHRENVPC, EIPERRAVEEIIBIRS.

TEVPCHEI SIS N, VPCHAIRMAYECSSERI 4L, EIPIHE AT EES S EBEIRE. £6E

F VPC Open AP i} , iERILSEER &AL SSIREIRNIFNETRAUSERE.

EEOIRIESRS . AHIINSEAEE. TR ESEN_ HEHNERISREIREFER | LB E

 ARBREEVPCS
e
CRRERMMIENE
BB RIS

=Ry

A, EERVPCH
BAUERLMNEIRE. ©
HJLUERARNETm
sofl, FEVPCRIZEAIE!
= msL BRI

, WIEE T skl

FRERISZHRATL,

H— 1 AMIPAI—H 2R
M EEERk. FIFAF
ERRMSEERERL ; BILA
SECSL#H1TRIERT
SEERNRESE,

R EERM R —FIETRIS
U5, SEFRA
3K, B 50 C X5k
#&=(18tk , CIDR #E IP
S BT EE AR

f5an 1P SERR
125.203.96.0 -
125.203.127.255 , %
1t cidr 18U 2 A
RIEYRT+IUAL:
125.203.0110
0000.0000 0000 |
125.203.0111
1111.1111 1111 &JLL
Ehk 125.203.96.0/19

PR EiSkKHs L
EERAFBNTIE.

PR ERZRAYE IR
—RIBMKE | BEFK
BEXTEEiEERR
MR ARSI ERT R —
Bestell , IERZE A
R EAE E NS H
FITHSREL,
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LSHEEE.

35107 d

SEFHEE

API B : 2016-04-28
EirSEAtaE ; 2016-07-19

b2 ) B Izl

2016-7-11 ZARAAPI 4
NATRIFEAISNATINEE F2&

2016-7-19 | RITAEEAPL,

AERAI

Bhi

X VPC APl #ZEAZEEM VPC API B9BRSSimitttA&1X HTTP GET 153k , FHZRREEIRBBEIERFIINGE
NIEKRESHEETHRAY ; IRIBIERAKIEE R , RESIRERMBEER,

1. IBRE
2. nHBE
3. IREIEER
4. ZEHE
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sxEO

VPC API fIRRSZENIMBIESS © vpc.aliyuncs.com

-y - LY

EfEHY

FFEId HTTP B HTTPS BiEH TIEKERE, ATHKEEENREN | HEFEGER HTTPS BERIXIEK.
=E= N

BXRTTiE

SR HTTP GET FiERIEBR , XMAH MERSHFELSEIBRA URL .,

==

iBREE

BNMEREPFEIEEENITHIRIE | BD Action 24§ (4N CreateVpe ) , IRBMNEFFELSNALS
RSHISERFIISERIERSEL.

FRmE

BERIREEREFEA UTF-8 FRISEH TG,

b\

YHSH

KFEEREH

NHBERSHRIEET MEOEFTEEAZIRERSE,
B et BBV ik
IREWEARIZEEY | 328F JSSON

Format String &= 5 XML, BRIASS XML
Version String =2 API [RAS , AEEAFAL

- YYYY-MM-DD , AEA
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BN VPC
AccessKeyld String =
Signature String b=
SignatureMethod String =z
Timestamp String b=
SignatureVersion String =
SignatureNonce String =
ResourceOwnerAc . =
count String =
anil

https://vpc.aliyuncs.com/

?Format=xml

&Version=2016-04-28
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyld=key-test
&Timestamp=2016-06-01T12:00:00Z

XMz /9 2016-04-28,

PR =INA LS AP ENHIRR
SSETFRRYESA 1D,

ERERS , KTERMIT
873i% BN <&

>

°

HEHN . BRISGT
HMAC-SHAL,

BERAAT B, BAEISIR
BB ISO8601 tEkRx , F+
%E%ﬁﬁa UTC B8], &=

YYYY-MM-
DDThh:mm:ssZ

fign , 2014-05-
26T12:00:00Z ( J9itmRda
201455826 52050
S0,

L&O%%EH&ZE , BRRAZ
1.0,

ME—BEYIER . RTRALEMES
ERIsE. BPAEREIBR
(B (R REIRIBEH A E

AR APLIEKIEIAEIRYER
BEEWR , BERAFE

L SERIERTTE , Fl<
f&8) RAM SCILFIKSXIE
WEH9 VPC ERiAIE

>, ( HEerE RAM Fharsy
VPC BiFH TN
Action A BEERRILLSE]
, BREAISHEEELE )
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LFEREIZH

RFREIOSREDBRER , FHH5E , REELEE—ME—RSIG Requestld 4R,
a3l

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--EERAREER-->

<$ZOBZFR+Response>

<!--REIFRIFE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld>
<!--IR[EIZEREHE-->

</#ZOZFR+Response>

JSON7RA :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREIEEERETE */
}

IR[EIZER

AR APl RS EIREEIERAF & , IREIRY HTTP IRZSAZA 2xx , ERERARTI ; R[] 4xx & Sxx AY
HTTP IRSHBRERIBRAY. HAMIIREIRIEIEEEES XML #1 JSON ffh , SMERGAI LAEEKAHE
ANSERHIEREREIERET , AN XMLBR., AXEFRIRERGIATETRFES | 7 BIUtE
, ERREISERERBHITIT. FatFEN.

DR

XML

<?xml version="1.0" encoding="UTF-8"?>
<|--EERAREER-->
<$ZO&ZFR+Response>
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<!--RENERIFE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
<! REEREHE-->

</#ZMOBFR+Response>

JSONR=I :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* RBIERETE */
}

FEIRER

EREOHERE  BAREEREUE. BREAIRES MEONMAMERBLAR TR 2.3.3 AHERIDEK

EASERER, MLABHER , HTTP iSSRiRE— 4xx 5% Sxx B9 HTTP JR7SH3, IREREEAHEEIREGE
IRABRERES. BINMEE—N2RFE—RYEXK ID : Requestld FI—ME&ZRIEKIHRAJI, A

ID : Hostld, FERAGKAZEREER , ATLABREMERER , Fi2HiZ Hostld #1 Requestld , LAEEA]
R SRR,

XML -

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld>
<Hostld>vpc.aliyuncs.com</Hostld>
<Code>UnsupportedOperation</Code>

<Message>The specified action is not supported.</Message>
</Error>

JSON7RfI :

{
"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",

"Hostld": "vpc.aliyuncs.com”,
"Code": "UnsupportedOperation”,
"Message": "The specified action is not supported.”

}

LNFE RS

R )% Http K753 BEX
MissingParameter The input parameter 400 f#/> Action =E&
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MissingParameter

MissingParameter

MissingParameter

MissingParameter

InvalidParameter

InvalidAccessKeyld.
NotFound

Forbidden.AccessKe
yDisabled

IncompleteSignature

InvalidParamater

InvalidParamater

“Action” thatis
mandatory for
processing this
request is not
supplied

The input parameter
"AccessKeyld”

that is mandatory

for processing this

request is not

supplied

An input parameter

"Signature” that is
mandatory for
processing the
request is not
supplied.

The input parameter

“TimeStamp” that
is mandatory for
processing this
request is not
supplied

The input parameter

“Version” that is
mandatory for
processing this
request is not
supplied

The specified
parameter “Action
or Version” is not
valid.

The Access Key ID
provided does not
exist in our records.

The Access Key is
disabled.

The request
signature does not
conform to Aliyun
standards.

The specified

parameter

"SignatureMethod
is not valid.

"

The specified

parameter

“SignatureVersion
is not valid.

"

400

400

400

400

400

400

403

400

400

400

T/ AccessKeyld =
B

f#/> Signature =E&

/> Timestamp =E&

&> Version =E&

FoEY Action 1B (1%
API N34T )

Fo5889 AccessKeyld
{8 (i% key FFE)

1Z AccessKey T2
IR

Fo39/9 Signature BY
B (SBERER )

FoXHY
SignatureMethod EX
=]

FoRHY
SignatureVersion EX

=]
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IllegalTimestamp

SignatureNonceUse
d

InvalidParameter
InvalidOwnerld
InvalidOwnerAccoun

t

InvalidOwner

Throttling

Throttling

InvalidAction

UnsupportedHTTPM
ethod

ServiceUnavailable

UnsupportedParame
ter

InternalError

The input parameter

“Timestamp” that
is mandatory for
processing this
request is not
supplied.

The request
signature nonce has
been used.

The specified
parameter “Action
or Version” is not
valid.

The specified
Ownerld is not valid.

The specified
OwnerAccount is
not valid.

Ownerld and
OwnerAccount
can’ t be used at
one API access.

Request was denied
due to request
throttling.

Request was denied
due to request
throttling.

Specified action is
not valid.

This http method is
not supported.

The request has
failed due to a
temporary failure of
the server.

The parameter
" <parameter
name>" is not
supported.

The request
processing has failed
due to some
unknown error,
exception or failure.

400

400

400

400

400

400

400

400

403

403

500

400

500

Fo5889 Timestamp EX
& ( Timestamp 5fR
SeaiaEEEd T 1
AN )

FoRHY
SignatureNonce (1%
SignatureNonce B
WAERT )

FoBY Version BYE

FoE9 Ownerld BUE

T8
OwnerAccount BY{E

EI{FERT Ownerld
#0 OwnerAccount

ERGRIEIESEIE)
1Z key B9JEF quota
ER%

1% key FoEMRZ
API

PR TASTF
Http Method ( 2481
TOP R52#F post I
get)

RS

e T TTRHISEL

Hftbf&)
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MissingParameter

Forbidden.SubUser

UnsupportedParame
ter

Forbidden.InstanceN
otFound

Forbidden.DiskNotF
ound

Forbidden.SecurityG
roupNotFound

Forbidden.Snapshot
NotFound

Forbidden.ImageNot
Found

Forbidden.RAM

Forbidden.NotSupp
ortRAM

InsufficientBalance

The input parameter
Ownerld,OwnerAcco
unt that is
mandatory for
processing this
request is not
supplied.

The specified action
is not available for
you,

The parameter
" <parameter
name>" is not
supported.

The specified
Instance is not
found, so we

cann’ tget enough
information to check
permission in RAM.

The specified Disk is
not found, so we
cann’ tget enough
information to check
permission in RAM.

The specified
SecurityGroup is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified
Snapshot is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified Image
is not found, so we
cann’' tget enough
information to check
permission in RAM.

User not authorized
to operate the
specified resource,
or this API doesn’ t
support RAM.

This action does not
support accessed by
RAM mode.

Your account does

10

403

403

400

404

404

404

404

404

403

403

400

BREzEOSEEE
Ownerld

pas s e S

XS HFAUER

ER7T RAM B FNK
S#HTEERERD , EE
RRBIES R EIR
Instance ~ZE

{EFAT RAM EHFMK
S TEIRAEER
ARFIE R ERY
Disk AF1E

5FT RAM #ZFIK
SHTEIFEEER
R RER
SecurityGroup A%
7=

5F T RAM #ZFIK
SHITRIRAEER
RRipEERER
Snapshot ~FE

T RAM N FMK
SHiTEIFREER
RRipIEERER
Image A=F%&

{EF7T RAM $ERLF K
SHTERLEER
R ERBWIERRY
2%

ZEOARTIFER
RAM Ai#1Ti5a]

REE
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not have enough
balance.
Request uses a client ERT— I E&ERY
token in a previous #9 ClientToken , {81t
Iec:i/lr?sr:rc\);(:?;Paramet request but is not 400 RIERKABSEIN S F—
identical to that IRfEFZ Token RY
request. request A~—#£.
Your account has
RealNameAuthentic not passed the real- TP
ationError name authentication 403 FRFARIRHTEEINE
yet.
The specified
Invalididempotence parameters are e g
Parameter.Mismatch different from 403 BESUTRE
before
The last token
LastTokenProcessing ~ request is 403 EIRERE L
processing
The specified
InvalidParameter parameter is not 400 SEIRINEY

valid

o=tk

VPC [RBEXIBMARRNERHITEMINIE , FrATISHER HTTP B2 HTTPS thildRaRiEK , #mErtiaK
FE S (Signature ) 58, VPC i@3{#H Access Key ID #1 Access Key Secret HH{TRIFRINZAI 43k
RS RIIRIZEE B, Access Key ID #1 Access Key Secret HFE =B A MALIHIEE ( AfLUBEIE=
BEAMGEREIIETE ) , Hep Access Key ID BFHRRIBIEIERNSS ; Access Key Secret ERFINEZEZF
FFEMRSESmIIES B FRERES | M- BRE , RENE=FIRAFME.

FRFEEERT |, ZR TN ERZEHEREI TSR |

(ERIERSEENDEHRNERFRE ( Canonicalized Query String )

(a) BEHF. RBSHEMRNFHINFINEKRPAENIERSEH (GE "QLERss” MiEOn
BEMSE , (BREeEIE "AHEKRSEH" PiRFINSignature SHAE ) #HTHER.

T H(FEA GET AiARRIERE , XESHHEERK URI FHISEED (B URIF 7" Z/EH
" ERAIERSD ) .

(b) B8RS, NHEFRZ BRIEKRSEHIIBFRFIED BIBUTF-8Z= R EHTURLYRRS. SRASAIFMIRILN
T

11
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i WFFFA-Z a-z. 0-9LIRFRF " 0 "L L Y NRED
ii. T EAFRRDA %XY" B8, B XY 2FRXIR ASCI 8319 16 IR, HIISSAINGIS
(") YIRIAVREDFE %22
i XTI RAY UTF-8 75 | fRIBAL "%XY%ZA.." R ;

iv. FRIGIPAIRISIE () BRRIEE %20, TIARMS (+).

iE 1ZERIB A AI—AREARY “application/x-www-form-urlencoded” MIMERSZ{ZmiBELA(ELAN
JavatERERY java.net. URLEncoderf9SCIR) 18, (BXEFARE. SEHIRY, ATLASCRtRERERITS T,
TS, ASIERBENFRETINS (+) BiE %20, ES (*) Bl %2A. %7E BiEEIK
RS (~) , A58 AR RIS Frr e, XPNEET LA TER percentEncode 7353k
SCHR :

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*",
"%2A").replace("%7E", "~") : null;

}

(0) BRIBENSHSMIERRYEFS (=) HTEER.
(d) BFSEREINSHEASRERBFNIFRORERFTSIER | RIERIRUBIERF TS

B E—SHiErII e =R R IR IR T ERIR NSRS RRIFTER

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Hrh HTTPMethod 212325 KFARY HTTP 753% , tban GET.

percentEncode( "/ ) 21ZHR 1.b AR URL RSHINIRI=ERF /" #HITRIBERIRNE , BD
"%2F"

percentEncode(CanonicalizedQueryString) %358 1 SHMISHILBAIERERHZ 1.b thifmk

89 URL RSN JmiB 15 2= Rr e,

1%H8 RFC2104 MUENX |, ITEFSZFFE StringToSign B9 HMAC {B. iR : IHHEEZRHFERN
Key S2FF#FERY Access Key Secret Fil E— "&" ZFFF(ASCIL38) , EAEEEER
SHAL,

1ZRE Base64 fRASAINIIE @AY HMAC (BEfRmB=rTE , BI5EI&&{E ( Signature )

FBERIRE =B Signature ZEGHFIIERERSE S | RISShAXSiERERANTIE.

12
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IR BEANEREEEAREIBERSEEREVPCIRS BN R , BFNEMSEH—E , &R
RFC3986 AY#LM#1T URL 4@H3.

LA DescribeRegions J9ffll , {Ri%{5EMAY Access Key Id 2  “testid” , Access Key Secret 2
“testsecret” , FPASZFIAVIBERK URL A9 :

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHAl1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
26&SignatureVersion=1.0

MitEERNFEEF R StringToSign 79 :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMe
thod%3DHMAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A247%26Version%3D2014-05-26

EJ9Access Key Secret & “testsecret” , FRLABBFitE HMAC B9 Key /5 “testsecret&” | it
BEINEEER

CTIXOVtwR86fNWSnsc6v8YGOjuE=

BEZIEASignatureSHINARIURLIE RS , BRIRFEAIURL 7 :

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNon
ce=3ee8c1b8-83d3-44af-a94f-4e0adB82fd6cf&Version=2014-05-

268 AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

KT MR TERFHERERAFEETG , FEUMR - EEREO.

APIHESS

SEEZRIIP ARSI

API i
AllocateEipAddress BRiE 1 MM AR IP
AssociateEipAddress s IP SR ERIE RIS = AR SS2aSLhI

13
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DescribeEipAddresses

ModifyEipAddressAttribute

UnassociateEipAddress

ReleaseEipAddress

THEMSEEXEO

API

CreateVpc
DeleteVpc
DescribeVpcs
ModifyVpcAttribute

B FRE TR

API

DescribeVRouters

ModifyVRouterAttribute

AT RO

API
CreateVSwitch
DeleteVSwitch

DescribeVSwitches

ModifyVSwitchAttribute

B R AR

API
CreateRouteEntry
DeleteRouteEntry

DescribeRouteTables

EifEEHIRATEIE AR IP 55

IESGEEEEAR IP (RN BRIEZATESGE LR
R IP BT EERRIE

BRI IP FI=ARSSEESLAIRIFBER R
RERGEERK IP

R

TEfERERIti Bl 1 A VPC
pRIEER VPC

B EIRIEEMEIE
1EBUERE VPC HBM

111
EiE e BT IR
IESUEEERI BN

111
EIEETBEMESACIE L MRS
B FEERTAZIRAN
EiEER A BRI RS
IESUERE IR BB

1)

FEEENXEHFE

R TERERIE E XS
ERRAFE M RHRRFIR

14
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NATRISAERE

API

CreaeNatGateway
DescribeNatGateways
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry

DescribeForwordTableEntries

VPNRIAEEE0

APLEOETR
CreateVpnGateway
DescribeVpnGateways
DescribeVpnGateway
ModifyVpnGatewayAttribute
DeleteVpnGateway
CreateCustomerGateway
DescribeCustomerGateways
DescribeCustomerGateway
DeleteCustomerGateway
ModifyCustomerGatewayAttribute
CreateVpnConnection
DescribeVpnConnections
DescribeVpnConnection

ModifyVpnConnectionAttribute

Hifid

BIEENATRI
BEIINATRKSZE
THIBRNATRI
HIANATHREESIER
IEBINATH RS
IEBINATHEE - 1GNP
IEBINATHEE - AP
FHIBRNATHEE
AN O AR AN
B 1 A HAR
1EMR O AR
Eiffim R HNIGIZE

15
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BIEEVPNRIX
EIHVPNRIXTIZE
BEIRVPNRKIFHESR
1E2VPNRIX

ARV PNRISR
BIERAFPMX
BRI
EIRFPMXIFMESE
pllESEE IRl TES
1R MK
BIEEVPNIZERZ
EAVPNIERSIZE
ERVPNIEEFHESR
IE2VPNIZERZ
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DeleteVpnConnection FHIBRVPNIZESE
DownloadVpnConnectionConfig TEVPNEZEER S

HbtEESCE

API R
DescribeRegions ERO] FRttE IR
DescribeZones HiFTAHAX

RO

API R
DescribeEipMonitorData BEEEMUAW IP S RER

YRGB izO

API 1)
CreatePhysicalConnection ISR &N
CancelPhysicalConnection ECEYIEE SN
DeletePhysicalConnection PBRIIIERE £
DescribePhysicalConnections EEYIRELETIR
EnablePhysicalConnection FHEEEE
ModifyPhysicalConnection EEEE LB
TerminatePhysicalConnection MEREHENELL

et N Al s S S

API R
CreateVirtualBorderRouter NN RS
DescribeVirtualBorderRouters BEiAEHILRERAZEFIE

DescribeVirtualBorderRoutersForPhysic S .
alConnection BEEYEE A THNARIRHEEEYIER

ModifyVirtualBorderRouter IEBUEINA R IR HRRER
RecoverVirtualBorderRouter RE IR RS

16
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TerminateVirtualBorderRouter & IFRRHNANRERHRES
E&HEsE IR0
API 1)
ActivateRouterInterface BRSO E NS
ConnectRouterInterface RECH SR %R
CreateRouterInterface TS HEEEO
DeactivateRouterInterface BRSO E RS
DeleteRouterInterface pREE RS
DescribeRouterInterfaces ERRBEEEOSIE
ModifyRouterInterfaceAttribute IEXRREREOREMY
ModifyRouterInterfaceSpec IR R OIS

BRI

APIZ RSN
API Explorer

APIEERAIL

{EEIRAMIEHI A SX EMSHIVPCEEIRIGIE]

B

FRFEIZNEENEER  BRZAFECHEINER. FABRT , BFXE CRIRIRIBETEAVRIERUR
. JLMERASEHFIERIETE APL X8RI TIRE.

EEEFKSHZRT  FIKSNISIZIRREEREZRFERSHERN. FEEI RAM RIS, 4

17
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FFIRS B FERSTIRAIUR,
£ 7 NAIER RAM EERATLAIEEMETRZA  BHRECGCSIFAYE T RAM P30 1 APL 34,

NREAREBEWFPH T EENER AL |, SILABNSIET. BT XEERD FHARIBENI St
HARER S ROERRAGER.

RAME

wiRsea

Vpc

VRouter

VSwitch

RouteTable

HaVip

EIP

NATRIX

im0k

A AN S B M ERIRIEE

18

RAUCRIE PRI BRIRER T

acs:vpc:$regionid:$accountid:vpc/$vpcid
acs:vpc:$regionid:$accountid:vpc/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:vrouter/$vrouter
id

acs:vpc:$regionid:$accountid:vrouter/*
acs:vpc:*:$accountid:vrouter/*

acs:vpc:$regionid:$accountid:vswitch/$vswitch
id

acs:vpc:$regionid:$accountid:vswitch/*
acs:vpc:*:$accountid:vswitch/*

acs:vpc:$regionid:$accountid:routetable/$rout
etableid
acs:vpc:$regionid:$accountid:routetable/*
acs:vpc:*:$accountid:routetable/*

acs:vpc:$regionid:$accountid:havip/$havipid
acs:vpc:$regionid:$accountid:havip/*
acs:vpc:*:$accountid:havip/*

acs:vpc:$regionid:$accountid:eip/$allocationid
acs:vpc:$regionid:$accountid:eip/*
acs:vpc:*:$accountid:eip/*

acs:vpc:$regionid:$accountid:natgateway/$nat
gatewayid
acs:vpc:$regionid:$accountid:natgateway/*
acs:vpc*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:bandwidthpacka
ge/$bandwidthpackageid
acs:vpc:$regionid:$accountid:bandwidthpacka
ge/*

acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:forwardtable/$fo
rwardtableid
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Frkigr

SNATZ

FAF®IX

VPN

VPN

E R I EISKET]

FRRGZIERIAT

Hrp : FfB $regionid REAFEA region B id , ak&" * *; FiB $vpcid REAEA vpc B9 id , =& " ; LA

SN

acs:vpc:$regionid:$accountid:forwardtable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:snattable/$snatt
ableid
acs:vpc:$regionid:$accountid:snattable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:customergatewa
y/$customergatewayid
acs:vpc:$regionid:$accountid:customergatewa
y/*

acs:vpc:*:$accountid:customergateway/*

acs:vpc:$regionid:$accountid:vpnconnection/$
vpnconnectionid
acs:vpc:$regionid:$accountid:vpnconnection/*
acs:vpc:*:$accountid:vpnconnection/*

acs:vpc:$regionid:$accountid:vpngateway/$vp
ngatewayid
acs:vpc:$regionid:$accountid:vpngateway/*
acs:vpc:*:$accountid:vpngateway/*

acs:vpc:$regionid:$accountid:
globalaccelerationinstance /$
globalaccelerationinstanceid
acs:vpc:$regionid:$accountid:
globalaccelerationinstance /
acs:vpc:$accountid:
globalaccelerationinstance /*

acs:vpc:$regionid:$accountid:*
acs:vpc:*:$accountid:*

RAMAIRI X &5 MEFFHITEINEYAction

FERAMA | AT — PN EBRMERFHITLATActionfI#Ei. BIREIActionFIAPHEZ RIS RIKEINT

API

CreateVpc
DeleteVpc
DescribeVpcs
ModifyVpcAttribute

DescribeVRouters

19

Action

vpc:CreateVpc
vpc:DeleteVpc
vpc:DescribeVpcs
vpc:ModifyVpcAttribute

vpc:DescribeVRouters
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ModifyVRouterAttribute
CreateVSwitch
DeleteVSwitch
DescribeVSwitches
ModifyVSwitchAttribute
CreateRouteEntry
DeleteRouteEntry
DescribeRouteTables
CreateHaVip

DeleteHaVip

AssociateHaVip
UnassociateHaVip
DescribeHaVips
AllocateEipAddress
AssociateEipAddress
DescribeEipAddresses
ModifyEipAddressAttribute
UnassociateEipAddress
ReleaseEipAddress
DescribeEipMonitorData
CreaeNatGateway
DescribeNatGateways
ModifyNatGatewaySpec
ModifyNatGatewayAttribute
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
ModifyBandwidthPackageAttribute
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry

DeleteForwardEntry

20

vpc:ModifyVRouterAttribute
vpc:CreateVSwitch
vpc:DeleteVSwitch
vpc:DescribeVSwitches
vpc:ModifyVSwitchAttribute
vpc:CreateRouteEntry
vpc:DeleteRouteEntry
vpc:DescribeRouteTables
vpc:.CreateHaVip
vpc:DeleteHaVip
vpc:AssociateHaVip
vpc:UnassociateHaVip
vpc:DescribeHaVips
vpc:AllocateEipAddress
vpc:AssociateEipAddress
vpc:DescribeEipAddresses
vpc:ModifyEipAddressAttribute
vpc:UnassociateEipAddress
vpc:ReleaseEipAddress
vpc:DescribeEipMonitorData
vpc:CreaeNatGateway
vpc:DescribeNatGateways
vpc:ModifyNatGatewaySpec
vpc:ModifyNatGatewayAttribute
vpc:DeleteNatGateway
vpc:DescribeBandwidthPackages
vpc:ModifyBandwidthPackageSpec

vpc:ModifyBandwidthPackageAttribute

vpc:AddBandwidthPackagelps
vpc:RemoveBandwidthPackagelps
vpc:DeleteBandwidthPackage
vpc:CreateForwardEntry

vpc:DeleteForwardEntry
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ModifyForwardEntry
DescribeForwardTableEntries
CreateSnatEntry

ModifySnatEntry
DescribeSnatTableEntries
DeleteSnatEntry
CreateCustomerGateway
DeleteCustomerGateway
DescribeCustomerGateway
DescribeCustomerGateways
ModifyCustomerGatewayAttribute
CreateVpnConnection
DeleteVpnConnection
DescribeVpnConnection
DescribeVpnConnections
ModifyVpnConnectionAttribute
DownloadVpnConnectionConfig
DeleteVpnGateway
DescribeVpnGateway
DescribeVpnGateways
ModifyVpnGatewayAttribute
CreateGlobalAccelerationInstance
AssociateGlobalAccelerationInstance
UnassociateGlobalAccelerationlnstance

ModifyGlobalAccerlationInstanceSpec
ModifyGlobalAccerlationInstanceAttributes

DeleteGlobalAccelerationIlnstance
DescribeGlobalAccelerationInstances

DescribeServerRelatedGlobalAccelerationlnsta
nces

21

vpc:ModifyForwardEntry
vpc:DescribeForwardTableEntries
vpc:CreateSnatEntry
vpc:ModifySnatEntry
vpc:DescribeSnatTableEntries
vpc:DeleteSnatEntry
vpc:CreateCustomerGateway
vpc:DeleteCustomerGateway
vpc:DescribeCustomerGateway
vpc:DescribeCustomerGateways
vpc:ModifyCustomerGatewayAttribute
vpc:CreateVpnConnection
vpc:DeleteVpnConnection
vpc:DescribeVpnConnection
vpc:DescribeVpnConnections
vpc:ModifyVpnConnectionAttribute
vpc:DownloadVpnConnectionConfig
vpc:DeleteVpnGateway
vpc:DescribeVpnGateway
vpc:DescribeVpnGateways
vpc:ModifyVpnGatewayAttribute
vpc:CreateGlobalAccelerationInstance
vpc:AssociateGlobalAccelerationInstance
vpc:UnassociateGlobalAccelerationInstance
vpc:ModifyGlobalAccerlationInstanceSpec

vpc:ModifyGlobalAccerlationInstanceAttribute
S

vpc:DeleteGlobalAccelerationlnstance
vpc:DescribeGlobalAccelerationInstances

vpc:DescribeServerRelatedGlobalAcceleration]
nstances
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AN

EGRMLZZAPISERERNI

HFIKSEI Open APl MEMWKSHIEEMERFRHTHEAN , EBEMKEER RAM FHTRIGE , LR
RRAEESEXZRIERSIRR T THRE.

1M AREROpen API ARES REIREIRLAK API BB SCRIBER EMBEMLEIRANIR, Bixith , 81
AP RIS N T

Action

vpc:CreateVpc

vpc:DeleteVpc

vpc:DescribeVpcs

vpc:ModifyVpcAttrib
ute

vpc:DescribeVRouter
s

vpc:ModifyVRouterA
ttribute

vpc:CreateVSwitch

vpc:DeleteVSwitch

vpc:DescribeVSwitch
es

vpc:ModifyVSwitchA
ttribute

vpc:CreateRouteEntr
y

Resource

acs:vpc:$regionid:$a
ccountid:vpc/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vpc/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vrouter/*

acs:vpc:$regionid:$a
ccountid:vrouter/$vr
outerid

acs:vpc:$regionid:$a
ccountid:vswitch/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:vswitch/*

acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid

22

Condition

EEEEIN
VRouterld :
"vpc:Vpc"” " acsivp
c:$regionid:$account
id:vpc/$vpcid”
FgEVRouterld :
"vpc:Vpc" " acsivp
c:$regionid:$account
id:vpe/*”

“vpc:Vpc” " acsivp
c:$regionid:$account
id:vpc/$vpcid”



EBEML VPC

Frkigr

vpc:DeleteRouteEntr
y

vpc:DescribeRouteTa
bles

vpc:CreateHaVip

vpc:DeleteHaVip

vpc:AssociateHaVip

vpc:UnassociateHaVi
P

vpc:DescribeHaVips

vpc:AllocateEipAddr
ess

vpc:AssociateEipAdd
res

vpc:DescribeEipAddr
esses

vpc:ModifyEipAddre

acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid

VRouterd &% :
acs:vpc:$regionid:$a "vpc:VRouter” :" a
ccountid:routetable/ cs:vpc$regionid:$acc
* ountid:vrouter/$vro
uterid”

acs:vpc:$regionid:$a
ccountid:havip/*
acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/*

acs:vpc:$regionid:$a
ccountid:eip/*

InstanceType/y
Ecslnstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in

stanceid
InstanceType/y
HaVip :

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:eip/*

acs:vpc:$regionid:$a

23
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ssAttribute

vpc:UnassociateEipA
ddress

vpc:ReleaseEipAddre
ss

vpc:DescribeEipMoni
torData

CreaeNatGateway

DescribeNatGateway
s

ModifyNatGatewayS
pec

ModifyNatGatewayA
ttribute

DeleteNatGateway

CreateBandwidthPac
kage

DescribeBandwidthP
ackages

ccountid:eip/$allocat
ionid

InstanceType/s
Ecslnstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid
InstanceType/s
HaVip :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

acs:vpc:$regionid:$a
ccountid:natgateway
/*

EITEENATRX :
acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid
EBNATRIKFIZ :
acs:vpc:$regionid:$a
ccountid:natgateway
/*

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

HEENIHETEE
=R
acs:vpc:$regionid:$a
ccountid:bandwidth

24
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ModifyBandwidthPa
ckageSpec

ModifyBandwidthPa
ckageAttribute

AddBandwidthPacka
gelps

RemoveBandwidthP
ackagelps

DeleteBandwidthPac
kage

CreateForwardEntry

DeleteForwardEntry

ModifyForwardEntry

DescribeForwardTab
leEntries

CreateSnatEntry

ModifySnatEntry

DescribeSnatTableEn
tries

DeleteSnatEntry

package/$bandwidt
hpackageid
EEHEHEEAIIR
acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:snattable/*

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$

25
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vpc:CreateCustomer
Gateway

vpc:DeleteCustomer
Gateway

vpc:DescribeCustom
erGateway

vpc:DescribeCustom
erGateways

vpc:ModifyCustomer
GatewayAttribute

vpc:CreateVpnConn
ection

vpc:DeleteVpnConn
ection

vpc:DescribeVpnCon
nection

vpc:DescribeVpnCon
nections

vpc:ModifyVpnConn
ectionAttribute

vpc:DownloadVpnC
onnectionConfig

vpc:DeleteVpnGatew
ay

vpc:DescribeVpnGat
eway

vpc:DescribeVpnGat

snattableid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni

d

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a

26
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ccountid:vpngatewa

eways y/*

) . acs:vpc:$regionid:$a
vpc.ModﬁprnGate ccountid:vpngatewa
wayAttribute

vpc:CreateGlobalAcc
elerationInstance

vpc:AssociateGlobal
AccelerationInstance

vpc:UnassociateGlob
alAccelerationInstan
ce

vpc:ModifyGlobalAc
cerlationInstanceSpe
c

vpc:ModifyGlobalAc
cerlationInstanceAttr
ibutes

vpc:DeleteGlobalAcc
elerationInstance

vpc:DescribeGlobalA
ccelerationInstances

vpc:DescribeServerR
elatedGlobalAcceler
ationlnstances

y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta
nceid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

XTFRM=mSVPCHRKRFaYiRER

Bt == RAERT R EEMEEIR (VPC, VSwitchE ) BUIRIE , EEENEEMETRINRERIR.
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BIENEIFRECSRIFEANZIEAN A |, FEQIFRECSHNZVSwitchRIRPR ; MEIESEEHIVPCEMERT , NRIGECSI—
PNRINIEBR B — MRS |, FERITEBIZECSSTHFIR N ITIRNAIRI,

BIENECS CreatelnstancefIModifyInstanceVpcAttribute:

Action

ecs:Createlnstance

ecs:ModifylnstanceVpcAttribute

VPCiE<#=O

TN

fig

fEfEERYE R 1 4> VPC

Resource

acs:ecs:$regionid:$accountid:instance/*
acs:ecs:$regionid:$accountid:securitygroup/$s
ecuritygroupid
acs:ecs:$regionid:$accountid:image/$imageid
[and
acs:ecs:$regionid:$accountid:snapshot/$snaps
hotid(#NERfgE 7 DataDisk.n.Snapshotld)]
[acs:vpc:$regionid:$accountid:vswitch/$vswitc
hid(2N548E 7 VSwitchld)]

acs:ecs:$regionid:$accountid:instance/$instan
ceid
acs:vpc:$regionid:$accountid:vswitch/$vswitch
id ( Z4RUECSER7ERYVSwitchld )
acs:vpc:$regionid:$accountid:vswitch/$vswitch
id (4NEREBRVSwitch , IBETZEIRT

VSwitchId )

- VPC RgetgxE 1 1~ CidrBlock , CidrBlock HSEEIE4E 10.0.0.0 /8. 172.16.0.0 /12 %0
192.168.0.0 / 16 KE{I89FM , CidrBlock A3 /9 8 - 24 {17 , BAIA/9 172.16.0.0 / 12

- VPC 8iEEFAEH CidrBlock

- 81 VPC BENEF REGIREDThEARME , IS HhER—HEN AR BAXA
- 81 VPC BENET mLfIEEANET 10000 4
- B VPC BY , 2BEmEIE 1 NEMERRREH 1 MEHR. 81 VPC Rira 1 NEMERRES 1

MEHEFE

- BVPC, STHEBMEFMIMERIMER UserCidr ; SRS MNEFMIMER 2 BIFEEHEE A (Ekan

28
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10.0.0.0/8%7110.1.0.0/16 , 1:A10.0.0.0/83LFRAERY)

BREH
i

Action

Regionld

CidrBlock

VpcName

Description

ClientToken

UserCidr

BEIZH

BR

Vpcld
VRouterld
RouteTableld

7
String

String

String

String

String

String

String

KE

String
String
String
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iy

iy

H

iy

fEk

REMESE , BE
: CreateVpc

FTEERY VPC FRTERYMEIE,

B]%&{E 10.0.0.0/8.
172.16.0.0/12%0
192.168.0.0/16 % &1i]
BERFM. AR
172.16.0.0/12

VPC BfR , NENAZ
, ANERZE. KEE
ElA2~1281MFT, X
BFEEAHANER , ©
MARNEFHTFHHL
Fk , TEAHFE
"oE ", AEERA
“http://" %
“https://" Frk

SHEEE VPC B9EIA |
EUARZE , BWAEAT
. KESEEN2 ~ 25610
FH, FENEFHX
FRF, A eeLA
“http://" =%
"https://" FF3k

BT RIEERNESFTE
. HEFIRERIZEE
B, B{FIEEARARBR
BfE— , RAMMED 64
AN ASCIL =7, BiAs

DA R
FBPIRIZRAIMER | 40
BENSTMERISER
R¥mESFAR
, BREFE3MER

)%

RREDERITEME ID

HEEgs 1d

e Id
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HIR
RIS it Hittp 1R725%0 B

InvalidRegionld.Not Specified value of

“Regionld” is not 404 15%ERY Region A F7E
Found
supported.
. Specified CIDR block - n
InvalidParameter < ot valid 400 TEERIMER AN 1ER
Resource you
ResourceNotAvailabl requested is not 400 18ERY Region B
e available in this Zone A% VPC
region or zone.
InvalidVpcName.Mal Specified VPC name &
formed is not valid. 400 VPC BRIl A IR
. o Specified VPC E—— s e o
InvalidVpcDiscriptio description is not 400 1EERY VPC #ERfER
n.Malformed : A1
valid.
User not authorized A e e E AR
Forbbiden to operate on the 403 ﬁg%ﬁhmﬁﬁm}*
specified resource.
VPC quota FBR&T8 VPC #2
Quotakxceeded.Vpc exceeded. 400 IAZFCER LR
. Specified UserCidr 18xERY UserCidr &=t
InvalidParameter invalid format. 400 ek

Specified UserCidr ¥EER UserCidr FR

InvalidParameter \S/:Iki);et mask is not 400 IR A
. . Specified UserCidr S~ Ak
anahdUserCldr.Quot number is greater 400 :;acggﬁ UserCidr N
than 3.
. . Specified UserCidr 18xE[Y UserCidr 5
invalidUserCidrMalf - overlapping in of 400 100.64.0.0/10 RERE
100.64.0.0/10. =

pY
=8 Gl

https://vpc.aliyuncs.com/?Action=CreateVpc
&RegionID=cn-beijing
Q< NEHERSE>

30
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RERA

XMLAEZL

<CreateVpcResponse>
<Requestld>461D0C42-D5D1-4009-9B6A-B3D5888A19A9 </Requestld>,
<RouteTableld >vtb-25wm68mnh </RouteTableld >
<VRouterld>vrt-25bezkd03 </VRouterld >
<Vpcld>vpc-257gq642n</Vpcld >

</CreateVpcResponse>

JSON#E=

{
"Requestld": "461D0C42-D5D1-4009-9B6A-B3D5888A19A9",

"RouteTableld": "vtb-25wm68mnh”,
"VRouterld": "vrt-25bezkd03",
"Vpcld": "vpc-257gq642n”

}

IR ML

fag

RS ERY VPC
- BiBR VPC 2Rl , BEISEMERSE VPC RRIFMERIR(BHE VSwitch , ECS

Instance , Connection , HaVip &)
- R Available JX7&H9 VPC aTLAMIER

RS

B -] BBV A

. . REMESE , BB
Action String = : DeleteVpc
Vpcld String 2 TEMIRREY VPC BY Id
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=R )% Http R7&H3
Current VPC status
IncorrectVpcStatus does not support 400
this operation.
DependencyViolatio zggce:':\'sgn?bjed has 400
n.RouteEntry resources
DependencyViolatio 32e2':"§2n?bjed has 400
n.Instance res%urces
N Specified object has
DependencyViolatio
. dependent 400
n.VSwitch resources
R Specified object has
DependencyViolatio
n.SecurityGroup ?;%i?ggst 400

a6y
Rl

https://vpc.aliyuncs.com/?Action=DeleteVpc
&Vpcld=vpc-25eq58pl3
<RNHIFRSH>

RERA

XMLABZL

<DeleteVpcResponse>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>
</DeleteVpcResponse>

JSON#&=.

32

&Y

Za) VPC BPRETE
STHRAX MR

=/ VPC IR FERM
BRAYEE X ER AN
, VPC BRI

2571 VPC IR FTEARM
BREYZ==msEhl , VPC
ARIBR T

a1 VPC IR TFERM
BREY VSwitch , VPC

ARIRRARIL

Z551 VPC iR FTEARM
frIGZ= 24 , VPC
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{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

=g

S|TE RS

faid

EEERNEEMEIIR, OSSO RNER , SHE

=

BN 10 £,

ZERORSBRISHNGEN , FaRRSHZEIKEIARR | REEREMERMN "&" .

IBREHY
i

Action
Vpcld

Regionld

IsDefault

PageNumber

PageSize

IR[EIZ2EY

EA

eS|

String

String

String

Boolean

Integer

Integer

]
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RBEYM

Hm

iy

Hm

iy

iy

iy

1k

REMESE , BB
: DescribeVpcs

FETEM Vpc B9
Id, x#&z200
Vpcld B9t EEH

, Vpcld Z[EiER¥AE
ESfEF.

EiSEEAY VPC

BB HIEERegion THY
ERIAVPC |, ATIE(E :

true —2
false—&
HEARES IS HAIRE]
Frf5i8ERegion FHY
VPC

SRS ZRAYTTRS

 BIRER 1, RIME
H1
D RERNRENER

178, &RAES01T, B
A9 10
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Vpcs VpcType Vpc i#1E VpcSetType BHIES
TotalCount String HIFREZEH
PageNumber Integer RIS
PageSize Integer HRInRBas KB
AJ
fERS
iR R Http AESH 3%

Specified region is
Forbidden.RegionNo not found during
tFound access

authentication.

404

By
iRl

https://vpc.aliyuncs.com/?Action=DescribeVpcs
&Regionld=cn-beijing
Q< NEHERSE>

R [E75)

XMLAEZ,

<DescribeVpcsResponse>

<Requestld> DA1DAE87-43FA-472F-98BB-4FDBAA4A688D </Requestld>
<Vpcs>

<Vpc>

<Vpcld> vpc-257gq642n </Vpcld>
<Regionld>cn-beijing </Regionld >
<VpcName></VpcName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<Status>Available</Status>

<UserCidrs> </UserCidrs>
<CidrBlock>172.16.0.0/16</CidrBlock>

<VSwitchlds>

</VSwitchlds>

<CreationTime> 2014-10-29T13:30:19Z</CreationTime>
</Vpc>

</Vpcs>
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</DescribeVpcResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "DA1DAE87-43FA-472F-98BB-4FDBAA4A688D",
"TotalCount": 1,

"Vpcs": {

"Vpc":

{

"CidrBlock": "172.16.0.0/16",

"CreationTime": "2014-10-29T13:30:19Z",

"Description™: "",

"Regionld": "cn-beijing",

"Status": "Available",

"UserCidrs": {

"UserCidr": []

b
"VRouterld": "vrt-25bezkd03",
"VSwitchlds": {

"VSwitchId": []

b

"Vpcld": "vpc-257gq642n”,
"VpcName": ""

}

}

}

ERTEMERE

it

1EBUEE VPC BB

ITREH

BR == REBYM
Action String 2
Vpcld String =
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: ModifyVpcAttribute
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VpcName

Description

=

RS

InvalidVpcld.NotFou
nd

InvalidVpcName.Mal
formed

InvalidVpcDiscriptio
n.Malformed

InvalidParameter
InvalidParameter

InvalidUserCidr.Quot
a

InvalidUserCidr.Malf
ormed

InvalidUserCidr.Malf
ormed

String

String

5

Specified VPC does
not exist.

Specified VPC name
is not valid.

Specified VPC
description is not
valid.

Specified UserCidr
invalid format.

Specified UserCidr
Subnet mask is not
valid.

Specified UserCidr
number is greater
than 3.

Specified UserCidr
overlapping in of
100.64.0.0/10.

Specified UserCird
status is wrong, do
not allow operation
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404

400

400

400

400
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400

400

IERERES , A
A=, EOMERZ , 12,
128] BN
, SRR/ NP
YL, TRAHT

R A

ELRAERSE, &

8ELA http:// #0 https://

FHk.

1ESEREA |, AEL
A=, BNMERZE, [2
256] B HIFRF

, ABELA http:// 70
https:// FFk.

EX
187EM VPC RF1E

1EEM VPC B9
AAFFEER

1EERY VPC HEARAINE
AAFFEER

18%ERY UserCidr &=

REIE

15ERY UserCidr FK

BIEAGE

18RI UserCidr N

K73
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|
Rl

https://vpc.aliyuncs.com/?Action=ModifyVpcAttribute
&Vpcld=vpc-257gq642n

&VpcName=Vpc02

B <RHIFREH>

N —
IR[E7:5)
XMLigz(
<ModifyVpcAttributeResponse>

<Requestld>5741F353-AD13-41A2-83C7-19E49BD9AE30</Requestld >
</ModifyVpcAttributeResponse>

JSON#EZ

{
"Requestld": "5741F353-AD13-41A2-83C7-19E49BD9AE30"

}

IEHaSE><EEO

=ylfiz gt 1R

EifigHaESIR
R

EiEERAIRERRFIR. OO NER , SIAVHEIIAN 10 4.
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RS
B

Action
VRouterld

Regionld

PageNumber

PageSize

BEIZH

2R
VRouters

TotalCount
PageNumber
PageSize

xR
R

Forbidden.RegionNo
tFound

apY
ikl

sem

String

String

String

Integer

Integer

Pl
VRouterSetType

Integer
Integer

Integer

1)

Specified region is
not found during
access
authentication.

https://vpc.aliyuncs.com/?Action=DescribeVRouters

&Regionld=cn-beijing
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= FEAHIAM VRouter A9
= Id
= BEiEE AT
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A1
S IREAEZENER
B 78, xXE 5017, B
A9 10
iR
VRouter 1#{& VRouterSetType HfY
NES
FIFREZEZBE
EEIDGE
HRIDREEEZVEE
Http R&HB BN
404 1EERY Region AAF7E



EBEME VPC Frkigr

B EREH>
LAEIAN

XMLAEZ,

<DescribeVRoutersResponse>
<Requestld>C2C6EF61-53B7-4071-A87D-B42F1F17FA5A </Requestld >
<VRouters>

<VRouter>

<Vpcld>vpc-257gq642n</Vpcld>

<VRouterName> </VRouterName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld>
<RouteTablelds>
<RouteTableld>vtb-25wm68mnh</RouteTableld>
</RouteTablelds>
<CreationTime>2014-10-29T13:30:19Z</CreationTime>
</VRouter>

</VRouters>

</DescribeVRoutersResponse>

JSON#E=

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "C2C6EF61-53B7-4071-A87D-B42F1F17FA5SA",
"TotalCount": 1,

"VRouters": {

"VRouter": [

{

"CreationTime": "2014-10-29T13:30:19Z",

"Description™: "",

"Regionld": "cn-beijing",

"RouteTablelds": {

"RouteTableld": [

"vtb-25wm68mnh”

]

b
"VRouterId": "vrt-25bezkd03",
"VRouterName": "",

"Vpcld": "vpc-257gq642n”

}

]
}
}
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etz e

fag

1EXHERE VRouter B9EME

RS

BR KB

Action String
VRouterld String
VRouterName String
Description String

RS R

Specified virtual
router does not
exist.

InvalidVRouterId.No
tFound

InvalidVRouterName Specified virtual
.Malformed router name is not

40

REYM

Hm

Hm

iy

iy

Http KR5S

404

400

R

REMESE , BE
: ModifyVRouterAttri
bute

FE(EMAY VRouter Y
ID

1589 VRouter &=
, NMENAZ , BOAME
A=, (2, 128] &ExEH
NFERF , RLAKNE
Bk, 988
' XMESERER
HE&. A8l http:// 0
https:// 7k,

1&2/589 VRouter ik
, RNEUAZ , BUAME
A=, [2, 256] E3EHH
XEFRF, ABELA http://
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InvalidVRouterDiscri
ption.Malformed

7B
iGNl

valid.

Specified virtual
router description is 400
not valid.

https://vpc.aliyuncs.com/?Action=ModifyVRouterAttribute

&VRouterld=vrt-25bezkd03

&VRouterName=VRouter
Q< AHIFRSH>

IR Bl

XMLAE=(

<ModifyVRouterAttributeResponse>

<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld >

</ModifyVRouterAttributeResponse>

JSON#EZ

{

"Requestld": "EOAAA98E-8E3C-4C11-95F3-5E2B8AD51703"

}

H
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Frkigra

it

fE8E VPC ARBIE—MRIVSwitch,

- VSwitch TR ML Asen EARTBX.

- 81 VPC B9 VSwitch BEARFIF#EIT 24 1N,

- 8 VSwitch A9HES 7 16 - 29 fi7 , ATLASR(HE 8 - 65535 4N IP ik,

- 84 VSwitch B958 1 MIESE 3 1™ IP #EARFRE (L 192.168.1.0 / 24 J9f5) , 192.168.1.0
192.168.1.255 LAK 192.168.1.253 - 254 XLkttt 2 2R Fe{REFHELL),

- VSwitch ARSZHFEIBFIN 5.

- VSwitch #9 CIDRBlock , ZMNETFEffE VPC #Y CIDRBlock,

- VSwitch 9 CIDRBlock ATLASFRTE VPC K CIDRBlock 8 , {BiXEKEEHY VPC HEEHRE 1 4
VSwitch,

- VSwitch 89 CIDRBlock , A<gE5FR1E VPC 2387 RouteEntry A9 DestCIDRBlock 8[&E],

- VSwitch B9 CIDRBlock , REEEEFRTE VPC 2451 RouteEntry A9 DestCIDRBlock , {ERTLAZE A
RouteEntry A9 DestCIDRBlock AYF£&.

- VSwitch BIERINE , CidrBlock FoEIEHL,

- VSwitch FHI=EF=RELBIFERFIFET VPC RIRAIATB=F=GLAIEE ( 10000 - HBI=rF~fmsE
HEE ) .

- 1 M mEfIRBEET 14 VSwitch,

RS

2R Sl BEYM R
. : = RAENESE , BE
Action String = : CreateVSwitch
Zoneld String = AKX Id
CidrBlock String 2 1EREVSwitchBIRIER
= ; r
Vpdld String = {./;.;EVSwnchFEEE'J

VSwitch®Z#R , AER
=, MMEARZE, [2,
128] &N E A FRF

. WRLAKINF B
XFk , AIEAHTF
BERENMEEHE. &
BELA http:// 0 https://
FFk

VSwitch iR , A<EM
H=E, BAMERZT ., (2
256] X P FRT

, RBELA http:// 1
https:// Frsk

BT RIEERNEST

VSwitchName String

iy

Description String

iy

iy

ClientToken String
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. EEPIRERIZSEH
8, BRIEERRBEK
[AIE— , BRAAME 64
A ASCIL =45

BEIZH

BFR =3id) ik
VSwitchld String RSt oHEcaY VSwitchID

R

RS R Http A7 BN
InvalidZoneld.NotFo Specified zone does .
und not exist. 404 IR XA E
InvalidVpcld.NotFou Specified VPC does —— -
nd not exist. 404 JRRERY VPC AFFTE
InvalidCidrBlock.Mal Specified CIDR block 4 1EERY CIDR BB ALE
formed is not valid. ]
. . Specified virtual . : -~
InvalidVSwitchName ; : FEERY VSwitch &=
switch name is not 400 ol
.Malformed valid. HEIA LS
InvalidVSwitchDiscri gvﬁ)/ﬁcilftlilci:é:[;:t)n i 400 18ERY VSwitch fik
ption.Malformed ot valid. =B AIER
Resource you
ResourceNotAvailabl requested is not 400 187ERY Region B&E 1]
e available in this FAXRA5#F VPC
region or zone.
. Specified CIDR block " -
InvalidParameter ‘< not valid in VPC. 400 f5xERY CIDR A1EFf
. Specified CIDR block 187ERY CIDR S5Hfib
Ir?;/allgdodrBIock.Ove overlapped with 400 VSwitch g9 CIDR &
PP other subnets. =
. Specified CIDR block i8R CIDR 5BER
InvalidCidrBlock.Ove overlapped with 400 B39\ BRpfy CIDR 2=
rlapped =
other entry =
QuotaExceeded.VSw Virtual switch quota 400 VSwitch #(ZiXZ|fC
itch exceeded. IR
Some route entry o BEENEHELT
gr;lcjczrretRouteEntrySt status blocked this 400 pending K%, BlE
operation. VSwitch &
IncorretVSwitchStat Some virtual switch 400 &89 VSwitch &F

43



EBEME VPC Frkigr

us is modifying within pending K%, BlE
the same VPC. VSwitch &
InvalidCirdrBlock.Ma Specified CIDR block 4 1EERY CIDR RIERHEE,
skLength is not valid. AIEF
Current VPC status 18ERY VPC &F
IncorrectVpcStatus does not support 400 pending K% , Bl
this operation. VSwitch £

apY
Bkl

https://vpc.aliyuncs.com/?Action=CreateVSwitch
&CidrBlock=172.16.1.0/24
&Vpcld=vpc-257gq642n

&Zoneld=cn-beijing-a

Q< NEHERSE>

REA

XMLAEZ,

<CreateVSwitchResponse>
<Requestld>861E6630-AEC0-4B2D-B214-6CB5E44B7F04 </Requestld >
<VSwitchld>vsw-25naue4gz </VSwitchld >

</CreateVSwitchResponse>

JSON#&=L

{
"Requestld": "861E6630-AEC0-4B2D-B214-6CB5E44B7F04",

"VSwitchld": "vsw-25naue4gz"
}

MIFRAZIEAN
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it

MpRFEERIVSwitch

- QiR AvailabledR & THIVSwitch
- HBRVSwitchZ Bl , EESRMEIEEVSwitch FRIFTEF=RsEf! , ELRNECSSL{

- {§ERouteTablefTTERIVPCIETECZE/MIBRV SwitchER IEFE S5 /MIBRRouteEntry3&{ERT , Foikd T

FRVSwitchi{E

- BBRVSwitchZ Bl , FRESREIIZV Switch RArERIHaVipsE)

IBKEH
i

Action

VSwitchld

HIR
RIS

InvalidRegionld.Not
Found

IncorrectVSwitchStat
us

DependencyViolatio
n

DependencyViolatio
n.HaVip

IncorretRouteEntrySt
atus

KRB
String

String

HHid

The Regionld
provided does not
exist in our records.

The current virtual
switch status does
not support this
operation.

Specified object has
dependent
resources.

VSwitch cannot be
deleted when there
are some HaVip
dependent with it.

Some route entry
status blocked this
operation.

BB
=

=
=

Http RSB

404

400

400

400

400
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|
Rl

https://vpc.aliyuncs.com/?Action=DeleteVSwitch
&VSwitchld=vsw-25naue4gz
< RHIFRSH>

IR [E]7A)
XMLigst

<DeleteVSwitchesResponse>

<Requestld>AF083E3D-7E29-4B77-A937-1F129802D5F3 </Requestld >
</DeleteVSwitchesResponse >

JSON#EZ
{

"Requestld": "AFO83E3D-7E29-4B77-A937-1F129802D5F3"
}

EII3IAAIER

s

EIIRAFRY VSwitch FIzR, IWEROSHFONER , BIRIEEIIAN 10 5.
ZEORASRIESHNGENE , FaRBSHZENKRIKRR | RESEREMEFRERT "2&E"

RS

°

2R it} BBV )

. . ARENMESE , BE
Action String = : DescribeVSwitches
Regionld String £ HbIHID
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Vpcld String )
VSwitchld String =
Zoneld String &=
IsDefault Boolean =
PageNumber Integer &
PageSize Integer B
A}
R[EISE
BR KE ik
VSwitches VSwitchType HIES
TotalCount Integer
PageNumber Integer ZRITIS
PageSize Integer EEIb
=]
it
RS 1) Http K753
: Specified VPC is not
EchIrdbldden.VchotFo found during access 404

authentication.

apY
kbl

47

VPCID

FEEEARY VSwitch BY
Id, 3ZF&RE2200
VSwitchld it EZif
, VSwitchld Zjalis/
FHEESET.

AKX Id

EBEAETBEX T
ERASHAN, , BIEE -
true —2

false —&
NEEZSHEHREIFT
BRI
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https://vpc.aliyuncs.com/?Action=DescribeVSwitches
&Vpcld=vpc-25eq58pl3
B <RIBFRSE>

REH

XMLASZ,

<DescribeVSwitchesResponse>
<Requestld>9A572171-4E27-40D1-BD36-D26C9E71E29E < /Requestld >
<VSwitches>

<VSwitch>

<VSwitchld> vsw-25b7pv15t </VSwitchld>
<Status>Available</Status>
<CidrBlock>172.16.1.0/24 < /CidrBlock>
<Zoneld>cn-beijing-a</Zoneld>
<AvailableIlpAddressCount>246</AvailablelpAddressCount>
<Vpcld>vpc-2579gq642n</Vpcld>

<Description> </Description>

<VSwitchName> </VSwitchName>

<CreationTime> 2014-10-29T15:21:02Z </CreationTime>
</VSwitch>

</VSwitches>

</DescribeVSwitchesResponse>

JSON#&ZL

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "9A572171-4E27-40D1-BD36-D26C9E71E29E",
"TotalCount": 1,

"VSwitches": {

"VSwitch": [

{

"AvailableIpAddressCount": 246,
"CidrBlock": "172.16.1.0/24",
"CreationTime": "2014-10-29T15:21:02Z",
"Description™: "",

"Status": "Available",

"VSwitchId": "vsw-25b7pv15t",
"VSwitchName": "",

"Vpcld": "vpc-257gq642n",

"Zoneld": "cn-beijing-a"

}

]
}
}
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(EBBTEBE

s

{EBUEREVSwitchBI/E

RS

R e BABYM ik
REMESE , BE
Action String = : ModifyVSwitchAttri
bute
. . FEEEHRAY VSwitch Y
VSwitchId String = D

VSwitch &#R , AEN
A=, BMERE, [2,
128] SN FHF

, IRAR/NFEFE

VSwitchName String & OTL e EHT
U ER T X
BESEREEHR. &
gELA http:// #0 https://
F%O
1EXUERY VSwitch A
, NEUAZ |, BAME
Description String & AT, [2, 256] T EH
XFRF, A8ELA http://
0 https:// FFk.
‘
RIS
SENHIREISE , FIAHIREISE
=]
tEIRS
HRAB iR Http RSB BX
. . The specified virtual S . -
}:nvalldVSW|tchId.Not cwitch does not 404 18ERY VSwitch &<7F
ound pan

exists.
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InvalidVSwitchName
.Malformed

InvalidVSwitchDiscri
ption.Malformed

apY
ikl

Specified virtual
switch name is not 400
valid.

Specified virtual
switch description is 400
not valid.

https://vpc.aliyuncs.com/?Action=ModifyVSwitchAttribute
&VSwitchld=vpc-257gq642n

&< NHIERSH>

REH

XMLABZ,

<ModifyVSwitchAttributeResponse>
<Requestld>COFDOEED-F90D-4479-803D-DD62335357E5 </Requestld >
</ModifyVSwitchAttributeResponse>

JSON#E=

{

"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"

}

E5H

A7=A

=

X

ATEEEE MK

-l
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#h#RouteEntry

FHES B MESTRIEMERS ( VRouter ) ISEEETRIAFERHSS (VBR) ERIEEMAR (RouteTable ) B

, FrEEi&MsH ( RouteEntry )
TEEEMZHIEEMES FA9RouteTableshliERouteEntry :

- B—MEEBRTEE X RBFERERIT485
- RouteEntryfdDestinationCidrBlockA~5t1FF0VPCHIVSwitchBJCIDRBlockiBE , tEABIFEE
VSwitch#JCIDRBlockalZ&#VSwitchfCIDRBlock & &

- RouteEntryfDestinationCidrBlockERA 78151 100.64.0.0/10 , thA71F4%100.64.0.0/1085

- [E—RouteTable FRouteEntryAdDestinationCidrBlock A 531548
- ANERIEERIDestinationCidrBlockE—NPitsilt , £IREBHERD f3 2 kAR
- Z%%RouteEntryftiFigEE—1"NextHopld
- RouteEntryfgEAI T—BkNextHopld , #44R/ETFFREERIVPC
-—VPCA , $EMHaVipAIEEHR B & Z oI LARIRIEESS ;
- Y iE@Id NextHopListS#ECBEECMPERH :
- INEE (3FE ECMP ) BENERHRY , F518xE DestinationCidrBlock,
NextHopType ( BkiAJInstance ) #1 NextHopld , B &EHSE NextHoplList ;
- %N ECMP &ERRT , ¥ EDestinationCidrBlock#] NextHoplList , ERAEIEE
NextHopType #1 NextHopld ;

TEiL SR 88 EAJRouteTablerh#ERouteEntry

- A—MEHRRPEE X EHKZE A EERIT485

- 3745 NextHoplList2#§

- RouteEntryfDestCidrBlockERAFti4F86100.64.0.0/10 , tBARFiF#£100.64.0.0/108 5

- [@—RouteTable FRouteEntryfiDestCidrBlockA o158

- ANERIEEAIDestinationCidrBlock2—MNPitihit , SIRIRERD 32k E

- Z%RouteEntry7tifFigEE—"nstanceld

- RouteEntryigEfY T —kInstanceld , w/EFFTEAIVBR

- RouteEntryfy F—k288Y{s78FRouterInterface

- HAFEVBRIASEActive , MIEXIRAYIIEE LIRS REEnabled IS B R ESIENER FE
VBR_L##ZRouteEntry

- (SHEHAINEEEA (JE ECMP) |, 8% DestinationCidrBlock, NextHopType ( ERiAA
Instance ) #0 NextHopld , BA8EEE NextHoplList ;

RS

BR KB BERYM R
: . REMESH , BB
= = 1
Action String = : CreateRouteEntry
RouteTableld String = RouteTableld
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DestinationCidrBloc

K String 2
NextHopType String =
NextHopld String &
NextHopList NextHopListType =
ClientToken String )

A

R[EIZE

ERAHIRESL , FRAHIRESE

AJ

e
iR UHS A Http RSB
MissingParameter Miss mandatory 400

parameter.
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, NextHoplList& &7
ECMPHAIZ AN T—BE
. IttFfNextHopTypefQ
NextHopld#4iaas

, NextHopListszi6),
BB2-41MT—Bk. R
#VRouter FHIEREE
ENextHoplList , TH
T—HERBERM
VRoutenZE{F VBRI EHY
RouterInterface
WRIRBIETE
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InvalidCidrBlock.Mal
formed

InvalidNextHopId.N
otFound

InvalidIinstanceld.No
tFound

InvalidRouteTableld.
NotFound

InvalidCIDRBlock.Du
plicate

IncorrectVpcStatus

QuotaExceeded

IncorretRouteEntrySt
atus

InvalidCidrBlock

InvalidNextHop.Not
Found

InvalidNexthopType
AndList.BothNull

InvalidHaViNplId.Not
Found

InvalidRouterInterfac
e

InvalidOppositeRout
erType

Specified CIDR block
is not valid.

Specified next hop
does not exist.

Specified instance
does not exist.

Specified route table
does not exist.

Specified CIDR block
is already exists.

Current VPC status
does not support
this operation.

Route entry quota
exceeded in this
route table.

Some route entry
status blocked this
operation.

Specified CIDR block
is not valid.

Specified next hop
does not exist.

both nexthopType
and nextHoplList are
null.

The specified HaVip
does not exist in the
specified VPC.

invalid router
interface.

nexthop list cannot
only contain router
interface whose
opposite router

53
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400

400

400

400

400
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400
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400

400
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e
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E—MERARPEEX
IRARFB A EEET
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—AVpc NHEFE
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"=
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interface is on vbr.

nexthop size is

IZr;valldNexthopL|stS| illegal. Must be 400 %ezxZI-lSPFLEE;Fﬁ%@,
between 2 and 4. !
There can be 5 route R
- : —AVPCR |, 151
CountLimitExceed.H entry to HaVip at L y =
aVipRouteEntry most in one route 400 ﬁav'giigkajﬂgiﬁig
table. HH?/ \Ebﬁ&ﬁz <o
This operation is
denied because HEHHaVipaRESk
IncorrectHaVipStatu satus of the 400 Availableg&InUseht
s specified HaVip is . BB AEIXAN
neither Available nor HaVipaJi&H.
InUse.
InvalidVBRStatus nvalid virtual border - 499 VBRRZSAEIE
. . invalid physical | Az s ke
Ienc\;?(llr?g:!iﬂeciggar’]cﬂs connection business 400 @iﬁ%ﬁ%ﬂ%h@%}}zﬁm
status. rE
Cannot specify — :
InvalidRouterType nexthop list in 400 ?;EEEVBﬁﬁIJEﬁEE%q:
vbr' s route table. srENextHoplist
InvalidRouteEntry.D The route entry s S E R
uplicate already exist. 400 REHRAEEFE
The current status of
IncorrectInstanceSta the resource does 403 EELBIRPASA S
tus not support this HERE

operation.

B
R

https://vpc.aliyuncs.com/?Action=CreateRouteEntry
&Vpcld=vpc-257gq642n
&RouteTableld=vrt-5citwfpba
&DestinationCidrBlock=0.0.0.0/0
&NextHopld=i-25skktcp4
&NextHopType=Instance

Q< NHERSH>

RERA

XML&
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<CreateRouteEntryResponse>
<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >
</CreateRouteEntryResponse>

JSON#EZ

{
"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

HBREE N &R

/1174

R EEMEHRIERHRES ( VRouter ) FIEEBEFANAFRIEMES ( VBR ) LAIKHZR (RouteTable ) EBi5E
A9 RouteEntry :

- RAUFmIRRIRZS 9 Availablefld RouteEntry

- RouteTable FFTERY VPC IEFEHHTEIEE/MIBR VSwitch EZEIZE/MIBR RouteEntryi2(ERT , ot T
& RouteEntry

- fHpREE (3F ECMP ) BRHERT , 485 DestinationCidrBlock 1 NextHopld , F&EfSE
NextHopList;

- fHIB& ECMP E&HRAY , 485 DestinationCidrBlock #1 NextHoplList , A<gEtgENextHopld ;

RS

&R Al RBEYM fEk

REMESE , BE
: DeleteRouteEntry

RouteEntryFrfEfY
RouteTableld , S7#
VPCREHESFIA RIS H
28 FAYRouteTable

Action String =

RouteTableld String

Hm

DestinationCidrBloc

C String RouteEntryfJ B FRMIER

Him

RouteEntry 1@ T—
BEsEBIRYId , IF ECMP
EIUETE
NextHopld MBS
PR ES AT

NextHopld String

iy
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entry type is system.

https://vpc.aliyuncs.com/?Action=DeleteRouteEntry
&RouterTableld=vtb-25vtxI5ct
&DestinationCidrBlock=192.168.1.0/24

&NextHopld=i-25skktcp4

&< NHIERSH>
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LB VPC A, Zi={=]
NextHopld ITEg,
HZBER TR
ECMP EEEUETE
NextHoplList NextHoplListType B NextHoplList B4R
S BREE HAY
NextHoplList PTEg,
A
R[EIS4
=]
IR
R R Http K&/ BEX
1. B— VPC TEHI
EEBFRFRIE—EEH
FBELEFEMRE (iR
o, {I%E%EE%@EEP
Some route entry ) . AEEmIBRES RS E
ISr;;?L:;ectRouteEntry status blocked this 400 o
operation. 2. [@— VPC a9
VSwitch &h7ERRERK
A (BUEEF , kR
) . ABEEMPREEHSE
H.
MissingParameter Miss mandatory 400 R ESE
9 parameter. TEEE
InvalidCidrBlock.Mal Specified CIDR block 400 CidrBlock BINIEXE
formed is not valid. =
InvalidRouteTableld. Specified route table
NotFound does not exist. 404 RouteTableld A%
Specified operation .
. . . X AFUFHIBR System
OperationDenied is denied as route 400 H9ER TR
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N —_
TN
XMUE=
<DeleteRouteEntryResponse>

<Requestld>4357FA74-FIF3-46E7-8890-AA30ECAF8DAF </Requestld>
</DeleteRouteEntryResponse>

JSON#EZ

{
"Requestld": "4357FA74-F9F3-46E7-8890-AA30ECAF8DAF"

}

BRI

s

- XEFEREEMEZHIIEEHES ( VRouter ) FIEEBEFAIARIEHES ( VBR ) ERIKER
( RouteTable )

- EIRAFE MIHAERNTIR, WEOSIFSRER , S8NMEIIAI105%, ZEORSRIGSERY
it FeRESHZAIKERR | REISREMBEFMRT "&" .

RS

2R Sl BB fiik
REMESE, BlUE

: DescribeRouteTable
S

FriERUESEaEssREY, |
1% : VRouter , VBR

Fir/BRIES ER=SID,
VRouterID{VBRID,

FriE B MERIEHEES
ID. $§EVRouterld&

BfEERouterType/y
VRouter,

Action String

Him

RouterType String

iy

Routerld String

iy

VRouterld String

iy
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RouteTableld String B RouteTableld
SLHPRZSHIRAITI
PageNumber Integer & , BIREAL, BMER
1
PIREENEENSR
PageSize Integer B 78, &xXES01T , &
IAA10
A}
R[EISE
BR KE ik
RouteTablei¥i&
RouteTables RouteTableSetType RouteTableSetTypefUtEa:
TotalCount Integer FIFREZEH
PageNumber Integer EEIpLE]
PageSize Integer E a2 =]

HRA
anl|
ERTH

https://vpc.aliyuncs.com/?Action=DescribeRouteTables

&VRouterld=vrt-25u5f8u2q

B IASEEREH>
E AR

XMLAEZ,

<DescribeRouteTablesResponse>

<Requestld>913F8774-681A-4857-95D8-ACBAF044D453 </Requestld >

<RouteTables>

<RouteTableld>routetable01</RouteTableld>

<RouteEntrys>
<RouteEntry>

<DestinationCidrBlock>192.168.10.1/32</DestinationCidrBlock>

<Type>Custom</Type>

<Instanceld> i-25skktcp4 </Instanceld >
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<Status>Available</Status>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>192.168.1.0/24 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
<DestinationCidrBlock>100.64.0.0/10</DestinationCidrBlock>
<Instanceld> </Instanceld>
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>10.0.0.0/8 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

</RouteEntrys>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
<RouteTableType>System</RouteTableType>
<VRouterld>vrt-25u5f8u2q</VRouterld >
<CreationTime> 2014-09-11T04:52:53Z </CreationTime>
</RouteTables>

</DescribeRouteTablesResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "913F8774-681A-4857-95D8-ACBAF044D453",
"RouteTables": {

"RouteTable":

{

"CreationTime": "2014-09-11T04:52:53Z",
"RouteEntrys": {

"RouteEntry": [

{

"DestinationCidrBlock": "192.168.10.1/32",
"Instanceld": "i-25skktcp4”,
"RouteTableld": "vtb-25vtxI5ct",

"Status": "Available",

"Type": "Custom”

b

{

"DestinationCidrBlock": "192.168.1.0/24",
"Instanceld": "",
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"RouteTableld": "vtb-25vtxI5ct”,
"Status": "Available",

"Type": "System"

B

{

"DestinationCidrBlock": "100.64.0.0/10",
"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

b

"DestinationCidrBlock": "10.0.0.0/8",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

}

]

2

"RouteTableld": "vtb-25vtxI5ct",
"RouteTableType": "System",
"VRouterld": "vrt-25u5f8u2q"

}

]

12
"TotalCount": 1
}

N (i S

ERIESE 2 IP

ERTESEE 2 IP
s

ERiE EIP , &S EIP K& Available,

- EIP BRIRBE4BEZtERMEIEAY VPC 288149 ECS SLf,
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- BRERIELEIEER Region WEEN D EE—A™ EIP,
- EIP BRIRSZHEF ICMP , TCP, UDP 3 #itfil , A324F IGMP , SCTP EEmEMN,

RS

B eIt BBV fEk

RoRlES , BE
: AllocateEipAddress

ERIBHOEME AR IP FRTE
st

SEMEZNR TP AIBRIER | 4N
RAERE , AR
5Mbps.,

Action String =

Regionld String

el

Bandwidth String

H

PayByBandwidth #
PayByTraffic , BUAR
PayByBandwidth

InternetChargeType String

iy

PrePaidfiPostPaid , 2
IAEPostPaid ,
PrePaidf{ZRFfJ %

, PostPaid (XFR5(7%

SEERPrePaidfFe4t
B—MTBS , TEE|
ITBRPOFTT,
it9OBHaEEHITRE
2T IHEE.

R SHROANS

InstanceChargeType String

iy

Month#OYear , BRAE
Month,

PricingCycle String FE SHERO AN

iy

ﬁ
InstanceChargeType s
PrePaidAd B ¥i%ES 4.
ZPricingCycley
Monthed , BESEEILZ!
9, HPricingCycles
Yearfly , BUESEEI1E)
3.

%
InstanceChargeTyped
PrePaididE1EF

, AutoPayitruefifs
BT8R , A
falseft RAER—MF
T8, FERTRH
IDFENT , BRI
false,

ﬁ

Period String

iy

AutoPay String

iy

61



EBEML VPC

Frkigr

ClientToken

pISIET

BR
EipAddress
Allocationld
Orderld

I
RIS

Forbbiden

QuotaExceeded.Eip

InvalidRegionld.Not
Found

InvalidParameter

InvalidParameter

InsufficientEipCapaci
ty

InsufficientBalance

B

String

KB

String
String
String

%

User not authorized
to operate on the
specified resource.

Elastic IP address
quota exceeded.

Specified value of
“Regionld” is not
supported.

Specified value of
“InternetChargeTyp

"

e” is not valid

Specified value of
“Bandwidth” is
not valid.

Insufficient EIP
capacity to fulfill
your request.

Your account does
not have enough
balance.

62

iy

1%

InstanceChargeTypey
PostPaidBi A B EIRE

°

BFREERINEEST
. BEFIRENIZSE
8 , ERIEEARBXK
[BiE— , RAERBT
64 1~ ASCII =47,
B2 DR

SDECHIEMELRR IP,
SR 1P AL Id,
RS, REMZERE.,

Http K&

403

400

404

400

400

500

400

EX
FBFigA %A EIP 7=

AR | B TR

BiS

;IJP BRI SR IR
|

18ERY Regionld 477
£

TEER
InternetChargeType
SHAGE

18R Bandwidth &
HAGE

187 Region Ay EIP
EZ N

KPR | FiEH
i& EIP
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iRl

https://vpc.aliyuncs.com/?Action=AllocateEipAddress
&Regionld=cn-beijing
Q< NEHERSE>

EftEREG

XMLAE,

<Allocationld>eip-25877c70x</Allocationld >
<EipAddress>123.56.0.206 </EipAddress>
<Requestld>B6B9F518-60F8-4D81-9242-1207B356754D </Requestld >

JSON#&=L

{

"Allocationld": "eip-25877c70x",

"EipAddress": "123.56.0.206",

"Requestld": "B6BIF518-60F8-4D81-9242-1207B356754D"

}
\ —
URE A EAN]
XMLigz(
<AllocateEipAddressResponse>
<Requestld>30D996D7-05B2-4D66-A6A2-5764419CFAAE < /Requestld >
<Orderld>201156243980148 </Orderld >

<Allocationld>eip-2zecafsj3w2sriwcpilwy </Allocationld >
</AllocateEipAddressResponse>

JSON#E=
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fiig

EEIPHRERERIMISAIRARSS LHIECS, NAT, tadi9ag HaVipsLfi_E

- BRIEIPRZIESBER , NAT , SaES@ECSLBIFIHaVipsEfi_E

- RBAvailabletRSHIEIPA BEEH TP EIRE

- EIPERERINEMZIER | AR EEE IR L]

- EIP BRI R Bt S8 E E BRI AV T B MER B ARS8 &

- B RIRFSEELBIECS, St Eak Ha Vip L RBER AT 4P E— 1 EIP
- B NATRIXETLAREIRTEBES N EIP

- BN EIPE—RH AR BEFE— == msEfl

- B FETHREE LS IR SS 28SLBIRT LAGBE R /. TP
- RB4TFAvailablesEInUselAZSHIHaVip el LAGBESE 22 TP

- BAZ 2 RERSERIEIP T A THRERAR SRR E

RS

B ESit) BERYM
Action String =
Allocationld String =
InstanceType String =
Instanceld String =

64

1k

REMESE , BE
: AssociateEipAddress

FEHITEHERIEN
EIPRYERIEId , BRI
EIPAYME—FRIR

SEERINISREEY,
BUESEE : EcsInstance
| SIbInstance | Nat |
HaVip .

BAE : EcsInstance
R RoANE

BEHTYIERIFRISC
filid.
ZlnstanceTypey
EcsInstance , MtANE
BECSfild,
&lnstanceTypey
SlbInstance , MttaME
BVPCRELRIFAMISLB
BYSLHIID,
&lnstanceTypey

Nat , MILLAMESENAT
RYSLAIID, tNEREM
NATEEBNTTERS
EIPLIENAT , EEER
T8,
“lnstanceTyped
HaVip , NItAMES
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1o
RIS

InvalidAssociation.D
uplicated

OperationDenied

InvalidParameter.Mis
match

IncorrectEipStatus

InvalidAllocationId.N
otFound

Invalidinstanld.NotF
ound

IncorrectInstanceSta
tus

InvalidInstanceType.
ValueNotSupported

InvalidHaVip.NotFou
nd

CountLimitExceeded
.EIPONECSInstance

CountLimitExceed.El
POnHaVip

5

Specified instance
already is
associated.

Specified instance is
not in VPC.

Specified elastic IP
address and ECS
instance are not in
the same region.

Current elastic IP
status does not
support this
operation.

Specified allocation
ID is not found.

Specified instance
does not exist.

Current instance
status does not
support this
operation.

The specified value
of InstanceType is
not supported.

The specified HaVip
does not exist.

One ECS Instance
can be associated
with only one EIP.

One HaVip can be
associated with only
one EIP.

65

Http KRB

400

400

400

400

404

404

400

400

404

400

400

HaVipld,

EX

IEEIECSAIE 4P E
EIP , ANBEF4BE.

IEERIECSELAIAZ
\H/QPC%EJEEWU , BFRER
Blo

1EEECSELBIFNEIPA
BTFE—" region

HEEREIPINEA SRS
IHEHRAF

FEERIEIPRYERIBIDA
7E | HER

HEERIECSEBIARTFAE
. HRERW

IEERIECSLBIRES T
JEstop#FOrunning , 4§
TEEIPEIY

InstanceTypeAJHIN
EEN=

InstanceType/g
HaVip , B
InstanceldHA~2—
BELFERIAN
HaVipld,

ECSSLf EFeir4BEry
EIPHECEIAZ EIR

HaVip L ir4BER)
EIPEECZIAT LR
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HaVip can be
. operated by this
IncorrectHaVipStatu action only when 400 HaVipKEAFEEK

S it'" s statusis

Available or InUse.
il
(=]l

https://vpc.aliyuncs.com/?Action=AssociateEipAddress
&Allocationld=eip-25877c70x
&Instanceld=i-25skktcp4

< RNHIFRSH>

REH

XMLABZ,

<ReleasePublicIpAddressResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 < /Requestld >
</ReleasePubliclpAddressResponse>

JSON#E=

{"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"}

S N g

/1174

fRBR— N EIPRISBEINTS.

RS

&R gt REYMR )

bk
%
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REMESE , BE

Action String = : UnassociateEipAddr
ess
Allocationld String £ EIPZLf5Id
SRERINTSRREY,
BYE5BHE : EcsInstance
. - | SlbInstance | Nat |
InstanceType String B HaVip .
ERIAE : Ecslnstance
AR KX
o I THBE R ERYSE
llid,
“lnstanceTypey
EcsInstance , tEAbE
BECSxfild,
ElnstanceTypey
SibInstance , MttabE
Instanceld String 2 BVPCZEEIRIFAMISLB
AISEAIID,
ElnstanceTypey
Nat , MHAMESENAT
AISEAIID,
“lnstanceTyped
HaVip , NILLLAMES
HaVipld,
A}
R[EISE
ERAHIREISE , FUATHIREISE
A= |
=12
RS R Http K765 3%
Current elastic IP
, status does not FEERIEIPRHATIRTS
IncorrectEipStatus support this 400 STHFRRGRIRIE,
operation.
InvalidAllocationId.N Specified allocation 404 1EERVEIPRYERIBIdA
otFound ID is not found. TFE | AREERT,
InvalidInstanceld.No Specified instance 400 1EEMECSSLBIATRIE
tFound does not exist. . FREPEIL,
The current status of o G F| M SR o
IncorrectnstanceSta instance does not $EZEE£S’Q&@_—_L'HUK'Z"
tus su : 400 ISTHARGTERE | ARED
pport this SRIELET
operation. - °
InvalidInstanceType. -cl;??nss?:r:icfé?l'd v:litge 400 InstanceTypefYiiN
ValueNotSupported yp EEN=A

not supported.
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InstanceTypeAd
. . - . HaVip , B
Inn(;/alldHaVIp.NotFou ngss;;iilzigtHan 404 Instanceld#ﬂ’:%—ﬁ\
' BXFERNEH
HaVipld,
ResourceNotAssocia The specified IEENERSTENRR
ted resources are not 400 ;:nﬁ%ﬁﬁ_@*'”
associated. IRRTPRE °
This operation is
denied because HEZHaViptPREH
IncorrectHaVipStatu satus of the 400 Availableg&InUsehd

S

specified HaVip is
neither Available nor
InUse.

. ARVFE—NEIPS
— NHaVipf#4h,

By
iRl

https://vpc.aliyuncs.com/?Action=UnassociateEipAddress
&Allocationld=eip-2578g5v5a

&Instanceld=i-25skktcp4

Q< NEHERSE>

R Bl

XMLABZ,

<UnassociateEipAddressResponse>
<Requestld>220F3179-5238-47F0-A0CA-1272AA2BCALF </Requestld>
</UnassociateEipAddressResponse>

JSON#&=L

{
"Requestld": "220F3179-5238-47F0-A0CA-1272AA2BCA1F"

}

EiasatE L WIPHIZR
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fiig

BREEMEIVEIPTIR, WROASIFSNER , SRRISERANL0E,
- WEOASRIESHBRRIRR | IREEREMERMGN "RE" .

RS

BFR kA BB 1k

REMESE , BE
: DescribeEipAddress
es

FEEIRRIE
EipA% , B&

Associating |
Unassociating | InUse |
Available

Action String

Hm

Hm

Regionld String

Status String

iy

EIP
FRisld

HERIRIRAIRE ;
XE—MIrEes R
288, HEAEE  WE
TAMERZR I ER
e String BHTITE.
o BESSHE : EcsInstance
| SIbInstance | Nat |
HaVip .
3R RoANE

HErIRIRRIL,
XE—MIUEa AT
24, ENEE , WE
TNERIZEMRIER
TR,
SNREFERIZITIERR

. WIRRRIEF

AssociatedInstanceTy

EipAddress String

H o

Allocationld String

AssociatedInstanceT

iy

. pe.
stoaatedlnstancel String FnstanceTypey

Ecslnstance , MttihE
BSECSfild,
ElnstanceTyped
SibInstance , MIitk4hE
BVPCZERIFAMSLB
AYSLAIID,
ElnstanceTyped

Nat , MULLAMESNAT
BISLHIID, .

iy
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ElnstanceTypey
HaVip , MItEAMES
HaVipld,
SLHPRZSFIRAITI
PageNumber Integer & , EBHRENL , BAES
1
DIEANEENESR
PageSize Integer & 1780, &= K(ES017 , B
IA10
A
R[EIEE
B il ik
: . SEMEIPHBIEFIE
EipAddresses EipAddressSetType EipAddressSetType/BRiIES
TotalCount Integer FIREFFBE
PageNumber Integer EEIPUE]
PageSize Integer E Ellpa =2l S=

=]

R 1) Http K753 ‘X
Specified region is
flgc:lljlnddden.ReglonNo raw(?gefscasund during 404 $erEHregion R IFIE
authentication.
The specified value
InvalidIAssociatedIns of AssociatedInstanceT
tanceType.ValueNot AssociatedInstanceT 400 CHTE N ERAE
Supported ype is not yper) RS
supported.

B
iGNl

https://vpc.aliyuncs.com/?Action=DescribeEipAddresses
&Regionld=cn-hangzhou-1
Q< NHERSH>
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RERA

XMLAEZL

<describeeipaddressesResponse>
<PageNumber>1</PageNumber>

<EipAddresses>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>1b-2ze7a4u99pwm51pmlh76b</Instanceld >
<AllocationTime>2017-11-02T13:03:30Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.22.136 </IpAddress>
<Allocationld>eip-2zefb1s5hys25jt916sgj</Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Slblnstance </InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld > cbwp-2ze2ic1xd2qeqk145pn4u</BandwidthPackageld >
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>ngw-2zegl86kv6x0p7qy5n6jp </Instanceld >
<AllocationTime>2017-11-02T00:37:38Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.26.126 </IpAddress>
<Allocationld>eip-2ze80pr591z7rzw26t35I</Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Nat</InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld/>
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<AllocationTime>2017-10-26T08:40:28Z</AllocationTime >
<Instanceld/>

<Descritpion/>

<IpAddress>39.106.13.253</IpAddress>

<Allocationld > eip-2zet3wxfhwwsn57jmq8jb </Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType/>

<Name/>

<Status>Available</Status>

<BandwidthPackageld/>
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<Regionld>cn-beijing</Regionld>
<OperationLocks/>
<ExpiredTime/>
<Bandwidth>5</Bandwidth>
</EipAddress>

JSON#E=

{EBGEREL TP IE

/1174

IEBGEEEIPREN , BRIEERTENEIPRTERIRE
- EIPAYTEERRIE T LATCRRIRIERT |, FTECERPRTAERL.

RS

BR S BBV R
RS, BE
Action String = : ModifyEipAddressAt
tribute
Allocationld String 2 BRisd
IEUSRISEM 1P St
Bandwidth String B % , Wkl Mbps it&

°

=

RS A Http $K765 ‘X
InvalidParameter Specified value of 400 BT REAEGE
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“Bandwidth” is
not supported.
Your account does
I'I/I:I Vawd g
InsufficientBalance not have enough 400 WSERE , E2 EIP

balance.

InvalidAllocationId.N Specified allocation 404
otFound ID is not found,

apY
Bkl

https://vpc.aliyuncs.com/?Action=ModifyEipAddressAttribute
&Allocationld=eip-25877c70x

&Bandwidth=1

B <RIBFRSE>

REH

XMLASZ,

<ModifyEipAddressAttribute>
<Requestld>2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8 </Requestld >
</ModifyEipAddressAttribute>

JSON#&=

{
"Requestld": "2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8"

}

EELN N

fig

FERL EIP , BERUSRY IP fblit , RAEETFERNET
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- 35 Available JXZSHI EIP A AT LN
=k
RS

B eIt BBV fEk
REMESE , BE

Action String = : ReleaseEipAddress
4= T = k
AllocationId String =l %E‘Eggg??j’ﬁm EIP

=1

IR iR Http A& BX
Current elastic IP $97200 EIP HO4ET4R
IncorrectEipStatus status does not 400 ASASSIRFRERR | TERUER
support this VeI
operation. °

7y
TRl

https://vpc.aliyuncs.com/?Action=ReleaseEipAddress
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LA | BAE
: VPC ;mi%{E : VPC -
VPCHAIEE

EEMEONNEE
RSN HEN

Action String

Hm

Regionld String

Hm

AccessPointld String

Hm

Type String

iy

CircuitCode String

iy

RS \YIRAIRAE
=, A%E

- CT - REEE(E
- CU - FREENE

LineOperator String

Hm

75



EBMLE VPC

Frkigra

PeerLocation

Bandwidth

PortType

RedundantPhysicalC
onnectionld

Name

String

String

String

String

String

el

76

iy

iy

iy

iy

- CM - hE#E)
- CO - hEEf
- Equinix -
Equinix

- Other - &4
Hfth

L ImFTE IR E
(ftbdk ) . [2,256]1F

5, AgeLAhttp://F0
https://Fk,

MR EAENEOTS
, B{iIMbps , ERIAE
100, Ai%(E : [2-
10000]

PIRE S N[5
, B{1A91000Base-
T, IRNEETLUANES
G -
- 100Base-T -
BJkEO
- 1000Base-T -
FIkEO
- 1000Base-LX
- FIREtES
A (10FXK)
- 10GBase-T -
FIkEEO
- 10GBase-LR -
FIREREES O
(10FK)

BARINIEEE
Id (B S RIE
TLERERT , TNREN
BENRIIEEE
ID , BB AIESE
REMAIADIRS , LA
IRHEESNET AT

) . BEANAMIERE
L E , BT
Allocated/Confirmed/
EnabledifzSz—.

EE%EF.
[2,1281MNFFF, ABELA
http:// #0 https:// Fk



EBEME VPC Frkigr

METERIAEE.
[2,256]FFF |, ABELA
http:// #0https:// 7k

°

BFRIEERNEST
. BAEFIREMIZEH
B, BRIEEARBEX
[BiE— , RAMET
64 PMNASCIIZFEFT,

iy

Description String

ClientToken

Hm

String
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The AccessPointld
provided does not
exist in our records.
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invalid physical se==pgBandwidth R
InvalidBandwidth connection 400 AE'%

banwidth. =
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NFilterziEls "and” BEXR ( FEFEFilterfOTIRE M , 7SHNREZERERF ) .
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- Specified filter key is
InvalldFllterKey.Valu not supported: 404 ?EEEQ?%&?EXT&;?

eNotSupported

Filter.X key
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The specified
OppositeRegion is
not reachable by
ExpressConnect
from that region
specified by
‘Regionld’

The specified Role is
not valid.
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The specified Spec
and Role mismatch.

The specified Spec is
not supported
between the
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InvalidRegionld.Not
Found

InvalidOppositeRegi
onld.NotFound

InvalidFilterKey.Valu
eNotSupported

Integer

Integer

RouterInterfaceSetType

1)

The Regionld
provided does not
exist in our records.

The
oppositeRegionld
provided does not
exist in our records.

Specified filter key is

not supported:
Filter.X.key
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/1174
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SEHIFIRAITUED

MR ERETITE
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404
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1EXERIXGIR Regionld
FE

Tﬁiﬁgﬁiﬁﬁf‘éﬂﬁti
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EERFFHISHSEEOEENEK , B— 1N kiginRouterlnterface SEiERouterInterfaceit {TiERE.

KT IHRERTAR

- RatiFxdRolelnitiatingSideflIRouterInterfacei#fTZIRIE ; 33F— RolegAcceptingSidefd
RouterInterface3git , REEGIERINRERIRETE | FENTTARIEZERE,

- REA%iRRouterInterface i iRIR & /9i%Routerinterface , RISERHEIEABERINTE.

- XB—REEE  APLERREINDD  SIREEREZTIFELEIR | RouterinterfacefIStatusit
AConnectingiR7Z ( AcceptingSidefJRouterInterfacei#t NAcceptingConnectiRz ) ;
RouterInterface#t NActivelR7SHY |, R4 EHIEEEECK.,

- SRR 2 [@AERE | X N IEHESET—IRENR "5 ek, BEEHEE FIEMAIST
MHEERIEE | AEEAMBAIEHES FIFRtRCEIRAR | LIRELINEE> R EIEHIIEE
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- —" M Routerlnterface RgE5— RouterInterfacefE riERE ;
- —Routerlnterface A RFFIBE S TERE ;
- — RouterInterface A 1F IR ES RS _EAYE BRI TIERS

- EFERANRHZRZE |, &2 REFE—XEZFIIRouterInterface,

- BEREHAIdIeIRouterInterface ] LU TIGIR(E ;

- ERFE TEARKETRERES (B) , EMIHTIFAIRIKE ) |, MIARIFRFHITZ

BREH
i

Action

Regionld

RouterInterfaceld

1o
RIS

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectRole.Notlnit
iatingSide

IncorrectStatus

IncorrectOppositelnt
erfacelnfo.NotSet

ey
string

string

string

g

The specified
Regionld does not
exist in our record.

The specified
RouterInterfaceld
does not exist in our
record.

The spedified
RouterInterface is
not InitiatingSide

RouterInterface can
be operated by this
action only when

it" s status is Idle.

Oppositelnterfaceld/
OppositeRouterld/O
ppositeRouterType/
OppositeRouterOwn
erld must be all set.
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The opposite

RouterInterface
information
specified by o e
Oppositelnterfaceld/ ziglﬁﬂgggff;‘%gﬂ{“'%
OppositeRouterld/0 RouterTnterfaceld/
ositeRouterType
I . g%positeRouter%)wn ROUth\Idi.:FZ:I?E,
ncorrectOppositelnt erld i wron 400 , BEFEINNSEH
erfacelnfo Mavh 9 [EOMEANILED , hEkiT
ybe the =5t
RouterInterface or E%uterInterface#Zi
Router does not B ANjsrsziw
exist, or the A= S
! RouterInterface,
parameters
mismatched, or that
RouterInterface is
not a AcceptingSide.
The opposite
RouterInterface does
not set this i ResEOFRE
RouterInterface as a ZERHAEOIRENE
. . OppositeRouterInter BEXtim, SIFIXEXTin
;R]teéfgfg ByOppositel ¢ e Meybe it was 403 B EES O _EoRAEIE
wrongly set. Please BEEXIRER., BaE
check the i FesiE O _FAYED
configuration of the &,
opposite
RouterInterface.
You cannot use this
Forbidden.BillsOutst action because you 400 BREBFINKE , B

anding

have bills
outstanding.

REIZIRME |

K HSEORESEEGE

s

E— MnactivelRZSHEIRouterInterfacefIAZSE HActive,

- XB—NREEBRME  IREIINE | RouterInterfaceif NActivatingiRZ ; FIFEILUBIE I
RouterInterfaceASHIA N EFREEEEH NActivelR7.
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ocked

because of bills
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Action string = : ActivateRouterInterf
ace
Regionld string 2 S5 TERY bR,
RouterInterfaceld string 2 ERH28EOID
‘
IR[EIEE
EEAHIREISE , FIATHIREISE]
A\
HIg
=B R Http RSB B
. . The specified ey .
InvalidRegionld.Not Regionld does not 404 18ERY Regionld A~7F
Found 2 1=
exist in our records.
The specified tesy
InvalidRouterInterfac RouterInterfaceld HAE
O 404 RouterInterfaceld A<
eld.NotFound does not exist in our =1
records. +
RouterInterface can
be operated by this 2 RouterInterface Jk
IncorrectStatus action only when 400 A “Inactive” B
it' s status is 7RI TIRE
Inactive.
This RouterInterface
Forbidden.FinancileL is financiel locked 400 SN R B S

Big s EORSE HIERE

s
BE— M ActivelkZ&RIRouterInterface& Slnactive,

- XE— R HRME |, IREIAINE | RouterInterfacexi \DeactivatingiA7 ; FAFRILUBIE 1
RouterInterfaceASHIA HEFEE EEH NlnactivelR7,
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Action
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RouterInterfaceld
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R

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

ey
string

string

string

1)

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when

it" s status is Active.

This RouterInterface
is financiel locked
because of bills
outstanding.
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404

404
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REMESE , BliE

: DeactivateRouterInt
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BIZRETRERTE | WATBFH TR
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BFR ESi) BERYM R
REMESE , BB
Action string = : ModifyRouterInterfa
ceSpec
Regionld string 2 SCIRFTERT IS,
RouterInterfaceld string 2 FAes RO
Spec string B A&
A}
R[EISE
EEAHIREIZE , FEIATHREISE
=]
=1
$ERRAED R Hitp A5 iBX
InvalidSpec.ValudNo The specified Spec is —— Ty
tSupported not supported. 400 JRRERY Spec A3k
The specified S
InvalidRouterInterfac RouterInterfaceld FEERY
N 404 RouterInterfaceld A~
eld.NotFound does not exist in our =
record. ¥
The specified Spec is
ParameterMismatch. not supported
Regionld- between the 400 IZRNSTHEIXED
OppositeRegionld- specified Regionld RegionZ [BJA~3Z4F.
Spec and
OppositeRegionld.
RouterInterface can
. . . be operated b . NN
Forbidden.FinanciallL not be op y IZSEFIGFREESEIR
ocked ihis action when 100 & BIGHTIZRE
FinancialLocked.
Parameter must not ‘'uid’ , ‘bid" ,
. be null,uid, ‘regionNo’ ,
Lnr:/;tharam.NotFo bid,regionNo, 400 ‘remoteRegionNo

remoteRegionNo or
routerld
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The
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InvalidOppositeRegi Opp95|teReg|onId 400 OppositeRegionld 7
onld.NotFound provided does not =

exist in our records. i
InvalidinstanceOwne  The router instance 400 EBHSEAETSREA
r.Error owener error. Yl
InvalidOpposite.Not The opposite not Semph
Found exit. 400 BT iRAFE
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R

RS R Http A7 ‘X
. . he specified Do :
InvalidRegionld.Not Regionld does not 404 18xERY Regionld &7
Found 2 res
exist in our records.
The specified e
InvalidRouterInterfac RouterInterfaceld FERERY
S 404 RouterInterfaceld A~
eld.NotFound does not exist in our =
records. i
. The specified
Ir:\éathame.Malfor ‘Name' is not 400 1EERY Name A&
valid.
. _— The specifid . _—
grlm;/jll::eDjscrlptlon.M ‘Description’ i 400 J;E.:EE; Description
not valid. =
InvalidOppositeRout  The specified 1EERY
erType.ValueNotSup OppositeRouterType 400 OppositeRouterType
ported is not valid. REE
RouterInterface can sl B 4z A
be operated by this %%EEE%;RDKZPJB,,
. Active” , “idle
IncorrectStatus action only when the 400 N _—
. g & “inactive” Y
status is Active,idle IR
or inactive. AR
This RouterlInterface
Forbidden.FinancileL is financiel locked 2 Ly B2 (13 A ke
ocked because of bills 400 BRI N e
outstanding.
Forbbiden The Router instance 400 BHBEAETIRER
owener error Y]
LinkRole.NotSupport This linkrole is not 400 EEAEAIF
: supported )
. . Opposite is VBR, TSV -
;%?%S:n'MOd'fyId cannot modify the 400 égglﬁé%iﬁﬁﬁ%% A
ID and type o =
. . Mod|fy Pi=y= S8R
InvalidParam.Modify routernterface 400 ﬁ?ﬂﬂ%ﬁﬂ%ﬁ%ﬂ SEHA

RouterInterface

param invalide
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- MPRESEHESZARS , BXIERCHIBE X BHEIYESHMIR ;
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Action

Regionld

RouterInterfaceld
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InvalidRegionld.Not
Found

IncorrectStatus

DependencyViolatio
n.RouterlnterfaceRef
eredByRouteEntry

InvalidIinstanceld.No
tFound

i
string

string

string

This openeration
would be allowed
only when status of
this RouterInterface
is Idle/Inactive.

RouterInterface
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provided does not
exist in our records.
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- STEENEMAFAIEEVBR |, CIEEH AUnconfirmedikzs

R tE Rz ]

i UL SRR e

- Vlanld R it EZownerig /(&

- E—YIEELTHRE—Vlanld A~ 7R VBRERIBA.

- BEATerminated{ASAIVBREE7 RN BENREHVIanld , ARIFEAMVBRER, 7XE0]
A EtBVBR{ER.
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- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZE#15:3& : PeeringSubnetMask3z#F

[24-30]fiZ , PeeringSubnetMask3z#Fmo i HIFERA[255.255.255.0-

255.255.255.252] , LocalGatewaylp#PeerGatewaylp#4/ifESPeeringSubnetMaskie X BIE—F

kIR, fuan -

- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248
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Vbrld String EPLA5REEHES (VBR) ID
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ERAES 1k Http K785 BX
InvalidRegionld.Not The specified IEERIRegionld A~ fF
Found ‘ Regionld is not 404 T:TI_:
found.
InvalidPhysicalConn The specified IEENIIRELIdATE
. y PhysicalConnectionI 400 - -
ectionld.NotFound : =
d is not found.
g S ,
InvalidVianid.Used The specified VlanId 400 1EERIVIanld B fE
has been used. H
The input parameter
‘PhysicalConnectio
nld" thatis LN
MissingParameter mandatory for 400 PhysicalConnectionl
processing this diE
request is not
supplied.
The specified
InvalidPhysicalConn PhysicalConnectionI 400 BRI 4RI
ectionld.NotEnabled d is not in Enabled RFIEERES
state.
. The specified o~
InvalidVbrOwnerld.N . HEERY
otFound VbrOwnerld s not 404 VBROWnerldR777E
The input parameter
‘Vlanld’ that is
- mandatory for I
MissingParameter processing this 400 f#/bVlanld{g
request is not
supplied.
InvalidVlanld.Malfor The specified VlanId 400 BERVIanIldi& A
med is not valid. =0
e The specified Gemmn e &2
InvalidCircuitCode.M CircuitCode is not 400 hg.xE%:Clrcu|tCode7f.:l
alformed valid. AAEE
The input parameter
‘LocalGatewaylp’ £/l
MissingParameter that is mandatory 400 LocalGatewaylp(&

for processing this
request is not
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InvalidLocalGatewayl
p.Malformed

MissingParameter

InvalidPeerGatewayl
p.Malformed

MissingParameter

InvalidPeeringSubne
tMask.Malformed

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

supplied.

The specified
LocalGatewaylp is
not valid.

The input parameter

'PeerGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
PeerGatewaylp is
not valid.

The input parameter

'‘PeeringSubnetMas
k' thatis
mandatory for
processing this
request is not
supplied.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name’ is not
valid.

The specified
‘Description’ is
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QuotaExceeded.vbrP
erpConn

QuotaExceeded.free

vbr

InvalidIP.Malformed

MissingParameter

Invalidlp.NotSameSu
bnet

not valid.

Virtual boarder
router per
PhysicalConnection
quota exceed.

Free virtual boarder

router quota exceed.

Ip malformed.

LocalGatewaylp,
peerGatewaylp and
peeringSubnetMask
must not be null.

Local gateway ip
and peer gateway ip
are not in the same
subnet.
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AE

LocalGatewaylp#[]
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E—FR

- ANERVBR_EiABRouter Interface ( FBFPMIEOIRRSN ) skESEHNIADIFMIBR

- VBR owner#tiEFii&Unconfirmed , Enableda;TerminatediR&SHIVBR

- ¥IBEZownerAARIFMIBREEEUNnconfirmedAZSHIVBR , —EVBRIFHFEAN T ActivelRELE ( BELH

VBR ownerfZIZRTLAFFIAER ) , RBVBR ownera] LAIBRIZVBR

IBKEH
i
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=
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=
=
=
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I
RIS

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Ro
uterInterfaceNotDel
eted

InvalidOperation.Op
erationNotAllowedIn
State

Forbidden.Operation
NotAllowedByUser

)%

The specified
Regionld is not
found.

TThe specified
VirutalBorderRouter
does not exist in our
records.

The specified
VirutalBorderRouter
still has
routerInterface.

The specified
VirutalBorderRouter
is in invalid state.

The caller is not
allowed to delete
the specified
VirtualBorderRouter.

BN RIS

/1174

- E1fVBR owner@ARZBCHIVBRIIZE ;
- AET EfFilteryIERHEITIZIE | BRsUFAIFilter==EREIE : Vbrld, PhysicalConnectionld,

Status, Name, AccessPointld ;
- —FilterfIZMEZIELE "or" KR , RESHP—MEWSUMARFSIZFilterAU ISR ;
- B/\FilterZ/@8 "and” XK , FFEFEFilterfOTERY | AR NREETERF.
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teERIRegionld A~ TF
£
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REMESH , BiE

Action String = : DescribeVirtualBord
erRouters,
Regionld String B et
: ; FEn ML IEEERIRE,
=~
Filter.n.Key String A NMIFHE  AATFS,
En NI IERERIE M ME
Filter.n.Value.m String & . MM\1FFEE , AT
50
ERERIITD ; N8
ERT , BUANL ; BUEE
Bl : IEZEE3Y ;
=
PageNumber Integer A #PageNumberkFa
PREEERAYERATIARS |, W
RERE—TTHIRE.
HIRERAID KRN,
PageSize Integer B BUYESBE[1,50] , EOA
7910,
A}
R[EISE
AHREZE , FEIATHREISE
B &3ic) R
: LR EERES
VirtualBorderRouterSet \élertuaIBorderRouterSetTy VirtualBorderRouterTypefBriAIE
PAN
Ro
TotalCount Integer SCHIEANEL,
PageNumber Integer SLIFIZRAVTRRD,
PageSize Integer BN ENE T,

=1

RS iR Http K755 BEX
The Regionld

. . (== N i [~

}:r;vt?rlllccjiReglonId.Not provided does not 404 ?;xEE’JReglonIdZ'ﬁ
exist in our records. °

InvalidFilterKey.Valu igfi‘j';g J;Lféz key is 404 RFEHEENTHIET R

eNotSupported Filter.X key »
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RS

BR HRE
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Regionld String
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PageNumber Integer
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PageSize Integer BMARRENSTTH
EIR
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The Regionld
provided does not
exist in our records.

InvalidRegionld.Not

404 18EHIRegionld R~ 1Z
Found

=

BAERIAN R RN

{EBURANRS R AR R
R

eI R IR BRIt

- Vlanld R eI E ZownerfSE/ 1€
- E—IEE4 TRIE—Vlanld R 7eiFEVBRERT B .
- BEATerminatedKSHIVBREFE7T KRB FHHRERVIanld , RAFEMVBRER. 7XEH
A EtBVBR{ER.
- NEMEEFRIEAIVBR |, AgEBcELocalGatewaylp, PeerGatewaylp#lPeeringSubnetMask
- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZE#13:35 : PeeringSubnetMask3z#F
[24-30]fiZ , PeeringSubnetMask3z¥Fm o +ifHIZE~%[255.255.255.0-
255.255.255.252] , LocalGatewaylp#PeerGatewaylp/iift-5PeeringSubnetMaske X B9E—F
RIP. fIgn
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248

ITREH

&R Al RBEYM fEk

RERESH , BE
: ModifyVirtualBorder
RouterAttribute

Hm

Action String
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FrEs s, (‘EHESLPIRY

Him

Regionld String

RegionID )
. REHNA SRR R ES
}ﬁ}umﬁgﬂﬂ%
i s ( VBR) E&MECRY
Vlanld Strlng Iz:l_ 8021Q VLAN% :;E
(1-2999),
VBREL (MO Rz
- . EREAYRRRDE. 28
@
CircuitCode String (= MRS
ownerfgxE/1E%.
VBREZMIEO AuRAY
IPsBhE, ZEIERBF
LocalGatewaylp String B VBR ownerfgE/1&4.
AFeiFHEEnablediRZSAY
VBREGIZBMBIAZ,
VBRELMIZ 33 umAY
IPitbtiE, ZEMERBIF
PeerGatewaylp String B VBR ownerfgE/1&4.
AFeIFHEEnablediRZSAY
VBREGZ BB,
VBRELMIZEOARIRS
gaﬁ%ﬁﬂ%?’giﬂﬁﬁc
. . < 1ZEMERBIFVBR
PeeringSubnetMask String B ownerSE/IEM. 5
¥FBEnabledkZSAY
VBREGIZBIH A,
. REHAA SR ES EHES
A~
Name Strlng () ( VBR ) E’J@ffﬂ
_ . REHNA SRR EHES
=
Description String a (VBR) HO#A
A
R[EIZE
LEAHIREIZE , FIATHIREISE
A
tERS
HiRg iR Http 750 ‘X
. . The specified oo
}:r:)varllléjReglonId.Not Regionld is not 404 iEZEE'JRegIOHIdZ:T?
u found. +
. The specified
Ln(;/athbrId.NotFou VirutalBorderRouter 400 HEENVorid A~ FHE

is not found.
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InvalidVlanId.Used

InvalidCircuitCode.M
alformed

InvalidVlanld.Malfor
med

InvalidIp.Malformed

InvalidPeeringSubne
tMask.Malformed

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.VlanldNot
AllowedByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M

The specified Vlanld
has been used.

The specified
CircuitCode is not
valid.

The specified VlanId
is not valid.

The specified ip
address is not valid.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to modify.

The caller is not
allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Vlanld.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name’' is not
valid.

The specifid

114

400

400

400

400

400

403

403

403

403

403

403

403

403

400

400

IEERIVIanldBE&EH
{£F

fgEHICircuitCodeR

Ak
IEENIVIanld R &%
IEEMIpIHEIEAR&E
TEER

PeeringSubnetMask
REIE

BRBAIFEE
CircuitCode&#{

ERAATITEE
LocalGatewaylp£#§

ERAAITEE
PeerGatewaylp£#{

ERSAHERE
PeeringSubnetMask
BH

BREAARIFIEE
Vlanld&#{

BB AITEE
Name&%§

ERAAIHEE
Description£%§

IEERVIA R KRR R R
REE

IEEAEAMERAGIE
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‘Description’ is

alformed not valid.
HRD
IF;ZZ?IC-]Ga?cha)ﬁopén d LocalGatewaylp , pe
MissingParameter . Y 400 erGatewaylpay
peeringSubnetMask peeringSubnetMask
must not be null. H(E
Local gateway ip
Invalidlp.NotSameSu and peer gateway ip LocalGatewaylIpF]
. 400 peerGatewaylp Rt
bnet are not in the same E— AT
subnet. =

S EHA R HE =R

faid

IREREIIAR R AR

- EYEEZownera] LUERAIZIEOIRE VBRI E L(FE A
- AaiFiRETerminatedRZSAIVBR
- QAR EXI AR E &4 FEnablediRZSAIVBR
- BEFIREVBRIEARecoveringRZ |, Sek/EVBRIEZEAEnablediRz&
- EEHITVIanldRIRE
- WNRVIanldiFRBEWEMVBRER ( Terminate/57RARIE ) , ATLURIERINIRE
- WRVIanldELHEVBREA ( Terminate/g7RXEW , MBYEEZeownerB&E/EE
VBREEMATZVIanld ) , MIKERKH

RS

BR gt BB ik
REMESE  BE

Action String = : RecoverVirtualBorde
rRouter

Regionld String = RiTfEs i

Vbrld String = VBR ID

BEIZE

ERNLREISE , FIATHREISEL
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=1

ERAB A Http K& :53%
. . The Regionld e . -
}:r;vt?rlllccjiReglonId.Not provided does not 404 ?;IEE’JRGQIOHIC’T@
exist in our records.
. The specified 1EERY
InndvathbrId.NotFou VirutalBorderRouter 404 VirutalBorderRouter
is not found. ENEZES
InvalidOperation.Op The specified HEERY
erationNotAllowedIn VirutalBorderRouter 400 VirutalBorderRouter
State is in invalid state. WEAREE
OperationFailed.Vlan  The specifed vlanId 400 IEERIVIanldEEH
IdAlreadyInUse has been used. HH
The caller is not
Forbidden.Operation  allowed to recover 403 ERAAITIREISE
NotAllowedByUser the specified AUINSFREREHES

VirtualBorderRouter.

21 RHODTR B RR

fig

22| FREIA R R AR

- REYEELownera] LUARIZEALZL IEVBRIVELER |, FAMIERVBRFIVBRURIEMANES
( Router Interface , BH%Z )
- AR IEEnablediRZSAIVBR
- BEFHARVBRIEATerminatingR% |, TA/EVBREATerminatediR7Z&&
- VBR#EATerminatediX7&/g , HVIanld&{RE7XAITEEVBRER , 7RG EEVBR{EER
- JBELEIREBME |, RIFEHITIRERME (Recover ) IREIZVBRIVELAER , (R VIanldifi B #E D
VBR5F ( 7RIFRIE ) |, ATLARIERINIRE

RS

R = BABYM ik
RIS, BE
Action String = : TerminateVirtualBor

derRouter
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Regionld
Vbrld

1o
RIS

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn
State

Forbidden.Operation
NotAllowedByUser

String
String

5

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The caller is not
allowed to terminate
the specified
VirtualBorderRouter.

BGP

CreateBgpGroup

HER

JEERINFREEHES (VBR) BIEE—BGPA,

1&RTLIEIS BGPLIIN R IR HSE SAMIDCHEE, B BGPAEXEL—VBR , #{YEIE5VBRE(SHIBGPLPE
INZEIXINAIBGPAEA |, AISTEVBRAE EBGPRLEENTA],

Hm

Hm
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Http K&

404

404

400

403

FRTTESIE
VBRID

i34
tEERIRegionld A~ TF
=

IEENIVorIdAR~FE

EEm
VirutalBorderRouter
REREE

BRLARIFR ISR
puabaiiesl
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I

BGPEFERZATEMWBGPEE , JLMSHREAMEENRESHE—MEF , BORESERE. BFRE
ASSTEEY—"BGPA,

BGPZERYPRHILIT :

- BGPE#%HH9BGPhR A IBGP4,
- BGP4Ez#%1IPv4 BGP , A<37#%IPv6 BGP,

RS

BFR i) BBUE 1k
. : REAIESH , BE
Action String = : CreateBgpGroup
BGP4EFf/EAIRegion
Regionld String = ID, Region IDBY%IZRF
DA A
Routerld String = VBRAJID,

BGP4BERIASN |, KEH
2FTEHAFT |, FRESH
BN

ASN (45104 ) [,

BGPHAVAIEEIA,

BGPZEMIZFR.

-KER (2, 128]
NN EHHF
.

- IKINERYF
SEIE RS ST
 IEEHF.
TR (_) B0%E
FH(-) .

PeerASN Integer

i

AuthKey String

ol

Name String

Iy

BGPZERYHEIA,
-KEH (2, 256]
=S E L vES
.
- Z<BELA http://
# https:// 7k

Description String

iy

IREISE

&R

&

HER
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BgpGroupld
IR
IR

InvalidBgpAuthkey.
Malformed

InvalidBgpDescripti
on.Malformed

InvalidBgpName.M
alformed

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

InvalidRegionld.No
tFound

Nl
kbl

String

#RIEE

Specified Bgp
Group authkey is
not valid.

Specified Bgp
Group description
is not valid.

Specified Bgp
Group name is not
valid.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified value of
“regionld” is not
supported.

https://vpc.aliyuncs.com/?Action=CreateBgpGroup

&Regionld=cn-beijing
&PeerAsn=2010

&Routerld=vbr-2zeffl102sghnplu7ci93

B <RIHIBFRSE>

IR [E75)

HEBGPAERVID,

HTTP K75 iz
S#AuthKey R &% | 15

400 E%?Ela*ﬁéﬁﬂmirﬁm
i‘%ﬂzDescriptionZ’ k&

400 BIREERSEIESE
rﬂm)\
S#NameR &% , iBIR

400 BERSEIIEEFTBN
i‘%ﬁzPeerASNZ’ ERT

400 BIRIEERSEHEE
?J?EEJ)\
S#PeerASNABESIE

400 z_:{LJEI’JASN (45104 ) 8

, IBIRIEERSEIE

Erﬁ’iﬂj)\

400 BGP*H&?%% 2/EROIR
EIEERNVBRAFE | 1B

400 IAVBREGRSEE B

404 BHEERIRegioNNFIE.
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XML 7-451

<CreateBgpGroupResponse>

<BgpGroupld>bgpg-2zendnzngq9lkjkhvlrsr</BgpGroupld >

<Requestld>C1221A1F-2ACD-4592-8F27-474E02883159 </Requestld>

</CreateBgpGroupResponse>

JSON 7=f5

{

" BgpGroupld ":" bgpg-2zendnzngq9lkjkhvlrsr

" Requestld ":" C1221A1F-2ACD-4592-8F27-474E02883159 "

}

DescribeBgpGroups

R

TS T ATE BGPHANFMER.

BRSH
i

Action

Regionld

BgpGroupld
Routerld

PageNumber

PageSize

e

String

String

String
String

Integer

Integer

17 I il

iy

120

43

REHIESH , BE
: DescribeBgpGroups

BGP4HAT/ERIRegion
ID, Region IDRYFIZIE
DoiiANRT X,

$EEBGPHEMID,
FEEVBRIID,

SLHMATSSIZRAYTAES | 2
talE 1. BOAME 1

PRERZENERT
# , &KXEH 100 17, 2K
IME ;10
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BB

BIR 8 R
BGPGroups BGPGroupSetType BGPGroupltemTypefI&ES.
TotalCount Integer BGPEMIEANEL.
PageNumber Integer EEIDUER
PageSize Integer SR RBABIEE.
=]
FEIRAS
FEIRES ERER HTTP 378 L]

The specified
Regionld does not 404
exist in our records.

InvalidRegionld.Not
Found

The request
processing has failed
due to some
unknown error.

InternalError 500

Nl
1G]

https://vpc.aliyuncs.com/?Action= DescribeBgpGroups
&Regionld=cn-beijing
Q< NHERSH>

R BBl

XML 7:451

< DescribeBgpGroupsResponse>

<TotalCount>5</TotalCount>

<PageSize>10</PageSize>
<Requestld>08107C9E-2F15-4592-BD9A-C4B2E1550518 </Requestld>
<BgpGroups>

<BgpGroup>
<BgpGroupld>bgpg-2ze5Syaac33qgfqzolomgxu</BgpGroupld >
<LocalAsn>45104</LocalAsn>

<Hold>30</Hold>

121
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<Description> </Description>
<AuthKey> </AuthKey>
<IsFake>true</IsFake>
<PeerAsn>1231</PeerAsn>
<Keepalive>10</Keepalive>
<RouteLimit>99</RouteLimit>
<Name></Name>
<Status>Modifying </Status>
<Routerld>vbr-2zeffl1o2sqghnplu7ci93</Routerld >
<Regionld>cn-beijing </Regionld >
</ DescribeBgpGroupsResponse>

JSON 7=f5l

{

"TotalCount":1,

"PageSize":10,
"Requestld":"08107C9E-2F15-4592-BD9A-C4B2E1550518",
"BgpGroups":

{
"BgpGroup":[{"BgpGroupld":"bgpg-2ze5Syaac33qfqzolomgxu”,
"LocalAsn":45104,"Hold":30,"Description™:"",

"AuthKey":"",

"IsFake":true,

"PeerAsn":1231,

"Keepalive":10,

"RouteLimit":99,

"Name":"",

"Status":"Modifying",
"Routerld":"vbr-2zeffl102sqghnplu7ci93",
"Regionld":"cn-beijing"}]

}

}

ModifyBgpGroupAttribute

R

IEBGPERIETR. HHIASBGPIEFRMLER.

=B

B ikl BEYVE
Action String =

122
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Regionld

Routerld

PeerASN

Name

Description

InvalidBgpGroup

InvalidParams.NotF
ound

String =

String =

Integer =

String &

String =

HERER HTTP K758
BQP group not 400

exists.

Instance not found. 400

123

: ModifyBgpGroupAttri
bute

BGPLEFFIEHIRegioN
ID, Region IDAYFIZRI¥
DA X,

VBRAJID,

BGPEBEHIASN , KEA
2FHEAFET.,

iER : BGPEBEAJASNA
BESPIEZ=MIAY

ASN (45104 ) #8&,

BGPZEMIZFR.

-KER (2, 128]
NN FHHF
.

- UIRINEERXF
BRIk
 IEEHF.
TR (_) B0ZE
FH(-) .

BGPZERYHEIA,
KEN [2, 256] PERIE,
X ERT
- ANBELA http://
0 https:// FFk

1588

IS ERIBGPAATEE
. TBFABGPAIKESE
EBAR.

fEigEMInstance NMFE
| BfaiAInstancefYIRS
AT,
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InvalidBgpDescripti
on.Malformed

InvalidBgpName.M
alformed

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

InvalidRegionld.No
tFound

Nl
R

Specified Bgp
Group description
is not valid.

Specified Bgp
Group name is not
valid.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified value of
“regionld” is not
supported.

400

400

400

400

400

400

404

https://vpc.aliyuncs.com/?Action=ModifyBgpGroupAttribute
&Regionld=cn-beijing&BgpGroupld=2010

B AEREHS
TN

XML 7:71

< ModifyBgpGroupAttributeResponse>

<Requestld>92378F77-F634-4508-A439-C6513EE793EF </Requestld >

</ModifyBgpGroupAttributeResponse>

JSON 73:431

124

2#Description &%
, BREERSHHIER
EEETIANS

S#HNameARHi% , BIR
EERSEINEETHAN

°

S#PeerASNABEAT
| IERIEERSHESR
FEIN.

S#PeerASNABESHE
Z=MAYASN (45104 ) #8
B, BIREEKSENE
BN,

BGPHELTFToi HBIERIIK

0N

BISERIVBRAFTE | 15
HIAVBREIIRGRE R A

°

S4EERIRegion R FTE,
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"Requestld": "92378F77-F634-4508-A439-C6513EE793EF"
}

DeleteBgpGroup

HEin

HIpRISERIBGPA,
A= =
EKEH
B St BEVE fiid
. . = REMESEH , BB
Action String = : DeleteBgpGroup
BGPZEFf/EHIRegion
Regionld String 2 ID, Region IDRYFIZRIF
Dot ANRT X,
BgpGroupld String = BGPZARJID,
\
I[BB8
LRAHIREISY , FAAHSEH,
=
I
FEIRES HIRER HTTP R3S Izl
ISIEERIBGPEARZFE
InvalidBgpGroup BGP group not 400 B ABGPAIRES
exists. =
DE.]-%O
InvalidStatus.Canno Invalid status BGPALTF T ERERTIR
400
tOperate cannot operate. o
e Specified object HRIG ==t 4 S
Ere]:%endpe;r;yVmIan has dependent 404 E,\GE/‘TL\E%%G:);_HEW%E'J
-B9P resources bgp peer. YPIRZR R
. . Specified value of
{E\éilr'%ReglonId'No “regionld” is not 404 148 ERIRegioN R FE.

supported.
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Nl
R

https://vpc.aliyuncs.com/?Action=DeleteBgpGroup
&Regionld=cn-beijing

&BgpGroupld=2010

B <RHIFREH>

RERA

XML 7:471

< DeleteBgpGroupResponse>
<Requestld>97E2E97F-968C-48AF-A310-AC4D068854DB < /Requestld >

</DeleteBgpGroupResponse>

JSON 73:431

{
"Requestld": "97E2E97F-968C-48AF-A310-AC4D068854DB"

}

CreateBgpPeer

R

[EiEERIBGPEFIFINBGPERIE.

TS

B il BEAYE fEid

: : REMESE , BB
Action String = : CreateBgpPeer
Regionld String 2 BGPZEFf/EHIRegion
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BgpGroupld
PeerIpAddress

REISE

IR
BgpPeerld

FEIRAS
iR

InvalidBgpGroup

InvalidIP.Malforme
d

InvalidParams.NotF
ound

InvalidParams.Peerl
pAddressinUse

InvalidParams.Peerl
pAddressMustPoint
Out

InvalidPeerlpAddre
ss

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

QuotaExceeded.pe
er

InvalidRegionld.No
tFound

String
String

sem
String

HRER

BGP group not
exists.

IP malformed.

Instance not found.

Peer ip address in
use ,cannot create

bgp peer.

VBR has 0 or more
than 1 subif ,point
out peerlpAddress.

Multi pconn peer ip
can not be null.

Invalid status
cannot operate.

VBR netowrk not
exists.

BGP peer count per
vbr quota exceed.

Specified value of
“regionld” is not
supported.

i

i

fEk

ID, Region IDRYFIZFKIE
DisAIRT X,

1EEBGPARID,
15EBGPLBERYIPHbLL,

FEBGPER/ERYIID,

HTTP A7588

400

400

400

400

400

400

400

400

400

404

127

1588

IS ERIBGPAATEE
. TBFABGPAIKSE
AR,

2¥PeerlpAddressA&
% IETRIBEERELEE
A

f&igEMInstance ~MFE
, iBtEIAInstancefPIRTS
AT,

IEERIBGPERERIIPIE
HETFFEAfsER | ikt
BGP{B=.

TISERVBRTIRE i
HeEfFES 170, F
1EEBGPSBEAYIPHBAL,

2#PeerlpAddressAgE
A= | IBIRIEERS L
EEHFIN.

BGPRLLTTTIEIRERIR

0N

1RISEVBRAEIE |, 5
HIAVBRAVIRSEE T

°

1545 EBGPA FBGP4BE
RIEE R,

BIEERIRegion N FTE,
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Nl
R

https://vpc.aliyuncs.com/?Action=CreateBgpPeer
&Regionld=cn-beijing&PeerlpAddress=11.11.11.11&BgpGroupld=2010

B ASEREH
TN

XML 7:71

<CreateBgpPeerResponse>

<Requestld>30879E22-9BE7-4ED9-8C43-2AE518A771B3 </Requestld>

</CreateBgpPeerResponse>

JSON 73:431

{

"Requestld": "30879E22-9BE7-4ED9-8C43-2AE518A771B3"

}

DescribeBgpPeers

R

s EE T ATEBGPIBERIFMER.

iBRSH
i

Action

Regionld

sem

String

String

= ASE
=P A0
=
E=
=
E=

128

ik

REAESH , BB
: DescribeBgpPeers

BGP{BEFT/EAIRegion
ID, Region IDRYFIZFKIE
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BgpPeerld
Routerld

PageNumber

PageSize

BB

IR
BgpPeers
TotalCount
PageNumber

PageSize

FPR

BR
BGPPeerld
Name
LocallpAddress
PeerIpAddress
PeerASN
AuthKey
BGPStatus
Routerld

Status

FEIRS
iR

InvalidRegionld.Not
Found

InternalError

String
String

Integer

Integer

ez

H o D

i

BgpPeerSetType

Integer
Integer

Integer

Sl
String
String
String
String
Integer
String
String
String
String

FERER

The specified
Regionld does not
exist in our records.

The request

404

129

DistbtEFNRT X,
FEEBGPERERYID,
FEEVBRAYID,

SEHMAZSSIZRAYTRES | 2
IRENL, BOME 1

S RERNRENERT

8, HAESA501T, FIA
& :10

ik
BgpPeerltemTypefI&ES.
BGPEBEAIS ML,

17
BGPSBERIID,
BGPYEEHIZFR.
BIER = MAIIPEALE,
BGPSBEARIIPHBIL,
BGP4BREEIASN,
BGPZE{EFNZA.
BGPHIERDIAZ.
VBREID,
BGPBEAPIRT.

HTTP A5 B8

1S48ERIRegion N7
Eo

BT RARESEIEK
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processing has failed
due to some O S
unknown error.

Nl
R

https://vpc.aliyuncs.com/?Action=DescribeBgpPeers
&VRouterld=vrt-25u5f8u2q
R<AHEREH >

R [E76Y

XML 7:451

<DescribeBgpPeersResponse>
<TotalCount>1</TotalCount>

<BgpPeers>

<BgpPeer>

<Status>Available </Status>
<LocalAsn>45104</LocalAsn>

<Description> </Description>
<BgpPeerld>bgp-2ze0dxfpp6fuw7gmzpaaa</BgpPeerld>
<Regionld>cn-beijing</Regionld>
<PeerlpAddress>11.11.11.11</PeerlpAddress>
<IsFake>true</IsFake>

<RoutelLimit>99</RouteLimit>
<PeerAsn>2010</PeerAsn>

<AuthKey>888</AuthKey>
<Routerld>vbr-2zeffl102sghnplu7ci93 </Routerld>
<BgpGroupld>bgpg-2zeibi8idgnkhhgxgdcw9 </BgpGroupld >
<BgpStatus> </BgpStatus>

<Name></Name>

<Hold>30</Hold>

<Keepalive>10</Keepalive>

</BgpPeer>

</BgpPeers>
<Requestld>3D6B3CB0-BEEE-4F30-8559-B3DA14AD705F </Requestld >
<PageSize>10</PageSize>
</DescribeBgpPeersResponse>

JSON 7~451

130



EBEME VPC Frkigr

"TotalCount": 1,

"BgpPeers": {

"BgpPeer": [

{

"Status": "Available”,

"LocalAsn": 45104,

"Description™: "",

"BgpPeerld": "bgp-2ze0dxfpp6fuw7gmzpaaa”,
"Regionld": "cn-beijing",

"PeerlpAddress": "11.11.11.11",

"IsFake": true,

"RouteLimit": 99,

"PeerAsn": 2010,

"AuthKey": "888",

"Routerld": "vbr-2zeffl102sghnplu7ci93”,
"BgpGroupld": "bgpg-2zeibi8idqnkhhgxgdcw9",

"BgpStatus": ",

"Name": "",

"Hold": 30,

"Keepalive": 10

}

]

2

"Requestld": "3D6B3CB0-BEEE-4F30-8559-B3DA14AD705F",
"PageSize": 10

}

DeleteBgpPeer

HER

BRI ERIBGPLBE.

TS

B %8 BEYE R
, , REMESE , BB

Action String = : DeleteBgpPeer
BGPZEFfi/EAIRegion

Regionld String 2 ID, Region IDAYZIZRF
DiisANRT X,

BgpPeerld String 2 BGPER/ERIID,

PeerASN Integer & ZFMIMLEAIASN,

131



EBEML VPC

Frkigr

Name

Description

RS

InvalidBgpGroup

InvalidIP.Malforme
d

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidPeerlpAddre
ss

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

DependencyViolati
on.BgpPeer

InvalidRegionld.No
tFound

Nl

Bkl

String
String

HIRER

BGP group not
exists.

IP malformed.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Multi pconn peer ip
can not be null.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified object
has dependent
resources bgp peer.

Specified value of
“regionld” is not
supported.

o

HTTP {R73588

400

400

400

400

400

400

400

404

404

132

BGPERIZTR,
BGP/ERYHEIAR,

1588

ISIEERIBGPANFIE
BHIABGPEATREZE
\Tﬁ%

S#PeerlpAddressA&
% BIRIBERSEHIE
B

i‘%ﬁzPeerASNZ‘ ENE
BIRIEERSEHEE
?J?EEJ)\

S#PeerASNABESIE
z_:{LJEI’JASN (45104 ) 48
B, BIRIEEKRSEE
Erﬁ’iﬂj)\

2# PeerlpAddressAgE
A= | IBIRIEERS L
EEHFIN.

BGPRLTTTIEIRERIR

=
1CNo

EEHIVBRAEE | 1B
HAVBREVASEE T A

°

BG PvBEﬁﬁ

TS ERIRegioNNFTE.
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https://vpc.aliyuncs.com/?Action=DeleteBgpPeer

&Regionld=cn-beijing

&BgpPeerld=bgp-2zenof4u02mhxh890u3vd

B IASEREH>
LT AN

XML 7451

< DeleteBgpPeerResponse >

<Requestld>AEBB1EB6-3C15-4A35-B4CE-03485200C143 </Requestld>

</ DeleteBgpPeerResponse>

JSON 7~451

{

"Requestld": "AEBB1EB6-3C15-4A35-B4CE-03485200C143"

}

AddBgpNetwork

HER

EHRIRHEE (VBR ) HEE5SBGPRL,

ERSE
i

Action
Regionld

dstCidrBlock

routeld

]

String

String

String

String

=
E=
=
E
=
=
=
E
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1k

REMESE , BE
: AddBgpNetwork

LR HESAIFT I,
ID , Region IDFIRIFERL
AT X,

HEMIDCEEXAIVPCE,
SHRHHIRIER.,

BFREEARRID.
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https://vpc.aliyuncs.com/?Action=AddBgpNetwork
&Regionld=cn-beijing&Routerld=vbr-2zeffl102sqghnplu7ci93&DstCidrBlock=10.1.1.0%2F24
Q< NHERSE>

REA

XML 7451

<AddBgpNetworkResponse>
<Requestld>9C7FA9D6-72E0-48A9-A9C3-2DA8569CD5EB </Requestld >
</AddBgpNetworkResponse>

JSON 7~451

{
"Requestld": "9C7FA9D6-72E0-48A9-A9C3-2DA8569CD5EB"

}

DeleteBgpNetwork

HER

B E5ERIBGPMZE,
e =
BKEE
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Found

Nl
TR

supported.

https://vpc.aliyuncs.com/?Action=AddBgpNetwork
&Regionld=cn-beijing&Routerld=vbr-2zeffl102sghnplu7ci93&DstCidrBlock=10.1.1.0%2F24

B IASEREH>
E AR

XML 7:451

< DeleteBgpNetworkResponse>

135

LML VPC A, Zi={=]
. . REMESE , BYE
Action String = : DeleteBgpNetwork
B E5BGPRILBAVNFREE
. . FRESRYRR/E M.
Regionld String = Region IDBISSE T,
AKX,
i i = FEMIDCEELRIVPCEY
dstCidrBlock String b= AR ORI,
routeld String 2 BFRERERSRID,
A3
IREISE
NHRESE , FAAHSEH,
=
S
RS HIREE HTTP 75838 iR
. vbr netowrk not IEERTN RS
InvalidVbrNetwork exists 400 VBRATSIE,
InvalidIP.Malformed Ip malformed.. 400 IPAETLALIER.
InvalidStatus.Cannot invalid status cannot TR EAREERRTS
Operate operate o
. . Specified value of
InvalidRegionid.Not “regionld” is not 404 ISR ARTFIE.



EBEML VPC

Frkigr

<Requestld>22F4C006-D3BB-4F96-9FF9-4C8335276D70</Requestld >

</DeleteBgpNetworkResponse>

JSON 73:431

{

"Requestld": "22F4C006-D3BB-4F96-9FF9-4C8335276D70"

}

DescribeBgpNetwork

R

EISERIBGPRL,

kS

2R i)

Action String

dstCidrBlock String

routeld String

REISE

BIR
BgpNetworks
TotalCount
PageNumber

PageSize

BgpNetworkType
B

BENLE
=
=
=
e
BgpNetworkType
Integer
Integer
Integer
E =il
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fiik

RGeS, BE
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HEMIDCEERVPCE,
THRAAIRIER .
BFREEERERID,

ik

BgpNetworkTypefI&ES.

FIRFFEH,
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dstCidrBlock
A
RiRg
IS

InternalError

InvalidRegionld.Not
Found

Nl
R

String

REa

The request
processing has failed
due to some
unknown error.

The specified
Regionld does not
exist in our records.

https://vpc.aliyuncs.com/?Action=DescribeBgpNetworks
&Regionld=cn-beijing&Routerld=vbr-2zeffl102sghnplu7ci93&DstCidrBlock=10.1.1.0%2F24

B ASEREH
AN

XML 75:471

< DescribeBgpNetworksResponse>

<BgpNetworks>
<BgpNetwork>

<DstCidrBlock>10.1.1.0/24</DstCidrBlock>

<Vpcld> </Vpcld>
</BgpNetwork>
</BgpNetworks>

EEHETME,

HTTP A&

500

404

<Requestld>6F513A15-669F-419D-B511-08A85292059B </Requestld >

<PageSize>10</PageSize>
<TotalCount>1</TotalCount>

</DescribeBgpNetworksResponse>

JSON 7:451

{
"BgpNetworks": {
"BgpNetwork": [

137

15eB8

AT ARARESEIEK
NEE=S

1EERIRegioNnFFE
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{

"DstCidrBlock": "10.1.1.0/24",
"Vpcld": ""

}

]

}l
"Requestld": "6F513A15-669F-419D-B511-08A85292059B",

"PageSize": 10,
"TotalCount": 1
}

NAT RSO

BlIENATRISS

R

TEEERIVPCHREE—NATRIX,
TEBIEENATRIXRS |, 15

BRIASHFENATRX SEESNATRX ( ER—BECSIEASNATIIX ) fEVPCHFHTZ,

NATRIXEESE , RFEafEVPCRIRRHRZRTBHRIN—&BmMEL/90.0.0.0/0 , F—BEANATRIKAY
BHKE , BTRRERHEZINATHX,

INSRIEBIZENATIKAD , VPCHRHARFELFE—FBMER70.0.0.0/009M%&E |, BIFRiZEEA
FH. BN, TiEeIENATRIX,

A
NATRIFIREREAIAE. NATRXATHIE SR aSNATINAN S OEESFISTIERIEREE , (BRSRITE
EEIE.
NATRIFAIE SSNATHASIR RN T RATR.
g BARERE SR IEERE
INEY 15 1+
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iBREH
EREH
Action

Regionld
Vpcld

Spec

BandwidthPackage.

n.IpCount

BandwidthPackage.

n.Bandwidth

BandwidthPackage.

n.Zone

Sh
205

S
String

String
String

String

Integer

Integer

String

5F
15

I
i
S

i

Iy

iy

Iy

Iy
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1)

REMESE , BE
: CreateNatGateway.,

NATRIXHIF/E L.
NATRIXHIFT/EVPC.

NATRIKHIRIE,

AJ%E : Small,
Middle, Large. A8
A, SEFRAIA(ESmall,

REETHFE20174
1183H23:592 8T
FENATHEREFE
£, 20175%1183H
23:59 7RIk T AT
NATHREHNAFES®E
SprEsEtE ARIP | 7
NATRI X 48 Es8 1423/
IP,

BN HEEHEL IR

IPHE (n&RKXH4) .
BY&ESBE : 1-50,

REEUHFE20175
1183H23:592 81T
FENATHEEEHEFIE
£, 2017&1183H
23:592Z Bk~ FAMETE
NATHFEEHEFIES®E
SprEsEtE AMIP | 7+
NAT®IX_E4RTE M2 R
IP,

B HRETESNTRE

(nExKH4) .
EYESEE : 5-5000,

RS IFE20175F
1183H823:59Z7 M T
FENATHEENAFE
£, 20175%1183H
23:592Z Bk~ FAMEE
NATHREEHNAFES®E
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Eeitheagi::l e /NI (e
NATRIX _E4RTEs8 2 R
IP,

BN HEFEINM TR
X (n&X794) .

NMEEZSHET | ROt
NS E— T AX.

R HETRE N
IP5ERECSALTFE—
MAX , HARIEZE
B BRATFHEETA
XA , ALRVNEIR,

NATRIKHIZTR,

BRE2-128NFR/F (8]

. WRLABS =L
FF;& ZREELA http:// F0
https // J-T;k ‘I’@Aéﬁz

N Stri =
ame ring 5 ?_ X
NRKBETZEH , B
IAERMXID,
NATRIKAFEIAR,
- . - HHARTE2-256NFF 2|8
Description String B | 7RBELL http:// &
https:// FFk.
FRAFRIEERAIESF M,
BEFiRERIZSEE
» ERIEEAR RIS KB HE
: . — , RAEABEEIT 64
ClientToken String ) ASCII=7,
BEXTESHNER
BEEE TS
\
IS
RES# =3id) R
NATKIXID,
NatGatewayld String HRRER , 2BKE— , 2R
AIME—HRIR,
ForwardTablelds Array HREZBYIE.
BandwidthPackagelds Array HEHEAFIR,
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TR
RIS

InvalidRegionld.Not
Found

InvalidZoneld.NotFo
und

InvalidVpcld.NotFou
nd

MissingParameter.B
andwidthPackage

MissingParameter.B
andwidthPackage.n.
pCount

MissingParameter.B
andwidthPackage.n.
Bandwidth(nFE&445
HEMME)

QuotaExceeded.Nat
GatewayCountInON
eVpc

RouterEntryConflict.
Duplicated

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

InvalidParameter.Sp
ec.ValueNotSupport
ed

TooManyBandwidth
Packages

HHid

Specified value of
“Regionld” is not
supported.

Specified value of
Zoneld is not
supported.

Specified value of
Vpcld is not found in
our record.

At least 1
BandwidthPackage
must be created
with NatGateway.

Missing parameter
IpCount in
Bandwidth n.

Missing parameter
Bandwidth in

BandwidthPackage
n.(nFELHENE)

Natgateway count
limit in one vpc
exceeded.

A route entry
already exists, which
CIDRis '0.0.0.0/0

The specified Name
is not valid.

The specified
Description is not
valid.

The specified Spec is
not valid.

BandwidthPackage
count limit on one
NatGateway
exceeded.

HTTPIRZSHS

404

404

404

400

400

400

400

400

400

400

400

400
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B8

IR,

IEERA BXAFE.

IEERIVPCARRAE,

maaltlE— =

I'I'-uu@;

HEHRESHATE
, FEEIpCountdVE

o

HEBRASHRR
, SRIERENAOEL

—VPCHRHRBEEIE—
NATRIK,
ToLeIENATRR,

VPCERHIRPFE—S
BHrkER S
0.0.0.0/0f9EE %% B

, TR,

BERNBIRAGIE.

IEEREIAAGIE.

IEERMIEAGIE.

BT HE=REL LR
o —PNATRIKERS
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Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-
11af8lp67&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.1l.IpCount=5&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-04-
28&Signature=I4KKhWgjJdImTqk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae49c-
2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1l.Bandwidth=150&BandwidthPackage.l.Zone=cn-shanghai-
a&Description=My+first+ NAT+Gateway

REH

JSON#E=

{
"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

b

"ForwardTablelds": {
"ForwardTableld": [
"ftb-11tc6xgmv"

]

2
"NatGatewayld": "ngw-112za33e4",
"Requestld": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"

}

EANATRIEFIZE

R

EEEHHAINATRRSIZR, OSSO NER , SRAISERIA10%E,

BERESH

BRSH 3] BEYM g
Action String 2 REMESE BB
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Regionld

NatGatewayld

Vpcld

PageNumber

PageSize

REISE

: DescribeNatGateways

°

BREISE
NatGateways
TotalCount
PageNumber
PageSize

FEIR0S

=R

InvalidRegionld.Not

Found

N

supported.

143

String 2 IEEEEIRIE,
SERSE , AIRIRERE
EIDRINATRIE,
String a g , MiRELE
NATRX,
HigESE , ARIRERS
TEVPCHINATRIZE,
String = RigE , MRESE
NATRIXK,
HIZRITAS,
Integer & EiaERl, BAMEDRA
10
SIEER , BB
178
Integer A BAMER50 , BIAERD
10,
*E A
NatGatewaySetType NATRIKFIZR,
Integer FIRFBHE,
Integer EEIPUER
Integer EEIpUE =2 I=
SEIRfEA HTTPIRZSHS iR
Specified value of ‘
“Regionld” is not BRI AT,
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iRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lp67&Format=json&TimeStamp=2016-05-
23T03%3A27%3A14Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNatGateways&SignatureNonce=3el424eb
-2096-11e6-bc31-2cf0ee28adf2

R BBl

XML #&={

<DescribeNatGatewaysResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>CF5D6933-C574-4FEC-83C0-4DF63EBD19CE </Requestld >
<NatGateways>

<NatGateway>

<Description/>

<Spec>Small</Spec>

<ForwardTablelds>
<ForwardTableld>ftb-rj9p798gwt2k3yk6cbyxh < /ForwardTableld >
</ForwardTablelds>
<Vpcld>vpc-rj983s9gjlnssugzh49vr</Vpcld>

<NatGatewayld >ngw-rj99ps4cq9lfseOried3l</NatGatewayld >
<CreationTime>2017-01-23T02:30:31Z</CreationTime >
<BandwidthPackagelds>

<BandwidthPackageld >bwp-rj911xdpevOh9liwesfg4 </BandwidthPackageld >
</BandwidthPackagelds>

<Name/>

<Status>Available </Status>
<BusinessStatus>Normal</BusinessStatus>
<Regionld>us-west-1</Regionld >

<SnatTablelds>

<SnatTableld >stb-rj9u47y5gl255bgmb3ady</SnatTableld >
</SnatTablelds>

<InstanceChargeType>PostPaid </InstanceChargeType>
</NatGateway>

</NatGateways>

</DescribeNatGatewaysResponse >

{EEINATRISHAS
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HEin

IEINATRIRATRIIE.
FE—MTEERR |, TIENATRRAHIE RET SR |, ILAZ BN B BT SR EAIE T EARAE,

TRSH

EREH == BRI R
REMESE , BE
Action String = : ModifyNatGatewayS
pec,
Regionld String = NATRI KRR B,
NatGatewayld String = %{%E&%W%E’JNATM%
NATRIKAIHUE

ai%E : Small,

Spec String B Middle, Large, Fi§
ERT , EFREUAE
Small,
BT RIEEKRNEE M
HBEPimERZSEHE
) ) , ERIFEARIFKE
ClientToken String B W— , BAEAREEET
64 MNASCIZEFF,
BZER SR
RSN,
\
BEISE
IRESH i A
NATKXID,
NatGatewayld String HERER , £FH— , 2iEELH)
AIME—FRIR,
ForwardTablelds Array EREZBYIE.
BandwidthPackagelds Array HEHREsIE.
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TR0

RS HRER HTTPIRZHS
The specified

InvalidRegionld.Not

Found Regionld is not 404

found in our record.

InvalidParameter.Sp

ec.ValueNotSupport The specified Spec is

not valid. 400
ed

Specified value of
NatGatewayld is not 404
found in our record.

InvalidNatGatewayld
.NotFound

[EEINATRIKBE

HEiR

IZBINATRIKAIZFRFOSEEIR,

TRSH

Action String =
Regionld String =
NatGatewayld String =
Name String B

146

B8

IR,

IEERMIEAGIE.

TEERINATRX AT
£,

R

RERESH , BE
: ModifyNatGateway
Attribute,

NATRIXHIFfT R,

EIEBHINATRIKAY
ID,

RIRBZFR.

BFRE2-128 N FF2E
, WL = Ra$
XFFL | ABELA http://
0 https:// 7k, A18

MRRBIEEZSH
. BOAERMXID,
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Description

g
SR

InvalidRegionld.Not
Found

InvalidNatGatewayld
.NotFound

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

Nl
iGNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Description=modified +description&Format=json&TimeStamp=20
16-07-19T17%3A16%3A34Z&Regionld=cn-shanghai&NatGatewayld=ngw-

String

FERER

The specified
Regionld is not
found in our record.

Specified value of
NatGatewayld is not
found in our record.

The specified Name
is not valid.

The specified
Description is not
valid.

iy

HTTPIAZSHS

404

404

400

400

ZPSEN

FEATE2-256 N T2 8]
, ANBELA http:// #0
https.// FFk,

1588

TEERHIE AT,

TEERINATRX AT
£,

BERNBIRAGIE.

IEEREIAARGIE.

7mwb327j1&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=YmhpTIu6piZKY3nMMJp%2BEffuxDw%3D&Action=ModifyNatGatewayAttribute&SignatureNonce=
8b4e670a-4dd4-11e6-976b-2cf0ee28adf2

RERA

JSON #&={,

{

"Requestld": "AB5F62CF-2B60-4458-A756-42C9DFE108D1"
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IHBENATRIE

iR

FBRNATRIK,

SIERNATRXHEARBPRRIRZERE | FESMBRHEFHRER.

iBREH
EREH
Action

Regionld
NatGatewayld

Invalid.Regionld

MissingParameter.N
atGatewayld

DependencyViolatio
n.BandwidthPackage

Sl EEVA
String =

String =

Integer =

FHiRfER HTTPIRSHS

Specified region is
not found during
access
authentication.

404

The input parameter

“NatGatewayld”
that is mandatory
for processing this
request is not
supplied.

400

There are

BandwidthPackages 400

148

R

REMESE , BE
: DeleteNatGateway

°

NATRZRIFR B,
ERIEREINATRIEID,

B8

IR,

RIEENATRIKAT
ID,

NATRI X =8 RMbR

HE=TEL,
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on specified
s NatGateway not
deleted.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T06%3A42%3A44Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tYpwSEabziAM8WdVxVNKkNCHhSI%3D&action=DeleteNatGateway&SignatureNonce=8e471ddc-
20b1-11e6-9899-2cf0ee28adf2

RERA

JSON #&={,

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

SIENATHRES

HER

NATRIK ERIRMIPFITEE , #ERANATHRER, —INATHREES !

- _'fﬁj\/ \?%“F%

- —BARIP
— MNATHREEHHNATEIPAZEIXMHE. NATRXSNATHESAT R |, FIEESETHEREA.
ZEOBTEREERINATRX EEIENATHERE S, —INATRKERA BN MNATHER,

AEEOMSTRHE20175 11 8 3H23:59 2 Rk FFENATH R SMAFER. 201781183H23:59ZFilkF
TAFENATHEERBFIESESHEREANIP , ZENATRIX E4BEEELMIP,
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EREH Sl BB fEk
RoRlESH , BB
Action String = : CreateBandwidthPa
ckage,
Regionld String 2 NATRIKAIFF/E L,
, BIEENATHEEERY
=
NatGatewayld String = NATRIID.
NATHE R HAIL R
IPEE
IpCount Integer EMEE— e

BYESEE : 1-50,

NATHESEATHE.
EYESHE : 5-1000,

2
&
of
F-ll}
-

Bandwidth Integer

NATHEE R TAIRTA
zo

REEZSHET , &%t
BN E— N BEX

iy

zone String SR NATESEEE. N
IPS5EHECSATFRE—
MK , HAEImE
EE @ I FHERE
ATAXAY , AEZMER

NATHEEEFE.

BFRE2-128NFF 28
. WA Y El
ST, AL http://
M https:// 7k, A1
@’a*ﬁl?— -

iy

Name String

MRISBIEEZEE]
, BRAEAKXID,

NATHEEEHIA.

HARTE2-256 N2 28
, RBELA http:// 1
https:// Frk.

iy

Description String

IREISE

K
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scription.Malformed

valid.

BandwidthPackageld String NATHZREHRID,
A
TELR
iR UE HiRER HTTPIRZES B8
. . The specified
InvalidRegionld.Not Regionld is not 404 He s IS TR TE.,
Found .
found in our record.
. Specified value of
Lnr:/jlleoneId.NotFo Zoneld is not 404 He e X ATRTE.
supported.
InvalidNatGatewayld Specified value of HEERNATRX AT
NatGatewayld is not 404 -
NotFound : =,
found in our record.
MissingParameter.Ip Missing parameter BN =
Count IpCount. 400 ISR RIIPLER.
Bandwidth Missing
MissingParameter. parameter 400 FREETRIE.
Bandwidth.
. 73\\ +'_l-||-'¢_|p
QuotaExceeded.Ban Egﬂ::vl'ii:npjﬁlzangee %ﬂz/'\ll\ﬂﬂﬁmigé—
dwidthPackageCoun NatGatewa 400 %’;EJ@IJE/PNAT*;
tOnNatGateway y = i
exceeded. BRI
InvalidParameter.Na The specified Name . A
me.Malformed is not valid. 400 RERIEIAEIE,
. The specified
InvalidParameter.De Description is not 400 AT AE,

Nl
imR

https://vpc.aliyuncs.com/?SignatureVersion=1.0&NatGatewayld=ngw-
7mwb327j1&Format=json&TimeStamp=2016-07-19T17%3A08%3A27Z&Regionld=cn-
shanghai&Bandwidth=5&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DIqV3jVRDoISfSPsjgYtEcHKLyM%3D&Action=CreateBandwidthPackage&SignatureNonce=690270e
8-4dd3-11e6-93ce-2cf0ee28adf2&Zoneld=cn-shanghai-a&IpCount=1

R B

JSON #&=t:
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{
"BandwidthPackageld": "bwp-s6lmotmkk",
"Requestld": "54ED4074-3F89-4F11-B166-837DD3E20FE3"

}

HINATHFREESIER

HEiR

EEEHHRINATHERERSIR. WEOSHFSNER , SRAIESEINAN10%.

AEEOSTRHE20175 11 8 3H23:59 2 Rk FFENATH R EMAFER. 201781183H23:59ZFilkF
TAFENATHEERBFIESESHEREANIP , ZENATRIX_E4BEEELMIP,

RS

BREH eS| BERYM ik
REMESE , BB
Action String = : DescribeBandwidth
Packages,
Regionld String = NATH AT RATHEEL
%J’*E%%%Z , BIREH
ERINATHEEE,
BandwidthPackagel Strin o= IERERY HR
d d a METIEEREH, W
IREIEEBNATHEE
ks, BREN
HEENATRIKRINATH
: G
NatGatewayld String B
NRNEEZSE , N
REIEENATH R,
FIZRTIRS,
PageNumber Integer & fetaErl , BAMEDRS
1,
SRR, BRDR
PageSize Integer & H91TE.

BAERNS0 , BUMER
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10,

T2

BREISE =3id) ik

BandwidthPackages EandwidthPackageSetTyp NATHERESIE.

TotalCount Integer FIRFZBHE.

PageNumber Integer =EIDUER

PageSize Integer EEIpUE =20 =N
FEIRS

iR HiRER HTTPIRZSH iR

o QRegtonid Mot FRegiond" isnot | 404 IR,

supported.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=KNOC2QA4TUZtfECBNn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureNonce=1e89
41lae-2097-11e6-acbb-2cf0ee28adf2

RERA

JSON #&={,

{

"BandwidthPackages": {
"BandwidthPackage": [

{

"Bandwidth": "150",
"BandwidthPackageld": "bwp-11lodxu2k7",
"BusinessStatus": "Normal",
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"CreationTime": "2016-05-23T03:26:24Z",
"Description™: "",

"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount™: "5",

"Name": "",

"NatGatewayld": "ngw-112za33e4",
"PublicIpAddresses": {
"PubliclpAddresse": [

{

"AllocationId": "nateip-1liopy3sl",
"IpAddress": "139.224.22.107"

b

{

"AllocationId": "nateip-11pt1fph”,
"IpAddress": "139.224.22.55"

b

{

"AllocationId": "nateip-111ul670c",

"IpAddress": "139.224.22.79"

b

{

"AllocationId": "nateip-110gfjj85",
"IpAddress": "139.224.22.59"

by

{

"AllocationId": "nateip-11s2jempe”,
"IpAddress": "139.224.22.99"

}
]
b
"Regionld": "cn-shanghai”,

"Status": "Available”,

"Zoneld": "cn-shanghai-a"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount™: 1

}

ESINATHFRE TR

R

IEBGEENATH R BATHE.
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ANEOGHFE201 7511 83H23:59 2 Rl MAENATHEENAFERM. 2017F1183H23:59 2RI

FAFENATHESNREFBESSYEMEARIP | TENATRIK ERERELMIP,

TS

Regionld

BandwidthPackagel
d

Bandwidth

ClientToken

IR
R

InvalidRegionld.Not
Found

InvalidBandwidthPac
kageld.NotFound

InvalidBandwidth.Val
ueNotSupported

s

String

String

String

String

String

HRfER

Specified value of
“Regionld” is not
supported.

Specified value of
BandwidthPackageld
is not found in our
record.

The specified value
of Bandwidth not

E S,
RBBYM

=
=

Pl

i

pali|

iy

HTTPIAZARS

404

404

400
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fEk

REMESE , BliE
: ModifyBandwidthPa
ckageSpec,

NATH =BT ERIHbE

°

HESHINATHEE Y
ID.

NATHEE B,
BYESeH : 5-5000 , B2
AIAMbps.

AT RIEERNESFT
REFiRERIZSHIE

, BIRIEEAREIFKE
E— , RAEARGET
64 1ASCIIZFFT,

BEXTEFHIEE
&%é*i?!lﬂﬁ{%iﬁ%%

B8

TEERHIE AT,

IEERINATHEEA
7.

e B EI5.
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supported.

ANl
TRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-
shanghai&Bandwidth=2008&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon

ce=42429561-209b-11e6-b869-2cf0ee28adf2
\ —
IR [E]7~

JSON #&8=;

{

"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

}

EXNATH R ARG

HEiR

IEINATH B BRIRFRFNIER,

AEEOSTRHE20175 11 830 23:59 2 Rk FFENATH R EMAFER. 201751183H23:59ZFilkF
TAFENATHEERBFIESESHEREANIP , ZENATRIX E4BEEELMIP,

RS

BRSH KB
Action String
Regionld String

REYM
=
=
=
=
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REMESE , BE
: ModifyBandwidthPa
ckageAttribute,

NATHEE SRRt
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BandwidthPackagel
d

Name

Description

BB

NHIREISH,

TR
R

InvalidRegionld.Not
Found

InvalidBandwidthPac

kageld.NotFound

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

AN
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld =bwp-

String

String

String

HRER

The specified
Regionld is not
found in our record.

Specified value of
BandwidthPackageld
is not found in our
record.

The specified Name
is not valid.

The specified
Description is not
valid.

i

iy

iy

HTTPRZS

404

404

400

400
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EEHNATHEER
ID,

NATHEREBR.
BRRFE2-128NFREZ )
. MRS F B F
Tk, AEELA http://
0 https:// 73k, AI8

uon
°

MRBIEEXSH

. BROAERRRIKID,
NATHE SR,
HIATE2-256NF /T2 8]

, A8eLA http:// 0
https:// FHk.

1iH8

RIS AT,

IEERINATHEEA
EZE

IBERNBRAGIE.

IEERA R GIE.
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s6lmotmkk&Name=modified&Format=json&TimeStamp=2016-07-19T17%3A11%3A39Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=fR3h0PELe%2Fxy%2Fgu6BJZyzZWasnfc%3D&Action=ModifyBandwidthPackageAttribute&SignatureN
once=db570d0a-4dd3-11e6-b591-2cf0ee28adf2

IR [E]7
JSON fizt

{
"Requestld": "DFDDD35D-3F29-4E15-AA28-53F5341F9599"

}

1Nz wIP

HER

EIEERINATHE R FPIEIIARIP,

AREOGHFE2017F 118302359 2RI FMFENATHESNAFEA. 201741183H23:59 2Rk
FAFENATHESNRAFIESEHEREAMIP | TENATRIX_ESREEIELMIP,

=B

RS == BB ik
REMESH , BE
Action String = : AddBandwidthPacka
gelps,
o it
Regionld String = NATHEE B FTRAIIEIEL
i 2 UTHS e
gandW|dthPackageI String 2 %ﬂ;EﬁE’JNATmm@,E’J
IpCount String 2 1ESUSRIIPNEL,
RFREERIESFM
ClientToken String B & ?ﬁiﬁﬁiﬁ%}%ﬂ{ﬁ
, BRIEEARIFKE
IE— , BXEARGEY
64 PMASCIIZFEFT,
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NotSupported

BZXTESFHENER
 EEFIIRIERS
‘&O
\
BEISE
/LA\/ \ﬁ@%é&o
Y=
HIxi
IR HiRfER HTTPIRZES L]
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 BRI AT,
Found
supported.
Specified value of
InvalidBandwidthPac ~ BandwidthPackageld ~ ,., EERINATHREEA
kageld.NotFound is not found in our =i,
record.
. The specified value
InvalidIpCount.Value of IpCount not 400 IPANIAEIE,

supported.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=pSjC98nbDGgMI1tdjcXARIfW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cf0ee28adf2&IpCount=6

RERA

JSON#E=

{
"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"

}
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AR 2 RIIP

HEiR

BRNATHZE R ARAYLARIP,
IBRARIIPES , RIS EEMBRAMIPHIZIZ

RIPGEEPLMIPHER. AIRIBERPRIPHIREIETFAIP | MIFREM.
NFRBERPAIPFIREIE T AETNATHEEE AP |, BIBREM,
SNRIBRPRIIPFIRFBIPHDNATESNATR BER | MBREW.

AEEOSTRHE20175 11 8 3H23:59 2 Rk FFENATH R EMAFER. 201781183H23:59ZFilk
TAFENATHEERBFIESESHEREANIP , ZENATRIK_E4BEEELMIP,

RS

BREH = BABYM ik
REMESE , BB
Action String = : RemoveBandwidthP
ackagelps,
Regionld String = NATHEE AT RATIEE
BandwidthPackagel Strin = HRIBRAY N WIIPRIFTE
d g = FINATHZEEID,
HRIPRAT L PIIPAIID,
RemovedipAddress  Array = NS ITFEHES) | B
' K720,
RTFRIESKIIEFMN
REFimEKIZSHE
 BRIEEARARE
ClientToken String B M—, ﬁ*@fﬁhﬁﬂ
64 ASCI=EFRT,
BEXRTRFUENER
r,g%%%&ﬂﬁﬁiﬁ%%
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N
ikl

https://vpc.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-1lodxu2k7&Format=json&TimeStamp=2016-05-

23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedIpAddresses.1=nateip-

/A\/ \@@%é&o
A =]
FEIRS
RS HiRfER HTTPIRZES L]
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 bl RS T,
Found
supported.
Specified value of
InvalidBandwidthPac  BandwidthPackageld ~ ,., IEERINATH SRR
kageld.NotFound is not found in our =i,
record.
Some of the
specified value of HE NP
InvalidRemovedIpAd RemovedIpAddress 400 ;ﬂ@ﬁﬁ%ﬁ.ﬁ%ﬁﬁ
dresses.NotFound not found in BAE P
specified °
BandwidthPackage
Forbidden.Removeal 1 S forbidden that TREENATHSES
lIps remove all IPs in chitFRASIP
BandwidthPackage. °
It' s forbidden
. because there are
Forbidden.SomelpRe o . .
some specified BIP#SNATEL
ferredByForwardgntr RemovedIpAddresse 400 DNAT4.HE5IA.
y s referred by
ForwardEntry.

1110a2l48&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34f3f3-209b-11e6-b183-2cf0ee28adf2

REH
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JSON #&8=;

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

BBRNATHEE S

HER

HBRIEERINATEEE B,

AREOGHFE2017F 118302359 7R MFENATH RSB EA. 201741183H23:59 2Rk
FAFENATHRESNRAFIESEHEREANIP | TENATRIX_ESREEIELMIP,

B

RS gt BBV ik
REMESH , BE
Action String = : DeleteBandwidthPa
ckage,
T SHGAE
Regionld String = NATHEE B FTRAIIEIEL
gandwidthPackageI Integer 2 %ﬂﬂU%E’JNATmﬁ@,E’\J

ASEESH
TEIR
SR s HTTPIRAT 5208

Specified region is

Invalid.Regionld not found during 404 SRR AT,

authentication.
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MissingParameter.B
andwidthPackageld

Forbidden.SomelpRe
ferredByForwardEntr

y

Nl
ikl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T06%3A40%3A32Z&Regionld=cn-

The input parameter
“BandwidthPackag

eld” thatis
mandatory for
processing this
request is not
supplied.

It' s forbidden
because there are
some Publiclp in
specified
BandwidthPackage
referred by
ForwardEntry.

400

400

RIEENATHEEERY
ID,

NATH B PFEER
5 FRYIP,

shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=y%2B5U28PQJI4NuVNFaOEEBNR5TWw%3D&action=DeleteBandwidthPackage&SignatureNonce=3f

06e585-20b1-11e6-81df-2cf0ee28adf2

REH

JSON #8=;

{

"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

ZSIIDNAT4H

1)

FEDNATER (imO%ARER ) FIRIIDNATERE.

IODNATERER , T8 :
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EXDNATEZBHAEDAER, : [Externallp , ExternalPort , Protocal , Internallp , InternalPort].,

DNATLBRIERE : #Externallp : ExternalPort FIEIASEIMYATEEE KL
Internallp:InternalPort , FiEREISEEREIRE],

ExternallpFEid/ELA &M -

- }F20178F11H3H 23:592Z81kF FFENATHERERAIAR |, ExternallpiEiZNATK
KEINATHEE S PRI RIPHELE,

« XF2017581183H 23:59Z KA N AFAENATH =EAIAF |, Externallpb/RE4BE T
TZNATRI AL MIP B IE 2= 4PEs M A RIP,

- BRTENRSFTCPFIUDPRIRIMY , tBRJLASEAANY , BIABREINGEEL,

- —PRMIPHEIEAREEIRTFIFDNATEEFISNATER B A,

InternallpFEiFmEA TESK :

- Internallp4FHE BT AVPCHIMESEE,

- ZIPHEHET AR —MEERECSFARIPHBIE , tBETLAR— NARFEAYIPHBLE,

- HBHInternallpi—ANECSSLAHFERARIZSLHIIRB4FEEIPE , DNATREAEN. &z
IPH#EHHFHAVIP/SLB/RDSEIEECSEIRER . DNATRBE L , AMREL ZRAZNZIP L

°

HE—MHEK

FTEDNATEBRIAWIP, ARimO. =N FREMNESVREAEE. BRI
BR—NEFIP. B—MmO. B—MIESHEREREIZN B,

FTEDNATLBRIBRFARIP, BirfARimO. M= NFREMNAESHESRERES

ZDNATZERHBEDNATEBERRSLFPendingaModifying RSt , ToARINDNATERE.

—/"DNATERRZHRMN40ZDNATSRH.

EREH ==z BERYM fEk

REMESE , BlE
Action String = : CreateForwardEntry
Regionld String 2 NATRI KRBT /E M.
ForwardTableld String 2 DNATZHRYIID,
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FF2017F1183H
23:59Z Bk ™ FE
NATHEERIAR
, Externallp4/R2i%
NATRIKAINATHEE
9 IPHELLE,
ExternaIIp String = Xj:_l:2017£ﬁ11}§35
23:59Z B T A1
NATHEERIAR
, Externallp/ 2 485E
TIZNATRIKAGSERMELY
WIIP, FFIBESE S8R
/N
YN
ExternalPort String P (& : 1-65535
PNEREY,
IpProtocol String = afj%(E : TCP, UDP,
Any,
Internallp String 2 EFRFARIIP,
BirFAREmC,
InternalPort String = Y& : 1-65535
\
B[EISE
REISE KE 1)
ForwardEntryld String REHEHRIDNATEEID,
A =]
S
RN HIREE HTTPIRZSES L
. . The specified
InvalidRegionld.Not Regionld is not 404 e M AT E,
Found .
found in our record.
InvalidForwardTablel = Specified forward 404 IEERIDNATRAZE
d.NotFound table does not exist. .
Specified Source Ip
InvalidExternallp.Not address does not PN -
Found found on the 404 SRR AP
VRouter
Forward entry quota — DNATEHHY
Quotaxceeded.For o, ceeded in this 400 DNATSR ERESED
y route table. 40%.

165



Nl

used in SnatTable

166

LTEML VPC AV, 3i=1=7]
T =BIEDNATERE,
Some Forward entry DNATZERHEDNATE
Ir;i;):lrjitFonNardEntr status blocked this 400 BHEVASLTF
y operation. Pendinggk
ModifyingA7.
The specified
IpProtocol does not
InvalidProtocal.Valu exist or IpProtocol Gt S g
eNotSupportedc and ExternalPort or 400 SRS,
InternalPort do not
match.
InvalidInternallp.Mal The specified EENBIRFARIPAS
formed : Internallp is not a 400 5 =
valid IP address. 15

. The specified
irc;\r/ri:f dExternaIIp.MaI Externallp is not a 400 EERAMIPASE.

valid IP address.

. The specified AN L P
InvalidExternalPort. ExternalPort is not a 400 BEMNAMIBEOREE
Malformed . R

valid port.
. The specified —— s oA
m\;?gécilr:tégnawort. InternalPort is not a 400 FRERIRARIG LA SR
valid port. °
ExternalPort/Internal F::::::Illfgrr: :
Cotiddenporsand | PorpPretocl T oo PrtocolZ R
all not Any. ﬁnyﬁ%ﬁﬁﬂ’iﬁ
ny.
The specified
. <Externallp, 5E&TIDNATERHE
zgzlvasgduErr;’gy.Dupllc IpProtocol, 400 et /N 1) /N T
: ExternalPort> is O
duplicated
The specified : .
ForwardEntry.Duplic <Internallp, 400 ?EEQ%E’N;Z%EJ
ated.Destination InternalPort> is II]kT'j}iﬁi : ™
duplicated : °

. . The specified e
Forbidden.Destnatio Destination Io is Out 400 IEEFANMIPARETFA
nIpOutOfVpcCIDR estination Ip is Qu VPC

of VPC CIDR °
Forbidden.Externallp E)T’fe?r?;?ifiiidalread 400 IEERIAMIPERTE
UsedInSnatTable b y SNATEE R,
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iRl

https://vpc.aliyuncs.com/?Externallp=139.224.22.107&SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A53%3A18Z&Regionld=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D&Access
Keyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-11tcéxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-2099-11e6-b548-
2cf0ee28adf2&InternalPort=Any

\ —
IREIRA
JSON #&={,
{
"ForwardEntryld": "fwd-119smw5tk",

"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"
}

BHifDNATE

HER

EIEHEERIDNATERAIDNATRE.

IEOSFORESR |, SRAVEERIAJI105,

kS

ERESH gt BBV fER
REMESE , BlUE

Action String = : DescribeForwardTab
leEntries,

Regionld String B NATRIKHIFTE I,

ForwardTableld String 2 EEARYDNATEID,
DNAT#B7IZRAITHI,

PageNumber Integer & ?ﬁéﬂﬁ?ﬂl . BAEDA
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S REERENER

?j_-ﬁo
H a
PageSize Integer A BEAEH50 , BAE
10,
\
IREIS]
REISE ESidl A
ForwardTableEntries ZorwardTabIeEntrySetTyp DNAT&B7I.
TotalCount Integer FIRFBEHE.
PageNumber Integer EEIDLER
PageSize Integer E [y yar=r20% 3=
=
HIx
RO HERER HTTPiRZHS Lz
. . The specified
InvalidRegionld.Not Regionld is not 404 b TS T,
Found .
found in our record.
Specified VRouter is
InvalidVRouterld.No not found during 404 RAMEIEW |, Kk
tFound access EfEERIVRouUter,
authentication.
Specified
InvalidForwardTable. ForwardTable is not 404 ENKRM , HAZRNEE
NotFound found during access AIDNATE.
authentication.
MissingParameter.V One of VRouterld
RouterldOrFowardTa and FowardTableld 400 FIEEDNATERID,
bleld must be specified.

Nl
Bkl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A10%3A16Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=90eTVIgyBTn8uNF81Za0%2By3q8q0%3D&action=DescribeForwardTableEntries&SignatureNonce=
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41541235-209c-11e6-b0d5-2cf0ee28adf2
IR BB

JSON #&={,

{
"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp": "139.xxx.xx.107",
"ExternalPort": "any",
"ForwardEntryld": "fwd-119smw5tk",
"ForwardTableld": "ftb-11tcbxgmv",
"Internallp”: "192.168.1.1",
"InternalPort": "any",

"IpProtocol”: "any",

"Status": "Available"

b

{
"Externallp”: "139.xxx.xx.79",

"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.4",
"InternalPort": "443",

"IpProtocol": "tcp",

"Status": "Available"

%

{
"Externallp”: "139.xxx.xx.55",

"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.2",
"InternalPort": "any",

"IpProtocol": "any",

"Status": "Available"

B

{
"Externallp": "139.xxx.xx.59",

"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.5",
"InternalPort": "22",

"IpProtocol”: "tcp”,

"Status": "Available"

b

{
"Externallp": "139.xxx.xx.79",

"ExternalPort": "80",
"ForwardEntryld": "fwd-11r23r7p5",
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"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.3",
"InternalPort": "80",

"IpProtocol": "tcp",

"Status": "Available"

}

]

b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "A6C4A8B1-7561-4509-949C-20DEB40D71E6",
"TotalCount": 5

}

IEMDNATERE

R

IESGEERIDNATERE.

iE= 1 SDNATERFHEDNATEBRPIREIPendinggkModifyinght , T5AIEDNATRE.

TS

RS e REBYM ik
REMESE , BB
Action String = : ModifyForwardEntry
Regionld String 2 NATRI KRR /B,
ForwardTableld String 2 DNATZRIID,
g N & N
ForwardEntryld String 2 %ﬂ’ PREIDNATREY
i < SRR R FNIEILEKAY
Externallp String 7w JSKIIP.
NEEEL,
IpProtocol String B A58 : TCP, UDP,
Any,
yNTI R
ExternalPort String "

BY& : 1-65535,
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171

Internallp String S FARIIP,,
FARGR .,
1 a
InternalPort String s Y& : 1-65535.
\
IS
NHIREISEL,
A =]
e
RS HRER HTTPIRZSHS 1iH8
. . The specified
}:r:)v;rlllgReglonId.Not Regionld is not 404 IEERIHbE AL,
found in our record.
InvalidForwardTablel = Specified forward 404 IEERIDNATRAFE
d.NotFound table does not exist. o
. Specified forward " .
InvalidForwardEntryl entry ID does not 404 IEEMIDNATRBEAE
d.NotFound , .
exist
Specified Source Ip
InvalidExternallp.Not address does not PN -
Found found on the 404 IRERIAMIPALFLE,
VRouter
Forward entry quota —/\DNATZEH
QuotaExceeded exceeded in this 400 DNATLBEABE#EIT
route table. 40%,
T EIEDNATRE
Some Forward entry , DNATERHEF
IncorretForwardEntr status blocked this 400 DNAT&BRMRES
yStatus ; PR
operation. Pendingg
Modifying,
The specified
IpProtocol does not
InvalidProtocal.Valu exist or IpProtocol 400 AFFHEERINEEEY
eNotSupportedc and ExternalPort or .
InternalPort do not
match.
. The specified
ir(;\r/ra}:ﬁnternallp.Mal Internallp is not a 400 IEERIFANIPASIE,
valid IP address.
. The specified
irc])\r/?r:f dExternaIIp.MaI Externallp is not a 400 EERNANIPASIE,
valid IP address.
InvalidExternalPort. The specified 400 BEMNAMIREOREE
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Malformed

InvalidInternalPort.

ExternalPort is not a
valid port.

The specified

IEERFAMIROAREE

Malformed IntgrnaIPort is not a 400 )
valid port.
The specified
. <Externallp, PN N\
;toerévardEntry.Dupllc IpProtocol, 400 E‘Eﬁgigg?—%mm
ExternalPort> is s PIREEE .
duplicated
. The specified
P, T
icate P InternalPort> is A. hXEEFHE.
duplicated.
ExternalPort/Internal IE::::::IE(?:: :
Forbidden.PortsAndlI Port/IpProtocol LAZE At
pProtocol must be all Any or 400 f:r%%cl%lég%ﬁgﬂﬁg
all not Any. yaeEln ;
Any,
Forbidden.Externallp E)T'ceeir?ael?ﬁiesdalread 400 EENAMNIPERRE
.UsedInSnatTable P y SNATE. B,

used in SnatTable

Nl
kbl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A09%3A16Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&Internallp=192.168.1.3&AccessKeyld=jZgi0oyrQ6ihgKp9&ForwardTableld =ftb-
11tc6xgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DM6q9yvEUEPSryxJtyLIN4S2hXE%3D&action=ModifyForwardEntry&SignatureNonce=1daf567d-
209c-11e6-aba8-2cf0ee28adf2

R Bl

JSON #8=;

{
"Requestld": "24CC85DC-7700-4F09-9624-99E988C7DD03"

}
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BIFRDNATEH

HEiR

BRISEAIDNATERE.

TR | ZDNATERHEDNATEBRMAZE IPendingekModifyinghd , ToiAMIRDNATEE.

Action

Regionld
ForwardTableld

ForwardEntryld

g
R

InvalidRegionld.Not
Found

InvalidForwardTablel
d.NotFound

IncorretForwardEntr
yStatus

InvalidForwardEntryl
d.NotFound

7

String

String
String

String

HRER

The specified
Regionld is not
found in our record.

Specified forward
table does not exist.

Some Forward entry
status blocked this
operation.

Specified forward
entry ID does not

HD  Rm Hm

Hm

HTTPIRZSHS

404

404

400

404

173

fER
REMESE , BlE

: DeleteForwardEntry

°

NATR KRR B .
DNATZRRIID,

ZERHIDNATE B
ID,

15iB8
IEERIHBE AT,
TEERIDNATERAFE

FoiEMIBRDNATSE
, DNATERHH
DNATELBRMRE A
Pendingzy,
Modifying,

IEERIDNATE B
Eo
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exist

ANl
TRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T05%3A07%3A14Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=dqe76byYB1FVIg8BTUCIRyTVtbY%3D®&action=DeleteForwardEntry&SignatureNonce=36754954-
20a4-11e6-aal6-2cfO0ee28adf2

REA

JSON #&8=;

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

INSNATZE

HER

TEIEERINATRIKAISNATERFIRINSNATR B,
INSNATEREBRT , iR :

- % SNATEHEHRSourceVSwitchIdfSnatlp£EFY;.
- I SNATEBRISERRE | 1Z3H L FHIECSIBILIZZAMIP ( Snatlp ) AILAGIEIAM.,
- SNATRBHRIIENE#HELA TR :
- IETERIATIRH LN TENATR X HIRTEVPCH.,
- SNRAMEANHFEHAVIP , NIFTSERINSNATERE.
- BN RBERIN—5ZSNATRE.
- SNATEBHRIAKIP ( Snatlp ) FiFEBLA TR
- XF201751183H 23:592ZHIKF NMAENATHREHIER |, SnatlpAIREiZNATRIEAY
NATH R FHIARIIPHELE,
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- X3F20175F11H3H 23:59ZRIMKF FAFAENATHEBRIAR | SnatlpX/ESE 1%

NATRIFABEERARIP | FEESE S EREAMIP,
- —PDRMIPAEERS AT DNATRBFSNATR B,
- RF— M AMIPHIMES SZSNATE B HIEARMIP,

BkESH
EREH
Action
Regionld

SnatTableld

SourceVSwitchld

SourceCIDR

Snatlp

S
String
String

String

String

String

String

iy

Him

175

fEk

REMESE , BlE
: CreateSnatEntry,

NATRIKAIFr/E I,

ZINSNATS B
SNATZERRIID,

REHTAMIBIENR
HRAID,

TEESIEATIATRIES |, tE
$010.1.1.0/24,

AR SEFD
SourceVSwitchld&#4
B, AoJEAHI.
BPanER{sEA
SourceVSwitchld , I
RBEigESourceCIDRE
. WREER
SourceCIDR&%§ , MIAR
BEE{EA
SourceVSwitchld&#4

SF20175F1183H
23:59Z Bk T~ EE
NATHEEREAEF

, Snatlp/nEi%
NATRIZEINATH =
FPEI A RIIPHELE,

SFF201741183H
23:59 7K FAZHE
NATHEREAHEF

, Snatlp A2 4BE T
TZNATRI A58 2 R
P, FIEEZ=EYbEH
PELKIIP,

ANERFE(FEASNATHIIP
PoolIhge , NITEZS %L
chigEIPithFIZRED ],
IPitFIRPHZSNPEE
FEESSRAT ,
Snatlp=47 XXX.XXX.98
AT XXX XXX.99,47 XXX
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XXX.241,

REISE

BRESH KB 1%

forward table

SnatEntryld String RESERISNATEEID,
A =]
$EI=0
RS HEiRER HTTPIRZSHS R
. . The specified
}:r;vljarilgReglonId.Not Regionld is not 404 B AFE.
found in our record.
InvalidSnatTableld.N Specified SNAT table  ,,, 1ETERISNATERARFE
otFound does not exist. .
Forbidden.SourceVS There is some g
witchldIncludeHaVi  HaVips under 400 fﬁ?ﬂ“ﬁm?ﬁ&
p specified VSwitch °
Forbidden.SourceVS The specified BRI EERE T
: ey SourceCIDRis 400 Nt
witchld.Duplicated duplicated SNATHRIRY,
. The specified Snatlp
invalidsnatipMalfor ¢ ot a valid 1P 400 IR ARIPREE,
address.
. Specified Snatlp Gmpa N\ -
Lnr:/jhdSnatIp.NotFo does not found on 404 ﬁﬁ%’;@lPTE
the NAT Gateway °
%%QUE%TPA% %H
Some SNAT entry . SNAT
IncorretSnatEntrySta  ctatus blocked this 400 SNATREHIRAH
tus :
operation. Pendinggy,
Modifying.
Forbidden.IpUsedInF Tlhe scﬁ)eaﬂe(;j‘Snatlp 400 EERAMIPERE
orwardTable already Used in DNAT&BH.

Nl
kbl
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https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-

19T16%3A46%3A28Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Snatlp=139.224.22.40&Signature=2nxkCU%2FIt6rUuT90YG4jcIUccoc%3D&Action=CreateSnatEntry&Signature
Nonce=56f17700-4dd0-11e6-9548-2cf0ee28adf2&SourceVSwitchld =vsw-yrvOwinkw

IR [E75)

JSON #8=;

{

"Requestld": "69B31D6E-9F34-4A5A-8DBC-230A3918E828",
"SnatEntryld": "snat-kmd6nv8fy"

}

EifSNATER

HER

EHHEESNATRAISNATE R,

EREH
BERSH
Action

Regionld
SnatTableld

PageNumber

PageSize

e

String

String
String

Integer

Integer

REYM

Hm

Hm

Hm

iy

iy

177

ik

EFESE , BB
: DescribeSnatTableE
ntries,

NATRI KRR /B,
EEHISNATEID,
SNAT# B 5ZA05T58.
?&‘aﬁﬂal , BB A
PRERMEERNSER
178

BAERNS0 , BUMER
10,
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BB

REISE ESid) ik

SnatTableEntries SnatEntrySetType SNATB7%I%.
TotalCount Integer FIRKZBHE.
PageNumber Integer ZRITIE.

PageSize Integer =Ly r=r 2% 3=

FEIRES

RN HIRER HTTPIRZS il
The specified

InvalidRegionld.Not

Found Regionld is not 404 FEENIHE A TFIE.

found in our record.

Nl
Bkl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A49%3A36Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=t0BtL%2B1xK7Tt%2BOEhUJ3NeU2fP2s%3D&Action=DescribeSnatTableEntries&SignatureNonce=c6a
764fd-4dd0-11e6-8a81-2cf0ee28adf2

R [E75)

JSON #&8=;

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "6D7E89B1-1C5B-412B-8585-4908E222EED5",
"SnatTableEntries": {
"SnatTableEntry": [

{

"SnatEntryld": "snat-kmdénv8fy",
"Snatlp”: "139.xxx.xx.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.1.0/24",
"SourceVSwitchId": "vsw-yrvOxxxxx",

178



EBMLE VPC

Frkigra

"Status": "Available"

b
{

"SnatEntryld": "snat-bs5bezbme",

"Snatlp": "139.xxx.xx.40",

"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.3.0/24",
"SourceVSwitchId": "vsw-3xbxxxxx",

"Status": "Available"

}
]
b
"TotalCount": 2

}

IEMISNATEH

R

IEMIEESNATRBEERNRWIP | REEIEHSEZIR.

IRSH
R
Action
Regionld

SnatTableld

SnatEntryld

Snatlp

sy
String
String

String

String

String

Hm

Him

Hm

H

179

ik

RERES , BE
: ModifySnatEntry,

NATRIKAIFTE .

BEEMAISNATE BT
BSNATE,

EEHAISNATR B
ID,

RTFHITAMIBIENA
MIP,

SFF2017F11838
23:59 7Bk~ FFE
NATHE=ERAER

, Snatlp/Ei%
NATRIZAINATH
R RIIPHELLE,
SFF2017F1183H

23:59ZHIKF AR
NATHZEERIBF
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, SnatlpARESE 7
TZNAT RIS A58 2
P, FIEEE=4PEE
EZN T

YNERFEERASNATRIIP
PoolZhge , MEIZE4L
hiSREIPthFIZREN AT,
IPiEFIZRPEIZ NPHREER
FESHET , 4
SnatIp=47.XXX.XXX.98

AT XXX XXX.99,47 XXX
XXX.241,
\
BEISE
/LA\/ \ﬂ@%é&o
A =]
IR
IR HiRfER HTTPIRZES L]
. . The specified
pvalidRegionldNot - pegionid is not 404 HErE R,
found in our record.
InvalidSnatTableld.N Specified SNAT table  ,,, 1ETERISNATERAFE
otFound does not exist. .
InvalidSnatEntryld.N Specified SNAT IEENSNATRBEARE
. 404
otFound entry does not exist. ®.
. The specified Snatlp
g\]\elzhdSnatIp.Malfor is not a valid IP 400 HEENARIPAGIE,
address.
. Specified Snatlp SN -
Lnr:/;hdSnatIp.NotFo does not found on 404 ﬁﬁ%%’ng—&zg
the NAT Gateway °
FTOHEBNATER B
Some SNAT entry , SNATERSE
IncorretSnatntrysta status blocked this 400 SNATLBRIRES S
tus . . :
operation. Pendingg
Modifying,

Nl
TR
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https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A14%3A38Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
288&Snatlp=139.224.36.107&Signature=J714MX74d5Zv5yonzAEIw7yd0xs%3D&Action=ModifySnatEntry&Signature
Nonce=45f23d9%e-4dd4-11e6-8b16-2cf0ee28adf2

IR [E75)

JSON #8=;

{
"Requestld": "C4C873E5-8B92-4CD8-9163-66703A808E46"

}

HIBRSNATERE

HiA
BIRIERESNATE RO EAISNATA B,
ERSE

RS kAl RBEYM 1k
RENMESH  BE

Action String = : DeleteSnatEntry,
Regionld String 2 NATRIKAIFF/E L,
SnatTableld String = SNATZHIID,
Ay & Ay
SnatEntryld String 2 %%H%EIJSNAT’T‘E Y
\
BEIS#
ANHIREISE,
A =]
EIRE
iR UE HiRER HTTPIRZES Ae
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InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry ID does not
exist

Nl
Rl

404

404

404

TEERHIE AT,

IEENISNATERTZE

°

IEERISNATRBEARE
.

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A15%3A25Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=8SindEe8sQyTJv41zGDG7P6CoLE%3D&Action=DeleteSnatEntry&SignatureNonce=6200df19-4dd4-

11e6-8ffb-2cf0ee28adf2
IRERG

JSON #&={

{
"Requestld": "47B80B6A-759A-479C-A565-76D04BDA29F3"

}

VPN RISKHERI=

BlIEVPNRIZX

fig

REORTEZEVPNRIX ( AEFEASTHFESE )
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ERVPNRIRFIER

it

HEOAEIRVPNLAIFIRED |, IRESFLESENVPNLFINFRER

IBREHY
s5%

Action

Regionld

Vpcld

Status

BusinessStatus

PageNumber

PageSize

]

String

String

String

String

String

Integer

Integer

BB

=
=

Hm

iy

iy

H

iy

iy

183

R
RENMESH , BE

: DescribeVpnGatewa
ys

EEEA
VPNGatewaysfiithia;

RS, WIEEZ
S, RIREIXEX

VPCHIVPNGatewayRY
ZER , MEENARITIE

iSRS, e
24, RIREEE
Statusf94ER |, NMEE
ZEHENARTIE. 7
E(E :

{ "init" ," provisionin
g" )" active” ,” updat
ing” ," upgrading” ,
" deleting” }

TSRS H. iEEi
24, RIRBEEE
BusinessStatusfyZ5ER
, NMEEIZSENAAR
. AEE

:{ "Normal” ,” Finan
cialLocked” }

SEAMATSYIZRAI TR
%Eﬁé‘fﬁﬂs 1, BONE
4T

D RERINRENER
178, BRKXE 5017, B
A/ 10
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BEIZH

243
VpnGateways
TotalCount
PageNumber

PageSize

St
List
Integer
Integer

Integer

VPNGateway 3z

=R
VpnGatewayld
Vpcld
VSwitchld
Internetlp
CreateTime

EndTime
Spec

Name

Description
Status

BusinessStatus

IR
ErrCode

InvalidRegionld.Not
Found

InvalidParameter

ESidl
String
String
String
String
Long
Long

String

String
String

String

String

Message

Specified region is
not found during
access
authentication.

The specified
parameter pageSize

184

ik
VPNGateway%l|Z&
FIRFFE

SRUTES

2%

VPNGatewayM—#riR
VPNGatewayXBkHVPC
VPNGateway>X<E£AJVSwitch
NI

VPNGateway BlzERTiE]
VPNGatewayZIEARTIE]

VPNGatewayfJrH s iiig,
M&AAESS 5M 10M 20M &

VpnGatewaysLfIZFR
VpnGatewaysLlfEIAER

init, provisioning, active, updating,
upgrading, deleting, deleted
VPN-GWHIRSERIRENFV
ServiceBPIRSH , —HAARSIFRLTF
iNngRESRIIBR FERHITECE |, B0
EF E—IRAIECE TR

Normal, FinancialLocked

Http Status A

18ERY Region AF1E

PageSize 3%



EBEME VPC Frkigr

is not valid

The specified
. parameter R
InvalidParameter pageNumber is not 400 PageNumberdEi%
valid

By
iRl

https://vpc.aliyuncs.com/?Action=DescribeVpnGateways
&RegionID=cn-hangzhou
Q< NEHERSE>

IR [E75)

XMLAEZ,

<DescribeVpnGatewaysResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>

<VpnGateways>

<VpnGateway>

<Status>active</Status>
<VpnGatewayld>vpn-bp1gq8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<BusinessStatus>Normal </BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvmaOl </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>

</VpnGateway>

</VpnGateways>
<Requestld>DF11D6F6-E35A-41C3-9B20-6FC8A901FE6S5 </Requestld >
</DescribeVpnGatewaysResponse >

JSON#&=L

"PageNumber":1,
"TotalCount":1,
"VpnGateways":{
"VpnGateway":[
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"Status":"active”,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjofiu”,
"BusinessStatus":"Normal”,

"Spec":"5M",

"CreateTime":1492753580000,
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchld":"vsw-bply9ovilcu9oudtvmaOl®,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

}

]

b
"PageSize":10,

"Requestld":"B2CD1315-CA2B-47B1-9DA5-8F1D69C48E82"

}

EHFVPNRIKIFMER

/1174

FEONERVPNLAIFIRED |, IRSFLESEPVPNLFIRNFHRER

RS

2432 o=t

Action String
Regionld String
VpnGatewayld String

BEIZH

BIR Sl

VpnGatewayld String
Vpcld String
VSwitchld String

BTN
=
=
=
=
=
=

186

R
REMESE, BlE

: DescribeVpnGatewa
y

EEER
VPNGatewayH9ithiaf

EEENR
VPNGatewaysL5lID

ik

VPNGatewayM—#riR
VPNGatewayXE£HIVPC
VPNGatewayXE£AJVSwitch
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Internetlp
CreateTime

EndTime
Spec

Name

Description
Status

BusinessStatus

=1

ErrCode

InvalidRegionld.Not

Found

InvalidVpnGatewayl
nstanceld.NotFound

P
1G]

https://vpc.aliyuncs.com/?Action=DescribeVpnGateway

&RegionID=cn-beijing

String
Long
Long

String

String
String

String

String

Message

Specified region is
not found during
access
authentication.

The specified vpn
gateway instance id
does not exist.

&\VpnGatewayld=vpn-bplqg8bgx4xnkm2ogjOfiu

R BBl

XMLAEZ,

<DescribeVpnGatewayResponse>

187

2WIP
VPNGateway BlJZERTE]
VPNGatewayZ|HAAT/E]

VPNGatewayRJtH B/IAg,
M&AES S 5M 10M 20M &

VPNGatewaysL{5IEZHR
VPNGatewaysLHHREE

init, provisioning, active, updating,
upgrading, deleting, deleted
VPN-GWHIRESERERENFV
ServicefPRESH , —HIRTIFLTF
ingRSRIER FTERHITEE | W
EF EIRHIEC BT

Normal, FinancialLocked

Http Status ik

404

404

1EER Region A7 E

IgEMInstance ~F
=
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<Status>active</Status>
<VpnGatewayld>vpn-bp1lg8bgx4xnkm2ogj0fiu </VpnGatewayld >
<Spec>5M</Spec>

<BusinessStatus>Normal</BusinessStatus>
<Requestld>98C99F30-A3D2-42E1-AC75-0C882FBE92F7 </Requestld >
<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovilcu9oudtvmaOl</VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</DescribeVpnGatewayResponse>

JSON#&=L

"Status":"active",
"VpnGatewayld":"vpn-bplq8bgx4xnkm2ogjOfiu”,
"BusinessStatus":"Normal",

"Spec":"5M",

"CreateTime":1492753580000,
"Requestld":"E98A9651-7098-40C7-8F85-C818D1EBBASS",
"Internetlp":"116.62.69.64",

"EndTime":1495382400000,
"VSwitchId":"vsw-bply9ovllcu9oudtvma0l”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

{ZBVPNRIZ

faid

TEHR(E , @iTcommon-buysLH , EORTTLUEKEMEE

RS

o i) BBV
Action String =
Regionld String =
VpnGatewayld String =

188

R
RS, BE

: ModifyVpnGateway
Attribute

VPNGatewayFFfEHIH
12

VPNGatewayM—#riR
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Token String & REURES
IEBELHIETR  KE&
KA L008 L E R
. IRLAK/NFEEH
XFEL EI@@;&?—
Name String = . T
MR RBIEEZEH
. BUABEEAIRY
Instanceld
AgelAhttp:// #0
https:// 73k
18 VPNGateway A
=8, BEMEAME
BAAL00MFRF , Ll
Description String & AR BREEFIS,
TENRZ , BAAT
. /NBELA http:// 0
https:// 7k
A}
R[EISE
BR KE 1)
VpnGatewayld String VPNGateway—#riR
Vpcld String VPNGatewayXE£HIVPC
VSwitchld String VPNGateway>XExaAJVSwitch
Internetlp String AIP
CreateTime Long VPNGateway Bl7ER(E]
EndTime Long VPNGatewayZ|HAAT/E]
. VPNGateway e ilg,
Spec String HIFZALAE3 5M 10M 20M &
Name String VPNGatewaysL{h&FR
Description String VPNGatewaysLHAEE
init, provisioning, active, updating,
upgrading, deleting, deleted
. VPN-GWHIRSERIRENFV
Status tring ServicefIHRASHL , —HRRFOIFALT
ingRASIOE R R ERHTERE , U
5 R E TR
BusinessStatus String Normal, FinancialLocked
=]
EHIEE
ErrCode Message Http Status ik
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Specified region is
InvalidRegionld.Not not found during

{ =Y k H N
Found access 404 1EERY Region R1F1E
authentication
; The specified vpn s
InvalidVpnGatewayl fem=ftinstance 775

gateway instance id 404 e

nstanceld.NotFound .
does not exist

The specified value

InvalidName of Name not 400 NameA&ix
supported
The specified value

InvalidDescription of Description not 400 Description A&
supported

apY
Rl

https://vpc.aliyuncs.com/?Action=ModifyVpnGatewayAttribute
&RegionID=cn-beijing
&VpnGatewayld=vpn-bp1lgq8bgx4xnkm2ogj0fiu

&< NHIERSH>

REA

XMLAEZ,

<ModifyVpnGatewayAttributeResponse>

<Name>aaa</Name>

<Status>active</Status>
<VpnGatewayld>vpn-bp1lg8bgx4xnkm2ogj0fiu </VpnGatewayld >
<BusinessStatus>Normal</BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Intranetlp>172.16.104.158</Intranetlp>
<Requestld>54B48E3D-DF70-471B-AA93-08E683A1B457 </Requestld >
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchId>vsw-bply9ovilcu9oudtvma0Ol </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</ModifyVpnGatewayAttributeResponse>

JSON#EZ
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"Name":"aaa",

"Status":"active",
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjoOfiu”,
"BusinessStatus":"Normal",

"Spec":"5M",

"CreateTime":1492753580000,
"Intranetlp":"172.16.104.158",
"Requestld":"BAS6EAF8-E3A9-4BE6-8511-8F03512153E2",
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchId":"vsw-bply9ovilcu9oudtvma0l”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

HIERVPNRIST

/743

AEORTFMIBRVPNIIX ( FUTZEsLH 71 miER )
s==

BREH

285 eIt BBV fEk
REMESE , BliE

: . =
Action String = : DeleteVpnGateway
T
Regionld String = ggizéi\&PNGatewayFﬁE
Token String B BEMRIS
ZMIRAY
VPNGatewayld, &
VpnGatewayld Integer 2 . WERiZ
VPNGatewayBHi&EiE

77 . WAEEMRR

I

BFR =3id) R
Requestld String BEERE—TRIR
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EIR
ErrCode

InvalidRegionld.Not
Found

InvalidVpnGatewayl
nstanceld.NotFound

DependencyViolatio
n.VpnConnection

ForbiddenRelease

VpnGateway.Config
uring

7B
iGNl

Message

Specified region is
not found during
access
authentication

The specified VPN
gateway instance id
does not exist

There are
VpnConnections on
specified
VPNGateway not
deleted

Forbidden to release
a prepaid instance
within validity
period

The specified service
is configuring

https://vpc.aliyuncs.com/?Action=DeleteVpnGateway

&Regionld=cn-hangzhou

&\VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

B <ATEREH>
1 a R

XMLAE=(

<DeleteVpnGateway>

Http Status

404

404

400

400

400

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA</Requestld>

</DeleteVpnGateway>

JSON#E=

fifik

1EER Region A TFE

IgEMInstance ~F
=

FIEVPNIEZER DI
iR

BRI RIS

VPNRIKIEfEECE
. RICVFR(E
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{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

1l
1L ]

BIZEFIF RIS

faid

NEORTEIZERFRX.

RS
e

Action

Regionld

IpAddress

Name

Description

IR[EIEE

285

#7)

String

String

String

String

String

&

BB

Pl

el

i

iy

iy

193

1115

R
REMESH , BE

: CreateCustomerGat
eway

e
CustomerGatewayfJit
1%

CustomerGatewayfy

IPHthIE

SIHREREIR , &A
KEH10089 Fo3ak+
NEFFRF , WIRLAKINE
BE Ik, JES

MR ZHIEEZESEH
. BRIAELHIAY
Instanceld
ARBELANttp://
https:// 7k

BEMEAR , RAKE
100MFFF , SEfliiAs
ErEEHE. AEN
S NI N-
i http:// #1 https:// FF



InvalidlpAddress.Wr

Specified IpAddress

400

IEEMIPASX

IBENIPERFE (F
— A RRER—
regiony , IPREJEE

ongFormat is invalid
InvalidIpAddress.Alr Specified IpAddress
. : ; 400

eadyExsit is already exsit

InvalidName The name is not 400
valid

InvalidDescription The de§cr|pt|on 1S 400
not valid

a7
iGNl

https://vpc.aliyuncs.com/?Action=CreateCustomerGateway
&RegionID=cn-beijing

&IpAddress=100.1.1.2

<RNHIFRSH>

RERA

XMLAEZL

<CreateCustomerGatewayResponse >

<CustomerGatewayld >cgw-bplaw0a5nfff03xplpcqc</CustomerGatewayld >
<Requestld>185E81B1-3916-4667-B48F-C52409B33F2B </Requestld >
<CreateTime>1493363486000</CreateTime>
<IpAddress>100.1.1.2</IpAddress>

</CreateCustomerGatewayResponse>

194
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NameA&ix

Descriptionf~&i%x

LB/ VPC A, Zi={=]
CustomerGatewayld String FAF®XID
IpAddress String FAF Ryt
Name String FIFPMXHIEFR
Description String FRPMAAmIAEE
CreateTime Long BUEERT A
A
=12
ErrCode Message Http Status A
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JSON#&=L

{

"CustomerGatewayld":"cgw-bpljrawp82av6bws9h2ut”,
"CreateTime":1493363599000,
"Requestld":"D32B3C26-6C6C-4988-93E9-D2A6444CE6AE",
"IpAddress™:"100.1.1.2"

}

AP MXIZR

s

MEORTERRAFPMXFIZR, ZiESTER , §RENAL0%,
==
BREH

243 gt BEYM 1115
REMESH , BE

Action String = : DescribeCustomerG
ateways
BESIT
CustomerGateways?!|

KA

LiEsRS4. qiBE%
245, RiREEE

Regionld String

Hm

CustomerGatewayld String & CustomerGatewayldfy
ZER |, NMeEzsHN
AL,
SLHPRZSFIRAITIEG
PageNumber Integer &  EBIREA 1, BUAE
Rl
S IEENZENSR
PageSize Integer & 178, = XES0 1T, &
A% 10
A
RIS
o KE A
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CustomerGateways List

TotalCount Integer
PageNumber Integer
PageSize Integer

CustomerGateway 31/Z&

CustomerGateway%lj&
HIZREEBE

EEIDUE]

)%

BR A
CustomerGatewayld String
Name String
Description String
IpAddress String
CreateTime Long

R

CustomerGatewayM—#RiR

CustomerGateway&Z#R

CustomerGatewayiiR{S2

CustomerGateway I[Pk

CustomerGateway BliZATE]

ErrCode Message Http Status A
. Specified

InvalidCustomerGat . o

ewayld NotFound ﬁg:tf%rl:\r?cerateway is 404 BRI MXRFE
The specified value

InvalidPageSize of PageSize not 400 PageSize 3Ei%
supported
The specified value

InvalidPageNumber of PageNumber not 400 PageNumber FE%

supported
an
&Gt

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateways
&RegionID=cn-beijing
B <RHIBFRSH>

RERA

196



EBEME VPC Frkigr

XMLABZ,

<DescribeCustomerGatewaysResponse >
<PageNumber>1</PageNumber>

<TotalCount>3</TotalCount>

<PageSize>10</PageSize>
<Requestld>5BE01CD7-5A50-472D-AC14-CA181C5C03BE </Requestld >
<CustomerGateways>

<CustomerGateway>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>

</CustomerGateway>

</CustomerGateways>

</DescribeCustomerGatewaysResponse >

JSON#&ZL

{

"PageNumber":1,

"TotalCount":3,

"PageSize":10,
"Requestld":"E82612A9-CB90-4D7E-B394-1DB7F6509B29",
"CustomerGateways":{

"CustomerGateway":[

{

"Name":"test",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

o o ) =

EAFPRXIFHER

fiig

FEOBTERRFMXIFMRER
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RS

285 Sl BB fiik
FEMESE , BUE

Action String = : DescribeCustomerG
ateway
EEENR
Regionld String = CustomerGatewayfJits
1
WiEES8. WisEZ
28, RiRMEiEE
CustomerGatewayld String = CustomerGatewayldfy
ZR |, MEEZSHEN
ARHE,
A
R[EISE
2R E ik
CustomerGatewayld String CustomerGatewayME—HRiR
Name String CustomerGateway&Z R
Description String CustomerGatewayf#ir =2
IpAddress String CustomerGateway IPitiik
CreateTime Long CustomerGateway BlJAT(8]
=]
=12
ErrCode Message Http Status )%
. Specified e
InvalidCustomerGat CustomerGateway is 404 18EMInstance N fF
ewayld.NotFound not found ®

By
iRl

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateway
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bplpvpl9r9adjubl5nxck
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RERA

XMLAEZL

<DescribeCustomerGatewayResponse>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<Requestld>99506ECB-218F-45A5-AE8E-79518451F615 </Requestld>
<IpAddress>139.196.32.167 </IpAddress>
</DescribeCustomerGatewayResponse>

JSON#E=

{

"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5Snxck”,
"Name":"test",
"Requestld":"A0457BC9-6COF-4437-ABOD-FB2EABC1D6A2",
"CreateTime":1492747187000,

"IpAddress":"139.196.32.167"

}

ilESZE IRl TS

1743

ANEORTMRRAF MK
-
IBREH
245 eS| BABYM ik
REMESE , BB
Action String = : DeleteCustomerGat
eway
1EE
Regionld String P CustomerGatewayFfft
AR
= ZHIPREY
CustomerGatewayld Integer = CustomerGatewayld,
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BEIZH

BR
Requestld

tEIRS
ErrCode

InvalidCustomerGat
ewayld.NotFound

DependencyViolatio
n.VpnConnection

a7
iGNl

https://vpc.aliyuncs.com/?Action=DeleteCustomerGateway

&Regionld=cn-hangzhou

2
String

Message

Specified customer
gateway id is not
found

There are
VpnConnections on
specified
CustomerGateway
not deleted

&CustomerGatewayld=cgw-bplpvpl9r9adju6bl5nxck

RERA

XMLAEZL

<DeleteCustomerGateway>

1%

TR, WRZ
CustomerGatewayE#H
EEFE |, NAEEmER

BREKIE—IRR

Http Status

404

400

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteCustomerGateway>

JSON#E=

1k

BRI MAARFE

Tz&vpn&%?ﬁfcﬁﬂﬂﬂ
B/ S



EBEME VPC Frkigr

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

TRl S

2743
AEOBRTELXEFRMNXER
==
BREH
2¥3 - ic BBV A
REMESE , A

: ModifyCustomerGat
ewayAttribute

Action String

Hm

=N
CustomerGatewayFf{t
i c

CustomerGateway M
—FRiR

SLHRIEREIR , &A
KE 1008533+
£, WIRLAKNF R

MR ZHIEEZESEH
. BRIAELHIAY
Instanceld
ARBELANttp://
https:// 7k

BEMEAR , RAKE
100MFFF , SEfliiAs
ErEEHE. AEN
S NI N-
i http:// #1 https:// FF

el

Regionld String

Him

CustomerGatewayld String

Name String

iy

iy

Description String

IR[EIEE

B xR 1115

K
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CustomerGatewayld String CustomerGatewayME—HRIR
Name String CustomerGateway&Z R
Description String CustomerGatewayfaiAEE
IpAddress String CustomerGateway IPitiilk
CreateTime Long CustomerGateway BlJZATE]
A
IS
ErrCode Message Http Status ()%
. Specified customer
InvalidCustomerGat gateway id is not 404 te s AP RS TE

ewayld.NotFound

B
iGNl

found

https://vpc.aliyuncs.com/?Action=ModifyCustomerGatewayAttribute

&RegionID=cn-beijing

&CustomerGatewayld=cgw-bplpvpl9r9adju6bl5Snxck

B ASERENS
AN

XMLAEZL

<ModifyCustomerGatewayAttributeResponse>
<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Requestld>E61293C8-AF07-4E87-A272-542680038F93 </Requestld >
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>
</ModifyCustomerGatewayAttributeResponse>

JSON#E=

{

"CustomerGatewayld":"cgw-bplpvpl9r9adju6l5nxck”,
"Requestld":"8AA5CE21-2E6A-4530-BDF5-F055849476E6",

"CreateTime":1492747187000,
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"IpAddress":"139.196.32.167"
}

BIEVPNIE

fai

REORTEEVPNEZ
s
BREH
% e St
Action String
Regionld String
Token String

CustomerGatewayld String

VpnGatewayld String
Name String
LocalSubnet String
RemoteSubnet String
Effectimmediately Boolean
IkeConfig JSON String

REVR

Hm

Hm

fD DN

el

il il iy

iy

iy

203

R
REMESE , BE

: CreateVpnConnecti
on

1eEtlzE
VPNConnectionfithia)

BRI
EFMXID
VPNRIXID

SLHIRETRETR , &K
KENL00AIENFHHX
FF , RIAKRNFE
Bk, TRAH
" . AaebAhttp:// #0
https:// 73k

AUHRIER , CIDRIE,
, EABERFREE ST

XJimpIER , CIDRAS
, BIRBRAEES SR

BAEMEAEX , BA
false

IkeConfig.Psk FiHt=%5
1B, KERHIL00MN=RF
IkeConfig. IkeVersion
IRA | BIIE(E: ikevl,
ikev2 ; Bfihikevl
IkeConfig. IkeMode
IkeVersion AvI1ATWAE
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IpsecConfig

BEIZH

88 Z

VpnConnectionld

JSON String

S

String

iy

204

, AlEE:
main,aggressive ; 2k
TAmain

IkeConfig. IkeEncAlg
AliE

:aes, aesl92 , aes25
6, des, 3des; BAIA
aes
IkeConfig.IkeAuthAlg
AJI%(E : md5. shal ;
FXiAshal
IkeConfig.IkePfs A%
=l

: groupl, group2, g
roup5, groupl4 , gro
up24; Bkikgroup?2
IkeConfig.IkeLifetime
( IKE SA

Lifetime , Long2&8Y

), BUESEE
[0,86400], B3 /9%D; B
1A86400
IkeConfig.Localld i
R, KERE 1000
F , BUAESvpnkIXip
IkeConfig.Remoteld %3
imtRR | REPRHI1004
FF BAMESRFN
XIP

IpsecConfig.
IpsecEncAlg ai%E
:aes, aesl92 , aes25
6, des, 3des ; BKIA
aes

IpsecConfig.
IpsecAuthAlg BJi%(E

: md5, shal; ERIA
shal

IpsecConfig. IpsecPfs
Clpsiaf=]

: disabled , groupl ,
group?2 , group5, gro
upl4 , group24 ; KA
group2

IpsecConfig.
IpsecLifetime (Ipsec
lifetime Longz&EY

), BUESEE
[0,86400], EAAL/9%D; B
1A86400

VPN EZEE—FRR



LTEML VPC AV Ei=(=]
CreateTime Long BUEERTIE
Name String VPN iEE3FR
A
tERS
ErrCode Message Http Status A
. Specified customer

InvalidCustomerGat S =

ewayld.NotFound ?sji\évay id is not 404 EENAFMXAFE

InvalidVpnGatewayl Specified vpn EERYInstance A7

y gateway is not 404 -
d.NotFound Fes
found
Right
Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
- IkeAuthAlg

InvalidParam.%s isspi?](\:/':ﬁ(? %s param 400 IkePfs
IkeLifeTime
Leftld
Rightld
IpsecEncAlg
IpsecAuthAlg

7B
iGNl

IpSeclLifetime
Effectimmediately

https://vpc.aliyuncs.com/?Action=CreateVpnConnection

&RegionID=cn-beijing

&CustomerGatewayld=cgw-bpljrawp82av6bws9h2ut

&VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

&localSubnet=10.1.1.0/24
&RemoteSubnet=192.1.1.0/24

B<ASEREH>
AN

XMLABZ,
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<CreateVpnConnectionResponse>
<VpnConnectionld>vco-bplbbi27hojx80nck9kli</VpnConnectionld>
<CreateTime>1493363928000</CreateTime>
</CreateVpnConnectionResponse>

JSON#E=

{
"VpnConnectionld":"vco-bplbbi27hojx80nck9kli",
"CreateTime":1493363928000,

}

EAVPNZERESZE

faid

IOBTEIRVPNIEZMXYIR. SFoRER , SREUAL0E

ITREH

Y= e BERYM fEk
REMESE , BYE
Action String = : DescribeVpnConnec
tions
BEEIA
Regionld String 2 VPNConnectionsgdit
15
: BEiFfEEVPN
a
VpnGatewayld String A gateway FHURFIER:
CustomerGatewayld String B BFPMXID
SEAPRSFIZRATTIRS
PageNumber Integer & , BIRER 1, BAE
Bl
S IRERRENER
PageSize Integer & 78, =XE 5017, B

A/ 10
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BEIZH

243 Sl
VpnConnections List
TotalCount Integer
PageNumber Integer
PageSize Integer
VPNConnection %z
B ESid
VpnConnectionld String
CustomerGatewayld String
VpnGatewayld String
Name String
LocalSubnet String
RemoteSubnet String
CreateTime Long
IkeConfig Object
IpsecConfig Object
Status String

207

%
VPNConnection¥lZ&
HIFRZEZBH

SRUTES

ik

VPNiZE#id
CustomerGatewayME—+xiR
VPNGatewayM—#riR

VPN ZEREEEZFR

AumPRER

XJuwPRER

BllERTE)

IkeConfig.Psk Fi=%548
IkeConfig. IkeVersion fRAs

, ikevl/ikev2

IkeConfig. IkeMode lkeVersion 3
V1S, WiE

IkeConfig. IkeEncAlg 3DES, AES-
128, AES-192, AES-256. DES
IkeConfig.IkeAuthAlg MD5, SHA1
IkeConfig.lkePfs Groupl,
Group2, Group5. Groupl4,
Group24

IkeConfig.IkeLifetime IKE SA
Lifetime , EA{S9fD
IkeConfig.Localld ZitRiR
IkeConfig.Remoteld XimtriR

IpsecConfig. IpsecEncAlg 3DES,
AES-128, AES-192, AES-256.
DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group?2

IpsecConfig. IpsecLifetime Ipsec
lifetime B 9D

ERRTS , 9517
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ike_sa_not_established®&=~E—ER
e, ike sa_established®&RE
—BERtI R RRI.
ipsec_sa_not_establishedZ®&/=5_M
ERDAEIS. ipsec_sa_establishedZk
B B BRI AT

=1

ErrCode Message Http Status

Specified customer
gateway id is not 404
found

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl Specified Instance is 404
d.NotFound not found

7y
TRl

https://vpc.aliyuncs.com/?Action=DescribeVpnConnections
&RegionID=cn-hangzhou
<RNHIFRSH>

REH

XMLABZ,

<DescribeVpnConnectionsResponse>
<PageNumber>1</PageNumber>

<VpnConnections>

<VpnConnection>

<Name>vpniEElid </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >true </Effectimmediately>
<VpnGatewayld>vpn-bp1g8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bpl0Iz7aejumd2vxoqgev</VpnConnectionld>

208
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<status>ipsec_sa_established <status>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>
<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>
<Remoteld>139.196.32.167 </Remoteld>
<IkePfs>group2 </lkePfs>
<IkeAuthAlg>shal</lIkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>
<lkeMode>main</lkeMode>
<lIkeLifetime>86400</lkeLifetime>
<IkeVersion>ikevl</IkeVersion>
<Localld>116.62.69.64 </Localld>

</IkeConfig>

</VpnConnection>

</VpnConnections>

<TotalCount>1</TotalCount>
<PageSize>10</PageSize>
<Requestld>3F96DAF2-8A69-4E84-824A-E16E22308703 </Requestld >
</DescribeVpnConnectionsResponse>

JSON#E=

{

"PageNumber":1,
"VpnConnections":{
"VpnConnection":[

{

"Name":"vpniZEEslhis",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5nxck”,
"RemoteSubnet":"2.2.2.0/24",
"IpsecConfig":{
"IpsecLifetime":86400,
"IpsecAuthAlg":"shal”,
"IpsecPfs":"group2"”,
"IpsecEncAlg":"aes"

12

"Effectimmediately:true,
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogj0fiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10Iz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",
"Remoteld":"139.196.32.167",
"IkePfs":"group2",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"IkeMode":"main”,
"IkeLifetime":86400,
"TkeVersion":"ikevl",
"Localld":"116.62.69.64"

}

}
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]
b
"TotalCount":1,
"PageSize":10,

"Requestld":"54A4B3D0-DF4D-4C54-B8DC-5DC8DD49C939"

HifJVPNZ

i

it

REOBFTEHVPNEERMXFE

EREH
o5

Action

Regionld

VpnConnectionld

R[EI24

BR
VpnConnectionld
CustomerGatewayld
VpnGatewayld
Name

LocalSubnet
RemoteSubnet

CreateTime

IkeConfig

]

String

String

String

S

String
String
String
String
String
String
Long

Object

REYM
=
E
=
=
=
=

210

ik

REMESE , BE

: DescribeVpnConnec

tion

IEEEH

VPNConnectiongdittia;
HifigEVPN EZID

ik
VPNiZE#EID
CustomerGatewayME—+xiR

VPNGatewayM—#riR

VPN EZETR
FIRPIER
XHUPIER
BlEERTE)

IkeConfig.Psk Flitt=2%58
IkeConfig. IkeVersion R4~
, ikevl/ikev2
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IpsecConfig

Status

tER
ErrCode

VpnConnectionld.N
otFound

pY
=8 Gl

https://vpc.aliyuncs.com/?Action=DescribeVpnConnection

&RegionID=cn-beijing

Object

String

Message

Specified VPN
connection ID is not
found

&VpnConnectionld=vco-bp10lz7aejumd2vxoqgev

B <RHIFRSE>

IR [E75)

IkeConfig. IkeMode lkeVersion 3

V1R, ME
IkeConfig. IkeEncAlg 3DES, AES-
128, AES-192. AES-256. DES

IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.lkePfs Groupl,
Group2, Group5. Groupl4,
Group24
IkeConfig.IkeLifetime IKE SA
Lifetime , BB A%
IkeConfig.Localld ZitRiR
IkeConfig.Remoteld XimtriR

IpsecConfig. IpsecEncAlg 3DES.
AES-128, AES-192, AES-256,
DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group?2

IpsecConfig. IpsecLifetime Ipsec
lifetime B 9D

ERRTS , 9517

ike_sa_not_establishedZZ~E—MER
gL, ike_sa_establishedZ&~&

—FERID T AT,

ipsec_sa_not_establishedZ®&=5_M
ERIDESE. ipsec_sa_established3k

TR B BRI AR

Http Status ik

404

IEENVPNIEEART

T
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XMLABZ,

<DescribeVpnConnectionResponse >

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Name>vpniEEElid </Name>

<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<VpnGatewayld>vpn-bp1lg8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<Effectimmediately >true </Effectimmediately>
<Requestld>1EDD800E-DC7E-4AFD-9028-FA113775FC3C</Requestld >
<VpnConnectionld>vco-bpl0lz7aejumd2vxoqgev</VpnConnectionld >
<status>ipsec_sa_established <status>
<CreateTime>1492753817000</CreateTime>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<IkePfs>group2</lkePfs>

<Remoteld>139.196.32.167 </Remoteld >
<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</IkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</IkeConfig>

</DescribeVpnConnectionResponse>

JSON#&=L

{

"Name":"vpniZEalhis",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2"”,

"IpsecEncAlg":"aes"

L

"Effectimmediately:true,
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10Iz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"Requestld":"F2310D45-BCF6-4E2E-9082-B4503844BA4C",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
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"IkeConfig":{
"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"lkePfs":"group2",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"TkeMode":"main",
"TkeLifetime":86400,
"TkeVersion":"ikevl",
"Localld":"116.62.69.64"

{EBIVPNIE

/1743

NEORTHERVPNIEEER

IBREH
en%

Action

Regionld

VpnConnectionld

Name

LocalSubnet

RemoteSubnet

sem

String

String

String

String

String

String

BTN

pali]

Him

i

iy

iy

iy
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1§ VPNConnectionff
TERY i,

VPNConnectionfdid

SEAHIRIETRETR | [2,
128] JENE I F T
. WIRLAK/NF B E
Mk ATEEEET
II, "‘" ! "_" ﬁ "_
MRBIEEZSH

, BANMES
VpnConnectionld
Agelhhttp:// 0
https:// 7k
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, ZNMERFIES SR
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Effectimmediately

IkeConfig

IpsecConfig

Boolean

JSON String

JSON String

H

iy

iy
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PRiAfalse EARE

IkeConfig.Psk Fitt=%5
1, WERHIL00NFRF
IkeConfig. IkeVersion
hRA , AIE(E: ikevl,
ikev2 ; Bfihikevl
IkeConfig. IkeMode
IkeVersion Jv1AtiAiE

. AJIEE:
main,aggressive ; 2k
TAmain
IkeConfig. IkeEncAlg
e

:aes, aesl92 , aes25
6, des, 3des; ELIA
aes
IkeConfig.IkeAuthAlg
A]i%(E : md5, shal ;
EhiAshal
IkeConfig.IkePfs A%k
=]

: groupl, group2, g
roup5 , groupl4 , gro
up24; EiiAgroup?2
IkeConfig.IkeLifetime
(IKE SA
Lifetime , Long2&8Y
), BUESEE
[0,86400], B8 /9%D; B
1A86400
IkeConfig.Localld Aifg
R, KERHI1000F
F , BUAESvpnRXip
IkeConfig.Remoteld %3
iR, IERRFI1004
FF  BAMESRFN
xIP

IpsecConfig.
IpsecEncAlg AJ%(E
:aes , aesl92 , aes25
6, des, 3des ; BRA
aes

IpsecConfig.
IpsecAuthAlg AT%EE

: md5, shal; ERA
shal

IpsecConfig. IpsecPfs
AlI%(E

: disabled , groupl ,
group2 , group5, gro
upl4 , group24 ; BIA
group?2

IpsecConfig.
IpsecLifetime (Ipsec
lifetime Long2&8Y) , BY
{B5EE[0,86400], A/
b, EAiA86400
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BEIZH

2R
VpnConnectionld
CustomerGatewayld
VpnGatewayld
Name

LocalSubnet
RemoteSubnet

CreateTime

IkeConfig

IpsecConfig

tEIR
ErrCode

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl
d.NotFound

InvalidParam.%s

St

String
String
String
String
String
String
Long

Object

Object

Message

Specified customer
gateway id is not
found

Specified vpn

gateway is not
found

Specified %s param

Http Status HA

404 TEERRFMXAFE

404 i8EMInstance "z
res

400 Right
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ik

VPNIEEID
CustomerGatewayME—+xiR
VPNGatewayM—#riR

VPN ZEHEEEZFR

AumPRER

XJumPRER

BllERTE)

IkeConfig.Psk FHE==34R
IkeConfig. IkeVersion higZs
, ikevl/ikev2

IkeConfig. IkeMode lkeVersion /3

V1AY , WE

IkeConfig. IkeEncAlg 3DES, AES-

128, AES-192, AES-256, DES

IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.lkePfs Groupl,
Group2, Group5. Groupl4,
Group24
IkeConfig.IkeLifetime IKE SA
Lifetime , EA{S9FD
IkeConfig.Localld ZitRiR
IkeConfig.Remoteld XimtriR

IpsecConfig. IpsecEncAlg 3DES.
AES-128, AES-192, AES-256,
DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group?2

IpsecConfig. IpsecLifetime Ipsec
lifetime B 97D
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Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
IkeAuthAlg

is invalid IkePfs .
IkeLifeTime
Leftld
Rightld
IpsecEncAlg
IpsecAuthAlg
IpSecLifetime
Effectimmediately

apY
Rl

https://vpc.aliyuncs.com/?Action=ModifyVpnConnectionAttribute
&RegionID=cn-beijing
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev
<RHIFRSH>

RERA

XMLABZ,

<ModifyVpnConnectionAttributeResponse >

<Name>vpniZEEilid </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >false </Effectimmediately >

<VpnGatewayld >vpn-bplq8bgx4xnkm20gj0fiu</VpnGatewayld>
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bp10lz7aejumd2vxoqgev</VpnConnectionld >
<Requestld>57070A3D-38F2-40A6-A1C9-DB14542EF54D < /Requestld>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</lkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >

<IkePfs>group2</lkePfs>

<IkeAuthAlg>shal</lkeAuthAlg>
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<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</lkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>
<Localld>116.62.69.64 </Localld >
</lkeConfig>
</ModifyVpnConnectionAttributeResponse >

JSON#E=

{

"Name":"vpniZEEslhis",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2"”,

"IpsecEncAlg":"aes"

by

"Effectimmediately”:false,
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"Requestld":"7DB79D0C-5F27-4AB5-995B-79BE55102F90",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",

"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"lkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"TkeMode":"main",

"IkeLifetime":86400,

"IkeVersion":"ikevl",

"Localld":"116.62.69.64"
}
}

THBRVPNiZE

/1174

It AT MIBRVPNIZESES
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RS

Regionld

VpnConnectionld

BEIZH

BR
Requestld

tHIRS
ErrCode

InvalidVpnConnectio
nld.NotFound

VpnGateway.Config
uring

apY
kbl

Sl

String

String

Integer

e
String

Message

Specified vpn
connection id is not
found

The specified service
is configuring

BB fiik

i

Pl

el

https://vpc.aliyuncs.com/?Action=DeleteVpnConnection

&Regionld=cn-hangzhou

&VpnConnectionld=vco-bp10lz7aejumd2vxoqgev

REH

XML&

218

RoRlES , BB
: DeleteVpnConnecti
on

15 VPNConnectionfft
TERY M,

ERIpRAY
VPNConnectionID,
=, —B,

VPN EEZ R

)%
BREKIE—IRR

Http Status 1)

204 IRV PNIEETZ
=

VPNRIXHBIIEERS
400 % . ToiEMIBRVPNE
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<DeleteVpnConnection>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnConnection>

JSON#E=

{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

TEVPNEREE

/1174

T 3RENVPNEENEERES.
3
BREH
2432 St
Action String
Regionld String
VpnConnectionld Integer
A}
R[EIEE
2R il
Requestld String
VpnConnectionConfig Object

Him

Hm

Him
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fER
REMESE, BlE

: DownloadVpnConn
ectionConfig

18 VPNConnectionfft
TERYa,

BTRHEEN
VPNConnectionID
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1
"ikeConfig":0{
"ikeAuthAlg":"md5",
"ikeEncAlg":"aes",
"ikeLifetime":86400,
"ikeMode": "aggressive",
"ikePfs":"groupl"”,
"ikeVersion":"ikevl",
"localld":"10.6.12.122",
"psk™:"1347328e-4a84-4f09-ah37-831f0d05a973",
"remoteId":"10.0.12.122"
}
"ipsecConfig":0{
"ipsecAuthAlg": "md5",
"ipsecEncAlg":"aes",
"ipsecLifetime":86400,
"ipsecPfs":"groupl”
}l
"local":"118.190.78.193",
"localSubnet":"10.0.12.1/25",
“remote":"120.27.218.247",
"remoteSubnet":"10.0.12.1/25"
}
A
=12
ErrCode Message Http Status ik
InvalidVpnConnectio Specified vpn IEERVPNEZEAZF
connection id is not 404
nld.NotFound found =

apY
Bkl

https://vpc.aliyuncs.com/?Action=DownloadVpnConnectionConfig
&Regionld=cn-hangzhou
&VpnConnectionld=vco-bp10lz7aejumd2vxoqgev

REH

XMLABZ,

<DownloadVpnConnectionConfigResponse>
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<Requestld>6F4A035F-7060-45D7-B9BD-719372782AF6 </Requestld >
<VpnConnectionConfig>
<RemoteSubnet>1.1.1.0/24,1.1.2.0/24</RemoteSubnet>
<Local>139.196.32.167 </Local>
<IpsecConfig>
<IpsecLifetime>86400</IpsecLifetime >
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>
<IpsecEncAlg>aes</IpsecEncAlg>
</IpsecConfig>
<Remote>116.62.69.64</Remote>
<LocalSubnet>2.2.2.0/24 </LocalSubnet>
<IkeConfig>

<IkeEncAlg>aes</lkeEncAlg>
<IkePfs>group2</lkePfs>
<Remoteld>116.62.69.64 </Remoteld>
<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</lkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>
<Localld>139.196.32.167 </Localld >
</lkeConfig>

</VpnConnectionConfig>
</DownloadVpnConnectionConfigResponse>

JSON#&=L

{
"Requestld":"0C68048B-0F70-40DA-BSAE-1B79B5CF62E3",
"VpnConnectionConfig":{
"RemoteSubnet":"1.1.1.0/24,1.1.2.0/24",
"Local":"139.196.32.167",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2”,

"IpsecEncAlg":"aes”

b
"Remote™:"116.62.69.64",
"LocalSubnet":"2.2.2.0/24",
"IkeConfig":{
"IkeEncAlg":"aes",
"lkePfs":"group2",
"Remoteld":"116.62.69.64",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"TkeMode":"main",
"IkeLifetime":86400,
"IkeVersion":"ikevl",
"Localld":"139.196.32.167"
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CreateSslVpnClientCert

R
BIEESSL-VPNE FimIES.
TS

243 gt BEYM 1115
REMESH , BE

Action String = : CreateSslVpnClientC
ert
Regionld String 2 VPNPYKAI1tha,
SslVpnServerld String = SSL-VPNRRSZImAYID,
Name String S EFUmIEREFR,
\
RES4
BR KE 1)
SslVpnClientCertld String ZFimiE$RID,
Name String EZFiumIERETR,
CreateSslVpnServer
j#id
Bl SSL-VPNERSS .
2Y5 e BB ik
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Action

Regionld
VpnGatewayld

LocalSubnet

ClientIpPool

Proto

Port

Cipher

Compress

Name

REISE

BR
SslVpnServerld

Name

String

String
String

String

String

String

Integer

String

Boolean

String

ey
String

String

HD HD AD

Hm

Him

iy

iy

iy

iy

iy
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REMESE , BE

: CreateSslVpnServer
VPN/IRAIHBIE
VPNRIKSLHBIID,

EZMEBEZNETE
PILRAIRIER

BEEFimoEIPASE
, LACIDR blockt&=;
TP S

10.10.10.0/8 , g5
VPCRIMIER %2,

SSL VPNRRSSumFT{#FE
At

AJjE(E : TCPaY
UDP , BXIAE : UDP

SSL VPNBRSSimFr{sEA
im0, ABEFBERLL
TigO 22, 2222,
22222, 9000, 9001,
9002, 7505, 80, 443,
53, 68, 123, 4510,
4560, 500, 4500,

BRAE : 1194

ERINEEE.

Blj%(E : AES-128-
CBC, AES-192-CBC,
AES-256-

CBC, none ; EMAE

1 AES-128-CBC

EBES | Biltrue,

SSL-VPNRRSSImEZ R,

)%

SSL-VPNRRSSImAIID , REME—IRR

°

SSL-VPNRRSZimEFR.
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fHBRSSL-VPNZE FimiE+H

HEA

fHIERZE FimiES.

iBREH
BH=
Action

Regionld
SslVpnServerld

REISE

BR
Requestld

DeleteSslVpnServer

HER

FHIBRSSL-VPNARSS I,

ERSH
e

Action

Regionld

x5

String

String
String

]
String

String

S
String

REYM

Hm

Hm

Hm

Hm

Hm
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SSL-VPNBRSIHAYID,

i
BEBERE—IRR,
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RENESE , BE
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SslVpnServerld String = SSL-VPNRRSZImAYID,
\
B[EISE

B Sl A

Requestld String BMEEKE—TRIR,

DescribeSsIVpnClientCerts

R

EEEFIHEXAES,
==
EkEH
243 Sidl BBV ik
RoRlESH , BB
Action String = : DescribeSs|VpnClien
tCerts
Regionld String B VPNRIKAYLIE,
;J‘x S8, IHEEX
H 17\ ID
SslVpnServerld String B SS%VPNHLEI?;EIE%EEE'
U ET.
glh:'? 8 ?IHEZEb(
. N 2& ' /\J&@ EZE%%’-{
SLEPRZSHIRAITIGS
PageNumber Integer & , EIRER 1, BAE
yy 10
SREEEENSR
PageSize Integer & 78, =XE 5017, BK

A7 10,
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BB

243
SslVpnClientCertKeys
TotalCount
PageNumber
PageSize

SSL-VPNEFIRIEHFIZR
R
Regionld
SslVpnClientCertld
Name
CreateTime

EndTime

Status

St
List
Integer
Integer

Integer

D]
String
String
String
Long
Long

String

DescribeSslVpnServers

s
EiSSL-VPNIRSHFIE.
BREH

sH=2

Action

Regionld

VpnGatewayld

sem

String

String

String

REUMR
=
E
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SSL-VPNEFIHIERFIER,
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EETUER

VPNRIKAYL I,
SSL-VPNZFimIERID,

SSL-VPNZ F#E-B&FR.

BIEEATE,

EFimiEBEIERRE,
EFEIEFIRE : expiring-sooniE$

FHARI1E ; normal : IEE ;
expired : EigHA.

ik

REMESE , BE
: DescribeSs|VpnServ
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SslVpnServerld
Name
PageNumber

PageSize

REISE

e e
SslVpnServers
TotalCount
PageNumber

PageSize

SSL-VPNERSSimFIZ=R
R
Regionld
SslVpnServerld
VpnGatewayld
Name
CLientIpPool
LocalSubnet
Proto
Port
Cipher
Compress
CreateTime

Connections

String

String

Integer

Integer

e
List

Integer
Integer

Integer

SRy
String
String
String
String
Long
Long
String
Integer
String
Boolean
String

Integer

iy

iy

iy

iy
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VPCKEAAISSL-VPNAR
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TiEESE. WiEEZ
2%, JREFEEIDH
SSL-VPNIRS IR,
TSRS #. MiEEX
2%, JIRBEIEERFR
BYSSL-VPNIRSS i,
SLAPASS I ZRAITIRD

, REIAER 1, BAE
?g 10
PREEFEENER
78, &FKE S0 17, &
1A 10,

1A
SSL-VPNERSS##FIR,
PIRSFEBH,

EETUER

SSL-VPNARSSimAI1thIa, .
SSL-VPNARSSIHAYID,
VPNRIXSLHIID,
SSL-VPNRSSIHEFR.
EFSIPHE,
VPNGatewayZ/HART &

SSL VPNARSSumATSEFARIMN.,
SSL VPNRSZ RO,
ERNINEEE.

RBEYE,

BlEERTIA.
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MaxConnections Integer BRAERE,
Internetlp String 23MIP,

|
sy

{EBISSL-VPNZFimiit-

1205
BB , REEMEFREBER,
BREH

243 gt RBEYMR ik
RENMESH , BE

Action String = : ModifySsIVpnClient
Cert
Regionld String 2 VPNPYKAI1thaL .
SslVpnServerld String = SSL-VPNRRSZImAYID,
Name String & EFIRIERERR.
\
B[E241
BR KE )%
SslVpnClientCertld String ZFimiEPID,
Name String 2 FIEBER,

ModifySslVpnServer

R

IE2SSL-VPNRRSS I &,
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883 e Sid) BEBYM R
: . = REMESE , BB
Action String = : ModifySsIVpnServer
Regionld String 2 VPNRIKAYLbIE,
VpnGatewayld String = VPNRSLAIID,
. = fEAMEEENES
LocalSubnet String ps= RIEE I ES,
ZFuRIPHEEE |, LA
: . CIDR blocktg=tiINLL
ClientIpPool String = $010.10.10.0/8 , REEE
VPCHIMEZINER,
SSL VPNRRSS 2R
AOTL.
Proto String )

AJI%E(E : TCPag
UDP , 2XTAME : UDP

SSL VPNERSS =AM
Port Integer & .
ZINME : 1194
ERNINEEE.
AJisk{E : AES-128-
. . ] CBC, AES-192-CBC,
Cipher String B AES-256-
CBC, none ; BRIAE
: AES-128-CBC
Compress Boolean i EBEESE , BiAtrue,
Name String & SSL-VPNRSZI#ZFR.
\
T
2R Sl A
RegionId String SSL-VPNRSSImATEE,
SslVpnServerld String SSL-VPNBRSZImAYID,
VpnGatewayld String VPNRZESLHIID,
Name String SSL-VPNRRSSImBAFR.
CLientIpPool Long 22 FimIPHbLED,
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LocalSubnet
Proto

Port

Cipher
Compress
CreateTime
Connections
MaxConnections

Internetlp

SBRIEER
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Long
String
Integer
String
Boolean
String
Integer
Integer

String

-qm

2 BRNMHESLH)

VPNGatewayZ|HAATE]
SSL-VPNARSSumFr{E BRI,
SSL-VPNARSSimFr{E RO,
(ERINEEE,

BEEYE.

BIEERTIE,

HENERE.

RAERE,

23MIP,

BIESEKINESLH , BIETAE  STELBIFRTE Region SE— MK IP Hbtik, @13 OpenAPl (35 tIEEE

FZERISLAH,

RS
i

Action

Regionld

Servicelocation

e

String

String

String

REYM
=
=
=
=
=
=
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mainland
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Bandwidth Integer
Name String
Description String
ClientToken String

BEIZH

2R E-Sic]

GlobalAccelerationlnstanc Stri
tring

eld

IpAddress String

Hm

iy

iy

iy

231

-4tZE : north-
america

-IIK : asia-
pacific

- B - europe

RIS ESIFRIXIEA
Mol S E IR X D
AR5t

HElEE , B

: Mbps, 10Mbpsi2&
, T ERIE(EO-
100Mbps (&) 5BER
, 5 910Mbps , &
BIEEXF100Mpbs At
, #49100Mpbs , Bp
AEATHEEE S
[10,20,30,40,50,60,70,8
0,90,100,200,300,400,5
00,600,700,800,900,10
00]

LEINERSLHIETR , X
#5[2, 128] X EHNF
&, WIRLAK/NFEE,
X FEL | ATREHET
- AR 4
LA “http://" ]

"https://" Frk.

SEIMERLAIFAER
, ¥ [2, 256] TE3ZEL

PR, ARELA
“http://” *D
“https://" Frk

BFRIBEEKRINESEE
. HEFIRERIZEE
B, BRIEEARAEBRX
BIfE— , RAANMED 64
N ASCI =75, Bk
OB

PrelERIsLfl ID

PTelEZRISEBIRI AR 1P
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HIR
RIS

InvalidRegionld.Not
Found

InvalidBandwidth.Val
ueNotSupported

InvalidServicelLocatio
n.ValueNotSupporte
d

InvalidGlobalAcceler
ationInstanceName.
Malformed

InvalidGlobalAcceler
ationInstanceDescrip
tion.Malformed

InvalidServicelLocatio
n.Mismatch

MissingParameter

B
R

HHid

The specified
Regionld is not
found.

The specified
Bandwidth is not
supported.

The specified
Servicelocation is
not supported.

The specified Name
is not valid.

The specified
Description is not
valid.

The specified
ServicelLocation
does not match the
region.

The input parameter
% that is mandatory
for processing this
request is not
supplied.

Http RSB

404

400

400

400

400

400

400

https://vpc.aliyuncs.com/?action=CreateGlobalAccelerationInstance

&< NHFRSE>

&Regionld=ap-southeast-1

&Bandwidth=10
&Name=MyGa

&Description=firstGlobalAcceleration

&ServiceLocation=asia-pacific

REA

JSON#&=.

232

BEX
f8ERIRegionld 7
=
IEERTRRIEEARSF

HEERIAIRSS I AT
BFRISTUAIER,

AR A .

TEERIIRSS XE S =R
bt ASDLEC,

INESEURIERE.
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{

"GlobalAccelerationInstanceld": "ga-t4nluhu6",
"IpAddress": "12.34.56.78",

"Requestld": "21AAFD16-F784-4BFB-XXXX-XXXXXXXX"
}

EREBKINELHIFIZR

fag

Ve SR EISN RS
- S EpEId GlobalAccelerationlnstanceld, Name, Status. ServiceLocation. Serverld {EJ9S{HX
Ufiiei
b= =
IFREH
B E-Sit) BBV R
EAENESE , BE
Action String = : DescribeGlobalAccel
erationlnstances
Regionld String 2 Fr{Eitieg
GlobalAccelerationl . - o
nstanceld String S SERINESLf) ID
Name String B SEKIMERLFIZFR
SERINESLFMAZ | 8]
i |=|
Status String & : Available , Inuse , A
ssociating , Unassocia
ting
ServicelLocation String B %IERJJDJE%WE’\JHE%IZ
SRS ZFRAITIES
PageNumber Integer & , EBIREAL , BMER
1
PDIREAMZEENER
PageSize Integer & 1780, &xK(ES01T , B

IAA10
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BEIZH

2R it 1)

GlobalAccelerationlnstanc GlobalAccelerationlnstanc GlobalAccelerationInstanceltemTy

es eSetType peHpkAYArray

TotalCount Integer HIFREEBEIP

PageNumber Integer EEIPUL]

PageSize Integer HRIPREEZLEE

A= |
RS

R )% Http K753 BEX

InvalidRegionId.Not The specified 1EEMIRegionld A~ F
’ Regionld is not 404 -

Found found £

apY
Rl

https://vpc.aliyuncs.com/?action=DescribeGlobalAccelerationInstances

Q< NHERSH>
&Regionld=ap-southeast-1

REH

JSON#E=

{
"GlobalAccelerationIlnstances": {
"GlobalAccelerationInstance": [

{

"AccelerationLocation": "china-mainland”,

"BackendServers": {
"BackendServer": [

{

"Regionld": "cn-beijing",

"Serverld": "Ib-2222222333333333",
"ServerlpAddress": "192.168.0.180",
"ServerType": "SlbInstance”

}
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]
b
"Bandwidth": "10",

"ChargeType": "PrePaid",

"CreationTime": "2017-07-26T03:34:30Z",
"Description™: "",

"ExpiredTime": "2017-08-26T16:00Z",
"GlobalAccelerationlnstanceld": "ga-aabbccddaabb”,
"InternetChargeType": "PayByBandwidth",
"IpAddress": "12.34.56.78",

"Name": "",

"OperationLocks": {

"LockReason": []

b
"Regionld": "cn-shanghai”,

"ServiceLocation": "asia-pacific”,

"Status": "InUse"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "0487FCA3-E152-4726-8A17-25F69E03ADBO",
"TotalCount": 1

}

(S EBRINERSEHRE

{EX S BRIMESEHIRIE
faid

IEEBRILESLHIRY BFR 70 fEA,

ITREH

AR KA BRYM
Action String =
Regionld String =

235
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AZFAESE , BB

: ModifyGlobalAccele
rationInstanceAttribut
es
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GlobalAccelerationl
nstanceld

Name

Description

I
RIS

InvalidRegionld.Not
Found

InvalidGlobalAcceler
ationlnstanceld.NotF
ound

MissingParameter

InvalidGlobalAcceler
ationInstanceName.
Malformed

InvalidGlobalAcceler
ationlnstanceDescrip
tion.Malformed

String

String

String

%

The specified
Regionld is not
found.

The specified
GlobalAccelerationIn
stanceld is not
found.

The input parameter
% that is mandatory
for processing this
request is not
supplied.

The specified Name
is not valid.

The specified
Description is not
valid.

apY
kbl

https //vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceAttributes

<RNHIFRSH>
&Regionld=ap-southeast-1

Him

iy

iy

Http K&

404

404

400

400

400

&GlobalAccelerationInstanceld =ga-t4nluhubn4xxxxxxxxxx
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EIKIMESLHIRIZFR,

SEINELFIERAEE
. 3ZHF [2, 256] TE3EK
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BY

1EERIRegionld R~ 1E
o
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=

RSECKRISTE.
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&Name=AdjustName
&Description=ModifyDescription

REH

JSON#E=

{
"Requestld": "BD5BCEE8-F62C-40C2-9AC3-89IXXXXXXXXX"
}

(B EBRINESLAITHE

(e EBRIMERSLAITHEE
ik

B LB IMERELAIRNT S |, 81T OpenAPl (N SHHEX ST Z LA |, (SeEMETERL,
BREH

= e BBV ik

REMESH , BE
: ModifyGlobalAccele
rationInstanceSpec

RiTfEs i,

Action String

pali]

Regionld String

Hm

GlobalAccelerationl

nstanceld String

SEAIID

Him

THElE(E , B

: Mbps, 10Mbpsiz&
, T alE{E0-
100Mbps (&) SEEA
, £EKH10Mbps |, H
EIEEATF100Mpbs BF
, 5K A100Mpbs , B
AR EE(E
[10,20,30,40,50,60,70,8
0,90,100,200,300,400,5

Bandwidth Integer

Him
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00,600,700,800,900,10
00]
A
R[EISE
ERAHIREISE , FUATREISE.
=]
e
iR R Http A7 BN
. The specified
g,][;/:rl:lcrl] E’lgrl??é?;cl\?ﬁ; GlobalAccelerationln ., LEKIMELA ID 77
ound : stanceld is not =
found.
InvalidParameter ian:/ea lﬁ)g.rameter s 400 IEENSHEARAGE
Invali . The specified Sy———— +
nvalidBandwidth.val o=~ 1h. 0 S0 400 EENFRIEEARSS
ueNotSupported o
supported.
The input parameter
% that is mandatory
MissingParameter for processing this 400 WIESERIERE.
request is not
supplied.

a6y
Rl

https://vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceSpec
Q< NHERSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld =ga-t4nluhu6n4xxxxxxxxxx
&Bandwidth=20

REA

JSON#E=

{
"Requestld": "BD5BCEE8-F62C-40C2-9AC3-89XXXXXXXXX"
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MpREBRINERSLH

MlFR < BRNMESLA
/1143

TS BRIMESLAI, (NSRS (T2 TRIMESLA ; WSS BkINESLAIRIEE S EiniRSS eSS0 ;
BREH

EA gt BABYM ik
REMESH  BE

Action String = : DeleteGlobalAcceler
ationInstance
Regionld String 2 Fr{Eitieg
GlobalAccelerationl . = 5
nstanceld String = SLAIID
‘
IR[EIEE
SENHIREISE , FIAHIREISE
3,
HIRE
=B iR Http & BX
. . The specified G i N
}:r:)vlﬂlgReglonId.Not Regionld is not 404 ;;xEE’JReglonIdTT?
found.
. The specified
invalidGlobalAcceler - Gjopalaccelerationin 0, SEINESH) ID A7
ound ) stanceld is not 1=
found.
IncorrectGlobalAccel Current 400 IEERI S BRINERSLHIR
erationInstanceldSta GlobalAccelerationIn SASHFUIIRE
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tus

Missing

B

stance status does
not support this
operation.

The input parameter

% that is mandatory
Parameter for processing this 400

request is not

supplied.

iGNl

https://vpc.aliyuncs.com/?action=DeleteGlobalAccelerationlnstance
B <RHIFRSH>

&Regionld=ap-southeast-1
&GlobalAccelerationInstanceld=ga-aabbccddaabb

IR Bl

JSON#&={

{

"Requestld": "E6GE63B2A-9820-44A8-A359-9BB2DAEE6424"

}

e RimiRSS 35

58%e]
i

EimARSS AR

PERIRIRSS R,

- {3245 VPC 258517 ECS 1 SLB {EALBKINIRLAINEimARSS =S ;

- — P EBIMELFIREERMI—MEiniRSES
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- —NEimbR S AT LMEAZ AN INERSLHIRY BackendServer ;

- B ARIRRS B RENFERTEEKINELABTE—IEKRST ;
- {EARRARSS 2RI msL T8 Region BEAESIKIMESLAIRY ServiceLocation F ;

RS

rld.NotFound

not found.

241

R St RBBYM fig
REMESE , BYE
Action String = : AssociateGlobalAcc
elerationlnstance
Regionld String B TSI,
GlobalAccelerationl . -
nstanceld String = SEBIID
. [RimiRSSERATERY
gzra‘?gendServerReg String 2 Region , i% Regionld
weE T EER.
[EimARSSeSREY | SbF
EcsInstance ( EEM%
KRN =RSSES
BackendServerType String r ECS) #0
SlbInstance ( £G4
KA EIYE ) | B
A9 EcsInstance ,
RMIRS A mIRSS 25
BackendServerld String 2 ID, HEIZIFVPCEEEY
ECS = SLB 3LAIID,
A
R[EIEE
EREAHIREISE , FIATHREISE
=]
tEIR
RS R Http A7 BN
. . The specified S .
Lr;vljarl]lgReglonId.Not Regionld is not 404 %._ZZEE’J Regionld A%
found. °
InyalidGIobaIAcceIer g?oebsaﬁi((::icf:aelgrationln .
iﬂ(;glnstanceld.NotF stanceld is not 404 IR HIAFLE.,
found.
InvalidBackendServe The specified BRI AFE
BackendServerld is 404 B

°
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InvalidBackendServe

The specified

ey

. BackendServerRegio 404 BackendServerRegio
rRegionld.NotFound nld is not found. nld FIETE
InvalidBackendServe The specified IEENEIRIRS AT
Tvoe.NotFound BackendServerType 404 vy = -~

ype. is not supported. e
Current
IncorrectGlobalAccel GlobalAccelerationln . PRSI
erationInstanceldSta stance status does 400 Eﬁgﬁﬁgﬁ’k%ﬁ
tus not support this o Flis
operation.
The specified
BackendServerRegio EEN
InvalidBackendServe nld is not in the 400 BackendServerRegio
rRegionld.Mismatch GlobalAccelerationln nld AELEKINERSLA
stance’ s HIBRSS X iE AR,
Servicelocation.
The count of
CountLimitExceeded GlobalAccelerationln A A 4
AssociatedGlobalAc stances can be 204 méﬁﬁ%&ﬁ@iﬂi
celerationInstanceO associated on one z) IR K& S
nBackendServer BackendServer has = °
reach the limit .
: The specified HEERY
Ir?c\j/?\lfgt?:{:)l(’%ndServe BackendServerld is 400 BackendServerld A~
: not in VPC. = VPC 2£8Y,
TaskConflict.Associat
eGlobalAccelerationl Operate too 400 RS T HnEs,
frequent.
nstance

. The specified HEERY
Irré\éal;ggf\cj:léer;c;ssgv? BackendServerRegio 400 BackendServerRegio
onlg =9 9 nld can not be the nld A8&5 Regionld

same as Regionld. =GN
The input parameter
% that is mandatory
MissingParameter for processing this 400 WBESHERISTE.

request is not
supplied.

7y
TRl

https://vpc.aliyuncs.com/?action=AssociateGlobalAccelerationInstance
<RNHIFRSH>

&Regionld=ap-southeast-1
&GlobalAccelerationlnstanceld=ga-aabbccddaabb
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&BackendServerRegionld=ap-northeast-1
&BackendServerld=i-6welge5qfxxxxxx
&BackendServerType=EcsInstance

REH

JSON#&Z

{
"Requestld": "DDF2CC38-76C7-4000-909D-B2088158AEDA"

}

RS ImARSS 3R

SRR S5 2,
i

FRER S TR NMERSL I KBRS im AR S5 28
==
BREH

2R e Sidl BB fiik
REMESE , BE

Action String = : UnassociateGlobalA
ccelerationlnstance

Regionld String = FhriEitbis

GlobalAccelerationl . = .

nstanceld String = SLAID

243



EBEML VPC

Frkigr

HIR
RIS

InvalidRegionld.Not
Found

InvalidGlobalAcceler
ationInstanceld.NotF
ound

IncorrectGlobalAccel
erationInstanceldSta
tus

MissingParameter

B
R

HHid

The specified
Regionld is not
found.

The specified
GlobalAccelerationln
stanceld is not
found.

Current
GlobalAccelerationln
stance status does
not support this
operation.

The input parameter
% that is mandatory
for processing this
request is not
supplied.

Http RSB

404

404

400

400

https://vpc.aliyuncs.com/?action=UnassociateGlobalAccelerationlnstance

B <RHIFRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld=ga-t4nluhu6n417xxxxxxxx

R B

JSON#&={

{

"Requestld": "BD5BCEE8-F62C-40C2-9AC3-89IXXXXXXXXX"

}

=if)

inAR S AP e E BRIMESLA

244
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BiflfainiRSS A48 ERI S BRIMESLH]
ik

ST N E S Y ESS KR

RS

B il EEBYM R
REMESE , BUE
Action Strin = : DescribeServerRelat
9 = edGlobalAccelerationl
nstances
Regionld String 2 et

A[k{E 9 EcsInstance
#0 SlbInstance , $9°8IFE

ServerType String & LABIZERY ) ECS Biifh
9 , BOAMER
EcsInstance,
Serverld String 2 g’gbﬁﬂﬁﬁﬁ%%gﬂg%{ﬁu
‘
R[EIEH
2R - Sit] iR
ServerRelatedGlobalAccel ServerRelatedGlobalAccel ServerRelatedGlobalAccelerationIn
erationlnstances erationlnstanceSetType stanceltemTypeZHpkHYArray
=]
tH1es
e R Http R BX
InvalidRegionId.Not The specified 1EEMIRegionld A~ F
Found : Regionld is not 404 7:'_:
found.

: The specified HEERY
InvalidBackendServe Serverld is not 404 BackendServerld A~
rld.NotFound

found. ye ey
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|
Rl

https://vpc.aliyuncs.com/?action=DescribeServerRelatedGlobalAccelerationInstances
B <RHIFREH>

&Regionld=ap-northeast-1

&Serverld=i-6wefye5LXXXXXXXXXX

RERA

JSON#EZ

{

"GlobalAccelerationInstances": {
"GlobalAccelerationInstance": [

{

"GlobalAccelerationIlnstanceld": "ga-t4nku6vvIxxxxxxxxx",
"IpAddress": "12.34.56.78",

"Regionld": "ap-southeast-1",

"ServerlpAddress": "172.24.52.234"

}

]

b

"Requestld": "A8252014-D8DE-4D85-AF35-AFEXXXXXXX"
}

HFHEAPL

IONEIPRIHXZ=REER

AAEIPEEHEEE,
ik

IONEIPEIHEZHEEE
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RS

SHER BHE
Action String
Regionld String
BandwidthPackageld String
IpInstanceld String
RES4
BRESETR
NHSH
FERAG:
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

InvalidIpInstanceld.NotFoun
d

IpInstanceld.AlreadyInBandw
idthPackage

IpInstanceld.BizStatusInvalid

IpInstanceld.ChargeType.Not
Support

BandwidthPackageld.InvalidB
izStatus

IpInstanceld.QuotaExceeded

o pris

=

=

=

=

ESid
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld

does not exist in our records.

The specified Eip Instanceld
already in
bandwidthPackage.

The specified Eip BizStatus is
Disable, Cannot add to
bandwidthPackage.

The specified Eip instance is
PrePaid type, Cannot add to
BandwidthPackage.

The specified
BandwidthPackageld has
been FinancialLocked,
Cannot add Ip.

The specified

247

EYE5EA

AddCommonBandwi
dthPackagelp

region no
BTl

eipfiInstanceld, X
XFHETERAYEIPSLA)
IINEH=SES , B
e B FIEIPASRTER]
—/Nregion iBZIEIPEE

B EEIEIPLA]
ID , s EIPE
Ci@iTAPIEIA,

S5

Requestld

HttpStatus

404

404

404

400

400

400

400

400
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BandwidthPackageld has too

many ip in it. exceed the

quota, Cannot add more.

B
BRI

https://vpc.aliyuncs.com/?Action=AddCommonBandwidthPackagelp
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&Iplnstanceld=eip-

bp13e9i2qst4g6jzi35tc
B <RHIBFRSH>

RE7B
XML

<AddCommonBandwidthPackagelpResponse>

<Requestld>01FDDD49-C4B7-4D2A-A8E5-A93915C450A6 < /Requestld >

</AddCommonBandwidthPackagelpResponse>

JSON #&3{

el

e
4

T D

tEESFHEE
R
olpstEsRe
BREH
SBEm e

Action String

Regionld String

248

EYE5EA

CreateCommonBand
widthPackage

Hbiaf , @cn-

hangzhou



EBEME VPC Frkigra

Bandwidth Integer WAIR BRTEESE Mbps
MELTEEER | YA
. \ : PayByBandwidth,
InternetChargeType String aJi% PayBy95 , BAL
PayByBandwidth
iRt Bl , BUESE
EE10~100 , 3¥F=2
. N 10%~100% , PayByB
Ratio Integer ks andwidthEV{ERAER
100 , FAFBAEE
T
Name String aisk B
Description String alik fEA
REISH
BESER il EYEiEA
BandwidthPackageld String R EcHIE—Id
=1
ErrCode Message HttpStatus

The Regionld provided does

not exist in our records. 404

InvalidRegionld.NotFound

P
=p x|

https://vpc.aliyuncs.com/?Action=CreateCommonBandwidthPackage
&RegionID=cn-hangzhou&Bandwidth=10

B <RHIFRSE>
REE
XMLE=

<CreateCommonBandwidthPackageResponse>

<BandwidthPackageld >cbwp-bplvevu8h3ieh5xkcdhdy </BandwidthPackageld >
<Requestld>FF39F653-033E-4CD9-9EDF-3CCA5A71FBC3 </Requestld >
</CreateCommonBandwidthPackageResponse >

JSON #&z
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&

R =R

HkrHEREES

R
MprH=mEEE
RS
BEEBR BHERR BETE EN{&ikAe
. . - DeleteCommonBand
Action String A widthPackage
Regionld String IR region no
BandwidthPackageld = String Aisk BAHHEeld
EiAREfalse , truezk
. ToenilbR  SIEEE
Force boolean Bif% HFfSeip e IsiERTES
G
R[ES4
Ay mﬁ
1
BSEMR ESi e
AHBE String
FERAG:
ErrCode Message HttpStatus

The Regionld provided does

not exist in our records. 404

InvalidRegionld.NotFound

The specified

InvalidBandwidthPackageld. BandwidthPackageld does 204

NotFound not exist in our records.
The specified
DependencyViolation.ip BandwidthPackageld has eip 400

init.

250
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N
SRR

https://vpc.aliyuncs.com/?Action=DeleteCommonBandwidthPackage
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

B <RIIBFRSE>
RERE
XML

<DeleteCommonBandwidthPackageResponse>
<Requestld >B400EF57-60E3-4D61-B8FB-7FA8F72DF5A6</Requestld >
</DeleteCommonBandwidthPackageResponse >

JSON &%

EwRasIR

BEHRaIR

1R

BT EREsIE

ke
SHEWR e eSidl P pin
Action String WA
Regionld String WAIR
BandwidthPackageld = String WA
PageNumber Integer A%
PageSize Integer Eljvd

251
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region no
EAmEeld
AL,
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IREISE]
RSB

CommonBandwidthPackages

TotalCount
PageNumber

PageSize

ez

CommonBandwidthPackage
SetType

Integer
Integer

Integer

CommonBandwidthPackageSetType:

FEREMR
BandwidthPackageld
Name

Description
Bandwidth
InternetChargeType
Ratio

Regionld

CreationTime
InstanceChargeType

BusinessStatus

PubliclpAddresses

PubliclpAddresseSet :
FRAEMR
IpAddress

Allocationld

iR
ErrCode

InvalidRegionld.NotFound

]
String
String
String
Integer
String
ERIEREEH)
String

String

String

String

PubliclpAddresseSet

sem
String
String

Message

The Regionld provided does
not exist in our records.

252

EEie8

CommonBandwidthPackage

=S

BT EEE

a2 Mbps
PayBy95 or PayByBandwidth

regionf58

eIEERTE : #8= : “ 2017-06-
08T03:44:31Z"

SCERSERY |, PostPaid ,
PrePaid

Normal&RIEE
, FinancialLocked , XZ&

PubliclpAddresseFliz

BEHEA
N Mipiteit
~MipAJinstanceld

HttpStatus

404
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N
SRR

https://vpc.aliyuncs.com/?Action=DescribeCommonBandwidthPackages
&RegionID=cn-hangzhou

Q< NHERBE>
IREEI
XML

<DescribeCommonBandwidthPackagesResponse>
<PageNumber>1</PageNumber>
<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>20E6FD1C-7321-4DAD-BDFD-EC8769E4AA33 </Requestld >
<CommonBandwidthPackages>
<CommonBandwidthPackage>

<Description/>

<Zoneld>cn-hangzhou-d</Zoneld >
<InternetChargeType>PayByBandwidth</InternetChargeType>
<Name>abc</Name>
<CreationTime>2017-06-28T06:39:20Z</CreationTime >
<Status>Available</Status>
<BandwidthPackageld>cbwp-bplvevu8h3ieh5xkcdhdy</BandwidthPackageld >
<BusinessStatus>Normal</BusinessStatus>
<Regionld>cn-hangzhou</Regionld >

<Ratio>100</Ratio>

<InstanceChargeType>PostPaid </InstanceChargeType>
<PublicIpAddresses>

<PublicIpAddresse>

<IpAddress>116.62.129.250</IpAddress>
<Allocationld>eip-bp13e9i2qst4g6jzi35tc</Allocationld >
</PublicIlpAddresse>

</PubliclpAddresses>

<Bandwidth>20</Bandwidth>

</CommonBandwidthPackage>
</CommonBandwidthPackages>
</DescribeCommonBandwidthPackagesResponse >

JSON 8=

HE R OENBTREE
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ISR OB RMER

%
IEHH B REFREA

RS

SRR ¥R =Tl
Action String WA
Regionld String AR
BandwidthPackageld String AR
Name String A%
Description String A%

EiRm:
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

B
=B ]l

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageAttribute

i)
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

EX{&EiAe
ModifyCommonBan
dwidthPackageAttrib
ute
region no
BRAmEEld
BFR
i)

EN{&Ei5ee

Requestld

HttpStatus

404

404

&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&name=abc

&<RHBRSH>
RERB
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XMLUg{

<ModifyCommonBandwidthPackageAttributeResponse>
<Requestld>B450CAD8-50BC-4506-ADA7-35C6CE63E96B </Requestld>
</ModifyCommonBandwidthPackageAttributeResponse>

JSON 8=

HE TR EET ISR

iy
i
=T
ot
i
i
&
Nt
i
&

EEEEIRITRS 2R | FEHRITAERS LSS TN,

SHER o C Sl EET% EEiReA
ModifyCommonBan
Action String IR dwidthPackagePayT
ype
. . \, ﬂi’,t“ N, ;Z[]Cﬂ-
Regionld String W shﬁ%fiio
BandwidthPackageld = String R HE=HEID,

AJi%{E/ Month 2
Year , BAER
Month,
WNEREEE B BN
EEMonth |, W8
B kY ear,

AJiE(EN1-36 , BAIA
BEAL
NERPricingCycley
Month , iZ&#{&
S URE-GNIELRIEES
, SNSRUNR
PricingCycle/s

Year , iZS#LEM
TERRIEFE , &KES
3.

PricingCycle String Ak

K

Duration String aJ
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AutoPay

BB

RS
NEBH
iTEID
=
=Y

ErrCode

String

InvalidRegionld.NotFound

InvalidBandwidthPackageld.

NotFound

InvalidIpInstanceld.NotFoun

d

BandwidthPackageld.InvalidB

izStatus

Nl

Rl

et
String
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld

does not exist in our records.

The specified
BandwidthPackageld has
been FinancialLocked,
Cannot add Ip.

BB true 5E
false , BIAMES
false,

BREET , BT
ifktrue , ERITEG
Bz {Tikfalse,

E{Ei5eA
Requestld
Orderld

HttpStatus

404

404

404

400

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackagePayType&AutoPay=true&BandwidthPackagel
d=cbwp-uf6lrxnumwwijkttaurhuv&Duration=2&Format=xml|&PricingCycle=Month&Regionld=cn-shanghai

<RNHIFRSH>

RERA

XMLIER,

<ModifyCommonBandwidthPackagePayTypeResponse>
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<Message>successful</Message>
<Orderld>201537911580148</Orderld>

<Requestld >0CEBAFA2-3FE9-4008-BF1F-B7C5E66015D9</Requestld>
<Code>200</Code>
</ModifyCommonBandwidthPackagePayTypeResponse >

HEmR TR

iR
HEHREENHR
RS
BEEBR 2 C Sl BEWE EN(&ikAe
. . A ModifyCommonBan
Action String IR dwidthPackageSpec
Regionld String IR region no
Bandwidth Integer IR ERTRE SR Mbps
BandwidthPackageld = String W BAHHEeld
RESE
BREZFR Sl EN{&Eikiae
NHSH String Requestld
FERAG:
ErrCode Message HttpStatus

The Regionld provided does

InvalidRegionld.NotFound 2
not exist in our records.

404

The specified
BandwidthPackageld does 404
not exist in our records.

InvalidBandwidthPackageld.
NotFound

Bl
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ERTB

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageSpec
&RegionID=cn-hangzhou&Bandwidth=20&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

Q< NHERBE>
IRERAI
XML,

<ModifyCommonBandwidthPackageSpecResponse >
<Requestld>7F129000-F929-4AF5-BESD-BAE434C79530</Requestld>
</ModifyCommonBandwidthPackageSpecResponse>

JSON #&3%

BhRTE S ERRIEIP

PR RaYEIP

1)
R e B PAYEIP
ke
SHEWR E g et ol prie ENE LT
. , " RemoveCommonBa
Action String R ndwidthPackagelp
Regionld String WA region no
BandwidthPackageld ~ String WA EAwRaLd
IpInstanceld String WA eipfiInstanceld
RES%
REETR i) S5

258



EBEML VPC

Frkigr

EiR:
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

InvalidIpInstanceld.NotFoun
d

a5
=p x|

String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld

does not exist in our records.

https://vpc.aliyuncs.com/?Action=RemoveCommonBandwidthPackagelp

&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&IpInstanceld=eip-

bp13e9i2qst4g6jzi35tc
B <RHIFRSE>

REE
XMLg,

<RemoveCommonBandwidthPackagelpResponse>
<Requestld>0876DAB2-6A86-479B-96BC-C5A2458568D2 </Requestld >
</RemoveCommonBandwidthPackagelpResponse>

JSON #&z{

&

InEEECEO

Hifil

\H
/

I
-|1

LR RakEER
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fiig

HENATH RS HEH R REEEE.

BRENE=EEAPEED |, [FRAIDescribeBandwidthPackageMonitorDataiEZ[13§F2018%F12H30HF1E
AR55.

B EEIRER | IANATH R EEHEETE EFEIPRILRER.

b2 5T

Metric HFEIREFR BBy
net_rx.rate MBS B bits/s
net_tx.rate MRS bits/s
net_rx.Pkgs RILERNEHEE packages/s
net_tx.Pkgs R REEES packages/s
net_tx.ratePercent MR e =R %

ISHEANEREE (—SEEE S RKIENREEdE ) -

- 60s
- 600s
- 3600s

BEHEANER , SEMREREISE,

VB

FHER &5 =hiE > BEABI.

DM ESF=E

FER , SEMRGEREMESE,

BENFAPIEE]

HFAER S5k > EiNhEHiE.
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APHEFEZHY

B
APLEFtHE

Version

Action

Project

Metric

Dimensions

StartTime
EndTime

Period

BEIZE

FRERIESEEIRREETE.

R

FRERESEERREE.

7B
R

BYs

metrics.cn-
beijing.aliyuncs.com

2017-03-01
QueryMetricList

acs_nat_gateway

net_tx.rate

non

[{ “instanceld bwp-
22enj97hdz|0|1he3up9e” 1

2017-10-15 00:00:00
2017-10-15 00:05:00
60

261

583

FEIEEHASE AR | F4H
ERBESSHRNREEE.

FRERESERABA.
FRERBESEEINIEEE.
FRERBSEMRGENSE

°

TR LABYES :
net_rx.rate
net_rx.Pkgs
net_tx.Pkgs
net_tx.ratePercent

HFAERIFSEMRGERSS

°

5 SEmmEENATH LA
ID , gNbwp-
2zenj97hdzl0I1he3up9e ; 8k
HEHLHBID |, Wcbwp-
2ze2iclxd2geqkl45pndu,
Dimensions EFA&IZHE Hidg
S, BS, HES  KES
WREANRI TN , ABZE
;fé.zo FHERIESETENREN
=R

FREEIFSEERRENE.
FREEIFSEERRENE.
HARERIFSEaRREHE.
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http://metrics.cn-
beijing.aliyuncs.com/?Signature=X71rjrjNU4qVZSbke2sNQHtsCBo%3D&AccessKeyld=LTAIqioQKmVIPD2n&Action
=QueryMetricList&Dimensions=[{%22instanceld%22:%22bwp-2zenj97hdzl0l1he3up9e%22}|&EndTime=2017-10-
15%2000:05:00&Format=xm|&Metric=net_tx.rate&Project=acs_nat_gateway&SignatureMethod=HMAC-
SHA1&SignatureNonce=f4c23f16-1187-483e-b21f-7f99cd69564f&SignatureVersion=1.0&StartTime=2017-10-
15%2000:00:00&Timestamp=2017-10-16T08:31:50Z&Version=2017-03-01

R Bl

XMLAEZ,

<?xml version="1.0' encoding="UTF-8'?>
<QueryMetricListResponse >

<Period>60</Period >

<Datapoints>

<Datapoints>
<timestamp>1507996860000</timestamp>
<Value>8190</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0l1he3up9e</instanceld>
</Datapoints>

<Datapoints>
<timestamp>1507996920000</timestamp>
<Value>6608</Value>
<userld>1016647762843556</userld >

<instanceld >bwp-2zenj97hdzI0lI1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507996980000</timestamp>
<Value>8018.64</Value>
<userld>1016647762843556</userld>
<instanceld>bwp-2zenj97hdzI0I1he3up9e </instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997040000</timestamp>
<Value>4904</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997100000</timestamp>
<Value>6196</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e </instanceld >
</Datapoints>

</Datapoints>
<Requestld>347D58D4-E5EA-4178-95BA-05F4673919B9 </Requestld>
<Success>true</Success>

<Code>200</Code>

</QueryMetricListResponse>
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HHEHREAMIPEEREER

\H
/
1

fag

BiiEER =T RO EMNEEIPHERES.
PRI RTNEAE

-RX : EUURE |, B 9Bytes ;

-TX  RIERE , BI/9Bytes ;

-Flow : BiRE (BIREMEK ) (=RX + TX) , B{i7j9Bytes ;

- ReceivedBandwidth : #EUWEHEFIS™ 5 ( =RX/Period ) , B{i/ABytes/s ;

- TransportedBandwidth : ZiXEIEFIIHEE ( =TX/Period ) , BfiBytes/s ;
- Bandwidth : g (& &REMZ ) (=Flow/Period) , B{i/9Bytes/s ;

- Packets : RIEFHZMHVEHRSER , BRI ;

SHEANEREE (—SFERE S RKIANREEdE ) -

- 60s
- 600s
- 3600s

EiFRIESEseE

- StartTime :
- RN ZHRIRTE)
- WIRESRIE—NBZA
- EndTime :
- RN ZHRIRTE)
- ( EndTime - StartTime ) / Period #4fi<= 200

RS

BIR e BBRYM R
RS, BE
. . = : DescribeBandwidth
Action String = PackagePubliclpMonit
orData
Regionld String = Region ID
: . = HETREPHILK
Allocationld String = IPEYAllocationld
StartTime String B SRRV AT AR
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EndTime

Period

B[EISH
i

MonitorData

=

TODO
a6y
iGNl

String

String

Him

iy

7

BandwidthPackagePublicl

PMonitorDataSetType

1115
1P SR

: ZBB ISO8601 frfEk
™, FFEERFER UTC BY
&, & YYYY-
MM-DDThh:mm:ssZ,
WRMAE 00, MEZEH
B T—2 $hFroans
UTChYiEFFIEAd by
X , ERFFERE
IR X,

SRENEHERILERAY )

: $£HB 1S08601 ik
™, FREFERB UTC RS
B, =9 YYYY-
MM-DDThh:mm:ssZ,
WERAZ 00, BN
B TN— hFFaand

SREUR = BORAIRSE
;BB MR
— MR RS N

%kETIEﬂ,BIP\JE’J%I}E

BTRE(E © 60 | 600 |
3600
ERIA 60 7,

BandwidthPackagePublicIPMonitor
DataltemType/BRHIES

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=xml|&TimeStamp=2016-08-

18T08%3A58%3A52Z&Regionld=cn-

shanghai&pPeriod=600&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&StartTime=2016-08-
17T14%3A00%3A00Z&Signature=Sb9HDrBwS2z7FLig%2F461%2BLXFX75s%3D&Action=DescribeBandwidthPackageP

ubliclpMonitorData&SignatureNonce=fc7b2405-6521-11e6-bd54-2cf0ee28adf2&EndTime=2016-08-
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18T17%3A00%3A00Z&Allocationld=nateip-ebg8ebmaq
\ —
BBl

XMLAEZ,

<?xml version="1.0" encoding="utf-8"?>

<DescribeBandwidthPackagePubliclpMonitorDataResponse>
<MonitorDatas>

<MonitorData>
<TimeStamp>2016-08-17T16:30:00Z</TimeStamp >
<Flow>684112008</Flow>

<RX>645565748 </RX>

<TransportedBandwidth>64243 </TransportedBandwidth>
<Packets>1715800</Packets>

<TX>38546260</TX>

<ReceivedBandwidth>1075942 </ReceivedBandwidth>
<Bandwidth>1140186</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T14:50:00Z</TimeStamp >
<Flow>2984655</Flow>

<RX>2911613</RX>
<TransportedBandwidth>121</TransportedBandwidth>
<Packets>3309</Packets>

<TX>73042</TX>
<ReceivedBandwidth>4852</ReceivedBandwidth>
<Bandwidth>4974 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:40:00Z</TimeStamp >
<Flow>402284862</Flow>

<RX>378446412</RX>
<TransportedBandwidth>39730</TransportedBandwidth>
<Packets>1022979</Packets>

<TX>23838450</TX>

<ReceivedBandwidth>630744 </ReceivedBandwidth>
<Bandwidth>670474</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:30:00Z</TimeStamp >
<Flow>330473138</Flow>

<RX>310734504 </RX>

<TransportedBandwidth>32897 </TransportedBandwidth>
<Packets>841845</Packets>

<TX>19738634</TX>
<ReceivedBandwidth>517890</ReceivedBandwidth>
<Bandwidth>550788 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:10:00Z</TimeStamp >
<Flow>385157738</Flow>
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<RX>361935790</RX>

<TransportedBandwidth>38703 </TransportedBandwidth>
<Packets>984581 </Packets>

<TX>23221948</TX>

<ReceivedBandwidth>603226 </ReceivedBandwidth>
<Bandwidth>641929</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:00:00Z</TimeStamp >
<Flow>369814238</Flow>

<RX>347884682</RX>

<TransportedBandwidth>36549 </TransportedBandwidth>
<Packets>940426</Packets>

<TX>21929556</TX>

<ReceivedBandwidth>579807 </ReceivedBandwidth>
<Bandwidth>616357</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:50:00Z</TimeStamp >
<Flow>289658680</Flow>

<RX>272298863</RX>

<TransportedBandwidth>28933 </TransportedBandwidth>
<Packets>738351</Packets>

<TX>17359817</TX>
<ReceivedBandwidth>453831</ReceivedBandwidth>
<Bandwidth>482764</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:10:00Z</TimeStamp >
<Flow>329987258</Flow>

<RX>309588891 </RX>

<TransportedBandwidth>33997 </TransportedBandwidth>
<Packets>849616</Packets>

<TX>20398367</TX>
<ReceivedBandwidth>515981</ReceivedBandwidth>
<Bandwidth>549978 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:00:00Z </TimeStamp >
<Flow>584627748</Flow>

<RX>565902763 </RX>

<TransportedBandwidth>31208 </TransportedBandwidth>
<Packets>850916</Packets>

<TX>18724985</TX>
<ReceivedBandwidth>943171</ReceivedBandwidth>
<Bandwidth>974379</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:20:00Z</TimeStamp >
<Flow>373465592</Flow>

<RX>350874730</RX>
<TransportedBandwidth>37651</TransportedBandwidth>
<Packets>952816</Packets>

<TX>22590862</TX>

<ReceivedBandwidth>584791 </ReceivedBandwidth>
<Bandwidth>622442</Bandwidth>
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</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:20:00Z </TimeStamp >
<Flow>412303886</Flow>

<RX>387678827</RX>
<TransportedBandwidth>41041</TransportedBandwidth>
<Packets>1050062 </Packets>

<TX>24625059</TX>
<ReceivedBandwidth>646131</ReceivedBandwidth>
<Bandwidth>687173</Bandwidth>

</MonitorData>

</MonitorDatas>
<Requestld>3857BEE6-B7BB-4373-B7A4-F59D02B9BB24 < /Requestld >
</DescribeBandwidthPackagePubliclpMonitorDataResponse>

JSON#&={

{

"MonitorDatas": {
"MonitorData": [

{

"Bandwidth": 1140186,

"Flow": 684112008,

"Packets": 1715800,

"RX": 645565748,
"ReceivedBandwidth": 1075942,
"TX": 38546260,

"TimeStamp": "2016-08-17T16:30:00Z",
"TransportedBandwidth": 64243
b

{
"Bandwidth": 4974,

"Flow": 2984655,

"Packets": 3309,

"RX": 2911613,

"ReceivedBandwidth": 4852,

"TX": 73042,

"TimeStamp": "2016-08-17T14:50:00Z",
"TransportedBandwidth": 121

B

{
"Bandwidth": 670474,

"Flow": 402284862,

"Packets": 1022979,

"RX": 378446412,
"ReceivedBandwidth": 630744,
"TX": 23838450,

"TimeStamp": "2016-08-17T15:40:00Z",
"TransportedBandwidth": 39730
b

{

"Bandwidth": 550788,

"Flow": 330473138,

"Packets": 841845,
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"RX": 310734504,
"ReceivedBandwidth": 517890,

"TX": 19738634,

"TimeStamp": "2016-08-17T15:30:00Z",
"TransportedBandwidth": 32897

2

{
"Bandwidth": 641929,

"Flow": 385157738,

"Packets": 984581,

"RX": 361935790,
"ReceivedBandwidth": 603226,

"TX": 23221948,

"TimeStamp": "2016-08-17T16:10:00Z",
"TransportedBandwidth": 38703

b

{
"Bandwidth": 616357,

"Flow": 369814238,

"Packets": 940426,

"RX": 347884682,
"ReceivedBandwidth": 579807,

"TX": 21929556,

"TimeStamp": "2016-08-17T16:00:00Z",
"TransportedBandwidth": 36549

b

{
"Bandwidth": 482764,

"Flow": 289658680,

"Packets": 738351,

"RX": 272298863,
"ReceivedBandwidth": 453831,

"TX": 17359817,

"TimeStamp": "2016-08-17T15:50:00Z",
"TransportedBandwidth": 28933

b

{
"Bandwidth": 549978,

"Flow": 329987258,

"Packets": 849616,

"RX": 309588891,
"ReceivedBandwidth": 515981,

"TX": 20398367,

"TimeStamp": "2016-08-17T15:10:00Z",
"TransportedBandwidth": 33997

b

{
"Bandwidth": 974379,

"Flow": 584627748,

"Packets": 850916,

"RX": 565902763,
"ReceivedBandwidth": 943171,

"TX": 18724985,

"TimeStamp": "2016-08-17T15:00:00Z",
"TransportedBandwidth": 31208

13
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{
"Bandwidth": 622442,

"Flow": 373465592,

"Packets": 952816,

"RX": 350874730,
"ReceivedBandwidth": 584791,
"TX": 22590862,

"TimeStamp": "2016-08-17T16:20:00Z",

"TransportedBandwidth": 37651

b

{

"Bandwidth": 687173,

"Flow": 412303886,

"Packets": 1050062,

"RX": 387678827,
"ReceivedBandwidth": 646131,
"TX": 24625059,

"TimeStamp": "2016-08-17T15:20:00Z",

"TransportedBandwidth": 41041
}
]
2

"Requestld": "A5A50001-4D2A-4E69-9418-075AD506D54C"

}

BERMEAK IP B ER

s

EERMEARIPRSEER

—REARRBIHREI2005% 1=

R,

- Y8R EndTime - StartTime < period , MR,

RS

2R ESit

Action String
Allocationld String
StartTime String

ZEGRE |, WNSRIEER ( EndTime — StartTime ) / Peroid > 200 , UiR[E]

BB
=
=
=
=
=
=
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EipMonitorDatas

=]

EipMonitorDataSetType

™, FEERFER UTCHY
B, 8=/ 1 YYYY-
MM-DDThh:mm:ssZ,
WRFAZ 00, MIBzN
B T— #FFaand

SREEIERIERAT R =
: 1208 1SO8601 TrEZR
T FFEEER UTC Y

EndTime String Pt &, =LA YYYY-
MM-DDThh:mm:ssZ,
NRAZ 00, NBEN
B N —o RS

. - , A 60 #b |, ATEUESE

Period Integer a 60 | 300 | 900 |

3600,
R[EISE
IR il R
LR iR

EipMonitorDataType #iE&ES.

R R Http K765 ;3%

InvalidAllocationId.N Specified allocation .

otFound id is not found. 400 EIP #A2

InvalidStartTime.Mal Specified start time . VI

formed is malformed. 400 StartTime {8\ AGIX

InvalidEndTime.Malf Specified end time is . NN

ormed malformed. 400 EndTime fE=ASi%
Specified value of . -

InvalidParameter "Period” is not 400 Period FERIETE
valid g

. . Specified operation stz e
OperationDenied.To i< denied as too 400 ERREKRS | B4R

oManyDataQueried

many data to return.

G [EIIEIE

apY

kAl
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https://vpc.aliyuncs.com/?Action= DescribeEipMonitorData
&Allocationld=eip-2578g5v5a
&StartTime=2014-10-29T23:00:00Z
&EndTime=2014-10-30T08:00:00Z

B <RIHIFRSE>

IR [E75)

XMLAEZ,

<DescribeEipMonitorDataResponse>

<Requestld >C8B26B44-0189-443E-9816-D951F59623A9</Requestld>
<EipMonitorDatas>

<EipMonitorData>

<EipRX>122</EipRX>

<EipTX>343</EipTX>

<EipFlow>675</EipFlow>

<EipPackets>3434 </EipPackets>
<EipBandwidth>10</EipBandwidth>
<TimeStamp>2010-01-21T09:50:23Z</TimeStamp >
</EipMonitorData>

</EipMonitorDatas>
</DescribeEipMonitorDataResponse>

JSON#E=

{
"Requestld": "C8B26B44-0189-443E-9816-D951F59623A9",

"EipMonitorDatas": {
"EipMonitorData": [{

"EipRX": "122",
"EipTX": “343",
"EipFlow": "675",

"EipPackets": "3434",

"EipBandwidth": "10",

"IntranetFlow": 675,
"IntranetBandwidth": 10,

"TimeStamp": "2010-01-21T09:50:23Z",
1

}

HeisAR SR
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RS
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Action String
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P ant
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Q< NEHERSE>

IR [E75)
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Him

272

ik
REMESE , BE

: DescribeRegions

itk
bl 5 RegionType ERAIES



EBEME VPC Frkigr

<DescribeRegionsResponse>
<Requestld>611CB80C-B6A9-43DB-9E38-0BOAC3DIB58F </Requestld>
<Regions>

<Region>

<Regionld>cn-hangzhou </Regionld>
</Region>

<Region>

<Regionld>cn-gingdao </Regionld>
</Region>

</Regions>
</DescribeRegionsResponse>

JSON#&=L

{

"Requestld": "611CB80C-B6A9-43DB-9E38-0BOAC3D9B58F",
"Regions": {

"Region”: [{

"Regionld": "cn-hangzhou "

%

{

"Regionld": "cn-qgingdao”

1

}

EfAT AKX

/1174
RS

&R gt REYMR R

REMESE , BE

Action String = : DescribeZones

Regionld String £ B#x Regionld

BEIZE

= it i
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Zones ZoneType
iR
iR UE )%

The input parameter

"Regionld” thatis
mandatory for
processing this
request is not
supplied.

MissingParameter

|
Rl

https://vpc.aliyuncs.com/?Action=DescribeZones
&Regionld=cn-hangzhou
B <RNHIFRSH>

RERA

XMLAEZL

<DescribeZonesResponse >

<Zones>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>
<LocalName> </LocalName>
<Zoneld>cn-hangzhou-d</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>
<LocalName> </LocalName>
<Zoneld>cn-hangzhou-b</Zoneld >
<AvailableDiskCategories>
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<DiskCategories>cloud</DiskCategories>

</AvailableDiskCategories>

</Zone>

</Zones>

<Requestld>6DB97BCC-92BA-424D-A7C8-3F6486612BAE </Requestld >
</DescribeZonesResponse>

JSON#E=

{
"Requestld": "A347EFOE-BBCC-4EFA-BD79-27AA3ACFD1BF",

"Zones": {

"Zone": [

{
"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]

%

"AvailableResourceCreation": {
"ResourceTypes": [

"Instance”,

"Disk"

]

b

"LocalName": "",

"Zoneld": "cn-hangzhou-d"

B

{
"AvailableDiskCategories": {

"DiskCategories": [
"cloud"”

]
}

n

AvailableResourceCreation": {
"ResourceTypes": [

"Instance”,

"Disk"

]

B

"LocalName": "",
"Zoneld": "cn-hangzhou-b"

}

]
}
}

ERTHTEEARIER
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FOR

BR
VRouterld
Regionld
Vpcld
RouteTablelds

VRouterName

Description

CreationTime

Sl

String
String
String
String
String

String

String

VSwitchSetType

it
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BERRIERNES.
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2R
VSwitchld
Vpcld

Status

CidrBlock
Zoneld
AvailableIpAddressCount

Description

VSwitchName

IsDefault

CreationTime

ZoneType

/1743

JRAXERAYEE

RKE
String
String

String

String
String

Integer

String

String

Boolean

String
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52t=1

Zone

FOR

2R
Zoneld

LocalName

BandwidthPackagePubliclpMonitorDataltem

Type

s

HEHREPIPRREER.

52t=1

BORE

FOR

BR
RX
X

Flow

ReceivedBandwidth

TransportedBandwidth
Bandwidth

Packets

Sl
String
String

Sl
Integer

Integer
Integer

Integer

Integer
Integer

Integer
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ﬁi’@iﬁ%ﬁ’\]ﬁég,ﬁ , ﬁﬁﬁ o

- . ISO860LimEEET , HEE(H

TimeStamp String UTCHE], &= :
YYYY-MM-DDThh:mmZ

BandwidthPackagePubliclpMonitorDataSetTy
pe

/1174

HE#HHREPIPRIREE, BBandwidthPackagePubliclpMonitorDataltemTypeZBikfArray

52 t=1

BEORE

FOR

BandwidthPackagePubliclpMonitorDataltemType

BackendServerltemType

s

EIIMESL AR IRARSS 235 B RUEESRE

52 t=1
BEORE

FER

=R it ik
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Regionld String [RimARSSERAT B, ID
Serverld String JRimARSS2EAYSEAI ID
ServerIpAddress String IREimARSSAY IP ithik
ServerType String IRfaimiRSeR2EE

BackendServerSetType

fiig

BAEHINELAEIRRSEEES. HBackendServerltemTypeZHpiHlist,

=7t=1

BOURE

FOR

BackendServerltemType

GlobalAccelerationInstanceltemType

s

EIIMEL AR RIEERE

52t=1
EORE

FR

B et 1R
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Regionld

GlobalAccelerationlnstance
Id

IpAddress
Status
Bandwidth

ChargeType

InternetChargeType

Servicelocation
AccelerationLocation
Name

Description

CreationTime

ExpiredTime

OperationLocks

BackendServers

String
String

String
String

Integer

String

String

String
String
String
String

String

String

OperationLocksType

BackendServerSetType

DMESEAIFRIE 1D
EIKIMESLA] ID

EIRIMESLHI 2K 1P
SRS
T ol (E

SN #R2EEY |, T2
: PrePaid , [5{J%: : PostPaid

SLORTEST |, Kt EE
: PayByBandwidth

ARSS X 15

ESTS

BFR

)%

SCAIBIEERYE], $ZARISO86014MAE

=R, HEEFERUTCHE, 80k
:YYYY-MM-DDThh:mmZ

SCAIZIERRYE], $ZARISO8601R/E

F~ , HEEFEAUTCHE, &R
:YYYY-MM-DDThh:mmZ

LockReason/BREAIFFFEREL4H |, W0
RIEHPENEFT A,

[EIRIRSER

GlobalAccelerationlnstanceSetType

/1143

BELKINELAIRES. HGlobalAccelerationInstanceltemTypeHRiAYlist,

52t=1

BORE
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FER

GlobalAccelerationlnstanceltemType

ServerRelatedGlobalAccelerationlnstancelte
mType

/1743

[RimARSS AR BRI PR IMESL S B RIEERE

52t

EORE
-

FEHR
BFR Sl fd
E]jlobaIAcceIerationInstance String STRANEESTA 1D
IpAddress String e HEISKYNTR S
Regionld String DIELABIFRIE 1D
ServerIpAddress String [EimARSS IP ik

ServerRelatedGlobalAccelerationlnstanceSet
Type

:1}%]

BE5EmRSEEXEAAISEINELAISERES. HServerRelatedGlobalAccelerationInstanceltemType
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BryRYlist,

52 t=1

BOURE

FOR

ServerRelatedGlobalAccelerationlnstanceltemType

B

iR E2

EFrtRECARRERMREISO 86012 AHIMIRNEINZRTITIE | £ (SUEFEFIscR/ A ER 5 B H

FMBJEAIZRTTTIE) |, ECS Open APIRIRFEMETURAEISO86011&, , iE&*#1S08601.

TEIRVIER

B imiEix

FRNEMEORERTG

ARSS RR it iR
HRAE

ServiceUnavailable

iR Http KR5S

The request has
failed due to a
) 503
temporary failure of
the server.
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The request
processing has failed
InternalError due to some 500 ERFEIR
unknown error,
exception or failure.

SMEHRIER ST

HiBTEACreateVpcEOREEBMEELAIRY , (NRBEI T EKREMN RS ESAEEIRAT , ERIRA =
RERIERK , XAE PR LB R E%SEClientTokeni RS SE0IZE HEV FREAE SIS , bt 2imid
R{tClientTokenS#RIEERIIESZ M, ClientToken2— NEHEFRERIIE—R. ANEHR. FEid
6ANASCI=RFHIFRTE.

WRBFERE— M ClientTokenBIFREIEELHED , MRS HSREEENEKRER , @21ERAVpdd.,
RtBEFESEERA TEIRAR R , JLABTIREMERIAIClientToken(E , KIBRERRGIE—NLAI , FERIX
NEIAIVpCld,

NIRRT — N ERFEMITAClientToken , BEMIERSECRRE , M VPC 2iR[E
IdempotentParameterMismatchffEiRAHE. BFZEEAIZ , SignatureNonce, Timestamp#(l
Signature2#r EIXATEHELHH , B VPC {FFSignatureNonceskBALEERMIZE | {FATimestampk
PMCERIERAE |, FTBRERG R RN SignatureNoncefiTimestamp 24 , IXFR RS
Signature{BRYZ51L.

BE  Z2PHEREEES00 (InternalErrorinternalError ) 8,503 ( ServiceUnavailable ) 1R, s& 74183

MARESSRAIER FHATEINIR(F. IREERZE2008) , EXITLUEE DREENER | EFASMIRS IS
SRAEEIFE, TS ENREEER | BRIBERMEEREMREI try it later” |, BEEXEEFEEMIIAT.

SMEIE R

3 VPC IRE=ONEBRETMAVPCIRSHAZEHTTPIEK ( afLUBITHTTPEHTTPSHMY &% ) |, FIREX
VPCIRSBXHZIBKIIMERANTE. VPCIRZIHEZEKEIBFBEXE | SWEkMUENSHIIEANISEE0IE

, ERTB IR R RIE B RS ES BUR R HTRAERIRIE | FHE BRI RAHTTPIR A A IR EIZ5TE FE
&,

KA
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IEKELATILEBDER
HTTP75iz——BR1VPCIRSAIFTEZEORSTFGETSERIE A,
ISRURL—IERABRSS L, EHUTRIRERIR. BFSERALERSHHESEBERAIURLE,

IRSSimibiE © VPCIRSSAIIEZ Ehttp://vpc.aliyuncs.com/Fhttps://vpc.aliyuncs.com/, ATIREEKRNZE
M, SBEMEFSFERHTIPSIEE, ( HTTPSHIA Y SSLEXHEBEH T TN |, AILARS LB SHEskm SEEU
EEIHEE, )

BFER | 8T EROSTESEENTRIRIERTR , BlAction2#,
BESE | RIEENTHIRERR , FEENABIERESE , IS MEONRE.
RHEFREL  GENER. EREERFEMERPBELIHSLL

T (EARSS ImRES IEFIIOIE AP RIS MFHESIERIUT , IBRERZAEHTERNE. SEMNSIE
BHHE—T5,

ERRS IRIIERIE TG | RIREMNEER. WAERS ARIHERIERER | Bt SR ESR—
. BFmAILETIRNAGEEE |, BEIITE

VTG

IADescribeRegions#z[/9 :

XRZAJActionZDescribeRegions , iZziZOFTFEIABEFIFR . ENZESEEEXHSE , FiLURE
ERMAEERESE (BRT Signature, ZEHFEGHEIEEEATELER ) . MIITESHZE | BN
URLE ( ATEFIHEE , XBEERHEHTURLEERIAIURL )

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-288&SignatureVersion=1.0

IRRRERITEMN |, SOEHATEHIERFRFE ( Canonicalized Query String ) |, #07F :

AccessKeyld=testid&Action=DescribeRegions&Format=XML&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&SignatureVersion=1.0&TimeStamp=2016-02-
23T12%3A46%3A24Z8&Version=2016-04-28

BiEEHRTERNFRFEStringToSign{EA :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMethod%3DH
MAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A24Z%26Version%3D2016-04-28

AT avarnBGRSiER T UMEiR AT SRS, MIaERERSEENEHIBRFRAE | LIRS
StringToSign=Z=fFER. RINBRERREIBEKRSEIIE—"1"Map<String, String>XIHRE , {FREAYACcess Key IDE
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“testid” ,

final String HTTP_METHOD = "GET";

Map<String, String> parameters = new HashMap <String, String>();
[/ MANIBRSEL

parameters.put("Action”, "DescribeRegions");
parameters.put("Version", "2016-04-28");
parameters.put("AccessKeyld", "testid");
parameters.put("TimeStamp", formatlso8601Date(new Date()));
parameters.put("SignatureMethod", "HMAC-SHA1");
parameters.put("SignatureVersion", "1.0");
parameters.put("SignatureNonce", UUID.randomUUID().toString());
parameters.put("Format”, "XML");

/] WSEHITHERR
String[] sortedKeys = parameters.keySet().toArray(new String[l{});
Arrays.sort(sortedKeys);

final String SEPARATOR = "&";

// HEREstringToSign=4F &

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(HTTP_METHOD).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);

StringBuilder canonicalizedQueryString = new StringBuilder();
for(String key : sortedKeys) {

// XEiEEXTkeyFvalueiH 74w
canonicalizedQueryString.append("&")
.append(percentEncode(key)).append("=")
.append(percentEncode(parameters.get(key)));

}

// XEBiFEXFcanonicalizedQueryStringi# {7473
stringToSign.append(percentEncode(
canonicalizedQueryString.toString().substring(1)));

HhFEETEAIZ | TimeStampSHERFSISO8601HE , FETEFEAUTCRHIE , NSBRLR. TEH
THWEREDR T AL S REBAYTimeStamp=#Fas :

private static final String ISO8601_DATE_FORMAT = "yyyy-MM-dd'T'"HH:mm:ss'Z"";
private static String formatlso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat(ISO8601_DATE_FORMAT);
df.setTimeZone(new SimpleTimeZone(0, "GMT"));
return df.format(date);

}
ERHSBHIERZERE (R~MFa9canonicalizedQueryStringZ& ) , LAKSringToSigniy , #EE#HITHE
R4S, RIBAIRNIERSZVE—TPEIEEEmA. TENORFIRISER T RISNEX :

private static final String ENCODING = "UTF-8";
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private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*", "%2A").replace("%7E",
"~"):null;

}

BRIR{EABRYACcess Key Id2 “testid” , Access Key Secret2 “testsecret” , BFitEHMACHIKey# 2
"testsecret®” |, HREITEEIIRIEREN :

CT9XOVtwR86fNWSnsc6v8YGOjuE=

HEERIREICE (Java) -

/1 LR R—ERit B &= a0 pE
final String ALGORITHM = "HmacSHAL";
final String ENCODING = "UTF-8";
key = "testsecret&";

Mac mac = Mac.getlnstance(ALGORITHM);
mac.init(new SecretKeySpec(key.getBytes(ENCODING), ALGORITHM));
byte[] signData = mac.doFinal(stringToSign.getBytes(ENCODING));

String signature = new String(Base64.encodeBase64(signData));

EINEE ST | BRIBRFC3986MINIHTURLRIBSEEIY

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNonce=3ee8c1
b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-

288 AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A247Z

BTk, BEHTTPIEKRAYARE EEAURBEALRIXHTTPIEK , FHEEIVPCIRSSIRAIMMNLESR (7)) :

<DescribeRegionsResponse>
<Regions>

<Region>
<LocalName>& 3T m</LocalName>
<Regionld>cn-qgingdao</Regionld>
</Region>

<Region>
<LocalName>#lT5r</LocalName>
<Regionld>cn-hangzhou</Regionld >
</Region>

</Regions>
<Requestld>833C6B2C-E309-45D4-A5C3-03A7A7A48ACF </Requestld >
</DescribeRegionsResponse>

BT ETX N XMLERBN ] LASZIFTE o] FBR9ttisIdfILocalNamefy5IzR, ANSRIERRIEKAT | 18E
Format2#{/3JSON , BBAIREIERAIEINHISONIEL,

313



EBEME VPC Frkigr

SDK &%

SDK &%

FIEZ VPC P RERHEHAISDK BFELATESMRA

- Java

- MavenIn B ki
- IREBGitHubitBilk
- Python
- PIPZ%Ea< : pip install aliyun-python-sdk-vpc
- JREBGitHubitBik

fIEEZ VPC /=53 SDK % B =FAETE,
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