TEMES VPC
FrRIER

ATEEHENNE | COIWES
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H
R
§

==

APl &%

FAFRTLMSE FIASTRANBHY API 3 VPC RS THEKIRME.
ERMECEFRXERORT , ERDTHT VPC = Rikea. (ERHMUAMEES .

NER

AiE E = FR3L 1588
CEMSERPETH
BREIENBENFAE

L&, AENEBMLE

ZatEBiERES, /A
VPC Virtual Private Cloud THEME FaLEECRIENE

EMERCREIIEER

FaRsCl , Eban

ECS , Intranet

SLB , RDS%:,

REREFERER I
Region Hhig . B MR E S —4He]
X,

[E—HbiEkA |, EBIF0K
R BRI AR X5
. E—FATAXRAY
ECS SEIRLRIERT TR
N, TER—HhiEAE]
XE5TARZERNME
B, JARKZEEMHE
SRR,

IREA2E , 2VPCRILKHY
XA , e LIS
VPCHAIZAN AR

, ARt EEZVPCS
HAthREAIN KRS
ERIERARRIIRRE%
Eﬂ’ﬂiﬁﬁ%ﬁﬁmzﬁiﬁ

==Ky

Zone Availability Zone AKX

VRouter izt

VSwitch ATHRA AR, RERVPCR
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EIP Elastic IP Address e /N Cgchi o

CIDR Classless Inter- TR AR R
Domain Routing nsepEd T

Route Table ilzes

Route Entry BAH%KE

M35 R IR AR BB

£ VPC o, BB EHERVPC, EIPERRRIEESNEIRE.

FEVPCHEISHIRISTHRA N, VPCHAIRMAIECSSEFI 4L, EIPRHEE AT EES S EBERS]. £

F3 VPC Open API Y , BRIt &EEM _E&FI0 SIREFINIFNZFERISRE],

EROWRERES , AMHANSHANGE. TRMMESESEMN HEHREFREREIRETFER , BUERLE

[HRENE.

BAUERLNEIRE. ©
AJLAEEA RN m
s, FEVPCRIEME!
B mEBIRRT IR

, WIEE T L)
PRERISZHEAL,

BA— PR MIPFI—H 2
M EEERk. FTERAF
EAYRIMSEEIRERL ; LA
SECSLi#1TRIERT
SEERNRESE.

R EERM P —FIETRIS
17530, SEFRY A
3K, B KA C K5k
#&=0iEtk , CIDR £ IP
oS ECS T E AR

f5gn 1P SEEE
125.203.96.0 -
125.203.127.255 , %%
1t cidr I8x(s 24
RIEYRT+ UL
125.203.0110
0000.0000 0000 I
125.203.0111
1111.1111 1111 &JLA
Ehk 125.203.96.0/19

IR EiskkHas L
EERMAKERTIZ.

AR PRIG IR
—RERHSFE | BHEK
BEXTEEiEERR
MR ER IR R —
Bestollt | BRERSRE B
IR E N SH

FIREEL,
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3510 d

API jz7 : 2016-04-28
ERITSEHTASE : 2016-07-19

b -ZiiT:0)] B 48

2016-7-11 ZhRASAPI 4%
NATRIZBISNATINEE 2%

2016-7-19 , VRIMHEXAPL,

ARSI

XF VPC APl #ZMiEAEEE™ VPC API B9BRSimittt&1X HTTP GET 153Kk , FH&RREEIRBEIE RPN
NIERSHCERTRAY ; IRIEIEKILIBER | RAaREMEER,

1. iBKEM
2. nHBH
3. IREIZER
4. BEHE

AR5 HbhE

VPC API BURRSS# AIBHEYSS © vpc.aliyuncs.com

TEfSHHY

SFFEIT HTTP B HTTPS BEHTIEKERE, ATHREESNREN | HEFEGER HTTPS BERIXIBEK.
BKTE

3F HTTP GET IFiERIEBRK , XM NERSHFELSEIFKAY URL F,

RS

BNEKETEIEEENTRIRIE , BD Action 22§ (140 CreateVpc ) , IRB MM FRELHNAHIS
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REHHEERFIMTRINERSEL
FRHmS

IBKIIREISEREER UTF-8 FRIESHTHRAS.

LFEEREH

NHBERSHERIEET MEOEFTEEAZRIERSE.

EA il
Format String
Version String
AccessKeyld String
Signature String
SignatureMethod String
Timestamp String
SignatureVersion String
SignatureNonce String
ResourceOwnerAc Stri

tring
count

BBV

Il

ali

ali

i

all

i

ali

i

iy

1143

IREWEARIZEEY , 328F JSSON
5 XML, BAA XML,

API [RAS |, IREAFAL
- YYYY-MM-DD , AkgA
SR 2016-04-28,

PR =R 4 A RIS IA0AR
SSEFARYESR ID,

ERERSE , RTERANT
875k B2 <ER2H

>D

EEH, BRIsHT
HMAC-SHAL,

I5KAOAS AR, BAHASTUR
8 ISO8601 fRfEHRD: ,
%;%%{Eﬁﬁ UTC BEl. &=

YYYY-MM-
DDThh:mm:ssZ

5140 , 2014-05-
26T12:00:00Z ( J9dtERTIE)
20145826 H2050
Z0R).

’ié()@%iiﬁ)izli . BRIRARZ

ME—REHER . RTRALEMLS
EE. BREARRIER
(B (R REIRIBE AU E

R APLIEKIBIARIRIERIR
BEEWR , ERAFA

WSEAIERAE | <
&8 RAM SCHIFKE X33
WEM VPC &E5a
>, ( REEE RAM Fra]xd
VPC FEHITIRINEY
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Action A REERBLLSEL
, BUIEAISHEEELE )

5l

https://vpc.aliyuncs.com/

?Format=xml

&Version=2016-04-28
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyld=key-test
&Timestamp=2016-06-01T12:00:00Z

A}
LNHR[EISH
BRRENEREIARER , TEANSE | RIHEE— R Requestid AP,
il

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--ERARER-->

<#ZOZFR+Response>

<l--IREIERIRES-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld >
<|--REEREE-->

</¥OFFR+Response>

JSONR=I :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREIEESREEE */
}

AR APl RSB EIREEEERAS—E , IREIRY HTTP IRZSAZA 2xx , ERERARLLI ; R[] 4xx & Sxx AY
HTTP IRSHBRERIBRAY. EAMIIREIRIEIEEEES XML #1 JSON /fh , SMERGAI LIEEKREHE
ASERHIEREVEESZ , BOA XML g, ASEPROIRERIATETRRES | M7 BV
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 RREAREREHTT. MBI,
BIIEER

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--EERARER-->

<$ZO&ZFR+Response>

<!--REIERIFE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld>
<!--REIEREHE-->

</#ZO0ZFR+Response>

JSON7Rf :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREEESRETE */
}

FEIRER

ﬂﬂ%i‘%lﬂtﬂ’fﬂﬁ , BASIREEREYE. BESIRESMEOXNMAYERIBLAR A 2.3.3 BIAHEIREER
ELSERFRE. ZERLE Hj‘ HTTP B3ARE— 4xx 8 5xx B9 HTTP JRZE&ME, IREIRGEERP 2R
195&63&%*15% E B. BINEEE—L2BHE—RNEK ID : Requestld Fl—MEZIRIBKIARIAYLE =

ID : Hostld, FERAAKAZEREREE , ATLABREMERER , Fi2#HiZ Hostld #1 Requestld , LAEEA]

RSB B5R
XML :

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld >
<Hostld >vpc.aliyuncs.com</Hostld >
<Code>UnsupportedOperation</Code>

<Message>The specified action is not supported.</Message>
</Error>

JSON=I :
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{

"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Hostld": "vpc.aliyuncs.com”,

"Code": "UnsupportedOperation”,

"Message": "The specified action is not supported.”

}
LFHE IR

RS )2 Http R85 BEX

The input parameter

“Action” thatis
mandatory for
processing this
request is not
supplied

MissingParameter 400 fH/> Action =E&

The input parameter
"AccessKeyld”

that is mandatory

for processing this

request is not

supplied

T/ AccessKeyld =

400 =

MissingParameter

An input parameter

“Signature” that is
mandatory for
processing the
request is not
supplied.

MissingParameter 400 f#/> Signature =E&

The input parameter

"TimeStamp” that
is mandatory for
processing this
request is not
supplied

MissingParameter 400 R/ Timestamp =&

The input parameter

“Version” that is
mandatory for
processing this
request is not
supplied

MissingParameter 400 f#/> Version =

The specified

parameter “Action 400 FoY Action {8 (1%
or Version” is not APl A7)

valid.

InvalidParameter

The Access Key ID
provided does not 400
exist in our records.

InvalidAccessKeyld.
NotFound

Fo5889 AccessKeyld
{8 (i% key FFE)

Forbidden.AccessKe The Access Key is
yDisabled disabled.

1Z AccessKey 4bF2



EBEML VPC

IncompleteSignature

InvalidParamater

InvalidParamater

IllegalTimestamp

SignatureNonceUse
d

InvalidParameter

InvalidOwnerld

InvalidOwnerAccoun
t

InvalidOwner

Throttling

Throttling

InvalidAction

UnsupportedHTTPM
ethod

ServiceUnavailable

The request
signature does not
conform to Aliyun
standards.

The specified

parameter

“SignatureMethod
is not valid.

"

The specified

parameter

"SignatureVersion
is not valid.

"

The input parameter

"Timestamp” that
is mandatory for
processing this
request is not
supplied.

The request
signature nonce has
been used.

The specified
parameter “Action
or Version” is not
valid.

The specified
Ownerld is not valid.

The specified
OwnerAccount is
not valid.

Ownerld and
OwnerAccount
can’ tbe used at
one API access.

Request was denied
due to request
throttling.

Request was denied
due to request
throttling.

Specified action is
not valid.

This http method is
not supported.

The request has

400

400

400

400

400

400

400

400

400

400

400

403

403

500

Fox88Y Signature EY
B (ERERER)

FoxHY
SignatureMethod EX
(=]

FoRHY
SignatureVersion HY

(=]

Fox8Y Timestamp EX
& ( Timestamp 5fk
SeRiEEEEd T 1
ANNET )

Fo
SignatureNonce (1%
SignatureNonce {EE
WAERRE )

FoBY Version BYE

T8 Ownerld Y&

ToHY
OwnerAccount BY{E

BAHFERA T Ownerld
#0 OwnerAccount

ERE GRS

1z key R9YEFE quota
ER%

iZ key ZRUARZ
API

FIFER T ASZHHY
Http Method ( &1

TOP R37#F post #1
get)

RS
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UnsupportedParame
ter

InternalError

MissingParameter

Forbidden.SubUser

UnsupportedParame
ter

Forbidden.InstanceN
otFound

Forbidden.DiskNotF
ound

Forbidden.SecurityG
roupNotFound

Forbidden.Snapshot
NotFound

Forbidden.ImageNot
Found

failed due to a
temporary failure of
the server.

The parameter
" <parameter
name>" is not
supported.

The request
processing has failed
due to some
unknown error,
exception or failure.

The input parameter
Ownerld,OwnerAcco
unt that is
mandatory for
processing this
request is not
supplied.

The specified action
is not available for
you,

The parameter
" <parameter
name>" is not
supported.

The specified
Instance is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified Disk is
not found, so we
cann’ tget enough
information to check
permission in RAM.

The specified
SecurityGroup is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified
Snapshot is not
found, so we

cann’ tget enough
information to check
permission in RAM.

The specified Image
is not found, so we

400

500

403

403

400

404

404

404

404

404

ER T TTHISEL

Hithign

BREZEOZEEE
Ownerld

FZAROB T BsEEO

IS HTUER

{ER7T RAM B FNK
S#HTEERERY , BEE
RRiBEE R ER
Instance ~FE

EAT RAM IBRIFNK
S TEIRIAEEZ
ARIGIEE R ERY
Disk MFIE

E7T RAM 70K
SHiTEIFREER
R KRR
SecurityGroup A%
#®

5FT RAM #ZFIK
SHTEIFREER
RRpEE R ER
Snapshot ~FE

{EF7T RAM EZRFIK
SHITRIFAEER
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cann’ t get enough
information to check
permission in RAM.

User not authorized
to operate the

ARRiBIEE R EIRY
Image ~FE

{EF7T RAM ERFIK
SHITRRALEER

Forbidden.RAM specified resource, 403 St ;
support RAM. <
. This action does not N N
z?trslAdden.NotSupp support accessed by 403 %imug_?ﬁf@?@
RAM mode. Rl
Your account does
InsufficientBalance not have enough 400 REAE
balance.
Request uses a client ERT— I ELERY
token in a previous #9 ClientToken , {BItt
Iec:eMrri\spr)T?;anr‘:Paramet request but is not 400 RIERNBEINE £—
identical to that IX(EFRiZ Token A9
request. request A~—#£.
Your account has
RealNameAuthentic not passed the real- T
ationError name authentication 403 FRFARHTESINE
yet.
The specified
Invalididempotence parameters are sk
Parameter.Mismatch different from 403 BEBUALE
before
The last token
LastTokenProcessing ~ request is 403 E—RiERR L A
processing
The specified
InvalidParameter parameter is not 400 SEURIR T

valid

VPC [RBEXBMARRNEKRHITEMIGIE , FrATIEER HTTP B2 HTTPS thiliRaSiEK , #FREAiEK
hESEE (Signature ) 58, VPC i@idfEFE Access Key ID # Access Key Secret T I FRINZZHI T A3E
INFAERIARIEE S, Access Key ID 1 Access Key Secret HFIEREAMALLAEIE ( JABSRES
BEAMILERISHEE ) , HH Access Key ID FIFARIRIGIRIERISD ;| Access Key Secret ERTINESEF
FFERFIIRSS MNP E R FRBRNER | W& RE , REMEFIRFE,

FRFEEART |, ZR T ERZ A NSRS TERIE |

FERBERSEINEHITCHANERKZFRFE ( Canonicalized Query String )
(a) B8HEF. ZRSHBRNFHIIFINERTPABINIERSE (8iF "AHiERSE" MEO
BENSH , BREeEIE "AHiEks8" PiEEIRYSIgnature AT ) HTHERF.

10
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X fEF GET 75EARARIEKES | IXESEHIEERK URI FRISEERS (B URL & "?" Zf5H
& EEATERS ) .

(b) Z84mi3. THHIFRZERNERSERIRTRAIED BIFUTF-8FRFESHITURLIRED. JRISHIRIRILN
T

i IFERFAZ, a-z, 0-9LAR=ER " . "L L T RS
il T EAM=FRIDA “%XY" A&, b XY 23R ASCI 3R 16 IR, LIz fIsis 1S
(") STRAIRIBHLE %22
i3S FFEHY UTF-8 =455, 4miBAL  "BXY%ZA.." H9IE= ;
iv. BERPNERNTE () EHMEE %20, AZNS (+).

i IZRIBAAI—RERAR "application/x-www-form-urlencoded” MIMEIE4RASELL(ELa0
JavatnEEEHH) java.net. URLEncoderfiYsEHR) 481U, (EXBFARE, SCHIRY, RILASSRfRERERID R
TR, ARIERIBENFAEFINGS (+ ) Bk %20, S (*) Bk %2A. %7E SHEEK
RS (~) , BIeIEE| EIAINEARY RIS FRTER. XNEETLAF TER percentEncode 73753
ST

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*",
"%2A").replace("%7E", "~") : null;

}

(0) BRIBENSHSMIMERRYEFS (=) HTEER.

(d) BFSEREINSHEASRERBIFNIFRORERFTSIER | AIERIRUBIERF TS

B LSl eH =T R IR IR T ERIRNFIERFERRIFTER

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Hrf HTTPMethod ZR3ZERAM HTTP 75i% | Ebal GET,

percentEncode( “/" ) 2i%H8 1.b ARy URL ASINRI=ERF /" #HTHRIBERIRE , BP
"%2F"

percentEncode(CanonicalizedQueryString) %358 1 SHMNSHALBAIEREREIZ 1.b thifmk

A9 URL RSN JmiB e 15 2T e,

1%ZH8 RFC2104 MUEN |, it EFSBZFRIE StringToSign B9 HMAC (&, i3 : IHESZRERN
Key BL2FFRFERY Access Key Secret FIIE— "&" ZFRF(ASCIL38) , (ERKIEHEILR

11
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SHA1,
1ZH8 Base64 JmASHINE_EHEAY HMAC [BRBAZRE , RISEIEREE ( Signature ) .

BERINEZEIEA Signature SERINENE RSt , IS IBERESZANIIE,
IR BANEREEEAREINIERSEERRAVPCIRS IR , EMEMSE—E | 1R
RFC3986 AI#INIH1T URL 4RA2.

A DescribeRegions J9f5ll , {Ri&(FEFEART Access Key Id 2 “testid” , Access Key Secret 2
“testsecret” ., BPAKEREIAYIEK URL 73 :

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
26&SignatureVersion=1.0

it ESEIRYFERFAFE StringToSign 79 :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMe
thod%3DHMAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A247%26Version%3D2014-05-26

K 79Access Key Secret 2 “testsecret” , FRLAAFIE HMAC i Key 5 “testsecret&” , it
BEEINERER
CTIXOVtwR86fNWSnsc6v8YGOjuE=

BEZIEASignatureSEIIAEIURLIEKRS , SEIRERIURL )9 :

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNon
ce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
268&AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

AT MAHTERFHERBRAFERG  BESUMR | (EEREO.

Mo NRIIP 4Bz

API e
AllocateEipAddress Rl /N

12
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AssociateEipAddress

DescribeEipAddresses

ModifyEipAddressAttribute

UnassociateEipAddress

ReleaseEipAddress

THEMSEEXEO

API

CreateVpc
DeleteVpc
DescribeVpcs
ModifyVpcAttribute

B AR TR

API

DescribeVRouters

ModifyVRouterAttribute

ATHAERIEO

API
CreateVSwitch
DeleteVSwitch

DescribeVSwitches

ModifyVSwitchAttribute

B ERERERE

API
CreateRouteEntry
DeleteRouteEntry

DescribeRouteTables

TSR AK 1P SEZ RIS = ARSS BRSEH L
EiEEHIRATEIE AR IP 55

IESGEEEEAR IP (RN BRIEZATESGE LR
R IP BT EERRIE

BRI IP FI=ARSSEESLAIRIFBER R
NGRS IP

R

TEfEERIti eI 1 A VPC
pRIEER VPC
BRI EEMETIER
1EHUEE VPC HBM

1)
B eI BT IR
IESUEEHRRI BN

1)
EIEETBEMESACIE L MRS
B FEERTAZ IR,
EiEER A BRI RS
IESUERE IR BB

R

MEEEXEHESRE

R TERERIE E XIS
BEiffFE T IRHRRTIER

13
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NATRISAERE

API

CreaeNatGateway
DescribeNatGateways
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry

DescribeForwordTableEntries

VPNRIAEEE0

APLEOETR
CreateVpnGateway
DescribeVpnGateways
DescribeVpnGateway
ModifyVpnGatewayAttribute
DeleteVpnGateway
CreateCustomerGateway
DescribeCustomerGateways
DescribeCustomerGateway
DeleteCustomerGateway
ModifyCustomerGatewayAttribute
CreateVpnConnection
DescribeVpnConnections
DescribeVpnConnection

ModifyVpnConnectionAttribute

Hifid

BIEENATRI
BEIINATRKSZE
THIBRNATRI
HIANATHREESIER
IEBINATH RS
IEBINATHEE - 1GNP
IEBINATHEE - AP
FHIBRNATHEE
AN O AR AN
B 1 A HAR
1EMR O AR
Eiffim R HNIGIZE

14

fiER

BIEEVPNRIX
EIHVPNRIXTIZE
BEIRVPNRKIFHESR
1E2VPNRIX

ARV PNRISR
BIERAFPMX
BRI
EIRFPMXIFMESE
pllESEE IRl TES
1R MK
BIEEVPNIZERZ
EAVPNIERSIZE
ERVPNIEEFHESR
IE2VPNIZERZ
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DeleteVpnConnection FHIBRVPNIZESE
DownloadVpnConnectionConfig TEVPNEZEER S

HbtEESCE

API R
DescribeRegions ERO] FRttE IR
DescribeZones HiFTAHAX

RO

API R
DescribeEipMonitorData BEEEMUAW IP S RER

YRGB izO

API 1)
CreatePhysicalConnection ISR &N
CancelPhysicalConnection ECEYIEE SN
DeletePhysicalConnection PBRIIIERE £
DescribePhysicalConnections EEYIRELETIR
EnablePhysicalConnection FHEEEE
ModifyPhysicalConnection EEEE LB
TerminatePhysicalConnection MEREHENELL

et N Al s S S

API R
CreateVirtualBorderRouter NN RS
DescribeVirtualBorderRouters BEiAEHILRERAZEFIE

DescribeVirtualBorderRoutersForPhysic S .
alConnection BEEYEE A THNARIRHEEEYIER

ModifyVirtualBorderRouter IEBUEINA R IR HRRER
RecoverVirtualBorderRouter RE IR RS

15
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TerminateVirtualBorderRouter & IFRRHNANRERHRES
E&HEsE IR0
API 1)
ActivateRouterInterface BRSO E NS
ConnectRouterInterface RECH SR %R
CreateRouterInterface TS HEEEO
DeactivateRouterInterface BRSO E RS
DeleteRouterInterface pREE RS
DescribeRouterInterfaces ERRBEEEOSIE
ModifyRouterInterfaceAttribute IEXRREREOREMY
ModifyRouterInterfaceSpec IR R OIS

BRI

APIZ RSN
API Explorer

APIEERAIL

{EEIRAMIEHI A SX EMSHIVPCEEIRIGIE]

RFEIENTENERR , BRIZAFECHABIAER. BABRT , BFXE CRIRIRBETEAVRIERR
, JLMERAS S HSIERIFTE APL JIEIRHITIERE.

EEEFKSHZRT , FIKSNIEIZIRRERBRETRFERSHERN. FEEI RAM RIS, 45
FFRS B FERSFIRAIUR,

£ 7 R RAM SRIESNIGRAIEEMERRZA  BHAGEIFARIET RAM Fm3Hs 71 APL 344,

NREAREBWFHTEBNERRAMNEANFILE |, SRILABNSIET. BT XLERD FHARIMENI St
HARABDRIEEREAGER.

16
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HIRSE

Vpc

VRouter

VSwitch

RouteTable

HaVip

EIP

NATRIK

IimEERER

SNATZE

FRAFRIX

VPNE:E

17

BRSPS IREA T

acs:vpc:$regionid:$accountid:vpc/$vpcid
acs:vpc:$regionid:$accountid:vpc/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:vrouter/$vrouter
id

acs:vpc:$regionid:$accountid:vrouter/*
acs:vpc:*:$accountid:vrouter/*

acs:vpc:$regionid:$accountid:vswitch/$vswitch
id

acs:vpc:$regionid:$accountid:vswitch/*
acs:vpc:*:$accountid:vswitch/*

acs:vpc:$regionid:$accountid:routetable/$rout
etableid
acs:vpc:$regionid:$accountid:routetable/*
acs:vpc:*:$accountid:routetable/*

acs:vpc:$regionid:$accountid:havip/$havipid
acs:vpc:$regionid:$accountid:havip/*
acs:vpc:*:$accountid:havip/*

acs:vpc:$regionid:$accountid:eip/$allocationid
acs:vpc:$regionid:$accountid:eip/*
acs:vpc:*:$accountid:eip/*

acs:vpc:$regionid:$accountid:natgateway/$nat
gatewayid
acs:vpc:$regionid:$accountid:natgateway/*
acs:vpc*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:bandwidthpacka
ge/$bandwidthpackageid
acs:vpc:$regionid:$accountid:bandwidthpacka
ge/*

acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:forwardtable/$fo
rwardtableid
acs:vpc:$regionid:$accountid:forwardtable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:snattable/$snatt
ableid
acs:vpc:$regionid:$accountid:snattable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:customergatewa
y/$customergatewayid
acs:vpc:$regionid:$accountid:customergatewa
y/*

acs:vpc:*:$accountid:customergateway/*

acs:vpc:$regionid:$accountid:vpnconnection/$
vpnconnectionid
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acs:vpc:$regionid:$accountid:vpnconnection/*
acs:vpc:*:$accountid:vpnconnection/*

acs:vpc:$regionid:$accountid:vpngateway/$vp
ngatewayid

VPNRIX acs:vpc:$regionid:$accountid:vpngateway/*
acs:vpc:*:$accountid:vpngateway/*

acs:vpc:$regionid:$accountid:
globalaccelerationinstance /$
globalaccelerationinstanceid
LBKIMESLH acs:vpc:$regionid:$accountid:
globalaccelerationinstance /
acs:vpc:$accountid:
globalaccelerationinstance /*

S T o acs:vpc:$regionid:$accountid:*
RPRHGZIRRIAR acs:vpc:*:$accountid:*

He : frg $regionid RAEA region B id , &&" * “; G $vpcid MAFEA vpc B id |, && " ; LA
[l

ERAMAF | AT — N EEMERTRHITIA T ActionfIE.  ERBIACtionFIAPHEORIIRIXZRNT ¢

API Action

CreateVpc vpc:CreateVpc

DeleteVpc vpc:DeleteVpc
DescribeVpcs vpc:DescribeVpcs
ModifyVpcAttribute vpc:ModifyVpcAttribute
DescribeVRouters vpc:DescribeVRouters
ModifyVRouterAttribute vpc:ModifyVRouterAttribute
CreateVSwitch vpc:CreateVSwitch
DeleteVSwitch vpc:DeleteVSwitch
DescribeVSwitches vpc:DescribeVSwitches
ModifyVSwitchAttribute vpc:ModifyVSwitchAttribute
CreateRouteEntry vpc:CreateRouteEntry
DeleteRouteEntry vpc:DeleteRouteEntry
DescribeRouteTables vpc:DescribeRouteTables
CreateHaVip vpc:CreateHaVip
DeleteHaVip vpc:DeleteHaVip
AssociateHaVip vpc:AssociateHaVip
UnassociateHaVip vpc:UnassociateHaVip

18
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DescribeHaVips
AllocateEipAddress
AssociateEipAddress
DescribeEipAddresses
ModifyEipAddressAttribute
UnassociateEipAddress
ReleaseEipAddress
DescribeEipMonitorData
CreaeNatGateway
DescribeNatGateways
ModifyNatGatewaySpec
ModifyNatGatewayAttribute
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
ModifyBandwidthPackageAttribute
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry
DescribeForwardTableEntries
CreateSnatEntry
ModifySnatEntry
DescribeSnatTableEntries
DeleteSnatEntry
CreateCustomerGateway
DeleteCustomerGateway
DescribeCustomerGateway
DescribeCustomerGateways
ModifyCustomerGatewayAttribute

CreateVpnConnection

19

vpc:DescribeHaVips
vpc:AllocateEipAddress
vpc:AssociateEipAddress
vpc:DescribeEipAddresses
vpc:ModifyEipAddressAttribute
vpc:UnassociateEipAddress
vpc:ReleaseEipAddress
vpc:DescribeEipMonitorData
vpc:CreaeNatGateway
vpc:DescribeNatGateways
vpc:ModifyNatGatewaySpec
vpc:ModifyNatGatewayAttribute
vpc:DeleteNatGateway
vpc:DescribeBandwidthPackages
vpc:ModifyBandwidthPackageSpec
vpc:ModifyBandwidthPackageAttribute
vpc:AddBandwidthPackagelps
vpc:RemoveBandwidthPackagelps
vpc:DeleteBandwidthPackage
vpc:CreateForwardEntry
vpc:DeleteForwardEntry
vpc:ModifyForwardEntry
vpc:DescribeForwardTableEntries
vpc:CreateSnatEntry
vpc:ModifySnatEntry
vpc:DescribeSnatTableEntries
vpc:DeleteSnatEntry
vpc:CreateCustomerGateway
vpc:DeleteCustomerGateway
vpc:DescribeCustomerGateway
vpc:DescribeCustomerGateways
vpc:ModifyCustomerGatewayAttribute

vpc:CreateVpnConnection
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DeleteVpnConnection
DescribeVpnConnection
DescribeVpnConnections
ModifyVpnConnectionAttribute
DownloadVpnConnectionConfig
DeleteVpnGateway
DescribeVpnGateway
DescribeVpnGateways
ModifyVpnGatewayAttribute
CreateGlobalAccelerationInstance
AssociateGlobalAccelerationInstance
UnassociateGlobalAccelerationlnstance

ModifyGlobalAccerlationInstanceSpec
ModifyGlobalAccerlationInstanceAttributes

DeleteGlobalAccelerationIlnstance
DescribeGlobalAccelerationInstances

DescribeServerRelatedGlobalAccelerationInsta
nces

vpc:DeleteVpnConnection
vpc:DescribeVpnConnection
vpc:DescribeVpnConnections
vpc:ModifyVpnConnectionAttribute
vpc:DownloadVpnConnectionConfig
vpc:DeleteVpnGateway
vpc:DescribeVpnGateway
vpc:DescribeVpnGateways
vpc:ModifyVpnGatewayAttribute
vpc:CreateGlobalAccelerationInstance
vpc:AssociateGlobalAccelerationInstance
vpc:UnassociateGlobalAccelerationlnstance
vpc:ModifyGlobalAccerlationInstanceSpec

vpc:ModifyGlobalAccerlationlnstanceAttribute
s

vpc:DeleteGlobalAccelerationlnstance
vpc:DescribeGlobalAccelerationInstances

vpc:DescribeServerRelatedGlobalAccelerationl
nstances

HFIKSiEIIOpen AP IEMKSHIEEMEZFRIEITHEAR , EEMBEEE RAM HITRIRIEE , LIBR

RNABENSEXERIERSIRIZ T THAE.

B RERIOpen API ARES REIRIEIRLAK AP BUE XCRIIEREMBEMLETIRIIR. Bkt , 549

vpc:DescribeVRouter
s

APT USSR DL T ak:

Action Resource

. acs:vpc:$regionid:$a
vpc:CreateVpc ccountid:vpe/*

. acs:vpc:$regionid:$a
vpc:DeleteVpe ccountid:vpc/$vpcid

) . acs:vpc:$regionid:$a
vpc:DescribeVpcs ccountid:vpc/*
vpc:ModifyVpcAttrib acs:vpc:$regionid:$a
ute ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vrouter/*

20

Condition

EEEEIRRY

VRouterld :
"vpc:Vpc" " acsivp
c:$regionid:$account
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vpc:ModifyVRouterA
ttribute

vpc:CreateVSwitch

vpc:DeleteVSwitch

vpc:DescribeVSwitch
es

vpc:ModifyVSwitchA
ttribute

vpc:CreateRouteEntr
y

vpc:DeleteRouteEntr
y

vpc:DescribeRouteTa
bles

vpc:CreateHaVip

vpc:DeleteHaVip

vpc:AssociateHaVip

vpc:UnassociateHaVi
p

acs:vpc:$regionid:$a
ccountid:vrouter/$vr
outerid

acs:vpc:$regionid:$a
ccountid:vswitch/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:vswitch/*

acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid

acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid

acs:vpc:$regionid:$a

ccountid:routetable/
*

acs:vpc:$regionid:$a
ccountid:havip/*
acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

id:vpc/$vpcid”
Ff8EVRouterld :
"vpc:Vpc” " acs:vp
c:$regionid:$account
id:vpe/*”

mon

"vpc:Vpc acs:vp
c:$regionid:$account
id:vpc/$vpcid”

VRouterdrFYEE R :

"vpc:VRouter” " a
cs:vpc$regionid:$acc
ountid:vrouter/$vro
uterid”



EBEML VPC

Frkigr

vpc:DescribeHaVips

vpc:AllocateEipAddr
ess

vpc:AssociateEipAdd
res

vpc:DescribeEipAddr
esses

vpc:ModifyEipAddre
ssAttribute

vpc:UnassociateEipA
ddress

vpc:ReleaseEipAddre
ss

vpc:DescribeEipMoni
torData

CreaeNatGateway

acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/*

acs:vpc:$regionid:$a
ccountid:eip/*

InstanceType/s
Ecslnstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid
InstanceType/y
HaVip :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:eip/*

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

InstanceType/s
Ecslnstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid
InstanceType/s
HaVip :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

acs:vpc:$regionid:$a

22
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DescribeNatGateway
s

ModifyNatGatewayS
pec

ModifyNatGatewayA
ttribute

DeleteNatGateway

CreateBandwidthPac
kage

DescribeBandwidthP
ackages

ModifyBandwidthPa
ckageSpec

ModifyBandwidthPa
ckageAttribute

AddBandwidthPacka
gelps

RemoveBandwidthP
ackagelps

DeleteBandwidthPac
kage

ccountid:natgateway
/*

EITEENATRX :
acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid
EHRAINATRIKFIZR :
acs:vpc:$regionid:$a
ccountid:natgateway
/*

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

HEENIHETEE
=R
acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid
ERHEHRAIIE
acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth

23
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package/$bandwidt
hpackageid
acs:vpc:$regionid:$a
CreateForwardEntry ccountid:forwardtabl

DeleteForwardEntry

ModifyForwardEntry

DescribeForwardTab
leEntries

CreateSnatEntry

ModifySnatEntry

DescribeSnatTableEn
tries

DeleteSnatEntry

vpc:CreateCustomer
Gateway

vpc:DeleteCustomer
Gateway

vpc:DescribeCustom
erGateway

vpc:DescribeCustom
erGateways

vpc:ModifyCustomer
GatewayAttribute

vpc:CreateVpnConn
ection

vpc:DeleteVpnConn

e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:snattable/*

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a

24
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ection

vpc:DescribeVpnCon
nection

vpc:DescribeVpnCon
nections

vpc:ModifyVpnConn
ectionAttribute

vpc:DownloadVpnC
onnectionConfig

vpc:DeleteVpnGatew
ay

vpc:DescribeVpnGat
eway

vpc:DescribeVpnGat
eways

vpc:ModifyVpnGate
wayAttribute

vpc:CreateGlobalAcc
elerationlnstance

vpc:AssociateGlobal
AccelerationInstance

vpc:UnassociateGlob
alAccelerationlnstan
ce

vpc:ModifyGlobalAc
cerlationlnstanceSpe
c

ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a

ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/*

acs:vpc:$regionid:$a
ccountid:.vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta
nceid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/$glo

25
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vpc:ModifyGlobalAc
cerlationInstanceAttr
ibutes

vpc:DeleteGlobalAcc
elerationInstance

vpc:DescribeGlobalA
ccelerationInstances

vpc:DescribeServerR
elatedGlobalAcceler
ationInstances

balaccelerationinsta
nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

KTFRM=F=RSVPCHEXIR RS

Hitt=F=RAERT R EEMEEIR (VPC, VSwitchE ) BUIRIE | SEENEEMEERINRERIR.
BIanelFZECSEIRENHAF |, FFECIEECSHIZVSwitchfIIER ; MTEIESSEAIVPCIEMRTS |, ANSREGECSA—
PNAINIEBR B — NIRRT |, FERITEBIZECSSTHFIR N IZIRNAIR,

FIZNECS CreatelnstancefIModifyInstanceVpcAttribute:
Action Resource

acs:ecs:$regionid:$accountid:instance/*
acs:ecs:$regionid:$accountid:securitygroup/$s
ecuritygroupid
acs:ecs:$regionid:$accountid:image/$imageid
ecs:Createlnstance [and
acs:ecs:$regionid:$accountid:snapshot/$snaps
hotid(@NEREE T DataDisk.n.Snapshotld)]
[acs:vpc:$regionid:$accountid:vswitch/$vswitc
hid(GNER$8E 7 VSwitchld)]

acs:ecs:$regionid:$accountid:instance/$instan

ceid

acs:vpc:$regionid:$accountid:vswitch/$vswitch
ecs:ModifyInstanceVpcAttribute id ( 248aIECSPT{ERYVSwitchId )

acs:vpc:$regionid:$accountid:vswitch/$vswitch

id (‘4NEREEBRVSwitch , IRETFBEIRY

VSwitchId )

26
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VPCHEX:

fag

-l

fEEERIE I 1 4> VPC

- VPC RggigxE 1 4~ CidrBlock , CidrBlock BSBEIE4E 10.0.0.0 / 8. 172.16.0.0 /12 %0
192.168.0.0 / 16 KE{iI89F® , CidrBlock rI#ER3/9 8 - 24 {i7 , BAIAJ9 172.16.0.0 / 12

- VPC RIS TEAEH CidrBlock

- 81 VPC B8ENTREMRREDMEARIM , TS HhER— SRR R T AX A
- 81 VPC Ba=rmLAEEAR BT 10000 4
- B VPC BY , 2BEmEIE 1 NEMERRRSH 1 MEHR. 81 VPC Rira 1 NEMERRES 1

MEHRZE

- BVPC, ZFEBAIRPMIMEEIMER UserCidr ; MRZ B MIMEZ B EERE S (N
10.0.0.0/8%110.1.0.0/16 , 1:A10.0.0.0/83LFRERN)

RS
i

Action

Regionld

CidrBlock

VpcName

Description

KB
String

String

String

String

String

27

REYM

Hm

Hm

iy

iy

iy

ik

REHESH , BE
: CreateVpc

FEERY VPC FRTERYMEIE,

AJj%({E 10.0.0.0/8.
172.16.0.0/127%0
192.168.0.0/16 K &1i]
BEFR. AR
172.16.0.0/12

VPC ZFR , NEUAZ
, AERZE. KED
B2~ 1280FT, X
FFRSE SRR |,
RAKNEFEELHL
L, ATEEHTF
"toEg ", AeekA
"http://" B
"https://" FFk

JFETEE VPC jOEAR , &<
EWAD , BWAMEAST
. KESEEN2 ~ 2561
F. R
FRE, AEELA
“http://" %
“https://" Frk
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RTFRIEERIEST
. HEFIRENZSE
8, ERIEEARBK

. . =
ClientToken String A Bl—  EAMET 64
A ASCIL =7, BiAs
IANEHRIE RS
%F{mﬂg%ﬁ’ﬂlﬁlﬁiﬁﬂﬂ
[Sol=——a\) N\ A
. . - BENZN MERBER
UserCidr String A g S T
RS FFINMER
A}
B[EISH
B ESid) A
Vpcld String RBEDEREEME ID
VRouterld String I&Hss Id
RouteTableld String EHE Id
A
IR
iR ik Http RS ‘X
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 1EXERY Region AFE
Found
supported.
. Specified CIDR block .
InvalidParameter i< not valid 400 HEERIMER AN 1ER
Resource you
ResourceNotAvailabl requested is not 400 1EERY Region &,
e available in this Zone A3z78F VPC
region or zone.
InvalidVpcName.Mal Specified VPC name .
formed is not valid. 400 VPC EHMEA LR
. T Specified VPC iy P
InvalidVpcDiscriptio description is not 400 1EERY VPC #ERfER
n.Malformed ; A IET
valid.
User not authorized A fEe R E AR
Forbbiden to operate on the 403 igﬁﬁhmﬁ’ﬁﬂﬁ’“
specified resource.
VPC quota FR& T8 VPC #i2
QuotaExceeded.Vpc exceeded. 400 \AEIERAR IR
. Specified UserCidr 18ERY UserCidr 1&=
InvalidParameter ‘valid format. 400 Rk
InvalidParameter Specified UserCidr 400 FEERY UserCidr +

28
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Subnet mask is not
valid.

Specified UserCidr
number is greater
than 3.

InvalidUserCidr.Quot
a

Specified UserCidr
overlapping in of
100.64.0.0/10.

InvalidUserCidr.Malf
ormed

apY
Rl

https://vpc.aliyuncs.com/?Action=CreateVpc
&RegionID=cn-beijing
<RNHIFRSH>

REA

XMLAEZ,

<CreateVpcResponse>

<Requestld>461D0C42-D5D1-4009-9B6A-B3D5888A19A9 </Requestld>,

<RouteTableld>vtb-25wm68mnh </RouteTableld >
<VRouterld>vrt-25bezkd03 </VRouterld >
<Vpcld>vpc-257gq642n</Vpcld>
</CreateVpcResponse>

JSON#&ZL

{

"Requestld": "461D0C42-D5D1-4009-9B6A-B3D5888A19A9",
"RouteTableld": "vtb-25wm68mnh",

"VRouterld": "vrt-25bezkd03",

"Vpcld": "vpc-257ggq642n”

}

fig
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400

400

BIAG

18RI UserCidr N
KF3

1ETEM UserCidr 5
100.64.0.0/10 MEREE

=
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ERTERERY VPC

- kg VPC ZEl , EBLEMEREE VPC NBFMBRIR(E4E VSwitch , ECS
Instance , Connection , HaVip &)
- 38 Available JXZSHY VPC mTLAMIBR

RS
5

Action

Vpcld

I
RIS

IncorrectVpcStatus

DependencyViolatio
n.RouteEntry

DependencyViolatio
n.Instance

DependencyViolatio
n.VSwitch

DependencyViolatio
n.SecurityGroup

7y
TRl

sy
String

String

%

Current VPC status
does not support
this operation.

Specified object has
dependent
resources

Specified object has
dependent
resources

Specified object has
dependent
resources

Specified object has
dependent
resources
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BB
£

=
=

Http K&

400

400

400

400

400

R

REMESE , BE
: DeleteVpc

2Ry VPC AY Id

‘Y

ZA0 VPC BORETE
STHRAX MR

=/ VPC IR FTEARM
BREYE E X ESERAIN
, VPC BRI

Z551 VPC IR FTEARM
BREYZ=F=msEhl , VPC
ARIBR R

a1 VPC iR TFAERM
BREY VSwitch , VPC
BRI

=81 VPC IR FAEARM
prEGZ=2E , VPC
BRI
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https://vpc.aliyuncs.com/?Action=DeleteVpc
&Vpcld=vpc-25eq58pl3
Q< NEHERSE>

T ANG
XMLigz{
<DeleteVpcResponse>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>
</DeleteVpcResponse>

JSON#&=L

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

faid

BiREEENEENEIIER. WEASFIRER , SRATEERIAN 10 &,
ZEORSROSHNGIENE | FERBSHZBNKIERR | REERERERMGN "X&" .

RS

R E St BEYM R
. . REHESH , BUE
Action String = : DescribeVpcs
FEHEAM Vpc B9

Id, 3ZFR2200
Vpcld fUitEE18

, Vpcld Z[EiER¥MH
ESRT.

EiEEEHAY VPC

BB NIEERegion THY
ZIAVPC , BJi%(E :
true —2

false =
HRES S EAHRE
FrE18ERegion ™ HY
VPC

Vpcld String

iy

Regionld String

Hm

IsDefault Boolean

iy
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PageNumber

PageSize

BEIZH

BR

Vpcs
TotalCount
PageNumber

PageSize

IS
SR

Forbidden.RegionNo
tFound

By
iRl

SLHMRSFIRATTIRS
Integer B  BBHRER 1, BOAME
Al
HTEAMZENESR
Integer & 178, &XES0 1T, B
A 10
Sl A
VpcType Vpc #1E VpcSetType HHIES
String FIFRSKEZBE
Integer EEIDUE]
Integer E Ly Ur=EZ 3=
iR Http PR3 3%

Specified region is

not found during e '
access 404 18%E Region R1EE

authentication.

https://vpc.aliyuncs.com/?Action=DescribeVpcs

&Regionld=cn-beijing
Q< NEHERSE>

R [E75)

XMLABZ,

<DescribeVpcsResponse>

<Requestld> DA1DAE87-43FA-472F-98BB-4FDBAA4A688D </Requestld>

<Vpcs>
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<Vpc>

<Vpcld> vpc-2579q642n </Vpcld>
<Regionld>cn-beijing</Regionld>
<VpcName></VpcName>
<Description></Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<Status>Available</Status>

<UserCidrs> </UserCidrs>
<CidrBlock>172.16.0.0/16</CidrBlock>
<VSwitchlds>

</VSwitchlds>

<CreationTime> 2014-10-29T13:30:19Z</CreationTime>
</Vpc>

</Vpcs>

</DescribeVpcResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "DA1DAE87-43FA-472F-98BB-4FDBAA4A688D",
"TotalCount™: 1,

"Vpcs": {

"Vpc":

{

"CidrBlock": "172.16.0.0/16",

"CreationTime": "2014-10-29T13:30:19Z",

"Description™: "",

"Regionld": "cn-beijing",

"Status": "Available",

"UserCidrs": {

"UserCidr": []

b
"VRouterld": "vrt-25bezkd03",
"VSwitchlds": {

"VSwitchId": []

b

"Vpcld": "vpc-257gq642n”,
"VpcName": ""

}

}

}

i
iR VPC R

= St BB 115

33
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REMESE , BE

not allow operation

34

. . =
Action String = : ModifyVpcAttribute
Vpcld String 2 FEEHRA VPCHI I

IEXUERIESF , AMEN
A=, BMERZ 2,
128] B FHF
. BIRLAK/NFEEH
VpcName String & Tk, ATREHTF
BEREEEHE. T
BELA http:// #0 https://
J:F%o
1EEREA | AET
A=, BNMERZE, [2
Description String & 256)] XN FRF
, AREELA http:// 0
https:// 73k,
A}
R[EISE
ERAHIREISE , FUAHIREISE
A= |

EIR
R R Http K765 3%
InvalidVpcld.NotFou Specified VPC does .
nd not exist. 404 JRIERY VPC AFFHE
InvalidVpcName.Mal  Specified VPC name 400 HEER VPC BFAIE
formed is not valid. RAFEEK
InvalidVpcDiscriptio 32§E|lfltet?o\rﬁgn ot 400 18ERY VPC HEHARIE
n.Malformed valid P NARFEEK

. Specified UserCidr 18ERY UserCidr 18z
InvalidParameter invalid format. 400 rEE
Specified UserCidr —— .
InvalidParameter Subnet mask is not 400 FE'ZEEIJAUferOdr T
; BRAEE
valid.
; . Specified UserCidr —— A
IanvalldUserC|dr.Quot number is greater 400 ;;EcxaEg’J UserCidr 1N8
than 3.
. : Specified UserCidr HEEM UserCidr 5
g‘r‘r’ﬁgguserc'd”\"a'f overlapping in of 400 100.64.0.0/10 RIERE
100.64.0.0/10. =]
InvalidUserCidr.Malf Specified UserCi:’jd 400 BRI UserCidriise
ormed status Is wrong, do &
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|
Rl

https://vpc.aliyuncs.com/?Action=ModifyVpcAttribute
&Vpcld=vpc-257gq642n

&VpcName=Vpc02

B <RHIFREH>

N —
IR[E7:5)
XMLigz(
<ModifyVpcAttributeResponse>

<Requestld>5741F353-AD13-41A2-83C7-19E49BD9AE30</Requestld >
</ModifyVpcAttributeResponse>

JSON#EZ

{
"Requestld": "5741F353-AD13-41A2-83C7-19E49BD9AE30"

}

IEHaSE><EEO

=ylfiz gt 1R
b7

BHiRfsENROIRHEEFIR, WHEOSIESTRER , Bl EENAS 10 £,
==
BRESH

BFR kA BB )

=
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REMESH , BE

: . o
Action String = : DescribeVRouters
VRouterld Strin = HEEIHI VRouter B

9 = Id
. . EiE Ay
=

Regionld String = VRouter
SLHPAZSFIRAITIG

PageNumber Integer & ,EIRER 1, BIAME
1
DIERNZENSR

PageSize Integer & 178, =KX(ES0 17, B
A 10

A
IR[EIEE
B Sl R
VRouter i¥#{& VRouterSetType HAY;
VRouters VRouterSetType HES
TotalCount Integer HIFREEZBEH
PageNumber Integer RIS
PageSize Integer HRIDREEEZ VKB

A =]
e
RS R Http A7 BN
Specified region is

Forbidden.RegionNo not found during . .
tFound access 404 FRREH Region AFEE

authentication.
/|
=Gl

https://vpc.aliyuncs.com/?Action=DescribeVRouters
&Regionld=cn-beijing
Q< NEHERSE>

R Bl
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XMLABZ,

<DescribeVRoutersResponse>
<Requestld>C2C6EF61-53B7-4071-A87D-B42F1F17FA5A </Requestld >
<VRouters>

<VRouter>

<Vpcld>vpc-257gq642n</Vpcld >

<VRouterName> </VRouterName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld>
<RouteTablelds>

<RouteTableld>vtb-25wm68mnh </RouteTableld >
</RouteTablelds>
<CreationTime>2014-10-29T13:30:19Z</CreationTime>
</VRouter>

</VRouters>

</DescribeVRoutersResponse>

JSON#&=L

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "C2C6EF61-53B7-4071-A87D-B42F1F17FASA",
"TotalCount™: 1,

"VRouters": {

"VRouter": [

{

"CreationTime": "2014-10-29T13:30:19Z",
"Description™: "",

"Regionld": "cn-beijing",
"RouteTablelds": {

"RouteTableld": [

"vtb-25wm68mnh"

]

B

"VRouterld": "vrt-25bezkd03",
"VRouterName": "",

"Vpcld": "vpc-257gg642n”

(S Ry S gy S

1143

1EXERE VRouter BUE M
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RS

2R Sl BB fiik

RGeS, BB
: ModifyVRouterAttri
bute

FE(2H/AY VRouter BY
ID

1EMSHY VRouter B
, NENAZE , BOAME
P, [2, 128] ExrEg
XFF , BRUAKNE
Bk, Tas
" XMEEERER
&, AEELA http://
https:// FFk.

X589 VRouter iR
, NENAZ , BOAME
A=, [2, 256] BXEH
EFRF, ABELA http://

#0 https:// 7k,

Action String

Him

VRouterld String

Hm

VRouterName String

iy

iy

Description String

BEIZH

=

RS A Http $R7&85 EX

InvalidVRouterld.No Specified virtual

tFound router does not 404 BB FE
exist.

InvalidVRouterName fgftceific;r\gét:frl] ot 400 BRI HEE B FIE

.Malformed valid. HEaEXK

InvalidVRouterDiscri Specified virtual 1B BRI HESRIAMER
router description is 400 8 e

ption.Malformed not valid. BRAFEER

apY
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iRl

https://vpc.aliyuncs.com/?Action=ModifyVRouterAttribute
&VRouterld=vrt-25bezkd03

&VRouterName=VRouter

Q< NHERSH>

\ —
R[5
XML&z
<ModifyVRouterAttributeResponse>

<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld>
</ModifyVRouterAttributeResponse>

JSON#&=L

{
"Requestld": "EOAAA98E-8E3C-4C11-95F3-5E2B8AD51703"

}

AR EO

7%

EfEE VPC WEIE— N HAIVSwitch,

- VSwitch PR @A sen EARTHAX.

- 84 VPC By VSwitch BiEAR BT 24 1N,

- 84 VSwitch AYHEES Y 16 - 29 fi7 , ATLAEME 8 - 65535 4N IP ik,

- 81 VSwitch 95 1 NMIRRE 3 4 1P AR SIREB (LA 192.168.1.0 / 24 J9f5l , 192.168.1.0 1
192.168.1.255 LUK 192.168.1.253 - 254 x4kt E R G5 {RE L),

- VSwitch ARSHRHAREHIT 5,

- VSwitch A9 CIDRBlock , #ZMEFAE VPC B9 CIDRBlock,

- VSwitch B9 CIDRBlock ATLASHE VPC By CIDRBlock 18[E] , EXEREEH VPC REeHE 1 4
VSwitch,

- VSwitch B9 CIDRBlock , AA8E5FRTE VPC 2387 RouteEntry A9 DestCIDRBlock 8[E],
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- VSwitch §9 CIDRBlock , 7NEEEVEERTE VPC 2451 RouteEntry A9 DestCIDRBlock , {EEJLAZ24A1
RouteEntry A9 DestCIDRBlock AYF£&.

- VSwitch BIERINfE | CidrBlock FoiXEHXL,

- VSwitch FI=F=GRLFIEER IR VPC RIS A= RLFIEE ( 10000 - HEinr=fmsE
BHIEE ) .

- L MEFFmEAIREEET 14 VSwitch,

RS

B eIt 2

i

W fEk

EANESE , BB
: CreateVSwitch

AAK Id
FEEVSwitchBIMER

FEEVSwitchFrfERY
VPC

VSwitchZFR , AENA
=, BAMERZ, [2
128] N EH TR

s IRLAK/NFEEH
XFL  IEEHETF
ExREREEHE. &
BELA http:// 0 https://
PAS

VSwitch iR , AER
HE, BAMERZT, (2,
256] XN FERT

, ABELA http:// 0
https:// 7k

BFRIEERNESY
. HEFIREMRIZESEH
B, BRIEFEARBER
[EiE— , &RANMET 64
AN ASCII =55

Hm

Action String

Hm

Zoneld String
CidrBlock String

Hm

Hm

Vpcld String

VSwitchName String

iy

Description String

iy

ClientToken String

iy

R[EI24

BFR &Sic) ik
VSwitchId String ARG 55ERY VSwitchID

IR

SR )% Http A5 3%
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InvalidZoneld.NotFo
und

InvalidVpcld.NotFou
nd

InvalidCidrBlock.Mal
formed

InvalidVSwitchName
.Malformed

InvalidVSwitchDiscri
ption.Malformed

ResourceNotAvailabl
e

InvalidParameter

InvalidCidrBlock.Ove
rlapped

InvalidCidrBlock.Ove
rlapped

QuotaExceeded.VSw
itch

IncorretRouteEntrySt
atus

IncorretVSwitchStat
us

InvalidCirdrBlock.Ma
skLength

IncorrectVpcStatus

a7
iGNl

Specified zone does
not exist.

Specified VPC does
not exist.

Specified CIDR block
is not valid.

Specified virtual
switch name is not
valid.

Specified virtual
switch description is
not valid.

Resource you
requested is not
available in this
region or zone.

Specified CIDR block
is not valid in VPC.

Specified CIDR block
overlapped with
other subnets.

Specified CIDR block
overlapped with
other entry

Virtual switch quota
exceeded.

Some route entry
status blocked this
operation.

Some virtual switch
is modifying within
the same VPC.

Specified CIDR block
is not valid.

Current VPC status
does not support
this operation.

https://vpc.aliyuncs.com/?Action=CreateVSwitch

41

404

404

400

400

400

400

400

400

400

400

400

400

400

400

EENTRARAFE

187EM VPC RMFFE

?‘gfﬁﬂ’ﬂ CIDR 18Z{AIE
fi

IEER VSwitch F=F
HETUASIERS

125EH9 VSwitch R
SEWEAIER

1EXERY Region B& ]
FAXA3z8F VPC

187EM CIDR A IEHS

1E%ERY CIDR SEit
VSwitch g9 CIDR &
=

=

5749 CIDR ST/
ES7E \BaEARY CIDR B

VSwitch #&E1XZ|EC
Bi_EPR

o BEXEBELT
pending A7 , Bl
VSwitch £

E84> VSwitch &bF
pending K7 , Bl
VSwitch 5

FE7ERY CIDR RRESHRL
NI

18ERY VPC &F
pending A7 , Bl
VSwitch 5
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&CidrBlock=172.16.1.0/24
&Vpcld=vpc-257gq642n
&Zoneld=cn-beijing-a

Q< NEHERSE>

REH

XMLASZ,

<CreateVSwitchResponse>

<Requestld>861E6630-AEC0-4B2D-B214-6CB5E44B7F04 </Requestld >
<VSwitchld>vsw-25naue4gz</VSwitchld >
</CreateVSwitchResponse>

JSON#&=L

{
"Requestld": "861E6630-AEC0-4B2D-B214-6CB5E44B7F04",
"VSwitchld": "vsw-25naue4gz"

}

it

MpRFEERIVSwitch

- RAiFmibRAvailabledRZSTTHIVSwitch

- fBRVSwitchZ B , EBSREMEFEEV Switch FRIFTEF=EsEf |, ELaNECSSLf)

- {§ERouteTablefTERIVPCIETECZE/MIBRV SwitchER IE/E S5 /MIBRRouteEntry32{ERT , Foik T
F&VSwitchiz{E

- BRVSwitchZ Bl , FESREIIZV Switch TArERIHaVipsLH)

RS

okl a BB sk
Action String =2 EEMESE , BUE

: DeleteVSwitch
VSwitchld String 2 = EMIPRAIVSwitchpdld

BEIZH
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=1

RS R Http 756
. . The Regionld
}:r:)vL?rI:gReglonId.Not provided does not 404
exist in our records.
The current virtual
IncorrectVSwitchStat switch status does
: 400
us not support this
operation.
e Specified object has
rI?ependencyVmIatlo dependent 400
resources.
VSwitch cannot be
DependencyViolatio deleted when there
X . 400
n.HaVip are some HaVip
dependent with it.
IncorretRouteEntrySt Some route entry
atus status blocked this 400

operation.

7y
TRl

https://vpc.aliyuncs.com/?Action=DeleteVSwitch
&VSwitchld=vsw-25naue4gz
Q< NHERSH>

REA

XMLAEZ,

<DeleteVSwitchesResponse>
<Requestld>AF083E3D-7E29-4B77-A937-1F129802D5F3 </Requestld >
</DeleteVSwitchesResponse >

JSON#E=
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18ER] Regionld 117
e

IEERIVSwitchibF
pendingiR7Z , FoiAM
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IEEMIVSwitchiF G &
IEARERIN , T5iEmER
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HaVip BB , o
TERBR
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{

"Requestld": "AFO83E3D-7E29-4B77-A937-1F129802D5F3"

}

/1174

EMRAFRY VSwitch FIzR, OSSO NER , BIRIEEIIAN 10 4.
ZEORSRIESHNGENE , FaRESHZENKIMKRR | RESEREMEFRERT "32&E"

RS
5

Action

Regionld
Vpcld

VSwitchld

Zoneld

IsDefault

PageNumber

PageSize

BEIZH

2R
VSwitches

TotalCount

Y
String

String
String

String

String

Boolean

Integer

Integer

ESit
VSwitchType

Integer

44

BB

iy B HD  HD

iy

iy

iy

iy

i

fk
REMESE , BE

: DescribeVSwitches
HbigFID
VPCID

FEEEAM VSwitch By
Id, 3ZHF&RE2201
VSwitchld FIitE&iH
, VSwitchld ZjaliEH
¥HEESRH.

AKX Id

BEAMETBEX TR
ERASHAN, , BIGE -
true —2&

false =
HNEEZSHANREIFT
BHEId

SLHPASSZRAYTTRS
j,jﬁﬂé‘fﬁﬂa 1, BONE
47

S REERRENER
178, RKE S0 1T, A
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VSwitch 1% VSwitchSetType ZHp%
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PageNumber Integer DL
PageSize Integer HRIDREEEZ VKB
A
e
ERAD )0 Http &8 ‘X
: Specified VPC is not
Lsz:jbldden.VchotFo found during access 404 1BER VPC A=

authentication.

B
R

https://vpc.aliyuncs.com/?Action=DescribeVSwitches
&Vpcld=vpc-25eq58pl3
Q< NHERSH>

R [E76Y

XMLAE,

<DescribeVSwitchesResponse>
<Requestld>9A572171-4E27-40D1-BD36-D26C9E71E29E < /Requestld >
<VSwitches>

<VSwitch>

<VSwitchld> vsw-25b7pv15t </VSwitchld>
<Status>Available </Status>

<CidrBlock>172.16.1.0/24 </CidrBlock>
<Zoneld>cn-beijing-a</Zoneld>
<AvailablelpAddressCount>246</AvailablelpAddressCount >
<Vpcld>vpc-257gq642n</Vpcld >
<Description></Description>

<VSwitchName> </VSwitchName>

<CreationTime> 2014-10-29T15:21:02Z </CreationTime>
</VSwitch>

</VSwitches>

</DescribeVSwitchesResponse>

JSON#&=L
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"PageNumber": 1,

"PageSize": 10,

"Requestld": "9A572171-4E27-40D1-BD36-D26C9E71E29E",
"TotalCount": 1,

"VSwitches": {

"VSwitch": [

"AvailableIpAddressCount": 246,
"CidrBlock": "172.16.1.0/24",
"CreationTime": "2014-10-29T15:21:02Z",
"Description™: "",

"Status": "Available",

"VSwitchId": "vsw-25b7pv15t",
"VSwitchName": "",

"Vpcld": "vpc-257gq642n”,

"Zoneld": "cn-beijing-a"

) o 1 =

faid

1EXEEREV SwitchBUE M

ITREH

BIR ==z BRYM fEk
REMESE , BE
Action String = : ModifyVSwitchAttri
bute
: ; FEEHH VSwitch 19
VSwitchld String 2 D

VSwitch BFR , A~EN
A=, BIMERE , (2,
128] SE3 B FHRF

. IRARINFEEH
XFL  IEEHTF
ExREREERHE. &
geLA http:// 0 https://
k.

1EBUSHT VSwitch fEA
, FEUAZ , ZKiAME
A=, [2, 256] T EH
XEFRF , ABELA http://
0 https:// FFk,

VSwitchName String

iy

Description String

iy
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I
RIS

InvalidVSwitchId.Not
Found

InvalidVSwitchName
.Malformed

InvalidVSwitchDiscri
ption.Malformed

apY
Rl

https://vpc.aliyuncs.com/?Action=ModifyVSwitchAttribute
&VSwitchld=vpc-257gq642n

B AEREHS
AN

XMLABZL

)%

The specified virtual
switch does not
exists.

Specified virtual
switch name is not
valid.

Specified virtual
switch description is
not valid.

<ModifyVSwitchAttributeResponse>
<Requestld>COFDOEED-F90D-4479-803D-DD62335357E5 </Requestld >
</ModifyVSwitchAttributeResponse>

JSON#EZ

{

"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"

}

Http R4S

404

400

400

&Y

FETEM VSwitch &~z
=

FERERY VSwitch &
FETUASIERS

1EERY VSwitch A
ABIEAIER



EBMLE VPC

Frkigra

IREFREEO

s

FEERouteEntry

HFEE AN HRS ( VRouter ) MIEIEE

, FEEEEASA (RouteEntry )
EEEMKRHIRMSE FAIRouteTabled gl RouteEntry :

F— e S BRI 48 5

- RouteEntryfyDestinationCidrBlock A~ 781F40VPCHIVSwitchBJCIDRBlockiBE , tEAIFEE

- RouteEntryfDestinationCidrBlockEEAFt1F4EM100.64.0.0/10 , tBAFeiF4#7100.64.0.0/108%

VSwitchfYCIDRBlocksi & #;VSwitchfJCIDRBlockE &

- [@—RouteTable FRouteEntryfiDestinationCidrBlock A~ fai5+8[E

- INRFgEMIDestinationCidrBlock @— MNPl , SIZRBHRD /932 kA
- Z%RouteEntry7tiFigEE—"1"NextHopld

- RouteEntryigEEAI F—HkNextHopld , BT RRERIVPC

- —1VPCH , $ERHaViplEEBREE&Z I LARRFESS ;

- BT NextHopList2#BECEECMPERE :

- INEIE (3FE ECMP ) BRENEEHAY , FHERE DestinationCidrBlock,
NextHopType ( BiiAJ9Instance ) #1 NextHopld , BFRAEISE NextHoplList ;

- ¥I0 ECMP B&ERT , F48EDestinationCidrBlock#1 NextHoplList , BREEIEE
NextHopType % NextHopld ;

fEiL R HSE EAJRouteTablerhEERouteEntry

E— MR EE X EHFKE T REEIT485%

- A3Z#ENextHopList&#(

- RouteEntryRgDestCidrBlockIER A 73iF#8E100.64.0.0/10 , thARA2iF#£100.64.0.0/108%

- [—RouteTable ~RouteEntryfJDestCidrBlock A FtiF+E[E

- ANERIEERIDestinationCidrBlockE— NPl , SARABHERD J3 2SR

- Z#%RouteEntrysiFigRIRE—Instanceld

- RouteEntry$gE I F—BkInstanceld , /B FFERERIVBR

- RouteEntryR9 F—Bk2RBUNSZFFRouterInterface

- RALYFEVBRIRSEACtive , TIERRATMIEEE LIRS REnabled B EH N EMERIBER FE

VBR L##ERouteEntry

- (SHFHRINEEREH (3FE ECMP ) |, F#85E DestinationCidrBlock, NextHopType ( ZRiAJ

Instance ) #0 NextHopld , BAAEIEE NextHoplList ;

48
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RS

2R Sl BB fiik

REMESE , BlE
: CreateRouteEntry

el

Action String

RouteTableld String RouteTableld

i

II(DestmatlonOdrBIoc String 2 RouteEntryf9 B HIMIER

T—HBkRIRE |, ANiR(E
A
Instance|Tunnel|HaVip
|[RouterInterface|VpnG
ateway , BNIAER
Instance , BIECS3LA

HHEENT—BESLH
ID , 3EECMPEZE

BB TR
WMREET
NextHoplList , NiZE&
HRFECMPZEIEH
, NextHopList8& 7T
ECMPAAIZANT—BE
. ItAFNextHopTypefl
NextHopld#/R A%
, NextHopList3zi%F8
28240 T k. R
NextHoplList NextHopListType e #5VRouter FIEEEIE
ENextHoplList , A
T—BEREERM
VRouterZ{FVBRAAHY
RouterInterface
WMREEIEE
NextHopList , MiZE&
HAIEECMPZERH. H
NextHopType#Q
NextHopldigE F—Bk

iy

NextHopType String

NextHopld String

iy

BT RIEERINESME
. BEFIREMRIZSE
8, ERIEEARBXK
[EE— , BRAMET
64 1ASCIIZFEFT,

iy

ClientToken String
BRSIMR - aEeR
IEREIE.

BEIZH
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=1

ERAB fiid Http 7588 BN
- Miss mandatory I AT 22 22
MissingParameter parameter. 400 RN ESHSH
InvalidCidrBlock.Mal Specified CIDR block Sy o
formed is not valid. 400 FRERIMEAR A
InvalidNextHopId.N Specified next hop 404 fEERINextHopld A&
otFound does not exist. =Fr
InvalidInstanceld.No Specified instance 404 IERERECSIAFE
tFound does not exist. ( EEHIAREIZVPCT )
InvalidRouteTableld. Specified route table ., IEERRIIEBERAE
NotFound does not exist. =
InvalidCIDRBlock.Du Specified CIDR block 4 EERIMER B LI
plicate is already exists. HRRPFHE
Current VPC status S -
IncorrectVpcStatus does not support 400 ;?EEE’JVPC;E@UEE
this operation.
Route entry quota E—MEHEFEEN
QuotaExceeded exceeded in this 400 BB BT
route table. 48
Iﬁ;;ﬁvpc'F?%E’sgiEE
RPN ESHKE
IncorretRouteEntrySt Some route entry /VSwitch&bEEJk
status blocked this 400 N o
atus ti S (R, (B
operation. BT ) | RagplEE
HH%HE
L ZRAPAE
10.0.0.0/8A9ERFAMIER
HNBEEZ8H , TEEER
R

o Specified CIDR block 2. IR BEENE

InvalidCidrBlock is not valid. 400 BN EF R
— ApcFERE
vswitchAIRIES.,

3. MERABER
:100.64.0.0/10,
InvalidNextHop.Not Specified next hop IEERInext hopAfE
. 404

Found does not exist. "

. both nexthopType NexthopType#Q
InvalidNexthopType . oAb A
AndList BothNuli and nextHoplList are 400 NengopUstTaulEHj‘

null. n=
InvalidHaViNpId.Not ~ The specified HaVip 404 1EEMHaVip A 1FIE
Found does not exist in the , BRERETHE
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InvalidRouterInterfac
e

InvalidOppositeRout
erType

InvalidNexthoplListSi
ze

CountLimitExceed.H
aVipRouteEntry

IncorrectHaVipStatu
s

InvalidVBRStatus

InvalidPhysicalConn
ectionBusinessStatus

InvalidRouterType

InvalidRouteEntry.D
uplicate

IncorrectInstanceSta
tus

apY
Rl

specified VPC.

invalid router
interface.

nexthop list cannot
only contain router
interface whose
opposite router
interface is on vbr.

nexthop size is
illegal. Must be
between 2 and 4.

There can be 5 route
entry to HaVip at
most in one route
table.

This operation is
denied because
satus of the
specified HaVip is
neither Available nor
InUse.

invalid virtual border
router status.

invalid physical
connection business
status.

Cannot specify
nexthop list in
vbr’ s route table.

The route entry
already exist.

The current status of
the resource does
not support this
operation.

https://vpc.aliyuncs.com/?Action=CreateRouteEntry

&Vpcld=vpc-257gq642n

&RouteTableld=vrt-5citwfp6a

&DestinationCidrBlock=0.0.0.0/0

51
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400

400

400

400

400

400

400

400

403

RouterTablefF7ERY
VPC,

1EER
RouterInterface A4S

i

NextHopList RgEE S
Xumi e OE
VBR ERIERFRE§EEO

NextHopListhEEF
BF2-4PT—Bk

—AVPCH , 15[
HaVipXdSRAIER &%
ERREEFER .

REXHHaVipsPRESH
AvailablegZ&InUseRd
, BUEIEEXAN
HaVipHYi&H,
VBRIRESAEIE

MET LAV SSREHN
E

A BETEVBRAVEEHHZERF
f8xENextHopList
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&NextHopld=i-25skktcp4
&NextHopType=Instance
Q< NEHERSE>

REH

XMLASZ,

<CreateRouteEntryResponse>

<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >

</CreateRouteEntryResponse>

JSON#&=L

{

"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

faid

MBRE B MEFRIFEESRS ( VRouter ) FISREETHIAFIRHZS (VBR ) LRI (RouteTable ) Bi5E

89 RouteEntry :

- RSiFiBRIRS A Availabley RouteEntry
- RouteTable FTfERY VPC IEFERTEIE/MIBR VSwitch 2i8lz/MIBR RouteEntryi(FRY , FoiXH TH

k& RouteEntry

- IFRENE (3 ECMP ) B&HRAT , Ff8%E DestinationCidrBlock # NextHopld , AgEIEE

NextHopList;

- & ECMP E&HRAY , 485 DestinationCidrBlock #1 NextHoplList , A<gEtgENextHopld ;

EREH
i

Action

RouteTableld

DestinationCidrBloc
k

]

String

String

String
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=

=

=
=

=
=

ik

REMESE , BE
: DeleteRouteEntry

RouteEntryFr{ERY
RouteTableld , i

VPCEEFHESFIL R
28 FAYRouteTable

RouteEntryf B FRMIER
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RouteEntry 1g5EAT—
BESLAIRYId , 3F ECMP
W IERE
NextHopld MBS
HABREEERAY
NextHopld ITEg,

EFENT IR
ECMP EEHUETE
NextHopList TR 4R
S mIBRES AT
NextHoplList PTEg,

NextHopld String

iy

iy

NextHoplList NextHoplListType

=

R fhR Http A BN

1. @—4 VPC FTEH
EERRPIUE—MER
ZBAAEFERES (R
e, &2, kR

Some route entry ) . AEEMIBREEERSR B
Isrlg(;l:;ectRouteEntry status blocked this 400 .
operation. 2. [@— VPC T
VSwitch &b7EeRENA

& (eI, bR
), AREEMIFREESS

EO
MissingParameter Miss mandatory 400 RLESE]
parameter. T
InvalidCidrBlock.Mal Specified CIDR block 400 CidrBlock INI&=(E
formed is not valid. =
InvalidRouteTableld. Specified route table
NotFound does not exist. 404 RouteTableld F477£
Specified operation .
. . : . AV ER System
OperationDenied is denied as route 400 HYER AT

entry type is system.

B
R
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https://vpc.aliyuncs.com/?Action=DeleteRouteEntry
&RouterTableld=vtb-25vtxI5ct
&DestinationCidrBlock=192.168.1.0/24
&NextHopld=i-25skktcp4

Q< NHIERSE>

IR [E75)

XMLAEZ,

<DeleteRouteEntryResponse>

<Requestld>4357FA74-FIF3-46E7-8890-AA30EC4AF8DAF </Requestld>

</DeleteRouteEntryResponse >

JSON#&=L

{

"Requestld": "4357FA74-F9F3-46E7-8890-AA30ECAF8DAF"

}

fag

- SHFERTEMEPIIKEEE ( VRouter ) MiSRBEEFANOFKARS (VBR ) EARKEZR

( RouteTable)

- BIRAFR TIRBARNFIR. WEOSHFOTER , SRAHERANLI0R. ZEORSKRESHAY
BiEtt | FERESHCEKIKR | REEREME RGN

RS

BR KRB

Action String
RouterType String
Routerld String
VRouterld String
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RELMR
=
E
a=
=
Py
=
as
=

=

3&

&
o

R
REMESE  BE

: DescribeRouteTable
S

FriERigEesssRy, o
(8 : VRouter , VBR

FriEavigHesID,
VRouterIDs§VBRID,

FriEEEMEEEHS
ID. f8§&EVRouterldg
BFgERouUterTypess
VRouter,



LTEML VPC AV Ei=(=]
RouteTableld String B RouteTableld
SLHPRZSHIRAITI
PageNumber Integer & , BIREAL, BMER
1
PIREENEENSR
PageSize Integer B 78, &xXES01T , &
IAA10
A}
R[EISE
BR KE ik
RouteTablei¥i&
RouteTables RouteTableSetType RouteTableSetTypefUtEa:
TotalCount Integer FIFREZEH
PageNumber Integer EEIpLE]
PageSize Integer E a2 =]

HRA
anl|
ERTH

https://vpc.aliyuncs.com/?Action=DescribeRouteTables

&VRouterld=vrt-25u5f8u2q

B IASEEREH>
E AR

XMLAEZ,

<DescribeRouteTablesResponse>

<Requestld>913F8774-681A-4857-95D8-ACBAF044D453 </Requestld >

<RouteTables>

<RouteTableld>routetable01</RouteTableld>

<RouteEntrys>
<RouteEntry>

<DestinationCidrBlock>192.168.10.1/32</DestinationCidrBlock>

<Type>Custom</Type>

<Instanceld> i-25skktcp4 </Instanceld >

55
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<Status>Available</Status>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>192.168.1.0/24 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
<DestinationCidrBlock>100.64.0.0/10</DestinationCidrBlock>
<Instanceld> </Instanceld>
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>10.0.0.0/8 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

</RouteEntrys>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
<RouteTableType>System</RouteTableType>
<VRouterld>vrt-25u5f8u2q</VRouterld >
<CreationTime> 2014-09-11T04:52:53Z </CreationTime>
</RouteTables>

</DescribeRouteTablesResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "913F8774-681A-4857-95D8-ACBAF044D453",
"RouteTables": {

"RouteTable":

{

"CreationTime": "2014-09-11T04:52:53Z",
"RouteEntrys": {

"RouteEntry": [

{

"DestinationCidrBlock": "192.168.10.1/32",
"Instanceld": "i-25skktcp4”,
"RouteTableld": "vtb-25vtxI5ct",

"Status": "Available",

"Type": "Custom”

b

{

"DestinationCidrBlock": "192.168.1.0/24",
"Instanceld": "",
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"RouteTableld": "vtb-25vtxI5ct”,
"Status": "Available",

"Type": "System"

B

{

"DestinationCidrBlock": "100.64.0.0/10",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

b

{

"DestinationCidrBlock": "10.0.0.0/8",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct”,
"Status": "Available",

"Type": "System"

}

]

b
"RouteTableld": "vtb-25vtxI5ct",
"RouteTableType": "System",
"VRouterld": "vrt-25u5f8u2q"

}

]

b
"TotalCount™: 1
}

N (i S

FRESRIE2Z N 1P
iR

FRi% EIP , $TERIBAY EIP A7 Available,

- EIP HRIREEFRERIMRREIRIERY VPC 2889 ECS LA,
- BIRERIBERTESER Region HWREHSEC—A™ EIP,
- EIP BRIASZFF ICMP, TCP, UDP 3 FfY , 3255 IGMP , SCTP FHERENY.

IERKEE
R

& St BEYM RA
Action String = RENESE , BE
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Regionld

Bandwidth

InternetChargeType

InstanceChargeType

PricingCycle

Period

AutoPay

ClientToken

String

String

String

String

String

String

String

String

58

Hm

iy

iy

iy

iy

iy

iy

iy

: AllocateEipAddress

ERISAYSEIE AR IP FTTE
At

SEMENR TP BIBRIE |, 40
RAEE | BAN
5Mbps,

PayByBandwidth £
PayByTraffic , BiAE
PayByBandwidth

PrePaidfPostPaid , 2k
INEPostPaid ,
PrePaid{{ZRf7 22

, PostPaid (XK/E{1%

SHEEPrePaidG24%E
B—MTRE , FEF|
BRI FTZT.
OB+ aEEHITRER
HISZIIhEE.

IR SHXoANS

Month#JYear , BRAE
Month,
TR RO KNE

ﬁ
InstanceChargeTyped
PrePaidif 24i%S 4.
HPricingCycle’s
MonthEt , BUESEEI1Z]
9, HPricingCycle
Yearfif , BYESEEI1ZE]
3.

ﬁ
InstanceChargeType s
PrePaididE1EFA

, AutoPaygtruefifs
BaiXfJiJ8 , A
falseBd R —MF
T8, FERTES
OFaI3AT , BAA
false,

ﬁ
InstanceChargeTyped
PostPaidif AFEEIRE

BT RIEERINESME
. AEFIREMIZSE
8, ERIEEARBXK
[EifE— , RAERBET
64 1~ ASCII =£F.,
BFSIKR
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BEIZH

2R
EipAddress
Allocationld
Orderld

HIx
RIS

Forbbiden

QuotaExceeded.Eip

InvalidRegionld.Not
Found

InvalidParameter

InvalidParameter

InsufficientEipCapaci

ty

InsufficientBalance

B
R

St

String
String
String

HHid

User not authorized
to operate on the
specified resource.

Elastic IP address
quota exceeded.

Specified value of
“Regionld” is not
supported.

Specified value of
"InternetChargeTyp
e” is not valid

Specified value of
“Bandwidth” is
not valid.

Insufficient EIP
capacity to fulfill
your request.

Your account does
not have enough
balance.

https://vpc.aliyuncs.com/?Action=AllocateEipAddress

&Regionld=cn-beijing
B <RHIFREH>

59

i

S ECRISRELK IP,
LK TP BOSEA Id,
RS, REMGEIRE.,

Http RSB

403

400

404

400

400

500

400

BEX
FBFiRBfER EIP 7=

AR | BRI TR

BiE

ﬁE;IJP BB SR IR
|

15 Regionld A7
£

TERERT
InternetChargeType
SHAEE

FEERY Bandwidth &
HAEIE

15%E Region A3 EIP FE
e

KPREARE , FiEH
i% EIP
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EfEREG

XMLAEZL

<Allocationld>eip-25877c70x</Allocationld>
<EipAddress>123.56.0.206 </EipAddress>
<Requestld>B6B9F518-60F8-4D81-9242-1207B356754D </Requestld >

JSON#EZ

{

"AllocationId": "eip-25877c70x",

"EipAddress": "123.56.0.206",

"Requestld": "B6BIF518-60F8-4D81-9242-1207B356754D"

}
Ffd ZBRiR )7~

XMLABZ,

<AllocateEipAddressResponse>
<Requestld>30D996D7-05B2-4D66-A6A2-5764419CFAAE </Requestld >
<Orderld>201156243980148</Orderld>

<Allocationld > eip-2zecafsj3w2sriwcpilwy </Allocationld >
</AllocateEipAddressResponse>

JSON#&ZL

B

7%

BEIPHFERIEREIIHAIRBRSS SEFIECS, NAT, tadtdEiakHaVipsefl £

- BRIEIPIRSZRES , NAT , GadidEECSLfIAIHaVipsLf) £

- QB Available kR ZSHIEIPA BEME 1 T4DEIRAE

- EIPSBERINEMZIER , AREERRIRS 2L

- EIP BRI R BE AP E R BRI T B MBS B TR S 2L &

- B EAIRSSAFEHBIECS, B9 EE HaVipSEf R EERFTERE— P EIP
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- P NATRXETLARERTSBES N EIP

- § EIPE—H B R EEPE— == GAsLfl

- B FE TR EE LRSI =BRSS5 28T nT LAGBRE S 2 PIP
- RB4FAvailableai B InUselRZSAIHaVipaT LASBESR M/ MIP

- BAZ 2R R ENEIPT 2 T4 EF R4 TR E

RS

B eIt BBV fEk

RoRESH , BB
: AssociateEipAddress

EEHITHERIEN
EIPRYERIEId , ERBIdR
EIPRYME—HRIR

SPTERINTSREEY,
BYESEE : EcsInstance
| SIbInstance | Nat |
HaVip .

BRIAME : Ecslnstance
AR KoRNS

EEHTYIERIFRIS
flid,
ElnstanceTyped
EcsInstance , MUItAME
BECSshid,
AlnstanceTypey
SlbInstance , MItLAME
BEVPCZERIFARISLB
AISEHIID,
HlnstanceTypey

Nat , MLAMESNAT
BYSCHIID, GNERENE

Action String =

Allocationld String

el

InstanceType String

iy

Instanceld String

el

NATHEBNTES
EIPAITENAT |, EEEIRAT
TH8,
ElnstanceTypey
HaVip , NILtAMES
HaVipld,

A

R[EIEE

LEAHIREIZE , FIAHREISE

A
=12
=g R Http R 3%
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InvalidAssociation.D

Specified instance

HEERECSIAIESEE

uplicated :lsr::cciigts i 400 EIP , FEEFB4RE.
e . IEERIECSELAIARZE
OperationDenied rs]gs?:]ﬂ\e}génstance 'S 400 VPCREISL |, 4PER
’ MO
Specified elastic IP
InvalidParameter.Mis ~ address and ECS 400 1EEECSLAIFOEIPA
match instance are not in JBFRE—" region
the same region.
Current elastic IP
. status does not IEERIEIPREASIRF
IncorrectEipStatus support this 400 HigrE
operation.
InvalidAllocationId.N Specified allocation 404 SERJEIPAYERIBIDA
otFound ID is not found. 7 HBEERM
InvalidInstanld.NotF Specified instance 404 IEERIECSSLBIATRIE
ound does not exist. . BRERM
Current instance S—— e
IncorrectInstanceSta status does not 400 ;TEZEE'JECS*@JULQ,JSJ
tus support this ﬁz’;gpiﬂ]runnmg R
operation. REEIPKI
. The specified value "
InvalidInstanceType. . InstanceTypefYiiA
ValueNotSupported of InstanceType is 400 EEN=17
not supported. =
InstanceTypeAd
. . e . HaVip , H
Inn(;/alldHaVIp.NotFou Lg‘;:ﬁiﬁﬂigﬁawp 404 Instanceld RS —A
' BLFAENEN
HaVipld,
CountLimitExceeded COar:]ebEeC:SISr:)s;aa 2;3 400 ECSSLf_Erir4PEn
.EIPOnECSInstance with only one EIP. EIPEEEEIAEI LR
- One HaVip can be . N
CountLimitExceed.EI . i HaVip_EseiF4BeEad
PONHaVip 2?1$:E;?>ted with only 400 EIP& B 2143 LR
HaVip can be
. operated by this
IncorrectHaVipStatu action only when 400 HaVip I RSAFFEEK

S

it'" s statusis
Available or InUse.

apY

skl

62



EBEME VPC Frkigra

https://vpc.aliyuncs.com/?Action=AssociateEipAddress
&Allocationld=eip-25877c70x
&Instanceld=i-25skktcp4

B <RIIFRSE>

REH

XMLASZ,

<ReleasePubliclpAddressResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld>
</ReleasePubliclpAddressResponse>

JSON#&=L

{"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"}

fai

fRIR— 1 EIPRISBEIRT,

RS

BIR == REBWMR ik
RERlES , BE

Action String = : UnassociateEipAddr
ess

Allocationld String = EIPZLf51Id
HRTERIRISRAEEY,

BUESEE : EcsInstance
| SIbInstance | Nat |
HaVip .

BAE : EcsInstance
3R RoANE

InstanceType String

iy

FEHITHIEERERIE
filid.,
&lnstanceTypey
EcsInstance , MtEAME
BECSsLAiId,
&lnstanceTyped
SlbInstance , MtAME
BVPCZEERIFAMSLB

Hm

Instanceld String
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S

specified HaVip is
neither Available nor
InUse.

64

AISEAIID,
HlnstanceTypey
Nat , MLEAMEENAT
RYSEIID,
ElnstanceTypey
HaVip , MItAMES
HaVipld,
A )
IR[EIEE
ERAHIREISE , FIATHREISE
A
=1L
ERAD A Http JR&B i3
Current elastic IP
. status does not 1EERVEIPRZHATATS
IncorrectEipStatus support this 400 R EARATIRAE.
operation.
InvalidAllocationlId.N Specified allocation 404 IEERYEIPRYERIBIAA
otFound ID is not found. =T | RRYBRY.
InvalidInstanceld.No Specified instance 400 FEERIECSEHIATEE
tFound does not exist. , FRGR,
The current status of S T (i | A2 e
IncorrectlnstanceSta instance does not TE’_‘EE:ES,,*{/'?!.___I-'HU%”"
tus U : 400 ISIFHRGRIRIE | BRYD
pport this SRIELEYy
operation. * °
InvalidInstanceType The specified value InstanceTypeRJHIN
ValueNotSu orted. of InstanceType is 400 ERAE
PP not supported. =
InstanceTyped
. . - . HaVip , B
Inn(;/alldHaV|p.NotFou glgzssgg?zigtHale 404 Instanceld3ERE—4
' HELFERIBN
HaVipld,
ResourceNotAssocia The specified IEENEMREENEIR
ted resources are not 400 ;:ﬁﬁ%ﬁﬁ_ﬁ*' -
associated. IRIBIIRE °
This operation is
denied because REHHaViptPIRESAh
IncorrectHaVipStatu satus of the 400 AvailablegZInUsefd

. ARFB—EIPS
—NHaVipfi#48,
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|
Rl

https://vpc.aliyuncs.com/?Action=UnassociateEipAddress
&Allocationld=eip-2578g5v5a

&lInstanceld=i-25skktcp4

B <RHIFREH>

N —
= R
XMUE=(
<UnassociateEipAddressResponse>

<Requestld>220F3179-5238-47F0-A0CA-1272AA2BCA1F </Requestld>
</UnassociateEipAddressResponse >

JSON#EZ

{
"Requestld": "220F3179-5238-47F0-A0CA-1272AA2BC41F"
}

s

EEEHIRAYEIPYIR, WEROSIFORENR , BUAEERIAN10%E,
- ORI SEZBRKIIRR | IREEREFME&MHN &

RS

°

2R Sidl BBV ik
RGeS, BE

Action String = : DescribeEipAddress
es

Regionld String 2 wEEEAME
Eipi%S | &4E

. - Associating |

Status String = Unassociating | InUse |

Available
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EipAddress
Allocationld

AssociatedInstanceT
ype

AssociatedInstancel
d

PageNumber

PageSize

BEIZH

2R
EipAddresses

TotalCount
PageNumber
PageSize

String

H o

String

iy

String

H

String

iy

Integer

iy

Integer

ES:d
EipAddressSetType

Integer
Integer

Integer
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EIP
FriEld

SRENRIRAVEE ;
XE—MILIEES M RRY
8%, EANEE  WE
TIAMERIZSRHRIER
TSR,

HUESEE : EcsInstance
| SIbInstance | Nat |
HaVip .

AR KoK

HBERVEIFEANI,
XE— NI IEEsERRY
S8, ANEE WX
ERIZERHXIER
BHTIHIE,
WRE(ERZIT IS

, WAREIRT (A
AssociatedInstanceTy
pe.

&lnstanceTypey
EcsInstance , MtLAME
BECSsaid,
ElnstanceTypey
SlbInstance , MtEANME
BVPCEEELRIFARISLB
HISLHIID,
ElnstanceTypey
Nat , MLAMEENAT
BISCHIID, .
“lnstanceTyped
HaVip , NIAMES
HaVipld,

SEAMASIZRAYTTRS

, BIREARL , BAMES
1

DREHINRENER

178, \RKIES01T, B
IAA10
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SERMEIPIHBIEFIS
EipAddressSetTypefHRHIES
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=1

RS iR Http K788 BEX
Specified region is
chzlgorlkjhddden.ReglonNo Qcc:)gefsosund during 404 sEEregion R IE
authentication.
The specified value
InvalidIAssociatedIns of AssociatedInstanceT
tanceType.ValueNot AssociatedInstanceT 400 AN ERAE
Supported ype is not yp ! HSe
supported.

apY
Rl

https://vpc.aliyuncs.com/?Action=DescribeEipAddresses
&Regionld=cn-hangzhou-1
<RNHIFRSH>

REH

XMLABZ,

<describeeipaddressesResponse>
<PageNumber>1</PageNumber>

<EipAddresses>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>|b-2ze7a4u99pwm51pmlh76b</Instanceld >
<AllocationTime>2017-11-02T13:03:30Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.22.136 </IpAddress>
<Allocationld>eip-2zefb1s5hys25jt916sgj</Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Slblnstance</InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld >cbwp-2ze2iclxd2qeqk145pn4u</BandwidthPackageld >
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>
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<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>ngw-2zegl86kv6x0p7qy5n6jp </Instanceld >
<AllocationTime>2017-11-02T00:37:38Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.26.126 </IpAddress>

<Allocationld >eip-2ze80pr591z7rzw26t35l </Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Nat</InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld/>
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<AllocationTime>2017-10-26T08:40:28Z</AllocationTime >
<Instanceld/>

<Descritpion/>

<IpAddress>39.106.13.253 </IpAddress>
<Allocationld>eip-2zet3wxfhwwsn57jmqg8jb </AllocationId >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType/>

<Name/>

<Status>Available</Status>

<BandwidthPackageld/>
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

JSON#E=

fd

IESEEEIPRIEN | BRIEZERTIEMEIPRTHEIRE
- EIPRIBEPRIER AT LATTRRRIER |, FECERIRTERL.

RS

B it BRI g
Action String 2 REMESE , BE
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otFound

ID is not found,

Allocationld String =
Bandwidth String =
A
R[EIZ#
ERNHRESE , FUATHRESEH
=]
=12
IR R Http K78
Specified value of
InvalidParameter "Bandwidth” is 400
not supported.
Your account does
InsufficientBalance not have enough 400
balance.
InvalidAllocationId.N Specified allocation 404

B
iGNl

https://vpc.aliyuncs.com/?Action=ModifyEipAddressAttribute
&Allocationld=eip-25877c70x

&Bandwidth=1

Q< NHERSH>

RERA

XMLAEZL

<ModifyEipAddressAttribute>
<Requestld>2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8 </Requestld >
</ModifyEipAddressAttribute>

69

: ModifyEipAddressAt
tribute

A5 Id
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JSON#&=L

{
"Requestld": "2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8"
}

fig

B EIP , BHUSH IP ibiit , FEEFEHNET
- 38 Available JXZSHI EIP A AT LAY

RS

B il EERYM
Action String =
AllocationId String =

=

RS R Http 753

Current elastic IP
status does not
support this
operation.

IncorrectEipStatus 400

7B
iGNl

https://vpc.aliyuncs.com/?Action=ReleaseEipAddress
&Allocationld=eip-25877c70x

70
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REMESE , BB
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<ReleaseEipAddressResponse>
<Requestld>748C38F6-9A3D-482E-83FB-DB6C39C68AEA </Requestld >
</ReleaseEipAddressResponse>

JSON#E=

{
"Requestld": "748C38F6-9A3D-482E-83FB-DB6C39C68AEA"

}

YT RO

faid

- BEFERIFEEIEAN | EA—E , &TFenabledRSZIMIMIEEEASBITSE,
- ERPETEMETELTRERS  WARFEESHIIETE.
- FrEIEZAIMIR T LA nitial7S,

ITREH

EHR *a BB ik
ROIESH , TUE

: CreatePhysicalConn
ection

FrEsteE) ( EHRSLBIRY
RegionID)

FRISEANYIETEME
BUENRID | ARy
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[EiE— , SRAMET
64 1ASCIIZFFT,

R[EI2EY

&7 s sk
FHERIEEEEID , KA initia

PhysicalConnectionld String

=

ERAB i Http K735 BX
. . The Regionld e .
}:r(\)v:rl]lgReglonId.Not provided does not 404 EIEE’JReglonIdZ:ﬁ
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. . The AccessPointld . .
mgiéglf;gessP0|ntId. provided does not 404 ;E:?ZEZE; AccessPointld
exist in our records. &
. . The specified S ;
Il\rl\:)/?élr?:bclcézssPomtId. AccessPointld is not 400 ;@%Eﬂ:&;@ﬁ;‘”ﬂd
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IdnvalldType.MaIform Ivgi }I’g\zen growded 400 STy pelERaE
. . The PeerlLocation
InvalidPeerLocation. . 1B
Malformd !Dnr\zllliged was 400 PeerLocationf~&i%
S The LineOperator oo
InvalidLineOperator. . f8xERYLineOperator
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InvalidDescription.M
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alformed Description is not 400 IEENES&FEARSE
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InvalidRedundantPh The specified .
ysicalConnectionId RedundantPhysicalC 404 EBENTREEAFE
NotFound onnectionId is not = Shis
: found.
i:\ézthame.Malfor ;I;hsochp\/eac:||iZ'ed Name 400 He R TR AL
Physical connection T T
QuotaExceeded.pCo count per ap quota 400 BARBENTLLEE
nnPerAP exceed. SEcEn
invalid physical tes=gBandwidth R
InvalidBandwidth connection 400 f“i
banwidth. =
redundant physical HEERY
InvalidRedundantPh connection doesn’ t 400 RedundantPhysicalC
ysicalConnection belong to current onnection BT A
user. &
InvalidRedundantPh invalid redundant BE
ysicalConnectionStat physical connection 400 RedundantPhysicalC
us status. onnectionfASAEIE
InvalidCircuitCode.M - - f8EMcircuitCodef
alformed circuitCode is illegal. 400 %
free physical .
QuotaExceeded.free . KON FRERERESRYYD
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excceeded.
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VR EITEREGEIE T ERA
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B[EISH
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Action String = : DescribePhysicalCo
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PP Filter.X.key
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ESMEELRE

76



EBEML VPC

Frkigr

- {bFRejectedIRMERUE B G1FH NnitialIR7
- Spec , RedundantPhysicalConnectionld R 731F Initial/RejectediREIER
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IEEF .
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. . The Regionld " - -
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ectionld.NotFound d provided does not dZ):/Z_Z:E
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{\r;l\;?!édrlr_:éeOperator. provided was 400 %giEE’J??ﬁE:.ﬁT 1E
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InvalidPeerLocation. . HEERY
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found.
InvalidName.Malfor The specified Name i A
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InvalidStatus connection status. 400 MBEEINEAEE
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InvalidRedundantPh connection doesn’ t 400 RedundantPhysicalC
ysicalConnection belong to current onnection~NgFEH
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e SR -
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VBREZLE , FEAARITERFMRERTLALILE )

- BIFFHAEH A Terminatingik7Z , FeRE# A Terminated k7

RS

B Al REVR R
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=
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=
E
=
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R iR Http A& BX
. . The Regionld St i N
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InvalidPhysicalConn PhysicalConnectionl H ; . .
: ; 404 ( PhysicalConnectio
ectionld.NotFound d provided does not nld ) RIGHE
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Forbidden.NotAllow not allow in this 400 BRI LARGT

edInState ConfirmediR%Zs,
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- RAiFmibs 2ai4b7ERejected , Canceled , AllocationFailed , Terminated{RZSHIYIRE L

RS

BR = REBWM fER
RoERESH , BE
Action String = : DeletePhysicalConn
ection
. . it ( EESLAIRY
Regionld String = Region ID )
zhysmaIConnectlonI String = YITBELID

81



EBEME VPC Frkigr

R

HIRAB ik Http K& BX
. . The Regionld " . -
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The ferRIm S
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. . ¢ . ZYBELETMBEAT
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. . vbr owner’ s vbr ZYEEL TMIEAE
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- VBRARBER &R , AT iR (3#Wus ) REeRVRouter , BRAIRRHIZNT :
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RouterType ( VBR ) flAccessPointld , M EGIE2EAEEESIXF RN . EARRIRSINT

- OppositeRouterType Rt WEMtE{E ( VRouteraiz ) 29VBR , BiMVBRECAE HE

( VRoutergf=)

- OppositeRouterType2VBRAJRole ( Aim ) WiiiEAcceptingSide , AR

OppositeAccessPointld 24 EH BARAI

- 7£VBR_EBIZRouter InterfaceZE3KVBRNIY AT HIRAMFActive 2
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WIRERHEEERRIA
fERE.

BFRIEERNEST
. BAEFIREMIZEH
B, BRIEEARBEX
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IERFE.
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HEER=SEROIAISEAIID , ARG
 ERME—, 2BREIRHRREOLA
AYME—HRIR

RouterInterfaceld String
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InvalidRegionld.Not
Found

InvalidOppositeRegi
onld.NotFound
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otReachable

InvalidRole.ValueNot
Supported

InvalidSpec.ValudNo
tSupported

InvalidRouterType.V
alueNotSupported

InvalidRouterld.NotF
ound
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The Regionld
provided does not
exist in our records.

The
OppositeRegionld
provided does not
exist in our records.

The specified
OppositeRegion is
not reachable by
ExpressConnect
from that region
specified by
‘Regionld’

The specified Role is
not valid.

The specified Spec is
not supported.

The specified
RouterType is not
valid

The specified
Routerld does not
exist in our recored.
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InvalidOppositeRout
erType.ValueNotSup
ported

ParameterMismatch.
Role-Spec

ParameterMismatch.
Regionld-
OppositeRegionld-
Spec

InvalidName.Malfor
med

InvalidDescription.M
alformed

Forbidden.BillsOutst
anding

QuotaExceed.Router
Interface

LimitationExceed.Int
erfaceNumberOnRo
uter

Forbidden.NotInRou
terInterfaceCreateW
hitelist

RI_CREATE_ONE_LIM
IT_BY_SYNC

InvalidAccessPoint.V
alueNotAllowed

InvalidAccessPoint.V
alueNotAllowed

InvalidParam.NotFo
und

The specified
OppositeRouterType
is not valid.

The specified Spec
and Role mismatch.

The specified Spec is
not supported
between the
specified Regionld
and
OppositeRegionld.

The specified
‘Name’' is not
valid.

The specifid
‘Description’ is
not valid.

You cannot create
more
RouterInterface
because you have
bills outstanding.

Living
Routerlnterface
quota exceeded.

Total number of
RouterInterfaces on
a Router exceeded.

Not in router
interface create
whitelist.

Create ri only one
limit by sync.

The non-vbr router
interface cannot
have access point
configured.

The non-vbr
opposite router
interface cannot
have opposite
access point
configured.

Parameter must not
be null,uid,
bid,regionNo,
remoteRegionNo or
routerld
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InvalidAccessPoint.N The accessPoint id is

otMatch not matched 400 BRI AILE
InvalidAccessPoint.N The accessPoint not _—
otExist exit 400 BRI AFE
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SEBHBEIIE.

AIEI B MFilterXIERFITITNE. BRISFAIFilter@iE ¢

- RouterInterfaceld

- Routerld

- RouterType

- RouterInterfaceOwnerld

- Oppositelnterfaceld

- OppositeRouterType

- OppositeRouterld

- OppositelnterfaceOwnerld
- Status

- Name

—FilterfIZMEZAR "or" KR ( RESEP—MEMSNNARFEZFilterfBTiRSRM ) |
B Filterz[@7 "and” BIEXR (FFEATEFilterfTIEREM | ASHANRETHERT ) .
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faces
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: : En PN BRFHIREL,
@
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: , En PN IERERIE M ME
a
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PageNumberAF=Lfx
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InvalidOppositeRegi oppositeRegionld 404 18ERIXYIm Regionld
onld.NotFound provided does not EE
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InvalidFilterKey.Valu not supported: 404 Timﬁﬁﬁlﬁﬁa%xixi
eNotSupported F

Filter.X.key

s
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XFINEeATSaR
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RouterInterface>kiit , REESIEEIRERIRETE | SR REEHRE,

- AEY43dwmRouterInterface b SIERITIRIZ B AiZRouterInterface , RiCIEEIREABERINTEAR.

- XB—NFPEME |, APIERIREIRT) , BWEEREZTIFEEIA | RouterinterfacefyStatusitt
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AConnectingiRZ ( AcceptingSidefRouterInterfaceit NAcceptingConnectiRZ ) ; 24
RouterInterfaceift NActivelkZSHY |, EREA HIEEEREX.

- BRERsR RO [ARYER: | o MRHRET —RENRY "R SRk, SRR CIEMRAYsE

WHBRIEEE | EREAEMINARKHRE CIEFRCERER | IIRESSINES > R LIEREE
IRl ;

IR FERBIFA SRS -

- —Routerlnterface REES—"RouterInterfaceZ 7% ;

- —Routerlnterface RFIFFIE SHHATIERE ;

- —RouterInterface R FtiTFFIE s EAIEMERIF TIERE

- FEFNEHEEZE , RERBEFEE—XEZFIIRouterInterface,

- REREAIdIefiRouterInterface E BT LA TIIRE ;

- BRFPETBRENTRERE (B, HERIHIFRIRIKE ) |, WARTFRFHTIZIRE

ITREH

90

B -S| B/ R
EBENESE , A
Action string = : ConnectRouterInterf
ace
Regionld string B et
RouterInterfaceld string = BRI AR
DE,\JIdo
A )
R[EIEH
SENHIREISE , FIATIREISE
A=
RIS
FEIRCIE R Http K&/ B
. . The specified e .
InvalidRegionld.Not Regionld does not 404 15ERY Regionld A%
Found 9 =
exist in our record.
The specified tes=hy
InvalidRouterInterfac RouterInterfaceld HAE
O 404 RouterInterfaceld A~
eld.NotFound does not exist in our =
record. &
: The spedified HEERY
Lr;\tciﬁrrseic(;ceRole.NotImt RouterInterface is 400 RouterInterface <&
9 not InitiatingSide Kt
IncorrectStatus RouterInterface can 400 23 RouterInterface 4k
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IncorrectOppositelnt
erfacelnfo.NotSet

IncorrectOppositelnt
erfacelnfo

RejectedByOppositel
nterface

Forbidden.BillsOutst
anding

fig

be operated by this
action only when
it" s status is Idle.

Oppositelnterfaceld/
OppositeRouterld/O
ppositeRouterType/ 400
OppositeRouterOwn

erld must be all set.

The opposite
RouterInterface
information
specified by
Oppositelnterfaceld/
OppositeRouterld/O
ppositeRouterType/
OppositeRouterOwn
erld is wrong. 400
Maybe the
RouterInterface or
Router does not
exist, or the
parameters
mismatched, or that
RouterlInterface is
not a AcceptingSide.

The opposite
RouterInterface does
not set this
RouterInterface as a
OppositeRouterInter
face. Meybe it was 403
wrongly set. Please
check the
configuration of the
opposite
RouterlInterface.

You cannot use this

action because you 400
have bills

outstanding.

B— M nactivelR7SBIRouterInterfacefQIRSE S9Active,

- XR—MFLHRE , IREINE | Routerlnterfaceit NActivatingdR7ZS ; FIFRILABIE

RouterInterfacel RS A EFRIZR B ELFHNActivelRE.

- BIZREETRERTS | WASRIBHATIZIRE
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AR “ldle” RIARE
HATERME

EEXIRAIERRIRE

°

imig HEEORERS
iR, BFEn
RouterInterfaceld/
RouterldHAEE

, BEFERIN S
[EEYEAILEL , thakifF
BXJim
RouterInterfaceH 4~
B\ EZin
RouterInterface,

X SR O H AR
IZ MR IREIE
EXim, B2 i
PEERRS ] EoREEIERS
REXMREE. BaE
Xt FR = O _ERYED
.

BAREBAIMKER |, Fm
REZIRE
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Frkigr

RS
B

Action

Regionld

RouterInterfaceld

=]
I
RS
InvalidRegionld.Not

Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

1143

sem

string

string

string

HHid

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when

it" sstatusis
Inactive.

This RouterInterface
is financiel locked
because of bills
outstanding.

B—"ActivelkZ&RIRouterInterface& Alnactive,

Him

el

el

Http RSB

404

404

400

400

)
AZAESE , BB

: ActivateRouterInterf
ace

SCAIRRTERY b,
FEEsEOID

BY

EERY Regionld =7
®

IEE
RouterInterfaceld A~
Fr

24 RouterInterface &
&JH “Inactive” BT
eI TIRIE

LA TR BRI

- XB— M REEME  REIRINE | Routerlnterfacexift ADeactivatingiRZ ; FAFRILUEIS 1A
RouterInterfaceASHIG SRR E EBEH AlnactivelR7,
- BIZRETFRERT | NSRRI TIZIRE
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RS

B ESit

Action string
Regionld string
RouterInterfaceld string

=]
I
RS
InvalidRegionld.Not

Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

/1743

IE2 s RS O RIS,

HHid

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when

it" s status is Active.

This RouterInterface
is financiel locked
because of bills
outstanding.

ZIRMFRFE— BB,

BZREETFREBIS |, WA TIZIRE
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Him

el

el

Http RSB

404

404

400

400

fiik
REMESE , BlE

: DeactivateRouterInt
erface

SCAIRRTERY b,
FEEsEOID

BY

fEERIRY Regionld 7
7=

IEE
RouterInterfaceld A~
Fr

24 RouterInterface X
A “"Active” BIA
BEHITIRME

SEHRETFRBIERTS
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RS
B

Action

Regionld
RouterInterfaceld

Spec

=1

RS

InvalidSpec.ValudNo
tSupported

InvalidRouterInterfac
eld.NotFound

ParameterMismatch.
Regionld-
OppositeRegionld-
Spec

Forbidden.FinancialL
ocked

InvalidParam.NotFo
und

InvalidOppositeRegi
onld.NotFound

InvalidInstanceOwne

Sig
string

string
string

string

1115

The specified Spec is
not supported.

The specified
RouterInterfaceld
does not exist in our
record.

The specified Spec is
not supported
between the
specified Regionld
and
OppositeRegionld.

RouterInterface can
not be operated by
this action when

it s
FinancialLocked.

Parameter must not
be null,uid,
bid,regionNo,
remoteRegionNo or
routerld

The
OppositeRegionld
provided does not
exist in our records.

The router instance

94

el Him

oy AD

Http RSB

400

404

400

400

400

400

400

fiik

RGeS, BE
: ModifyRouterInterfa
ceSpec

SERIRFEERTSEIE,
P& ERREOAY
A

BX

IERER Spec A3z

1EEm
RouterInterfaceld A~
eZen

IZFASTEIXEND
RegionZ [BIASZ#.

‘uid’ , ‘bid" ,
‘regionNo’ ,
‘remoteRegionNo
" OEHE

‘routerld” AR gEAT
HEEN
OppositeRegionld A~
=

BHERAETSRER



EBEML VPC

Frkigr

r.Error

InvalidOpposite.Not

Found

s

&S EsEORIName/Description/EE IR ER.
- A YRouterlnterfacefRASRIdIeRt , A A EROEETREE

owener error.

The opposite not

exit.

400

73

RIS AT

( Oppositelnterfaceld/OppositeRouterld/OppositelnterfaceOwnerld ) ;

RS
B

Action

Regionld

RouterInterfaceld

Name

Description

Oppositelnterfaceld

OppositeRouterld

Sl

String

String
String

String

String

String

String

95

el Him

el

iy

iy

iy

iy

fiik

RGeS, BB
: ModifyRouterInterfa
ceAttribute

P& EHRREOAYID

BEMEMR, [2,128] 1
TN FRT , W
LAR/NFEE L
, B EHEF

! "'" I ”_" EE "-

" . A<BELA http:// 0
https.// FH3k,

BEMEA. [2, 256] 4
FRF, LHRASER
rEIEHE. Reeld
http:// #0 https:// 7k

X ImAY

Interfaceld,

EERAYInterfacefy
JEROEE IR,
OppositeRouterType
=VBRAY
OppositeRouterldFfig
TERIVBRIAIRTE
OppositeAccessPointl
dFffEEAEARA. &
BlE/E
RouterInterfacefd A%
XS
OppositeRouterld , O
ppositeAccessPointld



EBEML VPC

Frkigr

VC\)IEsrcﬁteInterfaceO String =
EealthCheckSourceI String =
gealthCheckTargetI String 7
A )
R[EIEH
SENHIREISE , FIATIREISE
\J
I
IR’ R Http RS
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FROIREG | T TR
BERT A,

R i iR IRY
HEEKSID, HaLL
BERMEBREMLIS

, £ EHEe-RRPD-
IKSEE FEESHIK

SID,

LHARMECMPIZET
PR ELE
HealthCheckHy
PacketfySource IP, R
SgAiREVRouterm B2
SHimEVBRAYRouter
InterfaceB&. WIE
AimVRouterFrfEHY
VPCRBS— R AR
RYIP,
HealthCheckSourcelp
5
HealthCheckTargetlp
WRERHEES R A
187,

EEARMECMPIEET
FRMEL
HealthCheckfd
PacketfyTarget IP, R
SIAUGZEVRoutermm B
XHimEVBRAYRouter
InterfaceBx. BEA
AT LA iRCPERY
IP ( BEXumRIFTER
VBR LAY
PeerGatewaylp ) , FH
FPRILSEE LA
IR Rt AT LAFBSRAH
HealthCheck Targetad
IP,
HealthCheckSourcelp
5
HealthCheckTargetlp
YRR EEEERTA
EE.

BY
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InvalidRegionld.Not

he specified

18ERY Regionld 77

Regionld does not 404
Found exist in our records. =
The specified semng
InvalidRouterInterfac RouterInterfachd 404 RouterInterfaceld 7
eld.NotFound does not exist in our =1
records.
. The specified
Ir:\éalldName.MaIfor ‘Name' is not 400 ?E’EEI‘J Name Z:éﬁf
valid.
InvalidDescription.M The specifid 18xERY Description
alformed Description’ is 400 ek
not valid. =
InvalidOppositeRout ~ The specified HEERY
erType.ValueNotSup OppositeRouterType 400 OppositeRouterType
ported is not valid. rEE
RouterInterface can w B g e
be operated by this éﬂﬁf\fﬁuhrdﬁ
IncorrectStatus action only when the 400 R T
. S & “inactive” BY
status is Active,idle SRR
or inactive. IR
This RouterInterface
Forbidden.FinancileL is financiel locked 4 ek o e L i
ocked because of bills 400 EERRELIR NS IE
outstanding.
. The Router instance BHEAETERAER
Forbbiden owener error 400 75
. This linkrole is not s SR
LinkRole.NotSupport supported 400 EEABASHF
Forbbiden.Modifyld = OPPOsite is VBR, SN RILESE |
AndTvbe cannot modify the 400 Aoyt DA
yp ID and type RE 7=
. . Modify e 2 Skl AT
InvalidParam.Modify routernterface 400 ﬁ%ﬂﬂ%ﬁﬂ%&ﬂaéﬁ?

RouterInterface

param invalide

Gik

fiig

RR— NS EERRR .

- {¥2RouterInterfaceAPRSRIATIRSHT 7 70iFZiR(E : 1dle. Inactive,
- RIS eSO , ERIEMTHIBEE X KBS CEHMIER ;
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RS
B

Action

Regionld

RouterInterfaceld

=1

ERAS

InvalidRegionld.Not
Found

IncorrectStatus

DependencyViolatio
n.RouterlnterfaceRef
eredByRouteEntry

InvalidIinstanceld.No
tFound

sem

string

string

string

HHid

This openeration
would be allowed
only when status of
this RouterInterface
is Idle/Inactive.

RouterInterface
cannot be deleted
when it is refered by
a route table entry
as next hop.

The Instanceld
provided does not
exist in our records.

AR ERE

/1174

R IIAR R HES (VBR)

Him

el

el

Http RSB

404

400

400

404

AR eIz
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fiik
REMESE , BliE

: DeleteRouterInterfa
ce

P& ERREOAY

BY

18ERY Regionld 77
=

24 RouterInterface K
FA "Idle” 8
“Inactive” BJAHBEH
1TiRE

B REFEBS A
(BB R
) B, NREMIRS |

IEERISEHIAEFE
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- REE R & B &S BE Caftt ABIZEVBR
- BB ELEOAREECIEE 21 VBR
- HECEIEAVBRERZH AEnablediA7Z
- FRFAEMBFEIEEVBR |, SIS AUnconfirmediAZ
- Vlanld R eI E & ownerfgE/IEK
- B—EEL& THRE—VIanld AR VBRERI B A,
- A TerminatedAZSHVBREE7 XA BaNREBEVIanld , AAeiFEftVBRER. 7XE0
A ELtEVBR{EA.
- FEMEFFBIEAIVBR , FEELE LocalGatewaylp, PeerGatewaylpFlPeeringSubnetMask
- LocalGatewaylp. PeerGatewaylp, PeeringSubnetMaskEfizLG : PeeringSubnetMask3ziF
[24-30]1i; , PeeringSubnetMask3z#Fm s+ HIZR~A[255.255.255.0-
255.255.255.252] , LocalGatewaylp#IPeerGatewaylpJifESPeeringSubnetMaskiE X AIE—F
KIA, g
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248

RS

B eIt BBV fEk
REMESE , BE

: CreateVirtualBorder
Router

PRt

Him

Action String

pali]

Regionld String

PhysicalConnectionl

q String YR

Hm

VBR ownerfyUser
ID , FENHEFIER
(¥1IBELZowner)

RPN RS

( VBR) E&MiizEORY
802.1Q VLANEIZES
[1-2999] , ZEMR
RIFIEEZ%owneris
E/MERL.

VBREL ORI Rz
ERAEBRRNE. 2R
HERIFEE

ownerfgxE/fEXL.

EHIASREREHES

( VBR ) B&&MEECR
IPHBiE, ZEMHR T
VBR ownerf§E/fEHXL.
NELEECIE
VBRETWME , JEthK
E6)j32VBRITABIE,

VbrOwnerld String

iy

Him

Vlanld Integer

CircuitCode String

iy

LocalGatewaylp String

iy
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VBREZAM#EOXTimAY
IPHELE, ZEMR T
VBR ownerf§E/1EH,

1 =~
PeerGatewaylp String s KRR E Ol
VBRETWHE , JIEfBIK
St VBRI AT,
VBRELMIEFEOKinS
X B KA R HE5AS.,
ZEMERTIFVBR
PeeringSubnetMask String ) ownerf§E&/IEX. AT
ZAEEB#EVBRAT A
1B, NEBKS B
VBRAEYAETIE,
EHLLFRIRHES
( VBR) B9EFR §
. < 1[21128]/'\$ﬁo Z:lﬁblf\)\
Name String s http://Fihttps://FFk.
ZEMERTIFVBR
ownerExE/IEK.
RILLRIEHES
( VBR) BYEIAER
. . o= [2,256] N2 |, ABELA
Description String & http://F0https://Fk,
ZEMRAIFVBR
ownerfgE/{&.
%?%E%ska’fiyri
. BERIRERIZESE
ClientToken String B B ERIEEAREK
EE— , RANEL
64 MNASCII=Z4F.
‘
R[EIEH
2R it ik
Vbrld String EULREEHRES (VBR)ID
=]
RIS
FEIRCIE R Http K&/ B
. . The specified St . -
InvalidRegionId.Not Regionld is not 404 {EERIRegionld 7
Found ®
found.
InvalidPhysicalConn The specified IBENERE&IdAE
ectionld IzotFound PhysicalConnectionl 400 T:?_: -
) d is not found.
. The specified VlanId 1EERIVIanld Bt E
InvalidVlanId.Used has been used. 400 i
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MissingParameter

InvalidPhysicalConn
ectionld.NotEnabled

InvalidVbrOwnerld.N
otFound

MissingParameter

InvalidVlanld.Malfor
med

InvalidCircuitCode.M
alformed

MissingParameter

InvalidLocalGatewayl
p.Malformed

MissingParameter

InvalidPeerGatewayl
p.Malformed

MissingParameter

The input parameter

‘PhysicalConnectio
nld’" thatis
mandatory for
processing this
request is not
supplied.

The specified
PhysicalConnectionl
d is not in Enabled
state.

The specified
VbrOwnerId is not
valid.

The input parameter

‘Vlanld’ that is
mandatory for
processing this
request is not
supplied.

The specified Vlanld
is not valid.

The specified
CircuitCode is not
valid.

The input parameter

'LocalGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
LocalGatewaylp is
not valid.

The input parameter

'PeerGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
PeerGatewaylp is
not valid.

The input parameter

‘PeeringSubnetMas
k' thatis
mandatory for
processing this
request is not
supplied.

101

400

400

404

400

400

400

400

400

400

400

400

R
PhysicalConnectionl

dfE

IEERMEE A AR
SETFIERIRES

1B
VBROwnerld A~ 7ZE

H/bVianld(g

1BERIVIanIdi&=(A

Ak

I8/ CircuitCodet&
XAEE

fR>
LocalGatewaylp{&

1EERY
LocalGatewaylpt&=,
rEE

TRD
PeerGatewaylp{&

HEERY
PeerGatewaylpt&z{
REIE

b
PeerGatewaylp{&
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InvalidPeeringSubne
tMask.Malformed

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

QuotaExceeded.vbrP
erpConn

QuotaExceeded.free

vbr

InvalidIP.Malformed

MissingParameter

Invalidlp.NotSameSu
bnet

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name' is not
valid.

The specified
‘Description’ is

not valid.

Virtual boarder

router per

PhysicalConnection
quota exceed.

Free virtual boarder

router quota exceed.

Ip malformed.

LocalGatewaylp,
peerGatewaylp and
peeringSubnetMask
must not be null.

Local gateway ip
and peer gateway ip
are not in the same
subnet.
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400

403

403

403

403

403

403

400

400

400

400

400

400

HEERY
PeerGatewaylpt&z{,
NI

BB AIFIEE
LocalGatewaylp£:#§

ERLARITHEE
PeerGatewaylp£4§

ERSAHEE
PeeringSubnetMask
s

BEAARITFIEE
Name&3§

ERAATITEE
Description£%§

JEERINametgzt A
i

1ExERYDescriptiont&
AAEE

IEEYRET L FolEa)
DRI EEI A
&

DRI EET A
&

IPIERAETE

HRD
LocalGatewaylp , pe
erGatewaylpay
peeringSubnetMask
AE

LocalGatewaylp#[
peerGatewaylpz71E
BE— R
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7%

RBRREH A 5 RS RS

- JNRVBR EiAHRouter Interface ( BPUECRRSN ) BRI TIFRIER

- VBR ownersiFii&Unconfirmed , EnabledsiTerminatedfX7ZS89VBR

- YIIEE L owner RSSIFIERMEUnconfirmediAZSAIVBR , —BVBRFEAN T ActivelRSLUE ( BEH
VBR owneriZIRTLAFHIA(FEA ) . RBVBR ownera] LAIRIZVBR

RS

NotAllowedByUser

allowed to delete

103

B i BEYM R
REMESE , BYE
Action String = : DeleteVirtualBorder
Router
Regionld String 2 FiriEithiag
Vbrld String 2 REHAA SRS ESId
R[EISE
ERAHIREISE , FIATHREISE
=]
fERS
RS ik Http K753 BEX

. . The specified S i 2
InvalidRegionld.Not Regionld is not 404 IEERIRegionld A~ fE
Found Fes

found.

TThe specified
InvalidVbrld.NotFou VirutalBorderRouter 404 BB IAL RS
nd does not exist in our EE

records.

. . The specified - NISp—,
InvalidOperation.Ro VirutalBorderRouter tEERIREHUO R IR RS
uterInterfaceNotDel till has 400 T BERMRAVES RS
eted routerlnterface. o
InvalidOperation.Op The specified G ey &
erationNotAllowedIn VirutalBorderRouter 400 {E\?E"i‘%’éiﬁiﬁ
State is in invalid state. CIATEFRRIVVES
Forbidden.Operation ~ The caller is not 403 SRIERAS AR

TEERIREILA S S Fes
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the specified
VirtualBorderRouter.

7%

- HifJVBR ownerZ2iFAH BSHIVBRYIZE ;

- AEI B MFiltersIERBITIIIE , BEISTFNFilter==ERE#E : Vbrld, PhysicalConnectionld,
Status, Name, AccessPointld ;

-—‘Filterf9ZMEZEIR "or" XR , RESHP—MEWMSUMAGTSIZFilterBNLiERM ;

- B \FilterZ @8 "and” K& , FFEATAFilterfNTIERNE | TP NRERERER S,

RS

BR CSid) BERYM ik
RAEMESE , BE
Action String = : DescribeVirtualBord
erRouters,
Regionld String = FiriEsthia.
. . SEnNILIERRAIREL,
a
Filter.n.Key String = NM1FFEE , AKTF5.
EnPNTiERRRIE M ME
Filter.n.Value.m String & . MM\1FHE | AKF
50

ERERATEES ; NS
ERY , BUANL ; BUETE

: IEEE%Y;
=~
PageNumber Integer A #PageNumberkFst
PREEERAYERATIARS |
RERE—THIRNEA.
EHIRERID AN,
PageSize Integer & BESBEA(1,50] , BA
10,
A )
R[EIE#
AHIREISE , FHATHREISE
B il ik
. IBFRERERES
VirtualBorderRouterSet \Ff;rtuaIBorderRouterSetTy VirtualBorderRouterTypeZBp{AI5E
AN
Ho
TotalCount Integer SCHIEANEL,
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PageNumber
PageSize

IR
R

InvalidRegionld.Not
Found

InvalidFilterKey.Valu
eNotSupported

/1743

Integer

Integer

)2

The Regionld
provided does not
exist in our records.

Specified filter key is
not supported:
Filter.X.key

EEVETS NHOFRIKMRYIE

- YLLK ownerfABiZiEOEIET B CHERYIEE & LIZENVBREIZE
- AR ATEEEIEVBR owner2iFFA B 28VBR owner 2t ABIVBR
- ZEORNREIREVBR ownera] LAEZIN=FER

EREH
£

Action

Regionld

PhysicalConnectionl
d

PageNumber

PageSize

7

String

String

String

Integer

Integer

Hm

Hm

Him

iy

iy
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SEHIFIZRAITARD,

BNIRENETUTH.

Http 3R7&H5 EY
404 EEE’\JRegionIdxﬁ
404 RSFFHEERIIHIETER

fER

AZANESE , BB

: DescribeVirtualBord
erRoutersForPhysicalC
onnection

FFr{Ethia;
YIIRELRID

HIRERAITS ; N8
ERT , BUAANL ; BUESE
CIEEH A
PageNumberAF=Lfx
ERAIRATIS |, Wik
BRE—TIHAE.

EERAID AN,
BYESBE(1,50] , BRIA
7310
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BEIZH

RILRESEL , FRATLRESE

BR ESidl
VirtualBorderRouterForPh VirtualBorderRouterForPh
ysicalConnectionSet ysicalConnectionSetType
TotalCount Integer

PageNumber Integer

PageSize Integer

=

)%
YR E L TRIREIND R RS

VirtualBorderRouterForPhysicalCon
nectionType ERYIES

SLAHIRAER
SEIBIZRAYTTRS

BNIIREREIITE

HIRD 1% Http A& EX

The Regionld
provided does not 404
exist in our records.

InvalidRegionld.Not
Found

{EBURANRS R AR R
ik

BN EILN SRR RSB
- Vlanld RftiFiEEZowneriSE/MEK

1EERIRegionld R~ 7E
=

- E—YIEELTHRE—Vlanld AR e1FRVBRERBA.
- BEATerminatedKSHIVBREFE7T KRB FHHRERVlanld , RAIFEAVBRER. 7XEH

LA EL{thVBR{SEFE,

- NEMEEFRIEAIVBR |, AgEBcELocalGatewaylp, PeerGatewaylpflPeeringSubnetMask

- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZE##5:3& : PeeringSubnetMask3z#F
[24-30]fZ , PeeringSubnetMask37#F o+ i%[255.255.255.0-
255.255.255.252] , LocalGatewaylp#lPeerGatewaylp/ift-5PeeringSubnetMaske X B9E—F

ST
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248
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RS

B ESit REWM fiik
REMESH , BE
Action String = : ModifyVirtualBorder

RouterAttribute

Pt ( EESLAIRY
RegionID )

RO R EER
(VBR)Id

FEHAIAFRES R RS

(VBR ) SL&fUEZORY
802.1Q VLANE &
(1-2999),

VBRELMIZE O RZ
ERREBRRSE. 2R
HERAITTIEEL

ownerfgE&/f&%L.

VBREZAM#EOAiRmAY
IPitEsit, ZEMR VT
VBR ownerigE/{E%,
AAEFBEnabledR&SHY
VBRESIZBHERAZ.

VBREZAM#EEOXTimAY
IPitEsit, ZEMR VT
VBR ownerigE/{E%,
AAEFBEnabledR&SHY
VBRESIZBHERAZ.

VBRE&MIZORIHS
X B BT RS,
ZEHRIFVBR
ownerdgE/MER. ATt
FBEnabledkZE
VBRESIZ BRI AZ.

FEfND R IR HRER
( VBR) HIBFR

UL R EES
( VBR) AYfIA

Hm

Regionld String

VBRId String

Him

Vlanld String

iy

iy

CircuitCode String

iy

LocalGatewaylp String

iy

PeerGatewaylp String

iy

PeeringSubnetMask String

iy

Name String

iy

Description String

RS R Http 750 ‘Y
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InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidVlanId.Used

InvalidCircuitCode.M
alformed

InvalidVlanld.Malfor
med

InvalidIp.Malformed

InvalidPeeringSubne
tMask.Malformed

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.VlanldNot
AllowedByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle

The specified
Regionld is not
found.

The specified
VirutalBorderRouter
is not found.

The specified Vlanld
has been used.

The specified
CircuitCode is not
valid.

The specified Vlanld
is not valid.

The specified ip
address is not valid.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to modify.

The caller is not
allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Vlanld.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify

108

404

400

400

400

400

400

400

403

403

403

403

403

403

403

403

texERIRegionld A7
£

IEERIVbrid A~ 7

IEERIVIanldBEEH
{£F

fgEHICircuitCodeR

aik

IEEMIVIanld A &%

IEEMIpEIEAR A

TEER
PeeringSubnetMask
REE

BRBAFEE
CircuitCode&#{

ERAATITEE
LocalGatewaylp£:#§

BB ARITFEE
PeerGatewaylpS#{

ERSAIHEE
PeeringSubnetMask
B

BEAARIFIEE
Vlanld&#{

ERAATITEE
Name&#§

ERAAIHEE
Description£%§
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the Description

parameter.
Invali The specified N
nvalidName.Malfor 'Name' is not 400 ;E;Eggmﬁﬂggagggw
med valid. ek
. _— The specifid
ivalaDescriptionM - Description’ is 400 IEERAS R A
not valid.
FR>
LocalGatewaylp, LocalGatewaylp , pe
MissingParameter peerGatewaylp and 400 erGatewaylpay
peeringSubnetMask inaSubnetMask
must not be null. peeringsubnetMas
E
Local gateway ip
Invalidlp.NotSameSu and peer gateway ip 400 LocaIGGatewa)flpTﬂ
bnet are not in the same peerGatewaylpA7E
‘E—FRe

subnet.

/1174

ISR R R 2R

- AEYEEZ&ownera] LUEAIZIEOIRE VBRI EL(F A
- AaiFikETerminatedRZSAIVBR
- QAR EXI N AR E &4 FEnabled AZSHIVBR
- BEFHAEVBRIEEARecoveringik7s | 5Shk/aVBRIZEANENabledikZ
- EEH{TVIanIdRIIRES
- WIRVianldi®iBHEIVBREM ( Terminatef57RMERIE ) , AJLMRIERINRE
- WIRVIanldEZWHEMVBREA ( Terminate[F7XEY , MBEYWEEZownerE&EH
VBREEMTiZVlanld ) , NIKESKM

RS

BR ==z BRYM fEk
REMESE , BlE
Action String = : RecoverVirtualBorde
rRouter
Regionld String = P TEtiE
Vbrld String = VBR ID

R[EI2EY
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=1

ERAB fiid Http 7588 BN
. . The Regionld " . -
}:r:)vtfrlllgReglonId.Not provided does not 404 ;;IEE'JRGQIOHIdTT?
exist in our records.
. The specified 1EERY
Inn(;/athbrId.NotFou VirutalBorderRouter 404 VirutalBorderRouter
is not found. EE
InvalidOperation.Op The specified HEERY
erationNotAllowedIn VirutalBorderRouter 400 VirutalBorderRouter
State is in invalid state. RELREE
OperationFailed.Vlan The specifed vlanld 400 IBERIVIanldEEH
IdAlreadyInUse has been used. A
The caller is not
Forbidden.Operation  allowed to recover 403 ERAAITIREISE
NotAllowedByUser the specified RUIDFRES RS

fiig

22| FREIA R R AR

VirtualBorderRouter.

- REYEEZownerd] LUARIZIZOZKIEVBRIVEL(ER , HAMIRVBRFIVBRIEAIEMAS
( Router Interface , B8 )
- AL 1IEEnabledRZSHIVBR

- BEFAIEVBRIZEATerminatingiR% |, TR/EVBREATerminated iz

- VBR#ATerminatediAZ&E , EVIanldSREB7RADIFEMVBREER |, 7REIFHEEVBRER
- ARFLLRERE | RPHITIREIRIE ( Recover ) IRE1ZVBRISELLAER , AR VIanldifi& B EAE
VBREA ( 7RAMRIE ) |, ATLMRIERINRE

RS

BR == BB ik
REMESE , BE
Action String = : TerminateVirtualBor
derRouter
Regionld String 2 Fr{Ettiag
Vbrld String = VBR ID
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I
RIS

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn

State

Forbidden.Operation

NotAllowedByUser

BGP

R

)%

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The caller is not
allowed to terminate
the specified
VirtualBorderRouter.

JIEERNIARESHES (VBR) BlE—BGPH.,

o] LB BGPLHiA R R 2 SAMIDCHE R, 81 BGPAHEXEL—{VBR ,
MINEIRIMAIBGPAEF | #AIGEVBRAE HBGPRMILSEIT].,

Http R4S

404

404

400

403

&Y

teERIRegionld A~ TF
£

IEERIVbrid A~ 7

1EEm
VirutalBorderRouter

REAEE

ARG AR ILEE
Eispualiitesi

BNFH S VBRIBSHIBGPIR/E

BGPEFERATEMWBGPEE , ILMGHREAMEENRESHE—MET , ROLESRE. EFRE

ASSTEE—/"BGP4A,

BGPEAIBRHIZNT :

- BGPEZ#EHHIBGPhRA~IBGP4,
- BGP{A7#£IPv4 BGP , A<73%IPv6 BGP,

BEkESH

BFR
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Action

Regionld

Routerld
PeerASN

AuthKey

Name

Description

REISE

BIR
BgpGroupld

FEIRES

THixS

InvalidBgpAuthkey.

Malformed

String

String

String

Integer

String

String

String

S
String

HRfER

Specified Bgp
Group authkey is
not valid.

i

i

i

i

ol

iy

1y

REMESE , BE
: CreateBgpGroup

BGPLEFFIEHIRegioN
ID, Region IDAYFIZRI¥
DA X,

VBRAJID,

BGPSBEAOASN , KEH
2FHHATH , FEESH
BRI

ASN (45104 ) 8=,

BGPHAVAIEEIA,

BGPARIETFR,

-KERN 2, 128]
NEXHFF
.

- UIKINEEXF
SEIAR eI T
 ATEAHEF.
THIZ (_) 30%
FE().

BGPLEAYHHIA.
-KEH (2, 256]
=S EL e
.
- A<geLA http://
0 https:// 7k

3%
#riEBGPAMID,

HTTP A7 i5iB8

400

112

S#AuthKey R &% , B
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InvalidBgpDescripti
on.Malformed

InvalidBgpName.M
alformed

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

InvalidRegionld.No
tFound

Nl
R

Specified Bgp
Group description
is not valid.

Specified Bgp
Group name is not
valid.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified value of
“regionld” is not
supported.

https://vpc.aliyuncs.com/?Action=CreateBgpGroup

&Regionld=cn-beijing
&PeerAsn=2010

&Routerld=vbr-2zeffl102sqhnplu7cio3

B<IEEREH>
AN

XML 75:471

<CreateBgpGroupResponse>

400

400

400

400

400

400

404

<BgpGroupld>bgpg-2zendnzngq9lkjkhvlrsr</BgpGroupld >

<Requestld>C1221A1F-2ACD-4592-8F27-474E02883159</Requestld>

</CreateBgpGroupResponse >

JSON 7=f5l
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2#Description &%
, BREERSHHIER
EEETIANS

S#HNameARHi% , BIR
EERSEINEETHAN

°

S#PeerASNABEAT
| IERIEERSHESR
FEIN.

S#PeerASNABESHE
Z=MAYASN (45104 ) #8
B, BIREEKSENE
BN,

BGPHELTFToi HBIERIIK

0N

BISERIVBRAFTE | 15
HIAVBREIIRGRE R A

°

S4EERIRegion R FTE,
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{

" BgpGroupld ":" bgpg-2zendnzngq9lkjkhvlrsr "
" Requestld ":" C1221A1F-2ACD-4592-8F27-474E02883159 "
}

iR

EEEEE TATE BGPHAIFMERE.

RSH

B Sl BEYV® fiid
. . REMESEH , BB
Action String = : DescribeBgpGroups
BGPZEFf/EHIRegion
Regionld String 2 ID, Region IDRYFIZRIF
Dot ANRT X,
BgpGroupld String B EXEBGPZHAIID,
Routerld String & 1EXEVBRAVID,
SO AS £
PageNumber Integer = SCEPAZSFIZRAYDIRS |, S

talEN 1, BUAME 1

S RERNRENER T

PageSize Integer B # , &K{EN 100 17,
IAME : 10
\
B[EISE
B il R
BGPGroups BGPGroupSetType BGPGroupltemTypefU&ES.
TotalCount Integer BGPAEMIEANEL.
PageNumber Integer EEIDUER
PageSize Integer SR RBASIEE.
=]
Bk
RS HERER HTTP 7568 izl
InvalidRegionId.Not The specified 404 S48 IRegion A F
Found Regionld does not .
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exist in our records.

The request

processing has failed ¢, E!ﬂj?iﬁgﬁgfrﬁ%*
due to some IFEEML,
unknown error.

InternalError

Nl
iRl

https://vpc.aliyuncs.com/?Action= DescribeBgpGroups
&Regionld=cn-beijing
Q< NEHERSE>

IR [E75)

XML 7451

< DescribeBgpGroupsResponse>
<TotalCount>5</TotalCount>

<PageSize>10</PageSize>
<Requestld>08107C9E-2F15-4592-BD9A-C4B2E1550518 < /Requestld >
<BgpGroups>

<BgpGroup>
<BgpGroupld>bgpg-2ze5yaac33qfqzolomgxu</BgpGroupld >
<LocalAsn>45104</LocalAsn>

<Hold>30</Hold>

<Description> </Description>

<AuthKey> </AuthKey>

<IsFake>true</IsFake>

<PeerAsn>1231</PeerAsn>

<Keepalive>10</Keepalive>

<RoutelLimit>99</RouteLimit>

<Name></Name>

<Status>Modifying </Status>
<Routerld>vbr-2zeffl102sghnplu7ci93 </Routerld>
<Regionld>cn-beijing </Regionld >

</ DescribeBgpGroupsResponse>

JSON 7=f5l

{
"TotalCount":1,

"PageSize":10,
"Requestld":"08107C9E-2F15-4592-BD9A-C4B2E1550518",
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"BgpGroups":
{

"BgpGroup":[{"BgpGroupld":"bgpg-2ze5Syaac33qfqzolomgxu”,

"LocalAsn":45104,"Hold":30,"Description":"",

"Auth Key":" I|,
"IsFake":true,

"PeerAsn":1231,

"Keepalive":10,

"RouteLimit":99,

..Nameu:uu'

"Status":"Modifying",
"Routerld":"vbr-2zeffl1o2sqhnplu7ci93”,
"RegionId":"cn-beijing"}]

HER

IEBGPERIETR. #HIASBGPIEFRMLER.

iBRSH
i

Action

Regionld

Routerld

PeerASN

Name

sem

String

String

String

Integer

String

W
D~
#

i

i

i

i

1

116

1143

REESH , BB
: ModifyBgpGroupAttri
bute

BGP4EAT/EARIRegion
ID, Region IDAYFIZRIE
DisAIRT X,

VBRHID,
BGPYB/EAIASN | KEH
2F R AFET,

32 : BGPABEHIASNA
BESRE=MIAY
ASN (45104 ) 8=,

BGPEAIEFR.

-KER 2, 128]
MR HFF
.

- UKINEEXF
B Ik

, ATEAHF.

TR () B0ZE
FE(C).
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Description

s
R

InvalidBgpGroup

InvalidParams.NotF
ound

InvalidBgpDescripti
on.Malformed

InvalidBgpName.M
alformed

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

InvalidRegionld.No
tFound

String

HIRER

BGP group not
exists.

Instance not found.

Specified Bgp
Group description
is not valid.

Specified Bgp
Group name is not
valid.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified value of
“regionld” is not
supported.

i1y

HTTP }A7588

400

400

400

400

400

400

400

400

404

117

BGP/ERYHEIA,

KE [2, 256] P
SVEEREN

- A<geLA http://
0 https:// 7k

°

1588

ISIEERIBGPANFIE
BHIABGPEATREE
\Tﬁ%

SIgERInstance ~MFE
5t NInstancef RS
EATH.

i‘%ﬁzDescriptionZ‘ A
BIRIESRKSEHINEE
rﬂm)\

SHNameAFi% | 1BIR
EERSEINEEREA

°

S#PeerASNABEAT
| IEREERSHMER
A

S#PeerASNABESITER
iﬂJE’JASN (45104 ) 48

, BIREBERSEHNE
Erﬁiﬂj)\

BGPRLLTFTIERERIR

=
G0N

ISERIVBRAFE | 15
HAVBREPRSRE T A

°

S4EERIRegiON A FIE,
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Nl
R

https://vpc.aliyuncs.com/?Action=ModifyBgpGroupAttribute
&Regionld=cn-beijing&BgpGroupld=2010
< RHIFRSH>

\ —
IR[E75)
XML 7451
< ModifyBgpGroupAttributeResponse>

<Requestld>92378F77-F634-4508-A439-C6513EE793EF </Requestld >
</ModifyBgpGroupAttributeResponse>

JSON 73:431

{
"Requestld": "92378F77-F634-4508-A439-C6513EE793EF"

}

R

fBRHEERIBGPA.,
A
BRSH
BR i) BEYE ik
- - REMESEH , BE
Action String = : DeleteBgpGroup
BGP4HAT/ERIRegion
Regionld String 2 ID, Region IDAYFIZERIF
DA X,
BgpGroupld String = BGPZARVID,
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FEiREG EiRER HTTP RZH8 Izl
IEERIBGPAENGFE
InvalidBgpGroup BGP group not 400 , BHABGPAERIIRER
exists. Fi
Dﬂﬁo
InvalidStatus.Canno  Invalid status BGPEANTTTiRIRIERYIR
400 =
tOperate cannot operate. ™o
DependencyViolati ﬁgsec;jgegn%k;jﬁgt 204 18 ERIBGPABIRERAY
on.BgpPeer P BGPEREHEIR,

resources bgp peer.

InvalidRegionld.No Specified value of

“regionld” i HRIS=200 R e qion S
tFound regionld” is not 404 1EIEERIRegioN R FTE.
supported.

Nl
R

https://vpc.aliyuncs.com/?Action=DeleteBgpGroup
&Regionld=cn-beijing

&BgpGroupld=2010

Q< NHERSH>

R B

XML 75:f71

< DeleteBgpGroupResponse>
<Requestld>97E2E97F-968C-48AF-A310-AC4D068854DB < /Requestld >
</DeleteBgpGroupResponse>

JSON 73:431
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"Requestld": "97E2E97F-968C-48AF-A310-AC4D068854DB"

}

R

FEEIBGPEFHINBGPSRE,

TS
B

Action

Regionld

BgpGroupld
PeerIpAddress

REISE

BIR
BgpPeerld

FEIRAD
iR

InvalidBgpGroup

InvalidIP.Malforme
d

InvalidParams.NotF
ound

InvalidParams.Peerl
pAddressinUse

InvalidParams.Peerl
pAddressMustPoint

pSidl

String

String

String
String

S
String

HRIEE

BGP group not
exists.

IP malformed.

Instance not found.

Peer ip address in
use ,cannot create

bgp peer.

VBR has 0 or more
than 1 subif ,point

W
n~
#

2l

fiD

2l

2l

fER

ik

REMESE , BUE
: CreateBgpPeer

BGP4HRAT/ERIRegion
ID, Region IDRYFIZFIE
DisAIRT X,

15EBGPAHEKIID,
TEEBGPSRIERYIPHBIL,

FEEBGPLREAYID,

HTTP RSB

400

400

400

400

400

120
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i%  ERIEERSLHIE
BN,
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=AM,
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Out

InvalidPeerlpAddre
ss

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

QuotaExceeded.pe
er

InvalidRegionld.No
tFound

Nl
kbl

out peerlpAddress.

Multi pconn peer ip
can not be null.

Invalid status
cannot operate.

VBR netowrk not
exists.

BGP peer count per
vbr quota exceed.

Specified value of
“regionld” is not
supported.

https://vpc.aliyuncs.com/?Action=CreateBgpPeer

&Regionld=cn-beijing&PeerlpAddress=11.11.11.11&BgpGroupld=2010

B IASEREH>
T ANG

XML 7451

<CreateBgpPeerResponse>

400

400

400

400

404

<Requestld>30879E22-9BE7-4ED9-8C43-2AE518A771B3 </Requestld>

</CreateBgpPeerResponse>

JSON 7~451

{

"Requestld": "30879E22-9BE7-4ED9-8C43-2AE518A771B3"

}

HEiR

BEHfEEE T ATEBGPIBERIFMER.

121

EEBGPSBERIIPHBIL,

Z¥PeerlpAddressAgg
H=E | BRIEEKSEI
TEEABIN.

5<G PRSMTFTEFRIERIIR

CNo

IEEMVBRAEFE | 15
HAVBREPASEE A

°

RIgEBGPHTBGPSEE
HEECER.
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2R pSidl BEBYVE HEik

Action String = %?:?Eii&glp%ye%rs
BGP{BEF/EAIRegion

Regionld String =2 ID, Region IDAY%IZRIF
DA X,

BgpPeerld String B 1EXEBGPEBEAYID,

Routerld String & BEVBRAID,
STUBIPRAS £

PageNumber Integer & ;‘;@%{%ﬁﬂgﬁl 2
P IREAMRENERT

PageSize Integer S £, &xXEH5017. BIA
#:10

IR[ES4

B 8 R

BgpPeers BgpPeerSetType BgpPeerltemTypefIES.

TotalCount Integer BGPEREHIS LS,

PageNumber Integer EEIPTEN

PageSize Integer EElpapG=r2ls-J= N

FHR

BR i) ik

BGPPeerld String BGP4BEHIID,

Name String BGP4RERIZFR,

LocallpAddress String B EE =fMIRIIPEAL,

PeerlpAddress String BGP4REAVIPHELL,

PeerASN Integer BGP4REAIASN,

AuthKey String BGPE{EMBRIZESH.

BGPStatus String BGPAMERIAE.

Routerld String VBRHYID,

Status String BGPLRBAVIAT.
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TR0

IR HiRER HTTP K753 ol
The specified

. . RIS Region
}:r;vt?rlllccjiReglonId.Not Regionld does not 404 ZL}; EERIRegionFF

exist in our records. °

The request

processing has failed AT ARANREESEERX
InternalError due to some 500 SR

unknown error.

Nl
imR

https://vpc.aliyuncs.com/?Action=DescribeBgpPeers
&VRouterld=vrt-25u5f8u2q
Q<ALEERBE>

IR BB

XML 7:451

<DescribeBgpPeersResponse>
<TotalCount>1</TotalCount>

<BgpPeers>

<BgpPeer>

<Status>Available </Status>
<LocalAsn>45104</LocalAsn>

<Description> </Description>
<BgpPeerld>bgp-2ze0dxfpp6fuw7gmzpaaa</BgpPeerld>
<Regionld>cn-beijing</Regionld>
<PeerlpAddress>11.11.11.11</PeerlpAddress>
<IsFake>true</IsFake>
<RouteLimit>99</RouteLimit>
<PeerAsn>2010</PeerAsn>

<AuthKey>888 </AuthKey>
<Routerld>vbr-2zeffl102sghnplu7ci93 </Routerld>
<BgpGroupld>bgpg-2zeibi8idgnkhhgxgdcw9 </BgpGroupld >
<BgpStatus> </BgpStatus>

<Name></Name>

<Hold>30</Hold>

<Keepalive>10</Keepalive>

</BgpPeer>

</BgpPeers>
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<Requestld>3D6B3CB0-BEEE-4F30-8559-B3DA14AD705F </Requestld >

<PageSize>10</PageSize>

</DescribeBgpPeersResponse>

JSON 73:431

{

"TotalCount": 1,
"BgpPeers": {
"BgpPeer": [

{

"Status": "Available",
"LocalAsn": 45104,

w, mn

"Description™: "",

"BgpPeerld": "bgp-2ze0dxfpp6fuw7gmzpaaa”,

"Regionld": "cn-beijing",

"PeerlpAddress": "11.11.11.11",

"IsFake": true,
"RouteLimit": 99,
"PeerAsn": 2010,
"AuthKey": "888",

"Routerld": "vbr-2zeffl102sghnplu7ci93”,
"BgpGroupld": "bgpg-2zeibi8idgnkhhgxgdcw9",

"BgpStatus": ",
"Name": "",
"Hold": 30,
"Keepalive": 10
}

]

2

"Requestld": "3D6B3CBO-BEEE-4F30-8559-B3DA14AD705F",

"PageSize": 10
}

HER

B FEERIBGPLBE.

RS
BR

Action

Regionld

BgpPeerld

RE

String

String

String

=
=
=
=
=
=

124
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PeerASN
Name

Description

RS

InvalidBgpGroup

InvalidIP.Malforme
d

InvalidParams.Not
Null

InvalidPeerAsn.Malf
ormed

InvalidPeerlpAddre
ss

InvalidStatus.Canno
tOperate

InvalidVbrNetwork

DependencyViolati
on.BgpPeer

InvalidRegionld.No
tFound

Nl

Integer
String
String

HIRER

BGP group not
exists.

IP malformed.

Invalid peer asn
cannot equals
aliyun asn:45104.

Invalid peer asn
cannot equals
aliyun asn:45104.

Multi pconn peer ip
can not be null.

Invalid status
cannot operate.

VBR netowrk not
exists.

Specified object
has dependent
resources bgp peer.

Specified value of
“regionld” is not
supported.

D o D

HTTP A&

400

400

400

400

400

400

400

404

404

125

ZFMIRZRAIASN,
BGPLEMIZTR,
BGP/ERYHEIAR,

1588
IS ERIBGPEATEE

, B ABGPAHEIVIRSE
B,

2#PeerlpAddressA&
% ISTRIBERESEHE
B TYANS

S#PeerASNABEAT
| IEREERSHMER
A

S#PeerASNABESIE
Z=MAJASN (45104 ) 16
B, BIRIEEKRSEE
B

2#PeerlpAddressAgE
A= | IBIRIEERS L
EEFIN.

BGPRLLTTTIEIRERIR

0N

1RISTEVBRAEIE |, 5
HIAVBRAVRSEE T

°

1SR HIBGPAB (RERLY
BGP{RERIR,

1SIEERIRegioNFFIE,
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iRl

https://vpc.aliyuncs.com/?Action=DeleteBgpPeer

&Regionld=cn-beijing

&BgpPeerld=bgp-2zenof4u02mhxh890u3vd

B IASEREH>
E AR

XML 7-451

< DeleteBgpPeerResponse>

<Requestld>AEBB1EB6-3C15-4A35-B4CE-03485200C143 </Requestld >

</ DeleteBgpPeerResponse>

JSON 715

{

"Requestld": "AEBB1EB6-3C15-4A35-B4CE-03485200C143"

}

1)

fEn5i s HES (VBR ) PEEBGPHE,

BREH
i

Action
Regionld

dstCidrBlock

routeld

==

String

String

String

String

REUE
=
E
=
E
=
E
=
E
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ik

REMESE , BE
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DR SR =SAIFT B it
ID , Region IDFIRIFERL
AT X,

HEMIDCEEXAIVPCH,
SHRHAIRIER

BFREEARRID,
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https://vpc.aliyuncs.com/?Action=AddBgpNetwork

&Regionld=cn-beijing&Routerld=vbr-2zeffl102sqghnplu7ci93&DstCidrBlock=10.1.1.0%2F24

B IASEREH>
LT AN

XML 7451

<AddBgpNetworkResponse>
<Requestld>9C7FA9D6-72E0-48A9-A9C3-2DA8569CD5EB </Requestld >
</AddBgpNetworkResponse>

JSON 7~451

{

"Requestld": "9C7FA9D6-72E0-48A9-A9C3-2DA8569CD5EB"

}

HEin

MIPRE S SERIBGPRILE,

BREH
5

Action

Regionld

REYE
=
=
=
=
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fk
REMESE , BE
: DeleteBgpNetwork

S EBGPIIEATINFREE
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dstCidrBlock

routeld

HIRB
InvalidVbrNetwork

InvalidIP.Malformed

InvalidStatus.Cannot
Operate

InvalidRegionld.Not
Found

Nl
iRl

String

String

FHIRER

vbr netowrk not
exists

Ip malformed..

invalid status cannot
operate

Specified value of
“regionld” is not
supported.

https://vpc.aliyuncs.com/?Action=AddBgpNetwork
&Regionld=cn-beijing&Routerld=vbr-2zeffl102sghnplu7ci93&DstCidrBlock=10.1.1.0%2F24

B IASEREH>
AR

XML 7-451

< DeleteBgpNetworkResponse>
<Requestld>22F4C006-D3BB-4F96-9FF9-4C8335276D70</Requestld >
</DeleteBgpNetworkResponse>

JSON 745l

Him

i

HTTP A7
400
400

400

404
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HEHNAIRIER,
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1588
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{

"Requestld": "22F4C006-D3BB-4F96-9FF9-4C8335276D70"

}

R

ENEHAIBGPIIL,

BRSE
K

Action

dstCidrBlock

routeld

REISE

R
BgpNetworks
TotalCount
PageNumber
PageSize

BgpNetworkType

2R
dstCidrBlock

FEIRAS
iR

InternalError

it BEVE )%

. ARENESE , BE
String = : AddBgpNetwork
String = EEFIDCEHELAIVPCE,

= HEHLAIRIER
String 2 BFREERERID,
- it iR
BgpNetworkType BgpNetworkTypefJ&ES.
Integer FIRFZBH,
Integer EEIDUCR
Integer ECpabUar=r20¢ =N
- it ()%
String EERNBRMER,
HEiRf=E HTTP $R7583 il
The request
processing has failed BT RARESEEK
due to some O i U

unknown error.
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. . The specified S ionA<
}:r:)vlf:(cijeglonId.Not Regionld does not 404 1EERIRegioN A~ ZE

exist in our records.

Nl
R

https://vpc.aliyuncs.com/?Action=DescribeBgpNetworks
&Regionld=cn-beijing&Routerld=vbr-2zeffl102sghnplu7ci93&DstCidrBlock=10.1.1.0%2F24
B <RHIFRSH>

R [E76Y

XML 7:451

< DescribeBgpNetworksResponse>
<BgpNetworks>

<BgpNetwork>

<DstCidrBlock>10.1.1.0/24 </DstCidrBlock>
<Vpcld> </Vpcld>

</BgpNetwork>

</BgpNetworks>
<Requestld>6F513A15-669F-419D-B511-08A85292059B </Requestld >
<PageSize>10</PageSize>
<TotalCount>1</TotalCount>
</DescribeBgpNetworksResponse>

JSON 7~451

{

"BgpNetworks": {
"BgpNetwork": [

{

"DstCidrBlock": "10.1.1.0/24",
"Vpcld": ""

}

]

2
"Requestld": "6F513A15-669F-419D-B511-08A85292059B",

"PageSize": 10,
"TotalCount™: 1
}

130



EBEME VPC Frkigr

NAT pg>tEx<EM

HEiR

FEEERIVPCHEZE—NATRIK,
ECIENATRIXET | iER=

BRIRSFENATRX SEZESNATIIX ( ER—BECSIEASNATRIX ) FEVPCHFHTZ,

NATRIXEZSS , RFESfEVPCRIRRERZRFBRIN—&BmMER/90.0.0.0/0 , T—HBEANATRIKAY
BHEKE , BTRRERBAZINATHX,

NRAECBENATKA]T , VPCHIERFRF ELFA—5BRMER790.0.0.0/009E8 %R |, MERMZIRES
FH. BN, TiEIENATRX,

g
NATRIIRERRAIE. NATRXAHIE S IISNATIIES R ER SRS IERIERE BRI
EEIE,
NATRIZHIE SSNATHREI X RN TR,
AU BRAEE SO
INEY 15 1F
FhEY 55 5F
KE 2055 15

RS

BREH i BEYMA 7::)%

. . RANESE , BUE
Action String = : CreateNatGateway,
Regionld String 2 NATRIKHIRTEMIE.
Vpcld String 2 NATRIKHIRTEVPC,

NATRIZATHNE.
Spec String a BJi%(E : Small,

Middle, Large, FEE
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BandwidthPackage.

n.IpCount

BandwidthPackage.

n.Bandwidth

BandwidthPackage.

n.Zone

Name

Integer

Integer

String

String

1

iy

i1y

Iy

132

B, EFREAESmall,

REEYNIFE201745
1183H23:59Z 8T~
FENATHEENEFE
£, 201751183H
23:59Z B RAFTE
NATHRENEFRES®E
SRERMEARIP |, 7+
NATRIK _E4BrEsE 22 0
IP,

BN MEEHEEPRIAR
IPHE (n&AN4) .

&8 : 1-50,

REEIFE201745
1183H23:59Z 8K~ T
FENATHEEHEFE
£, 20175%1183H
23:59 2 B RAFTE
NATHREEHNAFRES®E
SprEsEtEAMIP | 7+
NATRI X _E4FEs8 14230
IP,

B HEHREENTHEE

(nE&X74) .
E&seR : 5-5000,

REETHFE201745
1183H23:592 /M T
FENATHEEREFE
E£. 2017811831
23:59 2 HIkA FAZFE
NATHREHNAFBES®E
GREsRE NKIP | 7+
NATRI X 4P eS8 M2/
IP.

EnMNEETREMTHE
BX (ngxkR4) .

NMEEZSHRT | R
BENDE— T BX.

R HE=EHERE R
IPEEHECSALTFR—
MIBX , AAInEE
B ; BRATFEREA
XA , ALRNEIR,

NATRIKAIZFR.
BRRE2-128 M F 5218

. WRLAR B
Fk , ARBELA http:// #0
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https:// 73k , ‘I’@Aéﬁl

% I ”‘” ! ”_” I
NRKBIETZEE , B
IAERMXID,
NATRIFKATHR,
o . HIRTE2-256NFRT (8]
=@=
Description String a TREELA http://
https:// ¥k,
FAFRIEERIIRESEM,
BEFimERIZSEE
gf%lIEY_ REERIEIME
) _ , RAEABEEIT 641
ClientToken String ) ASCII?—?’%.,
BEZXTESFHES
 BEEUERIEREY
\
R[EISE
REISE KE )%
NATRIXID,
NatGatewayld String HRRLR , £FHE— , a6l
AIME—HRIR,
ForwardTablelds Array HREBYIE.
BandwidthPackagelds Array HEwmEEIER.
Y=
=)
R R HTTPiRZHS L
. . Specified value of
InvalldReglonId.NOt "RegionId" is not 404 ?Eiﬁﬁgi‘mﬁxﬁ&o
Found
supported.
. Specified value of
Lnr:/jlleoneId.NotFo Zoneld is not 404 Yo ] PR RTRTE.,
supported.
. Specified value of
invalidVpeld.NotFou vy is ot found in | 404 HEERIVPCRTFE.
our record.
MissingParameter.B At least 1 400 el =
andwidthPackage BandwidthPackage s e
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MissingParameter.B

andwidthPackage.n.

pCount

MissingParameter.B
andwidthPackage.n.
Bandwidth(nEEZE45
HEMME)

QuotaExceeded.Nat
GatewayCountInON
eVpc

RouterEntryConflict.
Duplicated

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

InvalidParameter.Sp
ec.ValueNotSupport
ed

TooManyBandwidth
Packages

Nl
R

must be created
with NatGateway.

Missing parameter
IpCount in
Bandwidth n.

Missing parameter
Bandwidth in

BandwidthPackage
n.(nFRLHEINME)

Natgateway count
limit in one vpc
exceeded.

A route entry
already exists, which
CIDRis '0.0.0.0/0’

The specified Name
is not valid.

The specified
Description is not
valid.

The specified Spec is
not valid.

BandwidthPackage
count limit on one
NatGateway
exceeded.

400

400

400

400

400

400

400

400

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-

11af8lp67&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.1l.IpCount=5&Regionld=cn-

HETRESHATE
, FigEIpCountfiyiE

°

HEHRBESEHATE
, RIEENRYE.

—VPCHRgERlE—
MNATRIX,
ToARIEENATRIX.

VPCEEHIRHFE—K
BRMER /9
0.0.0.0/0RYEE %% B

. TEHHER.

BRI EIE.

IEEAEARNGIE.

IEERMIEAGIE.

BT H=RES ER
o —PNATRIKERS
TR

°

shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-04-
28&Signature=I4KKhWgjJdImTqk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae49c-
2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1l.Bandwidth=150&BandwidthPackage.l.Zone=cn-shanghai-
a&Description=My+first+ NAT+Gateway

REH
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JSON#&=L

{

"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

%
"ForwardTablelds": {
"ForwardTableld": [
"ftb-11tcoxgmv”

]

b
"NatGatewayld": "ngw-112za33e4",

"Requestld": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"
}

R

EEEHHAINATRRSIZR, OSSO NER , SRAIESEIIA10%E,

kS

ERESH i) BEYIR 11
REMESE , BE

: DescribeNatGateways

°

IEEEEIRAYbE.

iS4, BIRRENE
EIDAINATRIK,

NMEE , NiREEER
NATRIK,

Action String

i

Regionld String

i

NatGatewayld String

iy

TERE4 , BIRIRENE
EVPCHINATRIX,

MEE , WiREEER
NATRIX,

Vpcld String

iy

FIRTHD,

EiaERL, BAMEDRA
1,

PageNumber Integer

1y

DTEAN , BRETH
4?%&0

PageSize Integer

i1y
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REISE

REISH
NatGateways
TotalCount
PageNumber

PageSize

FEIRES

AR Hix

InvalidRegionld.Not
Found

BAENS0 , BRAMES

10,
Sl A
NatGatewaySetType NATRIKFIZR,
Integer FIRFBHE,
Integer =EIDUER
Integer EEIpUE =20 =N
S HTTPIRZES B8

Specified value of
“Regionld” is not

supported.

Nl
R

404

IR AT,

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lp67&Format=json&TimeStamp=2016-05-
23T03%3A27%3A14Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-

SHA1&Version=2016-04-

28&Signature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNatGateways&SignatureNonce=3el424eb

-2096-11e6-bc31-2cfO0ee28adf2
AE

XML #%z(

<DescribeNatGatewaysResponse>
<PageNumber>1</PageNumber>
<TotalCount>1</TotalCount>
<PageSize>10</PageSize>

<Requestld>CF5D6933-C574-4FEC-83C0-4DF63EBD19CE </Requestld >

<NatGateways>
<NatGateway>
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<Description/>

<Spec>Small</Spec>

<ForwardTablelds>
<ForwardTableld>ftb-rj9p798gwt2k3yk6cbyxh </ForwardTableld >
</ForwardTablelds>
<Vpcld>vpc-rj983s9gjlnssugzh49vr</Vpcld>

<NatGatewayld >ngw-rj99ps4cq9lfseOried3l</NatGatewayld >
<CreationTime>2017-01-23T02:30:31Z</CreationTime >
<BandwidthPackagelds>

<BandwidthPackageld >bwp-rj911xdpevOh9liwesfg4 </BandwidthPackageld >
</BandwidthPackagelds>

<Name/>

<Status>Available </Status>
<BusinessStatus>Normal</BusinessStatus>
<Regionld>us-west-1</Regionld >

<SnatTablelds>

<SnatTableld>stb-rj9u47y5gl255bgmb3ady </SnatTableld >
</SnatTablelds>

<InstanceChargeType>PostPaid </InstanceChargeType>
</NatGateway>

</NatGateways>

</DescribeNatGatewaysResponse >

HEiR

IEBINATRIKETRIE.
FE—MTEERR |, TENATRKAHIE RET SR |, ILAZ BN E BT NSRS AIE T EARE,

ITRSE

BREH CSi) BERYM ik
REMESE , BB
Action String = : ModifyNatGatewayS
pec,
Regionld String 2 NATRI KRR /B,
NatGatewayld String = BISRAUSHINATRER
gYID,
NATRIKATHAE.

ai%E : Small,

Spec String B Middle, Large. 45
ERT , EFREUAE
Small,
AT RIEERINEEF
ClientToken String ) °
HEFIRERIZSHE
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REIZS4L

RESE
NatGatewayld

ForwardTablelds
BandwidthPackagelds

s
AT

InvalidRegionld.Not
Found

InvalidParameter.Sp
ec.ValueNotSupport
ed

InvalidNatGatewayld
.NotFound

HER

IEBINATRIKAIRFRAEIR.

BRSH
WREH

Action

St

String

Array
Array

FHRER

The specified
Regionld is not
found in our record.

The specified Spec is
not valid.

Specified value of
NatGatewayld is not
found in our record.

sem

String

, BRIFEAREIEKIE
IE— , RAEAREGET
64 PMNASCIIZEFT,

BZER  SENER
IEREMH.

535
NATRIXID,

MRFRER  £FE—, RiHEsEs)
AIME—HRIR,

HRFBIIR,
HETRAIIE,
HTTPIRZHS 1588
404 RIS,
400 BRI AR EIE,
IEEAINATRAARZ
404 7.
BBV ik
RGeS, BB
P : ModifyNatGateway
Attribute,
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Regionld

NatGatewayld

Name

Description

REISE

2\\/ \%ﬁﬂ

TR
R

InvalidRegionld.Not
Found

InvalidNatGatewayld
.NotFound

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

Nl
kbl

String

String

String

String

HRER

The specified
Regionld is not
found in our record.

Specified value of
NatGatewayld is not
found in our record.

The specified Name
is not valid.

The specified
Description is not
valid.

Hm

Him

iy

H

HTTPIRZSHS

404

404

400

400

139
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EEBHINATRIKAY
ID,

RIK B FR.
BFRE2-128NFRTZIE
, WA =
MFFk , AgELA http://
#0 https:// Fk , 918

uon
°

MRBIEEXSH

. BROAMERIRXID,
KPS
HRTE2-256NFAF (A

. A8ELA http:// 0
https:// FFk.
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https://vpc.aliyuncs.com/?SignatureVersion=1.0&Description=modified +description&Format=json&TimeStamp=20
16-07-19T17%3A16%3A34Z&Regionld=cn-shanghai&NatGatewayld =ngw-
7Tmwb327j18&8AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=YmhpTIu6piZKY3nMMJp%2BEffuxDw%3D&Action=ModifyNatGatewayAttribute&SignatureNonce=
8b4e670a-4dd4-11e6-976b-2cf0ee28adf2

ETAN]
JSON &3t

{
"Requestld": "AB5F62CF-2B60-4458-A756-42CO9DFE108D1"

}

HEiR

HIBRNATRIK,
SIERNATRXHEARMBRRIRZERE | TR,

RS

REMESH , BE

Action String = : DeleteNatGateway

Regionld String 2 NATRI KRR B,

NatGatewayld Integer 2 EIFRAINATRIKID,
\
BEISE
RNHEREZE.

A =]
HIxi
ERAB HERER HTTPRZS L
Specified region is
Invalid.Regionld not found during 404 SO R TE,

access
authentication.
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MissingParameter.N
atGatewayld

DependencyViolatio
n.BandwidthPackage
s

The input parameter

“NatGatewayld”
that is mandatory
for processing this
request is not
supplied.

400

There are
BandwidthPackages

on specified 400
NatGateway not

FIEENATRIEAY
ID,

NATRI K &8 AR
E’J ?rr-uu@;

deleted.

Nl
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T06%3A42%3A44Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tYpwSEabziAM8WdVxVNKkNCHhSI%3D&action=DeleteNatGateway&SignatureNonce=8e471ddc-
20b1-11e6-9899-2cf0ee28adf2

REA

JSON #&={

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

R

NATRI HBOARIPRTAES , g INATHE

- —HHEHE

. —PNATHEEES !

Z \?ﬂ'—‘ Iy
- —HKIP
— NATHREEFIRBIPEZEIXMHE. NATRXSNATHESAITHZRR | FIBESEITERE,
ZIEORTEREERINATRIK EEIZENATHEE . —PNATRRERAEIZIPNATHER.

AEEOMSTRE20175 11 8 3H23:59 2 Bl FFENATH R EMAFER. 201751183H23:59 2Rl
TAFENATHEERBFIESSHEREANIP , ZENATRIK E4BEEELAMIP,
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EREH Sl BB fEk
RoRlESH , BB
Action String = : CreateBandwidthPa
ckage,
Regionld String 2 NATRIKAIFF/E L,
, BIEENATHEEERY
=
NatGatewayld String = NATRIID.
NATHE R HAIL R
IPEE
IpCount Integer EMEE— e

BYESEE : 1-50,

NATHESEATHE.
EYESHE : 5-1000,

2
&
of
F-ll}
-

Bandwidth Integer

NATHEE R TAIRTA
zo

REEZSHET , &%t
BN E— N BEX

iy

zone String SR NATESEEE. N
IPS5EHECSATFRE—
MK , HAEImE
EE @ I FHERE
ATAXAY , AEZMER

NATHEEEFE.

BFRE2-128NFF 28
. WA Y El
ST, AL http://
M https:// 7k, A1
@’a*ﬁl?— -

iy

Name String

MRISBIEEZEE]
, BRAEAKXID,

NATHEEEHIA.

HARTE2-256 N2 28
, RBELA http:// 1
https:// Frk.

iy

Description String

IREISE

K
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scription.Malformed

valid.

BandwidthPackageld String NATHZREHRID,
A
TELR
iR UE HiRER HTTPIRZES B8
. . The specified
InvalidRegionld.Not Regionld is not 404 He s IS TR TE.,
Found .
found in our record.
. Specified value of
Lnr:/jlleoneId.NotFo Zoneld is not 404 He e X ATRTE.
supported.
InvalidNatGatewayld Specified value of HEERNATRX AT
NatGatewayld is not 404 -
NotFound : =,
found in our record.
MissingParameter.Ip Missing parameter BN =
Count IpCount. 400 ISR RIIPLER.
Bandwidth Missing
MissingParameter. parameter 400 FREETRIE.
Bandwidth.
. 73\\ +'_l-||-'¢_|p
QuotaExceeded.Ban Egﬂ::vl'ii:npjﬁlzangee %ﬂz/'\ll\ﬂﬂﬁmigé—
dwidthPackageCoun NatGatewa 400 %’;EJ@IJE/PNAT*;
tOnNatGateway y = i
exceeded. BRI
InvalidParameter.Na The specified Name . A
me.Malformed is not valid. 400 RERIEIAEIE,
. The specified
InvalidParameter.De Description is not 400 AT AE,

Nl
imR

https://vpc.aliyuncs.com/?SignatureVersion=1.0&NatGatewayld=ngw-
7mwb327j1&Format=json&TimeStamp=2016-07-19T17%3A08%3A27Z&Regionld=cn-
shanghai&Bandwidth=5&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DIqV3jVRDoISfSPsjgYtEcHKLyM%3D&Action=CreateBandwidthPackage&SignatureNonce=690270e
8-4dd3-11e6-93ce-2cf0ee28adf2&Zoneld=cn-shanghai-a&IpCount=1

R B

JSON #&=t:
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{
"BandwidthPackageld": "bwp-s6lmotmkk",
"Requestld": "54ED4074-3F89-4F11-B166-837DD3E20FE3"

}

iR

EEEHRINATERERIIR. WEOSHFoNER , SRAIESERANL0E,

AEEOGHHE2017F11 83023592 Rk FMAENATHEEMAFEA. 201741183H23:59 2Rk
FAFAENATHREERAFIESEHMERIEARIP | FENATRIX ESPERMEMIP,

TRSH

EREH S BERYM ik
RIS, BE

Action String = : DescribeBandwidth
Packages,

Regionld String = NATHEEEFTRAI b
TigkEsH , BRENR
=T e

BandwidthPackagel Strin - IHERINATAE

d d a MERIEEZEE N
REIEENATH .
ik, BREN
JEENATRIXAINATES

NatGatewayld String & =
NRNEEZSE , N
REISENATHES,
FIZRTTRI.

PageNumber Integer & EREsL , BAEDRS
10
SREER , BRER
AIITEL.

i @=

PageSize Integer A EAEH50 , BAME

10,
\
IREISE
REIZ¥ KE 1)

144



Frkigr

EEMLE VPC
BandwidthPackages BandwidthPackageetlyp  naTmmzie,
TotalCount Integer FIRFEHE.
PageNumber Integer =CIPGER
PageSize Integer EEIpUE =20 =N
=]
FEI=0T
RS HRER HTTPIRZSHS i8R

InvalidRegionld.Not
Found

Nl
iRl

Specified value of
"Regionld” is not 404
supported.

RIS AT T,

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-

23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-

112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=KNOC2QA4TUZtfECBNn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureNonce=1e89

41ae-2097-11e6-acbb-2cfO0ee28adf2

IR BB

JSON #&8=;

{
"BandwidthPackages": {

"BandwidthPackage": [

{
"Bandwidth": "150",

"BandwidthPackageld": "bwp-1lodxu2k7",

"BusinessStatus": "Normal",

"CreationTime": "2016-05-23T03:26:24Z",

"Description™: "",

"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",

"IpCount": "5",

n,omn

"Name": "",

"NatGatewayld": "ngw-112za33e4",

"PublicIpAddresses": {
"PubliclpAddresse": [
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{

"Allocationld": "nateip-1liopy3sl",
"IpAddress": "139.224.22.107"

b

{

"Allocationld": "nateip-11pt1f9ph",
"IpAddress": "139.224.22.55"

2

{

"AllocationId": "nateip-111ul670c”,
"IpAddress": "139.224.22.79"

L

{

"AllocationId": "nateip-110gfjj85",
"IpAddress": "139.224.22.59"

b

{

"Allocationld": "nateip-11s2jempe",
"IpAddress": "139.224.22.99"

}

]

2
"Regionld": "cn-shanghai”,
"Status": "Available",
"Zoneld": "cn-shanghai-a"
}

]

b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1

}

iR

IESIEENATH R BAHE.

AEEOGHHE2017F11 83023592 Rk FMAENATHEEMAFEA. 201741183H23:59 2Rtk
FAFAENATHREERIBFIESEHMERIEARIP | FENATRIX ESFERMEMIP,

TRSH

EREH ==
Action String
Regionld String

BBV
=
=
=
=
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REMESE , BE
: ModifyBandwidthPa
ckageSpec,

NATHEE SRRt
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Frkigr

BandwidthPackagel

FHEMBINATHEEEAY

d String 2 ID.
NATHE B,
Bandwidth String 2 EYESBHE : 5-5000 , &
A3Mbps,
RTFRIESKIIESFM
PR RS SE
 BRIFERAER
ClientToken String & ME—, E'chl%ff RERET
64 MNASCIIZEFRT,
BEZXTESFHNER
 BEEARIERS
‘EO
\
BEISE
/L\\/ \@E%é&@
A
TEIR
RS HiRER HTTPIRZES L
. . Specified value of
InvaIIdReglonId.NOt "RegionId" is not 404 Tgxﬁﬁﬁgf@ﬁxﬁﬁo
Found
supported.
Specified value of
InvalidBandwidthPac  BandwidthPackageld ., EERINATEREA
kageld.NotFound is not found in our FE.
record.
. . The specified value
InvalidBandwidth.Val of Bandwidth not 200 AR,

ueNotSupported

Nl
iRl

supported.

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-
shanghai&Bandwidth=200&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon
ce=42429561-209b-11e6-b869-2cf0ee28adf2

147



EBMLE VPC

Frkigra

RERA

JSON #&={,

{
"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

}

R

IEINATHEE B RIRFRMIEIR,

AEOGZE201 7411 B 3H23:59 7 BIMKF FEENATHEEMMEFER. 201741183H23:592F1KF
FAFENATHERERNBFESESEREARIP , FTENATRIK ESRERMELRIP,

kS

EREH Sl BBYM fEk
RGeS, BB
Action String = : ModifyBandwidthPa
ckageAttribute,
Regionld String = NATH AT BATHEEL
i 2L E=r=yifais
gandW|dthPackageI String = %{léﬁ’JNATI’TJJ\J@E’J

NATHEEEETR,

BFRE2-12810FF52 18
, WRLATE X =Ry
MFFk , AgELA http://
0 https:// 7k , 918

Name String

iy

MRBIEEXSH
. BOUAERIMKID,

NATH S SR,

HIARTE2-256 N FRT 28]
, RBELA http:// 1
https:// FFk.

Description String

iy
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FEIR0S

RS FERER HTTPIAZSHS 188

The specified

InvalidRegionld.Not Regionld is not 404 bl RS T,

Found found in our record.
Specified value of
InvalidBandwidthPac BandwidthPackageld 404 EENNATHEREA
kageld.NotFound is not found in our =i,
record.
InvalidParameter.Na The specified Name S A
me.Malformed is not valid. 400 REREHAEE,
. The specified
InvalidParameter.De Description is not 200 AR A,

scription.Malformed valid.

Nl
=8 Gl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
s6lmotmkk&Name=modified&Format=json&TimeStamp=2016-07-19T17%3A11%3A39Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=fR3h0PELe%2Fxy%2Fgu6BJZyzWasnfc%3D&Action=ModifyBandwidthPackageAttribute&SignatureN
once=db570d0a-4dd3-11e6-b591-2cfO0ee28adf2

R Bl

JSON #8=;

{
"Requestld": "DFDDD35D-3F29-4E15-AA28-53F5341F9599"

}

HEiR
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TEEERINATH B AIEINARIP,

A OIS E201 741 1A 3E 23:59Z KA FAENATA S EMFF R, 2017411830 23:59 2 Ak
FAFENATH B O BES SR ARIP | ENATRIX FE3EEARIP,

TRSH

BEREH e BERYM R
REMESE , BB
Action String = : AddBandwidthPacka
gelps,
Regionld String = NATH SRR AR
gandW|dthPackageI String = %1'¢E$ZE’JNATmJu@,E’J
IpCount String 2 1B ERIIP ML,
FAFRIEEKRIEEN
HEFIREMZSHE
. E{%iﬁﬁgﬁﬁgl\?
ClientToken String & HGI%I/PA?IIT{?Z??}:‘,% 21
BEEXTRFUENER
 BEEARIERS
’EO
\
R[ES4
NHEIREIZSH,
A =]
Hixi
ERAB HERER HTTPIRZRES L
. . Specified value of
InvalidRegionld.Not “Regionld” isnot 404 HE RIS AT,
Found
supported.
Specified value of
InvalidBandwidthPac BandwidthPackageld ., IEENNATHEE R
kageld.NotFound is not found in our =i,
record.
. The specified value
InvalidipCountValue = IpCount not 400 IPANAEIE.

NotSupported supported.
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Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=pSjC98nbDGgMI1tdjcXARIfW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cf0ee28adf2&IpCount=6

REA

JSON#EZ

{
"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"

}

HER

HIBENATHEE R HRIARIP,
MBRAMIPES , FEISEEMFRAMIPAIFIZ

AP EEBLMIPHIER. IRIERPRIIPFIREIETFREIP , MBREN,
INFBERPHIPFIREIE T ABETNATHREE AP |, MIBREN,
NRIEKPRIIPFIRHBIPHDNATESNATREER | MIPREIL.

ANEOGHFE201 7511 83H23:59 2 Rl MAENATHEENAFEM. 20176F1183H23:59 2RI
FAFENATHESRIRFESESERMEAMIP , TENATRIX EHRER A RIP,

kS

EREH == BBV fk
RoERESH , BB
Action String = : RemoveBandwidthP
ackagelps.,

151



EBEML VPC

Frkigr

Regionld

BandwidthPackagel
d

RemovedIpAddress
es.n

ClientToken

i
SR

InvalidRegionld.Not
Found

InvalidBandwidthPac
kageld.NotFound

InvalidRemovedIpAd
dresses.NotFound

Forbidden.RemoveAl
IIps

Forbidden.SomelpRe
ferredByForwardEntr

y

String

String

Array

String

FHRER

Specified value of
“Regionld” is not
supported.

Specified value of
BandwidthPackageld
is not found in our
record.

Some of the
specified value of
RemovedIpAddress
not found in
specified
BandwidthPackage

It' s forbidden that
remove all IPs in
BandwidthPackage.

It' s forbidden
because there are
some specified
RemovedIpAddresse
s referred by
ForwardEntry.

Him

el

iy

H

152

HTTPRZS

404

404

400

400

400

NATH SR /EaTthia

°

SIBREYARIIPRIERE
HINATHEERID,

EMIpRAYZAMIPAYID,
NN IFHEHES | &
4920,
BFRIEERINESMS
HZEFinERIZSE8E
, BRIEEARIEKE
W— , RXEAEGRT
64 NASCIIZFS.

BEXTRFMUER
&i%%%ﬂﬂﬁ{%ﬂ%%

1588

RIS AT .

IEEIINATERREAR
7.

IPFIZRAPRIFENPAIE
IEERINATHEEH

°

TBEMIPRNATHIEE
FEYFAIP.

BIP#ISNATEY,
DNATZH5IA.
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Nl
R

https://vpc.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-11lodxu2k7&Format=json&TimeStamp=2016-05-
23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedIpAddresses.1=nateip-
1110a2148&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34f3f3-209b-11e6-b183-2cf0ee28adf2

AN
JSON #3t

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

R

MBRFEERINATHES

AEO(GHFE2017F1183H23:59 2RI M ENATHESHAFERA. 201741183H23:59Z A1l
FAFAENATHEBRIBFIESEHERIEARIP , FENATRIX 4R MIP,

RSH

EREH e BBV R
RoRlESH , BE
Action String = : DeleteBandwidthPa
ckage,
Regionld String = NATHEE L ATRAVLEE
3andwidthPackageI Integer = %ﬂﬂU%E’SJNATmﬁ@,E"J

REISE

RILRESEL,
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Frkigr

TR0

RS HRER HTTPIRZSHS 5AE

Specified region is
not found during
access
authentication.

Invalid.Regionld 404 IEERIMR AT,

The input parameter

"BandwidthPackag
eld” thatis
mandatory for
processing this
request is not
supplied.

MissingParameter.B

200 RISENATAEA
andwidthPackageld

ID,

It' s forbidden
because there are
Forbidden.SomelpRe some Publiclp in
ferredByForwardEntr specified
y BandwidthPackage
referred by
ForwardEntry.

NATHE ST
400 S FRHIP,

ANl
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T06%3A40%3A32Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=y%2B5U28PQJI4NuVNFaOEEBNR5TWw%3D&action=DeleteBandwidthPackage&SignatureNonce=3f
06e585-20b1-11e6-81df-2cf0ee28adf2

REH

JSON #8=;

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

R

fEDNATER (ImA%eAksR ) FiRIIDNATERE.
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IODNATRER , T8 :

EE£DNATEBRAREESSHER : [Externallp , ExternalPort , Protocal , Internallp , InternalPort],

DNATZBERIRBUERRE : $Externallp : ExternalPort I EIRIEEINY AT EE R &L
Internallp:InternalPort , FERISEERIZIRE],

ExternallpFEimEIA &M :

- 33F201751183H 23:59Z M FMEENATHREHIEF |, Externallp/REiZNATRK
KHNATHESHIIARIPHIE,

- XF201751183H 23:59ZFF FAFENATHREAAR | ExternallpES8E T
ZNATRI KA I IFEIE S E SBE RN KIIP,

- BRTER RS TCPAIUDPREFHINY , tBEJLASENANY , BIARBRBIYSEEY,
— WP BEEA FAFDNATSR BFISNATR B,

InternallpFEiHELA TEK :

- Internallp% BB FAVPCHIMESTEHE.
- ZIPHEHFET AR — MEERECSTARIPHELE , tBETLAR— NARIFIELIIPHELE,
REZInternallpfi—NECSSLANFER BIZLBIi R B 4P EEIPHT | DNATmEZ“E%L &z
IPiE3I4FHAVIP/SLB/RDSEAFECSEIRER , DNATRETX . AMNREL AR ENZIP L

HE—MEK

FFEDNATEBRIAKIP, 2RO, =N FREARNEGUAEREE. BRI
BR—NFIP. BE—Mw0. B—MIESHERERZIZ B,

FTEDNATERBERIBRFAMIP, BirfAMin. M= FREMNASHUMERES

WDNATEFEDNATE BEPRESTFPendinggiModifyingRZiT , FoERIIDNATEE.

—/"DNATERZAHI1405DNATELH.

RS

RS eS| BB ik
RIS, BE
Action String = : CreateForwardEntry
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Regionld String 2 NATRI KRR /B M.
ForwardTableld String = DNATZRRIID,
FF2017F1183H
23:59 27 BIMKF T
NATHEERAIAER
, Externallp4/2i%
NATRIKAINATHEE
RN RIIPHEIE,
ExternaIIp String = Xj:—l:2017ﬂ£11ﬁ 3H
23:59 7 BIMKF N AFAE
NATHEEERIAF
, Externallp/ 2 485E
TIZNATRIKAGSERMELY
WIIP, FIBIESE 488
EZNTI
YN
ExternalPort String = Y& : 1-65535.,
VeSSt
IpProtocol String = BJj%(E : TCP, UDP,
Any,
Internallp String = BHRFAKIP,
BrrARm .,
H =
InternalPort String P53 Y - 1-65535.,
\
IREIS841
REISE LSl R
ForwardEntryld String RESEHRIDNATEEID,
A =]
IR
RIS EIRER HTTPIRZRES iR

. . The specified
InvalidRegionld.Not Regionld is not 404 b TS T,
Found .
found in our record.

InvalidForwardTablel Specified forward 404 IEERIDNATEREARFIE
d.NotFound table does not exist. .
Specified Source Ip
InvalidExternallp.Not address does not Srnpa -
Found found on the 404 FRERYAMIPAFEE.
VRouter
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QuotaExceeded.For
wardEntry

IncorretForwardEntr
yStatus

InvalidProtocal.Valu
eNotSupportedc

InvalidInternallp.Mal
formed

InvalidExternallp.Mal
formed

InvalidExternalPort.
Malformed

InvalidinternalPort.
Malformed

Forbidden.PortsAndI
pProtocol

ForwardEntry.Duplic
ated.Source

ForwardEntry.Duplic
ated.Destination

Forbidden.Destnatio
nIpOutOfVpcCIDR

Forbidden.Externallp
.UsedInSnatTable

Forward entry quota
exceeded in this
route table.

Some Forward entry
status blocked this
operation.

The specified
IpProtocol does not
exist or IpProtocol
and ExternalPort or
InternalPort do not
match.

The specified
Internallp is not a
valid IP address.

The specified
Externallp is not a
valid IP address.

The specified
ExternalPort is not a
valid port.

The specified
InternalPort is not a
valid port.

ExternalPort/Internal
Port/IpProtocol
must be all Any or
all not Any.

The specified
<Externallp,
IpProtocol,
ExternalPort> is
duplicated

The specified
<Internallp,
InternalPort> is
duplicated

The specified
Destination Ip is Out
of VPC CIDR

The specified
Externallp is already
used in SnatTable

157

400

400

400

400

400

400

400

400

400

400

400

400

— 1 "DNATZEHH
DNAT&BAgEET
40/%0

ToEBIEEDNATEHE,
DNATEFHEDNATE
BRPASLT
Pendinggy,
ModifyingIk7s.

IEEMMNA S,

IR BRRARIPAS

5o
IBENIAMIPAEX,
BENAMIKOARETE

IEERFAMIROAREE

°

ExternalPort,
InternalPort,
IpProtocol/RERT
AnyEERIRTAS
Any,

SE/FAEIIDNATEE
W | AP, AR
N

SEFERIDNATEE
SR FARIIP, FARR
M. 1

IEEMFARIPRETA
VPC,

IEERLMIPERE
SNAT&BH.
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Frkigr

Nl
R

https://vpc.aliyuncs.com/?Externallp=139.224.22.107&SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A53%3A18Z&Regionld=cn-

shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D&Access

Keyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-2099-11e6-b548-
2cf0ee28adf2&InternalPort=Any

REA

JSON #&={

{

"ForwardEntryld": "fwd-119smw5tk",
"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"

}

R

EiEERIDNATRAIDNATERE.

IO DRER |, SRAVEERIAI105,

Bk
EREH
Action

Regionld
ForwardTableld

PageNumber

PageSize

#5)

String

String
String

Integer

Integer

BB

Pl

i

Hm

iy

iy
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A

AFAESE , BUE

: DescribeForwardTab
leEntries,
NATRI AR B b,
EHEIFAIDNATERID,
DNAT£B%IZRAITIAS.
wEIREAL , BAMEDRS
1,

D RERNRENER
1780



EBEME VPC Frkigr

BAERNS0, BAMER

10,
\
IS
IRESH S A
ForwardTableEntries ZorwardTabIeEntrySetTyp DNAT£B%IE,
TotalCount Integer YRZBHE.
PageNumber Integer EEIDLER
PageSize Integer =Ly r=r20% =N
A =
SR
IR HRER HTTPRZHS ki
. . The specified
}:nvahdReglonId.Not Regionld is not 404 He M TS E,
ound .
found in our record.
Specified VRouter is
InvalidVRouterld.No not found during 404 RAMEIENY |, Kk
tFound access EfEERIVRouUter,
authentication.
Specified
InvalidForwardTable. ForwardTable is not 404 ERKRM , HAZNEE
NotFound found during access RIDNATE,
authentication.
MissingParameter.V One of VRouterld
RouterldOrFowardTa = and FowardTableld 400 FRIEEDNATEID,
bleld must be specified.

Nl
iR

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-

23T04%3A10%3A16Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-
11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=90eTVIgyBTn8uNF81Za0%2By3q8q0%3D&action=DescribeForwardTableEntries&SignatureNonce=
41541235-209¢-11e6-b0d5-2cf0ee28adf2
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RERA

JSON #&={,

{

"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp”: "139.xxx.xx.107",
"ExternalPort": "any",
"ForwardEntryld": "fwd-119smw5tk",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.1",
"InternalPort": "any",

"IpProtocol": "any",

"Status": "Available"

b

{

"Externallp”: "139.xxx.xx.79",
"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk”,
"ForwardTableld": "ftb-11tcxgmv",
"Internallp”: "192.168.1.4",
"InternalPort": "443",

"IpProtocol”: "tcp”,

"Status": "Available"

B

{

"Externallp": "139.xxx.xx.55",
"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp™: "192.168.1.2",
"InternalPort": "any",

"IpProtocol”: "any",

"Status”: "Available”

b

{

"Externallp": "139.xxx.xx.59",
"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.5",
"InternalPort": "22",

"IpProtocol": "tcp",

"Status": "Available"

by

{

"Externallp”: "139.xxx.xx.79",
"ExternalPort": "80",
"ForwardEntryld": "fwd-11r23r7p5",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.3",
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"InternalPort": "80",

"IpProtocol": "tcp”,

"Status": "Available"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "A6C4A8B1-7561-4509-949C-20DEB40D71E6",
"TotalCount": 5

}

HER

IEUEERIDNATERR.

iTE : HDNATERPEDNATEBRVRES IPendinggiModifyingRt , ToHEKDNATERH,

Action String =
Regionld String =
ForwardTableld String =
ForwardEntryld String =
Externallp String &
IpProtocol String )
ExternalPort String =
Internallp String B
InternalPort String B

lel

R

REMESE , BB
: ModifyForwardEntry

°

NATRIKAIFr/E I,
DNATZRIID,

EEHHIDNATRERY
D,

PSR R AIEIIBRAY
NTICR
NESIN

A%(E : TCP. UDP,
Any,

AN (i

BYH : 1-65535,
FARIIP,

FARIER .,

EE : 1-65535,
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162

/A\/ \@@%é&@
Ay =
eI
RS HIRER HTTPIRZSHS L

. . The specified
InvalidRegionld.Not Regionld is not 404 bl RS T,
Found .

found in our record.
InvalidForwardTablel = Specified forward 404 EERIDNATRATZE
d.NotFound table does not exist. o

. Specified forward S e
InvalidForwardEntryl entry ID does not 404 EERIDNATEBAE
d.NotFound . .

exist

Specified Source Ip
InvalidExternallp.Not address does not PN -
Found found on the 404 R ARIPAFE.

VRouter

Forward entry quota — M DNATZEH
QuotaExceeded exceeded in this 400 DNATEBEARERBIL

route table. 40%%.

T RIEDNATERE

Some Forward entry , DNATERHE
IncorretForwardEntr status blocked this 400 DNATEBERPIRE S
yStatus . .

operation. Pendingz},

Modifying.

The specified

IpProtocol does not
InvalidProtocal.Valu exist or IpProtocol 400 AT EERIMNYSERY
eNotSupportedc and ExternalPort or .

InternalPort do not

match.

. The specified
Invalidinternallp.Mal Internallp is not a 400 IEERIRARIPA S X,
formed .

valid IP address.

. The specified
InvalidExternallp.Mal Externallp is not a 400 BRI AMIPASE.
formed :

valid IP address.

. The SpeCiﬁed AT b A
InvalidExternalPort. ExternalPort is not a 400 FRERI AN A EE
Malformed ) .

valid port.

. The specified e T
InvalidInternalPort. InternalPort is not a 400 FEERFAMIROASE
Malformed . o

valid port.
ForwardEntry.Duplic The specified 400 IBEBIARIP, 2 Wi



EBMLE VPC

Frkigra

<Externallp,

IpProtocol, PRV
ated ExternalPort> is . MYELFHE.
duplicated

Forbidden.Internallp

The specified
<Internallp,

TEERIRARIIP,  FARDiH

;Acr;:gnternalPortDupl InternalPort> is 400 0. WY EETETE.
duplicated.
ExternalPort/Internal IE:::::::II:;T :
Forbidden.PortsAndI Port/IpProtocol A
pProtocol must be all Any or 400 f:r;ﬁtgl%lég%ﬁﬁl?ﬂj‘jy
all not Any. Anz
Forbidden.Externallp EQ’?e?r?SI?ifiiesdalread 400 EERNANIPERE
.UsedInSnatTable P y SNAT&HEA.

used in SnatTable

Nl
Bkl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A09%3A16Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&Internallp=192.168.1.3&AccessKeyld=jZgi0oyrQ6ihgKp9&ForwardTableld =ftb-
11tc6xgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DM6q9yvEUEPSryxJtyLIN4S2hXE%3D&action=ModifyForwardEntry&SignatureNonce=1daf567d-
209c-11e6-aba8-2cf0ee28adf2

IR [E75)

JSON #8=;

{
"Requestld": "24CC85DC-7700-4F09-9624-99E988C7DD03"

}

Hig
BIRIERERIDNATE A,

R ¢ ZDNATEHBDNATEBERPRZEIPendinggkModifyinghd , ZoiAMIBRDNATEE.
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d.NotFound

exist

RS ESidl BBYM fak
RoRlESH , BB
Action String = : DeleteForwardEntry
Regionld String 2 NATRIKAIFF/E L,
ForwardTableld String = DNATZRIID,
Ay & A
ForwardEntryld String 2 %ﬂﬂw’%’]DNAT’* B89
\
B EISE
AHIREISE,
A =]
Bk
R HiRER HTTPIRZHS L
. . The specified
InvalidRegionld.Not Regionld is not 404 b TS T,
Found .
found in our record.
InvalidForwardTablel Specified forward 404 IEERIDNATEREARFE
d.NotFound table does not exist. .
%5£WJB$%NAT%E
Some Forward entry , DNATZ®RHE
IncorretForwardgntr status blocked this 400 DNATEBHIIRE
yStatus . .
operation. Pendingz,
Modifying.
. Specified forward " 52 BT
InvalidForwardEntryl entry ID does not 404 IEERIDNATRBARZF

£

Nl
iRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T05%3A07%3A14Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=dqe76byYB1FVIg8BTUCIRyTVtbY%3D&action=DeleteForwardEntry&SignatureNonce=36754954-
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20a4-11e6-aal6-2cf0ee28adf2
REpI

JSON #&8=;

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"
}

R

EIEERINATRIAISNATERFIRINSNATR B,
WMINSNATERERT , 5

- §£SNATEBHSourceVSwitchIdfISnatlpZEE;.
- II—RSNATE BRERE | Z IR FRECSIEBIZIZAMIP ( Snatlp ) ATLAAIEIZR,
- SNATR B HPRIHEIFR LA TR
- IEERAH I IRENATRIXRIRT/EVPCA.,
- WIRIHEHHFAEHAVIP , MIFTSERIISNATERE.
- BAHERBERII—RSNATEE.
- SNATSBEHRIAMIP ( Snatlp ) FHEU TR
- X3F201751183H 23:59ZRIMKF FMFENATHEE SRR | SnatlpAREiZNATRIZKHY
NATHZE BRI KIPHIE,
- X3F20175F1183H 23:59ZRIMKF FAFAENATHREAIAR | Snatlp/RZESEE 7%
NATRIZAJSEEL WP |, FEIESE SR ER ML MIP,
- —PMAMIPABERIRTFTFDNATEBFISNATR B,
- RIF—PNARIPHIAEZ ZSNATR B FEALKIP,

RS

BRSH ESi) BEYMR fnk

- - REMESE , BB
Action String = : CreateSnatEntry,
Regionld String 2 NATRI KRR /B

. SINSNATE B/
SnatTableld Strlng = SNAT;EE"JIDO
. . o BRI TAMIIIEIRYR

SourceVSwitchld String = HEHID,
SourceCIDR String & 1EEATHAANAIRIER | Eb
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Snatlp

REISE

RESE
SnatEntryld

TEIR
R

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

%010.1.1.0/24,

R ILESEED
SourceVSwitchld&#4
BfF , AaEAHI.
BPaNER{EF
SourceVSwitchld , M
AgefgESourceCIDR&
. WRER
SourceCIDR&%§ , AR
BEE{HA
SourceVSwitchld&#4

SFF2017511838
23:59 7RI T RAE
NATH B EHIER

, Snatlp/RRi%
NATRIEAINATEES
IR RIIPHEIE,

9F2017F1183H
23:59Z HIKF R AFE
NATHZERAF

, SnatlpESE 7
1ZNAT R AT M2 Y
P, FIEEE=4ER
YN T

ANREB(FHSNATHIIP
PoolIfgE , MFEZS %L
chigEIPithFIZREDH,
IPithFIRPHZNPEE
BESSRAF ,
Snatlp=47.XXX.XXX.98
AT XXX XXX.99,47 XXX
XXX.241,

String

Hm

i )2

String RFEHEHISNATEEID,

HRER

The specified
Regionld is not 404
found in our record.

HTTPIRZESHS A
IEERIHIS AR,

Specified SNAT table

EERISNATEARZE
. 404
does not exist. o
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Forbidden.SourceVS

There is some

witchId.IncludeHaVi HaVips under 400 FRERISZIAL R HE
I . HAVIP,
p specified VSwitch
Forbidden.Sourcevs 1€ specified ISR A B E T
witchld Du.plicated SourceCIDRis 400 SENAT%}”)L,L)QU
: duplicated °
. The specified Snatlp
nvafidsnatlp:Malfor ¢ ot a valid 1p 400 ISR ARIPRAE,
address.
. Specified Snatlp St -
Lnr:/c?lldSnatIp.NotFo does not found on 404 LEE%QEIPTE
the NAT Gateway ¢
ToiLBIEESNATEB
Some SNAT entry , SNATERHE
{EgorretSnatEntrySta status blocked this 400 SNATZBRIRES A
operation. Pendings,
Modifying,
Forbidden.IpUsedInF ;n Zasgeﬂzféiiinatlp 400 IEERIAMIPERTE
orwardTable y DNAT£EH,

forward table

N
iGNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A46%3A28Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Snatlp=139.224.22.40&Signature=2nxkCU%2FIt6rUuT90YG4jcIUccoc%3D&Action=CreateSnatEntry&Signature
Nonce=56f17700-4dd0-11e6-9548-2cf0ee28adf2&SourceVSwitchId=vsw-yrvOwinkw

RERA

JSON #&={,

{
"Requestld": "69B31D6E-9F34-4A5A-8DBC-230A3918E828",
"SnatEntryld": "snat-kmdénv8fy"

}

HER

EHEESNATRAISNATER R,
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REH ESit BB fiik
REMESE, BlE

Action String 2 : DescribeSnatTableE
ntries,
Regionld String 2 NATRIKAIFF/E L,
SnatTableld String 2 EEHRISNATERID,
SNATZ& BRI,
PageNumber Integer & RIAENL , BUAEER
1,
SIEAIZRERNSR
175
H i
PageSize Integer A EH(EH50 | BRAE
10,
A3
IREISE
IRESH it A
SnatTableEntries SnatEntrySetType SNAT£B7%IZ,
TotalCount Integer FIFRFZBHE.
PageNumber Integer EEIDEEN
PageSize Integer EElpapG=r2s-3=
>
IR
SHIRCES HiRER HTTPRZSHS iR

The specified

Regionld is not 404 IEERIMR AT,
found in our record.

InvalidRegionld.Not
Found

Nl
iGNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
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19T16%3A49%3A36Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=t0BtL%2B1xK7Tt%2BOEhUJ3NeU2fP25s%3D&Action=DescribeSnatTableEntries&SignatureNonce=c6a
764fd-4dd0-11e6-8a81-2cf0ee28adf2

REH

JSON #8=;

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "6D7E89B1-1C5B-412B-8585-4908E222EED5",
"SnatTableEntries": {

"SnatTableEntry": [

{

"SnatEntryld": "snat-kmdénv8fy",

"Snatlp": "139.xxx.xx.40",

"SnatTableld": "stb-gz3r3odaw",

"SourceCIDR": "192.168.1.0/24",

"SourceVSwitchId": "vsw-yrvOxxxxx",

"Status": "Available"

b

{

"SnatEntryld": "snat-bs5bezbme",

"Snatlp": "139.xxx.xx.40",

"SnatTableld": "stb-gz3r3odaw",

"SourceCIDR": "192.168.3.0/24",

"SourceVSwitchId": "vsw-3xbxxxxx",

"Status": "Available"

}

]

b
"TotalCount": 2
}

HER

IEMIEESNATRBEECERILWIP | REEIEHSEZIRA.

TS

BREH et BEYM ik

. . RRMESH , BE
Action String = : ModifySnatEntry,
Regionld String = NATRIKHIFTE I,
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Frkigra

SnatTableld

SnatEntryld

Snatlp

g
R

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

InvalidSnatlp.Malfor
med

InvalidSnatlp.NotFo

String

String

String

HRER

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry does not exist.

The specified Snatlp
is not a valid IP
address.

Specified Snatlp

Him

el

iy

HTTPRES

404

404

404

400

404

170

BEKISNATER BHIFT
JBSNATE,

EERRISNATEBRY
ID,

RTHATAMIBIERNA
KIIP,

SF20175F1183H
23:59 27 Bk T~FAE
NATH ZEHIEF

, SnatlpMREi%
NATRIKEINATE S
cRRgZA IPHELLE,

F2017F1183H
23:59Z HIKF R AFE
NATHZERAF

, SnatlpESE 7
1ZNAT R AT M2 Y
P, FIEEE=4ER
EZN T

ANEREB(FHSNATHIIP
PoolIfgE , MFEZS %L
thigEIPithFIZREDH,
IPithFIRPHZNPEE
BESSRAF ,
Snatlp=47.XXX.XXX.98
AT XXX XXX.99,47 XXX
XXX.241,

1588
RIS AF T,
IEERISNATERARZIE

IEERISNATRBEARE
£

EERNAMIPASE,

IEERAMIPARIEAR
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und

IncorretSnatEntrySta
tus

Nl
Rl

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-

does not found on
the NAT Gateway

Some SNAT entry
status blocked this
operation.

400

NATRIXH,

T HEBNATERE
, SNATERAHHF

SNATZBRIRES

Pendingz},
Modifying.

07-19T17%3A14%3A38Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-

288&Snatlp=139.224.36.107&Signature=J714MX74d5Zv5yonzAEIw7yd0xs%3D&Action=ModifySnatEntry&Signature

Nonce=45f23d9%e-4dd4-11e6-8b16-2cf0ee28adf2

REA

JSON #&={

{

"Requestld": "C4C873E5-8B92-4CD8-9163-66703A808E46"

}

R

PR ERESNATRPHITEERISNATEE.

BKEH
BEReH
Action

Regionld
SnatTableld

SnatEntryld

s
String

String
String

String

Hm

Him

Him

Hm

171

fiik

RoRlESH , BB
: DeleteSnatEntry,

NATRIKAIFTE .

SNATZRRIID,

ERIREISNATE B/

ID,
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Frkigr

TEIR
RIS

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

ANl
Rl

FERER

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry ID does not
exist

HTTPIRZNES
404
404
404

188
TEERHIE AT,

IEERISNATERFE

IEERISNATRBEARE
£,

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A15%3A25Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld=stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=8SindEe8sQyTJv41zGDG7P6CoLE%3D&Action=DeleteSnatEntry&SignatureNonce=6200df19-4dd4-

11e6-8ffb-2cfO0ee28adf2
REHI

JSON #&=

{

"Requestld": "47B80B6A-759A-479C-A565-76D04BDA29F3"

}

VPN pgxtB<E0
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Frkigr

fiig

REORTEEVPNRIX ( FAEFEASTFESE )

s

Itz AERVPNSLAIZIZRED

IBKEH
e

Action

Regionld

Vpcld

Status

BusinessStatus

PageNumber

PageSize

sem

String

String

String

String

String

Integer

Integer

BREHhEH

B VPNELAIRIFEMER

REVMR

el

Him

iy

iy

iy

iy

iy

173

1115
REMESH , BE

: DescribeVpnGatewa
ys

EEENR
VPNGatewaysaIithia

WIS, WiEEX
24, RIREIREX

VPCHYVPNGatewayHy
ZER |, NMEENLE

HIRESH. WHEEZ
28, RREEE
StatusEl’J 2R, NMaE
ZSHNARTIE. &
IEE

{ “init” ,” provisionin
g” active” /" updat
mg" " upgrading” ,

deIetmg" }

iSRS, WisE%

2%, JiREEE
BusinessStatusfys5 R

. 7[' ?axEu’**SuJﬁT
{ “Normal" " Finan

C|aILocked" }

SCHRSSZRAITIES

 BIRER 1, RIME
H1

S REERRENER
178, RKE S0 1T, A
i\J 10
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Frkigr

BEIZH

243
VpnGateways
TotalCount
PageNumber

PageSize

St
List
Integer
Integer

Integer

VPNGateway 3z

=R
VpnGatewayld
Vpcld
VSwitchld
Internetlp
CreateTime

EndTime
Spec

Name

Description
Status

BusinessStatus

IR
ErrCode

InvalidRegionld.Not
Found

InvalidParameter

ESidl
String
String
String
String
Long
Long

String

String
String

String

String

Message

Specified region is
not found during
access
authentication.

The specified
parameter pageSize

174

ik
VPNGateway%l|Z&
FIRFFE

SRUTES

2%

VPNGatewayM—#riR
VPNGatewayXBkHVPC
VPNGateway>X<E£AJVSwitch
NI

VPNGateway BlzERTiE]
VPNGatewayZIEARTIE]

VPNGatewayfJrH s iiig,
M&AAESS 5M 10M 20M &

VpnGatewaysLfIZFR
VpnGatewaysLlfEIAER

init, provisioning, active, updating,
upgrading, deleting, deleted
VPN-GWHIRSERIRENFV
ServiceBPIRSH , —HAARSIFRLTF
iNngRESRIIBR FERHITECE |, B0
EF E—IRAIECE TR

Normal, FinancialLocked

Http Status A

18ERY Region AF1E

PageSize 3%



EBEME VPC Frkigr

is not valid

The specified
. parameter R
InvalidParameter pageNumber is not 400 PageNumberdEi%
valid

By
iRl

https://vpc.aliyuncs.com/?Action=DescribeVpnGateways
&RegionID=cn-hangzhou
Q< NEHERSE>

IR [E75)

XMLAEZ,

<DescribeVpnGatewaysResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>

<VpnGateways>

<VpnGateway>

<Status>active</Status>
<VpnGatewayld>vpn-bp1gq8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<BusinessStatus>Normal </BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvmaOl </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>

</VpnGateway>

</VpnGateways>
<Requestld>DF11D6F6-E35A-41C3-9B20-6FC8A901FE6S5 </Requestld >
</DescribeVpnGatewaysResponse >

JSON#&=L

"PageNumber":1,
"TotalCount":1,
"VpnGateways":{
"VpnGateway":[

175



EBEML VPC

Frkigr

"Status":"active",
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjofiu”,
"BusinessStatus":"Normal",

"Spec”:"5M",

"CreateTime":1492753580000,

"Internetlp":"116.62.69.64",
"EndTime":1495382400000,

"VSwitchld":"vsw-bply9ovilcu9oudtvmaOl®,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

}
]

b
"PageSize":10,

"Requestld":"B2CD1315-CA2B-47B1-9DA5-8F1D69C48E82"

}

s

FEONEBRVPNLAFIRED |, IRSFLE ST VPNLFIRNFAER

IHREH
en%

Action

Regionld

VpnGatewayld

BEIZH

B

VpnGatewayld

Vpcld
VSwitchld
Internetlp
CreateTime
EndTime

Spec

e Sidl

String

String

String

St
String
String
String
String
Long
Long
String

Him

Hm

pali]

176

fiik
REMESE, BiE

: DescribeVpnGatewa
y

EEENR
VPNGatewayfJitiiz

IBEEIA
VPNGateway3L{5I/ID

R

VPNGatewayM—#riR
VPNGatewayXBHVPC
VPNGatewayX<E£AJVSwitch
AP

VPNGateway €lzERTiE]
VPNGatewayZIgARTiE]
VPNGatewayHJ = 2a kg,
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Name

Description
Status

BusinessStatus
\J

tHIR

ErrCode

InvalidRegionld.Not
Found

InvalidVpnGatewayl
nstanceld.NotFound

String
String

String

String

Message

Specified region is
not found during
access
authentication.

The specified vpn
gateway instance id
does not exist.

HIHB{LEE 9 5M 10M 20M &
VPNGatewaysLfiZFR
VPNGatewaysLl#EIASE

init, provisioning, active, updating,
upgrading, deleting, deleted

VPN-GWHIRZSE RIEENFV
ServicefPIRESH , —HIRIFGTF
ingRSBER FEOHTES |, ¥R
E1F E—IRIECE TRk

Http Status

404

404

B
R

https://vpc.aliyuncs.com/?Action=DescribeVpnGateway
&RegionID=cn-beijing
&VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

RERA

XMLAEZL

<DescribeVpnGatewayResponse>

<Status>active</Status>
<VpnGatewayld>vpn-bp1gq8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<Spec>5M</Spec>

<BusinessStatus>Normal </BusinessStatus>
<Requestld>98C99F30-A3D2-42E1-AC75-0C882FBE92F7 </Requestld >
<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>

177

Normal, FinancialLocked

HER

E7ERY Region A177E

IgEMInstance ~F
=
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<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovilcu9oudtvma0l</VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</DescribeVpnGatewayResponse >

JSON#E=

{

"Status":"active",
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogj0fiu”,
"BusinessStatus":"Normal”,

"Spec":"5M",

"CreateTime":1492753580000,
"Requestld":"E98A9651-7098-40C7-8F85-C818D1EBBASBS",
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchld":"vsw-bply9ovllcu9oudtvmaOl",
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

}

it

TECEME | BiTcommon-buysLil , HHEORETLUEREIEES

RS

s Sl EBWM R
REMESE , BB
Action String = : ModifyVpnGateway
Attribute
RegionId String = lgNGatewayﬁﬁT;EE’\Jtm
VpnGatewayld String 2 VPNGatewayMt—+riR
Token String & BEMRE
IEBCELHIETR  KER
K7910053 B S FRF

. WRLAKINFE
XFL  TEaF

II' ”"’ ! ”_" EE ”_
WMRISBIEEZEE]

, BIAMEASLAIRY
Instanceld
REELANttp://
https:// 73k

Name String

iy
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&2 VPNGateway A
ER. BEXERKE
EA/I1001MFFF |, Lff)

Description String & AR R EEFIA,
NENAZ |, B A=
. <BELA http:// 0
https:// 73k
A
R[EIZE
BR KE A
VpnGatewayld String VPNGatewayMt—#xiR
Vpcld String VPNGatewayXEXAIVPC
VSwitchld String VPNGatewayX<E£AJVSwitch
Internetlp String N1
CreateTime Long VPNGateway Gl3ERE]
EndTime Long VPNGatewayZI/EARTE]
. VPNGatewayRIms s iiig,
Spec tring HIEHRAZ SM 10M 20M %
Name String VPNGatewaysL{FI&ZFR
Description String VPNGatewaysLHHEIAMEE
init, provisioning, active, updating,
upgrading, deleting, deleted
, VPN-GWHIAZEERIRENFV
Status tring ServicefIHRASHL , —HIRFOIFALT
ingRASIOIE R R E/RH(TERE , U
EF E—RECETTAK
BusinessStatus String Normal, FinancialLocked
=]
=12
ErrCode Message Http Status (0%
Specified region is
InvalidRegionld.Not not found during . .
Found access 404 FRAEH Region AF7E

authentication

The specified vpn

InvalidVpnGatewayl . . tEEMInstance A~ F
nstanceIchi NotFour)1/d gateway msfcance id 404 Zjl—;
) does not exist
The specified value
InvalidName of Name not 400 NameA&ix

supported
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The specified value
InvalidDescription of Description not 400 DescriptionA&j
supported

B
R

https://vpc.aliyuncs.com/?Action=ModifyVpnGatewayAttribute
&RegionID=cn-beijing
&\VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

B <RHIBFREH>

R B

XMLAE=(

<ModifyVpnGatewayAttributeResponse>

<Name>aaa</Name>

<Status>active</Status>
<VpnGatewayld>vpn-bp1lgq8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<BusinessStatus>Normal </BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Intranetlp>172.16.104.158 </Intranetlp>
<Requestld>54B48E3D-DF70-471B-AA93-08E683A1B457 </Requestld >
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvma0Ol </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</ModifyVpnGatewayAttributeResponse>

JSON#&=L

{

"Name":"aaa",

"Status":"active",
"VpnGatewayld":"vpn-bplq8bgx4xnkm2ogjOfiu”,
"BusinessStatus":"Normal",

"Spec":"5M",

"CreateTime":1492753580000,
"Intranetlp":"172.16.104.158",
"Requestld":"BAS6EAF8-E3A9-4BE6-8511-8F03512153E2",
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
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"VSwitchId":"vsw-bply9ovilcu9oudtvmaOl”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”
}

/1174

REORTMPRVPNRIX ( FRSZRSLBIeVFIIRR )

RS

InvalidRegionld.Not

Found access 404 JEERY Region FFFE
authentication
. The specified VPN S
Lr‘s\glr'g;%nﬁg:?;ngé gateway instance id 404 EIEE’JInstance T
‘ does not exist
There are
DependencyViolatio VpnConnections on 400 FEVPNIEEAIT
n.VpnConnection specified i[53

Specified region is
not found during

VPNGateway not

181

288 e Sid) BB fg
. . REMESE , BYE
Action String = : DeleteVpnGateway
Regionld String = Egizéi\rgNGatewayﬁEE
Token String B BEMRS
ZMIRAY
VPNGatewayld, iF&
VpnGatewayld Integer 2 , WNERZ
VPNGatewayB B %R
|, NABEmER
A
R[EIZ#
B =3id) R
Requestld String BEBRE—RIR
=]
=12
ErrCode Message Http Status 1)
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ForbiddenRelease

VpnGateway.Config
uring

apY
Bkl

deleted

Forbidden to release
a prepaid instance
within validity
period

The specified service
is configuring

https://vpc.aliyuncs.com/?Action=DeleteVpnGateway

&Regionld=cn-hangzhou

&VpnGatewayld=vpn-bp1lq8bgx4xnkm2o0gj0fiu

T E O
AT AN

XMLASZ,

<DeleteVpnGateway>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnGateway >

JSON#&=

{

400

400

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

fai

EORTEIZEAFRX.

RS

282

Action

i)
String

BTN

=
=
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Regionld

IpAddress

Name

Description

I

245
CustomerGatewayld
IpAddress

Name

Description

CreateTime

=]

ErrCode

InvalidIpAddress.Wr
ongFormat

InvalidIpAddress.Alr
eadyExsit

InvalidName

String

String

String

String

]
String
String
String
String
Long

Message

Specified IpAddress
is invalid

Specified IpAddress
is already exsit

The name is not

Hm

Hm

iy

iy

183

Http Status

400

400

400

: CreateCustomerGat
eway

1EEBE
CustomerGatewayfith
18

CustomerGateway#y

IPHthIE

IHINTREFR , &K
KEH10089 S3Z8)H+
NEFRF , WIRLAKNF
SRk, I8
NRRBIEEZSE

. BUABEEAIRY
Instanceld
Agellhttp:// 0
https:// FF3k
BEX#ER , RAKE
10017 |, L=
EREEHE. AMEN
N=, BAAZ, B
i{ http:// #1 https:// Ff

)

FAF®IXID
FAFRISKtE
FAFRRAIEFR
PR RXASEAER
BlEEAT(AE)

ik
IBENIPASX

IEENIPEEEFE (F
— M RFPER—
region , IPAAIEE
)

NameAR&ik
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valid

The description is

10ti TSN
not valid 400 DescriptionA~5&;

InvalidDescription

a6y
Rl

https://vpc.aliyuncs.com/?Action=CreateCustomerGateway
&RegionID=cn-beijing

&IpAddress=100.1.1.2

&< NHERSH>

REA

XMLABZL

<CreateCustomerGatewayResponse>

<CustomerGatewayld >cgw-bplaw0a5nfff03xplpcqc</CustomerGatewayld >
<Requestld>185E81B1-3916-4667-B48F-C52409B33F2B </Requestld>
<CreateTime>1493363486000</CreateTime>
<IpAddress>100.1.1.2</IpAddress>

</CreateCustomerGatewayResponse>

JSON#&ZL

{

"CustomerGatewayld":"cgw-bpljrawp82av6bws9h2ut”,
"CreateTime":1493363599000,
"Requestld":"D32B3C26-6C6C-4988-93E9-D2A6444CE6AE",
"IpAddress":"100.1.1.2"

}

b 7%

AEOBRTEEIRAFMNXSIR, ZiEomER , SEiA10%,
==

BREH

88 Z

i
B

RELR 1
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REMESE , BE

Action String = : DescribeCustomerG
ateways
EEEH
Regionld String = CustomerGateways%|
RAYtbI,
WiEESH. WiEEZ
28, RREEE
CustomerGatewayld String B CustomerGatewayIdf9
ER | MEEZSHEN
ARELIE,
SEAPRSFIZRAITIRS
PageNumber Integer &  EBIREA 1, BUAE
A1
S IEEIZERNSR
PageSize Integer B 78, &xXE 5017, B
A4 10
A}
R[EISE
Y= KE 1)
CustomerGateways List CustomerGateway?%l|Z&
TotalCount Integer IE-3=E5
PageNumber Integer RIS
PageSize Integer HRIDREEEZVEKE
CustomerGateway 5|22
BR KE 1)
CustomerGatewayld String CustomerGatewayME—+riR
Name String CustomerGatewayZ R
Description String CustomerGatewayfaiASE
IpAddress String CustomerGateway IPitiilk
CreateTime Long CustomerGateway BlJEZEATE]
A= |
EIh
ErrCode Message Http Status (0%
InvalidCustomerGat Specified .
ewayld.NotFound CustomerGateway is 404 FRERIRPNRAFE
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not found

The specified value

InvalidPageSize of PageSize not 400 PageSize 3%
supported
The specified value

InvalidPageNumber of PageNumber not 400 PageNumber JEi%
supported

apY
Bkl

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateways
&RegionID=cn-beijing
&< NHIERSH>

REH

XMLABZ,

<DescribeCustomerGatewaysResponse >
<PageNumber>1</PageNumber>

<TotalCount>3</TotalCount>

<PageSize>10</PageSize>
<Requestld>5BE01CD7-5A50-472D-AC14-CA181C5C03BE </Requestld >
<CustomerGateways>

<CustomerGateway>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>

</CustomerGateway>

</CustomerGateways>

</DescribeCustomerGatewaysResponse >

JSON#E=

"PageNumber":1,

"TotalCount":3,

"PageSize":10,
"Requestld":"E82612A9-CB90-4D7E-B394-1DB7F6509B29",
"CustomerGateways":{

"CustomerGateway":[
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{

"Name":"test",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

Ry e g

it

AEORTESRAFMNXFEHEE
=k
BREH

88 E kA REYM ik
FNESE , BB

Action String = : DescribeCustomerG
ateway

EEEA
CustomerGateway#dits
47

TIEESH. EEiZ
%ﬁ f /\LIEHEI/_\E

Regionld String

Him

CustomerGatewayld String £ CustomerGatewayIdf9
ZR Z_ IBEIZSEHN
7]7 Ilu
A}
R[EISE
BR KE ik
CustomerGatewayld String CustomerGatewayME—+RIR
Name String CustomerGateway&Z R
Description String CustomerGatewayfaiAESE
IpAddress String CustomerGateway [Ptk
CreateTime Long CustomerGateway BlJZEATE]
A= |
=12
ErrCode Message Http Status (7%
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. Specified - -
InvalidCustomerGat CustomerGateway is 404 1gEMInstance AF
ewayld.NotFound ot found =

B
R

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateway
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bplpvpl9r9adjubl5nxck

R [E76Y

XMLAE,

<DescribeCustomerGatewayResponse>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<Requestld>99506ECB-218F-45A5-AE8E-79518451F615</Requestld >
<IpAddress>139.196.32.167 </IpAddress>
</DescribeCustomerGatewayResponse>

JSON#EZ

"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5Snxck”,
"Name":"test",
"Requestld":"A0457BC9-6COF-4437-AB9D-FB2EABC1D6A2",
"CreateTime":1492747187000,

"IpAddress":"139.196.32.167"

/1174

AEEORTHBREFP /MK
Y= St BEYM A
Action String 2 REMESE , BE
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: DeleteCustomerGat

eway
18R
Regionld String = CustomerGatewayFfft
AR
ZEREY
CustomerGatewayld,
I Rz
= 1 I
CustomerGatewayld Integer b= CustomerGatewayB2&
R, WAEEMRR
A}
R[EIE4
BIR A 1)
Requestld String BMEEKIE—TRR
A
e
ErrCode Message Http Status A
. Specified customer
InvalidCustomerGat L =
ewayld.NotFound ?sji\évay id is not 404 EENAFMXAFE
There are
DependencyViolatio \S/;):ccifci):;ectlons on 400 FEVPNIEZEA T
n.VpnConnection CustomerGateway 133
not deleted

B
R

https://vpc.aliyuncs.com/?Action=DeleteCustomerGateway
&Regionld=cn-hangzhou
&CustomerGatewayld=cgw-bplpvpl9r9adju6bl5Snxck

R [E76Y

XMLAE,
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<DeleteCustomerGateway>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA</Requestld>
</DeleteCustomerGateway>

JSON#E=

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

/1743

FEORTIENRFMXER

RS

285 St REVR 115

REMESE , BlUE
: ModifyCustomerGat
ewayAttribute

Him

Action String

1B
CustomerGatewayFf{E
AYthiay

CustomerGateway M
—HRiR

SLHRERETR , &A
KE 1008533
FF  WILAKNFRIE
FRIFFL EJ@_??&?—

WMRZBEIEEZSEH
, BIAMEASLAIRY
Instanceld
RBELANttp:// 1
https:// Frsk

BEX#ER  FAKE
1001M=FF , SEflfids
EREEHE. AEN
A=, BIAAD, T8
i http:// #0 https:// 7+

Hm

Regionld String

Hm

CustomerGatewayld String

iy

Name String

Description String

iy
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BEIZH

2R
CustomerGatewayld
Name

Description
IpAddress

CreateTime

EIR
ErrCode

InvalidCustomerGat
ewayld.NotFound

pY
=8 Gl

St
String
String
String
String
Long

Message

Specified customer
gateway id is not
found

ik
CustomerGatewayME—+xiR
CustomerGateway&Z R
CustomerGatewayfiiAMEE
CustomerGateway IPitiik
CustomerGateway BR8]

Http Status ik

404 BRI MEAFE

https://vpc.aliyuncs.com/?Action=ModifyCustomerGatewayAttribute

&RegionID=cn-beijing

&CustomerGatewayld=cgw-bplpvpl9r9adjubl5nxck

B IASEREH
AR

XMLAEZ,

<ModifyCustomerGatewayAttributeResponse >
<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Requestld>E61293C8-AF07-4E87-A272-542680038F93 </Requestld>
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>
</ModifyCustomerGatewayAttributeResponse>

JSON#&={
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{

"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5nxck”,
"Requestld":"8AA5CE21-2E6A-4530-BDF5-F055849476E6",
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

}

fiig

AEORTOIEVPNERE
s
IBREH
o e REBWM R
RS, BE
Action String = : CreateVpnConnecti
on
. . TEEeZ
Regionld String = VPNConnectionfdithiz
Token String B BEMRE
CustomerGatewayld String B ZFXKID
VpnGatewayld String = VPNRXID
SCHIRIBTRERR , B
KEJ9100R9Z 353
FR, RARAKNFE
Name String B AL AJEEHE
$ 1 ”'" I "_" ﬁ ”-
" o ABELAhttp:// #00
https:// Frk
. ANimPIEg , CIDRISZ
= 1
LocalSubnet String P N A
i = XfumPIER , CIDRIET
Effectimmediately Boolean = %EMEDEQ&  FOA
IkeConfig.Psk Titt=2F
B, KERHIL00M=RF
IkeConfig. IkeVersion
WA |, ATIIAE: ikevl,
. . - ikev2 ; EXiAikevl
IkeConfig JSON String B IkeConfig. keMode
IkeVersion Jgv1AfW4iE
. AJIEE:
main,aggressive ; 2k
TAmain
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IpsecConfig

BEIZH

242
VpnConnectionld

CreateTime

iy

JSON String

sem
String
Long

193

IkeConfig. IkeEncAlg
Clpsiaf=]

:aes, aesl92 , aes25
6, des, 3des; BAIA
aes
IkeConfig.IkeAuthAlg
AJI%(E : md5, shal ;
Zikshal
IkeConfig.IkePfs TJik
(=]

: groupl, group2, g
roup5, groupl4 , gro
up24; EiiAgroup2
IkeConfig.IkeLifetime
( IKE SA

Lifetime , Longz:8!Y
), BUESEE
[0,86400] BB\ /97D; BX
1A86400
IkeConfig.Localld Aif
R, KERH 1000
fF, BAESvpnRIxXip
IkeConfig.Remoteld %
imtRR |, KERRSI 1004
FF, BOAMESRFK
xIP

IpsecConfig.
IpsecEncAlg BTi%(E
:aes, aesl92 , aes25
6, des, 3des ; BRIA
aes

IpsecConfig.
IpsecAuthAlg Ali%(E
:md5, shal; BRIA
shal

IpsecConfig. IpsecPfs
C1pvia =]

: disabled , groupl ,
group?2 , group5, gro
upl4 , group24 ; BRIA
group2

IpsecConfig.
IpsecLifetime (Ipsec
lifetime Longz&EY

) EBE
[0,86400] EAAL/97D; BX
1A86400

VPN EZME—FRR
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Name String VPN JEZZFR
A
HRE
ErrCode Message Http Status A
. Specified customer

InvalidCustomerGat S =

ewayld.NotFound ?:Jﬁ\évay id is not 404 SRR NRAFE

InvalidVpnGatewayl Specified vpn 18xEMInstance A7

gateway is not 404 -
d.NotFound "=
found
Right
Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
. IkeAuthAlg

InvalidParam.%s iﬂ?ﬁ:ﬁg %s param 400 IkePfs
IkeLifeTime
Leftld
Rightld
IpsecEncAlg
IpsecAuthAlg

B
R

IpSeclLifetime
Effectimmediately

https://vpc.aliyuncs.com/?Action=CreateVpnConnection

&RegionID=cn-beijing

&CustomerGatewayld=cgw-bpljrawp82av6bws9h2ut

&VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

&localSubnet=10.1.1.0/24
&RemoteSubnet=192.1.1.0/24

B<ASEREH>
AN

XMLABZ,

<CreateVpnConnectionResponse>
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<VpnConnectionld>vco-bplbbi27hojx80nck9kli</VpnConnectionld>
<CreateTime>1493363928000</CreateTime>
</CreateVpnConnectionResponse>

JSON#EZ

{
"VpnConnectionld":"vco-bplbbi27hojx80nck9k1i",
"CreateTime":1493363928000,

}

s

EZORTEIRVPNERMXIIR, SHFOTER , SRIAL0%

RS

Y2 e Sidl BEBYM ik
RS, BUE

Action String = : DescribeVpnConnec
tions
EEENR

Regionld String = VPNConnectionsfJits
1

, BEiffsEVPN
@

VpnGatewayld String A gateway FHURFEIERE

CustomerGatewayld String B FFRXID
SLHPAZSFIRAITIG

PageNumber Integer &  EBIRESN 1, BUAE
H1
HIEENRENER

PageSize Integer & 178, = XES0 1T, &
A9 10

A
R[EIZH

243 Pt 1543

VpnConnections List VPNConnection%lZ&

TotalCount Integer FIFREKZEH
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PageNumber Integer DL

PageSize Integer HEIPREEZVEE
VPNConnection %l/z€

B ESid) A

VpnConnectionld String VPNiE#zid

CustomerGatewayld String CustomerGatewayME—#HriR

VpnGatewayld String VPNGatewayrf—#RiR

Name String VPN JEZZFR

LocalSubnet String AR ER

RemoteSubnet String X im ER

CreateTime Long BUEERTIE

IkeConfig.Psk Fitt=2%58
IkeConfig. IkeVersion frR7A

, ikevl/ikev2
IkeConfig. IkeMode lkeVersion /3
V1R, #ME

IkeConfig. IkeEncAlg 3DES, AES-

128, AES-192, AES-256. DES
IkeConfig Object IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.IkePfs Groupl,

Group2, Group5. Groupl4,

Group24

IkeConfig.IkeLifetime IKE SA

Lifetime , BB\ 97D

IkeConfig.Localld ZitRiR

IkeConfig.Remoteld XdimHRiR

IpsecConfig. IpsecEncAlg 3DES,

AES-128, AES-192, AES-256,

DES

IpsecConfig. IpsecAuthAlg MD5,
IpsecConfig Object SHA1

IpsecConfig. IpsecPfs groupl,

group2

IpsecConfig. IpsecLifetime Ipsec

lifetime BB %)

ERRES, 288
ike_sa_not_establishedZ®&~&E—ME%
MM, ike sa_established®&~E

Status String — PRI AR ED .
ipsec_sa_not_establishedZ=/~5 _
ERIhAgSEM. ipsec_sa_establishedZ
e Y RN D
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=1

ErrCode Message Http Status ik

. Specified customer
InvalidCustomerGat L e
ewayld.NotFound ?:Ji‘gay id is not 404 IRRERIRFNA AT
InvalidVpnGatewayl Specified Instance is 404 fEERInstance A~F

d.NotFound

not found

e

apY
Rl

https://vpc.aliyuncs.com/?Action=DescribeVpnConnections
&RegionID=cn-hangzhou
<RNHIFRSH>

REH

XMLASZ,

<DescribeVpnConnectionsResponse>
<PageNumber>1</PageNumber>

<VpnConnections>

<VpnConnection>

<Name>vpniEEEliz </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >true </Effectimmediately>
<VpnGatewayld>vpn-bp1g8bgx4xnkm2ogj0fiu</VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bpl0Iz7aejumd2vxoqgev</VpnConnectionld>
<status>ipsec_sa_established <status>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >
<IkePfs>group2</lkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>
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<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</lkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>
<Localld>116.62.69.64 </Localld >
</lkeConfig>

</VpnConnection>

</VpnConnections>
<TotalCount>1</TotalCount>
<PageSize>10</PageSize>
<Requestld>3F96DAF2-8A69-4E84-824A-E16E22308703 </Requestld>
</DescribeVpnConnectionsResponse>

JSON#&=L

{

"PageNumber":1,
"VpnConnections":{
"VpnConnection":[

{

"Name":"vpniZEsli",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",
"IpsecConfig":{
"IpsecLifetime":86400,
"IpsecAuthAlg":"shal",

non

"IpsecPfs":"group2"”,

non

"IpsecEncAlg":"aes"
2

"Effectimmediately":true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"LocalSubnet™:"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"IkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"IkeMode":"main",

"IkeLifetime":86400,

"TkeVersion":"ikevl",

"Localld":"116.62.69.64"

}
}
]
b
"TotalCount":1,

"PageSize":10,
"Requestld":"54A4B3D0-DF4D-4C54-B8DC-5DC8DD49C939"

}
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1743

AEOATERVPNIEERKIFE

RS
e

Action

Regionld

VpnConnectionld

R[EI2EY

R
VpnConnectionld
CustomerGatewayld
VpnGatewayld
Name

LocalSubnet
RemoteSubnet

CreateTime

IkeConfig

IpsecConfig

e

String

String

String

il

String
String
String
String
String
String
Long

Object

Object

RBEYM
=
=
=
=
=
=
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ik
REMESH , BE

: DescribeVpnConnec
tion

IEEEIA
VPNConnectiongdittia;

EEHEREVPN ERID

R

VPNIEEID
CustomerGatewayME—+xiR
VPNGatewayM—#riR

VPN ZEHEEEZFR

AR

Xl R R

BllERTE)

IkeConfig.Psk FiHt=%4A
IkeConfig. IkeVersion 7

, ikevl/ikev2

IkeConfig. IkeMode lkeVersion 3
V1At , iR

IkeConfig. IkeEncAlg 3DES, AES-
128, AES-192. AES-256. DES
IkeConfig.IkeAuthAlg MD5, SHA1
IkeConfig.lkePfs Groupl,
Group2, Group5. Groupl4,
Group24
IkeConfig.IkeLifetime IKE SA
Lifetime , BB A%
IkeConfig.Localld ZitRiR
IkeConfig.Remoteld JHiHRR

IpsecConfig. IpsecEncAlg 3DES.
AES-128, AES-192, AES-256.
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Status

EHIRE
ErrCode

VpnConnectionld.N
otFound

B
R

String

Message

Specified VPN
connection ID is not
found

https://vpc.aliyuncs.com/?Action=DescribeVpnConnection

&RegionID=cn-beijing

&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

B <AFEREH>
BBl

XMLAg=(

<DescribeVpnConnectionResponse >
<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Name>vpniZEEElid </Name>

<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>
<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

200

DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group?2

IpsecConfig. IpsecLifetime Ipsec
lifetime B{s/ 5%

ERRES, 28R
ike_sa_not_establishedZ&=~E—MER
M. ike_sa_establishedR<5E
—PERt AR,
ipsec_sa_not_establishedZ®R=5_M
ERWh RSk, ipsec_sa_establishedZ
RSB B ERANFE AT

Http Status R

404

IEENIVPNIEZEARZ
=
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<VpnGatewayld>vpn-bp1g8bgx4xnkm2o0gj0fiu </VpnGatewayld >
<Effectimmediately >true </Effectimmediately>
<Requestld>1EDD800E-DC7E-4AFD-9028-FA113775FC3C</Requestld >
<VpnConnectionld>vco-bpl0lz7aejumd2vxoqgev</VpnConnectionld >
<status>ipsec_sa_established <status>
<CreateTime>1492753817000</CreateTime>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<IkePfs>group2</lkePfs>

<Remoteld>139.196.32.167 </Remoteld >
<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</lkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</IkeConfig>

</DescribeVpnConnectionResponse>

JSON#E=

{

"Name":"vpniZEEslis”,
"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5nxck”,
"RemoteSubnet™:"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2"”,

"IpsecEncAlg":"aes"

}

"Effectimmediately":true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm20gjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionIld":"vco-bp10lz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"Requestld":"F2310D45-BCF6-4E2E-9082-B4503844BA4C",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",

"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"lkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"TkeMode":"main",

"TIkeLifetime":86400,

"IkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}
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it

FEORTHERVPNIEZER

RS

Regionld

VpnConnectionld

Name

LocalSubnet

RemoteSubnet

Effectimmediately

IkeConfig

===

String

String

String

String

String

String

Boolean

JSON String

EEU

=
=

Hm

Him

iy

iy

iy

iy

iy
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ik

REMESE , BE
: ModifyVpnConnecti
onAttribute

18EVPNConnectionfff
TERY b,

VPNConnectionfdld

SLHIRIERTRETR | [2,
128] RN FHF
, ALK/ N
Mk e aHE
II’ ”‘" ! ”_" EE ”_
MRRBIEEIZEE

. BOMES
VpnConnectionld
AgeLAhttp:// 0
https:// 73k

ANimPIEg , CIDRISZ
, ZIMERRIES DR

XJimpIER , CIDRAS
, ZIMERRIES DR

ZXiAfalse EAREE

IkeConfig.Psk Fitt=%F
A, KEPREI100MFRF
IkeConfig. IkeVersion
WA | PIIE(E: ikevl,
ikev2 ; Bkilikevl
IkeConfig. IkeMode
IkeVersion Jov1Ffi4iE
. HJIEE:
main,aggressive ; Ek
TAmain

IkeConfig. IkeEncAlg
AlisE

:aes, aesl92 , aes25
6, des, 3des ; ERIA
aes
IkeConfig.IkeAuthAlg
AJI%(E : md5, shal ;
FXiAshal
IkeConfig.IkePfs ai%
=l
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: groupl, group2, g
roup5 , groupl4 , gro
up24; Ekikgroup?2
IkeConfig.IkeLifetime
(IKE SA
Lifetime , Long2&8Y
), BUESEE
[0,86400], B2 /9%D; B
1A86400
IkeConfig.Localld Aifg
R |, KERE 10010
£, BUAMESvpnRIXip
IkeConfig.Remoteld X
iR |, IKERRHI100
FF  BAMESRFN
xIp

IpsecConfig.
IpsecEncAlg AJ%(E

: aes , aesl92 , aes25
6 , des, 3des ; BAIA

aes
IpsecConfig.
IpsecAuthAlg ATi%{E
: md5, shal; ERA
shal
. . - IpsecConfig. IpsecPfs
IpsecConfig JSON String B A
: disabled , groupl ,
group2 , group5, gro
upl4 , group24 ; ERA
group?2
IpsecConfig.
IpsecLifetime (Ipsec
lifetime Long2&8Y) , BY
{E5BE[0,86400], {79
7b; BAIA86400
A
R[EISE
&R S ik
VpnConnectionld String VPNIEEID
CustomerGatewayld String CustomerGatewayME—HRiR
VpnGatewayld String VPNGatewayM—#HxriR
Name String VPN &38R
LocalSubnet String R MIER
RemoteSubnet String X0 R
CreateTime Long BUFEATIE

IkeConfig.Psk FiHt=274R

IkeConfig Object IkeConfig. IkeVersion kA
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IpsecConfig

EHIRE
ErrCode

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl
d.NotFound

InvalidParam.%s

B

Object

Message

Specified customer
gateway id is not
found

Specified vpn
gateway is not
found

Specified %s param
is invalid

, ikevl/ikev2

IkeConfig. IkeMode IkeVersion 3

V1A, WME
IkeConfig. IkeEncAlg 3DES. AES-
128, AES-192, AES-256. DES

IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.IkePfs Groupl,
Group2, Group5. Groupl4,
Group24
IkeConfig.IkeLifetime IKE SA
Lifetime , BA{i/ 9%}
IkeConfig.Localld ZigHriR
IkeConfig.Remoteld ¥imtRiR

IpsecConfig. IpsecEncAlg 3DES,
AES-128, AES-192, AES-256,
DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group2

IpsecConfig. IpsecLifetime Ipsec
lifetime B A7

Http Status R

404

404

400

204

IEER AP MXAFE

tEEMInstance A~ F

&

Right

Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
IkeAuthAlg
TkePfs
IkeLifeTime
Leftld

Rightld
IpsecEncAlg
IpsecAuthAlg
IpSeclLifetime
Effectimmediately
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iRl

https://vpc.aliyuncs.com/?Action=ModifyVpnConnectionAttribute
&RegionID=cn-beijing
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

Q< NHERSH>

R Bl

XMLAEZ,

<ModifyVpnConnectionAttributeResponse >

<Name>vpniEEElid </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >false </Effectimmediately >
<VpnGatewayld>vpn-bp1lg8bgx4xnkm2ogj0fiu </VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bp10Iz7aejumd2vxoqgev </VpnConnectionld >
<Requestld>57070A3D-38F2-40A6-A1C9-DB14542EF54D < /Requestld >
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >

<IkePfs>group2</IkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</IkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</IkeConfig>

</ModifyVpnConnectionAttributeResponse>

JSON#&ZL

{

"Name":"vpniZEslhis",
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,
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"IpsecAuthAlg":"shal",
"IpsecPfs":"group2",
"IpsecEncAlg":"aes"

},

"Effectimmediately":false,

"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,

"CreateTime":1492753817000,

"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,

"Requestld":"7DB79D0C-5F27-4AB5-995B-79BE55102F90",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",

"IkeConfig":{
"IkeEncAlg":"aes",
"Remoteld":"139.196.32.167",
"IkePfs":"group2",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"IkeMode":"main",
"IkeLifetime":86400,
"IkeVersion":"ikevl",
"Localld":"116.62.69.64"

}
}

ik
AR HIRVPNEE
EREH

o7

Action

Regionld

VpnConnectionld

BEIZE

BR
Requestld

x5

String

String

Integer

KB
String

RELM
=
E
=
E
=
E
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TERY b,
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EIR
ErrCode

InvalidVpnConnectio
nld.NotFound

VpnGateway.Config
uring

Message

Specified vpn
connection id is not
found

The specified service
is configuring

|
Rl

https://vpc.aliyuncs.com/?Action=DeleteVpnConnection

&Regionld=cn-hangzhou
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

RERA

XMLAEZL

<DeleteVpnConnection>

Http Status

404

400

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnConnection>

JSON#EZ

{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

s

AT EREVPNHZERERES.

KRS

885 G

BBV
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REMESE , BE
Action String = : DownloadVpnConn
ectionConfig
(=1—1 H
Regionld String = ;;EEI/{QEENConnectlonﬁﬁ
: ETHECER
VpnConnectionld Integer = VPNConnectionID
A}
R[EISE
BIR KE 1)
Requestld String BKID
VpnConnectionConfig Object VPNEEEXEERERE , I TE

{
"ikeConfig":0{

"ikeAuthAlg": "md5",
"ikeEncAlg":"aes",
"ikeLifetime":86400,
"ikeMode": "aggressive",
"ikePfs":"groupl",
"ikeVersion":"ikevl",
"localld":"10.0.12.122",
"psk":"1347328e-4a84-4f09-ab37-831f0d05a973",
"remoteId":"10.0.12.122"

},

"ipsecConfig":0{
"ipsecAuthAlg": "md5",
"ipsecEncAlg":"aes",
"ipsecLifetime":86400,
"ipsecPfs":"groupl”

H

"local":"118.190.78.193",

"localSubnet":"10.0.12.1/25",

"remote":"120.27.218.247",

"remoteSubnet":"10.0.12.1/25"

}
A
=10
ErrCode Message
Specified vpn

InvalidVpnConnectio
nld.NotFound

connection id is not
found

Http Status R
404 IEERIVPNIEREATE
£
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|
Rl

https://vpc.aliyuncs.com/?Action=DownloadVpnConnectionConfig
&Regionld=cn-hangzhou
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

RERA

XMLAEZL

<DownloadVpnConnectionConfigResponse>
<Requestld>6F4A035F-7060-45D7-B9BD-719372782AF6 < /Requestld >
<VpnConnectionConfig>
<RemoteSubnet>1.1.1.0/24,1.1.2.0/24</RemoteSubnet>
<Local>139.196.32.167</Local>
<IpsecConfig>
<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>
<IpsecEncAlg>aes</IpsecEncAlg>
</IpsecConfig>
<Remote>116.62.69.64</Remote>
<LocalSubnet>2.2.2.0/24</LocalSubnet>
<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>
<IkePfs>group2</IkePfs>
<Remoteld>116.62.69.64 </Remoteld >
<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</IkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>
<Localld>139.196.32.167 </Localld>
</IkeConfig>

</VpnConnectionConfig>
</DownloadVpnConnectionConfigResponse>

JSON#&=L

{
"Requestld":"0C68048B-0F70-40DA-B8AE-1B79B5CF62E3",
"VpnConnectionConfig":{
"RemoteSubnet":"1.1.1.0/24,1.1.2.0/24",
"Local":"139.196.32.167",
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"IpsecConfig":{
"IpsecLifetime":86400,
"IpsecAuthAlg":"shal",
"IpsecPfs":"group2"”,
"IpsecEncAlg":"aes"

b

"Remote":"116.62.69.64",
"LocalSubnet":"2.2.2.0/24",
"IkeConfig":{
"IkeEncAlg":"aes",
"IkePfs":"group2”,
"Remoteld":"116.62.69.64",
"IkeAuthAlg":"shal",
"Psk":"pgw6dy7d1i8in7x5",
"IkeMode":"main”,
"IkeLifetime":86400,
"IkeVersion":"ikevl",
"Localld":"139.196.32.167"

SBEINEEREO

it

SIS ERINESLH] , SlFESSRkE . STESLBIFRTE Region SE—NAR IP ik, i@id OpenAPI {2562 S

TERRISLHI.

A=

IBRESH
BR KB
Action String
Regionld String
ServicelLocation String

=
=
=
=
=

=
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Bandwidth Integer

Name String

Description String

ClientToken String

A
R[EIZH

R Pt

GlobalAccelerationlnstanc Stri
tring

eld

IpAddress String

el

iy

iy

iy
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america

- X : asia-
pacific

- B - europe

HRIESESIFRIRIEA
HolEiESE IR X EFN
ARSIt

HIEE , B

: Mbps, 10Mbpsi2ts
, HEEIE(EO-
100Mbps (&) SEEN
, £KH10Mbps |, H
EIEEAF100Mpbs i
, £ H100Mpbs , B
AERYH BB
[10,20,30,40,50,60,70,8
0,90,100,200,300,400,5
00,600,700,800,900,10
00]

SEINESLFIBIR |, 2
52, 128] smXEHHXF
T, WRAKRNFE Y,
Tk, ATEEHEF
] "_ " EY: " 1 Zzﬁg
LA “http://" #0
"https://" FFk.

SRR EE
, SZ#F [2, 256] BEZH,

PXEFRF , ABELA
“http://"
“https://" Frk

AT RIEERIESFT
. AEFIREMIZSE
8, ERIEEARBRK
[EifE— , &RANMET 64
N ASCIL =5, Bif&
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HIR
RIS

InvalidRegionld.Not
Found

InvalidBandwidth.Val
ueNotSupported

InvalidServicelLocatio
n.ValueNotSupporte
d

InvalidGlobalAcceler
ationInstanceName.
Malformed

InvalidGlobalAcceler
ationInstanceDescrip
tion.Malformed

InvalidServicelLocatio
n.Mismatch

MissingParameter

B
R

HHid

The specified
Regionld is not
found.

The specified
Bandwidth is not
supported.

The specified
Servicelocation is
not supported.

The specified Name
is not valid.

The specified
Description is not
valid.

The specified
ServicelLocation
does not match the
region.

The input parameter
% that is mandatory
for processing this
request is not
supplied.

Http RSB

404

400

400

400

400

400

400

https://vpc.aliyuncs.com/?action=CreateGlobalAccelerationInstance

&< NHFRSE>

&Regionld=ap-southeast-1

&Bandwidth=10
&Name=MyGa

&Description=firstGlobalAcceleration

&ServiceLocation=asia-pacific

REA

JSON#&=.

212

BEX
f8ERIRegionld 7
=
IEERTRRIEEARSF
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BFRISTUAIER,
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{

"GlobalAccelerationInstanceld": "ga-t4nluhu6",
"IpAddress": "12.34.56.78",

"Requestld": "21AAFD16-F784-4BFB-XXXX-XXXXXXXX"
}

fai

EREBKIMELGIFIZR
- X¥F@idGlobalAccelerationInstanceld, Name, Status, ServiceLocation, Serverld {EAZHX
[isein
=
IBREH
BR == BB ik
REMESE , BB
Action String = : DescribeGlobalAccel
erationInstances
Regionld String = P TEtiE
GlobalAccelerationl . - U
nstanceld String B SLERIMESLA ID
Name String B EEKIMESLFIEFR
SEIMESEHPRE , &
{E
Status String & : Available , Inuse , A
ssociating , Unassocia
ting
ServicelLocation String = %HEHDJE%WUE’JHE%IZ
SEAPRSFIZRAITIRD
PageNumber Integer & , BRIAEAL , BUAER
1
S RNEENRENER
PageSize Integer & 178, &KIES501T , R
IAA910
A
R[EISE
R e )2
GlobalAccelerationInstanc GlobalAccelerationInstanc GlobalAccelerationlnstanceltemTy
es eSetType petHpkAYArray
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TotalCount Integer FIFRSKZBEE IP
PageNumber Integer RIS
PageSize Integer HRIDREEEZPEKE
AJ
=1
FERAB A Http 750 ;3%

The specified
Regionld is not
found.

InvalidRegionld.Not

404 1EEAIRegionld 1z
Found

=

B
R

https://vpc.aliyuncs.com/?action=DescribeGlobalAccelerationInstances
Q< NHERSH>
&Regionld=ap-southeast-1

R [E76Y

JSONI&=,

{

"GlobalAccelerationInstances": {
"GlobalAccelerationlnstance": [

{

"AccelerationLocation": "china-mainland”,
"BackendServers": {
"BackendServer": [

{

"Regionld": "cn-beijing",

"Serverld": "Ib-2222222333333333",
"ServerlpAddress": "192.168.0.180",
"ServerType": "SlbInstance”

}

]

b

"Bandwidth": "10",

"ChargeType": "PrePaid",

"CreationTime": "2017-07-26T03:34:30Z",
"Description™: "",

"ExpiredTime": "2017-08-26T16:00Z",
"GlobalAccelerationlnstanceld": "ga-aabbccddaabb”,
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"InternetChargeType": "PayByBandwidth",
"IpAddress": "12.34.56.78",

"Name": "",

"OperationLocks": {

"LockReason": []

b

"Regionld": "cn-shanghai”,
"ServiceLocation": "asia-pacific",

"Status": "InUse"

}

]

b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "0487FCA3-E152-4726-8A17-25F69E03ADBO",
"TotalCount": 1

}

e EBKILESL AR IE
it

(BT BKIMERSEHIRY BFR FO HA,
==
BREH
2R - Jic BEBYm A

REMESE , BE
: ModifyGlobalAccele

Action String = rationInstanceAttribut
es

Regionld String 2 FiTfELthia;

GlobalAccelerationl . -

nstanceld String = SCAIID

Name String B SEKIMELBIRIZTR,
SENMESLAIEHAEE
, 32FF [2, 256] TE3EL

Description String S HRICEFRF , ARELL

“http://"
“https://" FFsk

ET

ERAHIRESE , FIAHIREIZSE,
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=1

RS % Http RS0 BXY
InvalidRegionld.Not The specified 18ERIRegionld A7
Found ’ Regionld is not 404 T:TI_:
found.
. The specified
InvalidGlobalAcceler . b
ationInstanceld.NotF GIobaIAcgeIeratlonIn 404 STRNESLH] 1D 47
stanceld is not 1=
ound
found.
The input parameter
% that is mandatory
MissingParameter for processing this 400 YIRS ERIEE.
request is not
supplied.
InvalidGlobalAcceler The specified Name
ationInstanceName. : P lid 400 BFREALER.
Malformed I1s not valid.
InvalidGlobalAcceler The specified
ationInstanceDescrip ~ Description is not 400 ARSIV IR,

tion.Malformed

valid.

7B
iGNl

https://vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceAttributes
B <RHIFRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld =ga-t4nluhubn4xxxxxxxxxx
&Name=AdjustName

&Description=ModifyDescription

RERA

JSON#EZ

{
"Requestld": "BD5BCEE8-F62C-40C2-9AC3-8IXXXXXXXXX"

}
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(BB EBRINESLAITHE

7%

IEMEIRNLELHINHE | BT OpenAPl ({CHHEKUSTERLAIRIHEE(E | (EXBIRTAER.

RS

ueNotSupported

Bandwidth is not

SR KR EENA
Action String =
Regionld String =
GlobalAccelerationl . =
nstanceld String =
Bandwidth Integer =
‘
R[EIEH
SENHIREISE , FUATIREISE,
S
tHIR
SR 1) Http A&
InvalidGlobalAcceler The specified .
. GlobalAccelerationln
ationlnstanceld.NotF di 404
ound stanceld is not
found.
InvalidParameter The parameter is 400
invalid.
InvalidBandwidth.Val The specified 400
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supported.

The input parameter
% that is mandatory

MissingParameter for processing this 400 WIBSERIEE.
request is not
supplied.

apY
ikl

https://vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceSpec
&< NHIERSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld =ga-t4nluhu6n4xxxxxxxxxx
&Bandwidth=20

REH

JSON#&Z

{
"Requestld": "BD5BCEE8-F62C-40C2-9AC3-89IXXXXXXXXX"

}

MlER < BRNMESLA
7%

RS ERIMERSEG, (NSRS ZERRSEINESEG ; Ml kINELHsIEE S RiniRSS e8! ;
==
BREH

R gt REYM ik
REMESH , BE

Action String = : DeleteGlobalAcceler
ationInstance
Regionld String 2 FrTEithiag
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GlobalAccelerationl

apY
ikl

request is not
supplied.

https://vpc.aliyuncs.com/?action=DeleteGlobalAccelerationInstance

Q<AHIFKRSE>

&Regionld=ap-southeast-1

&GlobalAccelerationlnstanceld=ga-aabbccddaabb

REH

JSON#E=

219

. = o
nstanceld String = SLAUID
A
R[EISE
ERAHIREISE , FUATREISE.
=]
e
iR R Http A7 BN
InvalidRegionId.Not The specified 1EEMIRegionld A~ F
Found ' Regionld is not 404 T:I_:
found.
. The specified
Iarj[;/:rl:ﬁ] El::?é’?‘gﬁi; GlobalAccelerationIn 404 SERINESLAI ID A7
ound ’ stanceld is not =
found.
Current
IncorrectGlobalAccel GlobalAccelerationIn e PRSI
erationlnstanceldSta stance status does 400 iﬁ%gﬁﬁ;{g%’kw'{k
tus not support this AN SIFELER
operation.
The input parameter
% that is mandatory
MissingParameter for processing this 400 WIBSEURIEE.
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)

{

"Requestld": "E6E63B2A-9820-44A8-A359-9BB2DAEE6424"

}

1743

BEEImIRSS =R,

- {3245 VPC 288219 ECS 1 SLB {EASEKINIERLAINEimARSS =S ;

imAR SRR

- — P EIIMESLHREERI— N EimikSes |

- —NEiRARSSSEFAT LR S INESLGIRY BackendServer ;

- ENEImRS SN mLfFER TRESKINELFETFE— N EWKST ;
- BRI ImIRS SN~ sLBIRR/E Region EEMEEEKNNESLBIAY ServiceLocation 1 ;

RS

B it
Action String
Regionld String
GlobalAccelerationl Strin
nstanceld 9
BackendServerRegi .
onld String

BackendServerType String

BackendServerld String

IR[BI24

ERAHIRESE , FIAHIREEZS

ELNFS

RBEYMR

=
=

=
=

=
=

=
=

iy

Hm
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1115
REMESH , BE

: AssociateGlobalAcc
elerationInstance

RiTfEs i,
SLAIID

[EimARSS 2RATBAY
Region , i% Regionld
wRERTEEN,

[EimiRGSESRE | 3THF
Ecsinstance ( E BN
KRN IRSSES

ECS) #0

SibInstance ( EHB M4
ERNREISE ) | B
IAA Ecslnstance ,

RARSERIRSEE
ID, HEISFVPCEEE
ECS =f SLB 3LfIID,
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HIR
RIS

InvalidRegionld.Not
Found

InvalidGlobalAcceler
ationInstanceld.NotF
ound

InvalidBackendServe
rid.NotFound

InvalidBackendServe
rRegionld.NotFound

InvalidBackendServe
rType.NotFound

IncorrectGlobalAccel
erationInstanceldSta
tus

InvalidBackendServe
rRegionld.Mismatch

CountLimitExceeded
AssociatedGlobalAc
celerationInstanceO
nBackendServer

InvalidBackendServe
rId.NotInVPC

TaskConflict.Associat
eGlobalAccelerationl
nstance

InvalidBackendServe
rRegionld.EqualRegi
onld

MissingParameter

HHid

The specified
Regionld is not
found.

The specified
GlobalAccelerationln
stanceld is not
found.

The specified
BackendServerld is
not found.

The specified
BackendServerRegio
nld is not found.

The specified
BackendServerType
is not supported.

Current
GlobalAccelerationIn
stance status does
not support this
operation.

The specified
BackendServerRegio
nld is not in the
GlobalAccelerationln
stance’ s
Servicelocation.

The count of
GlobalAccelerationIn
stances can be
associated on one
BackendServer has
reach the limit .

The specified
BackendServerld is
not in VPC.

Operate too
frequent.

The specified
BackendServerRegio
nld can not be the
same as Regionld.

The input parameter
% that is mandatory

Http RSB

404

404

404

404

404

400

400

404

400

400

400

400
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BY

E7ERY Regionld 7
.

EEIMELFIAFE.

[EimARSS AL

°

IEERY
BackendServerRegio
nld A7FE

IEEREImIRSS AR A
R32FF.

TEERIEBRINESEAIMA
ARSI

IEERY
BackendServerRegio
nld AREEBRIMESLS]
RORRSS X,

—NEimRSS LIS E
FRESEQIINEISNITE S e=sP
Bl EPR.

1EEm
BackendServerld A&~
2 VPC 38,

BESTIRE,

IERERY
BackendServerRegio
nld A~g£5 Regionld
=,

INESEURIERE.
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for processing this
request is not
supplied.

B
R

https://vpc.aliyuncs.com/?action=AssociateGlobalAccelerationInstance
B <RHIFRSE>

&Regionld=ap-southeast-1
&GlobalAccelerationInstanceld=ga-aabbccddaabb
&BackendServerRegionld=ap-northeast-1

&BackendServerld =i-6welge5qfxxxxxx
&BackendServerType=EcsInstance

RERA

JSON#EZ

{
"Requestld": "DDF2CC38-76C7-4000-909D-B2088158AEDA"
}

SRR S 25
i

22 SR L ESSKYIPSER N i e

ITREH

BIR Al RBEYM
Action String =
Regionld String =

GlobalAccelerationl

nstanceld String

Hm
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fEk
REMESE , BE

: UnassociateGlobalA
ccelerationlnstance

PTEshiE,

SEAIID
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R

RS )% Http A& ‘X
. . The specified e :
}:r;vlfrl:glRegmnId.Not Regionld is not 404 ;;ZEE’JReglonIdziﬁ
found.
. The specified
InvalidGlobalAcceler . NN
ationInstanceld Notf | ClobalAccelerationIn 0, LEIMELHI ID 7
stanceld is not =
ound
found.
Current
IncorrectGlobalAccel GlobalAccelerationIn . PR S
erationInstanceldSta stance status does 400 ﬁ%gﬁﬁ?gﬁ*w'{k
tus not support this o =Tlug
operation.
The input parameter
% that is mandatory
MissingParameter for processing this 400 WESHCRIEE.

apY
ikl

request is not
supplied.

https://vpc.aliyuncs.com/?action=UnassociateGlobalAccelerationInstance

Q<A HIFKRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld=ga-t4nluhubn417xxxxxxxx

REH

JSON#E=

{

"Requestld": "BD5BCEE8-F62C-40C2-9AC3-8IXXXXXXXXX"

}
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SifainiRSS 2R ER S BRINEL A
ik

HihaimiRSS R4 ERI 2 BRIMESL,
==
BREHN
2R - Six BEYM AR

REMESE , BlE

: DescribeServerRelat

. . =
Action String = edGlobalAccelerationl
nstances
Regionld String 2 FriEithiag
AJi%{&E 79 EcsInstance
#0 SlbInstance , 98I3E
ServerType String B 7RSLAIZEEY 9 ECS Ffh
59 , BOAMER
Ecslnstance,
G HIRSS S8 AT
Serverld String 2 fgjjra—l fR5S #EAISER]
‘
R[EIEH
& Sem ik
ServerRelatedGlobalAccel ServerRelatedGlobalAccel ServerRelatedGlobalAccelerationIn
erationInstances erationInstanceSetType stanceltemTypeZEpkfiYArray
=]
tHIR
RIS sk Http %575 EY
InvalidRegionld.Not The specified IEERIRegionld A~ fF
Found : Regionld is not 404 T:TI_:
found.
. The specified BEER
Ir?(;/?\lllgt?:?)%ksgdServe Serverld is not 404 BackendServerld A~
) found. peras
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|
Rl

https://vpc.aliyuncs.com/?action=DescribeServerRelatedGlobalAccelerationInstances
B <RHIFREH>

&Regionld=ap-northeast-1

&Serverld=i-6wefye5LXXXXXXXXXX

RERA

JSON#EZ

{

"GlobalAccelerationInstances": {
"GlobalAccelerationInstance": [

{

"GlobalAccelerationIlnstanceld": "ga-t4nku6vvIxxxxxxxxx",
"IpAddress": "12.34.56.78",

"Regionld": "ap-southeast-1",

"ServerlpAddress": "172.24.52.234"

}

]

b

"Requestld": "A8252014-D8DE-4D85-AF35-AFEXXXXXXX"
}

HFHEAPL

BINEIPEIHEFHEEE

R
IAEIPRIHERTE
BREH
BYEMR SHER BEIE EEiHRA
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BN VPC AV, 3i=1=7]
Regionld String IR region no
BandwidthPackageld = String WA BAHHEeld
eipf¥Instanceld, {¥
IFETERAYEIPSLA
IAZIR=®ES , B
IpInstanceld String W HESEAEIPLER

REISY :

ESERR
N

=

iR
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

InvalidIpInstanceld.NotFoun
d

IpInstanceld.AlreadyInBandw
idthPackage

IpInstanceld.BizStatusInvalid

IpInstanceld.ChargeType.Not
Support

BandwidthPackageld.InvalidB

izStatus

IpInstanceld.QuotaExceeded

<pl:

ESid
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld
does not exist in our records.

The specified Eip Instanceld
already in
bandwidthPackage.

The specified Eip BizStatus is
Disable, Cannot add to
bandwidthPackage.

The specified Eip instance is
PrePaid type, Cannot add to
BandwidthPackage.

The specified
BandwidthPackageld has
been FinancialLocked,
Cannot add Ip.

The specified
BandwidthPackageld has too
many ip in it. exceed the
quota, Cannot add more.

226

—/Nregion JBZIEIPE

B EEIMEIPSLA]
ID , B EIPEIAE
Ci@idAPIEIS,

WL

Requestld

HttpStatus

404

404

404

400

400

400

400

400
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ERTB

https://vpc.aliyuncs.com/?Action=AddCommonBandwidthPackagelp
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&IpInstanceld=eip-
bp13e9i2qst4g6jzi35tc

Q< NEHERSE>

IREIE
XMLg

<AddCommonBandwidthPackagelpResponse >
<Requestld>01FDDD49-C4B7-4D2A-A8E5-A93915C450A6 </Requestld>
</AddCommonBandwidthPackagelpResponse>

JSON #&3%

SIEHETES

R
flEH=TERE
BREH
SHEWR SRR BEHiE =18
Action String WAIR &Izg?;ﬁgggrgg nBand
Regionld String IR fg:;\kg’zﬁgcun_
Bandwidth Integer IR ERTRE SR Mbps
mET R | BYE
InternetChargeType String ai% ﬁa;aB{/g%Baggi\ivgth\
PayByBandwidth
iR Bl , BUESE
El210~100 , J4F2
o/ o
Ratio Integer i i%w.(lj?ﬁ&{gﬁé’fg
100 , FAFBAEfE
o
Name String aisk B
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Description String aJ

(&
it
¢

REISH :

BEER it i
BandwidthPackageld String ARG EoRIME—Id

FEIRS:
ErrCode Message HttpStatus

The Regionld provided does

not exist in our records. 404

InvalidRegionld.NotFound

P
=]

https://vpc.aliyuncs.com/?Action=CreateCommonBandwidthPackage
&RegionID=cn-hangzhou&Bandwidth=10

B <RIHIFRSE>
BEE
XMLE=

<CreateCommonBandwidthPackageResponse>

<BandwidthPackageld >cbwp-bplvevu8h3ieh5xkcdhdy </BandwidthPackageld >
<Requestld>FF39F653-033E-4CD9-9EDF-3CCA5A71FBC3 </Requestld >
</CreateCommonBandwidthPackageResponse >

JSON 1&gz

MpRH=ERES

AR
bt
EREH
BHER Eoesid RET EN{EiE
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LTEML VPC AV Ei=(=]
. . - DeleteCommonBand
Action String W widthPackage
Regionld String IR region no
BandwidthPackageld  String aisk BAHHEeld
PIAEfalse , truezk
. ToRbkR , SIEER
Force boolean i T S
Gkl
REISE
Ay mﬁ
1)
BREETR x8 L)
NHBH String
PR

ErrCode Message HttpStatus
InvalidRegionld.NotFound The Regiand provided does 404

not exist in our records.

. . The specified

InvalidBandwidthPackageld. BandwidthPackageld does 404
NotFound A

not exist in our records.

The specified
DependencyViolation.ip BandwidthPackageld has eip 400

0
- pan]

init.

https://vpc.aliyuncs.com/?Action=DeleteCommonBandwidthPackage
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

B <RIBFRSE>
REFE
XML

<DeleteCommonBandwidthPackageResponse>
<Requestld >B400EF57-60E3-4D61-B8FB-7FA8F72DF5A6</Requestld >
</DeleteCommonBandwidthPackageResponse >

JSON #&=
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EHRasIR

R
TEHEESIR
BEREH
SHEWR E o eSidl P pin BY{EikAA
. . " DescribeCommonBa
Action String B ndwidthPackages
RegionId String IR region no
BandwidthPackageld = String W BAHHEald
PageNumber Integer alik AL,
PageSize Integer Eljvid FHA10 |, K50
IREISE
RERTR Sid] Bk BA
CommonBandwidthPackages CommonBandwidthPackage CommonBandwidthPackage
SetType FIES
TotalCount Integer R REHE
PageNumber Integer EEIpUL]
PageSize Integer E Ly b= =
CommonBandwidthPackageSetType:
FERAER i) BB
BandwidthPackageld String hoatld
Name String BFR
Description String A
Bandwidth Integer TeaiE Mbps
InternetChargeType String PayBy95 or PayByBandwidth
Ratio {RIERELHI
Regionld String regionf5 2
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CreationTime String
InstanceChargeType String
BusinessStatus String

PubliclpAddresses PubliclpAddresseSet

PubliclpAddresseSet :

FEREWR Sl

IpAddress String

Allocationld String
e

ErrCode Message

The Regionld provided does

InvalidRegionld.NotFound 2
not exist in our records.

Bl
SRR

https://vpc.aliyuncs.com/?Action=DescribeCommonBandwidthPackages
&RegionID=cn-hangzhou

<A HIEFKRSH>
IREIRA
XMLER,

<DescribeCommonBandwidthPackagesResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>20E6FD1C-7321-4DAD-BDFD-EC8769E4AA33 </Requestld >
<CommonBandwidthPackages>

<CommonBandwidthPackage>

<Description/>

<Zoneld>cn-hangzhou-d</Zoneld >
<InternetChargeType>PayByBandwidth</InternetChargeType>
<Name>abc</Name>
<CreationTime>2017-06-28T06:39:20Z</CreationTime >
<Status>Available</Status>

<BandwidthPackageld >cbwp-bplvevu8h3ieh5xkcdhdy </BandwidthPackageld >

231

IEERTE : $8= : " 2017-06-
08T03:44:31Z"

SCERZERY | PostPaid ,
PrePaid

Normal&ERIEE
, FinancialLocked , XZ&

PubliclpAddresseFliz

BEHEA
Witttk
~MipAYinstanceld

HttpStatus

404
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<BusinessStatus>Normal</BusinessStatus>
<Regionld>cn-hangzhou</Regionld >
<Ratio>100</Ratio>

<InstanceChargeType>PostPaid </InstanceChargeType>
<PublicIpAddresses>

<PubliclpAddresse>
<IpAddress>116.62.129.250</IpAddress>
<Allocationld>eip-bp13e9i2qst4g6jzi35tc</Allocationld >
</PubliclpAddresse>

</PubliclpAddresses>

<Bandwidth>20</Bandwidth>
</CommonBandwidthPackage>
</CommonBandwidthPackages>
</DescribeCommonBandwidthPackagesResponse >

JSON #&3{

IEAGEEE B MRMEIR

1R
1M SRR

BHER e eSidl BETI%
Action String WA
Regionld String IR
BandwidthPackageld String AR
Name String A%
Description String Eljvd

REETR pSidl

NHSE String

FERhg:

ErrCode Message

232

EW&iRAA

ModifyCommonBan
dwidthPackageAttrib
ute

region no
EAmEeld
BIR

i35

Requestld

HttpStatus
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The Regionld provided does

InvalidRegionld.NotFound o
not exist in our records.

404

The specified
BandwidthPackageld does 404
not exist in our records.

InvalidBandwidthPackageld.
NotFound

a5
ESRoRi

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageAttribute
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&name=abc

B <RHIFRSH>
REE
XMLRE=

<ModifyCommonBandwidthPackageAttributeResponse>
<Requestld>B450CAD8-50BC-4506-ADA7-35C6CE63E96B </Requestld>
</ModifyCommonBandwidthPackageAttributeResponse >

JSON #&={

HER

BRI BRI E IR ITGEE | RIS TR,

B

SHEWR SRR BEHiE =18
ModifyCommonBan
Action String WIR dwidthPackagePayT
ype
Regionld String IR i%ii%ﬁl;i, gicn-
BandwidthPackageld  String WA HE=HEID,
AJiE{E/9 Month &
PricingCycle String ik \I\(/Iesrr]fhf%hMEjﬂ
gnERELR B B RN
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Duration

AutoPay

REISE

REEZHR

AHEH

=

1JEAID

FEIR0S

ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.

NotFound

InvalidIpInstanceld.NotFoun

d

BandwidthPackageld.InvalidB

izStatus

Nl

- Sie]
String
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld

does not exist in our records.

The specified
BandwidthPackageld has
been FinancialLocked,
Cannot add Ip.

234

EEixE8

¥EiEMonth |, w054
e N E iR ear,

ANEEN1-36 , EOA
BNl

N5 PricingCycle/s
Month , iZ2¥RE
BITTERIB DI
, SNERGNER
PricingCycles

Year , 1Z8#UNERMR
139‘%8’\]&%5( , BXAEN

AlEEN true SE
false , BRAEN
false,

BREET , B
ifktrue , ERITEG
BT {Tikfalse,

Requestld

Orderld

HttpStatus

404

404

404

400
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iRl

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackagePayType&AutoPay=true&BandwidthPackagel
d=cbwp-uf6lrxnumwwijkttaurhuv&Duration=2&Format=xml&PricingCycle=Month&Regionld=cn-shanghai
Q< NEHERSE>

R [E75)

XMLASZ,

<ModifyCommonBandwidthPackagePayTypeResponse>
<Message>successful</Message>
<Orderld>201537911580148</Orderld>
<Requestld>0CEBAFA2-3FE9-4008-BF1F-B7C5E66015D9 </Requestld >
<Code>200</Code>
</ModifyCommonBandwidthPackagePayTypeResponse>

HE R ORETR

SHEWR % C Sl BEHiE & AA
. . A ModifyCommonBan
Action String IR dwidthPackageSpec
RegionId String IR region no
Bandwidth Integer IR BERTRE SR Mbps
BandwidthPackageld  String WA BAHHEeld
R[ESE -
IBSER Sl EN{&isH
NHSH String Requestld
R
ErrCode Message HttpStatus
InvalidRegionld.NotFound The Regionld provided does 404
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not exist in our records.

. . The specified
InvalidBandwidthPackageld. BandwidthPackageld does
NotFound L

not exist in our records.
B:
BT

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageSpec

&RegionID=cn-hangzhou&Bandwidth=20&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

Q< AFEERSE>
RE7B
XML

<ModifyCommonBandwidthPackageSpecResponse>
<Requestld>7F129000-F929-4AF5-BE8D-BAE434C79530</Requestld>
</ModifyCommonBandwidthPackageSpecResponse>

JSON #&3{

iR RIEIP
A

bR s L HAYEIP

BERSE
BEEBR 2 C Sl BETiE
Action String WA
Regionld String WAIR
BandwidthPackageld = String WAIR
IpInstanceld String WA

IRMEIESEY :
REETR Sl

236

BW&iRAE

RemoveCommonBa
ndwidthPackagelp

region no
BRAmEEld
eipAYInstanceld



TBENZE VPC Fr&iera
NHSH String Requestld
FER:

ErrCode Message HttpStatus
InvalidRegionld.NotFound The Regu_:nld provided does 404

not exist in our records.

. . The specified

InvalidBandwidthPackageld. BandwidthPackageld does 404
NotFound A

not exist in our records.
InvalidIpInstanceld.NotFoun The specified Eip Instanceld 404

d

a5
=p x|

does not exist in our records.

https://vpc.aliyuncs.com/?Action=RemoveCommonBandwidthPackagelp

&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&IpInstanceld=eip-

bp13e9i2qst4g6jzi35tc
B <RHIFRSE>

REE
XMLg,

<RemoveCommonBandwidthPackagelpResponse>
<Requestld>0876DAB2-6A86-479B-96BC-C5A2458568D2 </Requestld >
</RemoveCommonBandwidthPackagelpResponse>

JSON #&z{

InEEECEO

/1174

BEIINATH R B = R
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RANE=SENAPEZO |, [FRAYDescribeBandwidthPackageMonitorDataiz 1352018128300 /=1E

R3S

FrEEEIAYER | WANATEREEESHETE LAAEIPALCE

b~Z AT

Metric ISR FR
net_rx.rate ML RN B
net_tx.rate RILE TR B
net_rx.Pkgs R RANEUEE
net_tx.Pkgs et w3 ¢ )

R AR

net_tx.ratePercent

SSHEANEREE (—SEEE S KIENEEEE ) -

- 60s
- 600s
- 3600s

FFARER  SEMRREISE,

VBT

FAER S5 anix > ARSI

DEMTESF=H

HFAER  SEMRGERSE,

EiFAPIE

FAER  S5oniE > EihEE.

APHEFETHY

2l

bits/s
bits/s
packages/s
packages/s
%

BIR
APLE AL

Version

=

metrics.cn-
beijing.aliyuncs.com

2017-03-01

238

ki

TR |
LEiESE TR,

FRERIESEEARL.

5=



LB VPC A, Zi={=]

Action QueryMetricList HEAERESEEmANEEIE,
s SEaEL I5t9s

Project acs_nat_gateway HFAERESE MRS E
ERTLABYER -
net_rx.rate
net_rx.Pkgs

Metric net_tx.rate net_tx.Pkgs
net_tx.ratePercent
FHRERESEMRIRERS®E
B SEEESNATEEE A
ID , #bwp-
2zenj97hdzI0Ilhe3up9e ; B}
HEHELBID |, Wcbwp-

Dimensions [{ “instanceld” :" bwp- 2ze2iclxd2geqkl45pn4u,

2zenj97hdzI0I1he3up9e” }] Dimensions %}"foﬁ}ﬁﬁﬁtiﬁ%

5, BS  HES  XiES
9% %ﬁ%ﬁlﬁm)\ GRS
1%, FREEESEERE
?EO

StartTime 2017-10-15 00:00:00 FHEEIESEENRIEEUE.

EndTime 2017-10-15 00:05:00 FHEEIESEENRIEEUE.

Period 60 FHRERESEEARELIE.

R[EISE
RS E E E S EE,
tHIRS

H(E S S ERE,
i/l
=Gl

http://metrics.cn-
beijing.aliyuncs.com/?Signature=X71rjrjNU4qVZSbke2sNQHtsCBo%3D&AccessKeyld=LTAIqioQKmVIPD2n&Action
=QueryMetricList&Dimensions=[{%22instanceld%22:%22bwp-2zenj97hdzl0l1he3up9e%22}]&EndTime=2017-10-
15%2000:05:00&Format=xmI&Metric=net_tx.rate&Project=acs_nat_gateway&SignatureMethod=HMAC-
SHAl&SignatureNonce=f4c23f16-1187-483e-b21f-7f99cd69564f&SignatureVersion=1.0&StartTime=2017-10-
15%2000:00:00&Timestamp=2017-10-16T08:31:50Z&Version=2017-03-01
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RERA

XMLAEZL

<?xml version="1.0' encoding="UTF-8'?>
<QueryMetricListResponse>

<Period>60</Period>

<Datapoints>

<Datapoints>
<timestamp>1507996860000</timestamp>
<Value>8190</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507996920000</timestamp>
<Value>6608</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e </instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507996980000</timestamp>
<Value>8018.64</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0l1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997040000</timestamp>
<Value>4904</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e </instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997100000</timestamp>
<Value>6196</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0l1he3up9e</instanceld >
</Datapoints>

</Datapoints>
<Requestld>347D58D4-E5EA-4178-95BA-05F4673919B9 </Requestld>
<Success>true</Success>

<Code>200</Code>

</QueryMetricListResponse>

fiig

BiiEER =T RS ENEEIPHERES.

SRFAY MR T AIAE -
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-RX : EUURE | B IBytes ;

-TX  RIERE |, BAI/9Bytes ;

-Flow : &RE (BaREMRK ) (=RX + TX) , B ABytes ;

- ReceivedBandwidth : #EUEIEFIS™ 5 ( =RX/Period ) , B{i/ABytes/s ;

- TransportedBandwidth : &IXEHETIYHEE ( =TX/Period ) , BifiBytes/s ;

- Bandwidth : Y5 (K&K ) (=Flow/Period) , B{i79Bytes/s ;
- Packets : RIXFIHRWRISIRIZEL , BBALAN ;

HSHEIANEREE (—SEEEa S RKIEREsdE ) -

- 60s
- 600s
- 3600s

EiFRESEeE

- StartTime :
- WUINFERIRTE
- WIHERIA—1HAZHN
- EndTime :
- WU ERIRTE
- ( EndTime - StartTime ) / Period #7fi<= 200

RS

EA

Action

Regionld

Allocationld

StartTime

EndTime

e

String

String

String

String

String

Him

Hm

Hm

Hm

Hm
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HEHEEPHARK
IPEYAllocationId

IRENZEHEAUEIAAT )

: 1ZH8 ISO8601 tEER
™, FEEFERB UTCH
B, =79 YYYY-
MM-DDThh:mm:ssZ,
WRMWAZ 00, WEZEN
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MM-DDThh:mm:ssZ,
WSERFAE 00, MEm
B9 F—o #hFraaad

SREUR = BORAIREE
;BB MR
, — NIRRT
Z AR AR NAYEE

Period String )
AJi%(E : 60 | 600 |
3600
FRIA 60 7,
R[EISE
B ESid Hiik

BandwidthPackagePublicl 1P iR
PMonitorDataSethype BandwidthPackagePubliclPMonitor

DataltemTypeBREAIES

MonitorData

=

TODO
apY
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=xml|&TimeStamp=2016-08-
18T08%3A58%3A52Z&Regionld=cn-
shanghai&Period=600&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&StartTime=2016-08-
17T14%3A00%3A00Z&Signature=Sb9HDrBwS2z7FLig%2F461%2BLXFX75%3D&Action=DescribeBandwidthPackageP
ubliclpMonitorData&SignatureNonce=fc7b2405-6521-11e6-bd54-2cf0ee28adf2&EndTime=2016-08-
18T17%3A00%3A00Z&Allocationld=nateip-ebg8ebmaq

IR[E7~5)
XMLt

<?xml version="1.0" encoding="utf-8"?>

<DescribeBandwidthPackagePubliclpMonitorDataResponse>
<MonitorDatas>
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<MonitorData>
<TimeStamp>2016-08-17T16:30:00Z</TimeStamp >
<Flow>684112008 </Flow>

<RX>645565748</RX>

<TransportedBandwidth>64243 </TransportedBandwidth>
<Packets>1715800</Packets>

<TX>38546260</TX>
<ReceivedBandwidth>1075942</ReceivedBandwidth>
<Bandwidth>1140186</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T14:50:00Z</TimeStamp >
<Flow>2984655</Flow>

<RX>2911613</RX>
<TransportedBandwidth>121</TransportedBandwidth>
<Packets>3309</Packets>

<TX>73042</TX>
<ReceivedBandwidth>4852</ReceivedBandwidth>
<Bandwidth>4974 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:40:00Z</TimeStamp >
<Flow>402284862</Flow>

<RX>378446412</RX>
<TransportedBandwidth>39730</TransportedBandwidth>
<Packets>1022979</Packets>

<TX>23838450</TX>

<ReceivedBandwidth>630744 </ReceivedBandwidth>
<Bandwidth>670474</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:30:00Z </TimeStamp >
<Flow>330473138</Flow>

<RX>310734504 </RX>

<TransportedBandwidth>32897 </TransportedBandwidth>
<Packets>841845</Packets>

<TX>19738634</TX>
<ReceivedBandwidth>517890</ReceivedBandwidth>
<Bandwidth>550788</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:10:00Z</TimeStamp >
<Flow>385157738</Flow>

<RX>361935790</RX>

<TransportedBandwidth>38703 </TransportedBandwidth>
<Packets>984581 </Packets>

<TX>23221948</TX>

<ReceivedBandwidth>603226 </ReceivedBandwidth>
<Bandwidth>641929</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:00:00Z</TimeStamp >
<Flow>369814238</Flow>

<RX>347884682</RX>

<TransportedBandwidth>36549 </TransportedBandwidth>
<Packets>940426</Packets>
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<TX>21929556</TX>

<ReceivedBandwidth>579807 </ReceivedBandwidth>
<Bandwidth>616357</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:50:00Z </TimeStamp >
<Flow>289658680</Flow>

<RX>272298863</RX>

<TransportedBandwidth>28933 </TransportedBandwidth>
<Packets>738351</Packets>

<TX>17359817</TX>
<ReceivedBandwidth>453831</ReceivedBandwidth>
<Bandwidth>482764</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:10:00Z</TimeStamp >
<Flow>329987258 </Flow>

<RX>309588891 </RX>

<TransportedBandwidth>33997 </TransportedBandwidth>
<Packets>849616</Packets>

<TX>20398367</TX>
<ReceivedBandwidth>515981</ReceivedBandwidth>
<Bandwidth>549978 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:00:00Z</TimeStamp >
<Flow>584627748</Flow>

<RX>565902763 </RX>

<TransportedBandwidth>31208 </TransportedBandwidth>
<Packets>850916</Packets>

<TX>18724985</TX>
<ReceivedBandwidth>943171</ReceivedBandwidth>
<Bandwidth>974379</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:20:00Z</TimeStamp >
<Flow>373465592</Flow>

<RX>350874730</RX>
<TransportedBandwidth>37651</TransportedBandwidth>
<Packets>952816</Packets>

<TX>22590862</TX>
<ReceivedBandwidth>584791</ReceivedBandwidth>
<Bandwidth>622442</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:20:00Z </TimeStamp >
<Flow>412303886</Flow>

<RX>387678827</RX>
<TransportedBandwidth>41041</TransportedBandwidth>
<Packets>1050062 </Packets>

<TX>24625059</TX>
<ReceivedBandwidth>646131</ReceivedBandwidth>
<Bandwidth>687173</Bandwidth>

</MonitorData>

</MonitorDatas>
<Requestld>3857BEE6-B7BB-4373-B7A4-F59D02B9BB24 < /Requestld >
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</DescribeBandwidthPackagePubliclpMonitorDataResponse>

JSON#EZ

{

"MonitorDatas": {
"MonitorData": [

{

"Bandwidth": 1140186,

"Flow": 684112008,

"Packets": 1715800,

"RX": 645565748,
"ReceivedBandwidth": 1075942,
"TX": 38546260,

"TimeStamp": "2016-08-17T716:30:00Z",
"TransportedBandwidth": 64243
b

{
"Bandwidth": 4974,

"Flow": 2984655,

"Packets": 3309,

"RX": 2911613,

"ReceivedBandwidth": 4852,

"TX": 73042,

"TimeStamp": "2016-08-17T14:50:00Z",
"TransportedBandwidth": 121

b

{
"Bandwidth": 670474,

"Flow": 402284862,

"Packets": 1022979,

"RX": 378446412,
"ReceivedBandwidth": 630744,

"TX": 23838450,

"TimeStamp": "2016-08-17T15:40:00Z",
"TransportedBandwidth": 39730

b

{

"Bandwidth": 550788,

"Flow": 330473138,

"Packets": 841845,

"RX": 310734504,
"ReceivedBandwidth": 517890,

"TX": 19738634,

"TimeStamp": "2016-08-17T15:30:00Z",
"TransportedBandwidth": 32897

b

{
"Bandwidth": 641929,

"Flow": 385157738,

"Packets": 984581,

"RX": 361935790,
"ReceivedBandwidth": 603226,
"TX": 23221948,
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"TimeStamp": "2016-08-17T16:10:00Z",
"TransportedBandwidth": 38703

b

{

"Bandwidth": 616357,

"Flow": 369814238,

"Packets": 940426,

"RX": 347884682,
"ReceivedBandwidth": 579807,

"TX": 21929556,

"TimeStamp": "2016-08-17T16:00:00Z",
"TransportedBandwidth": 36549

b

{

"Bandwidth": 482764,

"Flow": 289658680,

"Packets": 738351,

"RX": 272298863,
"ReceivedBandwidth": 453831,

"TX": 17359817,

"TimeStamp": "2016-08-17T15:50:00Z",
"TransportedBandwidth": 28933

b

{

"Bandwidth": 549978,

"Flow": 329987258,

"Packets": 849616,

"RX": 309588891,
"ReceivedBandwidth": 515981,

"TX": 20398367,

"TimeStamp": "2016-08-17T15:10:00Z",
"TransportedBandwidth": 33997

B

{
"Bandwidth": 974379,

"Flow": 584627748,

"Packets": 850916,

"RX": 565902763,
"ReceivedBandwidth": 943171,
"TX": 18724985,

"TimeStamp": "2016-08-17T15:00:00Z",
"TransportedBandwidth": 31208
b

{

"Bandwidth": 622442,

"Flow": 373465592,

"Packets": 952816,

"RX": 350874730,
"ReceivedBandwidth": 584791,
"TX": 22590862,

"TimeStamp": "2016-08-17T16:20:00Z",
"TransportedBandwidth": 37651
by

{

"Bandwidth": 687173,

"Flow": 412303886,
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"Packets": 1050062,

"RX": 387678827,
"ReceivedBandwidth": 646131,

"TX": 24625059,

"TimeStamp": "2016-08-17T15:20:00Z",
"TransportedBandwidth": 41041

}

]

b
"Requestld": "A5A50001-4D2A-4E69-9418-075AD506D54C"
}

/1143

BERUEAKIPRSIEES

- —IREARBIFRE2005% EEE4E | (1RIEER ( EndTime — StartTime ) / Peroid > 200 , MiR[E]

R,

- YNER EndTime - StartTime < period , MFIR[A] StartTime — N RAYEUE.

RS

2R E-Sit) BEYMR
Action String =
Allocationld String =
StartTime String =
EndTime String =
Period Integer B
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RAEHESE , BE
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Data

Eip AYERIS Id,

SRENEHEAIEIART )

: {£HB 1SO8601 tRrfEsk
™, FFREFER UTC R
B, 8=/ YYYY-
MM-DDThh:mm:ssZ,
NEMAZ 00, NEzm0
BUOA TN—2 hFFaand

SRENEERYLESRAT IR =

: ¥%B8 ISO8601 frER
=, HEEER UTC BF
&, &L YYYY-
MM-DDThh:mm:ssZ,
WNERAZ 00, MBz
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BEIZH

B

EipMonitorDatas

=]

s

EipMonitorDataSetType

i

ERRB AR Http R85
InvalidAllocationlId.N Specified allocation 400
otFound id is not found.
InvalidStartTime.Mal Specified start time
: 400
formed is malformed.
InvalidEndTime.Malf Specified end time is
400
ormed malformed.
Specified value of
InvalidParameter “Period” is not 400
valid
. . Specified operation
OperationDenied.To < denied as too 400

oManyDataQueried

many data to return.

apY
Rl

https://vpc.aliyuncs.com/?Action= DescribeEipMonitorData
&Allocationld=eip-2578g5v5a
&StartTime=2014-10-29T23:00:00Z
&EndTime=2014-10-30T08:00:00Z

<RNHIFRSH>

\ —
IR [E]73~5)
XMLAEZ,
<DescribeEipMonitorDataResponse>
<Requestld>C8B26B44-0189-443E-9816-D951F59623A9 </Requestld >

<EipMonitorDatas>
<EipMonitorData>

248

SCAIRY M EE

EipMonitorDataType $iE&ES.

BEX

EIP #AZ|
StartTime BXASE
EndTime I8 AEI%

Period AEEUESEE
2]

BRREAKRS , B5E
REIEILE
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<EipRX>122</EipRX>

<EipTX>343</EipTX>

<EipFlow>675</EipFlow>
<EipPackets>3434</EipPackets>
<EipBandwidth>10</EipBandwidth>
<TimeStamp>2010-01-21T09:50:23Z </TimeStamp >
</EipMonitorData>

</EipMonitorDatas>
</DescribeEipMonitorDataResponse>

JSON#&=L

{

"Requestld": "C8B26B44-0189-443E-9816-D951F59623A9",
"EipMonitorDatas": {
"EipMonitorData": [{

"EipRX": "122",

"EipTX": "343",

"EipFlow": "675",

"EipPackets": "3434",

"EipBandwidth": "10",

"IntranetFlow": 675,
"IntranetBandwidth": 10,

"TimeStamp": "2010-01-21T09:50:23Z",
i

}

HilaR o<

fid
ITREH

&R Al RBEYM fEk
REMESE , BE

. . =
Action String = : DescribeRegions
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Regions RegionType (S8 RegionType HRYHIES
A= |
EIh
SE NIRRT

a7
iGNl

https://vpc.aliyuncs.com/?Action=DescribeRegions
B <RHIFRSH>

IR Bl

XMLAE=(

<DescribeRegionsResponse>
<Requestld>611CB80C-B6A9-43DB-9E38-0BOAC3DIB58F </Requestld>
<Regions>

<Region>

<Regionld>cn-hangzhou </RegionId>
</Region>

<Region>
<Regionld>cn-gingdao</Regionld>
</Region>

</Regions>
</DescribeRegionsResponse>

JSON#&=

{
"Requestld": "611CB80C-B6A9-43DB-9E38-0BOAC3D9B58F",

"Regions": {

"Region": [{

"Regionld": "cn-hangzhou "
b

{

"Regionld": "cn-gingdao”

1

}
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/174
RS

EA

Action

Regionld

BEIZH

AR

Zones

R

HiRUS

MissingParameter

|
Rl

KB
String

String

E S
ZoneType

)2

The input parameter

"Regionld” thatis
mandatory for
processing this
request is not
supplied.

https://vpc.aliyuncs.com/?Action=DescribeZones

&Regionld=cn-hangzhou

B ASEREH
TN

XMLAEZL
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AFESE , BB
: DescribeZones

B#x Regionld

1)
FIEFIMSE ZoneType HRRMIES

EX

fiR/> Regionld & ( &
FriE Rt sERIZFER
FoIUEFBILE Region )



EBEME VPC Frkigr

<DescribeZonesResponse>

<Zones>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-d</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-b</Zoneld >
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

</Zones>
<Requestld>6DB97BCC-92BA-424D-A7C8-3F6486612BAE </Requestld >
</DescribeZonesResponse >

JSONI&=,

{

"Requestld": "A347EFOE-BBCC-4EFA-BD79-27AA3ACFD1BF",
"Zones": {

"Zone": [

{

"AvailableDiskCategories™: {
"DiskCategories": [

"cloud”

]

b
"AvailableResourceCreation": {
"ResourceTypes": [

"Instance”,

"Disk"

]

b

"LocalName": "",

"Zoneld": "cn-hangzhou-d"
L

{
"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]
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}

"ResourceTypes": [
"Instance”,

"Disk"

]

2

"LocalName": "",
"Zoneld": "cn-hangzhou-b"

}
]
}
}

s

- B1fARegionEE FHIFFEELIENR (AccessPoint ) BYFAER

IBKEH
i

Action

Regionld

Type

PageNumber

PageSize

"AvailableResourceCreation": {

e

String

String

String

Integer

Integer

BB

=
=

el

iy

iy

iy
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, MEEEEERTE
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-VPC - VPCiz
N
PIEVPCR
RIS
N
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PageNumberAF LR
ZERIIRATS |, MR
ERE—RHRS.

EIREERID TR,
BYEsERE(1,100] , #K
IAA10,



EBEML VPC

Frkigr

BEIZH

RILRESEL , FRATLRESE

BIR Sl
AccessPointSet AccessPointSetType
TotalCount Integer
PageNumber Integer
PageSize Integer
=]
RS
$EIRA R Http A58

The Regionld
provided does not 404
exist in our records.

InvalidRegionld.Not
Found

#aEskE

/1174

BATEENRERNES. HAccessPointTypeHaxhTlist,

52 t=1

BOURE

FOR

AccessPointType

1743
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BAREERIRE

RS
BORE
FiR

EA

AccessPointld

Type

Status

Name

Description
AttachedRegionld

Location

HostOperator

RKE
String

String

String

String
String

String

String

String

1%
AR (AP)ID

BHENS (AP ) KR8, BNi%(E :
-VPC - VPCIEAR , AJ$E
ZihiRVPCEEIMENE

ESZEIAN

THRENRINS | BIiEE :
- Recommended - KER
9, EEEA
- Hot - BEAEBFRZ , &
IEE
-Full - EABFE® , Ti&
BA

THENR (AP ) BUBFR
THIEAR (AP) BYEAR

BRI EFERIRegion ID , &
BRTEANRYIE ERBT T

Region
TEIEAR (AP ) Fr B s

gﬁ%ﬁ)\é (AP) HEATERIZE
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FER

BandwidthPackageMonitorDataltemType

s

BRREER.
52t=1
BOURE

FOR

BR
RX

i
=i
it

TX
Flow

ReceivedBandwidth

TransportedBandwidth
Bandwidth

Packets

TimeStamp

RE
Integer

Integer
Integer

Integer

Integer
Integer

Integer

String
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FER

BandwidthPackageltemTypeZBiAJArray.

BR
BandwidthPackageld

Regionld

Name

Description

Zoneld

Gatewayld

Bandwidth

InstanceChargeType

InternetChargeType

ISP

PubliclpAddresses

C i)
String

String

String

String

String
String

String

String

String

string

PublicIpAddressSetType
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xx00123

sy

SLHINEREFR | [2, 128] HXEH
XEFERF , RIRARNFEE AT
L, aE8%E, ", &

", ZBELA http:// F0 https://
J:F%o

BEMEAR[[2, 256] NFRF , Ll
BrASEREEHE. NMENAT
. BIASZ., AEELA http:// #0
https:// 7k

ATAX
RBFHINATRIZAIID

(e ; BYESEES-5000 , B
Mbps

SLHIRYTEA . BRINIHRE
(3% BUE : PostPaid : [F{7# , ]
REfEH

i ER2AY | PayByBandwidth |
PayByTraffic’l MEFH—. BAEl
(T2,

PayByTraffic : &in&Eit#
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Allocatedld @ 4FI—NPHELEE M4

Normal (IEE ) .
FinancialLocked ( REZSIEIRES

BusinessStatus string ) . SecurityLocked ( T2
ENRE)
BUFEAYE), FRARISO8601tRERT
CreationTime String , HEEFERUTCEE, 8A

:YYYY-MM-DDThh:mmZ

s

B E M NWIPHESEAIEEY

=2t=1

EORE
e
FHR
BFR i) R
AllocationId String E=cl /N (St o)
IpAddress String SERME/NIIP
Bandwidth Integer iﬁ&fﬁbﬁwlpﬂ’ﬂﬁmﬁﬁﬁﬁﬁ  BAR
ps
InternetChargeType String S MIPEYIT 2R 2.
BEMEANIPSENES
-
RS
EORE
e
FITH
B il R
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Regionld
IpAddress

Allocationld
Status
InstanceType

Instanceld

Bandwidth
InternetChargeType

OperationLocks

AllocationTime

s

B AKIP IS EEIRAIEEY,

52t=1

BOURE

FOR

BFR

EipRX
EipTX
EipFlow

EipBandwidth

String
String
String

String

String

String

Integer

String

OperationLocksType

String

RE

Integer

Integer

Integer

Integer
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SEME 2 RIIPET AT,
SEMEARAIP

S ARIIPSEAITd

S MIPHRIRNT |, B

Associating, Unassociating.
InUsefAvailable

SRIHPERNRIRRIER | SRIsHF
SeH : Ecslnstance|HaVip, #0154
RIARSHTRFYE | WAz,

SEMEAWIPSRISPERIRAYIC ; 2NR
REPENENZ,

SEMELRIIPRI LA BERRIE | EAAZ
5Mbps

S RIIPRILT 2R 752,

LockReason/BRHIFRFEREL4H |, W0
RIREHPENEF T SAHI,

SEchtEl, ZRBISO8601NER

, FFEEERUTCRTE, 8=
YYYY-MM-DDThh:mmZ

3%
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EipPackets Integer

TimeStamp String

s

imCEERMNFIZR,

52t=1

BORE

FOR

ForwardEntryltemType/BifiArray.

it

RO RMNEAER.

57 t=1

BORE
o

FHR
=R Sl
ForwardTableld String
ForwardEntryld String
Externallp String
ExternalPort String
IpProtocol String
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Internallp String
InternalPort String
Status String

fiig

BEIPHIIRIES.

=7t=1

FIECIRE

FOR

BFR Sl
IpAddress String

fig

NATRIXZ ISR,

=7 t=1

EORE

FER

NatGatewayltemTypeZHRAJArray.

fd

NATRKIEIAMEE.

261

ﬁﬁﬂ’ﬂﬁﬁ@iﬂaﬂt , B— T FAMIPIE

ERNBRRD , BUESEEN
1~65535|Any,

HARFENE ; BUESEHE : Pending
| Available | Modifying

3%
IPiit



EBEML VPC

Frkigr

52t=1

BORE

FOR

BR
NatGatewayld
Regionld
Vpcld

Name

Description

Spec

Status

ForwardTablelds

SnatTablelds

BandwidthPackagelds

InstanceChargeType
BusinessStatus

CreationTime

i

String
String
String

String

String

String

String

Array

Array

Array

String

string

String
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sy

FTERIVPC

SEHIREREFR , [2, 128] ZXEH
NFRF , WIRLAKRNF T
L, EEesE ., U, T 8K

"-" . Z<BeLA http:// 0 https://
FHk,

BEXHHAI2, 256] P=FFF , LA
HAREREESIS, MENAE
 BOASZ, AEELA http:// #1
https:// 7k

S EE : Small

STHMRTS.

Initiating #J%aHLF ; LAY, ToiAXS
NatGatewayfEcE , tban , #17
portmap

Available BJF8 ;

Pending Bt&EH ; RS , TiExS
NatGatewayfEcE , tban , #17
portmap

imEEARIAFIR | BRIRSE—K
InOEERE

SNATZ=RAIAFIZ ; BAI—1
NatGateway R&BE—3KSNATER

NatGateway FH9 2 EidFIZE

%@mﬁﬁﬁﬁoamﬁiﬁﬁi
PostPaid : [E1% , ENEEIE

Normal (IEE ) .
FinancialLocked ( RERSITEIRZS
) . SecurityLocked ( Z&/Xz4
ERZ)

BIZERTE), RRBISO8601RER
, HFEEFERUTCHE, &R
:YYYY-MM-DDThh:mmZ
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7%

- BAZNEHE T —HEERSIE.

- XFFECMPZEEIRTERH,

=2t=1

NextHopList

FER

NextHopltemType

fai

- BRBAE—T—HEIERIEIE.

=7t=1

NextHopltem

FIR
i

NextHopType

NextHopld
Enabled

Weight

/1143

HE

String

String
Integer

Integer
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)
T—BEROBERRISREE | ANAER

Instance|Tunnel|HaVip|RouterInt
erface

T—BESLHIID

ZT—HREEYTA  1FR~IA
, 0RT=ATH

1Z F—BRIER A E
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BRRIMERESRE

52 t=1

OperationLock

FOR

B it ik
PliELE
- financial : AR ZEEHE
LockReason String - security : AR EREHH
E

/1174

BEYIRLESEES, HPhysicalConnectionTypeHALHYlist,

57 t=1

BEORE

FOR

PhysicalConnectionType

7%

LEMETLERNES

=2t=1
BORE

& s sk
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PhysicalConnectionld

AccessPointld

Type

Status

BusinessStatus

CreationTime

EnabledTime

LineOperator

String
String

String

String

String

String

String

String
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YIIEELAId
EHENRRI
B, TIE -
- VPC - VPCHEIE L
- Classic - ZHMEEL
IXBETFER=  BNE
BILAG A SR =R B4R
THRIR ( AEFEASTS
)

RTINS | AlEE -

- Initial - BB

- Approved - ERittiEIS

- Allocating — IEFESEER
iR

- Allocated - AL H

- Confirmed - S#5&
A

- Enabled - IF&E

- Rejected — ERIEHIELE

- Canceled — BEUY

- Allocation Failed - &R
pa) v

- Terminated - B£&1E

-Normal (IEE)

- FinancialLocked ( R #5i
ERE)

- SecurityLocked ( Z£/X|
TR )

YR L LZRR AR

YIECLITBAIR AR ( EHAZR
AYFFHRRT AR )

REHENYIRLIEAIZER, 1i%E

- CT - shEEafE
- CU - FhEEXE
- CM - FRERE)
- CO - FEE
- Equinix - Equinix

- Other - ENELftD
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Spec String YIRE LIS
PeerlLocation String CENURATEYIEAE (bt )
YIRE LR NIROZEE, AI%E :
- E1 - 2MEZHEO
- 100Base-T - BJkEEO
- 1000Base-T - FJkEEO
- 1000Base-LX - FykBats
PortType String YO (10F%)
- 10GBase-T - AJkEEO
- 10GBase-LR - FJkEatEs
O (10F%)
- Other - 5K7%IBH

RedundantPhysicalConnect

ionld String ARMIEEL]d

Name String IR ELER

Description String MR EmAER

ADLocation String ggiﬁ%i)ﬁ%ﬁﬁ&ﬁg%fi1ﬁ§ (18
PortNumber String gﬁﬂ%ﬁ)\iﬁ%ﬁﬁﬂ (#EN) BimO
CircuitCode Long XM= = R R AD
Bandwidth String Lok

HEHEEFHILWIPTIZ,

PubliclpAddressitemTypeHRiHJArray.
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BORE
=
FIHR
2R St
AllocationId String
IpAddress String

/1143

Region{S2HIZEEL,

=7 t=1

Region
o
FIH
2R Sl
Regionld String
LocalName String

7%

- R RESERIENES.
- 32F5VPCRS R FNIA R iR Fss SR PRYBREHSE.

=2t=1
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R
ZIPRYid ; £RiE—
ZIPAYIPHEAE

1R
Region ID

RegionfZfR
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BORE

FER

B
RouteTableld

DestinationCidrBlock
Type
NextHopType

Instanceld

NextHops
Status

Routerld

fig

BEKRMEENEENES. HRouterlnterfaceltemTypeHALHlist.

=7 t=1

EORE

FHER

RouterInterfaceltemType

/1743

IERRZEOEAMESE.

52t

BORE

SR

String
String
String

String

String
NextHopListType

String

String
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fk

FRERS B FTERYER RS
EFRmIERIEE

&HZEAY(System | Custom | BGP)

T—BERIBRRISREE | IFECMPE
B&EH.

T—HksLHIID , IEECMPZEERH.
T—Bk%IZE , ECMP2£ERA.

BB REPending | Available |
Modifying

VBRAJID,
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FER

B ESid) R

RouterInterfaceld string POEEN) )

AccessPointld string KimdENRID
OppositeRegionld string XS uRFTAL Yt
OppositeAccessPointld string Xt N FRID

Role string EEPRAE. Ritik|iESin
Spec string A

Name string BENER ;

Description string BENXAIDescription ;
Routerld string Fr/@B9Routerld ;
RouterType string fg}%ﬂssgzzg:E%ngﬁrType ek
CreationTime string elFER ]

Status string RS

Normal (1IEE ) .
FinancialLocked ( REZBSIEIRZES

BusinessStatus string ) . SecurityLocked ( ZZR Rz
EIRE)
ConnectedTime string TR Z AT B AR
Oppositelnterfaceld string EEXSIRAYInterfaceld,
OppositelnterfaceSpec string EEXSimRouterInterface YRS ;
] 32 \ \;u.l A Y A Y y ‘*
OppositelnterfaceStatus string R IRRIRouterInterfacef9iAE:
OppositelnterfaceBusiness strin EEXSIRRIRouterInterfacef:l 5%
Status 9 K&
OppositeRouterld string %ﬁgﬁﬁﬁ’mouterlnterfaceﬁﬁ A9
OppositeRouterType string giééggﬁéi’gRouterInterfaceFﬁEE’\J
==
] 3 \ \;IJ.l N A Y
OppositelnterfaceOwnerld string giﬁzgﬂaﬂﬁRouterInterfaceE’J}ﬁiﬁ
HealthCheckSourcelp string R EIRIP
HealthCheckTargetlp string fERRteE BiRIP
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7%

- R BEREIENES

- XFFEVRouterf1VBR L AVESFRREIE.

=2t=1

BEORE

FER

B

RouterType
Routerld

VRouterld
RouteTableld

RouteEntrys

RouteTableType

CreationTime

fai

SNATZRITAIEHRES .

57 t=1
BORE

FIHR

BIR

8

String

String

String
String

RouteEntrySetType

String

String

S
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1R

FriERVESHEsEY, TJBE
: VRouter , VBR,

FrERYESEEEID, VRouter IDEE
VBRID,

E28AYID,RouterType s
VRouterfffIVRouter ID,

B ERZRAYID

RHBKBFS
RouteEntrySetTypeHRAIES

AR , System | Custom —
FiEH—

BlEERTE], RBBISO8601RERR

 HEEERUTCEE., 1827
YYYY-MM-DDThh:mmZ

1)
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SnatTableld
SnatEntryld

SourceVSwitchld

SourceCIDR
Snatlp

Status

fig

String
String

String

String
String

String

SNATRINES ; HiSnatEntryltemTypefBakiJArray

=7 t=1

EURE

FHER

SnatEntryltemType

/1743

BEYIREL TREIINRIBMSEENES. HVirtualBorderRouterForPhysicalConnectionTypeZERiAY

list,

52t

BORE

FOR

VirtualBorderRouterForPhysicalConnectionType
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Z&BFEHSnatTablefdid
ZB/id

FEVFEFISNATIIRE T ARIIEHY
FRIEIVSwitchfdld

iZVSwitchHIFARIIPRYER b3
: A.B.C.D/MF=.

SnatiEiSRYIRIP,

SNATZEIRZEPending | Available
| Modifying
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it

LEYRETL N EIIARIKEES (VBR) EERES

57t=1

EIURE

FER

2
Vbrid

VbrOwnerUid

CreationTime

ActivationTime

TerminationTime

RecoveryTime

Vlanld

CircuitCode

it

Sl
String

String

String

String

String

String

String

String

R
VBRID

VBR ownerfgUID,#0EVBR
ownerZ2¥iEEZownerBc , MR
B

VBREZERIATIEIR

VBRE—TiHNActivelRZ ( #VBR
owner{%s ) AYAYBIR

VBR&RIE—XiF#ATerminatediA7Z
( B EZowner
Terminate ) BYAYEIRS

VBREIF—/REHAMTerminatedik
SEHFRERActivelRS (YR E
Zkowner Recover ) BIRTES

FEHUOSRES =S (VBR ) Tz
f9802.1Q VLANE (1-2999)

VBRELMIZE AN NIZE R RIFB R
3

BEEIINFIRHESEENES. BVirtualBorderRouterTypeZEaifilist,

57 t=1

BORE

FER
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VirtualBorderRouterType

1743

BEEMIAREEHE (VBR) FRES

=7 t=1

BORE

FER

2R
Vbrid

CreationTime

ActivationTime

TerminationTime

RecoveryTime
Status

Vlanld

CircuitCode

RouteTableld
VlanlInterfaceld
LocalGatewaylp
PeerGatewaylp

PeeringSubnetMask

Name

Description

sem
String
String

String

String

String

String

String

String

String

String

String
String

String

String
String
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U
VBR ID
VBREIZERIAT AR

VBRE—XHNActivelRZ ( #VBR
owner#%s% ) RUAYEIR
VBREIE—XiF# A Terminatedik7zs
( L Zowner
Terminate ) A9ATE)RT
VBREIE—IXFHAMTerminatedik
SEFIREFActivelRZS (B E
#Zowner Recover ) BIRTIEIS
VBRIAZE
EHLLREEHES ( VBR) E4&MIEEO
F9802.1Q VLANS (0-2999) , 0%
TICVLANET2E

VqB RELMIEOXINOE E AR R
7o

EPLAN5REEHES (VBR) IRH=EI
EHLILREEHES (VBR ) E4MiEzO
( RouterInterface ) g9Id, ATLAF

KA VBR LAY T—HE,
VBRELMIZEOAimAIIPHEE
VBRELZMIZEOXTuRmAIIPHEE

VBREZMIE O ARin S in B BRI F
ZEET]

VBRZ =
VBRIEIAER
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PhysicalConnectionld
PhysicalConnectionStatus

PhysicalConnectionBusines
sStatus

PhysicalConnectionOwner
Uid

AccessPointld

fig

BEVpIEERIES.

=7 t=1

EORE

FER

=
Vpcld

Regionld

Status

VpcName

VSwitchIds
CidrBlock
VRouterld

Description

CreationTime

String

String

String

String

String

RE
String
String

String

String

String
String
String

String

String
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YIRELLID

YIRELARE ( DeletedFREMIER
)

YIRE LM (SINREMPR
)

#gﬁﬁéiownerﬂ’\JUID ( WREM
&)

EARID

R
Vpcld
VPCRRr7ERIE

VPCIRZ , BiEPendingF
Availablefgfh

VPCER , NMEUAZT , BWAMELT
. [2,128|5EX B HSLFRF |, WRLA
KNFREFNFFL |, TEEHFE
LR IMERETRER
i]é\, AgelAhttp:// FOhttps:// FF

VSwitchId%lZ
VPCHIMEZ Ittt
VRouterfId

R, NMENAE , BAMEAE
» [2,256] 5B HSFRF |, AaeLA
http:// #0https:// FFk.

BlEERTE], RBBISO8601RERR
, HFEEFERUTCRYE, &= :
YYYY-MM-DDThh:mmZ
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IsDefault

UserCidrs

s

LEBHRMMERNES.

=2t=1

BEORE

FER

BR
VRouterld
Regionld
Vpcld
RouteTablelds

VRouterName

Description

CreationTime

s

BEERHES.

52t=1

BOURE

Boolean

String

e i)
String
String
String
String
String

String

String
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EEFEHERIFA T B

true | false

UserCidr B9%13%

R

FEEESAYId

hiEId

TEMEI

REHAREERERIAFIZR

FRERER AR

ERERERAUREA | RN, EOA
BER=, [2,256]5 B3 FFF

. AgeLAhttp:// FOhttps:// FFk.
BIEEATIE]. ZARISO8601TERT

, FFEEERUTCATE, 8=
YYYY-MM-DDThh:mmZ
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FER

2R Sl
VSwitchld String
Vpcld String
Status String
CidrBlock String
Zoneld String
AvailableIpAddressCount Integer
Description String
VSwitchName String
IsDefault Boolean
CreationTime String

/1174

JAXERAYRE

52 t=1

Zone

FOR

EA RKE
Zoneld String

LocalName String

ik
AZHRATLID
IR FTERIT B ML

RHHIRZ , BiEPendingfl
AvailablefgFth

AR LAYBIE
IHFERIT X
ARSI FERYIPHETEE

A, NMENAZE , BAMEAT
. [2,256] = EHFFRF , FHELL
http:// Fhttps:// Fk.

RIENET , FNENAT , BOAME
N=E, [2128|KEHHNFRF |, &
MAKRNFEHHFIFFL , TE8E
HE, """ XMERES
EE%U.‘:.*., AeglAhttp:// FOhttps://
FFk.

RENFTER BXAIBASZIRA

true | false
BUEEATE), FZERISO8601FRERT

, FFEEHERUTCATE, 8=
YYYY-MM-DDThh:mmZ

1R
ATRKXID
A ARAMIES
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7%

HEHREPIPRIREER.

=2t=1

BEORE

FER

B
RX
TX

Flow

ReceivedBandwidth

TransportedBandwidth
Bandwidth

Packets

TimeStamp

s

e S
Integer

Integer
Integer

Integer

Integer
Integer

Integer

String

1R
ETRE
Eliﬁ Jl LE

R (BEREMRIT) (=RX +
TX)

BWEIETITHE (=RX/Period )
RIEHIETITHE (=TX/Period )

FigHE (BRREF R )
(=FIow/Per|od)

RIEFRIRISIR LY

BifRERTER | &R
ISO8601tnERD , FFEE(FH
UTChY7E], #&z0 -
YYYY-MM-DDThh:mmZ

HEFEEHIPHGIREE. BBandwidthPackagePubliclpMonitorDataltemTypeZHRiAJArray

=2t=1

BEORE

FER
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BandwidthPackagePubliclpMonitorDataltemType

1743

SR ILELGIRIRARSS 25 R RVEESRE

=7 t=1

BORE
o

FIH
2R Sl
Regionld String
Serverld String
ServerlpAddress String
ServerType String

s

1R
[EimBRSS =R Rt 1D
[EimBRSS=RAISER) 1D
ARfEimARSSHY IP Hbtik
IR/ impR S5 2R

BEEHINELAERRSEHEEMES. HBackendServerltemTypeZEiAdlist,

=2t=1

BEORE

FER

BackendServerltemType

fiig

SR INELHHERRIETESRE
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52t=1

BORE

FOR

BR
Regionld

GlobalAccelerationlnstance
Id

IpAddress
Status
Bandwidth

ChargeType

InternetChargeType

ServicelLocation
AccelerationLocation
Name

Description

CreationTime

ExpiredTime

OperationLocks

BackendServers

it

RE
String

String

String
String

Integer

String

String

String
String
String
String

String

String

OperationLocksType

BackendServerSetType

)
DERSEHIRRIE 1D

LEBKINESLA 1D

ERYINEISHUTZNT [
SEHIATS
T B lE(E

LM #R2EBY | T2
: PrePaid , [5{J%: : PostPaid

SEORTEST |, IEmEitEE
: PayByBandwidth

RS X

JIIESS Y

BN

fEiA

sLhlelEadE), FZARISO86014mf

=, HEEFERUTCEYE, &8
:YYYY-MM-DDThh:mmZ

SCAIZIERRYE], $RARISO8601R/E
F , HFEEFERUTCEYE, &8
:YYYY-MM-DDThh:mmZ

LockReason/BRHIFRFEREL4H |, W0
RIREHPENEF T SAHI,

[EiRIRSER

BELIMELAIRES. HGlobalAccelerationInstanceltemTypeHRiAYlist,

57 t=1
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BORE

FER

GlobalAccelerationInstanceltemType

/1174

[EimBRSS 2R RERAY S BRINIRSL IS B RO EIEEE

52 t=1

BORE
)

FiR
BR it
GlobalAccelerationlnstance Stri
Id tring
IpAddress String
Regionld String
ServerlpAddress String

/1174

BE5ERRS RN ESIKINELAISEAIES. HServerRelatedGlobalAccelerationlnstanceltemType

“BRyRYlist,

52t=1

BORE

FOR

ServerRelatedGlobalAccelerationIlnstanceltemType
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B

EPrtmECRRNERMEISO 86012 HERFIRYBRIRTAE , £FFA (BUREMEINsc L EE3cH- B EE
FIRTEIZRTA7%) |, ECS Open APIFIRTEIE R RAISO86018, , i55#%I1S08601,

EFImrER

FRSMEOREIRE

RIS R Imre IR

HIRD 1% Http A& EX

The request has
failed due to a
temporary failure of
the server.

ServiceUnavailable 503 RS AETFE

The request
processing has failed
InternalError due to some 500 REREIR
unknown error,
exception or failure.

HiBidfEACreateVpcEORREAMELAIRT , (IRBEI T EKEIMERSFFAERE , EFmAER=
RERIBEK , XAITE i LUETHRHEEN%ESEClientTokenBi iR 5S 8 02 BV TRERE S HISLAI , bt Rimid
1R{tClientTokenS#RIEERIESE M, ClientToken2— NEEFRERIIE—R. ANE8UR. FEid
6ANASCIEFRFI= &R,

SRR ERE—ClientTokenE/AEIELAIED , NRSZSHSEREERNERER  B31HEEVpcd.
EIERAEEEERH TEIRAIER , TS RAEREAIClientToken(d , KIFRRBIE DA, FHEFIX
SERIRIVpcld,

MBI T — ) ELFERITRClientToken , (BEMERSEHAR , U VPC 2R
IdempotentParameterMismatchfYEIRIES. EFEFEMZE , SignatureNonce, Timestamp#Ql
Signature2#EFIRAT2EEET(LAY , B VPC {EESignatureNonceskphLEEING | ERTimestampsk
RCERISKETE , FTABRIERGIURHARIAISignatureNoncefITimestampS#((E , XEItEESSE
Signature{EfYZHL,

BE , EPmREEES00 (InternalErrorInternalError ) 84503 ( ServiceUnavailable ) $£1R. & Fix1E%

281
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MRESERAVEN FHATEIR . IREERZ2008) , EXILUEE DREENER | EFASNIRS IS
SRAEEFNE, T34 ENRERER | BRIFERMEERPFMEI try it later” | BEENEEFEEMIIAT.

x4 VPC fRssOMERREITRVPCIRSIHAIXHTTPIER ( AILUBIHTTPEHTTPSIIMY AR ) |, FH3KEX
VPCERSBINZIEKRIINEERANTRE, VPCIRSZIRERIEIRFIEKRGE | MERMOENSHIIENSEEOIE

. ERTA IR IR ARIEE RIS E S RS oA ERERIE | FHEIRAVERAHTTPIB A AR R EI4SE A
=P

BERARL
BRELATIUANERSER
BEIVPCIRS I EEO R SIEGET A AR A,

IERURL—IERAIBRSS L, EHUTRIRERMR. BFSEHMALERSHEHESEBRAIURLE,

RSB imibit : VPCIRSS AU A Zhttp://vpc.aliyuncs.com/Flhttps://vpc.aliyuncs.com/, ATHRIEEKNZE
M, RFUEFISERHTIPSIEE. ( HTTPSIAN T SSLEXBEHIT 7 INE |, alLARS L@ SR S

SRIHE, )

BFER | 8T ROSNTESEENTRIRIERTR , BlAction2%,

BF2E  RIEENTRREAR , FEENTRIRFSE , FEIEMEONREE.
REFREL  GENER. ERERFEMERPELINSLL

T ERRSSIRRES IERIIGIE P RIBMFHEIIERIVT | ERERZAEHTERLE, SERMNSIE
BHH—T5,

RS ImIIERLIE TG | [IREEMNEER, HAERS NRINERIERER | BlEr S iR ESER—
. EFmALETIRNASHRE  BEIITER.

VERETB

IADescribeRegionsiz /9l :

XhzAYActionZDescribeRegions |, iZiZEOBATFEATAMESIER , EAZZEOSEEEXHSE , fLARE
ERINAEERSE (FRT Signature, ZESHFECHBEIEB/EATELEK ) . MITESHZE | BEKH
URLE ( ATEFEIE , XBERERISHTURLGERBREIAIURL )

HTTP %

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-288&SignatureVersion=1.0

RIREATTEAN |, SMEHATHIEKZERE ( Canonicalized Query String) |, 240F :

AccessKeyld=testid&Action=DescribeRegions&Format=XML&SignatureMethod=HMAC-

282
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SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&SignatureVersion=1.0&TimeStamp=2016-02-
23T12%3A46%3A24Z8&Version=2016-04-28

BIEH AT EEFREStringToSignfEA :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMethod%3DH
MAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A24Z%26Version%3D2016-04-28

AT avarmBISER 7 AMARINARIER S, (MIEiERERSEEIENSEHBERZRE | LARINEHSE
StringToSignZ/F &, RINREMBEKRSEHIE—1"Map<String, String>XIRE , {FEHRIAccess Key IDZE
“testid” ,

final String HTTP_METHOD = "GET";

Map<String, String> parameters = new HashMap <String, String>();
/] IINBERESEL

parameters.put("Action”, "DescribeRegions");
parameters.put("Version", "2016-04-28");
parameters.put("AccessKeyld", "testid");
parameters.put("TimeStamp", formatlso8601Date(new Date()));
parameters.put("SignatureMethod", "HMAC-SHA1");
parameters.put("SignatureVersion", "1.0");
parameters.put("SignatureNonce", UUID.randomUUID().toString());
parameters.put("Format”, "XML");

/] SSEHTHER
String[] sortedKeys = parameters.keySet().toArray(new String[]{});
Arrays.sort(sortedKeys);

final String SEPARATOR = "&";

// &ERistringToSign=fF &R

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(HTTP_METHOD).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);

StringBuilder canonicalizedQueryString = new StringBuilder();
for(String key : sortedKeys) {

// XEBEEXkeyFlvalueH{T4RIG
canonicalizedQueryString.append("&")
.append(percentEncode(key)).append("=")
.append(percentEncode(parameters.get(key)));

}
// XEBiFEXJcanonicalizedQueryStringi#H{T4RiGg

stringToSign.append(percentEncode(
canonicalizedQueryString.toString().substring(1)));

HebhFEEIEAE |, TimeStampSEEKFFFISO860145E , FHEEMFAUTCHYE , BNISiBRER, TE
RS EEE R T WO RS TSP TimeStamp=/F &
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private static final String ISO8601_DATE_FORMAT = "yyyy-MM-dd'T'HH:mm:ss'Z'";
private static String formatlso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat(ISO8601_DATE_FORMAT);
df.setTimeZone(new SimpleTimeZone(0, "GMT"));
return df.format(date);

}

ERHEBHIERERE (7R~fBlFaYcanonicalizedQueryStringZ& ) , LAKSringToSigniy , #iEE#HITHE
MRS, RIBAIMNERZVE—ThEEMEAR, TERNREIIDER T RIBNEL

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*", "%2A").replace("%7E",
"~"):null;

}

BRIZ{EMBAYACcess Key Id2 “testid” , Access Key Secret2 “testsecret” , BFitEHMACHIKey# 2
“testsecret®” , REZITEBIINEHEN :

CT9XOVtwR86fNWSnsc6v8YGOjuE=

HEESAREILE (Java)

// LR R—ERit EE a0 pE
final String ALGORITHM = "HmacSHAL";
final String ENCODING = "UTF-8";
key = "testsecret&";

Mac mac = Mac.getlnstance(ALGORITHM);
mac.init(new SecretKeySpec(key.getBytes(ENCODING), ALGORITHM));
byte[] signData = mac.doFinal(stringToSign.getBytes(ENCODING));

String signature = new String(Base64.encodeBase64(signData));

EINEEZ SIS | BRIBRFC3986MINIHTURLRIBSEEIAY

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNonce=3ee8cl
b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-

288 AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

BTk, BEHTTPERAANE EEURBEIEZIXHTTPIEK , FHEEIVPCIRS IR (76 ) :
<DescribeRegionsResponse>
<Regions>

<Region>
<LocalName>&ET = </LocalName>
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EBEME VPC Frkigr

<Regionld>cn-qgingdao</Regionld>

</Region>

<Region>

<LocalName> i T5r</LocalName>
<Regionld>cn-hangzhou</Regionld >

</Region>

</Regions>

<Requestld>833C6B2C-E309-45D4-A5C3-03A7A7A48ACF </Requestld >
</DescribeRegionsResponse>

BT FETX N XMLERBI ] LASZIFTE o] FR9ttisIdfILocalNamefy5IZR, MNSRIERRIEKRAT | 18E
Format2#£§/3JSON , BBAIREILERATEINHISONFEL,

SDK &%

fIEZ VPC P RERHRMHAISDK BFELATESMRA

- Java
- MavenIn B {6
- JRRSGitHubitbik
- Python

- PIPZEdp< : pip install aliyun-python-sdk-vpc
- JRBGitHubiteilk

fIEEZ VPC /=53 SDK % B =FAETE,
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