TEMES VPC
FrRIER

ATEEHENNE | COIWES
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H
R
§

==

APl &%

FAFRTLMSE FIASTRANBHY API 3 VPC RS THEKIRME.
ERMECEFRXERORT , ERDTHT VPC = Rikea. (ERHMUAMEES .

NER

AiE E = FR3L 1588
CEMSERPETH
BREIENBENFAE

L&, AENEBMLE

ZatEBiERES, /A
VPC Virtual Private Cloud THEME FaLEECRIENE

EMERCREIIEER

FaRsCl , Eban

ECS , Intranet

SLB , RDS%:,

REREFERER I
Region Hhig . B MR E S —4He]
X,

[E—HbiEkA |, EBIF0K
R BRI AR X5
. E—FATAXRAY
ECS SEIRLRIERT TR
N, TER—HhiEAE]
XE5TARZERNME
B, JARKZEEMHE
SRR,

IREA2E , 2VPCRILKHY
XA , e LIS
VPCHAIZAN AR

, ARt EEZVPCS
HAthREAIN KRS
ERIERARRIIRRE%
Eﬂ’ﬂiﬁﬁ%ﬁﬁmzﬁiﬁ

==Ky

Zone Availability Zone AKX

VRouter izt

VSwitch ATHRA AR, RERVPCR
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EIP Elastic IP Address e /N Cgchi o

CIDR Classless Inter- TR AR R
Domain Routing nsepEd T

Route Table ilzes

Route Entry BAH%KE

M35 R IR AR BB

£ VPC o, BB EHERVPC, EIPERRRIEESNEIRE.

FEVPCHEISHIRISTHRA N, VPCHAIRMAIECSSEFI 4L, EIPRHEE AT EES S EBERS]. £

F3 VPC Open API Y , BRIt &EEM _E&FI0 SIREFINIFNZFERISRE],

EROWRERES , AMHANSHANGE. TRMMESESEMN HEHREFREREIRETFER , BUERLE

[HRENE.

BAUERLNEIRE. ©
AJLAEEA RN m
s, FEVPCRIEME!
B mEBIRRT IR

, WIEE T L)
PRERISZHEAL,

BA— PR MIPFI—H 2
M EEERk. FTERAF
EAYRIMSEEIRERL ; LA
SECSLi#1TRIERT
SEERNRESE.

R EERM P —FIETRIS
17530, SEFRY A
3K, B KA C K5k
#&=0iEtk , CIDR £ IP
oS ECS T E AR

f5gn 1P SEEE
125.203.96.0 -
125.203.127.255 , %%
1t cidr I8x(s 24
RIEYRT+ UL
125.203.0110
0000.0000 0000 I
125.203.0111
1111.1111 1111 &JLA
Ehk 125.203.96.0/19

IR EiskkHas L
EERMAKERTIZ.

AR PRIG IR
—RERHSFE | BHEK
BEXTEEiEERR
MR ER IR R —
Bestollt | BRERSRE B
IR E N SH

FIREEL,
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3510 d

API jz7 : 2016-04-28
ERITSEHTASE : 2016-07-19

b -ZiiT:0)] B 48

2016-7-11 ZhRASAPI 4%
NATRIZBISNATINEE 2%

2016-7-19 , VRIMHEXAPL,

ARSI

XF VPC APl #ZMiEAEEE™ VPC API B9BRSimittt&1X HTTP GET 153Kk , FH&RREEIRBEIE RPN
NIERSHCERTRAY ; IRIEIEKILIBER | RAaREMEER,

1. iBKEM
2. nHBH
3. IREIZER
4. BEHE

AR5 HbhE

VPC API BURRSS# AIBHEYSS © vpc.aliyuncs.com

TEfSHHY

SFFEIT HTTP B HTTPS BEHTIEKERE, ATHREESNREN | HEFEGER HTTPS BERIXIBEK.
BKTE

3F HTTP GET IFiERIEBRK , XM NERSHFELSEIFKAY URL F,

RS

BNEKETEIEEENTRIRIE , BD Action 22§ (140 CreateVpc ) , IRB MM FRELHNAHIS
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REHHEERFIMTRINERSEL
FRHmS

IBKIIREISEREER UTF-8 FRIESHTHRAS.

LFEEREH

NHBERSHERIEET MEOEFTEEAZRIERSE.

EA il
Format String
Version String
AccessKeyld String
Signature String
SignatureMethod String
Timestamp String
SignatureVersion String
SignatureNonce String
ResourceOwnerAc Stri

tring
count

BBV

Il

ali

ali

i

all

i

ali

i

iy

1143

IREWEARIZEEY , 328F JSSON
5 XML, BAA XML,

API [RAS |, IREAFAL
- YYYY-MM-DD , AkgA
SR 2016-04-28,

PR =R 4 A RIS IA0AR
SSEFARYESR ID,

ERERSE , RTERANT
875k B2 <ER2H

>D

EEH, BRIsHT
HMAC-SHAL,

I5KAOAS AR, BAHASTUR
8 ISO8601 fRfEHRD: ,
%;%%{Eﬁﬁ UTC BEl. &=

YYYY-MM-
DDThh:mm:ssZ

5140 , 2014-05-
26T12:00:00Z ( J9dtERTIE)
20145826 H2050
Z0R).

’ié()@%iiﬁ)izli . BRIRARZ

ME—REHER . RTRALEMLS
EE. BREARRIER
(B (R REIRIBE AU E

R APLIEKIBIARIRIERIR
BEEWR , ERAFA

WSEAIERAE | <
&8 RAM SCHIFKE X33
WEM VPC &E5a
>, ( REEE RAM Fra]xd
VPC FEHITIRINEY
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Action A REERBLLSEL
, BUIEAISHEEELE )

5l

https://vpc.aliyuncs.com/

?Format=xml

&Version=2016-04-28
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyld=key-test
&Timestamp=2016-06-01T12:00:00Z

A}
LNHR[EISH
BRRENEREIARER , TEANSE | RIHEE— R Requestid AP,
il

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--ERARER-->

<#ZOZFR+Response>

<l--IREIERIRES-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld >
<|--REEREE-->

</¥OFFR+Response>

JSONR=I :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREIEESREEE */
}

AR APl RSB EIREEEERAS—E , IREIRY HTTP IRZSAZA 2xx , ERERARLLI ; R[] 4xx & Sxx AY
HTTP IRSHBRERIBRAY. EAMIIREIRIEIEEEES XML #1 JSON /fh , SMERGAI LIEEKREHE
ASERHIEREVEESZ , BOA XML g, ASEPROIRERIATETRRES | M7 BV
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 RREAREREHTT. MBI,
BIIEER

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--EERARER-->

<$ZO&ZFR+Response>

<!--REIERIFE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld>
<!--REIEREHE-->

</#ZO0ZFR+Response>

JSON7Rf :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREEESRETE */
}

FEIRER

ﬂﬂ%i‘%lﬂtﬂ’fﬂﬁ , BASIREEREYE. BESIRESMEOXNMAYERIBLAR A 2.3.3 BIAHEIREER
ELSERFRE. ZERLE Hj‘ HTTP B3ARE— 4xx 8 5xx B9 HTTP JRZE&ME, IREIRGEERP 2R
195&63&%*15% E B. BINEEE—L2BHE—RNEK ID : Requestld Fl—MEZIRIBKIARIAYLE =

ID : Hostld, FERAAKAZEREREE , ATLABREMERER , Fi2#HiZ Hostld #1 Requestld , LAEEA]

RSB B5R
XML :

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld >
<Hostld >vpc.aliyuncs.com</Hostld >
<Code>UnsupportedOperation</Code>

<Message>The specified action is not supported.</Message>
</Error>

JSON=I :
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{

"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Hostld": "vpc.aliyuncs.com”,

"Code": "UnsupportedOperation”,

"Message": "The specified action is not supported.”

}
LFHE IR

RS )2 Http R85 BEX

The input parameter

“Action” thatis
mandatory for
processing this
request is not
supplied

MissingParameter 400 fH/> Action =E&

The input parameter
"AccessKeyld”

that is mandatory

for processing this

request is not

supplied

T/ AccessKeyld =

400 =

MissingParameter

An input parameter

“Signature” that is
mandatory for
processing the
request is not
supplied.

MissingParameter 400 f#/> Signature =E&

The input parameter

"TimeStamp” that
is mandatory for
processing this
request is not
supplied

MissingParameter 400 R/ Timestamp =&

The input parameter

“Version” that is
mandatory for
processing this
request is not
supplied

MissingParameter 400 f#/> Version =

The specified

parameter “Action 400 FoY Action {8 (1%
or Version” is not APl A7)

valid.

InvalidParameter

The Access Key ID
provided does not 400
exist in our records.

InvalidAccessKeyld.
NotFound

Fo5889 AccessKeyld
{8 (i% key FFE)

Forbidden.AccessKe The Access Key is
yDisabled disabled.

1Z AccessKey 4bF2
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IncompleteSignature

InvalidParamater

InvalidParamater

IllegalTimestamp

SignatureNonceUse
d

InvalidParameter

InvalidOwnerld

InvalidOwnerAccoun
t

InvalidOwner

Throttling

Throttling

InvalidAction

UnsupportedHTTPM
ethod

ServiceUnavailable

The request
signature does not
conform to Aliyun
standards.

The specified

parameter

“SignatureMethod
is not valid.

"

The specified

parameter

"SignatureVersion
is not valid.

"

The input parameter

"Timestamp” that
is mandatory for
processing this
request is not
supplied.

The request
signature nonce has
been used.

The specified
parameter “Action
or Version” is not
valid.

The specified
Ownerld is not valid.

The specified
OwnerAccount is
not valid.

Ownerld and
OwnerAccount
can’ tbe used at
one API access.

Request was denied
due to request
throttling.

Request was denied
due to request
throttling.

Specified action is
not valid.

This http method is
not supported.

The request has

400

400

400

400

400

400

400

400

400

400

400

403

403

500

Fox88Y Signature EY
B (ERERER)

FoxHY
SignatureMethod EX
(=]

FoRHY
SignatureVersion HY

(=]

Fox8Y Timestamp EX
& ( Timestamp 5fk
SeRiEEEEd T 1
ANNET )

Fo
SignatureNonce (1%
SignatureNonce {EE
WAERRE )

FoBY Version BYE

T8 Ownerld Y&

ToHY
OwnerAccount BY{E

BAHFERA T Ownerld
#0 OwnerAccount

ERE GRS

1z key R9YEFE quota
ER%

iZ key ZRUARZ
API

FIFER T ASZHHY
Http Method ( &1

TOP R37#F post #1
get)

RS
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UnsupportedParame
ter

InternalError

MissingParameter

Forbidden.SubUser

UnsupportedParame
ter

Forbidden.InstanceN
otFound

Forbidden.DiskNotF
ound

Forbidden.SecurityG
roupNotFound

Forbidden.Snapshot
NotFound

Forbidden.ImageNot
Found

failed due to a
temporary failure of
the server.

The parameter
" <parameter
name>" is not
supported.

The request
processing has failed
due to some
unknown error,
exception or failure.

The input parameter
Ownerld,OwnerAcco
unt that is
mandatory for
processing this
request is not
supplied.

The specified action
is not available for
you,

The parameter
" <parameter
name>" is not
supported.

The specified
Instance is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified Disk is
not found, so we
cann’ tget enough
information to check
permission in RAM.

The specified
SecurityGroup is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified
Snapshot is not
found, so we

cann’ tget enough
information to check
permission in RAM.

The specified Image
is not found, so we

400

500

403

403

400

404

404

404

404

404

ER T TTHISEL

Hithign

BREZEOZEEE
Ownerld

FZAROB T BsEEO

IS HTUER

{ER7T RAM B FNK
S#HTEERERY , BEE
RRiBEE R ER
Instance ~FE

EAT RAM IBRIFNK
S TEIRIAEEZ
ARIGIEE R ERY
Disk MFIE

E7T RAM 70K
SHiTEIFREER
R KRR
SecurityGroup A%
#®

5FT RAM #ZFIK
SHTEIFREER
RRpEE R ER
Snapshot ~FE

{EF7T RAM EZRFIK
SHITRIFAEER
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cann’ t get enough
information to check
permission in RAM.

User not authorized
to operate the

ARRiBIEE R EIRY
Image ~FE

{EF7T RAM ERFIK
SHITRRALEER

Forbidden.RAM specified resource, 403 St ;
support RAM. <
. This action does not N N
z?trslAdden.NotSupp support accessed by 403 %imug_?ﬁf@?@
RAM mode. Rl
Your account does
InsufficientBalance not have enough 400 REAE
balance.
Request uses a client ERT— I ELERY
token in a previous #9 ClientToken , {BItt
Iec:eMrri\spr)T?;anr‘:Paramet request but is not 400 RIERNBEINE £—
identical to that IX(EFRiZ Token A9
request. request A~—#£.
Your account has
RealNameAuthentic not passed the real- T
ationError name authentication 403 FRFARHTESINE
yet.
The specified
Invalididempotence parameters are sk
Parameter.Mismatch different from 403 BEBUALE
before
The last token
LastTokenProcessing ~ request is 403 E—RiERR L A
processing
The specified
InvalidParameter parameter is not 400 SEURIR T

valid

VPC [RBEXBMARRNEKRHITEMIGIE , FrATIEER HTTP B2 HTTPS thiliRaSiEK , #FREAiEK
hESEE (Signature ) 58, VPC i@idfEFE Access Key ID # Access Key Secret T I FRINZZHI T A3E
INFAERIARIEE S, Access Key ID 1 Access Key Secret HFIEREAMALLAEIE ( JABSRES
BEAMILERISHEE ) , HH Access Key ID FIFARIRIGIRIERISD ;| Access Key Secret ERTINESEF
FFERFIIRSS MNP E R FRBRNER | W& RE , REMEFIRFE,

FRFEEART |, ZR T ERZ A NSRS TERIE |

FERBERSEINEHITCHANERKZFRFE ( Canonicalized Query String )
(a) B8HEF. ZRSHBRNFHIIFINERTPABINIERSE (8iF "AHiERSE" MEO
BENSH , BREeEIE "AHiEks8" PiEEIRYSIgnature AT ) HTHERF.

10



EBMLE VPC

Frkigra

X fEF GET 75EARARIEKES | IXESEHIEERK URI FRISEERS (B URL & "?" Zf5H
& EEATERS ) .

(b) Z84mi3. THHIFRZERNERSERIRTRAIED BIFUTF-8FRFESHITURLIRED. JRISHIRIRILN
T

i IFERFAZ, a-z, 0-9LAR=ER " . "L L T RS
il T EAM=FRIDA “%XY" A&, b XY 23R ASCI 3R 16 IR, LIz fIsis 1S
(") STRAIRIBHLE %22
i3S FFEHY UTF-8 =455, 4miBAL  "BXY%ZA.." H9IE= ;
iv. BERPNERNTE () EHMEE %20, AZNS (+).

i IZRIBAAI—RERAR "application/x-www-form-urlencoded” MIMEIE4RASELL(ELa0
JavatnEEEHH) java.net. URLEncoderfiYsEHR) 481U, (EXBFARE, SCHIRY, RILASSRfRERERID R
TR, ARIERIBENFAEFINGS (+ ) Bk %20, S (*) Bk %2A. %7E SHEEK
RS (~) , BIeIEE| EIAINEARY RIS FRTER. XNEETLAF TER percentEncode 73753
ST

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*",
"%2A").replace("%7E", "~") : null;

}

(0) BRIBENSHSMIMERRYEFS (=) HTEER.

(d) BFSEREINSHEASRERBIFNIFRORERFTSIER | AIERIRUBIERF TS

B LSl eH =T R IR IR T ERIRNFIERFERRIFTER

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Hrf HTTPMethod ZR3ZERAM HTTP 75i% | Ebal GET,

percentEncode( “/" ) 2i%H8 1.b ARy URL ASINRI=ERF /" #HTHRIBERIRE , BP
"%2F"

percentEncode(CanonicalizedQueryString) %358 1 SHMNSHALBAIEREREIZ 1.b thifmk

A9 URL RSN JmiB e 15 2T e,

1%ZH8 RFC2104 MUEN |, it EFSBZFRIE StringToSign B9 HMAC (&, i3 : IHESZRERN
Key BL2FFRFERY Access Key Secret FIIE— "&" ZFRF(ASCIL38) , (ERKIEHEILR

11
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SHA1,
1ZH8 Base64 JmASHINE_EHEAY HMAC [BRBAZRE , RISEIEREE ( Signature ) .

BERINEZEIEA Signature SERINENE RSt , IS IBERESZANIIE,
IR BANEREEEAREINIERSEERRAVPCIRS IR , EMEMSE—E | 1R
RFC3986 AI#INIH1T URL 4RA2.

A DescribeRegions J9f5ll , {Ri&(FEFEART Access Key Id 2 “testid” , Access Key Secret 2
“testsecret” ., BPAKEREIAYIEK URL 73 :

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
26&SignatureVersion=1.0

it ESEIRYFERFAFE StringToSign 79 :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMe
thod%3DHMAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A247%26Version%3D2014-05-26

K 79Access Key Secret 2 “testsecret” , FRLAAFIE HMAC i Key 5 “testsecret&” , it
BEEINERER
CTIXOVtwR86fNWSnsc6v8YGOjuE=

BEZIEASignatureSEIIAEIURLIEKRS , SEIRERIURL )9 :

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNon
ce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
268&AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

AT MAHTERFHERBRAFERG  BESUMR | (EEREO.

Mo NRIIP 4Bz

API e
AllocateEipAddress Rl /N

12
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AssociateEipAddress

DescribeEipAddresses

ModifyEipAddressAttribute

UnassociateEipAddress

ReleaseEipAddress

THEMSEEXEO

API

CreateVpc
DeleteVpc
DescribeVpcs
ModifyVpcAttribute

B AR TR

API

DescribeVRouters

ModifyVRouterAttribute

ATHAERIEO

API
CreateVSwitch
DeleteVSwitch

DescribeVSwitches

ModifyVSwitchAttribute

B ERERERE

API
CreateRouteEntry
DeleteRouteEntry

DescribeRouteTables

TSR AK 1P SEZ RIS = ARSS BRSEH L
EiEEHIRATEIE AR IP 55

IESGEEEEAR IP (RN BRIEZATESGE LR
R IP BT EERRIE

BRI IP FI=ARSSEESLAIRIFBER R
NGRS IP

R

TEfEERIti eI 1 A VPC
pRIEER VPC
BRI EEMETIER
1EHUEE VPC HBM

1)
B eI BT IR
IESUEEHRRI BN

1)
EIEETBEMESACIE L MRS
B FEERTAZ IR,
EiEER A BRI RS
IESUERE IR BB

R

MEEEXEHESRE

R TERERIE E XIS
BEiffFE T IRHRRTIER

13



EBEML VPC

Frkigr

NATRISAERE

API

CreaeNatGateway
DescribeNatGateways
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry

DescribeForwordTableEntries

VPNRIAEEE0

APLEOETR
CreateVpnGateway
DescribeVpnGateways
DescribeVpnGateway
ModifyVpnGatewayAttribute
DeleteVpnGateway
CreateCustomerGateway
DescribeCustomerGateways
DescribeCustomerGateway
DeleteCustomerGateway
ModifyCustomerGatewayAttribute
CreateVpnConnection
DescribeVpnConnections
DescribeVpnConnection

ModifyVpnConnectionAttribute

R

BIEENATRI
BEIINATRKSZE
THIBRNATRI
EiAHETEEEIR
AR EETR
EMHE S -EINAKIP
EMHE R - AMIP
Rt =T
AN O AR AN
B 1 A HAR
1EMR O AR
Eiffim R HNIGIZE

fiER
BIEEVPNRIX
EIHVPNRIXTIZE

BEIRVPNRKIFHESR

1E2VPNRIX
ARV PNRISR
BIERAFPMX
BRI

EIRFPMXIFMESE

pllESEE IRl TES
1R MK
BIEEVPNIZERZ
EAVPNIERSIZE

ERVPNIEEFHESR

IE2VPNIZERZ

14
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DeleteVpnConnection FHIBRVPNIZESE
DownloadVpnConnectionConfig TEVPNEZEER S

HbtEESCE

API R
DescribeRegions ERO] FRttE IR
DescribeZones HiFTAHAX

RO

API R
DescribeEipMonitorData BEEEMUAW IP S RER

YRGB izO

API 1)
CreatePhysicalConnection ISR &N
CancelPhysicalConnection ECEYIEE SN
DeletePhysicalConnection PBRIIIERE £
DescribePhysicalConnections EEYIRELETIR
EnablePhysicalConnection FHEEEE
ModifyPhysicalConnection EEEE LB
TerminatePhysicalConnection MEREHENELL

et N Al s S S

API R
CreateVirtualBorderRouter NN RS
DescribeVirtualBorderRouters BEiAEHILRERAZEFIE

DescribeVirtualBorderRoutersForPhysic S .
alConnection BEEYEE A THNARIRHEEEYIER

ModifyVirtualBorderRouter IEBUEINA R IR HRRER
RecoverVirtualBorderRouter RE IR RS

15
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TerminateVirtualBorderRouter

FE RS EEO

API

ActivateRouterInterface
ConnectRouterInterface
CreateRouterInterface
DeactivateRouterInterface
DeleteRouterlnterface
DescribeRouterInterfaces
ModifyRouterInterfaceAttribute

ModifyRouterInterfaceSpec

2 PPN R IR BER

1)
MR OE S
RiCHmsREOERR
iR mEsEO
MR OENIFNE
ARRRER FR=R O
EiRKMFEOIR
1RO BT

E RS R AN

EEIRAMIEHI A S X EMSHIVPCEIRISIE]

RRPEIEINTENERR  BRIZAFECHABIAER. BABRT , BFXE CRIRIRBETEAIRIERUR
, BILMERASEHSIERIFTE APL SIS TIR(F.

EEEFRSHZET  FRSHISZIEIRERBRERFERSHRRN. FEEY RAM EN5, 45

FFRS B FERSTIRAIUR,

£ 7 #RAAER RAM SRIRBNGRAIEBMERRZA  BHEACEIFARET RAM F 3 70 APL 345,
NREAREBEWFPH T EENER AL |, EEILABNSIET . BT XEERD FARIBENI St

HARER S ROERRAER.

BReE

Vpc

VRouter

VSwitch

BRI RS IREA TS =

acs:vpc:$regionid:$accountid:vpc/$vpcid
acs:vpc:$regionid:$accountid:vpc/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:vrouter/$vrouter
id

acs:vpc:$regionid:$accountid:vrouter/*
acs:vpc:*:$accountid:vrouter/*

acs:vpc:$regionid:$accountid:vswitch/$vswitch

16
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RouteTable

HaVip

EIP

NATRIK

ImOkZR

SNATZ

FAFRIX

VPNZERE

VPNRJX

S EKIMESLA]

17

id
acs:vpc:$regionid:$accountid:vswitch/*
acs:vpc:*:$accountid:vswitch/*

acs:vpc:$regionid:$accountid:routetable/$rout
etableid
acs:vpc:$regionid:$accountid:routetable/*
acs:vpc:*:$accountid:routetable/*

acs:vpc:$regionid:$accountid:havip/$havipid
acs:vpc:$regionid:$accountid:havip/*
acs:vpc:*:$accountid:havip/*

acs:vpc:$regionid:$accountid:eip/$allocationid
acs:vpc:$regionid:$accountid:eip/*
acs:vpc:*:$accountid:eip/*

acs:vpc:$regionid:$accountid:natgateway/$nat
gatewayid
acs:vpc:$regionid:$accountid:natgateway/*
acs:vpc*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:bandwidthpacka
ge/$bandwidthpackageid
acs:vpc:$regionid:$accountid:bandwidthpacka
ge/*

acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:forwardtable/$fo
rwardtableid
acs:vpc:$regionid:$accountid:forwardtable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:snattable/$snatt
ableid
acs:vpc:$regionid:$accountid:snattable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:customergatewa
y/$customergatewayid
acs:vpc:$regionid:$accountid:customergatewa
y/*

acs:vpc:*:$accountid:customergateway/*

acs:vpc:$regionid:$accountid:vpnconnection/$
vpnconnectionid
acs:vpc:$regionid:$accountid:vpnconnection/*
acs:vpc:*:$accountid:vpnconnection/*

acs:vpc:$regionid:$accountid:vpngateway/$vp
ngatewayid
acs:vpc:$regionid:$accountid:vpngateway/*
acs:vpc:*:$accountid:vpngateway/*

acs:vpc:$regionid:$accountid:
globalaccelerationinstance /$
globalaccelerationinstanceid
acs:vpc:$regionid:$accountid:
globalaccelerationinstance /
acs:vpc:$accountid:
globalaccelerationinstance /*
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FRAGZIERIAT

He : frE $regionid RAFEA region B id , & * “; FiG $vpcid MAFEA vpc B9 id , && " ; LA

IHESSHE,

HRAMA | ATLAST—NEBMERFIHITLA T ActionfiF, EARRIActionFIAPHEOMIXIRIK AT

API

CreateVpc

DeleteVpc

DescribeVpcs
ModifyVpcAttribute
DescribeVRouters
ModifyVRouterAttribute
CreateVSwitch
DeleteVSwitch
DescribeVSwitches
ModifyVSwitchAttribute
CreateRouteEntry
DeleteRouteEntry
DescribeRouteTables
CreateHaVip
DeleteHaVip
AssociateHaVip
UnassociateHaVip
DescribeHaVips
AllocateEipAddress
AssociateEipAddress
DescribeEipAddresses
ModifyEipAddressAttribute
UnassociateEipAddress
ReleaseEipAddress
DescribeEipMonitorData

CreaeNatGateway

18

acs:vpc:$regionid:$accountid:*
acs:vpc:*:$accountid:*

Action

vpc:CreateVpc
vpc:DeleteVpc
vpc:DescribeVpcs
vpc:ModifyVpcAttribute
vpc:DescribeVRouters
vpc:ModifyVRouterAttribute
vpc:CreateVSwitch
vpc:DeleteVSwitch
vpc:DescribeVSwitches
vpc:ModifyVSwitchAttribute
vpc:CreateRouteEntry
vpc:DeleteRouteEntry
vpc:DescribeRouteTables
vpc:CreateHaVip
vpc:DeleteHaVip
vpc:AssociateHaVip
vpc:UnassociateHaVip
vpc:DescribeHaVips
vpc:AllocateEipAddress
vpc:AssociateEipAddress
vpc:DescribeEipAddresses
vpc:ModifyEipAddressAttribute
vpc:UnassociateEipAddress
vpc:ReleaseEipAddress
vpc:DescribeEipMonitorData

vpc:CreaeNatGateway
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DescribeNatGateways
ModifyNatGatewaySpec
ModifyNatGatewayAttribute
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
ModifyBandwidthPackageAttribute
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry
DescribeForwardTableEntries
CreateSnatEntry
ModifySnatEntry
DescribeSnatTableEntries
DeleteSnatEntry
CreateCustomerGateway
DeleteCustomerGateway
DescribeCustomerGateway
DescribeCustomerGateways
ModifyCustomerGatewayAttribute
CreateVpnConnection
DeleteVpnConnection
DescribeVpnConnection
DescribeVpnConnections
ModifyVpnConnectionAttribute
DownloadVpnConnectionConfig
DeleteVpnGateway
DescribeVpnGateway
DescribeVpnGateways
ModifyVpnGatewayAttribute

19

vpc:DescribeNatGateways
vpc:ModifyNatGatewaySpec
vpc:ModifyNatGatewayAttribute
vpc:DeleteNatGateway
vpc:DescribeBandwidthPackages
vpc:ModifyBandwidthPackageSpec
vpc:ModifyBandwidthPackageAttribute
vpc:AddBandwidthPackagelps
vpc:RemoveBandwidthPackagelps
vpc:DeleteBandwidthPackage
vpc:CreateForwardEntry
vpc:DeleteForwardEntry
vpc:ModifyForwardEntry
vpc:DescribeForwardTableEntries
vpc:CreateSnatEntry
vpc:ModifySnatEntry
vpc:DescribeSnatTableEntries
vpc:DeleteSnatEntry
vpc:CreateCustomerGateway
vpc:DeleteCustomerGateway
vpc:DescribeCustomerGateway
vpc:DescribeCustomerGateways
vpc:ModifyCustomerGatewayAttribute
vpc:CreateVpnConnection
vpc:DeleteVpnConnection
vpc:DescribeVpnConnection
vpc:DescribeVpnConnections
vpc:ModifyVpnConnectionAttribute
vpc:DownloadVpnConnectionConfig
vpc:DeleteVpnGateway
vpc:DescribeVpnGateway
vpc:DescribeVpnGateways

vpc:ModifyVpnGatewayAttribute
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CreateGlobalAccelerationInstance
AssociateGlobalAccelerationInstance
UnassociateGlobalAccelerationInstance

ModifyGlobalAccerlationInstanceSpec
ModifyGlobalAccerlationInstanceAttributes

DeleteGlobalAccelerationIlnstance
DescribeGlobalAccelerationInstances

DescribeServerRelatedGlobalAccelerationInsta
nces

vpc:CreateGlobalAccelerationInstance
vpc:AssociateGlobalAccelerationInstance
vpc:UnassociateGlobalAccelerationInstance
vpc:ModifyGlobalAccerlationInstanceSpec

vpc:ModifyGlobalAccerlationInstanceAttribute
S

vpc:DeleteGlobalAccelerationlnstance
vpc:DescribeGlobalAccelerationInstances

vpc:DescribeServerRelatedGlobalAcceleration]
nstances

LFMKSETOpen API JEMWSHIEEREERHTHIDN , EEMKREEM RAM FHHTRPRIGE , LR

RRAEESEXERIERSIRR T THRE.

B RERIOpen API ARTES REIRIEIRLAK AP BUE XCRIBEREMEMLTIRIIR. Bifxt , 549

APT UM I T &:
Action Resource
acs:vpc:$regionid:$a
vpc:CreateVpc Ccouﬁtig:vpgc ya $
vpc:DeleteVpc acs:vpc:$regionid:$a

vpc:DescribeVpcs

vpc:ModifyVpcAttrib
ute

vpc:DescribeVRouter
s

vpc:ModifyVRouterA
ttribute

vpc:CreateVSwitch

vpc:DeleteVSwitch

ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vpc/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vrouter/*

acs:vpc:$regionid:$a
ccountid:vrouter/$vr
outerid

acs:vpc:$regionid:$a
ccountid:vswitch/*

acs:vpc:$regionid:$a
ccountid:vpc/$vpcid

acs:vpc:$regionid:$a
ccountid:vswitch/$vs

20

Condition

EEEEEN
VRouterld :

"vpc:Vpc" " acsivp
c:$regionid:$account
id:vpc/$vpcid”
FIgEVRouterld :
"vpc:Vpc" " acsivp
c:$regionid:$account
id:vpc/*”
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vpc:DescribeVSwitch
es

vpc:ModifyVSwitchA
ttribute

vpc:CreateRouteEntr
y

vpc:DeleteRouteEntr
y

vpc:DescribeRouteTa
bles

vpc:CreateHaVip

vpc:DeleteHaVip

vpc:AssociateHaVip

vpc:UnassociateHaVi
p

vpc:DescribeHaVips

vpc:AllocateEipAddr
ess

vpc:AssociateEipAdd
res

witchid

"vpc:Vpc" " acsivp

acsvpc:$regionid:$a c:$regionid:$account

ccountid:vswitch/*

id:vpc/$vpcid”
acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid
acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid
acs:vpc:$regionid:$a
ccountid:routetable/
$routetableid
VRouterd & :
acs:vpc:$regionid:$a "vpc:VRouter” " a
ccountid:routetable/ cs:vpc$regionid:$acc
* ountid:vrouter/$vro
uterid”

acs:vpc:$regionid:$a
ccountid:havip/*
acs:vpc:$regionid:$a
ccountid:vswitch/$vs
witchid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/$havi
pid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a
ccountid:havip/*

acs:vpc:$regionid:$a
ccountid:eip/*

InstanceType/s
Ecslnstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in

21
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vpc:DescribeEipAddr
esses

vpc:ModifyEipAddre
ssAttribute

vpc:UnassociateEipA
ddress

vpc:ReleaseEipAddre
ss

vpc:DescribeEipMoni
torData

CreaeNatGateway

DescribeNatGateway
s

ModifyNatGatewayS
pec

ModifyNatGatewayA

stanceid
InstanceType/s
HaVip :

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:eip/*

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

InstanceTypes
EcsInstance :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid
InstanceTypes
HaVip :
acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid
acs:vpc:$regionid:$a
ccountid:havip/$havi
pid

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

acs:vpc:$regionid:$a
ccountid:eip/$allocat
ionid

acs:vpc:$regionid:$a
ccountid:natgateway
/*

EIEHEENATRX :
acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid
HIBNATRIKFIZR :
acs:vpc:$regionid:$a
ccountid:natgateway
/*
acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a

22
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ttribute

DeleteNatGateway

CreateBandwidthPac
kage

DescribeBandwidthP
ackages

ModifyBandwidthPa
ckageSpec

ModifyBandwidthPa
ckageAttribute

AddBandwidthPacka
gelps

RemoveBandwidthP
ackagelps

DeleteBandwidthPac
kage

CreateForwardEntry

DeleteForwardEntry

ModifyForwardEntry

DescribeForwardTab
leEntries

ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:natgateway
/$natgatewayid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

BEEAIE TR
acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid
ERHEHEAIR
acs:vpc:$regionid:$a
ccountid:bandwidth
package/*

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:bandwidth
package/$bandwidt
hpackageid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl
e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:forwardtabl

23
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CreateSnatEntry

ModifySnatEntry

DescribeSnatTableEn
tries

DeleteSnatEntry

vpc:CreateCustomer
Gateway

vpc:DeleteCustomer
Gateway

vpc:DescribeCustom
erGateway

vpc:DescribeCustom
erGateways

vpc:ModifyCustomer
GatewayAttribute

vpc:CreateVpnConn
ection

vpc:DeleteVpnConn
ection

vpc:DescribeVpnCon
nection

vpc:DescribeVpnCon
nections

vpc:ModifyVpnConn
ectionAttribute

e/$forwardtableid

acs:vpc:$regionid:$a
ccountid:snattable/*

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:snattable/$
snattableid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:customerg
ateway/*

acs:vpc:$regionid:$a
ccountid:customerg
ateway/$customerg
atewayid

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni

d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/*

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni
d

24
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vpc:DownloadVpnC
onnectionConfig

vpc:DeleteVpnGatew
ay

vpc:DescribeVpnGat
eway

vpc:DescribeVpnGat
eways

vpc:ModifyVpnGate
wayAttribute

vpc:CreateGlobalAcc
elerationInstance

vpc:AssociateGlobal
AccelerationInstance

vpc:UnassociateGlob
alAccelerationInstan
ce

vpc:ModifyGlobalAc
cerlationInstanceSpe
c

vpc:ModifyGlobalAc
cerlationInstanceAttr
ibutes

vpc:DeleteGlobalAcc
elerationInstance

vpc:DescribeGlobalA
ccelerationInstances

acs:vpc:$regionid:$a
ccountid:vpnconnect
ion/$vpnconnectioni

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:vpngatewa
yr*

acs:vpc:$regionid:$a
ccountid:vpngatewa
y/$vpngatewayid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta
nceid
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a

ccountid:globalaccel
erationinstance/$glo
balaccelerationinsta

nceid

acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*

25
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acs:vpc:$regionid:$a
ccountid:globalaccel
erationinstance/*
acs:ecs:$regionid:$ac
countid:instance/$in
stanceid

vpc:DescribeServerR
elatedGlobalAcceler
ationlnstances

X TFRM=FRSVPCHEIR/EYREA

Bt = REER S RN EEMEEE ( VPC, VSwitchZ ) [UIR{E , EEHENEE ML S EIE/ERIR.
FIANBIERECSRIEAZ M , EELIFRECSHIZVSWitchBORUR ; MEIEKIELAIVPCEMRT , 1N5RISECSH—
NI RN B— NS, EERRTEGIZECSEHFNF N STHAANZI,

FIZNECS CreatelnstancefIModifyInstanceVpcAttribute:
Action Resource

acs:ecs:$regionid:$accountid:instance/*
acs:ecs:$regionid:$accountid:securitygroup/$s
ecuritygroupid
acs:ecs:$regionid:$accountid:image/$imageid
ecs:Createlnstance [and
acs:ecs:$regionid:$accountid:snapshot/$snaps
hotid(#NER#gE T DataDisk.n.Snapshotld)]
[acs:vpc:$regionid:$accountid:vswitch/$vswitc
hid(#N5R38%E 7 VSwitchId)]

acs:ecs:$regionid:$accountid:instance/$instan

ceid

acs:vpc:$regionid:$accountid:vswitch/$vswitch
ecs:ModifylnstanceVpcAttribute id ( 24aIECSPTTERIVSwitchId )

acs:vpc:$regionid:$accountid:vswitch/$vswitch

id (4NEREHEVSwitch , IBETREEIN

VSwitchld )

VPCigEO

1743

fERERYHEIE B 1 4> VPC

- VPC REEfERE 1 4 CidrBlock , CidrBlock ASEEIE4E 10.0.0.0 / 8, 172.16.0.0 / 12 #1
192.168.0.0 / 16 REAIIRIFR , CidrBlock HI#E3 ) 8 - 24 {3 , BAIAN 172.16.0.0 / 12

- VPC G5 FiAER CidrBlock

- 81 VPC 88N~ RELFIAED EARME, , TS HhEE— RN ARETAX A

26
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- 8§14 VPC Ba=rmEfEEREE 10000 4

- B VPC B , 2EmEIE 1 NEMERHERE 1 MRER. 84 VPC ARiFE 1 NEPAREEEF 1
NBEE

- BANVPC, STHE3M P MIMEEAIMEL UserCidr ; ANERZAMNAFPMIMERZ BFEERE S (than
10.0.0.0/8%110.1.0.0/16 , 1:410.0.0.0/83LFR4ERR)

RS

R St BERYM fig
. . RAEMESE , BE

Action String = : CreateVpc

Regionld String = A9 VPC FRERIMELE
Ali%{E 10.0.0.0/8.
172.16.0.0/12%0

CidrBlock String ey 192.168.0.0/16 % &A1
BENFM. FKIAZ
172.16.0.0/12

VPC &FR , NEU9Z
 FINMERZ. KET
BElR2 ~ 12810 FF5, X
eI SRV s
RAKNEFEELHX
FL , TREHEF
"B U, ABEkd

"http://" B
"https://" FFk

SFFEEE VPC A9EIA |, R
HWAT , BWAMEAST
. KESBEN2~ 2561
FH., SIFRNEHFN
FRF, AEELA
"http://" B
"https://" FFk

RTFRIEERIEST
. HEFIREMIZEE
8, BRIFEARBKX
[EifE— , HRANME 64
N ASCIL =5 , Bff&
DAMA RIS

FBPMIRIZRAIMER | 40
BEXSTMERISER
¥ mESFARA

, BREFE3ER

VpcName String

iy

Description String

iy

ClientToken String

H

UserCidr String

H

IR[EIEH

&R Al 15

K
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InvalidRegionld.Not

Specified value of

Vpcld String REDENEEME ID
VRouterld String F&HIES Id
RouteTableld String HH*E Id
AJ
=10
FERAB A Http 750 ;3%

“Regionld” is not 404 1EXERY Region AFE
Found
supported.
. Specified CIDR block .
InvalidParameter i< not valid 400 HEERIMER A 1ER
Resource you
ResourceNotAvailabl requested is not 400 1EERY Region B
e available in this Zone 3785 VPC
region or zone.
InvalidVpcName.Mal Specified VPC name .
formed is not valid. 400 VPC B AR
. T Specified VPC iy P
InvalidVpcDiscriptio description is not 400 f8ER VPC 1Hir 52
n.Malformed X Nz
valid.
User not authorized S,
Forbbiden to operate on the 403 igﬁﬁhmﬁ’ﬁﬂﬁ*
specified resource.
VPC quota FIF&TH VPC #i&2
QuotaExceeded.Vpc exceeded. 400 \AEEET LR
. Specified UserCidr 1EERY UserCidr &=
InvalidParameter ‘valid format. 400 A
Specified UserCidr " .
InvalidParameter Subnet mask is not 400 }EmﬁﬁgferC|dr B
. GRS
valid.
. . Specified UserCidr S——— A
IanvalldUserC|dr.Quot number is greater 400 ];EIGEZE’J UserCidr 1Ng{
than 3.
. : Specified UserCidr HEER UserCidr 5
valicUserCidrMalf - oyerlapping in of 400 100.64.0.0/10 RIERE
100.64.0.0/10. =]

By

kAl
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https://vpc.aliyuncs.com/?Action=CreateVpc
&RegionID=cn-beijing
Q< NEHERSE>

REH

XMLASZ,

<CreateVpcResponse>
<Requestld>461D0C42-D5D1-4009-9B6A-B3D5888A19A9 </Requestld>,
<RouteTableld>vtb-25wm68mnh </RouteTableld >
<VRouterld>vrt-25bezkd03 </VRouterld >
<Vpcld>vpc-257gq642n</Vpcld >

</CreateVpcResponse>

JSONI&=,

{

"Requestld": "461D0C42-D5D1-4009-9B6A-B3D5888A19A9",
"RouteTableld": "vtb-25wm68mnh",

"VRouterld": "vrt-25bezkd03",

"Vpcld": "vpc-2579q642n”

}

s

HpRIERERY VPC
- Bk VPC Z B, BELFEMEFE VPC WAIFFBERIR(B1E VSwitch , ECS

Instance , Connection , HaVip &)
- R Available K789 VPC aTLAMIBR

RS

B e Sid) BEBYM R

: . = REMESE , BYE
Action String b3 : DeleteVpc
Vpcld String 2 FEMIBRAY VPC B Id
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=R )% Http R7&H3
Current VPC status
IncorrectVpcStatus does not support 400
this operation.
DependencyViolatio zggce:':\'sgn?bjed has 400
n.RouteEntry resources
DependencyViolatio 32e2':"§2n?bjed has 400
n.Instance res%urces
N Specified object has
DependencyViolatio
. dependent 400
n.VSwitch resources
R Specified object has
DependencyViolatio
n.SecurityGroup ?;%i?ggst 400

a6y
Rl

https://vpc.aliyuncs.com/?Action=DeleteVpc
&Vpcld=vpc-25eq58pl3
<RNHIFRSH>

RERA

XMLABZL

<DeleteVpcResponse>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>
</DeleteVpcResponse>

JSON#&=.

30
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Za) VPC BPRETE
STHRAX MR

=/ VPC IR FERM
BRAYEE X ER AN
, VPC BRI

2571 VPC IR FTEARM
BREYZ==msEhl , VPC
ARIBR T

a1 VPC IR TFERM
BREY VSwitch , VPC

ARIRRARIL

Z551 VPC iR FTEARM
frIGZ= 24 , VPC
BRI
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{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

/1174

EEERNEEMNBIIR. O[O NER , STRIEHEIIAN 10 4.

IZEORSRSHNGIEN | FERRSHZBIKBERE |

RS

BIR

Action

Vpcld
Regionld

IsDefault

PageNumber

PageSize

R[EI24

R
Vpcs

TotalCount

PageNumber

PageSize

sy
String

String
String

Boolean

Integer

Integer

et
VpcType
String
Integer

Integer
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BB

Him

iy fn O

iy

iy

%

REERZMBFRMN & .

R

REMESE , BE
: DescribeVpcs

EEEIN Vpc 9 Id
EAiEEERY VPC

BB /HiExERegion THY
ERIAVPC , BI%(E :

true —2

false =

LR ES IS HENRE
FrEi8ERegion FHY
VPC

SRS ZRAYTIRS

 BIRER 1, RAME
H1

D REERENER
178, RRE S0 17, B
A/ 10

Vpc i#1E VpcSetType BRIES

FIRFFZBH
SHITES

SHIDTES

£0%E
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=1

RS R Http K753 BEX

Specified region is
Forbidden.RegionNo not found during
tFound access

authentication.

404 E7E Region I1FTE

7y
TRl

https://vpc.aliyuncs.com/?Action=DescribeVpcs
&Regionld=cn-beijing
<RNHIFRSH>

REH

XMLASZ,

<DescribeVpcsResponse>

<Requestld> DA1DAE87-43FA-472F-98BB-4FDBAA4A688D </Requestld>
<Vpcs>

<Vpc>

<Vpcld> vpc-257gq642n </Vpcld>
<Regionld>cn-beijing</Regionld>
<VpcName></VpcName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<Status>Available</Status>

<UserCidrs> </UserCidrs>
<CidrBlock>172.16.0.0/16</CidrBlock>

<VSwitchIds>

</VSwitchlds>

<CreationTime> 2014-10-29T13:30:19Z</CreationTime>
</Vpc>

</Vpcs>

</DescribeVpcResponse>

JSON#E=
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"PageNumber": 1,
"PageSize": 10,

"Requestld": "DA1DAE87-43FA-472F-98BB-4FDBAA4A688D",

"TotalCount": 1,
"Vpcs": {
"Vpc":

"CidrBlock": "172.16.0.0/16",
"CreationTime": "2014-10-29T13:30:19Z7",
"Description™: "",

"RegionId": "cn-beijing",

"Status": "Available",

"UserCidrs": {

"UserCidr": ]

b
"VRouterld": "vrt-25bezkd03",
"VSwitchlds": {

"VSwitchld": []

b

"Vpcld": "vpc-257gg642n",
"VpcName": ""

}

}

}

it

{estsE VPC B

RS

BFR

Action

Vpcld

VpcName

Description

KB
String

String

String

String

33

REUMR
=
E=
=
E=
Py
=
a5
=

1k

REMESE , BE
: ModifyVpcAttribute

wEEAY VPC RY Id

BEENEE , AER
R, RANEAZE, [2,
128] X E AN FRT
. WIRAK N
NFL , JREHEFE
e A
ELRTERHE. &
8ELA http:// #0 https://
Frk.

IEXUSHIEAR |, BN
h=, BANERT, [2,
256] X PN FRF

, RBELA http:// 1
https:// FFk.
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UserCidr

=]

=

InvalidVpcld.NotFou
nd

InvalidVpcName.Mal
formed

InvalidVpcDiscriptio
n.Malformed

InvalidParameter
InvalidParameter

InvalidUserCidr.Quot
a

InvalidUserCidr.Malf
ormed

InvalidUserCidr.Malf
ormed

P
1G]

String

5

Specified VPC does
not exist.

Specified VPC name
is not valid.

Specified VPC
description is not
valid.

Specified UserCidr
invalid format.

Specified UserCidr
Subnet mask is not
valid.

Specified UserCidr
number is greater
than 3.

Specified UserCidr
overlapping in of
100.64.0.0/10.

Specified UserCird
status is wrong, do
not allow operation

https://vpc.aliyuncs.com/?Action=ModifyVpcAttribute

&Vpcld=vpc-257gq642n
&VpcName=Vpc02

iy

Http KRB

404

400

400

400

400

400

400

400

34
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EEESFRIET | &
231 ) ARELET
B, A" -17 .

EX
18TEM VPC REE

1EREM VPC I
AAFFEER

IEREM VPC H#RAIE
AAFFEER

82/ UserCidr &=
rEE
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BIEAEE

18RI UserCidr NY
KF3
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&< NHIERSH>

REH

XMLAEZ,

<ModifyVpcAttri
<Requestld>574

buteResponse>
1F353-AD13-41A2-83C7-19E49BD9AE30</Requestld>

</ModifyVpcAttributeResponse>

JSON#E=

{

"Requestld": "5741F353-AD13-41A2-83C7-19E49BD9AE30"

}

Es RO

=yl
HHR

EiEERARRERRFIR. WROSHFOTNER , SIRIEHERIAN 10 4.

IBKEH
i

Action
VRouterld
Regionld

PageNumber

asFIF=

ey BEUA
String =
String "
String =
Integer &

35
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REMESH , BE
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FEEITRY VRouter BY
Id

HiRiEEEAY
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Bl

D RERINRENER

PageSize Integer & 178, &K(ES0 17, B
A 10
A
R[EIEE
B CSid) ik
v -
VRouters VRouterSetType \E/;;ﬂer PR VRouterSetType 2k
NESSI=)
TotalCount Integer FIFR&KZFEH
PageNumber Integer EEIDTE]
PageSize Integer E Ellpa=e 2=
=)
g
RS R Http K& 3%

Specified region is
Forbidden.RegionNo not found during . .
tFound access 404 FRREHT Region F31E

authentication.
]
BR3H)

https://vpc.aliyuncs.com/?Action=DescribeVRouters
&Regionld=cn-beijing
Q< NEHERSH>

R B

XMLAE=(

<DescribeVRoutersResponse>
<Requestld>C2C6EF61-53B7-4071-A87D-B42F1F17FA5A </Requestld>
<VRouters>

<VRouter>

<Vpcld>vpc-257gq642n</Vpcld>
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<VRouterName> </VRouterName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<RouteTablelds>

<RouteTableld>vtb-25wm68mnh </RouteTableld >
</RouteTablelds>
<CreationTime>2014-10-29T13:30:19Z</CreationTime>
</VRouter>

</VRouters>

</DescribeVRoutersResponse>

JSON#&=L

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "C2C6EF61-53B7-4071-A87D-B42F1F17FASA",
"TotalCount": 1,

"VRouters": {

"VRouter": [

"CreationTime": "2014-10-29T13:30:192",
"Description™: "",

"Regionld": "cn-beijing",
"RouteTablelds": {
"RouteTableld": [
"vtb-25wm68mnh"

]

b

"VRouterld": "vrt-25bezkd03",
"VRouterName": "",

"Vpcld": "vpc-257ggq642n”

R S gy S

s

{248 VRouter RI/EME

RS

BR ESid) BERYM ik
RS, BE
Action String = : ModifyVRouterAttri
bute
VRouterld String 2 EBEEKAY VRouter B
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VRouterName

Description

1o
RIS

InvalidVRouterld.No
tFound

InvalidVRouterName
.Malformed

InvalidVRouterDiscri
ption.Malformed

apY
Bkl

https://vpc.aliyuncs.com/?Action=ModifyVRouterAttribute
&VRouterld=vrt-25bezkd03
&VRouterName=VRouter

B <RIBFRSE>

REH

String

String

5

Specified virtual
router does not
exist.

Specified virtual
router name is not
valid.

Specified virtual
router description is
not valid.

iy

iy

Http K&

404

400

400

ID

1EXUSHY VRouter B¢
, AENAZ , BIAE
A=, [2, 128] &EKH
NZER/F , RAKNE
Basgtsk , a7gE
" XMESERERE
#HE., RBELA http:// 0
https:// Fk.

1&2U=HY VRouter $iik
, NENAZ , BOAE
A=, [2, 256] T EH
XEFRF, ABELA http://
0 https:// 7k,

EX
IEERIS R T

I Ty
RPN S

TEERIIR =R EAMEE
BIAFFEER
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XMLABZ,

<ModifyVRouterAttributeResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld>
</ModifyVRouterAttributeResponse>

JSON#&=L

{
"Requestld": "EOAAA98E-8E3C-4C11-95F3-5E2B8AD51703"

}

AR EO

/1143

fEEE VPC ARBIE—MRIVSwitch,

- VSwitch PRI @A sen EARTBX.

- 84 VPC By VSwitch EARITEE 24 1,

- 84 VSwitch RS9 16 - 29 £ , AJLASRMH 8 - 65535 4™ IP itbilk,

- B VSwitch 8955 1 MOESG 3 1 IP IEARSRE (UL 192.168.1.0 / 24 795 , 192.168.1.0
192.168.1.255 AR 192.168.1.253 - 254 jXLbthit 2R F{REGHBUL),

- VSwitch RSZFRHBIEFNS 1.

- VSwitch B9 CIDRBlock , N ETFFrfE VPC B9 CIDRBIlock,

- VSwitch B9 CIDRBlock BJUASFRTE VPC B9 CIDRBlock #HE , (BiXEKEZR VPC Re8HE 1 41
VSwitch,

- VSwitch B9 CIDRBlock , AA8E5FRTE VPC 2387 RouteEntry A9 DestCIDRBlock 8[E],

- VSwitch 9 CIDRBlock , FReEEAFRTE VPC 2451 RouteEntry i DestCIDRBlock , {BRJLAR AT
RouteEntry A9 DestCIDRBlock AFEE.

- VSwitch 82T . CidrBlock oA EMSL,

- VSwitch THIZ=F LI ER RIFEE VPC RIRINETBA=r~mLf#E ( 10000 - HEi=r=msL
BlEsE )

- 1 MEFmERIREEET 1 1 VSwitch,

IEKEH

BFR kA REYMR 1k
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REMESH , BE

Action String = : CreateVSwitch
Zoneld String = AAKX Id
CidrBlock String £ FBEVSwitchAIMER
== ; £
Vpcld String = SRIEVSwitchATEERY
VPC
VSwitchZ#R , AEN7
=, MERZ, [2,
128] ZEHFLFHF
, WIRLAKR/ N E A
VSwitchName String & Tk, ATREHTF
EsEREEHE. &
gelA http:// #0 https://
FFk
VSwitch fiR |, AEN
A=, BANEARZE, [2
Description String B 256] TN B ERT
, ABELA http:// 0
https:// 73k
RTRIBEXRHREEFNE
. BEFIRERIZSE
ClientToken String & B, BFRIEEAEBK
[BIE— , SEAAMEE 64
/N ASCII =1F
A )
R[EI2H
B it R
VSwitchId String RS 53ERY VSwitchID
=]
fENRIY
R A Http HR75H3 EX
InvalidZoneld.NotFo Specified zone does .
und not exist. 404 FRERIRI R AT E
InvalidVpcld.NotFou Specified VPC does ——
nd not exist. 404 FRRERI VPC AFTE
InvalidCidrBlock.Mal Specified CIDR block 1EEM CIDR & AIE
; . 400
formed is not valid. 7]
InvalidVSwitchName ?vﬁ)/ﬁcii;iic;r\g;t?sa:\ot 400 18ERI VSwitch =%
.Malformed valid BN LER
InvalidVSwitchDiscri Specified virtual 400 FEERY VSwitch A
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ption.Malformed

ResourceNotAvailabl

switch description is
not valid.

Resource you
requested is not

400

SRS

1EERY Region B&ETE]

e available in this BXAZH VPC
region or zone.
. Specified CIDR block e -
InvalidParameter ‘s not valid in VPC. 400 FE7ERY CIDR AIEHH
. Specified CIDR block {8ERY CIDR S5Hfib
IrT;/ahggdrBlock.Ove overlapped with 400 VSwitch g9 CIDR &
PP other subnets. =
. Specified CIDR block 18EH CIDR 5BER
hvalidCidrBlockOve 4 erlapped with 400 E17E Rk CIDR &
PP other entry =
QuotaExceeded.VSw Virtual switch quota VSwitch #&=iAZIE
400
itch exceeded. LR
Some route entry o BEENEEBELT
Iarj[szrretRouteEntrySt status blocked this 400 pending K% |, BlFE
operation. VSwitch &
. Some virtual switch B9 VSwitch &
Lr;corretVSwﬂchStat is modifying within 400 pending K%, BlE
the same VPC. VSwitch g
InvalidCirdrBlock.Ma Specified CIDR block 4 1EERY CIDR RIERIEE,
skLength is not valid. AIEF
Current VPC status 18RI VPC &b F
IncorrectVpcStatus does not support 400 pending K% , BlE
this operation. VSwitch £

apY
ikl

https://vpc.aliyuncs.com/?Action=CreateVSwitch
&CidrBlock=172.16.1.0/24
&Vpcld=vpc-257gq642n
&ZoneId cn-beijing-a

Q< NEHERSE>

REH

XMLASZ,
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<CreateVSwitchResponse>

<Requestld>861E6630-AEC0-4B2D-B214-6CB5E44B7F04 </Requestld>
<VSwitchld>vsw-25naue4gz</VSwitchld >

</CreateVSwitchResponse>

JSON#E=

{

"Requestld": "861E6630-AEC0-4B2D-B214-6CB5E44B7F04",
"VSwitchld": "vsw-25naue4gz"

}

s

BRFEERIV Switch

- Qi IkRAvailablel kA TAIVSwitch
- BIBRVSwitchZ Bl , EESCEEFEEVSwitch FRIFFEF=5RSLf , ELRNECSSLAI

- {8ERouteTableERIVPCIETEEIZE/MIBRV SwitchER IE/E S5 /MIBRRouteEntry3R{ERT , Foikd T

BRVSwitchi2(E

- BIBRVSwitchZ /i , EEESREMIZVSwitch RETERIHaVipLfF

EREH
5

Action

VSwitchld

I
SR

InvalidRegionld.Not
Found

IncorrectVSwitchStat
us

=i BEVMR
String =
String =2

)% Hitp A&
The Regionld
provided does not 404

exist in our records.

The current virtual

switch status does 400

42

R

EZAESE , BUE
: DeleteVSwitch

o 2 MHPRAYVSwitchpdld

EX

18ERY Regionld 77
£

FEERIVSwitchibF
pendingiR7Z , FoiAM



apY
Bkl

operation.

https://vpc.aliyuncs.com/?Action=DeleteVSwitch

&VSwitchld=vsw-25naue4gz
&< NHIERSH>

REH

XMLABZ,

<DeleteVSwitchesResponse>

<Requestld>AF083E3D-7E29-4B77-A937-1F129802D5F3 </Requestld >

</DeleteVSwitchesResponse >

JSON#&ZL

{

"Requestld": "AFO83E3D-7E29-4B77-A937-1F129802D5F3"

}

/1174

EIIRAFRY VSwitch FIzR, IEOSFONER , BIAIEEIIAN 10 5.

i3

ZEORSRESHNGIENE | FERBRSHZBNKIERER | REERERERMGN "X&" .

43

ERE VPC FRIEE
not support this 2
operation. -
DependencyViolatio Zzgglr?sgncébject has 400 FEREATV SwitchiA 3
n FeSOUrCes. TEARRERL , FoiEMbR
VSwitch cannot be - s
DependencyViolatio deleted when there 400 Lﬁﬁﬁf’?g%ﬁﬁﬁ}
n.HaVip are some HaVip “iﬂﬂﬂﬁz*m Rk
dependent with it. IATEER
Some route entry o BEENEBEEEL
Lr;azrretRouteEntrySt status blocked this 400 FpendingikZE , ik
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RS

2R Sl BB fiik
REMESE, BE

Action String = : DescribeVSwitches
Regionld String = HbiEFID
Vpcld String B VPCID
VSwitchld String & FEREIIE Vawitch &9
Zoneld String ) AKX Id
EAAFEEAX T
ENAZHEN, , BIiE(E :
IsDefault Boolean ray true =
= false —&
NMESIZSHEHREIFT
Bzigd
TS IZRAY DTS
PageNumber Integer B ,BREA L, BAME
Bl
PIREEEENSR
PageSize Integer B 78, &xXE 5017, B
A4 10
A}
R[EISE
BR ESid) ik
o eege . .
VSwitches VSwitchType \E/,Jslévic h ¥R VSwitchSetType Ak
NE-SI=)
TotalCount Integer FIFREZEZBEH
PageNumber Integer HBITas
PageSize Integer HRInBas KB
A
e
RS R Http A7 BEX
: Specified VPC is not
Ez:jbldden.VchotFo found during access 404 f8ER VPC A=FE

authentication.
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeVSwitches
&Vpcld=vpc-25eq58pl3
< RHIFRSH>

RERA

XMLAEZL

<DescribeVSwitchesResponse>
<Requestld>9A572171-4E27-40D1-BD36-D26C9E71E29E </Requestld >
<VSwitches>

<VSwitch>

<VSwitchld> vsw-25b7pv15t </VSwitchld>
<Status>Available</Status>

<CidrBlock>172.16.1.0/24 </CidrBlock>
<Zoneld>cn-beijing-a</Zoneld>
<AvailablelpAddressCount>246</AvailablelpAddressCount >
<Vpcld>vpc-257gq642n</Vpcld>

<Description> </Description>

<VSwitchName> </VSwitchName >

<CreationTime> 2014-10-29T15:21:02Z </CreationTime>
</VSwitch>

</VSwitches>

</DescribeVSwitchesResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "9A572171-4E27-40D1-BD36-D26C9E71E29E",
"TotalCount™: 1,

"VSwitches": {

"VSwitch": [

{

"AvailableIpAddressCount": 246,
"CidrBlock": "172.16.1.0/24",
"CreationTime": "2014-10-29T15:21:02Z",
"Description™: "",

"Status": "Available",

"VSwitchld": "vsw-25b7pv15t",
"VSwitchName": "",
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"Vpcld": "vpc-257gq642n”,
"Zoneld": "cn-beijing-a"

}
]
}
}

fiig

1EHEEEVSwitchfy/E M

RS

&R ST

Action String
VSwitchld String
VSwitchName String
Description String

=1

RS 1)

The specified virtual
switch does not
exists.

InvalidVSwitchId.Not
Found

46
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Hm

iy

iy

Http RSB

404

fEk

RERESH , BE
: ModifyVSwitchAttri
bute

EE(EMAY VSwitch B
ID

VSwitch ¥R , AEN
h=, ANERT, [2,
128] N E P FRF

, WRLAK /N A
NFk , TRAHF
EBEEEREERHE. &
geLA http:// #0 https://
Fk,

1EBUSHI VSwitch fEA
, FEUAZ , ZKiAME
A=, [2, 256] X EH
XEFRF, ABELA http://
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InvalidVSwitchName

.Malformed

InvalidVSwitchDiscri
ption.Malformed

apY
ikl

https://vpc.aliyuncs.com/?Action=ModifyVSwitchAttribute

Specified virtual
switch name is not
valid.

Specified virtual
switch description is
not valid.

&VSwitchld=vpc-257gq642n

&< NHIERSH>

REH

XMLABZ,

<ModifyVSwitchAttributeResponse>

<Requestld>COFDOEED-F90D-4479-803D-DD62335357E5 </Requestld >

</ModifyVSwitchAttributeResponse>

JSON#E=

{

"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"

}

EEERERA

fiig

#iERouteEntry

=

X

-l

400

400

EERY VSwitch &
TETUASIERS

FERERT VSwitch ik
REIETAIER

SHHEEEMEFRIEERS ( VRouter ) fIESEEETHINFIZESS (VBR ) EAIKEASR (RouteTable ) B
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, FEEERHSE (RouteEntry )
EEEMKRHIRHSE FAIRouteTabled Bl RouteEntry :

- A—MEHRRPEE X EHKZE A EBIT485
- RouteEntryfyDestinationCidrBlock A~ FiFF1VPCAHVSwitchfICIDRBlocktBE , tBARIFES
VSwitchAJCIDRBlocka & #7VSwitchAICIDRBlockB &
- RouteEntryfgDestinationCidrBlockEZRA 781 48R 100.64.0.0/10 , tEA721F4#100.64.0.0/108%
- [@—RouteTable FRouteEntryfiDestinationCidrBlock A~ 5ai5+8[E
- WNERFEERIDestinationCidrBlock 2—NPithilt , SIRER#ERT /93 23R4 R
- Z%RouteEntry7tiFigEE—1"NextHopld
- RouteEntryigEAI F—HkNextHopld , BT RRERIVPC
- —VPCH , $EMHaViplEEHEE&Z A LARRNFESS ;
- BT NextHopListS#BECEECMPERE :
- INEIE (3FE ECMP ) BRENEEHAT , FHERE DestinationCidrBlock.,
NextHopType ( BiiAJ9Instance ) #1 NextHopld , BFRAEISE NextHoplList ;
- %00 ECMP B&ERAT , SEfgEDestinationCidrBlock#] NextHoplList , BRREEE
NextHopType # NextHopld ;

fEiL SR B8 EAJRouteTablerhiERouteEntry

- A—MBHRRFPEE X IEHKZ B A EERIT485

- I3Z#5NextHopList&#4

- RouteEntryfDestCidrBlock R A 72iF+5[E100.64.0.0/10 , R 52i4#5100.64.0.0/1088

- @—RouteTable FRouteEntryfgDestCidrBlock A 1548

- SNER1EERIDestinationCidrBlock2—NPitbilt , SIZERHERS /93 2R E

- Z%&RouteEntryfpiFtgMIE—"nstanceld

- RouteEntryigEHI F—#kInstanceld , MIETRRERIVBR

- RouteEntryfd F—HkSEEUXSZ#FRouterInterface

- AATFEVBRINESZActive , MBEXNAMMIEELIASEEnabled IS B RN EMEAIER ME
VBR L##EERouteEntry

- ANHERINEERE (3F ECMP ) |, 483 DestinationCidrBlock, NextHopType ( ZRIAJS
Instance ) #0 NextHopld , BAAEIEE NextHoplList ;

RS

EA gt RBEYMR 1115
: . REMESH , BE
=
Action String = : CreateRouteEntry
RouteTableld String = RouteTableld

DestinationCidrBloc

" String 2 RouteEntryfYEAIMER
T—HIKE , akE
NextHopType String & A

Instance|Tunnel|HaVip
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|[RouterInterface|VpnG

ateway , BHAER
Instance , BPECSIEf

B ER2X B AY T —BksLA)
ID , IFECMPEEH

RERZEN TR
WMEIERE T
NextHopList , MiZE&
HAIECMPZEIH
, NextHoplList& &7
ECMPARAIZ AN T—k
. IttAfNextHopTypefQ
NextHopldsiazs
, NextHopListszi6),
BB2-41M T k. R
NextHopList NextHoplListType & FsVRouter LE0ER IS
ENextHoplList , TH
T—HEEREERM
VRouteriZE{FVBRAEH
RouterInterface
WRIRBIETE
NextHoplList , NZE&
HAIEECMPZEERH, H
NextHopType#
NextHopIdig@E T—ik

°

BFRIEERNEST
. HEFIREMRIZEEH
B, BRIEFEARER
[EiE— , EAMED
64 1ASCIIZFFT,

NextHopld String

iy

H

ClientToken String

BRSIHR  aER
IERFE.

SR )% Http A5 3%

Miss mandatory

TR
parameter. 400 ROBERSHSI

MissingParameter

InvalidCidrBlock.Mal Specified CIDR block

formed is not valid. 400 FRRERIMIERASIA

1EERINextHopld R~
EZes

InvalidInstanceld.No Specified instance 404 IEERIECSEEHIATEE

InvalidNextHopId.N Specified next hop

otFound does not exist. 404
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tFound

InvalidRouteTableld.
NotFound

InvalidCIDRBlock.Du
plicate

IncorrectVpcStatus

QuotaExceeded

IncorretRouteEntrySt
atus

InvalidCidrBlock

InvalidNextHop.Not
Found

InvalidNexthopType
AndList.BothNull

InvalidHaViNpId.Not
Found

InvalidRouterInterfac
e

InvalidOppositeRout
erType

InvalidNexthoplListSi
ze

CountLimitExceed.H

does not exist.

Specified route table
does not exist.

Specified CIDR block
is already exists.

Current VPC status
does not support
this operation.

Route entry quota
exceeded in this
route table.

Some route entry
status blocked this
operation.

Specified CIDR block
is not valid.

Specified next hop
does not exist.

both nexthopType
and nextHoplList are
null.

The specified HaVip
does not exist in the
specified VPC.

invalid router
interface.

nexthop list cannot
only contain router
interface whose
opposite router
interface is on vbr.

nexthop size is
illegal. Must be
between 2 and 4.

There can be 5 route

50
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400

400

400

400

404

400

404

400

400

400

400

( SEAIARFEIZVPCT )

RSBl N
=

TEERIMER BT
RERPEE

;?EEEI’\JVPCEEﬁU@;—E

E—MEAZFEENX
BEFEA BT

48%%

E—vpc NERIEEHA
FHAME—NEREHEKE
/VSwitch&h £ ENA
A (R, &

, MBRAR ) | ABERUER
% E

1. 1ZFPA T
10.0.0.0/8a9& FHMER
HNBEREY , FeeER
ZMIER,

2. I BEE XA
Bt AsENE TR
— pcNEFE
vswitchBIRIER,

3. MEEABER

: 100.64.0.0/10,

1EERInext hop A F
£

NexthopTypefQ
NextHopListAgE =R
n=

IBEMHaVipAFE
, ERETHA
RouterTableRr7ERY
VPC,

1EER
RouterInterfacef~s

i

NextHopList RgEE S
Xum e OE
VBR ERIEREREFEEO

NextHopListhEEF
F2-41T—Bk

—VPCH |, 5[
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aVipRouteEntry

IncorrectHaVipStatu

entry to HaVip at
most in one route
table.

This operation is
denied because
satus of the

HaVipXISRAYEE RS
B REEFERS.

RBEXHHaVipfyREH
AvailablegiZInUseRT

s specified HaVip is 400 , BB RIXAN
neither Available nor HaVipaJi&H.
InUse.
. invalid virtual border JR AT A
InvalidVBRStatus router status. 400 VBRIRKSASIE
. . invalid physical . RTS
Ienc\;?glr?g:syiﬂgig?aqgs connection business 400 @ﬁg%ﬂ%ﬁuﬁ%
status. rE
Cannot specify o
InvalidRouterType nexthop list in 400 ?;E'fﬁgﬁﬁiﬁﬁﬁ%q:
vbr' s route table. RAE P
InvalidRouteEntry.D The route entry s gz
uplicate already exist. 400 REHREEEFE
The current status of
IncorrectinstanceSta the resource does 403 EELBIRPREA SR
tus not support this SRIEME

operation.

pY
=GNl

https://vpc.aliyuncs.com/?Action=CreateRouteEntry
&Vpcld=vpc-257gq642n
&RouteTableld=vrt-5citwfp6a
&DestinationCidrBlock=0.0.0.0/0
&NextHopld=i-25skktcp4
&NextHopType=Instance

Q< NHERSH>

R [E76Y

XMLAE,

<CreateRouteEntryResponse>
<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >
</CreateRouteEntryResponse>
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JSON#&=L

{
"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

fig

PR EEMEHRIEEHES ( VRouter ) FiEEBEFANLFIEMES ( VBR ) LAEKHZR (RouteTable ) EB15E
89 RouteEntry :

- RAIFMIBRIRE Availablefy RouteEntry

- RouteTable FffERY VPC IEFEFH TEIEE/MIFR VSwitch E¢EliE/MIBR RouteEntry#2{ERT , FoiZKiF Tl
& RouteEntry

- JpREIE (3F ECMP ) BRERRT , =487 DestinationCidrBlock #1 NextHopld , FREEHEE
NextHoplList;

- ffip& ECMP ERERAY , FB$85E DestinationCidrBlock #1 NextHoplList , AggfgENextHopld ;

RS

EA gt REYM ik

RS, BE
: DeleteRouteEntry

RouteEntryFr{ERY
RouteTableld , 374
VPCEEH=SFIL RS H
28 FRYRouteTable

Action String

Hm

RouteTableld String

palil

DestinationCidrBloc

" String RouteEntryf B FRMIER

Hm

RouteEntry 1gEAT—
BksLf5IRYId , 3F ECMP
HRENITIERE
NextHopld fE®RS
HAIBRES RS
NextHopld PLEg,

BEFZENT IR
ECMP EEEUETE
NextHopList NextHoplListType e NextHopList TiE#/R
SHmPR BRI
NextHoplList PTEg,

NextHopld String

iy

BEIZH

52



EBEML VPC

Frkigr

=1

RS

IncorrectRouteEntry
Status

MissingParameter

InvalidCidrBlock.Mal
formed

InvalidRouteTableld.

NotFound

OperationDenied

apY
kbl

1)

Some route entry
status blocked this
operation.

Miss mandatory
parameter.

Specified CIDR block
is not valid.

Specified route table
does not exist.

Specified operation
is denied as route
entry type is system.

https://vpc.aliyuncs.com/?Action=DeleteRouteEntry
&RouterTableld=vtb-25vtxI5ct
&DestinationCidrBlock=192.168.1.0/24

&NextHopld=i-25skktcp4

B IASEREH>
LT AN

XMLAEZ,

<DeleteRouteEntryResponse>

Http RSB

400

400
400

404

400

<Requestld>4357FA74-F9F3-46E7-8890-AA30ECAF8DAF </Requestld>
</DeleteRouteEntryResponse >
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JSON#&=L

{
"Requestld": "4357FA74-F9F3-46E7-8890-AA30ECAF8DAF"

}

fig

- XIFEREEMEZHRIEEHES ( VRouter ) FIERBEHIARIEHES ( VBR ) ERIEKERE
( RouteTable)

- ERAFE M IEHERNTIR, EOSIFSNER , 8RNMEIIA10%, ZEORSRIGSERT
aistt | FeRSHZ BIKEIXR | REEREFMERMHN "T&" .

RS

BIR A REYM R
REMESE , BE

Action String = : DescribeRouteTable
s
- < FTBRIRERREEL. &
RouterType String B & - VRouter , VBR
. < FTERYEEERSSID,
Routerld String a VRouterID=VBRID,
FE}E;‘%ZE MZ%E%EE%%E
. - ID, $ExEVRouterld
VRouterld String B ZigERouterType
VRouter,
RouteTableld String B RouteTableld
SLHPRSFIZRAI TS
PageNumber Integer & , BIRERL, BOAMER
1
HIEENRENSR
PageSize Integer & 1780, =K(E5017 , B
IAA910
A
R[EIS24
R KE HEA
RouteTablei¥!E
RouteTables RouteTableSetType RouteTableSetTypefgEa
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TotalCount Integer HIFREEZEH
PageNumber Integer RIS
PageSize Integer E Ly Ur=Z 3=

HRA
by
BRI

https://vpc.aliyuncs.com/?Action=DescribeRouteTables
&VRouterld=vrt-25u5f8u2q
Q< NHERSH>

IR Bl

XMLAE=(

<DescribeRouteTablesResponse>
<Requestld>913F8774-681A-4857-95D8-ACBAF044D453 < /Requestld >
<RouteTables>

<RouteTableld>routetable01</RouteTableld>

<RouteEntrys>

<RouteEntry>

<DestinationCidrBlock>192.168.10.1/32 </DestinationCidrBlock>
<Type>Custom</Type>

<Instanceld> i-25skktcp4 </Instanceld >
<Status>Available</Status>

<RouteTableld> vtb-25vtxI5ct</RouteTableld>

</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>192.168.1.0/24 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
<DestinationCidrBlock>100.64.0.0/10</DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
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<DestinationCidrBlock>10.0.0.0/8 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

</RouteEntrys>

<RouteTableld> vtb-25vtxI5ct</RouteTableld>
<RouteTableType>System</RouteTableType>
<VRouterld>vrt-25u5f8u2q</VRouterld >
<CreationTime> 2014-09-11T04:52:53Z </CreationTime>
</RouteTables>

</DescribeRouteTablesResponse>

JSONI&=,

"PageNumber": 1,

"PageSize": 10,

"Requestld": "913F8774-681A-4857-95D8-ACBAF044D453",
"RouteTables": {

"RouteTable": [

{

"CreationTime": "2014-09-11T04:52:53Z",
"RouteEntrys": {

"RouteEntry": [

{

"DestinationCidrBlock": "192.168.10.1/32",
"Instanceld": "i-25skktcp4”,
"RouteTableld": "vtb-25vtxI5ct",

"Status": "Available",

"Type": "Custom”

b

{

"DestinationCidrBlock": "192.168.1.0/24",

"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct”,
"Status": "Available",

"Type": "System"

B

{

"DestinationCidrBlock": "100.64.0.0/10",
"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

b

{

"DestinationCidrBlock": "10.0.0.0/8",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

56



EBEME VPC Frkigr

]
b
"RouteTableld": "vtb-25vtxI5ct”,
"RouteTableType": "System",
"VRouterld": "vrt-25u5f8u2q"

}

]

2
"TotalCount": 1
}

e N (=P S

FRSEIE2 N IP
ik

ERi5 EIP , #rERiSHY EIP IRZA Available,
- EIP BRI Rse4rERERMbE R VPC 228989 ECS 3L,
- X EHTEETESER Region RIBENLSE— EIP,
- EIP BRIR3Z#F ICMP, TCP , UDP 3 fiiY , A323F IGMP , SCTP FHEHEMNY.

RS

BR gt BB ik

REMESE , BB
: AllocateEipAddress

ERISAYSEIE AR IP FTFE
AL

SEMER TP RYPRER | 4N
RA4EE | BAA
5Mbps,

PayByBandwidth #[
PayByTraffic , BiAR
PayByBandwidth

Action String

Hm

Regionld String

pali]

Bandwidth String

iy

InternetChargeType String

iy

PrePaidfPostPaid , 2t
IAEPostPaid ,
PrePaidfXZRFfI#

, PostPaid ({FR/E{1#

InstanceChargeType String

iy
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PricingCycle

Period

AutoPay

ClientToken

BEIZE

BR
EipAddress
Allocationld
Orderld

String

String

String

String

s
String
String
String

iy

iy

iy

iy

SHEEPrePaidE24%E
B—MTRS , EE2F|
BRI FET .
FtOBHEEHITRER
BISZ{IIhEE.

IR S HXoANS

Month#QYear , ZRAE
Month,
TR SO ANE

ﬁ
InstanceChargeTyped
PrePaidif 24i%S 4.
HPricingCycle/s
MonthEt , BUESEEI1Z]
9, HPricingCycles
Yearf , RUESEELE!
3.

H
InstanceChargeType s
PrePaididE1ERA

, AutoPay Atruefiv&
BT8R, A
falsefd R —MF
T8, FERTEF
ILFAT |, BB
false,

ﬁ
InstanceChargeTyped
PostPaidii AT EIRE

RTFRESKEEEFE
. EEPIREMIZSE
18, BRIEERRER
[EME— , RAEAEE
64 4 ASCIl F4F,

BRESIMR
A
D ECHIRMELAK P,

SEMELNK TP BOSLA Id,

RS, REMHEIRE.,
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HIR
RIS

Forbbiden

QuotaExceeded.Eip

InvalidRegionld.Not
Found

InvalidParameter

InvalidParameter

InsufficientEipCapaci
ty

InsufficientBalance

B
R

HHid

User not authorized
to operate on the
specified resource.

Elastic IP address
quota exceeded.

Specified value of
"Regionld” is not
supported.

Specified value of
"InternetChargeTyp
e” is not valid

Specified value of
“Bandwidth” is
not valid.

Insufficient EIP
capacity to fulfill
your request.

Your account does
not have enough
balance.

https://vpc.aliyuncs.com/?Action=AllocateEipAddress

&Regionld=cn-beijing

B ASERENS
R BEIREIRE
XMLz

<Allocationld>eip-25877c70x</Allocationld>
<EipAddress>123.56.0.206 </EipAddress>
<Requestld>B6B9F518-60F8-4D81-9242-1207B356754D < /Requestld >

Http RSB

403

400

404

400

400

500

400
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BRi&BER EIP 7=

FRIRSR | BRI R

ERi5

;IJP BN EERR
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1EER Regionld A7
£

TERERT
InternetChargeType
SHAEE

FEERY Bandwidth &
HAEE
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BRE
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JSON#&=L

{

"AllocationId": "eip-25877c70x",

"EipAddress": "123.56.0.206",
"Requestld": "B6BIF518-60F8-4D81-9242-1207B356754D"

}

I ZRR B

XMLAE=(

<AllocateEipAddressResponse>
<Requestld>30D996D7-05B2-4D66-A6A2-5764419CFAAE </Requestld >

<Orderld>201156243980148 </Orderld>
<Allocationld>eip-2zecafsj3w2sriwcpilwy </Allocationld >
</AllocateEipAddressResponse>

JSON#EZ

B

fiig

EIPHRERERIMISAIRARSS LFIECS, NAT, ta5Eag HaVipsLfi_E

- BRIEIPRIESRER , NAT , tasity@ECSSLBIFIHaVipsEf_E

- RBAvailabletRSHIEIPA BEIEH TP EIRE

- EIPERERINEZIER | AR EEE =IRG8

- EIP BRI R Bt 4B E Z BRI AT B MER B IR S5 3L6] &

- B RIRFSEELBIECS, S EEk HaVip LB RBERE AT 4P E— 1 EIP
- B NATRXETLAREIRTEBES N EIP

- B EIPE—R AR BE E— == msEfl

- B FETHREE LS IR SS 28SLBIRT LAGBE S /. TP
- AE4tTFAvailablesiEInUselRZERIHaVip ] LAGEEE 422 TP

- AR FEREERNEIPT R T8 EFfREMRIE

RS

B it BEYM RA
Action String 2 RENESE , BE
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: AssociateEipAddress
S TR ERY

AllocationId String = EIPRYERISId , ERiBIdE
EIPEIME—FRIR
SRERINTSRREY,
BESEE : EcsInstance
. - | SlbInstance | Nat |
InstanceType String B HaVip .
ZRIANE : Ecslnstance
AR RO
TR THPERAFRISE
Bilid,
“lnstanceTypey
EcsInstance , MItAME
BECS=AiId,
ElnstanceTypey
SibInstance , MttabE
BVPCEELRIFARISLB
. AYSLAIID,
=
Instanceld String b= #InstanceTypeJy
Nat , MAMESENAT
RISEAIID, GNSREN
NATHESNTTER
EIPEFENAT , BEIER
TH&,
HlnstanceTypey
HaVip , NIAMES
HaVipld,
A}
R[EISE
LRAHIREISE , FIATREISE
=]
=12
RS R Http K765 i3
InvalidAssociation.D Specified instance 1EERIECSAIESEE
uplicated already is 400 EIP , A4S
P associated. 1 TRETITRAE
e . IEERVECSELAIARZ
OperationDenied Specified instance is 400 VPCEBISL |, 4hxEsk
not in VPC.
MO
Specified elastic IP
InvalidParameter.Mis ~ address and ECS 400 1EEECSLAIFOEIPA
match instance are not in EBFRE—"region
the same region.
Current elastic IP S CTDHR A o<
IncorrectEipStatus status does not 400 IRERYEIPREASTS

support this A
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operation.
InvalidAllocationld.N  Specified allocation 404 1EERIEIPRYERIBIDA
otFound ID is not found. F1E | GBERY
InvalidInstanId.NotF Specified instance 404 FEERIECSEHIATEE
ound does not exist. . GRERMW
Current instance S SR
IncorrectlnstanceSta status does not e E’JECS*@J%"”%
X 400 JEstopFdrunning , 4B
tus support this FEIPLLIY
operation. =
InvalidInstanceType. E??&ggﬁgﬁig’:lge 400 InstanceTypeRYiIA
AN
ValueNotSupported not supported. EEN=1E
InstanceType/g
. . - . HaVip , B
Inn(;/alldHaV|p.NotFou 'glgzssgg?zigtHale 404 InstanceldFEARE—A
' BELFERIAN
HaVipld,
CountLimitExceeded coarLebEé:::srggg ?gg 400 ECSé"E{’;_’UJ:;CifFi?BI’EE"J
e s
.EIPOnECSInstance with only one EIP. EIPEEEEAEI LR
- One HaVip can be . Ny
CountLimitExceed.EI associated with only 400 HaYIEfﬁﬁ%ﬁEE’J
POnHaVip EIPEEE SRR LR
one EIP.
HaVip can be
. operated by this
IncorrectHaVipStatu 5 ction only when 400 HaVip RS R AER

S

it" s status is
Available or InUse.

B
R

https://vpc.aliyuncs.com/?Action=AssociateEipAddress
&Allocationld=eip-25877c70x
&lInstanceld=i-25skktcp4

Q< NHERSH>

R B

XMLAg=(

<ReleasePubliclpAddressResponse>
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<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 < /Requestld >
</ReleasePubliclpAddressResponse>

JSON#E=

{"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"}

/1143

RS — P EIPRIHEIRE.
==
BREH

EA gt REYM A

REMESH , BB
: UnassociateEipAddr
ess

EIP3Lf5iId

BEERINTSRZEEY,
BY&ESEE : EcsInstance
| SlbInstance | Nat |
HaVip .

ZRIAE : EcsInstance
AR RoANE

FEHITHIERIERIE
flid,
ElnstanceTypey
Ecslnstance , MttihE
BSECSfild,
ElnstanceTyped
SibInstance , MIitk4hE
BVPCZERIFAMSLB
BISLHIID,
ElnstanceTyped

Nat , MLLAMEENAT
BISLHIID,
ZlnstanceTypey
HaVip , NIAMES
HaVipld,

Action String

Hm

Allocationld String

Hm

InstanceType String

iy

Instanceld String

Hm
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R #ER Http K755 BX
Current elastic IP
. status does not HEEREIPRIZRTIAS
IncorrectEipStatus support this 400 R,
operation.
InvalidAllocationId.N Specified allocation 404 IEERYEIPRYERIBIAA
otFound ID is not found. FE | BRERR,
InvalidInstanceld.No Specified instance 400 IEERIECSELHIAEE
tFound does not exist. . FERERIRIL,
The current status of o - Q| A S
IncorrectinstanceSta instance does not 400 ;%?fﬁi’ggg.?;u?%ﬁ
tus support this 51?;&; IF R
operation. ~ °
. The specified value o
e TyeeA
not supported. =
InstanceType/s
InvalidHaVip.NotFou The specified HaVip 404 E\iggc’e%#zia—/\
nd does not exist. E;‘gﬁ&ﬁ’gﬁ;&m '
HaVipld,
. The specified e Soptoms
EeejourceNotAssoaa resources are not 400 ﬁﬁgﬁﬁfﬁfgﬁﬁ
associated. IXBTPRE °
This operation is
denied because HEHHaVipsRES kL
IncorrectHaVipStatu satus of the 400 Availableg&InUsefd

S

specified HaVip is
neither Available nor
InUse.

, A RFB—NEIPS
— M HaVipfi#47.

a7
iGNl

https://vpc.aliyuncs.com/?Action=UnassociateEipAddress
&Allocationld=eip-2578g5v5a

&lInstanceld=i-25skktcp4

Q< NHERSH>

RERA
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XMLABZ,

<UnassociateEipAddressResponse>
<Requestld>220F3179-5238-47F0-A0CA-1272AA2BCALF </Requestld>
</UnassociateEipAddressResponse>

JSON#&=L

{
"Requestld": "220F3179-5238-47F0-A0CA-1272AA2BCA1F"

}

fag

EIEEHIRAYEIPTIR, HEOSIFORER , SRATSERIANL0E,
- ORISR R | REEREMEEMR "R&E" .

RS

BFR et REYM A

REMESE , BB
: DescribeEipAddress
es

EEEIRMbE
Eipi% , 855

Associating |
Unassociating | InUse |
Available

Hm

Action String

Hm

Regionld String

Status String

iy

EIP
ERiId

PEMRIRAIEE ;
XE— NI IEEsERRY
S8, BNEE | Nk
TMERIZRMXIER
String BT R,
e HUESEE : EcsInstance
| SIbInstance | Nat |
HaVip .
3R RoANE

AssociatedInstancel Strin HRERIRIRAYI,
d 9 BE—ANTIEEE MR

EipAddress String

m D

Allocationld String

AssociatedInstanceT

iy

iy
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PageNumber

PageSize

PISIET 5

BFR
EipAddresses

TotalCount
PageNumber

PageSize
IS
IR

Forbidden.RegionNo
tFound

InvalidIAssociatedIns
tanceType.ValueNot
Supported

Integer

Integer

]

H

iy

EipAddressSetType

Integer
Integer

Integer

)%

Specified region is
not found during
access
authentication.

The specified value
of
AssociatedInstanceT
ype is not

66

S, ENEE WX
TNEFIZRA XS4
TR,
NRE(ERZITIEES

. W EF
AssociatedInstanceTy
pe.

&lnstanceTyped
EcsInstance , MItbAME
BECSAIId,
AlnstanceTypey
SibInstance , NIttME
BVPCRERIFARISLB
AYSEHIID,
HlnstanceTypey

Nat , MAMESENAT
AISEHIID, .
HlnstanceTypey
HaVip , NILLAMES
HaVipld,

SEAMRTSHIZRAY TS
, BIRERL , BAMER
1

D REIRINRENER
178, &RKAIES09T , B

IAA10
1%
SEMEIPHENEFIE

EipAddressSetTypeBRfIES
FIFRSEEBE

=TT

Http R&B BEX
404 1EEMregion 71
400 AssociatedInstanceT

ypeRTmNEREIZ.
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supported.
i/
iBRH

https://vpc.aliyuncs.com/?Action=DescribeEipAddresses
&Regionld=cn-hangzhou-1
&< NHIERSH>

REH

XMLABZ,

<describeeipaddressesResponse>
<PageNumber>1</PageNumber>

<EipAddresses>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>|b-2ze7a4u99pwm51pmlh76b</Instanceld >
<AllocationTime>2017-11-02T13:03:30Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.22.136 </IpAddress>
<Allocationld>eip-2zefb1s5hys25jt916sgj</Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Slblnstance</InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld >cbwp-2ze2iclxd2qeqk145pn4u</BandwidthPackageld >
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<Instanceld>ngw-2zegl86kv6x0p7qy5n6jp </Instanceld >
<AllocationTime>2017-11-02T00:37:38Z</AllocationTime >
<Descritpion/>

<IpAddress>39.106.26.126 </IpAddress>
<Allocationld>eip-2ze80pr591z7rzw26t35I</Allocationld >
<InternetChargeType>PayByTraffic</InternetChargeType>
<InstanceType>Nat</InstanceType>

<Name/>

<Status>InUse</Status>

<BandwidthPackageld/>
<Regionld>cn-beijing</Regionld>

<OperationLocks/>
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<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

<EipAddress>

<ChargeType>PostPaid </ChargeType>
<AllocationTime>2017-10-26T08:40:28Z</AllocationTime >
<Instanceld/>

<Descritpion/>

<IpAddress>39.106.13.253 </IpAddress>
<Allocationld>eip-2zet3wxfhwwsn57jmqg8jb </AllocationId >
<InternetChargeType>PayByTraffic </InternetChargeType>
<InstanceType/>

<Name/>

<Status>Available</Status>

<BandwidthPackageld/>
<Regionld>cn-beijing</Regionld>

<OperationLocks/>

<ExpiredTime/>

<Bandwidth>5</Bandwidth>

</EipAddress>

JSON#E=

/1743

IEEEEIPRIEN | BRIEZERTIEMEIPRTHEIRE
- EIPRTBEPRIER AT LATCRRRIER |, FECERIRT AR,

RS

2R gt BBV fER
REMESE , BE

Action String = : ModifyEipAddressAt
tribute
AllocationId String B FRi5 Id
1EXUSRISEM: IP Ml
Bandwidth String = B , ekl Mbps &

°

BEIZH

ERAIREISE , FIATHHREISE]
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HIR
RIS

InvalidParameter

InsufficientBalance

InvalidAllocationId.N
otFound

B
R

1)
Specified value of
“Bandwidth” is

not supported.

Your account does
not have enough
balance.

Specified allocation
ID is not found,

Http RSB

400

400

404

https://vpc.aliyuncs.com/?Action=ModifyEipAddressAttribute

&Allocationld=eip-25877c70x

&Bandwidth=1
Q<A HIFKRSE>

R B

XMLAE=(

<ModifyEipAddressAttribute>

<Requestld>2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8 </Requestld >
</ModifyEipAddressAttribute >

JSON#&={

{

"Requestld": "2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8"

}

/1143

FERL EIP , FERUSRY IP fblit , FEEBETFERNET

69
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- 35 Available JXZSHI EIP A AT LN
=k
RS

B eIt BBV fEk
REMESE , BE

Action String = : ReleaseEipAddress
4= T = k
AllocationId String =l %E‘Eggg??j’ﬁm EIP

=1

IR iR Http A& BX
Current elastic IP $97200 EIP HO4ET4R
IncorrectEipStatus status does not 400 ASASSIRFRERR | TERUER
support this VeI
operation. °

7y
TRl

https://vpc.aliyuncs.com/?Action=ReleaseEipAddress
&Allocationld=eip-25877c70x
&< NHIERSH>

REH

XMLABZ,

<ReleaseEipAddressResponse>
<Requestld>748C38F6-9A3D-482E-83FB-DB6C39C68AEA </Requestld >
</ReleaseEipAddressResponse>

JSON#&E=.
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{
"Requestld": "748C38F6-9A3D-482E-83FB-DB6C39C68AEA"
}

YT RO

faid

- BEFERIEEEEAN | A8, &TFenabledRSZIMIMIEEZASBITSE,
- ERPETEMETELTRERS  WARFEESHIETE.
- FrEEZAIIR T LA nitialR7S,

ITREH

AR KA REYM R
REMESH , BiE

: CreatePhysicalConn
ection

FrEsteE) ( EHRSLBIRY
RegionID)

FRISEANYIET T
BUENRID |, AisEiZAY
BANRUIFEBRLT
AIRANBPRE.

LKA | BANE
: VPC ;A& : VPC -
VPCERIELE

EEMEONNEER
SREENEEHEN

Action String

Hm

i

Regionld String

AccessPointld String

Him

Type String

iy

CircuitCode String

iy

EAHE N IRAIRAE
=, lEE

- CT - REE(E

- CU - thEEkE
- CM - SRE#3]
- CO - hEEf
- Equinix -

LineOperator String
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Equinix
- Other - &4
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£, AEelAhttp://#0
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YIBEEIENEOTE
, B{iIMbps , ERIAE
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YIBE T Nim 258
, k1A 791000Base-
T, MAERAIUAES
BN

- 100Base-T -
BJkEO

- 1000Base-T -
FIkEEO

- 1000Base-LX
- FIRERtESE
A (10F%)

- 10GBase-T -
BIkEO

- 10GBase-LR -
B EtE O
(10FX)

Hm

PeerLocation String

Bandwidth String
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PortType String

BATREWNIEE S

Id (TEEE &R
LHER , INREN
BENRIIEEE
ID , PR AESE
REMZAIADIRE , LA
RtEENET A

) o BEANAMIEE
LewiiFiE , mMBLT
Allocated/Confirmed/
Enabledikz&2z—,

MIEEEEF,
[2,128]MFFF, ABELA
http:// #0 https:// Fk

RedundantPhysicalC
onnectionld

iy

String

iy

Name String

MEREEHAMEE.
[2,256]FFF , ABELA
http:// #0https:// FFk

iy

Description String

BT RIESREESF T
. BEFIREMRIZSE

Hm

ClientToken String
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R[EI2E

BFR

PhysicalConnectionld

1o
RIS

InvalidRegionld.Not
Found

InvalidAccessPointId.
NotFound

InvalidAccessPointld.
NotEnabled

InvalidType.Malform
d

InvalidPeerLocation.
Malformd

InvalidLineOperator.
Malformd

InvalidPortType.Malf
ormd

InvalidDescription.M
alformed

InvalidRedundantPh
ysicalConnectionld
.NotFound

InvalidName.Malfor
med

QuotaExceeded.pCo
nnPerAP

e
String

%

The Regionld
provided does not
exist in our records.

The AccessPointld
provided does not
exist in our records.

The specified
AccessPointld is not
in Enabled state.

The Type provided
was invalid.

The PeerlLocation
provided was
invalid.

The LineOperator
provided was
invalid.

The PortType
provided was
invalid.

The specified
Description is not
valid.

The specified
RedundantPhysicalC
onnectionld is not
found.

The specified Name
is not valid.

Physical connection
count per ap quota
exceed.
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InvalidBandwidth

InvalidRedundantPh
ysicalConnection

InvalidRedundantPh
ysicalConnectionStat
us

InvalidCircuitCode.M
alformed

QuotaExceeded.free
PconnPerAP

/1143

invalid physical
connection
banwidth.

redundant physical
connection doesn’ t
belong to current
user.

invalid redundant
physical connection
status.

circuitCode is illegal.

free physical
connections count
excceeded.

VR EITEREGEIE T AR

- ARirEH= R4 Enitial , Approved , Allocated , ConfirmediA7 ( #ETHRBRE ) AUYIIE

£354

- BUEE#H N Canceledik7

IBKEH
i
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String

String
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The Regionld

. . S . -
}:r:)vlf:(cijeglonId.Not provided does not 404 %;_ZZEE’J Regionld A%
exist in our records.
The e
InvalidPhysicalConn PhysicalConnectionl FRREH .
; X 404 PhysicalConnectionl
ectionld.NotFound d provided does not d Tt
exist in our records. ¥
: The request does
Forbidden.NotAllow not allow in this 400 SR e

edInState state.

fiig

EEKMFEOTIER

- AIIBI R FPFilterXI SR TIHIE ; BRISIFAIFilter@4E : PhysicalConnectionld,

AccessPointld, Type. LineOperator, Spec, Status, Name

- —MFilterfIZMEZER "or" KR ( RESHP—MEVEURAFEIXFiltertOdigR M) | &
NFilterz[Bl "and” BEXZR (FFEFTEFilterfSIBEY , ZSHANREERERT ) .

RS

B Sl BERYM R
EANESE , A
Action String = : DescribePhysicalCo
nnections
. . Eithis, ( ETRSCAIR
Regionld String =2 Eigomﬁé )E‘ ELBIE9
; . FEnMNTEESA0ZEE,
=
Filter.n.Key String A NALFHA - FATFS.
EnMNTEREMNME
Filter.n.Value.m String & « MM1FHR , 7KF
50

EiLERAITS ; M8
ER, BOAAL ; BUBEE
CIEEH A
PageNumberAF=sLfx
FERNEATHS , MR
BlRE—THIAE.

EERAID AN,
BYESBREA(1,50] , BRIA
7910

iy

PageNumber Integer

iy

PageSize Integer
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BEIZH

ERAILREISE , FIAHREISE

&R

PhysicalConnectionSet

TotalCount
PageNumber
PageSize

IR
RIS

InvalidRegionld.Not
Found

InvalidFilterKey.Valu
eNotSupported

/1174

BB ELEY

S

PhysicalConnectionSetTyp

)%

MEEEER
PhysicalConnectionSetTypefHAiHYI

¢ =5

Integer LIRS

Integer S5 RAY TS

Integer BN ENETTE
A Http A& EX
The Regionld S~ . -
provided does not 404 ’;;ZEEIJ Regionld A
exist in our records.
Specified filter key is
not supported: 404 HEENMIEF RIS

Filter.X.key

- SbFRejectedAZMEBUE BEHNInitialiAZ
- Spec , RedundantPhysicalConnectionld R 731F Initial/RejectedIAZSIEH
- fECanceled , Allocating , AllocationFailed , Terminated KSR AIHERH A B

RS
BR
Action
Regionld

PhysicalConnectionl
d

S BBV
String =
String =
String =
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=, AI%E

- CT - REEE
- CU - hEEXE

-CM - HE#a)
LineOperator String S - CO - FEE(D
- Equinix -
Equinix
- Other - 1&4p
Hith
RSN EOT R
bandwidth String B , B{iIMbps , T[i%EE
: [2-10240]
. . X IRATEENE
=~
PeerLocation String 5 ( ftth )
N5 W E S
JATIE(E
-E1 - 2ME#H
B
- 100Base-T -
BJkEO
- 1000Base-T -
FIkEEO
- 1000Base-LX
PortType String & - IR
A (10F%)
- 10GBase-T -
Ak
- 10GBase-LR -
FIRBE O
(10FK)
- Other - &%l
BH
RedundantPhysicalC  yying & ERTRMEEE
N . MO MNZEER
=~
CircuitCode String A H9FR BT
Name String B MBEEEEF
Description String & MR LEAERE
ST e e A
ClientToken String & AT RIEERITR=-IT

. BEFIREMRZSE
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1o
RIS

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionIld.NotFound

InvalidLineOperator.
Malformd

InvalidPeerLocation.
Malformd

InvalidPortType.Malf
ormd

InvalidDescription.M
alformed

InvalidRedundantPh
ysicalConnectionld.
NotFound

InvalidName.Malfor
med

InvalidStatus
InvalidBandwidth

InvalidRedundantPh
ysicalConnection

5

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The LineOperator
provided was
invalid.

The PeerlLocation
provided was
invalid.

The PortType
provided was
invalid.

The specifid
Description is not
valid.

The specified
RedundantPhysicalC
onnectionld is not
found.

The specified Name
is not valid.

invalid physical
connection status.

invalid physical
connection
banwidth.

redundant physical
connection doesn’ t
belong to current

78

Http KRB

404

404

400

400

400

400

404

400

400

400

400

8 , ERIEEARBK
[EiE— , SRAMED
64 PMNASCIIZEFT,
BRSIIMR © aMER
IS0

EX

tEERIRegionld A~ TF
£

ey

PhysicalConnectionl

dARFE

EENTHIEERAIE

iz

1EEm
PeerLocationA~&ix

fEREAIPortType R sy
)i
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user. Yl
InvalidRedundantPh invalid redundant I8EM
ysicalConnectionStat physical connection 400 RedundantPhysicalC
us status. onnectionfkEAETE
. SR -
Iarlm;/;rl::gércwtCode.M circuitCode is illegal. 400 FEERCircuitCode s

Ak

fiig

IR EITEERR IR AN

- AAFFRE MR EEnabledIRSAWIIRE &

- ANERETFIEVBR owner2¥IEEZLownerE2HIVBR |, NIARFIFELYIREL ( YIEEEZowneri4/R
SiBETECHIVBRER )

- MERIATFTEVBR owner 2L ownerE 2iMBRESAETerminated{AZSAIVBR |, WA T IF
KPR EL (EELowner X STIEREEMMAFEZRIVBRIER | FHEEHEMAFESZN
VBREELL , FEARATFERFHERERTLALLE )

- RIFFFARH ATerminatingdR7%S |, SEREH ATerminatediRz&

RS

BR kA BB 1k
REMESH , BE

Action String = : Term.inatePhysicaIC
onnection
Regionld String = 21 T;Elifﬁé ;féi@;‘g{ﬁﬂﬂ’g
ZhysicaIConnectionI String 2 YRS
R[EISE
LRAHIREIZE , FIATHREISE
=1
IR 1) Http A& BEX
{:r:)\/jrl\ig RegionId.Not ;?:J?;géoggis ot 404 Eiﬂ@RegionIdKﬁ
exist in our records.
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The e .
InvalidPhysicalConn PhysicalConnectionl 404 iaﬁﬁgsﬁ%i%iéfnectio
ectionld.NotFound d provided does not nld )yZW_T:E
exist in our records. ¥
. The request does . .
Forbidden.NotAllow e EEREEERET
edInState not allow in this 400 IEE ( Enabled ) K&
state.
cannot terminate
: physical connection N . s
Zgrb|dden.VbrAttach when virtual border 400 ;gg#%%;ﬁ%@ﬁ?&
routers are still e
attached.
- AAFFHB XA EConfirmediRZSHI IR S 4%
- FHEF i ANEnabledik7&
=
IBREH
BR E i) BERYM ik
RAEMESH , BE
Action String = : EnablePhysicalConn
ection
Regionld String 2 Fr{Eithiag
(IjhysmaIConnectlonI String = WIBERAID
RFREBRIEST
. BEEFIRERIZEEH
ClientToken String =2 B, BRIEERAEBK
[BHE— , RANMEL
64MNASCI=EFRF,
A
B[EISH
EEAHIREIZE , FEIATHREISE
A= |
=12
$EIRAD A Hitp A6 ‘X

InvalidRegionld.Not The Regionld 404 IEERIRegionld A TE
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Found

InvalidPhysicalConn
ectionld.NotFound

Forbidden.NotAllow
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it

BRI S 2

provided does not
exist in our records.

The
PhysicalConnectionl

d provided does not

exist in our records.

The request does
not allow in this
state.

404

400

=

IEERIEE
( PhysicalConnectio

nld ) ~FE

EERWIEE SR T

ConfirmedIR%ZS,

- Rk 2aT4b1ERejected , Canceled , AllocationFailed , TerminatedRZSHIMIRE L

IBKEH
i

Action

Regionld

PhysicalConnectionl

AR

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

sem

String

String

String
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The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.
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Forbidden.NotAllow

The request does

IEERMEE AR T
BIpES

E5H

it

edInState not allow in this 400 ( Rejected , Cancele
state. d , AllocationFailed
, Terminated ) A%
physical connection % . .
. . ¢ : ZEBEELTMERE
Forbidden.VBRExists Z:?i/snti,r s vbr still 400 SRR OlE=OVER
. . vbr owner’ s vbr ZYIEEATMIBIE
Forbidden.VBRExists still exists, 400 o FEP Bl VER

s msP S

BIE— eSO ( Routerlnterface )

- IRERHEOZARY "BiE"

- ZAPHN BT AR —Routerinterface , FRMIAIERME. EEEAISCIBHRIZONEK , FE

(ERRERY "REHBMFEOER" B(F.

, TN S HEET —REEMAY "HERR EREER, AR DR
SCHEERIEE | REEAEMILAEE RS FIFMtRCEIRMER | LIRELIMBENY SR LIEMRAIE
BEiBAEHERN ;

- (EER N IBHRRZE , &ZREEFE—YEiERRouterInterface,

- — Mg ERT LIRS EIE SN s mER .

- — AP TRSILEREE S R HaEEO,

- BERAPE AR TRERT | UARIFEE SRR B EO,

- OppositeRouterType, OppositeRouterld, Oppositelnterfaceld,

OppositelnterfaceOwnerldf9™NS4) , TR N EHESSEORIENHITRIG, EREEEIN YIRS
iR, FTLA , SRILUSRIECUEATRURYT | svE 2 HIRmRsEO 2 /5EMA
ModifyRouterInterfaceAttributeS{&4,

STF AR TIREVBR_EfIRouter InterfaceRT :

- I&NAccessPointldf1OppositeAccessPointld 248 , #AFIRTIWLA TS8R
- FritHealthCheckSourcelpfHealthCheckTargetlp£#§ , #IAFIIRSEIMLA T S8
- VBRRBER Kl |,

LIRS Xim ( #20m ) Ree=VRouter , BERRIBRFIUIT

- fNERRouterType ( A ) 2VBR , Rolei/iiZlnitiatingSide , TR
OppositeRouterType REERVRouterFF B ABEIEEL

- XHimZVBRAJRouter Interface REEE MR , £ EIEERT RIS EXTIHAY
RouterType ( VBR ) flAccessPointld , MESIZEAEXIXF N EM . EARGIRFIIIT
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- OppositeRouterTypeRFiF MELftH{E ( VRouteragzs ) BIAVBR , M VBREIAE A
( VRoutergi= )
- OppositeRouterType2VBRATRole ( A ) #iiEAcceptingSide , A
OppositeAccessPointld 24 EFEARAT
- 7EVBR LEl#ERouter InterfaceEsRVBRM I AT FEnablediR7Z

R (EFBAPIBIEAIRR RO RSHHERITE | FAOFEFaRritENR. MREEWIEFaARE
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RouterType String = PITBRIBREIRESREL,

aJi%{H : VRouter , VBR
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15, mBtIgREAIT
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VBRIAJRTE
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, EEER R RE
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S, IS HeREO
BRI RATER

Region.
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EEARIHEN. £
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EVRouterfit A BEiE,
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Hm

Routerld String

Hm

Role String

Him

Spec String

Hm

OppositeRegionld String

OppositeAccessPoin
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iy

String
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IR
R

InvalidRegionld.Not
Found

InvalidOppositeRegi
onld.NotFound

InvalidRegionPair.N
otReachable

InvalidRole.ValueNot
Supported

InvalidSpec.ValudNo
tSupported

InvalidRouterType.V
alueNotSupported

InvalidRouterld.NotF
ound

InvalidOppositeRout
erType.ValueNotSup
ported

ParameterMismatch.
Role-Spec

ParameterMismatch.
Regionld-
OppositeRegionld-
Spec

InvalidName.Malfor
med

InvalidDescription.M
alformed

)2

The Regionld
provided does not
exist in our records.

The
OppositeRegionld
provided does not
exist in our records.

The specified
OppositeRegion is
not reachable by
ExpressConnect
from that region
specified by
‘Regionld’

The specified Role is
not valid.

The specified Spec is
not supported.

The specified
RouterType is not
valid

The specified
Routerld does not
exist in our recored.

The specified
OppositeRouterType
is not valid.

The specified Spec
and Role mismatch.

The specified Spec is
not supported
between the
specified Regionld
and
OppositeRegionld.

The specified
‘Name’' is not
valid.

The specifid
‘Description’ s
not valid.
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Forbidden.BillsOutst

You cannot create
more

BAREBHIKER |, Fm

X RouterInterface 400 BB EZGT %
anding b S
ecause you have FIR ;

bills outstanding.
QuotaExceed.Router Living EERBEEEOHER
Interface ) RouterInterface 400 N

quota exceeded. JEREER
LimitationExceed.Int Total number of A&
erfaceNumberOnRo RouterInterfaces on 400 i%f;giﬁgﬁ%ggﬁ
uter a Router exceeded. SRR Powt
Forbidden.NotInRou Not in router L= S
terInterfaceCreateW interface create 500 Egggg%@%mﬁgﬁ
hitelist whitelist.
RI_CREATE_ONE_LIM Create ri only one 500
IT_BY_SYNC limit by sync.

The non-vbr router
InvalidAccessPoint.V interface cannot 500 JE VBR EHESEOAR
alueNotAllowed have access point BEIEERARER

configured.

The non-vbr

opposite router
InvalidAccessPoint.V interface cannot 500 JE VBR XJimig 8%
alueNotAllowed have opposite A GEIEERARER

access point

configured.

Parameter must not ‘uid’ , 'bid" ,

. be null,uid, ‘regionNo’ ,

Lnr:/jlldParam.NotFo bid,regionNo, 400 ‘remoteRegionNo

remoteRegionNo or "OEE

routerld ‘routerld’ FEEHE
InvalidAccessPoint.N The accessPoint id is -

— =] ~

otMatch not matched 400 BNl AT
InvalidAccessPoint.N The accessPoint not 400 12\ Sld RIEEE

otExist

exit
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EERMFEOTIZE.
B SFFilterIERHITITIE. BRISIFAIFilter®HE

- RouterInterfaceld
- Routerld
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- RouterType

- RouterInterfaceOwnerld

- Oppositelnterfaceld
- OppositeRouterType
- OppositeRouterld

- OppositelnterfaceOwnerld

. Status
- Name

—Filterf9Z MEZAR "or" KR ( RESEF—MEMSNRNARFEZFilterfTiIRSFM ) |

B Filterz|@A "and” BIEXR (RFEATEFilterfTIEEM | ASHANRETHERT ) .

IBREHY
i

Action

Regionld

Filter.n.Key

Filter.n.Value.m

PageNumber

PageSize

BEIZE

2R
TotalCount

PageNumber

PageSize

e

string

string

string

string

int

int

ESid
Integer
Integer

Integer
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YHRRRE
Instances RouterInterfaceSetType %?;E%tegg;a{;ueﬁgggpeﬂmma

=1

R iR Http 7563 BX
. . The Regionld e .
Lr;v;rlllccjiReglonId.Not provided does not 404 j;‘f_:xEE’J Regionld A~7F
exist in our records.
The
InvalidOppositeRegi oppositeRegionld 404 1EERIRTIH Regionld
onld.NotFound provided does not EE
exist in our records.
- Specified filter key is Gy B SRR A
Ienlzl/(a)!clglfllteorllﬁcg)é.Valu not supported: 404 TEEE’Jlil)Eﬁ%xiT 52
PP Filter.X key .

/1743

REFREHESESEOGENEK , H— 1N kiEiERouterlnterface SE XS RouterInterfacei {HEE,
XTFINEeATbaR

- RtiFxtRoleAlnitiatingSidefJRouterInterfaceHTZIRIE ; 33 F—1RolesAcceptingSidefd
Routerlnterface3is , REGKHERRTHERISEITG | SRR RIERRIE,

- REEimRouterInterface iz TimiR E/9i%RouterInterface , K&itSiEEIR(F A BERLINTTAL,

- XB—NFPERME |, APIERIREIRNT) , EWEEREZETFEEIA | RouterlnterfacefyStatusitt
AConnectingiRZ ( AcceptingSidefJRouterInterfacei#t NAcceptingConnectiRZ ) ; 24
RouterInterfaceift NActivelkZSHY |, EREA HIERERER.

- ISFREREOZ @GR | RN IEHRERET—REMR 5" ek, BEERIE EIEMAIT
WHERIESR | EEEAMBAIEHES FIERACEIRAR | IRELIREE> AR EIEHRIECE
EHEHEIRIN

IZIRFERAIFA SRS -

- —Routerlnterface REES— RouterInterfaceZE 7% ;

- —Routerlnterface R AIFFIE S TiERE ;

- —Routerlnterface N FeiFFIEIEEHES_ERYEMBRIFE TSRS

- (FERMREESZE | &EZ R E—XiEREFRIRouterInterface,

- RBERESAIdlefIRouterInterface ERTLUHATILRAE ;

- GAFPETBRIGNTRERES (BD , HERINIOKAIRIKE ) |, NMARITFRFPEHITIZIRE
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Frkigr

RS
B

Action

Regionld

RouterInterfaceld

1o
RIS

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectRole.Notlnit
iatingSide

IncorrectStatus

IncorrectOppositelnt
erfacelnfo.NotSet

IncorrectOppositelnt
erfacelnfo

Sig
string

string

string

5

The specified
Regionld does not
exist in our record.

The specified
RouterInterfaceld
does not exist in our
record.

The spedified
RouterInterface is
not InitiatingSide

RouterInterface can
be operated by this
action only when

it'" s status is Idle.

Oppositelnterfaceld/
OppositeRouterld/O
ppositeRouterType/
OppositeRouterOwn
erld must be all set.

The opposite
RouterInterface
information
specified by
Oppositelnterfaceld/
OppositeRouterld/O
ppositeRouterType/
OppositeRouterOwn
erld is wrong.

90

Him

el

Hm

Http KRB

404

404

400

400

400

400

fiik
REMESE , BlE

: ConnectRouterInterf
ace

PTFEstiag,

BRI RIS R
m]:N) R

BEX

187ERY Regionld A~ 77
e

1B
RouterInterfaceld A~
Fr

1EEm
RouterInterface ~&

K

24 RouterInterface &
h "ldle” BIA8E
PATHEME

ERIRAYERRIRE

°

XimEHEsEORERS
iR, HIFEXin
RouterInterfaceld/
RouterldHAZFE

, BEIFRNNSH
BEREARES , BT
B X
RouterInterfaceH 4~

7 T A
MR
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RejectedByOppositel
nterface

Forbidden.BillsOutst
anding

Maybe the
RouterInterface or
Router does not
exist, or the
parameters
mismatched, or that
RouterInterface is
not a AcceptingSide.

The opposite
RouterInterface does
not set this
RouterlInterface as a
OppositeRouterInter
face. Meybe it was
wrongly set. Please
check the
configuration of the
opposite
RouterInterface.

You cannot use this
action because you
have bills
outstanding.

403

400

RouterInterface,

XIHER SIS
e I
BRI, RYPRERT
RAE SR ] SRAEIER:
REXIRES, HitE
XS 1 EAOR
=P

BAREBFIKE , Efm
REIZIRME |

/1174

E— MnactivelRZSHEIRouterInterface RS E HActive,

- XR—RLERE |, IREIRINE | Routerlnterfacexit NActivatingA7ZS ; FEFPRILABIEEIH
RouterInterfaceASHIA N EFREEEBEH NActivelR7.
- EZRIGGTFRERES |, WARFCITFHITIZIRE

RS

B Sl BBV g
REMESE , BYE
Action string = : ActivateRouterInterf
ace
Regionld string B SCAURFTEROIIE,
RouterInterfaceld string 2 IEHEEEEOID
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=]
I
RS
InvalidRegionld.Not

Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

/1143

HHid

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when

it s statusis
Inactive.

This RouterInterface
is financiel locked
because of bills
outstanding.

B—"ActivelkZ&RIRouterInterface& Alnactive,

Http RSB

404

404

400

400

BY

E7ERY Regionld 7
®

EEN
RouterInterfaceld A~
=Fr

24 RouterInterface &
&JH “Inactive” BT
TR TIRE

LA TR BRI

- X REEME  RERINE |, Routerlnterfacexift ADeactivatingiRZ ; FAFRILUEIS 1A
RouterInterfaceASHIG SRR E BEH ANlnactivelR7,
- BIZRETFRERT | NSRRI TIZIRE

IBKEH
i

Action

Regionld

RouterInterfaceld

2y
string

string

string

92

=

=

=
=

=
=

R
REMESE , BE

: DeactivateRouterInt
erface

SERIRFTEERTSEIE,
IEERFEOID
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=1

RS % Http 7550

The specified
Regionld does not 404
exist in our records.

InvalidRegionld.Not
Found

The specified

InvalidRouterInterfac RouterInterfaceld 404
eld.NotFound does not exist in our
records.
RouterInterface can
IncorrectStatus be pperated by this 400
action only when
it" s status is Active.
This RouterInterface
Forbidden.FinancileL is financiel locked 400
ocked because of bills
outstanding.
&S FRES I CAIRIAS.
TR ERFE— N EECITE,
BZRINTFRERES | WA I TZIRIE
=k
BREH
SRR S EENH
Action string =
Regionld string =
RouterInterfaceld string =
Spec string =

93

BY

fEERIRY Regionld 7
7=

EEN
RouterInterfaceld A~
=Fr

24 RouterInterface Ik
A "Active” BIA
BEHITIRME

LA TR BRI

R

REMESE , BE
: ModifyRouterInterfa
ceSpec

SCAIREERTSBIE,
FEF=FEOA%
AU



EBEML VPC

Frkigr

=1

R #ER Http K& BX
InvalidSpec.ValudNo The specified Spec is S—— it
tSupported not supported. 400 JRREAY Spec Ry
The specified tesy
InvalidRouterInterfac RouterInterfaceld SAE
o 404 RouterInterfaceld A~
eld.NotFound does not exist in our =
record. ¥
The specified Spec is
ParameterMismatch. not supported
Regionld- between the 400 IZAMETEIED
OppositeRegionId- specified Regionld RegionZ [BJA3ZHF.
Spec and
OppositeRegionld.
RouterInterface can
: . . not be operated by N R
Forbidden.FinanciallL this action when 400 Z ﬂﬂ‘\ﬂzl):ﬁ‘iémﬁ
ocked . &, B TIZIRE
FinancialLocked.
Parameter must not ‘'uid’ , ‘bid" ,
. be null,uid, ‘regionNo’ ,
Lnr:/jtharam.NotFo bid,regionNo, 400 ‘remoteRegionNo
remoteRegionNo or CoEE
routerld ‘routerld’ RBEAZT
The
. . . . . HEEN
InvalidOppositeRegi Opp95|teReg|onId 400 OppositeRegionld
onld.NotFound provided does not =1E
exist in our records. ¥
InvalidinstanceOwne  The router instance 400 BHBEAETERAER
r.Error owener error. Yl
InvalidOpposite.Not The opposite not 400 He TR TR

Found

exit.

fiig

&M HESEOAIName/Description/EZE RS 2.

- R %RouterInterfaceflPRZAIdIelT , Z AIHESIERETHER
( Oppositelnterfaceld/OppositeRouterld/OppositelnterfaceOwnerld ) ;

RS

P s BB fik
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Frkigra

Action

Regionld

RouterInterfaceld

Name

Description

Oppositelnterfaceld

OppositeRouterld

OppositelnterfaceO
wnerld

HealthCheckSourcel
p

String

String
String

String

String

String

String

String

String

95

Hm

Hm

Hm

iy

iy

iy

iy

iy

iy

RERESH , BE
: ModifyRouterInterfa
ceAttribute

FEF=FEORIID

BENZR. [2,128]
Eve: e vas 2 Y
PARNFEE ATk
 IEEHF

I ”'" I ll_" ﬁ ll—

" . 7BELA http://
https:// FFk.

BEM#EA, [2, 256] 1
FHF , LOASER
E=fla, el
http:// #0 https:// Fk

XTI
Interfaceld,

iR InterfaceFf
[ERYESERERId, £
OppositeRouterType
EVBRAT
OppositeRouterldFffg
TERIVBRUIRTE
OppositeAccessPointl
dFffEEAMEARA. &
BlE/ME
RouterInterfacefd A&
i
OppositeRouterld , O
ppositeAccessPointld
RS |, AR TIEE
B,

R I iR IRY
HEEKSID, HaLL
BERMBREMLIS

, £ EHE-BPPD-
IKSEE FEEEAIK

SID,

LHB/RMECMPIZET
ke
HealthCheckgy
PacketfySource IP, R
SgARmEVRouterm B
SHimEVBRAYRouter
InterfaceB%. WIRE
AigVRouterfEAY
VPCHRI— R (ER
/IIP,
HealthCheckSourcelp
5
HealthCheckTargetlp



action only when the

96

& “inactive” AT

EEMLE VPC AV, 3i=1=7]
RS EES R A
1BE.
SEARFECMPHET
P 6525
HealthCheckfy
PacketfyTarget IP, R
XJAmZVRouterfE
T2 VBRAYRouter
InterfaceB. BEH
LAFIE LRI CPER)
IP (B EXSumRIFTERY

HealthCheckTargetl . - VBR_ERY
o String = PeerGatewaylp ) , FB
FHAILLEE S L
ImAYELRT LAFE SRS
HealthCheck Targetad
1P,
HealthCheckSourcelp
5
HealthCheckTargetlp
AR EES RS A
BT,
A}
R[EISE
LRAHIREISE , FIATREISE
=]
=1L
RO R Http K75 ;3%
. . he specified S . -
}:r;vl?rl]lgReglonId.Not Regionld does not 404 ;;EE’J Regionld 7%
exist in our records.
The specified ——
InvalidRouterInterfac RouterInterfaceld FERERY
o 404 RouterInterfaceld A~
eld.NotFound does not exist in our E
records. i
. The specified
i:\éathame.Malfor ‘Name' is not 400 1EERY Name R&E
valid.
. . The specifid —— -
Iar?;/;rI;:eDC(Iascrlptlon.M 'Description’ i 400 ;E.:,EE; Description
not valid. =
InvalidOppositeRout  The specified EEN
erType.ValueNotSup OppositeRouterType 400 OppositeRouterType
ported is not valid. REE
RouterInterface can LIRSS
IncorrectStatus be operated by this 400 “Active” , "idle”
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status is Active,idle N
or inactive. SHAZIRIE

This RouterInterface

Forbidden.FinancileL is financiel locked U e 1 S fy il
ocked because of bills 400 B E R R SR AE

outstanding.

Forbbiden The Router instance 400 BHSEAETERAER
owener error Vil
LinkRole.NotSupport IS;)Sp'g;'t‘ég'e Is not 400 GRS
. . Opposite is VBR, SERTHVIRN & -
;%rgl)1pld§n.ModlfyId cannot modify the 400 HZ;EZE;ED?;IEE?A% a0
yp ID and type RETRSIAHES
. . Modify jpte ZOSHR
InvalidParam.Modify routernterface 400 ﬁ?ﬂﬂ%ﬂﬂ%ﬁzzlﬁl SHA

Routerlnterface &%

param invalide

/1143

MR — S s .

- {XZRouterInterfaceAPRSHIATIRSHT Z FoiFzR(E : 1dle. Inactive,
- IpRER RS IEOIRT , EKIERTRBEENX KRS ;

RS

= gt REDR ik
RENMESH , BE

Action string = : DeleteRouterInterfa
ce
Regionld string =
RouterInterfaceld string = ERA28EMRYId
A}
R[EISE
=]
EIRA
RS A Http K785 BY
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InvalidRegionld.Not

18ER Regionld 117

Found 404 =
This openeration sz "
would be allowed S Rourerntertace X
IncorrectStatus only when status of 400 qulnactive” H;TZ"‘”HL
this RouterInterface (FHBE Re
is Idle/Inactive. Sk
RouterInterface
DependencyViolatio cannot be deleted WEANEHESES A
n.RouterInterfaceRef when it is refered by 400 (BHMT—BEBR

eredByRouteEntry

a route table entry

) B, ABEMIRR ;

as next hop.

The Instanceld
provided does not 404
exist in our records.

Invalidinstanceld.No

tFound TERERISLHIAFTE

FEF 5 B Rz ]

it

FERENLA SIS HES (VBR)

- RecEE B &S B CH b ALZEVBR
- IR E IR A2 VBR
- HBECRERIVBREZH NEnablediAZ
- XFENEMAFAIEVBR |, SlEE#HAUnconfirmedikz
- Vlanld R i EZownertgE/1E24
- F—EBRELTHE—VIanld A iFRmNVBRERTEA.
- BEATerminated]XEAIVBREET AR BENAREHVIanld , AiFEMVBRER. 7X/E0
A ELtBVBR{EF.
- NEMBEFeIERIVBR |, AgEBcELocalGatewaylp, PeerGatewaylp#PeeringSubnetMask
- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZ{#%L% : PeeringSubnetMask3zi
[24-30]fif , PeeringSubnetMasksz#Fm o+ #IZER%£[255.255.255.0-
255.255.255.252] , LocalGatewaylp#IPeerGatewaylpJRfESPeeringSubnetMaskiE X FIRE—F
RIS, fIgn
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248
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RS

2R Sl BB fiik
REMESE , BE

Action String = : CreateVirtualBorder
Router

PRt

el

Regionld String

PhysicalConnectionl

q String WEE LI

Hm

VBR ownerfyUser
ID , RENHEAIEF
(¥1EEZowner)

RPN EREHES

( VBR) E&&MizEORY
802.1Q VLANE&ETE
[1-2999] , ZEMR
IR E Zownerig
E/MERL.

VBRELMIEOIRZ
ERREBRRSE. 2R
HRAITTIEEL

ownerfgE/1&%.

EHLLFRISHES

( VBR) E&MiEORY
IPHBIE, ZBMER T
VBR ownerigE/MEX.
NELFTBECE
VBRAEFTWME , JEfBIK
E 6132 VBRATARIE,

VBREZAM#EEOXTimAT
IPHEtE, ZEMER T
VBR ownerig&/1&X,
NELEECIE
VBREJWME , JEAHK
E6)jz2VBRET AT,

VBRELMIEORIRS
X ELERAY R EAS.,
ZEMHERTIFVBR
owneriEE/IEH. /E
S5 & Bl VBRAT
15, HEMKS 6=
VBRAJAHETIA,

LA ES

( VBR) B9EFR
[2,128MNFFF. ABELA
http://#0https://FFk,
ZEMRIFVBR
owneriEE/IEK.

VbrOwnerld String

iy

Him

Vlanld Integer

iy

CircuitCode String

iy

LocalGatewaylp String

iy

PeerGatewaylp String

iy

PeeringSubnetMask String

iy

Name String

99
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REfNID R ER FRER
( VBR) HIFHIAER
(2,256 NFFF , ANBELL

iy

Description String

mandatory for
processing this

100

http://Fhttps://FFk.
ZEMERTIFVBR
ownerfgxE/{E24.
RFREERNES
. BEFIRERIZSE
ClientToken String B B, EREEARBEK
BE— , RANEL
64 MNASCII=Z4F.
A}
REISE
Bm E-Sid] ok
Vbrld String EPLA5REEHES (VBR) ID
A=
tHIes
RS i Http RS0 BXY
. . The specified " . -
InvalidRegionld.Not Regionld is not 404 18ERIRegionld A7
Found =
found.
InvalidPhysicalConn The specified IBEMNYIEEXIdATF
ectionld %otFound PhysicalConnectionl 400 7:'_: =
) d is not found.
. The specified VlanId 1EERIVIanld B fE
InvalidVlanld.Used has been used. 400 [
The input parameter
‘PhysicalConnectio
nld’ thatis i
MissingParameter mandatory for 400 PhysicalConnectionl
processing this diE
request is not
supplied.
The specified
InvalidPhysicalConn PhysicalConnectionl 400 BRI 4RI
ectionld.NotEnabled d is not in Enabled WFIEFIRES
state.
. The specified e
InvalidVbrOwnerld.N . 1EEm
otFound y;’“rgw”eﬂd Is not 404 VBROWnerld/RiFE
The input parameter
MissingParameter Vianld' that is 400 &HDVianld{E
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InvalidVlanld.Malfor
med

InvalidCircuitCode.M
alformed

MissingParameter

InvalidLocalGatewayl
p.Malformed

MissingParameter

InvalidPeerGatewayl
p.Malformed

MissingParameter

InvalidPeeringSubne
tMask.Malformed

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylIpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.NameNot

request is not
supplied.

The specified Vlanld
is not valid.

The specified
CircuitCode is not
valid.

The input parameter

‘LocalGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
LocalGatewaylp is
not valid.

The input parameter

'‘PeerGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
PeerGatewaylp is
not valid.

The input parameter

'PeeringSubnetMas
k' thatis
mandatory for
processing this
request is not
supplied.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not

101

400

400

400

400

400

400

400

400

403

403

403

403

IBEMVIanldi&A

aik

15 CircuitCodets
AAEE

o>
LocalGatewaylp{E
IEERY
LocalGatewaylpt&=,
NI

o>
PeerGatewaylp{&
IEERY
PeerGatewaylpt&=t,
REE

o>
PeerGatewaylp{&
HEEN
PeerGatewaylpt&=t,
REE
ERSAIHERE

LocalGatewaylp£#§

ERSAIHEE
PeerGatewaylp&#{

BARAASIHERE
PeeringSubnetMask
28

ARAARIFERE
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allowed to specify

AllowedByCaller the Name NameZ&#{
parameter.

: I The caller is not
Forbidden.Descriptio ' . N

allowed to specify ERAARITEE
:\NotAIIowedByCaIIe the Description 403 Description&#4
parameter.

. The specified S—— A
InvalidName.Malfor ‘Name'  is not 403 fExEE’JNameff%EtZ'.:.
med - =

valid.
. . The specified e T
gr;;/jrl:Tc]ieDdescrlptlon.M ‘Description’ i 400 ?_%%ﬁzD;scnptlonTn
not valid. ey
Virtual boarder e :
QuotaExceeded.vbrP router per 400 %;gﬁ%g%ég%%%
erpConn PhysicalConnection %‘ﬁ R HHEREA SIS
quota exceed. ~
QuotaExceeded.free Free virtual boarder 400 LSRR EBI R
vbr router quota exceed. L4
InvalidIP.Malformed Ip malformed. 400 IPIERXAEIE
>
LocalGatewaylp,
— peerGateway);ppand LocaIGateway{p » Pe
MissingParameter . 400 erGatewaylpz,
peeringSubnetMask inaSubnetMask
must not be null. peeringsubnetMas
E
Local gateway ip
Invalidlp.NotSameSu and peer gateway ip LocalGatewayIpA]
bnet are not in the same 400 peerGatewaylpfe
E—FRe

faid

pillESsEE Vi =si

subnet.

- {05RVBR EiEHRouter Interface ( FAFUEZORRS ) SESHUIAR IR

- VBR ownersiFifRUnconfirmed , EnabledaTerminated{AZSAIVBR

- YIRS owner R IFHHIFRIGEUnconfirmediAZSAIVBR , —BVBRIFAN T ActivelRZSLUE ( BEMH
VBR owneriZIATLAFHIAER ) . RBVBR ownera] LAIFRIZVBR

RS

SR eSid BBV ik
Action String 2 REMESE , BE

: DeleteVirtualBorder

102
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NotAllowedByUser

fiig

the specified
VirtualBorderRouter.

- HIfVBR ownerZ2EF75 B SHIVBRIIZ ;
- BT EfFilteryIERHITIZIE . BRsUFAIFilter==EREIE : Vbrld, PhysicalConnectionld,

Router
Regionld String 2 FiriEithiag
Vbrld String 2 REHNA SRS ESId
‘
IR[EIEE
SEAHLREISE , FRATREISE
=]
tHIR
R iR Http K735 B
. . The specified Grnpan o -
}:nvallgReglonId.Not Regionid is not 404 ;;IEEIJREQIOHIdTﬁ
oun found.
TThe specified
InvalidVbrid.NotFou VirutalBorderRouter 404 BRI IAL RS
nd does not exist in our R=EE
records.
InvalidOperation.Ro ;r/?ri ,[Saﬁgg:;eedm outer HEERIREHLO RIS
uterInterfaceNotDel till has 400 LERMBRAVEE FR2SE
eted routerInterface. H
InvalidOperation.Op The specified G ey &
erationNotAllowedIn VirutalBorderRouter 400 {Egg’iﬁ;ﬁﬁiﬁﬁﬁ
State is in invalid state. LI ATEIRR VAR
The caller is not
Forbidden.Operation  allowed to delete 403 SRIERS AR

TERERIREIIA A B B aE

Status., Name., AccessPointld ;
- —\FilterfIZ/MEZIBR "or" XR , RESHA—MEMESUMATEZFilterBULIEEM ;
- &1 Filterzah "and” (& , FEFTAFilterfOTiEsMt , 7EHNSREETAERP,

IBEKESH

2R St BB fiik

103
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REMESH , BiE

Action String = : DescribeVirtualBord
erRouters,
Regionld String B et
: ; FEn ML IEEERIRE,
=~
Filter.n.Key String A NMIFHE  AATFS,
En NI IERERIE M ME
Filter.n.Value.m String & . MM\1FFEE , AT
50
ERERIITD ; N8
ERT , BUANL ; BUEE
Bl : IEZEE3Y ;
=
PageNumber Integer A #PageNumberkFa
PREEERAYERATIARS |, W
RERE—TTHIRE.
HIRERAID KRN,
PageSize Integer B BUYESBE[1,50] , EOA
7910,
A}
R[EISE
AHREZE , FEIATHREISE
B &3ic) R
: LR EERES
VirtualBorderRouterSet \élertuaIBorderRouterSetTy VirtualBorderRouterTypefBriAIE
PAN
Ro
TotalCount Integer SCHIEANEL,
PageNumber Integer SLIFIZRAVTRRD,
PageSize Integer BN ENE T,

=1

RS iR Http K755 BEX
The Regionld

. . (== N i [~

}:r;vt?rlllccjiReglonId.Not provided does not 404 ?;xEE’JReglonIdZ'ﬁ
exist in our records. °

InvalidFilterKey.Valu igfi‘j';g J;Lféz key is 404 RFEHEENTHIET R

eNotSupported Filter.X key »

104
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it

EEYRECL TR IR HERTIER

- YIRELownenARiIZEOTHET B CNERYIEE & 6IZAIVBRYIE
- BRERAEEEEVBR owner2iEAS H 28 VBR ownerE{th ABIVBR
- ZEORNREIREVBR ownera] LABZIIFER

IBKEH
i s REA fk

EFESE , BB
: DescribeVirtualBord

Action String = erRoutersForPhysicalC
onnection
Regionld String 2 FT{Eitiag
ShysmaIConnectionI String = MIEBELID
ERERAITES N8
TERT i{%bl ; BUESE
< B BB, H
PageNumber Integer B PageNumberkFscfR
ERAIRATUS |, MR
EE&E—HIRE.
BERERAID AN,
PageSize Integer & EESBE(1,50] , A
710
A
R[EISE
RNHEIREIZE , FIATLHREISE
BIR A 1)

VirtualBorderRouterForPh VirtualBorderRouterForPh %fi?ﬁ?ﬁﬁ}fﬁ}k{ﬂ?ﬁﬁ%m%& .
VirtualBorderRouterForPhysicalCon

ysicalConnectionSet ysicalConnectionSetType nectionType BRIIIES

TotalCount Integer SCHIRANEL

PageNumber Integer SCEIFIRAITIRD

PageSize Integer BN ENSTTE
H1e g

RS R Http RS BY
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The Regionld
provided does not 404
exist in our records.

InvalidRegionld.Not
Found

texERIRegionld A7
£

s PVAL SR ]
ik

IESEIIA R IR BRI

- Vlanld R eI E ZownerfSE/ 1€
- A—YEELTHRE—Vlanld A 1NV BREREA.
- BEATerminated{AZSAIVBREE7 RN BENREHVIanld , ARIFEMVBRER, 7XE0]
LA EtBVBR{EF.
- NEMEEFRIZEAIVBR |, AgEAcELocalGatewaylp, PeerGatewaylpflPeeringSubnetMask
- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZE{#13:35 : PeeringSubnetMask3z#F
[24-30]fiZ , PeeringSubnetMask3ziFm o+ HIZzR~%[255.255.255.0-
255.255.255.252] , LocalGatewaylpFPeerGatewaylp#i/iifES5PeeringSubnetMaskiE X AIRE—F
RIP. fIgn
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
« PeeringSubnetMask: 255.255.255.248

RS

&R gt REVR fEk

RS, BE
: ModifyVirtualBorder
RouterAttribute

FrTEEI, (EIESLBIRY
RegionID)

RO R ERER
(VBR)Id

REHLOFRER RS

( VBR) E&MIEORY
802.1Q VLANE 5
(1-2999),

VBRELMIZEOIRZ
ERAEBRRRE. 2R
HRAITTIEEL

ownerfgxE/1&%.

Action String

Hm

Regionld String

Hm

VBRId String

Hm

Vlanld String

iy

CircuitCode String

iy
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LocalGatewaylp

PeerGatewaylp

PeeringSubnetMask

Name

Description

D

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidVlanId.Used

InvalidCircuitCode.M
alformed

InvalidVlanld.Malfor
med

InvalidIp.Malformed

InvalidPeeringSubne
tMask.Malformed

String

String

String

String

String

)5

The specified
Regionld is not
found.

The specified
VirutalBorderRouter
is not found.

The specified Vlanld
has been used.

The specified
CircuitCode is not
valid.

The specified Vlanld
is not valid.

The specified ip
address is not valid.

The specified
PeeringSubnetMask
is not valid.

iy

iy

iy

iy

H

Http RS

404

400

400

400

400

400

400

107

VBREZ MO AIHHY
IPHEtE, ZEMER T
VBR ownerfg§E/MEHL,
AAFBEnabled RS
VBREVIZ BRI AZ.

VBREZAM#EEOXTimAT
IPHEtE, ZEMER T
VBR ownerig&/1&X,
ARAIFBEnablediRZSRY
VBREYIZIEMER A=,

VBREL MO XRIRS
X B BXHY RS ED.
ZEHERIFVBR
ownerEE/MER. AT
FBEnabledRZAH
VBREYIZIEMER =S,

EHLORER RS
( VBR) BIEFR

REfNIA SR ER RS
( VBR) Ry

BY

{EEAIRegionld 77
£

IEEMIVbrId R~ F1E

1BEMHIVIanldB &4
Edz2

fgEHICircuitCodeR

aix

EEMVIanld AL
IEEMIpHEARE%
BEM

PeeringSubnetMask
FEE
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Forbidden.CircuitCo
deNotAllowedBycCall
er

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylIpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.VlanldNot
AllowedByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

MissingParameter

Invalidlp.NotSameSu
bnet

The caller is not
allowed to modify.

The caller is not
allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Vlanld.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name' is not
valid.

The specifid
‘Description’ s
not valid.

LocalGatewaylp,
peerGatewaylp and
peeringSubnetMask
must not be null.

Local gateway ip
and peer gateway ip
are not in the same
subnet.

108

403

403

403

403

403

403

403

403

400

400

400

400

RBRBARIFIEE
CircuitCode&#

BB AR IFIEE
LocalGatewaylp£#§

ERSAIHEE
PeerGatewaylp&#{

BARAASIHEE
PeeringSubnetMask
28

BEAARRITFIERE
Vlanld&£4

BRBAIFEE
Name&%§

ARAASITHERE
Description£%§

TEEANN SR IS AR B FR
REIE

IEEREIMERAEGE

FR>
LocalGatewaylp , pe
erGatewaylpay,
peeringSubnetMask
AYE

LocalGatewaylp#Q
peerGatewaylp=7E
BE—N R
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7%

RS REIIAFR B HsR

- REYEEZLownera] LAARIZEOREVBRIE L& (ER
- AtiFikETerminated|RZSAIVBR
- QiR EXT R AR E 4 FEnabledAZSAIVBR

- BEFHAIEVBRIZEARecoveringiRZ |, oA VBRIZEAEnabledik7Zs

- EEH(TVIanldARRE
- WISRVianldi®iRBE#HEMVBRER ( TerminatefS7RWERIE ) , AJLMRIERINRE

- WNERVIanldB&HEMVBREE ( Terminate/57KE1d , TBYIEESZowner2&EE M

VBREERTZVlanld ) , MkESLM

IBREH
i

Action

Regionld
Vbrld

HIR
RIS

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn
State

OperationFailed.Vlan
IdAlreadyInUse

sem

String

String
String

HHih

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The specifed vlanld
has been used.

Him

Hm

el

Http 7518

404

404

400

400

109

115
REMESE , BlUE

: RecoverVirtualBorde
rRouter

FRrEsthisg
VBRID

BX

tEERIRegionld A~ 7F
£

1EEm
VirutalBorderRouter

REE

1EEm
VirutalBorderRouter

WEARGIE

IBEAIVIanldBEEH
=15
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The caller is not
allowed to recover
the specified
VirtualBorderRouter.

Forbidden.Operation

203 BRI TAIFIRSIEE
NotAllowedByUser

puabiiesls

fai

221 RN SR I RS

- REYEEZLownera] LUEAIZIEOLKIEVBRIVELER , FAMERVBRFVBRUKEMBAE
( Router Interface , B8H%% )
- A& IEEnablediAZSHIVBR
- BFFTIRRVBREZNTerminatingA7 | SEAl/EVBRiEATerminatedAZs
- VBRi#F ATerminated’AZf5 , BVIanldSRE7RAITFEBVBRER , 7R EITFHEtEVBREER
- RBGLERIBME | FITHITIREIR(E ( Recover ) IREIZVBRIVEL(FEA , SR VIanldifi 2B #E
VBR5F ( 7ZRIRIE ) |, TLMRIERINIRE

RS

BR S BERYM ik
REMESE , BB
Action String = : TerminateVirtualBor
derRouter
Regionld String = RiTfEs i
Vbrld String = VBR ID
A
R[EISE
LEAHIREIS , FIAHREISE
A= |
=15
RS )% Http A& ‘X
. . The Regionld " . -
}:r;vlfrl:glReglonId.Not provided does not 404 ;;ZEE’JReglonIdZ'Y?
exist in our records.
. The specified
Innc}/alldVbrId.NotFou VirutalBorderRouter 404 IBERIVbrIdAFE
is not found.
InvalidOperation.Op The specified 400 1EERY

erationNotAllowedIn

VirutalBorderRouter

110
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State is in invalid state. WEREE

The caller is not
Forbidden.Operation  allowed to terminate 5 TEARAAITLLLISE
NotAllowedByUser the specified RUINFRES RS

VirtualBorderRouter.

NAT pISAERI=

HER

TEIEERIVPCHEIE—MNATRIXK,
TEBIENATRRRS |, i1

BRIRSFENATRX SEZESNATIIX ( ER—BECSFZSNATRIR ) fEVPCHFHTZ,

NATRIXEZESS , RFESfEVPCRIRHRZRFBEHRINI—&BMER/90.0.0.0/0 , T—BEANATRIKAHY
BHEKE , BTRRERBAZINATHX,

NRAECBENATRKA]T , VPCHIRFRHELFAE—5BIRMEY0.0.0.0/009 MK R |, MERZIREH
FH. BN, FTEIENATRIX,

A
NATRISIRERRIRIE. NATRIZAIESSNSN AT A A SR SRR | (BRI
BAEIE,
NATRIEHIE S SNAT AL AT R R,
kG BT SRR
INE 15 1F
chy 55 5F
KB 205 15

REH St BEYMR 43
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Action

Regionld
Vpcld

Spec

BandwidthPackage.

n.IpCount

BandwidthPackage.

n.Bandwidth

BandwidthPackage.

n.Zone

Name

Description

String

String
String

String

Integer

Integer

String

String

String

fl RO

i

iy

ol

Iy

iy

i1y

Iy
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REMESE , BE
: CreateNatGateway,

NATRIXHIFE L.
NATRIXHIFT/EVPC,

NATRIKHIRIE.

A%E : Small,
Middle, Large. AETE
A, SEFRAIA(ESmall,

RENATE P SEE
LB,
S SR AR

IPHE (n&RKXH4) .
BY&ESBRE : 1-50,

RENATERPSRIEE
ZEH,
B S RENRERE

(nExkKH4) .
BY&ESEE : 5-5000,

RENATEZRPIFERE
%50

B HERREUTHI
X (n&xX74) .

NMEEZSEH | Z5R
BN D E— T BX.

IR HEHERG LN
IP5/EIHECSAFR—
PMIRAK , AAIBEE
B BEMTHERETA
XRS , AIRVNER.

SES=17

BFRE2-128NF 218
. WARLAT S R EH S
Frk |, AEELA http:// F0
https:// 7k |, EI:%@%I

— un

Fo-
"

WRRBIEEZSH B
INMERRXID,

ZESEuN

HHRTE2-256NFF 2 iE
, NBELA http:// #0
https:// 7k,
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ClientToken

REISE

BREISE
NatGatewayld

ForwardTablelds
BandwidthPackagelds

g
SR

InvalidRegionld.Not
Found

InvalidZoneld.NotFo
und

InvalidVpcld.NotFou
nd

MissingParameter.B
andwidthPackage

MissingParameter.B
andwidthPackage.n.I
pCount

MissingParameter.B
andwidthPackage.n.
Bandwidth(nF &L
HEMME)

QuotaExceeded.Nat
GatewayCountInON

String

]

String

Array
Array

1%

Specified value of
“Regionld” is not
supported.

Specified value of
Zoneld is not
supported.

Specified value of
Vpcld is not found in
our record.

At least 1
BandwidthPackage
must be created
with NatGateway.

Missing parameter
IpCount in
Bandwidth n.

Missing parameter
Bandwidth in

BandwidthPackage
n.(nFELHEINE)

Natgateway count
limit in one vpc

Iy

113

HTTPIAZSHS

404

404

404

400

400

400

400

AT RIEERNESMT.
REFiREMiIZSHE

, BRIEEARRISKEME
—  RXEAEEBRIE 64
ASCII=4F,

Eg{nlu ' /":?;ZD1—.”%1IE
BE.

1R

NATRIXID,

HEGERN  £BE— , RIAE
AOME—HRIR,

wRFBIE.
HEHEAIIE.

1588

TEERHIE AT,

IEERIRAXAFE.

IEERVPCRFTE.

HEEVEE—HE

I L.

HEHRESHATE
, FigEIpCountfyiE

°

HEHRESEHA TR
, REENRYE.

—VPCHREEEIE—
NATRIX,
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eVpc

RouterEntryConflict.

exceeded.

A route entry
already exists, which

400

FoECIENATRK,

VPCRSHZRPEFAE—R
BimRETS

Duplicated CIDRis '0.0.0.0/0’ 0.0.0.0/0/IEEFA%E
. TEMIRR,
InvalidParameter.Na The specified Name . R
me.Malformed is not valid. 400 IBEREIASIA,
. The specified

InvalidParameter.De . Srnpa e AL
scription Malformed \I/Daelgsgnptlon is not 400 EENEATSIE.
InvalidParameter.Sp The specified Spec is
ec.ValueNotSupport pl_ q P 400 BRI AR GIE,
ed not valia.

BandwidthPackage BT HE=HEES LR
TooManyBandwidth count limit on one 400 o —MNATRKERZ
Packages NatGateway AR =R

exceeded.

°

N
iGNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-
11af8lp67&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.l.IpCount=5&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-04-
28&Signature=14KKhWgjJdImTqk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae49c-
2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1l.Bandwidth=150&BandwidthPackage.l.Zone=cn-shanghai-
a&Description=My+first+ NAT+Gateway

REH

JSON#E=

{
"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

B

"ForwardTablelds": {
"ForwardTableld": [
"ftb-11tc6xgmv"

114
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]
b
"NatGatewayld": "ngw-112za33e4",

"Requestld": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"
}

iR

EEEHHAINATRRSIZR, OO NER , SRAIESERIA105E,

RSH

BEREH ESic) BBV R
RS, BE
Action String = : DescribeNatGateways
Regionld String y o IEEEEIAAMbE,.
iS4y, RRRERE
EIDRINATRIZR,
i =@
NatGatewayld String A Fige  MIRESE
NATRIK,
HIERSE , BIRIRERE
TEVPCAINATRIZK,
i Py
Vpcld String A g , MRESEE
NATRIK,
FIZRTIRS.
PageNumber Integer & BIAENL , BOAEER
10
SRERN , SRETH
45’%&0
i a
PageSize Integer & EAEH50 , BRAEH
10,
\
BEISE
REISE St ik
NatGateways NatGatewaySetType NATRRFIZR,
TotalCount Integer FIRFEHE.
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PageNumber Integer EEIDTER
PageSize Integer EEIPpUiEA=E 2=
A
FEIRS
AR H TR HTTPIRZHS i8R
. . Specified value of
InvaIIdReglonId.NOt "RegionId" is not 404 TEI#EE"JT@E’ZZ:Y?E.;
Found
supported.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lp67&Format=json&TimeStamp=2016-05-
23T03%3A27%3A14Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNatGateways&SignatureNonce=3el424eb
-2096-11e6-bc31-2cf0ee28adf2

RERA

XML #%z(

<DescribeNatGatewaysResponse>

<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>CF5D6933-C574-4FEC-83C0-4DF63EBD19CE </Requestld >
<NatGateways>

<NatGateway>

<Description/>

<Spec>Small</Spec>

<ForwardTablelds>

<ForwardTableld > ftb-rj9p798gwt2k3yk6cbyxh </ForwardTableld >
</ForwardTablelds>

<Vpcld>vpc-rj983s9gjlnssugzh49vr</Vpcld >

<NatGatewayld >ngw-rj99ps4cq9lfseOried3l</NatGatewayld >
<CreationTime>2017-01-23T02:30:31Z</CreationTime>
<BandwidthPackagelds>
<BandwidthPackageld>bwp-rj911xdpevOh9liwesfg4 </BandwidthPackageld>
</BandwidthPackagelds>

<Name/>

<Status>Available</Status>
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<BusinessStatus>Normal</BusinessStatus>

<Regionld>us-west-1</Regionld >

<SnatTablelds>

<SnatTableld>stb-rj9u47y5gl255bgmb3ady </SnatTableld >

</SnatTablelds>

<InstanceChargeType>PostPaid </InstanceChargeType>

</NatGateway >
</NatGateways>

</DescribeNatGatewaysResponse >

1)

IEBINATRIKHTRNE.

FE—MTEZEEER |, TIENATRKARIMEREI SR |, 1LAZEERE BT A RS HME T R,

EREH
BERSH
Action

Regionld

NatGatewayld

Spec

ClientToken

REISE

REISH

e

String

String

String

String

String

]

=
=

=
=

=
=

iy

iy
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ik

REMESE , BB
: ModifyNatGatewayS
pec,

NATRIKAIFT B b,

BISBEAINATRIK
gYID.

NATRIZAIFAE

ai%{E : Small,
Middle, Large, N
ERY , SEREOAME

Small,

BT REERNEST

°

REFimEsZSHE

, BRIHEAREISKIE
MfE— , BRAEAREGET
64 1ASCIIZFRT,

BEEER , SENMER
IS0
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NATKXID,

NatGatewayld String HERER  £FH— , ZiEELH)
AIHE—HRIR,

ForwardTablelds Array EREZBYIE.

BandwidthPackagelds Array "Rk,

A
e
FERAB HiRER HTTPIRZHG WiEA
The specified

InvalidRegionld.Not

Found Regionld is not 404 ISR AR,

found in our record.

InvalidParameter.Sp The specified Spec is

S T S
gg.VaIueNotSupport not valid. 400 BRI EIE,
InvalidNatGatewayld Specified value of HEERINATRIXAE
NotFound Y NatGatewayld is not 404 E
‘ found in our record. °

HEA
1EBINAT R KAIZFRFIHEIA,
=
iBREH
BERESH it EEYMR fiha
REMESE , BB
Action String = : ModifyNatGateway
Attribute,
Regionld String 2 NATRI KRR B,
/& AY Y
NatGatewayld String 2 %{I’E&EIJNATM*E,J
RIKEEFR,

EIRIE2-128NF /2|
DRSS
SISk, AgELA http://
0 https:// 7k, &I
g;&$ , u.u , u_u gz

°

Name String

iy

R BIEEIZESH
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Description

g
R

InvalidRegionld.Not
Found

InvalidNatGatewayld
.NotFound

InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

AN
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Description=modified +description&Format=json&TimeStamp =20
16-07-19T17%3A16%3A34Z&Regionld=cn-shanghai&NatGatewayld=ngw-

String

HRER

The specified
Regionld is not
found in our record.

Specified value of
NatGatewayld is not
found in our record.

The specified Name
is not valid.

The specified
Description is not
valid.

iy

HTTPRES

404

404

400

400

. BOUAERIMKID,

EES U

HIATE2-256NF T (8]

, TNBELA http:// 70
https.// 3k,

1588

BRI AT,

IEERINATRXAF
.

IEERNBIRAGIE.

IEEREA N GIE.

7mwb327j1&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=YmhpTIu6piZKY3nMMJp%2BEffuxDw%3D&Action=ModifyNatGatewayAttribute&SignatureNonce=

8b4e670a-4dd4-11e6-976b-2cf0ee28adf2

REH

JSON &=
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{

"Requestld": "AB5F62CF-2B60-4458-A756-42CODFE108D1"

}

R

FBRNATRIX

SIENATRXEEARMRRIREERE | FEMBRHEEERER.

Bk
EREH
Action

Regionld
NatGatewayld

Invalid.Regionld

MissingParameter.N
atGatewayld

DependencyViolatio
n.BandwidthPackage
s

]
String

String

Integer

HRER

Specified region is
not found during
access
authentication.

The input parameter

“NatGatewayld”
that is mandatory
for processing this
request is not
supplied.

There are
BandwidthPackages
on specified
NatGateway not
deleted.

BB

Hm

Him

Hm

HTTPIRZSHS

404

400

400

120

fEk

RS, BE
: DeleteNatGateway

°

NATRI KRR B,
ERIBRAINATRIEID,

B8

BRI AT,

RIEENATRIKAT
ID,

NATRIK B AR

v
M=,
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Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T06%3A42%3A44Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tYpwSEabziAM8WdVxVNKkNCHhSI%3D&action=DeleteNatGateway&SignatureNonce=8e471ddc-
20b1-11e6-9899-2cf0ee28adf2

REA

JSON #&={,

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

HER

TEIEERINATRX LRI EHRE., — INATRR&A EZIN M EETHEE.
NATRIX ERIRMIPFIHES , #ERAHETEG. — 1M 2

0t
i
it
@
@

- _'fﬁjzx¥rr-|)l_:

- —HAKIP

— M HEFTEEPNRBEIPAZEXMNTHE. NATRHXSHEEEERITERE , 251 ERNA.
RENATERPSGFHEEZZE.

ITRSE

RS, BE
Action String = : CreateBandwidthPa
ckage,
Regionld String 2 NATRI KRR B,
. tIEAEETEREEN
NatGatewayld String = NATRI£ID.
IpCount Integer = EE— HEFEEFIAK
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Bandwidth

Zone

Name

Description

BB

REISE
BandwidthPackageld

i
SR

InvalidRegionld.Not
Found

Integer

iy

String

iy

String

H

String

Sl
String

HERER
The specified

Regionld is not
found in our record.

122

HTTPRZS

404

P&
BEsEH : 1-50,

I

S
S

L= BRI
-H-
/

: BYESS -1000,

HEHFEEMTHTA

°

NEEZSHN , BF
4 NS E— N X

X H

IR HET=ReLrn
IP 'i}:Jﬁ'aECST FE—
MTEX , HAFImE
EEt ; (BEMTHERE
BIREXAS , "ANRNER

°

HEHREEZR,

BIRE2-1281NFRF2[8)
, WA = ay
SU:F% Ageld http://
A https:// FF36 _I@,
Baf=, ", " Ek

MR IKBIEEIZEE]
. BRAGEARMXID,

HEHREHEA,

?*LT 2-2561NFRF2 /8
gelA http:// #0
https:// Fk.

B
B

BRIID,

0t
it

~

1588

TEERHIS AT,
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InvalidZoneld.NotFo

Specified value of

und Zoneld is not 404 EENAAXAFE.
supported.
InvalidNatGatewayld Specified value of HEERINATRIXATE
NatGatewayld is not 404 -
.NotFound X .
found in our record.
MissingParameter.Ip Missing parameter T
Count IpCount. 400 AEEANIPHE.
Bandwidth(nEE45
. HEKME) Missing T
MissingParameter. parameter 400 RIEEHRE.
Bandwidth.
1 E\\ j:t—&l—'l.'i_ﬁ_"'%—'._
QuotaExceeded Ban BandwidthPackage j}LQZ/\¥ITJJL:@E:J:BE
. count limit on one . —PNATRXRZ
dwidthPackageCoun NatGateway 400 e )
tOnNatGateway YT
exceeded. .
InvalidParameter.Na The specified Name . P
me.Malformed is not valid. 400 IRERIBIAER,
. The specified
InvalidParameter.De Description is not 200 AT S,

scription.Malformed

valid.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&NatGatewayld=ngw-
7mwb327j1&Format=json&TimeStamp=2016-07-19T17%3A08%3A27Z&Regionld=cn-
shanghai&Bandwidth=5&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DIqV3jVRDoISfSPsjgYtEcHKLyM%3D&Action=CreateBandwidthPackage&SignatureNonce=690270e
8-4dd3-11e6-93ce-2cf0ee28adf2&Zoneld=cn-shanghai-a&IpCount=1

REA

JSON #&={,

{
"BandwidthPackageld": "bwp-s6lmotmkk”,
"Requestld": "54ED4074-3F89-4F11-B166-837DD3E20FE3"

}

123



EBEML VPC

Frkigr

HER

BRI =

RS

Regionld

BandwidthPackagel
d

NatGatewayld

PageNumber

PageSize

REIS4L

RESE
BandwidthPackages

TotalCount
PageNumber
PageSize

BFIR. WEOSHFSNER , SRAESEA10%.

===

String

String

String

String

Integer

Integer

il

=
=

el

iy

iy

iy

iy

BandwidthPackageSetTyp

e
Integer
Integer

Integer

124
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EANESE , A
: DescribeBandwidth
Packages,

HEHEERIFTERbE
TigRS4 , BIRER
EENHETER.

MEE , NikELERT

Erttoen
St

iSipE , BRE
JEENATRIX A

=,
I , MEELH
SHEL,

PTG,

R BAEDS
1,

DUEIAN , SRER

BT
BAERNS0 , BUMER
10,

HEiA

HEFEEIIE.
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TR0

R ERER HTTPIRAED i8A
. . Specified value of
InvalldReglonId.NOt "RegionId" iS not 404 Tgﬁﬁgi@iﬁzzﬁﬁo
Found
supported.

Nl
kbl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=KNOC2Q4TUZtfECBNn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureNonce=1e89
41ae-2097-11e6-acbb-2cfO0ee28adf2

IR [E75)

JSON #8=;

{

"BandwidthPackages": {
"BandwidthPackage": [

{

"Bandwidth": "150",
"BandwidthPackageld": "bwp-1lodxu2k7",
"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:24Z",
"Description™: "",

"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount": "5",

"Name": "",

"NatGatewayld": "ngw-112za33e4",
"PubliclpAddresses": {
"PubliclpAddresse": [

{

"AllocationId": "nateip-1liopy3sl”,
"IpAddress": "139.224.22.107"

2

{

"AllocationId": "nateip-11pt1fph”,
"IpAddress": "139.224.22.55"

b

{
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"AllocationIld": "nateip-111ul670c",
"IpAddress": "139.224.22.79"

b

{

"Allocationld": "nateip-11ogfjj85",
"IpAddress": "139.224.22.59"

2

{

"AllocationId": "nateip-11s2jempe”,
"IpAddress": "139.224.22.99"

}
]
b
"Regionld": "cn-shanghai”,
"Status": "Available”,
"Zoneld": "cn-shanghai-a"
}
]
b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1

}

EREH == BB R
RERESH , BE
Action String = : ModifyBandwidthPa
ckageSpec,
Hestt=nmg st 7
RegionId Strlng ZEE /\¥m,v|_,@,ﬂl]ﬁﬁ)§tmtk
i ST e e
SandmdthPackageI String = %19351[3’], t=HHREN
HETRBATTER.
. . =
Bandwidth String = AW/ESSE ¢ 5-5000,
FAFRIEEKRIEEN
ClientToken String &= A R S R

, BRIHEARREISKE
MfE— , BRAEARREGET
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64 MNASCIZFF,
BEZER, SEWER
IEEF.
\
IS
AHIREISEH.
=
Bk
RO EIRER HTTPIRZES Lz
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 BRI AT,
Found
supported.
Specified value of
InvalidBandwidthPac  BandwidthPackageld ., EENHETEREAT
kageld.NotFound is not found in our =,
record.
. . The specified value
InvalidBandwidth.Val - g 0 4idth not 400 HEAEE.

ueNotSupported supported.

Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-
shanghai&Bandwidth=2008AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon
ce=42429561-209b-11e6-b869-2cf0ee28adf2

REA

JSON #&={

{
"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

}
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HER

IEHFETEORIBMRIEA,

RS

W

BREH ESi) BERUM ik
REMESE , BB
Action String = : ModifyBandwidthPa
ckageAttribute,
Regionld String 2 HETEBARRILL
i S e R e
gandmdthPackageI String 2 %{IpE,J/\¥FDJ\_,@aE’J
HEHEEER,
BFME2-128DFFFLZ[A)
. WIRLAT N FREH

XFFkL , ABELA http://

Name Strin & # https:// 35, A&
’ : agE. U E
MR ZHIEEZEEH
. BROABERRRIXID,
HETEREHIA,
- . HRTE2-256NFF 28]
=~
Description String A | REELL httpy// F1
https:// FFL,
\
R[ES4
ANHIREISE.
A =]
IRt
ERA EIRER HTTPIRZSES iR
. . The specified
InvalidRegionld.Not Regionld is not 404 b TS T,
Found .
found in our record.
InvalidBandwidthPac ~ Specified value of 404 EENHEEEEAE
kageld.NotFound BandwidthPackageld .
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InvalidParameter.Na
me.Malformed

InvalidParameter.De
scription.Malformed

Nl
ikl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-

is not found in our
record.

The specified Name
is not valid.

The specified
Description is not
valid.

400

400

IEERNBIRAEIE.

IEEREAR X,

s6lmotmkk&Name=modified&Format=json&TimeStamp=2016-07-19T17%3A11%3A39Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=fR3h0PELe%2Fxy%2Fgu6BJZyzZWasnfc%3D&Action=ModifyBandwidthPackageAttribute&SignatureN

once=db570d0a-4dd3-11e6-b591-2cfO0ee28adf2

REH

JSON #8=;

{

"Requestld": "DFDDD35D-3F29-4E15-AA28-53F5341F9599"

}

HEin

EfEENHETREEIEINAMIP,

%

Regionld

BandwidthPackagel
d

x5

String

String

String

BB

=
=

Hm

Hm
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gelps,
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°
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ID,



EBEML VPC

Frkigr

IpCount String 2 1B ERIIP ML,
AT RIEERNESFT
HEFIREMZSHE
) ) , ERIFEARRIFKE
ClientToken String B W— , BAEAREEET
64 MNASCIZFFF,
BEER , SEWER
IR,
\
B[EISE
AHIREISE,
A =]
Bk
RS HRER HTTPIRZHS L]
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 BRI AT,
Found
supported.
Specified value of
InvalidBandwidthPac  BandwidthPackageld ., EENHETREAT
kageld.NotFound is not found in our =,
record.
. The specified value
InvalidlpCount.Value of IpCount not 400 PSS,

NotSupported supported.

Nl
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=pSjC98nbDGgMI1tdjcXARIfW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cf0ee28adf2&IpCount=6

REA

JSON#&=.
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{
"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"
}

BRAMIPES , FEISEEMFRAMIPAIFIZ
R EBAMIPHER. MRBEKRFPHIPFIRBIETEEIP , BBREW.
INRBRPWIPHIRBIE T AETHE=FEEHHIP , MBREML.

ANRIBERFRIIPFIRFEIPHEDNATESNATREER | MIFREM.

TRSH

IEREH =z BB fk
REMESE , BB
Action String = : RemoveBandwidthP
ackagelps.,
Regionld String = S REARTR
BandwidthPackagel Strin = ERBRAIWIPRIFTE
d g = AEt=HEEID,
FERFAIIPAYID, N/l
RemovedipAddress  Array & WIFHEHES , BAR
: 20,
FAFRIESKIESENT
HAEFimERIZSEE
. . , ERIEFEARIFKE
ClientToken String B W— , EAEAREET
64 1ASCIIZFFT,
BEZEE , SEWER
IEREMN,

REISE
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NEREISE,

TR
R

InvalidRegionld.Not
Found

InvalidBandwidthPac
kageld.NotFound

InvalidRemovedIpAd
dresses.NotFound

Forbidden.RemoveAl
[Ips

Forbidden.SomelpRe
ferredByForwardEntr

y

Nl
R

HRER

Specified value of
“Regionld” is not
supported.

Specified value of
BandwidthPackageld
is not found in our
record.

Some of the
specified value of
RemovedIpAddress
not found in
specified
BandwidthPackage

It" s forbidden that
remove all IPs in
BandwidthPackage.

It' s forbidden
because there are
some specified
RemovedIpAddresse
s referred by
ForwardEntry.

https://vpc.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-11lodxu2k7&Format=json&TimeStamp=2016-05-

23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedIpAddresses.1=nateip-

HTTPIRZSHS

404

404

400

400

400

1iH8

BRI AF T,

IPFIZRPRIFENPAIE

EENHETEEH.

AEEFHE TR
AIRFAIP,

BIPHSNATER
DNATZ&H35IA.

1110a21488&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34{3f3-209b-11e6-b183-2cf0ee28adf2

REA

JSON #&={,
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{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EACS5C"

}

ERESH Sl BB ik
REMESE, BlE

Action String = : DeleteBandwidthPa
ckage,
==y oy fuiy aly
Regionld String 2 HEDEAMIATRE
BandwidthPackagel = EROHE =TSN
d Integer = D.
\
BEISE
ﬁ/\)&@%é&o
A =]
IR
FERE FHIRER HTTPRES L
Specified region is
Invalid.Regionld ggécefsc;und during 404 EEAME AT,
authentication.
The input parameter
"BandwidthPackag
. eld” thatis e
MissingParameter.B REEHZ=HEEN
. mandatory for 400
andwidthPackageld processing this D,
request is not
supplied.
It' s forbidden
: because there are
F:rrrzgjgyeFrg?v?/;filgni? some Publicip in 400 HEREETERES
specified HYIP,
y BandwidthPackage

referred by
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ANl

ForwardEntry.

TRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T06%3A40%3A32Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-

28&Signature=y%2B5U28PQJI4NuVNFaOEEBNR5TWw%3D&action=DeleteBandwidthPackage&SignatureNonce=3f

06e585-20b1-11e6-81df-2cf0ee28adf2

REH

JSON #&8=;

{

"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C”

}

iR

FEDNATE ( im%ekR ) FiRIIDNATEE.

AINDNATRER , iFR

BERDNATEBHEAZDAER : [Externallp , ExternalPort , Protocal , Internallp , InternalPort].

DNATEBERIRERE : #Externallp : ExternalPort EWEIRNSEIMYANHEE RS
Internallp:InternalPort , FEEISERREIXE.

ExternallpAJ£9zk :
-« IRRZNATRRAHEHEE R HIIAMIP,
- RIS RFTCPFIUDPREFMY , tBRJLUEREANY , RIAREIYSEEL,
« — P aMIPABERIITFTFDNATREFISNATR B,

InternallpfY2uzR :

- Internallp 4 FE BT AVPCHIMESEE.
- ZIPHIERT AR — MFAERIECSFARIPHELE , T IAR—NRFAERIIPIHBAE,
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- REZInternallp#i—NECSEHNEREIZSLBIIRBHFEEIPHS , DNATRBZ £, &%
IPEHF#HAVIP/SLB/RDSFAFECSHKIRER , DNATSRBL | AMRETEEREZIP L

ME—MHEK

FTEDNATERBRIAMIP, ARimE. =N FREMNAESVREAEE. BIARITF
BR—NFIP. A—Mm0. B—MIESHEREREIZN B,

FTEDNATEBRIBRFARIP, BirfARimO. M= NFREMNESHESRERES

ZDNATZERHBEDNATEBERRZSLFPendingaModifying RSt , ToARINDNATERE.

—/"DNATERRZHRMN40ZDNATSRH.

TRSH

EREH ==z BRYM fEk
REMESE , BlE
Action String = : CreateForwardEntry
Regionld String 2 NATRI KRBT /E M.
ForwardTableld String 2 DNATZHRYID,
: SR RAIEE R
Externallp String = EE;IX%EI%E* =5
Az,
ExternalPort String = (& : 1-65535,
SRR,
IpProtocol String 2 A58 : TCP, UDP,
Any,
Internallp String £ BHRFAKIP,
BitrFARiEE.,
H =
InternalPort String = A& : 1-65535.,
A3
IREISE]
BESE it ik
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ForwardEntryld
A

FEIR0S

iR UE

InvalidRegionld.Not
Found

InvalidForwardTablel
d.NotFound

InvalidExternallp.Not
Found

QuotaExceeded.For
wardEntry

IncorretForwardEntr
yStatus

InvalidProtocal.Valu
eNotSupportedc

InvalidInternallp.Mal
formed

InvalidExternallp.Mal
formed

InvalidExternalPort.
Malformed

InvalidIinternalPort.
Malformed

Forbidden.PortsAndl
pProtocol

ForwardEntry.Duplic
ated.Source

String

REa

The specified
Regionld is not
found in our record.

Specified forward
table does not exist.

Specified Source Ip
address does not
found on the
VRouter

Forward entry quota
exceeded in this
route table.

Some Forward entry
status blocked this
operation.

The specified
IpProtocol does not
exist or IpProtocol
and ExternalPort or
InternalPort do not
match.

The specified
Internallp is not a
valid IP address.

The specified
Externallp is not a
valid IP address.

The specified
ExternalPort is not a
valid port.

The specified
InternalPort is not a
valid port.

ExternalPort/Internal
Port/IpProtocol
must be all Any or
all not Any.

The specified
<Externallp,

136

AADEHIDNATEEBID,

HTTPIRZHS

404

404

404

400

400

400

400

400

400

400

400

400

15eB8
BRI AT,

IEERIDNATERAFE

°

EERIAMIPAFIE.

— "DNATZEHRY
DNATZ&BAEEET
40%%.

Foi5BIEEDNATERE.
DNATZERHEDNATE
BRPRESLT
Pending&,
ModifyingA7.

TR,

IR ERRARIPAS

I£o
IEENAKMIPAREE,

EENAMROREE

HEERIRANIROAREE

ExternalPort,
InternalPort,
IpProtocol R/
AnysiEBRAA
Any,

SEFERIDNATEE
e RN ) (RN T
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IpProtocol,
ExternalPort> is
duplicated

The specified
ForwardEntry.Duplic <Internallp,
ated.Destination InternalPort> is

duplicated

400

The specified
Destination Ip is Out 400
of VPC CIDR

Forbidden.Destnatio
nIpOutOfVpcCIDR

The specified
Externallp is already 400
used in SnatTable

Forbidden.Externallp
.UsedInSnatTable

AN
Rl

AN,
SEFERIDNATEE

S8 FARIIP, FARIim
M. 1

IEEAFARIPRAETA
VPC,

IEERRRMIPERE
SNAT&B.

https://vpc.aliyuncs.com/?Externallp=139.224.22.107&SignatureVersion=1.0&Format=json&TimeStamp=2016-05-

23T03%3A53%3A18Z&Regionld=cn-

shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D&Access
Keyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-2099-11e6-b548-

2cf0ee28adf2&InternalPort=Any
\ —
IREITHG
JSON #&={,
{
"ForwardEntryld": "fwd-119smw5tk",

"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"
}

R

EiEERIDNATRAIDNATERE.
IO DRER , SRAVEEIRIA10%,

iEkS¥

ERESH ESit] REUMR

K
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Action

Regionld
ForwardTableld

PageNumber

PageSize

BB

RESE
ForwardTableEntries

TotalCount
PageNumber

PageSize

TEIR
SR

InvalidRegionld.Not
Found

InvalidVRouterId.No
tFound

InvalidForwardTable.
NotFound

MissingParameter.V
RouterldOrFowardTa
bleld

String = : DescribeForwardTab
leEntries,
String 2 NATRIKHIRT B,
String = EEARYDNATEID,
DNAT&BFIZRAITIG,
Integer B HEIRENL , BUAEER
10
S IEEIRERNSR
?i’%ﬁo
=~
Integer a BAIEAS0 , BIMER
10,
=3id) 1)
ForwardTableEntrySetTyp o
. DNATZ&BZIZ.
Integer FIRFBHE,
Integer EEIDUER
Integer LIS TREAESLKE.
HHiRER HTTPIRZHS B8
The specified
Regionld is not 404 BRI AT,
found in our record.
Specified VRouter is
not found during 404 RAMESIRELI | K3k
access EfEEMVRouter,
authentication.
Specified
ForwardTable is not 404 SR, FHAZNEE
found during access HIDNATE,
authentication.
One of VRouterld
and FowardTableld 400 FIEEDNATEID,

must be specified.
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Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A10%3A16Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcexgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=90eTVIgyBTn8uNF81Za0%2By3q8q0%3D&action=DescribeForwardTableEntries&SignatureNonce=

41541235-209c-11e6-b0d5-2cf0ee28adf2

REA

JSON #&={,

{

"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp": "139.xxx.xx.107",

"ExternalPort": "any",

"ForwardEntryld": "fwd-119smw5tk",

"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.1",
"InternalPort": "any",

n

n

IpProtocol": "any",
Status": "Available”

2

{

"Externallp”: "139.xxx.xx.79",
"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk”,

"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.4",
"InternalPort": "443",

"IpProtocol": "tcp",
"Status": "Available"
2

{

"Externallp": "139.xxx.xx.55",
"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",

"ForwardTableld": "ftb-11tc6xgmv",

"Internallp™: "192.168.1.2",
"InternalPort": "any",
"IpProtocol": "any",
"Status": "Available"

b

{
"Externallp": "139.xxx.xx.59",
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"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",

"ForwardTableld": "ftb-11tc6xgmv",

"Internallp”: "192.168.1.5",
"InternalPort": "22",
"IpProtocol": "tcp",
"Status": "Available"

"Externallp”: "139.xxx.xx.79",
"ExternalPort": "80",

"ForwardEntryld": "fwd-11r23r7p5",
"ForwardTableld": "ftb-11tcxgmv",

"Internallp™: "192.168.1.3",
"InternalPort": "80",
"IpProtocol": "tcp”,
"Status": "Available"

"PageNumber": 1,
"PageSize": 10,
"Requestld": "A6C4A8B1-7561-4509-949C-20DEB40D71E6",

}

TotalCount": 5

HER

1EUEERIDNATERE.

EE : MDNATERDEDNATEBRIRZAIPendinggiModifyingld , FToiAIEMDNATRE.

Action String
Regionld String
ForwardTableld String
ForwardEntryld String
Externallp String
IpProtocol String

Hm

P I =1 N

iy

iy

140

R

REMESE , BB
: ModifyForwardEntry

°

NATRIKAIFr/E I,
DNATZRIID,

EEHHIDNATRERY
D,

PSR R AIEIIERAY
NTIGR

NESN
a]i%(E : TCP. UDP,
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formed

Internallp is not a

141

Any,
YN N
1 i
ExternalPort String A (& : 1-65535,
Internallp String B FARIIP,
N
1 as
InternalPort String s YA : 1-65535.,
\
BEIS#
AHIREISE.
Ay =|
S
RS HIRER HTTPRZS L

. . The specified

pvalidRegionldNot - pegiond is not 404 SRR,
found in our record.

InvalidForwardTablel = Specified forward 404 EERIDNATRATZE

d.NotFound table does not exist. .

. Specified forward " 52 BT
InvalidForwardEntryl entry ID does not 404 IEERIDNATRBARF
d.NotFound . .

exist

Specified Source Ip
InvalidExternallp.Not address does not PN -
Found found on the 404 IRERIAMIPALFIE,

VRouter

Forward entry quota — "DNATZRH
QuotaExceeded exceeded in this 400 DNAT&BA&EET

route table. 404,

FToAEBIDNATERE

Some Forward entry , DNATERHE
IncorretForwardEntr  (rtus blocked this. | 400 DNATE Bk EH
yStatus . .

operation. Pendingz},

Modifying,

The specified

IpProtocol does not
InvalidProtocal.Valu exist or IpProtocol 400 ASHFHEERMY LR
eNotSupportedc and ExternalPort or .

InternalPort do not

match.
InvalidInternallp.Mal The specified 400 SRR ARIP R A,
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Frkigr

InvalidExternallp.Mal

valid IP address.

The specified

Externallp is not a 400 EERIAMIPASE.
formed valid IP address.
InvalidExternalPort. E)Ttee ?r?aelggretdis ot a 400 EENARIRAREE
Malformed : .

valid port.
InvalidinternalPort. irnﬁirsnz?;glr?c?s ot a 400 IEERIRARIR AR EIE
Malformed . o

valid port.

The specified

. <Externallp, SN e

EI;toerzlvardEntry.Du|C>I|c IpProtocol, 400 ?Damﬁg&gizrgﬁiﬁﬁ

ExternalPort> is : =

duplicated

: The specified

Forbidden.Internallp e .
AndinternalPortDupl <Internallp, 400 TEZEEIJT\AMIE: FARI i
i cate InternalPort> is O. hYBEFE.

duplicated.

ExternalPort/Internal F::::::Illfgrr: :
Forbidden.PortsAndlI Port/IpProtocol 400 I PrOtOCO|LlZ:7ﬁ|=_|HY]'?3
pProtocol must be all Any or A?n EE%I?HQ‘%\?;

all not Any. A el

ny.

Forbidden.Externallp E)T’fe?rrm):l?ﬁiesdalread 400 IBEMNAMIPERE
.UsedInSnatTable P y SNAT B,

used in SnatTable

Nl
1G]

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A09%3A16Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&Internallp=192.168.1.3&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcexgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DM6q9yvEUEPSryxJtyLIN4S2hXE%3D&action=ModifyForwardEntry&SignatureNonce=1daf567d-
209c-11e6-aba8-2cf0ee28adf2

RERA

JSON #&={,
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"Requestld": "24CC85DC-7700-4F09-9624-99E988C7DD03"

}

R

MBRFSERIDNATERE.

T2 | HDNATERPEDNATR BRI IPendingaiModifyingRt , T5AMIBRDNATRH,

Action

Regionld
ForwardTableld

ForwardEntryld

TEIR
RIS

InvalidRegionld.Not
Found

InvalidForwardTablel
d.NotFound

IncorretForwardEntr
yStatus

InvalidForwardEntryl
d.NotFound

S
String

String
String

String

FERER

The specified
Regionld is not
found in our record.

Specified forward
table does not exist.

Some Forward entry
status blocked this
operation.

Specified forward
entry ID does not
exist

BB

) i o

Him

HTTPIAZSHS

404

404

400

404

143

ik
REMESH , BE

: DeleteForwardEntry

°

NATRIKAIFT B b
DNATZMID,

ZIEFHIDNATEBRY
ID,

1588
TEERHIE AT,
ISERIDNATEARFIE

ToEMBRDNATSHE
, DNATERHE
DNAT&RBRIRE S
Pendinga,
Modifying.

IEEAIDNATERBAE
£,
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Nl
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T05%3A07%3A14Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tc6xgmv&SignatureMethod=HMAC-
SHAl&Version=2016-04-
28&Signature=dqe76byYB1FVIg8BTUCJRyTVtbY%3D&action=DeleteForwardEntry&SignatureNonce=36754954-
20a4-11e6-aal6-2cfO0ee28adf2

REA

JSON #&={

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

R

TEIEERINATRIKAISNATERHRIISNATERH.
NINSNATEBRT , iR

- B5SNATE&EHRSourceVSwitchIdf1SnatlpZEFL..
- BIN—ZSNATEBERBIRE © 123 FTHIECSIBITIZ AMIP ( Snatlp ) AILAKGEIAM.
- SNATE: B HRIZHEANATLIER
- IEERVAHE I IRTENATRIKAIRT/EVPCA.,
- WIRIIEHAHTFEHAVIP |, NITSERIISNATERE.
- BRI R BERII—RSNATERE.
- SNATEBHHRIAKIP ( Snatlp ) RIZIER :
- WRRHEHEEHRILMIP,
- —RWIPABERATFFDNATRBFSNATR B,
« IF— N ARIPHIEZ ZSNATRBHIEALRMIP,

TRSH

BERSH 3] BEBYMR A
. . REMESE , BE
=
Action String = : CreateSnatEntry,
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Regionld String 2 NATRI KRR /B M.
. INISNATS BB
SnatTableld String = 's?ﬁ%mx%am
== /P AN LR —_
. . = BEH TR/
SourceVSwitchld String P 41D,
TEEHRAIMIER | L
%N010.1.1.0/24,
AR S
SourceVSwitchld&#§
B, AR ERSHI,
RPANER{EA
SourceCIDR String B SourceVSwitchld , M
AgetgESourceCIDR&
., GNR{EA
SourceCIDR&#Y , AR
Ber{Er
SourceVSwitchld&#§
R T AT A
KIIP , AR =R
NATRIKATEERE Y
2MIP,
ﬁﬂ%ﬁ?ﬁﬁﬁﬁ?_\lézglp
. = PoolIfge , MFEIZESE
Snatlp String = FRIETEIP;hIZRANT.,
IPitbFIRFIIZ NPEE
FIESHRH , W
Snatlp=47 XXX.XXX.98
AT XXXXXX.99,47 XXX
XXX.241,
\
BEIS#
RES# Sl ik
SnatEntryld String RS ERISNATEEID,
A =
SEI=
RN HRER HTTPIRZHS ik
. . The specified
}:nvallé:iReglonId.Not Regionld is not 404 IEERIHBIE AL,
oun found in our record.
InvalidSnatTableld.N Specified SNAT table IEEHISNATERFIE
\ 404
otFound does not exist. .
Forbidden.SourceVS There is some 400 BB FFE
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witchld.IncludeHaVi
p

Forbidden.SourceVS

HaVips under
specified VSwitch

The specified

HAVIP,

IEERNRZERE T

witchld.Duplicated 33:{;2%3'*'5 400 SNATHI,
. The specified Snatlp
invalidsnatipMalfor ¢ ot a valid 1P 400 IR ARIPREE,
address.
. Specified Snatlp PN -
Lnr:/;hdSnatIp.NotFo does not found on 404 ﬁﬁ%;@IPTE
the NAT Gateway °
%iﬁﬁﬂ@iél:lpg %HB
Some SNAT entry , SNAT
irllgorretSnatEntrySta status blocked this 400 SNATLBRIRES S
operation. Pendinggy,
Modifying,
. The specified Snatlp Snpa
Forbidden.IpUsedInF already used in 400 ?EIEE’J;\WIPE',}EHE
orwardTable DNATZBH.

forward table

Nl
TRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A46%3A28Z8&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Snatlp=139.224.22.40&Signature=2nxkCU%2FIt6rUuT90YG4jcIUccoc%3D&Action=CreateSnatEntry&Signature
Nonce=56f17700-4dd0-11e6-9548-2cf0ee28adf2&SourceVSwitchld=vsw-yrvOwinkw

REH

JSON #&=,

{
"Requestld": "69B31D6E-9F34-4A5A-8DBC-230A3918E828",

"SnatEntryld": "snat-kmd6nv8fy"
}

R
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EHiFIEESNATERISNATRE,

TS

ERESH eIt BBV fEk
REMESE, BlE

Action String P : DescribeSnatTabIeE
ntries,

Regionld String B NATRIKHIFTE I,

SnatTableld String B EEARISNATEID,
SNATEBFIZRAYTTG,

PageNumber Integer & ?ﬁé}{ﬁ?ﬂl , BUAEES
S IREARENER
178

PageSize Integer ) EH(EH50 . BRAER
10,

T2

REISE ESid) ik

SnatTableEntries SnatEntrySetType SNAT£B7%IZ,

TotalCount Integer FIRFZBHE.

PageNumber Integer EEIDTEN

PageSize Integer EElpapGa=r2s-3=

TEIR
SR s HTTPHRATS 5298

InvalidRegionld.Not The specified

Regionld is not 404 BRI AT,
Found .
found in our record.

Nl

kAl
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https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A49%3A36Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=t0BtL%2B1xK7Tt%2BOEhUJ3NeU2fP2s%3D&Action=DescribeSnatTableEntries&SignatureNonce=c6a
764fd-4dd0-11e6-8a81-2cf0ee28adf2

R Bl

JSON #8=;

"PageNumber": 1,

"PageSize": 10,

"Requestld": "6D7E89B1-1C5B-412B-8585-4908E222EED5",
"SnatTableEntries": {

"SnatTableEntry": [

"SnatEntryld": "snat-kmdénv8fy",
"Snatlp": "139.xxx.xx.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.1.0/24",
"SourceVSwitchId": "vsw-yrvOxxxxx",
"Status": "Available"

2

{

"SnatEntryld": "snat-bs5bezbme",

"Snatlp": "139.xxx.xx.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.3.0/24",
"SourceVSwitchld": "vsw-3xbxxxxx",
"Status": "Available"

}

]

b
"TotalCount": 2
}

R

IEBMIEESNATRBECERNILWIP | REEIEHSEZIRN.

kS

BERSH it BEYR R
. . REMESE , A
Action String = : ModifySnatEntry,
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Regionld

SnatTableld

SnatEntryld

Snatlp

FEIR0S

RS

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

InvalidSnatlp.Malfor
med

InvalidSnatlp.NotFo
und

IncorretSnatEntrySta
tus

String

String

String

String

HRER

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry does not exist.

The specified Snatlp
is not a valid IP
address.

Specified Snatlp
does not found on
the NAT Gateway

Some SNAT entry
status blocked this
operation.

Hm

Him

el

H

149

HTTPIRZSHS

404

404

404

400

404

400

NATRIKAIFT B b,

EEHAISNATR B AR
JBSNATE,

EERRISNATEBRY
ID,

sk T ARG
MIP , HRELE]
NATM XA SR
YNTIR

ANRFEAEFASNATRIIP
PoolZfige , NFEIZS4L
ShiEREIP A ZRRN AT,
IPESIRFPHZNPEER
RESHRFT 4
SnatIp=47 XXX.XXX.98
AT XXX XXX.99,47 XXX
XXX.241,

B8
IR AFE.

IEERISNATERTEIE

°

IEEIISNATREAREF
£,

HEERNLWIPASE.

1BEHIAMIPARIEA
NATRIZK,

FTHEBNATER B

, SNATERHH
SNATZBRYRES A
Pendingg
Modifying,
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Nl
R

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A14%3A38Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
288&Snatlp=139.224.36.107&Signature=J714MX74d5Zv5yonzAEIw7yd0xs%3D&Action=ModifySnatEntry&Signature
Nonce=45f23d9e-4dd4-11e6-8b16-2cf0ee28adf2

REA

JSON #&={,

{
"Requestld": "C4C873E5-8B92-4CD8-9163-66703A808E46"

}

HER
PR ERESNATRPHITEERISNATEE.
kS

REH eSS REDR ik
RENMESH , BE

Action String = : DeleteSnatEntry,
Regionld String 2 NATRIKHIFTE b,
SnatTableld String P SNATZRMIID,
Y & Ay
SnatEntryld String 2 %ﬂﬂU%EﬁSNATT‘E HY
\
IREIS¥
AHIREISE,
=]
e
RS HIRER HTTPRZES L
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InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

Nl
Rl

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry ID does not
exist

404

404

404

TEERHIE AT,

IEENISNATERTZE

°

IEERISNATRBEARE
.

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A15%3A25Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=8SindEe8sQyTJv41zGDG7P6CoLE%3D&Action=DeleteSnatEntry&SignatureNonce=6200df19-4dd4-

11e6-8ffb-2cf0ee28adf2
IRERG

JSON #&={

{

"Requestld": "47B80B6A-759A-479C-A565-76D04BDA29F3"

}

VPN RISKHERI=

/1174

REORTEBEVPNRIX ( RHFEASHIWE )

7%
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IO AEIRVPNEAIFIZRED |,

BREH
e

Action

Regionld

Vpcld

Status

BusinessStatus

PageNumber

PageSize

BEIZH

8H2
VpnGateways
TotalCount
PageNumber
PageSize

s

String

String

String

String

String

Integer

Integer

B Sa)]
List

Integer
Integer

Integer

E S,
BBV

Him

Hm

iy

iy

iy

iy

iy
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SR E N VPNLFIRIFRER

fEk
REMESE, BlE

: DescribeVpnGatewa
ys

IEEEA
VPNGatewaysaJtbizf

HIERSH. WEEZ
2%, RIR[EIXEX

VPCE’\JVPNGatewayEl'J
FER, NEENARHIE

RS, WEEZ
%é& ' /\L@;EIIE
StatusfV45R , NEE
ZBENARNTIE. 8]
E :
{ “init” ,” provisionin
g" )" active” ,” updat
mg" " upgrading”
deletlng" }

TSRS, WisEix
%éﬁ ' /\LIEHEI/_\E
BusinessStatusayss

. T?axEuﬁéﬁthT
. AiEE

:{ “Normal” ,” Finan
cialLocked” }

SEAPRSFIZRATTIRS
 EBIRER 1, BAME

?g 1

DREHINRENER

178, RKES01T, &K
A5 10

ik
VPNGateway%lZ
FIRFFEH
=EIDUE
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VPNGateway 3z

2R
VpnGatewayld
Vpcld
VSwitchld
Internetlp
CreateTime

EndTime
Spec

Name

Description
Status

BusinessStatus

=]
EIRA
ErrCode
InvalidRegionld.Not

Found

InvalidParameter

InvalidParameter

B

kAl

St
String
String
String
String
Long
Long

String

String
String

String

String

Message

Specified region is
not found during
access
authentication.

The specified
parameter pageSize
is not valid

The specified
parameter
pageNumber is not
valid

R

VPNGatewayM—#riR
VPNGatewayXBHVPC
VPNGatewayX<E£AJVSwitch
~Rip

VPNGateway €lzERTiE]
VPNGatewayZI/HARTiE]

VPNGatewayHJH5Esiiig,
MRS 5M 10M 20M &

VpnGatewaysLfIZFR
VpnGatewaysLlf#EiAER

init, provisioning, active, updating,
upgrading, deleting, deleted

VPN-GWHIIREE RIRENFV

ServicefRZSH, , —HIRAIFALT
ingiRASBIEI FERHTELE | /R

FF5 E—RAIECE ToRk

Http Status

404

400

400

153

Normal, FinancialLocked
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18ERY Region AF7E

PageSize 3%

PageNumberdEx
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https://vpc.aliyuncs.com/?Action=DescribeVpnGateways
&RegionID=cn-hangzhou
Q< NEHERSE>

REH

XMLASZ,

<DescribeVpnGatewaysResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>

<VpnGateways>

<VpnGateway>

<Status>active</Status>
<VpnGatewayld>vpn-bp1lgq8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<BusinessStatus>Normal </BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovllcu9oudtvmaOl </VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>

</VpnGateway>

</VpnGateways>
<Requestld>DF11D6F6-E35A-41C3-9B20-6FC8A901FE6S5 </Requestld >
</DescribeVpnGatewaysResponse >

JSON#&=L

{

"PageNumber":1,

"TotalCount":1,

"VpnGateways":{

"VpnGateway":[

{

"Status":"active”,
"VpnGatewayld":"vpn-bp1q8bgx4xnkm2ogjOfiu”,
"BusinessStatus":"Normal”,

"Spec":"5M",

"CreateTime":1492753580000,
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchId":"vsw-bply9ovilcu9oudtvmaOl”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

}

]

2

"PageSize":10,
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"Requestld":"B2CD1315-CA2B-47B1-9DA5-8F1D69C48E82"

}

s

FEONERVPNLAFIREZED |, IRSTLESEPVPNLFINFAER

RS

Regionld

VpnGatewayld

BEIZH

2R
VpnGatewayld
Vpcld
VSwitchld
Internetlp
CreateTime

EndTime
Spec

Name
Description

Status

BusinessStatus

Sl

String

String

String

St
String
String
String
String
Long
Long

String

String

String

String

String

Him

Hm

Him

155

fiik
REMESE, BliE

: DescribeVpnGatewa
y

SEEIA
VPNGatewayfJitiis

IBEEIA
VPNGateway3L{5I/ID

R

VPNGatewayM—#riR
VPNGatewayXBHVPC
VPNGatewayX<E£AJVSwitch
AP

VPNGateway BlzEATIE]
VPNGatewayZI/HARTiE]

VPNGatewayfJrH s iiig,
MEAAFS S 5M 10M 20M &

VPNGatewaysL{FI&ZFR
VPNGatewaysLHRAEE

init, provisioning, active, updating,
upgrading, deleting, deleted
VPN-GWHIRSERIERENFV
ServiceRPIASH , —HARSSIFALT
ingNSHIER FEXHITIE |, B0
EF E—IRAIECE TR

Normal, FinancialLocked
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EIR
ErrCode

InvalidRegionld.Not
Found

Message

Specified region is
not found during
access

Http Status

404

fifik

1EER Region A TFE

authentication.

The specified vpn o :
gateway instance id 404 ;;IEE'JI”Sta”CG Mz

does not exist.

InvalidVpnGatewayl
nstanceld.NotFound

P
1G]

https://vpc.aliyuncs.com/?Action=DescribeVpnGateway
&RegionID=cn-beijing
&\VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu

R BBl

XMLAEZ,

<DescribeVpnGatewayResponse>

<Status>active</Status>

<VpnGatewayld >vpn-bplq8bgx4xnkm20gj0fiu</VpnGatewayld>
<Spec>5M</Spec>

<BusinessStatus>Normal </BusinessStatus>
<Requestld>98C99F30-A3D2-42E1-AC75-0C882FBE92F7 </Requestld >
<CreateTime>1492753580000</CreateTime>
<Internetlp>116.62.69.64 </Internetlp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovilcu9oudtvma0l</VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</DescribeVpnGatewayResponse >

JSON#&ZL

{

"Status":"active",
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjoOfiu”,
"BusinessStatus":"Normal",
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"Spec":"5M",

"CreateTime":1492753580000,
"Requestld":"E98A9651-7098-40C7-8F85-C818D1EBBA85",
"Internetlp":"116.62.69.64",

"EndTime":1495382400000,
"VSwitchId":"vsw-bply9ovilcu9oudtvma0l”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

fag

TELHRME , @iTcommon-buysLH , IEORFTLUEKBHER

RS

o i) EERYM R
RS, BE
Action String = : ModifyVpnGateway
Attribute
RegionId String = i\é@?NGatewayFﬁEE’\Jﬂﬂ
VpnGatewayld String 2 VPNGatewayMt—+riR
Token String B BEMRRE
EBELBIER , KER
K7910053 B S FRF

. WIRLAKR /N
XFk , TTE AT
, II‘II , II_II ﬁ "_

WMRRBEIEEZSE
, BUMEAHIRY
Instanceld
RBELANttp://
https:// Frsk

1EEVPNGateway #@iA
ER. BEMERKE
BRAN100MFERF | SLfl
BASEREEHE.
FENAZ , BHAAST

. /BELA http:// 0
https:// 7k

iy

Name String

iy

Description String

R[EI2E

BFR Pt HHid
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VpnGatewayld String VPNGatewayt—#riR
Vpcld String VPNGatewayxBxHIVPC
VSwitchld String VPNGatewayXE£HJVSwitch
Internetlp String RIP

CreateTime Long VPNGateway BlJ$EHT/8]
EndTime Long VPNGatewayZ/HART &

Spec String ;ﬁﬁg&aﬁé%v%y&jﬁ%%%ﬁﬂ =
Name String VPNGatewaysL{H&FR
Description String VPNGatewaysLIHHR S E

init, provisioning, active, updating,
upgrading, deleting, deleted
VPN-GWHIREE FRENFV

Status String ServicefIRAH, , —EERAIFALT
ing%ﬁ&ﬁ@%ﬁ?ﬁ}ﬂtﬂﬁﬁﬂﬁ , W
EF E—IRIECE TR
BusinessStatus String Normal, FinancialLocked
=]
tHIR
ErrCode Message Http Status iR

Specified region is
InvalidRegionId.Not not found during
Found access

authentication

404 1EER Region RFE

The specified vpn o :
gateway instance id 404 ;;ZEE’JInstance Mz

does not exist

InvalidVpnGatewayl
nstanceld.NotFound

The specified value

InvalidName of Name not 400 NameA&ik
supported
The specified value

InvalidDescription of Description not 400 DescriptionA"&ix
supported

B
R

https://vpc.aliyuncs.com/?Action=ModifyVpnGatewayAttribute

158



EBEME VPC Frkigr

&RegionID=cn-beijing
&VpnGatewayld=vpn-bp1lq8bgx4xnkm2o0gj0fiu
B <RIBFRSE>

REH

XMLASZ,

<ModifyVpnGatewayAttributeResponse>

<Name>aaa</Name>

<Status>active</Status>
<VpnGatewayld>vpn-bplq8bgx4xnkm2o0gjOfiu</VpnGatewayld>
<BusinessStatus>Normal</BusinessStatus>

<Spec>5M</Spec>

<CreateTime>1492753580000</CreateTime>
<Intranetlp>172.16.104.158 </Intranetlp>
<Requestld>54B48E3D-DF70-471B-AA93-08E683A1B457 </Requestld >
<Internetlp>116.62.69.64 </InternetIp>
<EndTime>1495382400000</EndTime>
<VSwitchld>vsw-bply9ovilcu9oudtvma0l</VSwitchld >
<Vpcld>vpc-bplublyt9cvakoeljly9c</Vpcld>
</ModifyVpnGatewayAttributeResponse>

JSON#E=

{

"Name":"aaa",

"Status":"active",
"VpnGatewayld":"vpn-bplg8bgx4xnkm2o0gjofiu”,
"BusinessStatus":"Normal”,

"Spec":"5M",

"CreateTime":1492753580000,
"Intranetlp":"172.16.104.158",
"Requestld":"BAS6EAF8-E3A9-4BE6-8511-8F03512153E2",
"Internetlp":"116.62.69.64",
"EndTime":1495382400000,
"VSwitchld":"vsw-bply9ovilcu9oudtvmaOl”,
"Vpcld":"vpc-bplublyt9cvakoeljly9c”

s

AEORTMPRVPNRIX (TS ZRSLHIF TR )
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ITREH
en%

Action

Regionld

Token

VpnGatewayld

BEIZH

BR
Requestld

tEIRS
ErrCode

InvalidRegionld.Not
Found

InvalidVpnGatewayl
nstanceld.NotFound

DependencyViolatio
n.VpnConnection

ForbiddenRelease

VpnGateway.Config
uring

sem

String

String

String

Integer

2
String

Message

Specified region is
not found during
access
authentication

The specified VPN
gateway instance id
does not exist

There are
VpnConnections on
specified
VPNGateway not
deleted

Forbidden to release
a prepaid instance
within validity
period

The specified service
is configuring

BTN
=
=
=
=
=
=
=
=

160

1%

fiik

REMESE , BlE
: DeleteVpnGateway

18EVPNGatewayffE
AOthia

MRS
VPNGatewayld, &=
. WRZ
VPNGatewayBHiEEE
FE | WAEEmIBR

BREKIE—IRR

Http Status

404

404

400

400

400

ik

187ERY Region 1F7E

tEEMInstance ~EF
=

FEVPNIEEARSIT
AR

BREARAR IR

VPNRXIEEE &S
, RFUFRIE
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|
Rl

https://vpc.aliyuncs.com/?Action=DeleteVpnGateway

&Regionld=cn-hangzhou

&VpnGatewayld=vpn-bplq8bgx4xnkm2ogj0fiu

B<AIEEREH>
AN

XMLAgZL

<DeleteVpnGateway>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnGateway >

JSON#EZ

{

"Requestld":"606998F0-B94D-43FE-8316-ACA81BB230DA"

}

s

AEORTEEERFPMX,
A=
IEREH
s¥=
Action

Regionld

IpAddress

Name

sem

String

String

String

String

REUMR
=
E
=
E
=
E=
a
=

161

1115
REMESH , BE

: CreateCustomerGat
eway

el
CustomerGatewayfyith
18

CustomerGateway#y

IPthiE
IHINERER , &KX
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Description

R[EI2E

245
CustomerGatewayld
IpAddress

Name

Description

CreateTime

=]
EIRA
ErrCode
InvalidIpAddress.Wr

ongFormat

InvalidIpAddress.Alr
eadyExsit

InvalidName

InvalidDescription

an

String

D]
String
String
String
String
Long

Message
Specified IpAddress
is invalid

Specified IpAddress
is already exsit

The name is not
valid

The description is
not valid

KE /10089 S EH
MFRF , WIRARNF
BEFITL 88
é’ﬁ? , u.n , II_II EE

MR ZEIEEZSEH
. BUNMEAHIRY
Instanceld
AgelAhttp:// #0
https:// Frk

BEXER , HFAKE
L00MN=FFF |, SEflfiids
BrEEdle. AE

a A, BN, B
LA http:// #0 https:// FF
L
ik
FAFRXID
SIS T E Sy
FAFRRXAIEFR
FAFRKASEIAE S
ellfENE
Http Status A
400 HEENIPASIE
IEENIPEREE (F
400 — M EFER—
region , IPREJES
)
400 Namef&ix
400 Description &%
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iRl

https://vpc.aliyuncs.com/?Action=CreateCustomerGateway
&RegionID=cn-beijing

&IpAddress=100.1.1.2

Q< NHERSH>

R Bl

XMLAEZ,

<CreateCustomerGatewayResponse >

<CustomerGatewayld >cgw-bplaw0a5nfff03xplpcqc</CustomerGatewayld >
<Requestld>185E81B1-3916-4667-B48F-C52409B33F2B </Requestld >
<CreateTime>1493363486000</CreateTime>
<IpAddress>100.1.1.2</IpAddress>

</CreateCustomerGatewayResponse >

JSON#E=

{

"CustomerGatewayld":"cgw-bpljrawp82av6bws9h2ut”,
"CreateTime":1493363599000,
"Requestld":"D32B3C26-6C6C-4988-93E9-D2A6444CEGAE",
"IpAddress":"100.1.1.2"

}

/1743

FEORTERAFMXIIR. HFOTER , SIEIAL0%E,

RS

e e St REBYR
Action String =
Regionld String =

iy

CustomerGatewayld String
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240, RiREFEE

CustomerGatewayldfd
ZER |, MEERSEN
AL,
SLHPAZSFIRATIG
PageNumber Integer &  EBIRER 1, BIAME
A1
HUEHINRENER
PageSize Integer & 178, xKX(E S0 17, B
A/ 10
A
R[EISE
245 KE )%
CustomerGateways List CustomerGateway?%l|Z&
TotalCount Integer FIREFFBE
PageNumber Integer EEIPUE]
PageSize Integer EElpap U=y 2 3=
CustomerGateway 3lZ€
BR KE 1)
CustomerGatewayld String CustomerGatewayME—HRIR
Name String CustomerGateway&Z#R
Description String CustomerGatewaytfiiAMEE
IpAddress String CustomerGateway IPithiik
CreateTime Long CustomerGateway GlIzZ2HT/E)
A= |
RS
ErrCode Message Http Status A
. Specified
InvalidCustomerGat . .
ewayld.NotFound CustomerGateway is 404 IEEREFPMARNFE
not found
The specified value
InvalidPageSize of PageSize not 400 PageSize IE%
supported
The specified value
InvalidPageNumber of PageNumber not 400 PageNumber JE%

supported
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateways
&RegionID=cn-beijing
< RHIFRSH>

RERA

XMLAEZL

<DescribeCustomerGatewaysResponse >
<PageNumber>1</PageNumber>

<TotalCount>3</TotalCount>

<PageSize>10</PageSize>
<Requestld>5BE01CD7-5A50-472D-AC14-CA181C5C03BE </Requestld >
<CustomerGateways>

<CustomerGateway>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<IpAddress>139.196.32.167 </IpAddress>

</CustomerGateway >

</CustomerGateways>

</DescribeCustomerGatewaysResponse>

JSONI&=,

"PageNumber":1,

"TotalCount":3,

"PageSize":10,
"Requestld":"E82612A9-CB90-4D7E-B394-1DB7F6509B29",
"CustomerGateways":{

"CustomerGateway":[

{

"Name":"test",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5Snxck”,
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

}

]
}
}
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1743

FEORTEIIRFMXFHER

RS

o eS| BB ik
FEMESE , WE
Action String = : DescribeCustomerG
ateway
EEER
Regionld String = CustomerGatewayfdits
47

IS8, WHEE%
240, RiREEE

CustomerGatewayld String 2 CustomerGatewayldfd
ZER | MEERSEN
ARITIE.
A
R[EISE
BR KE 1)
CustomerGatewayld String CustomerGatewayME—HRIR
Name String CustomerGateway&Z#R
Description String CustomerGatewayfEirME2
IpAddress String CustomerGateway IPitiik
CreateTime Long CustomerGateway GlIzZ2HT/E)
=]
EIRA
ErrCode Message Http Status (7%
. Specified e
InvalidCustomerGat CustomerGateway is 404 18xEMInstance 7
ewayld.NotFound ot found =

n7
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iRl

https://vpc.aliyuncs.com/?Action=DescribeCustomerGateway
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bplpvpl9r9adju6bl5Snxck

R [E75)

XMLAE,

<DescribeCustomerGatewayResponse>

<Name>test</Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<CreateTime>1492747187000</CreateTime>
<Requestld>99506ECB-218F-45A5-AE8E-79518451F615</Requestld >
<IpAddress>139.196.32.167 </IpAddress>
</DescribeCustomerGatewayResponse>

JSON#EZ

"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"Name":"test",
"Requestld":"A0457BC9-6COF-4437-AB9D-FB2EABC1D6A2",
"CreateTime":1492747187000,

"IpAddress":"139.196.32.167"

s

AEORTMRRABFRIX

$;

IBREH
e 6] St REVM
Action String =
Regionld String =
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CustomerGatewayld

BEIZH

=R
Requestld

EIR
ErrCode

InvalidCustomerGat
ewayld.NotFound

DependencyViolatio
n.VpnConnection

apY
kbl

https://vpc.aliyuncs.com/?Action=DeleteCustomerGateway

&Regionld=cn-hangzhou

Integer

ey
String

Message

Specified customer
gateway id is not
found

There are
VpnConnections on
specified
CustomerGateway
not deleted

&CustomerGatewayld=cgw-bplpvpl9r9adjubl5nxck

REH

XMLASZ,

<DeleteCustomerGateway>

Hm

Hiik

EHIPRAT
CustomerGatewayld,
IR, MRz
CustomerGateway& g
EEFE | WAEEmIER

BRBRIE—IRR

Http Status

404

400

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteCustomerGateway>
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JSON#&=L

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

fig

FEOBTESRRRXER

RS

88 Z A REYM R

REMESE , BE
Action String = : ModifyCustomerGat
ewayAttribute

1EE
CustomerGatewayFfft
Attt

CustomerGateway I
—HRIR

SLHRBERETR , &A
KE100RIZ LB R =
FF , WIRLAKNF R

WMRISBIEEZEE]
, BIANMEALHIRY
Instanceld
RBELANttp://
https:// 7k

BEMER , RAIKE
10017 |, Lt
EREERE. AMEN
N=, BUAND, T8
i http:// #1 https:// F

Him

Regionld String

Him

CustomerGatewayld String

Name String

iy

Description String

iy

BEIZH

BIR KB )%

CustomerGatewayld String CustomerGatewayME—+RiR
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Name String CustomerGateway#Z R
Description String CustomerGatewayfaiAEE
IpAddress String CustomerGateway IPitiilk
CreateTime Long CustomerGateway BlJZATE]
AJ
IS
ErrCode Message Http Status )%

Specified customer

InvalidCustomerGat . Sen
ewayld NotFound ?(?Jﬁ\évay id is not 404 EENAFMXAFE

7B
iGNl

https://vpc.aliyuncs.com/?Action=ModifyCustomerGatewayAttribute
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bplpvpl9r9adju6bl5Snxck

B <RHIFRSH>

IR Bl

XMLAE=(

<ModifyCustomerGatewayAttributeResponse>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Requestld>E61293C8-AF07-4E87-A272-542680038F93 </Requestld >
<CreateTime>1492747187000</CreateTime>

<IpAddress>139.196.32.167 </IpAddress>
</ModifyCustomerGatewayAttributeResponse>

JSON#EZ

{

"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5nxck”,
"Requestld":"8AA5CE21-2E6A-4530-BDF5-F055849476E6",
"CreateTime":1492747187000,
"IpAddress":"139.196.32.167"

}
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1743

AEORTEEVPNER

RS

243 kAl RBEYM 1k
REMESH , BE

: CreateVpnConnecti
on

el
VPNConnectiongdittia;

B
EFRIKID
VPNR{XID

IHIRERERR , &K
KE 100892328, H3Z
FR BIAKNFE
BT, IR
$ , ll.ll , II_II ﬁ II_
" . AeebAhttp:// #0
https:// 7k

AimpIEg , CIDRIEZ
, ZIMERRIES DR
XimPIEg , CIDRASZL
, ZIMERRIES DR

BAMBIER , BOA
false

Action String

Hm

el

Regionld String

Token String

fD

CustomerGatewayld String

Hm

VpnGatewayld String

Name String

iy

Hm

LocalSubnet String

Him

RemoteSubnet String

iy

Effectimmediately Boolean

IkeConfig.Psk Fi=%8
B, KERHIL00MN=FFF
IkeConfig. IkeVersion
WA, AJIEE: ikevl,
ikev2 ; BAilikevl
IkeConfig. IkeMode
IkeVersion J9v1AdwAiE
. PIEE:
main,aggressive ; Ek
TAmain

IkeConfig. IkeEncAlg
Clpeisf=]

:aes, aesl92 , aes25
6, des, 3des; BAIA
aes
IkeConfig.IkeAuthAlg
AJI%(E : md5, shal ;

IkeConfig JSON String

iy
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IpsecConfig

R[EI2E

243
VpnConnectionld
CreateTime

Name

R

ErrCode

JSON String

ESid
String
Long
String

Message

EKikshal

IkeConfig.IkePfs ik

(=]

2 groupl, group2, g
roup5 , groupl4 , gro
up24; Bikgroup2
IkeConfig.IkeLifetime

( IKE SA

Lifetime , LongZ&8Y
) UEEE
[0,86400], A /9%0; 2K

1A86400

IkeConfig.Localld Aif;
R |, KERE 1000
&, BUAMESvpnRXip
IkeConfig.Remoteld %
It |, RKERREIL001
FF BAMESRFK

XIP

IpsecConfig.
IpsecEncAlg ali%(E
:aes, aesl92 , aes25
6 , des, 3des ; BIA

aes

IpsecConfig.

IpsecAuthAlg ATi%(E
: md5, shal; BRIA
IpsecConfig. IpsecPfs
: disabled , groupl ,

group2 , group5 , gro
upl4 , group24 ; ERA

IpsecLifetime (Ipsec

[0,86400], BRI 9RD; R

shal
= Clpeisf=]

group?2
IpsecConfig.
lifetime Longz&&Y
), BUESEE
1A86400

A

VPN IEEHE—RA

BlZATIE]

VPN ZEERTR

Http Status ()%
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Specified customer

InvalidCustomerGat . .
ewayld NotFound ?(?J(re]\évay id is not 404 EENRAFMXAFE

Specified vpn s
- giERInstance A7
gateway is not 404 7

found

InvalidVpnGatewayl
d.NotFound

Right
Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
IkeAuthAlg
400 IkePfs
IkeLifeTime
Leftld
Rightld
IpsecEncAlg
IpsecAuthAlg
IpSeclLifetime
Effectimmediately

Specified %s param

InvalidParam.%s oF ;
is invalid

B
iGNl

https://vpc.aliyuncs.com/?Action=CreateVpnConnection
&RegionID=cn-beijing
&CustomerGatewayld=cgw-bpljrawp82av6bws9h2ut
&\VpnGatewayld=vpn-bplq8bgx4xnkm2ogjOfiu
&LocalSubnet=10.1.1.0/24
&RemoteSubnet=192.1.1.0/24

<RHIFRSH>

\ —

IR [E7A
XMLAEZ,
<CreateVpnConnectionResponse>
<VpnConnectionld>vco-bplbbi27hojx80nck9kli</VpnConnectionld>

<CreateTime>1493363928000</CreateTime>
</CreateVpnConnectionResponse>

JSON#E=
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{
"VpnConnectionld":"vco-bplbbi27hojx80nck9kli",
"CreateTime":1493363928000,

}

fiig

EORTEIRIVPNERMXIIR, SHFORER , SREIAL0%

RS

o i) BBV g
REMESE , BYE
Action String = : DescribeVpnConnec
tions
EEEN
Regionld String 2 VPNConnectionsfJit
15
. EIEHEEVPN
A~
VpnGatewayld String A gateway IR IER:
CustomerGatewayld String B BF/XID
LIRSS IZRAYTIRS
PageNumber Integer B ,BIRER L, BAME
H1
SREEEENSR
PageSize Integer & 78, =XE 5017, B
A/ 10
A}
R[EISH
e Sl 1)U
VpnConnections List VPNConnection%lZ
TotalCount Integer FIFREZEH
PageNumber Integer EEIpLE]
PageSize Integer EElpa a2 3=
VPNConnection 5i/Z
BR KE ik
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VpnConnectionld String VPNiE#id
CustomerGatewayld String CustomerGatewayME—+RiR
VpnGatewayld String VPNGateway—#riR
Name String VPN JEZZFR

LocalSubnet String AR

RemoteSubnet String X ER

CreateTime Long BUEERT A

IkeConfig.Psk Fit=%4H

IkeConfig. IkeVersion A&

, ikevl/ikev2

IkeConfig. IkeMode lkeVersion 4

V1Rt , E

IkeConfig. IkeEncAlg 3DES. AES-

128, AES-192, AES-256. DES
IkeConfig Object IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.IkePfs Groupl,

Group2, Group5. Groupl4,

Group24

IkeConfig.IkeLifetime IKE SA

Lifetime , BB\ 97D

IkeConfig.Localld ZAigtRR

IkeConfig.Remoteld SdimHRiR

IpsecConfig. IpsecEncAlg 3DES,

AES-128, AES-192, AES-256,

DES

IpsecConfig. IpsecAuthAlg MD5,
IpsecConfig Object SHA1

IpsecConfig. IpsecPfs groupl,

group2

IpsecConfig. IpsecLifetime Ipsec

lifetime BB %)

ERRES, 288
ike_sa_not_establishedZX~E&—MER
M. ike_sa_establishedZ3R<&8

Status String — N ERID AR,
ipsec_sa_not_establishedZ®=/=5 _M
-SRI, ipsec_sa_establishedZ
e I RN D

=

ErrCode Message Http Status A

. Specified customer
InvalidCustomerGat . e
ewayld.NotFound ?j&ﬁ\gay id is not 404 IREAIRF MR E
InvalidVpnGatewayl Specified Instance is 404 fEERYInstance A7
d.NotFound not found res
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeVpnConnections
&RegionID=cn-hangzhou
< RHIFRSH>

RERA

XMLAEZL

<DescribeVpnConnectionsResponse>
<PageNumber>1</PageNumber>

<VpnConnections>

<VpnConnection>

<Name>vpniZEEilix </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >true </Effectimmediately>

<VpnGatewayld >vpn-bplq8bgx4xnkm20gj0fiu</VpnGatewayld>
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bp10lz7aejumd2vxoqgev</VpnConnectionld >
<status>ipsec_sa_established <status>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24 </LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</lkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >
<IkePfs>group2</lkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</lkeMode>

<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld>

</IkeConfig>

</VpnConnection>

</VpnConnections>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>3F96DAF2-8A69-4E84-824A-E16E22308703 </Requestld >
</DescribeVpnConnectionsResponse>
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JSON#&=L

{

"PageNumber":1,

"VpnConnections":{

"VpnConnection":[
{

"Name":"vpniZz iz,
"CustomerGatewayld":"cgw-bplpvpl9r9adjubl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal”,

"IpsecPfs":"group2",

"IpsecEncAlg":"aes"

B

"Effectimmediately":true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"IkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"lkeMode":"main",

"IkeLifetime":86400,

"IkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}

]

b
"TotalCount":1,

"PageSize":10,
"Requestld":"54A4B3D0-DF4D-4C54-B8DC-5DC8DD49C939"

}

ik
BT IV PR
IBKEH

243 gt RBEYMR 1115
REMESE , BE

Hm

Action String
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Regionld

VpnConnectionld

R[EI2EY

R
VpnConnectionld
CustomerGatewayld
VpnGatewayld
Name

LocalSubnet
RemoteSubnet

CreateTime

IkeConfig

IpsecConfig

Status

String

String

el

Pl

D]
String
String
String
String
String
String
Long

Object

Object

String

178

: DescribeVpnConnec
tion

IBEEia
VPNConnectionfithi

EFHEREVPN ERID

fEA
VPNI&E#ZEID
CustomerGatewayME—+xiR

VPNGatewayM—#riR

VPN ZEEER
AP ER
Xt g B
BUEERTIE

IkeConfig.Psk FiH=%74A
IkeConfig. IkeVersion 7

, ikevl/ikev2

IkeConfig. IkeMode lkeVersion 3
V1R , E

IkeConfig. IkeEncAlg 3DES. AES-
128, AES-192. AES-256. DES
IkeConfig.IkeAuthAlg MD5, SHA1
IkeConfig.IkePfs Groupl,
Group2, Group5. Groupl4,
Group24

IkeConfig.IkeLifetime IKE SA
Lifetime , BB A%
IkeConfig.Localld ZigHriR
IkeConfig.Remoteld YimtRiR

IpsecConfig. IpsecEncAlg 3DES.
AES-128, AES-192, AES-256,
DES

IpsecConfig. IpsecAuthAlg MD5,
SHA1

IpsecConfig. IpsecPfs groupl,
group2

IpsecConfig. IpsecLifetime Ipsec
lifetime B A7)

ERRES, 288
ike_sa_not_establishedZX/~E—MER
e, ike_sa_established&REE
—BERt R RRI.
ipsec_sa_not_establishedZ®&=5E_M
ER-IDESE. ipsec_sa_establishedZ
B BRI AT
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=1

ErrCode Message Http Status ik
. Specified VPN Sompt Mgz
XFF';i?]gneCtlonId'N connection ID is not 404 ?;IEE’JVPN&&T@
found

apY
kbl

https://vpc.aliyuncs.com/?Action=DescribeVpnConnection
&RegionID=cn-beijing
&VpnConnectionld=vco-bp10lz7aejumd2vxoqgev

Q< NEHERSE>

REA

XMLABZ,

<DescribeVpnConnectionResponse >

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<Name>vpniEEEliz </Name>

<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>
<VpnGatewayld>vpn-bp1g8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<Effectimmediately >true </Effectimmediately>
<Requestld>1EDD800E-DC7E-4AFD-9028-FA113775FC3C</Requestld>
<VpnConnectionld>vco-bpl0Iz7aejumd2vxoqgev</VpnConnectionld >
<status>ipsec_sa_established <status>
<CreateTime>1492753817000</CreateTime>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<IkePfs>group2</lkePfs>

<Remoteld>139.196.32.167 </Remoteld >
<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</lkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>
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<Localld>116.62.69.64 </Localld>
</IkeConfig>
</DescribeVpnConnectionResponse>

JSON#EZ

"Name":"vpniZEsliz",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6l5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal",

non

"IpsecPfs":"group2",

"IpsecEncAlg":"aes"

2

"Effectimmediately”:true,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionIld":"vco-bp10lz7aejumd2vxoqgev”,
"status":"ipsec_sa_established",
"Requestld":"F2310D45-BCF6-4E2E-9082-B4503844BA4C",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",
"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"lkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"ITkeMode":"main",

"TkeLifetime":86400,

"TkeVersion":"ikevl",

"Localld":"116.62.69.64"

}

}
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VpnConnectionId

Name

LocalSubnet

RemoteSubnet

Effectimmediately

IkeConfig

IpsecConfig

String

String

String

String

Boolean

JSON String

JSON String

Hm
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iy
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VPNConnectionfdid

IHINETER , [2,
128] MBI FHF
, WIRAR/NFEIE
XL EI@@;&?—

MR RBIEEZEH
. BOAE
VpnConnectionld
AgelAhttp:// #00
https:// 73k

AUFER , CIDRIES
 EARERES S

SJumpER , CIDRIET
, BN FIES SR

i\ false EAFS

IkeConfig.Psk FiHt=%5
A, WERHI 100 =RF
IkeConfig. IkeVersion
WA |, FTIAE: ikevl,
ikev2 ; Bfihikevl
IkeConfig. IkeMode
IkeVersion Jov1Rf@AiE

. AlI%E:
main,aggressive ; 2k
TAmain
IkeConfig. IkeEncAlg
Blpeia =l

:aes, aesl92 , aes25
6, des, 3des ; BRI\
aes
IkeConfig.IkeAuthAlg
BJi%(& : md5, shal ;
EhiAshal
IkeConfig.IkePfs Ak
=]

2 groupl, group2, g
roup5 , groupl4 , gro
up24; Bikgroup2
IkeConfig.IkeLifetime
(IKE SA
Lifetime , Long2&8Y
), BUESEHE
[0,86400] BRI ARD; B
1A86400
IkeConfig.Localld Aif
R |, KERE 1000
F , BUAMESvpnRIXip
IkeConfig.Remoteld %3
iR |, IERRFI1004
FHF, BUAESAFM
xIP

IpsecConfig.
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IpsecEncAlg A% (E
:aes, aesl92 , aes25
6, des, 3des ; ZRIA

aes
IpsecConfig.
IpsecAuthAlg A%{E
: md5, shal; ERA
shal

IpsecConfig. IpsecPfs
Blpeia =l

: disabled , groupl ,
group2 , group5 , gro
upl4 , group24 ; ERA
group?2

IpsecConfig.
IpsecLifetime (Ipsec
lifetime Long2&8Y) , BY
{B5EE[0,86400], A/
#b; BAIA86400

R[EI2E

B CSid) ik

VpnConnectionld String VPNZEID
CustomerGatewayld String CustomerGatewayME—+HRiR
VpnGatewayld String VPNGatewayt—H+riR
Name String VPN &38R

LocalSubnet String iR ES

RemoteSubnet String X Rg ES

CreateTime Long BUFEATIE

IkeConfig.Psk FiH=%4A

IkeConfig. IkeVersion iR

, ikevl/ikev2

IkeConfig. IkeMode lkeVersion 3

V1RY , WE

IkeConfig. IkeEncAlg 3DES. AES-

128, AES-192. AES-256. DES
IkeConfig Object IkeConfig.IkeAuthAlg MD5, SHA1

IkeConfig.lkePfs Groupl,

Group2, Group5. Groupl4,

Group24

IkeConfig.IkeLifetime IKE SA

Lifetime , BB A%

IkeConfig.Localld ZigHriR

IkeConfig.Remoteld JimtRiR

IpsecConfig. IpsecEncAlg 3DES,
AES-128, AES-192, AES-256,
DES

IpsecConfig. IpsecAuthAlg MD5,

IpsecConfig Object
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EHIRE
ErrCode

InvalidCustomerGat
ewayld.NotFound

InvalidVpnGatewayl
d.NotFound

InvalidParam.%s

B
R

https://vpc.aliyuncs.com/?Action=ModifyVpnConnectionAttribute

&RegionID=cn-beijing

Message

Specified customer
gateway id is not
found

Specified vpn
gateway is not
found

Specified %s param
is invalid

&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

B <AFEREH>
BBl

XMLAg=(

SHA1

IpsecConfig. IpsecPfs groupl,
group2

IpsecConfig. IpsecLifetime Ipsec
lifetime B A%

Http Status R

404

404

400

IEER P MXAFE

SxEMNInstance A~7F
=

Right

Psk
LeftSubnet
RightSubnet
IkeVersion
IkeEncAlg
IkeAuthAlg
TkePfs
IkeLifeTime
Leftld

Rightld
IpsecEncAlg
IpsecAuthAlg
IpSeclLifetime
Effectimmediately
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<ModifyVpnConnectionAttributeResponse >

<Name>vpniEEillid </Name>

<CustomerGatewayld >cgw-bplpvpl9r9adjubl5nxck </CustomerGatewayld >
<RemoteSubnet>2.2.2.0/24 </RemoteSubnet>

<IpsecConfig>

<IpsecLifetime>86400</IpsecLifetime >
<IpsecAuthAlg>shal</IpsecAuthAlg>

<IpsecPfs>group2</IpsecPfs>

<IpsecEncAlg>aes</IpsecEncAlg>

</IpsecConfig>

<Effectimmediately >false </Effectimmediately>
<VpnGatewayld>vpn-bp1lg8bgx4xnkm2o0gj0fiu</VpnGatewayld >
<CreateTime>1492753817000</CreateTime>
<VpnConnectionld>vco-bpl0lz7aejumd2vxoqgev</VpnConnectionld >
<Requestld>57070A3D-38F2-40A6-A1C9-DB14542EF54D </Requestld>
<LocalSubnet>1.1.1.0/24,1.1.2.0/24</LocalSubnet>

<IkeConfig>

<IkeEncAlg>aes</IkeEncAlg>

<Remoteld>139.196.32.167 </Remoteld >

<IkePfs>group2 </lkePfs>

<IkeAuthAlg>shal</IkeAuthAlg>

<Psk>pgw6dy7d1i8in7x5</Psk>

<IkeMode>main</lkeMode>

<IkeLifetime>86400</IkeLifetime>

<IkeVersion>ikevl</IkeVersion>

<Localld>116.62.69.64 </Localld >

</IkeConfig>

</ModifyVpnConnectionAttributeResponse >

JSON#&={

"Name":"vpni&sslii",
"CustomerGatewayld":"cgw-bplpvpl9r9adju6bl5nxck”,
"RemoteSubnet":"2.2.2.0/24",

"IpsecConfig":{

"IpsecLifetime":86400,

"IpsecAuthAlg":"shal",

"IpsecPfs":"group2”,

"IpsecEncAlg":"aes"

b

"Effectimmediately":false,
"VpnGatewayld":"vpn-bplg8bgx4xnkm2ogjOfiu”,
"CreateTime":1492753817000,
"VpnConnectionld":"vco-bp10lz7aejumd2vxoqgev”,
"Requestld":"7DB79D0C-5F27-4AB5-995B-79BE55102F90",
"LocalSubnet":"1.1.1.0/24,1.1.2.0/24",

"IkeConfig":{

"IkeEncAlg":"aes",

"Remoteld":"139.196.32.167",

"IkePfs":"group2",

"IkeAuthAlg":"shal",

"Psk":"pgw6dy7d1i8in7x5",

"lkeMode":"main”,
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"IkeLifetime":86400,
"TkeVersion":"ikevl",
"Localld":"116.62.69.64"
}

}

fai

I R T MIBRVPNIZESES

RS

Regionld

VpnConnectionld

R[EI24

R
Requestld

IR
ErrCode

InvalidVpnConnectio
nld.NotFound

VpnGateway.Config
uring

B

x5

String

String

Integer

il
String

Message

Specified vpn
connection id is not
found

The specified service
is configuring

BB

Hm

Hm

pali]

Http Status

404

400

185

R
REMESE , BE

: DeleteVpnConnecti
on

18z VPNConnectionfft
TERY I,

EfIpRAY
VPNConnectionID, ¥
2, —BEfkR,
VPNEZART

BRI RIE—RR

1)

IEENIVPNIEEART
=

VPNRIXKHBIIEERS
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iRl

https://vpc.aliyuncs.com/?Action=DeleteVpnConnection

&Regionld=cn-hangzhou

&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

R [E75)

XMLAE,

<DeleteVpnConnection>

<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA </Requestld>

</DeleteVpnConnection>

JSON#&=L

{

"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

fag

FATF3REXVPNEERECEER.

EREH
s%

Action

Regionld

VpnConnectionld

BEIZH

BIR

e

String

String

Integer

]

BBV
=
=
=
=
=
=

186
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18EVPNConnectionfff
TERY b,
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Requestld String BKID
VpnConnectionConfig Object
SE

"ikeConfig":0{
"ikeAuthAlg":"md5",
"ikeEncAlg":"aes",
"ikeLifetime":86400,
"ikeMode": "aggressive",
"ikePfs":"groupl"”,
"ikeVersion":"ikevl",
"localld":"10.0.12.122",
"psk":"1347328e-4a84-4f09-ab37-831f0d05a973",
"remoteId":"10.0.12.122"

},

"ipsecConfig":0{
"ipsecAuthAlg": "md5",
"ipsecEncAlg":"aes",
"ipsecLifetime":86400,
"ipsecPfs":"groupl”

h

"local":"118.190.78.193",

"localSubnet":"10.0.12.1/25",

“remote":"120.27.218.247",

"remoteSubnet":"10.0.12.1/25"

}

=1

ErrCode Message Http Status
. . Specified vpn
iﬁéiﬂﬂﬁgﬂﬁﬁfnecno connection id is not 404
: found

B

R

https://vpc.aliyuncs.com/?Action=DownloadVpnConnectionConfig
&Regionld=cn-hangzhou
&VpnConnectionld=vco-bpl0lz7aejumd2vxoqgev

R [E76Y

XML&

187
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<DownloadVpnConnectionConfigResponse>
<Requestld>6F4A035F-7060-45D7-B9BD-719372782AF6</Requestld >
<VpnConnectionConfig>
<RemoteSubnet>1.1.1.0/24,1.1.2.0/24</RemoteSubnet>
<Local>139.196.32.167 </Local>
<IpsecConfig>
<IpsecLifetime>86400</IpsecLifetime>
<IpsecAuthAlg>shal</IpsecAuthAlg>
<IpsecPfs>group2</IpsecPfs>
<IpsecEncAlg>aes</IpsecEncAlg>
</IpsecConfig>
<Remote>116.62.69.64</Remote>
<LocalSubnet>2.2.2.0/24 </LocalSubnet>
<IkeConfig>

<IkeEncAlg>aes</lkeEncAlg>
<IkePfs>group2</lkePfs>
<Remoteld>116.62.69.64 </Remoteld>
<IkeAuthAlg>shal</IkeAuthAlg>
<Psk>pgw6dy7d1i8in7x5</Psk>
<IkeMode>main</lkeMode>
<IkeLifetime>86400</IkeLifetime>
<IkeVersion>ikevl</lkeVersion>
<Localld>139.196.32.167 </Localld >
</IkeConfig>

</VpnConnectionConfig>
</DownloadVpnConnectionConfigResponse>

JSONI&=,

"Requestld":"0C68048B-0F70-40DA-B8AE-1B79B5CF62E3",
"VpnConnectionConfig":{
"RemoteSubnet":"1.1.1.0/24,1.1.2.0/24",
"Local":"139.196.32.167",
"IpsecConfig":{
"IpsecLifetime":86400,
"IpsecAuthAlg":"shal",
"IpsecPfs":"group2”,
"IpsecEncAlg":"aes"

b

"Remote":"116.62.69.64",
"LocalSubnet":"2.2.2.0/24",
"IkeConfig":{
"IkeEncAlg":"aes",
"IkePfs":"group2",
"Remoteld":"116.62.69.64",
"IkeAuthAlg":"shal",
"Psk":"pgwbdy7d1i8in7x5",
"IkeMode":"main",
"IkeLifetime":86400,
"TkeVersion":"ikevl",
"Localld™:"139.196.32.167"
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S INEEREO

fai

BIEELEKIMELS |, SIETRE | SELBIRTTE Region HEC—NAK IP i, @id OpenAPl ({5 EIES
(RE-NENLR

RS

B Al BBV R
REMESE , BE

Action String = : CreateGlobalAcceler
ationlnstance

Regionld String 2 TSI,

HNMERYARSS FrFE X I,
:FI.XEE‘—S%LE{EWELM]
- ehEANE:
: china-
mainland
- 463 : north-
america
-\IK : asia-
pacific

ServicelLocation String

Hm

- B - europe

HRISASFRIXIEA
Mol SE IR XK D
ARSS B

HnlE(E , B

: Mbps, 10MbpsiZE
, T EalE({EO-
100Mbps (&) SEER
, K 910Mbps , &
BEIEEATF100Mpbs A
, £5100Mpbs , B
AR ERES
[10,20,30,40,50,60,70,8

Bandwidth Integer

Hm
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0,90,100,200,300,400,5
00,600,700,800,900,10
00]

SIKIMESLAIEFR | 32
¥5(2, 128] BN E AP F
FF , WILAKNFRIE

Name String S 3Tk, AIREEE
;"B T, ARE
LA “http://" %0
"https://" Fk.
SINELOIHRIEE
, 32FF [2, 256] SE3EY
Description String & AR, ARELA
"http://"
"https://" Frk
FH:_F{%E@%E‘?E’S\F%’E
. BEFIREMIZEE
. . B EFRIEEARBK
=~
ClientToken String a B—  EAMET 64
A ASCIL =75, Bixs
DUITES
A}
R[EIEE
&R S ik
SllgbaIAcceIeratlonInstanc String R OlE=AGSTA 1D
IpAddress String FreEEAISEBIRI 2K TP
=]
=1
HRILTD sk Http K573 EY
. . The specified Grnpan -
}:r(\)v:rl]lgReglonId.Not Regionld is not 404 EIEE’JReglonIdZ'ﬁ
found.
InvalidBandwidth.val = L€ Specified RO e S
: Bandwidth is not 400 RAERIR IR 7
ueNotSupported .
supported.
InvalidServicelLocatio The specified e g A2 IS4t
n.ValueNotSupporte ServiceLocation is 400 FRABHIBRSS DA SIS
d not supported. °
InvalidGlobalAcceler The specified Name
ationInstanceName. , P lid 400 BFMETUALER,
Malformed Is not valia.
InvalidGlobalAcceler The specified 400 RS IERS,

ationlnstanceDescrip Description is not
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tion.Malformed

InvalidServicelLocatio
n.Mismatch

MissingParameter

By
iRl

https://vpc.aliyuncs.com/?action=CreateGlobalAccelerationlnstance

Q< NHERSE>
&Regionld=ap-southeast-1
&Bandwidth=10
&Name=MyGa

valid.

The specified
ServicelLocation
does not match the
region.

400

The input parameter

% that is mandatory

for processing this 400
request is not

supplied.

&Description=firstGlobalAcceleration

&ServicelLocation=asia-pacific
RERA

JSON#E=

{

"GlobalAccelerationInstanceld"

"IpAddress": "12.34.56.78",

": "ga-t4nluhu6”,

"Requestld”: "21AAFD16-F784-4BFB-XXXX-XXXXXXXX"

}

EFSBKIESLHIFIZR

fiig

EVEESRYESKITIIIES

- #EpEId GlobalAccelerationlnstanceld. Name, Status. ServiceLocation. Serverld {E9&{H{X

s

=

191
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RS

2R Sidl BBV fiEd
RGeS, BB
Action String = : DescribeGlobalAccel
erationlnstances
Regionld String B TSI,
GlobalAccelerationI . - IO
nstanceld String a LIRIMESLA) ID
Name String 5 SEKNMERSTHIEFR
SERINESLHPRE |, 7T
®E
Status String B : Available , Inuse , A
ssociating , Unassocia
ting
£hmisEsTE B AR AZ
Servicelocation String B %HDDE;&WUE’JHE;: X
SEAPRSFIZRAITIRD
PageNumber Integer & , EBIRENL , BHAMER
1
S IEREENER
PageSize Integer B 178, &xXES501T , B
IAA10
A}
R[EISH
BR KE ik
GlobalAccelerationlnstanc GlobalAccelerationInstanc GlobalAccelerationInstanceltemTy
es eSetType pefBRiAYArray
TotalCount Integer FIFREEZBEIP
PageNumber Integer ZHRITIS
PageSize Integer =l =]
=]
I
IR iR Http A& BX
InvalidRegionld.Not The specified 18ERIRegionld A7
9 ‘ Regionld is not 404 - 9
Found found "
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|
Rl

https://vpc.aliyuncs.com/?action=DescribeGlobalAccelerationInstances
Q< NHERSH>
&Regionld=ap-southeast-1

RERA

JSON#EZ

{

"GlobalAccelerationInstances": {
"GlobalAccelerationInstance™: [

{

"AccelerationLocation": "china-mainland”,
"BackendServers": {

"BackendServer": [

{

"Regionld": "cn-beijing",

"Serverld": "Ib-2222222333333333",
"ServerlpAddress": "192.168.0.180",

"ServerType": "SIbInstance"

}

]

by

"Bandwidth": "10",

"ChargeType": "PrePaid",

"CreationTime": "2017-07-26T03:34:30Z",
"Description™: "",

"ExpiredTime": "2017-08-26T16:00Z",
"GlobalAccelerationlnstanceld": "ga-aabbccddaabb”,
"InternetChargeType": "PayByBandwidth",
"IpAddress": "12.34.56.78",

"Name": "",

"OperationLocks": {

"LockReason": []

b
"Regionld": "cn-shanghai”,
"ServiceLocation": "asia-pacific”,
"Status": "InUse"

}
]
b
"PageNumber": 1,

"PageSize": 10,

"Requestld": "0487FCA3-E152-4726-8A17-25F69E03ADBO",
"TotalCount": 1
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{EX S BRIMESEHIRIE
fag

(ML BNIERSLAIRY BFR F0 A,
=k
BREH
2R - ic 2BV R

REMESE , BlE
: ModifyGlobalAccele

. . o
Action String = rationInstanceAttribut
es
Regionld String B FiTfELthia;
GlobalAccelerationl . = -
nstanceld String = SEUID
HonlE(E , B
: Mbps, 10Mbpsiz&
, THEsIE({EO-
100Mbps (&) SEEN
, #1K910Mbps , &
. i} ERIE(EAT100Mpbs it
Name String & , $59100Mpbs , B
AR ERES
[10,20,30,40,50,60,70,8
0,90,100,200,300,400,5
00,600,700,800,900,10
00]
EEINELHIEREE
, 3XFF [2, 256] X
Description String & PR, ANRELA
“http://" #
"https://" FFk
A )
IR[EIEE
LEAHIREIZE , FIAHIREISE
A
HI=
RS ik Http K753 BEX
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The specified

. . R -
}:r:)vljalil(cijeglonId.Not Regionld is not 404 ;;xEE’JReglonIdTT?
found.
. The specified
InvalidGlobalAcceler . NN
ationlnstanceld Notf | ClobalAccelerationIn SEKIMESLA) ID 17
stanceld is not res
ound
found.
The input parameter
% that is mandatory
MissingParameter for processing this 400 WESHRIERE.
request is not
supplied.
InvalidGlobalAcceler The specified Name
ationInstanceName. , P lid 400 BIETUAIER,
Malformed Is not valid.
InvalidGlobalAcceler The specified
ationInstanceDescrip ~ Description is not 400 RS A ERA.

tion.Malformed

valid.

7y
TRl

https://vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceAttributes
<RNHIFRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld =ga-t4nluhu6n4xxxxxxxxxx
&Name=AdjustName

&Description=ModifyDescription

REH

JSON#E=

{
"Requestld": "BD5BCEE8-F62C-40C2-9AC3-8IXXXXXXXXX"

}

(B EBRINESLAITHE
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it

(EEERIMESLHIRTHEE | B OpenAPI (STFHEKUS(TZRLBIRTHEEE | IZRIRT4ERL.

RS

% that is mandatory

196

B it BBV A
REMESH , BE
Action String = : ModifyGlobalAccele
rationInstanceSpec
Regionld String 2 FT{Eitiag
Slfc)ab:cl:g%celeranonl String = SCfBIID
hoalEE , B
: Mbps, 10Mbpsi2es
, B nlE{E0-
100Mbps ( & ) SBEIR
, HKH10Mbps , #
) TIEEKRTFL00Mpbs BF
= d)
Bandwidth Integer = %K H100Mpbs , B
B ERE
[10,20,30,40,50,60,70,8
0,90,100,200,300,400,5
00,600,700,800,900,10
00]
A )
R[EISH
ERLHREISE , FIATHIREISEL,
A=)
tEIR
HERRB 1A Http K& iBX
. The specified
InvalidGlobalAcceler . o
ationInstanceld.NotF GIobaI,zcgeIeratlonIn 404 SENESLH ID A7
ound stanceld is not =
found.
InvalidParameter iTnP:g lﬁ)g.rameter 1S 400 IEENSHEAREE
InvalidBandwidth.val = L€ Specified ISR R SS
ueNotSubported Bandwidth is not 400 = - =
PP supported. °
Missi The input parameter AR Sk oo
issingParameter 400 WESHRIEE.
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B
R

https://vpc.aliyuncs.com/?action=ModifyGlobalAccelerationInstanceSpec

B <RHIFRSE>
&Regionld=ap-southeast-1

for processing this
request is not
supplied.

&GlobalAccelerationInstanceld =ga-t4nluhu6n4xxxxxxxxxx

&Bandwidth=20
AE

JSON#E=

{

"Requestld": "BD5BCEE8-F62C-40C2-9AC3-89IXXXXXXXXX"

}

MpREBRDNERSLH

/1174

BREERINESEG]. (SCHFMPREIZERRISIKINESTS ; MEREBILESLAIRIEE SRRIRSS 2RMESE |

RS
&R
Action
Regionld

GlobalAccelerationl
nstanceld

e
String

String

String

BTN
=
=
=
=
=
=
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R

=R

InvalidRegionld.Not
Found

InvalidGlobalAcceler
ationlnstanceld.NotF
ound

IncorrectGlobalAccel
erationInstanceldSta
tus

MissingParameter

apY
ikl

)%

The specified
Regionld is not
found.

The specified
GlobalAccelerationIn
stanceld is not
found.

Current
GlobalAccelerationIn
stance status does
not support this
operation.

The input parameter
% that is mandatory
for processing this
request is not
supplied.

Http R4S

404

404

400

400

https://vpc.aliyuncs.com/?action=DeleteGlobalAccelerationlnstance
<RNHIFRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationlnstanceld=ga-aabbccddaabb

REH

{

JSON#E=

"Requestld": "E6E63B2A-9820-44A8-A359-9BB2DAEE6424"

}

198
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4ireRimhR S5 2E
ik

PERIRIRSS R,

- (¥37# VPC 258509 ECS #0 SLB {EASIRINESLAIN SRS 28 ;

- —PNEEKIMERLAIRBERIN— NS imARSES |

- —NEiRIRS AR LMEAZ MNMINERSLHIAY BackendServer ;

- ERERRS SN TRl ER T RLSKINELFEFE— N EKST ;

- FERRiRRSS eI == mMSLBIFR/E Region FHFEESEKNNELAIRY ServiceLocation & ;

RS

BIR A BB R
REMESH , BE

Action String = : AssociateGlobalAcc
elerationlnstance

Regionld String = P TEtiE

GlobalAccelerationl . F\‘,

nstanceld String = ST

. [EimARSS R TR

(I?;?](I:gendServerRegl String 2 Region , 1% Regionld
wEE T iEER.
[EimARSSEERE |, FF
EcsInstance ( EBMEK
KRN =ARSSES

BackendServerType String = ECS) #0
SlbInstance ( £G4
EKRINREIE ) B
A9 EcsInstance ,
RIRSHIEmIRS S

BackendServerld String = ID, HEISZHFVPCEEY

ECS = SLB 3LAIID,

199



EBEML VPC

Frkigr

HIR
RIS

InvalidRegionld.Not
Found

InvalidGlobalAcceler
ationInstanceld.NotF
ound

InvalidBackendServe
rid.NotFound

InvalidBackendServe
rRegionld.NotFound

InvalidBackendServe
rType.NotFound

IncorrectGlobalAccel
erationInstanceldSta
tus

InvalidBackendServe
rRegionld.Mismatch

CountLimitExceeded
AssociatedGlobalAc
celerationInstanceO
nBackendServer

InvalidBackendServe
rId.NotInVPC

TaskConflict.Associat
eGlobalAccelerationl
nstance

InvalidBackendServe
rRegionld.EqualRegi
onld

MissingParameter

HHid

The specified
Regionld is not
found.

The specified
GlobalAccelerationln
stanceld is not
found.

The specified
BackendServerld is
not found.

The specified
BackendServerRegio
nld is not found.

The specified
BackendServerType
is not supported.

Current
GlobalAccelerationIn
stance status does
not support this
operation.

The specified
BackendServerRegio
nld is not in the
GlobalAccelerationln
stance’ s
Servicelocation.

The count of
GlobalAccelerationIn
stances can be
associated on one
BackendServer has
reach the limit .

The specified
BackendServerld is
not in VPC.

Operate too
frequent.

The specified
BackendServerRegio
nld can not be the
same as Regionld.

The input parameter
% that is mandatory

Http RSB

404

404

404

404

404

400

400

404

400

400

400

400

200

BY

E7ERY Regionld 7
.

EEIMELFIAFE.

[EimARSS AL

°

IEERY
BackendServerRegio
nld A7FE

IEEREImIRSS AR A
R32FF.

TEERIEBRINESEAIMA
ARSI

IEERY
BackendServerRegio
nld AREEBRIMESLS]
RORRSS X,

—NEimRSS LIS E
FRESEQIINEISNITE S e=sP
Bl EPR.

1EEm
BackendServerld A&~
2 VPC 38,

BESTIRE,

IERERY
BackendServerRegio
nld A~g£5 Regionld
=,

INESEURIERE.
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for processing this
request is not
supplied.

B
R

https://vpc.aliyuncs.com/?action=AssociateGlobalAccelerationInstance
B <RHIFRSE>

&Regionld=ap-southeast-1
&GlobalAccelerationInstanceld=ga-aabbccddaabb
&BackendServerRegionld=ap-northeast-1

&BackendServerld =i-6welge5qfxxxxxx
&BackendServerType=EcsInstance

RERA

JSON#EZ

{
"Requestld": "DDF2CC38-76C7-4000-909D-B2088158AEDA"
}

SRR S 25
i

22 SR L ESSKYIPSER N i e

ITREH

BIR Al RBEYM
Action String =
Regionld String =

GlobalAccelerationl

nstanceld String

Hm

201

fEk
REMESE , BE

: UnassociateGlobalA
ccelerationlnstance
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R

RS )% Http A& ‘X
. . The specified e :
}:r;vlfrl:glRegmnId.Not Regionld is not 404 ;;ZEE’JReglonIdziﬁ
found.
. The specified
InvalidGlobalAcceler . NN
ationInstanceld Notf | ClobalAccelerationIn 0, LEIMELHI ID 7
stanceld is not =
ound
found.
Current
IncorrectGlobalAccel GlobalAccelerationIn . PR S
erationInstanceldSta stance status does 400 ﬁ%gﬁﬁ?gﬁ*w'{k
tus not support this o =Tlug
operation.
The input parameter
% that is mandatory
MissingParameter for processing this 400 WESHCRIEE.

apY
ikl

request is not
supplied.

https://vpc.aliyuncs.com/?action=UnassociateGlobalAccelerationInstance

Q<A HIFKRSH>

&Regionld=ap-southeast-1

&GlobalAccelerationInstanceld=ga-t4nluhubn417xxxxxxxx

REH

JSON#E=

{

"Requestld": "BD5BCEE8-F62C-40C2-9AC3-8IXXXXXXXXX"

}

202



EBEME VPC Frkigr

SifainiRSS 2R ER S BRINEL A
ik

HihaimiRSS R4 ERI 2 BRIMESL,
==
BREHN
2R - Six BEYM AR

REMESE , BlE

: DescribeServerRelat

. . =
Action String = edGlobalAccelerationl
nstances
Regionld String 2 FriEithiag
AJi%{&E 79 EcsInstance
#0 SlbInstance , 98I3E
ServerType String B 7RSLAIZEEY 9 ECS Ffh
59 , BOAMER
Ecslnstance,
G HIRSS S8 AT
Serverld String 2 fgjjra—l fR5S #EAISER]
‘
R[EIEH
& Sem ik
ServerRelatedGlobalAccel ServerRelatedGlobalAccel ServerRelatedGlobalAccelerationIn
erationInstances erationInstanceSetType stanceltemTypeZEpkfiYArray
=]
tHIR
RIS sk Http %575 EY
InvalidRegionld.Not The specified IEERIRegionld A~ fF
Found : Regionld is not 404 T:TI_:
found.
. The specified BEER
Ir?(;/?\lllgt?:?)%ksgdServe Serverld is not 404 BackendServerld A~
) found. peras
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|
Rl

https://vpc.aliyuncs.com/?action=DescribeServerRelatedGlobalAccelerationInstances
B <RHIFREH>

&Regionld=ap-northeast-1

&Serverld=i-6wefye5LXXXXXXXXXX

RERA

JSON#EZ

{

"GlobalAccelerationInstances": {
"GlobalAccelerationInstance": [

{

"GlobalAccelerationIlnstanceld": "ga-t4nku6vvIxxxxxxxxx",
"IpAddress": "12.34.56.78",

"Regionld": "ap-southeast-1",

"ServerlpAddress": "172.24.52.234"

}

]

b

"Requestld": "A8252014-D8DE-4D85-AF35-AFEXXXXXXX"
}

HFHEAPL

BINEIPEIHEFHEEE

R
IAEIPRIHERTE
BREH
BYEMR SHER BEIE EEiHRA
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Regionld String IR region no
BandwidthPackageld = String WA BAHHEeld
eipf¥Instanceld, {¥
IFETERAYEIPSLA
IAZIR=®ES , B
IpInstanceld String W HESEAEIPLER

REISY :

ESERR
N

=

iR
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

InvalidIpInstanceld.NotFoun
d

IpInstanceld.AlreadyInBandw
idthPackage

IpInstanceld.BizStatusInvalid

IpInstanceld.ChargeType.Not
Support

BandwidthPackageld.InvalidB

izStatus

IpInstanceld.QuotaExceeded

<pl:

ESid
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld
does not exist in our records.

The specified Eip Instanceld
already in
bandwidthPackage.

The specified Eip BizStatus is
Disable, Cannot add to
bandwidthPackage.

The specified Eip instance is
PrePaid type, Cannot add to
BandwidthPackage.

The specified
BandwidthPackageld has
been FinancialLocked,
Cannot add Ip.

The specified
BandwidthPackageld has too
many ip in it. exceed the
quota, Cannot add more.
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Requestld

HttpStatus

404

404

404

400
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400
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ERTB

https://vpc.aliyuncs.com/?Action=AddCommonBandwidthPackagelp
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&IpInstanceld=eip-
bp13e9i2qst4g6jzi35tc

Q< NEHERSE>

IREIE
XMLg

<AddCommonBandwidthPackagelpResponse >
<Requestld>01FDDD49-C4B7-4D2A-A8E5-A93915C450A6 </Requestld>
</AddCommonBandwidthPackagelpResponse>

JSON #&3%

SIEHETES

R
flEH=TERE
BREH
SHEWR SRR BEHiE =18
Action String WAIR &Izg?;ﬁgggrgg nBand
Regionld String IR fg:;\kg’zﬁgcun_
Bandwidth Integer IR ERTRE SR Mbps
mET R | BYE
InternetChargeType String ai% ﬁa;aB{/g%Baggi\ivgth\
PayByBandwidth
iR Bl , BUESE
El210~100 , J4F2
o/ o
Ratio Integer i i%w.(lj?ﬁ&{gﬁé’fg
100 , FAFBAEfE
o
Name String aisk B
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Description String aJ

(&
it
¢

REISH :

BEER it i
BandwidthPackageld String ARG EoRIME—Id

FEIRS:
ErrCode Message HttpStatus

The Regionld provided does

not exist in our records. 404

InvalidRegionld.NotFound

P
=]

https://vpc.aliyuncs.com/?Action=CreateCommonBandwidthPackage
&RegionID=cn-hangzhou&Bandwidth=10

B <RIHIFRSE>
BEE
XMLE=

<CreateCommonBandwidthPackageResponse>

<BandwidthPackageld >cbwp-bplvevu8h3ieh5xkcdhdy </BandwidthPackageld >
<Requestld>FF39F653-033E-4CD9-9EDF-3CCA5A71FBC3 </Requestld >
</CreateCommonBandwidthPackageResponse >

JSON 1&gz

MpRH=ERES

AR
bt
EREH
BHER Eoesid RET EN{EiE
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. . - DeleteCommonBand
Action String W widthPackage
Regionld String IR region no
BandwidthPackageld  String aisk BAHHEeld
PIAEfalse , truezk
. ToRbkR , SIEER
Force boolean i T S
Gkl
REISE
Ay mﬁ
1)
BREETR x8 L)
NHBH String
PR

ErrCode Message HttpStatus
InvalidRegionld.NotFound The Regiand provided does 404

not exist in our records.

. . The specified

InvalidBandwidthPackageld. BandwidthPackageld does 404
NotFound A

not exist in our records.

The specified
DependencyViolation.ip BandwidthPackageld has eip 400

0
- pan]

init.

https://vpc.aliyuncs.com/?Action=DeleteCommonBandwidthPackage
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

B <RIBFRSE>
REFE
XML

<DeleteCommonBandwidthPackageResponse>
<Requestld >B400EF57-60E3-4D61-B8FB-7FA8F72DF5A6</Requestld >
</DeleteCommonBandwidthPackageResponse >

JSON #&=
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EHRasIR

R
TEHEESIR
BEREH
SHEWR E o eSidl P pin BY{EikAA
. . " DescribeCommonBa
Action String B ndwidthPackages
RegionId String IR region no
BandwidthPackageld = String W BAHHEald
PageNumber Integer alik AL,
PageSize Integer Eljvid FHA10 |, K50
IREISE
RERTR Sid] Bk BA
CommonBandwidthPackages CommonBandwidthPackage CommonBandwidthPackage
SetType FIES
TotalCount Integer R REHE
PageNumber Integer EEIpUL]
PageSize Integer E Ly b= =
CommonBandwidthPackageSetType:
FERAER i) BB
BandwidthPackageld String hoatld
Name String BFR
Description String A
Bandwidth Integer TeaiE Mbps
InternetChargeType String PayBy95 or PayByBandwidth
Ratio {RIERELHI
Regionld String regionf5 2
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CreationTime String
InstanceChargeType String
BusinessStatus String

PubliclpAddresses PubliclpAddresseSet

PubliclpAddresseSet :

FEREWR Sl

IpAddress String

Allocationld String
e

ErrCode Message

The Regionld provided does

InvalidRegionld.NotFound 2
not exist in our records.

Bl
SRR

https://vpc.aliyuncs.com/?Action=DescribeCommonBandwidthPackages
&RegionID=cn-hangzhou

<A HIEFKRSH>
IREIRA
XMLER,

<DescribeCommonBandwidthPackagesResponse>
<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>10</PageSize>
<Requestld>20E6FD1C-7321-4DAD-BDFD-EC8769E4AA33 </Requestld >
<CommonBandwidthPackages>

<CommonBandwidthPackage>

<Description/>

<Zoneld>cn-hangzhou-d</Zoneld >
<InternetChargeType>PayByBandwidth</InternetChargeType>
<Name>abc</Name>
<CreationTime>2017-06-28T06:39:20Z</CreationTime >
<Status>Available</Status>

<BandwidthPackageld >cbwp-bplvevu8h3ieh5xkcdhdy </BandwidthPackageld >

210

IEERTE : $8= : " 2017-06-
08T03:44:31Z"

SCERZERY | PostPaid ,
PrePaid

Normal&ERIEE
, FinancialLocked , XZ&

PubliclpAddresseFliz

BEHEA
Witttk
~MipAYinstanceld

HttpStatus

404
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<BusinessStatus>Normal</BusinessStatus>
<Regionld>cn-hangzhou</Regionld >
<Ratio>100</Ratio>

<InstanceChargeType>PostPaid </InstanceChargeType>
<PublicIpAddresses>

<PubliclpAddresse>
<IpAddress>116.62.129.250</IpAddress>
<Allocationld>eip-bp13e9i2qst4g6jzi35tc</Allocationld >
</PubliclpAddresse>

</PubliclpAddresses>

<Bandwidth>20</Bandwidth>
</CommonBandwidthPackage>
</CommonBandwidthPackages>
</DescribeCommonBandwidthPackagesResponse >

JSON #&3{

IEAGEEE B MRMEIR

1R
1M SRR

BHER e eSidl BETI%
Action String WA
Regionld String IR
BandwidthPackageld String AR
Name String A%
Description String Eljvd

REETR pSidl

NHSE String

FERhg:

ErrCode Message
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Requestld

HttpStatus
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The Regionld provided does

not exist in our records. 404

InvalidRegionld.NotFound

The specified
BandwidthPackageld does 404
not exist in our records.

InvalidBandwidthPackageld.
NotFound

a5
ESRoRi

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageAttribute
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&name=abc

B <RHIFRSH>
REE
XMLRE=

<ModifyCommonBandwidthPackageAttributeResponse>
<Requestld>B450CAD8-50BC-4506-ADA7-35C6CE63E96B </Requestld>
</ModifyCommonBandwidthPackageAttributeResponse >

JSON #&={

HEHRORETR

SHEWR E o eSidl P pin ENE LT

. . i ModifyCommonBan
Action String R dwidthPackageSpec
Regionld String WAIR region no
Bandwidth Integer WA BRwEESER Mbps

BTl

=

BandwidthPackageld String
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IREISE]
RSB
NHSEH

Ries:
ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.
NotFound

an/Jl»
e

https://vpc.aliyuncs.com/?Action=ModifyCommonBandwidthPackageSpec

KB
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

EEie8
Requestld

HttpStatus

404

404

&RegionID=cn-hangzhou&Bandwidth=20&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy

B<NHERSH>
RE7E
XMLig=,

<ModifyCommonBandwidthPackageSpe
<Requestld>7F129000-F929-4AF5-BE8D

cResponse>
-BAE434C79530</Requestld>

</ModifyCommonBandwidthPackageSpecResponse>

JSON 8=,

bR E PRVEIP
R
TR RO
IBREH
S8 e

ol pris

213

EYE5EA



BN VPC AV, 3i=1=7]
. . " RemoveCommonBa
Action String IR ndwidthPackagelp
Regionld String IR region no
BandwidthPackageld = String W BAHHEeld
IpInstanceld String IR eipf¥Instanceld

IRESE :
IREZTR
AHBE

SEiIRA:

ErrCode

InvalidRegionld.NotFound

InvalidBandwidthPackageld.

NotFound

InvalidIpInstanceld.NotFoun

d

P
=p x|

i)
String

Message

The Regionld provided does
not exist in our records.

The specified
BandwidthPackageld does
not exist in our records.

The specified Eip Instanceld

does not exist in our records.

https://vpc.aliyuncs.com/?Action=RemoveCommonBandwidthPackagelp
&RegionID=cn-hangzhou&BandwidthPackageld=cbwp-bplvevu8h3ieh5xkcdhdy&Iplnstanceld=eip-

bp13e9i2qst4g6jzi35tc
R<AHERSH >

REE
XMLUg=X

<RemoveCommonBandwidthPackagelpResponse>
<Requestld>0876DAB2-6A86-479B-96BC-C5A2458568D2 </Requestld >
</RemoveCommonBandwidthPackagelpResponse>

JSON #&z
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Requestld

HttpStatus

404

404
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LSl

s

EINATH R B ETRE TR,

RANE=SENAPEZO |, [FkAYDescribeBandwidthPackageMonitorDataiz 135201812 830H/=1E
ARS5.

FrEREIAYER | WANATEREEEHHETE LAAEIPALCE

b~Z AT

Metric ISR - 2\vj
net_rx.rate MBI bits/s
net_tx.rate MZE T bits/s
net_rx.Pkgs MEETRNEIRE packages/s
net_tx.Pkgs L& RHEIES packages/s
net_tx.ratePercent ML R E R %

SHFNEIRREREE (—FAELS S KIENREEEE )

- 60s
- 600s
- 3600s

FIFARER  SEMR LRSS,

VBT

FHER  &5ohE > BERABR.

EMLTESFEH

HFAER  SEMREERSE,
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EFAPHE

FAER  S5ohiE > ENhERE.

APHEFEHY

BR
APLEFitbi

Version

Action

Project

Metric

Dimensions

StartTime
EndTime

Period

BEIZH

FRERESEERREE.

=1

HFRERIFSEEIRREETE.

B=

metrics.cn-

beijing.aliyuncs.com

2017-03-01

QueryMetricList

acs_nat_gateway

net_tx.rate

[{ “instanceld
22enj97hdz|0l1he3up9e 1

non

bwp-

2017-10-15 00:00:00
2017-10-15 00:05:00

60

216

B8

REMAGEFEIERE | 1240
(EEESEEmALEEIE.

FHERBEESERAAAT.
FAERIESEEmAGEEIE.
FHERESEMRRENSE

°

EETLABYES -

net_rx.rate

net_rx.Pkgs

net_tx.Pkgs
net_tx.ratePercent
HFHEEFESEMRGENSE

°

5 SEEESNATH LA
ID , tNbwp-
2zenj97hdzI0Ilhe3up9e ; B}
HEHELHBID |, dNcbwp-
2ze2iclxd2geqkl145pn4u,
Dimensions ZF=&I%AR_LiAtS
HE. BS, HES  KES
WEBEANRI BN , A=
Iﬁo FHRERESEEREEH
i

HFAERIFSEERRERE.
HFAERIFSEERRERE.
HFAREEIFSEERRERE.
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http://metrics.cn-
beijing.aliyuncs.com/?Signature=X71rjrjNU4qVZSbke2sNQHtsCB0%3D&AccessKeyld=LTAIqioQKmVIPD2n&Action
=QueryMetricList&Dimensions=[{%22instanceld%22:%22bwp-2zenj97hdzI0I1he3up9e%22}]&EndTime=2017-10-
15%2000:05:00&Format=xm|&Metric=net_tx.rate&Project=acs_nat_gateway&SignatureMethod=HMAC-
SHA1&SignatureNonce=f4c23f16-1187-483e-b21f-7f99cd69564f&SignatureVersion=1.0&StartTime=2017-10-
15%2000:00:00&Timestamp=2017-10-16T08:31:50Z&Version=2017-03-01

REA

XMLAEZ,

<?xml version="1.0' encoding="UTF-8'?>
<QueryMetricListResponse>

<Period>60</Period>

<Datapoints>

<Datapoints>
<timestamp>1507996860000</timestamp>
<Value>8190</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e </instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507996920000</timestamp>
<Value>6608</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0l1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507996980000</timestamp>
<Value>8018.64</Value>
<userld>1016647762843556</userld >

<instanceld >bwp-2zenj97hdzI0lI1he3up9e</instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997040000</timestamp>
<Value>4904</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzI0I1he3up9e </instanceld >
</Datapoints>

<Datapoints>
<timestamp>1507997100000</timestamp>
<Value>6196</Value>
<userld>1016647762843556</userld >
<instanceld>bwp-2zenj97hdzl0I1he3up9e</instanceld >
</Datapoints>

217



EBEME VPC Frkigr

</Datapoints>
<Requestld>347D58D4-E5EA-4178-95BA-05F4673919B9 </Requestld>
<Success>true</Success>

<Code>200</Code>

</QueryMetricListResponse>

fai

BiiEERETRETRENEEIPHERES.
SRS SINELSE

-RX : EUURE | BfI/9Bytes ;

-TX  RIERE |, B /9Bytes ;

- Flow : BURtE (BEREMER ) (=RX + TX) , B 9Bytes ;

- ReceivedBandwidth : EIHUREF IS5 ( =RX/Period ) , BAi{IBytes/s ;

- TransportedBandwidth : &XEIEFISwE ( =TX/Period ) , BafiiABytes/s ;
- Bandwidth : EIYHEE (S KIEFEEW ) (=Flow/Period) , B3I 9Bytes/s ;

- Packets : RIXFIZIRICHRSCES | BBAI1

ISHEANERE (—SEEER SR AR ) -

- 60s
- 600s
- 3600s

EiFRIASESeE

- StartTime :
- RN ZERIRTE]
- WRERA—1BZR
- EndTime :
- RN ZHRIRE]
- ( EndTime - StartTime ) / Period #4fi<= 200

RS

BIR Al BBV ik
RGNS, S

s s Dpscibebanduidt,
orData

Regionld String = Region ID

Allocationld String = HEH A PAIAM

IPEYAllocationld
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SRENEHEAIEIAAT )

: 1ZBB ISO8601 Rk
™, FFREFER UTC Y
B, =X 1 YYYY-
MM-DDThh:mm:ssZ,
NEMAZ 00, NEz0
B TN— hFaand
UTCRYEIFIE A1 bR
X , ENFAFEARNSE
TR XA,

SREEURAY L SRATE) =

: %8B 1SO8601 frfEsk
™, FEERFER UTC Y
B, 8=/ YYYY-
MM-DDThh:mm:ssZ,
WNERFAZ 00, Bz
BN T—2 ¢ and

SREUS I ERAURE R
; BAIR  BME
, — R RS
Z AR ES R NAYEE

T3 : 60 | 600 |
3600
BRI\ 60 7.

Him

StartTime String

Hm

EndTime String

iy

Period String

R[EI2EY

EA Pt g

PSR
BandwidthPackagePublicIPMonitor
DataltemType/BRHIES

BandwidthPackagePublicl

MonitorData PMonitorDataSetType

iRt
TODO
7B
iGNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=xml|&TimeStamp=2016-08-
18T08%3A58%3A52Z&Regionld=cn-
shanghai&pPeriod=600&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&StartTime=2016-08-
17T14%3A00%3A00Z&Signature=Sb9HDrBwS2z7FLig%2F461%2BLXFX7s%3D&Action=DescribeBandwidthPackageP
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ubliclpMonitorData&SignatureNonce=fc7b2405-6521-11e6-bd54-2cf0ee28adf2&EndTime=2016-08-
18T17%3A00%3A00Z&Allocationld=nateip-ebg8ebmaq

REH

XMLABZ,

<?xml version="1.0" encoding="utf-8"?>

<DescribeBandwidthPackagePubliclpMonitorDataResponse>
<MonitorDatas>

<MonitorData>
<TimeStamp>2016-08-17T16:30:00Z</TimeStamp >
<Flow>684112008</Flow>

<RX>645565748 </RX>

<TransportedBandwidth>64243 </TransportedBandwidth>
<Packets>1715800</Packets>

<TX>38546260</TX>

<ReceivedBandwidth>1075942 </ReceivedBandwidth>
<Bandwidth>1140186</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T14:50:00Z </TimeStamp >
<Flow>2984655</Flow>

<RX>2911613</RX>
<TransportedBandwidth>121</TransportedBandwidth>
<Packets>3309</Packets>

<TX>73042</TX>
<ReceivedBandwidth>4852</ReceivedBandwidth>
<Bandwidth>4974 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:40:00Z</TimeStamp >
<Flow>402284862</Flow>

<RX>378446412</RX>
<TransportedBandwidth>39730</TransportedBandwidth>
<Packets>1022979</Packets>

<TX>23838450</TX>

<ReceivedBandwidth>630744 </ReceivedBandwidth>
<Bandwidth>670474</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:30:00Z</TimeStamp >
<Flow>330473138</Flow>

<RX>310734504 </RX>

<TransportedBandwidth>32897 </TransportedBandwidth>
<Packets>841845</Packets>

<TX>19738634</TX>
<ReceivedBandwidth>517890</ReceivedBandwidth>
<Bandwidth>550788 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:10:00Z</TimeStamp >
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<Flow>385157738</Flow>

<RX>361935790</RX>

<TransportedBandwidth>38703 </TransportedBandwidth>
<Packets>984581 </Packets>

<TX>23221948</TX>

<ReceivedBandwidth>603226 </ReceivedBandwidth>
<Bandwidth>641929</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:00:00Z</TimeStamp >
<Flow>369814238</Flow>

<RX>347884682</RX>

<TransportedBandwidth>36549 </TransportedBandwidth>
<Packets>940426 </Packets>

<TX>21929556</TX>

<ReceivedBandwidth>579807 </ReceivedBandwidth>
<Bandwidth>616357</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:50:00Z </TimeStamp >
<Flow>289658680</Flow>

<RX>272298863</RX>

<TransportedBandwidth>28933 </TransportedBandwidth>
<Packets>738351</Packets>

<TX>17359817</TX>
<ReceivedBandwidth>453831</ReceivedBandwidth>
<Bandwidth>482764</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:10:00Z</TimeStamp >
<Flow>329987258</Flow>

<RX>309588891 </RX>

<TransportedBandwidth>33997 </TransportedBandwidth>
<Packets>849616</Packets>

<TX>20398367</TX>
<ReceivedBandwidth>515981</ReceivedBandwidth>
<Bandwidth>549978 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:00:00Z</TimeStamp >
<Flow>584627748</Flow>

<RX>565902763 </RX>

<TransportedBandwidth>31208 </TransportedBandwidth>
<Packets>850916</Packets>

<TX>18724985</TX>
<ReceivedBandwidth>943171</ReceivedBandwidth>
<Bandwidth>974379</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:20:00Z</TimeStamp >
<Flow>373465592</Flow>

<RX>350874730</RX>
<TransportedBandwidth>37651</TransportedBandwidth>
<Packets>952816</Packets>

<TX>22590862</TX>

<ReceivedBandwidth>584791 </ReceivedBandwidth>
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<Bandwidth>622442</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:20:00Z</TimeStamp >
<Flow>412303886</Flow>

<RX>387678827</RX>
<TransportedBandwidth>41041</TransportedBandwidth>
<Packets>1050062</Packets>

<TX>24625059</TX>
<ReceivedBandwidth>646131</ReceivedBandwidth>
<Bandwidth>687173</Bandwidth>

</MonitorData>

</MonitorDatas>
<Requestld>3857BEE6-B7BB-4373-B7A4-F59D02B9BB24 </Requestld >
</DescribeBandwidthPackagePubliclpMonitorDataResponse>

JSON#EZ

{

"MonitorDatas": {
"MonitorData": [

{

"Bandwidth": 1140186,

"Flow": 684112008,

"Packets": 1715800,

"RX": 645565748,
"ReceivedBandwidth": 1075942,
"TX": 38546260,

"TimeStamp": "2016-08-17T16:30:00Z",
"TransportedBandwidth": 64243
b

{
"Bandwidth": 4974,

"Flow": 2984655,

"Packets": 3309,

"RX": 2911613,

"ReceivedBandwidth": 4852,

"TX": 73042,

"TimeStamp": "2016-08-17T14:50:00Z",
"TransportedBandwidth": 121

b

{

"Bandwidth": 670474,

"Flow": 402284862,

"Packets": 1022979,

"RX": 378446412,
"ReceivedBandwidth": 630744,
"TX": 23838450,

"TimeStamp": "2016-08-17T15:40:00Z",
"TransportedBandwidth": 39730
b

{

"Bandwidth": 550788,

"Flow": 330473138,
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"Packets": 841845,

"RX": 310734504,
"ReceivedBandwidth": 517890,

"TX": 19738634,

"TimeStamp": "2016-08-17T15:30:00Z",
"TransportedBandwidth": 32897

}l

{
"Bandwidth": 641929,

"Flow": 385157738,

"Packets": 984581,

"RX": 361935790,
"ReceivedBandwidth": 603226,

"TX": 23221948,

"TimeStamp": "2016-08-17T16:10:00Z",
"TransportedBandwidth": 38703

)

{
"Bandwidth": 616357,

"Flow": 369814238,

"Packets": 940426,

"RX": 347884682,
"ReceivedBandwidth": 579807,

"TX": 21929556,

"TimeStamp": "2016-08-17T16:00:00Z",
"TransportedBandwidth": 36549

13

{
"Bandwidth": 482764,

"Flow": 289658680,

"Packets": 738351,

"RX": 272298863,
"ReceivedBandwidth": 453831,

"TX": 17359817,

"TimeStamp": "2016-08-17T15:50:00Z",
"TransportedBandwidth": 28933

2

{
"Bandwidth": 549978,

"Flow": 329987258,

"Packets": 849616,

"RX": 309588891,
"ReceivedBandwidth": 515981,

"TX": 20398367,

"TimeStamp": "2016-08-17T15:10:00Z",
"TransportedBandwidth": 33997

},

{
"Bandwidth": 974379,

"Flow": 584627748,

"Packets": 850916,

"RX": 565902763,
"ReceivedBandwidth": 943171,

"TX": 18724985,

"TimeStamp": "2016-08-17T15:00:00Z",
"TransportedBandwidth": 31208
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"Bandwidth": 622442,

"Flow": 373465592,

"Packets": 952816,

"RX": 350874730,
"ReceivedBandwidth": 584791,

"TX": 22590862,

"TimeStamp": "2016-08-17T16:20:00Z",
"TransportedBandwidth": 37651

"Bandwidth": 687173,

"Flow": 412303886,

"Packets": 1050062,

"RX": 387678827,
"ReceivedBandwidth": 646131,

"TX": 24625059,

"TimeStamp": "2016-08-17T15:20:00Z",
"TransportedBandwidth": 41041

}

]

b
"Requestld": "A5A50001-4D2A-4E69-9418-075AD506D54C"

}

/1143

BERUEANIPRSEES

- —RBRARBITFIREI200% EEE0E | (NERIEERY ( EndTime — StartTime ) / Peroid > 200 , NiR[E]
EiR,
- YNER EndTime - StartTime < period , MFR[E] StartTime — PN RAYEUE.

RS

EA e RBEYMR 1115

RAEMESE , BE
: DescribeEipMonitor
Data

Eip AYERIS Id,

SRENEHEAIEIART )

: {£HB 1SO8601 tRrfEsk
™, FEEFER UTC R
B, =X 1 YYYY-
MM-DDThh:mm:ssZ,
NEMAZ 00, NEzm0
BUOA TN—2 hFand

el

Action String

Hm

Allocationld String

pali]

StartTime String
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EipMonitorDatas

=]

EipMonitorDataSetType

$ERAHD AR Http R85
InvalidAllocationlId.N Specified allocation 400
otFound id is not found.
InvalidStartTime.Mal Specified start time
: 400
formed is malformed.
InvalidEndTime.Malf Specified end time is
400
ormed malformed.
Specified value of
InvalidParameter "Period” is not 400
valid
. . Specified operation
OperationDenied.To is denied as too 400

oManyDataQueried

many data to return.

apY
Rl

https://vpc.aliyuncs.com/?Action= DescribeEipMonitorData
&Allocationld=eip-2578g5v5a
&StartTime=2014-10-29T23:00:00Z
&EndTime=2014-10-30T08:00:00Z

&< NHERSH>
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SREEEAI SR )=
| %08 1SO8601 TRz
T FFEEER UTC Y

EndTime String = (8, &= : YYYY-
MM-DDThh:mm:ssZ,
NEMAZ 00, NEz0
B TN—2 hFaand

. - . BN 60 b, | B

Period Integer = 60 | 300 | 900 |

3600,
R[EISH
2R E-Sit) iR
LIRS LR

EipMonitorDataType £iEES.

BXY

EIP #AZ

StartTime BB ASiE
EndTime B8 A&i%

Period AERUESEE
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BRREAKRS  B5E
REIEILE



EBEME VPC Frkigr

RERA

XMLAEZL

<DescribeEipMonitorDataResponse>
<Requestld>C8B26B44-0189-443E-9816-D951F59623A9 </Requestld >
<EipMonitorDatas>

<EipMonitorData>

<EipRX>122</EipRX>

<EipTX>343</EipTX>

<EipFlow>675</EipFlow>
<EipPackets>3434</EipPackets>
<EipBandwidth>10</EipBandwidth>
<TimeStamp>2010-01-21T09:50:23Z </TimeStamp >
</EipMonitorData>

</EipMonitorDatas>
</DescribeEipMonitorDataResponse>

JSON#&=L

"Requestld": "C8B26B44-0189-443E-9816-D951F59623A9",
"EipMonitorDatas": {
"EipMonitorData": [{

"EipRX": "122",
"EipTX": "343",
"EipFlow": "675",

"EipPackets": "3434",

"EipBandwidth": "10",

"IntranetFlow": 675,
"IntranetBandwidth": 10,

"TimeStamp": "2010-01-21T09:50:23Z",
1

}

}

HilaAR SR

it
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ITREH
i o

Action String

2R it
Regions RegionType

=]

525 JASEEIRAD
)
iBRBl

https://vpc.aliyuncs.com/?Action=DescribeRegions
<RNHIFRSH>

RERA

XMLABZL

<DescribeRegionsResponse>

<Requestld>611CB80C-B6A9-43DB-9E38-0BOAC3DIB58F </Requestld>

<Regions>

<Region>

<Regionld>cn-hangzhou </Regionld>
</Region>

<Region>
<Regionld>cn-gingdao</Regionld>
</Region>

</Regions>
</DescribeRegionsResponse>
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JSON#&=L

{

"Requestld": "611CB80C-B6A9-43DB-9E38-0BOAC3D9B58F",

"Regions": {
"Region”: [{

"Regionld": "cn-hangzhou "

2
{

"Regionld": "cn-qgingdao”

1

}

s
RS

2R

Action

Regionld

I

BFR

Zones

=

RS

MissingParameter

apY

%

fiik
REMESE , BE

: DescribeZones

B#x Regionld

#iERMSE ZoneType HREES

it REVM
String =
String =
S]]
ZoneType
iR Http K755

The input parameter

“Regionld” thatis
mandatory for
processing this
request is not
supplied.

400
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iRl

https://vpc.aliyuncs.com/?Action=DescribeZones
&Regionld=cn-hangzhou
Q< NEHERSE>

R [E75)

XMLAE,

<DescribeZonesResponse>

<Zones>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-d</Zoneld>
<AvailableDiskCategories >
<DiskCategories>cloud</DiskCategories>
</AvailableDiskCategories>

</Zone>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-b</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

</Zones>
<Requestld>6DB97BCC-92BA-424D-A7C8-3F6486612BAE </Requestld >
</DescribeZonesResponse>

JSON#E=

{

"Requestld": "A347EFOE-BBCC-4EFA-BD79-27AA3ACFD1BF",
"Zones": {

"Zone": [

{

"AvailableDiskCategories": {

"DiskCategories": [

"cloud"
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]
}

"ResourceTypes": [
"Instance”,

"Disk"

]

}

"LocalName": "",

"Zoneld": "cn-hangzhou-d"
1

{
"AvailableDiskCategories™: {
"DiskCategories": [

"cloud"

]

1

"ResourceTypes": [
"Instance”,

"Disk"

]

}

"LocalName": "",
"Zoneld": "cn-hangzhou-b"

}
]
}
}

fd

- A RegionEIE FHFTEE&IENA ( AccessPoint ) HIEMISE

IBKEH
i

Action

Regionld

Type

"AvailableResourceCreation": {

"AvailableResourceCreation": {

gt

String

String

String

BBV
=
=
=
=
a
[
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PageNumber

PageSize

BEIZE

RILRESEL , FRRLH

&R

AccessPointSet

TotalCount
PageNumber
PageSize

1o
RIS

InvalidRegionld.Not
Found

#aEsRE

s

Integer B
Integer =
S

D i)

5

AccessPointSetType

Integer
Integer

Integer

The Regionld
provided does not
exist in our records.

MREIEEZ
N

EIEERATR ; AME
ERT , BUAAL
BETE : [EE¥; &
PageNumberAF=Lhx
RTINS |, Wik
B&EE—RHRE.

EIREERD TR,
BYEsERE(1,100] , &K
IAA10,

15

LHIEAR(SEAccessPointTypetH
PXHISES

SLHIRANEY
SCIFIRAITIRS
EEERS AN
Http 7585 BEX
tEERIRegionld 77
404 i

BETELEARERES. HAccessPointTypeHpifilist,
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52t=1

BORE

FOR

AccessPointType

ik
NG
PRE
R

FER

2R

AccessPointld

Type

Status

Name

Description
AttachedRegionld

Location

sy
String

String

String

String
String

String

String
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HostOperator

String

BandwidthPackageMonitorDataltemType

B
RX

X
Flow

ReceivedBandwidth

TransportedBandwidth

Bandwidth

Packets

TimeStamp

RE
Integer

Integer
Integer

Integer

Integer
Integer

Integer

String
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it

HEHEEIIE.

57t=1

EURE

FER

BandwidthPackageltemTypeZEiiJArray.

BORE
b

FIHR
BR RE
BandwidthPackageld String
Regionld String
Name String
Description String
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Zoneld

Gatewayld

Bandwidth

InstanceChargeType

InternetChargeType

ISP

PublicIpAddresses

BusinessStatus

CreationTime

s

BB RWIPHEEERIEEY

52t=1

BORE

FOR

BR
Allocationld
IpAddress

Bandwidth

InternetChargeType

String
String

String

String

String

string

PubliclpAddressSetType

string

String

RE
String
String

Integer

String
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B ANIPEENES

=2t=1

BEORE

FER

BIR
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IpAddress
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Status
InstanceType

Instanceld

Bandwidth
InternetChargeType

OperationLocks

AllocationTime

s
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String
String
String

String

String

String
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String
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String
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BORE
FmR
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FER
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IpProtocol
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Status

fig

BEIPHIIIES.

=7 t=1

FRIECIRE

FHER

R
IpAddress

it

SR
String
String

String

String

String

String

String

String

RE
String

238

11
iz BB R TR
HRRFEID

WEEAIPHELE ; IXNPHENFE
NatGW_EAI— P KIP,

HEEANIROS ; BUEEER
1~65535|Any,

BRIEERMINER | ok
TCP|UDP|Any

ﬁﬁﬁ’ﬂﬁﬁl%&ﬂt , B MAKIIPLtE
BrNBRmO , BUESEEA
1~65535|Any,

HARFENE ; BUESEHE : Pending
| Available | Modifying

1R
IP3tE



EBEME VPC Frkigr
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/1143
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o
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BORE
-
FEM
2R Sl R
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T—HksLHIID , IEECMPZEERH.
T—Bk%IZE , ECMP2£ERA.

BB RZEPending | Available |
Modifying
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FER

RouterInterfaceltemType

s

IERRZEOEAMESE.

52t=1

BORE
FIHR
BFR E3ic) 1)
RouterInterfaceld string XJ5Avld
AccessPointld string KimFE NRID
OppositeRegionld string RS Im AL AYLthE,
OppositeAccessPointld string XumtE N FID
Role string EEPNAE. Kiin|iESin
Spec string RS
Name string BHENXEFR ;
Description string BENMDescription ;
Routerld string Fr/@AYRouterld ;
RouterType string EEESESSESEE%RSEETWW ik
CreationTime string elfES R
Status string KT
Normal (IE& ) .
Businessstatus string T Securiyocked ( Spuion
BN )
ConnectedTime string RS AORT RS
Oppositelnterfaceld string EES I Interfaceld,
OppositelnterfaceSpec string EEimRouterInterface RIS ;
OppositelnterfaceStatus string EEXSImAIRouterInterface AR
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°

OppositelnterfaceBusiness EEXTIRAYRouterInterface 9Nl 5%

Status string W&
) . EEEIRAIRouterInterface T EHY
OppositeRouterld string P seld

OppositeRouterType string %ﬁ%&ﬁ?g RouterInterfacefTi0
==

OppositelnterfaceOwnerld string EEXimAYRouterInterfaceAYHHE

EKSI1d
HealthCheckSourcelp string EEEEIRIP
HealthCheckTargetlp string EENERIRIP
i
- BB RARMIENES
- 3ZFFEVRouterfIVBR EAUER EHEREE.
=+
PRE
EORE
B o
FR
BFR ESic) R
£ BE S H
RouterType String R E\}E&Sﬁ?%ﬁ% AIHE
Routerld String fﬁﬁﬁ%ﬁ%ﬁ%&me VRouter ID&§
. FRESEAYID,RouterType s
VRouterld String VRouterfifAgVRouter ID,
RouteTableld String EREBZAIID
S EE
RouteEntrys RouteEntrySetType %:)ije:EEn ﬁy%ze tTypelBRIES
S —
RouteTableType String Eﬁiiﬁ: , System | Custom —

BlEERTE), IRARISO8601FMERR
CreationTime String , FHEEFFHRUTCRE, 88 ¢
YYYY-MM-DDThh:mmZ
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7%

SNATZRIMAVEWELS.

=2t=1

BEORE

FER

B
SnatTableld
SnatEntryld

SourceVSwitchld

SourceCIDR
Snatlp

Status

/1174

ey
String
String

String

String
String

String

SNATERIIEES ; HSnatEntryltemTypefBkfIArray

57 t=1

BEORE

FOR

SnatEntryltemType

7%

248

ik
Z&BFrEHSnatTablefdid
%&£ BEmId

FVHEFSNATIOREHT T A MIIEIAY
FRIAIVSwitchfdld

1%V SwitchBIFARIIP R ERIB4E
: A.B.C.D/MFZ,

Snatt&iR/EHIIRIP,

SNATZEIRZ&Pending | Available
| Modifying
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LEMETL THENLRIRHRRERNES.

list,

52 t=1

BOURE

FOR

FVirtualBorderRouterForPhysicalConnectionTypeERifY

VirtualBorderRouterForPhysicalConnectionType

/1143

LEMETS MEWNLREMHRS (VBR) FRIES

=7 t=1

BORE

FER

2R
Vbrid

VbrOwnerUid

CreationTime

ActivationTime

TerminationTime

RecoveryTime

Vlanld

CircuitCode

sem
String

String

String

String

String

String

String

String
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3%
VBRID

VBR ownergJUID, 408 VBR
ownerZ2¥iEE4owneraB2 , iR
ES

VBREZERIATIEI R

VBRE—FHNActivelRZ ( #VBR
owner#zs ) BIRTIEIS

VBREIE—XiH A TerminatediRzs
( I EZowner
Terminate ) B9RTE)R

VBREIE—/RFHAMTerminateddk
SEHFRERIActivelRS (YIRS
Zzowner Recover ) BYBTEIRT

FEHULSRES =S (VBR ) Tz
f9802.1Q VLANE (1-2999)

V:_:,B RELMIEONINIEE RS IR YR
7z
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7%

BEEILFRIRREEERNES, HVirtualBorderRouterTypefBhkflist,

=2t=1

BEORE

FER

VirtualBorderRouterType

fai

BEEMILREEERS (VBR) FERHIES

TRE
BORE
FIR

2R
Vbrld

CreationTime

ActivationTime
TerminationTime
RecoveryTime

Status

Vlanld

RE
String
String

String

String

String

String

String
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iR
VBR ID
VBREIZEAYAT B AR

VBRE—RiHNActivelRZ ( #VBR
ownerZs ) AYATEIR

VBREIF—RiF A TerminatedjR7
( L Zowner
Terminate ) BYAYEIRS

VBREIE—KIHANMTerminatedik
SEFRERActivelRZS (IR E
Zkowner Recover ) BT E=S
VBRIRZS

EPUAFRERHEES (VBR ) T4MiEO
£9802.1Q VLANE (0-2999) , 0%
TRIEVLANZGEE
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CircuitCode

RouteTableld
VlanInterfaceld
LocalGatewaylp
PeerGatewaylp

PeeringSubnetMask

Name
Description

PhysicalConnectionld
PhysicalConnectionStatus

PhysicalConnectionBusines
sStatus

PhysicalConnectionOwner
Uid

AccessPointld

/1143

BEVpcEERIES.

=7 t=1

BORE

FER

2R
Vpcld
Regionld

Status

VpcName

String
String
String
String
String
String

String
String
String

String

String

String

String

sem
String
String

String

String
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VqB RELMIEOXMNIZERIYE KR
g

REFAISFRESHRES ( VBR ) BRI
REHUAFREEHES (VBR ) T4MEEO
( RouterInterface ) #9Id, TTLAF

SRfVBR EEE AT T—I.
VBRELZ MO uHAYIPEIE
VBRELZ MO uRATIPEIE

VBREZMIE O ANim-S3dim B BRI 7
IR

VBREZ=F
VBRIBIAEE
YIRELLID

YIRELARZ ( DeletedFREMIFR
)

YIRE LSS (SINREMPR
)

YIRS ownerfJUID ( SUNERERM
)]

EARID

iR
Vpcld
VPCRTTERTIbIE,

VPCIRZ , B#EPendingl]
Availablefg#Fth

VPCER , MENAZ , BUMEAT
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» [2,128]53 B AHSIF /T, imbA
RNNFEFFNTL |, TEEHF
N E T BRMERERER
H&. AseLihttp:/ fhttps:// 7

%0
VSwitchIds String VSwitchld%lZ
CidrBlock String VPCRIMIERHEHE
VRouterld String VRouterfdId
A, NMENAE , BAMEAT
Description String » [2,256] X AFRF , AHELL
http:// #0https:// FFk.
BUEERTE), FZERISO8601RERT
CreationTime String , HEBEFEARUTCHE., 8=

YYYY-MM-DDThh:mmZ
RENEHIEHAIERA T B R

IsDefault Boolean
true | false
UserCidrs String UserCidr g9%51%
BaRHBIERNES.
=
et
EORE
-+~
FHm
/R i) ik
VRouterld String =) o}
Regionld String HbtakId
Vpcld String EBEMEI
RouteTablelds String EHERARRIIFIER
VRouterName String RS AFR
ERERESAUEA |, NMENAE , BUA
Description String BEAZ, [2,256]5 3 FR/F
. ANBELAhttp:// FOhttps:// FFk.
CreationTime String BUEASIE, FZAISO8601FRIERT

 FFEEFERUTCAE, #8308
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s

BEIERHES.

PR
R
FIR

2R
VSwitchld
Vpcld

Status

CidrBlock
Zoneld
AvailableIpAddressCount

Description

VSwitchName

IsDefault

CreationTime

/114

JAXERAIEE

RE
String
String

String

String
String

Integer

String

String

Boolean

String
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YYYY-MM-DDThh:mmZ

)
AZHRATLID
SHRAFTERE B LS

THERE |, BiEPendingfl
Availablefaft

AR AOHEIE
SR\ ETERIAT FBIX
SRR FBAYIPHEI L E

A, MEUAZT , BMEAZT
» [2,256] 5B TR, AEELL
http:// #0https:// FFk.

BT , AEUNE , FOAME
N, [2 1285 EHFFT | 44
AKRNFREFIEL , FTE8S
e, " RMERRTR
EEHA. Asellhttp:// fhttps://
k.

R /IAER] BXAVERIASTIRA

true | false

BUEERTIE). $ZARISO8601FRERT
, HEEERUTCEE. 18X
YYYY-MM-DDThh:mmZ
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52t=1

Zone

FOR

2R
Zoneld

LocalName

/1174

HEHREPNIPHIEER.

52 t=1

BEORE

FOR

BR
RX
X

Flow

ReceivedBandwidth

TransportedBandwidth
Bandwidth

Packets

TimeStamp

Sl
String
String

et
Integer

Integer
Integer

Integer

Integer
Integer

Integer

String
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)
BTAKXID
JRAXAHIES

i
B E
E% i bi

RRE (B RIEMER ) (=RX +
TX)

RIS (=RX/Period )
RIEETEFIHE (=TX/Period )

PISHE (SRRIERHE )
(=Flow/Period)

RIEFNFRIIAYSIR SR

EHiREN A | RIR
ISO8601tnERR , HHEEFH
UTCHTIE, &= :
YYYY-MM-DDThh:mmZ
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it

HEHEEFIPRMIEESE, HBandwidthPackagePubliclpMonitorDataltemTypeBpkfiJArray

57t=1

EIURE

FER

BandwidthPackagePubliclpMonitorDataltemType

/1174

EIIMEL AR IRARSS 235 B RUEHERE

52t=1

BEORE
-+

FIR
B i) R
Regionld String [RimARSS e, ID
Serverld String [GimpRSSESAISEAI ID
ServerlpAddress String IREiHRARSSHY IP ik
ServerType String RS ImARS28EY

fai

BEEHINELAERIRSSEEEMES. HBackendServerltemTypeZHiAdlist,

57 t=1

BORE
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FER

BackendServerltemType

s

EIIMEL AR RIEERE

52t=1

BOURE

FOR

BR
Regionld

GlobalAccelerationlnstance
Id

IpAddress
Status
Bandwidth

ChargeType

InternetChargeType

Servicelocation
AccelerationLocation
Name

Description
CreationTime
ExpiredTime

OperationLocks

BackendServers

C i)
String

String

String
String

Integer

String

String

String
String
String
String

String

String

OperationLocksType

BackendServerSetType

256

1%
DERSLHIRRIE 1D

e LEISNPI

LIKIMESLHI 2K 1P
SRS
T ol (E

LM #R2EEY | T2
: PrePaid , [5{J%: : PostPaid

SEHRTEST |, IKmEitEE
: PayByBandwidth

RSS2k

JIIESS

BN

fEiA

SLhIelEadE), FZARISO86014mf

=, HEEFERUTCEYE, &8
:YYYY-MM-DDThh:mmZ

SCAIZIERRYE], $RARISO8601tR/E
xR, FEEFERUTCEYE, &8
:YYYY-MM-DDThh:mmZ

LockReasonfBR == eR#04E , 10
RREFRUENEFH AL,

[EiRIRSER
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7%

BELKIMELAIRES. HGlobalAccelerationInstanceltemTypeHRiAYlist,

=2t=1

BEORE

FER

GlobalAccelerationlnstanceltemType

fai

[RimARSS B R BRI PR IMESE A R AIE R E

=7t=1

BOURE

FBR

BFR

GlobalAccelerationlnstance
Id

IpAddress
Regionld
ServerlpAddress

/1174

AR5 RmRSFRRKIEIRINELINSERIES.

HRyhYlist,

R
String

String
String
String

)
LIKIMESLAY ID

LIRIMESLAI 2K 1P
DMESEFIFRIE 1D
[EimARSS 1P itk

FiServerRelatedGlobalAccelerationlnstanceltemType
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52t=1

BORE

FOR

ServerRelatedGlobalAccelerationIlnstanceltemType

B

EPMrECBRIERMIEISO 86012 BEFFIRIENZRTSE , 2N (SUEEFEF IR SRk B
MIRSEIRYZRD73i%E) . ECS Open APIRJRTEIFEZURABISO86011& , i55%1S08601.,

B Fimttie
B MECHOIZ

ARSSARImiE IR

SRR 35 Http A7 BY
The request has
. . failed due to a .
ServiceUnavailable temporary failure of 503 RS AT A
the server.

The request
processing has failed
InternalError due to some 500 WEREEIR
unknown error,
exception or failure.

LB S ARCreateVpdEBEEEMLESLBIRT , WIRIBE T ERENEHRSZIAEEIRN , BRI ERE
RBERIEK , XAZE P LUBTHEH A %S ClientTokeniB 7 fRSS S80I HEV FRERE S , bt 2imid
RtClientTokenSEUREERIBEM, ClientToken2— NHZFIRERAIE—R. ANBHR. FEid
6ANASCIZRFHIFRTER.

SRR ERE—ClientToken(E/FAEIELAIED , NRSHSEEEBNERER  B831EENVpcd.
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Rt EBZESHTEIRNNIR , JLUBTIRMAERIClientToken(d , SREBHRRBIZE—NLA , FERIX
NEFIAIVpCld,

MNERAFRH T — ) ELFEAITRClientToken , (BEMERSEHAR , U VPC £IRE]
IdempotentParameterMismatchfUEIRIES. EFEFEMRE , SignatureNonce, Timestamp#Ql
Signature2HEEIRXITEFEELTHHI , BA VPC fEFESignatureNoncesgf IEERINE |, {EATimestampE
FRCERIBKRETE , FRLABRIE KT A ERISignatureNoncefITimestamp2#E , XERTEESSE
SignaturefEfI3E L.,

BE , EPmREEES00 (InternalErrorInternalError ) 83503 ( ServiceUnavailable ) $£1R. & FTixE%
MAZERAVER FHTEINEE. RESERE20087 , XTSRRI DXERNER | BASXERESHREST
RAHEM., MXI4AxxBOURESEIR | BRIBRREEEBMEI “try it later” |, BEEXBEAREEMINA.

3 VPC IREZ=ONEBEETMAVPCIRESHAZEHTTPERK ( afLUBITHTTPEHTTPSHMY &% ) |, FIREX
VPCIREXMZB KM ERANSTE, VPCIRSIHEEKZEIRAFIEKE | MERMUENSHIIEAISEEOIE

, ERTB IR R RIE A RANE ES BUR R HTRERIRIE | FHEIBRIZERAHTTPI A A IR EIZSTE FE
&,

B RARL
BERBLATILNERS AR
HeiVPCIRSHIFFEZEO R FGET/HiE09E A,

IBRKURL—ERAUMRS oL, EFUTHURERMR, BFSEIAHERSEEESEERAIURLE,

RS umitilE © VPCIRSEZ IR Ehttp://vpc.aliyuncs.com/Flhttps://vpc.aliyuncs.com/, AT {RIEEXRNZE
M, SEFUEEFEFERHTTIPSIEE. ( HTTPSAOA T SSLEMHBEHT 7 INE |, aJLARS LB S EaRm S
EEIHE, )

BERR M ROBFEEEENTIVRESTR , BActionZ#,
BFSEL  RIEENTIREARR | FEEANABRESE , IS MEORNRE.
RNEERSL  GENER. EREEFENERBEELSHSL.

AT EIRSS ImRES IEFEIER P RIS M HRIERIT | IBRERZAEHTERLNE, ERFIRNSIE
BHE—T.

TERRSIRASERIETTAlE | SIREMEANLER, MAERSAMNERIBERER | BErS IR ESER—
. BFwALETIRNASHEE , BEIRUTER,

N —
Ve Bl

IADescribeRegions#z /9 :

IR HJActionZDescribeRegions , iZziEOFTFEEAAIETIR , BAZEOIREEENNSE , FTLURE

HTTP/%
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BRINAHIERSEL (FRT Signature, ZSHFEREBIERFTETELR ) . iFINTSHZE | BHRAY
URLE ( ATETIEE , XERFRIZHTURLRDBRIAIURL )

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-28&SignatureVersion=1.0

RIRESEUTENN |, SEEHABBCIERFRE ( Canonicalized Query String) |, 0T :

AccessKeyld =testid&Action=DescribeRegions&Format=XML&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&SignatureVersion=1.0&TimeStamp=2016-02-
23T12%3A46%3A24Z&Version=2016-04-28

BHEH AT EZRIFRFEStringToSignfE7 -

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMethod%3DH
MAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A24Z%26Version%3D2016-04-28

AT avarrfiRSiER 7 AERITATEERSE . (EEIERERSEESTHERF/RE | LURINTEE
StringToSign=FfF&, ~REMBBERSEHHE—"Map<String, String>XIRE , FAAIAccess Key IDE
“testid” .

final String HTTP_METHOD = "GET";

Map<String, String> parameters = new HashMap <String, String>();
// IINERSEL

parameters.put("Action”, "DescribeRegions");
parameters.put("Version", "2016-04-28");
parameters.put("AccessKeyld", "testid");
parameters.put("TimeStamp", formatlso8601Date(new Date()));
parameters.put("SignatureMethod", "HMAC-SHA1");
parameters.put("SignatureVersion”, "1.0");
parameters.put("SignatureNonce", UUID.randomUUID().toString());
parameters.put("Format", "XML");

/] SSEHITHEF
String[] sortedKeys = parameters.keySet().toArray(new String[]{});
Arrays.sort(sortedKeys);

final String SEPARATOR = "&";

// LERgstringToSign=2 4 &2

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(HTTP_METHOD).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);

StringBuilder canonicalizedQueryString = new StringBuilder();
for(String key : sortedKeys) {
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// XEFEXkeyFvalueH{T4m13
canonicalizedQueryString.append("&")
.append(percentEncode(key)).append("=")
.append(percentEncode(parameters.get(key)));
}

// XEBiFEXFcanonicalizedQueryStringi# 17473
stringToSign.append(percentEncode(
canonicalizedQueryString.toString().substring(1)));

HpFEIEHIZ | TimeStamp2EERFFEISO8601M5E , FHESMEAUTCEYE , BUSBEIEIR. TEHAY
THOUHREDR T A ERAF S RBBAYTimeStamp=fF4s :

private static final String ISO8601_DATE_FORMAT = "yyyy-MM-dd'T'HH:mm:ss'Z"";
private static String formatlso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat(ISO8601_DATE_FORMAT);
df.setTimeZone(new SimpleTimeZone(0, "GMT"));
return df.format(date);

}

ERRALBHIERFRFE (™ lsRYcanonicalizedQueryStringZ& ) , LAKSringToSignRy , &2 THE
RYRRD, RIBRIMNITESZHE—ThE AR, TEINRARIDESR 7 REIEE

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*", "%2A").replace("%7E",
"~"):null;

}

RIZMEFRYACcess Key Id2 “testid” , Access Key Secret2 “testsecret” , FEFitEHMACHIKey# 2
“testsecret®” , RETEBIINERES -

CTIX0VtwR86fNWSnsc6v8YGOjuE=

THESERIREIRES (Java)

/] AT R—BtEE RIS
final String ALGORITHM = "HmacSHAL";
final String ENCODING = "UTF-8";
key = "testsecret&";

Mac mac = Mac.getInstance(ALGORITHM);
mac.init(new SecretKeySpec(key.getBytes(ENCODING), ALGORITHM));
byte[] signData = mac.doFinal(stringToSign.getBytes(ENCODING));

String signature = new String(Base64.encodeBase64(signData));

BN SHE | FHEEERFC39861INIHITURLREES1ERIEY
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http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNonce=3ee8cl
b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-

288 AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

FETR , BEHTTPISRAYASRE EEAURBEIEAIXHTTPIEK , FHEZIVPCIRSSIRAIMMESESR (7~ ) -

<DescribeRegionsResponse>
<Regions>

<Region>
<LocalName>& BT </LocalName>
<Regionld>cn-gingdao</Regionld>
</Region>

<Region>
<LocalName> T35 </LocalName>
<Regionld>cn-hangzhou</Regionld >
</Region>

</Regions>
<Requestld>833C6B2C-E309-45D4-A5C3-03A7A7A48ACF </Requestld >
</DescribeRegionsResponse>

BTRMX XML REN e LS RIFrE el FgitbiEldFNLocalNamey%l3. WNRTHENERAT , 188
Format&#(/9JSON , BRAIREIEERAIER, IISONIE,.

SDK &%

FIEZ VPC P RERHEHAISDK BFELATESMRA

- Java

- MavenIn B &
- IREBGitHubitBik
- Python
- PIPZ%Ea<  pip install aliyun-python-sdk-vpc
- JREBGitHubitBik

fIEZ= VPC 7= SDK 2§55 [EmAAETR.,
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