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1. Z&Logtail, EHEEREHTHIRRSES EZREELogtailiBFiE2 &% Logtail (Windows ) 1%
#logtail ( Linux) .,

2. BIEERAFHRR ( JEPUERRECS ) . MIIBERECSHREREAEEHUTILEE,

3. GIEEYEEE. BERSEIVSENAXEEEREBT LogtailZFimkEHTRIRSEE. BE
HE%%ﬂ_JIIP:Z%QxEWfN WA ENHESE, BN ALogtail ECE ZIH1884EAT |, *E?E
el IEER

4. BlELogtail iR E , FRAZINEEH. EaTLlEidtlzE LogtailitE LA REXAI . WEsyslogH®E
% |, FHBizLogtailEL BN FAZEIH1284E.

AT\ BB THRANETECE Logtaillii S e & h Ay B RSEE N,

fESeRin iRt | EAIECSERSS 88 LB IME A S EMRE. RIZEIXIMNLogstored , FHSREUE
SR ,@EJL,{UI AEIRSEH G SDKRAPIERZIXE AT, SrLiEd B SRS EHEIRZIRT
BECSIRSS = LRILogtail iiEE AR | AIMNREELERWE , BEH ”Ealse—:

LogtailIEzN\IRSEHEIRS I=HI G LRITTERFESS Logtail KERTE

Docker

- MIE=RERS - &0 ERBEERS

- ECS/IDCH#EDocker ( FEEFEFHEERMountEIEENL )
i. Z%Logtail (Windows ) #0 %ZLogtail ( Linux ) .
ii. ¥EBRFHEERMountZIBENER.
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- WEE 1 FERBS (HINBEENIBRA /log/webapp , FEFHHEERA
/opt/webapp/log ) .

docker run -d -P --name web -v /src/webapp:/opt/webapp training/webapp python
app-py

- 1E5E 2 © (ERRHAMEIRMount,

R BB KLogtailBahE5% , ExLogtailficheckpoint{®RE it mountEIfE A, , B LEZSSEREARAT
EZESkcheckpointEEMA~EESRE.

BIOHES

PIERE | — MR EE a2 EFTENE—XBENWEE. BIEE—4ELogtail i EEI—M1ES4A

, LA BERSIRIERFRILogtail BEBERE— MR ENFIBRSE LHE. ShaLiEdaE
RSIEHE L EISAHTER (EIECIE. MERNESE 7. BENES) . A—M1ES4E
WA RS WindowsFl Linuxilzs , (ERJLABEAEMARIWindows Serverai & AEAIThRA
AILinuxt/LEg.

LogtailZ i : Logtail Riz{TEZE B E R ERIIRS S L ENITHEET /ERYAgent, BB &
%Logtail (Windows ) 1 Z%Logtail (Linux ), EiRSSEE E&R%Logtaills , FEBLELogtailF
N FREIHES4E.

- Linux T, LogtailZZE7E /usr/local/ilogtail BRTHEEIFLA ilogtail FFLAIMNEIHFE
, —NRBEEHE | B NATIRHE | BRIEiTHER
/usr/local/ilogtail/ilogtail. LOG,

- Windows T, LogtailZ#EB R C:\Program Files\Alibaba\Logtail ( 32 /&%t ) 5k
C:\Program Files (x86)\Alibaba\Logtail ( 64 V&% ) . EAILUBISWindowsEIET B-
IREZEEZEFNWindows Service , LogtailWorkerfa = UWERHE |, LogtailDaemonfaz=sF
PIEER. EFRIETHEATEERTHRY logtail_*.log,

Logtailie® : Elogtail i HEAIRISES. BT NLogtail il BHUEIR. WEERESEL , KII
AR B IRS A TESMCAIIIEESRRE. A EIENES EE—XRBEFHFIN. RIXEIHETRS
HHEEREE. EoLiBdEslEasE M logstoreifillogtail iiE , FmizlogstoreZULALL
Logtail e EWERIBE.

EAIhAE

LogtailiZ NIRSSIRAAI T IORE

SCRTECER A « i A, SERIHEISEER. RATIBERS. BSMEMEIRERSH—RE
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SMFEIRA,

R : LogtailENIRSASTFRI O SEEIERINES, MTF—HREE | % AN ZIEZER T~
ERA , ZEBISOHIISEER.

BapiMEHERIE | RENASRIRSU R/ BEIX BESUH#1TH% (rotation ) |, BRAE
NHERE  HFE—NTSEEHERFEN. fIi0 : i5i2app.LOG , BERHES4E
app.LOG.1, app.LOG.2 &, EAILUEEWERETENRI | Wl app.LOG , Logtail=BattaillZ]
AERHIRE , (REXMIBPASHN B SEIEESL,

IR RATH R EFEER SRR LR | TREREREUE,

ZHREBMNIR : LogtaillRSTF X AHERESI , 1I5373Fsyslog. http, mysql binlogE@mNIE , &
ZHETSNREHIRREEET.

BEaMEKSERE | BARSHER. MERERE. QuotalBfRESFRESEEIRERIERN
, Logtail2f&n R EHMEN. MREBAKMNSKEIREARES , HEENER.

IR MEFUTRFRSSENME L | R EFAIEE24/ TR T AR IIHRIRSS iz
I EEEIRSWREFT IS HEFHER.

RIEECEKERRI | LB Logtail e EkIFRE RIEHISEAIE—SECSIRS S LIERT. BIX
ki, BEILWRIESMpRISEAT AR, X, BEATSHRIET , tBrE T BECRHERITE. EaTLA
BE X BEWERBRIS TS MERFRIER . AERSSHFENRENSHNNIATRR. B+

, BT BEMRSS ASEUREEERGZASYEEHAIRER(ER | LogtailiRit T BEXRIHERS
E& , FSEEMAR R B &R R ER B SR ARES.

ERIRPWEREE : S RTIRSESE LHESEHEE | Logtail—fRTE35 $HRIEIRERIRT Bahiz
RHECEN , EFREIEPHIRIERER.

BaiARERin | E8FoiLElLogtailfiREZEEE . HERS RELogtail Bz |, SRS
Firss, T M Logtail HRIZE HEEIEAERSE,

BEREERE | NERLogtalEFIREFEAZSRRMANEEMRS. LogtailEFinastitinizE
BCPUIATFIEFE. WNRLogtailEFinfEiaTdET , RFFEFELRTISSBMNER | BRsml
s EREERL. BN, ZEFiRtSBEHRNNESIRRRFER LI E SRR T,

oW
- LogtailZFisfrEEEE A EEIETEEEL,
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- WNRLogtail ZFim BB EEEHNFESERY | ENARIFNEISMAFENS
izEFIRSEE RS, BEEFEMNZARIESEUERTREER.

BRYEELE | MRALBEIREREIETASWEN |, LogtailZFinaEaRkENAEF R EZR
[ERSRFXIRTE KiE A ERIEIREHTEIRES.

R LogtailE FinfERENERII R =ihE)F AR SR AHTTPSIEE |, (RIEERINIEMAZ 2

TOREMLS

-BFAEE. BRAXHKERE. BRLHESNAEFNE , BHERERSF AR EE
iz TIZEE,
- BEERR AN AR ETETRRE. HBIIMESRE. RSHEE  BPEUEIRITEMBEA
RIS SEMER. MIEFSEERESIELS.
- EFRSmNEFEEREN., AFEL%ELogtailig (&0 L¥Logtail (Windows ) 1 3=
Logtail (Linux) ) , RFEEERSHETRETZWENNE. KEAXNESEET , BHEENE
RIRS A TEE.
- TENEREIFIE. ARIBETESFYE EKEAgent A SR N AR B8RS 1IMRE

, LogtailZFimECPU, WFR M (ER S EEMS T S aIBRFIFIRIPANE.

SERETISERE

2 DBXBR 5

] Logstash R&EHE

Rt

HERSIRME T — N ETF Logstash-2.2. 2k A B &R JRELS, HERSEHEL. NSSM 2.249%%6, |, 2E
TERTRENTR ENEE  MEERFRTUNEREENTE.

TEIIE
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THREBEEERER C &.

fai\LogstashfIBENFERER12 A C:\logstash-2.2.2-win\bin\logstash.bat,

R T ETLARIEZ 2 Logstash , AR LMRIER 2 TEEN T,

B 1 L3 Java

THZEE.

BN Java EM T&; JDK FHXWEHITRLE,

BEINETE,
FIASRERRE , FIESRESCAETE,

- PATH: C:\Program Files\Java\jdk1.8.0_73\bin

- CLASSPATH: C:\Program Files\Java\jdk1.8.0_73\lib;C:\Program
Files\Java\jdk1.8.0_73\lib\tools.jar

- JAVA_HOME: C:\Program Files\Java\jdk1.8.0_73

¥IE,

#1T PowerShell 8 cmd.exe H{TIEIIF :

PS C:\Users\Administrator> java -version

java version "1.8.0_73"

Java(TM) SE Runtime Environment (build 1.8.0_73-b02)

Java HotSpot(TM) 64-Bit Server VM (build 25.73-b02, mixed mode)
PS C:\Users\Administrator> javac -version

javac 1.8.0_73

S8 2 TolLogstash

THZEE.

BMTE : Logstash3E 0T 1#64% 2.2 giLAERRAS,

e

f#E logstash-2.2.2.zip #l C:\logstash-2.2.2 BX.
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HfaiALogstashHIEENEFRIRZER1EHE « C\logstash-2.2.2\bin\logstash.bat,

B 3 L& ogstash’S AEIRSEE
BRI 2SS AT RIS R EE A B A R, ¢

rSRTRE

ZEHEETF RubyGems , BZ(EREREES .

#1117 PowerShell 8 cmd.exe , #F A LogstashZE=BR :

PS C:\logstash-2.2.2> \bin\plugin install logstash-output-logservice

BT
BEMTE; : #A logstash-output-logservice TWHE , A A T L.

MRERTHBTENDAR , BN T gem BEIRERTHEN Cllogstash-22.2 BR, #
17 PowerShell g cmd.exe , A Logstash B :

PS C\logstash-2.2.2> \bin\plugin install C:\logstash-2.2.2\logstash-output-logservice-0.2.0.gem
Ik

PS C:\logstash-2.2.2> \bin\plugin list

EANELEATELGTIFRFPATLIILE] logstash-output-logservice,

T 4 T NSSM

BT - #HAnssm ER T,
THRZERORAMS | BEFREXEFRIBER C\logstash-2.2.2\nssm-2.24,

£ PowerShell ~/3z logstash.bat , Logstash#fE2&ERIE LI , — A FTEEMNXARER K. BINER
‘i /EiELogstashiR &9 Windows Service , JLMRIFEEIETLARFFHIE RN,

BT Logstashig & AWindows Servicez4h , BIRRILABE G<S1TEN. FL1k. EXFIMRIRS. &%
NSSM ER7GLES % B,
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A IBRSS

—RRATEREERHIIT , MERFLIIRS | BT IZL R,
BRI TLA T an iR SS

32 NERSFE

C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"

64 URF

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"

[SENRRSS

fNLogstash conf BREBEENXHEH , BLELRS , BEmRS.
R TIA T oS IEshiRSS.

EPRVESH
C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe start logstash

64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe start logstash

E1LIRSS
EALTUA TR SRS,
32 URSG

C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe stop logstash
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64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe stop logstash

IEBRS
BRI LHTIA T e e SRS
32 (IE5E
C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe edit logstash

64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe edit logstash

BRI TLA T an SHBRARSS
32 ERS
C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe remove logstash

64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe remove logstash

=P ST

logstash-input-file
BEidiziEtail AU ER TS | FHERIEES% logstash-input-file,

R : path IES 4G ERERATEER UNIX 292 8RT . @0 : C/test/multiline/*.log , BUFTIESZIFHE
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RAITEC,

logstash-output-logservice

BTz eI LA input fRHRERBEEEHE BERS.
2% 588
40 http://cn-shenzhen.log.aliyuncs.com , &%

endpoint - BFIREAD

project HERSIME B

logstore HEEZR

topic HEERER , BUAIRETAIAT

cource EI:E IR, ANAZNEHEA P, BULAREE
pS);:3

access_key_id FIERAMWSHA ID

access_key_secret FIRZ=MEME secret
HIRBEAEEERSERESFENRAKERRE , B

max_send_retry HARRIASERES , BRENEN 200 =5

EELE
1 QERKECE

FEEE4EI C\logstash-2.2.2-win\conf\ BR/5 , EjFLogstash&434.

LB SR —MCEX S |, 8IU8 *.conf, BFE—REFT C\logstash-2.2.2-win\conf\ BRT , LA
EEE,

TR BeEXAHEILLL UTF-8 75 BOM #8ZU4wA3 , FILAEIY notepad ++ 1EXX ARS8 .

IS HE&

B2% IS HEEE.

csv B&

ERRERSHNRSIEIEN LERTRE , 55% CSV BEERE.

BHMERE
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LACSVESEAG , LIBSAEHRIEEEA LEERTRE , F5% CSV BEEE.

BRABE

AOANERARER TR EEA_ LERNEEHIE , BEAETFR , 587, ZTATHEI. B
&% BAATEE.

2 IR EIEX

#17 PowerShell g cmd.exe , A\ LogstashZZB R :

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent --configtest --config C:\logstash-2.2.2-win\conf\iis_log.conf
IEXUEEBCE Y | 7 output FERIGRSRIN—1T rubydebug EEELAEIHREELERE] Console, BLEH type

FRIEEITRE.

output {

if [type] == "***" {

stdout { codec => rubydebug }
logservice {

}
}
}

#1147 PowerShell 8 cmd.exe , # A\ LogstashZed=HREHMHFE :

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent -f C:\logstash-2.2.2-win\conf

INIFSERRfE | 15455 logstash.bat FHFEFMIBR rubydebug IGRIECEIA,

[SERME

£ PowerShell /551 logstash.bat , logstash HZEXTERD HU.:.I{’E —RRFATECEMAREEL. ZNEN
LEF}ELogstashiﬁﬁﬁj Windows Service , AILURIFREEETURFIERR. BX{EiELogstashikE
79 Windows Service , 200 Bt& Logstash 3 Windows Service,

Logstash 1&fit 7 AB#EH , AILUBEMEMTESR , HIan
grok : B IENFRIATELFET B ERBTMEZ N FER.

json_lines, json : fRMLEEHMLAEHT JSON KB HEINRE,
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date : IRMtEEABHEXAE. BHEFERABXAIENT. HFIRIEE,
multiline : ATEENENEHFIZTHTRE.

kv : IRMEEMLARNT Key-Value 2B HERETINEE

1BiZLogstashirEE HEEHERT , AIERILA FUERIR | 1BEIEXI M EINHI TR,

AEIRSEEREUEELD
Logstash BRIASZHF UTF8 BTV RS | IBHIAMA X RIZE S IER.

EHIaRTER

&I B iEiRio/console not supported; tty will not be manipulatediy , AE/IWF=FRINEE | B

I%Li\mgo

HEBRRBENENSEGooglesiLogstashigiz , ERFEEER.

EIRSSSTBITWeb TrackingZhRE#H/THTML, H5. iOSF] AndroidSE& AEEIRIRE | SAENEE
fﬂ?aﬁio
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N_EERR , EEFWeb TrackingIhBEea] LASRE R TN sE28LAKIOS, Android APPRIEEFEE (&
iOS/Android SDK 4b) , 540 :

- APERRTNERS. BERSR. DPERS,
- AFNSEITRICR | EEAAFRuE ERRETH. WETAE.
- AFTEAPPHISEERTE. BEERSE.

R : EWeb TrackingEIf&1ZLogstore} JHEBMEZENAIER , AJRERF=4HATEEE , IBEE.

RSP

1 FrEWeb Tracking

EFRT , TR ELogstorelIWeb TrackingFFk , BaifEizHla L EASHFI LR ELogstoresziFWeb
Tracking , ANEREB(FEAZINAE | iBTiBITIEHEJava SDKFFE.

BidiEH&FFEWeb Tracking
fELogstoreFIZRINHE , iEHHFEFEWeb TrackingIgghILogstore , BEHEAMANEH.

¥JFF Web Tracking 7%,
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£ LogstaraBtE

* Logstore=FR:a123

LogstorefEiE

VebTracking : D,

WebTrackingThatsristi= R S ilmsaLi R
i0S/Android/APPIARIEE | BHAZE (83h)

¢ sumEEEE: 7

HEFERTIELS1-365K

* R EFTETORE

e -
ShardSE: ID HE Baginkey/EndKey =E
0 resdwrite 00000000000000000000000000000000 o3
£0000000000000000000000000000000 =3
1 resdwrite S0000000000000000000000000000000 s

niiiiiii

1. readonlyFZEEIShard A2F=£=H | iTHE=E30HE
2. S5 (Shad ) 7

iEid Java SDK FiEWeb Tracking

{$5F9 Java SDK :

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.LogStore;

import com.aliyun.openservices.log.exception.LogException;

public class WebTracking {

static private String accessld = "your accesskey id";

static private String accessKey = "your accesskey";

static private String project = "your project”;

static private String host = "log service data address”;

static private String logStore = "your logstore";

static private Client client = new Client(host, accessld, accessKey);
public static void main(String[] args) {

try {

//TEBZ BRI Logstore _EFH@Web TrackingIhgg,

LogStore logSt = client.GetLogStore(project, logStore).GetLogStore();
client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCount(), true));
//3XAWeb TrackingZhgg,

//client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCount(), false));
//FESTIEWeb TrackingZhggfdLogstore,
//client.UpdateLogStore(project, new LogStore(logStore, 1, 1, true));
}

catch (LogException e){
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e.printStackTrace();
}
}
}

2 WEEHEHEE
LogstoreFFiEWeb TrackingZhgéfa . TLMERLAT=f75% E{EEdESILogstorerh,
{EFAHTTP GETig3k

curl --request GET 'http://${project}.${sls-
host}/logstores/${logstore}/track?APIVersion=0.6.08keyl=val1&key2=val2'

HpENSHa T

S aX

${project} S AEIRS P FERIProject BT R,

${sls-host} EAERSFIEXAYEE.

${logstore} E{orérsogsfgég"%%?ﬁWeb TrackingIhBERIE—
APIVersion=0.6.0 REB=FRR | Wick,

_ topic__=yourtopic EEHTHItopic , (REBFER , ANk

& HERIATIRSAIKey-Valuedd , AILIBZ D

keyl=vall, key2=val2 BEEHTURLEGKE NF16KB,

5 HTML img 1578

<img src="http://${project}.${sls-host}/logstores/${logstore}/track.gif?APIVersion=0.6.0&keyl=val1&key2=val2'/>
<img src="http://${project}.${sls-
host}/logstores/${logstore}/track_ua.gif?APIVersion=0.6.0&keyl=vall&key2=val2'/>

BISHIISNEL | track_uagifff THBEREXRISE LES | TERSmESRKhttpkhAIUserAgent,
referertB{F9 AEFRIFER.

A js SDK

8 loghub-tracking.js £#Z] web B , HERRESS I NI FHIA :

R TE
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<script type="text/javascript" src="loghub-tracking.js" async> </script>

R ATFEERNENE , MASRLRE HTTP 15K , IRREIIZEEPFESIRXRIEEE
, [EERERSBERIER HTTP 5K , BEIRIISENSEEP=ERTracking iEKIBH. AR
LREATLAERIZER , AEREFERNRPHITIMEDER

JRIRIES

this.httpRequest_.open("GET", url, true)

BREE— N SHERELSRIE
this.httpRequest_.open("GET", url, false)

Bl&ETrackerdds,

F— 1S Rendpoint, - EProject, F=2Z Logstore,

var logger = new window.Tracker('cn-hangzhou-staging-intranet.sls.aliyuncs.com’,'ali-test-
tracking','web-tracking');

logger.push(‘customer’, 'zhangsan’);

logger.push('product’, 'iphone 6s');

logger.push('price’, 5500);

logger.logger();

logger.push(‘customer’, 'lisi');

logger.push('product’, 'ipod");

logger.push('price’, 3000);

logger.logger();

PATUA LSS, JLERSIRSERNTREES

customer:zhangsan
product:iphone 6s
price:5500

customer:lisi
productiipod
price:3000

[REPR

#E HERIATRSE ZE |, ILMERBEERSE #iES A\ MaxComputesl# EMR #H{TEERSHT , BT LAER
HEARSSHRMLAY Loghub client library jEZE40E.
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Loghub Log4j Appender ( j&iS )

Log4j 2 Apache FI—MHURMABIE | BT Logd) , ERILUEH B ERMERBERERESIE. X
. GUIEMH, EEREROMRSE. NTHSEMHHCRES. UNIX Syslog SFIFHIES | BRI LUESIE—&RH
TR | BIEXE—FATEENRE , SaEBEMNATHES AERENTRE. &SARKGBIH
B XEFLIBET—MCEMSERIEHTERE | MAREENN AT,

Log4j R="EEAVAMHIA : BRMERRIMSESR , BEERREE BN , BRERNELHE. BEER
BMASERMEENES B/ ERROR, WARN, INFOFIDEBUG , HEIFRIEEXZBAHEENEEEE ; BEE
BaYEH BRUEE T BRSHTENRER 6IRR M+ | Mg NE T BSEENETRAR.

#@igLoghub Log4j Appender , RILIES BEREIL BRI ANEZBERS. FELERIZ | Loghub
Log4j Appender3ZHnRE SIS | SRIHERSHROBEEAIFNAT

level:ERROR
location:test.TestLog4jAppender.main(TestLog4jAppender.java:18)
message:test log4j appender

thread:main

time:2016-05-27T703:15+0000

Hep:

- level 2BERS.

- location 2 HEFTEMEQRILIEME.
- message EHERZA,

- thread 2LFEER,

- time 2 HEFTEDATIEL,

AR BRIR X og4jlx,

ThREiL %

- BEPIBHEAAER | ISiRE R EEBETME R TR,
- ST ELEMLog4jicRATHINA , AFEERENEE MR T LG HSERE BEMRS.
- ®PEEM | Loghub Log4j Appender REAFRIAEMergeZ [EREKRIX | IREMNEI/OWE,

EPE

maven Ti245 | A\ #Kift.

<dependency>
<groupld>com.google.protobuf</groupld>
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<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >log-loghub-log4j-appender</artifactld >
<version>0.1.3</version>

</dependency>

&% log4j.properties 3714
& logdj.properties 34 , AMFENEIREREREVE.

FcEtRLogger , HIEA

log4j.rootLogger = [level] , appenderNamel, appenderName2, ...

Hep .

- level 2RHFCRAMLAR , HERNEENESBIZ ERROR, WARN, INFO, DEBUG,
BEEXEENNRE , EeT Lz R EEFRHENABINBSEEFX. tIEXE
FEXT INFO &3 , NN AEEFTFA DEBUG REIMN SRS TENHE,

- appenderName 1 HEEEMHRIBNMES . SRILIRREES MaH B |, XBEN
B> appender XMEIEAFE—FrAppenderstE! |, BffAppenderffSiRt—LiHES

Loghub Log4j AppenderfJEeE&a0T :

log4j.rootLogger=WARN,loghub

log4j.appender.loghub = com.aliyun.openservices.log.log4j.LoghubAppender
log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]

EETHESANBO2FEESH , BRE X I FEARE.

=ty

log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]
log4j.appender.loghub.stsToken=[your ststoken]
log4j.appender.loghub.packageTimeoutinMS=3000
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log4j.appender.loghub.logsCountPerPackage=4096
log4j.appender.loghub.logsBytesPerPackage = 3145728
log4j.appender.loghub.memPoolSizelnByte=1048576000
log4j.appender.loghub.ioThreadsCount=1
log4j.appender.loghub.timeFormat=yyyy-MM-dd'T'HH:mmZ
log4j.appender.loghub.timeZone=UTC

S5

Loghub Log4j Appender BI{{ECEMNSEHUNT. HESHFECEBENERE  tIESEUIKRES | NERE

memPoolSizelnByte

LR, AiESE,

1BEAppendersSLHIRTLAERRY
REFRY LR, NS,

EERERTRERTEMN

INE.
2% =34 S
:D%%‘E@,%/J\E%"— BT EF
. =+ £ : S (B (') ,M\?Jﬁu/]\:'ﬁ"?—mﬁﬂ
projectName SEmSMProject®. KBS opyner | KEn3~63F
e . WREEBEFENIE AR
éﬁ%@%f]\—%ﬁ"—  BEF ET
R B (-) ; BAUNSZE
logstore I/EI;KLEHE%E’JLogstore%., Wik FHFLER ; IKEH3~63F
= . BIRECEFERY
Logstore,
endpoi HERSHIHTTPHEIE, wi%S URLIEZL , -1 @ cn-
point " . ;
#. shanghai.log.aliyuncs.com,
s ™
accessKeyld gzg{ﬂmﬂaccesskey D, %
FF8{p1riRaccesskey
accessKey secret, IAESEY -
1&R9STS Token, H{EAIGATS
stsToken DITUTES , FISHER -
BeEIT
ISERETNETRSBIE aen ST EYE—
packageTimeoutinMS B, mEE, Nae | 2 Uret RURSE NE
ik, EIESH. = .
EEgMEFNATEIEEE Bl lUEEER
logsCountPerPackage oL B Py 1~40§/)6°
S e ANEE A AR 3 BRI S
logsBytesPerPackage EESMETIHETENANG | BV, TUETEE

1~3145728 , B{ERFT,

BT, BAURFT. BAN
104857600,

ioThreadsCount VOISR, THAEE B |, BOAMESL
g : . 53 )avarh

timeFormat $E§§$£§E$HE%E’\JH9‘|EII$§EC SimpleDateFormatt&z{t.atia)
S , BRIAHISO8601,
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timeZone FEEMX -

LogHub Producer Library 2%t%t Java RFEfERFEH ASLogHuUbZEEE , Producer Library #1 Consumer
Library @XfLogHubAIEE 8% , RS SIHERR .

THREIS =

- RIBRLNREED |, HERe.

- AILAZINZ /1 ProjectlVBELE

- BFRERNMEE [/O A2 Er LA E.

- mergeF VBRI HEHELAR K/INEBRI LARCE.

- REFEERTE |, YREFEERIAZIBEFES/NERER , Producer B9 send EOSMEE , BERIETHNA
FalA.

TOREMLS

- ERinAEAER | AR R ERE I MR ARSI,
- BEFIREFAREN | fli— G EIR ESEME,
- BEFImtES VO BESS « FIENATAR I B,

ELAEAH S |, Producer Library SEHUIEREFAANESER  BEEHERESIEK , BESESHAAE
LogHubBRS i, EEMIET , B LIEREHEREGHNSH. REHSFEUIEZES,

Java &7 LogHub k55 ¥
i —— ™
Syslog il | = premmme -
é{ > ¥ ngfu .,: i Logtail [
——— 1
""""" ' Logtail !
SRR I
A / '

RN S —
N

N

{i#i FHProducer Library / SDK/ APl 5 X\

©

I

LA EZFEAN SRR
BEASR {RR/ERRR EIRSETi
A& + Logtail gﬁ%ﬁ'—ﬁﬂﬁﬁﬁ’ﬁ% FRE mmea
. PERBELS MB %,:\ ~
syslog + Logtail %%‘&%%?g sysl/gg) T}JlSEil 0 syslog 1p5=
SDK A FEE , BRRFRSR , &8 HERERE
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QIRIFRZE 10 572/ 10 Zja8)

A9t
\SH_ = -,'tA 13 \;u.: e il =
Producer Library Tgﬁ igﬁm FRIABRSS HEREE , 2P QPS &

¥ : Bai Producer Library }37#3% Java A,

EP R

Producer LibraryEeE2 AUATIINEER

maven Ti24RZRINkEk

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld>
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices </groupld >
<artifactld >aliyun-log </artifactld>
<version>0.6.10</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >log-loghub-producer</artifactld >
<version>0.1.8</version>

</dependency>

T2 hELE ProducerConfig

EERIAT , SHEUERA S EEYERRS.

public class ProducerConfig

{

public int packageTimeoutInMS = 3000;

public int logsCountPerPackage = 4096;

public int logsBytesPerPackage = 3 * 1024 * 1024;

public int memPoolSizeInByte = 1000 * 1024 * 1024;
public int maxIOThreadSizelnPool = 8;

public int shardHashUpdatelntervallnMS = 10 * 60 * 1000;
public int retryTimes = 3;

}

Zi% ILogCallback
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callback TERAFTHERXERINE , EREFREFINNRERE. SHAILUSERLE | X
BERAZEE % [LogCallback,

BlIE producer 3£fl , FF send #EOAREHRE

SHEYE

28

packageTimeoutInMS

logsCountPerPackage
logsBytesPerPackage

memPoolSizelnByte

maxIOThreadSizeInPool

shardHashUpdatelntervallnM
S

retryTimes

fsEFASLA)

main :

public class ProducerSample {

S¥ReA

IEEREF B SRR S BRI )
o INREFER |, NS

l£°

EEENMEFNATESEEH
TEERIRAE.

%‘giﬁﬁ\%ﬁﬂ’ﬂ BAEERA/NE

8B ProducersLHIRTLAfE
FRYRTFRY L BR.

IEEl/ OLAE R A LA E
, FERTRXLIERIRERSS

fgEE#ShardiHashX &Ry
AYiE)iEpE , Z18xEshardhashiy
g NRERAER , FRRELS
ZXo
[Eimmerge &2 BT EIE
—/NShardfJgEmergefr—it
, mShardXEXRIE—"
Hash[X[g] , Producer{E4bERT
SERAFPENRHashBRET B,
ShardxBxHashX 8f9&/JME

. H—ShardxBEtfHashX
i8] , Producer&ERTM
LogHub#iIEY,

IEERIXKMATEILANREL , 4l
RBLZE , SBREEN
callbacki9248 , XHAFLLE

public static String RandomString(int length) {
String str = "abcdefghijkimnopqrstuvwxyzABCDEFGHUUKLMNOPQRSTUVWXYZ0123456789";
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B, BAAE.
B, BYEA1~4096,
BH L , BUEA1~3145728
, BIAFTS,

B | BT,

Bl

Bl

A,
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Random random = new Random();
StringBuffer buf = new StringBuffer();
for (inti=0;i < length; i++) {
int num = random.nextInt(62);
buf.append(str.charAt(num));
}
return buf.toString();
}
public static void main(String args[]) throws InterruptedException {
ProducerConfig producerConfig = new ProducerConfig();
//ERENAECELIZE producer 3L
final LogProducer producer = new LogProducer(producerConfig);
// BINEA project B
producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your accesskey id", "your accesskey"));
producer.setProjectConfig(new ProjectConfig("your project 2",
"endpoint”, "your accesskey id", "your accesskey",
"your sts token"));
// & project 1 R9ECE
producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your new accesskey id", "your new accesskey"));
// #ikx project 2 FYECE
producer.removeProjectConfig("your project 2");
/] EREEES BT
final Vector<Vector<Logltem> > logGroups = new Vector<Vector<Logltem>>();
for (inti = 0;i < 100000; ++i) {
Vector<Logltem> tmpLogGroup = new Vector<Logltem>();
Logltem logltem = new Logltem((int) (new Date().getTime() / 1000));
logltem.PushBack("level", "info" + System.currentTimeMillis());
logItem.PushBack("message", "test producer send perf "
+ RandomString(50));
logltem.PushBack("method", "SenderToServer " + RandomString(10));
tmpLogGroup.add(logltem);
logGroups.add(tmpLogGroup);
}
// F&ERA send KiERE
Random random = new Random();
for (intj = 0; j < 100000; ++j) {
int rand = random.nextInt(99999);
producer.send("project 1", "logstore 1", "topic”, "source ip", logGroups.get(rand), new CallbackSample("project 1",
"logstore 1", "topic”, "source ip", null, logGroups.get(rand), producer));
}
[/ ESNRIFEFERIE LB RIXEE
producer.flush();
/] EEEYRRIXTTE
Thread.sleep(2 * producerConfig.packageTimeoutInMS);
//RAEE io £i2 | close R EARZINEREFIEIERXEE
producer.close();
}
}
callback :

public class CallbackSample extends ILogCallback {
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[/REERENEE BN RESER , H#HTER

public String project;

public String logstore;

public String topic;

public String shardHash;

public String source;

public Vector<Logltem> items;

public LogProducer producer;

public int retryTimes = 0;

public CallbackSample(String project, String logstore, String topic,
String shardHash, String source, Vector<Logltem> items, LogProducer producer) {
super();

this.project = project;

this.logstore = logstore;

this.topic = topic;

this.shardHash = shardHash;

this.source = source;

this.items = items;

this.producer = producer;

}

public void onCompletion(PutLogsResponse response, LogException e) {

if (e !=null) {

/] FIENRE

System.out.printin(e.GetErrorCode() + ", " + e.GetErrorMessage() + ", " + e.GetRequestld());
/IBREER=IR

if(retryTimes++ < 3)

{

producer.send(project, logstore, topic, source, shardHash, items, this);

}

}

elsef{

System.out.printIn("send success, request id:
}

}

n

+ response.GetRequestld());

}

G S

Apache AEAEHANBRIBEEEE X /etc/apache2/httpd.conf H,

ApacheHHE(
B8

Apache HEREXHHEN TRMFTENEL | 5508combinedi&z{Flcommont&=,
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- combined#&=; :

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

commont&x, :

LogFormat "%h %l %u %t \"%r\" %>s %b" common

AER(ER T combined HEERAIB ANRISAS.

CustomLog "/var/log/apache2/access_log" combined

F iR
FRUE

Y%a
%A
%B
%b
%D
%h
%H
%l
%om
%p
%P

u%qu

u% ru

%s

%>s

%t

%T
%u
%U

%V

43

=34
remote_ip
local_ip

size

size
time_taken_ms
remote_host
protocol
ident
method

port

pid
url_query
request
status

status

time
time_taken
remote_user
url_stem

server_name
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%V canonical_name
%l bytes_received
%0 bytes_sent
"%{User-Agent}i” user_agent
“%{Referer}i” referer
BEEA

192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET /favicon.ico HTTP/1.1" 404 209 "http://localhost/x1.html"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97
Safari/537.36"

EcELogtailliiEEApacheHE

B LogtailliiEEApache AESEEIMEIRSHEREN] , {RIEEAINBEPEFILIMENIEEGNEIE. 234
XETECELogtail fI5E — IR ESR N S R ANF A E.

HERERR. ATRKE  FERASKSEENH5RIENIER.
MBS S BEHREFER.

B FaMNENRES , FHRBENRAR.
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* B

BEEfSREREA—I  aEEsH

FlEEER ¢ | (\S+\s\sASA\S+ s~ 11+ 1\s" ([~ "1+ )"\s(\d+ )\s(hd+ s ([~ T+ s ([T
EXEREERNEEE NNERESNERINFET IEEEEEE | 5
SE g\ ENIEE |

(\5+).* |+ | \sAs A\ (S+)* |+ | Ws[~]1+Ds ([~ ]+)* )+
"siid+).* |+ As(id+)*  + ([T |+ | (T4

¥ BEREEEE Key Value
=4 [ 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
length 209
http:/flocalhost/x1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) Apple

B I F AT R Key/ ValuedT . & Key/ValueiiisE T Key)BFEFIE
iE . RAMERERA RS AEE— T timesakeyiiiT

AR SHFX A GIRIR B EIET | BIRHEERIRRTIEEASF R B aNERMIENIZRIAT, BETSE
PR BSEIRE AT RES BN , BFEEARIELIRERY Bt ERRIENRAT ML B | &
HF ST EF AT aE A A5,

* BEHF ;| 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET /favicon.ico HTTP/1.1" 404 209
"http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97 Safari/537.36"

BEEfsREAES—2 . SSEMETER

TSRS ('\5+)‘\5-‘\5-‘\5‘\[(‘\5+)";5["]]+]‘\5"([""]+)"‘\5(‘\d+j‘;5('15+)lS"([""]+)""\5"|:[""]+)-* BHE
IENERAPREEE2EREA"()" | At B S SRR,
ElflogEl EFmEERAINFAS BEESE R,
A=EIEN ? 5 ERERIENEES | SERESTS

BT length INMFRAAXERHFRE  BELER TXEARHFME "-" | FLALELS
ROd+)FEBRA(S+), MREEEHEFREFEXMER , BEREFAINNTHRER.

ENZRATUESGerkfE | B . MRIENNRBER  SHIUERRER | IREHIRIERX
EEEN,

N BEEREHEEERIESIMAIKey.,
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DRIRRERR—MEENIFRER , LLIIREFRN&GER time, 75 EARGEE , A5

B 2.

* BFEEEdl ;| 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET [favicon.ico HTTR/1.1" *
404 209 "http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_3) AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97
Safari/537 3IR"

BEEASREAEA—E . SEEMEEER

EmEES: : | (\S+)sAsAS S+~ 11+ " ([~ T+) s (hd + Ns(\S+ s ([~ 1+ g
IENEFPEEaaERA")" | EtaaFiEim O HERP =,
ElfLogtalEFREEEALNFEESEEESE I ERE,

AEEIEN 755 SataFlEis SR NHESS

BErREmaE Key Value
ok e 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
http://localhostfx1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWe

B IEMIZEEF A RE ATy ValueRT , ST -Key/ValueTIHIEER(Key) BRFIEE . IR
AMER R EENS YIS E—Mime akey AT

=REsEE | @D
IR ERESNANEEEErEALogtil B FiREiTiES B F A EaediE

SRR : BT

R
LogtailfcEerk/a , ItEcE N AEINRERI T el EEApache .

NginxHEHEHF B RBREEE &Y /etc/nginx/nginx.conf 41,

NginxHEHE

A&

EEE X HFHEN T NginxHERFTENER, , Blmaint&= :

log_format main '$remote_addr - $remote_user [$time_local] "$request
'$request_time $request_length '
'$status $body_bytes_sent "$http_referer"

$http_user_agent"’;
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ABRER T main BESTUBE NI 42,

access_log /var/logs/nginx/access.log main

- FERREA
FERER
remoteaddr
remote_user
request

status

bodybytessent

connection
connection_requests

msec

pipe

httpreferer

"http_user_agent”

requestlength

request_time

[$time_local]

- BRSEEG

aX

FREFimIPHbL,

REFimFAFER.
FREKAYURLFOHTTPHNY,

RIS,

RIVREEEFIRAIF T, AEERELAIAN
1 1ZZE5Apachet&EitmodlogconfigEBfY
bytes_sent/&RiXia% FinkISF HEHER.
RNEENFTIS.

RSEIBE —MESAERERE.
RAATEANNEE., BAAY , BEREN.
FRBKEBBIHTTPUKE: ( pipelined ) &iX
%i%gleTPﬁﬂ@%ﬁEmﬂpipe{E?ﬂ p" B
RSB TS A0 kAT,
FREFImASEEXER  AEYAIN LGS

FTRBKRAIKE., BEBRIT , IBREAERIEX
TS RAIERSE) , BBAIARD |, BEEAER. WX
AEFIRIBE—FHIHE , BERERE— T
REEEFimEHTEEEANALL,

?ZI_TJE}EE BBV RIARTE) , RIfEeRIN_ LA
&5,

192.168.1.2 - - [10/Jul/2015:15:51:09 +0800] "GET /ubuntu.iso HTTP/1.0" 0.000 129 404 168 "-" "Wget/1.11.4 Red
Hat modified"

EcELogtailliz&ENginxBE

B LogtailTEENGiInX AT BIMEIRSEIREN] | IRIEEHINBERBFEIRE RN E, AXHH(X
B ELogtail U5 —Sis iSRRI\ S R AR E.
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IBEERERR. ATEE  FREATERN H5RIENTR.

MBS S BaHEE TR,

BE FEMANENRAL | FEBEUREL.

* BEER:

HEEfSRaRErA—3  aEEiH=E

—

\S+\sAsASA (NS + N[~ 11+ 148" ([~ "1+ "\s(\S + Ns(Vd + D\s{id + s \d + ) [ -]+
EFSEANEREREEE NNERENERIINEEAT EEESSEEE | 510
ﬁft‘liﬂﬁz\ﬂuﬁiﬂt |

(5+).* '+ AsAsAS\S+)."  +  As[~TI+NS"([]+)." )+

IFMISSES

"WsO\S+).* + \sld+)t + \s(d+)t + 0 sde)t +

[~1+(~14)" + s (4

* BEAZEREE key Valua
ok 192.168.1.2
tims 10/Jul/2015:15:51:09
reguest GET Jubuntu.iso HTTP/1.0

request_tims 0.000

request_length | | 129

status 404

body_bytes s=| | 168

referar

user_agent Waet/1.11.4 Red Hat modified

B EMZA T AR Key/ValusiT , &-i-Key/ValueiTahEfa(Key) BRAFIS
E . NENMERAESEHEESISE—T timedakeyd 3T

AEIRSSSHF AEEAIKR BT | BIXS SRR R R B EIERIENRIAT., (BETFsE
PR BSEIREIN AT RES B ML | EFEARIELIRERY Bl ERRIENRAT MR | &
HfaWEIREFAE R sE I AEE.

TR : [ (S NsAANOS NS ([~ )sts+fistis - s« fistis A J (11 e [~
TR TR S A ( )" |, (LA S A R AR,
EIEILogtalis /il H e N\ [E Rk AR A & 5 Sk,
FEEIFR 7 i OerEaFiEEE | SRAHeN

EF request_length 1 body_bytes_sent iXFINFERIDXEEHFRE , (BELER TXE
TRYFmE " LARERER(\d+)FESIRNK(\S+), MREEEREFRFEXMER
. BB EIFERIANTE A .,
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FE BSHERNENRER

(\S+NS-\S-ASN\AS+HN\S[MNTHNS " (\S NSNS +N\s(\S+) "\S\S +)NSAS NSNS +N\s\S+)\s" ([ "]+)"\s" ([ ] +)"

[ENZRATUESGerkfE | BB M. MRIENNRBER  SHIUERRER | IREHIRIEEX
EEEN,

7SR HEERIES I M ATKey.

PRNRBERN—MEENNFRER , LLUREFRAmEstime, FHE ERARSHR | A5

B .
* OFREHEs Key Valug
L 192.168.1.2
time 10/1ul/2015:15:51:09
request GET Jubuntu.iso HTTP/1.0

request_time 0.000
request_length 129
status 404
body_bytes _ser 168

referer

user_agent Waet/1.11.4 Red Hat modified

B IENIEEETAERRIKey/ Valueld , &1 Key/ValueXIHISTR(Key) HFEFIEE . WIS
A=A BT RRS  REE— T timeakeyBaRT

ERZSEE | @D
MR ERRERTANSE S FHEALogtal F FimamESEH ER=RITTE

SRR - BT

Hiiz F—

Logtailfic &5/ | SIttEcEN AEIAES BRI eI FHsH B EENgink B &,

Python B logging #ERIZMH TERARIBEERS , TS ES=SEREERN AR, X MERREEARERY
BHERR , FRILARAARNANCRAS |, il : 324, HTTP GET/POST, SMTP. Socket® , EZFILIR
CLHEANBTICRAR. logging RS logdj FtlHIE—HH , RREMAISSIIAT AR, EHRigMt
logger. handler, filter, formatter,

Python H&#&

A&l
BERyEIEformattershigE ACREHAIEMETN. formatterfIIETTiZRER NS | IBERIEHF
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FFERFNEEIFRTER |, XM SEERR LR,

PythonHEAE :

import logging
import logging.handlers

LOG_FILE = 'tst.log’

handler = logging.handlers.RotatingFileHandler(LOG_FILE, maxBytes = 1024*1024, backupCount = 5) # SCf5l{{

handler

fmt = '%(asctime)s - %(filename)s:%(lineno)s - %(name)s - %(message)s'

formatter = logging.Formatter(fmt) # SEf5{t, formatter

handler.setFormatter(formatter) # 3 handler jFiN formatter

logger = logging.getLogger('tst') # 3XEXZ A tst AY logger
logger.addHandler(handler) # /3 logger 70 handler

logger.setLevel(logging.DEBUG)

logger.info('first info message")
logger.debug(‘first debug message’)

FREX

KT formatter FNECE , KARIZE
=l
%(name)s

%(levelno)s

%(levelname)s

%(pathname)s

%(filename)s
%(module)s

%(funcName)s

%(lineno)d

%(created)f

%(relativeCreated)d

%(asctime)s

%(key)s B9 |, #2

50

FHPSHEFTER, RBEIOXETEE
aX
4Rk HERILoggerZ R,

Hr ARG RS , BADEBUG, INFO,
WARNING, ERRORFICRITICAL,

NAFARBRERS , B3F DEBUG |
INFO’ . 'WARNING' . ‘ERROR’ #
' CRITICAL' .

Eﬁ!‘ﬁ?tl:.'iZEIuE’J ERRTERHRITSEEREIE (WNRA
) o

BALE=N
iz B SANE U TERIRIR S,
AR B R AR RS,

1A B RS G ERIARST (AR A
).

HE#EIERAIATE] , UNIXERERTEED , =M
1970-1-1 00:00:00 UTCitE 297054,

H &4 CUEERY 85 B S hNE AT (B9 R &=
, BRIRZERD,

HEoIZRTE., EAMELRE “2003-07-08
16:49:45,896" , IBEGFAEEL.
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%(msecs)d SRR BECIZERT 8.
%(thread)d £f2ID (ANRATA ) .
%(threadName)s SRR (WRTA) .
%(process)d HAZID (ANRATA) .
%(message)s BEER.

BB

2015-03-04 23:21:59,682 - log_test.py:16 - tst - first info message
2015-03-04 23:21:59,682 - log_test.py:17 - tst - first debug message

EcELogtailliiEEPythonHE&

BcELogtaillr&Python BERIFMBIRELBRIESHREN Jflapache B | {RIBEAIMBEBEFIEIME L
EXMNECE.,

FEERIENZNRYERS . BT EEMNENRRSE T BSHEE , TEESERENESER , AFERFE
EMENZ R LR,

HIAIPython BEREIENZFRIA
- BEHEEA

2016-02-19 11:03:13,410 - test.py:19 - tst - first debug message
TENZRIA
(\d+-\d+-\d+\s\S+)\s+-\s+([*:]+):(\d+)\s+-\s+(\W+)\s+-\s+(.*)
A&

%(asctime)s - %(filename)s:%(lineno)s - %(levelno)s %(levelname)s %(pathname)s %(module)s
%(funcName)s %(created)f %(thread)d %(threadName)s %(process)d %(name)s - %(message)s

B -

2016-02-19 11:06:52,514 - test.py:19 - 10 DEBUG test.py test <module> 1455851212.514271
139865996687072 MainThread 20193 tst - first debug message

TFNIZEAL
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(\d+-\d+-\d+\s\S+)\s-\s([*:]+):(\d+)\s+-
\s+(\d+)\s+(\W+)\s+(\S+)\s+(\W+)\s+(\S+)\s+(\S+)\s+(\d+)\s+(\w+)\s+(\d +)\s+(\W+)\s+-\s+(.*)

HERS EE AT AR Elog4jHE -

- Loghub Log4j Appender
- Logtail

iEidLoghub Log4j Appenders&ELog4jHE

FHNB RRELSFIBES % Logdj Appender,

B Logtail3REELog4jBHE

Logdj AR HE—RAE N | AIEAFE—ARRIBAEESG , HRNAEEENC , RKALogdj 2, F
BIZMEOALE | TCAHAZEEFTEDHSR,

<Configuration status="WARN">

<Appenders>

<Console name="Console" target="SYSTEM_OUT" >
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss:SSS zzz} [%t] %-5level %logger{36} - %msg%n"/>
</Console>

</Appenders>

<Loggers>

<Logger name="com.foo.Bar" level="trace">
<AppenderRef ref="Console"/>

</Logger>

<Root level="error">

<AppenderRef ref="Console"/>

</Root>

</Loggers>

</Configuration>

BcELogtaillz&Python BRI ELBRIESHIREN JFApache B | {RIBEAIMNSEEBEFIEIREIL
BEXYMNECE.,

EERRIENTNAYERS . BT EIEMNENRRSE T BEEA , TEBSEAEIESER | FAFERFE
ERENZ R —ERE.

Log4j ENA BEHEZUF TENRI SRR B REHHGIGN T

2013-12-25 19:57:06,954 [10.207.37.161] WARN impl.PermanentTairDaolmpl - Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.example.tair.Result@172e3ebc[rc=code=-1, msg=connection error or
timeout,value=,flag=0]

ZiTHFRRAPUE: ({FRIPERFR—THL)
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\d+-\d+-\d+\s.*

R HSEERIENRIAT

(\d+-\d+-\d+\s\d+:\d+\d+\d+\S\[([*\IT*)N\S(\S+)\s+(\S+)\s-\s(.*)

A IEJAEHATET -

%Y-%m-%d %H:%M:%S
I HSRENGER

Key

time

ip

level

class

message

Node jstBEEIAFTENRi=HIE | AEIRKNEMBRNEETRAE. BidlogdjsALASEIHE BEFTENRISIH4,

BEXBTEINEFIRE | BT iRz,

var log4js = require('log4js’);
log4js.configure({

appenders: [

{

type: file’, //STiEH

filename: 'logs/access.log’,
maxLogSize: 1024,

backups:3,

category: 'normal’

}

]

D

var logger = log4js.getLogger('normal’);
logger.setLevel('INFO');
logger.info("this is a info msg");
logger.error(“this is a err msg");

53

Value

2013-12-25 19:57:06,954
10.207.37.161

WARN
impl.PermanentTairDaolmpl

Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.exa
mple.tair.Result@172e3ebc[rc=code=-1,
msg=connection error or
timeout,value=,flag=0]
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73

B8,

18T 0g4jsst¥l BSEIRFHEAN A HERE | BREXXHPERALUTER

[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
[2016-02-24 17:42:38.951] [ERROR] normal - this is a err msg

logdjsm AN EmERT , MERIE S B 9trace. debug. info, warn, error, fatal,

iBidLogtaillizEENode.jsHE

FeE Logtaillit&EPython BEANFH MR EL BIESE RN Jflapache B | IRIEEAIM LB EPZEFOLFRIB Tt
BN E.

EERIENTAYERS , BT EaIEMNENRRSE T BEEA , TEBEAMEESER | FAFERFE
BRIEMZ EM—LE. ERLASE LI TNode jsHERG] , AEHNBERSIER. £EAENRIA.

EIAYNode js BERAEIENZRIAT, :
Node.jsHEx#l1
H&RA)
[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
IENZRIAT
ATAMTTHNSNAIIANIT NS (w+)\s-(.%)

RENFER -
time, level, loggerName#fImessage,

Node.jsHERI2 :

=FaNC

[2016-01-31 12:02:25.844] [INFO] access - 42.120.73.203 - - "GET
/user/projects/ali_sls_log?ignoreError=true HTTP/1.1" 304 - "http://

aliyun.com/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/48.0.2564.97 Safari/537.36"
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IEMERIA
AN\ AW )N AW+ NS-\SAS+)\s-\s-\s " ([* "]+) "\s(\d +)[A "]+ ("[A "]+)"\s"([* "] +).*

RENFE:

time, level, loggerName, ip. request, status. refererfl] user_agent,

WordPress EiABETIE,

R AER)

172.64.0.2 - - [07/Jan/2016:21:06:39 +0800] "GET /wp-admin/js/password-strength-meter.min js?ver=4.4 HTTP/1.0"
200 776 "http://wordpress.c4alalaecdb1943169555231dcc4adfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php” "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_5) AppleWebK:it/537.36 (KHTML, like Gecko)
Chrome/47.0.2526.106 Safari/537.36"

Z{TESHEIAE ( £/ IP EREFR—1T7k)

\d+\\d+\\d+\.\d+\s-\s.*

N EHEERIENFRIAT

(\S+) - = \I(INIT "(\SH) ([4T+)" (\S+) (\S+) "([A"1+)" "([**]+)”
R IEJEEHATET -

%d/%b/%Y:%H:%M:%S

HHIBIRINER
Key Value
ip 127.64.0.2
time 07/Jan/2016:21:06:39 +0800
method GET
url /wp-admin/js/password-strength-
meter.min js?ver=4.4 HTTP/1.0
status 200
length 776
ref http://wordpress.c4alalaecdb1943169555231
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dccdadfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php

Mozilla/5.0 (Macintosh; Intel Mac OS X
user-agent 10_10_5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/47.0.2526.106 Safari/537.36

PRFEELITFHERNINR | 8— 1B TEERE—FEE. B—XAFUEELsRMEEAENZNFER
, DFEF ( Separator ) BIEHIRRT. T, B, 25, 9EERFH. NRFRASESESDREST , FRAXNS]
5 ( Quote ) W=FEGHTRE.

BRSO REAEHEECSVEFHTSVEE &.

IR PRHEARFREANEIS (") | WEISHEEARANBFRFIIRAFIIQuote,

BFHORATEZHNATFRIEE0RMIIZR | DERASFRHMRSE , FEERNGIS (") /FA
Quote , WHEFRHITEERE. WRASPEIEQuotefER THIINEIS | MFERHTHEN , B,
X515 (") BAIFAQuotelE , FEFERAVAFEREI , BEAFNFRALIEAXIEIL (") , HEBRAH
BORMESISINEX , BEERERI. ENEEFEEH R TR,

W5 |S4E/9Quote

W55 (") EAQuotelt , AEPE AN IBANFZREER—XIQuoteBZE, QuotebMEIBLDTRFT
, MEREZBEETE. HIRFEFER , BiEsus.

B0 , i8S (,) fERDRE , WBIE/ERQuotelt , BEMET : 1997,Ford,E350,"ac, abs,
moon",3000.00, iZBAET LTS ANFEER © 1997, Ford. E350. ac, abs, moon#13000.00,
Hrep#iQuoteZEMac, abs, mooniFEME— N TEFER.

N5 [ S{EABEFRAN—ED

X5 | S{EABEFRFI—EOR , MEISAENQuoteliTl | BEH(THEN , AERL"". BITFER
BRI TIEIR | B " "ERA",

plgn  ESEADTRM W3 ISIESIFARATFRIN—7 , FEFESHESHESFRA
Quotetl3 , EIRFIGEEFRPAING ISE X ARIIHINEIS"" . AREHRTEIN
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: 1999,Chevy,"Venture ""Extended Edition, Very Large""","",5000.00, iZHEILABET AT

FEZ : 1999, Chevy, Venture "Extended Edition, Very Large". Z==FE&#15000.00,

SFFHRI

SFFENT  DRATUSME2~3MFRE, W () . &), (M N) EZFH. SFHADRHRIT , B

TSRS BT T , BAHEAQuotext AT THRE.

IR . FHRATFRATPASHRSRFAFHITTEILE  BUS~EFRIROE.

Bt , PIEEEBEAJWIERT , BE : 1997&&Ford&&E3508&&ac&abs&moon&&3000.00L R #T

S5ANZFES 1 1997, Ford. E350. ac&abs&moon#3000.00,

=Fanl
BEFRSRRERS

05/May/2016:13:30:28,10.200.98.220,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",200,18204,aliyun-sdk-java

05/May/2016:13:31:23,10.200.98.221,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",401,23472,aliyun-sdk-java

EFRHOREEE

05/May/2016:13:30:28&&10.200.98.220&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&200&&18204&&aliyun-sdk-java

05/May/2016:13:31:23&&10.200.98.221&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&401&&23472&&aliyun-sdk-java

EcELogtailllisR o R AE

B Logtail TEED TR B ETERERSERIEN] | RIEEHIMEIEMIIRERIEENNEE. A3HHY
B ELogtail I — iSRS S R AFARE.

HERERIR. AT, FHERATKREE D TREFER.
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2SS AR AIFHEE D IR,
SRS BSSIUERIERIID TR | BN HSEESET RN,

- EEER |2 |

* . Log ‘

AEReE - ‘C:"PI'OQI'EI’“] Files\Intel\...\, | Jasf

EEMiEEE Fraas e R e 2 EANER) | MitE
FRAILIEEE | tharrERIrHER AL Linux s HarEy ek .

{7l : fapsara/nuwa/.../app.Log . Windows SRRk | D .
C:\Program Files\Int=l\...\*.Log

2| #iEmEL N
Nz SDelimiterERET

BZE=6 : | 05/May/2016:13:30:28,10.200.98.220,"POST /PutData?
Category=YunOsAccountOpLogAccesskeyId=U0Upek FQOVIWS S ARDate=Fri%h 2
C%2028%20Jun%202013%2006%3A53%3A30%20GMT_&Topic=rawdSignature
=pD1ZXYLMGXKQ%2Emkd6x7hAgQ7b1c%30 HTTR/1.1",200,18204, aliyun-sdk-
JBva

ESAEEETEEERCES) B>

e B HEEER FRIKey,

IBEREREAFEESRMTE , BSRSSERRIESENORFRNESTR  FHISHEN
Value , 15%%63‘%]#9Va|ue?aféii)i\iﬂ’\JKeyo

NEBEEA, ERES (,) #THE , —HBI361FER , REKey[ED 5N

: time , ip, url, status, latency , user-agent,

fEE BRI,

( 05/May/2016:13:30:29) 1’E73ED‘IEU feE HEpEiES % Logtail HERIEL.
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oiEr: | BFEY T
HERSHESEE : K Value

05/May/2016:13:30:28
url "POST /PutDatz?Category=YunOsAccountOpLogRAccesskey
0c

R EATE -

time %hd/%b/ %Y % H: % M: %S

B Gl = 21 = ey

BT : B

R LTREET , IARBAIIRE,

ip:10.200.98.220
165055008  latency:18204
178408552688 status:200
time:09/May/2016:17:08:28
10.101.166.11  ur:POST /PutData?Category=YunOsAccountopLogRAC cessKeyTd=UDUjpekFQOVIW4S ARDate=Fri%2 C%2028%201un%202013%2006%3A53%3A30%2 0 GMT&Topic=raw&signat
3 hAgQ7b1c%3D HTTP/1.1

user-agent:aliyun-sdk-java

ure=pD12XYLMGEKQ2Bmkd 67

JSON B =E T T FIFEEH

- Object : "$#/(E" IIHIES ( A collection of name/value pairs ) ,
- Array : {BR9EF5IZ ( An ordered list of values ) ,

Logtail>zfFObject36BAIISONHE | AJLIEZNRENObject B EIRIFAFERETR. ObjectEEAHBEIFAFER
VAN

B, FRETJLUEODbject, ArrayaiEAER |, 40String. NumberZs, JSON{TS{TZEMB\nHTHE , &—
TER—E M BAEHITIRE.

WIRZISON ArrayZEIEObjectz6BYEME |, Logtail N3ZiFEah#T |, IBEAIENRIATVIRENEFE: | S & (FRK
R BTRERE.

B

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020

13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.220", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "18204"}, "time":
"05/May/2016:13:30:28"}

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
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13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.210", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "10204"}, "time":
"05/May/2016:13:30:29"}

EcELogtailliiEEISONHE

BT LogtaillirseISON BETTEIMERSHEREN] , FRIEEAINBEREFIIMEEEI N E, 3N
Eﬂ_@aﬁl-ogtai|E§%_$¥EZEHSZ$T§EC5%¢E’J¢£EHEE§°

HEEERR. ATEE  FEEATIERI/9SONE,

HIA\REERRSATE.

ISRIECHIERBARBERRREWEAESHIE, SRTLISEAEEE KD ERRFREIIEE.

FE ERRSGRE

(ERRGRERTMEN ASTRREIFE | 5EEIRSSREZ B SHIREEN HESRIE

°

X7 SEFER ST A
MERRGRI BTN B EEIRFIREE A7 |, A BERIE.,

WIREFEXA (FRRGNE |, SEEE IR EAIEIFERAIKeyZFR , FFTEXATE
ieHatEC, 5120JSON Objectdy time =EZ ( 05/May/2016:13:30:29 ) aJLURENIHE
AfiE). BeEHEAEZ(15S% Logtail HEAREZL.

EERSER

* mmaw . [Bonog |

&5 | Jsonig=t
IEREISONERES

AT

* AFEEER A

SR B

g i T

ThinkPHP 2—/"PHPIESHIWebi BFF &HEZE,

60



AEIRSS FAFisEe

B8,

FEThinkPHPRFTEDATHRERLATHER

<?php
Think\Log:record('D F5iALBILIZIKENETIZE" );

=hewntl

[ 2016-05-11T21:03:05+08:00 ] 30.9.181.163 /index.php

INFO: [ app_init ] --START--

INFO: Run Behavior\BuildLiteBehavior [ RunTime:0.000014s ]

INFO: [ app_init ] --END-- [ RunTime:0.000091s ]

INFO: [ app_begin ] --START--

INFO: Run Behavior\ReadHtmlCacheBehavior [ RunTime:0.000038s ]
INFO: [ app_begin ] --END-- [ RunTime:0.000076s ]

INFO: [ view_parse ] --START--

INFO: Run Behavior\ParseTemplateBehavior [ RunTime:0.000068s ]
INFO: [ view_parse ] --END-- [ RunTime:0.000104s ]

INFO: [ view_filter ] --START--

INFO: Run Behavior\WriteHtmlCacheBehavior [ RunTime:0.000032s ]
INFO: [ view_filter ] --END-- [ RunTime:0.000062s ]

INFO: [ app_end ] --START--

INFO: Run Behavior\ShowPageTraceBehavior [ RunTime:0.000032s ]
INFO: [ app_end ] --END-- [ RunTime:0.000070s ]

ERR: D 5 ESLAMGISIRENERIZE

BEiELogtailii&EThinkPHPA

B LogtailZEEThinkPHP B &SR RAZIBT S5 RIENI JHlapache A |, HRIEEAIMEEIEFNLIRE USR]
NECE.

EERRIENTNAYERS BT BaEMNENRRSE T BEEA , TEBEAEIESER | FAFERFE
ERENZ R — LA,

BT ThinkPHPEZ{THR , MERIFIEERE , AN BEHRBAFREERE. J5EP, HEaJURL. LL
RITENHY Message, HFMessageFREBZTEITER  BTHENAERE . RE T8 FRZF,

ThinkPHPAEHILogtaillitsEEi B 24
fTEENL :

\N\s\d+-\d+-\w+:\d+:\d+\+\d+:\d+\s.*

TFMIZEA.
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\N\s(\d+-\d+-\w+\d+:\d+)[A:]+\d+\s\s+(\S+)\s(\S+)\s +(.*)

RIIEJRIAR

%Y-%m-%dT%H:%M:%S

BEEH

BE IS BEERE | 80 W3C ( BUAFRIRE ) (REEXL

2016-02-25 01:27:04 112.74.74.124 GET /goods/list/0/1.html - 80 - 66.249.65.102
Mozilla/5.0+(compatible;+Googlebot/2.1;+ +http://www.google.com/bot.html) 404 0 2 703

RS

input {

file {

type => "iis_log_1"

path => ["C:/inetpub/logs/LogFiles/W3SVC1/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "iis_log_1" {
#ignore log comments

if [message] =~ " #" {

drop {}

}

grok {

# check that fields match your IIS log settings

match => ["message”, "%{TIMESTAMP_ISO8601:log_timestamp} %{IPORHOST:site} %{WORD:method}
%{URIPATH:page} %{NOTSPACE:querystring} %{NUMBER:port} %{NOTSPACE:username} %{IPORHOST:clienthost}
%{NOTSPACE:useragent} %{NUMBER:response} %{NUMBER:subresponse} %{NUMBER:scstatus}
%{NUMBER:time_taken}"]

}

date {
match => [ "log_timestamp”, "YYYY-MM-dd HH:mm:ss" ]
timezone => "Etc/UTC"

}

useragent {
source=> "useragent"
prefix=> "browser"

}
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mutate {

remove_field => [ "log_timestamp"]
}

}

}

output {

if [type] == "iis_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source =>""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10
}

}

}

E =W

- e B S8 ssmbd UTF-8 75 BOM #8z04wA3 , BTLAUEE notepad + HIEHSH4-4mASHEL.

- path IHE X AEZRIBERUNIXRIAIS IR | 40 : C/test/multiline/*.log , BRIFTESZHF
TRRATEC.

- type FRREBR—ERFAEZHEARS—E , MRBPEVBREFES D Logstash BEEXH |, F
BIRIESEE type FRIE— , BN SEEUELEATEEL.

HEXFEM - file. grok,

B3 Logstash &4%%

BIEERCESHE conf BR , £% Bi&Logstash &/ Logstash £34.
EARRESREWED BEETE L&

B&EH

10.116.14.201,-,2/25/2016,11:53:17, W3SV(C7,2132,200,0,GET,project/shenzhen-
test/logstore/logstash/detail,C:\test\csv\test_csv.log

REmE
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input {

file {

type => "csv_log_1"

path => ["C:/test/csv/*.1og"]
start_position => "beginning”
}

}

filter {

if [type] == "csv_log_1" {

csv {

separator => ","

columns => ["ip", "a", "date", "time", "b", "latency", "status", "size", "method", "url", "file"]
}

}

}

output {

if [type] == "csv_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

TR

- BEEE &I ZilA UTF-8 & BOM #8R4@h3 , FILATEL notepad + + B4R IBIE.

- path IEE 4R EATEFER UNIX 2890 F8FF . a0 : C:/test/multiline/*.log , BTG A HF
TERATCEL,

- type FREBEFZ—EXFEZHFRRE— , MRBEVRFESMNogstashBELEX 4 | &
BRIESEE type FERIE— , BNSSEEIRGIERYFEEL.

HEXIEM - file, csv,

BgLogstash&43)

BUERECE 4R conf BHR , & BLELogstashEfSLogstashE34,

ERHSFRAS(EABERIELE
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BEEH

10.116.14.201,-,Feb 25 2016 14:03:44,W3SVC7,1332,200,0,GET,project/shenzhen-

test/logstore/logstash/detail,C:\test\csv\test_csv_withtime.log

REEE

input {

file {

type => "csv_log_2"

path => ["C:/test/csv_withtime/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "csv_log_2" {
csv {

separator => ","

columns => ["ip", "a", "datetime”, "b", "latency", "status”, "size", "method", "url", "file"]

}

date {

match => [ "datetime" , "MMM dd YYYY HH:mm:ss" ]
}

}

}

output {

if [type] == "csv_log_2" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

I-==

==

- EeE B4 LA UTF-8 I BOM #&V4wA8 , SJLATEL notepad + + 1EX44RASIS L.
- path IBEEXHRERIEFER UNIX BB |, a0 : C/test/multiline/*.log , BT AT

TRRATEC.

- type FREER—IEXFHEZHRRT—E , MRBESHIRFESZ MogstashEcEXH |, &
BIRIESECE type FRIE— , BN SEEUELEATEEL.
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R - file, csv, date,

B3Logstash4

BUERRCES4E conf BR , £%FEELogstash&jgLogstash43L.

B&EH

2016-02-25 15:37:01 [main] INFO com.aliyun.sls.test_log4j - single line log
2016-02-25 15:37:11 [main] ERROR com.aliyun.sls.test_log4j - catch exception !
java.lang.ArithmeticException: / by zero

at com.aliyun.sls.test_log4j.divide(test_log4j.java:23) ~[bin/:?]

at com.aliyun.sls.test_log4j.main(test_log4j.java:13) [bin/:?]

2016-02-25 15:38:02 [main] INFO com.aliyun.sls.test_log4j - normal log

KREECE

input {

file {

type => "common_log_1"

path => ["C:/test/multiline/*.log"]
start_position => "beginning”
codec => multiline {

pattern => "A\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}"
negate => true
auto_flush_interval => 3

what => previous

}

}

}

output {

if [type] == "common_log_1" {
logservice {

codec => "json"

endpoint => "***"

project => "***"

logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}
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- BEeE XS TUsZmbA UTF-8 75 BOM #8zU4wA3 , BTLATE notepad + + 1EH4-4mASHE.

- path IHE X AIRZRIEFEA UNIX RIS , 40 : C/test/multiline/*.log , BNIFTESHF
HEHADTES,

- type FREBER—EMHEZEARE—E , NRBEVBRFES MLogstashBEeEXH |, F
BRIEREE type FRIE— , BN SEEUELIEAVEEL.

1EXHEH : file, multiline (EEHEXHRRITHE , AJLAEIR codec => multiline Bt ) .

EFLogstash&434

BUERECE 4R conf HR , &%EBLELogstashEfSLogstashE34,

Unity3D2HUnity TechnologiesH&RI—MEITZREA G BN =LA K. BINATIL. SCART=4E50E
ERUEMHATNZSFENGREIRAATLR | E— 1 2EESHE IS 2,

AEBRSTFWeb TrackingIhgé , #XaTLUBITWeb TrackingIhRgAEE /5 EAIMIEEUnity 3DRIEE , ASZA4LA
Iz Unity Debug.Log 793l , i5BBAN{aNEE Web TrackingIThgeEUnity B EES) B EIRS +,

1 JHE Web Tracking Ihgg

RS % BIRSS Tracking T8,

2 A Unity3D LogHandler

#EUnity editordrgIEC#3714 LogOutputHandler.cs , BIALATHRES , FHEMEFPHI=ARRETE , 5500
project , ERASHEEH
logstore , R REEERR

serviceAddr , F<HETB AL

serviceAddrig&&EE A0,

using UnityEngine;
using System.Collections;

public class LogOutputHandler : MonoBehaviour

{
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//Register the HandleLog function on scene start to fire on debug.log events
public void OnEnable()

{

Application.logMessageReceived += HandlelLog;

}

//Remove callback when object goes out of scope
public void OnDisable()

{

Application.logMessageReceived -= HandleLog;

}

string project = "your project name";
string logstore = "your logstore name";
string serviceAddr = "http address of your log service project”;

//Capture debug.log output, send logs to Loggly

public void HandleLog(string logString, string stackTrace, LogType type)
{

string parameters = "";
parameters += "Level=" + WWW.EscapeURL(type.ToString());

parameters += "&";

parameters += "Message="+ WWW.EscapeURL(logString);

parameters += "&";

parameters += "Stack_Trace=" + WWW.EscapeURL(stackTrace);

parameters +="&";

//Add any User, Game, or Device MetaData that would be useful to finding issues later
parameters += "Device_Model=" + WWW.EscapeURL(SystemInfo.deviceModel);

string url = "http://" + project + "." + serviceAddr + "/logstores/" + logstore + "/track?APIVersion=0.6.0&" +
parameters;
StartCoroutine(SendData(url));

}

public IEnumerator SendData(string url)

{
WWW sendLog = new WWW(url);

yield return sendLog;

}
}

U EREAUSSHEATREEMEZAERS S |, EnbhEa LIRIE S B2 ST,

3 F4EUnityAE

FETFEFEIEE LogglyTest.cs 344 , FIMNTEAIMKS :

using UnityEngine;
using System.Collections;

public class LogglyTest : MonoBehaviour {
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void Start () {

Debug.Log ("Hello world");
}

}

4 FiEHEaMERE

EASREZE | ETUNitylER , SELITE BERSERE MSEAZNEST. NEAFEESEES%5H

s
R

PAERBIEM T Debug.Log 8&Debug.LogError, Debug.LogException Z3{L HERIKIETTi%, Unityd
(BTSRRI R EURMAGTERBEAPL, B RFILOG APHSEET LAIEE S B ER PR EEE.

EZAPIRXIRHAPIEERSS | EMIRSRE. RIEROE. REER L NRAFRMHESER.

BIRIHE (Acccess Log ) RHwebRFAEMIAE | §—RapiiEREXTN—FKIFNIER , NAEERRE
IP. EKAYURL, MEAFER. REPAZSE. BXRIMNFHHREEEERE , ILMETRAR THEEwebRSZMIE
TR,

RN RINAEATIRSBZEHSEAPINKEHI G LFFEREINEE. EEAPINKIAERI LT EESHT.

AEIRSEHG EFFELER

1. BlE#Logstore

HLogstoreEFEIBHII ALE,

TREHE SRS -

EEE, BiXE ()

T BEEEEE: | 30

HiLoghubRAF ARSI BEL—, HistamMIbLoghubid : el !

&
gHub - St BhE (R 5

- sharatE:  [5s] HHARSK (Shard) ?

Cit SEHRBLNEA 2% SRER: 10%
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2. HENES

#Logstore R —HHTEHER

LD

et

51

HIFSEEAR

BitE

Logstore3l 5 #EEndpoint
¥ LogHub - SERRE
(3] 8
LogtailigE /
Step 3
test-linux-dev e b Logtaili2& ( ) | 287 | ES - o) MaxCompute | 0SS =W =00
api-gateway-access-log e B Logal®E |8~ bl MaxCompute | 0SS iy R
rgreer e & Logile® (& |85~ s MaxCompute | 0SS =i R
~ Search/Analytics - .
E = .
SNERLogstore 2 ZRISFERY :
< ©) . [ < Emeois s 2 1
B | Logstore3li B Endpoint m
~ LogHub - SEASSREK
THHI A\ Logstores i {TENE M) ELES
] SRR
T
LogtaillEE Logstore&HR BEEANS s AERSES wfE
BERE ERSHT
Logtail# 348
test-linux-dev L] b LogallCE (E3) |2Hi | €S~ i MaxCompute | 0SS =8 SRR
~ LogHub - Sk
api-gateway-access-log 2 b LoghillEE (E3) |54 | E%~ i MaxCompute | 0SS BB R
[34%) Rt /
rgreer [ Logtaile® (E3) | BT | %~ R MaxCompute | 0SS =l SRR
HEAEE Step 1/2/3
v Search/Analytics - &
RGBT 0% « o - s
A
3 b
. n°en
| api-gateway-access-log = tEEExESIE
1 AERRRE
TrE@mAS
MNS £ 5 © API Gateway
Step 4

Step 5: AEF—5"

4. 1Y
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| api- cess-log

2B E

API 5%

REFEAPIRRIRS

AP| RISCH IR GLTEN AP FEEIRS, WBIRAFSMEN. RS, MUBLLAP MR FFBE
HRIER

Step6

/9 TBEFEAPIFIRARS

RAM 242

, AR AP

AR

Step7

RIS RN

RAPIRXINE BB S A KE EER
RE TSR

5. AR5 ECE

Step 8

fEfErydashboard PR ERZIXBSIHZRS ECE | IBIEIREK.
==

- exzaime: @D
KNGS SR
false 5L =0007@8<>/A
* SRERS Wik
RGBS RUKERS
" nm # KNERE

apiGroupl 3 text v apiGroupNz false 3

apiGroupl §| | text & | apiGroupUi | | false #
apiName & text  §| | apiName false %
apivid text v apilid false 3
appld 4| | text & | appld false %
appName § text & appName false %
servicela 3 long % serviceLatel
statusCoc$| | long & | statusCode

1.2% W

2 e

3. WG S WS E TR (R

FROMUAR D MO TR

1.apigateway-accessiog-dashboard

6. &RF

RBSETIRETENRE |, TERTEENHEE.

SR

| =000 7@8<

"=0007@&<

2 =00(7@&<

| "=0007@8<

+ "=0007@8<

H

it

Ed
v

HEIP

17-12-30 11:17:07
log_service

17-12-30 11:17:07
log_service

mE

iot_official_service

ELEASE a
1 a
ppName:N1513402881787 clientlp:116.196.119.240 domain:o
ficial.api.feifengiot.com errorMessage:OK exception: httpMet
hod:POST i i timeli
1114805108664848 region:cn-shanghai requestHandleTime:2
017-12-30T03:17:00Z requestid:0ED7B6D8-E1C1-4FOF-B3F9-9
servicelLate

ney:24 statusCode:200

official_service

ELEASE a

1 a
ppName:N1513402881787 clientlp:116.196.119.240 domain:o
ficial.api.feifengiot.com errorMessage:OK exception: httpMet
hod:POST timeli
1114805108664848 region:cn-shanghai requestHandleTime:2
017-12-30T03:17:00Z requestid:37CCO03D-0A6D-440B-9780-D
D28BAF1AB63 requestSize:847 responseSize:58 servicelLate
ney:78 statusCode:200

official_service

Step 9
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8 & ETL

##EMaxCompute FRGR

THEENEI: BB BEIREERIARIR I HESMaxCompute (RODPS) | #—H3# T MEKBISH RBUBEIE

EERY
#320SS FRSR
ThAESEE N EEHTRBEE, ATUET (#E-MapReduce)

BEEY

ETLI8E FRiE
TERE: RETREIERS, BERSRARINSEERIBNTIRS. BYRE—1ETL Job, BEMSHENRMBIEENFRRH
BHIT: RN THE%5. ATFHEMT =

(i
EEEY

ZEitt , wizard¥IR W TESSR , RETLAUSEIENIZA IR ERILogstore : api-gateway-access-logi#{THEEIA. &
i, REBHNGREEEIRE.

APIRIESHIE FFHES T

BEESRE

M 2R

*Project & abcd1234 4 B

i E tlELogStore, B2 #LogStore

Step 3 — A= BH

ELrELBZE , RRIAPIMXIERE BEA LIS A ZFEELogstore,
NRFEITLogstorefit—E o1 , BS¥ "HERSZBIEHES LTTHELSR" $2~65cHEEERETE.

ZFim Logtail

T
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STRINRSE

- STFRNTRASHILInUX x86-64 ( 64117 ) PRS52R
- Aliyun Linux
- Ubuntu
- Debian
- CentOS
- OpenSUSE

ZizLogtail

BETEEREN  MzpiEgLEdlogtail , APALRERESICHITENR. MIFR /usr/local/ilogtail BREBEEME
z%, ZEEEINGsLogtail,

IBRIEN BRI EIMEF B S ARSS FTERegion P ZRESRR | IR ARISEUHITRE.

B 2 8 B EE | N ERProjectiE &5 (N RRLEE STy

ECSLRBARI4E

HIBRBYE=HNMNEANEERS | FEFEA NG, ERATFRERECS,

i Tt (8Ah. KIS ) BRAFFTFREBECSERRVPCWE |, iI5BEVPCERS N
- b 2 (db3)

wget http://logtail-release-bj.oss-cn-beijing-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing

L1 (BB

wget http://logtail-release-qd.oss-cn-gingdao-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao

-RIR 1 (AU

wget http://logtail-release.oss-cn-hangzhou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou

-HER2(EE)
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wget http://logtail-release-sh.oss-cn-shanghai-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai

%R 1 GRIN)

wget http://logtail-release-sz.oss-cn-shenzhen-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen

-%eb 3 (5Kx0)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-zhangjiakou

-84E 5 (EATE )

wget http://logtail-release-huhehaote.oss-cn-huhehaote-internal.aliyuncs.com/linuxé64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install cn-huhehaote

- BB

wget http://logtail-release-hk.oss-cn-hongkong-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong

-EEEER L (R

wget http://logtail-release-us-west-1.0ss-us-west-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1

- KRR 1 (WK )

wget http://logtail-release-ap-southeast-1.0ss-ap-southeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1

-IPK%ReE 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2

- WK% 3 (EER )

wget http://logtail-release-ap-southeast-3.0ss-ap-southeast-3-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-3
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wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755

logtail.sh; sh logtail.sh install ap-northeast-1

- RUMAPER 1 (JE=5etE )

wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1

CHRIRARER 1 (JEFE )

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;

sh logtail.sh install me-east-1

ECS £8k48 VPC

HEESMEZEENEEANASTRS. ERTHWEST ECS VPC,

- %46 2 (dER)

wget http://logtail-release-bj.vpc100-oss-cn-beijing.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing_vpc

-HEE1(BS)

wget http://logtail-release-qd.vpc100-0ss-cn-qgingdao.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao_vpc

- B L (HUN )

wget http://logtail-release.vpc100-0ss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou_vpc

-HR2(E8)

wget http://logtail-release-sh.vpc100-oss-cn-shanghai.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai_vpc

-4 1 (Y

wget http://logtail-release-sz.vpc100-oss-cn-shenzhen.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen_vpc
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-%44h 3 (ak3RO)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-zhangjiakou_vpc

-5AE 5 (AERS )

wget http://logtail-release-huhehaote.oss-cn-huhehaote-internal.aliyuncs.com/linuxé64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install cn-huhehaote

- B8

wget http://logtail-release-hk.vpc100-oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong_vpc

-EEREER L (R

wget http://logtail-release-us-west-1.vpc100-oss-us-west-1.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1_vpc

-EERS L (FHERI)

wget http://logtail-release-us-east-1.vpc100-oss-us-east-1.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install us-east-1

-WAKRRE 1 (FO0R )

wget http://logtail-release-ap-southeast-1.vpc100-oss-ap-southeast-1.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1_vpc

-PK%Reg 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2_vpc

-TAAREE 3 (EFER )

wget http://logtail-release-ap-southeast-3.0ss-ap-southeast-3-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-3

-IPAGRAE L (BX)

76



AR

%

FAFisEe

wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-northeast-1_vpc

- BRMERER 1 (E=RE )

wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1_vpc

CHRIRARER 1 (JEFE )

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install me-east-1_vpc

2% (BE IDC FHE=EMN)

HEBEANBEANRTRS , SALWHERE. ERTIFNERENTEEEIDC,

HERS T EANIEERYSNEEER | BELELogtal FFEERFRR , 21 B =ECSE
EBRAFtRR , &N LogtailbBkRE. TEWERE.

-4b 2 (4E=)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_beijing_internet

-HEE1(BS)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_gingdao_internet

-RIR 1 (A

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_hangzhou_internet

-HR 2 (B8)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shanghai_internet

-%er 1 GRYI)
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wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shenzhen_internet

-5t 3 (3Kx0)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-zhangjiakou_internet

-5dE 5 (ALES )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-huhehaote_internet

- BB

wget http://logtail-release-hk.oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-hongkong_internet

-XEER L (S )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install us-west-1_internet

CEERE (#ESRT)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install us-east-1_internet

- KRR 1 (WK )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-1_internet

-IPK%ReE 2 (&)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-2_internet

- WK% 3 (EER )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-3_internet
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wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-northeast-1_internet

- RUMAPER 1 (JE=5etE )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install eu-central-1_internet

CHRIRARER 1 (JEFE )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install me-east-1_internet

ECS €=

SR (M)

wget http://logtail-release-hz-finance.oss-cn-hzjbp-a-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install cn_hangzhou_finance

-HR2(B8)

wget http://logtail-release-sh-finance.oss-cn-shanghai-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn-shanghai-finance

- %R 1 GRIN)

wget http://logtail-release-sz-finance.oss-cn-shenzhen-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn_shenzhen_finance

BHELogtailjras

Logtail &G A S Bic R 1E/usr/local/ilogtail/app_info.jsongfdlogtail_version=E& , 540 :

$cat /usr/local/ilogtail/app_info.json

{

"UUID" : "ODF18E97-0F2D-486F-B77F-***xxxkssr,

"hostname" : "david*******"

"instance_id" : "FAFAFADA-F1D7-11E7-846C-00163E30349E_********* 15]15]129548",

“ip" g "**********“'

"logtail_version" : "0.16.0",

"os" : "Linux; 2.6.32-220.23.2.ali1113.el5.x86_64; #1 SMP Thu Jul 4 20:09:15 CST 2013; x86_64",
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"update_time" : "2018-01-05 13:19:08"
}

HZ%Logtail

FRLogtail iILEAUREL B—I , MREBELE L% ogtail , BXITHR S SINE BalEEFLERMRE
AYLogtail,

EFLogtail

2% T ogtail TE(LEEEE logtail.sh |, shel FUIEERRIRHIT

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
uninstall

SRR

FHFWindows Server2003 ( &) LAG 32/64 &%

- Windows 7 (Client) 32bit

- Windows 7 (Client) 64bit

- Windows Server 2003 32bit
- Windows Server 2003 64bit
- Windows Server 2008 32bit
- Windows Server 2008 64bit
- Windows Server 2012 64bit

Z¥Logtail
THEED

http://logtail-release.oss-cn-hangzhou.aliyuncs.com/win/logtail_installer.zip

RN RS BIAEF HEIRZFERegioni# %%

fBIE4YE logtail.zip BIZBIER , FJ7FFWindows Powershellgicmdi#A logtail_installer B,

HEMRSS Region ET 57N ThEn
\logtail_installer.exe install
1% = Z
i1 (59) ECS L2845 cn_qgingdao
ECS EHL VPC \logtail_installer.exe install

cn_gingdao_vpc
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b 2 (=)

463 (3K=xR0)

b 5 (RIERF)

IR 1 (FuMl)

HIR2(LiE)

rg 1 ORI

Ak ( B IDC FEE=F
)

ECS 28R

ECS EBM%8 VPC

AR ( B IDC FEE=F
)

ECS RHMLR

ECS EBM%& VPC

2K ( B IDC FEHE=F
)

ECS &M% VPC

2K (B3 IDC FHE=F
)

ECS ML

ECS EBM%& VPC

2K ( BE IDC FEE=FEN
)

ECS Rt

ECS RHMLR

ECS B/ VPC

2K ( B IDC FEHE=F
)

ECS €fl=

ECS 2 BapW4R

ECS B/ VPC

AR ( B IDC FEHE=F
)

ECS Rt~
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\logtail_installer.exe install
cn_gingdao_internet

\logtail_installer.exe install
cn_beijing

\logtail_installer.exe install
cn_beijing_vpc

\logtail_installer.exe install
cn_beijing_internet

\logtail_installer.exe install
cn-zhangjiakou

\logtail_installer.exe install
cn-zhangjiakou_vpc

\logtail_installer.exe install
cn-zhangjiakou_internet

\logtail_installer.exe install
cn-huhehaote

\logtail_installer.exe install
cn-huhehaote_internet

\logtail_installer.exe install
cn_hangzhou

\logtail_installer.exe install
cn_hangzhou_vpc

\logtail_installer.exe install
cn_hangzhou_internet

\logtail_installer.exe install
cn_hangzhou_finance

\logtail_installer.exe install
cn_shanghai

\logtail_installer.exe install
cn_shanghai_vpc

\logtail_installer.exe install
cn_shanghai_internet

\logtail_installer.exe install
cn-shanghai-finance

\logtail_installer.exe install
cn_shenzhen

\logtail_installer.exe install
cn_shenzhen_vpc

\logtail_installer.exe install
cn_shenzhen_internet

\logtail_installer.exe install
cn_shenzhen_finance



&t

XEES L ()

EERER 1 (FHFEI)

TWARRg 1 (#O0i )

TWAKRR 2 (&)

TWAZRRg 3 ( HEH )

WAFIEL (BE)

RUMAER 1 (FE=5e4E )

ECS RHMLR

ECS EBME8 VPC

Ak ( B& IDC FEHE=F
)

ECS £ BapW4E

ECS EBM%& VPC

Ak ( B IDC FEHE=F
)

ECS EBM%8 VPC

AN ( Bz IDC i T =EH
)

ECS 2 BapW4R

ECS EBM%& VPC

AR ( B IDC FEE=F
)

ECS R HLE

ECS &M% VPC

2K ( B IDC FHE=F
)

ECS B/ VPC

2K ( B IDC FEHE=F
)

ECS 2 Bapw4E

ECS &M% VPC

2K ( B IDC HEE=FEN
)

ECS RHMLR

ECS EBM%8 VPC
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\logtail_installer.exe install
cn-hongkong

\logtail_installer.exe install
cn-hongkong_vpc

\logtail_installer.exe install
cn-hongkong_internet

\logtail_installer.exe install
us-west-1

\logtail_installer.exe install
us-west-1_vpc

\logtail_installer.exe install
us-west-1_internet

\logtail_installer.exe install
us-east-1

\logtail_installer.exe install
us-east-1_internet

\logtail_installer.exe install
ap-southeast-1

\logtail_installer.exe install
ap-southeast-1_vpc

\logtail_installer.exe install
ap-southeast-1_internet

\logtail_installer.exe install
ap-southeast-2

\logtail_installer.exe install
ap-southeast-2_vpc

\logtail_installer.exe install
ap-southeast-2_internet

\logtail_installer.exe install
ap-southeast-3

\logtail_installer.exe install
ap-southeast-3_internet

\logtail_installer.exe install
ap-northeast-1

\logtail_installer.exe install
ap-northeast-1_vpc

\logtail_installer.exe install
ap-northeast-1_internet

\logtail_installer.exe install
eu-central-1

\logtail_installer.exe install
eu-central-1_vpc
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2~ ( B IDC EHE=E \logtail_installer.exe install
) eu-central-1_internet

- \ 28 \logtail_installer.exe install

FIREER 1 (185 ) ECS 2 BEZE me-east-1
4 \logtail_installer.exe install

ECS TR VPC me-east-1_vpc
2~k ( BEE IDC s HE=EH \logtail_installer.exe install
) me-east-1_internet

IR EEZIDCEHEERENEALogtaillt , BT ATIRS TR ERANRIBERER | BER
*Logtail FFaEERFIRFR , £ IFWEZR ECS MEAFIHR , BllLlogtaillbBtRE. TEKERE

{EE;Logtail

¥JFF Windows Powershellgicmdi#A logtail_installer BR , #1f7@%< :

Alogtail_installer.exe uninstall
A EiRLogtail BaIECESE , B HRXK , ILSERGHTIRE.

RIS

EcELogtail SEIEESEERTIU TR

- EREHZEEFSINHENER. XEUE. XHBSETER  IFEREREHEXHE , TEsS
HNEFELEES.

- HEEIREX , RiEEIHERSORELBR  SHCPULBES.

- BB EEsyslog/TCPEIETR.

=t =

MR

/usr/local/ilogtail/ilogtail_config.json

RS

JSON

83
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cpu_usage_limit

mem_usage_limit

max_bytes_per_sec

process_thread_count

send_request_concurrency

streamlog_open

XA ( RETREPDEED )

"cpu_usage_limit" : 0.4,
"mem_usage_limit" : 100,
"max_bytes_per_sec" : 2097152,
"process_thread_count" : 1,
"send_request_concurrency" : 4,
"streamlog_open” : false,
"streamlog_pool_size_in_mb" : 50,
"streamlog_rcv_size_each_call" : 1024,
"streamlog_formats":[],
"streamlog_tcp_port" : 11111,
"buffer_file_num" : 25,
"buffer_file_size" : 20971520,
"buffer_file_path" : "",

EREESH

24(E

CPUHFXEE , Doublezti!
, Azt E.,

BHAFERBIE , int3kE
, BEMB,

Logtail RiX[FIAEUEARER
&, int£8 | \Byte/s it&E,

Logtail bR HESHFBE NEUE
ENEST e

Logtail BN\ R R RIXEHRE
, ANRENTPS REaLRES

BIOREHA.

EEFTFHESsyslogIhgg
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S4nEA

2M0.4 , NPRHILogtailA9CPUSE
FIACPUEEZAI40% , BHIE
Logtail BaEE. XEDn=
T, REE R R
24MB/s , STEEIEMIEZ Bizhb
BREHL12MB/s , &%

4n100 , NUPRHILogtail FIRTF(E
FBA1003k=1 |, BBHE
Logtail BEhER. NFEXRE
BY distinctS {4 BT

1000 , EEVIEEN EEiZSIE

g0 2097152 , MFR#ILogtail &
IEHIERIESR 9 2MB/s,

FOALMMESAE | —ARATLALL
2 E& (24 MB/sE TR IEN
RIL2MB/SBIE N, ERIAENR
TEFEREZEE , REYVER
AHRE= L.

NN EEFH A |, aTLUER—
MNHAE150.5MB/s~1MB/skl
KEMRITE |, BAMKIERSEE
e, IR SIna5S
BMEZiROSETE | SR
ETCPIEXESH

falseRkiA |, true TRFIFF



AR

%

FAFisEe

streamlog_pool_size_in_mb

streamlog_rcv_size_each_call

streamlog_formats

streamlog_tcp_addr

streamlog_tcp_port

buffer_file_num

buffer_file_size

buffer_file_path

bind_interface

check_point_filename

, boolZ&8Y,

BAEMB , BTFEFEEEIN
syslog#UE.

logtail XA linux socket
rev FEOERERX KN, 8
2 byte,

TENIZWEIRY syslog BT
73t

logtail FAF#2UL syslog HERY
4prEttitt , BL7A0.0.0.0,

logtail FBF#2UL syslog B
TCP ixA,

MEFE  SNECHUERE

, LogtailiGSERIfEMTIERIEE
EANAR#M (REBRT ) &
Ficsk , FHIKERENEHTA
EARSS U, XS EPREIEF G
RIERAEE.

ZSERE R NMEF S ITRY
BARFTE, (buffer_file_num
* buffer_file_size) B2EE{4
B LA E ARV AR =S,

ZESHIREEFMEFRER
 IBEIERZSEE | FSIR
EEFER TR
logtail\_buffer\_file_* B93{4
BEFEFER , LMRIE
LogtailJLISEEREZ &7 314
HERERHTHER.

AHNEPERIN RS | BN
ethl ( RszHLinuxhia ) .

checkpoint>{HRFHILER R
, BFEEX Logtailfy
checkpoint{RE(IE,
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. EARSEAR.

syslog AFEIHENAFE
KN, BFERIS—RIEEE
BEX/NINE , BIRETEEN
ey ANV YSENTEES SN

WNER syslog RERK , ATLAE
=iZE , EVEYESTEE 1024 F)
8192,

AR
i

AR 11111,

RNHETAFEIA25T,

FIAN20971520=F7
(20MB) .

BANAZE | BEXHERTER
TRAR
( /usr/local/ilogtail ) .

KINER TEET M
, BECEIZEE] | Logtailigia
FIERZM-EHITEE LE,

KNBERT A
/tmp/logtail_check_point, &
W DockerFIFEBULLSHERT
Mk | Fi&checkpointffER
RESEBEEN , BNESEFER
Bf&EZEScheckpointSEM
FEEEXRE. fflalDockerd
fe&Echeck_point_filename/g
/data/logtail/check_point.dat
, DockerBEhap<1EI0-v
/data/dockerl/logtail:/data/I
ogtail , EBBEEMN
/data/dockerl/logtail HR¥=
#ZIDockerdHy
/data/logtail BR.
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=

- ERGHEFEXTERBSE , W ilogtail_config.json REREHRIILHSE , &
FRMIAESE , BTIEERER.

- BIRER SIS SIS ER ES BT RAYE , AAZNEEIR LAABIEInE
ilogtail_config.json , ANREE syslog HUERIBXRIEEE,

i E

%FEBE ilogtail_config.json,

IBHIMENECESS | BRBRBNGIEISON,

BELogtaillFE B,

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start
/etc/init.d/ilogtaild status

SRR

LogtailZFima] LAHE BN B EARSS FA P B sit@id it e EEECS RS &7 LAY HE.

lESAEER | RARIRREELogtailitE | AL HAYHEES ST QIR Logtail BB tlE—
LogtailfcE. Lok, EtBAILUE LogstoreFlzk TumAl#ELogtailfitE.

HIRSAF

REFALogtailWEHERI , BFEELELogtail, LogtailsziFWindowsFl LinuxmAEER SR , ©E51ES
0 ZZLogtail ( Windows&%t ) #1 %% Logtail ( Linux&%t ) .

{sEFRBRE

- I REEE—MECEREE (WNRFERESD |, BN I, Fia0
/home/log/nginx/log FREREMD , WEF—MEEFRIAERE | BIMIE—MNZIH TRV
In -s /home/log/nginx/log /home/log/nginx/link_log , B—MECEIREEEZIRIZEIE),
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AHRS IS

- LogtailZ FimsZisaIE F ARG A &% A Logtail EABR.

A E R

EdiEH ek ELogtail iiEE AR , JLAEIREEN. SIRFFEIN. JSON &, STEIENENEFSTR
EATHTIRE, LIWREESAIEIENEN A, EEERENT.

T

R @
| 5 | - RS EIEN T
‘ i ‘ 7 &
2 | BN T
5 l 5 | Gmemee
% ! § ﬁ?hﬂ?ﬁ)
g NRmTE | -
* BEAIER
/EEA#Key | B
RS
____________ Wﬁﬁ?%j@h-—l
) T
=]

BEPER

FEHERSEEESSRTEERINE |, #ALogstoreFllzk,
EEB1RLogstore , HELEETRH A\ Logtail Bt B,

HlogtalliIcBFIRNEA AR, #HA\lLogtailEcEiRtfE.
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< @ wd-testlog [ 2 EEProjectil= o« 5 1
HE= Logtsl B SR [t EHO=E= ==endpoint
» LogHub - SCRTEE..
» LogHub - ScETiE.. Lot AmE
mERT . F—EETeERE T EENE

v LogSearch - =...

v LogShipper - $&...

CEREIRIRRE AN FERE T,

BE NI
oxaxt | ssles | WeTesmg  APUSK logé)
i8xE BeERR.

RESRRELSSNEFE. HZF. &EFF (-) T (1)  BRRLVNEFEEEFT LS
B, KEA3~63F1,

IR : BERRERRTEN.

iEEAERIBRAXMEE.

B RS SHF e RSB R RAMR .

R BREBECRTRSIRE 107 I,

AT RN BB EATRAME | SXHEHINIES#E Wildcard matching,

AT EHEAZEB R , BISEN M FIERE MRS S min=s , 88
FBERRHIER.

- ffilgN/apsara/nuwa/ ... /*logzk7~/apsara/nuwaB R+ ( BE2ZBRNEFFER ) BE
2 79.loghIszis,

f5ign/var/logs/app_* ... /*.log*Z&~/var/logsBR FRTBERFGapp EXHNERT (B8
ZERINBFER ) XIHEE A .loghIs i,

R X REE— MBI,
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* BEET: | SCMC_access_log |

BEREE « | /apsarz/niginx/logs ‘ Jesf ‘scmc_access.log |
EEEE NS ERN SRR ErEE A BE) | EEFALIES
BE A =isERFELLE. LinncrEiEiEE=sE/rE | & : Japsara/nuwa/.../app.Log |
Windowss{4REE D= @m0 : C:\Program Fles\Intel\...\*.Log
REWEET.

Logtailszisik BRI, HIRFF&EII. JSON &, TEIENENSFHIMERS | BIFNRBESSE
RER., ARG ERI ISR IENRT 95 f”ﬂﬂz’*&‘tﬁﬁuﬁ

R EHR

HRRERINBIERI TR, STRI FERA—TETREA—REE , BIEEXEH , LA
BTHORMEAT. BTENT , MENEE %Ex, EDEJU«A.I—.ELEEL_th(*) , FBJICR
LRIARSFRHRSRIEEABEERIRTE. MR EEREFENRERH TE AR
B LB ENEEHNTEEIEIEE., EXIEEK L LogtaillcE , £ LogtailEg
.

WERINT | BREEEEXGERIIEETR | Logtal SRS T—RATHTIRE
, FRS BERERR B/l EZ & B SR IRS SBRAIRFRTE | A2RNATAEFTRIFR

* BEEW: ‘ scmc_access_log_2 |

BEEEE - | /apsara/niginy/logs ‘ / eb_access.log |
EEMiE MraFae i E Rl en R S 2faERER) | ESRRALIEs
BEE , i ERFER LA, LUnux T EE R/ L | /1 : fapsara/nuwa/.../app.Log .
WindowsX4ESHIHEETFTL |, A0 : C:\Program Fles\Intel\...\*.Log
#o | ThEER v

BT : REESAETA—E£E8E | #RIHEEFFEENTIER | SE0EMEE
FEEEHRATIA]

R - BT

SEEEIENE

MRFENABTMES MU FRIERIRE (LHETRE  RNFRE) | 4% <8
IEM#ESC BRI T MELES]. SRS ERLogtail EARE THRXESHNENRS

MFMRET.
W\ BEEER.

IR AN B R E ASIRS =6 & BahiREE A AIIEN LA
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, BB UMERLRERAE.

Xi7) EfTHRE,

RANNERBTE , BHER—TA—FATHTHE | WRFENEETAS
(tbgn Java iEFERE ) | FEXE BRI , REIRE THIEMNREL.

RE THIEMNREA.

REBENERAIF NI, HSASHAE |, BE Bakek =%
BYIEN ; SNRTTEBENERL , FILAHRAFIEVM AN T,

RE REFR.

IIRFEXN ATABFHFRBIRDHTIIE , AL BT TRESIEES
R Key-Value 3faAXZIIRS IR , Fr BB EEM T —RATREHIS
0, BDIENIERIA.

AEMRS EH e RERFS U LSS EITIENIRIAT. S—FoRETEE
REEMERENRA. @B "Wik" (5RERTES , thFEERN
=R . BERSEHESEMERENREL I TEF

& [+1 i

test-logstore-naw ¢ iERLogTon B

[ LgsE

REBmEMAER T EECEIENREXNNEN , (BRENEMAIENFRIX
ARSIHMEAARTER , BHUFHERBAENRAN. 2E FEALE
MFRA REIFBANER. FEATRE  BEAMNRY IE RIS
MARNENZREXZE LT, RIS,
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HERS FIFiEmm
TERABMEREEFHNMALT  FEAERTENRARE | GERES
BMENFERGE | IREXNFERR Key , tNTFEFR :
Enrs @D
* BEE 12
9 404 168 "-" "Wget/1.11.4 Red Hat modified”
BEERASERAEA—H . oSENEEER
IEMESATL : | (\S+0\s\s ([~ 1T+ )1\s"(iw+ ) (\s\S+ )\s[~ "1+ "\s(\S+).
EMEHAERREEE R ERSMEAIENSEEL S EETEs | ShallFamaME

M=

(S+).* |+ | \s\s\S\([~11+)"  + | TWe"Qw)®  + | (Ws\S+)" |+

\s[~"1+"\s(\5+).*

=

* BEATERER: Key Value

192.168.1.2

time 10/Jul/2015:15:51:09 +0800
method GET

url Jubuntu.iso

latency 0.000

BT M= TAREAIKey/ ValuedT | S Key/ValueRTaiERR(Key) ERIFTEE  IEAERE
SRR LS E—MtimeakeyAITT

IRE SEFARSGHE.

BUAIRE [EARSGATE. RXT , CEEERNFRINEERE—=FR

(Value ) ARIEIFER , Fap&A time (A1LE ) . % time FEG , &7
PAEad: RhElfEiE=l i BandERk Mzt EFBRNAR. XTHERE
BEXNEZERIES® Logtail HEARET.

HIBEE BPEm.

BIRESNRREEFMET. BEERTTopicERAR. BEHRB. &X
BEARRE. BREEATEREE. WERHER , JLUREERIALE.

HoE H5

BIERESHAAMESR. SHTRSA
. (?Ejj WEEHITEAE | BARKEFE
- =-FERTopic : BRHAIEIR , &
TRETOpICATER/SE , £
BWHENAZEH A TopicBlE]
=i,
- Hl2EHTopic/ElE : iRE
Topicki R =84

TopickRiA

91
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TopicEtE , AILARTFERRX S
FEIRnRARSS BE =R A EEEE

o STHHBRIEN - iSERIZ f5
 BEEES T AREENXIEN
. BBIENZCM BRI EN—EP 5
AAEATopic, JLUBTFXS
BB EsLfr=4n B EEE

QOISR T AR IEN 75 T B
BEXIEN Topic , FEAEMMESERIEENXIEN

=.

- utf8 : }5EEAUTF-84wA3.
- gbk : {8E{EFAAGBKY®S.

BEARSEREESH  BRERs

B ABBERR RE  IESERENG, BARS

BAGRESAR ISISRESEIO-1000 , ORFERISIAR
E io

R—BE I ERERIR AT
B, MIASZ A EER. EaLdE
R EEIA T ERE.

- KBET - FEE R aRATE B
L) R, KBRS,
. 3094MHBRT | ANEESTHE
304 EER , MAKE
B, FRESEST I,

EERE FREMETESRTHNRET W

fign : EcEKey:level
Regex:WARNING|ERROR R R s
level SWARNINGE,ERRORZERIFHE
HIEEsEcE | BB S ERMAIEEE | e
Fiz7A=(EH |, Bilgn - Key:level
Regex:A(?1.*(INFO|DEBUG)) XZFRAUIE
levelJINFOZZDEBUGSREIIHE |, 1L
~f5aT &% regex-exclude-word,
regex-exclude-pattern,

A& RS

REHE  BE 2.

DGR R A BT MAZWREE SECENAZERRE.

INRIGIERCENZRE , FECEE—IasEH. BRINTEIEN=RE , & SERE.
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O wmEmEa

+ e

AR

- Logtail e EEEEMITRIRKEE 3 28 , B OESF.

- MRFEWE IS iHREE | BSYERSE IS HEKERELE fBE IS,
- @J@Logtallﬁﬂﬁlz , AL EE Logtailic B3 | 18K LogtailieEdiflifkLogtailicE. F4HE
2, 21 Logtail Bc&.

[eSERME

seRECENS , BERSFRKERT. BRLEEHRRKERINES. FXRNEAERAT , &0 JZRRE.
REHRT FIREERIIRSS IR HSAI R AR, BRESHMERSEMER 7 content AIKEY .

nginx-log  i&BlLogstoresizE

B@Atopc , DEHES ES AR THTIER 155% - 2R
100
) II
0
0253258 0353458 0553158 0653458 0853158 0953458 NIy 125458 149158 1593458 175108
TREE
RYEYP HE
165F03H208
15841355298 . L15:13: . B W . . v .
content: 10.22.17.73 - - [ 20/ Mar / 2016 : 15 : 13 : 29 +0800 1 " GET / HTTP / 1.1 0.031 726 304 0 " - " * Mozlla / 5.0 ( Windows NT 6.1 ; Win64 ; ¥64 ; v : 46.0 ) Gecko / 20100101 Firefox / 46.0

10.101.166.113

166F03H208

15813530 content: 10.22.17.73 - - [ 20/ Mar / 2016 : 15 : 13 : 30 +0800 ] " GET / css / b.css HTTP / 1.1 " 0.017 740 304 0 " http : / / sis-deveommon.albaba-ine.com / " " Mozila / 5.0 ( Windows NT 6.1 ; Win64 ;
X64 ;v 1 46.0 ) Gecko / 20100101 Firefox / 46.0

10.101.166.113

STREIEMENT , WEREIRSHAIATABSIN TR, SFATHRTEIRIRER Key-Valuell&E 7RSS
it

nginx-log  iEELogstoresz

#Atopc , REREE N uy— o B -
200
100
0 l
489228 5083158 5283158 Sam1SH S65158 - wonrsis o,
EES
BfEP wE
1655035208 b 1022.17.73
16810253098 latency: 0.020
method: GET
10.101.166.113 time: 20 / Mar / 20162 16 : 02 : 09
uri /
165£03 5208 ip: 10.22.17.73
16810253098 atency: 0.019
method: GET

time: 20 / Mar / 2016 : 16 : 02 : 09
uri / css / b.css

LogtailEtEIR

10.101.166.113
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EcELogtailifFEIESEET , FAREREAEASREINT

L. m=10]

BE &

ZiN: TS

AEETRIAT

BER A&

BESABLR

1k

BRESHFTEREMBEATRAMET. BErHREI
FZEERILE , BEEXMAR FERFE X 42T
NitEamnz , 8SEREXNER.

IBEWERTHEHER , ROKNS |, aILAMEREERRT
. Blan*log. Linux FROXA-ZBEFRTEIE" * 7,
Rt oL .

FEn o AR EF IR A E WS E TG

EEZTATRIER | FIEEENRE. ££17H
TWERSET (UNBEFESTINELER ) | Tk
ERITROEIGRAT. XNFEEE—ISITHSH
ek | SRINZRIASNIFR T EXASERER |,
N—RELFR. BTEFATAGRILTIREHA—F
(4ORdEEY ) |, EREEE—MEEiakAIPCECRN |, BD
XERIENZFRE,

IR —FATER | FERAANESRS BT
Ao, APFEREE— PN ENRANRNFENEE
FRISE , FEENENMENAIFREMR.

E AT B S AR ROR (B R AT SR OB AITE U
, Bxi52 0 Logtail HERTEER.

BR T fEALogtailltEE ARSI . BEIRSZIERMFAPIFISDKRIST , LISEIEEABR.

{5/ APLEARF

AEIRSSIRHRESTRUSRIAPESENEENEE. ERILUBISAPIFR] PostLogStorelogs OB AEHE. XT

APIHIZEESEIBI APL &%,

5[ SDK EABHE

BRTAPI, HERSIFRM T ZMIES (Java, .NET, PHP #1 Python ) RISDKGEEEANHE. X FSDKAISE

BSEEN SDK &%,

BeE Logtai XA SRR

LogtailZ8aun B RGPS -

IBENMHREER > IFEAHTOEAR > BNATFRAS > fSEASHE

IREESTHEIGR
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—RRFEEN—EIHREEA—IT—5 , tEinginx@UiBRIAE , BEEELURTRSE], B0, FEERTAAE
BHENT :

10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE

6.0; Windows NT 5.1; 360se)"
10.1.1.1 - - [13/Mar/2016:10:00:11 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE

6.0; Windows NT 5.1; 360se)"

JavafiAHFRREFEE  —HEBESEWST , Bt REgEY A LANSHIIX o EREETE | Hla0Ls
T Java #2FHEE :

[2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackerlmpl.java:148] Expiring sessions
0x152436b9al2aecf, 50000
0x152436b9al2aed2, 50000
0x152436b9al2aed1, 50000
0x152436b9al2aed0, 50000

VA ElavaBHS#EiaERISARIEIRC , TLAR "TEIENRAR A7 \\d+-\d+-\w+\d+\d+\d+]\s.*,
EEHERRRI TMEIUES !

B O BEEst o sREEst

* B [2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackermpl.java: 148] Expiring sessions
0x152436b%al2aecf, 50000
0x152436b%a12aed2, 50000
0x152436b%a12aed1,50000
0x152436b%a12aed0, 50000

WA ERITIESRRICRSR) BIEH>>

BiTE
SiTEAASITA—REE | MRFETES ( kijava stack B ) XA ERRTEENRAS

* TEEMNEAT, : | \Dd+\d+\w+d+d+ \d+1\s\[w+]\s* © EYEEIRAE
EEh TSR e, BRI LAF IS ENFA

ENASFRAS

RIEASIRSEHIEFEREXK , —ZATHABEBE—1NEHES Key-Value X, INREERIUBEFERHITH
bR |, FEREIENFRALIRBISEANS , MRAEENHERTHITLIE | oJLUSEEZAEMI— Key-
Value X, XWFU_EIBERE :

R

TEMEZRIER © (\S+N\s-\s-\\[\S+)\s[*]]+]\s" (\w+).*
BEAZE :1)10.1.1.1; 2) 13/Mar/2016:10:00 ; 3) GET

MEEFRR
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ENZFELL : (%)
BEYRZE 1) 10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1; 360se)"

e B EHTIA)

RIEA SRS EUBERE R , —KAEWNEEE (time ) FE , FEE Aunixit@zk. BRIREERR
Fehdia) ( BMLogtailiMENiZE HSRIRTIE) ) e HSAEFRIES AR {870 B ERIRTIE,

T EFIFRGHIEARE
R AEARE RIS EFER

BiE : 13/Mar/2016:10:00:10
BHEZFAR | %d/%b/%Y:%H:%M:%S

HMEX B SRS B R SR A)

AR : HEX B SRIAIRT AR,

IFANAERSS MRS AL | SR ESIRS BSEBnBEZ AR ERRIERIER. LogtalENIRSS
ERERF BEX M HPRASENE | KRB BSHRESFFFRFEERETAER. ELE , LogtailF
B EE B SR RIRAE VRS BT

Linux3E& THILogtailsz#F stritime BREY 1IRMHAYFAERTEIS. REEEHIA ST BEZ R HIZ R EE
MHHEERIX |, BIA LA Logtail i,

PGP ASRER AT RS AR S |, 0ERFERE | Logtail 37y W BSRIEIEZVA0T

SFE BB BIG5ER)
%a EHRES g : Fri
%A EHLHR g0 : Friday
%b B#h@S BN : Jan
%B BHEiR fign - January
%d A STNSRREIA i - 07, 31
%h BI4ES | [ (%b) BN : Jan
%H 24/ )\E IR/ )N Bign - 22

%I 12/)\ad s/ N Bign - 11
%m TR EIRROB G fign : 08
%M TSRS #ER [00,59] fign : 59
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%n

%p

%r

%R
%S
%t

%y
%Y
%z

%C

%e

%j

%u

%U

%V

%W

%W

%cC

%X

%X

%s

AT

iiﬂzﬁ’\JAM (EF)EPM (T
)

12/\eFHIRYRTBIAAS | [E@
(%I:%M:%S %p)

NISFNERES |, B (%H:%M)
TEHIRIRVEL [00,59]

TABRF

A HLCRI RS [00,99]
THIFD

RIXEERES

+#HItHZE [00-99]

RS ASLE
L3I P IEREn
=

—FEREAHEFIRT
[001,366]

%Hﬁﬂ’ﬂ-l-ﬂ%ﬂi‘én_'\ [1,7], 1 8=

BERFEILE (ERRANE—
FEArIFF4E ) [00,53]
FEEI/LAE (E—IANE—
FErFFE ) | AR—B{oRIFFRE
—RE>=4X , WIAAEELE
, BUAAT—E—2%
1/3 [01,53]

28R+ [0,6], 0 %
G=!

BENEILAE (2P —ANE—
ErIFFE ) [00,53]
tRERIEEE. RHEERR

tER BRI

tRERIRS BRI

unix BfE)EL
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AT

fign : AM/PM

540 : 11:59:59 AM

g0 - 23:59

fign - 59

TABF

g0 - 04,98

g0 : 2004,1998
fign : -07:00, +0800
Bign - 16

flan - 7, 31

f5lan : 365

g0 - 2

flgn - 23

flan : 24

N - 5

g0 - 23

HEEEKAY. BAPEES
58 , AILAE R LRSI
L EREIRIA

HEEEKEE. BARSES
52 . AL TS SRS
ERBRRIA

wEEEKEE. BAREES
58 , AILIE B AR
L EREHRIA

f5ltn : 1476187251
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Logtail STEAMECETCPIRO |, $EUsyslog AgentiBEid TCPIMUEE &ITSkMIsyslog#idE | LogtailiRifrizie
HIEIEFH L A ZELogHubA,

HHESAF

REFALogtailEHERI , BFELR%Logtail, Logtail3Z3FWindowsFILInuXBAIRIER S , L ESN
Z&Logtail (Windows ) #1 ZZtLogtail ( Linux) .

BFLR

KigEsyslog#iE | EREHITUMTFIRE,

TR 1 FHSRSEERFIGeELogtail syslogicE
EHSRS EEESSRERRNE , #AlLogstoreFlk.
& BtrLogstore , FRALEEH A Logtail EeEFIZR.

?‘Logtallﬁﬂﬁﬁjﬁﬁﬁﬁtﬁﬁfﬁﬁjﬁ #HALogtail iLE 7

@ wd-testlog [z E@Epy ojecthl= Hif - 422 ]
S LogtzlBS5IE [ 2 EEO=EII= ==tndpoint
* LogHub - sCHTE..
PSR mer: Bwerenz B

» LogSearch - &E...

v LogShipper - #%...

(G855

|t
n
]

E7

p
Hir

FHHEHRDRE

o

SEIREEIRZEEY syslog AT T2,

1 EERER

[ P

RE BEBERWR 0 tagigE FHEats .

RESRRELSSNEFE. 7. &EFF (-) T (1)  BRRLVNEFEIEEFT LS
B, KEA3~63F1,

IR : BESRRERREN.
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* BEEEF : | gyslog

FAssommll - 11111
ANERERA SR 3 S RS R E i T B

* tagiEs : | sys_tag
anfrliz Steg ERE R BE

: B

a
&
5
=

WGP R A BT MAZWREE SECENRZINRREA.

SNREREENZRE | BFSEEIENBRECIE—WIERE | BISEENAZIMEEE.

FIEECE BPER.

IHERREAAAMET. SASRSATAN , BSTUEFENSAEER | IREREFHTE
&, BANFRET  &AEFELGB,

S 2 EELogtailfEthiy

MHEzLogtailZ2 B R T #E ilogtail_configjson , —&¥E /usr/local/ilogtail/ BR TE. RIEFRIEL
syslogtEXHIECE.

HaiksyslogIhaEEFFiE.

truezk7nsyslogIBRbTHIFHIRE | falseRRmKARTE.
"streamlog_open" : true

2. FcEsyslog T RENATHREF AN, EFEMNE—XIEHBREEXNING | BIRETSERE
RNARSEFRFRIEBS |, BAIEMB,

"streamlog_pool_size_in_mb" : 50

3. EBENXAN, EEAELogtail@RiEMsocket io rev EOFANE DX A/ , BfEbyte,
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"streamlog_rcv_size_each_call" : 1024

4. ieEHEsyslogt&=.

"streamlog_formats":[]

5. EEETCPEPEMBII IR . FEECELogtail BT &UKsyslog BERITCPEREMBUAIIRD , BUARSIE
0.0.0.0FA911111%M.

"streamlog_tcp_addr" : "0.0.0.0",
"streamlog_tcp_port" : 11111

EcE ek EBLogtail. Eiglogtaill ZEHfTLA TS XFLogtaill B s , HERITH.

sudo /etc/init.d/ilogtaild stop
sudo /etc/init.d/ilogtaild start

FB, 3 TaEErsyslogHEMECE
ANERHBE R L& rsyslog , ZRRIX—4E,
TEEEESN

- Ubuntu &2%&753%

- Debian &%

- RHEL/CENTOS %% 7574

£ /etc/rsyslog.conf FIRIEFREIENEE | U0

$WorkDirectory /var/spool/rsyslog # where to place spool files

$ActionQueueFileName fwdRulel # unique name prefix for spool files

$ActionQueueMaxDiskSpace 1g # 1gb space limit (use as much as possible)

$ActionQueueSaveOnShutdown on # save messages to disk on shutdown

$ActionQueueType LinkedList # run asynchronously

$ActionResumeRetryCount -1 # infinite retries if host is down

# X HEHIENFER

$template ALI_LOG_FMT,"0.1 sys_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %hostname% %pri-
text% %protocol-version% %app-name% %procid% %msgid% %msg::drop-last-1f%\n"

** @@10.101.166.173:11111;ALI_LOG_FMT

R - iR ALLLOG_FMT S8/ MIRIER sys_tag , IXMNEUELRFIEE 1 holEN—8 , X/EE

RIS N EBANIRKEIRFRE (\*\*) syslog AE%IR ALL_LOG_FMT #&={t , RS TCP thmMEE&Z!
10.101.166.173:11111, #1528 10.101.166.173 A/RIEEER 1 chit|SeE I BIRIREE 2 Bl S,
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[&zfirsyslog ( sudo /etc/init.d/rsyslog restart ) . Bz BIELIAEN S ERAZE 7 HitbsysloghY
Agent , LbgN syslogd. sysklogd. syslog-ng & , {ISRBRAEBEKXTIE,

FE=2FTRZEHAT LIRS EAsysloght =2 B ERRSS 7.

BEEER

BKsyslog HERERE ZER LRI syslog#dE , W W syslog #EFRE.

Logtail BRISZIFAENim A syslogfIsZ A |, SN FERTR :

HEFEEH Logtail s

LOG

NGMX | .~

[ gp—— - ! ' S
1 ! I 3 H ! 1
¢ i E:{] : Syslogtii} : : i
E_ > l Syslog i i ! !
s ——— - | [G)
! !
i i
\ !

¥
H
=
P2

_______________________

Logtaili@id TCPiMYissyslog, EiELogtailREEsyslog AGiFMEEES NiEid LogtailREEsyslog A,

syslog{iL

syslogtif&i55% BEHRY Linux FARB3E.

AOFIFESIASIIHABEL | (ERsysloght BRSEIREZINERILogHub , RafRFEIHE | (REMY. RETXH
EFFRETRIR | BB ATIABOMB/sEIER,

EARE

Logtail ZHRFEAMECETCPIRO , #Usyslog Agenti RRIHE. Logtail FFIETCPix |, ZUrsyslogakEH
ftisyslog Agenti@id TCPIfMYEE &3 KfTIsyslog#id , LogtailiBrizaiEIREEF % A ZEILogHub, BtE
LogtailsR&syslogHEdfEiES NiEiZ LogtailSE&EsyslogHE. Logtail, syslog. LogHub=&Z[BIA9XEN
TER.

101



AEIRSS FAFisEe

N

rsyslog \

tcp| logtail ::> loghub

rsyslog /

syslog H&A&

Logtaili@id TCPin I EIREE R RIAY . MRENRVEUETETH—FFZNAE | BSSILRE
LATRSA

BRASZEERRTH (\n) 28 , —FKBATREATLALIHRITH.
- BEREREEENAILUEEERE , AEfttFRATUEETIE,

syslog H&MEANT -

$version $tag $unixtimestamp $ip [$user-defined-field-1 $user-defined-field-2 $user-defined-field-n] $msg\n”

BIMNFEREN :

BE=FER ax

version ZBEEEAINRAS |, LogtailfEFizZhrASHET
user-defined-field =£E%.

tag #HiEIRE , TS #ProjectslLogstore , AAJLA
BETIEFIRITR.

unixtimestamp : 1Z5 HERIRT L,
1Z5% BEHRIRIAEEIP | ANRAFFIIZFRE

ip 127.0.0.1 , RE AR ImA HSEHEFZFR
SWEMTCP socketfIxTuzmitit,

P BREEXZFE , hiESRRENEFER , aJllB8

user-defined-field OB | FATLE A ZSHARITH.

msg HHEIEX , Ao 80T/, REM \n X
RITH.

USRI BSRSESVERAIE

2.1 streamlog_tag 1455776661 10.101.166.127 ERROR com.alibaba.streamlog.App.main(App.java:17) connection
refused, retry

55, MY syslog BRERTLAEAN Logtail , (HIAETERBEEHRBLATRM , FaTLUEA:
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- AL EEERN  ER U2 BN BEEEHEA EEK,
- AILUBIE TCPipiE B & AppendElizin,

Logtailfi#tfrsyslog B&RINY

Logtail EEIEMNECE LA TsyslogHE. 540 :

"streamlog_formats™:

[

{"version": "2.1", "fields": ["level", "method"]},

{"version": "2.2", "fields": [1},

{"version": "2.3", "fields": ["pri-text", "app-name", "syslogtag"]}

]

Logtaili@iTiEEEIHIversionF R Zstreamlog_formatsehkFIRS M fuser-defined FERAVET, , NFEIZECE
, FERIESHGiversionFERA 2.1, BEWIMEEXFRlevelfimethod , Bt HEHFHGHSHARIT/OUI TS
= :

"source": "10.101.166.127",

"time": 1455776661,

"level": "ERROR",

"method": "com.alibaba.streamlog.App.main(App.java:17)",
"msg": "connection refused, retry"

}

versionfBFf#tfruser-defined=E , tagFlTFSHEIRIEERRIXEIM Project/Logstore , IXPMFERARE
HNEHERTREXFFIBEZHERS. B, LogtailfiiEN T —ELHEER | RLRBAMEXEEA 0.1, 111X
BELL "0 o "L FFkRQversionfd , FREABBFRBENX versionAFLALL “0." | "L." Fk,

ERAETEREALogtail syslog log

log4j
5|\ log4j

<dependency>
<groupld>org.apache.logging.log4j</groupld>
<artifactld >log4j-api</artifactld >
<version>2.5</version>
</dependency>
<dependency>
<groupld>org.apache.logging.log4j</groupld>
<artifactld >log4j-core </artifactld >
<version>2.5</version>
</dependency>
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5| log4j BEESXH log4j_aliyun.xml

<?xml version="1.0" encoding="UTF-8"?>
<configuration status="OFF">
<appenders>
<Socket name="StreamLog" protocol="TCP" host="10.101.166.173" port="11111">
<PatternLayout pattern="%X{version} %X{tag} %d{UNIX} %X{ip} %-5p %l %enc{%m}%n" />
</Socket>
</appenders>
<loggers>
<root level="trace">
<appender-ref ref="StreamLog" />
</root>
</loggers>
</configuration>

Hrp 10.101.166.173:111112 %% 7 Logtail = FPimAYIRSS sHthit

EFEPigEThreadContext

package com.alibaba.streamlog;

import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;
import org.apache.logging.log4j.ThreadContext;

public class App

{

private static Logger logger = LogManager.getLogger(App.class);
public static void main( String[] args ) throws InterruptedException
{

ThreadContext.put("version”, "2.1");

ThreadContext.put("tag”, "streamlog_tag");
ThreadContext.put("ip", "127.0.0.1");

while(true)

{

logger.error("hello world");

Thread.sleep(1000);

}

//ThreadContext.clearAll();

}

1

tengine

tengineAJ LUEiZ syslogiZ Ailogtail.

tenginefEAngx_http_log_modulet&5GHEFT AR Hsyslog Agent , £ syslog AgentdforwardZl
rsyslog,
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tenginefiiEsyslogis&*% : tenginefii&syslog
H
PAuserz(BfNinfok & access log &iELA A Unix dgram(/dev/log) , FH&ER FFRICANGINX,

access_log syslog:user:info:/var/log/nginx.sock:nginx

rsyslogBcE :

module(load="imuxsock") # needs to be done just once

input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")

$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%
%app-name% %syslogtag% %msg::drop-last-1f%\n"

if $syslogtag == 'nginx’ then @@10.101.166.173:11111;ALl_ LOG_FMT

nginx

LATEE nginx accesslog 94,

access log ft& :

access_log syslog:server=unix:/var/log/nginx.sock,nohostname,tag=nginx;

rsyslog BtE :

module(load="imuxsock") # needs to be done just once

input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")

$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%
%app-name% %syslogtag% %msg::drop-last-1f%\n"

if $syslogtag == 'nginx' then @@10.101.166.173:11111;ALI_ LOG_FMT

2% : nginx
Python Syslog

<

import logging
import logging.handlers

logger = logging.getLogger('myLogger’)
logger.setLevel(logging.INFO)

#add handler to the logger using unix domain socket '/dev/log'
handler = logging.handlers.SysLogHandler('/dev/log’)

#add formatter to the handler
formatter = logging.Formatter('Python: { "loggerName":"%(name)s", "asciTime":"%(asctime)s",
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"pathName":"%(pathname)s”, "logRecordCreationTime":"%(created)f", "functionName":"%(funcName)s",
"levelNo":"%(levelno)s”, "lineNo":"%(lineno)d", "time":"%(msecs)d", "levelName":"%(levelname)s",
"message":"%(message)s"}’)

handler.formatter = formatter
logger.addHandler(handler)

logger.info("Test Message")

HE&EMRSS Logtailfik 7 XFERENAHE K syslogz b , thidid LogtailffidsciFAc E& TEURIR , FlanHttp.
MySQLEHEERFIMYSQL Binlog,

BIIERCEREHTTPEURE | FISIRER HERIATIRSS | AJLAH TERTAOBRSS AT At RN 4Ry BT ARt s
; EEBEMySQLERERAEIER . JLURIESIBIDSM BSASHTIEELUERY | BEESQLEUERLIELS
MySQL Binlog , ATLUEET HEHRENS) , FH TTRERS 5.

=3 ]

IINREB R SZiELinux |, fkifiLogtail 0.16.0% LA ERRZA , iRAEE SHRS NLEESRY,

A Bz

BeERNIRRET .

BMAENSIEREEAERERERT | BEREHEIEREEIE R NAREREE.
- %5 MySQLBinlog#E
- & MySQLEIFER
- SRE HTTPEUE

e RS .

ERBMNFISHFEREANERA . EEa LGB NEE—Ma it iEA .

FARRIES S ERL R E.

Nz FRZIANERE.

EEXELGESRZE , (REANAZISENEEAE | LogtaillxBalh ENECEFH FHaXREs.
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mEReEEs

é _ | 3
| L o | | mmosoRs -a-q_ﬁdﬁaimgaﬁ;& :
M 3

- R A
-.—

—x
=Ry A FINLARE
—

MySQL BinlogRI2£{L) canal TH8E , LAMySQL slavelfzat T Binlogit{TRLE | e,

R - IhREERIRSTSLinux , {K#fiLogtail 0.16.0K A LIRA |, iRABESHRS WLEE,

ThRE

- BIYBinlogiT LIRS EEHEUE | AL , STHFRDSEMyYSQLINYHIETRREE.
- TSRS (SHSEN ) .

- RS RIRE.

- Sx#%FCheckpoint{RIFRIEIRE,

LI

ANNEFf7 . Logtail AEBSEEL 7 MySQL SlavefJazE MY , B Sih=nk/IMySQLASlaveTsim , [MMySQL
master&ixdumptii¥ ; MySQLEImasterliiBldumpidskfa , £ E5HIBinary logsERTHEIXLS
Logtail , LogtailXIBinlogif T4, D8, BT , FHERITFIEUE LIEEI HERSS.
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Master

‘/_regster slave

»

Vi 1
v Do .
binlog stream E @E

__-_/ 1 | parse row data | :
=01}

RIFE7R
AT R A B R EIE RS T,
S TR T SR B S T,

IR RIFRRLT

BYHIEEENEEERESRSHITEEXEIONH. THK. METHERHE. S

MaxComputeBE&itH. SAOSSKHATFIES.

SE5A

MySQL Binlog/TUEINIRSEEL S : service_canal,

2% HKE
Host string
Port int
User string
Password string
ServerID int

IncludeTables string 42
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SHH A

BOREEEAN , BAA
127.0.0.1,

HiERFImO , BOA
3306,

RS |, BUAR

root,

HURREERD |, BOANE

LogtailfaZEmiay
Mysql Slave ID , ZRiA
7125, F:
ServerIDXFF—1

My SQLESHERE L5/
— , BUEEEM.

LEATRER (BE
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db , f5Ign0
test_db.test_table )

, NIEMERAS , &5
BAHFS
IncludeTables{F—%&
HURZRASHERE

; M ERTEAMEERT
B%.

REERIRETR (BiE
db , fian
test_db.test_table )

, NIEMRIAN , HE

ExcludeTables string #7148 Elpvis =E
IgnoreTables{f—%
HNZRASIERE
; NRERECABERRT
B%.

. . . T EREIAMZBIRT
StartBinName string v B SFHA SR,
StartBinLogPos int Gl ZRIAA0,

BikJgtrue ,
EnableGTID bool aJik falseRd_EAERIEHE
HIN£BEsSID,
Ei\Sgtrue ,
Enablelnsert bool aJi% falseRfinsertS {44
BRikJgtrue , A9
EnableUpdate bool Ak falseffupdate={4i5
2:5_\'%%0
Ei\Sgtrue , 9
EnableDelete bool A% falsefddeleteZ={44%
TRE.
Charset string alisk A Utf-8,
BB texts B
TextToString bool Elpiin #apkstring , ERAA
false,

{sEFRBR

I IhEEBRIRSZRFLinux , {KifiLogtail 0.16.0K% LA ERRA , iRAEESHRS NLEXHY.

MySQL #ZFF/gBinlog , BBinlog#4i/arowiR=, ( BIARDSEEFHS ) «

# BEEATTEBinlog
mysql> show variables like "log_bin";
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ommmm e - +
| Variable_name | Value |
B +ommmme- +
| log_bin | ON |

B R +

1 row in set (0.02 sec)

# BEBinlog2&EY

mysql> show variables like "binlog_format";
A ommmmmmmm—mmos o +

| Variable_name | Value |

B +-mmmme- +

| binlog_format | ROW |

oo +ommme- +

1 row in set (0.03 sec)

ServerID JE— , BRRFRLHIMYSQLATESlaveRIIDAES.

HRIEENAFEERERENEUEESEAPRIAMYSQL REPLICATIONASR | <BIG0T

CREATE USER canal IDENTIFIED BY ‘canal’;

GRANT SELECT, REPLICATION SLAVE, REPLICATION CLIENT ON *.* TO 'canal'@'%";
-- GRANT ALL PRIVILEGES ON ** TO 'canal'@'%' ;

FLUSH PRIVILEGES;

ERE B RER R AR B StartBinName , BRIAM XETAT @) F5REE,

WMERENEEMIERE | AILAEEZRIAIBinloglAKoffset , F4&StartBinName,
StartBinLogPosig ERMXIRANHE , 7~ FIaNT :

= LigEStartBinNamelT , 8—IARESFTERATFH.

# StartBinName i&&A§ "mysql-bin.000063", StartBinLogPos & EA, 0
mysql> show binary logs;

oo +ommmm e +
| Log_name | File_size |
B RRCTEEEEEEEE o +

| mysql-bin.000063 | 241 |

| mysql-bin.000064 | 241 |

| mysql-bin.000065 | 241 |

| mysql-bin.000066 | 10778 |
oo e o eem +
4 rows in set (0.02 sec)

MZEF KRS  BESQLILARFE/ZBEEIxx , FEERLEAMNEE | &
/usr/local/ilogtail/user_log_config.json3 {43k BIXT N R B TS

- R BXGEEERIBEEFLogtail @ sudo /etc/init.d/ilogtaild stop; sudo
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/etc/init.d/ilogtaild start,
- R IREEREWebIREMIEE , WENFNENRWES  FERFIMMERAUE
B,

RDS 18XRHl

- FTiEEEAERDSIRSS 25 E&kLogtail , BFEERLogtail &= EREEBRDSEAIFMEE—BECS E
- RDS RSB EZLRIASFbinlogREE | BFEREEFEHITRE

N

MRDSHEHuser_infoFEshARLL_inneriEEBRIZER | BCEWT.

EIERNIR

REBIERENOSECIREE , HASURRZEANNE , &EBINLOG

1 BARERT

FFRAE

APl Gateway

BRRA

BENE

BNKE

ERHRBIRETMAKREEE , ATUT :

{

"inputs”: [

{

"type": "service_canal"”,

"detail": {

"Host": "****#xxkirdk mysql.rds.aliyuncs.com”,
"User" : "root",

"ServerID" : 56321,
"Password"; "FxEFakrn
"IncludeTables": [
"user_info\\..*"

]

"ExcludeTables": [
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73

"A\.\\S+_inner"

L
"TextToString" : true

}
}
]
}

prinz DR
BinlogE B EEAE F—4 , WAWISARETE , FaILE— DA ERETE— WA,
-3 ¢ BinlogRERBE—ARELogtaillNes , FHIHEEA T REEAE — MPEIA,

XA thicE

RIS EERERENEMAERTLNURL, S, FHREHER , SEEXERE TARAIAEFoEES
HRNE.
AR . IREIRSIHHMANREELER , WEELLLZE.

1. BRlogtailFifEARSS RS . Eik/usr/local/ilogtail/user_log_config.json3Z{4service_canalXigis]
, AEK RIS RIAIHost, User, Password%=Eg
2. EjgLogtail , sudo /etc/init.d/ilogtaild stop; sudo /etc/init.d/ilogtaild start

BEYE

FWBinlogREMBEE5A, | MREHBIREAIERTRIMIEBIRIF | Wogtail L ENSIUHIEIRTRE

EIBEIRSS.
- R ¢ Logtail BRIAREEBInloghUIEEEUE | BB RSB BMA TR E B EEUREN MIIERF
TEIEBURAE,
IMEB:{ A user_info THISpecialAlarm3&E4 BIHFINSERT, UPDATE. DELETEIR{E , Logtail SRESHIREBIAN
T
=&

CREATE TABLE “SpecialAlarm’ (

‘id” int(11) unsigned NOT NULL AUTO_INCREMENT,
‘time” datetime NOT NULL,

“alarmtype’ varchar(64) NOT NULL,

‘ip” varchar(16) NOT NULL,

‘count’ int(11) unsigned NOT NULL,

PRIMARY KEY ('id"),

KEY ‘time’ (‘time") USING BTREE,

KEY “alarmtype” (‘alarmtype’) USING BTREE

) ENGINE=MyISAM AUTO_INCREMENT=1;
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SUERFRMF
I RIS SUR A =R -

insert into specialalarm (‘time’, alarmType’, ‘ip’, ‘count’) values(now(), "NO_ALARM", "10.10.*****" 55);
delete from specialalarm where id = 4829235 ;
update specialalarm set ip = "10.11.*****" where id = "4829234";

HHIEE

AR EEE R RE T |, JLIERR SRR EROGI BT

INSERTiEH)

__source__: 10.30.%* **
_tag_:_hostname__: iZbp145dd9fccu*****
__topic__:

_db_:zc

_event_: row_insert

_gtid_: 7d2ea78d-b631-11e7-8afb-00163e0eef52:536
_host_: ***xxkkix mysql.rds.aliyuncs.com
_id_: 113

_table_: specialalarm

alarmtype: NO_ALARM

count: 55

id: 4829235

ip: 10.10.22.133

time: 2017-11-01 12:31:41

DELETEIE®

__source__: 10.30.%* **
__tag__:__hostname__: iZbp145dd9fccu****
__topic__:

_db_: zc

_event_: row_delete

_gtid_: 7d2ea78d-b631-11e7-8afb-00163e0eef52:537
_host_; ******xxk mysql.rds.aliyuncs.com
_id_: 114

_table_: specialalarm

alarmtype: NO_ALARM

count: 55

id: 4829235

ip: 10.10.22.133

time: 2017-11-01 12:31:41

UPDATEEA]
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__source__: 10.30.%* **
__tag__:__hostname__: iZbp145dd9fccu****
__topic__:

_db_: zc

_event_: row_update

_gtid_: 7d2ea78d-b631-11e7-8afb-00163e0eef52:538
_host_: ***xxkkix mysql.rds.aliyuncs.com
_id_: 115

_old_alarmtype: NO_ALARM

_old_count: 55

_old_id: 4829234

_old_ip: 10.10.22.133

_old_time: 2017-10-31 12:04:54

_table_: specialalarm

alarmtype: NO_ALARM

count: 55

id: 4829234

ip: 10.11.145.98

time: 2017-10-31 12:04:54

VASQLIZEERR SRR AP RYEHE | RIESQLA LIS EE M RES .
R IIhREE RIS Linux , #KkifiLogtail 0.16.0R LA ERRAE |, IRAEESHRES WL,

IhRE

- STFRMHMySQLIEOMEIRRE , SGFERDS
- O RIRE

- TENXIEE

- TSES E

- FFcheckpointikiSIFTE

- SZHFSSL

- T ERBRARELHERE

SCHNRIE

= LB, | Logtail| D

WN_EEFrR , Logtail NEMRIEAFECE E I TIEEAISELECTIEED |, JBSELECTREIRIERIENEURE LERIR

TARSS.

Logtail fEEREXZEIHTEERAT | SBERPEENICheckPoint==BRIRFEAN , HTRHMITSQLET , £ E—Rk
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{R1FHICheckPointEs NBISELECTIEA) T |, LUK SCIE S HEESRAeE,

RIFiA S

- IRIE BB DE A S inS it TIR B EUER 2.
- BENTFERE.

AcEIN

ZHEINIEZEEL S service_mysql,
BB i WASEERRTIE L
MySQLittiE , ERIASY

Address string i "' 127.0.0.1:3306" .
root” ,
Password string A% SRR, BOANE
BRI B AT Y 1)
DialTimeOutMs int Elpvis , BIAms , AR
5000ms,
R RGBT A E)
ReadTimeOutMs int Ejvis , BRI ms , BRIAK
5000ms,
StateMent string WS SQLiEf.
. . EAEALImMItD R
Limit bool Ak BfiAHfalse,
. . . STKR/N, Limith
PageSize int ik truefd A RFLE.
FIRELHENICRE
MaxSyncSize int aJi% . HOFRTTORE , B
A0,
=EFEA
CheckPoint bool Ak checkpoint , ZRIAJS
false,
checkpoint#l|&ZFR
CheckPointColumn string Ak , CheckPoint/y
trueld W /RBCE.

‘ checkpointl 258,
CheckPointColumnT string Tk | TEintFOtimeFgFD
ype ST

=o
CheckPointStart string AJi% checkpointfJia(E.
CheckPointSavePerP bool Gt FtrueBTEIRD TRAHE
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age

IntervalMs int WASE

{52 PRl

7R

checkpoint , 5
falseRt @R EL G
{RFcheckpoint,

ELERE , BN

ms,

SRZUENEFALIMItS TR |, EALIMItS TR , SQLERISBERIEStateMent/FiBINLIMITIE 4],

fEACheckPointhy , StateMentFSELECTHAY# R /) S checkpoint?l , EwhereZ& {44/

Bcheckpointdll , ZFIRHEE?

fBlaNcheckpointA” id” , StateMent9SELECT * from ... where id > ?,

CheckPointAtrueRf¥4 i & CheckPointColumn, CheckPointColumnType, CheckPointStart,

CheckPointColumnType R3z#FintfItimezEEY |
date. datetime, time,

Nl

TERGAMMyYSQLETERR(L0FL) & E R4 ogtail.VersionOsscount > OfY%EE , checkpointi2iaadaE
2017-09-25 11:00:00 , iIEKARADTEK , HR100 , ®RHRERTFcheckpoint,

[T

{
"inputs": [
{

"type": "service_mysql",

"detail": {
"Address"; "******¥*:3306",
"User": "logtail",

"Password"; "xEFEEEE"
"DataBase": "logtail",
"Limit": true,
"PageSize": 100,

"StateMent": "SELECT * from logtail.VersionOs where time > ?",

"CheckPoint": true,

"CheckPointColumn": "time",
"CheckPointStart": "2017-09-25 11:00:00",
"CheckPointSavePerPage": true,
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"CheckPointColumnType": "time",
"IntervalMs": 10000

)

)

]

)
R

CREATE TABLE "VersionOs' (
‘id” int(11) unsigned NOT NULL AUTO_INCREMENT COMMENT 'id",

‘time” datetime NOT NULL,

‘version’ varchar(10) NOT NULL DEFAULT ",
‘os’ varchar(10) NOT NULL,

‘count’ int(11) unsigned NOT NULL,
PRIMARY KEY ('id"),

KEY “timeindex’ (‘time’)

)

Al

"count": "4"

"id: "721097"

"os: "Windows"

"time: "2017-08-25 13:00:00"
"version": "1.3.0"

HTTPE AT RIESAVECEE B RISEURL |, BiEKiREIbodyBfFNBNIRE LER BEMRS.

"

R IIhREE RIS Linux , #KkifiLogtail 0.16.0R LA ERRAE |, IRAEESHRES WL,

I1hRE

- XIFECEZNURL,
- XiFEKEIREE.
- XHRHTTPG AR E.
- XFFEE X header,
g Emethod,
- XHEHTTPS,
- 2 EMIbody 2B ILACEEpattern,

SCHNRIE
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Logtail |

Response Code
Response Time
Body

W_EERR , Logtail WEPEtRIERFEBERIHTTPIERuUrl, method, header, bodyZ(=EEEAIEEURLA

K , SERIRERIRAE, body BRI IIYSIE HEBIBSHES.
]
ERT=

R FPRE T (LAHTTPA TR tintzizn ) |, fial -

- Nginx

- Docker ( LAHTTPAZT )

- Elastic Search

- Haproxy

- EfLAHTTPIR At iEis i MR9ARSS

ARSSETRMIEN , EHIERIRSS | BITINSIELARIERIEE AT At i,

EUEERIAEN | PINGAEITE. ML,

S8R

IZEINIRZRELS © metric_http,

o ESic) WA AT
Addresses string #4148 %3vi
IntervalMs int WA
Method string A%
Body string Elpvid
Headers key:string Bi%

value:string map

PerAddressSleepMs int E1pvis

118
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JmAhttp 8 https FF
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BIRIEKERR , B
ms,

BXGiEE , X5, &
IAAGET,

http body=FEBRRE
 BUARZ,

http headerNZ , Bk
A=,

AddressesFlFRHEAN
urliERiEIPRRTE) , B
fiZms , ERIA100ms,
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EKEBATAYE) , B
ms , ZXIA5000ms.

EEREIFKAY
body , &Atrue , M
bodylAcontent g
keyfZh , FNIAA

false,

EREMEEER
. BRiASofalse,

E&RPThttpsZett
&, BiASfalse,

SFiRElbodyi#{TIE
MFEXRCE | 0B
RLA
_response_match_J
keyfFi : &EILED

, valueyes ; HEA
PTER , valuegfalse,

K

ResponseTimeoutMs int B}

IncludeBody bool aJ

=

5

FollowRedirects bool aJ

5

InsecureSkipVerify bool aJ

EesponseStrmgMatc string a

K

{sE PR

IIhEEERIR ST Linux , fKifiLogtail 0.16.0% LA LARA , MRABE SHRES ML,
URLZRLAhttpEhttpsFFk,
BRIASRERESIES.
AZFFRERBEAR.
AN~
AAFER

BRERIAS LELUTFR,
FERAE 1588 gl

_address_ kit :http://127.0.0.1/ngx_status
_method_ BRAE. "GET”
_response_time_ms_ MR , BB Ims, “1.320"
_http_response_code_ RS, 200"

BB, BUESERE:success,
_result_ invalid_body, "success”

match_regex_invalid,
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_response_match_

ANl

mismatch, timeout,

IR[E]body 2 ITED
ResponseStringMatch=E&

, BAEE “yes"
ResponseStringMatch=2E&I
A=, BYEseEyes. no.

FLENginxIRZE Mtz , Logtail&hE1000msiEsk—xnginx statust&iRfg URL

http://127.0.0.1/ngx_status , #iREIRIbody{FRENMRNHEFIMRHES., FMHESWT

HRERER

{

"inputs”: [

{

"type": "metric_http",
"detail": {

"IntervalMs": 1000,
"Addresses": [
"http://127.0.0.1/ngx_status"
I

"IncludeBody": true

}

}

I

"processors” : [

{

"type": "processor_regex",
"detail" : {

"SourceKey": "content”,

"Regex": "Active connections: (\\d+)\\s+server accepts handled requests\\s+(\\d+)\\s+(\\d+)\\s+(\\d+)\\s+Reading:

(\\d+) Writing: (\\d+) Waiting: (\\d+).*",
"Keys": [

"connection”,

"accepts”,

"handled",

"requests”,

"reading”,

"writing",

"waiting"

I
"FullMatch": true,
"NoKeyError": true,
"NoMatchError": true,
"KeepSource": false

}
}
]
}
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Bl

e LERY BSEUER B S TENRTIEROEERES, , RBEHTTPIEXIINAImethod, address, time,

code, resultiS&.,

"Index" : "7"
"connection” : "1"
"accepts" : "6079"
"handled" : "6079"
"requests” : "11596"

"reading” : "0"
"writing" : "1"
"waiting" : "0"

" method_": "GET"

"_address_" : "http://127.0.0.1/ngx_status"
"_response_time_ms_": "1.320"
"_http_response_code_" : "200"

" result_": "success"

VA

logtail}g FRRIEARBNIRIRA T H—RIEIEGIERE | BRI —MaNFRERES MRS
, logtall SRIERC EINFZE—HUTS MRS .

- R HEEUEGIER B RIEATbinlog. mysqlEIFER. nginxiSiEfnhttpEI IR,

XX
&

ngtp@ﬂﬁ -OgSQLEaE a-gbinlogﬁﬂl%i

--— l

—m- QPR E

=

—x
‘=ﬂﬁ_\2ﬂ§m%§zﬂ
—
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g1 EEFTR , BRSNS MINRRENNAILIEST (ALEREST ) | logtailfRIEEEIFHI TS MR
B, REBIETR ISR AIXE A EIRSS.

ETSE

BRISTFAMES TN -

- IENUFEEX

- TREHEEY ( 3ZFFJSON )
- BEREOIRAT

- ZFRFDIRAT

- IENEIE

BCEST,

RIEECERIkeyIprocessors , valuegjson objectfVi4E , EHRE MNobjecttFE—MMEAREE
BMESHBEEM N FR type. detail , HptypesiZzd B TREY | detail AEEHIZAEARYFEHAECE

"processors” : [

{

"type" : "processor_anchor”,
"detail" : {

}
1
{

"type" : "processor_regex”,
"detail" : {

}
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}
]

S FETIRE SECE
Nl

Z B A EEF R TIENIZRIA T PLEC kiR AN R L ACAI R

BcEI

IZAMEFS T ZEEY: processor_regex

ECEIRN it BEWMA Lk
. o [RIAFERE | B
SourceKey string 2 ??IEE&T%EKE’J?E =
FBFICECAIIENIZRIA
Regex string 2 , TR F R

OtmE  Bixs®E

FERRNFERS |, fI
an[ "keyl” ,
"key2" ..]

EiAAfalse , A
truelE R HIKE!
SourceKey=ERMIiREE

BiASfalse , /9
trueRT & IENAPTECRY
i3]

EKikHfalse , 79
truefd LSRR AER
SourceKey=E&

BRiASgtrue , Sotrueld
REFERTEITE
RegexHf A S 1THEEY
, JofalseBdE&Bn=FER
LACth S THREY

all

Keys string £¢H

NoKeyError bool

17

NoMatchError bool

ol

KeepSource bool

Il

FullMatch bool

il

Nl

TERGIETaccess A SRR S

A
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"content” : "10.200.98.220 - - [10/Aug/2017:14:57:51 +0800] \"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Ju
N%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7blc%
3D HTTP/1.1\" 0.024 18204 200 37 \"-\" \"aliyun-sdk-java"

BCEI

{

"type" : "processor_regex",

"detail" : {"SourceKey" : "content”,

"Regex” : "(I\\d\\.J+) \\S+ \\S+ \\[(\\S+) \\S+\\] \"(\Ww+) ([ANNTON (NA\T+) (\d+) \\d+) (\d+[-)
\"CANWTON N"(CANNTON (\W\d+)",

"Keys" : ["ip", "
"browser"],
"NoKeyError" : true,
"NoMatchError" : true,
"KeepSource" : false

}

}

non won

time", "method", "url", "request_time", "request_length", "status", "length", "ref_url",

LISE L

"ip" : "10.200.98.220"

"time" : "10/Aug/2017:14:57:51"

"method" : "POST"

"url" :
"/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%2
0Jun%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7
b1c%3D"

"request_time" : "0.024"

"request_length" : "18204"

"status" : "200"
"length" : "27"
"ref_url" : "-"

"browser" : "aliyun-sdk-java"

HREHEEN

ZH B R e EF BRI ISR KRB FHITIR | frEBr= s B RRjsonRIF =0

°

=101l

ZAMIES AL processor_anchor

FSTH il EBUM 1iEA
_ . RiaTERE DR
SourceKey string = TR =ER
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eI  BRER
TR

BN Hfalse , f9
trueltEEIRAZ K
FNIREE

EiAsfalse , 79
truefI & 2B HKE
SourceKey=EZNIR5E

il ffalse , A
trueltLECEEAEFT
SourceKey=Eg

Anchors Anchor 42

il

NoAnchorError bool

iy

ol

NoKeyError bool

KeepSource bool

ol

- AnchorZ£EYEH

BB it BEYR i5AE

EaXEy , 5N
HRIFECFFFERFFL

s | EREN
RICECFRIRLER
RERIFERE
REFERRE | S

" string” .

" json” PRFRSEEY
ZilSfalse , 79
trueBFieldType
jsONBTHHRENAYjsoniZ
ERFF

jsonRFFHIERER , 3R

NS

Start string

i

i

Stop string

2l

FieldName string

FieldType string

2l

ExpondJson bool

Iy

ExpondConnecter string

ol

JSONEARANRE , K
A0 ( TohRH! )

iy

MaxExpondDepth int
Gl
Blanan FECEXI R SR E NI IBERINT ¢
BN

"content” : "time:2017.09.12 20:55:36\tjson:{\"keyI\" : \"xx\", \"key2\": false, \"key3\":123.456, \"key4\" : {
\"innerl\" : 1, \"inner2\" : false}}"

Fr& I
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{

"type" : "processor_anchor”,
"detail" : {"SourceKey" : "content",
"Anchors" : [

{

"Start" : "time",

"Stop" : "\t",

"FieldName" : "time",
"FieldType" : "string",
"ExpondJson” : false

b

{

"Start" : "json:",

"Stop": ",

"FieldName" : "val",
"FieldType" : "json",
"ExpondJson” : true

o & = =

ERER

"time" : "2017.09.12 20:55:36"
"val_keyl" : "xx"

"val_key2" : "false"

"val_key3" : "123.456"
"value_key4_innerl" : "1"
"value_key4 _inner2" : "false"

B FRFo FRRTHREY
BTRBHERS N ST , TEEQUOteHTS AL

BCEI

IZARFREEBY: processor_split_char

ECET CSid) BRI L
: = [Ria=Ee® , RIFEEH

SourceKey string ps=3 (TR ER

DR | WIRNBFRF
SplitSep string 2 . AILUREAR FRF

, f5%0\u0001

Yo ERFERE | flan
SplitKeys string £%48 = [ "keyl" ,

"key2" ...]
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QuoteFlag

Quote

NoKeyError
NoMatchError

KeepSource

il

bool

string

bool

bool

bool

BIanan P ECEXS D IRATEUEM NI IREERANT

A

"content” : "10.200.98.220|10/Aug/2017:14:57:51
+0800|POST|PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A8&Date=Fri%2C
%2028%20Jun%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x
7hAgQ7b1c%3D|0.024|18204|200|37|-|aliyun-sdk-java"

[T=101

"type" : "processor_split_char”,
"detail" : {"SourceKey" : "content",
"SplitSep” : "|",

iy

Iy

i

ol

17|

ZXiAAfalse ,
trueAIXZR(FERquote

WA

, QuoteFlag/atruefd
42, JLUKEART L
5, F0\u0001

ZXiAAfalse ,
truelt & IRBEKE!
SourceKey=E& NS

Ziksfalse , 79
truel&t1o

FKikSfalse , 79
truefd LR EAER
SourceKey=E&

"SplitKeys" : ["ip", "time", "method", "url", "request_time", "request_length", "status", "length", "ref_url",

"browser"]

RIEBRER

"ip" :"10.200.98.220"

"time" : "10/Aug/2017:14:57:51 +0800"

"method" : "POST"
"url" :

"/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIJW45A&Date=Fri%2C%2028%2
0Jun%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7

127



AEIRSS FAFisEe

b1c%3D"
"request_time" : "0.024"
"request_length" : "18204"

"status" : "200"
"Iength" 127"
Ilref_urlll : II_II

"browser" : "aliyun-sdk-java"

SFRORE

MBFFEDIRFTRIL , ZFRPTRATASIFQuote , SEEEROTRAFFZ A

BeE

IZAME SRR processor_split_string

FCET E-Sit) BEYUM AR
: = [FRIaFER% , BIEEH
SourceKey string =2 TIRENE

PR TLAREARA
W=FFF , fign
\u0001\u0002

o EN=FERE |, filan
[ “keyl” ,
"key2" ..]

BRiASofalse, Sgtruelsdt
B EINFERKRTF
SplitKeysixE<{RER
BHERD

BiASfalse , /9
trueR 4R LRI H SR

PAN
7]

BHED RS Bl
WNEcERJexpand_, M
key/gexpand_1 .
expand_2 ..

BXiAAfalse , 9
truelt & IRBEXE!
SourceKey=EZMIIRsE

Eiksfalse , 79
truefd&t1%

i ffalse ,
trueft L ECEEAEF
SourceKey=E&

fiD

SplitSep string

SplitKeys string #4040

i

PreserveOthers bool

iy

ExpandOthers bool

ol

ExpandKeyPrefix string

ol

NoKeyError bool

iy

NoMatchError bool

ol

KeepSource bool

i
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Gl
B TR ER S AR MR BRI T -

A

"content" : "10.200.98.220|#|10/Aug/2017:14:57:51
+0800|#|POST|#|PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJW45A&Date=Fri%
2C%2028%20Jun%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd
6x7hAgQ7b1c%3D|#|0.024|#|18204|#|200#|37|#|-|#|aliyun-sdk-java"

[T=101

"type" : "processor_split_string",

"detail" : {"SourceKey" : "content",

"SplitSep” : "|#|",

"SplitKeys" : ["ip", "time", "method", "url", "request_time", "request_length”, "status"],
"PreserveOthers" : true,

"ExpandOthers" : true,

"ExpandKeyPrefix" : "expand_"

EIRER

"ip" : "10.200.98.220"

"time" : "10/Aug/2017:14:57:51 +0800"

"method" : "POST"

"url":
"/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIJW45A&Date=Fri%2C%2028%2
0Jun%202013%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7
b1c%3D"

"request_time" : "0.024"

"request_length" : "18204"

"status” : "200"

"expand_1": "27"

"expand_2": "-"

"expand_3" : "aliyun-sdk-java"

ZA VBN FRETIENRAA AT EESE , ATEEERIncludeflExcludefffysz.
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BcEI

IZAME SRR processor _filter_regex
ECETN ikl BEVM izl

key A El%'i?—ﬁﬁ
o , value IiZ=ERITHEg
\Ij:mset'gtr;% Hama & MIENZFRIARS, , BHIEE
:string P FRAAGZRIAL , N
ZFBEWIE

key /g El;l;'?ff—ﬁﬁ

o , value 9iZ=ERILEL

kel)/-SFr'tng " RIENZRIAS, , HiEE

value:string Bymap FEREA/IZFRIAR W
1ZEBEA WIS

Include

Exclude

17

- R —FATRBETEHIncluderPEC EIILA B AKX ExcludespYE—Ec EINPLACRT 4 S 4REE

 BUEEEFR
Gl
Blanan TECERTMA B SRS IRERA T
TN
H&L

"ip" : "10.237.34.22"
"method" : "POST"

"browser" : "aliyun-sdk-java"
B2

"ip" : "10.237.34.22"
"method" : "POST"
"browser" : "chrome"

HE3

"ip":"192.168.1.1"
"method" : "POST"

"browser" : "ali-sls-ilogtail"

- EcE I
{
"type" : "processor_filter_regex”,
"detail" : {
"Include” : {
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"ip" : "10\\..*",
"method" : "POST"
b
"Exclude" : {
"browser" : "aliyun.*"
}

}

}

- WIBRER

B pr Uy
A&l UYLy
H&2 PLfe

H&3 APLie

HEE

EE
browserlUEZ_E T Exclude

Included” ip" ZFERAILELD
AL 10" Rk

BIEEEILESEEER | Sl TdEEN BSSRH ToRMAISE | BXsEHdetail H THRERRE

BN

"content" :

"ACCESS|QAS|11.175.88.71|1508729889935|52460dbed4d540b88a973cf5452b1447|1238|appKey=ba,env=
pub,requestTime=1508729889913, latency=22ms,request={appKey:ba,optional:{\\domains\\:\\daily\\,\\versi

on\\\\v2\\},rawQuery:(\\query\\:\\ERLLIAIEEZ\\, \\domain\\'\\Siin

\\\\intent\\:\\navigate\\ \\slots\\:\\to_geo:level3=KLL\\ \\location\\:\\1t5T
\\},requestld:52460dbed4d540b88a973cf5452b1447},response={answers:[],status:SUCCESS}|"

=1l

"processors" : [

{

"type" : "processor_split_char",
"detail" : {"SourceKey" : "content",
"SplitSep" : "|",

"SplitKeys" : ["method", "type", "ip", "time", "req_id", "size", "detail"]

}

b

{

"type" : "processor_anchor”,
"detail" : "SourceKey" : "detail",
"Anchors" : [
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{

"Start" : "appKey=",
"Stop" : ",env=",
"FieldName" : "appKey",
"FieldType" : "string"

2

{

"Start" : ",env",

"Stop" : ",requestTime=",
"FieldName" : "env",
"FieldType" : "string"

b

{

"Start" : ",requestTime=",
"Stop" : " latency”,

"FieldName" : "requestTime",

"FieldType" : "string"

b

{

"Start" : " latency=",
"Stop" : ",request=",
"FieldName" : "latency”,
"FieldType" : "string"

b

{

"Start" : ",request=",
"Stop" : ",response=",
"FieldName" : "request”,
"FieldType" : "string"

b

{

"Start" : ",response=",
"Stop" : ",

"FieldName" : "response”,
"FieldType" : "json"

}
]
}
}
]
WISEISPEES

"method" : "ACCESS"
"type" : "QAS"
"ip":"11.175.88.71"

"time" : "1508729889935"
"req_id" : "52460dbed4d540b88a973cf5452b1447"

"size" : "1238"
"appKey" : "ba"
"env" : "pub”

"requestTime" : "1508729889913"

"latency” : "22ms"

"request” : "{appKey:nui-banma,optional:{\\domains\\:\\daily-
fag\\,\\\version\\:\\v2\\},rawQuery:{\\query\\:\\\345\216\273\344\271\220\345\261\261\347\232\204\350
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\267\257\347\272\277\\\\domain\\:\\\\345\257\274\350\210\252\\ \\intent\\:\\navigate\\ \\slots\\:\\to_g
eo:level3=\344\271\220\345\261\261\\ \\location\\:\\\345\214\227\344\272\254\\},requestld:52460dbed
4d540b88a973cf5452b1447}"

"response_answers" : "[]"

"response_status” : "SUCCESS"

=548

LogtailZ Fima] LAES BN H SRS A A migiEH Sl EECS TN ENEE, BT ZZELogtailZ s
4 (&I Z%lLogtail (Windows ) 1 &¥Logtail (Linux) ) , Hlogtail=FinmtliERHEWERERIFEX
g, mefLuEd AEESIRAGHEN AEESIZE. EXlogtailiiE.

UNRFEWENSHINRIET | 155% IS HEWERRIESE: kit 1T E.

tll#LogtailficE

BxufEd HERSEEEH StlELogtailicE , &0 (#A fEALogtaillfEXX A3 1 EFBLogtailliteE
syslog#iRE.

BHELogtail i BFIZE

EF ATRSEREHE.
EERNIME |, BEMBERREEREAN 5.

£ LogstoreFlZ T , B HEWERFI FHLogtail i E SH , ¥\ LogtailEeE%IFR .

ZIEY I TiEELogtaillgNAIFEEE , HHEa=8oRE | KESR. HERFILEFE
B AEIERIRA XA i |, EEEIFIBRER 7 )R EMXHER , TN ERTR.

e - |

sydog

IR I REER— MBI,
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& LogtailficE

ER HERSEEESA.
EERNME  BEIE B RREREANR S,
£ LogstoreFlZR 7o , Bt HEWERFI THLogtail i s S5 , #H LogtailEeEFIFR 7.

BHEREXLogtaill Bt ERIEFR.

ERLMEN BSIERT F EIEE N AZIRRE. BN EEENREMEETEERE.

HiE&LogtailficE

EF OERSEEEHE.
PEHRFAEAIINE |, BEMEERSEREAN ST,
£ LogstoredlZ: T , B HEWERENS THILogtailficE B , # LogtailEeEBFIZR mE.

R MR Logtail EEEFF R EAMAY bR,

HFRE IR EPRGXECE S Z RN AR ERRIRIPRE | LogtailtB S ILEEIXFC BRI NI B ESH
RE.

R : kRIS ELogstoreRIA PR ERS R AYRT B Logtail iR &,

Logtail SaifE TR FRRZIRS K , BEFIRCRAOTR SRR EERRRRE—EET |, Logtail 4 8EIER
Ik,

RIFEsHR
- LogtailBRARFIVEBIPHAHENIR , RN RETRIET (HIVPC ) STREHILR AP e

RIIERR , SEIRS IR EEELogtail,
- ZENRERERBE XSRS S BWERE (WEER? ) .
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B userdefined-id

Linux Logtail
1BII S /etc/ilogtail/user_defined_id Kig&userdefined-id.

fian | iREBEMXEFRRANT

#cat /etc/ilogtail/user_defined_id
aliyun-ecs-rs1el6355

Windows Logtail
1BIF 34 C:\LogtailData\user_defined_id ik Zuserdefined-id,

Blan , IREBEMHETRINT

C:\LogtailData>more user_defined_id
aliyun-ecs-rs1el6355

AN aliyun-ecs-rs1e16355 E#884 , 152 WEIRT4ERL.

F= : EBF /etc/ilogtail/. C\LogtailDatag 3 {4 /etc/ilogtail/user_defined_id.
C:\LogtailData\user_defined_idR1F7E , ‘EFheliE.,

=M userdefined-id
WNERABIREEFENSEIP/ERTRR |, i5MikRuser defined id3Zf4 , 1954 PIRIETARY,

Linux Logtail
rm -f /etc/ilogtail/user_defined_id
Windows Logtail

del C:\LogtailData\user_defined_id
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AEIRSS

= =GR 1)
FTIE. MIFR. {EHuser_defined_idXX/5E , BUABRT , 10 RBIRTERL.

INFBIZAPERY , IBHUTIA T e <L ERFLogtail

Linux Logtail

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start

Windows Logtail

WindowsiEHIER -> EHTER -> RS , FIRSYIFRPE#E AT LogtailWorkerfgss |, IEZEHS
FIAFECEE.

SRS EIHEANA R EEREEEEILogtallZFiRKiE ATHECSTIRSSE. EaILiEY AERS IR
BYIZRENZINBR NBgE5IR H. SrTLiBEE SRS CENRE  SERAT R  EXWRE 55
NEBRBERTS , EIERE  MERI=RE | ERN=RERR.

BIEE4E

B LUET A FRRTIEE X — MR

- IP . X2 EBFRHRII—ENESaIMIP,
- R ENETHEEE—MFR |, EXIRAEE EBLE XS NIRRT REX,

AXATONENGEL , ST SlRNEE,
BERREIxR

Ex ATRSEEEHS.
BHEAMSAZR LogHub - SLRIRE > Logtailtil#g4E #NZTNERY H2gE5Z TUm.

B EBRZINE TRFTEHLRE.

s

e

%
]
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(EH G

fEolEset=RaESE | SR LABEREEZ AR ENAIRS ERIR.

TR : SR EREE NS R A EXL,

Ex ATRSEEEHS.

BAFAMISHFZRY LogHub - SCRTSREE > Logtailt884H #H \iZIBRY H1884B%% RH.

SN R4 | B BSR4,

XN AR EESH AT WA,

il

* {EFEET: test
H=2EtwH: | IPihaE v

Hl=xH=Topic:
an{eH=ERYEEE opic 7

* IPHEfik:) 1.1.1.1

iProjectArE KIS =R SRR
ﬂ;w]ﬁ‘lx FIP, f’\IFnEJE}w-}j—}EJ

|
=
d LIk
”'=ln ‘”‘F

BENRE

J9EiELogtailZ FinBA AR ARNRIFTEIRS SR LML , ERLAEELogtail EFIRIVOBMESE

137



AEIRSS

FAFisEe

B BSRSEEEHA.

BAFAMISHFZRY LogHub - SCRTSREE > Logtailt384H #H\iZII AR H1884E%3% .
CEHEN1BEA | Bk BEUES.

EFEERT

H==EmS: ip

ip r

O
o
I
[
frl}
[i
O
&

1.1.1.1 FAIL E5FEE

FSE
SNERATEIRSS 28 _EALogtail= FindbgmT , MIOBHEERGZERS "OK" . WIROBMSE S "FAIL" | #
WESRRNERTHITEE. WBENAEEREE , Bl TRIRE.

=g
- IOk "OK" fELogtailZxFinS AEIRSZIEEZIER. M=SIAREETRERE/ Lo EaRE
RIABEEEIOBE "OK" K7 |, IBmERS,

- ARSS =S DEHSHERLN T "FAIL" AT | 15H%HE T%Logtail (Windows ) 71 &%
Logtail ( Linux ) #H{732(E,

EHRE

BERSH AT EEEEFRMERTIRS S | XREPHI— M EEEETNEMELogtailZ FimhIKEER
B (152% £ALogtail it 4 i EALogtaillitesyslogdl ) . SR LB A —MI=REAN A, MR
Logtail lcERREFEIRS = LAILogtail L RE | MAREMXERE , KXATERNHEES,

R BSRSEEEHS.

BAFAMISHFERY LogHub - SCATSREE > Logtailt884H #HNiZII AR H1884B%3% .
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AR E  BE EERE.

R LUGERFTRAVECE AT AN 5 MR SRS AREINZRER) LogtailEcE.

LR MNLogtail EEERY , ZLogtail leEfa N A ZINESHA RS EsLogtailZ Fin. ZHfkRLogtailfe
&Y , iZzLogtailfeES M Logtail ZFimEkk.

fect
2H ogtailEE B&EdlogtzilEE
Q
EN
syslog — b
< <fif2
fect
SCMIC_aCcess_log
sCmC_access_log_2 -

il

TR HERSEEEHIS.
BFEAMSHER LogHub - SCAFSREE > Logtailifl384E #H\izIm B/ #13848%5% TTm.
VEIRH1E8H |, B kR,

HEFRIASHEESR |, B fE.

HiksilE2E

€) Er=rans . wswee;
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AEIRS B REN SN EEEREEL LogtailZ il HERIECS TS,

BlZLogtailficESE , BALERSIRSIMBYIRHNIZIE AT HlaRE5ER EHTeI=E. Lot , SthaTLUR
EERD , £ MAZWERE m , BE elE14E KeUEMaE.

SR UBT A FRf A RN — MIE84E :
IP : e XABSBBFRFRIN—EESHIAMIP,

ERIABIS NI EZECSAMIPRIS T , ERISSBECSIHRINEI— M lssE+ , IES—Logtailke
&. JFECSIRSRREIENRRATUSEIFERECSEERFRR.

R - EXBTNHRERN— MR |, XIS LR EXNARRR TREK.

REMSMERER , B MERSHOEHTLAHTRIBFVKE R, JLUEESEHES , AT MER
DRICEENERE | TLAARISERERTRIER. EFEEANSMERDBICIZBENIRR , FES
MERAIIRSS 2 LECERBFBINR. HIINERMILS /9RR HTTP iSRAMEEIR, EFER, 2

BB IEER | HEEMARRAEILAD BIE X J9http_module, cache_module,
logic_moduleflistore_module,

BEPR

FEBHEIRSEHES Projectdlzk MEREIEBFR , HAIZIIB/ILogstoredlZ,

BFHAMSH=R LogHub - SCRIRER > Logtailtfl#&E HANZIBK HREETE H > B 8
213848,

EEeIELogtailficE/E | T MAZWIAEAE WE , B SIEHEEE.

HE HARESR.

BMRRAEINEFE., #HF. EFF (-) T (L) [ BEBVNEFEMEEFF AR
] &5%3"'128?:‘%—0

1051 HAREmR.

IP it
ERIINATERFRET P AMEE RARSSIFHIAK IP,
=5

- BHRBIESHNERS /AL ERZWSHE.
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- BRREESHNRIRSHRNZER HERSS ProjecttF—fUE =Region,

- BRRERECSRARSSBRAIAMIP,

AINZNPRS | BHATIEBEIA.

- BAEEWIndows = RSB S FILinux=IREZ SR INZIRE—H584H.

- BRIAEIRS EEXAnBIniER L LogtailZ i
Logtail STt TIRAE.

BEEE

miJRE  BEER BRI

* FEFEEE:| test

HesB8tmiH: | TPk r
e B Topic:
anfrl{=FEtLEEEopic 7
* IPHERE:| 1.1.1.1
= T e o T L = O e s s 5
2. EESEEEERAEEIP , S IMERETSE
3. Al E@EEr iR EEWindowsSLUnux=IESsE ( 8
Bh)
BrREEXImR
EREEEHFER APREXINR MESZREE MARR,
T ER , BN CEEAESTEREHTHIRSSH LOETHEFEEX MR, X

AERRAFEENINR |, B2 APEEXIRR,

LIERFEY SRR | FCANRREHIEINIRSS 88 | REEEEIRSS 88 L%k Logtailf]
Bl BEXIRRAhttp_moduleRISLHEIRT BRIRSARNRAIEE | AIITERFR

AL SR EE RS ERFIELER.
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BlEEE

* H=HEERR: | test

fl==E8fFE: RREENER -
nfrERRFREEMFR

fl=5BTopic:

AN{el{S=REEEtopic ?

* HPEENMTRER:| vip

155 H2&HTopic.

BXa{EREH 24 Topic , &0 W{A{EREN284E Topic.

B TR,

RN R A IR E BT E AR A,

- P
““““““““ S

BEEEME

BTN AZ S BT LIEERESIR | SR E  EEVRERTS SRR ENMRTIRE. E2E
B, 20 Logtail H284H.

INREFEBII Logtail REHEHIRSERFHIFPIERECS , SAFETAMKS TEIZEECSH , NFEEARSSELE
L¥logtailzfg , KEAFHR (IKS ID ) |, IERXEHREIEIEZKSHAEKE. SUSE0BKK.
TEREHIER TS, BERRUTSREE.

1 Z%Logtail

EGEEREATRS S FXELogtallZ iR |, WindowZE S iE2 Il LogtailZzE—Windows &St , Linux&k
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%152 Il Logtail&2E—Linux &4,

2 BeBRFRR
2.1 EEME=MKE ID

Bk EAWSEERE , EFRATIRSSProjectFiBIKSAHIID,

=2i2E
SERS . I g ] 2 ( )
EEID :
_‘_‘__ TfaETE
EMis
2.2 1EiRSS 28 L EC BB IDFRRS4
Linux®&%

BIEEMKSIDREIBAXHE /etc/ilogtail/users BR , BRAFEEFNEE , —alss LALRES
MKEID , Bign :

touch /etc/ilogtail/users/1559122535028493
touch /etc/ilogtail/users/1329232535020452

HBARFEELogtail RERIRRIZAFHIRERS Projectfs , AIBRAFRR :

rm /etc/ilogtail/users/1559122535028493

Windows&%

BIEKSIDEEXEEIBER C\LogtailData\usersLABREAFIRR. WEMREFIRR |, BEERR
I8 LR

540 , C:\LogtailData\users\1559122535028493,
=S

- B LEEWSIDINRE , FRZaMESERRET Logtail RE1Z28 FAIHEEIRE. 8L
A BER SRR S RTEE,
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- FiE. MRAFTRRE | 19 fh < REIA 4R,

AR

1. fEft
2. {#FBfERa

2.1. allig$

2.2. activeip$

2.3. logstore®m<
2.4. lodfiledp<

2.5. historya$

4. ap iR EIE
5. IHREERm =AY

4.1. Is¥slogtailiz Tk

4.2. EAEREHE

/

4.3. AT B RERETTE

S
RIIG+

4.4. BERETHE

1. &9t

Logtail R B SERELN ATREHETIHNIIEE  FTENTAEREDRATER , RETETIZI
BEREH) B SREAPIRNE IR IE,

2. EF3fErE

W ABRESHHNEEARENLogtailZEFinZf5 | AP iR EX e SRR EIRARERTS. =&
Logtail& W Logtail&ZE 5%,

EEFImEAGS /etc/init.d/ilogtaild -h , FHIAXHBIEFPinE S SIS AMRERSEITIIEE. BHtlogtail
insiaht. versionF#=NIFERP LT IThaEmLoatail.
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/etc/init.d/ilogtaild -h
Usage: ./ilogtaild { start | stop (graceful, flush data and save checkpoints) | force-stop | status | -h for help}$
logtail insight, version : 0.1.0

commond list :

status all [index]

get logtail running status

status active [--logstore | --logfile] index [project] [logstore]

list all active logstore | lodfile. if use --logfile, please add project and logstore. default --logstore
status logstore [--format=line | json] index project logstore

get logstore status with line or json style. default --format=line
status logfile [--format=line | json] index project logstore fileFullPath
get log file status with line or json style. default --format=line

status history beginIindex endIndex project logstore [fileFullPath]
query logstore | logfile history status.

index : from 1 to 60. in all, it means last $(index) minutes; in active/logstore/logfile/history, it means last $(index)*10
minutes

Logtail HRISZFHRIEIRIER <. @p<IiRE. EINMEXELIRERSIHAIREEONT
we ToRE AEHATEXE gEitEn

all %iﬁ] LosgtaﬂE’ﬂJ‘éﬁ’Ui ExJ\E6OJJ\%¢| 1§j\$q1
EHAHELER (BEURE

active SKEE ) ByLogstorerk BIF60054%h 1093%4
B&EF

N, L T\_,E

logstore ﬁﬁLogstoreE’Jxx BIT600>5 1054

logfile SRRTHIRER | gire00se 1054
AifjLogstoresyH&

history ﬁﬁ—ﬁﬁﬂﬂl‘ﬂmﬂ’ﬂ%ﬁ RIr600%% 1055

R

- S FPHindexSHREXZTANTEAFORSE , BRUEN1~60 , NHFIRTEFRITE. EFEN
E1o# , UEaEHFI(index, index-119#HHNEN ; ERITEOZ100% , NEAEXHE)
(10*index, 10*(index-1)]9$PRAIZEIHEO

- FEEAR SR TstatusFm< |, BitkFm<$Istatus

2.1. allfps>

Pl
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/etc/init.d/ilogtaild status all [ index ]

WdBA :
allf S AkEELogtailfhE TR, index HENESEL , FAARTEHIAREL,
Al

/etc/init.d/ilogtaild status all 1

ok
/etc/init.d/ilogtaild status all 10
busy
mHER A
e iR 538 fBRTE
ok LHEMASIEE. 7c ToEAE,
HEIRERERS =
bUSy , LOgta”:ljiﬁf\E'_J% % %ﬁ'ﬁﬁfio
. HBIEERENHEE MNERETEREAT
many_log_files o 1% eI
MBERETEERERS
43 AT L ﬁﬁég_glﬁf?ﬂf
SR EEETHIIEE FFELogtail[Za5
process_block ] 1K KR (5 CP U L
PREL M L& AIEF A PR
CBEHEEREZ
ﬁ%l«l&l@iﬁﬁ’S%E
FE , &a—BEl, &
send_block HEIRIXHIIEZE, 2= FAZELogtailZsh&
HECE BN CPUFERL
PREL L& AIEF A BRE!
SEWEEIRER
send_error HEEIE_ EEEY. = :SEND_DATA _FAIL A
LARMfRIR,

2.2. activeip$

sl

/etc/init.d/ilogtaild status active [--logstore] index
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/etc/init.d/ilogtaild status active --lodfile index project-name logstore-name

5BA
- ainactive [--logstore] indexFIsREE HAlEEAAILOgstore , --logstoreSEATLAERE , apdE XA
QD
- ;pactive --logfile index project-name logstore-nameFEsR&EEFProjectdiLogstore FAUFRETE
BRI,
- activean @ FIRIZEKEERHRAIBE M. BN EM=RTEERRILogstore , BEREIDZ
Logstore FRUTEER HESLIF,
il

/etc/init.d/ilogtaild status active 1
sls-zc-test : release-test

sls-zc-test : release-test-ant-rpc-3
sls-zc-test : release-test-same-regex-3

/etc/init.d/ilogtaild status active --logfile 1 sls-zc-test release-test
/disk2/test/normal/access.log

whERHER

- i< active --logstore index , LA project-name : logstore-namefZ =zt X RIFTEIEER
Logstore ; E#ffTar<active --logfile index project-name logstore-name , NI EEX HES 4
HISEEERIZ,

- HlLogstoresl A HHEEIRELMNIRE BEREEH , WA Eactiveds SRIBLHERF.

2.3. logstorefip<
wMER

/etc/init.d/ilogtaild status logstore [--format={line|json}] index project-name logstore-name

AR
- in¥logstorefgiELAlinesyjsonfiez i i E ProjectflLogstoreAISREIRT.
- MNERAECE--format=5% , NEIAERE--format=line , IZRlinefZzVmEREIEER. F&: --
format2#(&E i FlogstoreZ /5.
- &afcizlogstoredizLogstoreE HpEIAE AR BE HEXRE T , Wlinefezlimt A= |, json ™A
null,
ANl
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/etc/init.d/ilogtaild status logstore 1 sls-zc-test release-test-same
time_begin_readable : 17-08-29 10:56:11
time_end_readable : 17-08-29 11:06:11
time_begin : 1503975371

time_end : 1503975971

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503975970
read_count : 687

avg_delay_bytes : 0

max_unsend_time : 0
min_unsend_time : 0
max_send_success_time : 1503975968
send_queue_size : 0
send_network_error_count : 0
send_network_quota_count : 0
send_network_discard_count: 0
send_success_count : 302
send_block_flag : false
sender_valid_flag : true

/etc/init.d/ilogtaild status logstore --format=json 1 sls-zc-test release-test-same
{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"last_read_time" : 1503975970,

"logstore" : "release-test-same”,
"max_send_success_time" : 1503975968,
"max_unsend_time" : 0,
"min_unsend_time" : 0,

"parse_fail_lines" : 0,

"parse_success_lines" : 230615,

"project” : "sls-zc-test",

"read_bytes" : 65033430,

"read_count" : 687,

"send_block_flag" : false,
"send_network_discard_count" : 0,
"send_network_error_count" : 0,
"send_network_quota_count" : 0,
"send_queue_size" : O,
"send_success_count" : 302,
"sender_valid_flag" : true,

"status" : "ok",

"time_begin" : 1503975371,
"time_begin_readable" : "17-08-29 10:56:11",
"time_end" : 1503975971,
"time_end_readable" : "17-08-29 11:06:11"
}
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73

FAFisEe

mHER R

Xgr

status

time_begin_readable
time_end_readable
time_begin
time_end

project

logstore

config

read_bytes
parse_success_lines
parse_fail_lines
last_read_time

read_count

avg_delay_bytes

max_unsend_time

min_unsend_time

max_send_success_time

send_queue_size

send_network_error_count

send_network_quota_count

send_network_discard_count

send_success_count

send_block_flag

ax

ZLogstoreZB{RIKTE, BRIK
&, BULRERHFRILTE.

BIIEAYFHARTIR,
BJIERYELLERTE,

ST TR A,
SRITEATRET A,

ProjectfZ.

LogstorefZ,

REECER ( H#AHLO## +
project + $ + config/ARLHIZE
BE—EER ) .
BORIZEESE.

BO RN BEETRIIATEL
B O BEETRAY T,
BN RIEAYEEEETE,
BORHSERUREL,

BORFHIRIEET ZR1R%
BESXHXRNEERTFYE.

B OEERRS AIEFI PR AIEEL
EEAIRARNE , AFIZ
0.

B ORI PARAIEEL
:‘(‘)E@E’\JE’E/J\E?I‘EU . BAZIZ=ES A

BORARIEMIDEERI S AR
B OZ55RAT SR ARG RRAR

EEIREAL

R E MR SERIEERM
AUETRE ML,

BOREquotaitBfRSEUAIXSK
WEIEIEE NS,

BEOANEEERFEE TR SE
EFHIRERTEL

BORKIEMIIRIEIEE L.
BRI AIENTIE SR,
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UnixagiagEt , #
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sender_valid_flag

Logstorefk7&F1IZE
&
ok

process_block

parse_fail

send_block

sender_invalid

2.4. lodfiledip<

LK =520

BO4ERZLogstorefY 1%
IRENEEER , trueRRIEE
, falsefSFRATREE HMLEIEIR

BquotafBiRmHEEA,

SR IEES

AR

LRIARIEHINEEE

AR AL

[
10
ik

IS
TR,

MERS4HRERAYE , &
—BEHI , &FEELogtailig
B HEEENCPUER LR
RIL& RIEF R PR

SEASRASAERERER

a—H.

SBERSTEREERITELUR
MERSRBIEE , &—BHHI
, IZETAE Logtail SahSEED
B CPUFEA LRE LR &%

FARIRH,

MEMNERTS , EWEER , &
HREEREI
:SEND_DATA_FAIL_ALARMf#

IXNo

/etc/init.d/ilogtaild status lodfile [--format={line|json}] index project-name logstore-name fileFullPath

B

- logfilefpigELAlInegkjsonfiZzltifEE H S S HRIRERT.

- NRABLE--format=5%1 , WELAEREE--format=line , IZRlinefeXHIHEIZER.

- &7izlodfilesizlogfile T SRIENE MR B AEREE] , Wlinefeztmtti Az , jsonTAnull,

R
/TR .

- --format&#FE i FlogfileZ f5.
- filefullpathiRELERRRE.

]l
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/etc/init.d/ilogtaild status logfile 1 sls-zc-test release-test-same /disk2/test/normal/access.log

time_begin_readable : 17-08-29 11:16:11
time_end_readable : 17-08-29 11:26:11
time_begin : 1503976571

time_end : 1503977171

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
file_path : /disk2/test/normal/access.log
file_dev : 64800

file_inode : 22544456

file_size_bytes : 17154060
file_offset_bytes : 17154060

read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503977170
read_count : 667

avg_delay_bytes : 0

/etc/init.d/ilogtaild status logfile --format=json 1 sls-zc-test release-test-same /disk2/test/normal/access.log

{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"file_dev" : 64800,

"file_inode" : 22544456,

"file_path" : "/disk2/test/normal/access.log",
"file_size_bytes" : 17154060,
"last_read_time" : 1503977170,

"logstore" : "release-test-same”,
"parse_fail_lines" : 0,

"parse_success_lines" : 230615,

"project” : "sls-zc-test",

"read_bytes" : 65033430,

"read_count" : 667,

"read_offset_bytes" : 17154060,

"status" : "ok",

"time_begin" : 1503976571,
"time_begin_readable" : "17-08-29 11:16:11",
"time_end" : 1503977171,
"time_end_readable" : "17-08-29 11:26:11"

wHER IR

K=z X Bafy
1ZBEHHRIE ORISR ER

status %, Zllogstoremn$Hy x
status,

time_begin_readable BIERYFHIART . v

time_end_readable AEERVEL LERTE], 7c
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time_begin FITFFiRATEL. UnixAdalE; , #

time_end FEITEETRATIE, UnixEfiajg; , #

project ProjectfZ. 7o

logstore Logstore®Z, 7c

file_path ZBAESUF R, 7

file_dev ZHEEXHAYdevice id, 7

file_inode 1ZBAE3X 4 inode, 7c

file_size_bytes /JI:LI’\]EEEJ‘E—WEITEEU Az s

read_offset_bytes HRNZRTRIE 2. o
REFCER ( H#HLO#H +

config project + $ + config/BREHIE 7
BE—&ES ) .

read_bytes BORIEREEE. o

parse_success_lines BEOR HSRETARIHAY TEL 7

parse_fail_lines BOR B ST KRBT 7

last_read_time

read_count

avg_delay_bytes

B ORISR A,
BORESEBUREL.

BORFHIRIEET 251w
BESXHXRNEERFIE.

UnixAJiagg , #

N3

R

&

>,

i}
of

2.5. history@p <

LK <520

/etc/init.d/ilogtaild status history beginindex endindex project-name logstore-name [ fileFullPath]
BA

- historyan & Fik&EIfLogstores &34 —ERATEINAIRERTE.

- beginindex, endIndexfBI/BEIREORS RURIEFILLLE , FHfRbeginindex <=
endIndex,

- BSHPAEAileFullPath , NIKEBEIELogstorefIREER | BUEMREXHRIRERES.

Nl

/etc/init.d/ilogtaild status history 1 3 sls-zc-test release-test-same /disk2/test/normal/access.log
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begin_time status read parse_success parse_fail last_read_time read_count avg_delay device inode file_size
read_offset

17-08-29 11:26:11 ok 62.12MB 231000 0 17-08-29 11:36:11 671 0B 64800 22544459 18.22MB 18.22MB
17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 64800 22544456 16.36MB 16.36MB
17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 64800 22544452 14.46MB 14.46MB

$/etc/init.d/ilogtaild status history 2 5 sls-zc-test release-test-same

begin_time status read parse_success parse_fail last_read_time read_count avg_delay send_queue network_error
quota_error discard_error send_success send_block send_valid max_unsend min_unsend max_send_success
17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 0 0 0 0 300 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:26:08

17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 0 0 0 0 303 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:16:10

17-08-29 10:56:11 ok 62.02MB 230615 0 17-08-29 11:06:10 687 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:06:08

17-08-29 10:46:11 ok 62.12MB 231000 0 17-08-29 10:56:11 692 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 10:56:10

BiH{ERER
S USIER RS HLogstore AR HNFERERSS , BB,

- RS NiE&Mlogstoreflogfiledn <,

3. s IREYE
IERIREE

FrEaSSMABRIER MREENO ( BiELEEAEILogstoresk A& ) |, HI40

/etc/init.d/ilogtaild status logfile --format=json 1 error-project error-logstore /no/this/file
null

echo $?
0

/etc/init.d/ilogtaild status all
ok

echo $?
0

REREE

IREEIFORT , RIBRERE |, BEEUTER.

S s it A
10 s n e S LS N
1 iéjﬁﬁlﬁoﬂ’ﬂﬂzﬂﬁ_l invalid query interval ®HiH-hEEEE.
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<

TirERZEEREE

|

ENEOAEAIE

BEREONRELHE

/etc/init.d/ilogtaild status nothiscmd

invalid param, use -h for help.

echo $?
10

/etc/init.d/ilogtaild status/all 99

invalid query interval

echo $?
1

4. TheefsERn a0l

BidLogtailiEREEIIRTLERE Logtai HBIEMVAZ ;| BIERE
. EPIRIERB X E S BEENNEE

4.1 ¥EELogtailizf R

]_Jia”n

AR, : ER—

SHlLogtailizfT

DERERIEALogtail HENAT | &
send_errorQlfit A& iREE

KL tes
e JIELI

SZEE

oA S m

lstrs
mmITo

query fail, error:
$(error) , B{A&
errnofEN.

no match time
interval, please
check logtail status

invalid profile,
maybe logtail restart

AJsERERZlogtailiZah

BB/ NFEIDRT Bl E
, HittiEnisigss Te
RbIE,

S&Logtai EEEE
17, HttiERSRR LT
EAgLIE,

7f_L§Logta|IE'7<7_1_
17, HERERR T
CebSEN

HEEAR LERBRES R PRIERIENMER

LS RS Fprocess_block, send_block,

BMRE RSB RIS EEARERAZ R HESREERZERE,

4.2 WiEAEREHE

iBidlogstorem & SCHIEK NS R E R ISHE,

SPSE | EEER10o AR ogstoreds $IRENZlogstoreAIIKSER

1MB ( 1024*1024 ) g}statusF okt AIREE,
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Bfkavg_delay_bytesiREFHEMIREREREREHAZE.

4.3. Hl BE R ERE T

BT logfilean < Il B4R ERETTE.

SIS - BEXHEREILLENG Eﬁﬁﬂ[‘nlo’\%ﬂlﬂﬂﬁﬁlogﬂle pOIRBUZ IR ER. | Tzt

read_offset_bytesSfile_size_bytes—% , MiZAE B R FRETEE,

44. BSREEHE

ERMEAIRSEATREHETLR , oJMhistorym<EiMiZIRSS 28 HEXAIRERER.

send_block_flag/atrue , M5B HEREHAEIEIRblockERLEERS .

- &send_network_quota_count XFORY , FEXTLogstorefIShardi#iTo 2.
- &send_network_error_countXFO0RY , EEMSEMZIERE,
- & 7ciEknetwork error , MIFEEEZELogtail (URIEH R URERS.

RIEESIEXSEEF{Bavg_delay_bytesis.

- Al tREread_bytesitEH AEFIIFIMEE |, FINBES~EREEERE.
- AliE=H A% ogtail iV RIR{E BRI,

parse_fail_lines XF0,

HERSREFTIE RSB LRRERE.

{ELogtaillTEEAERY , ZIBREINENIRTRN , MHBEAER , REBEIShardiRSZENFER , AT

BRSSIRAUSUFINRS , SHEE I Logtail IRUIIEIEE,
ISP R
L HNSERZHTAE

EHEEProjectfd |, #A\Logstoredlz , 7E5ZRAIHBWEER 7 PR FIZHT.
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B4 LogStore & # TR ER BE

LogStore&#n g SEAe 1 oo

sample =3 LogtalEC|® (EHE) |ish |EE~
abed [=4 LogtalEC | (BHE) |i2E |~

2. EEABWEERIR

HANIZHTRESE , AR &EEEELogstoreXIMAIFTE Logtailiits HEFEIRFIR,
WIRTEIR

B A RREIR L EFRREEER | BERNETES S

ks A PHELL EEHE RS ORISR | REEEHTES

BiE) =P Himad BRE(EFEERRER RS
2017-01-13 13:25:12 10.183.178.192 119 MULTI CONFIG MATCH ALARM

2017-01-13 13:20:12  10.183.178.192 16! BiFEE

2017-01-13 13:15:12  10.183.178.192 15!

2017-01-13 13:10:12  10.183.178.192 14. e e

2017-01-13 13:05:12 10.183.178.192 151 MULTI CONFIG_MATCH_ALARM
2017-01-13 13:00:12 10.183.178.192 139 MULTI CONFIG_MATCH_ALARM
2017-01-13 12:55:12 10.183.178.192 157 MULTI CONFIG_MATCH_ALARM
2017-01-13 12:50:12 10.183.178.192 131 MULTI CONFIG_MATCH_ALARM
2017-01-13 12:45:12 10.183.178.192 116 MULTI_COMNFIG_MATCH_ALARM
2017-01-13 12:40:12 10.183.178.192 174 MULTI_CONFIG_MATCH_ALARM
HELR SRR 0F < 25 | »

3. EfEERIEREIR
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EEREERET , JIABES RN ERANISET ISP , B IEEHSSATEIERIR. H¥Logtail £
RS RRIRTRERRI5 5.

SRR | RIEERRAITH AT BRI SREIEREREIERE. HEKEESHRNIER , &
ALABBRIXERD IR | (VAR R B R R BB #AYEIRAIA.

1

LI ALogtailiFiRSEBIRANES T | B LMEIZHTNESIERITRIEREREIE. MEHEERE , BRITH

iR

LOGFILE_PERMINSSION_ALA
RM

SPLIT_LOG_FAIL_ALARM

MULTI_CONFIG_MATCH_ALA
RM

REGEX_MATCH_ALARM

PARSE_LOG_FAIL_ALARM

CATEGORY_CONFIG_ALARM

LOGTAIL_CRASH_ALARM

REGISTER_INOTIFY_FAIL_ALA
RM

DISCARD_DATA_ALARM

SEND_DATA_FAIL_ALARM

PARSE_TIME_FAIL_ALARM

HiRiEa
Logtail A PRIEEIEE S

TEIENSBHTELERK
, TR BT,

B—3H . HEgs—
Logtail YECEUWIEE | F3TFE
it MogtailFeEUHEE.

IENZRATETEIUT . BER
BMIEREAICA,

JSON, DIRFFEFTEIVT
, BT BEEAAFFEE N TR
MR

Logtail REECEARTIE,

Logtail EiET ARSS RE &R {E
EPRMAER.

Linux N EM HEEEITR , 7]
BB TR S SAUPREL S 143k
RS

BcELogtailSEAEAICPUZRIEAR
EER MR RIERIESEL.

(1) =S HKEUEEREE
AcessKey ;

(2) Logtail=Fimtles S HE
IRSS RS ImTo A ey & 4K ik
RRERE ;

(3) RS HE N E.

LogtailtRiERSIEIEHTRIA TR
Hrtime= BN,
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WESH

KERSSERLogtailR/ZaNMKA
, @i Aroot =N,

WETEENIERYE  NRER
TESALEEN. .

TE— I NHESES MERET
#ULEE | MBRZRAVECE.

SHIBRAE YA SAFGIER
SIHPLED | FrAERFRIFTHOMENT
IER=C,

ISR EHEREA LA RN
=8

HE AR AIENFRAT R
HERIEtopickl , HEsE
IRBIRLERR,

BE&ELogtail Ssh S EE
WCPU, WEFEALIR , i5%E
EiEIR T,

a5 logtail RABINRIGEIZY
BRI R B HMIRR

BE&ELogtail SIS EE
B CPUfER_EBREME RIXFH &
PR , SNERERIEE T ERARIR,

(1) ExSERAcessKey=H
& tlEAcessKey ;

(2) IOEAMEE
/usr/local/ilogtail/ilogtail _co
nfig.json , HiTcurl <fRs3bit
>, BEERABEABIRE ;

( 3) F9Logstoret&inShard#y
B, LSOSEEUEERNBA.

5tR{E H SR B EC & IEARRIAT )
fEtrRIA .
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REGISTER_INOTIFY_FAIL_ALA
RM

SEND_QUOTA_EXCEED_ALAR
M

READ_LOG_DELAY_ALARM

DROP_LOG_ALARM

LOGDIR_PERMINSSION_ALA
RM

ENCODING_CONVERT_ALAR
M

OUTDATED_LOG_ALAR

STAT_LIMIT_ALARM

DROP_DATA_ALARM

INPUT_COLLECT_ALARM

HTTP_LOAD_ADDRESS_ALAR
M

HTTP_COLLECT_ALARM

FILTER_INIT_ALARM

INPUT_CANAL_ALARM

CANAL_INVALID_ALARM

Logtail IHEB FEMinotify
watchers,

TENREBHRE.

. —ﬂ"zEEEEFEEELogtaIHE
?’JCPléﬁﬁT NIEEE MR RIE

HEREHEESETHEE=EH
&, BERAME SRR
200, — R ERTEE
Logtail{#EFRCPUBRIRA 5,
EMBRERIESH.

H
H
E
F
PG

B S s B RIEEUR,

TS S

EIAE , A& S SR
12/t ATRERE - BEAENT
HESEEBIT12/\0. BFE
EXAfEF R EEIRE HEIC
REFHEERERE.

B%E%%@EEE%*E’\JXZ#?&#E

HIRR AT A EFlushZZsibia
BY , WAtSEFARFlushZEERY

-+
o5y

MNBERERS

httpi NfYaddressA&i%
httpR&EFHE

bR AT

mysql binlog iZ{THE

mysql binlog RIEPIRESFE
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BRERRERFELURBERIN
RIRE.

ezl
go

179X (Shard ) 3

BE&ELogtai SIS EE
B CPUfER_EBREME RIXF &
PR , aNBERERIEE TR,

BE¥ LogtaillSshE#E B
MCPUfEA LR RIEFH A
PR , aNERRRIER T,

BREATREERESFHE
, A ERRNRIRE.

IS EATRBSEERS S
ARSI

BAEERERER
READ_LOG_DELAY_ALARM ,
WFEIZER
READ_LOG_DELAY_ALARM#4b
HARER , & FEmsiEn
IEU%EREEE ERE=ERECEIE
FiEERTCREFEHEE
BEIEE ; NEiERTE,

SREERESEREN
Yﬁ-ﬂ]? HR , 2IEgE s
REFRIMEREXRGERE.

lugiasl h%/R—f:]n T REMERZE
B3, B5&%LogtailBsh&4

FoEE CPUERA_EIREMZE A

EHARS , IELEaER LR

BEEEIRETRAIE
B Eaddress&iEttE

SRR HIE |
?ﬁfﬂj‘«—ﬂl

—RREA T IS IERRAYERRIATAF
=S, BRIBIRTMES

BIREERETHE (EREE
FifcanalfRBaIBEER |, XF
IREEBRIEIRTLAZES )

IR —REFIE1TRIRE
schema{;%E SHmetaf—
5k , BRTREEEESRE
{I%Eflﬁﬂ’ﬂschema , EftiERiE
RITE,

—RRET
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MYSQL_INIT_ALARM

MYSQL_CHECKPOING_ALAR
M

MYSQL_TIMEOUT_ALARM

MYSQL_PARSE_ALARM

xR EERAERT A EFII7EH

LEfEALogtailSREFSRS , MRESRKELM. XERSHEE | BRUTLSRH

mysql ¥R HRE

mysql checkpointi&=X B&E

mysq| ZifiEat

mysql EifERETRM

1 FAEKSEECEEEAccessKey

IEEEKSHIEREE LA EFR T RSIZRP R Taccesskeys , IFANAKEERHE , BEEEGCOIEHERT

AK,

WRIEHEWS R BEEACcessKey , Logtail REEIEEIZTT. BSESDFHENTHECEAccessKeyZE |, IE

HEcEAccessKey,

2 FEAEEA R Logtail kBT IEHE

% Logtailfllzfd , HAEFIEREEEIRERS. MROBOKNERHANT—F | IR OBFAILNFEE

H—HE.

FHAAFEELRIES % Logtailfl28 B OBEMHIE E.

3 ARAEIE T R EHNAZYEAE

WNEFIRASERRE | UEEHALITERE.

1 2&RB8ELogtailicE

&¥logtaillcE. FMARSEEBRINBEE-E S8 LXUHERE., Hep , BRASHHEMITE , F

HSEMIRE | AT SESTIFERIIVES.

3.2 Logtailic B R B CNAZEIHIREA

BELogtailfllz8E , MEFEERRE , WABTEERECENAENEE.
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e

BEEHIRETE

BARSESIZECE Y
checkpomﬂfE%EE% Hfths
iEte L&,

BEAMYsqliRSZEEMMER T

E,-N-‘u
FFo

EEAmysqlELERY
checkpomt’f“z_t% UG
FERAIET.

HIT , IBERNSEEE/usr/local/ilogtail/ilogtail. LOG,

1THIE.
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4 IBEREEIR

HlLogtail icBEIE R/ , BFEMARTH-EELN IR, Logtal IREIBELUE  FEXHIIRE
BEHFNASZE. NESEEMEREAERSFERR , SIS T2,

>

REHEIRIZHT

S

#HiTLogtail iEEIREIR , HRiELogtail EiIRAVEIRSELAMIE,

BEELogtail &

EZFinHERICREEINFOLINRFIEWARNING, ERRORHTE, MR T fEE AL ZEAEIR
, AUEL TERREEEFRESE

« Linux : /usr/local/ilogtail/ilogtail. LOG

- Linux : /usr/local/ilogtail/logtail_plugin.LOG ( http. mysql binlog, mysql EIfF%ER
FMNRIETER )

- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\logtail_*.log

« Windows x32 : C:\Program Files\Alibaba\Logtail\logtail_*.log

FREER

MBEEAAEEFE AHEIEENRET K , TaeEE Y Logtail B84 , LUAEIESHNEE
XEFHE, &% Logtail BEEEESE.

Er E=SRBERMNERRGARER  TLREKRAERS | FH LHFEIERRIAXRES.

AXEEENBESLogtaillBXAIRGIESR | BIEHRE. iR, ERCIESIRF

S SRESBRE

mH BEN SRS
ZHFUTF8/GBKERIBHEN G , iNRBEXHRE
XAHRRS EREUSHIMERL. ERREEERENITA. BN
EFUTF84RIBLIKIS EIFHIN IR MERE,
HESUERN FoPRH.
HE 4 Y, TiCEE N log*sE logEPszis,
HEARITIEEERT , Logtail &5z BT FDIREF
FIFRRES ; BRI EEERRE Il 2R B S
BRI RET , Logtail& ReTReRIFZ N B EETIF

; BRTRIE SR EBRIS 201 |, NEESUGFAH
SR, BABANESE,
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BRI SR

BRAEAN

IENZRIATORE

R—XHE N REEE

MTFHTH

Ao EpREl

0=
BCEEH
BCERNSINEL

BeEEL

ZHEFRE

IR SUEREPR

=

HE AR

BRAMRE

I ERE

NN

HRERAIESRER

lel

XS E A RVIGEE,

BEAEAR/INREI/512KB, #BH512KBRIAERE
AMpREE. ZTATRITEENREMSE &
FATRNRHENEA512KB,

EFAPerFRRIENIFRAR.

ASZHF  BSOUERER—Mogstore , AILAECE
ZDTIR. HEERIEXK , BT AR ERE
EII AT iZBRE.

Logtail RARFHESRESX AL TFIFPRE | FiZX
BB SDHRIEN |, WSKFZUL.

Logtail IREIRERIFENH | EIRAIISHE
WS, BXHEXRINEBTIM , WNRE1IMEFFIAR
& BUMTFHEUERSE | S E NRERTXH
—BEXEH , WAREZ

RENSBRH
FFRECE BT EATRERT 29307,
X%, BEPE—REERAMERE.

ECTRE , @RS EREL BN ET
100,

BIRERERRS. BXRANESE

BED SRR

JRia BEREEIARRSBI/2MB/s ( SUESIRISIESE
[a &, —MREEERN5-10F ) . BTIZATRE
WHERREERLATE | FIRIE A& HESH,

Bizge ] | ikfeE HER AR
100MB/s , IEMERIAER AL IERES1/920MB/s ( 0
FUSFEEX)  oRGFEERALGIEEDS
40MB/s , JSSONHERALIERES/S30MB/s ; FF
BEN M IBRLIEREnTIRE1.5-3(B A

EREIEENERER  BERHIIESHFERR
RiR. MR FREE , NFREES ERN
BEXH. BRHEREZ3000MER (BAFER).

BiALogtail 4 HFA40%CPU, 256MBRTE
, MBEFERREE |, URIE X BESH.

30 A Logtail 5 BREX R IFEIT R APRF
, MLogtail =38HESS | AT HIERTRERE R
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TR IERPR

I

LR TEIRAL R

HIRECEUEEPRALIE

R ERASIIRIIE]

WEER

checkpoint{RFHEE

0.16.0
FTLIRE

RESSBRH
EHRNEFERSEMENFEIERELER

EEIERRREE Y Logstoreix KFECER
. Logtail=fHZEREHBHEIR., HXEANE

=

ERIRRFERIERGRIL 6/ |, MIEFFZEIE.

XEFFEER FENER | fUEFRERERE
RRIRERSE.

REJISBRH

IEEER FAEAE lushf#ZELogtail REH HE
SERAEI 1) (RIS TR ) .

Logtail SRR FEMEA s , BA

ik | BSBII2000%, BREANBE2MEL

B SRR, (ERAREIRAL
7.

Logtail&7EH ( 159 ) siEHiRE B H <
X RIREHEREFRIcheckpointdh , TRE
PG E—XIFFHI checkpointdh FFA T 1,
checkpointE&REHAS
/tmp/logtail_checkpoint , TIRIE 7R AEESE

- #EMysql binlog, Mysql ZAEER. http iR
- TEEUREAHETECE | IEN. Anchor, SFEF.
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0.14.1
FLORE

- ECEINNASRINEE , BUALR A0

[EEE

- (ESLEEIAER X R ER IR AR ERSE TR

- NEREIRRZIEREN2M/s LiEZI20M/s

- NMElogtail FARF_LRRIEZERI256M

- #EfNproxy endpointBziRE! , FHMEMLITHR

- (EAEENipiBEE : hostname->eth0->bond0

- BREUEM A RAlarmBEFTEDtps , BiEregex. split. outdated alarm

- itk checkingtooliG EERIA

- NERME S EBI 2T |, BFEIEITER

- EANETAYAlarmEEY - PROCESS_TOO_SLOW_ALARM , #NR—IXERITATERBT 15 , M HIRIZEEIR
, IR EIRRRTIZLE

0.13.9
FLIRE

- EINEEipAIETNEE | BERviptaz

- BEEIEINBE X delayiRZTIhEE

- I intruncateft BaMATskipAIBCEINEE

- BIRRERUCRRIERIMANEZEE | BiLEEZEIIM S A SEMRE

VAL
- H—51A%EQuota failZkhg , count 1, retry interval 3, scale 2

[AREE
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0.13.7
FLORE

- #@1NGlobal serverkRa~sCIR
- FTIERRETNEE
- IR ERCE RIEThRE

- FriERY X B H AR R TNEE
- ##fNblock Event&TEINAL , FiLEi@ZF|block Eventi@iilsleep input&ig , IR EHHMEWER

[AHEE

- IEEREREENMQE | HLEANREREIZTT

- EESFRDRARIMEEZN T FREEN SN aRERE— N FERAE-
- EERPMFTERTE L RIRE AT fe Z SebinaryA9a)

- {&&ilogtaild statust&EiRF|[E)R

- EERERZ. glibc bugSHECEIRENLLFEEILRYIREA

- {88 checkpoint3{#RATlogtail TiAEERIAE

0.13.4
e

- gbk IZATHENS | HERBRINEY AR RITT

0.13.3
IAHEE

- BEEF AT Fmax_depthNiliFItEchIReader#ixMll , SEUXEHECE R REESRELMEUE

0.13.2
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HLIRE

- FiigstatusIige | SHFEIRlogtail BRIRSLANREHE

[BRESE
- Find Best Match I&{2tHREIEiZ create timeF|Wiitoee , BB M4
- REGISTER_INOTIFY_FAIL_ALARM i E Sk BIAlarm
- ®iEmax_depth#IRFEIR , tLECEAID1
- SA4RIRR- > BUFERTE dev+inodetBE B signature S B A EIFE EFBlEreader
- jsoniBR F—&EUERBIT 512K 5 R FalfEcrashidialsiig s
- FRATTRE S N R |, BeEEH seHBIPEE S 4Rt E R KRR A
- fiBiRlogtail crashfttcmalloc HRRY_HIRIEIE (SR ETSIEMRFEEIRYA
- GBKEmABERHR RS IR MAINRIA B & £
- ERREK MBI 6/)\aTHIZHE

i

- FrigAlarm TOO_MANY_CONFIG_ALARM SAME_CONFIG_ALARM
PROCESS_QUEUE_BUSY_ALARM DROP_LOG_ALARM

0.13.0
RS

- RIFTEnlilogtail_config.json

0.12.9
TheE

- X¥Fraw log £1&

[ARHES

- {2Efd limitiREXNEH A ETTERERYERE
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0.12.8
RS

{&Elog filefriFopend]sE& i FBFTA fdM SEME AR FERIARR

- {8&7urhconfigrhl Spreservefit SRR REfFECrashAYIER

0.12.7

TORE

- ISR | STFTnotifylIBEEINES AR (40, Su. 6u. dockerfBmARzhRATinotifyF

(BEVE SRS ENETN )

- ZTHFREEE | ZMogstoreIERENE RO ECEIEIRE
- FEERNEYERE , HYREEERMEEFER (EHeEREE)

[ARHES

it

- EXREESNAGEERRE ENER T E—EEHSTAE
- EA/ bR IR0 B RES AT REE SRIEREEENER

- ERAEF B —EMERTERIE

- b ERs docker Flogtail kAt & S HYRIR

- aliuid B SRAEMIBRET 4k EE_EHRIIBRATAYaliuid{B)EE

- notify SSHRIT IR LM segment fault/a)#R

- checkpointZEAdumpRiB=EF

- HERXEEIFIFOET

- I EEL R S S FHRIE

- t8hNreader LIRIRE |, 813 LIRATENEE

- #f0config match cache , IEEEEEHKILAE

- I hNinotify 5z B REHIAMdumplIZREE

- (RAC stz B R/ BUE AR

- #ELOG_TRUNCATE_ALARM DIR_EXCEED_LIMIT_ALARM STAT_LIMIT_ALARM

FILE_READER_EXCEED_ALARM

0124

TheE
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- WTEL © EhNreaderEREENE], rotate L NISCERTEENE]. dcheckpointiEi

- monitorfE KM ATFE H PR B BT @b Th Ik BT

- A RS ERHECRER

- i hnworkergiThBE(AhRAKFTZ)

- EINZEFREEE ( RREAFRHRE )

- #rigcheckpointEHIRIFHEI , checkpointi&{EAIiZE

- ¥ readerBIEREE : ReaderiEid 100000/ BB EIE 7 AR E K MIreader , B LGN EBIT
10000 , MI;EE#BIY 1 RKRE X reader

Bug Fix
- (BEFK PRI REHIMZ M workerERHZ{ TAOER

SRR

- logreader_count_upperlimit : A1007E%%10000

0.12.3
TORE

- config/data server&ZiX#ESzFbind source interface

Bug Fix

- (BESXIEFETEET |, GetAlignedTimetR(E#IZRT |, lastResetTimestaticAEESEAE FEIE

FIMEIRR

SHEE

- READ_LOG_DELAY_ALARM¥IZEERE : M100MBIEZE/200MB
- max_buffer_num : EFHM30EEE 40 , NEEMN5EEESHS

0.12.2
TheE

- NE B RTEFERCRT
- BREERFRinstance id , Efadocker FaJgEA LM instance idHseEEU MkFail a2k
- BURIDBKERFFIaRIrandom sleep 3% | B EaXIconfig serveriEKE /]
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Bug Fix

- ilogtaild{&E dockeriz & Tstatus, stopiRB/ERIR

0.12.1
TheE

- Fi8logtailiZii TR (XA , RAANLTEE )

Bug Fix

- tail_existedE BB R , MiEBFIEHEXEE FTHkERR

0.12.0
TheE

- SRegionxiFB &R NRT Fendpoint

- #%Zuser_defined_id

- FTTESEND_QUOTA_EXCEED_ALARM, READ_LOG_DELAY_ALARM
- delimiterBERFRIDENZE | MRITIERRLIL

- delimiter A& F R El

- &S cpp 0.6 sdk gethostbyname_rE d[X iz RIR

- BeE IR AW AT FTEDSEIRATS

- json A AEHTGBKYRED

0.11.8
TheE

- EiERICPUZIR L IRai
- ERARAT A
- fiflestop LogtailiBf , Logtailis LSRR RlushETEF SRR

Bug Fix
- (S B SRR IR
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0.11.7

EETRVIRA

TheE

- ¥Edata_server_ modejstIi

0.11.6

TheeE

- % E R E A

- TRACSIHE | AltBETEEER
Bug Fix

- Fkbinary?kMifE , EFfInitMonitor , S&workeri#HZNHINZ NMonitorZis

0114
{V[F

- SBEREE | (OBKRTR) AR 30 £

0.11.2
TheE

- FEECEIN : tail_limit/tail_existed
- logtailZIE LR D FXITT

0.111
TORE

- BEiEc &Sz buffer_file_pathiZ &
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i

- ABERIMET |, OBEKERM60FP4RE R 1570
- burst_bytes_upperlimit&£0/F%%100GB

it
- QAFRETHERAT - ShardWriteQuotaExceed
Bug Fix

-185£0.10.95| \|[aJft , EFHECERTOIaESHAFE
- (&&delimiterBEf#T

0.10.9
SEFIRA
{V[F#

- (E2ZRPMERIATL endpoint
- random sleepffift : keyAbatchMapi#is , ~Hsleep

Bug Fix

- FThRANIEZ0.10.0RIRRASE A buffers 3R RIRR

0.10.8
NERIRA
it

- BRI S ERERZ IMBEURE | ST BT TR SUE AL FHIAIE
- QMESTHIN_CREATEZEY | llEfileReaderFikEoffsetH0 , StiFcopy 4Rz BRAVAS
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- §—Rbatch&iXEEE(ERIIEINrandom sleep ( 0-400ms ) , eidEiERload burstja)ga

0.10.7

SEREBA A
{V/F
- RIS ESIGTERMESHHTANE , BB 1SHRRIMEST , NSRS

- ZRegion&iXRT , FREJBEE HTestNetWorkfEERIXAIE | ISIZIR BB ERIXEIEFRM
- (I EFAREMIZFE ( isRemoveMonitori2{E , FlushOutiBRT M\ SFEEZI15F )

0.10.6

ESEISETTES

TheE

- merge 0.10.489f{t checkpointilBAFERUEAE. ISI8127.. "I aN KB HIZIRA FIEIZ!
mastersz

- IR AR EOAEEE R 1A

- ¥JFFshennong metric merge &i%i218

- ETEohEEEE

Bug Fix

- (88 ZRegionKiXlT , EHRAMEBIRFIRegionEiR , ATRESEENAFEAdefaultEndpoint &i%EE
MR

0.104
ThRE

- fiifttcmalloc holdWEAEERAIE , ERTEReleaseFreeMemory API

- (AT R read er XS SR ERARA N FRB LR

- JSONHEHREHTRMET |, ST HERZRERT |, (EERRHFIT) SON SEEHERAIAE

- {fiftcheckpointiBRtEERUZEE , IEMBERAT , FWBRTUS , IRARIMAB checkpoint , NIEzNBYEE
LogFileReader

- kB hostnameFrBREIAYIpE | 137E127..* (ACSIZE )
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0.10.2
TheE

- XHFISONBBE

- X#EDelimitert&x,HE

- XFFREBENTag

- BEENE—BFSEEERNAMI Y | RS IER NSt E LA iR s HERIIERT
- X EERT R EN LR

- RETHTERBUIZLE | 505 BB ERIEIE

Bug Fix
- LogFileReadersdg 1K EBRIHIFRTT SBAIBE R AT G EURTTi AW S
- fix 0.10.0kR A5 | NAJRE : readertMifiRAT , readertBsHATEMprocess queuehEURFTERSEHY

coredump

0.10.1
TheE

- BPUEITIIAS IR
Bug Fix

- {£50.10.00R A5 | N\RIER1T BB 512KB 5 [fERI Rttt

0.10.0
TheE

- X#FtERELogstore R AR TopickEmerge , FHEEMRSZIRTPS

- SEFREUERRIT

- SDK3ZH5lz4 stringkiX | KieRXtEREEENNNAVERFTHE
- XSRS SRR B R AR E

Bug Fix

- TEAEREN  BXHIO, BImRERY | BREEAEICH SEEEFRITIAMAL AR
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0.9.11
TheE

- ERENLIEEHIESES S syslogENIR

Bug Fix

- fb#syslogihil ( TCPiftat ) #UEBART |, RiniER PRI HERSE

0.9.10
TheE

- SZHFsysloghhil ( TCPimzt ) #UEBA

Bug Fix

7c

0.9.9
TheE

- IRIBER S X(EE BohiEBcGMTHRTE)
- Logtail epoll#¢iaEfRM 10R4ERERI1F) |, 4858 ogtail BAEINEECERYIEIRE

Bug Fix

7c

0.9.8
TheE

- 245Fssl SNI, #Ftcurl_logtailhRAZE7.46 , BEcEEMss|_logtail (1.0.0t) , crypto_logtailgEE

173



AEIRSS FAFisEe

Bug Fix

- 1850.9.4iRASINEER : WMEFER , logtail busy waitingS&fcpu 100%

0.9.7
TheE

- BIXEnf)logtailEFraEmInstanceld EfRARSS i , RRECS EARESEAIABRESHRIOBIRE

Bug Fix

7c

0.9.6
TheE

- MREERNSEEREPE | FREREER TPSIIRNHAYIES
- LogGroup#fimachine_uuid=Eg , Ssource=FERFH

Bug Fix

- BHMNECS VMIRIEGetLogtailSecurityiR[ERalivid7E OBk _HIRIRSS i

0.9.5
TheE

- HgLinux random time UUID{EAInstanceld
- 3 A | SHMZRBpub/corpiiregion tagiR BB E

Bug Fix

7

[E)RE
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- 5| A\bug : EEREEMZ | bufferdefE#H Abusy waiting , £&icpu 100%.

094
TheE

- BRI RIX | lz4E4E

- #FLogCollectionFAIHBABIESR, |, @iTAliuidEIRSHIERAK
- XFEFZEndpointEiE A=

- X#5%Zbinary download url

- REESIGTERM{EE 5checkpoint

- BEFImFRSIZHE | RS N RraliuidiTIEEIA

Bug Fix

7c

0.9.2
TheE

- (LB ES EFRUUID
- DB AP EIESLSClientflLogtailProfiling#ISLSClient

Bug Fix

7c

0.9.1
TheE

- metricIFRIER/IMEHAR
- BT AECE WA _ EIRER AR B SR HEREG)

Bug Fix

- logtail N RSt [E= 2RI E ShIiRE
- ENUUIDE RS IFR R Logtail Crash
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0.9.0
TheE

- HEGBKEEBHE

- metricgdEAprofiling{E8 £k
- IR E R ISIERERE
- #5GroupTopic

Bug Fix

- RimER A A SIARS &R0 SHEAT HEERIRT

- E R EES AER

- logtaildEiZmapifalS&lcrash

- logtail rpm SRR | SIRFBstopihz | IBHBARIZZEO

0.8.12
TheE

- QMEKKRIHET , domain socket A IR S metri cEURE T AW EERYR) R
- R EARNEEN | RACBETFRAIETR

Bug Fix

- logtailFREX & 1T HER B HEER FTRBEEEXERR

- logtail B 5 HEERKIERE

- BB ROIREL R R E—RIRERNE R timeout Bl BEBEFA RIS RE—ERENER
timeout B 2HER

- epoll_waitskMSlogtail T/EHEREZFEhangF SHEUR T LW E

0.8.11
TheE

- IENPCfEcatch boost crash
- logtail [Econfig serveriCiRos(5R

- DB gzH ARV RS S
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- S ES R HEE
- XIFHENRRAE
- catchfbEcheckpoint SRS AT BEIFERI B

Bug Fix
- logtail WSS 3000 MERZ EFERBIXE R R FHEIBE

- QMEEELRAT I EtopicH &
- XA rpmBiAyum updateft{=LEHFE

0.8.10

IheE
- HEmergeZkHg : 4000558,2MBHA
- IEFRERE R EE
- configserver/dataserverBt MY e SRR
- BRI B RAFEREIRES
Bug Fix
7c

IR EZERERS LogHUbfE | B=M7EEALIEZEHE !

yap:s e SR EhERtiE

STEHE® (LogHub) | . SRSMEE STE(<10ms) e RSN
DT N . o 365% ( WITEKATIE
( Sejajrch/AnaIytics ) EEERSDH SKRY (199.99% 110M) BEAERFAD)

i BELREEET 5 305 AT IR

( LogShipper) ITE%D T

SENCE
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HERITAE

EENEBEE  READEMENTEZAE. HEATSENESEHER®RE El A%, MEXBIN HE
BESEAEENXE, XF—Shard FHE , iHEIERINT :

1. tRYEATIE]. Begin., EndZHEHMAIKE R,
2. Bigiztr. SRSEENAE | ENRE T— MR,
3. FfeaniFtint T HEEZE.

HESI

PREREARRIAPIHL , HEIRSIRHSDK, Storm Spout, Spark Client, Flink Connector, Consumer
Library, Web ConsoleFHi#ITHEHZ !

- {#F3Spark Streaming Client,
- {#FEStorm Spout,
- {#FEFlink Connector: &3 &Flink Consumer & Producer,
- £EFLogHub Consumer Library@3fLogHubiE#ERMHAIEREN. BRET —MEERITEER
. FRIRZAHERE R HZELogstoreRt BHain EcShard AR RFRIEIRR | #I151E5% Consumer
Library,
- (FFASDKiEZ A | HEIRSSIRHSIMES (Java 71 Python ) B9 SDK , BiXEHESAISDKERSZIFH
TiHEEEO, XTSDKNEZERIESE BEMRSS SDK.
- ERTTmEERE
- {§8A CloudMonitor =MIEEZ: : KiEizE,
- {5 ARMSiHZ: : WSSshRtinizin=.
- {#F3 StreamCompute iiﬁﬁE{i  BEN GRS,
- {#F3 E-MapReduce j§ZHE : £01Storm , Spark Streaming,

oM

S N SCRIEIR ST E

- ERATRSEHNEERRT . &2 ERRE
- EFAHEARSS SDK/API E1HE : HEARSSIRML REST XIASHT APL, EF HTTP #YsCIl, BHEIRSS
A9 APl Bt 2IIRERIASEREO. BRSEEN BERSS APL

- IIBZEOSS : KAJEFEELER E-MapReduce SHTH.
- IRIBZEFRIEFAE ( Table Store ) : (FAZFEFME (NoSQL ) FiEE.

- Tﬁ@?:MaxCompute {EFAMaxCompute S HrHE,
- (FRAREIRSHITEEMIRIE.
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Htb

ZeAERS: QRS ESXEaT mE , JEIISViEEamAE.

BEIRSEH GRS IRIFUSRE RS S ERN SRR EEINE B S ETEHD BE

BEPR

Zx BERSEEESS.
ERATRIIE |, BEIB SR,
£ LogstoreZlizk UHE , EEFEEENHEEHBEHEHTHZSI TR L,

EHEEANE , EEEIHEEYN shard HIREREEXE, , AEHE TS,

AEFE N Ria Ry IR S R SRR S ER B X EFFIRRY 10 NUEERIEEE.

test—lug iEELogStoreFIE
Shard: 0 ~ | 1558 - FR
EiE)/1P RE
useragent:HEPful0.2.10 (cURL/7.15.5 PHP/5.5.25 (Linux) nginx/1.6.1 Jakarta Commons-HttpClient/3.1)
155115148 ip110.101.166.113
16875043028 method:GET
status:200

10.101.166.113 time:14/Nov/2015:16:50:02
- uri:/Projects/ali-cn-devcommon-sis-admin/Configs/sis_indexwarker_log HTTP/1.1

ME

tEiFE2ZEEE (Consumer Library) @3 HEMRS H HEHTIHBRIISRER | 1264t 7iHZR4H (ConsumerGroup)d
BESIHE IR THISAEE | FERMERSDKHTHBERNNXAIET  BRLEX D BERSHITIAT
ARBEEETWSEBE, B, BREZENREINE. failoverEBFHEELEX .

Spark Streaming. Storm LAREMEHERAY Flink ConnectorBlAConsuemr LibraryfE/9ERHSEI,

I1hRE

FREEEZAERMESEEER | HRIRBEZEA(ConsumerGroup). jHZEE (Consumer),

iHERE
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—NEBRERZNEREEMN , B—NEBRA TEIEZREHREE—MogstorehRIEEE | 1HE&E
ZAARSES R,

HERE

HZRERIMIBLERTT | SERVRIEIEER(ESS | B—NEERE THAEEEBTROAE.

EREIRSF , —Mogstore FEIRHEZ I shard , MEIBZEEFRITIRERM Z G shard DBl — NEZRA NEAYE
#E |, PpEHNEEITEN :

- B shard A& BeEl—NEEE.

- —NEEETLEREEZ N shard,

FROHZEIA—NERE | XNEBRETENshard NBXRSEE , LUAEIERAESENER , B2 LH
P ERUARE , DEIEYAFER.

IhEIHERERIS— 1M IhsERRFcheckpoint , SEREFHIENERTREEREMNMRMETEZE | NTIRIESIEAS
WESHE,

fseF

- i IAmaven{kEsi

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>aliyun-log </artifactld>
<version>0.6.11</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-client-lib </artifactld >
<version>0.6.13</version>

</dependency>

- Main javaX {4

public class Main {

/] BERSEHE | RIELAMERES

private static String sEndpoint = "cn-hangzhou.log.aliyuncs.com”;
// BERSMBER , iRIELRERES

private static String sProject = "ali-cn-hangzhou-sls-admin”;

// BEEER , IRIELRERES

private static String sLogstore = "sls_operation_log";
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// BBREBR , IRIELRMERES

private static String sConsumerGroup = "consumerGroupX";

// HEEEERak , IRIECIREIRIES

private static String sAccessKeyld = "";

private static String sAccessKey = "";

public static void main(String [Jargs) throws LogHubClientWorkerException, InterruptedException

{

/] BASHRHEEER , A—NERETEHNEEZSTRUANRE , JLAERERHEERZR  TRINESRESRES
B RIS NHE | SRISEHE— Mogstore , XMHEHEARFRI LAFEANS8ipRX S .

LogHubConfig config = new LogHubConfig(sConsumerGroup, "consumer_1", sEndpoint, sProject, sLogstore,
sAccessKeyld, sAccessKey, LogHubConfig.ConsumePosition.BEGIN_CURSOR);

ClientWorker worker = new ClientWorker(new SampleLogHubProcessorFactory(), config);

Thread thread = new Thread(worker);

//Threadizf72f5 , Client Worker&B#lizfT , ClientWorkerd & 7 Runnablez[,

thread.start();

Thread.sleep(60 * 60 * 1000);

//FFBworkerfgShutdown s , IBHMESIA] , BT RRISLE,

worker.shutdown();

//ClientWorkenz{Ti3f2rhLE R Z N Rt iTask , ShutdownZ [ERIFERIAERITITaskL 2B , Eilsleep 30s,
Thread.sleep(30 * 1000);

}

}

- SampleLogHubProcessor.java3{4

public class SampleLogHubProcessor implements ILogHubProcessor

{

private int mShardId;

// 1IBREREFAL check point AIATE]

private long mLastCheckTime = 0;

public void initialize(int shardId)

{

mShardld = shardlId;

}

// BEEUENERE | XEENEREHREMIR , FeEitE.

public String process(List<LogGroupData> logGroups,
ILogHubCheckPointTracker checkPointTracker)

{

// X EBE SRR IRENERIEE TEN sk

for(LogGroupData logGroup: logGroups){

FastLogGroup flg = logGroup.GetFastLogGroup();
System.out.printIn(String.format("\tcategory\t:\t%s\n\tsource\t:\t%s\n\ttopic\t:\t%s\n\tmachineUUID\t:\t%s",
flg.getCategory(), flg.getSource(), flg.getTopic(), flg.getMachineUUID()));
System.out.printIn("Tags");

for (int tagldx = 0; tagldx < flg.getLogTagsCount(); ++tagldx) {

FastLogTag logtag = flg.getLogTags(tagldx);
System.out.printIn(String.format("\t%s\t:\t%s", logtag.getKey(), logtag.getValue()));
}

for (int lIdx = 0; lIdx < flg.getLogsCount(); ++IIdx) {

FastLog log = flg.getLogs(lIdx);

System.out.printIn("-------- \nLog: " + lIdx + ", time: " + log.getTime() + ", GetContentCount: " +
log.getContentsCount());

for (int cIdx = 0; cldx < log.getContentsCount(); ++cldx) {

FastLogContent content = log.getContents(cldx);
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System.out.printin(content.getKey() + "\t:\t" + content.getValue());
}
}
}

long curTime = System.currentTimeMiIIis()

// Bbg 30 # , =R check point ZIfgSSi% , @05 30 #W , worker crash ,
// #Fiashe worker =M E— checkpoint E:EE%&E . BseE VP ENESHIE
if (curTime - mLastCheckTime > 30 * 1000)

{

try

{

//88trueR T BN checkpointEHZIIRSS U , JafalseefcheckpointBTEiEA , [FABIAMR60sSIEcheckpointFIETE|
BR5Si.

checkPointTracker.saveCheckPoint(true);

}

catch (LogHubCheckPointException e)

{

e.printStackTrace();

}

mLastCheckTime = curTime;

}

return null;

}

// 2 worker IBHAIRHE , STRIZEREL , PR LAELAMSL SR TIE,
public void shutdown(ILogHubCheckPointTracker checkPointTracker)

{

/& BB R R EIR S i,

try {

checkPointTracker.saveCheckPoint(true);

} catch (LogHubCheckPointException e) {

e.printStackTrace();

}

}

}

class SampleLogHubProcessorFactory implements ILogHubProcessorFactory
{

public ILogHubProcessor generatorProcessor()

{

/] R —NEEREEG

return new SampleLogHubProcessor();

}

}

Z17 EERIRED |, BETLAS—Mogstore FEIRIETEEIRITENHSKk , INRFEZS NEBEHEHEZ —
logstore , JLMRIZRFEREFIRAY  1EXUERF , BREREBRARTIRIIARIERERR , BaRINyEZRE
2,

WEERE

1. R EeEEHRERS
2. BEREEERREER , FRERE
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e

MTEBEAF , R LENEFRILIEELE  TEETCHATRE—LEREE.
- HEEET A EFHeRIEE

FERBHEILoghubConfig BRI MEIEEREY -

// consumersStartTimelnSeconds&#FR19702 [ERIFVEY , & W RIHFHX MIEIRZ EHIEEE.
public LogHubConfig(String consumerGroupName,

String consumerName,

String loghubEndPoint,

String project, String logStore,

String accessld, String accessKey,

int consumerStartTimeInSeconds);

// position2MEzEEEE , LogHubConfig.ConsumePosition.BEGIN_CURSORF M RE ISR IR EZR
, LogHubConfig.ConsumePosition.END_CURSORZFMEFHIEIRFIAHE.

public LogHubConfig(String consumerGroupName,

String consumerName,

String loghubEndPoint,

String project, String logStore,

String accessld, String accessKey,

ConsumePosition position);

AT LURERIEEE K , ERAREESE  BER2EE  IRRSHEREFEScheckpoint , BBAFHAHZELAR
SFiREERIcheckpoint/9iE,

- P EARAMFIK S 17i51a

FRAPEEREEHABXIRAMIIR |, &/ Z5EFRAMAN S S2REAIRIRINT :
Action Resource

acs:log:${regionName}:${projectOwnerAliUid}:
log:GetCursorOrData project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:
log:CreateConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
log:ListConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupUpdateCheckPoint

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupHeartBeat

log:UpdateConsumerGroup acs:log:${regionName}:${projectOwnerAliUid}:
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project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:GetConsumerGroupCheckPoint

- & checkpoint

FE-mRT (HNGE. ESIE) | RIIFEEE N ConsumerGroup AR B AR —MEYEIR |, fH524A0
HERBREE M ETTIREE | BRMDE

1. MIpRIEZRA.

- SIEHBER | ARt albREZRE.

- 2R3 |, {RIE LTSRS ERIEE | EfEER.
2. B SDKE HRIHZAEE R — MY A,

- (I H R,

- EAsdKERNIR |, BEFEMHEER.

Client client = new Client(host, accessld, accessKey);

long time_stamp = Timestamp.valueOf("2017-11-15 00:00:00").getTime() / 1000;
ListShardResponse shard_res = client.ListShard(new ListShardRequest(project, logStore));
ArrayList<Shard> all_shards = shard_res.GetShards();

for (Shard shard: all_shards)

{

shardld = shard.GetShardId();

long cursor_time = time_stamp;

String cursor = client.GetCursor(project, logStore, shardld, cursor_time).GetCursor();
client.UpdateCheckPoint(project, logStore, consumerGroup, shardld, cursor);

}

hEIEZEE ( ConsumerGroup ) RXLEHHZEEIESREL | SEBRMHS NEZELAX HEEHZEEahEy
f&, Spark Streaming. Storm #BLA ConsumerGroup {EAERIEL,

BEERHEEEHRHE

EF AERSEEEE.
CERFRERIE |, BEImE SR,
B A MISHTEFAY LogHub - SCRT2E > RS2,

1E thiRliHER THRENE , EEETE ( Logstore ) JSRIRIEE HAIR SIS MINRIEZLIEE.
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DEESE EEEndpont

sls_operation_zgg_log
PFEMEE R SRy | IR S EEnhRE | Spark Streaming/Storm FET ST, ()

merGroupEan

spamdetector-repart-v EEEE | e
spamdetector-report-y RERT | Hi2
spamdetector-report-z EERT | B
spamdetector-report-w EEET | R
spamdetector-report-x EERE | R

1EEEEER) ConsumerGroup ZJ5 , B iHBIAE | BIRTEE RIS Shard [BZREURRIHE.

Consumer Groups

] 1970-01-01 0&:00:00 reporter-1
1 1970-01-01 08:00:00  reporter-1
i 1970-01-01 0&:00:00 reporier-1

3 1970-01-01 08:00:00  reporter-1

N EERR  NEERFZEEESS 4 4 Shard |, XM 4 NEZRE | S NERERDEERIVEUE
FHRR. BEHEAIEET LA BRiEE IR R B e R B SR ERE , NRELTEEE TR
BtiE) ( BPEURIEZERR/NTFEUESEEE ) |, LB RIgINEZEESE.

BT API/SDK & HEMHE

LATHE 7L ava SDKAGI , mEiERaNfTi@id APL SRISHEINE,

package test;
import java.util. ArrayList;

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.Consts.CursorMode;

import com.aliyun.openservices.log.common.ConsumerGroup;

import com.aliyun.openservices.log.common.ConsumerGroupShardCheckPoint;
import com.aliyun.openservices.log.exception.LogException;
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public class ConsumerGroupTest {
static String endpoint = "";

static String project = "";
static String logstore = "";
static String accesskeyld = "";
static String accesskey = "";

public static void main(String[] args) throws LogException {

Client client = new Client(endpoint, accesskeyld, accesskey);

//3RBUXA logstore FHYERE consumer group , ATBEARTFAE |, LLEAT consumerGroups FIKER 0
ArrayList<ConsumerGroup> consumerGroups;

try{

consumerGroups = client.ListConsumerGroup(project, logstore).GetConsumerGroups();

}

catch(LogException e){

if(e.GetErrorCode() == "LogStoreNotExist")

System.out.printIn("this logstore does not have any consumer group");

elsef{

//internal server error branch

}

return;

}

for(ConsumerGroup c: consumerGroups){

//¥TED consumer group @M , BIFEETR. (LBEETE. ETRFEE
System.out.printIn("&Z#R: " + c.getConsumerGroupName());

System.out.printIn("C:BEEBRIASE): " + c.getTimeout());

System.out.printin("#ZFiE2s: " + c.isinOrder());

for(ConsumerGroupShardCheckPoint cp: client.GetCheckPoint(project, logstore,
c.getConsumerGroupName()).GetCheckPoints()){

System.out.printIn("shard: " + cp.getShard());

/BB RNBEREFEREIZFRIRTE | RKEE
System.out.printin("&RE—XEZEWEAYATIEL: " + cp.getUpdateTime());
System.out.printin("JEZ&ZFR: " + cp.getConsumer());

String consumerPrg = "";
if(cp.getCheckPoint().isEmpty())

consumerPrg = "ERFIEHER"

else{

//unix BYEIE, , BRAZER , WHARHRE TR
try{

int prg = client.GetPrevCursorTime(project, logstore, cp.getShard(), cp.getCheckPoint()).GetCursorTime();

consumerPrg = "" + prg;

}

catch(LogException e){

if(e.GetErrorCode() == "InvalidCursor")

consumerPrg = "IE% , BI—RIBZENZIBEBEH T logstorerhEUERIAE B
else{

//internal server error

throw e;

}

}

}
System.out.printin(";JE##HE: " + consumerPrg);

String endCursor = client.GetCursor(project, logstore, cp.getShard(), CursorMode.END).GetCursor();

int endPrg = 0;
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try{

endPrg = client.GetPrevCursorTime(project, logstore, cp.getShard(), endCursor).GetCursorTime();
}

catch(LogException e){

//do nothing

}

//unix BFEIE , BAZERY , MtROBRHRIEEREIUL
System.out.printin("&RE—&KEIRENARZ: " + endPrg);
}

}

}

}

ConsumerGroup E—NE#EEA , @851 Consumer , &/ Consumerigi#Logstoredf—EE43Shard,

ShardpOEHEIEEL AT LA SR IRARAL— AT |, STENBVEEMINZEIAR | SRS REURR XN — 1 4UE
SN, TERShardAY#HEERE,

Mext

Record
15l Hacord Written

l K}

L=
ha
o
=
o
Lo ]
=~
(=]
o
=
a2

RIEZERIEIRIRE FRIE AR -

- IR | HBE NSRS EEgiE.
- HEHE | HEE LanERSIE MAYS \RT(E),
- HEEERHS | LREBHE\S P EFESIES N\ ENEE | S0,

ConsumerGroupHJiEZEE I KINES SHIRTA ShardiSiEZEZ BRI KNS AE , BBITAFTRRER | 5t
INNEEEEAZ  TERZ.

N
BEDE
B3 BERSEREHG , BHEBBEIEN Logstore MISHEER,

HETHZREKER , BEHACEEENS.
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ik
e
EEEEEERE—S5 ) 2EnEE
Dashboard
=, fET—i-consumer grouprh | ZEERTE
ERmE
FEEAAIshardaIEfElE,
E3il=d
-
BEAFEE(bytes) a a1
B
FEER: 60s
HeEE 97.66K 250,000
v EEE
78.13K | 200,000 + T ey
e f
1
m—l
< _ ek | |‘ A 130000
= \ & /N
| A R /
39.06K AN VAL ey 100,000
\
1953k 50,000
0 0 .
10:40 10:50 11:00 110 1045 11:00  11:05 0 11:30 0 1145

ZERR T Logstore R ConsumerGroup RUEZEEERTS , LAY, TEFTEGIZRER
ConsumerGroup , B EA SIEHRERIN H AN CIZETIE.

IR RIS E

b 12085 (1R [3K [P [ 14K pezaliBiem): | 2017-06-27 10:59:00 - 2017-06-27 115

EFERARE  SPERNAIE  SPERENGN SRRERAN SreRRiEN REaSPmt SAME SARE  RESUEN

FBH: 60s RATE: M2

1:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50

P P! —rep

ElIEE3T ConsumerGroup spamdetector-report-c BRZMN , Smin RRBE—XIERAKTE
F 600 WHSIRE, REEIENEFHREBHIERRA |, (RFAN,
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° REEEZRN

HMERR XK
189.61K
AR « EEEETE v||55F v || HREE—R < ||>= ¥,
M EEEETE 555HR HEE—® > 600 146.48K
Group : nerGrn i | spam - - | BEw

consumerGroup : Fr&consumarGroup spamdetector-report-c E. 97.66K

+iFE R 48.83K
R, 600.00 -
B‘J‘Ea*g%: ! ~|@ 12:11
A 00:00 - |ZE|23:59 -

° EHA
B : ERAEALE 2% BE 14 25
s Q sls
RiEMERE AL

EAA FHfl+ kR + EERE+$TSTHLEEA !
BB

L ERER SRR EMINEIE TIRENN, BXRREMNEEMTAEDE , BFRIBIIIE,

Flink log connector

A

Flink log connector@fI2 = HERSRMAY , BFXHEFInkT R , BERERS | iHZEE#E (Consumen)fl4:
=% (Producer),

BEE BTN AERSEREIE | StiFexactly onceiE X , iFshardmE 9%, £-&BTBEIBEBEANRE
AR5 | {#Fconnectorly , FEAEINEFFHIImaven{Kif

<dependency>
<groupld>org.apache.flink</groupld >
<artifactld>flink-streaming-java_2.11</artifactld >
<version>1.3.2</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld>flink-log-connector</artifactld >
<version>0.1.7</version>
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</dependency>

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld >aliyun-log </artifactld>
<version>0.6.10</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld>log-loghub-producer</artifactld >
<version>0.1.8</version>

</dependency>

FEi%

1. B2 ATRS S | [EftIELogstore,

2. ANR(ERFMSIHE) , BHIALEEIZ S 7 LogstorefIRAMEERE, SEZNRAMTAFLRIAERS

ﬁ;l NO

1. Log Consumer

fE£Connectorsh , 2FlinkLogConsumert@ it 71T R HEIRSHE— 1 LogstorefJger] , LI T exactly
onceiBX , TEERRY , AAFPZHE R ULogstoredrshard#ERIZAL , consumer&BnAN.

Flinkehp&— N FES thERigZLogstoredh#fsyshard , W5 Logstoredhishard &4 splita&merge , FAESH

ZHshardth SEZ M2,

1.1 BEEERzhe#

Properties configProps = new Properties();

/1 REVIABEIRSHIEH S

configProps.put(ConfigConstants.LOG_ENDPQINT , "cn-hangzhou.log.aliyuncs.com");

// &&EiRlak

configProps.put(ConfigConstants.LOG_ACCESSSKEYID , "");

configProps.put(ConfigConstants.LOG_ACCESSKEY ,
// ZERERSHIproject

configProps.put(ConfigConstants.LOG_PROJECT , "ali-cn-hangzhou-sls-admin");

// REHERSHILogstore

configProps.put(ConfigConstants.LOG_LOGSTORE , "sls_consumergroup_log");

/I REHBRBERSERME

configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_END_CURSOR);

// REBSRBAIHEBRFIMCITIE

RawLogGroupListDeserializer deserializer = new RawLogGroupListDeserializer();

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
DataStream <RawLogGrouplList> logTestStream = env.addSource(

new FlinkLogConsumer<RawLogGroupList>(deserializer , configProps));

n n),
1
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FEE—NERAEERG | Bli#EAjava.util. PropertiesfERECE TR , i ConsumerfUBt E#BaTLATE
ConfigConstantsehk I,

TR, Flink streamByAESEEFNHERSS LogstorerriIshard# &2 707 , aNRshard#EZTFE
BHE BN FESFEENEESZ Nshard , IRDFHIESHE | BILTD FESHESTH |, E2FH
f9shardrF=4,

1.2 REHETRVE

Flink log consumerszi#ig Eshard{ZHIRIANE |, BTiREEM
ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , FialLAEFiEZEE Mshardfgsk el FMEErT
FHaiEZ , B9, connectorthSTFFMENEIRRIConsumerGroupikEiEzE. BEFEELT :

- Consts.LOG_BEGIN_CURSOR : ZFEixMshardf9skFiaiEz: , oM shardhRIBREIETIGEZE

- Consts.LOG_END_CURSOR : ZFxMshardf9EFA | B EMshard P &RFHIEUEFIaiEZ:.

- Consts.LOG_FROM_CHECKPOINT : FRrMEMEERIConsumerGroups{RFAICheckpointFFia
iHZ% , @I ConfigConstants.LOG_CONSUMERGROUP{gEEAAIConsumerGroup,

- UnixTimestamp : —MNEERUSUERIFRFE , FI1970-01-01FIERIREERTR . & X EilZ#shardh
XN ERZ fEREEE.

=MEYEEFIA0T

configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_BEGIN_CURSOR);
configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_END_CURSOR);
configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , "1512439000");
configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION, Consts.LOG_FROM_CHECKPOINT);

TR, REEHFlink{ESET , iIRE T MFlinkBSHIStateBackendhik&E , BBAconnector&Z R EH
RYECE |, {FFEStateBackend®{RFHICheckpoint,

1.3 i5f% : iHERERE (ATi%)

Flink log consumer>xifHREHEHERE , FMEHEEREHMERNEG— M shardSERIAGEZEVE | XMIERE
RRERED ARSI USEEERA-EENS | HERE- ERiRE.

configProps.put(ConfigConstants.LOG_CONSUMERGROUP , "your consumer group name” );

TR LEEABEEN , MRIRET , consumeraELelEconsumerGroup , IIREEFE , WA
A , consumerdsnapshot2BaIEPEIHEIRSHIconsumerGroupd , BFALAIEREIRSH
EHlIEE&onsumerfUEEHE,

1.4 FKFexactly onceig 37
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Z¥TFFFlinkiYcheckpointingZhgeRt , Flink log consumer&EHAMERIIGE N shardiSEZHERFER |, SF
AsEad |, flink&1kElog consumer , FHMRFEISRFRIcheckpointFFiaIEZ:.

BcheckpointEHIEN T SREXRMAT , &REZDIEIRSEEN , BlEEmEZE , ERAGENT

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

// FiEflink exactly onceig X
env.getCheckpointConfig().setCheckpointingMode(CheckpointingMode.EXACTLY_ONCE);

// B5stRF—IRcheckpoint
env.enableCheckpointing(5000);

EZFlink checkpointfI#T5iEESEFlinkE 733X #4Checkpoints,

1.5 ¥hseft¥ « KEX APISEURIRE

Flink log consumer AZIRIIE = HERSELOWNT :

GetCursorOrData

FAFMshardspiuiE | iTRSAERIARIZEO TS SEEIERE HERSHIshard quota , BJLA
#@idConfigConstants.LOG_FETCH_DATA_INTERVAL_MILLIS#[]
ConfigConstants.LOG_MAX_NUMBER_PER_FETCH #=##Z & FRIRTE ElfEfi & X B ARG B
TEE , shardfiquotas &7 Eshardigft.

configProps.put(ConfigConstants.LOG_FETCH_DATA_INTERVAL_MILLIS , "100");
configProps.put(ConfigConstants.LOG_MAX_NUMBER_PER_FETCH , "100");

ListShards
FF*ELogstoredfrEHIshardFlZ , SkElshardiRSE MNBRENshard B R ESREF , TTLUE
TR O RVE BB R EASE R At & BlshardAYEE{L.,

// & EB30sEE—XListShards
configProps.put(ConfigConstants.LOG_SHARDS_DISCOVERY_INTERVAL_MILLIS , "30000");

CreateConsumerGroup

ZEOBEBREAREEHHERENASKE | ThEeEtliEconsumerGroup , FBFREZE
checkpoint,

ConsumerGroupUpdateCheckPoint

ZEOBFEflinkaYsnapshotE2£ 2| HERSAIconsumerGroupH,
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FHRIFP{ERFlink log consumerZEZIUN T/ NRAM Policy :

#0

log:GetCursorOrData
log:ListShards

log:CreateConsumerGroup

log:ConsumerGroupUpdateCheckPoint

2. Log Producer

FlinkLogProducer SRS EIME = HERS .

acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

iTEproducerAxz#FFlink at-least-onceiE X , XHEKREEREFIELMIIERT  BABEIRS R

HIEEURSESE  BRENIRER.

FEERBIANT | Bl E RN rFFREABSIRS

/1 FBEERS IR B SRS HIEIES T

class SimpleLogSerializer implements LogSerializationSchema<String> {

public RawLogGroup serialize(String element) {
RawLogGroup rlg = new RawLogGroup();

RawLog rl = new RawLog();
rl.setTime((int)(System.currentTimeMillis() / 1000));
rl.addContent("message” , element);
rlg.addLog(rl);

return rlg;

}

}

public class ProducerSample {

public static String sEndpoint = "cn-hangzhou.log.aliyuncs.com”;

public static String sAccessKeyld = "";
public static String sAccessKey = "";

public static String sProject = "ali-cn-hangzhou-sls-admin”;

public static String sLogstore = "test-flink-producer”;

private static final Logger LOG = LoggerFactory.getLogger(ConsumerSample.class);

public static void main(String[] args) throws Exception {
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final ParameterTool params = ParameterTool.fromArgs(args);

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
env.getConfig().setGlobalJobParameters(params);

env.setParallelism(3);

DataStream<String> simpleStringStream = env.addSource(new EventsGenerator());

Properties configProps = new Properties();

// RE LR HEIRSAYES
configProps.put(ConfigConstants.LOG_ENDPOINT , sEndpoint);

// &ERRHERSRIak
configProps.put(ConfigConstants.LOG_ACCESSSKEYID , sAccessKeyld);
configProps.put(ConfigConstants.LOG_ACCESSKEY , sAccessKey);

// REBEE NN BEMRS project
configProps.put(ConfigConstants.LOG_PROJECT , sProject);

// ZREBEENIHERSLogstore
configProps.put(ConfigConstants.LOG_LOGSTORE , sLogstore);

FlinkLogProducer<String> logProducer = new FlinkLogProducer<String>(new SimpleLogSerializer() , configProps);
simpleStringStream.addSink(logProducer);

env.execute("flink log producer”);

}

[/ B FERE

public static class EventsGenerator implements SourceFunction<String> {
private boolean running = true;

@Override

public void run(SourceContext<String> ctx) throws Exception {

long seq = 0;

while (running) {

Thread.sleep(10);

ctx.collect((seq++) + "-" + RandomStringUtils.randomAlphabetic(12));
}

}

@Override

public void cancel() {
running = false;

}

}

}

2.1 ¥lait

Producerfltat T EEEMAEEIS :

- FRECE S Properties , IX—#F1Consumerz&fll , ProducerB—LEFIINSEL , —RIBER T
SEFRZOAERIT |, S SaI LAE EES]

/] BFREHIERI0AFEAIEE |, BUARS
ConfigConstants.LOG_SENDER_IO_THREAD_COUNT
/] Z(EEN BEEURREFAIXAIRE , BUAZ3000
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ConfigConstants.LOG_PACKAGE_TIMEOUT_MILLIS
/] BERENSFEETREE | BIAR4096
ConfigConstants.LOG_LOGS_COUNT_PER_PACKAGE
/! BEFRIERBRXN, BAZ3Mb
ConfigConstants.LOG_LOGS_BYTES_PER_PACKAGE
// YR ETLAMERRIMZEERIARN , BUAZ100Mb
ConfigConstants.LOG_MEM_POOL_BYTES

LPASEARVIESE , BPAILUARNEE | EEERIRIAME.
E#LogSerializationSchema , EMEEIEFFILHRawLogGrouphIssiL.

RawLogGroupZlogiI&S | 8N FRIVE XA LISE A HEEIEERE,

MERAFHEEFERABERSMshardHashKeyIhee |, I8EEHIBEEIE— shard , AJLAfEEABLogPartitionerf=

“E4fiEAIhashKey , FIAFIFATT :

FlinkLogProducer<String> logProducer = new FlinkLogProducer<String>(new SimpleLogSerializer() , configProps);
logProducer.setCustomPartitioner(new LogPartitioner<String>() {

// #ERE32{ihash{g

public String getHashKey(String element) {

try {

MessageDigest md = MessageDigest.getInstance("MD5");
md.update(element.getBytes());

String hash = new Biglnteger(1 , md.digest()).toString(16);

while(hash.length() < 32) hash = "0" + hash;

return hash;

} catch (NoSuchAlgorithmException e) {

}

return "0000000000000000000000000000000000000000000000000000000000000000";
}

DK

iTELogPartitioner2rlitly , MREBR T , HIRSKFENENFE—shard,

2.2 fPRiZE : RAM Policy

Producerfk#t AEARSZHIAPISELE , 40T :

- log:PostLogStoreLogs
- log:ListShards

LHRAMFEFERProduceriy , FEXS LA MNAPLIHITIZN !

&0 &R
acs:log:${regionName}:${projectOwnerAliUid}:

log:PostLogStoreLogs project/${projectName}/logstore/${logstoreN
ame}

log:ListShards acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
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ame}

HERSHILogHUbIRMH T B, IENEEEEINEE , FoLAiBidLogtail, SDKEZfARELAIKERE
¥R, WEREZE  JLUBISSpark Stream, Storm ZR LT RFALEES A\EILogHubHIEHE,

R T REEStormAFEZE LogHUbRIRT , BERS IR T LogHub Storm Spout3sCATisERNLogHUbRYEE.

EX SRR

[ LlogStore lme = I,| ——

3 Consumegroup A i

A
\

Topology 1

N

Shard Id : O ;
Shard Id : 1 ! i ;

A Consumegroup A
Shard Id : 2

Topology 2

™~
— @

- FEIT EEAEDRHELogHUb Storm Spout , H/NStorm Topology&B—4HSpout , FEHRAY
SpoutttE AL Logstore £ EREHE. ARITopologyHAISpouttHEATFH,

- &/ TopologyEBEkEE—HILogHuUb Consume GroupZFKiEERR , F— TopologyHAY
Spouti@id LogHub client lib &5EakGEtaEF1EsNfailover,

- Spout\LogHuUb=rsERTERNEIREZ /& . RIXZETopology+RIBoltHm , EHIRFHETREER
checkpointZlLogHubfRZis,

{5 FPR 5l

- RATBHLEMA , &/ NLogstorelE37#E 5 A~ Consumer Group , X FAE{EMHARY Consumer
Group , AJLAf#F)ava SDKFHIDeleteConsumerGroupiZ i THIBR.

- SpoutfI N EIERIFFIShard NER , BN AT EESSEE N Spout M BEHURE ST S M EEARIT R,

- ANEREANShard FIEUEEARKA , #BiIT— ) SpoutlbIBHRER , MIFJLAERShard splitiE5 %Y
Shard , RE&(EEShardiYEiEE.

- fELoghub SpoutH | s&HKEEStormBYACKHLEI , FIFHEIASpouti&GiHRIEARIZEZEBolt , ATLATE
BolthF—EEARACKH{THIIA.

| Shard Id : 3 1 % :.:>

0O ©9©

N !
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(R
Spout fEF7RfI ( FAFH3zE Topology )

public static void main( String[] args )

{
String mode = "Local"; // {ERAAHNLHAE

String conumser_group_name = ""; // &/ Topology EEZEIREME—HI consumer group B=F , REEAZ , 285 [a-2][0-9]
e, - KEE [3-63] =/, REELVNE BT

String project = "*; // HE&IRSSHIProject

String logstore = ""; // H&IRSSHILogstore

String endpoint = ""; // BEBRSSAIENRE

String access_id = ""; // FAF ak 58

nn,

String access_key = "";

// ¥33— Loghub Storm Spout EZ(HFENEE

LogHubSpoutConfig config = new LogHubSpoutConfig(conumser_group_name,
endpoint, project, logstore, access_id,

access_key, LogHubCursorPosition.END_CURSOR);

TopologyBuilder builder = new TopologyBuilder();

// ¥3%& loghub storm spout
LogHubSpout spout = new LogHubSpout(config);

// BRI EF , SpoutfdM AT LAFILogstore Shard PNGHERE
builder.setSpout("spout”, spout, 1);
builder.setBolt("exclaim", new SampleBolt()).shuffleGrouping("spout");

Config conf = new Config();
conf.setDebug(false);
conf.setMaxSpoutPending(1);

/] MNSRERKry ot THIRRIFF IR FFIE | MFEERRE LogGroupData BIFFILTTIE
LogGroupDataSerializSerializer
Config.registerSerialization(conf, LogGroupData.class, LogGroupDataSerializSerializer.class);

if (mode.equals("Local")) {
logger.info("Local mode...");

LocalCluster cluster = new LocalCluster();

cluster.submitTopology("test-jstorm-spout”, conf, builder.createTopology());

try {

Thread.sleep(6000 * 1000); //waiting for several minutes
} catch (InterruptedException e) {

// TODO Auto-generated catch block
e.printStackTrace();

}
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cluster.killTopology("test-jstorm-spout");
cluster.shutdown();

} else if (mode.equals("Remote")) {
logger.info("Remote mode...");

conf.setNumWorkers(2);
try {
StormSubmitter.submitTopology("stt-jstorm-spout-4", conf, builder.createTopology());
} catch (AlreadyAliveException e) {

// TODO Auto-generated catch block

e.printStackTrace();

} catch (InvalidTopologyException e) {

// TODO Auto-generated catch block

e.printStackTrace();

1

} else {

logger.error("invalid mode: *

}

+ mode);

}

}

Bolt {CHE A

LIS AiHBEIRERIBoIUIRRER , RATENERESHAS.

public class SampleBolt extends BaseRichBolt {
private static final long serialVersionUID = 4752656887774402264L;

private static final Logger logger = Logger.getLogger(BaseBasicBolt.class);

private OutputCollector mCollector;

@Override

public void prepare(@SuppressWarnings("rawtypes") Map stormConf, TopologyContext context,

OutputCollector collector) {

mCollector = collector;

}

@Override
public void execute(Tuple tuple) {

String shardld = (String) tuple
.getValueByField(LogHubSpout.FIELD_SHARD_ID);

@SuppressWarnings("unchecked")

List<LogGroupData> logGroupDatas = (ArrayList<LogGroupData>)
tuple.getValueByField(LogHubSpout.FIELD_LOGGROUPS);
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for (LogGroupData groupData : logGroupDatas) {

// B LogGroup HH—&KaZ 5 HEHR,

LogGroup logGroup = groupData.GetLogGroup();
for (Log log : logGroup.getLogsList()) {

StringBuilder sb = new StringBuilder();

[/ BFBE B IHEFER , KRS Key:Value X7,
int log_time = log.getTime();
sb.append("LogTime:").append(log_time);

for (Content content : log.getContentsList()) {
sb.append("\t").append(content.getKey()).append(":")
.append(content.getValue());

}

logger.info(sb.toString());

}

}

// #ELogHub spoutdh , 3EHlKERStormAIACKHE , FBFREIASpoutigiE B IEHE
// RIEZEBolt , FrlATEBolth—EEERIACK
mCollector.ack(tuple);

}

@Override

public void declareOutputFields(OutputFieldsDeclarer declarer) {
//do nothing

}

}

Maven

storm 1.0 ZRIRA (40 0.9.6) , i5fEMA :

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>loghub-storm-spout </artifactld >
<version>0.6.5</version>

</dependency>

storm 1.0 fRARLAS |, iBfEMA :

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld>loghub-storm-1.0-spout</artifactld >
<version>0.1.2</version>

</dependency>

E-MapReduce LI ¥ —Ej@FBAYSpark StreamingsCAtiEZELogHUbAYEO , £WGitHub.,

StreamCompute £8#ZLoghubRBU¥iEIFRfE , AILIERGHEZLoghubsh#yE , EcEMT :
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CREATE STREAM TABLE source_test_galaxy ( $schema ) WITH ( type='loghub’, endpoint=$endpoint,
accessld=$loghub_access_id, accessKey=$loghub_access_key, projectName=$project, logstore=$logstore );

8H0%
2% S¥ixEA
BHERHLEKeyETE StreamComputeZR+AY
$schema Column , 400 : name STRING, age STRING, id
STRING,
$endpoint HEEIENR , BRegionBENA,
$loghub_access_id BIEHIRIKS (TS ) JIRzAccessld,
$loghub_access_key BIERPRIKS (8 FUHS ) StRzAccessKey,
$project HURATEProject,
$logstore #UREATELogstore,
B

CREATE STREAM TABLE source_test_galaxy ( name STRING, age STRING, id STRING ) WITH ( type="loghub’,
endpoint="http://cn-hangzhou-intranet.log.aliyuncs.com’, accessld="mock_access_id',
accessKey="mock_access_key', projectName="ali-cloud-streamtest’, logstore="stream-test');

=i (Cloud Monitor) AT LAEE EZ LogHUb RLog Store#iE Rt iai=Thee |, fiun :

- W HEPHEEFIRE
- FEIHERURTEIRAIQPS, RT
- FITRUATEINAIPV, UVE

BEEREN
ARSI

- ciEEEEEEERE

IS SeRTisfEiRSS ARMS B—FRinZlin—MUSERT iz S=AIPaaSEME R0 , NRAFEETHET
FEZAEIRS . ARMSEISLogHUbTTAER T,

EBELR
- EREUEE > LogHUbSUEE

HEESETL
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BHTFEABERSE  BERSHEIRERE | FHRAEHISESDK/APIT I HEBEMA &S
Ihge, H iﬂli%;k;.’ﬁélj LogHUbfYEEEEE , ATLASERT#%#Z= 0SS, Table Store, MaxComputeZsfzfig3Sfa &
=it BREBEEEEHIEERERIT 5 , BT, LogShipperf@tSEERSAPIS Ba&EIhEE

RIFRZ R

- SRR CE

BEEIERIR

BEARSSHIE S IEIRERT RIS A TEERIFE T SRS KESILogHUbRIARE. XEfD BEEMLE | #
AEIRS LR REF IRBEEE M R TEES DT,

=St =L

- OSS ( KIMEXISRIFHE )

- BAELR

- 0SS EA&ATLAET Hive 42 |, #E75 E-MapReduce
- Table Store ( NoSQL #UEFERSS )

- BAELR
- MaxCompute (KEUEITERS) :

- BAELR

EIETRECTERSS | BERSIRERINSIEELIEMIRS.

B LIECE—ETL Job , BSIRSZIGERAIEIREF LA REHT | IBEHZEBTIRSS LogstorefIEE
, EREEFTAABENINTES. BTEIEIN TR LIZ SRS REERSE B B E X R,

EAR
HiEHE, MTHR

B HERS |, REFAAERE. NI, &Fif. H.
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Logtail / APl / SDK

logstore A

HIE/®. T

logstore B

HoEioRin s

PR B RREIRMSTE | iR EREUE mIEREIEEE.

.............

' i

—— ! o :

FI{FfiEtaie. $@iBOSS ' H
? 0SS Bucket

Logtail / API 7 SDK logstore SPERMEISHIR. 133

MaxCompute !

| MaxCompute Table |

_____________ (]

' .

- i '
BFEEXMIENT. 2 ¢ ;
! i

. HEBR |

vvvvvvvvvvvvv

THEIRE
R
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HEBRSFAIETL JobXI R FERENTHEMN— MR es , BIEETL Jobfg , HEIRFGEIRIEIZ)obEL B /SaERTES
, ERfEEfeIELogstorefJshardER2 , ARMBEFHBAEENR , &£AI< shard_id, begin_cursor, end_cursor
> =TRERIENREevent | A REHNIT.

TIRSHETUES A2 04 , HI20 : ETL Jobfi&IEIF@960%) , LogstorefiIShard 0—EEEUES
)\ BBAXSTFShard OB1D TSR —REEHUT (AR Shard;RBEFHVEIRS A\NAS A REHIT
) REBTRIBA N ERII60FAIcursorX B, #ERREA , AJLIRIECursorisEElShard OFER TR,

ETL Trigger

___________________________________________

={> Logstore A, Shard 1 :I ':{> i ':{>
1
PostLogStoreLogs E PullLogs I logstore_replication |
i , sync_oss
= | | Logstore A, Shard N | sync_maxcompute
i HERERY
. ! FAF B R
Source ! ! Compute

ETLEREL

AL AR AUEREE B CSLULREL , FHARE ST T RELT BIRSHIL I ESHTE.

GRS UEIP AR EER

BREEIR4EIFTEGItHUb | |, i&iAia]aliyun-log-fc-functions,

PP BEENEEL

HZE/TI  REEEMSISRENEARSIIEX | BSEETLRETTAIER.

==

BIZRETL Job

TR UE A LRI | 9 ATRSMAREHTEL,

ffae H5BRSS ProjectFIR#NI FE H & Logstore,
W% 2 BIMKEIEERID ProjectflLogstore , i5&&BlE@ProjectilflEZLogstoretllE,

IR . BERSProject FRE RS ServiceFrBXigiER.
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ERHERS =R A L AR ERERSS.

IHSIRSSAFRFIDIREREA | FrEaTaiiA.

ERRSSFIRTNESR LRSS EIR , HENRFFIERE.

RABKEENR , BEEY  EUSREEFRLRE.

IEHEEfat. AeRTRMRIREER.

<02 W% - loget

b BRI RE 1S

I HEAER 53K v
RS &H: log_etl BB 45 215
09 1 i)
et
BRCE BB (=3 ~
ogProject: ] function- [>]
fats: (]
REEE ORI HRREB

AR ORER | FHRRERR.

ERAEEESS |, ELUGERSE SEERR SRR TIE ST 2 RE , hrLisEsH
EREUEIRE E X REL,

- BERSENR, Hla0logstore_replicationflip_lookupE HERSIRAA S8R |, &8

AET IR S R U A 2R

- FRER. FRRMIERSEZE—TAR , BY5ISUEH THARSREE. REE3H

ECEFMUIRTTAR | SohREREIRIEIE,

IHEMAREE  ARET—2.

ANERIEERE T BEIRSIRMAVERR , BRILAEREEMAR: | NREIERTTERR | BoiEFmA
sRRE | BEcEMARS.

BIEEHMAEERZFR. ProjectZFR. LogstoreZFRIAIEIN , BLEftAZE. — MNREPRSZAILOGSEE ik
REIIN—PMHAEIRSHIETL Job,

- ARRRETR. MASRIIBIRREESTE , 87, THEMPHL TR, PRI%

F% 1 E--L/QJE:;E% 1“256?%0

- Project®#R. HERRSSProject&EFR,
- Logstore®g#R. HEARSSLogstoreBFR ( #iRIR ) . Atk ERTMiZLogstorelT %]

FEEIREIRSHTEENXINT | ZSHHEETL JobBZRARTIHESL.

- kRS, BSRSSENMARBIRSIMIREIT , ARASETRENSE. ®

HTHRIHERSICRENZ Logstore , 1ERILANIXMogstoreBIZ2ZR5 |LIEEE.

- fREMRE. BSRSMAREISTAER , €XBSRSMAREHITAIER , flunsE
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60b¥5logstorefI& P shard RIT6 0 EIEAI B IEHF IR EeventERREHT |, EHRE
NBERFZEENshard&dEHitE, NRlogstorefYshardiiER K (#BIT1IMB/saEE
=) ENYEERARRAER | EEERRESTITENESIEERGEXN.

- BRE. BSRSREMAERSRAAZREHITE , RBEZSER (SRR,
RERW. REFUTHERREE )  ZSEEXNRAFATFRISRAENAE. MTAX
RRER , NSRBI ERAERENTENRIIN , FEFE T RMAERZRE , AT
RS BRMARENTT. BERRNISERRIFNE , EERRREBIIEENS.

- RMEE. ASRSB%EBENBIENTEevent—EDENREL , AMAEFIZREIHRE
BEMBERE. S—TPRASIERIRAEETRERENEN , BARD AR
FEIEREFESERPESEISH. FATNENEISHENEES : {.

IR BESRE T L EEIRSEASREFHES LogstoreAIRINER.

* R ERBIR: logstore-replication-job ‘
DRAE:
»1. QEEEFE, BF. TUENHINE
» 2. REEDB T, PRISFk
» 3. KERBIE1-256 218
* Project& #i: etl-test 1 0
* LogStore£4 R: nginx_access_log + @
* R EEEE: etl-trigger-log 1 0
* iR EIRE: 60 »
ERSIU
» 1. RYESEE: [3,600], %fI: #
» 2. MBHE X ASRS MR REHITHRE, FlE6071FlogstorefIE I shard 60 BRI E
BN R B eventBAREBIIT, ERBAHE AP BEENshard SR HITH,
» 3. il RlogstorefIshardRER K (BITIMB/sHEER) , BIVEERENMERRER, FHERE
BETACENBIRERAERN,
* EEREC 3 x
ERSIU
» 1. BESEE: [0,100]
» 2. BERSRBHRRBRBESRMRRENTH, WRBIHER GUIFRTE. MEKK. REH
TREERES) , RSBEXRRBEFMAIFNRAEILRE.
» 3. W FARME, MRBIBRABRRBNITERIN,. FESHN T RMREFIRE, HAE
RESERMRRBIAT.
. . 1
HHECE: 2 { "source": {
9 "endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com"
E=AEMBEEX : i "
m % 5 t, t": {
EHREECE 6 ar$"!zndpoint ": "http://cn-shanghai-intranet.log.aliyuncs.com",
7 "projectName": "etl-test",
8 "logstoreName": "nginx access_log rep"
9
10|}

BEEMEERE. B5RHER. SITMEFEMEER , MABIRE , ARET—2.

X ERIRESBAIMRRRER | FrEE5E.

BEMARAS

ERATRSEHE | J9)obEBERfARREHE LogstorefZR5| , EERESHITRITER.
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BERMETES

EXRATRSEHE  EEREVTERENFRER | FRERIFSEATER.

GV
U SRR AT ?

1. FHACEERRERICY A EIRS A REHITIRIN.
2. A obECEfYLogstore BB EIRIBEIZN , ZiSharddEHE R SMAREIAIT.
3. ERATRSEHEEEMNARAST. RMzTHSEEREERRE.

BEIRSS BE X ETLRER SR B ERinzi TEME R BIRS L | RIEARRETLAE , SR LAEERR
GRS IRAMAIRENENR | SR B E LI MEREL

RN RINATEI—EE X BEIRSETLREL,

EREIEvent
EREEventBlE{ TREEVMASEL , 18— 1SON ObjectF7ILE=FFE.
R
jobName=FEx
HEIRSETL JobEF , REITEIRSS LRIHTIRSAMARIN— M HEIRSSAIETL Job,

taskId=2E%

XTF—ETL Job |, taskldB2HE—IRHEEMAIR LBV RA.

cursorTime=2E%

RRFEEREIENEET , RE—FKBERXBERS KRS IRAIUNix_timestamp,

source=2E%

ZFRBRHBERSERN , BEIRSRIEETL JobE XIS HIREI A BREIIT | source=FRER
#EventhREEN—ED | EX T RNRREHRRNIZHZEIPLETE.
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ZEWRFEE RN TR (BXFRENFSEHATRSWSNE ) Bk :
¥R UL
endpoint ProjectFiE H&RSSRegionfYiBIRIAL
projectName Projectf&2#R
logstoreName LogstorefZ R
shardId Logstore"FE’\J%—/l\EﬁiEShard
beginCursor FEMShardiI+ A EFHRIHZEEEE
endCursor iHZEShard#iERIH AE

& : Shard3dRzAY[beginCursor, endCursor)@—NEFAAFFXE.,

parameter=E%

JSON Objectz8! , HFEEF7EBIZRETL Job ( RENTEMILOGHEASS ) FHERE.
. TLASRENE R AP R ERIE TS 4L

TR RS

* iR BB

* Project®& #R:

* LogStore #R:

* MRERES:

* i RIEIRE:

* ERRE:

* REECE:

EARMBEEX
BRI ECE

logstore-replication-job ‘

WEAE:

»1. REESTE, BPE, TUEMTE
» 2. TREMUE T, RILFX

» 3. KERRHIZE1-256 Z (8]

etl-test 4 ©
nginx_access_log s o
etl-trigger-log 2 @
60 »

ERE:

» 1. BUYESEE: [3,600], &#fI: ¥

» 2. HZBEE X AFRS MR BENITHER, FlaNE607)i&logstorefE M shard RIT60IEURAIE
FEHIEA R eventBAREIT, ERKPHE AP SIS ENshard SUR I,

» 3. AR logstorefshardREBRA (BHIMB/SREER) . BUFERRBOMRER, ER/ERE
BOBTTRTAM M EIE R R AR,

3 PN

EREM:

» 1. BYESEE: [0,100]

» 2. BERSRIBMREDFBERMRRENITH, MEBRHER GIIRBRTR. MBELK. HiH
TREREE) , ZBEENXFRMRHAAIFHIRAEXRE.

» 3. JWFARME, NRBIBABRREDTERIN, BESH T RMRERERN, HEE
BRSS BR AR BB ITo

"source":
"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com"

’
"target": {
"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com",
"projectName": "etl-test",
"logstoreName": "nginx access_log_rep"

CWVWENAU D WN

o
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ER#Event~f)

"source": {

"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com”,
"projectName": "fc-1584293594287572",

"logstoreName": "demo”,

"shardId": 0,

"beginCursor": "MTUWNTM5MDI3NTY10ODcwNzU2Ng==
"endCursor": "MTUWNTM5MDI3ZNTY1ODcwNzU20A=="

12

"parameter”: {

}

"jobName": "fedad35f51a2a97b466da57fd71f315f539d2234",
"taskld": "9bc06c96-e364-4f41-85eb-b6e579214ae4",

"cursorTime": 1511429883
}

FEREGEIRAHE |, (REATLURIEGetCursoriz[3kE cursorFfiz LiATRI BITHE—MREEvent T i,

M\EILME%Java/ Python/Node js&ZFMESSCIRETNEE | HERSBIRME TN runtimefIZFMES SDKLAE

TR TER L.

A5l ava8 runtimeaffl , NMBIMTF A BHERSETLEREL. BT HKJava8REURIEMT | B CiiERENT
HEIRSS JavalRiRisis.

JavaRREuER

Bl . BERSRETE T Java8HTERNBE N ETLEREIENR , SR LIEXEM F5Em B E N FE KA.
RIRESLILA T II8E

BREgEventshsource, taskld, jobName==ERRYA#HT,
- R#EsourcerE MRIEHRIR | BT HEMRSS)Java SDKAENEEE | FxE8—itEuE AR processDatalz
AT,

- BRELEventparameter=E&AYf##T , UserDefinedFunctionParameter.javasti,
- FEARETIEURAIBEE N W SZB4E , UserDefinedFunction javafprocessDatafZ 5L,
- IIEHIREEN— T LTS SR THRE B = . BieUserDefinedFunction,

processData75iZ5CHl

1&FEEEprocessData SRk 3T — it EHRERVIEZE. L. 0% , MERFEKTE.
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AJLAI&% LogstoreReplication , B3CI TBEUEM—"LogstorediEHEERIS— 1 HERFE Logstore,
A
1. processDatafhEE IR INIEIR Eltrue , MEEIRBEIRE I AEIRMINAYEIREfalse , {BIEATERE]
RLBEIEIT L , BASRSAEXZE—IREINRIETHES | RER 7 —S RS ENEEE.
2. NRBEIH AR SSEE HAANERERERAIZ LLREHT , 5B throw Exception7s =k
HEENZET . BERSILIBHHIMTRENETRE | ASIZRRETL Jobig ERTMNIEFERREHIT

BXEEEEm

- MNRShardRERK , FERNRBECERBRIREFE |, LUBREREOOMKKIll,

- INSREREAHUTHERHR(E , BB ShardRERAK | BERIRERIGHIR SRR BFRFIEIKAIRENEIT
FERSAIEL,

- BAREIRSEERBRINR | HIANTEREARSOSSHEEREOSSENR.

ETLAE

ETLREERE

BEEBERICRETUESFIARIRTE. &REE , ESEERIIURAIIRERERS. MRETUESHIET , &
REERETLHERS  MEERRAEERREREMAHERE, TOEMARITREMARES
Logstore , F/9iZLogstoreFHEBZR 5 I &IHLIRE,

N FREPFTIOSET |, ATLUBIS RSB HIRE |, flgn)ava8EEifJoutputStream, HEIRSZSEIAMRHEIIEIRS
SH—JSON ObjectFrFI/ERFHFE | ZFABBE—FHCREETLESARRTH | SEEHTHIT. Fif

ETLEEAE

X—#0 BEREETHTERRT BT —SHCR AR RIIER | RS RAOTHA. FERrJE. ¥Rt
fEseRkiEi , RHBERE, ETLIREATHENEMI I LIBRIETLETIERN | IRREER | JLARATE
JiSEATERRRA.

1EE]LAiEId context.getLogger(ficHI 2 A &R HERSEERIProject. Logstore , EiYAiZLogstoreFFi2
K5 |&=18IEE.

ARSI LAELogstoresh (ISR B ENIFIEFIOSS |, LURIFEHEEZHIA.

- OSS HUESISFEHRIREEGER | Tl ASHTKEEE.
- JLAUBIS BEEFEZS RS ( AE-MapReduce ) jHZZOSSHUE.
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ThREiL %

B BEIRS 1B A TEHIERIOSSEB TS

- BMEER, (FHEEH S tiaRikeER g HERSLogstorelIEUERIZ EIOSS.

- WEREF. BERSHETREIRELTAARTSE LNAEEHE  ETEESEEARTEE LIS
HESAOSS,

- ETFEHE. REEEEIOSSHURSERBEERSANEESREETE. AFoLHTRS AR
B ( Project) . A[E2E ( Logstore ) WAL BE&HZEZIARAIOSS BucketBR , HEETEOSSEL
&,

RIFEY% =

BIINANTEZRAFEKSA, B :
FKESAEHTIRS RYIIRegionFFE@Project-a , F8liE T —LogstorefFRnginxihEI HE.
FMKEBTEOSS;FYIIRegiontlE T Bucket-b,

=

- A 0 BETLARHERKS |, iIXMPER FRAMBIN G AERE.
- BHi&BRS5 Projectf1OSSHIBucketwh/fiz F1ERIRegion , R3zHFIERegiontZIBEHE.

FF&LEHEERSProject-afinginxifzial HEFtEZEIBucket-bhY prefix-b BRT,
ERBEEIRSIZBOSSINAE | EESTHRRAMBIAEMNIEER MR,

BEPR

B 1 i51aEH (RAM ) 5%
ERIERIN

FKS B EXMBRIZHIEG | RIS ihaEH RAM,

B SPRIEF RAM RIS |, FIAIE TS OSS FrE Bucket 1R , HEIRZEE A IDEHRES B AY OSS
Bucket,

BE. 20Ae

EKS B ERMBRIZHIE HiTizd RAM | B\ AEEE AEEAE (REFNEUALIZNAERE
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AliyunLogDefaultRole ) .

£ A, BRER , iIB2ERAMIE (ZINRoleEH ) {EXRole. & A, BIERE , MREERNOIEZNBEERY

.

1. iCFAER Arn ( flacs:ram::45643:role/aliyunlogdefaultrole ) |, i% Arn EERAHAEKE

A B2 OSS BN fER.
EH/EET , ARN 1=3%15.

2. (34t Arn BILITER

REEZENASIZ TS B RIFTE OSS Bucket R , AT EREMULAILIRIZE] | iIESERAMELH (1ZHL

Policy&T# ) 1&24 Policy,

{SEFF IS QIR AIIRAR

£ B EiZFmE. EGMZ/E WS A BRUREREIKS B SZAIABEEIERI OSS Bucket , {(BIX{NRT

FEMKS A RECIZEMN.

REWS A BIFIKS a_1 FEFERAXAELIERKENN , iI52ERAMEK ( EFMKSRolefZiN ) #1T

PassRolefZt¥y,

$B 2 HEIRS AP EEEOSSIEMN

Ex ATRSEEEHSE.

EEATRAIIE |, BETE AR,

EEATRRIESE | i EHEIRIBS THIOSS.,

B RIS |, 1RE 0SS i EH R T A,

IBESE TRIREOSSINARE.,
ECEIN

OSSIHBRFR

OSS Bucket

OSS Prefix

88

ERTRIEZAYIRIBAIZ IR,

OSS Bucket BFR.

OSSEIZR , NBEIRSELS
Fl OSS RIEEIFIE!
Bucket ROIZEIRF.
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EYEsEE

Reg@ /58 , #F
EFFRF (-) TR
(_)  BIRNNEFEEL
FIENER , BRRKE
793~63F73,

VIR EFEAIBucketZFR
, BEEHFIE 0SS 1Y
Bucket SHERRSS Project
[ F#8[E Region,

W BFAERIOSS
PrefixZ#R.



AR

%

FAFisEe

FXEN

RAM&E

BBA/N

rHEst

RIBATE)

BTSSR Bl

%Y , %m , %d , %H , %M

SR ER D XERTER

, LAESRE X SZIOSSHY

Object3{4FERNEREIR B S sstrptime AP,
&, Hpflg/FRr—R

OSSER. fTFEzZ45E

OSS Prefixf17> Xg=an{ay

E X OSSBHRAHIRR,

RAMABEBARNK BEEZFR

, AT pREES] , OSS an

Bucket HEEOIZEHAEAIR  acsiram:45643:role/aliyun
R, AEBREARNIBE IS logdefaultrole,
BRIbHNEER. ENHE.

BB TS CUEEMR
FHIZE OSS B— Object BESBEN5~256 , BfH
KN (AKREFRTE ) LR MB,

#%)SON/Parquet/CSV=
HEEIEIR B OSSHITREMS Mg, BEEETIEREE
= & : JSON, Parquet,
csv,
- none : FRIRA
G NR
- shappy : FfE
0SS #uEFEIESE S . Fd snappy EiEXS

FURMESS |, mTLA
2> OSS Bucket
FE=TEERE.

RS IR K, 30000 RO
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AliyunLogDefaultRole

EXERE
BEER : AliyunLogDefaultRale
BIEATE : 2016-06-23 12:00:21

{

“Statement”: [
1

“Aetion”: “sts:AssumeRole”,

"Effect”: “Allow”,

IR - BERSERRFARITEIERE  IRERNEEERK , o
—MRIBEAZTEPLARIEIDE A/, BRI ERE(ESEMABAR | SE—FMERHER | RBLAENS

BUERAESS.
PRGN

1 aCsiam:1654218965343050:r0le/aliyunlogdefaultrole

A

I RS\ ERLAESERTEEtETRTER

RIBLADHITIRS . =

BEMOBIREBENOSS— U |, BRI Ross:// OSS-BUCKET/OSS-PREFIX/PARTITION-

FROMAT_RANDOM-ID, PARTITION-FROMATHYEIRIB(ESS BRI EETVCIEE! | LIEZRTE A

2017/01/20 19:50:43R91BESS /901 , BiAAD RKIETRIRIE

OSS Bucket

test-bucket

test-bucket

test-bucket

test-bucket

test-bucket

OSS Prefix

test-table

log_ship_oss_exa
mple

log_ship_oss_exa
mple

log_ship_oss_exa
mple

log_ship_oss_exa
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DXER

%Y/%m/%d/%H/
%M

year=%Y/mon=%
m/day=%d/log_%
H%M%s

ds=%Y%m%d/%H

%Y %m%d/

%Y %m%d%H

OSSR

oss://test-
bucket/test-
table/2017/01/20/
19/50/43_148491
3043351525351 2
850008

oss://test-
bucket/log_ship_o
ss_example/year=
2017/mon=01/da
y=20/log_195043_
148491304335152
5351_2850008.par
quet

oss://test-
bucket/log_ship_o
ss_example/ds=20
170120/19_14849
13043351525351_
2850008.snappy

oss://test-
bucket/log_ship_o
ss_example/20170
120/_1484913043
351525351_28500
08

0ss://test-
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bucket/log_ship_o
ss_example/20170

mple 12019 148491304
3351525351 2850
008

{#EAHivesMaxComputeFEAZUEFEDITOSSEUERT , (IRFEFEAPartition5R , ILURESR
—EBR Ekey=valuet&z ( Hive-style partition ) ,

{540 : oss://test-
bucket/log_ship_oss_example/year=2017/mon=01/day=20/log_195043_1484913043351525
351_2850008.parquet

ALIRE=ESXS , 957 : year, mon, day.

BB EsERE

£S5 OSS Riglhsela , BERSEacEERBEES. BRLIEEH &G EREIXERIBES
BPIRTS.

BEY ASKBESERE |, EALL

BEESERKANAEESIRIBES | THRERKS, RBESIKSTLE "BTh” .« "
79" MR . R O RESURRSRIRIBES HI T BINBREM A EE NS
=, FEESSHRIR

TR RAIHTBRMUESS | EREAESTIRTFEESEERMAIMERE. EEFX
LHONPRESS |, BRI —SE B EN R E RIS,

BEP R

E5 AERSEEREHS.

EERTRAIE | BEME SRR,

EETRRIASE | Bt EHES B THIOSS.

ERILEEESTHARE. ESERNAE. EZAZAME. SUETH. RBESOK
TEER.

IRIBEFS TR | EHE ESEENAYERES | RASIRRRBEIOANREL
, BRI LAFEL.
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ESER

—RRBRT , BEEIEES ALogstorefshY 30 SiRMEEE] OSS.
AERSASEREIREENRIARZWRNES , EXSFHIRNERE 15 580, SESH
TR | BRKMEBEEET 15 HEd , BURKMHFEESFT 30 280 (2315 ) B, 5
SIRKRMREST 60 o8 (2 3RlA 30) Bl , LAUSSHE.

IR AIEIREMYESS | LB iEd G RE L E P Sl SBRBYESS suiid APL/SDK 758

EfESHITER.
EMESEIR
BEREMESIEREEWT :
BRMER ERRA LQrEETSiE
BEIALLTES :
- OSS HFRRABELIEAE
- AEEEIET 0SS Bucket
ER.
- role-arn EAREEIEHR,
—iZ 2R THIEREN S
ConfigNotExist EEAFE B, AN EHRIEE T
, LB B SRR,
BEIALLTEE :
- OSS Bucket £ Region
=Pz —+= H T
InvalidOssBucket OSS Bucket A~fF7E. =BT SRS Project—2(
- Bucket BFRERECEIER
InternalServerError HERSWEBEIR. BT EIL KRR,

OSS &uEfFhE

aLiE SIS, AP/SDK slEE5hiEE] OSS #iE.

gnfER Web BEIRIEHIGIE , #EN OSS RS |, 1%8F Bucket , B2 ObjectEH RIFTERIEREMR
FIRIBT KAVEE.

EZ OSS EARATIES% 0SS X,

Object it

oss:// OSS-BUCKET/OSS-PREFIX/PARTITION-FROMAT_RANDOM-ID
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ERIRFERAR
. OSS-BUCKET. OSS-PREFIX 7= OSS 4 Bucket B AIESEIEE , HAFERS
, INCREMENTID 2 RSt INAIBEEL.
- PARTITION-FORMATEN A%Y/%mM/%d/%H/%M , Er
%Y , %m , %d , %H , MO BIFRTE. B. H. NS, 28 , BRXIOBES
RIRRSS im Gz AT a)@ T strptime APLiHEEZ,
- RANDOM-IDE2—"M&B(ESAIHE—FRR,
BRAATEES X
OSSEIEE R ERIRIBISCIEIENRER |, Big 5 DiEuERE—X 0SS , 2016-06-
23 00:00:00 BIEEANRIBES | ©IRBEAIEUER 2016-06-22 23:55 FENHERSHEUE
. MEHFFER 2016-06-22 £KHE , BT 2016/06/22 BR THILEB object LISk
, RREME 2016/06/23/00/ HRTRIT72#H) Object EEHEE 2016-06-22 Bt
MBS,

ObjectizfEig

JSON

BESE0SSIRIBISONTFE,

Parquet

BESEO0SSIREParquetFfig.

Csv

BESEOSSIRIBCSVIFSE,

REEENBATIRZIRIBOSSHERISONFERIBXEE , XTRiEHSEIOSSHEERBTESEREAE

FJ OSS.
OSSIIHEARRE R S W TR,
FEGReRY WHES OSS3Z{4itaht 2445
0ss://oss-shipper-
AT % 26/20/54 1436126930595

1256_937

oss://oss-shipper-
<ha <na shenzhen/ecs_test/2016/01/
PPy ->nappy 26/20/54_145381289305957
1256_937.snappy
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S8

ObjectBZFATHHEMA , XHHE—TR—FISONERRIEE , BAIINT :

{"__time__":1453809242," _topic__":"","__source__":"10.170.148.237","ip":"10.200.98.220","time":"26/Jan/2016:19:54:0
2 +0800","url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","status":"200","user-agent":"aliyun-sdk-java"}

snappyE4a

XA snappy EM B C++ S ( Snappy.Compress 73i% ) , %3 none f8TUEIRISUGRAIRIESEEE]. 33
.snappy M{Hi#E4aFRIRISEIRINAY none 1&TUIZH,

§5F C++ Lib fBE45

snappy EM AMTE Lib , #1417 Snappy.Uncompress 75i%fEE,

{#5F8 Java Libfi#/E45

xerial snappy-java , AJLA{EF Snappy.Uncompress &} Snappy.SnappylnputStream ( <3755
SnappyFramedInputStream ) .

<dependency>
<groupld>org.xerial.snappy </groupld >
<artifactld >snappy-java</artifactld >
<version>1.0.4.1</version>
<type>jar</type>
<scope>compile</scope>
</dependency>

AR ¢ 1.1.2.1 lRASTFE bug ATRETCIEMRIESS D E4E Y | & 1.1.2.6 iAMEE.

Snappy.Uncompress

String fileName = "C\\FAIT#\\36_1474212963188600684_4451886.snappy";
RandomAccessFile randomFile = new RandomAccessFile(fileName, "r");

int fileLength = (int) randomFile.length();

randomFile.seek(0);

byte[] bytes = new byte[fileLength];

int byteread = randomFile.read(bytes);

System.out.printIn(fileLength);

System.out.printIn(byteread);

byte[] uncompressed = Snappy.uncompress(bytes);

String result = new String(uncompressed, "UTF-8");
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System.out.printIn(result);

Snappy.SnappylnputStream

String fileName = "C:\\FAYT#\\36_1474212963188600684_4451886.snappy";
SnappylnputStream sis = new SnappyInputStream(new FileInputStream(fileName));
byte[] buffer = new byte[4096];

intlen = 0;

while ((len = sis.read(buffer)) = -1) {

System.out.printin(new String(buffer, 0, len));

}

Linux SSRETE

13 Linux 38, BB TEILURE snappy TR , SAE T snappy._tool,

./snappy_tool 03_1453457006548078722_44148.snappy 03_1453457006548078722_44148
compressed.size: 2217186

snappy::Uncompress return: 1

uncompressed.size: 25223660

REEENBATIRSKIBOSSHEAParquetZHERIIEXEE | XTRIBEATEIOSSHEERATIFSERiEH
&E| 0SS,

ParquetfF=FERECE
i

ParquetfZhESZHF6FI2ERY : string, boolean, int32, int64, float. double,

BAEIBEET , £ ATIRESEIERFHAHRERAParquet BFRER, WNREEHRTIFEStringZ2EBISLN |, Ni%5!
R Anull,

FIECE

IBRORIES Parquet PR ERI HEIRSEEFREFIBMEERE | ERBIISRRIZFRINFHARParquets
17 FHERESRSHNFRETKMEAParquetiiEs I , LITRMERLKERMGELRIESIE Nl

- ZFREERSRS IR RFE,
BEFERHIstring#%idFstring ( 4double, int64%F ) 5K,

FRECE T :
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* EEESE:| FE48(snappy)
OSS#ETFREAESA, , 35 no

]

ne. snappy. H

&, noneFTRIGEHETES | snappyFiEsnappy %
THSHEGIESY | STLLR 0SS BucketFFigesia s AR

* FFiEETL: parquet

]

R

FERIBOSSIHEF | BT FEABEARFHIKey-Valuest , HEIRSRERIBHRALAT /L MREF I ALER

* Parquet=BR: KeySfR+ s
keyl string
key2 float
key3 int32

AIECERNREFER
REFER
__time__
_ topic__
__source__

JSONIEHFESBAT LA EFEBRAA.

By

HEA9 Unix B318)EL (2M 1970 £ 1 B 1 BFFA
Fijé'}iiiﬂ’ﬁ’/"%ﬁl ) . AP BREZERR time 1HES
#l,

HEH topic,
HERIRRIE i IP,

Parquet. CSVIFERJLURIRICRITRBTIER. HIINEFERTRtopic , BBARLIUESFRE

. __topic__, FFERSERstring.

OSS#rfiitht

E4g358 MRS
FoHMNER RS .parquet
snappy .shappy.parquet
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HUEHZR

E-MapReduce / Spark / Hive
SE X,

ERETR

FriEHt XiRHAIparquet-toolsa] AR FIIGIEParqueti8=,. E&schema, EEEIEARS.
EA L BT miFiZ L EgE R M HSRSREHANRA.,
- B&ParquetX{4schema

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar schema -d 00_1490803532136470439_124353.snappy.parquet |
head -n 30

message schema {
optional int32 __time_;
optional binary ip;
optional binary __source__;
optional binary method;
optional binary __topic_;
optional double seq;
optional int64 status;
optional binary time;
optional binary url;
optional boolean ua;

}
creator: parquet-cpp version 1.0.0

file schema: schema
__time__: OPTIONAL INT32 R:0 D:1
ip: OPTIONAL BINARY R:0 D:1

- BEEParquet L ERE

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar head -n 2 00_1490803532136470439_124353.snappy.parquet
__time__ = 1490803230

ip = 10.200.98.220

_source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667821.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
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__time__ = 1490803230

ip = 10.200.98.220

__source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667822.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A8&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1

ESAEIBHAT | java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar -h , £&%5H],

AXNMBHEIRSIBOSSERACSVIFERIEXET , HERBESHRBAEE 0SS,

CSViEtErRRECE
BeEH

L HSIRSEER AR I ERREEE —FATHIZSMKey-Value , BIRFEERIBEIOSSHIFERE
(Key ) BFENA.

NG ENIKeyBFREREHEKAZ] , CSVITHXE—FEFREN=EFRE (null) ,
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* FfEED cav

* CSVEERR: KeyEfR+

__source__

_ ftime__

log_key 1

log_key_2

log_key 3

fNinliEEoss shippertemicsvarid?

* FHERTE]: 300s
HRSAEER—IRIEEE | 8

BCEIN

ECETR &
55887 delimiter =
BN FF quote FRF
BEH1F escape =
ToIFEAZA null 272
BIBFERBIR header R

222

&E

KENINFRES , BT2EIR
EE254

KENIWNZRE  FERIHIT
SBRFF (delimiter ) SHaITHRF
ZiERAT . FERquoteRlFE
BIXNFER |, I RIEEERIER
FESGEIRY S

KEANLIN=/FE  WARES
quotetf@ , BAIFEK, =
E3RERHIlquote ( HRKIEES
AMARENTT ) NEER
quoteRIENN_EescapefifiE X

SigEKeyEAFER |, FERIE
B FfFRRNA TR E

RAECSVHBRTIIEFR
BRI
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HTHESECSVERE. postgresql CSVistEA.,

AEERNREFER
ERBOSSIHTEF |, BT ERAEASHIKey-Valuedh , BEIRSZIRBRERHRELA T/ L MRBFER AT 1% -
(RER=FER ‘XY
HERY Unix BJEEL (@M 1970 F 1 B 1 BF A
__time__ Fﬁééiiﬂ’\ﬁ’/"%ﬂl) , AP EE=ZER time 11818
zl,
__topic__ HE/Y topic,
__source__ BEFRIENZE i IP,

JSONIERFHERBIAT LU EFBRRA.
CSVIFERI LWRIR SRR B TSR, HINEFEERTAtopic , BBARLUESFERE : _topic_.

OSSTrthut

552 Sid) NS OSSX Atk 2<4)

oss://oss-shipper-
shenzhen/ecs_test/2016/01/
26/20/54_145381289305957
1256_937.csv

ToIE4s .CSV

0ss://oss-shipper-
. <na sy shenzhen/ecs_test/2016/01/
ppy .snappy. 26/20/54_145381289305957

1256_937.snappy.csv

HUEIHZR
HybridDB

EINECEWT :

- IR delimiter : 125()

- BN FF quote 1 WEBIS( )

- TTHFEBAZA null - FEE (=)

- BFEREIR header : A%k ( Hybird DBERIAcsVIH TR IS FERIRER )
B 275155 % HybidDBEXEFFIREA.

HE
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CSVEIEER, , afAEEMNOSS FR LN AT I THEE.
WNERMERI T snappy/E4s , ATLAS# 0SS SONTFiERIsnap py i E4E17 A

RIEFAREBENAIRNTE | NMBMRIEPolicyiRE. RFIKSRoleFINEIRE,

1 Role &1

BT HREERIN , OSS AP EMKS B BAAGIEAY AliyunLogDefaultRole FEIEAWT :

{

"Statement": [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": [
"log.aliyuncs.com”

[ R —

n

}

Version": "1"

WMBERSBEFEWKS A5 0SS BFEWS B 18E , (RIFEIABERIARIA |, log.aliyuncs.com FiF
B_ALIYUN_ID@log.aliyuncs.com,

B, FER KESEE->TLIRE &F A KS ID FHMEXmEHA | 70
A_ALIYUN_ID@log.aliyuncs.com ( 3ZHRFMNEA ) |, RiR A FIEMKS ID 791654218965343050 :

{

"Statement": [

{

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Principal”: {

"Service": [
"1654218965343050@log.aliyuncs.com”,
"log.aliyuncs.com”

S —

n

}

Version": "1"

ZAEHE A BRERED HERSIRENIGRT Token SRIZ(E B OEIR ( AHIESE SERIEH STS) .
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21 Policy ST8

BRI , A AliyunLogDefaultRole ERIA#E#%F AliyunLogRolePolicy , EBEMAF B fB 0SS
Bucket HITR.

AliyunLogRolePolicy HSHUEIAINT

{
"Version": "1",
"Statement": [

{

"Action": [
"oss:PutObject”
]l

"Resource": "*",
"Effect": "Allow"

}
]
}

EREEEMEEIEHRLE | BRRAE AliyunLogDefaultRole 9 AliyunLogRolePolicy ##1% , H&%
OSS %Y BIiEERIERT Policy , U AliyunLogDefaultRole,

FFHE Role 2R

BOANMBERT , OSS FAFEKS B AATRSEWKS A tlEMme. B, B A ERABEHSRSEIE OSS
B E.

R A BFKS a_1 FEFERzAGOIEETIRBEEYER] OSS #I , BBA , EWE A FENFKS a_1 %F
PassRole 1R,

HANRRZ= “pEiEd” Zm2HE  ERES A LA FKS a_1 %5 AliyunRAMFullAccess BBR. 0Lt , al &
B RAM AR , alLAEA B 5 A fIZHAGREE HERSR#E 0SS M,

AliyunRAMFullAccess FUBREEK |, 2N A BEH a_1 FINPRSEE , RIZEF%E 0SS FIIRR |, aTLUEX
FRIRREAY Action, Resource , 1073 ( 45643 RERHuid , 1ELASERRUid A ) -

{

"Statement": [

{

"Action”: "ram:PassRole",

"Effect": "Allow",

"Resource": "acs:ram::45643:role/aliyunlogdefaultrole”
}

L
"Version": "1"

}
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{sEFRBR

nEHaelE. EXtaRREVRBERS T , FSIFFHSELE,

#iEMaxComputefIEEEZHEIKEMTE2MBLAA |, BIZHISER , tNERESDK. Prodcuerlibak
#log4j appenderE NHIEUREIEIRE2MBLARAbuffer size,

iEMaxComputeZitEES  BERRESKXS , RIE—MESRMIRAEEES KEVNT51249
, BT RS SEIRBESEIRRKL.

HhnEH 885 RegionflIMaxComputeiii® , EFRIRegion&ESZIFUOT :

H&E33Region MaxCompute Region
ikl HeIR2

k2 Heqb2, HIR2

k3 HeIR2

45 HeIR2

HR1 HeIR2

) HIR2

HeEal Hepgl, HR2

i) HIR2

ThREiL%

ODPS) , H—HTMENBID TR EIESTE. B AERSRIBATEIEEIMaxCompute EBINTAS

{EFRERE

BREET2EE BRI LU AEIRSS Logstorefy HEEiEEEEIMaxComputed,

ERESWETE

MFHASRSHESRESRREEETHAR S ENEEERY , TRESEARISE LRE—EH
SHUEEBESAEIMaxCompute,

FROERESRSANEEHKEET(F
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%
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P AEIRSFAEEENBAE (FEARRLogstoredh ) . AEProjecti B EBNGHEIARER
MaxComputeZktg , FEEER S HrMaxCompute IEIHEEEE.

XSRS ER T EEEIRES ALogstorefgY0.5 ~ 1M idSAZIMaxCompute , FEFEILAERHIS
"R EFER" BESARS. SARNERFRIEEMaxComputeIEEEIEXHETEIE.

EEHETRSHVELATES | RiBHTEIEZIMaxComputef ISR BIELAN HERS 1Th8E | ATLULAFZERR
FBSRMBER. UABNSNEREEE | 70k EESEEINE.

ECEE

ZHHIEERSH—FKBAETNT

165,01 527H20845095°13%>

10.170.148.237

ip:10.200.98.220

status:200

thread:414579208

time:27/Jan/2016:20:50:13 +0800

url:POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
user-agent:aliyun-sdk-java

HEAMip. status, thread. time. url, user-agentEFRHTIRFEIBRIFEREBIR , FERE FAECEPL
FaEl.

1 FEInTs
1.1 EHTIRSHEFIELogstorelIZRE T AERIEFIFIMaxCompute,

EMBAERII AN ERYRE. MaxComputeBUANREMEET , BEff&IMaxComputeitEit#ii
BA

1.2 EERSMUIFERGREHRE , FIREESITES.

PDpTHBF L0~ 20 AR | BIHOEFR. WRELTHBHNIINRAEIETTERSMaxCompute (/R
ODPS) , KEEBIIZLE.
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thatt FFs

Eﬂlqiifﬁ"*a*ﬁ\ cess KeySsiEiTilialh | SAAIEH 2.2 Access Key

2.1 HOEERERGT

EHERSFIKEIEITEIRSMaxCompute ( JRODPS ) ZBREEURE | R NMRSHISIEIEEIRST A,
ERILisE RS BEEURE I IMaxComputesR 7 iR FIFHEELSHE

P ERHAR RS =B

BFEEGIHESAMaxCompute , EIEX MaxComputefitgsyl, £ X575 HERSFZERAVMETXR :

MaxComput
eS8

=yl

=5

=5

=5

=5

=5

=5

MaxComput
eslE (78
EX)

log_source

log_time

log_topic

time

ip

thread

log_extract_
others

MaxComput
eFUEA (7]
BEX )

string

bigint

string

string

string

string

string
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EEEES
)

__source__

__time__

__topic__

time

thread

__extract_ot
hers__

ASREF
Ee®

AAREBEF
E&

RFHREF
2.

AAREF
B,
HEREF
E&.
HEREF
B2
HERB=E
E%.

RRRET
.

BSIRSF
BaEX

AEEIRRY
HESIP,

HER
UnixBda]&
, M1970%
18184
FréZiS a9y
£, AR
HE®N
time=Z Bt
=P8

AEE-,

fETE RS
ETERE

ETERE

REFCEF
A TIRATHY
EEEF‘:P\]
eSO
key -valuef®
FIEE|
json , iZ
json2—=

&, A2
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FAFisEe

FFERMER
JSONHRE.
HBEEH
';iszg—ﬁﬁiﬁ
g i [—} JI-‘L #ﬁlﬁﬁE
N Ir:)%_rﬁ:rtltlo string aneartltlon_t ?;\Iéfé{%%—?— , ’\IZ%TIFE
_ — e oicE , &
FECEIERD
iR,
ETEEE
 1ZFEREX
A= BERGZZER]
SXF status string status L OEE PABIZSRY
e , AREDK
HEF=E
HEBR,
- MaxComputeREZDEZS—MEUES. — M2 X751,
- RFRBBF RPN AR partition_time__, __source__, _ topic_,
- MaxCompute BBRA S XEE6HRIRS] , D XEBHELEZBEBEANEE  FLABERSS
MaxComputeRELZXHIB3NMD XTI, BEEEEEENFERIFADEXKY , FIEEES ISR
- RGREBFES_ extract_others_ [F52 FEA4R_extract_others_ , IEEREHEHRESH.
- MaxCompute 3 XFIAWEARSHEF" / "ERFHFR , IXEEMaxComputefIREBFER,
- MaxComputer> XFIEEARFFE |, FTAMETEID XINFERAMBEERERFE , S0 K75!
HNBEESERBPHER.
3 KiEicE
3.1 FEiE

IRHEIIFEEZE | IRIERERETEALogHub —— HUERIHETNE , IFERERBHILogstore , HEEH
J=tiarR

Bt LIEMaxCompute((RODPS 1B ETE M EIEF R ERIBAILogstore , FRATEFFRIIBLAH A\LogHub
— BERBTE.

wd-testiog [ 2:EEProjectlaE i

MaxCompute( FODPS ) {E 2 =TE

al23
S FTEETIE (FEeEnTiE B HTEEEN D0 e St WE |25 - =BE
TR
3.2 BeEREHIN

ffLogHub — BHEKIBNEEEFRRHKFERRE.
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| LogHub — 2iEIRIE ESAIEESEREIGS> >

| EESEREE

LegHub Project wi-testlog

=

LogHub 3123
LogStore =FF :

~ ey | logtset
*HWEE :

s HEEE - tmal

= ZPEnREE . | _SOUrCE_
_time_
_topic_
time
P
thread
_extract_others
* sx=En . _partition_time
status
= afiEyESsg | 20170606
I
* S AETEE | 1R00=
=
iRE Hig
EIE N
24
RIBEFR

MaxCompute Project

MaxCompute Table

L]

L= ]

oD

oD

L=

oD

oD

og_source
og_time
og_topic

time

thread
og_extract_otk
og_partition_t

status
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hinint

strino

sirinn

sirinn

strino

strino

EX
BEX—MZBNER , HEREEE.
MaxComputeIIBE &R , IZIIEAIA/9FTEIEAT
Project , SNERELZEMaxComputeEZZF , TILA
THROERERIEEMProject,
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MaxComputeZRZFRELEIEZEEHRY
MaxComputez,

B, MRS SMaxComputeREWEFI1EIRET

MaxCompute &7 NBEERSFRER , AUESHIEE

MaxComputeZRRIEBFERETRRFEERE,

7R, MES5MaxComputezk sy X FITHIRET

MaxCompute % X%l HNBESRSFRER , AUESHIEE
MaxComputeZRRIEBFERETRR FERRE,
R . __partition_time__#iHHAIREIE , &% Java
7 XESEE SimpleDateFormat,
2 AMaxComputelali M;;Computeiiﬁiﬁﬁlﬁjlﬁ , BIA1800 , Bafis

- ZEELBIANZ P OEIFIAIMaxCompute ProjectflTable , HEFiNER B2 EMaxCompute
BF , I TOEEEMEEProject,

- BEBRSS 1iEMaxComputeINEEZRRFER SRR TIRGT | iEIMaxComputeZRFIEARE,
MEIESA , MNFEHMaxComputeFschema , IEEMELEF R SHIMET KR,

- BERSBEUEN— ) FREZ A FMEIEI—MMaxComputeFRfI5 ( HUBFIEHKF ) , FX
HFRIUR.

2EER

__partition_time_ &=,

BRETHEEADKFE BT BEskHEEERMaxCompute B AT IRETRETTIE.

AERSRIEAETimeF RS XERAHELBIEAD XS, FigEMaxComputefaZRS X ERIR
%, S XIIRHESERS AMaxCompute[ElfERI3TF.

ZEISkiH , AEEEtime==ERE" 27/)an/2016:20:50:13 +0800" , HEIRBIBEILITE HIREB=FER
__time__31453899013 ( Unixidi8&% ) , AEEE THIRTEIS XAIBYELNT :

S \MaxCompute|aJi@ o XedEng= __partition_time__
1800 yyyy_MM_dd_HH_mm_00 2016_01_27_20_30_00
1800 yyyy-MM-dd HH:mm 2016-01-27 20:30
1800 yyyyMMdd 20160127

3600 yyyyMMddHHmMm 201601272000

3600 yyyy_MM_dd_HH 2016_01_27_20

1. BEDEREREFIEEEN | 1. REZSHRRNOXEBEBIIRSE (6/7) ; 2. BIRIKIE
ESHIEEED XEEVIRES12LAA.

2. LI b Xadiagst2niEsavss ) |, SthaTl22 Java SimpleDateFormatE =& Y HEfE
o, BRZSAIEEEREFR" / " (1XEMaxComputefIREBFER ) .
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_ partition_time__ fEFE%5%

{EFMaxComputefy=FFFERLLIRTmIRENE | FILABR KM, HINEIR201651826H— KA ATEE !

select * from {ODPS_TABLE_NAME} where log_partition_time >= "2015_01_26" and log_partition_time <
"2016_01_27";

__extract_others__ {EFA %

log_extract_others/i—NjsonZ=RFEE |, WNREIRBUZFERAJuser-agentE , ATLUH{TUNTES :

select get_json_object(sls_extract_others, "$.user-agent") from {ODPS_TABLE_NAME} limit 10;

1. get_json_objectZMaxComputefHAIFREUDF, EELEMaxCompute |AFHEFFRIZIRE
UDFRIBR.
2. ThftEE | BLAMaxComputer= REN IR LRIRAE,

HethR(E
L

fELogstoreFIRIRIBIN , Bt "B BRI ZRIRECES Rt THIE. HPanREeHmas) , JLMEAEERE
itEIRSMaxCompute ( J[RODPS ) {ZBURBRIKIERINEE  MRE "B ERIHRIIIEERER.

BB(ESEE

EEm "RiBEE" & BSRSEESENEBLREES. BRYULIEEH G EERIRERBESIPN
SHEERER. BNESEESRSESER.

NERGBESHIGER | FH e LSEENAYNERER

HIREE #EWT=
fEMaxComputef=hl & HEIAECERY
MaxComputeIil B Z=EAFE MaxComputeIIEEBFE , REAFENEE
EHtEEECE,
EMaxComputefz=hl & iIAECERY
MaxComputeZRAF1E MaxCompute REBEFE , RAFENEESR
FrelEaEcE.

fEMaxComputezHl SRR LS H SRS K
MaxComputell HZ=iE)a R A M HEARSSEN SHIRESIAFE , IRAMFENFESHHM

HERAR.
EREBESKEIRIMaxComputetgig |, i55%
MaxComputefgiz MaxComputetBX e B EMaxComputeHBA

R, BERS2ENERRIERRITENREIE
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FAFisEe

=.

HERSZSSANFREE L ELEMaxComputeZk EFffcEMaxComputeFRiga5 5 HEIRSEIRE
9%\ FERAVRETECE.

SRBESKEERE  FEEERER  BEERAEYLIBIEREN S "AERBESER" 5SDKk
EIlKMIES.

MaxComputedRiEZEHE

MaxComputefAFZ&RFRFIFIEIT :

| log_source | log_time | log_topic | time | ip | thread | log_extract_others | log_partition_time | status |

| 10.170.148.237 | 1453899013 | | 27/Jan/2016:20:50:13 +0800 | 10.200.98.220 | 414579208 | {"url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","user-agent":"aliyun-sdk-java"} | 2016_01_27_20_50 | 200 |

B , A HEEEFEEERESE5MaxComputeSfERIAEEET & Data IDEXRHTRIIMLAIBIOHT R E0ES
1 XGRS EIEIN AR,

T MaxCompute¥GERHBINIR

INREBINTFEHITRRRERINE | SSHENASRE. BFNEHHBERFBIGBEEIREN,
EMaxComputeIl B=S[E NRIIABF :

ADD USER aliyun$shennong_open@aliyun.com;

shennong_open@aliyun.com 2HERFZAEAKS (BEAEEECHKS ) |, BRI N TEEEEUE
S AE|MaxCompute

MaxComputelfl B =S[8]Read/ListipRIZF :

GRANT Read, List ON PROJECT {ODPS_PROJECT_NAME} TO USER aliyun$shennong_open@aliyun.com;

MaxComputelill B Za)A0Z Describe/Alter/Updatet fRIZF :

GRANT Describe, Alter, Update ON TABLE {ODPS_TABLE_NAME} TO USER aliyun$shennong_open@aliyun.com;
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iAMaxComputetSIEE I :

SHOW GRANTS FOR aliyun$shennong_open@aliyun.com;

A projects/{ODPS_PROJECT_NAME}: List | Read
A projects/{ODPS_PROJECT_NAME}/tables/{ODPS_TABLE_NAMEY}: Describe | Alter | Update

ALiZ%EMaxCompute BRI EIRER T HESHT.

B AEREERSI—II08E , BEEEMEHEANEIRMNE. BUILUSEERERNETRETEHES
B ZEMaxComputesiZOSS |, MEUIRKEIFHEEEKSHTERS (41 E-MapReduce ) iBEEUE. —BEH
HEREINEE , SRS EESENESARIZBETERNETIRAEIR =M. NS EER T EE
HE , QIEZ FERE , BERSEFISRMT BFREESERE UE oL EEISENENAEIERBIRS

fELogstoreFIRAm , B AFTHES THIMaxComputesk 0SS , i\ BEGRESEEN@E. FRILEITLL
TR FEEGABES -

TS/ RASRES

AR B(ESEE N E A A3RBEFiEERRLogstore,

Bl ogstore3REAFSHIFFIRIRIBE KRR,

KARBESERXITRES , FEEHEERKBIN,

[—gstat il

BIFBIREESZE | AR TISEREE SIS,

BEERBESFR

tR{ELogstore, MIERAMESKBRSTHEHFEEEIRBISE  ILESRIRATEEEERBESRK
&, FHARE. ZRAE. EZATAUETE. ESREFFRER.

W&

ESHRBIRSBLUT =M

R& aX #ME
220 RBESIERTITRES. )G SEN
T RS HITH, FHEEERGREMRT.
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e S/t

wd-testlog

+EEProjectFIE

MaxCompute{ FODPS) S 2SR

EFENAMES | ER LT, 07, 01ER

wid-testlog

2017-06-14 13:57:44

SRS

1970-01-01 08:00:00

i=niTpagiin

BEEIRBRN, B ESH
SMREHIN TR | BRAE
X, WMaxComputeZREEHIA
HAEHTIRSITE. TENE,

IBHEEREAE, FHRERES
* B HEEMaxComputedy
RiBEER OSSH IS E

B &85,

i s 4etm 1

3 /v 12/ 1XR 2K

= apm bE (22 v = oy
SR K | 228 = 2

2017-06-14 13:57:39 QDPS

PRLogHub. LogShipperst , BEIRSIRHEHANIE. (RAARISERISHTEES ( LogSearch/Analytics) .
MR ZAEEL | SERYBEDHTREIE

- KHUE : 3245 PB/Day #UEE

- SREER : IBITAPI/SDKENOZER , AgentiRIFIRRE HiERE

- —EitsE « BESNERILAZEIH ST

- EEERER | R, S2EE ( 5MNEY ) TR IE10ZRENE

- DITRER | —F0R , ERD ( 5SMEERE +GroupBy ) AIRE1ZKBIEIE
- BRRE | TUMEEEEIMNS S | SCRREGER

EAHES

SCHYSHrEIA (Query ) : H ( Search, Analytics ) FANERDERL , @

$Search | $Analytics

- Eif) (Search) : EKM , JLABRXEE. B4, BESF. XEFCEMASRHEFTE. NRIZE
, WARERATEEUE.

EEM *1

[BToE

- 7 (Analytics ) : MEMERSEEHREHITHENSIT.

R . WO EATEIE , HSearchF D ATIHARIHNZASARAEHENSIREARY | EENERETR

it. ZHAnalysisEBo A= , RFRRREEAER | FEEMSTL.

{sEFAsE)

1. Fi8RBy |, RIEXEREG+ERCECEM B,
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status in (200 500] and method:Get*

EEA=]

2. HTERS : XHEATEANURLEIEIRE  EASIEEIREHITHRLT | $k15Top 100455,

select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as sum(out), url group by url order by c desc limit
100

3. FEULERSHIFRMY | EERERTHITO.

status in (200 500) and method:Get* | select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as
sum(out), url group by url order by ¢ desc limit 100

B{Fiara
FEEASHT

1. 5% HERSEEESS,
2. EREBERNE , BEEERHEREANN S,
3. EEEIREEEFRFEHERS P TH &if.
4. BEHEA AR REEEST > 88

- FEEE. FITEERESIRESTEREHERS| , SFERS INRE | LIRESIXIRFE

A9ZS/a)
- MRAFETEOWINEE , T TEMER
RO BhR TE EEENGTHT AT AEES BEF R

=

il

098018 098018 09801R

HNIREKR
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* Logstore®fn

* 2T
FoE R

SEFF

* FERERSHT
FREWR

region
RequesiLines
TermUnit

Method

BiNiRE

RIEEARIEIRSER  TLISRGENRS5E , BRESAZIENEINEK B

%O

sls_operation_log

o)

=T
HiEEH
Esicl TN i
text
long
long
text . o =T

- FEEINFEEER B (Key )
- ALIRIRE £XEif
- THRIRE FREADHT
- O ENTERETFREM (Key)
- IRIEFEKR | IHFEFRR (Key ) BIEREZRSI
- BIR RS EHEEE
- ALURBREFE (Key ) 25|38 5longglEdouble

BINBEERE

A7)/

165F03B308
166F055304F%

10.101.166.22

EXERRY

HE

agent:testdagent
code:internalErrar
error:intemalError
message:a,b;c;D-F
version: 20160301

s

BETBERRS I RFhEEE

- KINEBIRK | %1% false TRAX D ANE |, BIEEX$ES "INTERNALERROR” #1
“internalerror” #BEEEIAEMEFIHE. WRIEE true , TRXD KNG |, REg@EIXHE
% “internalError" EGEIEFIEE.
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- PR  IRIEISERFAT  KESABIORS I RREE. flil—=BEEAENabicD-
F. RESRHPES ", " . 95 " " MEFT "-"  ILETRBID SRR
ia " a " u bll llcll " DII u FII .

 SNEH H)

FUE R

TrBERT L =@ &=t

FREAREN

- 2NEHSFEREAIXS . BHANES |2EIEEFREKey I NHRES , REEG— i
, ewEIaE), Fli0 , BEEGIG , a0REE “internalError” |, FEerrorflcodefm
Key &l BiZEBE& M

NERRFEAHIFerror “internalError” MHERS , EEREFRES|, TTER :

+ PERERESMT
FEE
FEHERR FrEmit Wk
e KNS S
error text =@ BNt
longKey long
doubleKey double

Hoh | FERER A ERAENBISEFRKey , HERIUEMY A/NSHUR 1 £91a%F
5 &3&i\ hrThee—. el ERNES IBEE , TiRIBI T X FEIANRE
error=2E&g “internalError” BIAERZA.

error:internalError

- MRBEUNASTHEE  AEFTERBHETEHTER , FEEREEMREN
long ( 28%{ ) st double (/N8 ) , HRENIERAE , KNGS RFAEIEER
B, WFZRNESREEIHECE. fia , EaLiBE T REFEaREEE R
1000~200089longkey.

longKey > 1000 and longKey < 2000
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FitgE
EERI , BARERSLPEMTAL , 190 | IFTERBERA sum (inflow) , HETHER

avg ( latency ) , 8¢it&uv distinct_count(ip) , XI=RTERALIE substring(text, 0, 10)%&., ATLAXSZE#HITLL
BFEFESLT.

FEE
FEHEHX gt lmss

28 KIS SiEEF

error text =T @ B A .:|

longKey long .:|

doubleKey double .:|
—

fsEF

1. BERStHAE
- HfthIhae : BEMNFRE  RERE , XKGrafana
- 9 EEOT , RNERE
215k  BmEL, omMEX
3. %0 : NgindpaBESEL | ITEMIBRESHT, HERFZREDHT

s

- RS
- XILE - SBEEELKEIEERILY
- 33t - SEIECE+ESERAXILL

HEIRSIEH S0 APL/SDK ERgE NN HEEITIEE. SItER , EH XA TIFEEWINE R ER
BfEEaf B EaER. Rtz , SR LIsEEIMAEER, IREINEXKAESETOREIHER
Offset&(=R.,

3R - AEERETE RIS EEIINLogstoref1EIEATEIX IS, Logstores BT ATFEER
Project , EtiEIXiZARILAEIE LogstoreRy HETFHEEIHA.

EREHSEREE
TORERR R
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- RS ERRERRETEIERISHIER. FRFEReERERrATERERESTE.

- RURIERIEIA. HEFEIUHR B A AREIRER B S RIG ETE.
- REEMANRESLEEEEARM. Fla0  BEEERE LR VENEanareE | 8
R AR EIE LR XEFRMIERRET.

- IRt LT EIRLRE A EEL

BIELER

- BEF AERSEEERE.

IERREENIE |, BEIBE AR

IEEATRERESEAREER.

EELIBAEIRFEY ( BEE | Topic, XgF , MEER , HEEEE )  AREG LA B8R
ZRAF.

S, Ay N
BEEE
EEEEESN BRESEE 5 , WEIERHTHNSIHMELES.

HfthThee

FHETEASHRIRETNSHEHRR . BERSAIRIMERINBEELINIS TR, BRI R
AERIERTS , BHTLATERERE

AW N P

BRHREFHIRESSA.
B ERR MR AREERE  EULUERENN S EFZRETZIRY | EERZEARY

—RER. RERETERRE , BEEEERFG—TANNEE | ASRSSEEETAGREIRE
BER,

BRRHREIRE.

BEmEafMaraRER  JLUNZRERIRENN. FHESEREREMN.

R BEREIRERN B EHREIS 1.

[FREEFSURHRESHE | TUEEFEERFMNATHE XL ATER TR
[BXE LRI HIER | BNEER TANERTIHSEARMIEERE | BILURERRK
EEERERNE A SHFL.

FHERSIURMEIRE. T&E. el LEENHELMRHERETSH. S
REFT OTIREER ST EIZREE.
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EIEERS

AEARS RERRT TS ALogstorer HiSERRE B SR E&k 5 /o SCRI SR 1A SEEE. BiAE M REXIEIARY
RN,

- SCATEUE - BERE A IRSS SR MEIATE A (-180%) , 900%Y], kN , &Rt EX UTC 2014-09-
25 12:03:00 , ARSSEEWIZIRT /9 UTC 2014-09-25 12:05:00 , MiZzAEEB ALogstoreRt AT &
5| , BB ALogstoreZ|aTLAEAZIAIZERITE 3 FOA.

- ASEEE - BEFRERARS 2R SRIRTEIA [-7 x 864007, -900%), fign , HEATES UTC
2014-09-25 12:00:00 , BRSZEUCZIRTH UTC 2014-09-25 12:05:00 , Mi% B S/ E R ORI
. XEHAEMS ALogstoreZ|AJAEHEIRFERTRS A 5 .

MREERFEMRNATEIEERAN (NEENEEEFER , BESKIEERASE)  W—-RE8E
REFEGRTTBEEHE. AXMERT  BERSSICEHENEIERESLE  AERESERPENEZEIE
RAARTE. MILER , REBHSERT 15 SHANERER. SEREKNEREGHIRETFHD , RS
SRS PRI E TR TINASEIE. ATRDEEHEZRERERNIIEE , BERSSE
EFaTNERERSARETHaPIEREGHRELE, RitASRSTLLLSEILMERSHREER
IR OSFIRENER R TR LR,

{53 SDK &EifRE

BEMRSRMHESTMES (Java, NET, PHP 0 Python ) B9 SDK , BiIXEIGESHY SDK #>riFEIIRERIASE
w0, XT SDK (ESERES%E BSMRS SDK.

{5 APl EigHE

AEARSSFRMAE REST XIA&AY APL, EF HTTP thilsEHl. AEARSSHY APL RN ESEEO. B
h&Ei50 BERRSS APL

ATREBHEEEERERHE | Log Service IRt—EEMEZRALIRAE ARG, EILUEE Log
Service API #1fJ GetLogs 1 GetHistograms & ai&TE Log Service FHIEEARNEIEEEIAFEE. K
MSF MR ARZERFRARIEE,

51368

AEIRS SHFEI AR E T AEERS]

- X EK3|  BEITATEABRHITES , BAXSESEUE (Key , Value) ,
-§EZRS| : I5ERE (Key ) R THEITEIA |, 140 FILE:app. Type:action, EIZE MO SFFRED

.
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AR

LogSearch BEF&RHIFIITRET
B

and

or

not

(,)

timeslice

count

__topic__

_tag__

242

3%

WHIZERF. 2z queryl and query? , 7R
queryl #1 query2 EifZERAIAE. MRS H
HEIRBEEEXRER  BOAZ and BIXEA.

WEIEERF, Fz8 queryl or query2 , &R
queryl ] query2 EiAERINFE,

WEIEER. A7z queryl not query2 , ®rfF
B queryl HFEARFFS query2 IER |, 18T
queryl-query2, MIERFRAF not queryl , BPAZK
TNEEBREHIENAEE queryl LR,

EAESHTE— SN F query &FA—
query , BFHRSESA query RILEHK.

FBF key-value 3Ja9&If, terml:term?2 #¥ap—
A key-value X3, 38R key 8i& value HETIE
. ESEHREBFR , TEBVEIS " EEA key
& value BIEIEE.,

B RS ENEES. £A5I15A
EBRHEAT— term ESAFEIR , MASZIEE
X48E, HEE key-value TFHIRAGS ISR
FrE term Hp—NEE(K,

BN, ATHRNEIS  BYEHNEISHRRTSAE
5 RSN FFF , g "\,

EEEER , Tral—MTENERM B TESIT
&, 50 queryl | timeslice 1h | count,

ED FIEERF | RS EEIREA— 1N
REITIHE |, (FHEAE timeslice 1h , timeslice
1m, timeslice 1s BIFRLL 1 /MAT , 1 5%

. 1s EA—NEEUK, 410 queryl | timeslice 1h |
count X<&EIf query X7MN&H , FEIREILL 1
INES IR Bl R EUREL.

THUEER | TrATFRE

BEHEIXEF , BFEK 0 NS =/, il
: que* , RIR[E] que FFELRIRTBmMPIE. TR
 ZERSIREL00NMIEFBA TSR

EREaXEE , BFER—\=/ , tkan
qu?ry , SIREILL qu 7k, A ry 52, HEH(E
EBE— N ERHHFrE TSI,

BIFFEA topic THUE | FIHNEET , ATLAE
query FEif 0 PaEZEA topic BIZUE |, BN

__topic__:mytopicname,

HIFFEA tag key TEA™ tag value , fig0
__tag__:tagkey:tagvalue,



AEIRSS

FAFisEe

source ETEEA IP B9EUEE |, /40 source:127.0.0.1,

. BEENFR TATENENBE | f40
latency > 100,

oo BEENFR FATHEFTENEREE | fla0
latency >= 100,

< EEFENFRTINTENMUENRS | fila
latency < 100,

= RN FRTINTFSHETENMUENBRS | Hli0

latency <= 100,

- HIENFR NETENMENRE , AN
latency = 100,

BEENFERATEANSEERNEE | FRPES
FRAXE |, ERIMEERTIAFXE | ESEEE
BRME |, FFEAAETIE. filan
latency in [100 200]gk latency in (100 200],

TR

- IBERBIEAX D AN,

- IEERBEFRSSRBEERIRAEF - > " > () > and not > or,

- Log Service IMREBLATXEFAERN , MREEEFHRUUTXES , BEANG ISR
: sort asc desc group by avg sum min max limit,

- BRECEEXES FMIRMERSHY , MRMEBNDRFHAA—F , BBACREXERSIEET
=B

- (FREEANRIESG RAIZF IR EZEE Hdoublegklong , INRIGEEIREXE , SiELE
SEEEIRANEEALR , AERSSBZERFRMHERRENRS| , JESEBIHRENERAE

- NREZANEREY B EN AR | TIESREESEE , IBAZRIRIEIR RS =811,

=yEan]

-ENEE aflbAMHEE : aand bEiE a b,

-E2 aHEBE bNAE aorb,

-85 a BERAEE bHHEZE : anotb,

- FEHEHAEE a lIEE : not a,

-EH8E aMBESa b, BRFEHE ciIAE :aand b notc,

-8 agEZEA b, ME—EBA cHHEE :(@orb)andc,

-E8 aHEGa b, BFAEE AT (@orb) notc,

-B& amB8a b, TEEa clHE aandborc,

- FILE =EXE & apsarafYHE : FILE:apsara,

- FILE ==E&B & apsara #] shennong BYHE : FILE:"apsara shennong" 2¢#& FILE:apsara FILE:
shennong 8¢#& FILE:apsara and FILE:shennong.

243
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-82& and HE : and,

- FILE ZFE&B & apsara 8& shennong BHE: FILE:apsara or FILE:shennong.

- file info FERE& apsara FHE : "file info":apsara,

- BiESISHIEE \'.

- &=ifLA shen FLRYRTEHE : shen*,

&if) FILE =BT , LA shen FELAYRTEHE : FILE:shen*,

&=l shen 7k |, LA ong £ , FEIEE— N FHRUE : shen?ong,

EHREHELL shen Fk , FFEBIELL aps FFELAIETE : shen* and aps*,

EHifLA shen FFLHIBERISTR | BHEE A 20 540 shen*| timeslice 20m | count,

&if) topicl # topic2 THIRFEEWE : _ topic_ :topicl or __topic__: topic2,

&if tagkeyl T tagvalue2 BIFFE#URE : __tag_ : tagkeyl : tagvalue2,

&Hifjlatency KF&ETF100 , HE/NF20009pFEEME , BRF5SL: latency >=100 and latency <

2008klatency in [100 200),

&ifjlatency XF1009FBIEK , RE—MEi% : latency > 100,

- BIAEERHRAETE , FEhttp_refererdh A8 ZopxAIHE : not spider not bot not
http_referer:opx,

- AifjcdnIPFERAZ=HHEE : not cdnlIP:""

- BifAFECINIPFEAIHEE : not cdnlP

HftsiEmx
Y8BT Topic Hif)

B LogstoretRETopicAILAXID B— N SN F=8 , HifTEIEN , 18 ETopicAlLAREEIETEE | IXZIE
TR, B EF TLogstoreE — Rk REKRIIAFFERATopica TS,

SIEE— S TopicHTEIAR , (RAFEFMHATopichitTEIR, EREATopic , BUAFIRME

Topic FHIEE.
flan , (FRRTopickYIN AR E FHE :

N -}_. Topic=siteA
- }_. Topic=sited
1481270425 127001 POST  Juserstu=1 caliyuncom s U ropiees \__ topic=AlTRiE=Topi
1491770426 127.001 FOST  /usersu=l  caliyuncom  si - TopiesiteC ——Topic=AllFIEETopic)
1481270427 127.001 POST  /usesu=1  daliyuncom  sieD | Topioedted
1481270428 127.001 POST  /usesu=1  daliyuncom  sieD o
1481270429 127.001  POST Jusers2u=1 ealiyuncom  sitef L Topicesies
1481270430 127001  POST fusersu=1 ealiyuncom  siteE _J |
Topic HIffiEX :

- ZIEFEERA Topic FHEER , EEME Z NS EIEE T opicRREITRFB TopicAIEHE.
- X¥FEQueryR &I Topic , EifEEN __topic__topicName, FERMBZASZIFIHEVER , BITEURLS

#HigxETopic,
- XEFEIRZNTopic , flu0 __topic__:topicl or _topic__:topic2 Fr&EigTopiclf1Topic2 FAIEHE
AIFEE.
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A&

%

FAFisEe

PIMEE

AEIRSIRERIUTSQLIRGITTEIIRE | (XIIREES T EINIIREMSQLAYTEIIRE | MERERHITIHE.

5Nt

status>200 |select avg(latency),max(latency) ,count(1) as ¢ GROUP BY method ORDER BY ¢ DESC LIMIT 20

BEXNEE

[search query] | [sql query]

searchFZHFIITEFMLADEI , Frlisearch query \BERIFIEHFTENHE | HIXEHEHITSQL
queryit®. search queryfSiEBZNHERSZEBIE L , SUEIBEEXH.

BR&!5EA

1. &/ ProjectiIREFH K 5.
2. B%llvarchar , RAIKENS12 | BIIfELEMT.

HIESAF

BEAPHTINE  WEERSITRETRESQUERNFR THESIX | FHESEENPRESE.

- MBRAFFES |, BOARRME N shard RS 1H1TEIERTTEIIRE | MEERTLERS.
- R AR RBURIESHT.

- R RS EIRERL,

- ARSI AT £85I 2R,

FFISQLIEE

AERSSHFUTSQLEE | IFARNBIERTHHEES.

- SELECTERATHEITAY -
. BRI
- g
- 8
- BT
- B

245



AEIRSS FAFisEe

=L
- URLEG(VEREL
- IEN=CERER
- JSONER&
- SREITNSRENRGIR
- IPIRBIERES

- GROUP BY i&i%

- BORE

- HAVINGiE %

- ORDER BY i&i%

- LIMIT i&%

- CASE WHENiEX

- FIRAIE

- REFENA

A

SQLEEETNT :
- SQLEAHFAFEES fromFaflwhereFa , EiAfromZFRmMZFILogstorefIEHEHEE

, Whereg{4gsearch query,

- T FEEIESELECT,. GROUP BY, ORDER BY [ASC,DESC]. LIMIT, HAVING,

- AR FRIREIRIIONER |, (NEREIEZIEM Elimit n, $I40* | select count(1) as ¢, ip group
by ip order by c desc limit 100,

REFE

ATRSAE T —EFRHESFRT , SEPRETEHI—EXUE | MeBail BXEREFR.

FEA it ax
__time__ bigint HEa9aTE].,
BHEXRRIP, 5, TEHRE
__source__ varchar , 1ZFE2source , fESQLAA
S LRIESREIN TR,
_ topic__ varchar HERTopic,

fsEFAsLhl

FEitE/NTRIPV, UVAISRSERNAIRFIEK , ERE&EAII0NEER

*|select date_trunc(‘hour',from_unixtime(__time_)) as time,
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count(l) as pv,

approx_distinct(userid) as uv,
max_by(url,latency) as top_latency_url,
max(latency,10) as top_10_latency

group by 1
order by time

AEIRSEIADHTIRE

g8

arbitrary(x)

avg(x)

checksum(x)
count(*)

count(x)

count_if(x)

geometric_mean(x)

max_by(x,y)

max_by(x,y,n)

min_by(x,y)

min_by(x,y,n)

max(x)

min(x)

sum(x)

bitwise_and_agg(x)

ax

BEHLREXFIHRI—ME

HEXSIRNEEYE

HEE—Ffchecksum , ix[A]
base644&i3

HERE—IIR L
HEE—SHE=RIMNEE

ITHEXx=truef91NEL

THEE—FIR L5

IREZHyEERAER , xSRIRNE

REY®RSHINT , XINAIXEIE

REIZyEERIMERT , xZERIAYE

RElYER/NFINTT | IRAIXRIE

REISRAE

RE&IME

REIXFIRIFN
MNE—FIRIFrEEEManditE

247

RREGREHTAETON  HEHEIRSXAT

Bl

latency > 100 | select
arbitrary(method)

latency > 100 | select
avg(latency)

latency > 100 | select
checksum(method)

latency > 100 |
count(method)

latency > 100 | count(url like
'‘%abc’ )

latency > 100 | select
geometric_mean(latency)

BN RSHIAE |, XINAY
method : latency>100 |
select
max_by(method,latency)

BN RSAI31T |, XIRAY
method : latency > 100 |
select
max_by(method,latency,3)

EHRERTERARAYIESK | XIZAY
method : * | select
min_by(x,y)

ETRERTER/\AY31T |, XIRAY
method : * | select
max_by(method,latency,3)

latency > 100] select
max(inflow)

latency > 100] select
min(inflow)

latency > 10 | select
sum(inflow)



AEIRSS

FAFisEe

bitwise_or_agg(x)

ME—FIRSEEMoritE

AERSEIRS TS FEIT MG REH THS O | IFEaRS T

59

histogram(x)

map_agg(Key,Value)

multimap_agg(Key,Value)

AERSEIRS IR SFEI A

B8

approx_distinct(x)

approx_percentile(x,percenta

ge)

approx_percentile(x,

percentages)

numeric_histogram(buckets,

Value)

ax

IRIBXRYEMEGROUP BY |, it
Hcount, 1EFEESFselect
count group by x

REKey, ValuetHpgHImap

REIKey. ValuefBmkf%Value
map

HATAEDHT  FEEIRE XA

aX
EEXFIRIE—(ERI N

XFxFIHEERE |, HHARL9TF
percentagefEfVEE

S5 EARREEM , BRILUEES
“Npercentage , HHEN
percentageXIMAYEE

SIFEEY |, pEMERIT5T
. iBValueix—7%l , 2
buckets/ M@ , IR[EIFMERY
KeyRxtRzEcount#q , 85T
FXIEUERYselect count group
by

Bl

latency > 10 |
histogram(status), HiAiEix
Z[EFlatency > 10 | select
count(1) group by status,

RS M methodRIBEHAY
latency : latency > 100 |
select
map_agg(method,latency) .

REE MmethodIFFEHRY
latency : latency > 100 |
select
multimap_agg(method,latenc

Y)e

bl

BT —HUERIEE

: approx_percentile(x,0.5)

approx_percentile(x,array(0.1,
0.2))

XFFPOSTIEK |, HBIERT A%
1078 . EBMEEIARN

: method:POST | select
numeric_histogram(10,latenc

y)

AERS TN IR BT A AT REAVATATONT  FEHEIRENAT

5

corr(y, x)

covar_pop(y, X)

covar_samp(y, x)

=34
LSHPPIRIERE | F5RM0Z
1

HHERANISE

HEEARNSE

248

Pl

latency>100| select
corr(latency,request_size)

latency>100| select
covar_pop(request_size,laten

cy)
latency>100| select



A&

%

FAFisEe

regr_intercept(y, x)

regr_slope(y,x)

stddev(x) Eistddev_samp(x)

stddev_pop(x)

variance(x) B var_samp(x)

var_pop(x)

IREE BRI RE]TEEER,
YRKEME, x2IRZE

U EILTPN =N HE RS =
YRKEME, xZIRZ(E

IREXFIRIEE RS
REXFIR S AR IEE
HEXFIRIEATSE

HEXFIRIRAT T E

AERSERS TSI FET AT EREHTATON , LSS

IERHTRFITE.

HHEHEGT

HENEEGTIE + - * ) %, alLUFAESELECTFah,

=21

*|select avg(latency)/100 , sum(latency)/count(1)

TR R

AEIRS SHFA T EREREL
BRI
abs(x)
cbrt(x)
ceiling (x)
cosine_similarity(x,y)
degrees
e()
exp(x)

ax

REIXFIRIERHE
IREIXFIRIIZITHR

covar_samp(request_size,late
ncy)

latency>100| select
regr_intercept(request_size,la
tency)

latency>100| select
regr_slope(request_size,laten
cy)

latency>100| select
stddev(latency)

latency>100| select
stddev_pop(latency)

latency>100| select
variance(latency)

latency>100| select
variance(latency)

BIEUMEFITERE , WASE

IREIXFE L ERErAIEEES
IR BB A ExHy < [ERIRAEIAE

MR AE

IREIEAEE

REIEARERIEE

249
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FAFisEe

floor(x)
from_base(string,radix)
In(x)

log2(x)
log10(x)
log(x,b)

pi()
pow(x,b)
radians(x)
rand()
random(0,n)

round(x)
round(x, y)

sqrt(x)
to_base(x, radix)
truncate(x)
acos(x)
asin(x)
atan(x)
atan2(y,x)
cos(x)

sin(x)
cosh(x)
tan(x)
tanh(x)
infinity()
is_infinity(x)
is_finity(x)

is_nan(x)

RE=

250

IR [EIx[A) NI RIEEEY
PAradixift HlfEREstring
I SEZSTE
REILL2AE , xBIXTEL
IREILAI0AE , xBIXTEL
IREILAbANE , xHIXTEL
IR[Em

REXRIDIXE
IBEEAREITE

R [EIREHEL

RE[0 , n)BEH1EY
xUERAA

SIXAREBYNINEA |, FlgNround(1.012345,2) =
1.01

IREIXAIFTTHR
iExLAradixi#HEIZRR=
EFHEXBYV R
&%

JRIESX

RIEHT

/X8I IEY]

R%

1F5%

XHHARTA

IEY])

XEIEL]]
doublefzX{E
RS R&AE
RS R&AE
TR S 2HE

AERSERD TR B F AT SRR TEHSOHNT | FEEaRS AT

ax
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FAFisEe

length(x)
levenshtein_distance(stringl, string2)
lower(string)

[trim(string)

replace(string, search)

replace(string, search,rep)
reverse(string)

rtrim(string)

split(string,delimeter, limit)

split_part(string,delimeter,offset)

strpos(string, substring)

substr(string, start)
substr(string, start, length)
trim(string)

upper(string)

concat(string,string......)

FRKE

REFRNFRF R R/)\IRIEIE S
HALRING

MR B RF

i frERspstringshfysearchifiliz

B TstringhdsearchEi Arep
FEstring

M RFER RN EF

iBFrrERDRAkarray , BREEIimitME. £
ERVIEAR |, THENLFR

B=rrEoRekarray , Bl offsetNERTER, £Rk
LR AEE , TFRMW1FE

ERFBRPIFHEIFFRME. RESERMLFF
a  MNRAFEUREIO

IREIFFFERRIFE | start TR 1FHA
REIFFEFER | start FRM1FHA
R e S I e N =
BUNIKEFFF

BN RSN FAFRFRN— D TR

IR FRHEFERRSISES  WaISHRTFIR, flUl : a=" abc’ FrFla=FfFeabc ; a=" abc”

ZFafl=abcl,

AEIRS SHFER AR BERREL , B LESTMEQ P ERASUE PN BRI E BRI AR,

B HARdIRISeE

1. unixtime : LAnt2¥BIETRM 197051 B 1 BFFHAR9FDEL , 5401512374067 FE<a9ATE]2Mon Dec

4 15:54:27 CST 2017, BHERSESFZHEFNERIRTE_ time_ RlXFh3EEY,
2. timestampRE! : LA FRATE |, 5/202017-11-01 13:30:00,

B HARRER

AERSHFE N B EAREUOT

R ax
current_date H“XHEA

251

=20

latency>100| select



current_time

current_timestamp

current_timezone()

from_iso8601_timestamp(stri
ng)

from_iso8601_date(string)

from_unixtime(unixtime)

from_unixtime(unixtime,strin
9)

localtime
localtimestamp

now()

to_unixtime(timestamp)

R B, 20 K

E&current_date +
current_timef94558R

IRERX

1ECis08601RIIEIHE(L Al AT X AY
A&

1Biso86015E{LE K

BunixB[EEE{L RS TRIRY

PAstring BBTX |, #Bunixtimefg
L RRAT E)E

=TI
N1

ZFRFcurrent_timestamp

timestamp&{tagunixtime

current_date

latency>100| select
current_time

latency>100| select
current_timestamp

latency>100| select
current_timezone()

latency>100| select
from_iso8601_timestamp(iso
8601)

latency>100| select
from_iso8601_date(iso8601)

latency>100| select
from_unixtime(1494985275)

latency>100| select
from_unixtime

(1494985275, Asia/Shanghai’
)

latency>100| select localtime

latency>100| select
localtimestamp

*| select to_unixtime('2017-
05-17 09:45:00.848
Asia/Shanghai')

A TEJERI&Y
MySQLESTAIE

AEIRSIETFFMYSQLAJIEIEEL , BfE%a. %b. %y %,

RE=

date_format(timestamp,
format)

date_parse(string, format)

ax

{EtimestampiE{LaLLL
formatiziEz =

BstringLAformati&=igifT | &%
{ERktimestamp

252

22

latency>100| select
date_format
(date_parse('2017-05-17
09:45:00',"%Y-%m-%d
%H:%i:%S"), '%Y-%m-%d")
group by method

latency>100|select
date_parse('2017-05-17
09:45:00','%Y-%m-%d
%H:%i:%S") group by method
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B
Y%a
%b
Y%cC
%D
%d
Y%e
%H
%h
%]l
%i
%]
%k
%l
%M
%om

%p
%r

%S
%s
%T
%U
Y%u

%V
%V

%W
YW
%Y
%y
%%

253

A

BEHI4ES (Sun .. Sat)

B{%485 (Jan .. Dec)

By, &8 (1..12) [4]
BRAMEIX , % LGS (0th, 1st, 2nd, 3rd, ...)
EAEILX (01 .. 31) [4]
BAMBILX (1..31) [4]

/NET (00 .. 23)

/NET (01 .. 12)

/NS, 12890 (01 .. 12)

734 (00 .. 59)

BEFRISBILX (001 .. 366)

/NET (0 .. 23)

INEF (L. 12)

Bf5 , X (January .. December)
Bfp , g (01 .. 12) [4]

AM 8¢ PM

e 12/edsl |, #8308 (hh:mm:ss [FERAM Bk
PM)

b (00 .. 59)

b (00 .. 59)

B8] , 24R3%!) (hh:mm:ss)
BESJLE00 .. 53)
BEFRIZELAE (00 .. 53)
BFRIZEILAE (01 .. 53)

FERISLEWeek (01 .. 53), where Monday is
the first day of the week; used with %x

EHJ1A9 7R (Sunday .. Saturday)
—RE%JLX (0 .. 6), EFEIEOX
Fp

Fy , B

W M FFF



AEIRSS FAFisEe

RORIERRSFFEREX

AEIRSSHFIERXITTREL , LRI, %0, . B. B. FF5X5%. XPREERT—LERE
HATHITRIZ R,

BREGE)

date_trunc(unit, x)

850

UnitaTi%A9E8 (xBX2001-08-22 03:04:05.000) :
Unit BURER
second 2001-08-22 03:04:05.000
minute 2001-08-22 03:04:00.000
hour 2001-08-22 03:00:00.000
day 2001-08-22 00:00:00.000
week 2001-08-20 00:00:00.000
month 2001-08-01 00:00:00.000
quarter 2001-07-01 00:00:00.000
year 2001-01-01 00:00:00.000

x BJLAR— Mimestamp38! |, tBETLARunix time,

date_trunc REEFERIR—LEER BEMRSALT , MRBAIFERRRIENIIALEERTH , FINFITHE55
B, XMIZRT |, I IFERIBEFEUETTEHITGROUP BY,

* | SELECT count(1) as pv, __time__ - _time__% 300 as minute5 group by minute5 limit 100

ERRTHRI% 300K TMRIRS 15 St THURERS 5.

B HRRRE=

VAT /9 RGBSR — DR E .

*|select date_trunc('minute’, __time_) ast,
truncate (avg(latency) ),

current_date

group by t

order by t desc

limit 60
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URLERESZ MR AEURLEEZPIZINFER , — MRAERJURLANT ¢

[protocol:][//host[:port]][path][?query][#fragment]

# IMURLEERE

R

url_extract_fragment(url)
url_extract_host(url)

url_extract_parameter(url,
name)

url_extract_path(url)
url_extract_port(url)
url_extract_protocol(url)

url_extract_query(url)

url_encode(value)

url_decode(value)

ax

REVHURLFHIfragment |, 45
BR9varcharz$ay

REVHURLEAhost , Z558R 7

varcharzgs!

EEVHURLFEIquery
nameXINAISEUE , RN

varcharz&gy

REVHURLFpath , R A

varcharz$gy

REVHURLFHImO |, Z£R A
bigint3&8Y

HRENHURLAAIIY | 55R79

varcharzsy

REUHURLFAIquery , 55R75

varcharz$gy
SFurli# 75 X Jwh3
SJurliF{THRED

IENzUER AT — R AR |, HAEIREIFREN—FBD F .

ERAENRER ST
R

regexp_extract_all(string,
pattern)

regexp_extract(string,
pattern)

regexp_like(string, pattern)

regexp_replace(string,

ax

REIFFFER R as R IENZAIFTE
?ﬁi&lﬁléﬁ%ﬁz—ﬁ\?—ﬁ%ﬁ
H

REIFFFER A PRI IENIT RIS —
MR

FIMrFFRFBEERWPENT | 1R
EboolZA |, IFM I LAR A
RN

IEFFF R ap R IENNAIEB D &

255

I

*| select
url_extract_fragment(url)

*|select url_extract_host(url)

*|select
url_extract_parameter(url)

*|select url_extract_path(url)

*|select url_extract_port(url)

*|select
url_extract_protocol(url)

*|select url_extract_query(url)

*|select url_encode(url)

*|select url_decode(url)

22

*|SELECT
regexp_extract_all('5a 67b
890m', \d+") &R A
['5','67','890']

*|SELECT

regexp_extract_all('5a 67b
890m', \d+') &£E&A'5'

*|SELECT regexp_like('5a 67b
890m’, \d+m") £58 Htrue

*|SELECT regexp_replace('5a



pattern, replacement)

regexp_replace(string,
pattern)

regexp_split(string, pattern)

#pgreplacement

1B RreEashap R IENZCAIBRS
bx, BST
regexp_replace(string,patter
m,")

(ERENZEFFF eI EE

67b 890m’, "\d+','a") LEEH
'aa ab am’

*|SELECT regexp_replace('5a
67b 890m’, \d+") £ A'a b
m'

*|SELECT regexp_split('5a 67b
890m’, "\d+") FER N
[a''b','m]

JSONEREY , AJLAUEMT—ER==FFER AJSONSERY | HEIZEUSONFRIZFER, JSONFEGHMLENH : mapFl
array, ANSR—NFRIERMETAISONKLR |, B2REIRIZEnull,

BEIRSSHFATERLAIISONRES :

EREE

json_parse(string)

json_format(json)

json_array_contains(json,
value)

json_array_get(json_array,
index)

json_array_length(json)

json_extract(json, json_path)

json_extract_scalar(json,

json_path)

json_size(json,json_path)

ax

IBFFFEREE(LRII SONSERY

TBISONSEEUE LAl R

HIBT—NISONKRIEE |, &
—E=Z/FE (REE—
JSONHA ) 2BBEEENME

[@json_array_contains , 23X
EY—/NSONEGLERTE AN RS
RZRYTTER

IREISONEBRIA /N

M—1NIJSONXSZRFHREE

, JSSONERIZANE AL
$.store.book[0].title , JR[EI%ES
BEE—JSONXIZ

F{ljson_extract , (BRiREIL
REFRHRE

SREXVSONRISREERBRTIA N

I

SELECT json_parse('[1, 2, 3]")
£ERR9JSONSEEIZA

SELECT
json_format(json_parse('[1, 2,

31) ERIFFFER

SELECT
json_array_contains(json_pars
e('[1, 2, 31'), 2)a SELECT
json_array_contains('[1, 2, 37,
2)

SELECT json_array_get('["a",
"b", "C"]', O)%%?ﬂla'

SELECT json_array_length('[1,
2, 3]") IR[EIZER3

SELECT json_extract(json,
'$.store.book");

SELECT json_size('[1, 2, 3]") iR
[EI£55R3

SIRSE B P IEIEEIEElong. double, text3A!, EEIHFIFAIEAIEIEDigint, double,

varchar, timestamp, int%s,

SKRIGEHRRAY | IR — ISR ISR |
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cast(value AS type) — type
try_cast(value AS type) — type

IP iRBIEREY , ATLURBI—PNPEAMIPEZINWIP , B LIHIMIPRTERIER. &0, Hh.

=
ip_to_domain(ip)
ip_to_country(ip)

ip_to_province(ip)

ip_to_city(ip)

ip_to_provider(ip)

fsEFEEEB

ax

FIRFIPATTERYSE, , ERRIEESH
M. iR[Elintranetgginternet,

FURRIPRRERIEZR.

FIRRIPRRERYED |, ANREINE
. NREEZRETR.

FURRIPRRTERSLT | SISRZEINE
, WREIEZRETR.

SRENIPXI M AR EIT E 7 o

1. EEAPSEERARMGIEER EEKEE

* | select count(1) where ip_to_domain(ip) !="intranet’'

2. & topl0BYIHIRIE Y

=2
SELECT ip_do_domain(ip)
SELECT ip_to_country(ip)

SELECT ip_to_province(ip)

SELECT ip_to_city(ip)

SELECT ip_to_provider(ip)

* | SELECT count(1) as pv, ip_to_province(ip) as province GROUP BY province order by pv desc limit 10

e RS SR

[
{

" source """

"_time_": "1512353137",

"province": "iHIE",
"pv": "4045"
b A

"_SOUI'CE_"Z nwn

"_time__": "1512353137",

"province": "_EiETH",
"pv": "3727"
1A

" source_ """

"_time__": "1512353137",

"province": "JtERM",
"ov" "954"
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1A

"_source_":"",
"_time__": "1512353137",
"province": "FIRIIP",

"pv": "698"

1A

"_source_ """,

" _time__": "1512353137",
"province": "TERE",
"pv": "472"

1A

"_source_":"",
"_time__": "1512353137",
"province": "f@iEH",

"pv": "71"

1A

"_source_":"",
"_time__": "1512353137",
"province": "PAIEXEY",

"pv": "52"

1A

"_source_ """,
"_time__": "1512353137",
"province": "EE",

"pv": "43"

b

"_source_":"",
"_time__": "1512353137",
"province": "fEE",

"pv": "26"

1A

"_source_ """
"_time__": "1512353137",
"province": "SHEHT",

"pv": "26"

}

]

£ ERERPEETRNIP , Btk , HBIFLE CRMKEMNAMELR , ATTEEXEDHEEK , B
MALAMERTANDIESD

3. i TiEEARiER , Etop 10MIMLEIHIRIEYD

* | SELECT count(1) as pv, ip_to_province(ip) as province WHERE ip_to_domain(ip) != "intranet’ GROUP BY province
ORDER BY pv desc limit 10

4. EEARERIFIIRMZER , BANIRFERT , RATERXIRE

request

* | SELECT AVG(latency),MAX(latency), MAX_BY(requestld, latency) ,ip_to_country(ip) as country group by country
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limit 100

5. BEAANSBIZ S RAIT TR

* | SELECT AVG(latency) , ip_to_provider(ip) as provider group by provider limit 100

GROUP BY 3#5%%1., GROUP BY3Z#5@1d SELECTRIZIRIB BRI MAIKEY,
)

method:PostLogstoreLogs |select avg(latency),projectName,date_trunc(*hour’,__time__) as hour group by
projectName,hour

AlEhourfZRE=""SELECTSldate_trunc(hour’,__time_), XZEMANT—EAFESRMIquery FEEHED

°

GROUP BY 3Z#£GROUPING SETS., CUBE. ROLLUP,
G

method:PostLogstoreLogs |select avg(latency) group by cube(projectName,logstore)
method:PostLogstoreLogs |select avg(latency) group by GROUPING SETS ( ( projectName,logstore),
(projectName,method))

method:PostLogstoreLogs |select avg(latency) group by rollup(projectName,logstore)

K

HRFGRSIE##4TGROUP BY
SHEOTENET —HIEEI_time_, SFTFHES—FILITHEYS | SETEARTEFITHG

{EFdate_trunceREL , FTLUERSEIZIRIFFEN NS (hour), 3$R(minute), K(day). B(month). (year),
date_trunciES—/ NSRRI , FI—Munix timegi&timestamp2-EUA9%1 , FlE0_time_,

- BREN. BoMRIHTEPY

* | SELECT count(1) as pv, date_trunc('hour’,__time__) as hour group by hour order by hour limit 100
* | SELECT count(1) as pv, date_trunc('minute’,__time__) as minute group by minute order by minute limit 100

iE: limit 100FR"E&RZIREN1007T , MNRANILIMITIES , BUARSIRENL01TEE.

- IRRRIERRS AR TS |, AN E5 DAY |, date_trunc RBETEIRfR—LE ERI BRI
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CIXMIAET | BAEEEEHEEIEF A HTGROUP BY.

* | SELECT count(1) as pv, __time__ - __time_ % 300 as minute5 group by minute5 limit 100

ERATAAI%300FRRIEIRS 13 R TEURXI S,

#GROUP BY Hhig2EXdFagg?l

EARESQLE |, WNER{FEFATGROUP BYiE % , BBATESELECTRY , REEEIESELECT GROUP BYRIFIRIARES
, BESHERAITRAEITE | ARIFAEIEGROUP BYFIRIAA.

plan , LISEERIEZRY , E/9bRIEGROUP BYRYS , #Ei%fRait{TGROUP BYRY , BE{Tha iR , K&t
Rz — TR,

* | select a, b, count(c) gropu by a

RTXEULEBR , FJLAERarbitrary @ Hb ¢

* | select a, arbitrary(b) , count(c) gropu by a

BOREE T
BORFAXRBETITE. SENSQLRSREREAXRITE—1THNER | B EEITREM—1TER.
AR, alLABITIE | FEIBSERERIEIS—1T4.
BOREEX:
SELECT keyl, key2, value,
rank() OVER (PARTITION BY key2
ORDER BY value DESC) AS rnk
FROM orders

ORDER BY key1,rnk

IOERD =2

rank() OVER (PARTITION BY KEY1 ORDER BY KEY2 DESC)

Heprank(02— 1 RERE , JLUERSIMEEZFIVTAIRE , B LIERARIESIHAYEEL. PARTITION BY
REERPLERITITE,

BN ERRAARR SR

BRI ax
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rank() AEOR , RRE—JHF | REEEORNFES
row_number() REEEONBTS

REEORAIE—Mvalue , —RRAEIEEBEONE
B | SRE&K(E

last_value(x) & XFfirst valuetBfz
nth_value(x, offset) BORBISEoffset MY

BORXFIEITZ FoffsetiTHIE , R FEIX
17, MEXdefault_value

BORXGETZ Hioffset{THIE , MRAZEZ
17 , MUEXdefault_value

first_value(x)

lead(x,offset,defaut_value)

lag(x,offset,defaut_value)

fsEFEEEG
L EBANRNENART |, SREE N ARIEKESR JRHES

* | select department, persionld, sallary , rank() over(PARTITION BY department order by sallary desc) as sallary_rank
order by department,sallary_rank

M REEER:

department persionld sallary sallary_rank
dev john 9000

dev Smith 8000 2

dev Snow 7000 3

dev Achilles 6000 4
Marketing Blan Stark 9000 1
Marketing Rob Stark 8000 2
Marketing Sansa Stark 7000 3

2. EEANREINARS , SREE N ARFKESR JRIISEE

* | select department, persionld, sallary *1.0 / sum(sallary) over(PARTITION BY department ) as sallary_percentage

VS
department persionld sallary sallary_percentage
dev john 9000 0.3
dev Smith 8000 0.26
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dev Snow 7000 0.23
dev Achilles 6000 0.2
Marketing Blan Stark 9000 0.375
Marketing Rob Stark 8000 0.333
Marketing Sansa Stark 7000 0.29

3. IR GtT , FEEBRUVENE—RANSKER

* | select day ,uv, uv *1.0 /(lag(uv,1,0) over() ) as diff_percentage from

(
select approx_distinct(ip) as uv, date_trunc('day’,__time__) as day from log group by day order by day asc

)

D) VESS
day uv diff_percentage
2017-12-01 00:00:00 100 null
2017-12-02 00:00:00 125 1.25
2017-12-03 00:00:00 150 1.2
2017-12-04 00:00:00 175 1.16
2017-12-05 00:00:00 200 1.14
2017-12-06 00:00:00 225 1.125
2017-12-07 00:00:00 250 111

HERGSE RS TINREHRESQLAYHAVINGIE X , F1IGROUP BYECSfEA , FAFIZIEGROUP BYRIZER.
B

method :PostLogstorelLogs |select avg(latency),projectName group by projectName HAVING avg(latency) > 100

HAVINGFHIWHERERIX 5l

HAVING BT iZiiEGROUP BYZ [ERIRGITERER | WHEREERSIHEZENTIRRIETE.

Nl

MTREATIOCCHED  HEENEMINTFHERE  AERRERTRETHYEREAT100mLAIEHN
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* | select avg(rain) ,province where teporature > 10 group by province having avg(rain) > 100

ORDER BY AT AR THEF | BRIRSFHER—IHITHRF.
iEEE

order by %% [desc|asc]

B

method :PostLogstoreLogs |select avg(latency) as avg_latency,projectName group by projectName
HAVING avg(latency) > 5700000
order by avg_latency desc

LIMITIRIR— M F , F&ZHENTE. IRRHOILUMITIET , BAREH101T,
IR AHELimit offset, linesiEjx,

A

*| select avg(latency) as avg_latency , method group by method order by avg_latency desc limit 100

S735CASE WHENIEE |, XEEEEIE#HITIAZE, a0 , Mhttp_user_agentREUER , 1A38ALANndroidl]
iOSFRFhZERY

SELECT

CASE

WHEN http_user_agent like '%android%' then 'android’
WHEN http_user_agent like '%ios%' then 'ios’

ELSE 'unknown' END

as http_user_agent,

count(l) as pv

group by http_user_agent

FE:

- HHEIREIE /92008915 K S RAIBERAIELH) -

* | SELECT
sum(
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CASE

WHEN status =200 then 1

ELSE O end

) *1.0 / count(1) as status_200_percentage

- B ARRER XIERIS T

* | SELECT®

CASE

WHEN latency < 10 then 's10’
WHEN latency < 100 then 's100'
WHEN latency < 1000 then 's1000'
WHEN latency < 10000 then 's10000'
else 's_large' end

as latency_slot,

count(l) as pv

group by latency_slot

2. GROUP BYZFIRT , BB AR ERI7ERIE

3. ERLEREL

4. TESQLAERENEERS , REAEEIFES!

5. 3Fgroup byfy5l , RENEIRGHEF

ESQLiREEF | FIBWMMATE. 5. TRIZEMN , BUAFETFL,

NRERTWERES , BPINREE 7T AFESQURERFIE (FliNUser-Agent) , BIAFTEEEESRITEME
BITE | BYIl— 5% BTER. AIRMXXETSQLE  EREFMER , MARRGER , BRNEE

ERRIBRTR.
ItEAh , BRFRBRZIBREIKES , BRI LI — A2k BRR 2 &8,
BlEEH -
[RYEFE il
User-Agent ua
User.Agent ua
123 col
abceefghijkimnopqrstuvw a

FREBqueryTEDHTRTHISERERBRY , EL RIS BN bquery AT, |, #itiEsE,
1. RERANFFHRF#HITGROUP BYitE

1. REBRXFAIHRFIHITGROUP BYitH
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XMFAFERHITGROUP BY , 25HKENhashitE | XEDTHEEEES SIEEBATERIS0%LA L.

BIENLATR N query:

* | select count(1) as pv, date_trunc(‘hour’,__time_) as time group by time
* | select count(1) as pv, from_unixtime(__time__-__time__%3600) as time group by __time__-__time__ %3600

Query 1 FI2ZIXERIEREEEH , FRITEE NN EEcount® , (B2Query 1 BB B ZRT R
, 51402017-12-12 00:00:00 , RAEIHXNFERFEHITGROUP BY, Query 2253 B RERTIHE

, GROUP BYitEEASBAMFREER, Query 1EEWNFHEHThashigfE , FRLAEHITHER L

. Query 281,

2. GROUP BYZFlRT , 8B KR BRISERITE

590 , provinceB134 , BFELZ.

R : *| select province,uid,count(l) group by province,uid
18: * | select province,uid,count(l) group by uid,province

3. (EFR A EREL

EEREAIMREEIERIT R RS, MESIRK—ERZAERE | HARRETEIUR.

TR . * | select approx_distinct(ip)
18: * | select count(distinct(ip))

4. FESQLPIREVEEAYS | REAEEEATEY

SRENFTEY | iSEREIEE. ESQLITER , RERENFES SRS , XSMMRItE.

R * |selecta,b c
18 ¥ |select *

5. 3Egroup by9%l , REREERERET

a0 , userid , FAPR , BWEE—XIMNAY , IR FBEKRuseridi#{Tgroup byBIA],

R : * | select userid, arbitrary(username), count(1) group by userid
18: * | select userid, username, count(1) group by userid,username
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EHIFIR

. SOOSERERAIELANRT , ARARIRE
 BRERMAT , MAIRE

RBHUEX ST | BB IMENITTE IR
. fEgroup byRIZERSF |, IREIFSEL

- GRS

=HIRE
1. RERANFZRFBRFIH{TGROUP BYitH

StESFRIS005ERE | BERASHHEIRERBIT40%AT R IRE,

g A W N PP

status:500 | select __topic__, max_by(error_count,window_time)/1.0/sum(error_count) as error_ratio,
sum(error_count) as total_error from (

select __topic__, count(*) as error_count, __time__- __time__ % 300 as window_time from log group by __topic_,
window_time

)
group by __topic__ having max_by(error_count,window_time)/1.0/sum(error_count) > 0.4 and sum(error_count) >
500 order by total_error desc limit 100

2. SRBRIRE , AAGRE

FTELHORE  HREREHIRKE , MARE, BTEREN—2HA , RIHEIEAR— 7
SEPEY , BRLA , BERRLEA(max(time) - min(time)) 73—t , FiFENSHRIGREDE.

* | SELECT SUM(inflow) / (max(__time_) - min(__time__)) as inflow_per_minute, date_trunc('minute’,__time_) as
minute group by minute

3. IRIRMIRX Ao , FEE MR E I IER

* | select avg(latency) as latency , case when originSize < 5000 then 's1' when originSize < 20000 then 's2' when
originSize < 500000 then 's3' when originSize < 100000000 then 's4' else 's5' end as os group by os

4. fEgroup byf9&RF |, IREIFSLL

AEEBIIRIcountER | REMABDLL. ZqueryG&E& 7 FEH, BORE. H¥sum(c) over() Rit&FT
BT,
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*| select department, c*1.0/ sum(c) over () from(select count(l) as ¢, department from log group by
department)

5. G THRBSFAFHITEL

FURLEER S |, FAFEERIBURLARRISAE , K8, XFMER , ATLAERACASE WHENIE L |, (BIAEMNE
fEERANEERcount_if,

* | select count_if(uri like '%login’) as login_num, count_if(uri like '%register’) as register_num,
date_format(date_trunc('minute’, __time__), '%m-%d %H:%i') as time group by time order by time limit 100

HN—LEESRNEINS  —ESQLEEREFR K , BUSQLIRREEIRIIBRESRIIFEK.

BREFEANTHRESANXEIET | BEESQLFIEEfrom &4, EEEHFEIEEfrom logiXNREF , TR
MBI EE.

B

* | select sum(pv) from

(

select count(1) as pv from log group by method

)

SERERF—MESN  8—REEWMICR—F | AR EARINIFER | EERETRATT LA
BIEHFIINRETIE.

AT ETNERRIEEATHER (s + X4 ) FiEP—RAE  BizATEREXXAHRIRIETSR ( £X
) HEETRAE (TX) hEKHE , JTEERE DevOps 1758 P FIE SRS AR aIEE—inFse

AERSEHSREEINENRE , SRS aEEEEASERBXXEPIETXER | 4AIaRIUT
R BB R EEm TEIRIEE. BYEEEEATHLETYER | BRI SHIEEPRIEEL
BEXHIEES , HEEAIEM,

Rz

f5Ign , 020 FhEMuATERRSS 28 LA HEBERICR—IRIT BpEIAIHILE |
FAFER > WEEm > REm > IANEWE > T8 > TR > SR > £RiTH

MRAFTRENT |, EHEARFTEREEMTHREE. ERHLETXEAT , FEEERBXARFINEE
BERNR | REEEERRXERNBHBENE—aEE , LUTE ID AXBEHERNAER BT |, #Eh#
T FERREURE.,

267



AEMRS FAFisEe

EEESRS S, JLURRUT SRS !

1. BIfRSS AR F R HEREZ iR Logtail , FEIEHE ERIMERE. ATREEE , A/ Logtail
FHa HEEEHE.

2. BIESIRSES A= BEEANE [ FEEARIREIT SR ID HENTRKWER.

3. LEFRERATAEE B EEREEIAMSZEINECHETER (HIA0 : ERRIIREK) .

-

_BEESANBLOEANAAS | | logstore: app_log | | BARFwebEHE |
MEA N N 1. HRIECHRIENT
! app.log app.log |
i ii ; i 2BEHETRXZ
P | —— 3 Em .
|| a > [ .
P e | applog !
— N ——
| L N+1 | N+1 ! 1| [
1 [Frm— [J— i !
' | 1 ;
S /" Logtail 1 ; i\ J
] R e ’

TOREMNS

- MENNMFER , BB THEH .
- EAERSEH G EUEEESNS. XMMHEEAT LETXER  TREREBETREEATE

.
- EEBMRENNELR | EESRSEHSEENERIREEMAIRASEBHITETNESR |, 1
ERTLASINME,

- AREURSSFESEA RS BEGEE ( rotate ) IEAMAIEIREX | BIHSIRSEH G LR
ALAEETEEE.

RS

- A Logtail RERE LIELIERIEEE | BREENFA. RERELINCTEHERE.
- FHiE BER5IE hae.

b2 W

- EREIAREE RIS (£ Logtail REEE LENVEE | EFETE BERSIEE e

- E RN EAREE AT syslogHE.
- Java SDK/Producer Library/Log4) Appender&SDKE NHURE A~ 15,
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BELR

5 BERSEEEHS.
i3I O = == A SET 7

£ LogstoreBlizk TNH , FAAEHIHEEAREHEERS1FITH &,
ERERAPE—FATRAENE ETOE 4% | RPZATFF L TITEERE.

200

o e I s S I e, O s ) ) S ) N s N e
245188 2645158 285158 30158

BRER - Rt AN - s 4E

EEAP ME

{IJ‘I? -06-12 10:24:14 __FILE__:srefinfeasy_connection.e _LEVEL__:WARNING __LINE_:1561 __THREAD__:25241

6,98 logitimeout_mesg: CxTlel36bb1048, time: 0.4D0B16 {s), packet_id: 1234682912 10,153.136.88:1026
J:_Fﬂﬁﬂﬁ MEEE  4.803990, ermor: 0, s->timeout 400

LT3 microtime:1497234254604015

&EP_% l|_.\ $$ J:-FI‘XJ
EHaNEEEZRENBER E T EIIE,

| rreso_ser | mzamomn

_WARHLTX L HEPNB*-(#H“MNM
(e svtn 1o b s e e
-5 legnet found session, packet_id=821814525 10,153,136 160.10261_229_0x5754048, . STvar e, atet

457010362086591, client
microtme:1497010360065636

16806 20:12:50] 10155.196.180 __FILE_csrwfiofeasy_sonnectan.c _LEVEL _WARNING _UNE_1561 _THREAD_4917
-4 logtimeoutmesg; OuTi:H0521048, ¥me: 0400002 (. PackeLis B21810967 10.152,138.10% 10281974, 3 3  1497010870,301657, now: 1497010370.301659, ero

(0806 20:32:80] 10153136160 __FILE_-wcio/easy_connecsion.c _LEVEL WARNING __LINE_ 1252 _THREAD_ 4917
lognot found session, packet_ids821816867 10,150,136 103:10361_¢14_0xedsi8ds, sarvar: recy_tie: g respen_atel

-3 | somioarossesta. cens
icrotin:1 40701037 0463262
o803 20:13:00] 10.153.136.180 _FILE_-srcfiofaasy.connaction.c _LEVEL WARNING _LINE_1561 _THREAD_ 4817
o | rotmeoutmess: {el. packetk 10,153.136.160: 10261 _229_0x5751c48:a3318, bt: 1487010380, 171962 st: 1497010380, 171983 et: 147010380, 572587, norws 1437010380.572588, ero
£:0, 8-stimeout: 400
microtien:t 437010380572613
[06-08 20:13:00] 10153.130.160 _FILE_swrefiofsasy_connoction . _LEVEL WARNING _LINE_1252 _ THREAD_ 14017
1 | Yoot found session, packet_jg=521838102 10.133.136.160:10261220_DrSTStcds, seer: reci. 1950, respend_st=1

4970103B0752005. chant:

microtme: 1 497010380752058

[06-00 20:33:08] 10.153.136.160 __FILE_-wrcio/easy_connecsion.c _LEVEL WARNING _LINE_ 1561 _THREAD_ 14017

43 | 1ootmecut.mesg: (xTIC1243T048, tims: 0400045 ), packst id: 021854863 10.153.100.160:10261_229_0:5751cAT:43IB. bt: 1457D10368.126052 ot 1457010061120071 ef: 14570030 526056, naw: 1437010080 526037, &0
0, s>timenut: 400

microtme: 1 40701 0398528128

[05-00 200308] 10.153.136.160 __FILE_-wrofio/easy connecsion.c _LEVEL /WARNING _LINE_;1252 mm_;mr

Ioanet found session. nackel id=A21E54BAT 10155136 16010261 229 DRSTS04R. resnond a1

= =T

ERRMESRINE L NRNEEETATENNATES. NFEHREEE LTI, BT &

B 5 S TR,

FRRestful APISh , fEARTLAERIDBC + FRESQL 92T HEE IS o1,
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ERS

EESH ] 1588

host cn-shanghai- AR, BRICIFE MR
intranet.log.aliyuncs.com pAiIEFIV PCRIZE 1]

port 10005 BIAEAL10005/EiHOS

user bqg2sjzesjmo86kq IEIa)F4E Accesskeyld

password 4fdO1fTDDuzP IEIE)FEE Accesskey

database sample-project BRFIKS TR IRE ( Project)

table sample-logstore InE ™Y BEEE ( Logstore )

BigniEiE My SQLER S EZR AN T

mysgl -hcn-shanghai-intranet.log.aliyuncs.com -ubqg2sjzesjmo86kq -p4fdO1fTDDuZP -P10005

use sample-project; // {EFEENProject

HIRSMF

IAIEIDBCIED , M/AEAEKSHIAKEE FIKSRIAK, FIKSWMEProject ownerfIFiIkE , B FIKS
BABProject&BIHNSEINR.

1= A
EREm

fEwhereZFhw /e _date_&f_time_RIRFIEIBAAGESEE. _date_EtimestampzE!_time &
bigintz£8Y,

a0

- _date__ > '2017-08-07 00:00:00" and __date__ < '2017-08-08 00:00:00'
- _time__ > 1502691923 and __time__ < 1502692923

BRI,

RN AR
KFwhere g ( filter ) IEAMT :
B Al A
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FREER key = "value® EHRSHZEHER
S—— ey = "valu SR A RIS
IR i field > 1 SISO EE SR EIE>

>=. =, <Hi<=

e filf0a = "x" and b ="y"8ka =
BiEIEE and or not "x" and not b ="y"

e aper MREAHLNE LR , BEE
LEE line_ =*abc R key (_line_)

HEIEXE

SHFTERERFS IS INEE.

SQL92iE %
998 + HEEABSQLOZEE,

BN Fan T =S ¢

status>200 |select avg(latency),max(latency) ,count(l) as ¢ GROUP BY method ORDER BY ¢ DESC LIMIT 20

HATTLSERTIIEHRS + AR ESRAERINGY | BRIRESQLI2E

select avg(latency),max(latency) ,count(1) as c from sample-logstore where status>200 and __time__>=1500975424
and __time__ < 1501035044 GROUP BY method ORDER BY ¢ DESC LIMIT 20

{5 DBCHNSLAI
=R

FRERLMEEHET— 1M IFMySQL connectorfJf2FHERAMySQLIEXIEEHTIRSS. FIanfER)IDBCEE
Python MySQLdb,

{sEFaAF{5:

import com.mysql.jdbc.*;

import java.sql.*;

import java.sql.Connection;

import java.sql.ResultSetMetaData;

import java.sql.Statement;

public class testjdbc {
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public static void main(String args[]){
Connection conn = null;

Statement stmt = null;

try {

//STEP 2: Register JDBC driver
Class.forName("com.mysql.jdbc.Driver");

//STEP 3: Open a connection
System.out.printIn("Connecting to a selected database...");

conn = DriverManager.getConnection("jdbc:mysql://cn-shanghai-intranet.log.aliyuncs.com:10005/sample-
project”,"accessid","accesskey");
System.out.printin("Connected database successfully...");

//STEP 4: Execute a query

System.out.printIn("Creating statement...");

stmt = conn.createStatement();

String sql = "SELECT method,min(latency,10) as ¢,max(latency,10) from sample-logstore where
__time__>=1500975424 and __time__ < 1501035044 and latency > 0 and latency < 6142629 and not
(method="Postlogstorelogs' or method="'GetLogtailConfig') group by method " ;

String sql-example2 = "select count(1l) ,max(latency),avg(latency),
histogram(method),histogram(source),histogram(status),histogram(clientip),histogram(__source_ ) from test10
where __date__ >'2017-07-20 00:00:00' and __date__ <'2017-08-02 00:00:00' and __line__='abc#def' and latency <
100000 and (method = 'getlogstorelogS' or method="Get**' and method <> 'GetCursorOrData')";

String sql-example3 = "select count(1) from sample-logstore where __date__ > '2017-08-07 00:00:00' and __date__
< '2017-08-08 00:00:00' limit 100";

ResultSet rs = stmt.executeQuery(sql);

//STEP 5: Extract data from result set
while(rs.next()){

//Retrieve by column name
ResultSetMetaData data = rs.getMetaData();
System.out.printin(data.getColumnCount());
for(int i = 0;i < data.getColumnCount();++i) {
String name = data.getColumnName(i+1);
System.out.print(name+":");
System.out.print(rs.getObject(name));

}

System.out.printIn();

}

rs.close();

} catch (ClassNotFoundException e) {
e.printStackTrace();

} catch (SQLException e) {
e.printStackTrace();

} catch (Exception e) {

e.printStackTrace();

} finally {

if (stmt != null) {

try {

stmt.close();

} catch (SQLException e) {
e.printStackTrace();
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}

}

if (conn != null) {

try {

conn.close();

} catch (SQLException e) {
e.printStackTrace();

o o o o

TEXEFH
L AR/ VPCIMEBIIMYSQL Clienti#{TiER,
=

1. DAMEEZAIProject,
2. QWMESERILogstore,

umn names .

with

for help.

HERSISETEN HEEER #75E |, o lBEdEENNIGENRSERRLISESREBISFLAE
i,
BEARRERN

1. EeEREER + SERN,
2. RRERE{TIREEIR |, FITESMASERM.
3. RIXfE(E/th  BEEEEE
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TR 1 EEREE
FERRE

ATERERTLIEI TR HET | ERERRENERET. SREZRRESA T IUERRREGSH
THE  ERFHSURERERAGTHE S HIER | 2EEFS

flan , EfERIA 15 DHHNEE error B9EUYE , &40 error , —HB 477 &, DHUT :

s _shennongworker_og +| oo 2 [ err | 598+ | 20161215 115005 20161295 120905 | @ E

MAEE  SHER F3|mtE~| SR~
2k

Tk
i IIl.IIl-.III_.IIIIIII-I--I-I-_

54532280 569158 589158 0053158 0293158 0453158 0657151 0853158

BREF~ | Bt~ |

FENOR FABT 0R  « (1 35
BHE)P RE
1651281580 __FILE__:easy_connection.c

BEARBERE Key, Value BE |, EEILXIEA Key THY Value i EEE LM,

MTFERER—IKEY 10 FHIER  SEMNRAMT A1105% |, EPEHEI—RFEF M | &8
SRREE,

MNZANMEIFAILIEE , SZERSFMT 477 &R0 10 & |, FERE. FEENRIHHERETS

L

R (Histogram &if )

PlanERrE BEPRSEE/920009 BEEES , EIREDINT (FETEIIEEL) ¢

* | select sum(case when status=200 then 1 else 0 end) *1.0/count(1) as ratio

* | select sum(case when status=200 then 1 else 0 end) *1.0/count(1) as ratio R -
wsma,; 15854 1EENS 163078 163134 165155 1681255 1653 16T 165143 1637454

ASEE640,441 TIRT RSN
RERE FEtEx

- (24 |cal ® 1= @ X ratio ¥ | | Y : ratio X | EINEH S ew

B

ratio

0.9999474754447705

FEt , JLAREEERERM ratio < 0.9, FTrR=REEB/920089 BN BEEHIO0 %A 1T
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f
i

BELR
55 ORRSEELHE.
SEEFTBIORE | BEREER,

pris
£ Logstore%lZR TUH , EEFENHEEHBEHTERSTH &Hif
FR ( Topic ) FIEFEDE , BRIEEAE

TEHTEE (Logstore ) |

RIERRIEE
BIFUEA AN BFER > RESH. SERSHRTARES

e el i 1 H] i il
@ v v

& nln_paswtion_iog

EEaEN8,640,441 EEHALRITH

New
ratio X | EhEEs

FsEE FitERE
;| ratiox | | YéE:

By 0 ¢ =2 8

ratio

0.8909474754447705

RERETIEFIEHRE BE.
- BRESREL | iR R REREA.
- PEEIAER | REEERNETR,
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RS X
e ErEthEEE

* HREENEERR  test

SER 2 Sl EERN

BERSHREFAREEIARE , BRI EERN.
BE BFH > &F. ANEEREN T,

RESEMNF AT BE.

SEEANSBRSHSFIEEFIER O,
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=AW

* IREHIEF test

rEAEE

* REEEER | test .

* ZHEENEETE | 600

sy e
() #oEsE=

* i EER(T |5

w) REEESMARE , BE
* R 1

EEEE

* FEREFR | ratio

¥ HBERF | T v

» EEEE 09

RETHE

+ EFIEER

i
i}
<

AN

REERRR | BRSUHERCEIEIRERI,

HiEEETE : IRBIRERXNITESEREERRIEIEREREE | 1980 BIX&E 198 I TIRERY
SRR AR TEA.

IR BRRSIREXSEMNURERSRFIEREXEFA9RT 10 FEUE.
WEER : RSHEAHITEECERNEER (BT, S/NEEsZEF Smin) .

RARE - SENEECSATRANREL , LLANEREs 5 £t , 2 ARELR 2 XIGEHESERURIAE
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S (EERRERN 10 H8)

FEAER | BEABTRETEEN Key SR,

EUBAF « SHFUESR ( KT/ RTFET/INF/INTET ) FIFREE (Ba%/IENIES ) | WA -

B4{F i)

> ZFIREKRTHE
< ZHRE/NTEUE
>= AFEFEANUE
<= INFETRERANEUE
like A&

regex TENYPCfe=fFER

S8 3 BEEENSI

Bal , BERS S0 ™EATT

- BRI - BRFE+REME (BN
- §TET#28 A-WebHook

- BENX-WebHook

-RfE (FEF)

Nl

$count > 0

$count<200
$count>=0

$count<=0

$project like “admin”

$project regex match
uA/S+$u

HERENSENNRAARSE  BSRSGEITETUCIRERBRNLT , NEREEEREE.

B8 . BRIESIRSGSEE UEEEAN] SRISTS | BRESE: (HERSS (MNS) 1 SUREEE

e,

BRI (#E75)

EEEAN—SENFh | BREEIRE BRSO, AREENRES.

wEE

* RIS | e

* il error count exceed 10/S
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A& (LOG ) FEXIMANHEIEIL

HENEZEAP O T EA R EERE |, EHESRE
A—FIETER. TTHESGERERBRAED.

TEBCEBEIA

128 WRLIFEBENANCEETEER | B ES B AR hHTE,
EFREMEERIHEERFETYSHRME | BIRIEESIHRER,

TSR FrEEE - ECS/RDSFIRERTISFIEA]

X
it

Ci REBRREA wang_qing****@163.com 150%***3553
[z & jessie.w****@163.com 188*+*¥*8703 sARmEA illa3
~ =g R @gq.com 15(F***5555 ERASA ilzS

+ FSESEEA

iR BOEEREIGERSRIA

TEIEBUHRERIA B NGB R
NEFREFE—(IEERKA |, L EERT+FIEERERA | HEEZARBATRIEEEEN

TCATT

BRFE. FHSHEMRMER. XKSHREATLUNBEEZERAREFISE.

=
- BB EHAERIHEREIFHEFYSTIEME , BYRIEEATEER.
- BV EEREIEEERA.
- BAIAERA M + 5215, BATER.
- BNFEHS/fE —REBE RIX500R,

HETH

st
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1] F&F11-28

[MEx= ) BERFHRali-cn-
shanghad] 2 8 WE W aleon - 288
countd 8 AE:197992 > 2000

[[M2 =] BEESHBali-cn-
shandtd #5898 EH el - (i 4 28
countd S8 AE:85551 > 2000

ERAET . (FREN” BSIRSEE )

@ (o 11:33
1 LE

BEREY sls_a****@aliyun-inner.com :

BEATES P A PR EERE : E : ali-on-shang e B0t BN @ countd | ARG
85551 = 2000,

THEREINLIR | MO B R A,

HREEHRERLE

FTEIHIRRA

EETSTREA LARIMNEEA | IBFEBENX (1BIWebHookIENBENXRS ) .
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DHIFERS

©

JIRA

@

£T#4

Bl A

fil £ =Code GitHub

Gt IS B R

¢ O

Travis Trello

O

BEX

IE A5

B AR (A% ) |, FHENWebHookiE.

g ARF:

B

EATRS TEEIRET |, i WebHook-§T¥TH1EEA | EWebHooki#HZRINZEWebHookithiik

GitLab

B FROREYF R

HERS &%

Fra

FE

hitps://oapi.dingtalk.com/robot/send

i

 ESBERIARE ( RSHFR, RESONFF) .

* AR WebHook-§TETHLSEA

* WebHookdtihit ‘ https:/ioapi.dingtalk.com/robot/send ?access_token=23e326aeadedidde307dc14453adf07ed2c L~

+ Mz | PV count down 30%

HETH
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o [BERESE] PV count down 30%
[Uid] 13415134513

[Project] ali-cn

[Trigger] oplog_alert

[Condition] 3413 > 3000

[Message] PV count down 30%

Read ==

BENX WebHook
EAERETEEIZET |, 1% WebHook-BEN. , 1EWebHookitEZ R InEWebHookittllk |, IE
EBMNE ( A3HFEX |, RESONERT) .
* EHIEE  WebHook-BEM

* WebHookdtitlit | https:/lexample-webhhok/send Paccess_token=23e326aeadedidde307de14453adf0Ted42cc6e5 L v

+ s | PV count down 30%

WebHook&I1XAR B I:

{"uid": "13415134513","project":"ali-cn","trigger":"oplog_alert","condition":"3413 > 3000",
"message":"PV count down 30%", "context":"c:3413"}

RSER (BIETER)
EEBAN— ST | ERRSEEEEN , FRERTRREEES0FISH,
4, ANMEERERLHF—FHSH , B FHSE SRR 20 £,

TB 4 EESECR

BT EENNE ST LEERFNSEEICR.

B BERSEEEHS.
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GEEEERNS

nuﬁ

MUFBRLEANN EESEER ITEEEREECR
RS

B0« MNUABRINIT | ESEMAFRRETAINE.
- R0 Eif. EERIN. BOBRIMERRN , TLIEE SEMAFE SREFAER.
- EEM, —f

—RRIEERIER.
ERERKAW , BRRTE.
. HI

MNERKAY | iSteEN SR EEIEERE—

EREEENRE |, BT EEEIEFTHMAES ( Query ) 5, EATTLIEERNERRTE
- {Y5&#2 ( Dashboard )
- HEEE ( SavedSearch )

IRE (Alarm ) BT REEIREZE
(UREETA

BEPR

EERETRNERDIMED , AREER

MEEDTTRERMYER | RIS IR NRNE |,

IR INEIDashboard
NN - FESEHRHEE IR | BORINEIER.
and A5 | select count(1) as ¢, sum(real_price) as total, pay_with group by pay_with © isuw
e FrHARTIE): 20174F09A 108 2284262001 %
EREIE): 20175E09A 108 220262 31%
0 R 3117
gl 279458 309158 3243458
BEEF : 99,979 EWRE : RN
RigEE FitER
B l~ il - = A pay_with Y: cx total #hn®|Dashboard
l,ahpay 12.07%

weixin 8.07%

cash 79.86%
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BHE  WTFEFMERIDashboard el LUH{TLATRAE

- MBAENEREEFERSHT MURETFEETMER.
- EEASHRE  ZUFERE | R AT REIRE.

B EURBTETEERE  OEZEREE. K UEFER  BiREeR. RiFiERE
LUREISFAIRER.

{sEFRBR

- G Project FEIERE S MUKRE | B MERUIBRSZ 101D QueryRRNHITRR.
- XFFRE. ERE. B, RE. BREETAN (HEERATREENT ) .
- ERENERBENME. NNVERFRERE.

{RENE  aEdisEE (AP : sls_readerl@1654218965343050 %73 : pnX-32m-MHH-xbm ) ifA

£l access_log_dashboard (- daswosttemo ou | e

byte_se AR 2 hot_page L
25w

saom
m
-
™
s00k I
o . I mmmmm
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2 288
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#8288
i
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2
2
s
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s
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M
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w
M
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il
15, 201;

»
0, %0

DevOps HRBAFEGFRMLL : ELK (3 8F&3%) .
Hadoop/Hive

EEERRIAEI | SMXIARBTINLEE . IRBZTHTK  TICRECNBINERAELEIKNAT) , #EEsk
mEkZLE4eR DevOps 181 , BIEIFFA ( Dev ) MHz4ESZFF ( Ops ) ZIAIERUME | BERESERI IME. HRiEN
RNEPFER. HATHREEST,
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HE7E DevOps TRIEMAEE , TERAERBFE. R£HIt. EEXESEHH , B5EHER TEEIX
BER. — 1M EENATHRRSE , 33T DevOps BELNEE.

AN T HE*®EER LogSearch 5 ELK, Hadoop/Hive 55T ¢

- SERY - BEER

ZAAEA

- EifgE) | BURIEHIEEUER

- EiALIRE ¢

o B PSP [=L =m0l whi,

- B - 2 GB #&F

- &t | BEESIRELRERER

BRBEEURLE

XEREA, FMHEGEN. EHER. HER. L TYES

- B% ELK : 1@d Elastic. Logstash, Kibana #1733tk
- B% Hadoop + Hive : §&UEFETE Hadoop , FIF Hive 8 Presto #17&if ( D17 )
- FEABERSS ( LogSearch )

VAN FBRERF HEH0 Nginx 5EBEfI (82X 10GB ) |, ELSUMITE.

LORETR

FIERERY
EiARERY
HEAEA

REREN
RES
LET™XES
iR
EEEFRIEREIR
st

E=SYNZS
BB

CIE s

170y

RE AT DT, REAE

ELK &%

1~60 #(H
refresh_interval 15%l)

INF 18
S~ Bi5350

SZFF

S2FF

R32F5

SFF

S2FF

IRAITREAS

EN5 7t/GB , =i

Loy

< 3.36 Jt/GB*X

i

REFENE

Hadoop + Hive
JLsh~EUN\ag
VRl

DR

XFF

XFF

R32F5

XFF

FF
IRAITRE RS

ENRZE , Ef—X
0.3 75/GB

< 0.035 Jt/GB*X

REFEE

AERS
1~3#

INF 1R

MW (&if 10 ZBE
)

FF

XFF

FF

FF

R>zH5

4R 10 25

5NX 0.5 7t/GB , Hif
R

< 0.016 Jt/GB*X

SLA > 99.9% , £
> 99.99999999%

SHBEIRNAIELK Stack ( Elastic/Logstash/Kibana ) s&#8%, ELKAZRFFR , £
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HXPERENAEHIEREZG.

M= B SRS T RIEFThRPIEIREIAS IS ( LogSearch/Analytics ) |, ST AEEIRLAZRS | SEEH
#r  FENEIREENTTESIREM T KEMMK. EXERIMI—N 25U, WTFAFXORR |, i)
HORFEFFIHT

- 2R . EFRERTEFRUUN

-INRE (BER) - EEHEAS SRR

-MHRE (BER) - WTFRANGEEEASOHRR , R
-HE (BER) - BERRIEREUER | TTRIES

- B (ER) - ERIHREMRE | RS BIES DK

ZH

MEEDTRRMS BN TMERIRE

CRE L BEIEIRESBA

BeE - AMAECEEUETR

TE BAEZHER , ESNER , NEESE , =80T S

AER | XEBRTEREX—T R

.S IR L ESHEIEMRSR , AUMERHE. BEXISEHESETED
6. ZTHF : MIKEURRER D =LA RER | ERRE%RES

oA W N R

UTRHRER :
InH /NI BERELK Log Analytics
K& DY Restful API Restful API
Agent Logstash/Beats/Flue Logtail ( A3 ) +Hfth
9 ntD , £5+HEE (fanLogstash)
Project + Logstore,
tRHIndextiESFLA Eﬁi\ﬂ’ﬂ')ﬁﬁ%@; £
- — 2 tIndextit & FELAX , ProjectiB23Fp
Fest w7 SFRA ), EJLUTE
Project &4
Logstore
it API + Kibana API + SDK + {84
r& = 1EIEE , WERER FToRiRE
=g E=lIR TomiRE
s BcELogstashFHi@id =HIE/APLIRIE , 7o
BeERFN AR RRERR
BEEERSES , & ~ .
KER FeEfILogstashZed Eggﬁ%b‘g HE. %
IR it
= Bzt API/SDK API/SDK + &ixmit&
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ZHEF

RS -

ELK BIFEZHESHNEANLER | #RAPIIRE. BEFEHEREZIAALISE, LogSearch/Anlaytics2—1

TBERS  MEA. BE. ERLEMEIFES  SERFSOHMAILUEAN. AEIERAFEEAOSE.

(EdE!

RERARR , IREIHER | RIS,

IheE (El+ 5 )

BNFEBAFERGINASREDS |, 917

BNFAIBEINTHRK | IERSIBAT 005K |, RIEIpFITREFIRE | XEFENDITERAM A LA A
BF  EREERER  WERHTHRITDN. E—LEX TRIMEILURHTER , EENERSH TS

e

1. Status in (200,500] and Method:Get*
2. select count(1) as ¢, sum(inflow) as sum_inflow, ip group by Ip

Higsgntt
%
e

=

Nested

NI
R5|518

5318
HR3Z 531
EIE
5%
(L
Wildcast
long
double
JsonZif
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EIEHTRITSITE.
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Geo
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£TX

ElasticSearch SZ#5a98ESEE |, INERLHR LEFR,

Geo&if

Ip&Eif

ETXER
ETGIE

XFF

ZFF

—&458 (FIIEFRT ETYERSE) .

SHTREDRILL

- ES 5.5 Aggregation

- Log-Search/Analytics ik

RE

#0

Agg

GroupBy

HFFr

Join

MERELog-Search/Analytics 12#AIIH

188

/NI

PR
Hthihil
Bucketing
Metric
Matrix
Pipeline

Ea(=]

=]
G
=)
Agg

HEELK

API/SDK

XFF
XFF
FF
BRI

XFF

Having&{t

HEF
%3KJoin

BERES #B& | FoESFFSQL 921X,
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BTSRBEAIMAIEREIES | PAINENEIENREE , IRGITEES.

SCIOFAIR

MiABCE
251 B#RELK LogSearch/LogAnalytics
NS ECS 4#%16GB * 4& + &3 ]
=#% SSD
Shard 10 "
. 3 (BUARE , MEBPRT
N 2 3 ¢
MR gz
- 5%lldouble
- SZllong

- S5%lltext , FFEAA/N\DBIRE256 , 512, 768 , 1024 , 1280

L EFRRSelE , i Aa—5iR BSHEA

timestamp:August 27th 2017, 21:50:19.000

long_1:756,444 double_1:0 text_l:value_136

long_2:-3,839,872,295 double_2:-11.13 text_2:value_475
long_3:-73,775,372,011,896 double_3:-70,220.163 text_3:value_3
long_4:173,468,492,344,196 double_4:35,123.978 text_4:value_124
long_5:389,467,512,234,496 double_5:-20,10.312 text_5:value_1125

3. BUERELXR/N
- [REBEUEA/N : 50 GB
- FHaEuERR X Key[ERE A/ 1 27 GB ( LogSearch/Analytics LAZA/IME TR ST 2R 8TT
)
- BE1788 : 162,640,232 (L9791.6{2%%)

BAURER

ESXAbulk apifftEE N , LogSearch/Analytics FPostLogstoreLogs APHYEE AN , LERTF :

i) B BFERELK LogSearch/Analytics
ZERT N SEEPNAE:R) 40 ms 14 ms
=& BPENIES 86G 58G

AR | BURE/RA o 0

e M\’“ 5 172% 121%

289



AEMRS FAFisEe
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NUHERRE
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- =508« JRIAEUES0G , AR BB ESBRAK ( KBS ELZRT | FHESEE
WRATURAEEEN ) . ESPKEIB6G |, AKEN172% , fEfzfif=SaliEtLogSearch/Analytics 58%

EE (Ef+HHT ) ik
Wiins

BAVELLERAMLCRE LS - BEERNREGIHTE. 23FHFRENL, 5, 108 , FifcasefIFIIE
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RS FIFiERs
Ej‘o
FXEEHIE , X{ERtextFlitEgroup by , itE5FIEUERIavg/min/max/sum/count , FHZER
countf{Efr , BXRET10001MESR | fian
select count(long_1) as pv,sum(long_2),min(long_3),max(long_4),sum(long_5)
group by text_1 order by pv desc limit 1000
fxeEHE  ENEREEPOXHETE , flnEs “value 126" |, KEGHHIBEEE SHI
10017 , 5140 :
value 126
M ER
LogSearch/Analytics
KA ERS
casel : Dtz 1 3.76 34
5 3.9 4.7
10 6.6 7.2
case2 : &% 1 0.097 0.086
5 0.171 0.083
10 0.2 0.082
RO

- NERE | T LSZEUEEX MR | MEELE THRERSHTEE
- EIFEITEAR (case 1) , ESFTIHTIRSIERORE—ER. ESRFISSDRER , ESEBUKEE0ER
IOtBLtL RS
- SIXIEIREIAR (case 2) , LogAnalyticsHERERTEBR{LTES. BEEFARIEN , ELKIERTRINZIEN
, MLogAnalyticsiERT{RIFFIREE ZE/EE N iF
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3Rt/ case 1T ERI RS LE AL LF

4
3
2
1
0

1 ] i

= BEELK =W ogSearch/Analytics
10

R/ case 2EHE IR X LL, MR LT
FKTFLogSearch/Analytics EIFMREFIAERT LIS W EIRSHrDemotSiL.

AR

0z

Q15

) I I I I
o
1 5

m BEELK ®|ogSearch/Analytics

LogSearch/Analytics —RBJLIZRS |PBRELE , —XREIWALIERDRITI L+ TBAUEESE | FEEIER
&R ERTLMSER R ag SO R

ESLUAE SRS A=/ : EANGB-TB/Day, FEETBR., EEZRT2MREA !

- BAEERIANE « LUBRIER92068 A | R ARR 1001 m— 1 5ERF
-BAT S : shardB|@EEARTHEN  SEMRENN , FENST BTR  RSAEA
AT REE R shardAI MY

FHET S © EshardiAZIHER LER , EATREEAN—RERE L, EAREIRES
R9shard, —MREGERBIE—NFRIZRSI , IEEESshard , FHrebuild|BRIEE
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LogSearch/Analytics Ni2EH RIS ERITE , B shard#ROMIFME. FHESEL
FIEINAS |, ATLAGNS S Bshard | IXZIRMERE 7K E.

(D%

LB EHE 5] , —REN50GBEEE ( HH27GB ALFINE ) | RIFIOX , FH— 1 BRUEZ.

HEEMRSS ( LogSearch/LogAnalytics ) itZ#HINSENR , BIEEERE. R5IRE. FHETEF
TTEEIN , ERLhRER 2.

IHEmA =] Bffy #HA(GT)
HEhE 23G * 30 0.2 75/GB 138
g%‘;%f)f@ (fR% 50G * 90 0.3 55/GB*Month 1350
3 e 27G * 30 0.35 55/GB 283
it : . 1771

ESTEFIRIENRRER | RFEEIESSD=RERM

- ZERILREESIRESE | BURIIXERNT BRI AFHEE
- FER—REEMRLS%RIRTE . LAFh=EIEH . B3Rl —1N 11552

THERmE = Eaffr EEGD)
4541%16G (=4
A BFEHA%EA : 675
e ) (ecs.mn4.xlarg t/Month 2021
e)
86 *1.15*90 (X
i ERIE—MEA  SSD:17T/GBM 8901
)
SATA : 035 7%
_ /GBM 3115
B 12943 (SSD)

5135 ( SATA)
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AR (7T/8)

HEELKSATA) I
BEELK(SSD) I
LogAnalytics NG
0 2000 4000 6000 8000 10000 12000
nENEERA nFREE

[EEE14ERE | ffEFLogSearch/Analytics5ELK ( SSD ) ZABLE/ 13.6%, AEMIXIIRES , FfiIt=E
HESSDHRRSATALITS &2 F ( LogAnalytics5SATANRZERLL S 34% ) |, (BIKARIZERTS M
40ms EFAZE1LS0ms , KN EIEE T , EiffEEERNTERS , TAEETET.

RS

LogSearch/AnalyticsTEiRItRIFEIRRE. EaatE. ERoieNER  REEFRSEL3I%MAE , F
BzEf#ERist | LRSS DT L,

HEBRSS PR T LogSearch/Analyticsyl , ifi2ftLogHub, LogShipperIhgt , SIFSLRIRESIE. SHRHER
4t (Spark. Storm. Flink, StreamCompute ) . BZ&2HES (MaxCompute, E-MapReduce,
Presto, HiveZ ) T8 , iR —ub=USERTEUERIR TS .

&z

BEIRSSIFEIA T AL AT RE

- B =S
- B&EE ( Logstore ) KiEE
- 99X (Shard ) RiEEEEE ( BDSHY )
- Agent ( Logtail ) B5ugEE

- SCRFITISEEZE ( Spark Streaming, Storm, Consumer Library ) Zgijsafiz
- $%3% 0OSS/MaxCompute JR7ZS

Hep , zisiEA BT ERRaiiETh  EHeaEiEAEEs RS thRIEREHEES.
LogShipper IREEEFIKEIRZENN,

ohEERELR
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R ERTFIKSIESE iERIsaY.

B BERSEEEHS.

EERTRHIIE |, BT &R,

AT B S R T iy FTRE R T = =,

NIV Oy

I EREFHAENSIMETHERS IS > SRS HEA BT ERE.

ERnEP AR ITIE | FRERIESE ahir PR .

LR ve

&% OQSRSHRETNS X,

I EHREARN

2% SRS RENS X,

et X

IIEEIEANIES % LogHubiEizET,

1. BN/ERE

-BY : BMEEEE (Logstore ) BA. LUNIEEECRER. FitizLogstorei@idilogtailf
SDK. APIEESIANRE , KAAERN (EFEER TAESERE )  BoHRI— =
- BAfs] : Bytes/min
2. [RIAEHEA /N
- BN : B LogstoreENEHRFEIAA /N ( E4ER1 )
- BA{<] : Byte/min
3. BRQPS
- B\ FEIREQPS , BoMEmit— A
- BART : Count/Min
4. BERER
- BX  FITRPNSFREXNMAIQPS | BoMHHEIT— R
- BB{Y] 1 JR/93%% ( Count/Min)
- FTERMREELE -

- BNERE -
- PostLogStoreLogs : 0.5APILAEhRAZEO.
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- PutData : 0.4 APILAEIMRAEEO,
- IRIEXRFES :
- GetLogStoreHistogram: BB , 0.5APILUGIRAEL

. GetLogStoreLogs Tk EFePHE , 0.5APILUSk A EO.
- GetDataMeta : [EGetLogStoreHistogram , 30.4APILARIRRAEZEC

°

- GetData : [@GetLogStoreLogs , 790.4APIL Gk AR,

- L EIRENEUE :
- GetCursorOrData : iZIE{EE & TIREXCursorf It E3RENEURIF S
%

- ListShards : 3kBl— Logstore FErEHRIShard,
- ListigfE
- ListCategory : [EListLogStoreLogs , 90.4APIL RTRAEO,
- ListTopics : i@HF—{ Logstore FFrB/AYTopic,
5. IRSBKES
- BYX D ZMEFETTRFPRNSMREREIRIHTTP RZSIEXIAAIQPS |, H{ERFRBEIRANR
ERSRHMHRERE | REHEERER.
- BARESH:
- 200 : PIEERIREES , RREERID.
- 400 : $8IRRISEL , BiEHost,Content-
length,APIVersion,RequestTimeExpired, ZiAtE:EE
, Reverse , AcceptEncoding,AcceptContentType,Shard
,Cursor , PostBody,Paramter,ContentTypeZ /S HEHAEIR.,
. 401 : E’I‘R%ﬂﬁl B¥EAccessKeyld " FfE. EEALE. SESBKFIRBE
YERUR | 152ISLSweb F&EFprojectifRFIZER , ERESTIZAK,
- 403: #_J;ﬁ‘EﬁEQuota BiEREERIEERYLogstore M. ShardZ#), LAKIEE#E
TERNE S HHIRER , IBTRIBREIRIMessage# TR 4 7 HFEEIR.
- 404 : 1%?%&,}?71' =1, @}Eprqect Logstore. Topic . User&E&iR.
- 405 : $EIRRVERMESIE | BRAEIFEKAIURLEERR
- 500 : fRBimiaiR , IBEIR.
- 502 : fRSBimtEIR , iBER.
6. ZFimARITRINRE
- &YX : LogtailliZEERRINMBER/N , AIRIEHREA /N
-BA T
7. &P ( Logtail ) AEHTARTNITES
- &YX : LogtaillitEEmINRI HERITEL
- B T
8. BEFImfRITRIMIITEL
- BN : Logtail SR &I EH |, REHBRITEA/) , WRZMEBEIE  FrEHEIRA
&
-BAfT - 4T
9. B imaimREN
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-BX : LogtailftsE &3 fE+ , HIFTBWEEIRVIPEE
- BB 1 R
10. REZFiREIRY 2851
- BN : LogtailfiER G EH , HIIW RIS E R Finil B
-BAGT A
11. $8RIPSFeit ( Count/5min)
- B DEIIBRTRSIIREEREENIPE , SHEIREE

- LOGFILE_PERMINSSION_ALARM: & &R TFF H 3014,

- SENDER_BUFFER_FULL_ALARM : #(EREFERT TMERIEEE , HUEW
E7.

- INOTIFY_DIR_NUM_LIMIT_ALARM ( INOTIFY_DIR_QUOTA_ALARM ) : &
ERE RN EEE 730001 , BEEERERREREREER.

- DISCARD_DATA_ALARM : #dEEK , EAEUREIER SR B ZEI1555 ¢
, BRIETB A BE SRR ELS 2 .

- MULTI_CONFIG_MATCH_ALARM : BENMEEEKER—4 | Logtails
BEIERE— MR EH TIE | B— BN ERRIETE.

- REGISTER_INOTIFY_FAIL_ALARM : i¥fffinotify={45L , BRRREIBEEE
LogtailH&E.

- LOGDIR_PERMINSSION_ALARM : ;&G R T SR,

- REGEX_MATCH_ALARM : IENIZCICECEEIR | iBAZEIEN= .

- ENCODING_CONVERT_ALARM : &£ HEMmISE AT HIER | BEARREE
BELogtailHE.

- PARSE_LOG_FAIL_ALARM : ftTHEEIR | —RE21TEENFRANERS R
£ BEBI512KBEHBHED TR | BaELogtall BERERE |, WiTE
ENFRAR SRS AR E.

- DISCARD_DATA_ALARM : EF#HE , Logtail R XEIEEI HERFZKIMEE R
MR SR SEL , ATEeRRE R B E X =L R M E SRR RF SR,

- SEND_DATA FAIL_ALARM : fEifr5erfI B &SR AIZHEIRSEN |, BEE
Logtail HE&RIEEIELMABXErrorCodeflErrorMessage , EAYEIREIRS
imQuotatBfR. BFImMNEFEE.

- PARSE_TIME_FAIL_ALARM : ftrH&time= R H$E , LogtailiRiBIEMIZRIA
AT SRAYtime F IR RRRYENS N EC BT AT AT | IS E.

- OUTDATED_LOG_ALARM : Logtail EFFAFEUE , BIRTILaISA\AEEE
HIAG B S R FRTENEEES D FRLAR.

- BIRIEEAERIEKEILEIP , ZER=8ESE/usr/logtail/ilogtail LOGEEEIRIFR.

ARSI BT RERRERE , YRSRSHERENREMNASFEEE., CTERE
Fisrh R | WERRERE, Shard A RERIRGSREREHTIE, AL aRHERES
FiShard RGN , MAERE BESENRENN, BSERES%RRR-PIRGSE,

Wil ogtail BEWIEEIRTS

Logtail ZFIR{EIZ THIEF | JRERBEIRERERSEREIR | AIUIFL AT ALE, — P MEEUHEES
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KEES (LogtaillpRiakd ) . AT RETERIXMER , BAILXIEF T RMITE. SRinBR X SEF e
HTIE , DMERAINXEER, BEELRINT,

FIFLogHUb= EI=TE, FHLEIES®E LogHubERET,

e ERLogstore , A _EAEAEAIERENN.
KEKHIR.
BRSNS A S KB,
ICEHRENN.
RENNIER , FEEANMR. SRR SRR T A T EEE FintiR
REER , FEESTER. FitDESHNE. FRIZ5 B LRIELogtail 2L ftBEIR

T TIRE | BRI ATESEF LAY,

EEBAAR.

BRI SRAERTTT .

esShard FRERRES

Logstore F&E/NShardiZt5MB/s (1000;R/s) BNEEST , IXMNEERT T AE S AR MSERR RN |, EBITAT
HERSSRTRARS (IHES ) SRS , BESERENMREEBHSSWT A, SaLugsE
Logstore HE AREIRZELMENIZIER. MNREHNHEEIEFEKX , EEHMIESShard |, BERAEREHATHT
A%, 8B LogstoreiiBIRELBUNT,
FEL  EERETWE
1. FJFLogHUb= WS#=TRE. FHLEIES%LogHUbMIEETS,
R BtRLogstore , AR EIEIRERRIN,

KEXHR.

TR EASCRE RS XERER.

IREHRER,

IRENMNETR , FAECENMNRR D RAEEREA/N. SRR BRI RIS TTE
, WFHBIE 25GB/MinfE#HTIRE | BIRESHH. &it. > =. 134217728000 , &=~
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SOMARITHAREEH134217728000 bytes BFH{THRE.

FEBEAISR.
BRI SRAERTTT .

HR2 | IRBRFSINSIRE
1. $TFfLlogHub= ST, HEMSBIESELogHubISIEET,
¥EREfRLogstore , EATHAIERIREHNIN.,
KECAR.

B ERIEIREUE S KRR,

pra—tict v IR
IREMNEFR , FHE SR DRSIRTES | statusBENIRE 403, BRILIFELANE

BT ERRIT S NEFEESD RIS NMALA03RSNSIKEIRE | iER
ENRSH. RETHRE. >=. 5.

FEEAIST.
BRI SRAERTTT .

alajiEEl RAM

RAM (Resource Access Management) IR =AM BRSHEE 5 BiRGaEs RS, £/
RAM , f&a]LAGEE. SEAFWKS (thiNRT. RASRARER )  HILUSHIXLRRKSNEE TERE
BHHSERIR. HENEWEFEZBPhRBRERIRRT , (£/8 RAM oSS SEMMARAZERKEZH
 BREABPHRR/IVER , NTEENEIMERRZ2NE,

AT ERMEIENERMFATRESER  BUUBINERRAMMRAEE THIFIKS. BERSZAIRAMARSS
MR HEE T ENANER,

SthEE

EALUEBIRAMBTRFSMNERE. fINEEHNKS TEEFEERFPKS/ARE. SIERSAEIUNRER
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GRS, CZAF AR TEIKSHRRBESENER.

Gl S5 ]

BEILARE TIPS/ R ELIR f B F XS R ANRIRRE,
AT LA B SURIRES | BiE LB E XIRTRISMR SRIRISORIR | fRigEMAIERIRIRES,
AEIRSS ST NERE RS,

AR CSid) L]
AliyunLogFullAccess RRRIE HERSHSEPETENR,
AliyunLogReadOnlyAccess RRIE Rigia) B SRS AR,

HERSIAERLAERIAE
SRR RPNER , BT
AliyunLogRolePolicy RN SRR HERSEFIABEAZIRRS
, BEOSSHENBPR, HRiEE
LR SES ST

HERSIAERLAERIAEE

THEEMRPNER , BT
AliyunLogETLRolePolicy RN SRR HERSETLIhA A ERIERE

B, SRERIRAUB R I RIEEA T

MNSELUAFERIAERSHA
‘ ‘ . i’j , E?MNS&E%—%H:‘HEIEE"J
thunMNSLogglngRoIePollc RS hg?g , %ﬁg@gg%g%ﬁ
TEAERIANEIAMNPR, RIS
B REIEINA.

RIFRAR
BUIRAM T FBF57R) Bl RSS

XN ST , ENSHRERERATRSIEELEF TP FHE THRAMFAER , BRAMFREFXY
AERSHTABLER T(F | iEFEKSE THRAMFEFIEEILAESRSBROTR. i, EWSE
EXHEZ TRIRAMFRFHITRIN , RFHEIDASERFATRSINIR, HTeetrER , BERSEN
EBRBRAMFRFRISIRIRE NIFEICEENAIER/IVIER.

B BIFIEESEBNRAMFAFISEAEIRS.

REURSAEEEE

AERS BRiiRtET AR ASASIREINE | ATIENESEIE | FERFEXRNESRSRSWSE
P&,
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R EFFESERNRSARIEES.

RN RAFREEREESIRS

RAM AIFf&R—FEUAF | BiRERENSHINESR  BRER—MZENIER (LHIEKS,
RAM-User IkS. =IRBWS ) iEAREIERFER. ERINEEABFRBIRE RAM AFfAeNItRe<
2, ERAX MR RS EHEEARAMIRSS f &SRR AR,

B EERSIRERRE F— M ZELAR | RIRZEFAAFR TRRAMAEERFEEIRS. BEF
BEEE RN AR AeREATRS.

RN AEFimEY EES VDR ESIRS | BAPPRATERZ LIERIAERS . EEFBS
SERNEINAEERTIRS.

ELFRRINAZSEF | TRSATERERATIRSIEELEF TP FES TRRAMTRAR , BRAMFREFXY
AERSHTARLER T(F | iEEKSE THIRAMFAFIERILAESRSBRITR. W, EWSE
BEXHZ THIRAMFRFHITRIN , RFEIDASERFATRSINIR, HTRetr%ERE , BERSEN
EBRBRAMTRFRISIRIRE T ICEENHIR/IMIR.

ERSHENRAMFREFIHRIHERSER , BERBUTERETH. X TFRAMFBEFPIERER | 55%
RAM FiKSiFEEFHIE.

$ B 1 elEERAM TR

EF ihEHRSERA.
FAPEETmRETIEG EANFEAF.
ESRPER , @ik RizBFEahdErAccessKey FH T HHTE.

TR AYIOIERHEES |, BE REERE FHEAFIIGES , AR . BIUERFIER+YE
ZIeIZRIRAR,

BRAENAR  BHERIRFFS  BERETN ERRHEER  kERFERTHRE HE

FB 2 #NFAFEIERERSRIR

HERSIRHEFAFNRFIZIRES |, BPAliyunLogFullAccessflAliyunLogReadOnlyAccess , S RIFRTREIEN R
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MRIEANPR, R LAES SRS EHI ST LABE SURIRE | B 75A25 S B E SIRIRES | SR
RIETOIESE SRS RAMRIUREE. ASAELUE FRFRT RIEERAA.

£ BFPEE MEREININASFBF | B L.
EEHAOXTEIES | 551% AliyunLogReadOnlyAccess,

TERHAVIEIERHEES |, BE ROPREN FHEAFHIGIER , R8T HE.

L] 3 FRPEREHG

SRt FRFMFRFENZE  FRPHERIRINEASRSENET . ELIEIL IR
RAMFRFBEHEREHA.

EinEERRSESaHSRE , BEFRAFER  ERSRITEEZNFRFRAFRSNERER.

RAM R

VB{ERREIEHIRAM!

R&Mﬁ?‘ﬁi‘%‘iﬁhﬂp ./ /signin.aliyun.com/ MNogin. htm

BEFRAPAERTESR , B LUERRAMEH SN IHAIRAMBF S RIHES R,

Hepfy [ 5IE] BAAEKSHMKSid (aliuid ) , TLAERAMIZHIGHIIRE - > IKFBIRIREF
BEAREENTIKSHIE.

BE SRR

Blgn , FEWFFIRSLATINR
1. FRSALAERIEWRSBIL HEIRSS Project,
2. FIRSHEMSHIEA BEIRSS ProjectE RiSAIHIINIR,

FERGHEL. 289EBERIET -
{
"Version": "1",

"Statement”: [

{
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"Action": ["log:ListProject"],
"Resource": ["acs:log:*:*:project/*"],
"Effect”: "Allow"

N

{

"Action": [

"log:Get*",

"log:List*"

I
"Resource": "acs:log:*:*:project/ <3gERIProejctZFR>/*",
"Effect": "Allow"

}

]

}

AERS BriiRtET AR ASASTIREINE | ATIENESEEE , FERFEXRNESRSRSWSAE
FRF#HE. MRELXFMBHZ TR, TR TREEZEIERENRN , BIREREERINT R
BA.

tlgEipiazH (RAM) e

1. BRESHEEEIERS | I AGEENRE  SEa L AFEARIKRE S PReREEERS

pelliE 2z =)

1 : iEfAA

APme
SHECES T AEFRLIESTEZAERAEEN TSR . FHETESALE SRS | aLERhEkS.

25122

2. REUEREELOGHERSS.
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HlEme

2 HEERER

HEFERS | SERSEALEREAERARENEER.

MTS SIRASEEIRSS -

TEGOSS BucketiR B OMTSIESMSHERE , ERBAR—MIMTSHSERSNAE , MTSESBHRZAERE

[EHEOSSPATHIE.

OAS |FRSTFHERRSS

150SS BucketiR BN BEAFHIESMSIERR | B —ADRAFEES DS ERSNAS | DLAFERES

B EEAERES EOSSIE, =
—

3. IHE &R /valiyunlogreadrole ( BNASIEIZARIGIAEIE | BAEEKER) | BEEIE.
R

3 EEARERER

* ERER : aliyunlogreadrole
EEAL-64TER | feifsred. #, 3

&=HE:

+—#
RN AEIEIE B SEEIR

AetlEThE  TRBEIEIRS , &FaliyunlogreadroleBaRiR , MR , #ER
AliyunLogReadOnlyAccesstfR , EiZR .,
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ISR EPNER

P REEETR ESid] EEESIREE SR ESid]

AliyunLogReadOnlyAccess Q

AlyunLogReadOnlyAccess
Riginie) B HRS Log ) FHTIR

R Sz AR R

B -

sepkdl EE R . SRS AERIRERREGEE A SRR TIRENE.

fats , SAP—# , B2 RAM SERNSH. 5 RAM BFELL , RAM BRBaE—MENRF |, EigE
ENSINEZR , BRER—ZETEAR (LIRS, RAM-User 185, =IRSIKS ) IiEABELE
WM. WENIESEARAFEIAE RAM AFAENIGIRE<Sh | ERXNMEiZE SEHEELARAMRSS
ABSMOHIRIENEEIR.

NREEEE SRS ENPRIEF— N MELRER |, RFZELREFR FTHIRAMABRIEREIRS | &5
EYERAMBFBEHHEESEENE. ARAMEFAGEN. IZEKETFHRAMAREF
AssumeRoleffR. $FEYRAMARFEENIGHT eSS,

BEEZRBESERAMIA,

TE1 QZAFReHEEZEEKS

ERE RAM EHIE , FEANSHIE=RT ABEHE.
BEA L FEfat.
EEEARARE TR , EF AFAa.

EEBHFRERT T |, & ZEHKS.
=

- HEIEABRLEECE T RAM BFER ( ELalEigs) App EFIRERIRF
LOGHIR ) , imikiF SAIRKS NEERKS.

305



AEMRS FAFisEe

- FUERNABREEMZWS S T RAM BRER (LLINEWSHRRRIN ) |, Bk
Hib=WE | HEZEZWS ID HESHMERKSH D,

tIERe
D 2 msxEmR

EERETIKS, RETKSHIMUERLEASRBRBNEER.

EECRS LHEks @ EttzkS

“BEEKSID: | 1234567890123456 | ERBEAHASEZMSID ‘

LR R R > R BRI S ID.

HREEARBERERTR B ABRR N &T 5 BT AR,

2 FRAMAF RGN

RINEIZAFARRE  ZAFARRBEINR , BFEENRAMAFSBETRIFESIRSIWIR. &LE—2
PIEENZERWSHENRIDEZRAMABAF A EEREREIRS.

IR EELIRFRAMABR BB — P ES MERERE | BIERREICRIRFEE IR, AR T
RAMAF S & EE R EIRSAISIR M.

HERAMEIEHIEEMSHERTE AEEE,

BHEBRRAMAFABETRAMRIER.

#EZAliyunLogFullAccesstfR , FEEHRE.

B REIREN LRESGIERS |, MINUEIRTSGIIERS |, BATHfiA.
BZRBFSE FN

SE3 NEZETMSHIRAMAFEIN

RAMAFABRER— N ZENLMBREZSEIERER  BRZELRAFTEE CHSDNERAMA
Pt WRLRAMBRHSHFFRnE. BIRAM AFfAEREEEY RAM BFRS4RNEER.

55 ZHEEWSBIIEE FTHRAMAF#{TAssumeRolefFY , & F1ZRAMAFERSTSIRSS

306



AEIRSS

FAFisEe

AssumeRolefZOAR | LERAMAFZ SR RZERWSHELRLFEIEINRAMBRHE,
BERZERWSHRAMIEEFIS.
ERFEERNEYT  BERATENNRAMAR , FREANAIER.
MREZANRBEIEIRAMAR | ESERAMIEBIE—RAMAF,

R R SRR AllyunSTSAssumeRoleAccessHE T THE.

BT ERELIREERIERD |, INKEIRIRIERD |, BEEHEA.

SBA FFERAMAFABHIRITRE <M

%4 RAM FBBFP##55 AssumeRole RZf5 , AILMERE AccessKey ERAZESHEIRS(STS) B9
AssumeRole ##0 , LERENENBENIRRNZE <R,

XF AssumeRole API B9ER/% |, 155% STS APINHY,
{#FASTS SDK=ZZFJAccessKeyld, AccessKeySecret . SecurityToken ZEaalLA#FE A HEIREAISDKIAEH

SRS T,
TERE(FEREAccessKeyld, AccessKeySecret . SecurityToken#Jia{tLogClientfd7~f5 , Java SDKfERIES®
X,

package sdksample;

import java.util. ArrayList;

import java.util.List;

import java.util.Vector;

import java.util.Date;

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.*;

import com.aliyun.openservices.log.exception.*;

import com.aliyun.openservices.log.request.”;

import com.aliyun.openservices.log.response.*;

import com.aliyun.openservices.log.common.LogGroupData;

import com.aliyun.openservices.log.common.Logltem;

import com.aliyun.openservices.log.common.Logs.Log;

import com.aliyun.openservices.log.common.Logs.Log.Content;

import com.aliyun.openservices.log.common.Logs.LogGroup;

import com.aliyun.openservices.log.common.Consts.CursorMode;

public class sdksample {

public static void main(String args[]) throws LogException, InterruptedException {
String endpoint = "<log_service_endpoint>"; // %25 FESEGIZ Project FiE X1 PLEAIENdpoint
String accessKeyld = "<your_access_key_id>"; // {SRRHIFIER =i5181248 AccessKeyld
String accessKeySecret = "<your_access_key_secret>"; // {ERIEHIFIE=HEZEHAccessKeySecret
String securityToken = "<your_security_token>"; //f8&aJSecurityToken

String project = "<project_name>"; // FEFEEENTEZFR
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String logstore = "<logstore_name>"; // FEXBREIEIIREERZR
/] ¥FE—ANE iRl

Client client = new Client(endpoint, accessKeyld, accessKeySecret);
// & &SecurityToken

client.SetSecurityToken(securityToken);

// BANBE

String topic = "";

String source = "";

/] EERIE 10 MUEE , BMEEEE 10 KBE

for (inti=0;i<10;i++){

Vector<Logltem> logGroup = new Vector<Logltem>();

for (intj = 0;j < 10; j++) {

LogItem logItem = new Logltem((int) (new Date().getTime() / 1000));
logItem.PushBack("index"+String.valueOf(j), String.valueOf(i * 10 + j));
logGroup.add(logltem);

}

PutLogsRequest req2 = new PutLogsRequest(project, logstore, topic, source, logGroup);

client.PutLogs(req2);
}
}
}
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