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3. QUEEHIERA, ARRSETHEAN X EEFEBEET ogtilE isRERTIRSS. A
IRSSSE PR B ARRMT R S8, BT ERI A Logtail EREEIN SS4ARS , 1RIE
ROl A,

4. BlgELogtail iRE , FHRIFBEINSEE. EAILUEN IR Logtai ERELL SREEA I EY WtEsyslogH
&, FEZLogtail EL & i FAZRIN1284H.

1REILASE B0 T RAMEIBCE Logtail SRR & Ay B 2B,

EFeRN EEs | RIECSIRSS 28 LR BEWEAIME RS ENE. KIXFIRIMLogstoredh , [HSE4E
RIS, EEILUBE SRS EH AaE SDKRAPIEIFEIXLAE., FRTLIET BERSEHEIRZIFT
BECSERSS R ERLogtailiEE AT | AIINRAEIERWE , RABEEIRS.

LogtailiZ NIRBE R SRS IEH & EHZEIRIEBES® Logtail KERE.
Docker

- IR =REERSS | &0 £ EERS
- ECS/IDCE#Docker ( FEEAFFHFHEERMountZEIEFEN L )
i. Z&%Logtail (Windows ) #1 Z#Logtail ( Linux ) .,
i. BAEPHEERERMountZIBEENB R,
- G 1 FERHS (FIBEENERA /log/webapp , FFHEERA
/opt/webapp/log ) .

docker run -d -P --name web -v /src/webapp:/opt/webapp training/webapp python
app-py

- E5E 2 : (ERRHAMEIiRMount,

R - EUEEKLogtail B5h5#1 , BELogtailfcheckpointffiFititHmountZIB A, , BrLEESEerEART
EZE%KcheckpointERM=4EEXE.

BOEES

M= . —MREL S —HZeFTEME—XATAWE, BIHE—HLogtailicER—1E5E

, ILAUEREIRSRIEEFALogtail i ERE— MR ERERSE LAEE. SEIUIBERE
IRSSIEHIE T EXIIRREHTEIR (2RI, MIBRIIERE 7RI, BIREESE ) . E—IWIEE
RAEIEREE WindowsH Linuxtlgs , {ERJLABEREMRARIWindows Servergi & ARI&TThRA
AILinuxtlE8,
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LogtailZEFim : Logtail Riz{TEE B ERERIIRS S L ENITHEET /FRYAgent, B8R &
%Logtail (Windows ) #1 Z%Logtail (Linux ), EiRSE: E&R%LogtaillF , FEBLELogtailFHF
NFEEIHN=84E.

- Linux T, LogtailZ&E1E /usr/local/ilogtail BR FHEEIFLL ilogtail FFLAMRITHFE
, —NREHRR | BIM—DNATIRHE | BREfTEER
/usr/local/ilogtail/ilogtail. LOG,

- Windows T, Logtail&27E B C:\Program Files\Alibaba\Logtail ( 32 /&%t ) &
C:\Program Files (x86)\Alibaba\Logtail ( 64 \iF % ) . EaJLUBIIWindowsEIE T B-
IRBEEZEIF NWindows Service , LogtailWorkerfa = UWEHE |, LogtailDaemonfas=sF
IR, ERFEITHEALEERTH logtail_*.log,

LogtailEeE : RLogtail iEBERIRIESES. BT Alogtail i BEHURIR. WEIEXESE , I
EANFTBRSEHTESICAIMESRRS. HAEIE s EWE—RBEHENT. RXRBHERS
HIsEREE, BILLUET RS axE NogstoreifNLogtailitE , FiZLogstorefzLALL
Logtailie EWERIBE.

EAIRE

LogtailIEz \ARSS1RAUNTINEE :

SCATEER A : SR AT, SERIHEIEER. ATIBERS. BSMEMEIRERS H—RE
SRR,

R : LogtailENBRSASTFXI O SEEIERINES, MTF—HREE | EBZAEHINZEER T~
ERIZ  EEBEE SIS ER.

XHEHE , HE—TSEEHEEEAN. §Ig0 : EEapp.LOG , HERES4
app.LOG.1, app.LOG.2 &, HeJLUSEWEHTBENNY | 2 app.LOG , Logtail=BaitallE]
BEREIRE , REX NI AHIEEEIEESR,

AR MREEEDRBINEEERNZRRER: | TReaRREUE.
Bt EKERE | BARSHEIR. MEEE. QuotalBREZITRESEEIRRIELN
. Logtail&igipEFaEi. NREBRAWNSEEEENAMET  HEENER.

IR MEFUTRFRSSENME L | RAEFAIEE24/ TR TTE R HRIRSS iz
I EEEURSWREFT NS HEFHIER.
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RIEECERSRRI | LB Logtail e Bk IFRE RIEMISEINAE—SECSIRS = LERT. BiX
ki, EULWRELRZSEREATER. XM, BIfEHIES , tBr@iEEcRHEHiItES, &RTLL
BEX BERBRIS TS MENFRIIER . BEIRS SHFENFRANSHNNIATRN. B35+

, BT BEIRS BSEEREER SR ATUNEAERIAERER | Logtailigit T BE XA TR
B0, SEEMARRER B S SRR N ER) B SR AR S,

BaiEPWERER | SERSRSEHE LiEaEHECE |, Logtail—fR#E30PRIIEIMEIRT BahiE
ZHEZER , EFEREIEPEHIEREARAEX.

BaiARZEFiE | E8FoiLElLogtailZIiRSB3EEE , BERS mELogtail Bahz#EH% |, ZEL
FEs5, EE M Logtail A RiIiETHESIERAESLK.

EEREERE | HERLogtal ZFIHEFEAZ BRMANEEMRSS. LogtailZFinasitmizg
BCPUNMIRNFIER. WRLogtailZFinftiz{TidEY , SREFBHRFISEENER |, BRI
g2 LROEERIL. BN, ZEFintt B EIRIMESIRRRIFEE | PIEYE R TR,

=

- LogtailZFinfrEEHAR HSEUERT RES R K.
- MRLogtailZFimE S EEEHNFESERY | ENAYRIFEISMAFENS
zEF iR ENERE. BEEHBEHNRATEIETREEX.

BRYERE | MRIECHEEEREIRETAMEN | LogtailEFins BB IMEZR
[ERRH IR KiE B EHEIRE R TEIREA.

AR LogtailZFinfEREVERIMT R =G AR SRAHTTPSIEE |, (RIEERILIEMBER S

ThREILS

- ETFAEXE. TRAXNERS. BRERENNARERARE  BESEERSAFNEE

FRROIEATIZEE,

- BEBRENIEASNEIETSITERE. SBEINERE. RSRSFE , BREEIRITENESA

bR bFURRNSEMELN. AEFFEEREER 2.

- ETIRSmAVEFEERES]. APEREELogtaillg ( 2 %%Logtail (Windows ) 1 %%

Logtail (Linux) ) , REBERS mEFEREFTEWER. WESNHERT , TFENE
RIRSRHTEE.

- TENEBEARPIE. ARIEBEETEZFEE CRKEAgent AR R INAEF BB IRSAYERE

, Logtail= FimfECPU, RTFR LS {E RS EER S T M SHIBRHEIFORIFHE.
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SBRESISHRH

LogtailiEzNIRSHEEEIRS2E LA RREI R PREILIT -

I

MRS

HELIEEITRE

LS TEIRALIE

BCESEHT
/NN iy

W ERE

PRSI
BRI

BEAERN

IEMIERIATRE

STRINRSE

- TN THRABILInuUX x86-64 ( 6441 ) PRSSEE

- Aliyun Linux

- Ubuntu
- Debian
- CentOS
- OpenSUSE

Z¥zLogtail

BETEEDR , IZAIE%EdLogtail , APARIRESIHITEIEL. MBR /usr/local/ilogtail BEREHEHRRT

RESSBRH

S FUTF8/GBKIRI3 A , aIRATEXHER
ERBUSHIERE. ERIESREXITH. EY
{EFRUTF4RIBLASRIG AT RO R IERE,

RinBERERARSINLIMB/s | B MERAIER
WERILEIE, BiZHSRRUETEELRS
, AJHRIE SO RESEL, &ASFHIS0MBYs,

XIEFAIE |, RESFEAS00MBAMIF EDSE),
EHRMEF B EIRITIRSIRER , 2EhEF
R AMHEZ ERRER.
FAFRIEC & EFTAERNHIZERTZI30RD,

XEHFFEEN FENER | fEFRERERE
ARIFEERE.

EFRFTLUSERI B RS | BRHITZEE
BR®ER. RikE FRER , G REESZE
FRMBAETXE, REIRZ30001MBR (SFER
) .

S RIEERAIGEE,

FobRl.

BEHEXR/NBRHIA512KB, EH1512KBE’JEI:':4"
THRE., STHTRITEENRERLSE |
mEijC/J\BEﬁ%J1E73512KB

{EFPerlFRAIENFRIA.



AR

%

FAFisEe

%, REREIAEILogtail,
TEIRIEN B AT AR BINEA N H SRS FfERegion P& aERs | IBIEA RS EUHTRE.

B E2 B EEFI N ERProjectiE 575 MR S A

ECSL&2 84T

HIRETTEEHNME NSRS , FEEAREE, EETMESECS,

S ETEE BN KAEE ) BRARTFHBECSEBRVPCRL | BEEVPCEANE
- tdh 2 (db3)

wget http://logtail-release-bj.oss-cn-beijing-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing

-HEHE1(BS)

wget http://logtail-release-qd.oss-cn-gingdao-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao

SR (FUM)

wget http://logtail-release.oss-cn-hangzhou-internal.aliyuncs.com/linuxé64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou

-HR2(B8)

wget http://logtail-release-sh.oss-cn-shanghai-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai

%R 1 GRIN)

wget http://logtail-release-sz.oss-cn-shenzhen-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen

-%eb 3 (5Kx0)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh

logtail.sh install cn-zhangjiakou

-84E 5 (EAEST )
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wget http://logtail-release-huhehaote.oss-cn-huhehaote-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install cn-huhehaote

- &8

wget http://logtail-release-hk.oss-cn-hongkong-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong

-XEEA L (S )

wget http://logtail-release-us-west-1.0ss-us-west-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1

- KRR 1 (IR )

wget http://logtail-release-ap-southeast-1.0ss-ap-southeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1

-PK%Reg 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2

-TK%AREE 3 (EFER )

wget http://logtail-release-ap-southeast-3.0ss-ap-southeast-3-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-3

-TPAFRAE L (BR)

wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-northeast-1

- BRMEREB 1 (GA=5EtE )

wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1

CRIRARER 1 (JBFE)

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
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sh logtail.sh install me-east-1

ECS EHM%& VPC

HEESMEREENEEANRSRS. ERTHWES ECS VPC,
-%4b 2 (4E=)

wget http://logtail-release-bj.vpc100-oss-cn-beijing.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing_vpc

-HEE1(BS)

wget http://logtail-release-qd.vpc100-o0ss-cn-qgingdao.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao_vpc

-BER 1 (M)

wget http://logtail-release.vpc100-oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou_vpc

-HR2(B8)

wget http://logtail-release-sh.vpc100-oss-cn-shanghai.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai_vpc

-%em 1 (R

wget http://logtail-release-sz.vpc100-oss-cn-shenzhen.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen_vpc

-5t 3 (5Kx0)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-zhangjiakou_vpc

-t 5 (IFRDER)

wget http://logtail-release-huhehaote.oss-cn-huhehaote-internal.aliyuncs.com/linuxé64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install cn-huhehaote

- &8
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wget http://logtail-release-hk.vpc100-oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong_vpc

-EEREER L (FER)

wget http://logtail-release-us-west-1.vpc100-oss-us-west-1.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1_vpc

- KRR 1 (O )

wget http://logtail-release-ap-southeast-1.vpc100-oss-ap-southeast-1.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1_vpc

-WKRrg 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2_vpc

- WWKZRRE 3 ( HFER )

wget http://logtail-release-ap-southeast-3.0ss-ap-southeast-3-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-3

-TPAFIE L (BA)

wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-northeast-1_vpc

- BRMERER 1 (FE=5etE )

wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1_vpc

hIRARER 1 (JBFE)

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install me-east-1_vpc

2K ( B& IDC HFHE=FEMN,)

HRBEI A ANBEARTRS , SALNHER. ERTIFEREMUTEEEIDC,
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HERSLEFBAFTENSBNEEER | BEXELogtail EFsEERFTR , 20 B =ECSED
ERFFRR , BN LogtailOBEEE . TR,

-44b 2 (4E=)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_beijing_internet

-HEE1(BS)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_gingdao_internet

SSEIR 1 (FUM)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_hangzhou_internet

-HR2(B8)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shanghai_internet

-5 1 CGRYI)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shenzhen_internet

-84E 3 (3KxA)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-zhangjiakou_internet

-54E 5 (ALER )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-huhehaote_internet

- BB

wget http://logtail-release-hk.oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-hongkong_internet
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-EEFESB L (HES)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install us-west-1_internet

-WEKAREE 1 (FRImR )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-1_internet

-PK%ReE 2 (&)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-2_internet

- WK% 3 (EFER )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-3_internet

-TAFRAE L (BX)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-northeast-1_internet

- BRMERER 1 (E=RE )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install eu-central-1_internet

CohfRERER 1 (i)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install me-east-1_internet

ECS £Ri=

-RIR 1 (AU

wget http://logtail-release-hz-finance.oss-cn-hzjbp-a-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install cn_hangzhou_finance

-HR2(LE8)
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wget http://logtail-release-sh-finance.oss-cn-shanghai-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn-shanghai-finance

-%em 1 (Rl

wget http://logtail-release-sz-finance.oss-cn-shenzhen-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn_shenzhen_finance

EFLogtail

23 L& ogtail TH LSS logtail.sh , shel FUUBERIRHAT

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
uninstall

STRERGE

FiEWindows Server2003 ( &) LAG 32/64 [NIZES

- Windows 7 (Client) 32bit

- Windows 7 (Client) 64bit

- Windows Server 2003 32bit
- Windows Server 2003 64bit
- Windows Server 2008 32bit
- Windows Server 2008 64bit
- Windows Server 2012 64bit

ZdLogtail
THZED

http://logtail-release.oss-cn-hangzhou.aliyuncs.com/win/logtail_installer.zip

N BE RIS B EIRSZFrERegioni# 733

f#IE48 logtail.zip BIZETHR , ¥7FFWindows Powershellgicmdi# A logtail_installer B,

HEIRSS Region MBS IR TReS
o \logtail_installer.exe install
#5462 (dtm) ECS FHM4 cn_beijing
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H1(ED)

IR 1 (HUH )

TR2 (L)

rg 1 ORI

463 (3K=x0)

&t

ECS B/ VPC

AR ( B IDC FEHE=F
)

ECS R HaZE

AR ( B IDC FEE=F
)

ECS RHMLR

ECS B/ VPC

2K ( B IDC FEHE=F
)

ECS Rt

ECS 2 BapW4R

ECS EBM%& VPC

AR ( B IDC FEE=F
)

ECS R HLE

ECS BN VPC

2K ( B IDC FHE=F
)

ECS &R

ECS 28R4

ECS EB M8 VPC

AR ( B IDC FEHE=F
)

ECS RHERIZR

ECS EBM%& VPC

2K ( B IDC FEHE=F
)

31

\logtail_installer.exe install
cn_beijing_vpc

\logtail_installer.exe install
cn_beijing_internet

\logtail_installer.exe install
cn_gingdao

\logtail_installer.exe install
cn_gingdao_internet

\logtail_installer.exe install
cn_hangzhou

\logtail_installer.exe install
cn_hangzhou_vpc

\logtail_installer.exe install
cn_hangzhou_internet

\logtail_installer.exe install
cn_hangzhou_finance

\logtail_installer.exe install
cn_shanghai

\logtail_installer.exe install
cn_shanghai_vpc

\logtail_installer.exe install
cn_shanghai_internet

\logtail_installer.exe install
cn_shenzhen

\logtail_installer.exe install
cn_shenzhen_vpc

\logtail_installer.exe install
cn_shenzhen_internet

\logtail_installer.exe install
cn_shenzhen_finance

\logtail_installer.exe install
cn-zhangjiakou

\logtail_installer.exe install
cn-zhangjiakou_vpc

\logtail_installer.exe install
cn-zhangjiakou_internet

\logtail_installer.exe install
cn-hongkong

\logtail_installer.exe install
cn-hongkong_vpc

\logtail_installer.exe install
cn-hongkong_internet



EEEB L (HH)

TWAREE 1 (HIn )

AR 2 (&)

WARFEL (BE)

RUMAER 1 (FA=5e4E )

RIRIRER 1 (1E8FF)

ECS RHMLR

ECS EBME8 VPC

Ak ( B& IDC FEHE=F
)

ECS £ BapW4E

ECS B/ VPC

Ak ( B IDC FEHE=F
)

ECS R HLE

ECS EBMZE VPC

2K (B3 IDC FHE=F
)

ECS ML

ECS EBM%E VPC

2K ( BE IDC FEE=FEN
)

ECS £ BapW4E

ECS £BM%& VPC

Ak ( B IDC FEE=F
)

ECS £2BapW4g

ECS EB M8 VPC

AR ( B IDC FEHE=F
)

\logtail_installer.exe install
us-west-1

\logtail_installer.exe install
us-west-1_vpc

\logtail_installer.exe install
us-west-1_internet

\logtail_installer.exe install
ap-southeast-1

\logtail_installer.exe install
ap-southeast-1_vpc

\logtail_installer.exe install
ap-southeast-1_internet

\logtail_installer.exe install
ap-southeast-2

\logtail_installer.exe install
ap-southeast-2_vpc

\logtail_installer.exe install
ap-southeast-2_internet

\logtail_installer.exe install
ap-northeast-1

\logtail_installer.exe install
ap-northeast-1_vpc

\logtail_installer.exe install
ap-northeast-1_internet

\logtail_installer.exe install
eu-central-1

\logtail_installer.exe install
eu-central-1_vpc

\logtail_installer.exe install
eu-central-1_internet

\logtail_installer.exe install
me-east-1

\logtail_installer.exe install
me-east-1_vpc

\logtail_installer.exe install
me-east-1_internet

IR EEEIDCEHEERENERLogtailld , BT ATRSTERNAFFERNNBIBEER | BER
*<Logtail FFaECERFIFR , £ IFWEZR ECS RRBEAFIRR , BlllogtaillbBtRE. TEKERE

°
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EFLogtail

¥TFF Windows Powershellgicmdi#A logtail_installer BR , #if7@< :
\logtail_installer.exe uninstall

MREFEEI Logtail>REHEHIIRFSEHIFPTERECS , SAFBTAMKS TOIRECSH , NFEEARSE L
LiklogtailZfg , BRERFHR (kS ID) |, IEBAXEHREEIEIZIKSHRERE. SNSEvOBRE.
FTEREHIERATRS. BERRUTLREE.

1 Z%Logtail

EEEEREATHRSE L LogtailZFiE , WindowZRFiES M LogtailZ2E—WindowsZR%4 , LinuxR
g2l LogtailZ2E—Linux R4,

2 ELERIF#RR
2.1 BEMERKS D

it MERWSEERE , EEHTIRSProject TEKSHIID,

=2izE
BEES 3 - B ( )
ESID :
Al e
EEELE
2.2 FERRSSE8 FECEMSIDERASS:
Linux&4t

BIEEIKSIDER4Z] /etc/ilogtail/users BR , IBRAFEFFNCIE , —EHl=R LAILIRES
MKSID |, fign

touch /etc/ilogtail/users/1559122535028493
touch /etc/ilogtail/users/1329232535020452

WAREE| oataiREFHIERZEAFAERSE Proiectis . BTIEREFHRIS :
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b2 W

rm /etc/ilogtail/users/1559122535028493
Windows& %

BIEKSIDEEXEEIBER C\LogtailData\usersLABCEAFIRR. WEMREFIRR |, BEERR
I8 LR

540 , C:\LogtailData\users\1559122535028493,

- B LEEWSIDINRE , FRZaMESERRET Logtail R&E1Z28 LAIHEEIRE. 8L
A BERW SRR 4 RTEE,
- FiE . MIBRAFPTRRG | 198 WEIET R

AEIRSEET AL EEAREEI LogtailZ Pl HERIECS TS,

tlELogtallfitEfT , BRILMEHSRSMBESIRHNZINER HlasER NEtTelE. Lok, ShaTLuR
ERERT £ MAZEWARE Nm |, BT SERY1=RAE Skelgasa.

EEILABIS AN PR EE X — MER4A

IP : FEXH2RERFRII—EZRAIRRIP,

ERILABIS NI EZECSAMIPRIS T , ERISSBECSHINEI—MlssE+ , AES—Logtailke
&. IFECSIRSAHREIENRATUSEIFERECSEERFIRR.

R EXBTNHREN— MR |, XIS EEEXNARRTREK.

REHZMERAR , BMEREGHDET LA TRMAKEY B, LSS 618 A8 MER
SRlREENERE  TLAXEISERERENERN. AWFEEATMERSBIEEEENIRR | HFES
MERIIRSS 8 LB ESBTBRIRR. HIaNE ML AEhm HTTP ISR IEER, FEFERR. 2
IEANBERESANEFAEER | HEEXARRA LS BIENX Ihttp_module, cache_module,
logic_module#{Istore_module,

BEPER

EREIRSEHE Projectylzk TMERTIMBE AR , HANZIIBRILogstoreFZk.

BAFAMISHAFERY LogHub - SCATSREE > Logtailt284H HNiZIMBR Y188EEE Im > $ 6
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AR,

EEeIELogtailficE/E | T MAZWIAEAE WE , B SIEHEEE.

HE HARESR.

BMRRAEINEFE., #HF. EFF (-) T (L) | BEBUVNEFESMEEFF AR
] &}E%3~128$%0

1051 HAREmR.

IP it
RIS ST ET IPHIE AMES =IRSZ 2N IP,
pa oW

- IERRIESN RS S|/ ANERZWS G,

- BRHREIESN RS EMZREIHERSS Project?ER—FIE =Region,

- |EHRRERECSTIRSEEMMMIP, FRINS/MNPHT |, BHITEBHEA.

- IBEAEIEWindows =IRS SEFLiInux = RSB SR INEI R —H 284,

- BREIHERS EEXA=BiniELELogtaill ZFinIiEE , BILIE Bii%E
Logtail ST TIRIE.
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BIEEH384E

* HlEREER

flEzamR:

Hl=FHTopic:
In{a{=FAL.EEEopic 7

* TPt

RBFBEEXRR
EFRILIETIESHREE BPEEXRR AMESEEEXAITR.

HATIE S

test

IPHRAF r

1.1.1.1

TProjectAriE K ISA =R =SS
ﬂ;wJE‘lxh P, &4 IF"IE.E}&\'-"_I_'ﬁEJ

Bl
*'in ¢"Ir

IFACEAEREREATHRS SR LIETBREEMHR. XY

{AsEFRRAR E IE)Um 1, B2 IEFEEXIRR.

LIERFEY SIS , HCANRREHIEINIRSS 88 | RE TGRS 8 L% kLogtailf]
BIEBEXIRRAhttp_moduleRISIHEIRT BRIRSARNRAIEE | AIIHTERFR
AL SR EERSTERFIELER.
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BlEEE

* H=HEERR: | test

fl==E8fFE: RREENER -
nfrERRFREEMFR

fl=5BTopic:

AN{el{S=REEEtopic ?

* HPEENMTRER:| vip

155 H2&HTopic.

BXa{EREH 24 Topic , &0 W{A{EREN284E Topic.

B E.
BRI R AR BB RIS A =R4E.

—
xxxxx m,j; e

BEEEME

BTN AZ S BT LIEERESIR | SR E  EEVRERTS SRR ENMRTIRE. E2E
B, 20 Logtail H284H.

Logtail SEIfE LR RRZIRS I , BEFIRCRAOTR SIS ERRRRREF—EET |, Logtail 4 8EIER
Tk,

RIFR7SR

- Logtail BUAERH=RIPHIL FATRR | EEENXMEIMET (20VPC) AIBEHILARZIPHELLHSR
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HIERE , SRS IR AEELogtail,
- ZEN A ERERBEMERRLETFT S EaKERS (AMEER? ) .

B userdefined-id

Linux Logtail
BT A4 /etc/ilogtail/user_defined_id kigEuserdefined-id.

flan , IREBEMHNITRAT

#cat /etc/ilogtail/user_defined_id
aliyun-ecs-rs1e16355

Windows Logtail
1BIF 34 C:\LogtailData\user_defined_id 3kikZuserdefined-id,

Blan , IREBEMHEFRINT

C:\LogtailData>more user_defined_id
aliyun-ecs-rs1el6355

AN aliyun-ecs-rs1e16355 E#1884 , 152 WEIRT4ERL.

= : EBF /etc/ilogtail/. C\LogtailDatag 3 {4 /etc/ilogtail/user_defined_id.
C:\LogtailData\user_defined_idR1F7E , iEFaneliE.,

=M userdefined-id
WNERARIRE[E AN SEIP/ERTRR |, i5MikRuser defined id3Zf4 , 14954 PIRIETARY,

Linux Logtail
rm -f /etc/ilogtail/user_defined_id

Windows Logtail
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del C:\LogtailData\user_defined_id

= (R ]
S MR, {&Kuser_defined_id3{4fE , BRABRT , 1982 REIATARL,
NSRS , iEHITLA TS EBLogtail :

Linux Logtail

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start

Windows Logtail

Windows=HIHE#R -> ST AR -> RS , ERSIIERPGEERTLogtailWorkerfRSS | EREMHE
AR B,

Logtailz= FimATLA%S BN B EARSS A E SAthE T f=H U ERECSRRSS =7 LRIE .

tIETHEER  RASRTECZELogtalitE | B LERHANHEEF ST U Logtail BB ElE—
LogtailBitE, ItHh , EATLUEE LogstorelZk A LogtailitE,

HIHESAMF

REfEALogtailiEBERI , BFEL % Logtail, LogtailxziFWindowsH LinuxlXIRIER S , TG ES
0 Z&Logtail (Windows&%t ) #1 %ZE Logtail ( LinuxER4%t ) .

{sE PR

- — IR ECEE (NRFERESD | S AREHER ST, 50
/home/log/nginx/log FHEEXREMD , WEF—NMRERRIEE | BIMIE—MZOUF AR TR
In -s /home/log/nginx/log /home/log/nginx/link_log , B—NEC BREHEIRZREIA]),

- Logtail B Fims AR ER AR &% (£ Logtail EARE.

A ERTE

B EHaEkELogtaillEN AR , FJLABEREE. SRAHEIN. JSON &R, TREIEURERFSTU
EEEHITIRE, LMRERIITBENRIUAF] , BEEREN T,
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AT
<o
s
[ ot | = R EEN g
% 1 \thm¥ -
oo HEEEFE O =
x| ;
; . iz HEIED
/REBEKey &
kA
RMETH
FEHERSEEESSREBRIE | #ALogstoreFlzk,
EEB1RLogstore , HEHEEH A\ LogtailEcBFIZR.
lLogtailicBYIFRNE A LAREEIE. #HALogtailiiE iRz,
< wd-testlog [ = EEProjecthl= i S5 1
He= LogtziEiSFI% [t EEOEER= ==tndpoirt | [
* LogHub - SeBTEE.. o -
LoD = .i.;%E}Eﬁi: B TEE SRR

v LogSearch - ...

EEE = -

0 ¥ HERE [ e
» LogShipper - #&...

il

o

O EEEERETEEHERER

CEREIRIRRE A FrEad 4.
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O EEmER
@ ozt Syslog

T—F

e MBS,

RERMREEANEFE., F. &EFF (-) T (1)  BomUNSFEMEFH S
)% ] tﬁgﬁ3~63$ﬁ.—j‘-o

IR BEERTRRERETAIEX,

IEEASHIBRNXMHE.

B RS e R ANBEC AT A MR,

TR . ESREECRT SRR (07 I,

AR BB TR | R HES%E Wildcard matching.

BEXHEREINAZEEREE , BEEXX TEFaXEREAN X Hamnzs , 88
ESIZN:SIEER

- fflgn/apsara/nuwa/ ... /*.logZzv/apsara/nuwaB R+ ( BEIZBRINBFFER ) ER
B79.1oghI3Tt4,

f5lgn/var/logs/app_* ... /*log*Z&7~/var/logsBR FrEfR Gapp EXNNBERF (B8
ZEFROBERATFER ) XMEREE . loghix 4.

TR I REER—MECEEE.

* EEE: ‘ SCMIC_aCCess_log ‘

* BEEE | /apsara/niging/logs ‘ [==f ‘scmc_ac{ess.log ‘

e eSS SRR B sFrE BNER)  JoEHT LIRS
BE , thrisERaEalIE. LinucodisE sk . & : /apsarg/nuwa/.../app.Log .
WindowsS 4 iiE =SS fFTak | 0 : C:\Proaram Files\Intel\...\*.Log

LogtailSz i fERTt. SFRFFRII. JSON &R, TBIEMRNESTUERE | BINRBiESE
RER., ARG ERITEIENRIAFIN BRERT IR E.

thiEtEs

41



AEMRS FAFisEe

HRRERINBIERI TR, STRI FERA—TETREA—FREE , AT, LA
BTHORAFAT. BTENT , MENESFR , BIEUAENRENA(Y) , BRICR
LRIARSHRHIRSRIEEN BEERIRTE. MR EEREFERERAH TEIFARIR
B LB ENEEHNTEEIEIEE., EXIEEK L LogtaillcE , £ LogtailEe
.

WERINT |, BREFEEEXGBERIIEETR | Logtal 2fZIRE T —RATHITIE
, FIS BSREIR E/iMEIZE B SR IRS SRR FRTE | A2RNATAETRIFR

°

* BEEEW: ‘ scmc_access_log_2 |

web_access.log |

* EIEEE&:‘,-'Epsera;'niginm'lags ‘ s/

EEME MEFe e iR e 2faERER) | s RRaLIEs
EE , BRI ILEL. LnuGIHEE N/ | 7 : /apsarg/nuwa/.../app.Log .

Windows (4 HeiE Q=R L |, @0 : C:\Program Files\Intel\...\*.Log
#5: | hEER v
=R eSS A—E£0SE  #EIEFhFERTEN | SEOERENE
FEERtRATIE]
SERED : B
SRR

MRFENATMES MU FRIERIRE (LHEBTRE  RNFRE ) | &% <8
IEMAREC BRI T MEES]. SRS ERLogtail EARE THXESHNERS

MFMRET
W\ BEEER.

IR AN B R E ASIRS =6 & B ahREE R AIIEN LA
, BB ERALIRZRIB.

X7 BT,

ANERRTED , ER—TA—FESHTHE  IRFENEBITAE
(Ettn Java BFERE ) [ FEXF BTHERN | AEIRE TEIENFRAT.

iRE TERIENRIAR.

R EMENFIFHNMNRITINE, BExASHEGE  BE BaiER BIeE
BYIEN ; SNRITEBENERL , FILAHRAFIEMANHTIILE.
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IIRFEXS ATABFHFREBIRDHTLIE | FJLAGER R TReiSEES
QY Key-Value 3/EAIXEIRS I , FrARRSEERT—RATREHITS
0, BDIENIERIA.

ASIRS EH G IRERFS VLSS eI IENIRIA. S—FoRET R
REEMERENRE. SET Wik 5RIERTES , thFEEN
=R . BERSERHESEMERENREL , INTEF: :

test-logstore-naw ¢ iERLogTon B

[ LgsE

REBmEMSlER T I8E CBIENRATRIEN , (BE2EMEMRIIENRE
RSIHMEAARTTER , BIUFNERBAENREA. BE FHEALE
MR IREIFBANER,. FahBATRE  REAMNRY BIE B
BNRIENFRAZ AR LA, 1REX B,

FToCERBNEMERFNRANTLI , FEASHEITIENRAG |, BEHHEES
BMERFRGDE  REXINFRA Key , tINTNER
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FAFisEe

* EEE

IFMIESAS - | (Y

* BEASERER

12
9 404 168 "-" "Wget/1.11.4 Red Hat modified"

BEERSREAREA—H  SSElHEER

S+)\s\s\S\ ([~ 10+ )1\ (ow+ ) (\s\S+ s~ "1+ "\s(\S+)
EEafERREsE T ERASMERENEEEEETEs | ShaLEsmEa M IE
M=,

(\S+)*  +  \s\sB\HT+0* + 0 IEw+)* + 0 (Ws\s+)F +
e[~ T+"s(\S+).*

Key Valus

192.168.1.2

time 10/1ul/2015:15:51:09 +0800

method GET

url Jubuntu.iso

latency 0.000

BT IFMZ=ES LSRR TKey/ ValuedT | & Key/ValusTTRIEFR(Key) BRFIEE  MIRAMERE
SeRTEANES S E— T timedokey i3S

RE SEFARSGHE.

VAR E EARSGATE. RXT , CEEERNFRIVEERE—=FR

(Value ) ARIEIFER , Fap&A time (21LE ) . fE%EH time FERG , &7
DAEad AhElfEtE=l i BandERk Mzt EFBRNAR. XTHERE
IBRNESERIE

2% Logtail HEAE.

HIBEE BPEm.

BIRESNRREEFMET. BEERTTopicERAR. BEHRB. &X
BEARRE. BREETEREE. WERHER , JLURERALE.

BCEN E= ]
BIERESHAAMESR. SHTRSA
it oI ARy , BEAUEFENSABER
RS IRERHTEME | BARKERFE
1GB,
- R Topic : BRINER , &
NEEBTOPICHEFE , 18
WHERAFER A TopicBia]
. =i,
T
opicaT=, - HE28HTopicEY : KB

Topicakpk A AHESA
TopicEtE , AILABTFERRX S
AEBRIRS S HEEE
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BEMIEN

AR

BRALREERRE

IR

JisasEcE

REE BT .

- SCEBRRIEN : SRR IS
 EEEEE T ANEENXIEN
. FIIEEN M B R B IR BN —EB S
WEEATopic, AILIBEFXS
BRI PesLfIr=E R HEE0E

ANENEERE T A AR IEN 75 U A B
Ié)pic , BEALMESERIEE X IEN

- utf8 : I5EEABUTF-84mHL.,
- gbk : {8RE{FFAGBKERS.

e\ BERRERTH , BinAR0E
KR, IRSEEVERS, BARR
ISETRETEEI0-1000 , Ot RRUTRAE
E iﬂ

IR EE S ERS B IR AR
B, MIAIZAEER. EILE
Rt ELA TR E.
- KANEERY : FERERHENTRATE R
S, RAERT,
- 30HEEAT : ANHEHTE
30D HAIRBEERH , WIAAE
B, FAFmEE .

EER’E TREFETIRSETNREA MW

g0 : EeEKey:level
Regex:WARNING|ERROR &R RIE
level JWARNINGE{ERRORZEEHE
, Bn LA AR AU RIEEE | A
FRiZ75z(sEI |, 5140 : Key:level

Regex:” (?1.*(INFO|DEBUG)) XFEARUIE
levelHINFOR;DEBUGSKRI AR , 211
~5af &% regex-exclude-word,
regex-exclude-pattern,

DGR R A RS MAZWREE SECENRZINRREA.

SNRIGIERCENZRE , FESTEIE—WIEEEH, BRUNTRIENREE , S SIEZE.,



AEIRSS

FAFisEe

O wmEmEa

+ e

R

- Logtail B EIEXEMATEGKER 3 K8 , BOEFF.
- RFBEWE IS HAEE | BSYERSE IS HEKRSERELK fE IS,

- Bl LogtailficEfg | EellAiEELogtail iiE%I% | &LogtailEcE s MibRLogtailEeE. 1F4(E
2, 20 Logtail it&.

[SERME

s ER | BERSHANERS. BIULUEEFMANEINAS. BXNMERRS , 21 ZRAE.
e fEtEzl P EERIIRSS intY B EU N AR, B EHSHIETEAEERMER /I content AIKEY NE.

nginx-log iEELogstoresiz
Atopic , REHEE BEAXRTHTIER 15454~ 2=
100
) II
0253258 035458 0553158 0653458 0853158 0953458 N5 12534580 1453158 1583458 1743108
IERES
i/ AE
16503A208
158135298 . — 0 c 000 . . :
content: 10.22.17.73 - - [ 20 / Mar / 2016 : 15 : 13 : 29 +0800 ] " GET / HTTP / 1.1 " 0.031 726 304 0 " - Mozila / 5.0 ( Windows NT 6.1 ; Win64 ; x64 ; rv : 46.0 ) Gecko / 20100101 Firefox / 46.0
10.101.166.113
165034208
15831345308 content: 10.22.17.73 - - [ 20/ Mar / 2016 : 15 : 13 : 30 +0800 ] " GET / css / lib.css HTTP / 1.1 " 0.017 740 304 0 " http : / / sis-devcommon.albaba-inc.com / " * Mozila / 5.0 ( Windows NT 6.1 ; Win64 ;

10.101.166.113

FTRIEMENT |, WEEIIRS HAIATRBN TR, BRATHIRTERIRIRER Key-Valuelg&EET RS

i,

X645 1v 1 46.0 ) Gecko / 20100101 Firefox / 46.0 "
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nginx-log  iEElLegstoresE

Logtailtid EIn

68158

FcELogtail iIREEEREN , FRRENERAEASIRGT :

L. m=101]

B 4E

PN TS

A=A

AERIEHSTC

BEEABLR

fifig

BRESHF TR EMBE AR, BRI
FZEERILE , BEEXMAR FrERFEX 2R
N winED  BaMEERNER,

IBEWERTEGEFR , KoK/ |, afLAFERIEERRT
. flan*log. Linux FEOXGRZBECFHTEE" *
Rt oL .

el o AR EF IR EE WS IEE PTG
RIERIER,

fEEZTATRIER | FIEEENREN. £217H
TWERSET (UNBAEFESHIELER ) | T
ERITRSEIBFRAR. XNBEEEE—NSTATH
ek | HRILRIAkNIFRT EXASTEER |,
N—RELFR., BTEFAEAGRILDTEHA—F
(4ORSEE ) |, EREEE—MEEiAkAIICECRN |, BD
XERIENZFRE.

EXIMARN—FATER | FRUsNESRS BT
Ao, APFEEREE—NENRANRNFEENEE
FRIEE , FEENEMENAIFREMR.

& AT B S AR OB (B8 AT SR AR AR U
, B{xiE2 0 Logtail HERTEIER.

BR T fEALogtailltEE A5 . BEIRSZIARMAPIFISDKRISGT , LISEIEEAER.

£/ APILEARE

HERSIRHERESTRASHIAPIE ENEENBE. EaJLUBITAPIHAY PostLogStoreLogs #OSANEE. XF
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APIyF=ESEEN APl &%,

5 SDK BEAHE

B?TAPI HERSERE T ZMES (Java. NET, PHP #0 Python ) BISDKAEEEANBE. XTFSDKAIZE
SE150 SDK &%,

R LogtailliE AR
LogtailiZRRAT RIS EI M -
IS HISEET > IBRERTH RS > EREEFRNS > IS

RERBTHEIG

—RRFTEEN—FINRREA—T—5F , nginx@NipRIEE , SFATLUMTRSE]. Fla0 , MRBRTHNEE
A&

10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; 360se)"
10.1.1.1 - - [13/Mar/2016:10:00:11 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; 360se)"

JavafBPHIRERAE | —£AEEESENST , B RegEY S ANSH IR oEEEETE |, Alankd
T Java #2FHE :

[2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackerlmpl.java:148] Expiring sessions
0x152436b9al2aecf, 50000
0x152436b9al2aed2, 50000
0x152436b9al2aed1, 50000
0x152436b9al2aed0, 50000

VA EJava BGEEa=EISARIERRIC , AILAR "TEENFRER" A7 \\d+-\d+-\w+\d+\d+\d+]\s.*,
EEHEARRI TMEIUES !
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B O BEEst o sREEst

* B [2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackermpl.java: 148] Expiring sessions
0x152436b%al2aecf, 50000
0x152436b%a12aed2, 50000
0x152436b%a12aed1,50000
0x152436b%a12aed0, 50000

WA ERITIESRRICRSR) BIEH>>

BiTE
SiTEAASITA—REE | MRFETES ( kijava stack B ) XA ERRTEENRAS

* TEEMNEAT, : | \Dd+\d+\w+d+d+ \d+1\s\[w+]\s* © EYEEIRAE
EEh TSR e, BRI LAF IS ENFA

=] —]
ENAEFRAS
RIEAEIRSBEIREREXK , —ZATHARBTEE—1HEZ Key-Value X , IIREERBUSEZEHITS
WAL |, FRRBIENFRALIREUEEAS  IRFAEENHEATHITAIE , JLUSELZBEMA— Key-
Value 33, XFa0EipEAEE :

TR

IERUERIAZ © (\S+)\s-\s-\s\[(\S+)\s[*]]+]\s"(\w+).*
RENAZ 0 1) 10.1.1.1; 2) 13/Mar/2016:10:00 ; 3) GET

MEEFRR

ENEFRAT : (%)
EEHNZE 1) 10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 360se)"

1EAE H SR

RIE SRS HUBRRE K , —KBEWNEBE (time ) FE , FEKL AunixET a2k, BRIREERR
ZERiE) ( BPLogtailiMENiZZ ASAIRTIE ) B BRSAEFRIRT IR {579 B SAIRTIE,
T EFIFRGHEARE

R HEAE PRI R

A8 : 13/Mar/2016:10:00:10
BHEIZRIAR : %d/%b/%Y:%H:%M:%S
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HMEX B SRS B R SR A

AR : HEX B SRIAIRT AR,

Logtail STIFEAMECETCPIRA | #Usyslog AgentiBid TCPIMY AL &I R syslogidE . Logtail iEHTizieZEl
HIEIRFEE R ZELogHUb,

HHESRAMF

REFALogtailWEHERI , BFEEL%Logtail, Logtail3z#FWindowsFILiInuxmIRIER S , L5550
ZiiLogtail (Windows ) #1 Z%tLogtail ( Linux) .

BFPER

WEEsyslog#iE | BHFEHITUTRE.

$ B 1 FHTIRSEEEH S EIZLogtail syslogficE
EHERSEEEHSRERRNE |, #ALogstoreFl.
¥ BrLogstore , FEREEEH A\ LogtailicEFIZR.

TLogtallmﬁﬁliﬁﬁﬁtﬁﬁﬁﬁJﬁ #ALogtailEeEiRtiE.

@ wd-testlog [ 2 EEprojectil= e : L2t 1
o= Logtal S5 [+ BE AL SEendpaint
» LogHub - SCRTEE..
* LogHub - SERTE.. B
BEIET . B TS T EENE

[
B

v LogSearch - ...

v LogShipper - #5...

@D SEEREFE SR

CEREEIRSER syslog Fead 2.

| EEER

RE BCERIR 7l tagikE H8dE T2,
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RESRRELSSNEFE. 7. &EFF (-) T (1)  BRRLVNEFEEEFT LS
B, KEA3~63F1,

IR : BESRRERREN.

* BEEEF : | gyslog

FAssommll - 11111
ANERERA SR 3 S RS R E i T B

* tagiEs : | sys_tag
anfrliz Steg ERE R BE

SERIEm . B

DGR R A BT MAZWREE SECENRZINRREA.

SNSREREENZRE | BSE AN BRECIE—WIERE | BISEENAZIMEE.

RIEECE BPER.

IERREAAAMET. SASRSATAN , BSTUEFENSAEER | IREREFHTE
&, BNFRET  &AEFELGB,

$B 2 EiBLogtail{Emd
MHEELogtailZ 3B R T#E! ilogtail_configjson , —fRTE /usr/local/ilogtail/ BR T HE. HRIEFRIEXF
syslogtBxRIECE.

HaiAsyslogIhaEEFFiE.

truezk7nsyslogIERbTHIFHIRE | falseRmKARTE.
"streamlog_open" : true

2. EcEsyslog T RNATHREF AN, BFEMNE—XIEHBREEXNIRT | BIRETSRRE
KRNARSEFRFRIEBES |, BAIEMB,
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"streamlog_pool_size_in_mb" : 50

3. BEEEFXX/). FEMELogtailERIEAsocket io rev FHOFERANEFX KN , BfIZEbyte,

"streamlog_rcv_size_each_call" : 1024

4. EeEHEsyslogtgzt.

"streamlog_formats":[]

5. BeETCPinM., FEBCELogtail B FEWsyslogHEMTCPIRO , BHAR11111,

"streamlog_tcp_port" : 11111

EcESehk/aEBLogtail. Eiglogtaill ZEHifTLA TS KiLogtaill B s , FHERITH.

sudo /etc/init.d/ilogtaild stop
sudo /etc/init.d/ilogtaild start

SR 3 LersyslogHEKECE
AR BER L% rsyslog , BIRIX—,
TELEEEN

- Ubuntu &£%&53%

- Debian &£%753%

- RHEL/CENTOS Z%&755%

£ /etc/rsyslog.conf PIRAEFRE(ENECE | FIU0

$WorkDirectory /var/spool/rsyslog # where to place spool files

$ActionQueueFileName fwdRulel # unique name prefix for spool files

$ActionQueueMaxDiskSpace 1g # 1gb space limit (use as much as possible)

$ActionQueueSaveOnShutdown on # save messages to disk on shutdown

$ActionQueueType LinkedList # run asynchronously

$ActionResumeRetryCount -1 # infinite retries if host is down

# EX AEEIERFER

$template ALI_LOG_FMT,"0.1 sys_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %hostname% %pri-
text% %protocol-version% %app-name% %procid% %msgid% %msg::drop-last-1f%\n"

** @@10.101.166.173:11111;ALI_LOG_FMT

iR 1R ALLLOG_FMT SR8 MEHER sys_tag , IXMNEUEXRIEE 1 hel@m— , XS
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RS RS ATUZEIRIFTE (\*\*) syslog HEEAR ALLLOG_FMT #&=({t , R TCP iMXEERE
10.101.166.173:11111, #1288 10.101.166.173 X/ELSE 1 PRINERETHEIRERLE 2 BiE.

[B8rsyslog ( sudo /etc/init.d/rsyslog restart ) . BEIZRIBIIEENES FEEBTE T Hithsysloghy
Agent , tb syslogd. sysklogd. syslog-ng & , SNRERNFIBEXTIE.

FE=$5Z ERATLASH2E EAsyslogi &R RERSS 7.

BEEER

BKsyslog HERENBESERLANRIMIEIEsyslogdidz , £ gk syslog BIEIFHE.

Logtail BRI Nim /sy slogFISX A |, W FEFR

HEFEEH Logtail EE%%
LOG
NGINX— f"' "‘s“
[ A — N ) '] ST “a
! =Gl | Syslogihil | H |
</f R P !
ll Syslog i i ! i
l\. ________ ‘f \\\\ . 1 1 1
Java J— . Loctoil R ]
' : :
1 1
1 1
1 1
1 1
\ /

i s s o

! Vo
| AR

_______________________

£
]
1
1
1
1
1
1
1
%

Logtail @i TCPiYiFsyslog, ELELogtailREesyslog HEIFMEEES @ Logtail ¥ &Esyslog A,

syslogf{it#

syslogtif:&i55% BEHRY Linux FARB3E.

FMIFFASASUHAELL | (Esysloght BEEIREZIERILogHUb | A REFERE | (REETF. BETXHF
RIFFORETRORHY | BB ATIABOMB/sEMEE,

EFE

Logtail SHFEAMECETCPIRO , Elisyslog AgentiE KRR, Logtail FETCPIRO |, #lirsyslogak&E
fttsyslog Agenti@Eid TCPIMVEE RIS KAIsyslog#lE | Logtail Rt EIREIREHEE R EILogHUbY, ECE
LogtailzR&syslog &I RIES NiEiT LogtailsE&EsyslogH&. Logtail, syslog. LogHub=&Z[BA9XEN
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TEF7.

rsyslog \

tcp| logtail ::> loghub

rsyslog /

syslogHH4A8=

Logtaili@id TCPin I EIREE R RA , RENRAVEUEFETH—FFZNAT | BSSIIHE
VARG

Y

BRATZENERIRTA (\n) 2 , —FETREBRTLULIIRIT.
- BEREREEENIUBEaTRE , EfttFRATUEETIE,

syslogHEMSAT -

$version $tag $unixtimestamp $ip [$user-defined-field-1 $user-defined-field-2 $user-defined-field-n] $msg\n"

BNFEREN :
BE=FE ax
version ZBEEEHIRAS | LogtailfEFRiZiRASSHRIT
user-defined-field =2E&.
ta HUEIRE , ATS#kProjectslLogstore , RAJLA
9 BB SRR TAT.
unixtimestamp : 1Z5 HERIREE.
ZEZBERTRAIHEEIP , AR AEPIZFERE
ip 127.0.0.1 , RERRARSHNBSEIERIZFER
SHEIETCP socketfyxTumiteL,
afinad_fi BREEXNFE , PESERREAIRFER , JUFE
user-defined-field 0 NREA |, AL S SRATATH.
ms HEBRIEX , AeJLAESITR , RERY \n &
9 TEATHT,

YN = RS B N =

2.1 streamlog_tag 1455776661 10.101.166.127 ERROR com.alibaba.streamlog.App.main(App.java:17) connection
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refused, retry

B, MY syslog BEALUEA Logtail , (AT TEREGERHELUTRM , EETLUEN:

- JLASETER , BRI BERIATHERBERIALER.
- AILAEIE TCPilE B & Append iz,

Logtailf&4rsyslog B &AM

Logtail ZEEENNECELA#EfrsyslogEE. #la0 :

"streamlog_formats":

[

{"version": "2.1", "fields": ["level", "method"]},

{"version": "2.2", "fields": []},

{"version": "2.3", "fields": ["pri-text", "app-name”, "syslogtag"]}
]

Logtaili@Z1EE ZIfYversionFEREstreamlog_formatssikZEIRGfzAYuser-defined=ERAVE | MFIZECE
, FENHSHFversionFEA 2.1, BEFNMBEENFERlevelfmethod , EItE HEEFHSHEARIT/IM0 TS
= :

{

"source": "10.101.166.127",

"time": 1455776661,

"level": "ERROR",

"method": "com.alibaba.streamlog.App.main(App.java:17)",
"msg": "connection refused, retry”

}

versionFiFfi#tfruser-definedxE: , tag FlFSHEUREERRIXZEIRY Project/Logstore , IXFNFRARAE
HEERABTRXZERATRS. B, LogtailfiEX 7 —LAEE | XLRBRIEUERER 0.1, 1.11X
BLL "0 . "L FkRYversionfd , FTLABRBENX versionABJLALL “0." | "1." FFk,

EIAFETEREALogtail syslog log

log4j
3IN log4j BE

<dependency>
<groupld>org.apache.logging.log4j</groupld >
<artifactld >log4j-api</artifactld >
<version>2.5</version>
</dependency>
<dependency>
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<groupld>org.apache.logging.log4j</groupld >
<artifactld >log4j-core </artifactld >
<version>2.5</version>
</dependency>
EFH5|N log4dj BeESXH log4j_aliyun.xml
<?xml version="1.0" encoding="UTF-8"?>
<configuration status="OFF" >
<appenders>
<Socket name="StreamLog" protocol="TCP" host="10.101.166.173" port="11111">
<PatternLayout pattern="%X{version} %X{tag} %d{UNIX} %X{ip} %-5p %l %enc{%m}%n" />
</Socket>
</appenders>
<loggers>
<root level="trace">
<appender-ref ref="StreamLog" />
</root>
</loggers>
</configuration>
Hrh 10.101.166.173:111112%% 7 Logtail = FPimAYIARSS eSHHHilE
EFhig&EThreadContext
package com.alibaba.streamlog;
import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;
import org.apache.logging.log4j.ThreadContext;
public class App
{
private static Logger logger = LogManager.getLogger(App.class);
public static void main( String[] args ) throws InterruptedException
{
ThreadContext.put("version”, "2.1");
ThreadContext.put("tag”, "streamlog_tag");
ThreadContext.put("ip", "127.0.0.1");
while(true)
{
logger.error("hello world");
Thread.sleep(1000);
}
//ThreadContext.clearAll();
}
}
tengine
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tengineA LUEid syslogiZ Ailogtail.

tenginef§ngx_http_log_modulet&HiE HEFT N Absyslog Agent , 7EA1 syslog AgentdforwardZ|
rsyslog,

tengineBit&syslogiE&% : tenginefi&syslog
<l
Pluser£BFNinfok BFaccess log&i%LE A4 Unix dgram(/dev/log) , FHi&&E M FBFRCANgINX,

access_log syslog:user:info:/var/log/nginx.sock:nginx
rsyslogfE :
module(load="imuxsock") # needs to be done just once
input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")
$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%

%app-name% %syslogtag% %msg::drop-last-1f%\n"
if $syslogtag == 'nginx' then @@10.101.166.173:11111;ALI_ LOG_FMT

nginx

LAKIEE nginx accesslog 79,

access log ficE :

access_log syslog:server=unix:/var/log/nginx.sock,nohostname,tag=nginx;
rsyslog ft& :
module(load="imuxsock") # needs to be done just once
input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")
$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%
%app-name% %syslogtag% %msg::drop-last-1f%\n"
if $syslogtag == 'nginx’ then @@10.101.166.173:11111;ALl LOG_FMT
2% : nginx

Python Syslog

<

import logging
import logging.handlers

logger = logging.getLogger('myLogger’)
logger.setLevel(logging.INFO)
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#add handler to the logger using unix domain socket '/dev/log'
handler = logging.handlers.SysLogHandler('/dev/log’)

#add formatter to the handler

formatter = logging.Formatter('Python: { "loggerName":"%(name)s", "asciTime":"%(asctime)s",
"pathName":"%(pathname)s", "logRecordCreationTime":"%(created)f", "functionName":"%(funcName)s",
"levelNo":"%(levelno)s”, "lineNo":"%(lineno)d", "time":"%(msecs)d", "levelName":"%(levelname)s”,

"message":"%(message)s"})

handler.formatter = formatter
logger.addHandler(handler)

logger.info("Test Message")

HERSEBIVSEEN A ERrE SRR Logtall ZRinlEE HERIECS=IRSES. SR LLBIE HERSIN
EﬁUi‘éJ&)\lﬁIﬁEE’J PBEA%IER TumE. EULUETHERSCIEYISSAE  BEYISSASIER | IBXW88E  BE
WESERE , E1ERCE |, MIBRIEEE | FERNSERR,

BlEEtR8E

EEILABIS AN PR EE X — MEs4A

- IP : B XM ABRFFRINI—E2ZAAMIP,
-tRR  ENETHREE—MRR |, XA 28 LB E X M AR TREE,

BXRUECIETIZEE , 20 UEH =848,

EEIRENR

=5 BERSEEEHS.

BFEANSHFER LogHub - SCRFSREE > Logtailtflegd #HA\izIn BRI 188485k TTm.

ErRILAEEZIE TRIRTETRRE.

e SHenipon

tesmachinegroup

ELG

fEelEsetl=RaSE | SR LABERERIZ R ANAIIRS 2RI,

TR VAR E R AT ESL.
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B BERSEEREHS

BAFAMISHFZRY LogHub - SCRTSREE > Logtailt384H #H\iZII AR H1884E%3% .

R4 | B IEHWAEE.

ISR ERECEE S AT WA,

gl

* EREETR: test

HlEEmH:| Pt v

=58 Topic:
afnl{=FEEEE topic 7

* IPHehb:] 1.1.1.1

IProjectEriE iR =R EEE
= SESDFBIAEIP , 21 IMERETSE
—-’.r_-"iéi:FK_m—'F it EEWindowsSLinux=IEs=EE ( 38

Al
=0

i Ik
% o

BENRE

J9EiFLogtailZ Fin BN AR ANIIFTAIRS R LML |, ERLAEELogtail ZFIRIVOBMES.

B BERSEEEHE

BAFAMISHFER LogHub - SCATSREE > Logtailt884H #H\iZII AR H1884B%3% M.

R | BE BEERE.

59



AEIRSS

73

FAFisEe

#=EmR: ip

ip

n
1
1]
frll
i
i

Ak

1.1.1.1

FAIL EEFEE

i

R

SNERATERS 2 LRLogtail=Z FindbgiemT , MIOBHESNIZERS "OK" . MROBMSEN "FAIL" | #
WEAERNEETHITEE. WEEMAEFREE , B TRIRE.

-IBBE "OK" fELogtailZxFin S AEIRSIERIER. M=SIIAREERESE/ Lo HAaRIE
BIABEEEIOBE "OK" R | I OERF

T_J'{‘_J'o

- RSS2 OBHSERGNT "FAIL" K7 |, 151408 %ELogtail (Windows ) #l1 &%
Logtail ( Linux ) #H7i(E,

EHEERE

AERSH AT E SR TR ERTRIRS S | XESTH— EEEENEMELogtail = FimRIKEER

B (155% [£ALogtaillisesX A4 # fEfLogtailliitEsyslog¥dz ) . ERILABIT LS — M ENFAE. Mkx
LogtailBeERREEEMRSS 2 LALogtaiiTERIFEL AT | aMEfTXL AT, RixH

-+

TR HEEE,
B BERSEEEHS.

BHEEMSMIZH LogHub - 3CAISREE > LogtaillflEs4R HNiZTIERY #1884851% T@.
EERRE , BT EERCE.

BRI R AVECEF ST ANIN B MiRR SKIZSUN ARZIH=R4ERY LogtailficE.

HixNLogtail EEERT , ZLogtail EeEfta N AZINSSHEAN RS EEILogtailZ Fis, ZHfEkRLogtailft
&Y , iZLogtailfeE= M Logtail ZFimiEkk.
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fect
2H ogtailEE B&EdlogtzilEE
Q
EN
syslog — b
< <fif2
fect
SCMIC_aCcess_log
sCmC_access_log_2 -

Gl

R BERSEEEHE.
BAFAMISHFZRY LogHub - SCATSREE > LogtailH384H #HNiZINBARY H1884E%3% .
e 284E |, BAh MRS,

EFRASHEESR |, B e,

il

o =S 1RE . REEMEE 7

LogtailZFimml LARS B HSARSS P A BS BT i=Hl Sl BeEEECS AL LA, BRT Z%LogtailE= P
5t (B ZxLogtail (Windows ) # %%Logtail (Linux) ) , AlogtailEFimtlEH S EREDIFEX
. EaLiEd ARy RGN AR, 28LogtailiiE.

UNRFEZWENSHINRIET | 155% IS HEBERRAESE: Kt T E.
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tlELogtailficE

BxuEd SRS EEE G tlELogtallitE , &0 £/ FALogtail WEEX A4 1 fEBLogtailltse
syslog#E.

BELogtail il B

=R ATRSEEEHS.
EEFTRIE | BEBRREEREANN S5,

£ LogstoredlZ: T , B HEWERES THILogtailficE B , # LogtailEeEBSIZR TE.

ZIEY I TiEELogtaillINAIFTEEE , HPEa=NoRE | KERR. HERFIREFE
, HR SRR XA /Y |, EEEFBRR 7 X BREFXEER , i B,

o E - |

N

IR I RBEE—MECE R
& LogtailficE

B BERSEEEHS.

EETRNIE |, BEMBERTREEREAN S,

£ Logstore%lizk TuHE , B2 HTUWEETFI THLogtailficE B , # LogtailEeESIZR .
BHEFEEERILogtail iILERIETR,

ERILMEN BSIERT F EIEE N A=A, BN EEENREMEETEERE.

HiE&LogtailficE

62



AEIRSS

FAFisEe

EF HERSEEEHS.
CERFABNIE , BEMERRSERTANN ST,
£ LogstoredlFE HE , BHHBUWEERFI THLogtaillfiiE S , #HA LogtailEeE%IZR TUE.

R MR Logtail EEEFF R EAMAY HBR.

HFREC IR EP R XECE S RN AR ERRIRIIRE | Logtailtb S ILERIXFC BRI NI B ES
RE.

R : MR EELogstoreRT MR ELI RIAFTB LogtailELE.

R EiRLogtail SEIECESE , WBRHFXR , IUSERGHTIRE.

Rz

EcELogtail SaIEc ESHERTIU TR !

- ERFHREEHFE I MNESE,. XEVE. XHRETER  NIERERERETXY , JaS
HRFOEES.

- BSEIREX | KIXFIHSRSHIREBRA , SHCPULAERS.

- BB EEsyslog/TCPEUE.

[SRIECE

N4

/usr/local/ilogtail/ilogtail_config.json

Mgl

JSON

MG ( RSO ECER )

{

"cpu_usage_limit" : 0.4,
"mem_usage_limit" : 100,

63



"max_bytes_per_sec" : 2097152,

"process_thread_count" : 1,

"send_request_concurrency" : 4,

"streamlog_open" : false,

"streamlog_pool_size_in_mb" : 50,
"streamlog_rcv_size_each_call" : 1024,

"streamlog_formats":[],

"streamlog_tcp_port" : 11111,

"buffer_file_num" : 25,

"buffer_file_size" : 20971520,

"buffer_file_path" : "",

ERRESH

285

cpu_usage_limit

mem_usage_limit

max_bytes_per_sec

process_thread_count

send_request_concurrency

streamlog_open

streamlog_pool_size_in_mb

streamlog_rcv_size_each_call

24E

CPUSF=XE(E , Double3tE!
. LIBZitE.,

BHAFERBIE , int3kE
. BZMB,

Logtail RIX[RIGEURRTRELR
#H), int38 | LAByte/s &,

LogtailgHE AT BNLIE
HOSTEH,

Logtail BNAR S RIZEIER
, SIERBNTPS REAERES
BNELHE,

B IFHES syslogIhge
, boolZEY,

B{EMB , BTFEFEKERY
syslog#iiE,

logtail XA linux socket
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200.4 , MFREILogtailtliCPULE
AACPUEZAI40% , BBHE

Logtail ShEfE. AMDHE
™, IREER A a4

24MB/s , FERETENIAEt Btz
HBREN#I12MB/s , B |

gn100 , MIPREILogtail {9PTF(E
FAA100Jk++ , B/
Logtail BFIES. INFERE
A9 distinct3 {4 Bitaid

1000 , IBESEIES LRZBIE

g0 2097152 , MFRHILogtail &
IEHIRRNEZR S 2MB/ s,

AOALMMREZAE | —ARETLALL
R AR 24MB/sE 7 EEIEN
R 12MB/sHIE N, BUABIR
TAEREZEE , REYVER
RHRE= L,

FINADFEH A, AILURIR—

N EZH50.5MB/s~1MB/sK]

FHRIRITE | BAKIERSSTE
ME. 8 SHIEERS
HMBIROGBEE | REFER
ETCPRXSH

falseRakiA |, true TR~FIF
, 1FEmBR,

syslog TR BTN
KN, BFEIRa—RERIS
BEANNIAE | SRIEVEEA
FARNARSERBRIES,

R syslog MERK , BILAE



AEIRSS

FAFisEe

streamlog_formats

streamlog_tcp_port

buffer_file_num

buffer_file_size

buffer_file_path

bind_interface

check_point_filename

R

rev EOFERRE IR AN , 8
2 byte,

TENIEWEIRY syslog HET
PaE=

logtail FEF#2ML syslog BEHY
TCP i,

MEFE  SNECEUERE

, LogtailiGsERIfEMTIRRIAE
BN (REBRT) &
Ficsk , FHIRER=AENTA
EIRSS IR, ZSHIRFIET
RISRKEHE.

ZBEIRERNMEF X TR
BAFTEL, (buffer_file_num
* buffer_file_size) BEF {4
AJLASCRRERR A EZE.,

ZEHIREEFXHFHER
BEESZSEE , FaEIR
EEFERTERU
logtail\_buffer\_file_* B932{4
BaEIEFER , LMRIE
Logtail AT LUSENEZ &7 3 4
FEREEFHITHR.

AHEBERIM R |, BN
ethl ( IZ#FFLinuxhid ) .

checkpoint>HRFH LR
. FBTFBEENXLogtailiy
checkpoint{RE(E,

BizE , EWEETEE 1024 2
8192,

AR

AR 11111,

NHERBFEIA25T,

FA20971520=F7
(20MB) .

BN | BEXHERTER
TIREAFR
( /usr/local/ilogtail )

FANBER T EEET M-
, BEEIZEEL , Logtailigia
FEERZM-RHITEE EE.

KNBRT A
/tmp/logtail_check_point, &
W DockerFAFEBULSHRT
ik , Fi&checkpointffER
REZRIEEY , BNSEEENR
Af&EZEScheckpointSET
FHEESXRE. fflilDockerd
Ei&check_point_filenames
/data/logtail/check_point.dat
. DockerEzhap<1tEnn-v
/data/dockerl/logtail:/data/I
ogtail , BEEW
/data/dockerl/logtail HRi=
#Z2IDockerdHy
/data/logtail BR,

- R BEFEBEXENEREBISEL . W ilogtail_configjson BBEFREHERIIENSE , &
(EREALE | BTIERERBR.
- BRIEREEEE s ER ESHMYNAYE | AAZIRIECELRA LAAREINE

sLEE A

ilogtail_config.json , #13R£ syslog #EREXIZESE.
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ENiEcE

RERE ilogtail_configjson,

ISFIMERNECESS | BEERENRIEISON,

BEFLogtailfFEREAER.

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start
/etc/init.d/ilogtaild status

IFANAEIRSS MRS AL | SR ESIRS BSEBRBEZ AR ERRIERIER. LogtaliZENIRS
ERERF BEX M RRASENE | KRB BSHRESFFFRFEEHETAER. EL , LogtailF
B EE B SR RRAE TR BT

Linux*F&TRILogtailszfs strftime &L IRAAYFTERTEIEIN. REEREH S ERF RS RI%REE

XHIBEETFRIL |, BIATLAR Logtail it FHE .

PGP ASRER AT RS ARR S |, ERFERE | Logtail 37y N BSRIEIEZVANT
BIG5ER)

Szl
%a
%A
%b
%B

%d

%h
%H
%l
%om
%M

%n

%p

%r

%R

AN
EHES
EHILTR
Bin4s
Bin£iR

ARG EZNNEIEEIIPS

[01,31]

B#®#ES | @ (%b)

24/ N\BFHIRY/INET
12/NB RS/ NES

TiEFIFRTAIB G
RIS HEL [00,59]

RITFF

AHRIAM ( B4 ) 8PM (T

F)

12/\EFHIRYESEES |, B

(%I:%M:%S %p)

NSFNSERES | B (%H:%M)
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%S
%t
%y
%Y
%z

%C

%e

%]

%u

%U

%V

%W

%W

%cC

%X

%X

%s

{EFLogtaillgSEE ASRS | BEIEMNIENIRRTR , STFHEAIER |

TiHIRIR R [00,59]

TABRF

REHLCRITIHIS(D [00,99]
RIS

RIXEEES

TiFHItHLe [00-99]
THEFRTERABILK

%% 1], BRI TR ERES

—EFRBAHEFIRT
[001,366]

%Eﬁﬁ’ﬂ-l—i&ﬁ?ﬂi%ﬁ [1,7], 1 %=

BFEIE (EFRANRE—
ErIFFE ) [00,53]
BERFE/LE (ER—ANE—
BErFE ) | WR—B OIS
A9—JE>=4X , WIAARELE
, BUAAT—ER—2%
1/3 [01,53]

E8RIH#HHR [0,6], 0 A%
)=

BFEFEILE (ER—ANE—
FErIFF4E ) [00,53]

tRERIEEL. BRI

TR BRI

IR AR

unix FFE)EE

IRSSIRMLIZUATINGE | STFEEIZHTLogtail HEWIEEIR.

iU R
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fBIgn = 59

TABF

5140 - 04,98

5140 - 2004,1998
4N : -07:00, +0800
flgn : 16

fian - 7, 31

5N - 365

fign - 2

g0 - 23

0 : 24

50 : 5

flen - 23

HEEEKEH. BARSES
52 , JLIE A EESFE
L EREIRIA

wEEEKHE. BARFES
58 , AILAE R LRSI
BRI

HEEEKEH. BARSES
52 , JLIE A EESIFE
ERBRRIA

f5ign : 1476187251

MBI ShardiRFEEHFHEIR , A
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1. ANERIZHTTTE
HHEIRTEPOject/S , #EALogstoredI , 12510 EIRRITSEERS I S,

&%) LogStore & i# (THU &1

LogStore& N

sample

abed

2. EEABRESEIR

HENZWIRHESG |, BleJ&EEAIEELogstorexd AR LogtaillitEE HEEIRFIZE.

SEvE 2o

Logtailic B (EHE) |+

LogtalEe® (EHE) i
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WrREIR

B - BARREIR L B FRREEEER | RFERINEEES S

AP EREEEYE O SR | R TES

B zsp iR SR B E R BEE)

2017-01-13 13:25:12 10.183.178.192 119 MULTI CONFIG MATCH ALARM

2017-01-13 13:20:12  10.183.178.192 16 EEER

2017-01-13 13:15:12  10.183.178.192 15!

2017-01-13 13:10:12  10.183.178.192 14 e

2017-01-13 13:05:12  10.183.178.192 151 MULTI_CONFIG_MATCH_ALARM

2017-01-13 13:00:12  10.183.178.192 139 MULTI_CONFIG_MATCH_ALARM

2017-01-13 12:55:12  10.183.178.192 157 MULTI_CONFIG_MATCH_ALARM

2017-01-13 12:50:12  10.183.178.192 131 MULTI_CONFIG_MATCH_ALARM

2017-01-13 12:45:12  10.183.178.192 116 MULTI_CONFIG_MATCH_ALARM

2017-01-13 12:40:12  10.183.178.192 174 MULTI_CONFIG_MATCH_ALARM
SR SRBT 0k« 2 |5 ]

3. S ERRIERER

EEIREARET  ATLUESERANERNIEETSIPHI | R RIEENESNATEREER. H¥Logtail LR
R ER AR EERI5 D,

RLERARRSEEES | AREIEIRFITH AT BB SIKEEBEREENERE. HRRETEIHRNTER , &

HLABEIXERIRE | (AL S

22

R ERZ GRS EHANEIRADA.

LI ALogtailiEiRSEBIRAMES T | B LIRS ESERIRIEREREIE. MEHEEE> , BRTHR

°

iR

LOGFILE_PERMINSSION_ALA

RM

SR s
LogtailEiiRinmgEscyr, LS AL ogralE I
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SPLIT_LOG_FAIL_ALARM

MULTI_CONFIG_MATCH_ALA
RM

REGEX_MATCH_ALARM

PARSE_LOG_FAIL_ALARM

CATEGORY_CONFIG_ALARM

LOGTAIL_CRASH_ALARM

REGISTER_INOTIFY_FAIL_ALA
RM

DISCARD_DATA_ALARM

SEND_DATA_FAIL_ALARM

PARSE_TIME_FAIL_ALARM

REGISTER_INOTIFY_FAIL_ALA
RM

SEND_QUOTA_EXCEED_ALAR
M

READ_LOG_DELAY_ALARM

DROP_LOG_ALARM

LOGDIR_PERMINSSION_ALA
RM

TEIENS B TELERK
. TR BT,

B—1E , REg—1
Logtail NBECEWE | ASTIEHE
AI#Z Mogtail EEEWEE.

IENZRAETENT |, B
BMIEREAICAC,

JSON, DIRFFEFTEIVT
, BT BEEAARFEE N TR
IESVS

Logtail REECEAREIE,

Logtail H#BI AR5 Re R IR(EF
EBRMAER,

Linux NiEM HEEETR , &
BB TR A S S AUPREL S 143k
UGS

BcELogtailSEAEAICPUZRIREAR
R MR RIETRIESEL.

(1) EHSHKEUEERE
AcessKey ;

(2) LogtailZFimtllas 5 HE
IRSS RS ImTo A el & 4K ik
RRERE ;

(3) RSB HENEEAE.

LogtailiRiERT BRI RIA R
Mrtime==ERELML,

Logtails H&EBERiEMinotify
watcherscli.,

AEBNREBHRS.

BEREHEZETEEEiH
B —REHTEELogtail#E
FIRICPURIRA BB S 2 ML RIX

S

AEREHEZR T AT =Ei
& BRQGENATREET
20, —REHRTERE
Logtail{EFICPURIEAIEE
ENERIETIESH.

8BS T B RIEEUR,
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SE/TEIENEMYE , NRES
ITESALEEN. .

TE— M NHEEESMERET
HULEE | MBRZRAVECE.

SHRBRAE I BSAFGIER
SIHPCED | FHAERFTRIFTHOMENT
IER=C,

ISR EHEIRE A LA KA
=8

AR ENZRIATUIREL
HERIENtopickl , HEsE
IRBIRLERR,

1555 Logtail SEISHEE(E
BCPU, RTFEALIR , ME%E
(iS5t TE,

tElogtail G ENPRIGIAZL
BRI R B HMIRR

BE&ELogtail SHhS B EE
B CPUfER_EBREMS RIXFH &
PR , SNBEREREE T RARIR,

(1) EMKSERAcessKey=Hl
& tlEAcessKey ;

(2) [eEARMEENY
/usr/local/ilogtail/ilogtail _co
nfig.json , HiTcurl <fRs3bit
>, BERAEANAIRME ;

( 3) F9Logstoret&inShard#y
B LHEEAHIEENEA.

5tR{E H SR EC & IEARRIAT )
fEtrRIA .

ISHREBREEFEURB RN
PRIRE.

EEHIE#H 7o X (Shard ) -
=.

BES% Logtail [ BaS B E(E
MCPUMEF_ERREME RiXFH &
BRI , B S aSR T,

BS% Logtail e HELE S
WCPUfER LRRE M RIEFH &
PRE , ANERRRISR T,

FREASEEERESHERE
, A AR EERMNRIRE.
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ENCODING_CONVERT_ALAR
M

OUTDATED_LOG_ALAR

STAT_LIMIT_ALARM

RASEEIRRIL.

THINEE , AEEEEEBIY
12/0\65, ATRERE : BHEMT

HESESBIT12/\0. BFE

E MBI FEREEE SR HEe
FEFHEEmERE.

TRERCE B RPIIHEGE
PR

BREASRBSIEERSE
BEgmIS Rl —2L

BEEERAERE

READ _LOG_DELAY_ALARM ,

WEEER

READ LOG_DELAY_ALARM4b

BRAER , e MFEEER

IEﬂ—?—ExEEE Lt EFERECELE

:%1% B HEICRIERATEHEH
BIEE ; ﬁﬂﬁ?ﬁllﬂ SR T,

EREERESGEREN
3Z1¢$EI¥ B, AERERER
RERMEREARITRE,

T EEEERITAMMERNTERET  BERNEEEE/usr/local/ilogtail/ilogtail. LOG,

HifELogtail RERERT , ANRRERETR:

1 H#HANEE AN Logtaill LR EIER

S¥Logtailfllafd , ENEHEBRLEEENRERS. WROROKUERHNT—F

H—HE.,

HFARFELRIESE Logtailfllaf B DB ARG E.

2 I\RAEIR T R EHMAZWEAE

WNEFIRRSERRE | UEEHALITERE.

2.1 EBBEslELogtailicE

¥ ogtaillcE. FMARSEEBRINBE R S8 EXUHERE. Hep , BRASHHEMIE , F
AR ST A LA,

BB ;

2.2 Logtailic BERACNAZEIHREA

BELogtailtl=8E , HEFEEEE W AETLERSE

3 MERERIR

fALogtail B BIER S , BREMABREHE

B BRUTESRHTHE.

2N FRAEIH=RE,

B EMEUE. Logtail RSREELE

BEFNABEE. MESEEFERMEASRSTERZ , SIS T2k,
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SREHEIRISHT

©

#HiTLogtail IEHEIREIR , HR{ELogtail LIRAVEIRSELAMIE,

BHELogtailHE

B AELIERCRINFOLURATEWARNING, ERRORAR. WSS T B SoR s
, B FRREE SRS

- Linux : /usr/local/ilogtail/ilogtail. LOG
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\logtail_*.log
- Windows x32 : C:\Program Files\Alibaba\Logtail\logtail_*.log

FBEBIR
MREKRAEESEAUEEIEENRETK |, TJReEE K LogtailNEs128 , LUARIEENHEE
KERENE, S%logtail BFiECESE.

e L= MBERMNAIEARER  FTREKRATRS | 7 CHFESEPAINXEER.

1. fEsT
2. {#FBfERa

2.1. allig$

2.2. activeip$

2.3. logstore®m<
2.4. lodfiledp<

2.5. history@$

4. ap iR EIE
5. IhREERm =AY

4.1. BELogtailizf PR

4.2. nfEAEREHE

/

4.3. AT B RERETTE

S
RIRITG+

4.4. BERETAFE
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1. &9

Logtail BB SERELN ATREHEFIHNE  FTENTRERETRHTER , BETETZI
BEEH B EREINEIRIE.

2. fEFRfEra

ABLESFFNSE I LogtalE FinZ f5 | EEFIRRNEN <RI ERARERTS, 5
LogtailZllLogtail&ZE=5i%.

EEFmmABES /etc/init.d/ilogtaild -h , HASRIZFinea SIS ARERSEIBINEE. HHdlogtail
insight, versionXXEFNFRRE L= IF L IIEER Logtail,

/etc/init.d/ilogtaild -h
Usage: ./ilogtaild { start | stop (graceful, flush data and save checkpoints) | force-stop | status | -h for help}$
logtail insight, version : 0.1.0

commond list :

status all [index]

get logtail running status

status active [--logstore | --logfile] index [project] [logstore]

list all active logstore | lodfile. if use --logdfile, please add project and logstore. default --logstore
status logstore [--format=line | json] index project logstore

get logstore status with line or json style. default --format=line
status logfile [--format=line | json] index project logstore fileFullPath
get log file status with line or json style. default --format=line

status history beginIndex endIndex project logstore [fileFullPath]
query logstore | logfile history status.

index : from 1 to 60. in all, it means last $(index) minutes; in active/logstore/logfile/history, it means last $(index)*10
minutes

Logtail BRISHHIEIM<S. @<IIet. JTERRMEXELRERFIHIRNEEONT

W Thek ATEAATEIX(E gitEn

008

EEENEER (BEE

active & ) BLlogstoresy RII60075 8 109>%h
HE34
) gszes

logstore StogstorelRE 0o 1054k

logfile TIRESHHORER  gire00p 10554
&ifjLogstorezkH&

history XH—ERESEINARE  HRIE60053 % 1054
K&
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AR

- in S HPHindexSHREZZONEAEORSE , BRUEN1~60 , NHFIRTEFRITE. EFEN
Bl1ot , NEREHFI(index, index-1]15$HHMNEN ; EXITEOR100% , NEBIESE]
(10*index, 10*(index-1)]3 ¥ MAYRITE O

- FFAEEGSIE T statusFap< , BittE#< Astatus

2.1. allfp$

Yl

/etc/init.d/ilogtaild status all [ index ]

WaBA :
allf S AkEE LogtailfNE TR, index HENESEL , FMARTEUAREL,
Al

/etc/init.d/ilogtaild status all 1

ok
/etc/init.d/ilogtaild status all 10
busy
mHEREE
i} R ERE BRTTE
ok HRPASIER. v ToAE,
HRIREEERS
busy , LogtallﬂkﬁéﬁIE".%“o % %?ﬁ%i@o
many_log_files EEIEE;EEEE’J A5 1K %%g%;ﬁ;%ﬁ@é%
MBEREERERS
L R H T ogtaliaas
Za0 A HRAT IR ZE FiFELogtail 2%
process_block ] 1% %’QE@%{I’%EICPU{%H%J:
BREGMIE RIXF R PR
wEREFERERES
HEUARMBREEE
\ 3, B, &
send_block HRIARXHIIEZE, L= wigELogtaillSs&
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SEWEEIRER
send_error HESUE_ LM, = :SEND_DATA _FAIL_A
LARMfEA,

2.2. activeripS

LK <520

/etc/init.d/ilogtaild status active [--logstore] index

/etc/init.d/ilogtaild status active --logfile index project-name logstore-name

A
- ansactive [--logstore] indexFASEEE MAlEAILogstore , --logstoreBEHaILIBRE , HHSENR
go
- ip¥active --logfile index project-name logstore-nameFIsR&EE R ProjecttiLogstore FHIFFETE
EREESUS,
- activefp S FARZEKER BRRNIBEE. BN EMHEIERRAILogstore , BEMEITZ
Logstore NHYTEER B &S,
B

/etc/init.d/ilogtaild status active 1
sls-zc-test : release-test

sls-zc-test : release-test-ant-rpc-3
sls-zc-test : release-test-same-regex-3

/etc/init.d/ilogtaild status active --logfile 1 sls-zc-test release-test
/disk2/test/normal/access.log

BHER R

- #iTdn<active --logstore index , ML Aproject-name : logstore-namefzz i 24BIFTA EEA
Logstore ; &ZHH{Tan<active --logfile index project-name logstore-name , Mg ERAESE
HISEEEERIZ,

- ElLogstoresy HEXHHAETHREOHRNIREHTEKE S , WAsHIEactiveds SRIMLERF.

2.3. logstorem <

sl
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/etc/init.d/ilogtaild status logstore [--format={line|json}] index project-name logstore-name

L
- < logstorefgxeLAlinegkjsonfz = HIEREProjectflLogstorefIREIRZ.
- IIRAECE--format=24f , NEGAESE--format=line , #ZRlinefrBLRBER. Z&: --
format&#(&FE i FlogstoreZ /5.
- HxizLogstoredizLogstoref SRIEIRE IR A HEREE , UlinefZzlEitinz | json ™A
null,
il

/etc/init.d/ilogtaild status logstore 1 sls-zc-test release-test-same
time_begin_readable : 17-08-29 10:56:11
time_end_readable : 17-08-29 11:06:11
time_begin : 1503975371

time_end : 1503975971

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503975970
read_count : 687

avg_delay_bytes : 0

max_unsend_time : 0
min_unsend_time : 0
max_send_success_time : 1503975968
send_queue_size : 0
send_network_error_count : 0
send_network_quota_count : 0
send_network_discard_count: 0
send_success_count : 302
send_block_flag : false
sender_valid_flag : true

/etc/init.d/ilogtaild status logstore --format=json 1 sls-zc-test release-test-same
{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"last_read_time" : 1503975970,
"logstore" : "release-test-same”,
"max_send_success_time" : 1503975968,
"max_unsend_time" : 0,
"min_unsend_time" : 0,

"parse_fail_lines" : 0,
"parse_success_lines" : 230615,
"project” : "sls-zc-test",

"read_bytes" : 65033430,
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"read_count" : 687,
"send_block_flag" : false,
"send_network_discard_count" : 0,
"send_network_error_count" : 0,
"send_network_quota_count" : 0,

"send_queue_size" : O,
"send_success_count" : 302,
"sender_valid_flag" : true,
"status" : "ok",
"time_begin" : 1503975371,

"time_begin_readable" : "17-08-29 10:56:11",

"time_end" : 1503975971,

"time_end_readable" : "17-08-29 11:06:11"

mHER R
xgr

status

time_begin_readable
time_end_readable
time_begin

time_end

project

logstore
config

read_bytes
parse_success_lines
parse_fail_lines
last_read_time

read_count

avg_delay_bytes

max_unsend_time

min_unsend_time

max_send_success_time

ax

ZLogstoreZEAAZ, BMAK
. BXUARESTTH N TE.

BIEAYFHRRTIE,
BJERYELLERTE,

ST FHIRRT A,
GEit4EERATIA,

Projectf3.

LogstorefZ,

REFCER ( EHAHLOH +
project + $ + config/BRiAIE
BfE—EES ) .
BHMIZEEEE.

BN B SRR TEL.
BN BEHTRA T
BN A ERITAYIEENETE,
BORHTERUREL,

ARSPHERIEER Y SRR
BSXHRNEEBRTYE.

B LSRR ARIEFI PR AIEEL
RERIRARIE , AFIZESS
0.

B OERITRIEG PARKIEEL

EERE/NEE , AFIZET A
Oo

MR &I EERI S AR (]
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7
7
UnixBda)g , #
UnixBdialg , #
7
7

UnixAJiagg , #

UnixEJiagg , #

UnixBdiaj& , 7



send_queue_size
send_network_error_count
send_network_quota_count

send_network_discard_count

send_success_count

send_block_flag

sender_valid_flag

Logstorefk7&F1IZ
R&
ok

process_block

parse_fail

send_block

sender_invalid

2.4. logfiledp<
woER

B OISR HRIAIETPRE

BHAEMNEERSERIERY
RUEHRE L.

BOWEquotaitBfRSEUAXSk
WEIEHREL ML

COREEER SRS
EFHREEML

AR RIERIIRIETRE M.
EERITRIESIEEIEE,

B 455RATiZLogstorefy&IX

BEALERBM , truefiRIER

, falseXRATRER AMLETEIR
:unota%alaeﬁﬁ%)i’if"ﬁ

=R IEES

BT R

SRIAIXHIEEE

ASEUEAL

bk
10
Jk

REH
FoRAbE,

*ﬁéEl FEErEDLm,g
—BEHW , EFAZLogtailig
B HFECEISHCPUER_ IR
M8 AIEFF A PRE.

T—:ﬁ

MEASEREEE TSR
MEBRSEBIEE , H—EHHN
, IEE IR Logtail SIS EE
B CPUFEA PR ML A&IX
HARBRH.

TEMNERS , ENEIEE , &
%l&%i REIf
:SEND_DATA_FAIL_ALARMfZ
R,

/etc/init.d/ilogtaild status lodfile [--format={line|json}] index project-name logstore-name fileFullPath
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WdBhA :
- lodfilemn gL Alinegljsonfe @ 1B E HE RIS EIRES.
- NRAEE--format=5%1 , MEAEERE--format=line , IZRlinefENBHEIRER.
- &FizlodfilegkizlogfileEHRIEIAE AR BE HERE T , Winefezlimt A= |, jsonTAnull,
FE
- --format&#FE i FlogfileZ f5.
- filefullpathiARELERRE.
Al

/etc/init.d/ilogtaild status logfile 1 sls-zc-test release-test-same /disk2/test/normal/access.log
time_begin_readable : 17-08-29 11:16:11
time_end_readable : 17-08-29 11:26:11
time_begin : 1503976571

time_end : 1503977171

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
file_path : /disk2/test/normal/access.log
file_dev : 64800

file_inode : 22544456

file_size_bytes : 17154060
file_offset_bytes : 17154060

read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503977170

read_count : 667

avg_delay_bytes : 0

/etc/init.d/ilogtaild status logfile --format=json 1 sls-zc-test release-test-same /disk2/test/normal/access.log
{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"file_dev" : 64800,

"file_inode" : 22544456,

"file_path" : "/disk2/test/normal/access.log",
"file_size_bytes" : 17154060,
"last_read_time" : 1503977170,

"logstore" : "release-test-same”,
"parse_fail_lines" : 0,

"parse_success_lines" : 230615,

"project" : "sls-zc-test",

"read_bytes" : 65033430,

"read_count" : 667,

"read_offset_bytes" : 17154060,

"status" : "ok",
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"time_begin" : 1503976571,
"time_begin_readable" : "17-08-29 11:16:11",
"time_end" : 1503977171,
"time_end_readable" : "17-08-29 11:26:11"

}

BHER R

Kigs =34 =2lvj
ZBAE R E DHARIR SR
status &, &lllogstorerp SRt 7
status,
time_begin_readable AEEAYFFERATIEL, 7c
time_end_readable ASERVEL LEAT 8], 7c
time_begin F1HFriaAdal. UnixAdalgk , #
time_end FrITEERAT(A, UnixBdiaj& , 7
project Projectf3. 7
logstore LogstorefZ, 7
file_path ZBAESF R, 7
file_dev ZHEEX A device id, ¥
file_inode ZHAEXHRinode, 7
file_size bytes E EJ:I\OP\JEEELE—REI}EEU BRZS s
read_offset_bytes HRNZ R ITRIE 2. 1
REECER (B#HLO# +
config project + $ + config/BRkHIE 7
BE—EES ) .
read_bytes BEORIEEEE. F
parse_success_lines BORNBEMTRINE T, 7
parse_fail_lines O B SR A9 748, 7

last_read_time

read_count

avg_delay_bytes

2.5. history@ <

B REITAYSEENAT A,
H R ESEBURE.

MRPERIEER Y SRR
BSXHRNEEBRTYE.
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s

/etc/init.d/ilogtaild status history beginIndex endIndex project-name logstore-name [ fileFullPath]
i8R -

- historyan & Fi%k&EIfLogstores &34 —ERATEINAIRERTE.
- beginindex, endIndexfBI/ABEREORS RURIMEILLLE , FHfRbeginindex <=
endIndex,

- ESHPRRNfileFullPath , MRS EIALogstorefIRERER ; BUEHIREUHIIRERER

Bl

/etc/init.d/ilogtaild status history 1 3 sls-zc-test release-test-same /disk2/test/normal/access.log
begin_time status read parse_success parse_fail last_read_time read_count avg_delay device inode file_size
read_offset

17-08-29 11:26:11 ok 62.12MB 231000 0 17-08-29 11:36:11 671 0B 64800 22544459 18.22MB 18.22MB
17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 64800 22544456 16.36MB 16.36MB
17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 64800 22544452 14.46MB 14.46MB

$/etc/init.d/ilogtaild status history 2 5 sls-zc-test release-test-same

begin_time status read parse_success parse_fail last_read_time read_count avg_delay send_queue network_error

quota_error discard_error send_success send_block send_valid max_unsend min_unsend max_send_success

17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 0 0 0 0 300 false true 70-01-01 08:00:00 70-01-

01 08:00:00 17-08-29 11:26:08

17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 0 0 0 0 303 false true 70-01-01 08:00:00 70-01-

01 08:00:00 17-08-29 11:16:10

17-08-29 10:56:11 ok 62.02MB 230615 0 17-08-29 11:06:10 687 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-

01 08:00:00 17-08-29 11:06:08

17-08-29 10:46:11 ok 62.12MB 231000 0 17-08-29 10:56:11 692 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-

01 08:00:00 17-08-29 10:56:10

BHERHEIR

- 1ZEpS LXZV'J«%R_CEEJH:‘ Logstoresy HESHHIGSERERER , 81MEOE—17.
- WHFER S WiES Wlogstorefllogfileds<.

3. an<PIR[EHE
IFRREE

FrEaSSMABRIER MREENO ( BiEL=EE AR ILogstoreak &) |, HI40

/etc/init.d/ilogtaild status logfile --format=json 1 error-project error-logstore /no/this/file
null
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echo $?
0

/etc/init.d/ilogtaild status all
ok

echo $?
0

REREE

IREEIFORT , RIFRERE , FEELUTER

1S S

10 FHBSRRD B

. TR 1- 60008 8]
&0

. TSR R
H

1 i M

1 SRR

a5l

/etc/init.d/ilogtaild status nothiscmd
invalid param, use -h for help.

echo $?
10

/etc/init.d/ilogtaild status/all 99
invalid query interval

echo $?
1

L]

invalid param, use -h
for help.

invalid query interval

query fail, error:
$(error) , B{A&
errnof&NX.

no match time
interval, please
check logtail status

invalid profile,
maybe logtail restart

EHE
WN-hEEHE.

B -hEE%E.

A gefRERlogtail 550
RV NFEEREEE

, BB RIS e
QbIE,

ﬁELogtalIE’KZ_i
7, EttERBRRT
EAGLIER,

LELogtail%E?—ﬁ
, EfERIERR T
%9&5

4. THeefERm R

B LogtailfREEIRR LRI Logtail SRTEMAT | B RE
ﬁHF'_I’fETszEYEI’J XSRS B EXHNEERERRE.

HEEAR LERBERES R PRIERIENMER
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4.1 YL ogtail iz TS

BiTallépS LM Logtaiiz TR e fs,

TSR  BE—oHEEEALogtaill HaMAR | EIEES DR Fprocess_block, send_block,
send_errorlfit & iREE,

BIMRERFERELN SRR TR RIERA S A EREEEERRE,.

4.2 WiEAEREHE

@idlogstoredn S LI B HEEREHE IR,

SR | EHERR102 AR logstoredp $3kENZIogstorefIIRER | HFavg_delay_bytesiid
1MB (1024*1024 ) systatusAJokRfh A iREE,

B{favg_delay_bytesiRZBERRIEAEREREHE,

4.3. Fl BB AR

@i logfilefs < FIMT AR ERETEE.

TUAR - BEXAHEEEFELEENE |, EHER105 AR ogfilemSIREUZ X HIIIRSER |
read_offset_bytesSfile_size_bytes—% , MiZAE B R FRETEE,

44. BSREEEHE

ERME SRS EATREHETLR , oJAhistorym < EiMiZIRSS 28 HEXAIRERER.

3L

i)

send_block_flagatrue , Mi5iBA B EREHEILRblockEMLZERS .

- &send_network_quota_countXFO0RY , FEXTLogstorefIShardi#HiTHo 2.
- #send_network_error_countkXFORT , EEEMNRIEB M,
- &ctBXnetwork error , NIFEEFE Logtail IRXF R LUK RERS.

RIEEB SRR SHIER Bavg_delay_bytesiiE.

- altR{Eread_bytesitEH AEHIEITEE , AMHE~EREEERE.
- ANiEXEE ogtail I9RIRE RS,

parse_fail_lines XF0,

SEHSREFTECER GBS B,
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Logstash R&ERE

ge ML

HERSIRM T — N ETFLogstash-2.2. 2k A B SR JRELS, HERSEHIE . NSSM 2.249%%6, , 2E
SEERTEENSE BNEE  BERFERILIEEREENTR.

TEHixE
THLECEREE4ER C £,

HaiALogstashBEaFERFEEE A C:\logstash-2.2.2-win\bin\logstash.bat,

bR T ETLARIEZ 2 Logstash , AR LMRIERZ2H TEE N &8,

I 1 L3 Java

THZRE.

BHN Java BM T# JIDK FNEHITRE.

REMEEE,
HABRARRE , MEHIESCMNEERE.

- PATH: C:\\Program Files\Java\jdk1.8.0_73\bin

- CLASSPATH: C:\Program Files\Java\jdk1.8.0_73\lib;C:\Program
Files\Java\jdk1.8.0_73\lib\tools.jar

- JAVA_HOME: C:\Program Files\Java\jdk1.8.0_73

¥IE,

#1417 PowerShell ; cmd.exe #4734 :
PS C:\Users\Administrator> java -version
java version "1.8.0_73"

Java(TM) SE Runtime Environment (build 1.8.0_73-b02)
Java HotSpot(TM) 64-Bit Server VM (build 25.73-b02, mixed mode)
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PS C:\Users\Administrator> javac -version
javac 1.8.0_73

B 2 TolLogstash
THZEa,
BMTE : Logstash3F T #E4% 2.2 aLA LR,

TEes
fRIE logstash-2.2.2.zip %l C:\logstash-2.2.2 B=X.

failLogstashHIBENEFIRRERIEH : C\logstash-2.2.2\bin\logstash.bat,

B 3 TlLogstashE HEIRB &S

TETRIEH BRI B INRIR EE S E A LR

rSRTE
ZEHEETF RubyGems , BZ(EEEREES .

#1147 PowerShell 2 cmd.exe , #ALogstashZiEHFR :
PS C:\logstash-2.2.2> \bin\plugin install logstash-output-logservice

B

EMTE; : #N logstash-output-logservice TWE , A N T ZH.
UIREEEHBTABAAR | BN THE gem BEIREFLHEEM Cllogstash-2.22 BR. H#
17 PowerShell 8% cmd.exe , # A\ Logstash Z2%B= :

PS C\logstash-2.2.2> \bin\plugin install C:\logstash-2.2.2\logstash-output-logservice-0.2.0.gem

¥IE

PS C:\logstash-2.2.2> \bin\plugin list
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EARN B LEREHFIZRFPETLAIRE] logstash-output-logservice,

B 4 T NSSM

BEMTE : #HAnssm BER T,
THZELIAE , BEHEEREIER C\logstash-2.2.2\nssm-2.24,

£ PowerShell N/5zf logstash.bat , Logstash#ERAERIES TIF , —AATEREUHNAREEL. ENET
Bid/EiELogstashiR &/ Windows Service , AJLMRIFEEIETLARFHE B,

BR T ¥ Logstashig & IWindows Servicez4bh , UARILABIE @< 1TEs0. L. EXFMRIRS. &2
NSSM FREGEES®E BH M.

A INBRSS

—RRATERBERIT , MERLIRS | BHTIZLE.
BRI TLA T ap SRINARSS

32 (URZ

C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"

64 R%

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"

[SENARSS

WLogstash conf BEREBEEXHEH , IBLELLIRS | BEsRS.
ERIMITLA T S BaRS.

32 (NERSFE

C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe start logstash
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64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe start logstash

ERILHTIA T ap HZLERRSS .
32 (IE5E
C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe stop logstash

64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe stop logstash

EXRSS
ERI AT LA T ap SHE R SS
32 [UERHSR
C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe edit logstash

64 FRSE
C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe edit logstash

A LHTIA T e S MIBRIRSS .

32 IR SF

C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe remove logstash
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64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe remove logstash

logstash-input-file
BEidiziE il AU ER TS | FHERIEES% logstash-input-file,

R : path IES A ERERATEER UNIX 2XH9908FF . 20 : C/test/multiline/*.log , BUFTIESZIFHE
HAPTHED,

logstash-output-logservice

BTz input fEHRERIBAEEHE BERSS.
o 5iEA
. 40 http://cn-shenzhen.log.aliyuncs.com , &%

endpoint BEREND

project HERSIME SR

logstore HEERFR

topic HEERER , BOARETHIA]

source BERIR , AN EEAY P, SMLURERE
o)

access_key_id IR ==IKS/ME ID

access_key_secret FIE RS A secret
HIREREXATRSLKESENEAENRE , &

max_send retry ARRIDHIERES , BRERS 200 25

ELR
1 BlEEREACE

B E 4R C:\logstash-2.2.2-win\conf\ BR/5 , EjgLogstash&434,

AILAAEMBERE—NECEXH | 18 *.conf, BINGE—FRET C\logstash-2.2.2-win\conf\ BRT , LA
HEEHE,
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TR BCEXHELLL UTF-8 7T BOM 1843 , FTLAUEIY notepad + + 1S RISHE .

IS HE

BS%E IS HEEE.

CsV B&

ERREHSHRFAIEN LERTE , 5% CSV BEERE.

BiitEEE

LACSVESEUAG | LIBSAEFRIEEEA LEERTRE , 55% CSV BEEE.

BREE

AOANERARE QTR GRS EN A LERNEEHIE , BEAETFR , SH58T. ZTATEI. B
&% BAATERE.

2 IR ETEX

#1417 PowerShell & cmd.exe , A\ LogstashZZEBR :

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent --configtest --config C:\logstash-2.2.2-win\conf\iis_log.conf

IERUEEERE X |, 7E output FYERIGRTIAII—1T rubydebug BeELAEIHRELERE| Console, &S type
FRIEETIRE.

output {

if [type] == "+ {

stdout { codec => rubydebug }
logservice {

}
}
}

#1147 PowerShell 8¢ cmd.exe , #ALogstashZiE B RENHTZ

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent -f C:\logstash-2.2.2-win\conf

WUFSERkfE | 1B455R logstash.bat HFEHMIER rubydebug IIGAECEIN.
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[e5ERME

£ PowerShell /350 logstash.bat , logstash HIESERIETIE . — A FERENXFIRERX. ENER
BidfEitLogstashig &9 Windows Service , BAJLMRKFERIETLARFNBER. BXRUAELogstashigE
79 Windows Service , 200 Bt& Logstash 3 Windows Service,

Logstash $£fit 7 AB#EH , AILIREMEMTESR , Hin
grok : BT IENFRIATEEFET B ERTAEZ N FER.
json_lines, json : fR{HEEH{LAEHT JSON KB AEIIRE.
date : IRtASABTEXREE. RHEFERIBXAIMENT. HEHRINEE,
multiline : ATEENENERIIZTATRE,

kv : SRLEEMIMLARNT Key-Value 3RB! AEETIIRE.

B Logstashiftse AEEUERS |, ABZILATWESEIR | SRR NEE G TR,

AERSEEREUEELG
Logstash ZRIASZHF UTF8 8zUSI4HmAD | IBHARIN S HmAD RS IER.
EHlaRTER

EH B R iEiRio/console not supported; tty will not be manipulatedit , A IaF=5RINEE , B

R,

HEEIREREEINS#GooglesLogstashitin , EiFHEENER.

HEBRSE 2 HH@id Web TrackingZhRE#H4THTML, H5. iOSF] Android & AEEGRIIRE |, SSEENEE
FOEFR.

90



AEIRSS

FAFisEe

aN_EEFr . EFWeb TrackingZhgER] LARESZFNILEESLAKIOS, Android APPRIREFER (B
iOS/Android SDK 4}) , 540 :

- AP ERRTNEES. BERS. DPERsE.
- AFPNEATAICSR | LEaNBFMuS ERRETH. WLTAFE.
- AFTEAPPHHZEERIIE. BEIERE,

R FBWeb TrackingEkE&E1ZLogstores T EBEMEZ S NAIIR , (JebaT~4HE0RE | 1BBE.

EPR

1 FrEWeb Tracking

AR , FESTELogstoredIWeb TrackingFFk , BaifEEHIE L EA STk ELogstoresziFWeb
Tracking , SNEREB(FARIZINAL , iBciBITiEH GEJava SDKFFE.

BT H&FEWeb Tracking

EPEEFEWeb TrackingZhgghdLogstore , EBTEAMIAMERL.
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| Logstore5E =EEndpoint k=

B LogstoreZ#iTE | | &E

SRS

LogstoreZ#F == BERESER Fodid
Bk Bz B3|
a123 b LogtalEE (BF) | 2k | E=- fii MaxCompute | 0SS =il @ b3
aliil b Logtall R (S3) | i2k7 | B b MaxCompute | OS5 =ig 13| s
wd-testlog 4 Logtal B2 (B7) | 2l | E=- fii) MaxCompute | 0SS =g el =3
HEEISEATT 08 | o .

¥JFF Web Tracking 7%,

{ERLogstoraEE

* Logstore=FR:a123

LogstorafEiE

* WebTracking : (K )
WebTrackingBhaEsr FHER S ST S ELLE
i0S/Android/APPRIESE |, Bl ( $#E6h)

* SHEEEEA: 7

EEFERTAEE1-365K

* O EEETERIRE

* ShardSEE:

ID = Beginksy/EndKey =1E
o

0 resdwrite 00000000000000000000000000000000 52|
80000000000000000000000000000000 &=

1 resdwrite 80000000000000000000000000000000 5m

niiiiiii

1. readonlyfFZEg0Shard A== | THE=E30E
2. 25K (Shad ) 7

—

181" Java SDK FFi@Web Tracking

{$5F9 Java SDK :

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.LogStore;
import com.aliyun.openservices.log.exception.LogException;
public class WebTracking {

static private String accessld = "your accesskey id";

static private String accessKey = "your accesskey";

static private String project = "your project”;
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static private String host = "log service data address”;

static private String logStore = "your logstore";

static private Client client = new Client(host, accessld, accessKey);

public static void main(String[] args) {

try {

//TEBZ B ILogstore EFFiEWeb TrackingIhgg,

LogStore logSt = client.GetLogStore(project, logStore).GetLogStore();
client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCount(), true));
//%#AWeb TrackingIigg.

//client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCounty(), false));
/355235 Web TrackingIhgefdLogstore,

//client.UpdateLogStore(project, new LogStore(logStore, 1, 1, true));

}

catch (LogException e){

e.printStackTrace();

}

}

}

2 WEEHEHEE
LogstoreFFi@Web TrackingZhgéfa , TLAERLAT=f75% E{EEdESILogstorerh,

SEFHTTP GETigk

curl --request GET 'http://${project}.${sls-
host}/logstores/${logstore}/track?APIVersion=0.6.08keyl=val1&key2=val2'

HpENSHENINT
S aX
${project} BB ERS P FFERIProjectZTR,
${sls-host} S AERSFEXAYEE.
${logstore} Eér;rsotjsfgég zgfﬁww TrackingIhBergsE—4
APIVersion=0.6.0 REEFER |, Whifk,

BE HERIATRSAIKey-Valuedd , AILIBZ D

keyl=vall, key2=val2 BEEHTURLEGKE NF16KB,

{f5F HTML img #5&

<img src="http://${project}.${sls-host}/logstores/${logstore}/track.gif?APIVersion=0.6.0&keyl=val1l&key2=val2'/>

BN aXR L.
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{858 js SDK

¥ loghub-tracking.js E%IZ] web B , HERRESS I NI THIA :

R N

<script type="text/javascript" src="loghub-tracking.js" async> </script>

IR ATARERN@ENES  WASRESRE HTTP 5K , IRAENKSEREESRRIEEE
, [EERERSBERIER HTTP 53K , BEIRIISENSEP=ERTracking iEKIRE. AR
TRETLIERIZTR , BERERERNAFHRTIMEOE!R |

[ReaiES

this.httpRequest_.open("GET", url, true)

BRRE— 1 ESHERRS RIE
this.httpRequest_.open("GET", url, false)

BlEETrackerdd&,

F— 1S Rendpoint, FE_PEProject, F=12Z Logstore,

var logger = new window.Tracker('cn-hangzhou-staging-intranet.sls.aliyuncs.com’,'ali-test-
tracking','web-tracking’);

logger.push('customer’, 'zhangsan');

logger.push(‘product’, 'iphone 6s');

logger.push('price’, 5500);

logger.logger();

logger.push('customer’, 'lisi');

logger.push(‘product’, 'ipod’);

logger.push('price’, 3000);

logger.logger();

PTAERSfE | TLAEESIRSEEIN TREAT

customer:zhangsan
product:iiphone 6s
price:5500

customer:lisi
product:iipod
price:3000
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RSP

HE HERIATIRS Z/E | ILMERETRSE #dES A\MaxComputeai# EMR #H{TEERESHT , BT LAER
HEARSIEMAY Loghub client library jEZEUE,

Loghub Log4j Appender ( j&#S )

Log4j 2 Apache FI—MNFFHGRISTRE | @IS Logdj , &rTlizs B EREXMNBENERETE. X
. GUI A, EEREROMRSEE. NTHISHCRES. UNIX Syslog SFIFHIES | BRI LEHIE—5RH
SRR | BIEXE—FATEERRE , SeEBBENAEHES AERENITRE. &SARBSKBIIH
B XEAUIBT M EXHEREHTEE | ARSI AR,

Log4j H="EEAVAMHHIA : BRMERRISER , BNERREE BN , BRERBLHE. BEER
HHASERMNEENES B/ ERROR, WARN, INFOFIDEBUG , SEIFSRIEEX LA EENEEEE ;| BEE
BaYEH BRtiEE T BRI RS IR RX M+ | MistENEH T BSEENETRAR.

#@idLoghub Log4j Appender , ERILAEH HEAY L BRI AMERAERS. FEIERZ , Loghub
Log4j Appender 7R ERSAYEIHIET , BEIASRSPRIBSAIEZUNT

level:ERROR
location:test.TestLog4jAppender.main(TestLog4jAppender.java:18)
message:test log4j appender

thread:main

time:2016-05-27T03:15+0000

Hep e

- level REEHR7,

- location 2HEFTENMEQRIRBAIE.
- message EHERA.

- thread 2LFEETR,

- time 2 HEFIEDAYIEL,

IR - BRIRSHFlogdjlx,

ThRE(LH
BPHARIER | AR R E TR R RS,

- WFEEFEALog4iCREEIRNA , REEHRENEE XXMM LIEBEEEHEIBERS.
- ®&&EM , Loghub Log4j Appender £ AFRIEEMergeZ[5RERIX | 1IREMEI/ORLE,
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EP R

maven TF2h5 | \ i,

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld>
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>log-loghub-log4j-appender</artifactld >
<version>0.1.3</version>

</dependency>

1231 log4j.properties 3244
&M log4j.properties 34 , AMEENTEINEREEREIZE.

FeEtRLogger , HiEiZAN :

log4j.rootLogger = [level] , appenderNamel, appenderName2, ...

He

- level EEEFIERANMLTER , LAEFENEENESBIZE ERROR, WARN, INFO. DEBUG,
BEEXEENNRE , EeT Lz R REFREN AN BSEEFX, tHEXE
EXT INFO 3 , NN AEEFTFA DEBUG KEIMN SRS TENHE,

- appenderName 15 HEEEMHRIE MBS, SRILIRREES MaH B |, XBH
8 appender XM EIEAFE—FrAppenderskE , BftAppenderffSiRt—LiES

Loghub Log4j AppenderfJEeE&4a0T :

log4j.rootLogger=WARN,loghub

log4j.appender.loghub = com.aliyun.openservices.log.log4j.LoghubAppender
log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]

EETHESANSOSEFTEESH , BFAS X I TEAYRA.
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BT

log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]
log4j.appender.loghub.stsToken=[your ststoken]
log4j.appender.loghub.packageTimeoutlnMS=3000
log4j.appender.loghub.logsCountPerPackage=4096
log4j.appender.loghub.logsBytesPerPackage = 3145728
log4j.appender.loghub.memPoolSizelnByte=1048576000
log4j.appender.loghub.ioThreadsCount=1
log4j.appender.loghub.timeFormat=yyyy-MM-dd'T'"HH:mmZ

log4j.appender.loghub.timeZone=UTC

S8R

Loghub Log4j Appender AI{ECERISEUNT. VIXSHFEEBENEE | FlIASHUNKEE | NERE

INME,

28

projectName

logstore

endpoint

accessKeyld

accessKey

stsToken

packageTimeoutInMS

logsCountPerPackage

ax

HERSHIProject’d., wiks
;& -]

HEIRSEHILogstoress, Wik
%%’&0

BEIRSHIHTTPHERE, Wik

°

FAFE#H#xRaccesskey ID, &%

RS ptRiRaccesskey
secret, W%SE,

HISTS Token, X(FEAIGS
PETES | JEIRRY B TE
=11y

IBEREFI R ERZIXERTRT
i8] , ANEREFIBET , MSAZRAD

EEEMEFNATESEEH
SHENRKE, RS,
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RS NEFT , $F , 1&EF
F(-) | BRNNSFEFIE
FIENERE | KEN3~63F
. WIRRELFENIBRIR

°

REBNEFT , $F , 1&EF
F(-) | BRNNSFEFE
FIENERE ;| KEN3~63F
. BRECEFERY
Logstore,

URLIEZ , 72~
: myproject.cn-
shanghai.log.aliyuncs.com,

Biva |, BuRER , BE—
EEATI0,

B, BUESEER
1~4096,



logsBytesPerPackage

memPoolSizelnByte

EESMEFIATERA/GT
IR, AlEsEL.

1BREAppendersLiIAT LA FRRY
REFRYLERR. NS,

EEReRTREATEMN

BHA , BUESCER
1~3145728 , B{2=F1,

Bagral  BURFH. AR
104857600,

ioThreadsCount JOLTSHA . EHAEE B, BMESL.
. N {$F3Javadr
an = S[RIEILEES : . N
timeFormat %%%gégiga SHRSSHIRSIAIE SimpleDateFormati&={ (L A8
o HIEZEX. , BRIAAISO8601,
timeZone FEERX -

LogHub Producer Library 25t%J Java NfEFEH & SLogHUb2sE , Producer Library #1 Consumer
Library @¥tLogHUbRIEE % , FHEEIRIESIHZRMI T,

TORERS =

- RHELHAREED  SERE.

- AJLARIIZ A ProjectiECE.

- AT RIZERINGE 1/0 L2 ErT LS.

- mergep BRI BEHELUR AN LA E.

- REFERTE , SREFEMAIAEIBFEERIFER , Producer A9 send EOSMEZE , EEIEZHAIRN
FAA.

- ERinAEAER | AR R ERE T WA ARSI,
- BEFIREFAREN | li— G EIRL ESEME.
- BR85S VO BN S  FIENAEAR 0B,

ELAEA S |, Producer Library SEHUIEREFAANESE | BB EREEIEK , BESSHAAE
LogHubfgSSim, EEMNIRES , BeliRSEEREHNESH. RERSEGIENZES,
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Java f£ 7 LogHub AR %5 ¥ii
:% Syslog T/} Logtail !’ ‘i
Java i :
SR i i
f# FH Producer lerary/SDK/ APl B\ i i
n i
PAEZRMEANATCAIRILL
BABK R/ ERRR AP
HEWESHETHER  THE wmiee
HE%# + Logtail S ERnR
. MEBERST (8OMB/S ) , R -
syslog + Logtail 7%% , E‘%%?—i; syslog) Ry syslog 145
TERE , BEEAERSR B8
SDK X% SNBSS 10 SRR 10 /] HEANERE
Rl
Producer Library Tgﬁégé':#ﬁ%ﬂﬁ%ﬁ HERZE

2 : B#l Producer Library R374F Java kRS,

EPR

Producer LibraryFEE 9 AT IIANEE

maven TA2RZRhnikEt

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>aliyun-log </artifactld >
<version>0.6.10</version>

</dependency>

<dependency>
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<groupld>com.aliyun.openservices</groupld>
<artifactld >log-loghub-producer</artifactld >

<version>0.1.8</version>
</dependency>

T2FHEE ProducerConfig

EERSIAT , SHEUERA S SHEYERRS.

public class ProducerConfig

{

public int packageTimeoutInMS = 3000;

public int logsCountPerPackage = 4096;

public int logsBytesPerPackage = 5 * 1024 * 1024;

public int memPoolSizeInByte = 1000 * 1024 * 1024;
public int maxIOThreadSizelnPool = 50;

public int shardHashUpdatelntervallnMS = 10 * 60 * 1000;

public int retryTimes = 3;

}

Zi ILogCallback

callback TERTHTREERIE | EROEKEMIIEESE. BEILUEEANE | X

BRI AZE L% ILogCallback,

B producer 3£l , AR send AR

g

]

packageTimeoutInMS

logsCountPerPackage
logsBytesPerPackage

memPoolSizelnByte

maxIOThreadSizeInPool

shardHashUpdatelntervallnM
S

SR

SR SR BRI
SRR | WA
L—O

BEEBMEFNAEESEEH
THENRKE.
BEESNMNEFNEEENANE
PR,
EEERNProducersLHIRTLAfE
FEHIARERY LR,
BB/ OLAT R AELIZHE

. FERFRXHIRRIHERS

°

fgEEH ShardfyHashX @
ASE)ElRE , 23t8Eshardhashay
g NEREEER , EERES
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[Gifmerge R S IGIRGTEIR
—NShardf9EdEmergefE—ic
, mShard XEXHZE2—1
HashX|g] , ProducerfEAMERT
SBBFPENAIHashiRE B,
Shard>XBtHashX[BIl&/IME
. B—/ShardxBEtfgHashX
i8] , Producer&ERTM
LogHub#iEY,

?Egggémﬁlﬁ;{%jiﬁﬂ’ﬂ}kﬁﬁw
: RS , HABREIER .
retryTlmeS Ca”bac;ﬂﬁ%iﬁ , &gﬁﬁp%i@ %@ﬁ/ﬁo

°

fsE AL

main :

public class ProducerSample {

public static String RandomString(int length) {

String str = "abcdefghijkimnopqrstuvwxyzABCDEFGHUUKLMNOPQRSTUVWXYZ0123456789";
Random random = new Random();

StringBuffer buf = new StringBuffer();

for (inti=0;i < length; i++) {

int num = random.nextInt(62);

buf.append(str.charAt(num));

}

return buf.toString();

}

public static void main(String args[]) throws InterruptedException {
ProducerConfig producerConfig = new ProducerConfig();
//{EFRERABCE R producer LAl

final LogProducer producer = new LogProducer(producerConfig);
// IAEA project EoE

producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your accesskey id", "your accesskey"));
producer.setProjectConfig(new ProjectConfig("your project 2",
"endpoint”, "your accesskey id", "your accesskey",

"your sts token"));

// 3 project 1 B9ACE

producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your new accesskey id", "your new accesskey"));

// #B& project 2 RIECE

producer.removeProjectConfig("your project 2");

/] EREEES BT

final Vector<Vector<Logltem> > logGroups = new Vector<Vector<Logltem>>();
for (inti = 0;i < 100000; ++i) {

Vector<Logltem> tmpLogGroup = new Vector<Logltem>();
Logltem logltem = new Logltem((int) (new Date().getTime() / 1000));
logItem.PushBack("level”, "info" + System.currentTimeMillis());

"o

logltem.PushBack("message”, "test producer send perf "
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+ RandomString(50));

logItem.PushBack("method", "SenderToServer " + RandomString(10));
tmpLogGroup.add(logltem);

logGroups.add(tmpLogGroup);

}

// FETEA send KiXHE

Random random = new Random();

for (intj = 0; j < 100000; ++j) {

int rand = random.nextInt(99999);

producer.send("project 1", "logstore 1", "topic", "source ip", logGroups.get(rand), new CallbackSample("project 1",

"logstore 1", "topic”, "source ip", null, logGroups.get(rand), producer));
}

[/ ESRFE AR RBHRRIERN EE

producer.flush();

/] EREIERIXTEEE

Thread.sleep(2 * producerConfig.packageTimeoutInMS);

//RAFE o £F2 |, close R EARNZINFHEFIEIERELHE
producer.close();

}

}

callback :

public class CallbackSample extends ILogCallback {
/IREERENEIE  SRERERN , BHTER

public String project;

public String logstore;

public String topic;

public String shardHash;

public String source;

public Vector<Logltem> items;

public LogProducer producer;

public int retryTimes = 0;

public CallbackSample(String project, String logstore, String topic,
String shardHash, String source, Vector<Logltem> items, LogProducer producer) {
super();

this.project = project;

this.logstore = logstore;

this.topic = topic;

this.shardHash = shardHash;

this.source = source;

this.items = items;

this.producer = producer;

}

public void onCompletion(PutLogsResponse response, LogException e) {
if (e !=null) {
// FIENRE

System.out.printin(e.GetErrorCode() + ", " + e.GetErrorMessage() + ", " + e.GetRequestld());

//BREER=IR
if(retryTimes++ < 3)

{

producer.send(project, logstore, topic, source, shardHash, items, this);
}
}
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elsef{
System.out.printIn("send success, request id: " + response.GetRequestld());

}
}

}

ERESEI

Apache AEASANBRIBEEEE X4 /etc/apache2/httpd.conf H,

ApacheHEHE
HESI

Apache HEREXHHEN TRMITENEL | 55I89combinedi&z{Flcommont&z,
- combinedf&=; :

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

commontgx; :

LogFormat "%h %l %u %t \"%r\" %>s %b" common

FBR(EA T combined HEAEAIB NS4S,

CustomLog "/var/log/apache2/access_log" combined

FEAH
FEME aX
%a remote_ip
%A local_ip
%B size
%b size
%D time_taken_ms
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%h
%H
%l
%m
%p
%P
"%q"
nopp
%s
%>s
%t
%T
%u
%U
%V
%V
%]l
%0
"%{User-Agent}i”

“%{Referer}i"

=hz2t]

remote_host
protocol

ident

method

port

pid

url_query
request

status

status

time
time_taken
remote_user
url_stem
server_name
canonical_name
bytes_received
bytes_sent
user_agent

referer

192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET /favicon.ico HTTP/1.1" 404 209 "http://localhost/x1.html"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97

Safari/537.36"

& Logtailfz&EApache HE

BT LogtailliiEEApache AETEBIMEIRSEREN] , FRIEEAINBEREFILIMEIEEI N E, 34
XERECELogtail I8 — SHEEERR SR AN FMECE.

BERERR. AE

MBS S BaHEET .
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FAFisEe

BE FAMAENRA  FRBENFAL.

* B

BEEfSREREA—I  aEEsH

FlEEER ¢ | (\S+\s\sASA\S+ s~ 11+ 1\s" ([~ "1+ )"\s(\d+ )\s(hd+ s ([~ T+ s ([T
EXEREERNEEE NNERESNERINFET IEEEEEE | 5
SE g\ ENIEE |

(\5+).* |+ | \sAs A\ (S+)* |+ | Ws[~]1+Ds ([~ ]+)* )+
"siid+).* |+ As(id+)*  + ([T |+ | (T4

¥ BEREEEE Key Value
=4 [ 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
length 209
http:/flocalhost/x1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) Apple

B EMEEE A mfKey/ Valuedd | S iKey/ValusRias-E e Key) BEFE
E . IR MR ERT RS EE— T timeakeyR 13T

AR SHFX A GIRIR B EIET | BIRHEERIRRTIEEASF R B aNERMIENIZRIAT, BETSE
PR BSEIRR TR BN , BEEARIELIRERY BatERRIENRAT ML R | &
HF ST EFrE T sE A A5,

* BFEE ¢ | 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET ffavicon.ico HTTP/1.1" 404 209
"http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97 Safari/537.36"

BEEfsREAES—2 . SSEMETER

TSRS ('\5+)‘\5-‘\5-‘\5‘\[(‘\5+)";5["]]+]‘\5"([""]+)"‘\5(‘\d+j‘;5('15+)lS"([""]+)""\5"|:[""]+)-* BHE
IENERAPREEE2EREA"()" | At B S SRR,
ElflogEl EFmEERAINFAS BEESE R,
A=EIEN ? 5 ERERIENEES | SERESTS

BT length INMFRAAXERHFRE  BELER TXEARHFME "-" | FLALELES
RO +)FEBRA(S+), MREEEHEFREFEXMER , BEREFAINNTHRER.

ENZFRATUESGekfE | BB 3. MRIENNRBER  SHIUERRER | IREHIRIEEX
EEEN,
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7 BEREMINGERIESINAIKey,

DRIRRERR—MEENHFRER , LLIREFRN&GER time, 75 EARREE , A5

B 2.

* BFEEEdl ;| 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET [favicon.ico HTTR/1.1" *
404 209 "http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_3) AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97
Safari/537 3IR"

BEEASREAEA—E . SEEMEEER

EmEES: : | (\S+)sAsAS S+~ 11+ " ([~ T+) s (hd + Ns(\S+ s ([~ 1+ g
IENEFPEEaaERA")" | EtaaFiEim O HERP =,
ElfLogtalEFREEEALNFEESEEESE I ERE,

AEEIEN 755 SataFlEis SR NHESS

BErREmaE Key Value
ok e 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
http://localhostfx1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWe

B IEMIZEEF A RE ATy ValueRT , ST -Key/ValueTIHIEER(Key) BRFIEE . IR
AMER R EENS YIS E—Mime akey AT

=REsEE | @D
IR ERESNANEEEErEALogtil B FiREiTiES B F A EaediE

SRR : BT

R
LogtailfcEekfa | KItEcE N AEINRARI T FrM el EEApache B,

NginxBEAEHA B RIBEEEE X /etc/nginx/nginx.conf Hr,

NginxHEHE

A&

EEE XA EN T NginxHERFTENER, , Blmaint&= :

log_format main '$remote_addr - $remote_user [$time_local] "$request
'$request_time $request_length '
'$status $body_bytes_sent "$http_referer"

$http_user_agent"’;
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ABRER T main BESTUBE NI 42,

access_log /var/logs/nginx/access.log main

- FERREA
FERER
remoteaddr
remote_user
request

status

bodybytessent

connection
connection_requests

msec

pipe

httpreferer

"http_user_agent”

requestlength

request_time

[$time_local]

- BRSEEG

aX

FREFimIPHbL,

REFimFAFER.
FREKAYURLFOHTTPHNY,

RIS,

RIVREEEFIRAIF T, AEERELAIAN
1 1ZZE5Apachet&EitmodlogconfigEBfY
bytes_sent/&RiXia% FinkISF HEHER.
RNEENFTIS.

RSEIBE —MESAERERE.
RAATEANNEE., BAAY , BEREN.
FRBKEBBIHTTPUKE: ( pipelined ) &iX
%i%gleTPﬁﬂ@%ﬁEmﬂpipe{E?ﬂ p" B
RSB TS A0 kAT,
FREFImASEEXER  AEYAIN LGS

FTRBKRAIKE., BEBRIT , IBREAERIEX
TS RAIERSE) , BBAIARD |, BEEAER. WX
AEFIRIBE—FHIHE , BERERE— T
REEEFimEHTEEEANALL,

?ZI_TJE}EE BBV RIARTE) , RIfEeRIN_ LA
&5,

192.168.1.2 - - [10/Jul/2015:15:51:09 +0800] "GET /ubuntu.iso HTTP/1.0" 0.000 129 404 168 "-" "Wget/1.11.4 Red
Hat modified"

EcELogtailliz&ENginxBE

B LogtailTEENGiInX AT BIMEIRSEIREN] | IRIEEHINBERBFEIRE RN E, AXHH(X
B ELogtail U5 —Sis iSRRI\ S R AR E.
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IBEERERR. ATEE  FREATERN H5RIENTR.

MBS S BaHEE TR,

BE FEMANENRAL | FEBEUREL.

* BEER:

HEEfSRaRErA—3  aEEiH=E

—

\S+\sAsASA (NS + N[~ 11+ 148" ([~ "1+ "\s(\S + Ns(Vd + D\s{id + s \d + ) [ -]+
EFSEANEREREEE NNERENERIINEEAT EEESSEEE | 510
ﬁft‘liﬂﬁz\ﬂuﬁiﬂt |

(5+).* '+ AsAsAS\S+)."  +  As[~TI+NS"([]+)." )+

IFMISSES

"WsO\S+).* + \sld+)t + \s(d+)t + 0 sde)t +

[~1+(~14)" + s (4

* BEAZEREE key Valua
ok 192.168.1.2
tims 10/Jul/2015:15:51:09
reguest GET Jubuntu.iso HTTP/1.0

request_tims 0.000

request_length | | 129

status 404

body_bytes s=| | 168

referar

user_agent Waet/1.11.4 Red Hat modified

B EMZA T AR Key/ValusiT , &-i-Key/ValueiTahEfa(Key) BRAFIS
E . NENMERAESEHEESISE—T timedakeyd 3T

AEIRSSSHF AEEAIKR BT | BIXS SRR R R B EIERIENRIAT., (BETFsE
PR BSEIREIN AT RES B ML | EFEARIELIRERY Bl ERRIENRAT MR | &
HfaWEIREFAE R sE I AEE.

TR : [ (S NsAANOS NS ([~ )sts+fistis - s« fistis A J (11 e [~
TR TR S A ( )" |, (LA S A R AR,
EIEILogtalis /il H e N\ [E Rk AR A & 5 Sk,
FEEIFR 7 i OerEaFiEEE | SRAHeN

EF request_length 1 body_bytes_sent iXFINFERIDXEEHFRE , (BELER TXE
TRYFmE " LARERER(\d+)FESIRNK(\S+), MREEEREFRFEXMER
. BB EIFERIANTE A .,
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FE BSHERNENRER

(\S+NS-\S-ASN\AS+HN\S[MNTHNS " (\S NSNS +N\s(\S+) "\S\S +)NSAS NSNS +N\s\S+)\s" ([ "]+)"\s" ([ ] +)"

[ENZRATUESGerkfE | BB M. MRIENNRBER  SHIUERRER | IREHIRIEEX
EEEN,

7SR HEERIES I M ATKey.

PRNRBERN—MEENNFRER , LLUREFRAmEstime, FHE ERARSHR | A5

B .
* OFREHEs Key Valug
L 192.168.1.2
time 10/1ul/2015:15:51:09
request GET Jubuntu.iso HTTP/1.0

request_time 0.000
request_length 129
status 404
body_bytes _ser 168

referer

user_agent Waet/1.11.4 Red Hat modified

B IENIEEETAERRIKey/ Valueld , &1 Key/ValueXIHISTR(Key) HFEFIEE . WIS
A=A BT RRS  REE— T timeakeyBaRT

ERZSEE | @D
MR ERRERTANSE S FHEALogtal F FimamESEH ER=RITTE

SRR - BT

Hiiz F—

Logtailfic &5/ | SIttEcEN AEIAES BRI eI FHsH B EENgink B &,

Python B logging #ERIZMH TERARIBEERS , TS ES=SEREERN AR, X MERREEARERY
BHERR , FRILARAARNANCRAS |, il : 324, HTTP GET/POST, SMTP. Socket® , EZFILIR
CLHEANBTICRAR. logging RS logdj FtlHIE—HH , RREMAISSIIAT AR, EHRigMt
logger. handler, filter, formatter,

Python H&#&

A&l
BERyEIEformattershigE ACREHAIEMETN. formatterfIIETTiZRER NS | IBERIEHF
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FFERFNEEIFRTER |, XM SEERR LR,

PythonHEAE :

import logging
import logging.handlers

LOG_FILE = 'tst.log’

handler = logging.handlers.RotatingFileHandler(LOG_FILE, maxBytes = 1024*1024, backupCount = 5) # SCf5l{{

handler

fmt = '%(asctime)s - %(filename)s:%(lineno)s - %(name)s - %(message)s'

formatter = logging.Formatter(fmt) # SEf5{t, formatter
handler.setFormatter(formatter) # 3 handler jFiN formatter

logger = logging.getLogger('tst') # 3XEXZ A tst AY logger
logger.addHandler(handler) # /3 logger 70 handler

logger.setLevel(logging.DEBUG)

logger.info('first info message")
logger.debug(‘first debug message’)

FREX

KT formatter FNECE , KARIZE
=l
%(name)s

%(levelno)s

%(levelname)s

%(pathname)s

%(filename)s
%(module)s

%(funcName)s

%(lineno)d

%(created)f

%(relativeCreated)d

%(asctime)s

%(key)s B9 |, #2

110

FHPSHEFTER, RBEIOXETEE
aX
4Rk HERILoggerZ R,

Hr ARG RS , BADEBUG, INFO,
WARNING, ERRORFICRITICAL,

NAFARBRERS , B3F DEBUG |
INFO’ . 'WARNING' . ‘ERROR’ #
' CRITICAL' .

Eﬁ!‘ﬁ?tl:.'iZEIuE’J ERRTERHRITSEEREIE (WNRA
) o

BALE=N
iz B SANE U TERIRIR S,
AR B R AR RS,

1A B RS G ERIARST (AR A
).

HE#EIERAIATE] , UNIXERERTEED , =M
1970-1-1 00:00:00 UTCitE 297054,

H &4 CUEERY 85 B S hNE AT (B9 R &=
, BRIRZERD,

HEoIZRTE., EAMELRE “2003-07-08
16:49:45,896" , IBEGFAEEL.
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%(msecs)d SRR BECIZERT 8.
%(thread)d £f2ID (ANRATA ) .
%(threadName)s SRR (WRTA) .
%(process)d HAZID (ANRATA) .
%(message)s BEER.

BB

2015-03-04 23:21:59,682 - log_test.py:16 - tst - first info message
2015-03-04 23:21:59,682 - log_test.py:17 - tst - first debug message

EcELogtailliiEEPythonHE&

BcELogtaillr&Python BERIFMBIRELBRIESHREN Jflapache B | {RIBEAIMBEBEFIEIME L
EXMNECE.,

FEERIENZNRYERS . BT EEMNENRRSE T BSHEE , TEESERENESER , AFERFE
EMENZ R LR,

HIAIPython BEREIENZFRIA
- BEHEEA

2016-02-19 11:03:13,410 - test.py:19 - tst - first debug message
TENZRIA
(\d+-\d+-\d+\s\S+)\s+-\s+([*:]+):(\d+)\s+-\s+(\W+)\s+-\s+(.*)
A&

%(asctime)s - %(filename)s:%(lineno)s - %(levelno)s %(levelname)s %(pathname)s %(module)s
%(funcName)s %(created)f %(thread)d %(threadName)s %(process)d %(name)s - %(message)s

B -

2016-02-19 11:06:52,514 - test.py:19 - 10 DEBUG test.py test <module> 1455851212.514271
139865996687072 MainThread 20193 tst - first debug message

TFNIZEAL
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(\d+-\d+-\d+\s\S+)\s-\s([*:]+):(\d+)\s+-
\s+(\d+)\s+(\W+)\s+(\S+)\s+(\W+)\s+(\S+)\s+(\S+)\s+(\d+)\s+(\w+)\s+(\d +)\s+(\W+)\s+-\s+(.*)

HERS EE AT AR Elog4jHE -

- Loghub Log4j Appender
- Logtail

iEidLoghub Log4j Appenders&ELog4jHE

FHNB RRELSFIBES % Logdj Appender,

B Logtail3REELog4jBHE

Logdj AR HE—RAE N | AIEAFE—ARRIBAEESG , HRNAEEENC , RKALogdj 2, F
BIZMEOALE | TCAHAZEEFTEDHSR,

<Configuration status="WARN">

<Appenders>

<Console name="Console" target="SYSTEM_OUT" >
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss:SSS zzz} [%t] %-5level %logger{36} - %msg%n"/>
</Console>

</Appenders>

<Loggers>

<Logger name="com.foo.Bar" level="trace">
<AppenderRef ref="Console"/>

</Logger>

<Root level="error">

<AppenderRef ref="Console"/>

</Root>

</Loggers>

</Configuration>

BcELogtaillz&Python BRI ELBRIESHIREN JFApache B | {RIBEAIMNSEEBEFIEIREIL
BEXYMNECE.,

EERRIENTNAYERS . BT EIEMNENRRSE T BEEA , TEBSEAEIESER | FAFERFE
ERENZ R —ERE.

Log4j ENA BEHEZUF TENRI SRR B REHHGIGN T

2013-12-25 19:57:06,954 [10.207.37.161] WARN impl.PermanentTairDaolmpl - Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.example.tair.Result@172e3ebc[rc=code=-1, msg=connection error or
timeout,value=,flag=0]

ZiTHFRRAPUE: ({FRIPERFR—THL)
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\d+-\d+-\d+\s.*

R HSEERIENRIAT

(\d+-\d+-\d+\s\d+:\d+\d+\d+\S\[([*\IT*)N\S(\S+)\s+(\S+)\s-\s(.*)

A IEJAEHATET -

%Y-%m-%d %H:%M:%S
I HSRENGER

Key

time

ip

level

class

message

Node jstBEEIAFTENRi=HIE | AEIRKNEMBRNEETRAE. BidlogdjsALASEIHE BEFTENRISIH4,

BEXBTEINEFIRE | BT iRz,

var log4js = require('log4js’);
log4js.configure({

appenders: [

{

type: file’, //STiEH

filename: 'logs/access.log’,
maxLogSize: 1024,

backups:3,

category: 'normal’

}

]

D

var logger = log4js.getLogger('normal’);
logger.setLevel('INFO');
logger.info("this is a info msg");
logger.error(“this is a err msg");

113

Value

2013-12-25 19:57:06,954
10.207.37.161

WARN
impl.PermanentTairDaolmpl

Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.exa
mple.tair.Result@172e3ebc[rc=code=-1,
msg=connection error or
timeout,value=,flag=0]
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B8,

18T 0g4jsst¥l BSEIRFHEAN A HERE | BREXXHPERALUTER

[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
[2016-02-24 17:42:38.951] [ERROR] normal - this is a err msg

logdjsm AN EmERT , MERIE S B 9trace. debug. info, warn, error, fatal,

iBidLogtaillizEENode.jsHE

FeE Logtaillit&EPython BEANFH MR EL BIESE RN Jflapache B | IRIEEAIM LB EPZEFOLFRIB Tt
BN E.

EERIENTAYERS , BT EaIEMNENRRSE T BEEA , TEBEAMEESER | FAFERFE
BRIEMZ EM—LE. ERLASE LI TNode jsHERG] , AEHNBERSIER. £EAENRIA.

EIAYNode js BERAEIENZRIAT, :
Node.jsHEx#l1
H&RA)
[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
IENZRIAT
ATAMTTHNSNAIIANIT NS (w+)\s-(.%)

RENFER -
time, level, loggerName#fImessage,

Node.jsHERI2 :

=FaNC

[2016-01-31 12:02:25.844] [INFO] access - 42.120.73.203 - - "GET
/user/projects/ali_sls_log?ignoreError=true HTTP/1.1" 304 - "http://

aliyun.com/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/48.0.2564.97 Safari/537.36"
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IEMERIA
AN\ AW )N AW+ NS-\SAS+)\s-\s-\s " ([* "]+) "\s(\d +)[A "]+ ("[A "]+)"\s"([* "] +).*

RENFE:

time, level, loggerName, ip. request, status. refererfl] user_agent,

WordPress EiABETIE,

R AER)

172.64.0.2 - - [07/Jan/2016:21:06:39 +0800] "GET /wp-admin/js/password-strength-meter.min js?ver=4.4 HTTP/1.0"
200 776 "http://wordpress.c4alalaecdb1943169555231dcc4adfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php” "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_5) AppleWebK:it/537.36 (KHTML, like Gecko)
Chrome/47.0.2526.106 Safari/537.36"

Z{TESHEIAE ( £/ IP EREFR—1T7k)

\d+\\d+\\d+\.\d+\s-\s.*

N EHEERIENFRIAT

(\S+) - = \I(INIT "(\SH) ([4T+)" (\S+) (\S+) "([A"1+)" "([**]+)”
R IEJEEHATET -

%d/%b/%Y:%H:%M:%S

HHIBIRINER
Key Value
ip 127.64.0.2
time 07/Jan/2016:21:06:39 +0800
method GET
url /wp-admin/js/password-strength-
meter.min js?ver=4.4 HTTP/1.0
status 200
length 776
ref http://wordpress.c4alalaecdb1943169555231
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dccdadfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php

Mozilla/5.0 (Macintosh; Intel Mac OS X
user-agent 10_10_5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/47.0.2526.106 Safari/537.36

PRFEELITFHERNINR | 8— 1B TEERE—FEE. B—XAFUEELsRMEEAENZNFER
, DFEF ( Separator ) BIEHIRRT. T, B, 25, 9EERFH. NRFRASESESDREST , FRAXNS]
5 ( Quote ) W=FEGHTRE.

BRSO REAEHEECSVEFHTSVEE &.

IR PRHEARFREANEIS (") | WEISHEEARANBFRFIIRAFIIQuote,

BFHORATEZHNATFRIEE0RMIIZR | DERASFRHMRSE , FEERNGIS (") /FA
Quote , WHEFRHITEERE. WRASPEIEQuotefER THIINEIS | MFERHTHEN , B,
X515 (") BAIFAQuotelE , FEFERAVAFEREI , BEAFNFRALIEAXIEIL (") , HEBRAH
BORMESISINEX , BEERERI. ENEEFEEH R TR,

W5 |S4E/9Quote

W55 (") EAQuotelt , AEPE AN IBANFZREER—XIQuoteBZE, QuotebMEIBLDTRFT
, MEREZBEETE. HIRFEFER , BiEsus.

B0 , i8S (,) fERDRE , WBIE/ERQuotelt , BEMET : 1997,Ford,E350,"ac, abs,
moon",3000.00, iZBAET LTS ANFEER © 1997, Ford. E350. ac, abs, moon#13000.00,
Hrep#iQuoteZEMac, abs, mooniFEME— N TEFER.

N5 [ S{EABEFRAN—ED

X5 | S{EABEFRFI—EOR , MEISAENQuoteliTl | BEH(THEN , AERL"". BITFER
BRI TIEIR | B " "ERA",

plgn  ESEADTRM W3 ISIESIFARATFRIN—7 , FEFESHESHESFRA
Quotetl3 , EIRFIGEEFRPAING ISE X ARIIHINEIS"" . AREHRTEIN
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: 1999,Chevy,"Venture ""Extended Edition, Very Large""","",5000.00, iZHEILABET AT

FEZ : 1999, Chevy, Venture "Extended Edition, Very Large". Z==FE&#15000.00,

SFFHRI

SFFENT  DRATUSME2~3MFRE, W () . &), (M N) EZFH. SFHADRHRIT , B

TSRS BT T , BAHEAQuotext AT THRE.

IR . FHRATFRATPASHRSRFAFHITTEILE  BUS~EFRIROE.

Bt , PIEEEBEAJWIERT , BE : 1997&&Ford&&E3508&&ac&abs&moon&&3000.00L R #T

S5ANZFES 1 1997, Ford. E350. ac&abs&moon#3000.00,

=Fanl
BEFRSRRERS

05/May/2016:13:30:28,10.200.98.220,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",200,18204,aliyun-sdk-java

05/May/2016:13:31:23,10.200.98.221,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",401,23472,aliyun-sdk-java

EFRHOREEE

05/May/2016:13:30:28&&10.200.98.220&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&200&&18204&&aliyun-sdk-java

05/May/2016:13:31:23&&10.200.98.221&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&401&&23472&&aliyun-sdk-java

EcELogtailllisR o R AE

B Logtail TEED TR B ETERERSERIEN] | RIEEHIMEIEMIIRERIEENNEE. A3HHY
B ELogtail I — iSRS S R AFARE.

HERERIR. AT, FHERATKREE D TREFER.
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2SS AR AIFHEE D IR,
SRS BSSIUERIERIID TR | BN HSEESET RN,

- EEER |2 |

* . Log ‘

AEReE - ‘C:"PI'OQI'EI’“] Files\Intel\...\, | Jasf

EEMiEEE Fraas e R e 2 EANER) | MitE
FRAILIEEE | tharrERIrHER AL Linux s HarEy ek .

{7l : fapsara/nuwa/.../app.Log . Windows SRRk | D .
C:\Program Files\Int=l\...\*.Log

2| #iEmEL N
Nz SDelimiterERET

BZE=6 : | 05/May/2016:13:30:28,10.200.98.220,"POST /PutData?
Category=YunOsAccountOpLogAccesskeyId=U0Upek FQOVIWS S ARDate=Fri%h 2
C%2028%20Jun%202013%2006%3A53%3A30%20GMT_&Topic=rawdSignature
=pD1ZXYLMGXKQ%2Emkd6x7hAgQ7b1c%30 HTTR/1.1",200,18204, aliyun-sdk-
JBva

ESAEEETEEERCES) B>

e B HEEER FRIKey,

IBEREREAFEESRMTE , BSRSSERRIESENORFRNESTR  FHISHEN
Value , 15%%63‘%]#9Va|ue?aféii)i\iﬂ’\JKeyo

NEBEEA, ERES (,) #THE , —HBI361FER , REKey[ED 5N

: time , ip, url, status, latency , user-agent,

fEE BRI,

( 05/May/2016:13:30:29) 1’E73ED‘IEU feE HEpEiES % Logtail HERIEL.

118

SRR B EFA BERYEE) , BRI LAER BRERI—5 U EORTE) , ELANiERE time R



AEIRSS

FAFisEe

oiEr: | BFEY T
HERSHESEE : K Value

05/May/2016:13:30:28
url "POST /PutDatz?Category=YunOsAccountOpLogRAccesskey
0c

R EATE -

time %hd/%b/ %Y % H: % M: %S

B Gl = 21 = ey

BT : B

R LTREET , IARBAIIRE,

ip:10.200.98.220
165055008  latency:18204
178408552688 status:200
time:09/May/2016:17:08:28
10.101.166.11  ur:POST /PutData?Category=YunOsAccountopLogRAC cessKeyTd=UDUjpekFQOVIW4S ARDate=Fri%2 C%2028%201un%202013%2006%3A53%3A30%2 0 GMT&Topic=raw&signat
3 hAgQ7b1c%3D HTTP/1.1

user-agent:aliyun-sdk-java

ure=pD12XYLMGEKQ2Bmkd 67

JSON B =E T T FIFEEH

- Object : "$#/(E" IIHIES ( A collection of name/value pairs ) ,
- Array : {BR9EF5IZ ( An ordered list of values ) ,

Logtail>zfFObject36BAIISONHE | AJLIEZNRENObject B EIRIFAFERETR. ObjectEEAHBEIFAFER
VAN

B, FRETJLUEODbject, ArrayaiEAER |, 40String. NumberZs, JSON{TS{TZEMB\nHTHE , &—
TER—E M BAEHITIRE.

WIRZISON ArrayZEIEObjectz6BYEME |, Logtail N3ZiFEah#T |, IBEAIENRIATVIRENEFE: | S & (FRK
R BTRERE.

B

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020

13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.220", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "18204"}, "time":
"05/May/2016:13:30:28"}

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
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13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.210", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "10204"}, "time":
"05/May/2016:13:30:29"}

EcELogtailliiEEISONHE

BT LogtaillirseISON BETTEIMERSHEREN] , FRIEEAINBEREFIIMEEEI N E, 3N
Eﬂ_@aﬁl-ogtai|E§%_$¥EZEHSZ$T§EC5%¢E’J¢£EHEE§°

HEEERR. ATEE  FEEATIERI/9SONE,

HIA\REERRSATE.

ISRIECHIERBARBERRREWEAESHIE, SRTLISEAEEE KD ERRFREIIEE.

FE ERRSGRE

(ERRGRERTMEN ASTRREIFE | 5EEIRSSREZ B SHIREEN HESRIE

°

X7 SEFER ST A
MERRGRI BTN B EEIRFIREE A7 |, A BERIE.,

WIREFEXA (FRRGNE |, SEEE IR EAIEIFERAIKeyZFR , FFTEXATE
ieHatEC, 5120JSON Objectdy time =EZ ( 05/May/2016:13:30:29 ) aJLURENIHE
AfiE). BeEHEAEZ(15S% Logtail HEAREZL.

EERSER

* mmaw . [Bonog |

&5 | Jsonig=t
IEREISONERES

AT

* AFEEER A

SR B

g i T

ThinkPHP 2—/"PHPIESHIWebi BFF &HEZE,
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B8,

FEThinkPHPRFTEDATHRERLATHER

<?php
Think\Log:record('D F5iALBILIZIKENETIZE" );

=hewntl

[ 2016-05-11T21:03:05+08:00 ] 30.9.181.163 /index.php

INFO: [ app_init ] --START--

INFO: Run Behavior\BuildLiteBehavior [ RunTime:0.000014s ]

INFO: [ app_init ] --END-- [ RunTime:0.000091s ]

INFO: [ app_begin ] --START--

INFO: Run Behavior\ReadHtmlCacheBehavior [ RunTime:0.000038s ]
INFO: [ app_begin ] --END-- [ RunTime:0.000076s ]

INFO: [ view_parse ] --START--

INFO: Run Behavior\ParseTemplateBehavior [ RunTime:0.000068s ]
INFO: [ view_parse ] --END-- [ RunTime:0.000104s ]

INFO: [ view_filter ] --START--

INFO: Run Behavior\WriteHtmlCacheBehavior [ RunTime:0.000032s ]
INFO: [ view_filter ] --END-- [ RunTime:0.000062s ]

INFO: [ app_end ] --START--

INFO: Run Behavior\ShowPageTraceBehavior [ RunTime:0.000032s ]
INFO: [ app_end ] --END-- [ RunTime:0.000070s ]

ERR: D 5 ESLAMGISIRENERIZE

BEiELogtailii&EThinkPHPA

Bid Logtaillit&EThinkPHP B &R RIZIE S & REN Jflapache HE | IRIBEAIMLZEEEFISCRRIE IkEXT
NS,

EERRIENTNAYERS BT BaEMNENRRSE T BEEA , TEBEAEIESER | FAFERFE
ERENZ R — LA,

HFThinkPHPRZ17HE , MBEAHIEERE , TN BEHIRE=EREIERTE. GEIP, i5EAYURL, LA
KFTENRY Message, HFMessageFEREE T Z1TEE . BTEERAARERE . R T8E—FRZH.

ThinkPHPAEHILogtaillitsEEi B 24
fTEENL :

\N\s\d+-\d+-\w+:\d+:\d+\+\d+:\d+\s.*

TFMIZEA.
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\N\s(\d+-\d+-\w+\d+:\d+)[A:]+\d+\s\s+(\S+)\s(\S+)\s +(.*)

RIIEJRIAR

%Y-%m-%dT%H:%M:%S

BEEH

BE IS BEERE | 80 W3C ( BUAFRIRE ) (REEXL

2016-02-25 01:27:04 112.74.74.124 GET /goods/list/0/1.html - 80 - 66.249.65.102
Mozilla/5.0+(compatible;+Googlebot/2.1;+ +http://www.google.com/bot.html) 404 0 2 703

RS

input {

file {

type => "iis_log_1"

path => ["C:/inetpub/logs/LogFiles/W3SVC1/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "iis_log_1" {
#ignore log comments

if [message] =~ " #" {

drop {}

}

grok {

# check that fields match your IIS log settings

match => ["message”, "%{TIMESTAMP_ISO8601:log_timestamp} %{IPORHOST:site} %{WORD:method}
%{URIPATH:page} %{NOTSPACE:querystring} %{NUMBER:port} %{NOTSPACE:username} %{IPORHOST:clienthost}
%{NOTSPACE:useragent} %{NUMBER:response} %{NUMBER:subresponse} %{NUMBER:scstatus}
%{NUMBER:time_taken}"]

}

date {
match => [ "log_timestamp”, "YYYY-MM-dd HH:mm:ss" ]
timezone => "Etc/UTC"

}

useragent {
source=> "useragent"
prefix=> "browser"

}
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mutate {

remove_field => [ "log_timestamp"]
}

}

}

output {

if [type] == "iis_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source =>""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10
}

}

}

E =W

- e B S8 ssmbd UTF-8 75 BOM #8z04wA3 , BTLAUEE notepad + HIEHSH4-4mASHEL.

- path IHE X AEZRIBERUNIXRIAIS IR | 40 : C/test/multiline/*.log , BRIFTESZHF
TRRATEC.

- type FRREBR—ERFAEZHEARS—E , MRBPEVBREFES D Logstash BEEXH |, F
BIRIESEE type FRIE— , BN SEEUELEATEEL.

HEXFEM - file. grok,

B3 Logstash &4%%

BIEERCESHE conf BR , £% Bi&Logstash &/ Logstash £34.
EARRESREWED BEETE L&

B&EH

10.116.14.201,-,2/25/2016,11:53:17, W3SV(C7,2132,200,0,GET,project/shenzhen-
test/logstore/logstash/detail,C:\test\csv\test_csv.log

REmE
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input {

file {

type => "csv_log_1"

path => ["C:/test/csv/*.1og"]
start_position => "beginning”
}

}

filter {

if [type] == "csv_log_1" {

csv {

separator => ","

columns => ["ip", "a", "date", "time", "b", "latency", "status", "size", "method", "url", "file"]
}

}

}

output {

if [type] == "csv_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

TR

- BEEE &I ZilA UTF-8 & BOM #8R4@h3 , FILATEL notepad + + B4R IBIE.

- path IEE 4R EATEFER UNIX 2890 F8FF . a0 : C:/test/multiline/*.log , BTG A HF
TERATCEL,

- type FREBEFZ—EXFEZHFRRE— , MRBEVRFESMNogstashBELEX 4 | &
BRIESEE type FERIE— , BNSSEEIRGIERYFEEL.

HEXIEM - file, csv,

BgLogstash&43)

BUERECE 4R conf BHR , & BLELogstashEfSLogstashE34,

ERHSFRAS(EABERIELE
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BEEH

10.116.14.201,-,Feb 25 2016 14:03:44,W3SVC7,1332,200,0,GET,project/shenzhen-

test/logstore/logstash/detail,C:\test\csv\test_csv_withtime.log

REEE

input {

file {

type => "csv_log_2"

path => ["C:/test/csv_withtime/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "csv_log_2" {
csv {

separator => ","

columns => ["ip", "a", "datetime”, "b", "latency", "status”, "size", "method", "url", "file"]

}

date {

match => [ "datetime" , "MMM dd YYYY HH:mm:ss" ]
}

}

}

output {

if [type] == "csv_log_2" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

I-==

==

- EeE B4 LA UTF-8 I BOM #&V4wA8 , SJLATEL notepad + + 1EX44RASIS L.
- path IBEEXHRERIEFER UNIX BB |, a0 : C/test/multiline/*.log , BT AT

TRRATEC.

- type FREER—IEXFHEZHRRT—E , MRBESHIRFESZ MogstashEcEXH |, &
BIRIESECE type FRIE— , BN SEEUELEATEEL.
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R - file, csv, date,

B3Logstash4

BUERRCES4E conf BR , £%FEELogstash&jgLogstash43L.

B&EH

2016-02-25 15:37:01 [main] INFO com.aliyun.sls.test_log4j - single line log
2016-02-25 15:37:11 [main] ERROR com.aliyun.sls.test_log4j - catch exception !
java.lang.ArithmeticException: / by zero

at com.aliyun.sls.test_log4j.divide(test_log4j.java:23) ~[bin/:?]

at com.aliyun.sls.test_log4j.main(test_log4j.java:13) [bin/:?]

2016-02-25 15:38:02 [main] INFO com.aliyun.sls.test_log4j - normal log

KREECE

input {

file {

type => "common_log_1"

path => ["C:/test/multiline/*.log"]
start_position => "beginning”
codec => multiline {

pattern => "A\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}"
negate => true
auto_flush_interval => 3

what => previous

}

}

}

output {

if [type] == "common_log_1" {
logservice {

codec => "json"

endpoint => "***"

project => "***"

logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}
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e o= g

- BEeE XS TUsZmbA UTF-8 75 BOM #8zU4wA3 , BTLATE notepad + + 1EH4-4mASHE.

- path IHE X AIRZRIEFEA UNIX RIS , 40 : C/test/multiline/*.log , BNIFTESHF
HEHADTES,

- type FREBER—EMHEZEARE—E , NRBEVBRFES MLogstashBEeEXH |, F
BRIEREE type FRIE— , BN SEEUELIEAVEEL.

1EXHEH : file, multiline (EEHEXHRRITHE , AJLAEIR codec => multiline Bt ) .

EFLogstash&434

BUERECE 4R conf HR , &%EBLELogstashEfSLogstashE34,

Unity3D2HUnity TechnologiesH&RI—MEITZREA G BN =LA K. BINATIL. SCART=4E50E
ERUEMHATNZSFENGREIRAATLR | E— 1 2EESHE IS 2,

AEBRSTFWeb TrackingIhgé , #XaTLUBITWeb TrackingIhRgAEE /5 EAIMIEEUnity 3DRIEE , ASZA4LA
Iz Unity Debug.Log 793l , i5BBAN{aNEE Web TrackingIThgeEUnity B EES) B EIRS +,

1 JHE Web Tracking Ihgg

RS % BIRSS Tracking T8,

2 A Unity3D LogHandler

#EUnity editordrgIEC#3714 LogOutputHandler.cs , BIALATHRES , FHEMEFPHI=ARRETE , 5500
project , ERASHEEH
logstore , R REEERR

serviceAddr , F<HETB AL

serviceAddrig&&EE A0,

using UnityEngine;
using System.Collections;

public class LogOutputHandler : MonoBehaviour

{
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//Register the HandleLog function on scene start to fire on debug.log events
public void OnEnable()

{

Application.logMessageReceived += HandlelLog;

}

//Remove callback when object goes out of scope
public void OnDisable()

{

Application.logMessageReceived -= HandleLog;

}

string project = "your project name";
string logstore = "your logstore name";
string serviceAddr = "http address of your log service project”;

//Capture debug.log output, send logs to Loggly

public void HandleLog(string logString, string stackTrace, LogType type)
{

string parameters = "";
parameters += "Level=" + WWW.EscapeURL(type.ToString());

parameters += "&";

parameters += "Message="+ WWW.EscapeURL(logString);

parameters += "&";

parameters += "Stack_Trace=" + WWW.EscapeURL(stackTrace);

parameters +="&";

//Add any User, Game, or Device MetaData that would be useful to finding issues later
parameters += "Device_Model=" + WWW.EscapeURL(SystemInfo.deviceModel);

string url = "http://" + project + "." + serviceAddr + "/logstores/" + logstore + "/track?APIVersion=0.6.0&" +
parameters;
StartCoroutine(SendData(url));

}

public IEnumerator SendData(string url)

{
WWW sendLog = new WWW(url);

yield return sendLog;

}
}

U EREAUSSHEATREEMEZAERS S |, EnbhEa LIRIE S B2 ST,

3 F4EUnityAE

FETFEFEIEE LogglyTest.cs 344 , FIMNTEAIMKS :

using UnityEngine;
using System.Collections;

public class LogglyTest : MonoBehaviour {
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void Start () {

Debug.Log ("Hello world");
}

}

4 FiEHEaMERE

LR fE | BiTUnityiER , BATLIE BEIRS =R FUSRENEET . s ESEES%A
= T}fljll/—

PAERBIEM T Debug.Log 8&Debug.LogError, Debug.LogException Z3{L HERIKIETTi%, Unityd
BTGB E T EHRMHAVTE R ERAPL, EfttRFLOG APHEIEE LAIEE A ENIBES FiHINE SR,

IR EE SRS LogHUb/E , B=MSETAEZERE

yoE:S 78 SR FEhEEiE]

STATHZE (LogHub) Wit SCEFHEEZ  SERH(<10ms) e I
??jea\rﬁ/AnalyticS ) | EEEASHH KRS (99.99% 197) ?%gﬁsé%?]ﬁ)ﬁ%%ﬁm
" Logstipper) a5 305 HIT MRS

SENCE,
HETRE

EENEBEE  READEMENTEZAE. HEATSERESEHER®RE El A%, MEXBIN HE
AESEREENXE]. XF—Shard AT, HEIIET ¢

1. tRYERTIE]. Begin., EndZHEHAIRS TR,
2. Bigitr. SRSHENAE | FNRE T— MR,
3. AreaiFint T HEEZE.

HESI

PREEARIAPIS , HEIRSIRMSDK, Storm Spout, Spark Client, Web ConsoleFEAHTHEEZ: ¢
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- f#FESpark ClientiEZ:HE: &% E-MapReducesLIAYSpark Streaming Client,
- fFFEStorm SpoutiEz: HE&: HERSZRMH—LogHub Storm Spouts5EaiStormfiLogHubid#z,
- f#FHLogHub Consumer Libraryig22HE. Loghub Consumer Library2%fLogHubiEZE1RHAY

e, BRHTRERTEER RSN HEERIEZLogstoreRtBaisEcShard LAK
REFAIERR | FEIEZS%E Consumer Library,

- (EFASDKiEZ: HE | HERSIRMESHIES (Java 7l Python ) A9 SDK , EiXEHESAISDKERZIFH

TR, XTSDKNESERIESE BEMKRSS SDK.

- B AESEHRG | IERBTHITER DT Docker 5 |, RZEERA.
- EREFmiHEE

- {#F8 CloudMonitor =5iEiEZ © SEiFE,

- {#F ARMSiE#: | |/SSERtisiEn s,

- {3 StreamCompute iB#EHE : BENXEET=R.

- {#F3 E-MapReduce iB#HE : £JStorm , Spark Streaming,

=11y

SRS HTEN

FERESKRSERHEENES | 21 ERAE.

ERHEEIRSS SDK/API EifH : BEARSS R AL REST XUERY APL, EF HTTP #YSCIl. BHEMRSS

Y API @R EINRERIATERRO. BASEIEN BERS APL

BOBEFhE

Hith

KBZEOSS : KAJEfF#EEER E-MapReduce £HrHE.
RIBERISTFE ( Table Store ) : EFAERI&TFME ( NoSQL ) FERE,
#&iEZEMaxCompute : {FFIMaxComputeSHrHE,

e ATIRS: BERSSZETmE , JEdISViEE=~mAR.

AERSEH SREEIRFUSRERSE SISt N E RS B S EFEHo BE.

BELR

= BERSEEEHS.

CERFRAIIE , REINEBFR,
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1£ LogstoredlZR TuHE , FEEENASEFREATHETITH T,

EHEEARE , EEEIHEEYN shard FHIRERTEXE, , AEHE TS,

AES E/R AR IR SRS ERT B X EFHaRY 10 M EIREAVETE.

test-log iEELogstoresiE
Shard:0 |~ | 15#% ~ TR
EfiEl/IP ]
useragent:Httpful/0.2.10 (cURL/7.15.5 PHP/5.5.25 (Linux) nginx/1.6.1 Jakarta Commons-HttpClient/3.1)
155118148 ip:10.101.166.113
1655053028 method:GET
status:200

10.101.166.113 time:14/Nov/2015:16:50:02
- uri:/Projects/ali-cn-devcommon-sis-admin/Configs/sis_indexworker_log HTTP/1.1

A

ihEiEZEEE (Consumer Library)@% HERS P AEHITHENSRIER | 27 HZEE (ConsumerGroup)Hy
SIS HSE M TSRS | FIEEERSDKHTEHIEENNKEIET , BREEX OB ERSATIMATS
 AEETTITWSEE , B, HBREZENGAEIYE. failoverEAFHELTEXLD.

Spark Streaming. Storm LA ERISHEHAY Flink Connector&BlAConsuemr LibraryfEAERKSCHN,

ThRE

FEREEEZRIBRMISHEIER | 93I2HZEE(ConsumerGroup). iHZE#E (Consumer),

b
—NEBERS MESREER  A—NERE TEHEE RS NogstorerFIIHR | HEE
ZAFRES B,

s

HZRERIMIBLERTT | SERVRIEIEER(ESS | B—NERE THAEEEBTROAE.

ERATRSH , —Mogstore FHEIEESMshard , IEHZERERITIEEM G shard Dt — NEZRE FEAYH
#RE |, PEHNEETREN :

- B shard REpBeEl—NEEE.
- —NEZRETLAERIEE S shard,

FHOHBREIA—NERE | XNEREA TEshard NBXRSEE | LUAZIERREYENER , (BRLH
HPERUARE , DEIEYEFIER.
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IhEIHZERERIS— 1N IhsERRFcheckpoint , SEREFHIENERTREEREMNNRMETHEZE | NTIRIESIEAS
WEEHE,

fseF

- i IAmaven{kEsi

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>aliyun-log </artifactld>
<version>0.6.11</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-client-lib </artifactld >
<version>0.6.12</version>

</dependency>

- Main javaX {4

public class Main {

/] BERSEHE | RIELRAMERES

private static String sEndpoint = "cn-hangzhou.log.aliyuncs.com”;

// BERSMBER , iRIELRERES

private static String sProject = "ali-cn-hangzhou-sls-admin”;

// BEEER , IRIELRERES

private static String sLogstore = "sls_operation_log";

/] BEREEZR , IRIELRERES

private static String sConsumerGroup = "consumerGroupX";

// BEEEERak , IRIELIRIERES

private static String sAccessKeyld = "";

private static String sAccessKey = "";

public static void main(String [Jargs) throws LogHubClientWorkerException, InterruptedException
{

/] BASHRHEBEELR , B—NERETHEHIERESTRUIAE , FTLERERIEREAZR  FREZESIRES
EH2E LRSS IR | FI9ETEZER—Mogstore , X MHRHEBAGTRI LUEREHSSipEK S,
LogHubConfig config = new LogHubConfig(sConsumerGroup, "consumer_1", sEndpoint, sProject, sLogstore,
sAccessKeyld, sAccessKey, LogHubConfig.ConsumePosition.BEGIN_CURSOR);

ClientWorker worker = new ClientWorker(new SampleLogHubProcessorFactory(), config);

Thread thread = new Thread(worker);

//Threadiz{T2 /5 , Client Worker&Bzi&1T7 , ClientWorkerd B T RunnableizZ[1,

thread.start();

Thread.sleep(60 * 60 * 1000);

//¥BRworkerfigShutdown R , IEHEESER] , KB AETEL,
worker.shutdown();
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//ClientWorkenz{TIIf2haElZ N REMNTask , ShutdownZ RERIFSFHEENITHITask2IRL |, &ilsleep 30s.

Thread.sleep(30 * 1000);
}
}

- SampleLogHubProcessor.java3 {4

public class SampleLogHubProcessor implements ILogHubProcessor

{

private int mShardId;

// iBR ERIFEAIL check point HIRTE]

private long mLastCheckTime = 0;

public void initialize(int shardId)

{

mShardld = shardld;

}

/] BEEUENERYE | XEERNEREEHHEEMIR , A=,

public String process(List<LogGroupData> logGroups,

ILogHubCheckPointTracker checkPointTracker)

{

/] X RREIREN R RIS HEF TED sk

for(LogGroupData logGroup: logGroups){

FastLogGroup flg = logGroup.GetFastLogGroup();
System.out.printIn(String.format("\tcategory\t:\t%s\n\tsource\t:\t%s\n\ttopic\t:\t%s\n\tmachineUUID\t:\t%s",
flg.getCategory(), flg.getSource(), flg.getTopic(), flg.getMachineUUID()));

System.out.printin("Tags");

for (int tagldx = 0; tagldx < flg.getLogTagsCount(); ++tagldx) {

FastLogTag logtag = flg.getLogTags(tagldx);

System.out.printIn(String.format("\t%s\t:\t%s", logtag.getKey(), logtag.getValue()));

}

for (int lldx = 0; lIdx < flg.getLogsCount(); ++IIdx) {

FastLog log = flg.getLogs(lIdx);
System.out.printIn("-------- \nLog:
log.getContentsCount());

for (int cldx = 0; cldx < log.getContentsCount(); ++cldx) {

FastLogContent content = log.getContents(cldx);
System.out.printin(content.getKey() + "\t:\t" + content.getValue());

}

}

}

long curTime = System.currentTimeMillis();

// b8 30 # , B—IX check point ZJfRSSU% , a0ER 30 #4 , worker crash ,
// FhIBEhE worker &M E—1 checkpoint EiEEEIE , BURSE LV ENESEYE
if (curTime - mLastCheckTime > 30 * 1000)

{

try

{

n n n

+ lIdx + ", time: " + log.getTime() + ", GetContentCount: " +

/188 trueRn B checkpointE T EIIRSSiR , F9falsexiGcheckpointEFEAM , FEEIARE60s= & checkpoint/lFE

BRSSi.
checkPointTracker.saveCheckPoint(true);

}
catch (LogHubCheckPointException e)

{
e.printStackTrace();

}
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mLastCheckTime = curTime;

}

return null;

}

// 2 worker 1IBHRIRHE , SEFIZEREL , P RILAFEEMgL SR T (E,
public void shutdown(ILogHubCheckPointTracker checkPointTracker)
{

[/ EEERT R R RIIRSS i,

try {

checkPointTracker.saveCheckPoint(true);

} catch (LogHubCheckPointException e) {

e.printStackTrace();

}

}

}

class SampleLogHubProcessorFactory implements ILogHubProcessorFactory
{

public ILogHubProcessor generatorProcessor()

{

/] ER—NEZELA)

return new SampleLogHubProcessor();

}

}

=17 LERIRES | UATLAS—Mogstore FEIRIFTEEIRITENHR , iNRFEZ NEBEHEBEZ
logstore , AJLURIERFEREFIRAY  1E80ER , BREREBRARIRIIARIERERR  BaBINMYEZRE

(=R

WEERE

1. T?ﬁ%]’-‘ﬁﬁﬁﬁéﬂbbu
2. B ZIEEEHBREER , FEERE

e

MTEHERAF , R LEREFMILIEREE , TEERTCHRTRE—LEaSRER.
- HEHBEE I EFHeRIEE

+TERIBFEILoghubConfigB R MATERREY :

// consumerStartTimelnSecondsS#ER7R1970Z [FRIFVEL , & NEHBIXMEERZ ERIEEE.

public LogHubConfig(String consumerGroupName,

String consumerName,

String loghubEndPoint,

String project, String logStore,

String accessld, String accessKey,

int consumerStartTimelnSeconds);

// position2ME$EEE , LogHubConfig.ConsumePosition.BEGIN_CURSORF RN HRERIEUETIAEZR
, LogHubConfig.ConsumePosition.END_CURSORZE=MEFHISUET1RH 2.
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public LogHubConfig(String consumerGroupName,
String consumerName,

String loghubEndPoint,

String project, String logStore,

String accessld, String accessKey,
ConsumePosition position);

AILARIRIEZR S K , EAAERIEIESE  BRFR , RRSiHRFE checkpoint , BBATHIAEEIELUR
SZiRE1ERIcheckpoint Ui,

- P ERRAMFIKS#1Ti51a

FHPEEZREEHEARXIORAMBIR |, iIREHEZSFRAMBSE EEIREAIBPRAT :
Action Resource

acs:log:${regionName}:${projectOwnerAliUid}:
log:GetCursorOrData project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:
log:CreateConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
log:ListConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupUpdateCheckPoint

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupHeartBeat

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:UpdateConsumerGroup

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:GetConsumerGroupCheckPoint

- 88&checkpoint

FE—topch (IR, EEE) , BATBEERA ConsumerGroup iR BN E—MIIES , (/52480
RIS NI BTGNS | P

1. MBREZEA.
- FIEHEER |, AR aRREERE.
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- (E25HS | IRIE EEERERISERBRIEE | EfaiER.
2. B SDKE HRTHBREEERFE —MIES,

- (IR,

- EAsdKERNIR |, EFENHEER.

Client client = new Client(host, accessld, accessKey);

long time_stamp = Timestamp.valueOf("2017-11-15 00:00:00").getTime() / 1000;
ListShardResponse shard_res = client.ListShard(new ListShardRequest(project, logStore));
ArrayList<Shard> all_shards = shard_res.GetShards();

for (Shard shard: all_shards)

{

shardld = shard.GetShardId();

long cursor_time = time_stamp;

String cursor = client.GetCursor(project, logStore, shardld, cursor_time).GetCursor();
client.UpdateCheckPoint(project, logStore, consumerGroup, shardlId, cursor);

}

hEiEZEE ( ConsumerGroup ) ELASHBHIESRIET | BEBRMHS NEZEIAIXI BEEEREZEE MR

f#, Spark Streaming. Storm #BLA ConsumerGroup {EAERIEL,
BUEHeEEHRHTE

Ex BERSEEEHS.
EEFTRAIIE |, BT AR,

B A MISHEFAY LogHub - SCRTEZE > RS2,

1E AR TNREE , R AEEE ( Logstore ) [FRITEEHAIRGEMAMRIHZEIIEE.

NEEE EEEndpont

sls_operation_agg_log
AR AESENE BT, , AL S E S EEhaE | Spark Streaming/Storm EET ST, (#Eh)

Groun-ZEs

spamdetector-report-v A
spamdetector-report-y EEEE
spamdetector-report-z EERE
spamdetector-report-w BERE
spamdetector-report-x HEEE

JEEEERER ConsumerGroup ZJg , B HERIAE | BIJEESAIE Shard [BEAURIVHE.
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Consurner Group$Ess

= T T

] 1970-01-01 08:00:00 reporter-1
1 1970-01-01 08:00:00  reporter-1
2 1970-01-01 0&:00:00 reporter-1

3 1970-01-01 08:00:00  reporter-1

N EERR , RELRERZESESS 4 4 Shard |, (I8 4 MEZRE | HhE&NERERILHZEIVEUEREN
YRR BEEERSIER A LT BRiSdE R R SRS R R R ERE MR EEE TSR
RYE) ( BEUEIHZERS/NTEEEEER ) | LB RIEINEZREHE.

B API/SDK && & E

AT 1TL ava SDKAR , migERal{ahE@Eid APL SKSEZRIRE.

package test;
import java.util.ArrayList;

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.Consts.CursorMode;

import com.aliyun.openservices.log.common.ConsumerGroup;

import com.aliyun.openservices.log.common.ConsumerGroupShardCheckPoint;
import com.aliyun.openservices.log.exception.LogException;

public class ConsumerGroupTest {
static String endpoint = ""

static String project = "";

static String logstore =
static String accesskeyld
static String accesskey =
public static void main(String[] args) throws LogException {

Client client = new Client(endpoint, accesskeyld, accesskey);

//3RBUXA logstore FHYERE consumer group , ATBEARTFAE |, LLEAT consumerGroups FIKER 0
ArrayList<ConsumerGroup> consumerGroups;

try{

consumerGroups = client.ListConsumerGroup(project, logstore).GetConsumerGroups();

}

catch(LogException e){

nn,
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if(e.GetErrorCode() == "LogStoreNotExist")

System.out.printIn("this logstore does not have any consumer group");
else{

//internal server error branch

}

return;

}

for(ConsumerGroup c: consumerGroups){

//¥JED consumer group BI/EM , BIERETR. (LBKEAIATE. ERRFEE
System.out.printIn("Z#R: " + c.getConsumerGroupName());
System.out.printin("/\O;BEEBRTATIE): " + c.getTimeout());
System.out.printin("{&ZFiE#: " + c.isInOrder());
for(ConsumerGroupShardCheckPoint cp: client.GetCheckPoint(project, logstore,
c.getConsumerGroupName()).GetCheckPoints()){
System.out.printIn("shard: " + cp.getShard());

/MBS | X EIRERSHREIZFP AT |, KB
System.out.printin("RE—XEZEWEAYATIEL: " + cp.getUpdateTime());
System.out.printin("JE&EZEZFR: " + cp.getConsumer());

String consumerPrg = "";

if(cp.getCheckPoint().isEmpty())

consumerPrg = "EFXRFFIHEZR"

else{

//unix BHEIR , BER , MEIES TR

try{

int prg = client.GetPrevCursorTime(project, logstore, cp.getShard(), cp.getCheckPoint()).GetCursorTime();
consumerPrg = "" + prg;

}

catch(LogException e){

if(e.GetErrorCode() == "InvalidCursor")

consumerPrg = "JE% , BIORBEINZIEEEEH T logstorerrERAIA R EIHR";

elsef{

//internal server error

throw e;

}

}

}
System.out.printin("JEE#HE: " + consumerPrg);

String endCursor = client.GetCursor(project, logstore, cp.getShard(), CursorMode.END).GetCursor();
int endPrg = 0;

try{

endPrg = client.GetPrevCursorTime(project, logstore, cp.getShard(), endCursor).GetCursorTime();
}

catch(LogException e){

//do nothing

}

//unix BYEIE , BRAIER , WIHARHRIS TR

System.out.printin("&RE—&KEIRENARZ: " + endPrg);

}

}

}
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ConsumerGroup 2—/NE#EH , B8%/ Consumer , &/ Consumer;&ZiLogstoredfi—ZBs5Shard,

ShardpUEIEIEEL AT LA SR IRARAL — AT |, STENBVEEHINZEIARE | PRI EEEURR SN — 1 4UE
ENRJE , FEZShardiIEHEERE,

MNext

Racord
151 Hecord Written

L]
[ %]
L]
.
]
bS]
=
o
o
=
a

i EIHZERIRE PR

- HBRERE | HBE MR SEEEEIgiE.
- HEHE | HEE LenERVEIE NAYS \RT(E,
- HETEERHS | SRNEBHES P EIESIES N\ ENEE | S0,

ConsumerGroupHJiEE X EIHKINE S SHIFTA ShardiSEE S IS AE , MBISAFTRRER | &
INNBEEEEAS | TEIRE,

—Valr

TR HERSEEEHEG | RhRENEN Logstore RIMIEER,
£ @ t ORI

Hetr LogStoreFIZ=
» LogHub - ZETEE
EFHTENE z2F
~ LogHub - S=BTEER
[ EEEE LogStoreZ R =E Bt
hEisE
b LogilEE (S1) | i5#f | S~
¥ LogSearch - Z31=i8
= LogtzilE (THE) | 84 | @£~
B=&EE
b LogilES (B1E) | 24 | 85~
HESE
3 LogailEE (S18) | 4 | B8~
B ol
e b LogiEE () | % | B2
» LogShipper - 1S R (L PR
| LogteilRE (SE) | 84 | @5~
b LogtiBE (BIE) | 24 | &5~
—
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HEBEEERKER , BERACREEHSE.

ik
e
EEEEEERE—S5 ) 2EnEE
Dashboard
=, fET—i-consumer grouprh | ZEERTE
ERmE
FEEAAIshardaIEfElE,
EhlsE
T
BEAFEE(bytes) a a1
B
FEER: 60s
HeEE 97.66K 250,000
» EmEkE
78.13K | 200,000 + s ey e
R I
Al
—
e _ | sese | |‘ A 150,000
= | A S
I A PULAYR Y
39.06K VALY 100,000
19.53K 50,000
0 0 ;
10:40 10:50 11:00 1:10 10:45 1100 1105 11:30 1145

iZER T Logstore TE ConsumerGroup ASHESEEITS , BA9R), LIIEFEGIZMBRY
ConsumerGroup , B A SIEHRERIN H AN CIZETIE.

IR RIS E

b 12085 (1R [3K [P [ 14K pezaliBiem): | 2017-06-27 10:59:00 - 2017-06-27 115

EFERARE  SPERNAIE  SPERENGN SRRERAN SreRRiEN REaSPmt SAME SARE  RESUEN

FBH: 60s RATE: M2

1:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50

P P! —rep

BT ConsumerGroup spamdetector-report-c BRZMN , Smin RRBE—RIER KT
F 600 WHSIRE, REEIENEFHREBHIERRA |, (RFAN,
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° REEEZRN

HMERR XK
189.61K
AR « EEEETE v||55F v || HREE—R < ||>= ¥,
M EEEETE 555HR HEE—® > 600 146.48K
Group : nerGrn i | spam - - | BEw

consumerGroup : Fr&consumarGroup spamdetector-report-c E. 97.66K

+iFE R 48.83K
R, 600.00 -
B‘J‘Ea*g%: ! ~|@ 12:11
A 00:00 - |ZE|23:59 -

° EHA
B : ERAEALE 2% BE 14 25
s Q sls
RiEMERE AL

EAA FHfl+ kR + EERE+$TSTHLEEA !
BB

L ERER SRR EMINEIE TIRENN, BXRREMNEEMTAEDE , BFRIBIIIE,

Flink log connector

A

Flink log connector@fI2 = HERSRMAY , BFXHEFInkT R , BERERS | iHZEE#E (Consumen)fl4:
=% (Producer),

BEE BTN AERSEREIE | StiFexactly onceiE X , iFshardmE 9%, £-&BTBEIBEBEANRE
AR5 | {#Fconnectorly , FEAEINEFFHIImaven{Kif

<dependency>
<groupld>org.apache.flink</groupld >
<artifactld>flink-streaming-java_2.11</artifactld >
<version>1.3.2</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld>flink-log-connector</artifactld >
<version>0.1.3</version>
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</dependency>

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld >aliyun-log </artifactld>
<version>0.6.10</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld >
<artifactld>log-loghub-producer</artifactld >
<version>0.1.8</version>

</dependency>

FEi%

1. B2 ATRS S | [EftIELogstore,

2. ANR(ERFMSIHE) , BHIALEEIZ S 7 LogstorefIRAMEERE, SEZNRAMTAFLRIAERS

ﬁ;l NO

1. Log Consumer

fE£Connectorsh , 2FlinkLogConsumert@ it 71T R HEIRSHE— 1 LogstorefJger] , LI T exactly
onceiBX , TEERRY , AAFPZHE R ULogstoredrshard#ERIZAL , consumer&BnAN.

Flinkehp&— N FES thERigZLogstoredh#fsyshard , W5 Logstoredhishard &4 splita&merge , FAESH

ZHshardth SEZ M2,

1.1 BEEERzhe#

Properties configProps = new Properties();

/1 REVIABEIRSHIEH S

configProps.put(ConfigConstants.LOG_ENDPQINT , "cn-hangzhou.log.aliyuncs.com");

// &&EiRlak

configProps.put(ConfigConstants.LOG_ACCESSSKEYID , "");

configProps.put(ConfigConstants.LOG_ACCESSKEY ,
// ZERERSHIproject

configProps.put(ConfigConstants.LOG_PROJECT , "ali-cn-hangzhou-sls-admin");

// REHERSHILogstore

configProps.put(ConfigConstants.LOG_LOGSTORE , "sls_consumergroup_log");

/I REHBRBERSERME

configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_END_CURSOR);

// REBSRBAIHEBRFIMCITIE

RawLogGroupListDeserializer deserializer = new RawLogGroupListDeserializer();

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
DataStream <RawLogGrouplList> logTestStream = env.addSource(

new FlinkLogConsumer<RawLogGroupList>(deserializer , configProps));

n n),
1
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FEE—NERAEERG | Bli#EAjava.util. PropertiesfERECE TR , i ConsumerfUBt E#BaTLATE
ConfigConstantsehk I,

TR, Flink streamByAESEEFNHERSS LogstorerriIshard# &2 707 , aNRshard#EZTFE
BHE BN FESAFEENBES Nshard , IRVDFFHESHE | LD FESHETH |, FEF
f9shardrF=4,

1.2 REHETRVE

Flink log consumerszi#ig Eshard{ZHIRIANE |, BTiREEM
ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , FirJLATEHiEZE Mshard A9k RS R MSERE
FraiHZ: , BARRYENT :

- Consts.LOG_BEGIN_CURSOR : FER=MshardfOsLFeaigi#: |, tBatEMshard | BNEEETIA B ER

- Consts.LOG_END_CURSOR : FxrMshardiIEFA , thiiEMshardhRFIEIEFRIEZ.
- UnixTimestamp : —/PMEBUSIERIZFFTER |, F§1970-01-01FI7ERIREEET ., X EigZshardd
XY E R EHIEEE.

=MEYEEFIA0T

configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_BEGIN_CURSOR);
configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , Consts.LOG_END_CURSOR);
configProps.put(ConfigConstants.LOG_CONSUMER_BEGIN_POSITION , "1512439000");

1.3 58 | iEERHE (Ai%)

Flink log consumersziFigEiHEHE R , FMEHEHEMRIKINEG— P shardSLRIFGEERME | XMIERE
FRREREET RS SHUSE N ERE-TEENE | HBRE- RRiRE.

configProps.put(ConfigConstants.LOG_CONSUMERGROUP , "your consumer group name” );

IR LEEABEEN , MRIKET , consumeragEselEconsumerGroup , IIREELFE |, WA
#;AM , consumershfYsnapshotaBaEPEIHERSSHIconsumerGroupH , FIFRILATE HEARSSAY
EHlIEE&consumerfUiEEHE,

1.4 FKFexactly onceig N 37FF

ZFTFFFlinkBcheckpointingZigeRt , Flink log consumer<EEAMATEE N shardiTEZHERTEE , 3(F
WRMAT |, flink&#kElog consumer , FMREHRISRFAIcheckpointFFIAHZ.
ScheckpointfIFHAEN 7 HREXMET , HEZLZOEESKEN , MEEmE2E , ERABNT

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
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// FFfEflink exactly onceig X
env.getCheckpointConfig().setCheckpointingMode(CheckpointingMode.EXACTLY_ONCE);

// B5s{RF—Xcheckpoint
env.enableCheckpointing(5000);

EZFlink checkpointf4HT5iEE& % FlinkE75X15Checkpoints,

1.5 #*h3ei# : KEX APISBURISE

Flink log consumer £FZIRIIERHERSZHOUT :

GetCursorOrData

AT Mshardehiugids | iTRSNERIERIZEN T SEEIERET BH&RSSHIshard quota , AJLA
1BidConfigConstants.LOG_FETCH_DATA_INTERVAL_MILLISF]
ConfigConstants.LOG_MAX_NUMBER_PER_FETCH $=#liZOvARKIATEIEfR IS X EBAERIH
FTE= |, shardfYquotasE X EshardiEN.

configProps.put(ConfigConstants.LOG_FETCH_DATA_INTERVAL_MILLIS , "100");
configProps.put(ConfigConstants.LOG_MAX_NUMBER_PER_FETCH , "100");

ListShards

FaF3kEXLogstoredhFiBRIsharddZ |, SRE shardikA&F NRERIshardEEREDREFF , FILUE
SAEEEONEREERKEA & Mshardfi9Z{L,

// & E&F30sEA— X ListShards
configProps.put(ConfigConstants.LOG_SHARDS_DISCOVERY_INTERVAL_MILLIS , "30000");

CreateConsumerGroup

ZEOEARERREHHHERENARKRE | TsERt&consumerGroup , BFREZ
checkpoint,

ConsumerGroupUpdateCheckPoint

ZEOAEFEflinka9snapshotE2£ 2| HERS A consumerGroupH,

FHRIF{ERFlink log consumerFZEENUNT/LNRAM Policy :

&0 B
acs:log:${regionName}:${projectOwnerAliUid}:

log:GetCursorOrData project/${projectName}/logstore/${logstoreN
ame}
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log:ListShards

log:CreateConsumerGroup

log:ConsumerGroupUpdateCheckPoint

2. Log Producer

FlinkLogProducer R S#ESEIME = HERS .

iTEproducerAxz#FFlink at-least-onceiE X , XMEKREEREFIELMIIERT  BABERS R

HEEURSES  BREMNIRER.

FEERBIAIT | Bl ERNFFFREABERS

// BEIERFFIR B SRS AIEERS 0

acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:

project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

class SimpleLogSerializer implements LogSerializationSchema<String> {

public RawLogGroup serialize(String element) {
RawLogGroup rlg = new RawLogGroup();

RawLog rl = new RawLog();
rl.setTime((int)(System.currentTimeMillis() / 1000));
rl.addContent("message” , element);
rlg.addLog(rl);

return rlg;

}

}

public class ProducerSample {

public static String sEndpoint = "cn-hangzhou.log.aliyuncs.com”;

public static String sAccessKeyld = "";
public static String sAccessKey = "";

public static String sProject = "ali-cn-hangzhou-sls-admin”;

public static String sLogstore = "test-flink-producer”;

private static final Logger LOG = LoggerFactory.getLogger(ConsumerSample.class);

public static void main(String[] args) throws Exception {

final ParameterTool params = ParameterTool.fromArgs(args);
final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

env.getConfig().setGlobalJobParameters(params);
env.setParallelism(3);

DataStream<String> simpleStringStream = env.addSource(new EventsGenerator());

Properties configProps = new Properties();
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// & BRI HERSAIE S
configProps.put(ConfigConstants.LOG_ENDPOINT , sEndpoint);

// &E R HERSHIak
configProps.put(ConfigConstants.LOG_ACCESSSKEYID , sAccessKeyld);
configProps.put(ConfigConstants.LOG_ACCESSKEY , sAccessKey);

// REBTFE NN BERS project
configProps.put(ConfigConstants.LOG_PROJECT , sProject);

// BREBEENWBERSLogstore
configProps.put(ConfigConstants.LOG_LOGSTORE , sLogstore);

FlinkLogProducer<String> logProducer = new FlinkLogProducer<String>(new SimpleLogSerializer() , configProps);
simpleStringStream.addSink(logProducer);

env.execute("flink log producer”);

}

/] I FERE

public static class EventsGenerator implements SourceFunction<String> {
private boolean running = true;

@Override

public void run(SourceContext<String> ctx) throws Exception {

long seq = 0;

while (running) {

Thread.sleep(10);

ctx.collect((seq++) + "-" + RandomStringUtils.randomAlphabetic(12));
}

}

@Override

public void cancel() {
running = false;

}

}

}

2.1 ¥%ak
ProduceriJtait EEEE M |

- MR ECE S Properties , iX—#F1ConsumerZé{ll , ProducerG—YEHINNEEL , —RIBR T
ERBAERITT |, A S I E EES

/] BFREHIENio&IZHIEE | 2UARES
ConfigConstants.LOG_SENDER_IO_THREAD_COUNT
/1 Z(EE N HESUEHEF XA |, BIAZ3000
ConfigConstants.LOG_PACKAGE_TIMEOUT_MILLIS
/| BERENEHEEIHE | BAR4096
ConfigConstants.LOG_LOGS_COUNT_PER_PACKAGE
/] BERENEAR/N , BAZE3MDb
ConfigConstants.LOG_LOGS_BYTES_PER_PACKAGE
// VENET LAERRIRESEIAR)N , EIAE100Mb
ConfigConstants.LOG_MEM_POOL_BYTES
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FPASHARVIESE , AFEILURRE | BEEERRAME.
E#{LogSerializationSchema , TEXEEWEFS LM RawLogGrouplIFi£.

RawLogGroupZloglI&ES | BNMNFERIIE N AJLISE X HEEIEREL,

YRR HEEEAATRSMshardHashKeyIhgE | FEEEUESEIR—shards , BJLIfERLogPartitioner/=
tE¥IROhashKey , FREBIFAIT :

FlinkLogProducer<String> logProducer = new FlinkLogProducer<String>(new SimpleLogSerializer() , configProps);
logProducer.setCustomPartitioner(new LogPartitioner<String>() {

// &£m%32fiihashig

public String getHashKey(String element) {

try {

MessageDigest md = MessageDigest.getlnstance("MD5");
md.update(element.getBytes());

String hash = new BigInteger(1 , md.digest()).toString(16);

while(hash.length() < 32) hash = "0" + hash;

return hash;

} catch (NoSuchAlgorithmException e) {

}

return "0000000000000000000000000000000000000000000000000000000000000000";
}

DK

iTELogPartitionerZalitly , MREBR T , HIERKFENBEANFE— shard.,

2.2 SPRIZE : RAM Policy

Producer{k#i HEIRSHIAPISEME |, 40 -

- log:PostLogStoreLogs
- log:ListShards

LHRAMFHFERProducerfit , EENT HIATMNAPLHITIZN -

&0 ®’iR
acs:log:${regionName}:${projectOwnerAliUid}:

log:PostLogStoreLogs project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:
log:ListShards project/${projectName}/logstore/${logstoreN
ame}

HERSHOLogHUbIRE T B, ITRNBEHEEDRE , EaTLlE@idLogtail, SDKESM AR RLIWERE
R, WEREZE , aILlBidSpark Stream, Storm &R RFAKHEBS AZILogHUbRIETEE,
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R T BEEStormAFEZ LogHUbRIT , BERSS IR T LogHub Storm SpoutsCATisEENLogHUbRYEE.

EXR SRR

LogStore
Shard Id : O
Shard Id : 1
Shard Id : 2

Shard Id : 3

\
I

Consumegroup A :

! .

\ ]

\ s Consumegroup A,
S L

Topology 1 )

~N

—

e

Topology 2

N

)

/
/

- FEIRT B EAERHIZELogHUb Storm Spout , &/NStorm Topology&B—4HSpout , EHRAI
SpoutttE =g LogstoreF £ EEUE. AR TopologyFHISpoutidEATL.

- &/ \Topology B EEEME—HILogHUb Consume GroupBZFFHBERR , F— TopologyRiy
SpoutiEid LogHub client lib 3&5epk % 1B s0failover,

- Spout\LogHUb RSCRHEEEIEZ 5 , AiZZETopologyFfiBoltTim , EHIRFH BTN EIEN
checkpointZ|LogHubBRSS .

{sEFRBRE

- ATBELEEA , &N LogstorefzZ 245 5 NConsumer Group , SIFABEERARI Consumer
Group , AILAfEEA)ava SDKFHIDeleteConsumerGroupiz i TR,

- SpoutfINEIEIFFIShard MNHER) | BNETRES SR Spoutfh BRI Z MR IIR,

- ANEREAANShard FIBUEE KA , BiT— N SpoutlbIBIRIR , MIETLAERShard splitiE5 3
Shard , RI#(K&E ShardiEHEE.

- fELoghub Spoutd |, SEHIEKIEStormAJACKHLEI , BFHASpoutiEiBEIEFARIXEBolt , ATLATE
BoltrF—EZEAFAACK#H THEIA.

fsEFEEB

Spout {7~ ( FBF#3%E Topology )
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public static void main( String[] args )
{
String mode = "Local"; // {EFZAS AR AR

String conumser_group_name = ""; // &\Topology FEIZKEMH—HY consumer group B¢ , REERT , 3285 [a-Z][0-9]
- KEE [3-63] i, ReUNEFBIIEFILER

String project = ""; // HERSSHIProject
String logstore = "*; // H&IRSSAYLogstore
String endpoint = "*; // BEIRSS RS
String access_id = ""; // FAF ak {88
String access_key = "";

// ¥972— Loghub Storm Spout EE(FHNERE

LogHubSpoutConfig config = new LogHubSpoutConfig(conumser_group_name,
endpoint, project, logstore, access_id,

access_key, LogHubCursorPosition.END_CURSOR);

TopologyBuilder builder = new TopologyBuilder();

// #3% loghub storm spout
LogHubSpout spout = new LogHubSpout(config);

// FESEFfRASS |, SpouthdNELRTLARILogstore Shard AMEEE
builder.setSpout("spout”, spout, 1);
builder.setBolt("exclaim", new SampleBolt()).shuffleGrouping("spout");

Config conf = new Config();
conf.setDebug(false);
conf.setMaxSpoutPending(1);

/1 SNRERKry o T EIERIFF AR FRFIE | NIFFEERRE LogGroupData RIFFIMLTTIE
LogGroupDataSerializSerializer
Config.registerSerialization(conf, LogGroupData.class, LogGroupDataSerializSerializer.class);

if (mode.equals("Local")) {
logger.info("Local mode...");

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test-jstorm-spout”, conf, builder.createTopology());
try {

Thread.sleep(6000 * 1000); //waiting for several minutes

} catch (InterruptedException e) {

// TODO Auto-generated catch block

e.printStackTrace();
}

cluster.killTopology("test-jstorm-spout");
cluster.shutdown();

} else if (mode.equals("Remote")) {

logger.info("Remote mode...");
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conf.setNumWorkers(2);

try {
StormSubmitter.submitTopology("stt-jstorm-spout-4", conf, builder.createTopology());
} catch (AlreadyAliveException e) {

// TODO Auto-generated catch block
e.printStackTrace();

} catch (InvalidTopologyException e) {
// TODO Auto-generated catch block
e.printStackTrace();

}

} else {

logger.error("invalid mode: " + mode);

}
}

}

Bolt B

I iEEEIRRIBoICIEHE] , RITENESRESHAE.

public class SampleBolt extends BaseRichBolt {
private static final long serialVersionUID = 4752656887774402264L;

private static final Logger logger = Logger.getLogger(BaseBasicBolt.class);
private OutputCollector mCollector;

@Override
public void prepare(@SuppressWarnings("rawtypes") Map stormConf, TopologyContext context,
OutputCollector collector) {

mCollector = collector;

}

@Override
public void execute(Tuple tuple) {

String shardId = (String) tuple
.getValueByField(LogHubSpout.FIELD_SHARD_ID);

@SuppressWarnings("unchecked")
List<LogGroupData> logGroupDatas = (ArrayList<LogGroupData>)
tuple.getValueByField(LogHubSpout.FIELD_LOGGROUPS);

for (LogGroupData groupData : logGroupDatas) {

// B4 LogGroup H—&eiS & AEHEM

LogGroup logGroup = groupData.GetLogGroup();
for (Log log : logGroup.getLogsList()) {

StringBuilder sb = new StringBuilder();

/] BFEE B EFR , LIRS Key:Value X,
int log_time = log.getTime();
sb.append("LogTime:").append(log_time);
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for (Content content : log.getContentsList()) {
sb.append("\t").append(content.getKey()).append(":")
.append(content.getValue());

}

logger.info(sb.toString());

}

}

// #ELogHub spoutd , 3EFIKEIStormAJACKHNS , FEFHIASpoutiE B IER
// RIXEZEBolt , FiLAfEBolth—EEREAACK

mCollector.ack(tuple);

}

@Override

public void declareOutputFields(OutputFieldsDeclarer declarer) {
//do nothing

}

}

Maven

storm 1.0 ZaIhRAS (40 0.9.6 ) , B :

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-storm-spout </artifactld >
<version>0.6.5</version>

</dependency>

storm 1.0 fIRAKRLAG | B :

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-storm-1.0-spout </artifactld >
<version>0.1.2</version>

</dependency>

E-MapReduce LI 7T —E@ARISpark Streaming3LRTiEZELogHUbfYEL , £ GitHub,

StreamCompute 7EGliELoghubkBIEURIRS , TLAERZIEZELoghubsh&dE |, BCEMWT :

CREATE STREAM TABLE source_test_galaxy ( $schema ) WITH ( type="'loghub’, endpoint=$endpoint,
accessld=$loghub_access_id, accessKey=$loghub_access_key, projectName=$project, logstore=$logstore );

8H5I%
2% SR
$schema & BHEHIEBLeK ey BRET A StreamComputeZRHAY

151



AEIRSS FAFisEe

Column , 0 : name STRING, age STRING, id

STRING,
$endpoint HARDIEIEANR |, HRegionENR,
$loghub_access_id BENPRIKS (8 FIKS ) XIMZAccessld,
$loghub_access_key BIERIKS (8 FHS ) SIMAccessKey,
$project HUREATTEProject,
$logstore HUREATELogstore,

<

CREATE STREAM TABLE source_test_galaxy ( name STRING, age STRING, id STRING ) WITH ( type="loghub",
endpoint="http://cn-hangzhou-intranet.log.aliyuncs.com’, accessld="mock_access_id",
accessKey="mock_access_key', projectName="ali-cloud-streamtest’, logstore="stream-test' );

=E#E(Cloud Monitor)ATLAE#EE#E LogHub RLogStore#EIR (LIS I=IRE | N :

- S ATFRRBEFIRE

- ST EA{UATAINAIQPS, RT

- FITERUASEIRAIPY, UVE
BEEREN

- BEIEEHEN
- anEEEEEEE

AVSSSERTISIEARSS ARMS B —RinEin—MA LR IR T S2RPaaSR I E = m , WIRAFEEHE
fIE=HERS ARMS__]-l—iLogHUb%%Xqu

EMELRR
- EREIETE > LogHUb¥UEE

H&%iESETL

BEEREANAERSE  BERSHAIRRERS | FHEAHzHI & SDK/APIA I EEE B SIS
Ihee. BERSFKEEILogHUbRIREEEE | AILASER#EZE0SS, Table Store, MaxComputeZ5 ik e
Ef"' [«T= ,wxm%T_ ? %UAEEEE[]_JTGEE HE—.I' LogShlpperfm{,iE;EﬁﬁuAPI'ﬁEﬂJEﬂIﬂﬁm
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RIS

- WHEEIRCE

BEEHERIR

AEARSSHIE S IREIRERT RIS A TEERIR T BSIRSRERILogHUbRIERE, XEDETEMZE | #
AEIRS LR REF RBEER MR R TEES DT,

BHRE R

- OSS ( KHUEXISFHE )

- BMESR

- 0SS & ATLUEIT Hive 42 | #E75 E-MapReduce
- Table Store ( NoSQL #0E1F#IRSS ) -

- BMESR
- MaxCompute (KEURITERRSS)

- BMESR

HIETRETERSS | ASRSRERERANEEELIEINTIRS.

EEILABCE—ETL Job , BEIRSHERREEIE B AR REHT | IBEHZEHTIRFS LogstorefIENE
 ERHEBEFAEEXINTES. BTEEINTAIREALIR BSRSREREREE B EEX R,

ERER

YaEidin. MDER

BT ATRS | RiETHASRE. 11T, &ifE. 51
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Logtail / APl / SDK

logstore A

HIE/®. T

logstore B

HoEioRin s

PR B RREIRMSTE | iR EREUE mIEREIEEE.

.............

' i

—— ! o :

FI{FfiEtaie. $@iBOSS ' H
? 0SS Bucket

Logtail / API 7 SDK logstore SPERMEISHIR. 133

MaxCompute !

| MaxCompute Table |

_____________ (]

' .

- i '
BFEEXMIENT. 2 ¢ ;
! i

. HEBR |

vvvvvvvvvvvvv

THEIRE
R
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HEBRSFAIETL JobXI R FERENTHEMN— MR es , BIEETL Jobfg , HEIRFGEIRIEIZ)obEL B /SaERTES
, ERfEEfeIELogstorefJshardER2 , ARMBEFHBAEENR , &£AI< shard_id, begin_cursor, end_cursor
> =TRERIENREevent | A REHNIT.

TIRSHETUES A2 04 , HI20 : ETL Jobfi&IEIF@960%) , LogstorefiIShard 0—EEEUES
)\ BBAXSTFShard OB1D TSR —REEHUT (AR Shard;RBEFHVEIRS A\NAS A REHIT
) REBTRIBA N ERII60FAIcursorX B, #ERREA , AJLIRIECursorisEElShard OFER TR,

ETL Trigger

___________________________________________

={> Logstore A, Shard 1 :I ':{> i ':{>
1
PostLogStoreLogs E PullLogs I logstore_replication |
i , sync_oss
= | | Logstore A, Shard N | sync_maxcompute
i HERERY
. ! FAF B R
Source ! ! Compute

ETLEREL

AL AR AUEREE B CSLULREL , FHARE ST T RELT BIRSHIL I ESHTE.

GRS UEIP AR EER

BREEIR4EIFTEGItHUb | |, i&iAia]aliyun-log-fc-functions,

PP BEENEEL

HZE/TI  REEEMSISRENEARSIIEX | BSEETLRETTAIER.

==

BIZRETL Job

TR UE A LRI | 9 ATRSMAREHTEL,

ffae H5BRSS ProjectFIR#NI FE H & Logstore,
W% 2 BIMKEIEERID ProjectflLogstore , i5&&BlE@ProjectilflEZLogstoretllE,

IR . BERSProject FRE RS ServiceFrBXigiER.
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ERHERS =R A L AR ERERSS.

IHSIRSSAFRFIDIREREA | FrEaTaiiA.

ERRSSFIRTNESR LRSS EIR , HENRFFIERE.

RABKEENR , BEEY  EUSREEFRLRE.

IEHEEfat. AeRTRMRIREER.

<02 W% - loget

b BRI RE 1S

I HEAER 53K v
RS &H: log_etl BB 45 215
09 1 i)
et
BRCE BB (=3 ~
ogProject: ] function- [>]
fats: (]
REEE ORI HRREB

AR ORER | FHRRERR.

ERAEEESS |, ELUGERSE SEERR SRR TIE ST 2 RE , hrLisEsH
EREUEIRE E X REL,

- BERSENR, Hla0logstore_replicationflip_lookupE HERSIRAA S8R |, &8

AET IR S R U A 2R

- FRER. FRRMIERSEZE—TAR , BY5ISUEH THARSREE. REE3H

ECEFMUIRTTAR | SohREREIRIEIE,

IHEMAREE  ARET—2.

ANERIEERE T BEIRSIRMAVERR , BRILAEREEMAR: | NREIERTTERR | BoiEFmA
sRRE | BEcEMARS.

BIEEHMAEERZFR. ProjectZFR. LogstoreZFRIAIEIN , BLEftAZE. — MNREPRSZAILOGSEE ik
REIIN—PMHAEIRSHIETL Job,

- ARRRETR. MASRIIBIRREESTE , 87, THEMPHL TR, PRI%

F% 1 E--L/QJE:;E% 1“256?%0

- Project®#R. HERRSSProject&EFR,
- Logstore®g#R. HEARSSLogstoreBFR ( #iRIR ) . Atk ERTMiZLogstorelT %]

FEEIREIRSHTEENXINT | ZSHHEETL JobBZRARTIHESL.

- kRS, BSRSSENMARBIRSIMIREIT , ARASETRENSE. ®

HTHRIHERSICRENZ Logstore , 1ERILANIXMogstoreBIZ2ZR5 |LIEEE.

- fREMRE. BSRSMAREISTAER , €XBSRSMAREHITAIER , flunsE

156



AEIRSS

FAFisEe

60b¥5logstorefI& P shard RIT6 0 EIEAI B IEHF IR EeventERREHT |, EHRE
NBERFZEENshard&dEHitE, NRlogstorefYshardiiER K (#BIT1IMB/saEE
=) ENYEERARRAER | EEERRESTITENESIEERGEXN.

- BRE. BSRSREMAERSRAAZREHITE , RBEZSER (SRR,
RERW. REFUTHERREE )  ZSEEXNRAFATFRISRAENAE. MTAX
RRER , NSRBI ERAERENTENRIIN , FEFE T RMAERZRE , AT
RS BRMARENTT. BERRNISERRIFNE , EERRREBIIEENS.

- RMEE. ASRSB%EBENBIENTEevent—EDENREL , AMAEFIZREIHRE
BEMBERE. S—TPRASIERIRAEETRERENEN , BARD AR
FEIEREFESERPESEISH. FATNENEISHENEES : {.

IR BESRE T L EEIRSEASREFHES LogstoreAIRINER.

* R ERBIR: logstore-replication-job ‘
DRAE:
»1. QEEEFE, BF. TUENHINE
» 2. REEDB T, PRISFk
» 3. KERBIE1-256 218
* Project& #i: etl-test 1 0
* LogStore£4 R: nginx_access_log + @
* R EEEE: etl-trigger-log 1 0
* iR EIRE: 60 »
ERSIU
» 1. RYESEE: [3,600], %fI: #
» 2. MBHE X ASRS MR REHITHRE, FlE6071FlogstorefIE I shard 60 BRI E
BN R B eventBAREBIIT, ERBAHE AP BEENshard SR HITH,
» 3. il RlogstorefIshardRER K (BITIMB/sHEER) , BIVEERENMERRER, FHERE
BETACENBIRERAERN,
* EEREC 3 x
ERSIU
» 1. BESEE: [0,100]
» 2. BERSRBHRRBRBESRMRRENTH, WRBIHER GUIFRTE. MEKK. REH
TREERES) , RSBEXRRBEFMAIFNRAEILRE.
» 3. W FARME, MRBIBRABRRBNITERIN,. FESHN T RMREFIRE, HAE
RESERMRRBIAT.
. . 1
HHECE: 2 { "source": {
9 "endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com"
E=AEMBEEX : i "
m % 5 t, t": {
EHREECE 6 ar$"!zndpoint ": "http://cn-shanghai-intranet.log.aliyuncs.com",
7 "projectName": "etl-test",
8 "logstoreName": "nginx access_log rep"
9
10|}

BEEMEERE. B5RHER. SITMEFEMEER , MABIRE , ARET—2.

X ERIRESBAIMRRRER | FrEE5E.

BEMARAS

ERATRSEHE | J9)obEBERfARREHE LogstorefZR5| , EERESHITRITER.
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AEIRSS FAFisEe

BERMETES

EXRATRSEHE  EEREVTERENFRER | FRERIFSEATER.

GV
U SRR AT ?

1. FHACEERRERICY A EIRS A REHITIRIN.
2. A obECEfYLogstore BB EIRIBEIZN , ZiSharddEHE R SMAREIAIT.
3. ERATRSEHEEEMNARAST. RMzTHSEEREERRE.

BEIRSS BE X ETLRER SR B ERinzi TEME R BIRS L | RIEARRETLAE , SR LAEERR
GRS IRAMAIRENENR | SR B E LI MEREL

RN RINATEI—EE X BEIRSETLREL,

EREIEvent
EREEventBlE{ TREEVMASEL , 18— 1SON ObjectF7ILE=FFE.
R
jobName=FEx
HEIRSETL JobEF , REITEIRSS LRIHTIRSAMARIN— M HEIRSSAIETL Job,

taskId=2E%

XTF—ETL Job |, taskldB2HE—IRHEEMAIR LBV RA.

cursorTime=2E%

RRFEEREIENEET , RE—FKBERXBERS KRS IRAIUNix_timestamp,

source=2E%

ZFRBRHBERSERN , BEIRSRIEETL JobE XIS HIREI A BREIIT | source=FRER
#EventhREEN—ED | EX T RNRREHRRNIZHZEIPLETE.
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ZEWRFEE RN TR (BXFRENFSEHATRSWSNE ) Bk :
¥R UL
endpoint ProjectFiE H&RSSRegionfYiBIRIAL
projectName Projectf&2#R
logstoreName LogstorefZ R
shardId Logstore"FE’\J%—/l\EﬁiEShard
beginCursor FEMShardiI+ A EFHRIHZEEEE
endCursor iHZEShard#iERIH AE

& : Shard3dRzAY[beginCursor, endCursor)@—NEFAAFFXE.,

parameter=E%

JSON Objectz8! , HFEEF7EBIZRETL Job ( RENTEMILOGHEASS ) FHERE.
. TLASRENE R AP R ERIE TS 4L

TR RS

* iR BB

* Project®& #R:

* LogStore #R:

* MRERES:

* i RIEIRE:

* ERRE:

* REECE:

EARMBEEX
BRI ECE

logstore-replication-job ‘

WEAE:

»1. REESTE, BPE, TUEMTE
» 2. TREMUE T, RILFX

» 3. KERRHIZE1-256 Z (8]

etl-test 4 ©
nginx_access_log s o
etl-trigger-log 2 @
60 »

ERE:

» 1. BUYESEE: [3,600], &#fI: ¥

» 2. HZBEE X AFRS MR BENITHER, FlaNE607)i&logstorefE M shard RIT60IEURAIE
FEHIEA R eventBAREIT, ERKPHE AP SIS ENshard SUR I,

» 3. AR logstorefshardREBRA (BHIMB/SREER) . BUFERRBOMRER, ER/ERE
BOBTTRTAM M EIE R R AR,

3 PN

EREM:

» 1. BYESEE: [0,100]

» 2. BERSRIBMREDFBERMRRENITH, MEBRHER GIIRBRTR. MBELK. HiH
TREREE) , ZBEENXFRMRHAAIFHIRAEXRE.

» 3. JWFARME, NRBIBABRREDTERIN, BESH T RMRERERN, HEE
BRSS BR AR BB ITo

"source":
"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com"

’
"target": {
"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com",
"projectName": "etl-test",
"logstoreName": "nginx access_log_rep"

CWVWENAU D WN

o
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ER#Event~f)

"source": {

"endpoint": "http://cn-shanghai-intranet.log.aliyuncs.com”,
"projectName": "fc-1584293594287572",

"logstoreName": "demo”,

"shardId": 0,

"beginCursor": "MTUWNTM5MDI3NTY10ODcwNzU2Ng==
"endCursor": "MTUWNTM5MDI3ZNTY1ODcwNzU20A=="

12

"parameter”: {

}

"jobName": "fedad35f51a2a97b466da57fd71f315f539d2234",
"taskld": "9bc06c96-e364-4f41-85eb-b6e579214ae4",

"cursorTime": 1511429883
}

FEREGEIRAHE |, (REATLURIEGetCursoriz[3kE cursorFfiz LiATRI BITHE—MREEvent T i,

M\EILME%Java/ Python/Node js&ZFMESSCIRETNEE | HERSBIRME TN runtimefIZFMES SDKLAE

TR TER L.

A5l ava8 runtimeaffl , NMBIMTF A BHERSETLEREL. BT HKJava8REURIEMT | B CiiERENT
HEIRSS JavalRiRisis.

JavaRREuER

Bl . BERSRETE T Java8HTERNBE N ETLEREIENR , SR LIEXEM F5Em B E N FE KA.
RIRESLILA T II8E

BREgEventshsource, taskld, jobName==ERRYA#HT,
- R#EsourcerE MRIEHRIR | BT HEMRSS)Java SDKAENEEE | FxE8—itEuE AR processDatalz
AT,

- BRELEventparameter=E&AYf##T , UserDefinedFunctionParameter.javasti,
- FEARETIEURAIBEE N W SZB4E , UserDefinedFunction javafprocessDatafZ 5L,
- IIEHIREEN— T LTS SR THRE B = . BieUserDefinedFunction,

processData75iZ5CHl

1&FEEEprocessData SRk 3T — it EHRERVIEZE. L. 0% , MERFEKTE.
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AJLAI&% LogstoreReplication , B3CI TBEUEM—"LogstorediEHEERIS— 1 HERFE Logstore,
A
1. processDatafhEE IR INIEIR Eltrue , MEEIRBEIRE I AEIRMINAYEIREfalse , {BIEATERE]
RLBEIEIT L , BASRSAEXZE—IREINRIETHES | RER 7 —S RS ENEEE.
2. NRBEIH AR SSEE HAANERERERAIZ LLREHT , 5B throw Exception7s =k
HEENZET . BERSILIBHHIMTRENETRE | ASIZRRETL Jobig ERTMNIEFERREHIT

BXEEEEm

- MNRShardRERK , FERNRBECERBRIREFE |, LUBREREOOMKKIll,

- INSREREAHUTHERHR(E , BB ShardRERAK | BERIRERIGHIR SRR BFRFIEIKAIRENEIT
FERSAIEL,

- BAREIRSEERBRINR | HIANTEREARSOSSHEEREOSSENR.

ETLAE

ETLREERE

BEEBERICRETUESFIARIRTE. &REE , ESEERIIURAIIRERERS. MRETUESHIET , &
REERETLHERS  MEERRAEERREREMAHERE, TOEMARITREMARES
Logstore , F/9iZLogstoreFHEBZR 5 I &IHLIRE,

N FREPFTIOSET |, ATLUBIS RSB HIRE |, flgn)ava8EEifJoutputStream, HEIRSZSEIAMRHEIIEIRS
SH—JSON ObjectFrFI/ERFHFE | ZFABBE—FHCREETLESARRTH | SEEHTHIT. Fif

ETLEEAE

X—#0 BEREETHTERRT BT —SHCR AR RIIER | RS RAOTHA. FERrJE. ¥Rt
fEseRkiEi , RHBERE, ETLIREATHENEMI I LIBRIETLETIERN | IRREER | JLARATE
JiSEATERRRA.

1EE]LAiEId context.getLogger(ficHI 2 A &R HERSEERIProject. Logstore , EiYAiZLogstoreFFi2
K5 |&=18IEE.

ARSI LAELogstoresh (ISR B ENIFIEFIOSS |, LURIFEHEEZHIA.

- OSS HUESISFEHRIREEGER | Tl ASHTKEEE.
- JLAUBIS BEEFEZS RS ( AE-MapReduce ) jHZZOSSHUE.

lel
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ThREiL %

B BEIRS 1B A TEHIERIOSSEB TS

- BMEER, (FHEEH S tiaRikeER g HERSLogstorelIEUERIZ EIOSS.

- WEREF. BERSHETREIRELTAARTSE LNAEEHE  ETEESEEARTEE LIS
HESAOSS,

- ETFEHE. REEEEIOSSHURSERBEERSANEESREETE. AFoLHTRS AR
B ( Project) . A[E2E ( Logstore ) WAL BE&HZEZIARAIOSS BucketBR , HEETEOSSEL
&,

RIFEY% =

BIINANTEZRAFEKSA, B :
FKESAEHTIRS RYIIRegionFFE@Project-a , F8liE T —LogstorefFRnginxihEI HE.
FMKEBTEOSS;FYIIRegiontlE T Bucket-b,

=

- A 0 BETLARHERKS |, iIXMPER FRAMBIN G AERE.
- BHi&BRS5 Projectf1OSSHIBucketwh/fiz F1ERIRegion , R3zHFIERegiontZIBEHE.

FF&LEHEERSProject-afinginxifzial HEFtEZEIBucket-bhY prefix-b BRT,
ERBEEIRSIZBOSSINAE | EESTHRRAMBIAEMNIEER MR,

BEPR

B 1 i51aEH (RAM ) 5%
ERIERIN

FKS B EXMBRIZHIEG | RIS ihaEH RAM,

B SPRIEF RAM RIS |, FIAIE TS OSS FrE Bucket 1R , HEIRZEE A IDEHRES B AY OSS
Bucket,

BE. 20Ae

EKS B ERMBRIZHIE HiTizd RAM | B\ AEEE AEEAE (REFNEUALIZNAERE
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AliyunLogDefaultRole ) .

£ A, BRER , iIB2ERAMIE (ZINRoleEH ) {EXRole. & A, BIERE , MREERNOIEZNBEERY
.

REEZENASIZ TS B RIFTE OSS Bucket R , AT EREMULAILIRIZE] | iIESERAMELH (1ZHL

1. iCFAER Arn ( flacs:ram::45643:role/aliyunlogdefaultrole ) |, i% Arn EERAHAEKE

A B2 OSS BN fER.

2. A A AILAIEARBEIE/SIE T , ARN 2354515,

Policy&T# ) 1&24 Policy,

{SEFF IS QIR AIIRAR

£ B EiZFmE. EGMZ/E WS A BRUREREIKS B SZAIABEEIERI OSS Bucket , {(BIX{NRT

FEMKS A RECIZEMN.

REWS A BIFIKS a_1 FEFERAXAELIERKENN , iI52ERAMEK ( EFMKSRolefZiN ) #1T

PassRolefZt¥y,

$B 2 HEIRS AP EEEOSSIEMN

Ex ATRSEEEHSE.

IERFTERIINE |, BETE AR,

EEATRRIESE | i EHEIRIBS THIOSS.,

LogstoreF|=
B Logstore B HTIEN || BE
LogstoreZ R b BlZResisst -~
L. | ke LogtzilEE (B1E) | 2HF | Ex -
- — b LogtziEE (BB | 247 | 2=~
L) S =3 LogziEEE (EIE) | 2HF | Ex -
[ ke LogtziER (B1E) | 2HF | Ex -
--------- [ LogzlEE (BIE) | 28F | 2
e b Logtzil B2 (EIE) | 247 | &=~
- - 3 LogEilEE (S8 | 24F | Ex-
B o | 4 Logt=iEE (E1E) | 247 | B2~

B RSB |, 1RE 0SS i EHEE A,
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BESE TRIREOSSIRIBECE,

ECEn

OSSIZIEFFR

OSS Bucket

OSS Prefix

DEER

RAM&E

FRIBAIN

(E2 12520

1RIBATE)

588

ERTEIEZAYIRIBAIZ IR,

OSS Bucket BFR.

OSSEI%R , NBEIRSEE
F| OSS RIFIREFRE
Bucket FNiZEZRT.

BB(ES R Bl ER
%Y , %m , %d , %H , %M
ERRAERD XZERTE

. LAtERE X 5ZI0SSHY
Object>{4FIERNEREIR
&1, HpRlek/Rn—RK
OSSHR. TR
OSS Prefixf15 XigzLan{a
ENX OSSBIR] AR,

RAMAEARNK &R

. BTFBIABRER] , OSS

Bucket B & CIZAEAIR
R, SMEIERISARNIES L
BITHEE. EXHe.

HahEhliB(ES I AR
FigE OSS B9— Object
KN (LAKEGETE ) LR

_EIEE%HETQ@OSSE’\J??{%’%

OSS HuEERIELES .

RBESRIERATK.
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W [=hete

ReeaN5F8 , #F
 EFRE (-) TR
(_)  BIRLUNEFRIFNEL

FIEAERE , BRMKE

%3”63?%0

W BIFERIBucketZFR
, BEE{FRIE OSS i
Bucket 5SHEMRSS Project
{7 F+8[E Region,

W BEFERIOSS
PrefixZ#R.

B S#Estrptime AP,

an
acs:ram::45643:role/aliyun
logdefaultrole,

BYESEE/5~256 , BA(IA
MB,

#5)SON/Parquet/CSV=
&, LB DIEREE
& : JSON. Parquet,
Ccsv,
- none : ®RFRE
HUEAESs.
- shappy : FfE
F3 snappy Ei&xS
FUEMESs | mTLA
/> OSS Bucket
EFE=EERE.

EESEE/9300~900 , BAA
{E300, BRI,
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AliyunLogDefaultRole

EFER
BEER : AliyunLogDefaultRale I RS\ ERERERFIEEENETRTNER
#EETE 0 2016-06-23 12:00:21 1 aCsiam:1654218965343050:r0le/aliyunlogdefaultrole
{
“Statement”: [
i
“Aetion”: “sts:AssumeRole”,
"Effect”: “Allow”,
“Princi pal”: |
Serviee": [
“log. aliyun

IR . BESRSERRAKITEIERS | IREHEEERX | TS MRBLEHTIRS. &
—MRIBEAZEPLARIEIRDE A/, BRI EREESEMAIBAR | SE—FEHER | RBLAENS
BIEAESS.

DB

BEMOBIREBENOSS— U |, BRI Ross:// OSS-BUCKET/OSS-PREFIX/PARTITION-
FROMAT_RANDOM-ID, PARTITION-FROMATIRIBIZIB(ES CUFERTEMELERI , LACIEZERTIE
2017/01/20 19:50:439%B(ESEHBI , 1S KIERAIFEE ¢

0SS Bucket OSS Prefix PREL OSSI{HigER

oss://test-
bucket/test-
%Y/%m/%d/%H/ table/2017/01/20/
%M 19/50/43_148491
3043351525351 2
850008

test-bucket test-table

oss://test-
bucket/log_ship_o
ss_example/year=

test-bucket

log_ship_oss_exa
mple

165

year=%Y/mon=%
m/day=%d/log_%
H%M%s

2017/mon=01/da
y=20/log_195043_
148491304335152
5351_2850008.par
quet
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oss://test-
bucket/log_ship_o
ss_example/ds=20
170120/19_14849
13043351525351_
2850008.snappy

test-bucket Irggl_éhlp_oss_exa ds=%Y%m%d/%H

oss://test-
bucket/log_ship_o

A 7317
351525351 28500
08

test-bucket

oss://test-
bucket/log_ship_o
) log_ship_oss_exa 0/ O/ 0/ O ss_example/20170
test-bucket mple %Y%mM%d%H 12019 148491304
3351525351 _2850
008

{#EAHivesMaxComputeEAHUEF S 2ITOSSEUERT , AIRFBLEFEMAPartitionER , ILIRESR
—EBR Ekey=valuet&z{, ( Hive-style partition ) .

B0 : oss://test-
bucket/log_ship_oss_example/year=2017/mon=01/day=20/log_195043_1484913043351525
351_2850008.parquet

ALUKE=E7S X% , 9504 : year, mon, day,

AR IS EE

/550 OSS ®iEIhge/s , BERSEaSEEMRBES. BRLIEEH & EREIXERIBES
AR,

BEY ASBESER |, EATLL
BEEIZARANMEATIRBES | THRERS., RBESIRETLUR "mIh” . "
79" MR . R ORESURRSRIIRIBES HI T RINBREM A EEINAE

% BEESSHIRAE,

XTI ARRAHBRMESS | EAEESIIRTIEESHEMAINEIRE. EEFX
LHONBRESS | BRI LIE—EE BN EXARMIES.

BErR

E5 AERSEEREHS.
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EEERTRAIIE |, BEIE SR,

EEFTERIASE | i HERIBS THIOSS,

BRI EEESTHARE)., (E55ERAATE., EHZAZAIRE, BUETE. KBESIOR

TEER.

ANRIGBES TR , I 6 ELBTENAEBIRER | RRASIERRIREUASIREL
, BB LIFHER,

EEER

—RAERT , BEEURTES ALogstore/5fd 30 £ $9MESZ OSS.
ASRSMAIRRBREEAREMAZ RAHES | ERSFEHRNERE 15 8. JESH
1TRMET , BREMBEST 15 oHER , BORKMBESF 30 98 (23R 15) B, %
SIRKMEESS 60 £ (2 3kLA 30 ) Bid , LA,

IBAEIXKMIESS | JLiE T GRS LB ERleIBRBYESS siiid APl/SDK 755

EESHTEL.
EMESEIR
BEREMESAIEREEWT :
R ER EREA SRR
BEALLTECE :
- OSS AFPREEtIEAE
- BEEBEF 0SS Bucket
ERR.
- role-arn E58EEIEH,
—iZ 2R TFRIpRIEN S
ConfigNotExist BEENFHE B, N EFREE T AN
, LAY S SR AR,
BEIALLTES :
- OSS Bucket ff7E Region
=Py =+ £z H S Y
InvalidOssBucket OSS Bucket R1F1E., RETHEARSSProject—E
- Bucket BFRRABOCEIER
InternalServerError HERSWEBEIR. BTSRRI,

OSS ¥Rt
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LB RIS, APl/SDK siEESEAIE] OSS #UE.

gnfER Web EIREHIGHIE , B OSS RS | 18 Bucket , B ObjectEIE RIFTERIE AT
SBIEIT KAIETE.

8% OSS (FRHAIESE 0SS MXiH.
Object itk
oss:// 0SS-BUCKET/OSS-PREFIX/PARTITION-FROMAT_RANDOM-ID

BRI
- OSS-BUCKET, OSS-PREFIX 7~ OSS B Bucket BFRFIERAIZR . HFEFEE
, INCREMENTID 2RZAINAIREEL.
- PARTITION-FORMATENX J3%Y/%m/%d/%H/%M , EHeh
%Y, %M, %d, %H , WMBBIFTE. B. H. M. o8, ARRBES
HIBRSS im Bl (1@ strptime APIiHESE!,
- RANDOM-IDR—MZBEFHIME—IRIR.
HRAIEEEZ Y
OSS#iE B REERIDBESCIEMEIRER | IR 5 DHp#IERIE—IX OSS |, 2016-06-
23 00:00:00 BRSBTS  BIBENEWER 2016-06-22 23:55 FEANBHETIRSAIEURE
. AIFBSHTTEERY 2016-06-22 £RATE | BrT 2016/06/22 HR THIZEE object LAFH
, EREIGE 2016/06/23/00/ BRTRIT$PAY Object 25HEE 2016-06-22 AiE]
AT,

ObjectiFfEMEt

JSON

I55%0SSIRIBISONTFE,

Parquet

B2%&0SS1RiEParquetiFtig,

Csv

BEEHE0SSIRBCSVIFhE.

REEENBATIRFZIRKIBOSSHERISONFERIEXEE , XTRiBEHSEIOSSHEERBESHIRBAE
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F| OSS.
OSSI 4 EFEREIR ST I TR,
a8 oSid] X% OSS3Z{4-tBHA<4
0ss://oss-shipper-
R = shenzhen/ecs_test/2016/01/

26/20/54_145381289305957
1256_937

oss://oss-shipper-
snappy snappy shenzhen/ecs_test/2016/01/
: 26/20/54_145381289305957

1256_937.snappy

NESE

ObjectAZFZATHEFEMA , XHHIE—1TR—FISONSIRIERE , #HI0T :

{"__time__":1453809242,"_topic__":"","_source__":"10.170.148.237","ip":"10.200.98.220","time":"26/Jan/2016:19:54:0
2 +0800","url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","status":"200","user-agent":"aliyun-sdk-java"}

snappyE4a

KA snappy EM 89 C++ SCHL ( Snappy.Compress 75i% ) , ¥t none HEHEIRMEUGRBINEFESE. XI
snappy MHRELEFEN IS RIXTRAY none 183044

§5F C++ Lib f#E4s

snappy BEM AT Lib , #1147 Snappy.Uncompress F5i%f#E,

{58 Java Libfi/[E4s

xerial snappy-java , AJLA{#EFS Snappy.Uncompress & Snappy.SnappylnputStream ( A<3z$F
SnappyFramedInputStream ) ,

<dependency>
<groupld>org.xerial.snappy</groupld>
<artifactld >snappy-java</artifactld >
<version>1.0.4.1</version>
<type>jar</type>
<scope>compile</scope>
</dependency>
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R : 11.2.1 \RATFIE bug AIRETTEMERRD 43 | & 1.1.2.6 iRAEE.,

Snappy.Uncompress

String fileName = "C:\\FAYT#\\36_1474212963188600684_4451886.snappy";
RandomAccessFile randomFile = new RandomAccessFile(fileName, "r");
int fileLength = (int) randomFile.length();

randomFile.seek(0);

byte[] bytes = new byte[fileLength];

int byteread = randomFile.read(bytes);

System.out.printIn(fileLength);

System.out.printIn(byteread);

byte[] uncompressed = Snappy.uncompress(bytes);

String result = new String(uncompressed, "UTF-8");
System.out.printin(result);

Snappy.SnappylnputStream

String fileName = "C:\\FAYTZ\\36_1474212963188600684_4451886.snappy";
SnappylnputStream sis = new SnappylnputStream(new FileInputStream(fileName));
byte[] buffer = new byte[4096];

intlen = 0;

while ((len = sis.read(buffer)) !'= -1) {

System.out.printin(new String(buffer, 0, len));

}

Linux FISEBETE

13 Linux M8 |, AWM TEILURE snappy TR , smE & snappy_tool,

./snappy_tool 03_1453457006548078722_44148.snappy 03_1453457006548078722_44148
compressed.size: 2217186

snappy::Uncompress return: 1

uncompressed.size: 25223660

REEENBATIRBIKIBOSSHEAParquetZHERIIEXEE | XTRIBATEIOSSHEERTIFSEREH

&3 Oss,

ParquetFiEFEECE
Yrimsem

ParquetfZhigsZiF6Fh2EAY | string, boolean, int32, int64. float. double,

BEaiiETd , SSRGS SURHF AR IParquet BIREEY, SNSREEIREIEStringZREIKM , MiZ5|

#Eanull,

170



AEMRS FAFisEe

SIECE

BROXIESParquethEEN HEIRSEIEFERB T EREUERE | B ERRZFERINFHERParquetsl
& FHERABERSNFEREBIRMESParquetiEsE , LATFRMIERAEMIGEEIESEInull :

- ZFREE SRS HIEP AT,

BFEHstring#&idEstring ( @double, int64% ) LML,

FEREERMH :
REEME: Eif(snappy) E|
OSS#EHET=iEERA | 355 - none, snappy, B
&, noneFERHSHMIETES | snappyEEHsnappy EiE
TR MESE |, TTLLAEI 0SS BucketIEhEsEEE AR
* eS| parquet |Z|
* ParquetFER: KeyEFR+ el s
keyl string T
key2 float T
key3 int32 T
AECERREFER
EBOSSIHTES |, BRTERAEASHIKey-Valuesdh , BEIRSREBRRHRELIT /L MRBFERAT 1% -
{RER=FER B
HERY Unix BJEE (2N 1970 F 1 B 1 BFA
__time__ Fﬁééiiﬂ'\ﬁ’/"%ﬁ ) . HEFBEFERR time 11E5
§I (-]
__topic__ HE/Y topic,
__source__ BEFRIENZE i IP,

JSONERFHESEIAT LU EFBRAA.
Parquet. CSVIZRERJLMRIRIGRITRBTIER. HINEFERTAtopic , BBARLUMESFRE

: __topic__, FE&SAstring,

OSStrthut

JE5-ESid N E%R OSSX{fithhk %<4
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oss://oss-shipper-

R shenzhen/ecs_test/2016/01/

oo AR -parquet 26/20/54_145381289305957
1256_937.parquet

0ss://oss-shipper-
. <na arauet shenzhen/ecs_test/2016/01/
PPy -Shappy.parq 26/20/54_145381289305957

1256_937.snappy.parquet

BEHZR

E-MapReduce / Spark / Hive
SEFRIM,

BEHREETR

FriEt X2 A parquet-toolsa] ARG BIIEIEParqueti&=(. B&schema, EEEIEAR.
A LABTmiFIZT B M M A SRS IR AR,
- B&Parquet3{4schema

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar schema -d 00_1490803532136470439_124353.snappy.parquet |
head -n 30

message schema {
optional int32 __time_;
optional binary ip;
optional binary __source_;
optional binary method;
optional binary __topic_;
optional double seq;
optional int64 status;
optional binary time;
optional binary url;
optional boolean ua;

}

creator: parquet-cpp version 1.0.0

file schema: schema

__time__: OPTIONAL INT32 R:0 D:1
ip: OPTIONAL BINARY R:0 D:1

- BEParquet 4L EAA

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar head -n 2 00_1490803532136470439_124353.snappy.parquet
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__time__ = 1490803230

ip = 10.200.98.220

__source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667821.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1

__time__ = 1490803230

ip = 10.200.98.220

__source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667822.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1

BEZHABEHIT | java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar -h , &E#58),

AN BHEIRSBOSSERACSVIFERIEXET , HERBESHRBATE 0SS,

CSViFiErRicE
=D

I B SRS HUETGE RS I B EEE — S HENZ MKey-Value , BIREEIRIBFIOSSHFERR
(Key ) BFEA.

INEECERIKeyRIRMEREHHAZ] , CSVITHXEIIERREATEFME (null) .
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* FfEED cav

* CSVEERR: KeyEfR+

__source__

_ ftime__

log_key 1

log_key_2

log_key 3

fNinliEEoss shippertemicsvarid?

* FHERTE]: 300s
HRSAEER—IRIEEE | 8

BCEIN

ECETR &
55887 delimiter =
BN FF quote FRF
BEH1F escape =
ToIFEAZA null 272
BIBFERBIR header R
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KENINFRES , BT2EIR
EE254

KENIWNZRE  FERIHIT
SBRFF (delimiter ) SHaITHRF
ZiERAT . FERquoteRlFE
BIXNFER |, I RIEEERIER
FESGEIRY S

KEANLIN=/FE  WARES
quotetf@ , BAIFEK, =
E3RERHIlquote ( HRKIEES
AMARENTT ) NEER
quoteRIENN_EescapefifiE X

SigEKeyEAFER |, FERIE
B FfFRRNA TR E

RAECSVHBRTIIEFR
BRI
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HTHESECSVERE. postgresql CSVistEA.,

AEERNREFER
ERBOSSIHTEF |, BT ERAEASHIKey-Valuedh , BEIRSZIRBRERHRELA T/ L MRBFER AT 1% -
(RER=FER ‘XY
HERY Unix BJEEL (@M 1970 F 1 B 1 BF A
__time__ Fﬁééiiﬂ’\ﬁ’/"%ﬂl) , AP EE=ZER time 11818
zl,
__topic__ HE/Y topic,
__source__ BEFRIENZE i IP,

JSONIERFHERBIAT LU EFBRRA.
CSVIFERI LWRIR SRR B TSR, HINEFEERTAtopic , BBARLUESFERE : _topic_.

OSSTrthut

552 Sid) NS OSSX Atk 2<4)

oss://oss-shipper-
shenzhen/ecs_test/2016/01/
26/20/54_145381289305957
1256_937.csv

ToIE4s .CSV

0ss://oss-shipper-
. <na sy shenzhen/ecs_test/2016/01/
ppy .snappy. 26/20/54_145381289305957

1256_937.snappy.csv

HUEIHZR
HybridDB

EINECEWT :

- IR delimiter : 125()

- BN FF quote 1 WEBIS( )

- TTHFEBAZA null - FEE (=)

- BFEREIR header : A%k ( Hybird DBERIAcsVIH TR IS FERIRER )
B 275155 % HybidDBEXEFFIREA.

HE
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CSVEIEER, , afAEEMNOSS FR LN AT I THEE.
WNERMERI T snappy/E4s , ATLAS# 0SS SONTFiERIsnap py i E4E17 A

RIEFAREBENAIRNTE | NMBMRIEPolicyiRE. RFIKSRoleFINEIRE,

1 Role &1

BT HREERIN , OSS AP EMKS B BAAGIEAY AliyunLogDefaultRole FEIEAWT :

{

"Statement": [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": [
"log.aliyuncs.com”

[ R —

n

}

Version": "1"

WMBERSBEFEWKS A5 0SS BFEWS B 18E , (RIFEIABERIARIA |, log.aliyuncs.com FiF
B_ALIYUN_ID@log.aliyuncs.com,

B, FER KESEE->TLIRE &F A KS ID FHMEXmEHA | 70
A_ALIYUN_ID@log.aliyuncs.com ( 3ZHRFMNEA ) |, RiR A FIEMKS ID 791654218965343050 :

{

"Statement": [

{

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Principal”: {

"Service": [
"1654218965343050@log.aliyuncs.com”,
"log.aliyuncs.com”

S —

n

}

Version": "1"

ZAEHE A BRERED HERSIRENIGRT Token SRIZ(E B OEIR ( AHIESE SERIEH STS) .
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21 Policy ST8

BRI , A AliyunLogDefaultRole ERIA#E#%F AliyunLogRolePolicy , EBEMAF B fB 0SS
Bucket HITR.

AliyunLogRolePolicy HSHUEIAINT

{
"Version": "1",
"Statement": [

{

"Action": [
"oss:PutObject”
]l

"Resource": "*",
"Effect": "Allow"

}
]
}

EREEEMEEIEHRLE | BRRAE AliyunLogDefaultRole 9 AliyunLogRolePolicy ##1% , H&%
OSS %Y BIiEERIERT Policy , U AliyunLogDefaultRole,

FFHE Role 2R

BOANMBERT , OSS FAFEKS B AATRSEWKS A tlEMme. B, B A ERABEHSRSEIE OSS
B E.

R A BFKS a_1 FEFERzAGOIEETIRBEEYER] OSS #I , BBA , EWE A FENFKS a_1 %F
PassRole 1R,

HANRRZ= “pEiEd” Zm2HE  ERES A LA FKS a_1 %5 AliyunRAMFullAccess BBR. 0Lt , al &
B RAM AR , alLAEA B 5 A fIZHAGREE HERSR#E 0SS M,

AliyunRAMFullAccess FUBREEK |, 2N A BEH a_1 FINPRSEE , RIZEF%E 0SS FIIRR |, aTLUEX
FRIRREAY Action, Resource , 1073 ( 45643 RERHuid , 1ELASERRUid A ) -

{

"Statement": [

{

"Action”: "ram:PassRole",

"Effect": "Allow",

"Resource": "acs:ram::45643:role/aliyunlogdefaultrole”
}

L
"Version": "1"

}
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ThREiL %

HERSWENBER T I LRI EIAS , el LUE B SRS EIASIRITERSMaxCompute (/&
ODPS) , H—# T MEBIDIT R EEREIZHE. Bid HERSZIEHEEWEEIMaxCompute BB TS :

{EFRERE

BREET2EER BRI LU AEIRSS Logstorefy HE#iEEEEIMaxComputer,

ERESWETE

MFASRSHESRESREEETHAR S ENEEERY , TRESEARISE LKRE—EH
SHUEEBESAEIMaxCompute,

RO ERESRSANEEKEET(F

R HERSHAEEENBE (FEARRLogstored ) . AEProjectf HEBIIGERIARAY
MaxComputezktg , HEEE RS HrMaxCompute I HEEIE.

EAZDER T ASHIEES ALogstore/5H90.5~ 1MV NIFEAFEIMaxCompute , FEFPEILATESSHIS
"RIBESER BESARS. SANIIERFEIEEMaxCompute IEEZIIEX HEEUE.

ZEBERSHIATEE | 1B AEEUEEIMaxComputeIEURBIELAR HEZRST08E , TLULRFIRIEARR
FZRMER. UABNASNEREEE | 7o kEESEEINE.

ECEE

ZHHIRERSH—FKBAETNT

165F01527H20/3509513%>

10.170.148.237

ip:10.200.98.220

status:200

thread:414579208

time:27/Jan/2016:20:50:13 +0800

url:POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
user-agent:aliyun-sdk-java

HEEMIRYip, status, thread. time, url, user-agentFEHERSBEIRIIFEREZIR , FEE NoEEP
Fazl,
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1 #FlaEndEs
1.1 £ REERSHEH & LogstoreFIZREAH HEHIBEFIKIMaxCompute,

EENBEERRIA A EINIESRITRE. MaxComputeZiA\ iR EIE#EL, , A& MaxComputeitBit#Ein
2

1.2 EERSMIFERGRERE | RCSINTES.

IRUFTIEFRL0~ 20 EE | BIPOERF. MRBEFFEHINEAEIETERSMaxCompute (R
ODPS) , BEEHTIZLER.

thatt FnFa

Flis =R EAAccess KeysiHTilma kL ( B4 2Access Key ? ERNEEEE#HE =5

BRIE ST FRPRGBEAEIETERSMaxCompute ( JRODPS ) ,

2.1 HEtRTReT

FEERIRSAAZIE BESS MaxCompute (JRODPS ) ZIAIRISEIE | 5 R MESHESIBIEEST AR,
(RIS AREIRSS HEUREIA IMaxComputesk 7 ERIIIEIELH,

BHFIEESAMaxCompute , FEIEX MaxCompute$iEFl. X3S ARIRS FERABIIXEER :

AEHRSF

MaxComput MaxComput \ . -
MaxComput . B (2 H&RSF H&IRSF
53K VB (TR SRR (T mEmgs g

=) EEY) ) i
" : RIFREBF HERIERN
#iEs log_source string __source__ 5 H2e1p.
HERY
UnixAd a1
, M19704%
- 1818 A
HUES log_time bigint __time__ ’%{gﬁﬁ%q_ Fﬁééiiﬁ’\ﬁ;
e 2, HER
HER
time=E&it
=rE N
HUES log_topic string __topic__ %gﬁﬁ%? BHEEE,
=S time string time HEREF ErERE
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=5

=5

=y

DX

27

ip

thread

log_extract_

others

log_partitio
n_time

status

string

string

string

string

string

ip

thread

__extract_ot
hers__

__partition_t
ime__

status

- MaxComputeREDEE—NEUES. — M2 X5,

- RIF{REBFER#EINEMA_ partition_time__, _source__, _ topic__,

- MaxCompute BBRB D XEE6HRIRS , P XEBHELTEZEEANSE | MLABERSS
MaxComputeREZXFF3NMH XS, FEREEEEENFRIEADKXS , (RIEEEEIKREN

'EQ o

BAEREF
L
Xo

BHEREF
L
XO

,‘?}Léﬁ{%%?

X o

?:\Léﬁ“:{%%’?

X o

it

ATARE
7AY
XO

°

ETERE
ETERE

NERCET
FHTIRETRY
HEREHW
FRAET
key-valuefs
FILE!
json , i%
jsonE—=
5, AL
R AR
JSOniRE,

=] SR
time= XY
FitEmsE
, PXRIE
oEE , &
FCEINER D
HFiR,

ETEEE
ZFRREL
[BREZZERT
LAREERY
RIED X
HETE
R,

- RFREBFER  extract_others_ G5 E=F%E extract_others_ , IBEEEEHEFSH.
- MaxCompute XFNBWEARSTE" / "SERHRER , XEEMaxComputefHREB=FER.
- MaxComputeZ KFNBUEARSZIFE |, FrLABETEI D XY= RBEERERFE , =0 X5

AT ERBPHER.

3 KiEfcE

3.1 FES

I EIIEaZE | RIERERTHALogHUb —— HURIBTNH , EFEER#BMILogstore , HEEFF

=it
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LI EMaxCompute((RODPS B EE N EISFERERBAILogstore , FREFFBIIBLAH A\LogHub
— BERBTE.

G wd-testiog [ £ 3EFProjectFlz i+ 42 1

MaxCompute([EODPS )2 EE

2123

3.2 Ec BB

ffLogHub — BHERIBNEE EFRREKSFHERRE.
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| LogHub — 2iEIRIE ESAIEESEREIGS> >

| EESEREE

LegHub Project wi-testlog

=

LogHub 3123
LogStore =FF :

~ ey | logtset
*HWEE :

s HEEE - tmal

= ZPEnREE . | _SOUrCE_
_time_
_topic_
time
P
thread
_extract_others
* sx=En . _partition_time
status
= afiEyESsg | 20170606
I
* S AETEE | 1R00=
=
iRE Hig
EIE N
24
RIBEFR

MaxCompute Project

MaxCompute Table

L]

L= ]

oD

oD

L=

oD

oD

og_source
og_time
og_topic

time

thread
og_extract_otk
og_partition_t

status
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strino

hinint

strino

sirinn

sirinn

strino

strino

EX
BEX—MZBNER , HEREEE.
MaxComputeIIBE &R , IZIIEAIA/9FTEIEAT
Project , SNERELZEMaxComputeEZZF , TILA
THROERERIEEMProject,

MaxComputeZREiR , BEABEXHIFER
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MaxComputeZRZFRELEIEZEEHRY
MaxComputez,

B, MRS SMaxComputeREWEFI1EIRET

MaxCompute &7 NBEERSFRER , AUESHIEE

MaxComputeZRRIEBFERETRRFEERE,

7R, MES5MaxComputezk sy X FITHIRET

MaxCompute % X%l HNBESRSFRER , AUESHIEE
MaxComputeZRRIEBFERETRR FERRE,
R . __partition_time__#iHHAIREIE , &% Java
7 XESEE SimpleDateFormat,
2 AMaxComputelali M;;Computeiiﬁiﬁﬁlﬁjlﬁ , BIA1800 , Bafis

- ZEELBIANZ P OEIFIAIMaxCompute ProjectflTable , HEFiNER B2 EMaxCompute
BF , I TOEEEMEEProject,

- BEBRSS 1iEMaxComputeINEEZRRFER SRR TIRGT | iEIMaxComputeZRFIEARE,
MEIESA , MNFEHMaxComputeFschema , IEEMELEF R SHIMET KR,

- BERSBEUEN— ) FREZ A FMEIEI—MMaxComputeFRfI5 ( HUBFIEHKF ) , FX
HFRIUR.

2EER

__partition_time_ &=,

BRETHEEADKFE BT BEskHEEERMaxCompute B AT IRETRETTIE.

AERSRIEAETimeF RS XERAHELBIEAD XS, FigEMaxComputefaZRS X ERIR
%, S XIIRHESERS AMaxCompute[ElfERI3TF.

ZEISkiH , AEEEtime==ERE" 27/)an/2016:20:50:13 +0800" , HEIRBIBEILITE HIREB=FER
__time__31453899013 ( Unixidi8&% ) , AEEE THIRTEIS XAIBYELNT :

S \MaxCompute|aJi@ o XedEng= __partition_time__
1800 yyyy_MM_dd_HH_mm_00 2016_01_27_20_30_00
1800 yyyy-MM-dd HH:mm 2016-01-27 20:30
1800 yyyyMMdd 20160127

3600 yyyyMMddHHmMm 201601272000

3600 yyyy_MM_dd_HH 2016_01_27_20

1. BEDEREREFIEEEN | 1. REZSHRRNOXEBEBIIRSE (6/7) ; 2. BIRIKIE
ESHIEEED XEEVIRES12LAA.

2. LI b Xadiagst2niEsavss ) |, SthaTl22 Java SimpleDateFormatE =& Y HEfE
o, BRZSAIEEEREFR" / " (1XEMaxComputefIREBFER ) .
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_ partition_time__ fEFE%5%

{EFMaxComputefy=FFFERLLIRTmIRENE | FILABR KM, HINEIR201651826H— KA ATEE !

select * from {ODPS_TABLE_NAME} where log_partition_time >= "2015_01_26" and log_partition_time <
"2016_01_27";

__extract_others__ {EFA %

log_extract_others/i—NjsonZ=RFEE |, WNREIRBUZFERAJuser-agentE , ATLUH{TUNTES :

select get_json_object(sls_extract_others, "$.user-agent") from {ODPS_TABLE_NAME} limit 10;

1. get_json_objectZMaxComputefHAIFREUDF, EELEMaxCompute |AFHEFFRIZIRE
UDFRIBR.
2. ThftEE | BLAMaxComputer= REN IR LRIRAE,

HethR(E
L

fELogstoreFIRIRIBIN , Bt "B BRI ZRIRECES Rt THIE. HPanREeHmas) , JLMEAEERE
itEIRSMaxCompute ( J[RODPS ) {ZBURBRIKIERINEE  MRE "B ERIHRIIIEERER.

BB(ESEE

EEm "RiBEE" & BSRSEESENEBLREES. BRYULIEEH G EERIRERBESIPN
SHEERER. BNESEESRSESER.

NERGBESHIGER | FH e LSEENAYNERER

HIREE #EWT=
fEMaxComputef=hl & HEIAECERY
MaxComputeIil B Z=EAFE MaxComputeIIEEBFE , REAFENEE
EHtEEECE,
EMaxComputefz=hl & iIAECERY
MaxComputeZRAF1E MaxCompute REBEFE , RAFENEESR
FrelEaEcE.

fEMaxComputezHl SRR LS H SRS K
MaxComputell HZ=iE)a R A M HEARSSEN SHIRESIAFE , IRAMFENFESHHM

HERAR.
EREBESKEIRIMaxComputetgig |, i55%
MaxComputefgiz MaxComputetBX e B EMaxComputeHBA

R, BERS2ENERRIERRITENREIE
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=.

HERSZSSANFREE L ELEMaxComputeZk EFffcEMaxComputeFRiga5 5 HEIRSEIRE
9%\ FERAVRETECE.

SRBESKEERE  FEEERER  BEERAEYLIBIEREN S "AERBESER" 5SDKk
EIlKMIES.

MaxComputedRiEZEHE

MaxComputefAFZ&RFRFIFIEIT :

| log_source | log_time | log_topic | time | ip | thread | log_extract_others | log_partition_time | status |

| 10.170.148.237 | 1453899013 | | 27/Jan/2016:20:50:13 +0800 | 10.200.98.220 | 414579208 | {"url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","user-agent":"aliyun-sdk-java"} | 2016_01_27_20_50 | 200 |

B , A HEEEFEEERESE5MaxComputeSfERIAEEET & Data IDEXRHTRIIMLAIBIOHT R E0ES
1 XGRS EIEIN AR,

T MaxCompute¥GERHBINIR

INREBINTFEHITRRRERINE | SSHENASRE. BFNEHHBERFBIGBEEIREN,
EMaxComputeIl B=S[E NRIIABF :

ADD USER aliyun$shennong_open@aliyun.com;

shennong_open@aliyun.com 2HERFZAEAKS (BEAEEECHKS ) |, BRI N TEEEEUE
S AE|MaxCompute

MaxComputelfl B =S[8]Read/ListipRIZF :

GRANT Read, List ON PROJECT {ODPS_PROJECT_NAME} TO USER aliyun$shennong_open@aliyun.com;

MaxComputelill B Za)A0Z Describe/Alter/Updatet fRIZF :

GRANT Describe, Alter, Update ON TABLE {ODPS_TABLE_NAME} TO USER aliyun$shennong_open@aliyun.com;
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iAMaxComputetSIEE I :

SHOW GRANTS FOR aliyun$shennong_open@aliyun.com;

A projects/{ODPS_PROJECT_NAME}: List | Read
A projects/{ODPS_PROJECT_NAME}/tables/{ODPS_TABLE_NAMEY}: Describe | Alter | Update

ALiZ%EMaxCompute BRI EIRER T HESHT.

B AEREERSI—II08E , BEEEMEHEANEIRMNE. BUILUSEERERNETRETEHES
B ZEMaxComputesiZOSS |, MEUIRKEIFHEEEKSHTERS (41 E-MapReduce ) iBEEUE. —BEH
HEREINEE , SRS EESENESARIZBETERNETIRAEIR =M. NS EER T EE
HE , QIEZ FERE , BERSEFISRMT BFREESERE UE oL EEISENENAEIERBIRS

fELogstoreFIRAm , B AFTHES THIMaxComputesk 0SS , i\ BEGRESEEN@E. FRILEITLL
TR FEEGABES -

TS/ RASRES

AR B(ESEE N E A A3RBEFiEERRLogstore,

Bl ogstore3REAFSHIFFIRIRIBE KRR,

KARBESERXITRES , FEEHEERKBIN,

[—gstat il

BIFBIREESZE | AR TISEREE SIS,

BEERBESFR

tR{ELogstore, MIERAMESKBRSTHEHFEEEIRBISE  ILESRIRATEEEERBESRK
&, FHARE. ZRAE. EZATAUETE. ESREFFRER.

W&

ESHRBIRSBLUT =M

R& aX #ME
220 RBESIERTITRES. )G SEN
T RS HITH, FHEEERGREMRT.

186



AEIRSS

FAFisEe

e S/t

wd-testlog

+EEProjectFIE

MaxCompute{ FODPS) S 2SR

EFENAMES | ER LT, 07, 01ER

wid-testlog

2017-06-14 13:57:44

SRS

1970-01-01 08:00:00

i=niTpagiin

BEEIRBRN, B ESH
SMREHIN TR | BRAE
X, WMaxComputeZREEHIA
HAEHTIRSITE. TENE,

IBHEEREAE, FHRERES
* B HEEMaxComputedy
RiBEER OSSH IS E

B &85,

i s 4etm 1

3 /v 12/ 1XR 2K

= apm bE (22 v = oy
SR K | 228 = 2

2017-06-14 13:57:39 QDPS

PRLogHub. LogShipperst , BEIRSIRHEHANIE. (RAARISERISHTEES ( LogSearch/Analytics) .
MR ZAEEL | SERYBEDHTREIE

- KHUE : 3245 PB/Day #UEE

- SREER : IBITAPI/SDKENOZER , AgentiRIFIRRE HiERE

- —EitsE « BESNERILAZEIH ST

- EEERER | R, S2EE ( 5MNEY ) TR IE10ZRENE

- DITRER | —F0R , ERD ( 5SMEERE +GroupBy ) AIRE1ZKBIEIE
- BRRE | TUMEEEEIMNS S | SCRREGER

EAHES

SCHYSHrEIA (Query ) : H ( Search, Analytics ) FANERDERL , @

$Search | $Analytics

- Eif) (Search) : EKM , JLABRXEE. B4, BESF. XEFCEMASRHEFTE. NRIZE
, WARERATEEUE.

EEM *1

[BToE

- 7 (Analytics ) : MEMERSEEHREHITHENSIT.

R . WO EATEIE , HSearchF D ATIHARIHNZASARAEHENSIREARY | EENERETR

it. ZHAnalysisEBo A= , RFRRREEAER | FEEMSTL.

{sEFAsE)

1. Fi8RBy |, RIEXEREG+ERCECEM B,
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status in (200 500] and method:Get*

EEA=]

2. HTERS : XHEATEANURLEIEIRE  EASIEEIREHITHRLT | $k15Top 100455,

select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as sum(out), url group by url order by c desc limit
100

3. FEULERSHIFRMY | EERERTHITO.

status in (200 500) and method:Get* | select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as
sum(out), url group by url order by ¢ desc limit 100

B{Fiara
FEEASHT

1. 5% HERSEEESS,
2. EREBERNE , BEEERHEREANN S,
3. EEEIREEEFRFEHERS P TH &if.
4. BEHEA AR REEEST > 88

- FEEE. FITEERESIRESTEREHERS| , SFERS INRE | LIRESIXIRFE

A9ZS/a)
- MRAFETEOWINEE , T TEMER
RO BhR TE EEENGTHT AT AEES BEF R

=

il

098018 098018 09801R

HNIREKR
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* Logstore®fn

* 2T
FoE R

SEFF

* FERERSHT
FREWR

region
RequesiLines
TermUnit

Method

BiNiRE

RIEEARIEIRSER  TLISRGENRS5E , BRESAZIENEINEK B

%O

sls_operation_log

o)

=T
HiEEH
Esicl TN i
text
long
long
text . o =T

- FEEINFEEER B (Key )
- ALIRIRE £XEif
- THRIRE FREADHT
- O ENTERETFREM (Key)
- IRIEFEKR | IHFEFRR (Key ) BIEREZRSI
- BIR RS EHEEE
- ALURBREFE (Key ) 25|38 5longglEdouble

BINBEERE

A7)/

165F03B308
166F055304F%

10.101.166.22

EXERRY

HE

agent:testdagent
code:internalErrar
error:intemalError
message:a,b;c;D-F
version: 20160301

s

BETBERRS I RFhEEE

- KINEBIRK | %1% false TRAX D ANE |, BIEEX$ES "INTERNALERROR” #1
“internalerror” #BEEEIAEMEFIHE. WRIEE true , TRXD KNG |, REg@EIXHE
% “internalError" EGEIEFIEE.
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- PR  IRIEISERFAT  KESABIORS I RREE. flil—=BEEAENabicD-
F. RESRHPES ", " . 95 " " MEFT "-"  ILETRBID SRR
ia " a " u bll llcll " DII u FII .

 SNEH H)

FUE R

TrBERT L =@ &=t

FREAREN

- 2NEHSFEREAIXS . BHANES |2EIEEFREKey I NHRES , REEG— i
, ewEIaE), Fli0 , BEEGIG , a0REE “internalError” |, FEerrorflcodefm
Key &l BiZEBE& M

NERRFEAHIFerror “internalError” MHERS , EEREFRES|, TTER :

+ PERERESMT
FEE
FEHERR FrEmit Wk
e KNS S
error text =@ BNt
longKey long
doubleKey double

Hoh | FERER A ERAENBISEFRKey , HERIUEMY A/NSHUR 1 £91a%F
5 &3&i\ hrThee—. el ERNES IBEE , TiRIBI T X FEIANRE
error=2E&g “internalError” BIAERZA.

error:internalError

- MRBEUNASTHEE  AEFTERBHETEHTER , FEEREEMREN
long ( 28%{ ) st double (/N8 ) , HRENIERAE , KNGS RFAEIEER
B, WFZRNESREEIHECE. fia , EaLiBE T REFEaREEE R
1000~200089longkey.

longKey > 1000 and longKey < 2000
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FitgE
EERI , BARERSLPEMTAL , 190 | IFTERBERA sum (inflow) , HETHER

avg ( latency ) , 8¢it&uv distinct_count(ip) , XI=RTERALIE substring(text, 0, 10)%&., ATLAXSZE#HITLL
BFEFESLT.

FEE
FEHEHX gt lmss

28 KIS SiEEF

error text =T @ B A .:|

longKey long .:|

doubleKey double .:|
—

fsEF

1. BERStHAE
- HfthIhae : BEMNFRE  RERE , XKGrafana
- 9 EEOT , RNERE
215k  BmEL, omMEX
3. %0 : NgindpaBESEL | ITEMIBRESHT, HERFZREDHT

s

- RS
- XILE - SBEEELKEIEERILY
- 33t - SEIECE+ESERAXILL

HEIRSIEH S0 APL/SDK ERgE NN HEEITIEE. SItER , EH XA TIFEEWINE R ER
BfEEaf B EaER. Rtz , SR LIsEEIMAEER, IREINEXKAESETOREIHER
Offset&(=R.,

3R - AEERETE RIS EEIINLogstoref1EIEATEIX IS, Logstores BT ATFEER
Project , EtiEIXiZARILAEIE LogstoreRy HETFHEEIHA.

EREHSEREE
TORERR R
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RO ERRERRTENERNA IR, TR ERET I SRR TR,

- RURIERIEIA. HEFEIUHR B A AREIRER B S RIG ETE.
- REEMANRESLEEEEARM. Fla0  BEEERE LR VENEanareE | 8
R AR EIE LR XEFRMIERRET.

- IRt LT EIRLRE A EEL

BIELER

- BEF AERSEEERE.

IERREENIE |, BEIBE AR

IEEATRERESEAREER.

EELIBAEIRFEY ( BEE | Topic, XgF , MEER , HEEEE )  AREG LA B8R
ZRAF.

S, Ay N
BEEE
EEEEESN BRESEE 5 , WEIERHTHNSIHMELES.

HfthThee

FHETEASHRIRETNSHEHRR . BERSAIRIMERINBEELINIS TR, BRI R
AERIERTS , BHTLATERERE

AW N P

BRHREFIRESHTRE.

BEAREE

B ERR AR T AREERE  ERLIERERN F R REEREG , BiEiRRix
BiRFM—ROR, REREERG  REEEERRT—TANNEE , BSRSSES
B ASRERETIIER.

BERERR MR iRER | JUNZIRERGRENN. FBESERERENN.

wd-testlog | EEIRZEFIE

we-testlag & topic |[jan B -] 2017-6-14 13:57:24 ~ 2017-6-14 14:57:0 E
FREE  aiES | =0 B | BEa -
2 HEEE
pictd
0224054 0224134 02215+ 022295+ 020374 022t454 0224535
ENET- | BT | HERF- RS wEE - HED0EE0TT : 105 1 FRERERE

[Fa AEAIE SR SRR EIS 76,
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R BE SRR S HE | TLXﬁé”?Aﬁl’]m#E’JEluéﬂlE&uMElFET_ NEIRRT
BXE RS HER | BREER TS ASRRMISERFRMNETRE | BOLUREFER
EEERERNE T SHFL.

wd-testlog  EREFEERE

wd-testiog | [BtEAtopic |[1an B=. - [20076-14 133724 ~ 2017614 14:57: | [ EER
wtEE SimteiE EIE- | BT
T

: 2017506) 1
A ; EJ EI 1

S0 | ST [T - £53602, SMET © 105 H:: -

EHE/ 1P k=

(1)17-06-14 13:52: __topic__:
35 ip:10.200.98.220
10.28.13.236 status:200
thread:414579218
time:27/Jan/2016:20:50:13 +0800
url:POST /PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVIW4 S5 ARDate=Fri%2C%2028%20]un%202013%2006%3A53%3A30%20G
MT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
user agent:zliyun-sdk-java

(2)17-06-14 13:52: __topic__:
35 ip:10.200.98.221
10.28.13.236 status:200
thread:414579209
time:27/Janf2016:20:50:14 +0800
url:POST /PutData?Category=YunOsAccountOpLog&uccesskeyld=U0UipekFQOVIW4 S A&Date=Fri%2C%2028%20]un%202013%2006%3A53%3A30%20G
MT&Tapic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTR/1.1
user agent:aliyun-sdk-java

GIHERASIURMMERE. T4E. BhEE. ZEENHELMRTHERETAR. ST
RIEF DTRIR R RS EIZRREL.

=113

AEARSS RERRT TS ALogstorery HSHZIRE B SR8k 5 /o SCRI SR 1A SEEE. BiAE N REXIEIARY
EERFDANT,

- SCRTEEE © BEFRTERIRSS EE 2 RIRdE A (-180%> , 900%D], fan , HEATEY9 UTC 2014-09-
25 12:03:00 , ARS3E8UCZIRTH UTC 2014-09-25 12:05:00 , Mz AEES A Logstoreff LRt &
3| , E\B ALogstoreZIT AEITZIRIZERTE 3 #oH.

- [hSEEEE - BEFRYE ARG RS RIRTEIA [-7 x 864007, -900%), fgn , HEAES UTC
2014-09-25 12:00:00 , PR&SEEWIZIRT /9 UTC 2014-09-25 12:05:00 , Mz BE#AE R SEHURELN R
. IXEHEMNB ALogstoreZ|a] IEIBEIRIER RS 1 5 58,

MREERFERRNATHIRERAN (NERNEEEIFEK , BHATHEERAE)  W—REE
REFERBEE. EXMERT  BSRSSICEHEIERELSE , AEREERPENEZEIRE
RARTE. MEN , REHSET 15 DHANERER. SEIBEKRNERGEORERFGT , RS
IR EEXRIER PRI R PR REEIE. AT RDEEHESRERE %E’JIVE%, AERSSE
FEEaPNERERSORESHaFNEREGHRESE. RtHSRSTLALSELLERSHRERA
IR OFSRIR AR TR AR,

(5 SDK &g HE

AEIRSRMHEZFMES (Java, NET, PHP 0 Python ) RJ SDK , BiIXEGESHY SDK #>iF2INtRIESE
M. XT SDK HIEZ(ERIES% AERS SDK.
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{5 APl EigHE

AEARSSIRME REST XUEHY APL, BT HTTP #MYSEHl. BHEIRSSHI APl BHHEH eI ATERO. B
h&EiE0 BERRSS APL

AT REREEERIEINHE | Log Service I#RE—ETREZRIURAEIRM. EaTLUET Log
Service API #1fJ GetLogs 1 GetHistograms ##EZa&TE Log Service FHIENEIAREIEEEIAFRE. K
MSF MR ARZERFRARNIEE,

FE ]SS

AEIRS SHFEI AR AEERS|

- X EK3|  BEITATEARBRHITES , BAXSESEUE (Key , Value) ,
-$EZRS| : I5ERE (Key ) BERTHEITEIA |, 5140 FILE:app. Type:action, EIZE MO SFFRED

.

IBAXER

LogSearch EF&RM>IFINTREF :

B BN
WEIEERF, Fz8 queryl and query2 , Fx
and queryl 0 query2 EIEERAE, WWRES/NE

HENRAIEEXRER , AR and RIXER.

or WHEIEERF. 28 queryl or query2 , &~
queryl 1 query2 ERERFE.

WEEEM. FZz{/9 queryl not query2 , FRiRFF
& queryl FEARFFS query2 RIZER |, BT
queryl-query2, #1RARAE not queryl , BBAZE
TMNEEBEEFIEERAE S queryl BUER,

) EGESHETFE—EENF query 8F—1
' query , BFIREIESA query BILFR.

FAF key-value X$RIEIE), terml:term2 fAp%—
™ key-value X3, #NER key 5#& value IBETHE
, EEAS|SIEEA key BiE value BIEEHE,

B RRAR S BRIEINF. £A515A
EBRYEHA— term FWEA , MASZIEE
Ki@iA, EETE key-value HiFHELASISHN
AT term Zpli—PEE(K,

\ HXFF, BTHNEIS  BNEHEISETFFSE
5 | RSN TR, gl "\"".

| EEEER , Trei—MTENEM EHTEST
&, {540 queryl | timeslice 1h | count,

not
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timeslice

count

__topic__

_tag__

source

b5 W

D FEERT , TSI BREIRIEA— 5
RHITIHE |, (FEAE timeslice 1h , timeslice
1m , timeslice 1s 3BIFR/RLA 1 /NS, 1 S

. 1s E—NEEGK, 590 queryl | timeslice 1h |
count F&Eif query XMEMG , FEIREILL 1
/NI ORT Bl R YRR EL.

HHENzENT | TRATHRY.
BHEAXRET , BTEK 0 NS FR, fig

: que* , 2IR[E] que FFELRIFIBRHIE, TR
ZEERZRE100MTFS A TER

EMEAXET , BFER— =5, tkan
qu?ry , 2IREILL qu T3k, LA ry 5, HEHE
EE— N E=HHFrE T+,

EIFFEA topic TEUE , FIHNEET , AILAE
query Eif) 0 NS topic BIEUE | BN

__topic__:mytopicname,

EHEA tag key TEA tag value , Fili0
_ tag__:tagkey:tagvalue,

BHiFEA IP B9EUE | 540 source:127.0.0.1,

BIENFR IATENENBE | AN
latency > 100,

BIENFR TATHSFTENENBE |, fla0
latency >= 100,

BEENFR MNTENERNBE | fla0
latency < 100,

BRRNFR MNTEEFTEMUENAE | 5140
latency <= 100,

BEENFRTIETENMUENEE | fi0
latency = 100,

BEFENFERATEANEERNBEE | FRPES
FrAXE , FRIMESFRAFXE | iESHEEE
BRMF |, SFFEAIETIE. flan
latency in [100 200]&k latency in (100 200].

- IEERERAR D KNE,
- IEEREFINKEEEIREEFE A - > " > () > and not > or,
- Log Service IMREBLATXEFHIERN , NREEEFERLUUTXES , BFEHE5 IS88kEX !

sort asc desc group by avg sum min max limit,

- BREEEXES FIRERS I , MRFENDEAFHFA— | BBAERENERSNEIEL

EEL.

- (FRSEEIANRHR R RAIZF IR ERE Hdoublegklong , MNREGIRBIRERE , EHE

SCEEIIREEALR , BERSSBZEIRMERNAENERS| | TSR ENERAE
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- NRE AR IEENXAKE | TESREESEE , IBAZRIRIEIRR =811,

=iEan]

-EREE afMbAAFE: aandbEE ab,

-E2 agEEE bAHEE taorb,

- 88 a (BEEAEE b RIEE : anot b,

- A ESHAEE a BIEE | not a,

-EAEE amEESE b, (BEEAEE clEE :aand b not ¢,

-BZ agEEa b, ME—E8& clBEE (@aorb)andc.

-BE aREBS b, BFEE cBAT  (aorb) notc,

-B& aMmEsS b, TEEEAE clAT :aandborc,

- FILE ZZERE & apsarafJHE : FILE:apsara,

- FILE Z=EREL & apsara #1 shennong FYHE : FILE:"apsara shennong" 8¢#& FILE:apsara FILE:
shennong 8¢#& FILE:apsara and FILE:shennong.

- 8% and EE : and.,

- FILE ZFERE & apsara 5¢& shennong BIHE: FILE:apsara or FILE:shennong,

- file info ZEREE apsara FIHE : "file info":apsara.

- BiESISHIRE 1\,

- EiflA shen FELAYFTEER : shen*,

- &8 FILE ZFER'T , LA shen FELRYRTEH : FILE:shen*,

- EifllA shen 75k |, LA ong 58 , FIEIEE—MFRAIEE : shen?ong,

- EIREHELL shen 72k, AEBHEIA aps FFELAIATE : shen* and aps*,

- EifLA shen FFELBERS T |, BHEIRA 20 5% shen*| timeslice 20m | count,

- &1f) topicl F1 topic2 THIFFBEEME : __topic__:topicl or __topic__: topic2,

- &1f) tagkeyl T tagvalue2 RIFFBEEUEE : _tag__ : tagkeyl : tagvalue2,

- Eiflatency KFEF100 , HE/INF20009FrEEURE | BRFEE: latency >=100 and latency <
200gklatency in [100 200).

- BAifflatency X F10089FFBIERK , RE—MEX : latency > 100,

- BEAEAMRHRMAE , FEhttp_refererr A8 ZopxAIEE : not spider not bot not
http_referer:opx.

Hfthigix
fEEEEE Topic &ifl

B LogstorettiETopicAJ LIS R— P EEZ N F=I8 , BRTEIAN , ISETopicLIREEIAEE , AZIE
RIEE, BT LogstoreB — Ry KFEKAIBFERTopicH TS

HIEE—NHEZ N TopidHTEIART , (RNFFEEERITopichi{TEIR. BAREATopic , MAEHE
Topic TNRYEHE.
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fhIgn , ERTopick S ARIEZ AT

time ip method url host TOpIC

-}_. Topic=siteA
1[_. Topic=sited
1
[

1481270425 127.0.01  POST Juserstu=1 caliyuncom  siteC —
1481270426 127.0.01  POST Juserstu=1 caliyuncom  siteC )
1481270427 127.001  POST Juserstu=1 daliyuncom  siteD -

—. Topic=siteC _Topic=All{F1gETopic)

1 Topic=siteD
1481270428 127.001 POST  /usesu=1  daliyuncom  sieD _ oS
1481270428 127001  POST Juserstu=1 ealiyuncom  siteE L Topicesies
1481770430 127.001  POST fusersu=1 ealiyuncom  sitef _ |
; MEEE .
Topic EiffiE :

- XFFEIAFTE Topic FRIEHE | EEINEAMSHPEERETopicR BB TopichIEIE.
- X¥FEQueryFhEIF Topic , EfEIAA __topic_:topicName, REIRHMBASHFBAVES , BIFEURLS

#pisETopic,
- XIEFEIRZ N Topic , flu0 __topic__:topicl or _topic__:topic2 F&EigTopiclf1Topic2 FAIEHE
AIFEE.

PIMEX

AEARSRAEIAT SQLAIRGITTEINRE | ZIEEES T EIRIIREAMSQLATITETINRE | MERERHTITE.

IEETA

status>200 |select avg(latency),max(latency) ,count(l) as c GROUP BY method ORDER BY c DESC LIMIT 20

BARNEL:

[search query] | [sgl query]

search&MHFITESMLASE , FRbAsearch query A\BEFRITEHEEN AL , FHXHXLEREHTSQL
queryit&., search queryfNiEZNBEERSERIE L , SNEEBEEHE.

ERREFEFERST

EERDTINEE | KAEEASRETRESQUERNFRTHBINX | #EESEHNPRESE.

- IRAFBFRL |, BAREMHE N shard RS 1 1TEUERITEDIRE | MEZERTLRS.
- R LR R RIEHT.

- FERE RS HERERL.

- FRRU RS8N R .
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%

FAFisEe

SHFSQLEE

AERSSHFUTSQLEE | IFARNBIERETHHEES.

- SELECTRGITERE

- BREY

- HE

- BUIFSETIREL

- HEFUHE

- BEBREL

- URLEL(LEREY

- IEMIZVEREL

- JSONERE]

- REUSEAIER
- IPIRBIEREL

- GROUP BY &%

- EOEK

- HAVINGIE %

- ORDER BY &%

- LIMIT &%

- CASE WHENiE X

- FURYBIE

- RETFEN

AP

SQUERLEMIINT :

- SQUEAIHFAFZEES fromFafwhere7a) , BAiAfromZFMEFILogstorefIEiE+HEIR
, Wheregk{4-/gsearch query,

- I FEHEHESELECT, GROUP BY, ORDER BY [ASC,DESC]. LIMIT, HAVING,

- ABR FRIRERIIONER |, NEREIFEZEIN_Elimit n, f§I30* | select count(1) as ¢, ip group
by ip order by c desc limit 100,

REFR

AEIRSRE T —LEFRES , SRPERETHIT—E30E | MieBaNEXEREFR.

FEE
__time__

__source__

3] =34
bigint H&RIESE,
varchar BERRIP, T8, EER

, Z=FEEsource , fESQLAA
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S LRSI T,

_ topic__ varchar HERTopic,

{sE ALl

FEitE/NTRIPV, UVAISRSERNAIRFIEK , ERTE&EAII0NEERT

*|select date_trunc(‘hour',from_unixtime(__time_)) as time,
count(l) as pv,

approx_distinct(userid) as uv,

max_by(url,latency) as top_latency_url,

max(latency,10) as top_10_latency

group by 1

order by time

BRl5EE

1. B ProjectIREF & /5.
2. B%lvarchar , &xXIKENS512 | BT ESEMT.

SRS BRSNS FETEAR S REHTESON , HEEaRSXAT

=) &Y B

arbitrary(x) B R EXGRA—ME Lart;?fa{;;gfhlo;e)'ect
avg(x) TG E T Lavtgeggezclygo | select
i 6 | iy
count(*) TR BN .

count(x) PRSI e o)
geometric_mean(x) TR IR ATLIE latency > 100 | select

geometric_mean(latency)

EHRERTREAYAR | SINZAY
method : latency>100 |

max_by(x,y) BEIZYEGEAER , XSRIME ot
max_by(method,latency)
EHRER &SR3 . XIRAY

max_by(xy,n) EEYSBINGT , Wifder | metnod ¢ latency > 100]

select
max_by(method,latency,3)
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min_by(x,y)

min_by(x,y,n)

max(x)

min(x)

sum(x)

bitwise_and_agg(x)

bitwise_or_agg(x)

BEIRSERDHTIIRESHE

g8

histogram(x)

map_agg(Key,Value)

multimap_agg(Key,Value)

HERSE IS HIIEE
=10
approx_distinct(x)

approx_percentile(x,percenta
ge)

approx_percentile(x,
percentages)

numeric_histogram(buckets,
Value)

R[ESyEE/VERS , xZRIRYE

RElYy&RININT |, XIMAIXENE

REIRAE

REI&/IME

IR[EIXFASFO

ME—FIRFTEEEManditE
ME—FIRIEEMOortE

ax

REBXAIE MEGROUP BY |, it
Ecount, EEBYFselect
count group by x

REIKey, ValuefBmifImap

REIKey, ValuefBpkrI%Value
map

B EERHTATON  FEEIRESXNT

ax
EEXFIRIE—ERY N

XFXFIRER |, FHHARLIETF
percentagef BERVEE

5 BARERM , BrILEES
“Npercentage , FHHEN
percentageXINAYEE

XTEUES | DEIMEEHATRLT

. BValueix—7%l , HF|
bucketsME , IREIEMERY

200

ERERTEARAYIEK | RIRZAY
method : * | select
min_by(x,y)

EIERTE/NY31T , XIRAY
method : * | select
max_by(method,latency,3)

latency > 100| select
max(inflow)

latency > 100| select
min(inflow)

latency > 10 | select
sum(inflow)

I RREIREGHTAT DT, FEHEIRESXT

Bl

latency > 10 |
histogram(status), _EiRiEx
ZF[Flatency > 10 | select
count(1) group by status,

ERE M methodfIRENEI
latency : latency > 100 |
select
map_agg(method,latency) .

REIE M methodIRTEHRY
latency : latency > 100 |
select
multimap_agg(method,latenc

Y)e

Bl

HHT—HUEREE

: approx_percentile(x,0.5)

approx_percentile(x,array(0.1,
0.2))

XJFPOSTIEK , EHERT AL,
107M% , FEEMRAIA/N
: method:POST | select



AEMRS FAFisEe

%Kf%%%%ﬁgeclzgtnzﬁ nfag?o:‘l'jp n )u meric_histogram(10,latenc
by y

AERSERD IR B EF S REH TAES DN  FEEOREXT
59 ax gl

corr(y, x) L[HRFIRIEXRE , ERM0Z! latency>100| select
Y 1 corr(latency,request_size)
latency>100| select
covar_pop(y, X) HHERIIEE covar_pop(request_size,laten
cy)
latency>100| select
covar_samp(y, x) TR E covar_samp(request_size,late
ncy)
NN, . . latency>100| select
- U EILTN =N A E U= iEN - -
regr_intercept(y, x) VERIE, XSS ;Zgz g/l)ntercept(request_5|ze,la
NN N s latency>100| select
IR [ERNERZ R TR, :
regr_slope(y,x) VEIRIE, XTI regr_slope(request_size,laten

cy)

latency>100| select

stddev(x) Bistddev_samp(x) IREXFRIFEARIRAEE stddev(latency)

latency>100| select

stddev_pop(x) IREXFIREAREZE stddev_pop(latency)
. . . ; latency>100| select

variance(x) & var_samp(x) TTEXFRIEARSZE variance(latency)

var_pop(x) S EB T latency>100| select

variance(latency)

AERSERS SRR HF T EREHTATON  BALSESEREOEFTEREY  WATE
ISR T AL

HHAEHEGT

BEREEESIE + - * /% . AJLABESELECTFa A,
FE

*|select avg(latency)/100 , sum(latency)/count(1)
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HF TR RERE

AERSSHFUA T EERE

RS

abs(x)

cbrt(x)

ceiling (x)
cosine_similarity(x,y)
degrees

e()

exp(x)

floor(x)
from_base(string,radix)
In(x)

log2(x)

log10(x)

log(x,b)

pi()

pow(x,b)
radians(x)

rand()
random(0,n)
round(x)

sqrt(x)
to_base(x, radix)
truncate(x)
acos(x)

asin(x)

atan(x)
atan2(y,x)

cos(x)

sin(x)

cosh(x)

=34

IREIXF RIS E
REIXFIRIZ5HR
IR[EIxFE)_E Bz AYEEEL
IR BIREER A ExFy Z [BRIRIZAEILE
BB AE
REIEAFEL
REIEAFEHANEE

IR [EIx[A) N EREITAIEES]
PAradixift $l#EREstring
U SEZSTE
REILL2AE , xBIXTEL
IREILAI0AE , xBIXTEL
IREILAbANE , xHIXTEL
[l

IREIXAIbIREE
IBEREAREITE

IR [EIREHEL

RE[0 , n)BEHEL
xUERAN
REIXAIFETTHR
ExLAradixifHzR
EFEXBYV NGRS
SE A

RIF5%

RIEL]

y/ X8R IEY]

RIA

1F5%

XUHHARTZ

-
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tan(x)
tanh(x)
infinity()
is_infinity(x)
is_finity(x)

is_nan(x)

AEIRSEIRS IR B F R SR REH T H ST
RS
length(x)
levenshtein_distance(stringl, string2)
lower(string)
[trim(string)
replace(string, search)
replace(string, search,rep)
reverse(string)

rtrim(string)

split(string,delimeter, limit)

split_part(string,delimeter,offset)

strpos(string, substring)

substr(string, start)
substr(string, start, length)
trim(string)

upper(string)

concat(string,string......)

IEH]

XUHAIEL]
doublefX{E
TR B RRAE
TR B RRAE
FlTREREE

B RSOT

X

FRRKE
IREFRNFRF R/ \IRIEIE S
HALRING

A MRS = B/

1BF e stringrIsearchifiliE

1B rFERHstringsiJsearchB i/ grep
EtEstring

M RFER RN BT

iR Rpkarray , RESEimitME. 4EAHT
ERIVER | THENLFR

BFrrEoRkarray , BlEoffsetNERFER, £ik
RERAEE , TN

BERFFRPIFRIFRMAE. RESERMALFF
8 AIERAFENREO

REIZFFERIFER | start FiRM1FTA
REFRIERFER |, start FARM1FTEA
s R R L ANE R = BT
BUAREFR

BN RSZNFRRFHER— TR

IR EMEEERARSISES , WEISFRRIIE. Hlt0 : a=" abc FTr¥la==FfFEabc ; a=" abc”

Zabl=abcFl,

AEIRSSSHFIEREFNHEIREL , RIS TMES M ERA SIS ER) B EAFIRI B R AL,
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1. unixtime : LAIntZERIRRMN 19701 B 1B FHARIFLEL , 1201512374067 FKRAIASEIEMon Dec
4 15:54:27 CST 2017, HERSEBRATHRERNRIE__time_ RIXFEEL,
2. timestamp3E2Y | LIFRFER/AZRmA1E] |, 51502017-11-01 13:30:00,

B HAREL

BEIRSSHFE L QARSI T

RS

current_date
current_time
current_timestamp
current_timezone()

from_iso8601_timestamp(stri
ng)

from_iso8601_date(string)

from_unixtime(unixtime)

from_unixtime(unixtime,strin
g)

localtime
localtimestamp

now()

to_unixtime(timestamp)

AOTRIRREL

ax
EPNEkY

% #, 20 X

ZE&current_date +
current_timef9%5 82

RERX

1Biso860 1A (AL Ak THAT XY
A&

1Biso8601%{L AR

BunixB B IR EIEL

PAstring ARTX , fBunixtimes®
AR %I

LN
=N

ZEFcurrent_timestamp

timestamp¥&{tpkunixtime
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Bl

latency>100| select
current_date

latency>100| select
current_time

latency>100| select
current_timestamp

latency>100| select
current_timezone()

latency>100| select
from_iso8601_timestamp(iso
8601)

latency>100| select
from_iso8601_date(iso8601)

latency>100| select
from_unixtime(1494985275)

latency>100| select
from_unixtime

(1494985275, Asia/Shanghai’
)

latency>100| select localtime

latency>100| select
localtimestamp

*| select to_unixtime('2017-
05-17 09:45:00.848
Asia/Shanghai’)



AEIRSS FAFisEe

MySQLEJIEHEZ
HERSESHFMYSQLATEHER, |, BiE%a. %b. %y &.
R aX =30]]
latency>100| select
date format
date_format(timestamp, BtimestampiE{EkLA (date_parse('2017-05-17
format) formatielFz = 09:45:00','%Y-%m-%d

%H:%i:%S"), '%Y-%m-%d")
group by method

latency>100|select
BstringLAformati&=CARAT | 4% date_parse('2017-05-17
{ERktimestamp 09:45:00','%Y-%m-%d

%H:%i:%S") group by method

date_parse(string, format)

Bt ik

%a EH4ES (Sun .. Sat)

%b B#1485 (Jan .. Dec)

%C Bfn , #YERE (1 .. 12) [4]

%D ZRAMEILX , HLES (0th, 1st, 2nd, 3rd, ...)
%d BHRSEJLX (01 .. 31) [4]

%e BABILX (1..31) [4]

%H /B (00 .. 23)

%h /NET (01 .. 12)

%I /NBS, 1289 (01 .. 12)

%i 3% (00 .. 59)

%j SEHEILK (001 .. 366)

%k /BT (0 .. 23)

%l /BT (1 .. 12)

%M Bfn , T (January .. December)
%m Bfp , #& (01 .. 12) [4]

%p AM & PM

o EJJIL\I/TH) 12/3894) , #&=A(hh:mm:ss [FIRAM &,
%S b (00 .. 59)

%s b (00 .. 59)

%T B8] , 243 (hh:mm:ss)

%U BERIEBIUE0 .. 53)
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%u BEFRISEJLE (00 .. 53)
%V FFAISEIURE (01 .. 53)
%y ’EEE]’\J%)'LJ%Week (01 .. 53), whe.re Monday is
the first day of the week; used with %x
%W EHJUHIBFR (Sunday .. Saturday)
%W —E%JLX (0 .. 6), EEANFEOX
%Y Fn
%y iy, P
%% %lE X FFF
RIS T BRER
AEIRS SFRIEERXISTEREY , JLURERRD. b, BT, B. B. FHF5T. XPMREERT LR E
HTHITHA R,
REGEE

date_trunc(unit, x)

850

Unita]iEAYES (xBX2001-08-22 03:04:05.000) :
Unit BUWRER
second 2001-08-22 03:04:05.000
minute 2001-08-22 03:04:00.000
hour 2001-08-22 03:00:00.000
day 2001-08-22 00:00:00.000
week 2001-08-20 00:00:00.000
month 2001-08-01 00:00:00.000
quarter 2001-07-01 00:00:00.000
year 2001-01-01 00:00:00.000

x AJLAR— Mimestamp3E8! , tBa]LARZunix time,
date_trunc REEFEIRIR—LEEBERRRIT , IRFKNFELRBRIENELEEHITHRIT , HINFEITE55
B, XFAET | BIFERBEFRUES EHTGROUP BY,

* | SELECT count(1) as pv, __time__ - _time__% 300 as minute5 group by minute5 limit 100

206



AEIRSS FAFisEe

FIRNHAAI%300F L AR5 5 ¢t

S 2]

VAT 79 FRRI B NAI— DR Gl

TEUENSST.

*|select date_trunc('minute’, __time_) ast,

truncate (avg(latency) ),
current_date

group by t

order by t desc

limit 60

URLEREZFMREURLESZPIRENFRR , — MERJURLADT ¢

[protocol:][//host[:port]][path][?query][#fragment]

HILURLEREY

RS

url_extract_fragment(url)
url_extract_host(url)

url_extract_parameter(url,
name)

url_extract_path(url)
url_extract_port(url)
url_extract_protocol(url)

url_extract_query(url)

url_encode(value)

url_decode(value)

ax

REVHURLFEIfragment , 45
B gvarcharz$sy

REHURLFAJhost , 5517

varcharz$gy

RV URLFEIquerys
namefIRIAISEIE , RN

varcharzgs!

RENHURLApath , £

varcharzgsy

R URLFRERO |, 5RA
bigintZ$#Y

HTEENHURLAAIINY | R

varcharz$gy

B URLFEquery , Z58A

varcharz$s,
SFurlif 7 X JRhg
SFurliF{THRES

IENTRET— R | FRREIFZERN—ED FE.
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HHl

*| select
url_extract_fragment(url)

*|select url_extract_host(url)

*|select
url_extract_parameter(url)

*|select url_extract_path(url)

*|select url_extract_port(url)

*|select
url_extract_protocol(url)

*|select url_extract_query(url)

*|select url_encode(url)

*|select url_decode(url)
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EUAIENZURER ST
REE

regexp_extract_all(string,
pattern)

regexp_extract(string,
pattern)

regexp_like(string, pattern)

regexp_replace(string,
pattern, replacement)

regexp_replace(string,
pattern)

regexp_split(string, pattern)

ax

REIFHFER P AR IENITUHIFRE
Q?%,ﬁ@%%%—ﬁ\f?"—ﬁ%iﬂl
H

RElFFFERarRRIENZUAYEE—
2

FIRr=RrERRAHHIEN | R
ElboolzsRY |, IENI=ATLAR &5
P RFERN—E D

BFRFESRRENRRLE
#pgreplacement

I FFER AR IENzUAYER M
bR, 85T
regexp_replace(string,patter
m,")

ERIENZUEFFF eI e

HHl

*|SELECT
regexp_extract_all('5a 67b
890m’, \d+') &R A
['5','67','890']

*|SELECT

regexp_extract_all('5a 67b
890m’, \d+') Z58#9'5'

*|SELECT regexp_like('5a 67b
890m’', \d+m’') &&E fytrue

*|SELECT regexp_replace('5a
67b 890m’, "\d+''a") &R
'aa ab am’

*|SELECT regexp_replace('5a
67b 890m’, \d+') &8 A'a b
mI

*|SELECT regexp_split(‘5a 67b
890m’, \d+') &R
[a')'b''m1]

JSONEREY , AILURIT—ER=RTER/9JSONZERY | FHEIREUSONFRIZFE, JSONEZHEIFE : mapf
array, WR—PFRIBMFITAISONKR , BRARMEAIZNuIl,

AEIRSSHFATERAISONFE :

REE

json_parse(string)

json_format(json)

json_array_contains(json,
value)

json_array_get(json_array,
index)

json_array_length(json)

json_extract(json, json_path)

ax

BT EREEILRII SONSEY

BISONSEBULAL Al T ER

HIRT—NSONKRIHE |, 5iE
—NF/FE (HEE—
JSON#A ) EEEEFENME

[Ejson_array_contains , &%k
EY—NSONZSLERIEA RS
NAYTTER

IR[E]JSONZRABRIA /N

M—"NSONXISRHIREYE

208

=20

SELECT json_parse('[1, 2, 3])
£55R/9)SONSRELEA

SELECT
json_format(json_parse('[1, 2,

31)) ERNFHIER

SELECT
json_array_contains(json_pars
e('[1, 2, 31"), 2)&k SELECT
json_array_contains('[1, 2, 31,
2)

SELECT json_array_get('["a",
b, "c'l, )RR

SELECT json_array_length('[1,
2, 3]') IREIER3

SELECT json_extract(json,



AEMRS FAFisEe

, JSONEIZANEI AL

$.store.book[0].title , IR[EES '$.store.book’);
RE—/NSONIH

json_extract_scalar(json, ZfBljson_extract , {(BRiR[EIZ )

json_path) REFRreRRE

SELECT json_size('[1, 2, 3]") iR

json_size(json,json_path) SRENJSONISSREETLERIA /N EEE3

AERSEETSFIEEEElong, double, textE!, 7EEIFSIIEFHIKEIGEDbigint, double,
varchar, timestamp. int%,

SRBUEIRREYL | SRRICTE YR ERE

cast(value AS type) — type
try_cast(value AS type) — type

IP iRBIEREY , ATLURBI—PNPEAMIPEZEINWIP , el LIFIMTIPATERIEZR. . Hh.
R aX =2

HIBFIPRRFEROS, , RARIERS

ip_to_domain(ip) . iR[Elintranetafinternet,

SELECT ip_do_domain(ip)

ip_to_country(ip) FIRFIPRRERIE 2R, SELECT ip_to_country(ip)
ip_to_province(ip) #Uﬁﬁggi%ﬁé% RSN SELECT ip_to_province(ip)

FIRRIPRT{ERYSEET | ANSREINE

ip_to_city(ip) MEEERSER. SELECT ip_to_city(ip)
ip_to_provider(ip) SRENIPI N AR ERIZ S SELECT ip_to_provider(ip)

{sEFEEA
1. EEAPSEEAMGEER EEREE

* | select count(1) where ip_to_domain(ip) !="intranet’

2. EEtoplORSiGIRIEY

* | SELECT count(1) as pv, ip_to_province(ip) as province GROUP BY province order by pv desc limit 10

Mol R7 475 SR A 45
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[
{

n n, nn

__source_":
"_time__": "1512353137",
"province": "#HI&E",

"pv": "4045"

b

"_source_ """,
"_time__":"1512353137",
"province": "_EiETH",

"pv": "3727"

b

"_source_":"",
"_time__": "1512353137",
"province": "JbEEM",

"pv": "954"

b

n n,own

__source_ "
"_time_ " "1512353137",
"province": "FIRJIP",

"pv": "698"

b

"_source_ """,
"_time__": "1512353137",
"province": "TERE",
"pv": "472"

b

" _source_ """,
"_time_": "1512353137",
"province": "tE@&EE",

"pv": "71"

b

" n, wn

__source_ "
"_time_ " "1512353137",
"province": "PAIEXEY",

"pv": "52"

b

" _source_":"",

" _time__": "1512353137",
"province": "EE",

"pv": "43"

b

"_source_":"",
"_time_": "1512353137",
"province": "f&E",

"pv": "26"

hA

" source_ """
"_time_ ":"1512353137",
"province": "SEHT",

"pv": "26"

}

]
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£ ERERPEETRNIP , Bitx , HIFRE CRHMNZKEMNARMELE , ATTREXEDHEEK , B
MELAMERTANSHES !

3. iEEARIEK , E&top 108MEHIEEH

* | SELECT count(1) as pv, ip_to_province(ip) as province WHERE ip_to_domain(ip) != 'intranet’ GROUP BY province
ORDER BY pv desc limit 10

4. BEEAFEZRIFYRATER , RATIMFERS , RAFERSYIRAY

request

* | SELECT AVG(latency),MAX(latency), MAX_BY(requestld, latency) ,ip_to_country(ip) as country group by country
limit 100

5. BT RMLZEE R FEIEER

* | SELECT AVG(latency) , ip_to_provider(ip) as provider group by provider limit 100

GROUP BY xz#52%%1, GROUP BYsz#r&Eid SELECTRIFIRY B k=T RAIKEY,
)

method:PostLogstorelLogs |select avg(latency),projectName,date_trunc(‘hour’,__time_) as hour group by
projectName,hour

BlEhourf{zRE = SELECT%date_trunc('hour',__time_), XA F—LEIFESZAIqueryIFEBEE

°

GROUP BY 3%#GROUPING SETS. CUBE. ROLLUP,
A

method:PostLogstoreLogs |select avg(latency) group by cube(projectName,logstore)
method:PostLogstoreLogs |select avg(latency) group by GROUPING SETS ( ( projectName,logstore),
(projectName, method))

method:PostLogstoreLogs |select avg(latency) group by rollup(projectName,logstore)

SRl

HRRAE#{TGROUP BY
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BRATHRE T —MEES_time__ , ZFTFHMERE—FINSKITINEER | SEMEEEZFIFSEL.

{#FEdate_trunci®gy , ALAEREFIRISFE) T (hour), F3¢h(minute). XK(day). B(month), (year),
date_trunciE=2—/\XI3F8AL , FI—Munix timegi&timestampEERY%1 , Flg0_time_

- ERE/\, SoMsITIHEPY

* | SELECT count(1) as pv , date_trunc(‘hour’,__time_ ) as hour group by hour order by hour limit 100
* | SELECT count(1) as pv , date_trunc('minute’,__time__) as minute group by minute order by minute limit 100

iE: limit 100R_RZIREN1001T , ANRAIILIMITIESG |, BNARZSIRENL0ITEUE.

- IR RIERRS AR TAT |, AINARITHES DR |, date_trunc REEEiRIR— L E ERTBERSEI
 XFMZRET |, HFERREFEURTTE#HITGROUP BY,

* | SELECT count(1) as pv, __time__ - _time__% 300 as minute5 group by minute5 limit 100

EIRNTLAAI% 300K NZR S 5 i TEUERT 5T,

#GROUP BY rhigHEYdFagg5ll

EFVESQLA |, ANER{FEAT GROUP BYiEL |, BRATESELECTHY , REBISEESELECT GROUP BYRYFIRIAAHE
 BETHERGIHTREGHE | AUPREEEGROUP BYFIRIRE.

Bign , LANEERIRER , B79b23FGROUP BYRYY! , 1EiZfRait{TGROUP BYRY , BE{ThaItiLRE , BR
FEZIEFEP—THEH.

* | select a, b, count(c) gropu by a

RTIREILAEBR , aTLAERarbitrary REgE@tHb :

* | select a, arbitrary(b) , count(c) gropu by a

B REE

BORMARETITE. SEISQLRSRERERRITE—TANER | B ERETRENR—1TER. &
HRE , JLABSITHE | ARIEERERRE—1T9.

BOREIEE:

SELECT keyl, key2, value,
rank() OVER (PARTITION BY key?2
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ORDER BY value DESC) AS rnk
FROM orders
ORDER BY key1,rnk

OB =

rank() OVER (PARTITION BY KEY1 ORDER BY KEY2 DESC)

Heprank(02— 1 RERE , JLMERSIMEEFIHEARE , B LIERARIESIHAYEEL. PARTITION BY
RERRPLERTITE,

B O ERRATHRR SR

BRE aX
rank() AEOR , REE—FHF | REEEORNES
row_number() REEEONNTS

REIEANKIE— N value , —ARFIIZEEOREL
Bk | SREU&K(E

last_value(x) B X Ffirst valuefBfz
nth_value(x, offset) BOWAYSEoffset N

BORXGETZ Soffset{THIE , MR ZEZ
17, MUEXdefault_value

BORXGETZHioffset{THIE , MR ZEZ
17 , MUEXdefault_value

first_value(x)

lead(x,offset,defaut_value)

lag(x,offset,defaut_value)

fsEFEEEB
1. BAMAF , SRS ARFKESS IS,

* | select department, persionld, sallary , rank() over(PARTITION BY department order by sallary desc) as sallary_rank
order by department,sallary_rank

M RE5ER:
department persionld sallary sallary_rank
dev john 9000 1
dev Smith 8000 2
dev Snow 7000 3
dev Achilles 6000 4
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Marketing
Marketing
Marketing

2. BAAE , SR ARFKERBI IR ALL.

* | select department, persionld, sallary *1.0 / sum(sallary) over(PARTITION BY department ) as sallary_percentage

M REEER:
department
dev
dev
dev
dev
Marketing
Marketing
Marketing

3. &Kt FREEBRUVIE s —RANE KSR,

* | select day ,uv, uv *1.0 /(lag(uv,1,0) over() ) as diff_percentage from

(

Blan Stark
Rob Stark

Sansa Stark

persionld
john
Smith
Snow
Achilles
Blan Stark
Rob Stark

Sansa Stark

9000
8000
7000

sallary
9000
8000
7000
6000
9000
8000
7000

sallary_percentage
0.3

0.26

0.23

0.2

0.375

0.333

0.29

select approx_distinct(ip) as uv, date_trunc('day’,__time__) as day from log group by day order by day asc

)

I VEES

day

2017-12-01 00:00:00
2017-12-02 00:00:00
2017-12-03 00:00:00
2017-12-04 00:00:00
2017-12-05 00:00:00
2017-12-06 00:00:00
2017-12-07 00:00:00

uv

100
125
150
175
200
225
250
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diff_percentage

null
1.25
1.2
1.16
114
1.125
111
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SRS EIDHINEESIFRESQLAIHAVINGIE L , F1IGROUP BYEZE{#HFE , FATFI3iEGROUP BYRILEER,
B

method :PostLogstoreLogs |select avg(latency),projectName group by projectName HAVING avg(latency) > 100

HAVINGFHIWHERER X5l

HAVING RFiZiEGROUP BYZ [FRIREITENER | WHEREER S B ZETIRRIGETE.

Nl

MFREATLIOCHER , ITEBNENIITIERE  FERRERTRABERHIEREATLI00mLAIERD

* | select avg(rain) ,province where teporature > 10 group by province having avg(rain) > 100

ORDER BY FFxdtaHERtTHER | BRiRSUHEIR—5H THER:.
BEg

order by %% [desc|asc]

A

method :PostLogstorelLogs |select avg(latency) as avg_latency,projectName group by projectName
HAVING avg(latency) > 5700000
order by avg_latency desc

LIMITIEIR— 8T , RrRmSHHEATE. NRARNILIMITIED , BARBEH101T,
R AZELimit offset. linesiBik,

=2

*| select avg(latency) as avg_latency , method group by method order by avg_latency desc limit 100

3ZFFCASE WHENIE L | XHESEUEHTIFZE. a0 , Mhttp_user_agentshiZEERE. , |33EA%AndroidFl]
iOSPFEFhEEY -
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SELECT
CASE

WHEN http_user_agent like '%android%' then 'android'

WHEN http_user_agent like '%ios%' then 'ios'
ELSE 'unknown' END

as http_user_agent,

count(l) as pv

group by http_user_agent

FEA:

- HEIRESIE/920089i53K S RMAIBERAIELH] -

* | SELECT

sum(

CASE

WHEN status =200 then 1

ELSE 0 end

) *1.0 / count(1) as status_200_percentage

- B AEERN KBNS

* | SELECT *

CASE

WHEN latency < 10 then 's10'
WHEN latency < 100 then 's100'
WHEN latency < 1000 then 's1000'
WHEN latency < 10000 then 's10000'
else 's_large' end

as latency_slot,

count(l) as pv

group by latency_slot

216

ESQLiRAEF | FIRWRMRFE. 5. TRIZAEMN , BUAFEFL,

REATWERET , BRUNREE T ARG SQUNERSIE (BliNUser-Agent) , BBAREERERITEML
BT , LPIB—BIE  BTEE. BIRMNATSQLE  EREFMEE  MRRRIEER  BRNEER

ERRIERTR.
A, HAFREBAIFIRERNKET , R LI — & kBRI 1B EiA.
BlEFE -

[ReE5= il

User-Agent ua

User.Agent ua

123 col
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abceefghijklmnopqrstuvw a

AEMquery , FEDITITHIRERERBN | FHNXBLEH—EENNNAquerylIFER | e,

1. REERNFRFERSIHITGroup byitH

XFFFERHITgroup by , @5EKERIhashit® | XEDIHTEEF TS SEERTERS0%A L, ERLITHA
Tquery :

* | select count(1) as pv, date_trunc(‘hour’,__time__) as time group by time
* | select count(1) as pv, from_unixtime(__time__-__time__%3600) as time group by __time__-__time__ %3600

Query 1 FI2IXERSRERER , HBETESNMNHHIREcountsl , BEQuery 1 B5CiCRTEELFFE
, $1702017-12-12 00:00:00 , ARINXNERFERF Tgroup by, Query 225 IR EE A ERTITE

, group byItEEASEMWAFRESEE, Query 1ZEXNFRTEHIThashiBIE , FRLAERITHE L | Query
281E,

2. Group byZ iy , {8 AXRFEMTFERA.

f5lan , provinceg134 , BFEL{Z.

R : *| select province,uid,count(l) group by province,uid
18: * | select province,uid,count(1l) group by uid,province

3. EFRMLERREL

HERHAIEEERH BRI RS, MESRA—LARZAIEHE | RATIRETEINER.

: * | select approx_distinct(ip)
8 * | select count(distinct(ip))

4. FESQLPIREVEERP , REAEEEETES.

SRENETEY! | IBEREEEZ. ESQLIHER , RERIENFESSITERY , XSIMRITE.

R *|select a,b c
18 @ *|select *

217



A&

%

FAFisEe

1. SO0FEIRIRMEIEIRT , AIRE.

FTHEDTHRIS00RE , JRILSHIMERFTEBITI0%IRAIRE

status:500 | select __topic__, max_by(error_count,window_time)/1.0/sum(error_count) as error_ratio,
sum(error_count) as total_error from (

select __topic__, count(*) as error_count, __time__- __time__ % 300 as window_time from log group by __topic_,
window_time

)
group by __topic__ having max_by(error_count,window_time)/1.0/sum(error_count) > 0.4 and sum(error_count) >
500 order by total_error desc limit 100

2. SRBRIRE , AARE

FTELHIIRE  HRENRELIEMRET |, fARE., ATFESREN—D#A | RiItHEUERE— N =R
2889, FrLL , BERRLA(max(time) - min(time)) #TI3—1t . ZITENDHRREIYE.

* | SELECT SUM(inflow) / (max(__time__) - min(__time__)) as inflow_per_minute, date_trunc('minute’,__time_) as
minute group by minute

3. RIREUIERIBISH | EB IR R RS

* | select avg(latency) as latency , case when originSize < 5000 then 's1' when originSize < 20000 then 's2' when
originSize < 500000 then 's3' when originSize < 100000000 then 's4' else 's5' end as os group by os

4. fEgroup byf9&RF |, IREIFSLL

AEERIIAcountER |, RERTHBE DL, iZqueryEE T FEIE. BORE. Hadsum(c) over() FRITEFRT
BT8R0,

*| select department, c*1.0/ sum(c) over () from(select count(l) as ¢, department from log group by
department)

H—LERNEIR | —BESQLEERERK , BISQLIREERRLIBRESRIIFER.

REFERNTHRESANXEIET , EESQLFIEEfrom &4, EEEPEEEfrom logXNM KT |, T
M B EFIEBRIAEYE.

B

* | select sum(pv) from
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(
select count(1) as pv from log group by method

)

LERA—MBESY , 8—FETEICR Y | FEERERRINIEER | EEETREEA AR
BIBMFIINRETIE.

AT ETXERREEATKR (i + X4 ) MEP—FKAE , BizASERBXXAPRIRIE TR ( £X
) BEETRAS (TX) BEHKLR , JTREAE DevOps HR T TESARE XK ANEE—ERER

AERSEHSREEINENRE , SRS aEEEEASERBXEPRIIETXER | RIaEUT
ERE EE G R s R TEmRIeE. BEEEEEATHLETYER | SRR SHIEEPRIET K
EXBIEER |, FHEELITM,

RIFiA SR

foIgn , 020 HhsEmMubFERRSS 28 EAIER B EERICR—IRIT BRpEIAIHIT |
BAFER > NGB > /REYE > IMAWYE > T8 > TR > AR > EMiTHA
RAFPTERANT | zHARFTEREEM TR, E50LETERG  FEEERBRARFIES

BERR , AEREERXERNAEENE—a=s , LUTER ID AXEEERNARER B, #E#
T N ERRKURE.,

EESRS S, JLURRUT SRS !

1. FIpRSS 28 FREREREE s Logtail , FHEEHIE LiRINNESE. AERERSE |, S Logtail
FHAEERERE.

2. FIHERS M= S BEEANE , I5EMBERIRIEITR ID HERTREAMBE.

3. EFREREEAEE , M EFRERIANSZHEXANETCHEES (FI80 : [SH-RIOMEN ) .

[ 9]
- =
| BEEEENBELNEENARL | {_logstore applog | | BEESwebEHIA |
B A S - N L RIESEIRE
app.log app.log [
— 1 —— IEELEY
Iz 2 E—
s 3 T b e .
g a — [ B C ]
[ = i applog :
— N 5 i
N+ 1 a3 1B
e |
. /' Logtail ¥, ! J
] S S g
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ThREiL %

- MR , BEHEITE D,
- EESRSEH S LA LEEESR. XHREERTETXER  ARERBAHREEATX

.

- BEEHRENNALER  EETRSEHGEEN ARREEVIRATEBHIT L TYES , £
ERTLASHINE,

- FREORSSEETEA RS HEX A (rotate ) ERRVEIEEX | EIBSIRSEHIG LR
AR ERIEE.

BRI

- (A Logtail R&EHE (MR ) LIEEIERIHTE | (REENRE. RERBELVINCHEHERE
- Java SDK/Producer Library/Log4) AppenderZ&SDKE NEHRE AT (1t )
- FHE BEZRS |&Eif Thee

R EREATIEEE RIS A Logtail RERE LERIEE , HEZME TR 1EA L.

BEPR

=R ATRSEEEHS.
ARG |, BEIBERTR.

£ Logstore5lIsk WH , IFEMHEANBEEHBRERTERSZITH HiA.

ERERTHME—RETHENS ETFOUR % | RBZASHE L TXERIRE.

200

— 1 , 1 [ I 1] | Is | —
2457188 2655158 2847158 3053158

SRR~ |BTES~ IR - e aaE -

HiEAP A
(1)17-06-12 10:24:14 __FILE_ :srofiofeasy_connection.c _ LEVEL_:WARNING _ LINE_:1581 _ THREAD_ :25241

" £.98 log-timeout_mesg: OxTlel36bb1048, time: D.400616 (s), packet_id: 1234682912 10,153.136,88:1026
BT EE PEHEEE 4.803990, ermor: 0, s->timeout: 400

EFFXx microtime:1487234254604015

Eh—&AE , BE _ETONE.
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AR

%

FAFisEe

EHENEE

B ZEI IR L EIR.

| meso_sarr | s

FIEIE R EE(HEEEﬁli-Eﬂ

WakFLTX
(U SR 1121000 190 1A AL LA RS ML L LB S TR LIS 120 | ISR LT
-5 | oot found session, packet_lo=821814526 10.153.136.160:10261.228 QxS SIAE, . SAVE 1O, 330, FespEna_Bt=1

+1

+3

ERRMESRIRE L NREEIRT AEE
B 5 B

f&Restful API4} ,

457010362066591, client.
microtme:1 407010350088638

108-08 20:32:50] 10.155.196.160 __FILE_cercfio/easy_connection.s _LEVEL WARNING __LINE_1561 _THREAD_ 4817

Toggmeout mos(: G TIC30RS2I048, Uma: 0 400067 (5. Packel it B21816867 10,153,136 10310761 414_¢ ot st
.—.

[08-00 20:2:50] 10.153.136.160 __FILE_ssecio/oasy_eonnocson.c _LEVEL SWARMING __LINE_11252 _ THREAD_ 4317
lognen found session, packet_Jds821816867 10,153 136 10410361 _414_0reasisas, servor: rocy_tte

1497010370 301657, now: 1487010370 301658, eero

respona_atel

497010370488818, client
mirotiene: 497010370468202

[06-09 20:33:00) 10.153.136.160 __FILE_csecfio/masy_connection. _LEVEL WAANING __LINE_ 1551 _ THREAD_ 4917

Togtimeout_mesg: BxTicIabicdD4B, time: 0.4D0BIT {s), packel_id: 821835102 10,153 136.160:10251_228_0x5751048:43318, bi: 1457010380 171862 st: 1487010360, 171383 et: 1497010380 572587, nonw: 1487010380 572508, erro

£0, 3-3timecut: 400
mikrotme:] £97010380572613

[06-0920:13:00) 10.153.136.160 _FILE_cwrofiofsasy_connocton.c _LEVEL WARNING _LINE_1252 _ THREAD_ 14017

lognet found session, packst_id=821630102 10,153,135 160:10261_299_0xS575¢cd8, sarver. reci_
497010380752005. cliant:
iRt 407010580752058

[06-00 20:33:08] 10.183.136.160 __FILE_-wrcio/easy_connection.c _LEVEL WARNING _LINE_ 1561 _THREAD_ 14017

72003 pe

respend_st=1

Toglimeout meag: TTic1Z434TIHB, time: D.AQ0043 [s), packet_id: 821854585 10,153.130.160:10261_229_05751c40:43316, b 1457010369, 126052 &t 1437010368,120071 el: 1457010330.526056, now: 1437010080 526097, emo

0, s->timenut: 400
micrTome1 4070105885281

[06-09 20:33:08] 10.153.136.160 __FILE_-wrcin/easy_connecsion.c _LEVEL WARNING __LINE_1252 _ THREAD_ 4917

Inanet found session, sackel id=A21BS4BE3 10,155,136 16010761 298 OXSTS04R s mev

"
—— |(gzi@mnmm
TN,

HITE

1R aT LAEEFIDBC + #RAESQL 92i#

RS

ERSH
host

port

user
password

database

table

flgniE

il

cn-shanghai-
intranet.log.aliyuncs.com

10005
bqg2sjzesjmo86kq
4fdO1fTDDuZP
sample-project

sample-logstore

BIIMySQLaSERRFIENT -

E,JE'L:‘ l:ll

. IFREREEE LT, 5 E

lu\§1@ lﬁ \#T'

H8

HRR BRI HEMNERN
A E)F0V PCRILEI31E]

BIAERE10005/EAROS
iElfEE Accesskeyld
WiAIRAEA Accesskey
FFWS T8 I8 ( Project)
B T8 B7&EE ( Logstore )

mysql -hcn-shanghai-intranet.log.aliyuncs.com -ubqg2sjzesjmo86kq -p4fdO1fTDDuZP -P10005

use sample-project; // {EFEENProject

BRI

i5ia)JDBCE |

TFERFEWKSHIAKSE FIKSHIAK, FIKSHEProject ownerfdFiksS , Y FIKS
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BAProjectRBIHNERPR.
PN
EREI

fEwherefZZ 4w/l s date_8k_time_RKIRFBIEIAAIRSEFEE. _date_ Rtimestamp3B!_time_Z
bigintz&8Y,
fign

- _date__ > '2017-08-07 00:00:00" and __date__ < '2017-08-08 00:00:00'
- _time__ > 1502691923 and __time__ < 1502692923

BRI,

UM AN

XFwhere FidiE ( filter ) IEEMT :
BEX Bl i8R
FRIBEER key = "value" BHINEDRZEHER
FRFERIEHIEER key = "valu*" ii@ﬁ’ﬂ%ﬁﬁz}ﬁﬁ*ﬁm&@ﬂﬁ@%
Bkl num_field > 1 ?i%ﬂ’ﬂzt@;@*%kf@%>~
ZIEEH and or not @?Daan; I‘\)C()t ?)ngnslf "y"2a =
SIER line__ ="abc" MSREFALNES ER , BEME

FB7REYkey (__line_)

HEEE

ST ERFRTE N IMEE.

SQL92iEi%
T8 + IHEBEEHSQLI2EE,
BN F e T™ES -

status>200 |select avg(latency),max(latency) ,count(l) as c GROUP BY method ORDER BY c DESC LIMIT 20
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BAITLSERFIEIERS + HERHESRAEINRMY | ZARESQLIZIE]

select avg(latency),max(latency) ,count(1) as ¢ from sample-logstore where status>200 and __time__>=1500975424
and __time__ < 1501035044 GROUP BY method ORDER BY ¢ DESC LIMIT 20

5 DBCHNSLAI
=R

FREFTLEEE—NSEFMySQL connectorfIfE R {ERMYSQUERERZHTIRS . HIanfEAIDBCEE
Python MySQLdb,

{sEFRAEEAI:

import com.mysql.jdbc.*;

import java.sgl.*;

import java.sql.Connection;

import java.sql.ResultSetMetaData;
import java.sql.Statement;

public class testjdbc {

public static void main(String args[]){
Connection conn = null;

Statement stmt = null;

try {

//STEP 2: Register JDBC driver
Class.forName("com.mysq|l.jdbc.Driver");

//STEP 3: Open a connection
System.out.printIn("Connecting to a selected database...");

conn = DriverManager.getConnection("jdbc:mysql://cn-shanghai-intranet.log.aliyuncs.com:10005/sample-
project”,"accessid","accesskey");
System.out.printin("Connected database successfully...");

//STEP 4: Execute a query

System.out.printIn("Creating statement...");

stmt = conn.createStatement();

String sql = "SELECT method,min(latency,10) as ¢,max(latency,10) from sample-logstore where
_time__>=1500975424 and __time__ < 1501035044 and latency > 0 and latency < 6142629 and not
(method="Postlogstorelogs' or method="'GetLogtailConfig') group by method " ;

String sql-example2 = "select count(1l) ,max(latency),avg(latency),
histogram(method),histogram(source),histogram(status),histogram(clientip),histogram(__source_ ) from test10
where __date__ >'2017-07-20 00:00:00' and __date__ <'2017-08-02 00:00:00' and __line__='abc#def' and latency <
100000 and (method = 'getlogstorelogS' or method="'Get**' and method <> 'GetCursorOrData' )";

String sql-example3 = "select count(1) from sample-logstore where __date__ > '2017-08-07 00:00:00' and __date__
< '2017-08-08 00:00:00' limit 100";
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ResultSet rs = stmt.executeQuery(sql);

//STEP 5: Extract data from result set
while(rs.next()){

//Retrieve by column name
ResultSetMetaData data = rs.getMetaData();
System.out.printin(data.getColumnCount());
for(int i = 0;i < data.getColumnCount();++i) {
String name = data.getColumnName(i+1);
System.out.print(name+":");
System.out.print(rs.getObject(name));

}

System.out.printIn();

}

rs.close();

} catch (ClassNotFoundException e) {
e.printStackTrace();

} catch (SQLException e) {
e.printStackTrace();

} catch (Exception e) {

e.printStackTrace();

} finally {

if (stmt != null) {

try {

stmt.close();

} catch (SQLException e) {
e.printStackTrace();

}

}

if (conn = null) {

try {

conn.close();

} catch (SQLException e) {
e.printStackTrace();

}

e o o o

TR¥*EA

TEZ BRI/ VPCERESIEIT My SQL Clienti#H T,

o~

1. QYMESEAIProject,
2. QRMESERLogstore,
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. Type '“c' to clear the current input statement.

B17-10-11 2' and _ d

AERSSHFETEN BEERE L, LB EEMNIGERSERS LG ESE BT OARIE
B,

BEARRERN

1. EcBREEI + SZEHN.
2. RFERBITRETN , ATESMASERMY.
3. RIEE(E/M  EEEEE

SR 1 BERESH
ZREE

ATERSERTLIEBIL TRMGHET | SREERENERGT. SREZTRESRTUERREGSH
THE ; BREHHURHRERAGTHE S HIER | BEFS.

EREERE

f5lgn , A& 15 28N E S error B9URE | S48 error, — B 477 &, DHUT ¢

sis_shennongworker_log - | error ‘ 15534 |~ | 2016-12-15 11:54:15 - 2016-12-15 12:09:15 B n

3B~ BER-

v | BRI -

16512158 __FILE__:easy_connection.c
118454552080 —LEVEL 3 /RNINC
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ZNBERE Key, Value BE | ERILAXIEA Key THY Value IR EEHZ&KM.

—IXEET 10 KB , SEMNRAMT BI10% |, EPEEHEI—FFE5EM | 8

T EIRE
SRR EE,
FRERE. RIEENRITE 5E,

MZMFAILIEE  SERSFIMT 477 55981 10 &

£t (Histogram Zif )
FlanEaRrE BEFIRSEA2000BEG , EFEDWNT (FHEEIEL)

* | select sum(case when status=200 then 1 else 0 end) *1.0/count(1) as ratio

* | select sumi(case when status=200 then 1 else 0 end) *1.0/count(1) as ratio REi:) -
1683255 1681315 1684375 1681435 1689495

16ET07E 1681135 1681195

BEEEE8640441 ZIRTERIEN

153:?45;; 15E555 16E1015

REEE sitE=

- v Wl ® 123 A xE: ratox | v YHE:  ratox | v ‘JEW

£

ratio

0.9999474754447705

At , TLAREEERESRMA I ratio < 0.9 , FRZHIREIB 20009 HENTF 2 HEEHI0%AT 1T

HEk
I:lﬁg_o

BIESER

Ex BERGSEEEHS.
ERFTERIINE |, BETE AR,
£ Logstore5IZR TUH , iEFAFERNESEARERETESY T Hif.

REFEKRIEEREE ( Logstore ) . ERK ( Topic ) fIEAIEGfE , BFREEHT.

BENEA AN 578 > (RESH. $ERSHRTARETIA.
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1t v

|IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII|III|I|I|II.
494

O=EEL8,640441 EFHRTEFIER

B nis_zassizn_log il i bl Y i i EEIEE SE FEASREE BSEARESE : SEHEZ
2

JRrsHE FitERE

- E \ﬂ] @ ez} E e ratio ~OYHE: ratio x v ‘IEW i
ratio

44444444444444444

REREEIRFISHRS HBE.

- BRI e,
- REFFRIR : RIEFARIETR.

RIESIEFIS X

BEEE  mEnEmg ~

* BUETHAERR | test

EtE

SRR 2 Sl SERN

BaERsHREARETERE | SRR EEMN.
BE BEh > &%, ANEERE .

IRESEEMNF AT HBRE.

SEENSBRSHSFIEEFIER ORI,
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=AW

* IREHIEF test

rEAEE

* REEEER | test .

* ZHEENEETE | 600

sy e
() #oEsE=

* i EER(T |5

w) REEESMARE , BE
* R 1

EEEE

* FEREFR | ratio

¥ HBERF | T v

» EEEE 09

RETHE

+ EFIEER

i
i}
<

AN

REERRR | BRSUHERCEIEIRERI,

HiEEETE : IRBIRERXNITESEREERRIEIEREREE | 1980 BIX&E 198 I TIRERY
SRR AR TEA.

IR BRRSIREXSEMNURERSRFIEREXEFA9RT 10 FEUE.
WEER : RSHEAHITEECERNEER (BT, S/NEEsZEF Smin) .

RARE - SENEECSATRANREL , LLANEREs 5 £t , 2 ARELR 2 XIGEHESERURIAE
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S (EERRERN 10 H8)

FEAER | BEABTRETEEN Key SR,

EUBAF « SHFUESR ( KT/ RTFET/INF/INTET ) FIFREE (Ba%/IENIES ) | WA -

B4{F i)

> ZFIREKRTHE
< ZHRE/NTEUE
>= AFEFEANUE
<= INFETRERANEUE
like A&

regex TENYPCfe=fFER

S8 3 BEEENSI

Bal , BERSFE MEAST

- BRI - BRFE+REME (BN
- §TET#28 A-WebHook

- BENX-WebHook

-RfE (FEF)

Nl

$count > 0

$count<200
$count>=0

$count<=0

$project like “admin”

$project regex match
uA/S+$u

HERENSENNRAARSE  BSRSGEITETUCIRERBRNLT , NEREEEREE.

B8 . BRIESIRSGSEE UEEEAN] SRISTS | BRESE: (HERSS (MNS) 1 SUREEE

e,

BRI (#E75)

EEEAN—SENFh | BREEIRE BRSO, AREENRES.

wEE

* RIS | e

* il error count exceed 10/S
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A& (LOG ) FEXIMANHEIEIL

HENEZEAP O T EA R EERE |, EHESRE
A—FIETER. TTHESGERERBRAED.

TEBCEBEIA

128 WRLIFEBENANCEETEER | B ES B AR hHTE,
EFREMEERIHEERFETYSHRME | BIRIEESIHRER,

TSR FrEEE - ECS/RDSFIRERTISFIEA]

X
it

Ci REBRREA wang_qing****@163.com 150%***3553
[z & jessie.w****@163.com 188*+*¥*8703 sARmEA illa3
~ =g R @gq.com 15(F***5555 ERASA ilzS

+ FSESEEA

iR BOEEREIGERSRIA

TEIEBUHRERIA B NGB R
NEFREFE—(IEERKA |, L EERT+FIEERERA | HEEZARBATRIEEEEN

TCATT

BRFE. FHSHEMRMER. XKSHREATLUNBEEZERAREFISE.

=
- BB EHAERIHEREIFHEFYSTIEME , BYRIEEATEER.
- BV EEREIEEERA.
- BAIAERA M + 5215, BATER.
- BNFEHS/fE —REBE RIX500R,

HETH

st
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1] F&F11-28

[MEx= ) BERFHRali-cn-
shanghad] 2 8 WE W aleon - 288
countd 8 AE:197992 > 2000

[[M2 =] BEESHBali-cn-
shandtd #5898 EH el - (i 4 28
countd S8 AE:85551 > 2000

ERAET . (FREN” BSIRSEE )

@ (o 11:33
1 LE

BEREY sls_a****@aliyun-inner.com :

BEATES P A PR EERE : E : ali-on-shang e B0t BN @ countd | ARG
85551 = 2000,

THEREINLIR | MO B R A,

HREEHRERLE

FTEIHIRRA

EETSTREA LARIMNEEA | iEFEEENX (1BIWebHookiZ NBENXRS )
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DHIFERS

©

JIRA

@

£T#4

Bl A

fil £ =Code GitHub

B FGith LB ER

¢ O

Travis Trello

O

BEX

IE A5

Bl AR (A% ) |, FHENWebHookjtz

g ARF:

B

EATRS TEEIRET |, i WebHook-§T¥TH1EEA | EWebHooki#HZRINZEWebHookithiik

GitLab

B FROREYF R

HERS &%

Fra

FE

hitps://oapi.dingtalk.com/robot/send

i

 ESBERIARE ( RSHFR, RESONNFFT )

* AR WebHook-§TETHLSEA

* WebHookdtihit ‘ https:/ioapi.dingtalk.com/robot/send ?access_token=23e326aeadedidde307dc14453adf07ed2c L~

+ Mz | PV count down 30%

HETH
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o [BERESE] PV count down 30%
[Uid] 13415134513

[Project] ali-cn

[Trigger] oplog_alert

[Condition] 3413 > 3000

[Message] PV count down 30%

Read ==

BENX WebHook
EAERETEEIZET |, 1% WebHook-BEN. , 1EWebHookitEZ R InEWebHookittllk |, IE
EBMNE ( R3FEX |, RESONFRT )
* EHIEE  WebHook-BEM

* WebHookdtitlit | https:/lexample-webhhok/send Paccess_token=23e326aeadedidde307de14453adf0Ted42cc6e5 L v

+ s | PV count down 30%

WebHook&I1XAR B I:

{"uid": "13415134513","project":"ali-cn","trigger":"oplog_alert","condition":"3413 > 3000",
"message":"PV count down 30%"}

RSER (BIETER)
EEBAN— ST | ERRSEEEEN , FRERTRREEES0FISH,
4, ANMEERERLHF—FHSH , B FHSE SRR 20 £,

TB 4 EESECR

BT EENNE ST LEERFNSEEICR.

B BERSEEEHS.
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73

GEFTRAIE | BEIBRREANN S8

FAFisEe

GEEEERNS

nuﬁ

MUFBRLEANN EESEER ITEEEREECR
RS

B0« MNUABRINIT | ESEMAFRRETAINE.
- R0 Eif. EERIN. BOBRIMERRN , TLIEE SEMAFE SREFAER.
- EEM, —f

—RRIEERIER.
ERERKAW , BRRTE.
. HI

MNERKAY | iSteEN SR EEIEERE—

EREEENRE |, BT EEEIEFTHMAES ( Query ) 5, EATTLIEERNERRTE
- {Y5&#2 ( Dashboard )
- HEEE ( SavedSearch )

IRE (Alarm ) BT REEIREZE
(UREETA

BEPR

EERETRNERDIMED , AREER

MEEDTTRERMYER | RIS IR NRNE |,

IR INEIDashboard
NN - FESEHRHEE IR | BORINEIER.
and A5 | select count(1) as ¢, sum(real_price) as total, pay_with group by pay_with © isuw
e FrHARTIE): 20174F09A 108 2284262001 %
EREIE): 20175E09A 108 220262 31%
0 R 3117
gl 279458 309158 3243458
BEEF : 99,979 EWRE : RN
RigEE FitER
B l~ il - = A pay_with Y: cx total #hn®|Dashboard
l,ahpay 12.07%

weixin 8.07%

cash 79.86%
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Hfthi{E

BHE  WTFEFMERIDashboard el LUH{TLATRAE

- MBAENEREEFERSHT MURETFEETMER.
- EEASHRE  ZUFERE | R AT REIRE.

B EURBTETEERE  OEZEREE. K UEFER  BiREeR. RiFiERE
LUREISFAIRER.

{sEFRBR

- G Project FEIERE S MUKRE | B MERUIBRSZ 101D QueryRRNHITRR.
- XFFRE. ERE. B, RE. BREETAN (HEERATREENT ) .
- ERENERBENME. NNVERFRERE.

{RENE  aEdisEE (AP : sls_readerl@1654218965343050 %73 : pnX-32m-MHH-xbm ) ifA

£l access_log_dashboard (- daswosttemo ou | e

byte_se AR 2 hot_page L
25w

saom
m
-
™
s00k I
o . I mmmmm
2017-.0000 20170000 2017-,0000 2017-,0000 20170000 Z017-,0000 2017-,0000 2017.0000 20170000 Z017-.000 o A A

oy By T, oy o, o, o, T,

2 288
8858

85,
ggag
#8288
i
G #
H 4

‘‘‘‘‘‘‘‘‘‘‘‘ R 7 tatency R
2
2
2
s
10
s
R RRRRRARRRARRRARRARRRR
Wy, W, 2
o o o 2

% %9 %00

top._referer 2
12m
Tom
M
oM
w
M
> e

il
15, 201;

»
0, %0

DevOps HRBAFEGFRMLL : ELK (3 8F&3%) .
Hadoop/Hive

EEERRIAEI | SMXIARBTINLEE . IRBZTHTK  TICRECNBINERAELEIKNAT) , #EEsk
mEkZLE4eR DevOps 181 , BIEIFFA ( Dev ) MHz4ESZFF ( Ops ) ZIAIERUME | BERESERI IME. HRiEN
RNEPFER. HATHREEST,
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HE7E DevOps TRIEMAEE , TERAERBFE. R£HIt. EEXESEHH , B5EHER TEEIX
BER. — 1M EENATHRRSE , 33T DevOps BELNEE.

AN T HE*®EER LogSearch 5 ELK, Hadoop/Hive 55T ¢

- SERY - BEER

ZAAEA

- EifgE) | BURIEHIEEUER

- EiALIRE ¢

o B PSP [=L =m0l whi,

- B - 2 GB #&F

- &t | BEESIRELRERER

BRBEEURLE

XEREA, FMHEGEN. EHER. HER. L TYES

- B% ELK : 1@d Elastic. Logstash, Kibana #1733tk
- B% Hadoop + Hive : §&UEFETE Hadoop , FIF Hive 8 Presto #17&if ( D17 )
- FEABERSS ( LogSearch )

VAN FBRERF HEH0 Nginx 5EBEfI (82X 10GB ) |, ELSUMITE.

LORETR

FIERERY
EiARERY
HEAEA

REREN
RES
LET™XES
iR
EEEFRIEREIR
st

E=SYNZS
BB

CIE s

170y

RE AT DT, REAE

ELK &%

1~60 #(H
refresh_interval 15%l)

INF 18
S~ Bi5350

SZFF

S2FF

R32F5

SFF

S2FF

IRAITREAS

EN5 7t/GB , =i

Loy

< 3.36 Jt/GB*X

i

REFENE

Hadoop + Hive
JLsh~EUN\ag
VRl

DR

XFF

XFF

R32F5

XFF

FF
IRAITRE RS

ENRZE , Ef—X
0.3 75/GB

< 0.035 Jt/GB*X

REFEE

AERS
1~3#

INF 1R

MW (&if 10 ZBE
)

FF

XFF

FF

FF

R>zH5

4R 10 25

5NX 0.5 7t/GB , Hif
R

< 0.016 Jt/GB*X

SLA > 99.9% , £
> 99.99999999%

SHBEIRNAIELK Stack ( Elastic/Logstash/Kibana ) s&#8%, ELKAZRFFR , £
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HXPERENAEHIEREZG.

M= B SRS T RIEFThRPIEIREIAS IS ( LogSearch/Analytics ) |, ST AEEIRLAZRS | SEEH
#r  FENEIREENTTESIREM T KEMMK. EXERIMI—N 25U, WTFAFXORR |, i)
HORFEFFIHT

- 2R . EFRERTEFRUUN

-INRE (BER) - EEHEAS SRR

-MHRE (BER) - WTFRANGEEEASOHRR , R
-HE (BER) - BERRIEREUER | TTRIES

- B (ER) - ERIHREMRE | RS BIES DK

ZH

MEEDTRRMS BN TMERIRE

CRE L BEIEIRESBA

BeE - AMAECEEUETR

TE BAEZHER , ESNER , NEESE , =80T S

AER | XEBRTEREX—T R

.S IR L ESHEIEMRSR , AUMERHE. BEXISEHESETED
6. ZTHF : MIKEURRER D =LA RER | ERRE%RES

oA W N R

UTRHRER :
InH /NI BERELK Log Analytics
K& DY Restful API Restful API
Agent Logstash/Beats/Flue Logtail ( A3 ) +Hfth
9 ntD , £5+HEE (fanLogstash)
Project + Logstore,
tRHIndextiESFLA Eﬁi\ﬂ’ﬂ')ﬁﬁ%@; £
- — 2 tIndextit & FELAX , ProjectiB23Fp
Fest w7 SFRA ), EJLUTE
Project &4
Logstore
it API + Kibana API + SDK + {84
r& = 1EIEE , WERER FToRiRE
=g E=lIR TomiRE
s BcELogstashFHi@id =HIE/APLIRIE , 7o
BeERFN AR RRERR
BEEERSES , & ~ .
KER FeEfILogstashZed Eggﬁ%b‘g HE. %
IR it
= Bzt API/SDK API/SDK + &ixmit&
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ZHEF

RS -

ELK BIFEZHESHNEANLER | #RAPIIRE. BEFEHEREZIAALISE, LogSearch/Anlaytics2—1

TBERS  MEA. BE. ERLEMEIFES  SERFSOHMAILUEAN. AEIERAFEEAOSE.

(EdE!

RERARR , IREIHER | RIS,

IheE (El+ 5 )

BNFEBAFERGINASREDS |, 917

BNFAIBEINTHRK | IERSIBAT 005K |, RIEIpFITREFIRE | XEFENDITERAM A LA A
BF  EREERER  WERHTHRITDN. E—LEX TRIMEILURHTER , EENERSH TS

e

1. Status in (200,500] and Method:Get*
2. select count(1) as ¢, sum(inflow) as sum_inflow, ip group by Ip

Higsgntt
%
e

=

Nested

NI
R5|518

5318
HR3Z 531
EIE
5%
(L
Wildcast
long
double
JsonZif
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Geo

Ip

£TX

ElasticSearch SZ#5a98ESEE |, INERLHR LEFR,

Geo&if

Ip&Eif

ETXER
ETGIE

XFF

ZFF

—&458 (FIIEFRT ETYERSE) .

SHTREDRILL

- ES 5.5 Aggregation

- Log-Search/Analytics ik

RE

#0

Agg

GroupBy

HFFr

Join

MERELog-Search/Analytics 12#AIIH
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/NI

PR
Hthihil
Bucketing
Metric
Matrix
Pipeline

Ea(=]

=]
G
=)
Agg

HEELK

API/SDK

XFF
XFF
FF
BRI

XFF

Having&{t

HEF
%3KJoin

BERES #B& | FoESFFSQL 921X,
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BTSRBEAIMAIEREIES | PAINENEIENREE , IRGITEES.

SCIOFAIR

MiABCE
251 B#RELK LogSearch/LogAnalytics
NS ECS 4#%16GB * 4& + &3 ]
=#% SSD
Shard 10 "
. 3 (BUARE , MEBPRT
N 2 3 ¢
MR gz
- 5%lldouble
- SZllong

- S5%lltext , FFEAA/N\DBIRE256 , 512, 768 , 1024 , 1280

L EFRRSelE , i Aa—5iR BSHEA

timestamp:August 27th 2017, 21:50:19.000

long_1:756,444 double_1:0 text_l:value_136

long_2:-3,839,872,295 double_2:-11.13 text_2:value_475
long_3:-73,775,372,011,896 double_3:-70,220.163 text_3:value_3
long_4:173,468,492,344,196 double_4:35,123.978 text_4:value_124
long_5:389,467,512,234,496 double_5:-20,10.312 text_5:value_1125

3. BUERELXR/N
- [REBEUEA/N : 50 GB
- FHaEuERR X Key[ERE A/ 1 27 GB ( LogSearch/Analytics LAZA/IME TR ST 2R 8TT
)
- BE1788 : 162,640,232 (L9791.6{2%%)

BAURER

ESXAbulk apifftEE N , LogSearch/Analytics FPostLogstoreLogs APHYEE AN , LERTF :

i) B BFERELK LogSearch/Analytics
ZERT N SEEPNAE:R) 40 ms 14 ms
=& BPENIES 86G 58G

AR | BURE/RA o 0

e M\’“ 5 172% 121%
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S FHE AR RLL
FHEAEH

= SERELK(SATA) ®EHEEELK(SSD) ®LogSearch/Analytics

BB AR X LE /g

® BRELK(SSD) ®|ogSearch/Analytics ™ LogSearch/Analyticsit#77 (&

200,008

180.00%

160.00%

140.00%

120.00%

100.00%

B0.00%

60.00%

40.00%

20.00%

0.00%

T : LogSearch/Analytics P41 2RI B BIEEERIRIGEIEE NE(23G)+ R5IIRE(Q27G) ,
S0GT=fiEZE R,

NUHERRE
- LogSearch/Analytics5 NZERSEFFES , 40ms vs 14 ms

- =508« JRIAEUES0G , AR BB ESBRAK ( KBS ELZRT | FHESEE
WRATURAEEEN ) . ESPKEIB6G |, AKEN172% , fEfzfif=SaliEtLogSearch/Analytics 58%

EE (Ef+HHT ) ik
Wiins

BAVELLERAMLCRE LS - BEERNREGIHTE. 23FHFRENL, 5, 108 , FifcasefIFIIE
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RS FIFiERs
Ej‘o
FXEEHIE , X{ERtextFlitEgroup by , itE5FIEUERIavg/min/max/sum/count , FHZER
countf{Efr , BXRET10001MESR | fian
select count(long_1) as pv,sum(long_2),min(long_3),max(long_4),sum(long_5)
group by text_1 order by pv desc limit 1000
fxeEHE  ENEREEPOXHETE , flnEs “value 126" |, KEGHHIBEEE SHI
10017 , 5140 :
value 126
M ER
LogSearch/Analytics
KA ERS
casel : Dtz 1 3.76 34
5 3.9 4.7
10 6.6 7.2
case2 : &% 1 0.097 0.086
5 0.171 0.083
10 0.2 0.082
RO

- NERE | T LSZEUEEX MR | MEELE THRERSHTEE
- EIFEITEAR (case 1) , ESFTIHTIRSIERORE—ER. ESRFISSDRER , ESEBUKEE0ER
IOtBLtL RS
- SIXIEIREIAR (case 2) , LogAnalyticsHERERTEBR{LTES. BEEFARIEN , ELKIERTRINZIEN
, MLogAnalyticsiERT{RIFFIREE ZE/EE N iF
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3Rt/ case 1T ERI RS LE AL LF

4
3
2
1
0

1 ] i

= BEELK =W ogSearch/Analytics
10

R/ case 2EHE IR X LL, MR LT
FKTFLogSearch/Analytics EIFMREFIAERT LIS W EIRSHrDemotSiL.

AR

0z

Q15

) I I I I
o
1 5

m BEELK ®|ogSearch/Analytics

LogSearch/Analytics —RBJLIZRS |PBRELE , —XREIWALIERDRITI L+ TBAUEESE | FEEIER
&R ERTLMSER R ag SO R

ESLUAE SRS A=/ : EANGB-TB/Day, FEETBR., EEZRT2MREA !

- BAEERIANE « LUBRIER92068 A | R ARR 1001 m— 1 5ERF
-BAT S : shardB|@EEARTHEN  SEMRENN , FENST BTR  RSAEA
AT REE R shardAI MY

FHET S © EshardiAZIHER LER , EATREEAN—RERE L, EAREIRES
R9shard, —MREGERBIE—NFRIZRSI , IEEESshard , FHrebuild|BRIEE
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LogSearch/Analytics Ni2EH RIS ERITE , B shard#ROMIFME. FHESEL
FIEINAS |, ATLAGNS S Bshard | IXZIRMERE 7K E.

(D%

LB EHE 5] , —REN50GBEEE ( HH27GB ALFINE ) | RIFIOX , FH— 1 BRUEZ.

HEEMRSS ( LogSearch/LogAnalytics ) itZ#HINSENR , BIEEERE. R5IRE. FHETEF
TTEEIN , ERLhRER 2.

IHEmA =] Bffy #HA(GT)
HEhE 23G * 30 0.2 75/GB 138
g%‘;%f)f@ (fR% 50G * 90 0.3 55/GB*Month 1350
3 e 27G * 30 0.35 55/GB 283
it : . 1771

ESTEFIRIENRRER | RFEEIESSD=RERM

- ZERILREESIRESE | BURIIXERNT BRI AFHEE
- FER—REEMRLS%RIRTE . LAFh=EIEH . B3Rl —1N 11552

THERmE = Eaffr EEGD)
4541%16G (=4
A BFEHA%EA : 675
e ) (ecs.mn4.xlarg t/Month 2021
e)
86 *1.15*90 (X
i ERIE—MEA  SSD:17T/GBM 8901
)
SATA : 035 7%
_ /GBM 3115
B 12943 (SSD)

5135 ( SATA)
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AR (7T/8)

HEELKSATA) I
BEELK(SSD) I
LogAnalytics NG
0 2000 4000 6000 8000 10000 12000
nENEERA nFREE

[EEE14ERE | ffEFLogSearch/Analytics5ELK ( SSD ) ZABLE/ 13.6%, AEMIXIIRES , FfiIt=E
HESSDHRRSATALITS &2 F ( LogAnalytics5SATANRZERLL S 34% ) |, (BIKARIZERTS M
40ms EFAZE1LS0ms , KN EIEE T , EiffEEERNTERS , TAEETET.

RS

LogSearch/AnalyticsTEiRItRIFEIRRE. EaatE. ERoieNER  REEFRSEL3I%MAE , F
BzEf#ERist | LRSS DT L,

HEBRSS PR T LogSearch/Analyticsyl , ifi2ftLogHub, LogShipperIhgt , SIFSLRIRESIE. SHRHER
4t (Spark. Storm. Flink, StreamCompute ) . BZ&2HES (MaxCompute, E-MapReduce,
Presto, HiveZ ) T8 , iR —ub=USERTEUERIR TS .

&z

BEIRSSIFEIA T AL AT RE

- B =S
- B&EE ( Logstore ) KiEE
- 99X (Shard ) RiEEEEE ( BDSHY )
- Agent ( Logtail ) B5ugEE

- SCRFITISEEZE ( Spark Streaming, Storm, Consumer Library ) Zgijsafiz
- $%3% 0OSS/MaxCompute JR7ZS

Hep , zisiEA BT ERRaiiETh  EHeaEiEAEEs RS thRIEREHEES.
LogShipper IREEEFIKEIRZENN,

ohEERELR
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R ERTFIKSIESE iERIsaY.

B BERSEEEHS.

EERTRHIIE |, BT &R,

AT B S R T iy FTRE R T = =,

LogstoreF & EFEndpoint
BRI Logstore B BHTHE BE

St
LogstoreZER Bk [SERS = 303

Logtail B2 (E8) | 247 | E- T MaxCompute | 0S5 =ia el

= Logtal BB (BIE) | 247 | E=- bt MaxCompute | 055 =iE [esdhii =

E I T -4 Logtzl BB (BE) | 1287 | E=~ hit= MaxCompute | 055 =3 b
= ke Logtail B2 (E8) | 247 | E- T MaxCompute | 0S5 =ia el

EBrliE R EREH AN SI=PRRRS BT > BERSHN REEE .

EnimiE AR TRE , FRERIESE ahr PR ASEE.

&% OQSRSRETS X,

L= Tr=PYe
WIEEIEAOBES % LogHubiEisE= T,

1. BN/ERRE

-BX  §1HEE (Logstore ) EA. LANIEEELATER. Ftitizlogstorei@idilogtailfl
SDK. APIEEEELRRE , KI\AERAN (EEERTNAESER )  808FRi— =

- BA{¥] : Bytes/min

2. [RYREHRA /)N
- B X : B LogstoreENHURERIAAIN ( E4ERD )
- BA{Y] : Byte/min

3. 2RQPS
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-BY : FEIREQPS , EoMEit—1 =
- Bafy] : Count/Min
4. BAEIREL
- BN FTRAFPRSFHREXINAIQPS | BRMHAT— R
- B 1 R/93% ( Count/Min)
- FRE R RS -
- ENEE:
- PostLogStoreLogs : 0.5APILAEhRAZEO.
. PutData : 0.4 APILARIMRANEEO.
- IRIEXETFES :
- GetLogStoreHistogram: EiflXEFHER , 0.5APILAUGIRAREO

- GetlLogStorelogs: EiXEFamHTHE , 0.5APILUSHRAZO.
- GetDataMeta : [EGetLogStoreHistogram , 30.4APILARIRRAEZEO
- GetData : [FGetLogStoreLogs , AJ0.4APILARIRRAEO,
- HCEIRENEE
- GetCursorOrData : IZIZ{FEE T IRENCursorfitt E3REEIEMFH S
%o
- ListShards : 3kBl— Logstore FErEHRIShard,
- ListigfE
- ListCategory : [EListLogStoreLogs , 90.4APIL RTRAEO,
- ListTopics : i@HF—{ Logstore FFrB/YTopic,
5. RSIKS
- Y ZMEFITEFPHEFHER/BRERIHTTP RSIBIIRAIQPS , H{ERFRIEEIRINR
ERSRHMHRERE | REHEERER.
- BIRES:
- 200 : PIEFERIREES , RREERID.
- 400 : {EiIRAIS 2L, B1EHost,Content-
length,APIVersion,RequestTimeExpired, ZiAtE:EE
, Reverse , AcceptEncoding,AcceptContentType,Shard
,Cursor , PostBody,Paramter,ContentTypeZ /S HEAEIR.,
- 401 : LM |, BFEAccessKeyld R FE. EBAE. SESBWFIREER
YERUR | i5ZISLSweb_ E&FEprojectifRFIER , EREETIZAK,
- 403: #BIFFEQuota , BIIEREEIEERILOogstore M. ShardB#), LIKIEEHE:
TERNESHIRER , iBIRIEREIRIMessage &4 T HiFhEIR.
- 404 : ERIGEBEAFAE , BiFproject. Logstore, Topic. User&iRiE,
- 405 : $EIRRVEMERIE | BIAEIERAJURLESR.
- 500 : fRS5imtEIR , iBER.
- 502 : fRSBimtEIR , BER.
6. ZFinRfFITRINRE
- B : LogtailliTEERRINIBER/N , AIRIEHREA /N
- B
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7. &P ( Logtail ) EHTATHITEL
- &Y 1 LogtaillltEE Ak IhHI HERI1TER
-BfL 1T
8. B nLARITRMITEN
-BX : LogtailiisE &3 e | REHBRITEA/ , WRIZMNEBEIE  TrEHERA
4
- BB - 4T
9. EFmEIRREN
-BX : LogtailftsE &3 e+ , HIFTBWEEIRAVIPEE
- BB 1 R
10. REZFiREIRY 2851
- BN : LogtailfiER G EH , HIIW RIS E R Finil e
-BAGT A
11. $8RIPSeit ( Count/5min)
- B DEIIBRTRSTIREEREENIPE , SHEIREE

« LOGFILE_PERMINSSION_ALARM:&ERFTFF H 3014,

- SENDER_BUFFER_FULL_ALARM : #(ERERERT TMELIEEE , HUEW
E7.

- INOTIFY_DIR_NUM_LIMIT_ALARM ( INOTIFY_DIR_QUOTA_ALARM ) : &
ERE RN EEE 730001 , BEEERERREREREER.

- DISCARD_DATA_ALARM : #dEEK , EAEURNEIER SR B ZEI1555 ¢

, BIRIETB A BE SRR ELS 2 .

- MULTI_CONFIG_MATCH_ALARM : BENMEEBEKER—I4 | Logtails
BEIERE— MR EHTIE | B— BN ERRIETE.

- REGISTER_INOTIFY_FAIL_ALARM : i¥fffinotify={45L , BRRREIBEEE
LogtailH&E.

- LOGDIR_PERMINSSION_ALARM : ;&G RI T SRR,

- REGEX_MATCH_ALARM : IENIZCICECEEIR | iSVAZEIEN=.

- ENCODING_CONVERT_ALARM : #&# HEMmISHE AT HIER | BEARREE
BELogtailHE.

- PARSE_LOG_FAIL_ALARM : f#tTHEEIR | —RE1TEENFRANERS R
£ BEBI512KBEHBHED TR | BaELogtall BERERE |, WiTE
ENFRAR SRS AR E.

- DISCARD_DATA_ALARM : EF#E , Logtail KiXEIER HERSEMESE
MR SR SEL , ATEeNRRE 2 BE X =L R M E SRR RF SR,

- SEND_DATA FAIL_ALARM : fEfr5erkfI B ESIRAIXZHEIRSEN |, BEE
Logtail HERIEEIELMABXErrorCodeflErrorMessage , EAYEIREIRS
imQuotatBfR. BEFImMNEFEE.

- PARSE_TIME_FAIL_ALARM : f##rHEtime=FEL S , LogtailiRIBIENIZRIAT
AT HHSRAYtime F IR RRRYENS N EC B TOAMBTALT | BIEELE.

- OUTDATED_LOG_ALARM : Logtail EFFAFEUE , BIRTILaISA\AEEE
HIAG B S R FRENEZEES D FRLAR.

- BIRIEEAERIBIKEILEIP , ZER=28EE/usr/logtail/ilogtail LOGEEEIRIFER.
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AERSIFEIZRERERE , SRFSKSHFERENRENNLEREEG . SLIEIRE
EEPNESEE  WATKERTS. ShardBRERRSSEFEINGHTEER. AUEERSKRERTS
MShardFIRERRENAF , MEERZATREMVRERN. BEZERIBESEaEEPHATSRE.

Wil ogtail BEWIEEIRTS

Logtail ZFIRTEIZ TIHIEF , IRERBEIREREMRSESER | AIUIFL AEEAALE., — P MEEHEES
KIS (LogtaillZ=RIaeR ) . AT RESAKIXFER , BRI LS P AT, P mERR S EF e
AT , MERITAIIXESER, BRELRINT.

FIFFLogHUbZ= TR, IFALEES % LogHubisET,
R EirLogstore , A AT OIERENN,

KEREIR.
IR ERISEIRE A S KERE R,

IREREMN.

IRENMWER , FHEENNRE. SRR R G e P IR T KM TEEE FiRER
REER , FEESER. F5ESFMNI. FRIEZ5  EJLRIELogtail ELfEIR
DU TIRE | B—iEANSRATWRETREFRIAEE,

EcEEAGT.
BRI SRAERIT .

IsFEShard &FIREEFIRZ

Logstore ™&MShardiZ{ft5MB/s (1000;R/s) EAEES , XNMUBEN T AT EFRMSEEERN , EEidh
HERSSRAIREERSS (FHELR ) BRIEK , (BESIEREMRBEHBSNT R, SaLigRE
Logstore B AREIRZLUMGUZER. MRENHEEIEEKX , FERMNIEZ Shard |, iERNEEH ST
3%, RELogstoreiEIRELBUT.

FEL . gEREmE
1. ¥TFLogHUb= {S#=TAHE. FHLBIES* LogHUbSIEETS,

e Btrlogstore , BT EIERERIN,
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KEKHIR.

RIEEAISSIME A S KB R.

IRERENN.

IRENMNETR , AECENMNAR D RAEEEA/D. SR BRI R IRT5E

, ANFEBIT25GB/MinGiHTIRE |, iHRESHH. Bit. > =. 134217728000 , &=
SOEREIHRERB 1134217728000 bytes BHHHTIRE,

BCEEAS.
BN SIENSR.
HER2  RERFISIRE
1. 77 fLogHub=GE1=mHE. FMHEBIESE LogHUbMIZET.
EiEEirLogstore , BAThEIERERIN,
KERRIR.
RSSO RS XA
REIREMN.
REMNEZIR , FEREMNEANREIRE | statusBENIRE 403, EaJLAEIANE

BFRITEIIRIT 5  NEFEESD RIS MAL403RBNSIBEIRE
ENRSH. RETHE. > =, 5.

BR

FcEBEAIT=.

BRI SRAERITT .

iaiajEEl RAM

RAM (Resource Access Management) 2ME=AZFIRMHN ARSHERE 5 @G kS, FR8
RAM , f&aTLIGIEE. EEAFKE (LWNRT. RARMEESR ) , HOLUEHIXLAFKENEE TERE
BRURFRIR. HENEWFESBFERERRE | £/ RAM TSRS SH AP RERIKSEHE
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 RENRPSERIMIR | NTHEENEIERZ 2N,

AT EREEENERMFATRSER  BUIBINERRAMMRAGE THIFIKS. BEIRSZAIRAMARSS
REHRFAEIE T ENAYEER.

SthER

ERILABSRAMETRFSMHEE. RS FEI@AEERRPKS/AFE. SIERSHeLNER
TIRSS. elZAFAGLIHITEIRSHR RS FSRNETE.

Gl S5 ]

ERILLAE PR S/ AP AR AR FRIRARRES .
A LABIEBE IEHEREE | SiELUBE URBCRIEFRRRICRIE IR | fwiEE M E AR,
HERSS ST LA N EEE AR,
RAURIR ESic) 588
AliyunLogFullAccess R HERSHIZEPEIENSR.
AliyunLogReadOnlyAccess R RiEhin HEARSHISR.
HERSEVAERL BRI
TR RPNER BT
AliyunLogRolePolicy TREEIZAREE HEIRSEIA B ERUIRES

, BEOSSHEANR, HRIER
RUBER T PRI,

HERSEIAERL A eI

THEEMERTPRER , BT
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{
"Version": "1",
"Statement": [

{

"Action": ["log:ListProject"],
"Resource": ["acs:log:*:*:project/*"],
"Effect”: "Allow"

Do

{

"Action": [

"log:Get*",

"log:List*"

I
"Resource": "acs:log:*:*:project/ <3gEAIProejctFFR> /*",
"Effect": "Allow"

}

]

}
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AssumeRolefZOAR | LERAMAFZ SR RZERWSHELRLFEIEINRAMBRHE,
BERERERKSHRAMEEFIS.
EREEENET  BEATENNRAMAR , FREANAIMER.
MREZANRBEIEIRAMAR | ESERAMIEBIE—RAMAF,

R R SRR AllyunSTSAssumeRoleAccessHE T THE.

BT ERELIREERIERD |, INKEIRIRIERD |, BEEHEA.

SBA FFERAMAFABHIRITRE <M

%4 RAM FBBFP##55 AssumeRole RZf5 , AILMERE AccessKey ERAZESHEIRS(STS) B9
AssumeRole ##0 , LERENENBENIRRNZE <R,

XF AssumeRole API B9ER/% |, 155% STS APINHY,
{#FASTS SDK=ZZFJAccessKeyld, AccessKeySecret . SecurityToken ZEaalLA#FE A HEIREAISDKIAEH

SRS T,
TERE(FEREAccessKeyld, AccessKeySecret . SecurityToken#Jia{tLogClientfd7~f5 , Java SDKfERIES®
X,

package sdksample;

import java.util. ArrayList;

import java.util.List;

import java.util.Vector;

import java.util.Date;

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.*;

import com.aliyun.openservices.log.exception.*;

import com.aliyun.openservices.log.request.”;

import com.aliyun.openservices.log.response.*;

import com.aliyun.openservices.log.common.LogGroupData;

import com.aliyun.openservices.log.common.Logltem;

import com.aliyun.openservices.log.common.Logs.Log;

import com.aliyun.openservices.log.common.Logs.Log.Content;

import com.aliyun.openservices.log.common.Logs.LogGroup;

import com.aliyun.openservices.log.common.Consts.CursorMode;

public class sdksample {

public static void main(String args[]) throws LogException, InterruptedException {
String endpoint = "<log_service_endpoint>"; // %25 FESEGIZ Project FiE X1 PLEAIENdpoint
String accessKeyld = "<your_access_key_id>"; // {SRRHIFIER =i5181248 AccessKeyld
String accessKeySecret = "<your_access_key_secret>"; // {ERIEHIFIE=HEZEHAccessKeySecret
String securityToken = "<your_security_token>"; //f8&aJSecurityToken

String project = "<project_name>"; // FEFEEENTEZFR
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String logstore = "<logstore_name>"; // FEXBREIEIIREERZR
/] ¥FE—ANE iRl

Client client = new Client(endpoint, accessKeyld, accessKeySecret);
// & &SecurityToken

client.SetSecurityToken(securityToken);

// BANBE

String topic = "";

String source = "";

/] EERIE 10 MUEE , BMEEEE 10 KBE

for (inti=0;i<10;i++){

Vector<Logltem> logGroup = new Vector<Logltem>();

for (intj = 0;j < 10; j++) {

LogItem logItem = new Logltem((int) (new Date().getTime() / 1000));
logItem.PushBack("index"+String.valueOf(j), String.valueOf(i * 10 + j));
logGroup.add(logltem);

}

PutLogsRequest req2 = new PutLogsRequest(project, logstore, topic, source, logGroup);

client.PutLogs(req2);
}
}
}
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