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, LA HERSRIER R Logtail e ERE— M =S ERNFEIRS S LNEE. SBeTLiEdHE
IRSBIEFIE R EMNIVIZEHTEIR (SIECIE. MBRYESE 0. BRIEE) . B—1MWesH
WA ERIEE WindowsFl Linuxi/lgs , (ERJLISAARREMARIWindows ServergiE ARIAITHRA
AILinuxt/LEs.

LogtailZF i : Logtail RIETEREWEHEMIRS S L FHITATWETFRYAgent, IFSR &
#Logtail (Windows ) 1 Z%lLogtail (Linux ). 7EiR$588 EL%ELogtaills , FERELogtailFf
N FRZEIFIERAE.,

- Linux T~ , LogtailZ4=1E /usr/local/ilogtail BRTH/ZEIRLA ilogtail FFLAY MEIZHTE
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AEIRSS

FAFisEe

C I IEEHTE | BIMDATIFRE | BRIEiTEES
/usr/local/ilogtail/ilogtail. LOG,

- Windows T, LogtailZZEB 5 C:\Program Files\Alibaba\Logtail ( 32 {/E% ) &
C:\Program Files (x86)\Alibaba\Logtail ( 64 &% ) . ERJLUBIEWindowsEIETH-
IREEEZEIm NWindows Service , LogtailWorkerfazIW&ERE |, LogtailDaemonfas=sF
PIFER. ERFEiTHEALEERTH logtail_*.log,

LogtailEeE : Elogtail (iEHEAIRISES. BiTAlogtail EiBHURIR. WEERXESE , KI
BRENFTBIRS 2R TEBMCAIII SRS, MAMEIENES EWE—RXBEHFN. RIXEIHTRS
HISEREE. EaLiEdisslaxdEMogstoreifilogtailfils , FanizlLogstoreizzr AL
Logtail e EWERIHE.

EAINRE

LogtailIZ \ARSS1RAAN T INGE

SCRTKESR A : SR AT, SERTIIEEY. RMIEERS. BSMEMEIRERSH—RE
SMFEIRA,

R : LogtailEENIRSASTF RS SEEIERINES, MTF—HREE | Bz AN ZIREZER T~
ENA , EEBESOHIISEER.

BapiMEHERIE | RENASKRIESU R/ BEI BESUH#1TH% (rotation ) |, BRAE
NHERE  HE—NTSAEHERFEN. fIi0 : 5i2app.LOG , BERHES4E
app.LOG.1, app.LOG.2 &, EAILUEEWEREENRI | Wl app.LOG , Logtail=BattaillZ|
AERHIRE , (RIEXMIRPASHN B TEIEESL,

IR RATXH R RAIEFEER SRR LR | TREREREUE,
BEaltRKERE | BARSIHER. MERERE. QuotalBfRESFIRE SEEIERIERY
, Logtail2f&a R EHMEIX. MREBAKMNSBEIREARNESF | HEENEL.
R MEFUTRFRSHEME L | RAEFAIEE24/ TR TSR HRIRSS i iz

K BEEIESRERF NS HETHER.

RIEECEERRN | LB Logtail e ERIFRE RIEHISEAIE—SECSIRS = LIEERT. BiR
ki, BAILWRIESSMARISEAT AR, X, BIAEHITET , tBrE T EECr SR, aTLA
BEX B ERBRIS TS MERFRIER . BERSSHFENREXSNATRR. Bt

, BT BEMRSS BSEUEEERGZASLNE AN ER(ER | LogtailiR#t T BE X BB
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B0, SEEMARREZR B S SR R N ER) B SR AEES.

BaiESWERER | SERSRSEHE LiEsEHECE |, Logtail—fR#E30tPRIIEIMEIRT BahiE
ZHEZER , EFEEIEPEIEREARAEX.

BERAREF | EFh%KLogtailZIiRS RS . BEIRSRELogtail BalizERE , dEL
wiess, AR M Logtailt gz BEEIEAER.

EERBERE | HERLogtal ZFIHEFEEAZ BRMANEEMRSS. LogtailZFinastitmizg
BCPUMIRFIER. WRLogtailZFinftiz{TidEY , SREFBHRFISEENER | BRI
g2 LROEERIL. BN ZEFintt B EIRIMESIRIARRIFER | PIESEERRITE.

e =g
- LogtailZinfEEBER A EEIETsEEEK.

- MRLogtailZFimE S EEEHNTESERY | ENAYRIFEISMAFENS
izEFiRM R AT, BEEHBENRNATEIETEEX.

BRYERE | HRIEEHEEEREIRETAMEN | LogtailEFins £ IMEZR
[EFRH IR KiE B TSRS TEIRE A,

AR Logtail B FinfEREVERIMI R =G AR SRAHTTPSIEE |, (RIEERILIEMBEZR S

ThREILS

- BETAEXE. TRAXNERS. BREREXNARERARE  BESEERSFAFNEE
FrRUIEATIZEE,

- BEBRENIEASNETETSITERE. SBEINERE. RSRSFE , BREEIRITENESA
T elrb SRR SEMELN. AEFFEEREER 2.

- ETIRS mAVSEFEERES]. APEREELogtaillg ( 2 %¥Logtail (Windows ) #l %%
Logtail (Linux) ) , REBERS mEFEREFTEWER. WESNHERT , TFENE
RIRSRHTHE.

- TENEBEARPIE. ARIEBETEZFE CRKEAgent A SRR INAEF BB IRSAYERE
, Logtail= FimfECPU, RTF LS {E RS EER S T M SHIBRHEIFORIFHE.

SIERETI SPRE

LogtailZ NIRSBS B EIRS 2 CAIRMERE D RIRFEILIT
= BED SRR
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FAFisEe

S fFUTF8/GBKIRI3 A , aIRATEXHER
MRS ERBUSHIER. ZERESRETH. #i)
{EFRUTF84RIBLASRIG AT RI IR IERE,
FiaBEREFARSIAIMB/s |, BIMEZRAER
SR SEES et M RIEEE. B iZASREVNGAEEXRAT
, AJHRIE M RESE, &ASFHIS0MBYs,

XIFAIERF | &S EAS00MBAMF EDSE),

MR EEIRAL IR FEHIMR S EEE IRITIRS nEfR , *ENET

IR EZ ERIREH.

BCEEH FAFRECE B R AR ATRERT 293070,
st SREEERTENER , MIEFRSELRE
e FRRIRERS.

EARFTLAEIERIE RS, | BRI SiEE
=5 FAF&ER. NREEFRES , NWEEEEESZE
e FINBTXM. REI&EZ3000ER (2FER

) o
kRS XFFinis HREGHE,
BRI/ FobR.

B AEA/NRHIA512KB, #BH512KBRIAERE
BEETKR/N TMERE., STASRTEENRERLSE &

FHESEKBRENHFI512KB,

IERZRIATORE {EFAPerlFRABIENRIAT.

STRHNRSE

- SN RASAILInUX x86-64 ( 6411 ) BRSS 2%
- Aliyun Linux
- Ubuntu
- Debian
- CentOS
- OpenSUSE
- R EBERARIAFESERNEI X R Logtalil,

Z¥Logtail

BEETHEEN  Zzpie&RsEdLogtail , APALERRRFCHITEIR. MIER /usr/local/ilogtail BREBEN®R
%, RERBIAEGILogtail,

TBTRIEH B AT A RIMEF N H SRS FifERegion NEZRES | IBEARSHIHITRE.

ECS&ZBap4R
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HEBESMEZANSEANEERS  MEFEANGE. ERTHMEZECS,
iE T (GBAh. KAL) BUAFTHBECSERVPCNE , IBEEVPCHONA
-4t 2 (46R)

wget http://logtail-release-bj.oss-cn-beijing-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing

-HEE1(BS)

wget http://logtail-release-qd.oss-cn-gingdao-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao

- B L (HUN )

wget http://logtail-release.oss-cn-hangzhou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou

-%R2(B8)

wget http://logtail-release-sh.oss-cn-shanghai-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai

-5 1 (R

wget http://logtail-release-sz.oss-cn-shenzhen-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen

-%eE 3 (5Kx0)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-zhangjiakou

- BB

wget http://logtail-release-hk.oss-cn-hongkong-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong

-XEmER L (R )

wget http://logtail-release-us-west-1.0ss-us-west-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1
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-VPKZREa 1 ( #hoif )

wget http://logtail-release-ap-southeast-1.0ss-ap-southeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1

-WK%RmE 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2

-IPAFIE L (BA)

wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-northeast-1

- BRMERER 1 (E=RE )

wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1

CHRIRARER 1 (JEFE )

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install me-east-1

ECS £85M48 VPC

HEESMEZEENEEANLSTRS. ERTHWEST ECS VPC,

-%edb 2 (4E)

wget http://logtail-release-bj.vpc100-oss-cn-beijing.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_beijing_vpc

-HEE1(BS)

wget http://logtail-release-qd.vpc100-0ss-cn-qgingdao.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_gingdao_vpc

- B L (HUN)

wget http://logtail-release.vpc100-0ss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_hangzhou_vpc
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-RIR2 (B8

wget http://logtail-release-sh.vpc100-oss-cn-shanghai.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shanghai_vpc

-4 1 (Rl

wget http://logtail-release-sz.vpc100-oss-cn-shenzhen.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn_shenzhen_vpc

-%eE 3 (Kx0)

wget http://logtail-release-zjk.oss-cn-zhangjiakou-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-zhangjiakou_vpc

- BB

wget http://logtail-release-hk.vpc100-oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh
logtail.sh install cn-hongkong_vpc

-XEER L (S )

wget http://logtail-release-us-west-1.vpcl00-oss-us-west-1.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install us-west-1_vpc

-WAKRRE 1 (FO0R )

wget http://logtail-release-ap-southeast-1.vpc100-oss-ap-southeast-1.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-1_vpc

-PK%Reg 2 (&)

wget http://logtail-release-ap-southeast-2.0ss-ap-southeast-2-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-southeast-2_vpc

-TPAFIE L (BA)

wget http://logtail-release-ap-northeast-1.0ss-ap-northeast-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install ap-northeast-1_vpc

- BRMAPER 1 (FE=5etE )
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wget http://logtail-release-eu-central-1.0ss-eu-central-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755
logtail.sh; sh logtail.sh install eu-central-1_vpc

CoERARER L (i)

wget http://logtail-release-me-east-1.0ss-me-east-1-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install me-east-1_vpc

M ( B& IDC FHEE=FEMN,)

HEBS A AMEANBTRS , SALNHER. ERTIFNEREMNTEETEIDC,

GIRS T EABEATE RSB ERER | BELELogtaillgFaEcERFRR , &1 IR =RECSE
ERFRR , B Logtail bBkEE. TERERE.

- %46 2 (dbR)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_beijing_internet

-HEE1(BS)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_gingdao_internet

- B L (HUN )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_hangzhou_internet

-HR2(E8)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shanghai_internet

%R 1 GRIN)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn_shenzhen_internet

-%eb 3 (5kx0)
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wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-zhangjiakou_internet

- BB

wget http://logtail-release-hk.oss-cn-hongkong.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install cn-hongkong_internet

-XEER L (S )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install us-west-1_internet

-WAZRRES 1 (FO0R )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-1_internet

-WK%Reg 2 (&)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-southeast-2_internet

-TPAFIE L (BA)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install ap-northeast-1_internet

- BUMEPER 1 (FE=5etE )

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install eu-central-1_internet

CRIRRER 1 (JBFE)

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
install me-east-1_internet

ECS €=

- B L (HUN )
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wget http://logtail-release-hz-finance.oss-cn-hzjbp-a-internal.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh;
sh logtail.sh install cn_hangzhou_finance

-HER 2 (EB)

wget http://logtail-release-sh-finance.oss-cn-shanghai-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn-shanghai-finance

- %R 1 GRN)

wget http://logtail-release-sz-finance.oss-cn-shenzhen-finance-1-internal.aliyuncs.com/linux64/logtail.sh; chmod
755 logtail.sh; sh logtail.sh install cn_shenzhen_finance

fEFLogtail

2% Lkl ogtail THZEESE logtail.sh , shel FUABERIPRHAT

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh
uninstall

STRERSE

FiFWindows Server2003 (&) LU 32/64 (RS

- Windows 7 (Client) 32bit

- Windows 7 (Client) 64bit

- Windows Server 2003 32bit
- Windows Server 2003 64bit
- Windows Server 2008 32bit
- Windows Server 2008 64bit
- Windows Server 2012 32bit
- Windows Server 2012 64bit

Z¥Logtail
TEZRE

http://logtail-release.oss-cn-hangzhou.aliyuncs.com/win/logtail_installer.zip

A BRSNS B SRS FfERegioniH T3

28
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R IE48 logtail.zip BIZEIHER , ¥7FFWindows Powershellgiicmdi# logtail_installer B,

B&AES5 Region

b 2 (4E=)

H1(ES)

IR 1 (M)

HR2(LE)

R 1 CGRYI)

b3 (3K=xR0)

&t

PRSI

ECS £ BapW4E

ECS EBM%& VPC

Ak ( B IDC FEHE=F
)

ECS 284

Ak ( B& IDC FEHE=F
)

ECS 2 BapW4R

ECS EBM%E VPC

AR ( B IDC FEHE=F
)

ECS &Rt

ECS 2 Bapw4E

ECS M VPC

Ak ( B IDC FEE=F
)

ECS 28R

ECS EBM%8 VPC

AR ( B IDC FEHE=F
)

ECS €t

ECS BRI

ECS EBM%E VPC

N ( Bz IDC T =EH
)

ECS 2 BapW4R

29

TERL

\logtail_installer.exe install
cn_beijing

\logtail_installer.exe install
cn_beijing_vpc

\logtail_installer.exe install
cn_beijing_internet

\logtail_installer.exe install
cn_gingdao

\logtail_installer.exe install
cn_gingdao_internet

\logtail_installer.exe install
cn_hangzhou

\logtail_installer.exe install
cn_hangzhou_vpc

\logtail_installer.exe install
cn_hangzhou_internet

\logtail_installer.exe install
cn_hangzhou_finance

\logtail_installer.exe install
cn_shanghai

\logtail_installer.exe install
cn_shanghai_vpc

\logtail_installer.exe install
cn_shanghai_internet

\logtail_installer.exe install
cn_shenzhen

\logtail_installer.exe install
cn_shenzhen_vpc

\logtail_installer.exe install
cn_shenzhen_internet

\logtail_installer.exe install
cn_shenzhen_finance

\logtail_installer.exe install
cn-zhangjiakou

\logtail_installer.exe install
cn-zhangjiakou_vpc

\logtail_installer.exe install
cn-zhangjiakou_internet

\logtail_installer.exe install
cn-hongkong



XEFmESR 1 ()

TWAREE 1 (Hhnie )

WARR 2 (&)

WAFIE1 (BE)

BUMAER 1 (FE=5e4E )

FIRIRES 1 (18FF)

ECS EBM%& VPC

AR ( B IDC FEHE=F
)

ECS R HaZE

ECS &M% VPC

2K ( B IDC FEE=FEN
)

ECS BRI

ECS EBM%8 VPC

AN ( Bz IDC i T =EH
)

ECS 2 BapW4R

ECS EBM%& VPC

AR ( B IDC FEE=F
)

ECS R HLE

ECS &M% VPC

2K ( B IDC FHE=F
)

ECS RHMLE

ECS EBM%& VPC

AN ( Bz IDC T =EH
)

ECS 2 BapW4R

ECS B/ VPC

AR ( B IDC FEHE=F
)
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\logtail_installer.exe install
cn-hongkong_vpc

\logtail_installer.exe install
cn-hongkong_internet

\logtail_installer.exe install
us-west-1

\logtail_installer.exe install
us-west-1_vpc

\logtail_installer.exe install
us-west-1_internet

\logtail_installer.exe install
ap-southeast-1

\logtail_installer.exe install
ap-southeast-1_vpc

\logtail_installer.exe install
ap-southeast-1_internet

\logtail_installer.exe install
ap-southeast-2

\logtail_installer.exe install
ap-southeast-2_vpc

\logtail_installer.exe install
ap-southeast-2_internet

\logtail_installer.exe install
ap-northeast-1

\logtail_installer.exe install
ap-northeast-1_vpc

\logtail_installer.exe install
ap-northeast-1_internet

\logtail_installer.exe install
eu-central-1

\logtail_installer.exe install
eu-central-1_vpc

\logtail_installer.exe install
eu-central-1_internet

\logtail_installer.exe install
me-east-1

\logtail_installer.exe install
me-east-1_vpc

\logtail_installer.exe install
me-east-1_internet



AEIRSS

FAFisEe

TR EEZIDCRHEERENERLogtaillt , BTATRSTHRNAFFIERRIBERER | BEX
#Logtail FFaEERFIRR , 20 IFWE= ECS BEBAFIRR , BlllogtaillbBtRE. TEBERE

fEFLogtail

¥JFF Windows Powershellggcmdi# logtail_installer BR , #i7%< :

A\logtail_installer.exe uninstall

INREFEEI Logtail RE A EHIRSERFHIFPIERECS , SAFETAMKS TEIZEECSH , NFEEARSSELE
L¥logtailzfg , KEAFRR (IKS ID ) |, IERXEHREIEIEZKSHAEKE. SUSE0BKK.
T REEAUER AEMRSS. RRRIU TS REE.

1 Z&Logtail

ErEEREATHIRSESE F&LogtailZFiE , WindowZRSiEE Logtail&E—WindowsZES , Linux®
#issMlLogtailZE—Linux R4,

2 EEERFRA
2.1 EEAERIKS ID

Bt WERWSEERE , EFHEIRSProjectTEKSHIID.

==i2E
RS  @IrE ] 2 ( )
EE1D :
_‘__.‘,_ i RETE
EREL{E
2.2 RS 8 LECBMES DRSS
Linux&%

BIEEMKSIDREIBAXHE /etc/ilogtail/users BR , (BRAFEEFNEE , —Alss LAILRES
ANKSID . il40 -

31
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touch /etc/ilogtail/users/1559122535028493
touch /etc/ilogtail/users/1329232535020452

HAFE L LogtailWELIEEIZAFRIBERS Project/s | ATRIBRAEFHRIR

rm /etc/ilogtail/users/1559122535028493

WindowsZ& %t

BIEKSIDEEZ ) 4EIBR C\LogtailData\usersLABCEAFIRR. IFMIREARR | BEERR
[lin°gER

540 , C:\LogtailData\users\1559122535028493,

b5 g
- Hlas EEREWSIDINAGE | £z SENIRET Logtailliizil=s ERIREEIE. #last
BRI SRR B R BB,
- FiE. MRAFRRE | 19 Fh < REIA AR,

AERSESTSFANS N EEMEFEEI LogtailZ Fimlie HERIECSTAES,

tlElogtailfic&EfE , BHLMEHSRSTBSIFRHNZINBER HlasE55R NEmHTeE, 1ot , BhalLUR
EER , 7 MAZWERA U |, S SIERIRRAE Skolgasa.

BB P RRTIEE Y — M4

IP : B X HBSARFRFFRIN—EH2ZAIAMIP,

ERIABIS NI EZECSAMIPRIS T , ERISSBECSIHRINEI— M ssET , IEG—Logtaile
B. JFECSIRSAREIENRRATIUSEIFERECSEERFRR.

R - EXBTNERERN— MR |, XIS EEEXNARRH TREK.

AEHZMERAER, , §MERBEOE T LA TREMAVKTY B, aLEaZallss e MER
oRleIENERE , TLUARINRRXEHTNEN. EFEEASMERSBICIEZEEXINR , HES
MERIRSS 28 LECESBTBRIRR. HIIE ML R HTTP iEKIEER, FFRR. 2
IEAMBERRANFMEER | HEEXARRAILASBIENX Ihttp_module, cache_module,
logic_moduleflistore_module,
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BELR

EHFEIRSEHE ProjectdzR MERTIMBEBFR , HANZIIBRILogstoreZk.

BFHAMSHHEA LogHub - SCRTSREE > Logtaillfle84E HNZIE R HSSEETE IH > B 8
11284,

FETOIE LogtailEeEfS | T MAAZEIHESE TUmE |, BT SUEHESE.

155 HARERR.

EMAEESNEFE. HF, EFF () T (1)  BORLUNSFEMEFTAMERE
 KEN3~128F15,

1251 HARERIR.

IP it
RIS SRS P AMESIRSS 2RI IP,
25—

- ERRIIEEN RS SEANERZWS G,

- IERREIEEN ARG H/=SRIE SRS ProjectiEA—fIE =Region,

- IEHRERECSTIRSEMNAMIP, ISP |, iBHRITEHEA.

- IBAEEWindows=IRSESEFILInux =R 2SR INEI R —H1284R.,

- BREIHERS BEXA=BintELLogtaillZFinliEE , iBiLiE Bii%E
Logtail ST TIRIE.
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BIEEH384E

* HlEREER

flEzamR:

Hl=FHTopic:
In{a{=FAL.EEEopic 7

* TPt

RBFBEEXRR
EFRILIETIESHREE BPEEXRR AMESEEEXAITR.

HATIE S

test

IPHRAF r

1.1.1.1

TProjectAriE K ISA =R =SS
ﬂ;wJE‘lxh P, &4 IF"IE.E}&\'-"_I_'ﬁEJ

Bl
*'in ¢"Ir

IFACEAEREREATHRS SR LIETBREEMHR. XY

{AsEFRRAR E IE)Um 1, B2 IEFEEXIRR.

LIERFEY SIS , HCANRREHIEINIRSS 88 | RE TGRS 8 L% kLogtailf]
BIEBEXIRRAhttp_moduleRISIHEIRT BRIRSARNRAIEE | AIIHTERFR
AL SR EERSTERFIELER.
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BlEEE

* H=HEERR: | test

fl==E8fFE: RREENER -
nfrERRFREEMFR

fl=5BTopic:

AN{el{S=REEEtopic ?

* HPEENMTRER:| vip

155 H2&HTopic.

BXa{EREH 24 Topic , &0 W{A{EREN284E Topic.

B E.
BRI R AR BB RIS A =R4E.

—
xxxxx m,j; e

BEEEME

BTN AZ S BT LIEERESIR | SR E  EEVRERTS SRR ENMRTIRE. E2E
B, 20 Logtail H284H.

Logtail SEIfE LR RRZIRS I , BEFIRCRAOTR SIS ERRRRREF—EET |, Logtail 4 8EIER
Tk,

RIFR7SR

- Logtail BUAERH=RIPHIL FATRR | EEENXMEIMET (20VPC) AIBEHILARZIPHELLHSR
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HIERE , SRS IR AEELogtail,
- ZEN A ERERBEMERRLETFT S EaKERS (AMEER? ) .

B userdefined-id

Linux Logtail
BT A4 /etc/ilogtail/user_defined_id kigEuserdefined-id.

flan , IREBEMHNITRAT

#cat /etc/ilogtail/user_defined_id
aliyun-ecs-rs1e16355

Windows Logtail
1BIF 34 C:\LogtailData\user_defined_id 3kikZuserdefined-id,

Blan , IREBEMHEFRINT

C:\LogtailData>more user_defined_id
aliyun-ecs-rs1el6355

AN aliyun-ecs-rs1e16355 E#1884 , 152 WEIRT4ERL.

= : EBF /etc/ilogtail/. C\LogtailDatag 3 {4 /etc/ilogtail/user_defined_id.
C:\LogtailData\user_defined_idR1F7E , iEFaneliE.,

=M userdefined-id
WNERARIRE[E AN SEIP/ERTRR |, i5MikRuser defined id3Zf4 , 14954 PIRIETARY,

Linux Logtail
rm -f /etc/ilogtail/user_defined_id

Windows Logtail
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del C:\LogtailData\user_defined_id

= (R ]
S MR, {&Kuser_defined_id3{4fE , BRABRT , 1982 REIATARL,
NSRS , iEHITLA TS EBLogtail :

Linux Logtail

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start

Windows Logtail

Windows=HIHE#R -> ST AR -> RS , ERSIIERPGEERTLogtailWorkerfRSS | EREMHE
AR B,

Logtailz= FimATLA%S BN B EARSS A E SAthE T f=H U ERECSRRSS =7 LRIE .

tIETHEER  RASRTECZELogtalitE | B LERHANHEEF ST U Logtail BB ElE—
LogtailBitE, ItHh , EATLUEE LogstorelZk A LogtailitE,

HIHESAMF

REfEALogtailiEBERI , BFEL % Logtail, LogtailxziFWindowsH LinuxlXIRIER S , TG ES
0 Z&Logtail (Windows&%t ) #1 %ZE Logtail ( LinuxER4%t ) .

{sE PR

- — IR ECEE (NRFERESD | S AREHER ST, 50
/home/log/nginx/log FHEEXREMD , WEF—NMRERRIEE | BIMIE—MZOUF AR TR
In -s /home/log/nginx/log /home/log/nginx/link_log , B—NEC BREHEIRZREIA]),

- Logtail B Fims AR ER AR &% (£ Logtail EARE.

A ERTE

B EHaEkELogtaillEN AR , FJLABEREE. SRAHEIN. JSON &R, TREIEURERFSTU
ERTHTIRE, LIREREIFISEBENRERF] , EEERENT

37



A&

%

FAFisEe
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/AR

AT T EEAT T Em
it | R _"’ SERHE
v
Y
A AT wEOzrm | &
S EEey

1=
7

Y

BLE R R A

i B SE A

BEPR

ERERSEREFISREERRE |, #HALogstoredlFK,

&R BrRLogstore , FHELEETRH A\ LogtailidB5IFE.

ffLogtailficE:
<

B

LogHub - SATEE..
LogHub - SCATE..
LogSearch - =...

LogShipper - #&...

FIRTEA LAREoIE.

@ wd-testlog

t JEEPojectFIE

Logtai BE7% [ tiEEHEEFIS

oy L
Bl

HER

i

(7)o
b=

#FHALogtail Bg B iFL.

EiHEHEE

!
|
i)

o
I
it

o

Ik

CEREIRIRRE AN FEE T,
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O EEmER
© At SysLog

T—F

e MBS,

RERMREEANEFE., F. &EFF (-) T (1)  BomUNSFEMEFH S
)% ] tﬁgﬁ3~63$ﬁ.—j‘-o

IR BEERTRRERETAIEX,

EEASHBEREA.
B RS e R ANBEC AT A MR,

BEMAEXNAZEBRIE , BEEXEE T XA SR EEE , 88EaEX
RBR. Bla0/apsara/nuwa/.../*.LogZi~/apsara/nuwa R EFBR TEEKRE9.logaI3 4.

IR - IR MBI

* EEER: | scme_access_log |

*  BEREE | /apsarafniging/logs ‘ Jesf ‘sar'lc_a:cess.log |

e M rafra e s R a e B ER) | EEFLIES
BE  ESARHEIIILE. LinncHE i 0=S/7T . @ : fapsara/nuwal.../app.Log .
Windowssr{4eE B8 T |, #0 : C:\Program Fles\Intel\...\*.Log

IRBEIEEL,

LogtailSz i faRzl. DRI, JSON &R, ZBIEMRAESTUERE  BINRBESE
RER., ATGILRERI IR IENRI AN BRERT IR E.

R

ERRERINBIERI TR, SR FRA—TETREA—FREE , AT, LA
BTHDRRFAT. BTENT , MENESFR , BIEUAENREN (Y , BrICR
LRIARSFRHIRSRIEENBEERIRTE. NREREFERERAH TEIFARIR
B LB ENEEHNTEEIZIEE., EXIEEK L LogtaillcE , £ LogtailEg
.

WEHRIUT , BRBEEEXHERMNMETR | Logtail2iEiRET—FRATHTIE
, FIS BERER E/MEIZE A SR IRS SRR FRTE , A2RNATAETRIFR
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* BEEEW: ‘ scmc_access_log_2 |

* HBEEEE : | fapsara/niginx/logs ‘ J==/ | web_access.log |

EEME MEFe e iR e 2faERER) | s RRaLIEs
EE , BRI ILEL. LnuGIHEE N/ | 7 : /apsarg/nuwa/.../app.Log .
Windows3 {4 FEE HE R, #E0 : C:\Program Files\Intel\...\*.Log

B | REER v

EBET  MEESSUET—20%  RETNSEE=EnETEE  SEEEMAE
e

SR : BT

SEREIEMIET
MRFENATMES MU FRIERIRE (LHEBTAE  RNFRSE ) | &% <8
IEMREC BRI T MEES]. ERILAS#E ERLogtail EARE THXESHNENRS
NFMRE.

W\ BEEER.

IR AN B IR E ASIRS =6 & B ahREE R AIIEN LA
, BB ERLIRERIB.

X7 BT,

ANERRTEL , ER—TA—FESHTHE  IRFENEBITAE
(Ettn Java BFERE ) [ FEXF BTHERN | AEIRE TEIENFRAT.

iRE TERIENRIAR.

R EMENFIFHNMNRITINEE, BExASHEGE  BE BaER BIeE
BYIEN ; SNRTTEBENERL , AILAHRAFIEMANHTIILE.

iRE TR,

INRFEXSATABFHFREIRDITIR | FJLAGER 1RBFRR ThREISIEE=
FRZRY Key-Value 3faRIXEIRS IR , Fr GRS EER T —RAERERITI
I, BPIENIERIARL.

ASRS EH e RERFS U LSS ERITIENIRIA. S—FoRET A

REEMERENRA. @Y Wik (RERTES , it FERER
=R . BERSERHESEMERENREAL , INTEF:
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AR

%

FAFisEe

smgquilindraliyun. com « F rd

BT EER e

test-logstore-naw ¢ iERLogTon B

[

O wrEs

REBmEMSUER TIEE CEIENRARIEN , (BE2EMEMRIIENZRE
RSIHMERAAZRTEER , BIUFNERBAENRA. BE FHEALE
MR IREIFRANER. FahBATRE  REAMNRY BIE BRI
BNRIENRAE AR LA, 1R B EHEA,

Ol

FToCERBNEMERFNRATLI , FEASHEITIENRAG | BEHHEES
BMERFRGDE  REXNFRA Key , tINTNER

BEER 12
9 404 168 "-" "Wget/1.11.4 Red Hat modified"

BEERSERRAEA—5 . o= AN

IFRIRAR | (\S+)\eAsAS\[([~ 1] +)1hs" (w4 )(\s\S+)hs[ "1+ " s(15+).
S SRR S A GRS MERITNFEATEEESSHE | St FamEAT
M=zt

05+ +  \s s\~ 11+)F |+ | T"(w+)* |+ (W8\S+)" | +

\s[~"T+"\s(\5+).*

Fa

BEASHEER . Key Valug
192.168.1.2

time 10/Jul/2015:15:51:09 +0800

method GET

url Jub

latency 0.000

B TEM ST A Key/ Valuerd | S Key/ValustdHERR(Key) HEFEE . IERERE
SERT RS E—MimeakeyhaRT
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IRE SEARGHE.

ZIANRE FRARGHE. NRXF , CEETRINFERNIEER—FE

(Value ) ARJIEIFER , FapE A time (W1LE ) . EEHN time FERIF , &7
PAEATE AEMEHER P09 BanERL EREmZATEFERAYA . X T EERE
BN EZ(ERIES % Logtail HEFIEK.

FIEECE RPET.

ERECNE R EAERF. EBRSTopicEMA. AEFXHHmIE. &KX
LiEARRE. BIRENTEREE. NREEHREK  ILURFRIAERE.

Hrh , RBAS TopicERARIIANZ-FRERM Topic , BlTopichZ==/4# | 7
BIHENAZEHmATopicAIaI&ER. S LUEEYESHTopicE T8
X ARG ESFENHTER ;| SiE GRS REAREN , BTFXoERA
PEEEAIFERNEEENE. (R XHERERAX AMBENEPREFER |, SR
EENHEKENESEM0%ER. )

REE BT 2.

WG A BT MAZWREE SECEN AZEINRRA.

INRIGIERCENZRE , FESCEIE—MasH. BRINTEIEN=RE , & SERE.

O umansa

AR

- Logtail B EHEXEMIEGIKER 3 K , BOEFRF.

- WRFBWE IS fUiBRIEE |, BEYERESE IS HEWERESLE; FiiE IS,

- BlELogtailicEfS , BT EELogtailic&%5% |, & LogtailicE=ififrLogtailficE. F4(E
2, 20 Logtail fig&.

[eSERME

seRECESS , BERSFRKERT. BRLEEHRRKERINES. AXRNAERAT , &0 JZRRE.
REHR FIEERIIRS IR B S AR, BRESHMERSEMER 7 content AIKEY .
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nginx-log  iEELegstoreFlz

SiAtope , REHESE = %= 1544 - Er

100

50

024325 0393458 LEE 0653458 085158 0943458 N8B 126458 143158 1553458 178108
Ut =E
™ "
16&03A208
15841352915 , L15:13: . . wamn ; T .
content: 10.22.17.73 - - [ 20 / Mar / 2016 : 15 : 13 : 29 +0800 ] " GET / HTTP / 1.1 " 0.031 726 304 0 " - " Mozila / 5.0 ( Windows NT 6.1 ; Win64 ; x64 ; rv : 46.0 ) Gecko / 20100101 Firefox / 46.0

10.101.166.113
16038208
15841353308 content: 10.22.17.73 - - [ 20/ Mar / 2016 : 15 : 13 : 30 +0800 ] " GET / css / lb.css HTTP / 1.1 " 0.017 740 304 0 " http : / / sis-devcommon.albaba-inc.com / " * Mozlla / 5.0 { Windows NT 6.1 ; Win64 ;

X645 1v 1 46.0 ) Gecko / 20100101 Firefox / 46.0 "

10.101.166.113

STERIEMENT |, WEEIIRS HIIATRBN TR, BRATHIRTEIRIRER Key-Valuelg&EE T RS

2l
it o
nginx-log  i&ELogstore7iz

FHAtope , DERBE

o
489228 509158

RS

BHE/P
168F03H208
16R02430088
10.101.166.113
1657038208
16850255091

10.101.166.113

526158

ip:10.22.17.73
tency: 0.020
method: GET

time: 20 / Mar / 20162 16 : 02 : 09
uri:

ip: 10.22.17.73
latency: 0.019
method: GET

time: 20 / Mar / 2016 2 16 : 02 : 09

urk: [ €ss [ Tb.css

Logtail&c EIn

FoELogtail i EEIESECE |

=101

AR

B3

PN TS

BAEEITk

549158

15458~

569158

58158
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0053158 0293158

FRREIE AR SRENT

fik

S e R AN B EC AT IO RT . BEHT
*E‘WJ EBRIE , BEEXAR TIERE
HERAS W nER , BaMBRRER

°

BEREREXHER , KOA/NE |, alLAFERE
FCfT. Wlﬂ}log Linux PRI RiBEC AT 15
R OLL]

TR DA EIRRS R AEE WS ITE T
FToERERIER,

IEEZTATANRRL , BIEEENREN. £%
TEBKEZSET (MNARERFBTHRIERER
)  TEERITRDEEEAE. XNEEREE—
5717 HsRYEeiak | é’liiﬂ,iii_ﬂ“;k)\J?ETJ:
ASBEER , St —RBEAN. MTBREAS
AORRHESLETRE At (AIRIIES ) | MEEiEE
—NERASLAOTCEAIN | BRI EAIENIZOAR.
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EXAARN—FATER | AR NEERS
HEMRE. FRREEE—  ENRAL NS

ASHTRIA BORTFRES , FEEVEMNERNFREHR
. EfREIEEER,
it T A RBAT B SR R R (BB SR A
BHE X ., B&iES M Logtail HERTEHE.

BEEASGI

I T M Logtaillg e ASh . ARIRSEREAPIFISOKA R | LUSEESAES.
{5 APL EARE

HERSIRMHRESTXUSHIAPIEEENEEANRE., EeJLUEITAPIFAY PostLogStoreLogs #HOBAEE. XF
APIRYEEESEFN APl &%,

5[ SDK EABE

BRTAPI, AEIRSIEIRM T SFES (Java, .NET, PHP # Python ) FISDKAEESANBRE. XFSDKHI5E
BESEFN SDK &%,

BcELogtail k&S AU AR

LogtailiZERUN T L RINERTHNS :
BEMHRERR > AT ToEILY > ENAEFERANA > iI5EHEHE

EERHToEIL

—RR R —KIAREEAN—T—5 , tEinginx@SiBRIAE , BEELIRTRISE], B0, mERERTAIAE
BHENT :

10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; 360se)"
10.1.1.1 - - [13/Mar/2016:10:00:11 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-" "Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; 360se)"

Javaf PR AE | —KAEEESEHZT , Bt REgE T AELANFH IR o BREEITE |, AlanlL
T Java FBFHEE :

[2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackerImpl.java:148] Expiring sessions
0x152436b9al2aecf, 50000
0x152436b9al2aed2, 50000
0x152436b9al2aed1, 50000
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0x152436b9al2aed0, 50000

LA EJavaHSHEIaFERIIARIEIE. , TLAR "TEENRAR #EA7 \\d+-\d+-\w+\d+\d+\d+]\s.*,
R ERERI TMEIUES ¢

Bl O BEEst o REEs

* B [2016-03-18T14:16:16,000] [INFO] [SessionTracker] [SessionTrackerlmpl.java: 148] Expiring sessions
0x152436b%al2aecf, 50000
0x152436b%a12aed2, 50000
0x152436b%al2aed1,50000
0x152436b%9a12aed0, 50000

WEANTERITEERRICITER) HIEH>>

i
BTESTA—REE | MREEETEE ( thilliava stackB ) EXFARTERRRTEENRE

* TEENSEAS : | \DNd-\d+\wd+d+ \d+ s\ [\w s * © FEhEEIEEE
BEM SRR S BT LTS A ENZER

REEFBRAS

RIEATIRS SERE 2R, —RKETHRTE S —THES Key-Value 3¢, IRFERIUSEFRIAT

SRR ﬁ-a—EIREIEAJiL_ﬁTzEEEX?EfEP\JQ MRAFEXNHERBHITLE |, aILIEEREEHA—
Key-Value X, ¥+Fa1_ EimRIAE :

RENFER

ENERIATL  (\S+\s-\s-\S\[\S+)\s[*]]+]\s" (\w+).*
BEAZ © 1) 10.1.1.1 ; 2) 13/Mar/2016:10:00 ; 3) GET

MEEFER

ENEFRAT : (%)
EEWNZE 1) 10.1.1.1 - - [13/Mar/2016:10:00:10 +0800] "GET / HTTP/1.1" 0.011 180 404 570 "-"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 360se)"

1EAE H SR

HRIEAEIRSS BuEEE 25K, REWREBRIE (time ) B, FEEUAunixEtazk, BrIRMER
FRGRIE) ( EIJLogtaIHﬂ\EXlZ,—n :uE’JH]‘IEU ) B SR A RIRIEFER {0 B EAIRTIE,
T EFIFRGHIERE

R AR AR EI=ES
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AR

%

FAFisEe

A8 : 13/Mar/2016:10:00:10
BHEIZRIAR : %d/%b/%Y:%H:%M:%S

HMEX 5 SRS B ZR SeR (A

AiE) : HTEX H SRIAORT (E)RL

Logtail STFEAMECETCPIRO |, #ZUsyslog Agenti@id TCPIMYEE AT KA IsyslogdE , Logtailfi#tizidl

HEEFHE R ZELogHuUbH,

RS

REFALogtailltEE /&R , BFRELRELogtall,

Z&Logtail (Windows ) #1 ZZtLogtail ( Linux)

BEPR

KtEsyslog#iE | BREHITINTRE.

TR 1 FHSRSEEEFIGELogtail syslogicE

ERERS EEESaREERNE

. B A\Logstore%llzk.

i EiRLogstore , FERLEEEH A LogtailicE%IZ.

T‘Logtallﬁﬂﬁﬁ IETEA L ASTOE, HlLogtal BLETRiE,

@ wd-testlog

i EEPojectFIFE
HEE LogtaiBBSFI%E [ 2 FEHEERE
* LogHub - SERFEE..
* LogHub - =cATi.. HEEH

i
oy
Hid
Ell
||
|
it
I
&
’éJ
i
=
i
IIIH
{II]

» LogSearch - &...

v LogShipper - $#£...

EREIEIREE syslog FEaTE T2,

1 EERER

[ E=

@ &

[
hl}
]

E7

g
it

SR

L
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AEIRSS

RE BEBERWR 0 tagigE &t .

RESRRELSSNEFE. 7. &EFF (-) MTHEL (1)  BRRLVNEFEEEFT LS
B, KEA3~63F1,

IR : BESRRERRATEN.

* BEEEF : | gyslog

FAssommll - 11111
ANERERA SR 3 S RS R E i T B

* tagiEs : | sys_tag
anfrliz Steg ERE R BE

SERIEm . B

DGR R A BT MAZWREE SECENRZINRREA.

SNSRIEREENZRE |, BSEEIENBRECIE—WIERE | BISEENAZINEEE.

SRR 2 BeELogtail{siMAERL

MHEELogtailZEB R T#kE! ilogtail_config.json , —f&7E /usr/local/ilogtail/ BER T H. RIEFRKIEXFI
syslogtBXHIECE.

HiAsyslogIheEEFE.

truezRzrsyslogIhgBbFFIFPIRE | falseFRmKIARE.
"streamlog_open" : true

2. EcEsyslog T RKNATHIREF RN, EFEMNS—XIEHBREEXNIRNTG | BiRETSRRE
RNARSEFRFRIEBES | BALEMB,

"streamlog_pool_size_in_mb" : 50

3. BBETX AN, EERELogtail&xigAsocket io rev FEOFEAKNEFX AN , BfIEbyte,
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"streamlog_rcv_size_each_call" : 1024

4. igEHEsyslogt&.

"streamlog_formats":[]

5. BBEETCPin., FEEELogtail BFEWsyslogHEMTCPIRO , BIAZ11111,

"streamlog_tcp_port" : 11111

BB eakiaEBLogtail. EiglLogtaill ZEHTLA TS XFLogtaillZ s , HERITH.

sudo /etc/init.d/ilogtaild stop
sudo /etc/init.d/ilogtaild start

$B 3 LersyslogHENECE
ANERHBEE R L& rsyslog , ZRRIX—4E,
TEGEESN :

- Ubuntu &2%&753%

- Debian &&E57%

- RHEL/CENTOS 23753k

f£ /etc/rsyslog.conf FHRIEFREEKECE | FI40

$WorkDirectory /var/spool/rsyslog # where to place spool files

$ActionQueueFileName fwdRulel # unique name prefix for spool files

$ActionQueueMaxDiskSpace 1g # 1gb space limit (use as much as possible)

$ActionQueueSaveOnShutdown on # save messages to disk on shutdown

$ActionQueueType LinkedList # run asynchronously

$ActionResumeRetryCount -1 # infinite retries if host is down

# X HEHIENFER

$template ALI_LOG_FMT,"0.1 sys_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %hostname% %pri-
text% %protocol-version% %app-name% %procid% %msgid% %msg::drop-last-1f%\n"

** @@10.101.166.173:11111;ALI_LOG_FMT

R - iR ALLLOG_FMT S8~/ MHRIER sys_tag , XMNEUELRFIEE 1 FolEN—8 , X/EE

IS N 2B ANIRKEIRFRE (\*\*) syslog AERR ALI_LOG_FMT #&={t , {FF8 TCP tmMEE&Z!
10.101.166.173:11111, #1528 10.101.166.173 /AT 1 chaHSeE I EIRIREE 2 BiE,
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[Exfrsyslog ( sudo /etc/init.d/rsyslog restart) . BahzanagscieEtss tRE%E 7 Hithsysloghy
Agent , tba0 syslogd. sysklogd. syslog-ng % , MNERERNEIBRITIE.

FE=2FTRZEHAT LIRS EAsysloght =2 B ERRSS 7.

BEEER

BKsyslog HERERE ZER LRI syslog#dE , W W syslog #EFRE.

Logtail BRISZIFAENim A syslogfIsZ A |, SN FERTR :

HEFEEH Logtail s

LOG

NGMX | .~

N 'y ‘1 ST ‘I
1 ! I 3 : ! 1
¢ | .f"'{] : Syslogtii} : : i
$ 1.~ I I
Jva R Loctoi [RE a
! !
i i
\ !

¥
H
=
P2

ra
I
1
1
1
1
1
1
1
%

Logtaili@id TCPiMYissyslog, EiELogtailREEsyslog AGiFMEEES NiEid LogtailREEsyslog A,

syslogf{ii#
syslogtli&155% BEH Linux FARS3E,

FOREESIASIGHELL | fEAsysloght AESIRERIESILogHUb , RARFEFRINGEE | (REMWYF., XT3
EFTORENTRIRY |, BBYLAIIASOMB/sHITE,

EAXRE

Logtail STIFEAMEIBTCPERO |, ##syslog AgentiE RAIAE, Logtail FFETCPI® |, #lrsysloga&E &
ftbsyslog AgentiEiLITCP’ri}i&‘&%?yfi_ﬂéﬂﬁsyslog*&ﬂ% Logtail iRz R IR EEFH 8 A ELogHub, ECE
Logtail3¥&syslog HSidiEiEES WiEid Logtailk&EsyslogHE. Logtail, syslog. LogHub=#&Z[ERIXEN
TEFf.
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N

rsyslog \

tcp| logtail ::> loghub

rsyslog /

syslog H&ME=

Logtai @i TCPix ZFIZEINEIRERA , MRENRNAEIRTEITH—£EZNAE | BEISITHER
AT -

- BRESZEFERRTH (\n) 218 , —FBSAEBAILUHIH T,
- BEARTMHEEXALEEER , HttFRATUBE SIS,

syslog &SN T

$version $tag $unixtimestamp $ip [$user-defined-field-1 $user-defined-field-2 $user-defined-field-n] $msg\n”

BINFEREN

BHEFER X

version 1ZATIEIAIRAS | LogtailERRZMRASSHFT
user-defined-field =E&,

ta HUEIRS | TS #KkProjectaLogstore , RAJLA

9 BRI T,

unixtimestamp : % HERRTEE.
%K AERININAYHEEIP , SNRBEFENZFERZE

ip 127.0.0.1 , RERFERSHAIHEEUEFZFE

SRR TCP socketfyRdimitit,
BFREEXFE , PESEREEFR , aJlg
0 PHEN , A LSS SIEINIRITA.

THEIEX , AHLIEERTH , RKEAY \n &
TRITH,

user-defined-field

msg

LIS RAIBERI SRS VERAIER

2.1 streamlog_tag 1455776661 10.101.166.127 ERROR com.alibaba.streamlog.App.main(App.java:17) connection
refused, retry

B, MY syslog BEALAZALogtail , (AT TERBEERELATRM , BRLUEAN:
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- AL EEERN  ER U2 BN BEEEHEA EEK,
- AILUBIE TCPipiE B & AppendElizin,

Logtailf#tfrsyslog BRI

Logtail ZEEENNECELA#EfrsyslogAE. #la0 :

"streamlog_formats":

[

{"version": "2.1", "fields": ["level", "method"]},

{"version": "2.2", "fields": []},

{"version": "2.3", "fields": ["pri-text", "app-name”, "syslogtag"]}

]

Logtaili@Z1EE ZIfYversionFEREstreamlog_formatssikZEIRGfzAYuser-defined=ERAVE | MFIZECE
. FEBSESIversionFEA 2.1, BEMNBEENFRlevelfimethod |, EI BEFGISHEERIT AN TS
= :

{
"source": "10.101.166.127",

"time": 1455776661,

"level": "ERROR",

"method": "com.alibaba.streamlog.App.main(App.java:17)",
"msg": "connection refused, retry”

}

versionFiFfi#tfruser-definedxE: , tag FlFSHEUREERRIXZEIRY Project/Logstore , IXFNFERARAE
HEERABTRXZERATRS. B, LogtailfiEX 7 —LHEE | XLRBRIEUERER 0.1, 1.11X
BLL "0 . "L" FkRYversionfd , FTLABFRBENX versionAEJLALL “0." | "1." FFk,

EIHF T E#EALogtail syslog log
log4j

3|\ log4j FE

<dependency>
<groupld>org.apache.logging.log4j</groupld>
<artifactld >log4j-api</artifactld >
<version>2.5</version>
</dependency>
<dependency>
<groupld>org.apache.logging.log4j</groupld>
<artifactld >log4j-core </artifactld >
<version>2.5</version>
</dependency>
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5| log4j BEESXH log4j_aliyun.xml

<?xml version="1.0" encoding="UTF-8"?>
<configuration status="OFF">
<appenders>
<Socket name="StreamLog" protocol="TCP" host="10.101.166.173" port="11111">
<PatternLayout pattern="%X{version} %X{tag} %d{UNIX} %X{ip} %-5p %l %enc{%m}%n" />
</Socket>
</appenders>
<loggers>
<root level="trace">
<appender-ref ref="StreamLog" />
</root>
</loggers>
</configuration>

Hrp 10.101.166.173:111112 %% 7 Logtail = FPimAYIRSS sHthit

EFEPigEThreadContext

package com.alibaba.streamlog;

import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;
import org.apache.logging.log4j.ThreadContext;

public class App

{

private static Logger logger = LogManager.getLogger(App.class);
public static void main( String[] args ) throws InterruptedException
{

ThreadContext.put("version”, "2.1");

ThreadContext.put("tag”, "streamlog_tag");
ThreadContext.put("ip", "127.0.0.1");

while(true)

{

logger.error("hello world");

Thread.sleep(1000);

}

//ThreadContext.clearAll();

}

1

tengine

tengineAJ LUEiZ syslogiZ Ailogtail.

tenginefEAngx_http_log_modulet&5GHEFT AR Hsyslog Agent , £ syslog AgentdforwardZl
rsyslog,
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tenginefiiEsyslogis&*% : tenginefii&syslog
H
PAuserz(BfNinfok & access log &iELA A Unix dgram(/dev/log) , FH&ER FFRICANGINX,

access_log syslog:user:info:/var/log/nginx.sock:nginx

rsyslogBcE :

module(load="imuxsock") # needs to be done just once

input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")

$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%
%app-name% %syslogtag% %msg::drop-last-1f%\n"

if $syslogtag == 'nginx’ then @@10.101.166.173:11111;ALl_ LOG_FMT

nginx

LATEE nginx accesslog 94,

access log ft& :

access_log syslog:server=unix:/var/log/nginx.sock,nohostname,tag=nginx;

rsyslog BtE :

module(load="imuxsock") # needs to be done just once

input(type="imuxsock" Socket="/var/log/nginx.sock" CreatePath="on")

$template ALI_LOG_FMT,"2.3 streamlog_tag %timegenerated::date-unixtimestamp% %fromhost-ip% %pri-text%
%app-name% %syslogtag% %msg::drop-last-1f%\n"

if $syslogtag == 'nginx' then @@10.101.166.173:11111;ALI_ LOG_FMT

2% : nginx
Python Syslog

<

import logging
import logging.handlers

logger = logging.getLogger('myLogger’)
logger.setLevel(logging.INFO)

#add handler to the logger using unix domain socket '/dev/log'
handler = logging.handlers.SysLogHandler('/dev/log’)

#add formatter to the handler
formatter = logging.Formatter('Python: { "loggerName":"%(name)s", "asciTime":"%(asctime)s",
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"pathName":"%(pathname)s”, "logRecordCreationTime":"%(created)f", "functionName":"%(funcName)s",
"levelNo":"%(levelno)s”, "lineNo":"%(lineno)d", "time":"%(msecs)d", "levelName":"%(levelname)s",

"message":"%(message)s"}’)

handler.formatter = formatter
logger.addHandler(handler)

logger.info("Test Message")

AERSESTFANS N EEMEFEEI LogtalZFinliE HERIECSTIRS . ERLIEE ARSI
BYIZRENZINER BsE5IR NH. ErILiBEE SRS EENRE  SEVRATR  EXWRE 55
NEBRBERTS , EERE  MERT=RE | ERN=RERR.

elfe ke

EEILABIS AN PR EE X — MEs4A

- 1P B X RARFRARINI—AZRAIRRIP,
- R EXBTHISRE—MRR |, XN EECEXI AR TRER.

BXRUECIETIZEE , 20 UEH =848,

BESREYIER

=5 AERSEEEE.
BFEAMSHER LogHub - SERFSREE > Logtailifl384E Azl B R 188485k TIm.

BRI EEZI B TRRTEEEE.

AmerE

e —

tesmachinegroup

ex\ReE
FERIRSEH SRS | ETLAbERT B L BB AR5 B8P,

IR VAR E R B,

EF AERSEEEFE.

BHEEMSHIZR LogHub - SCRTSREE > Logtailtjlag4e HAiZIIERY #8885k NAE.
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et LRRdE |, B ISHAR4E.

ISR AN EERF RS WA

{EpilEsE
* fEEEE: et
Hl=%8tFH: | IPHEHE r
Hl=xH=Topic:
an{nl{=FREt.285Etopic ?
* IPHEhE: 1.1.1.1
1. HalH=E#=a
2. 1BEE
3. [ @—
B
BERS

795GIELogtailZ iR BN 2RERRIFTE RS H{EEML |, BRI LiEELogtail ZFRiRIIOBHER.

=R ATRSEEEHSA.

IProjectFRE S =iRESS
S EiREREEAIRAEIP , £ IMERETTE
e iR FEEWIndowsSLinux=iEE:E ( £

BHAMSHI=A LogHub - SCRISREE > Logtailtl284E HAIZINB R H128A5IZR .

i RRE |, L EERE.
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EFEERT

E=BmR: ip

ip r

i
HH
I
[
il
%
0
L1

1.1.1.1 FAIL EEFEE

i

SNERATERS 2 LRLogtail=Z FindbgiemT , MIOBHESNIZERS "OK" . MROBMSEN "FAIL" | #
WEAERNEETHITEE. WEEMAEFREE , B TRIRE.

R
-1IHBE “OK” f§LogtaillZEFin S HEIRSIEZIEE. VIsSIAYSEEETsEEE /Lo EARiE
AT ABEEZIOME "OK” RZ |, B,
- RSS2 OBHSERGNT "FAIL" K7 |, 151408 %ELogtail (Windows ) #l1 &%
Logtail ( Linux ) #H7i(E,
EERLE

HERSH BN S EEEEEENERTIRSSS | XEFHN— EEESEM B ELogtaill ZFPimAIKERT
& (1B55% FLogtail & A4 F ELogtaillggEsyslog#dR ) . EALIBITA— MBS AN A, Mk
Logtailfie & RREEERFSZEE LALogtailiTEMLAE | AT MXLRE | HXAERBNEEESE.

=R ATRSEEEHSA.
BHEEMSHIZR LogHub - SCRTSREE > Logtailljl284E #HAiZIIERY H1884851% UAE.
R |, B EEECE.

R LLGRRAECEF S B0 56 MR SRS AREINERER) LogtailEcE.

HiRMNLogtail EEERY | 1ZLogtail leEfa N AZINESHARSEEILogtailZ Fin. =fkRLogtailfe
&Y , iZLogtailfeES M Logtail ZFimiEkk.
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st

22l ogtzilEE BadlootailBEE

==

< <fif2

syslog
fect

SCMIC_aCcess_log

sCmC_access_log_2

iR REE
B ARG EEEHE.
B EMISAEAY LogHub - SERTSREE > LogtailtfLEBa HNIZIREIR Y5 W,
RS , B IR

EFIAHEER |, B HE.

Rz =EE

€) mr=rTrs . wswee;

LogtailZFimal L E B HEIRSS I @RS EIT =5 S el EEECS =N EHEE. BT Z%ELogtailZ s
4 (& L%lLogtail (Windows ) #1 Z¥ELogtail ( Linux ) ) , AlogtailZFimtliEHEREREBRIFERX
. LB HEEYIRAEN BEENE. EXlogtailfitE.

NRBEWENSHIBEIEE | 155% IS HEWEERELR, kit T E,

tlELogtailficE
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BXumEY iSRS EREF G tlELogtailicE , &0 £/ fEFLogtaillit&E A4 1 fEFHLogtaillizsE
syslog#iRE.

BELogtail it BFFE

B BERSEEEHS.
EERNIE |, BEMBERREEREAN S5,

£ LogstoredlZR 7o , B HEWERDFI FHLogtail i s SH , ¥\ LogtailEeEFIFR 7.

ZIEYIH T iEELogtaillINAYFFEECE , HHEa=FoRE | KERR. HERFILEFS
B AEIERIRA XA i |, EEEIFIBRER 7 )R EAXEER , I TNERTR.

o e = |

AR — N RESE— B IREE.
{E¥iLogtailficE

Ex BERSEEESIE.
ERATENIE | BB RFREEREANN S22,
£ LogstoredlZ& T , Bt HEKWERFI THLogtail i E 1 , #H\ LogtailEeB%IZR Tm.

BHEFEEERILogtail iELERIETR.

ERILMEN B SRR EREE R ARIRO2EH, BN REERAIRENCIRT 28R,
fB&LogtailEcE

B BERSEEEHS.
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EEEFTRAVIE |, BEBRREEREANN 8.

£ LogstoredlF T , BdHEWERSI FHLogtail il E 1 , ¥ LogtailEeB%IFR .

R MR Logtail ECEFF R EAMAY HBR.

MERRINERISRZECE S Z RN B2 AMEIRIIE | Logtailtb2{E LI ERIZECERI MY BT
RE.

IR : MERISELogstoreRIA MR ERS R AYRT B Logtail L &.

A EiRLogtail SEIECESE , IBRHEK , AILSERCHITIRE.

RIFBiASR

EcELogtail SEIEc ESHERTIU TGS ¢
- AREFHFEAFEIHNIESE. REME. XHEFTER  IBREARREXY | TJRES

HATFLEERS.

- BEEIEE X , KXFIHERSHOREHRELX , SHCPULSARS.
- EBWEEsyslog/TCPEURETR.

==

MR

/usr/local/ilogtail/ilogtail_config.json

N8I

JSON

XA ( RETREPDEED )

"cpu_usage_limit" : 0.4,
"mem_usage_limit" : 100,
"max_bytes_per_sec" : 2097152,
"process_thread_count" : 1,
"send_request_concurrency" : 4,
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"streamlog_open" : false,

"streamlog_pool_size_in_mb" : 50,
"streamlog_rcv_size_each_call" : 1024,

"streamlog_formats":[],

"streamlog_tcp_port" : 11111,

"buffer_file_num" : 25,

"buffer _file_size" : 20971520,

"buffer_file_path" : "",

EREESH

285

cpu_usage_limit

mem_usage_limit

max_bytes_per_sec

process_thread_count

send_request_concurrency

streamlog_open

streamlog_pool_size_in_mb

streamlog_rcv_size_each_call

24=

CPULFZEE , DoubleZé#!
, LISt E,

BHAFERBIE , int3kE
. BEMB,

Logtail RiX[FRIGEUEARER
&, int£8Y |, L\Byte/s it&,

Logtailfdh IR HESHENEUE
ENEST e

Logtail B\ R R RIXEHRE
, ANRENTPS R RES
BRRLHE,

BT syslogIhge
, boolZEEY,

B{IEMB , BFEEFEKER
syslog#UE.

logtail &XEMA linux socket
rev IEOERRERX KRN, B8

2 byte,

60

SHR A

3M0.4 , NIRHILogtailf9CPUfE
FIACPUERZAI40% , B
Logtail HalES. A&nin=
T, iR RN EEE N
24MB/s , STEEIENIER Biziah
HEEN12MB/s |, &%,

40100 , MpRHILogtail IPTF(E
1005k, BHiE
Logtail BFIES. WNFERE
19 distinct3 {4 BB

1000 , iEEIBIES CE%EE

gn 2097152 , MPRHILogtail &
EEIRAEZE/I2MB/s,

ZROALMNLIREAR | —ARATLALL
R EMET24MB /sl ST EEIEN
EX12MB/SIEN. BRIAER
TEHERAZZHE , RELEN
FHRES L,

NN |, AILURIR—

MK ZF50.5MB/s~1MB/sK

FHEIRITE | BIMKIEMLSE
MTE. T8 : SHIEE2S
MO GRES | R
ETCPHEXSH

falseRki |, true TRFIF
, EHER,

syslog BT =M BERIRTFID
KN, BFEIRE—RERIE
BEANIAE , IBRIETEEA
FARNARSLIRERIES,

WNER syslog imERK , ATLUE
=ZE , ENEYETTE 1024 F|
8192,
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streamlog_formats B XFEHTEIR syslog BT ETAl)

3z
logtail F3F#I syslog BEH e
streamlog_tcp_port TCP 0. ZHAR 11111,

MERE , BNEEERE
. LogtailE=CRI SR B &

. BANRHINME (ZEBRT) & — s
buffer_file_num At e asteara NHZBFEIA259,
EIRS IR, 1ZSEPRFIEFUS

RISRKEE.

ZEHIRERNMEF X HFTH

BARFETEL, (buffer_file_num 2X1A20971520=F75
* buffer_file_size) BEF{E (20MB) ,
BILASCRRE AR AR =S A,

ZSHIRERTFHFRER
EEESZEE)E | FaEIE

buffer_file_size

EEFBRTHRU ANNT , BEEEERTER
buffer_file_path logtail\_buffer\_file_* B932{4 TEEFE
BoEFEFESR , LMRIE (/usr/local/ilogtail ) .

Logtail T LABRENEZ &7 31
FEREFHITHER,

- BIAER FEHERET FR-E
bind_interface AL 2;51589@-';% , Bl . %ﬁ?ﬁﬁ%ﬁﬂl , Logtailﬁl%?,i‘\ﬁ
ethl (RSZLinuXRA ) « S EFZR BT O LS.

TR

- ERGIHEFEXTERBISE , W ilogtail_config.json REREHRIILNISEH , &
SEREGARE | ETERBER.

- BRGNS SGEERES LTI NIYE , AAZINECEINA LA RGNS
ilogtail_config.json , #13R£ syslog #EREXIEES.

e
&ERLE ilogtail_config.json,
BMENECESS | EBBRNENEIEISON,

BgLogtailfFEEEEM.

/etc/init.d/ilogtaild stop
/etc/init.d/ilogtaild start
/etc/init.d/ilogtaild status
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IFANEEIRSS O AR | SFATRS BSEUMEEZASKENERER. LogtailiZENIRS
ERERF S AHRESEEE | DAURIZZ AT AR TR TR, FELt , Logtaild

B EHE B AR RIRAE VRS BT

LinuxsE&a THILogtailszHF strftime BREL IRAAIFTBRTEEIN. REEEH B ERF RSB RIZRETE
MHATETRIE |, BIA LK Logtail AT HHER.

PSBMEHH ASRERF RS IR S |, AT5ERFERE | Logtail TR N B-SRIEEZVANT

SRS
%a
%A
%b
%B

%d

%h
%H
%l
%m
%M

%n

%p

%r

%R
%S
%t

%y
%Y
%z

%C

%e

%j

B
EHES
2SR
Bin4es
B &R

THEFRTERABILR
[01,31]

B#%#E5 | [ (%Db)

24/ N\EF BRGNS

12/)NB IR/ Ne
THBIRTIB G
RIS #ER [00,59]
AT

ﬁiﬂzﬁ’\JAM (EF)EPM (T
)

12/\eFHIRSRTBIAAS | [E
(%I:%M:%S %p)

NISFNERES |, B (%H:%M)
TEHIRIRVEL [00,59]

TABRF

A HLCRIHIAFISF(D [00,99]
THIFD

RIXEERES

+#HItHZE [00-99]
THEIRTAIEASEILEK

%;g 1]; BRI ERES

—EREAHEFIRT
[001,366]
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BIGHER)
BN : Fri

514N : Friday
N - Jan
f5Ign : January

N - 07, 31

fign - Jan
fign - 22
fBign - 11
f5ign : 08
fign : 59
HATRF

Bign : AM/PM

540 : 11:59:59 AM

g0 - 23:59

fign - 59

TABF

g0 - 04,98

g0 : 2004,1998
fign : -07:00, +0800
Bign - 16

fgn - 7, 31

f5lan : 365
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%u

%U

%V

%W

%W

%cC

%X

%X

%S

%ﬁﬂﬁ’\]‘l’ﬂ%ﬂ%ﬁ? [1,7], 1 8=

FEE/LAE (EPRANE—
Er9FF4a ) [00,53]
BENBILE (EP—ANE—
BRIFE ) | AR—BHNIFE
—RE>=4X , WIAAEELE
, BUAAT—E—E%
1/& [01,53]

EHRTHIZRR [0,6], 0 A%
E=|

BENEILE (2P—ANE—
ErIFFE ) [00,53]

tRERIERE. RHEERR

tER BRI

IR AR

unix BdEEk

fian - 2

foign - 23

filgn - 24

N - 5

g0 - 23

wEEEKEE. BARSEES
58 , AILAE B LRSI
BRI

HEEEKEE. BAREES
52 , JLIEEA EESEFE
L EREIRIA

wEEEKEE. BARFES
58 , AILAE R LRSI
BRI

f5ltn : 1476187251

{EALogtailliEE AR , ZIBREINENIRTRN , AL , REBIShardiRSZEENFER , BT
IRSSIRALIZMIINGE | SFEEiZHLogtail BEWESEIR,

TP R
1. ENSEIRIZHTUE

BEIRIgEProjectis , A\ Logstorelk |, EFIFRA BB h g,

E%i M LogStore it fTHEIER

LogStore®

sample

abed

s SEAE 3 b

LogtalEc | (EHE) |ish |EE~

LogtallEC | (B |k |52~
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2. BEERFBMESEEIR

HENZHIREE , BI&EEISELogstoreXIMAYFFA Logtaillrss HEEIRY 3R,
Stz

2 - R RREaE 1 MEEREEEEER | R ERIN IR E S SO

AP EREEE S AR | RE e

= =]

5P B EREL(EEEERGERRTFER)

2017-01-13 13:25:12  10.183.178.192 119 MULTI CONFIG MATCH ALARM

2017-01-13 13:20:12  10.183.178.192 16! EHEER

2017-01-13 13:15:12  10.183.178.192 15!

2017-01-13 13:10:12  10.183.178.192 14 e e

2017-01-13 13:05:12 10.183.178.192 151 MULTI_CONFIG_MATCH_ALARM
2017-01-13 13:00:12 10.183.178.192 139 MULTI_CONFIG_MATCH_ALARM
2017-01-13 12:55:12 10.183.178.192 157 MULTI_CONFIG_MATCH_ALARM
2017-01-13 12:50:12 10.183.178.192 131 MULTI_CONFIG_MATCH_ALARM
2017-01-13 12:45:12 10.183.178.192 116 MULTI_CONFIG_MATCH_ALARM
2017-01-13 12:40:12 10.183.178.192 174 MULTI_CONFIG_MATCH_ALARM
SR ST 0k | < ' 2[5 [ »

3. EffaEBIEREIR

EEIREARET LB ERMNERNIEETSIPHEI | B RIEENSSNATEIEER. H¥Logtail HiR
HREE AR EERE 5D,

ShEARREESE | REERFITH R I BRI SIKEEEERSNERE. HEREEIHmNIER , &
AJLABERIX BRI IREE | (NEAE MRS eI B R 2 R R A B #HYEIREIA.

IZsE

AT ALogtailiEiREERAMETS T |, B LEIZHTKN S RIMRIERIEREIRE. INEHEEE , BRTH
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iR

LOGFILE_PERMINSSION_ALA
RM

SPLIT_LOG_FAIL_ALARM

MULTI_CONFIG_MATCH_ALA
RM

REGEX_MATCH_ALARM

PARSE_LOG_FAIL_ALARM

CATEGORY_CONFIG_ALARM

LOGTAIL_CRASH_ALARM

REGISTER_INOTIFY_FAIL_ALA
RM

DISCARD_DATA_ALARM

SEND_DATA_FAIL_ALARM

PARSE_TIME_FAIL_ALARM

REGISTER_INOTIFY_FAIL_ALA
RM

SEND_QUOTA_EXCEED_ALAR
M

READ_LOG_DELAY_ALARM

DROP_LOG_ALARM

RS
Logtail A PRIEEEE S 4

TEIENS B TEILERK
, TR BT,

BE—A, Regw—
Logtail NECEUEE | AxFHE
Atz Mogtail EC B L.

ENRATEATRIUT , B
BMIEREAIE,

JSON. DIRFFERTIEIVTE
, BT BEEAARFEEX R
IESS

Logtail REFLEARTIE,

Logtail HiBId AR 53 28 8 IRfE A
EFRERER.

Linux FiEM B8RRI , &
BB TR S SAUREL S 143k
UGS

feELogtailEEARNCPURIRA
B RIETRIESEL.

(1) ERSHKREEED
AcessKey ;

(2) LogtailZFimtlas 5 HE
IRSS ARSS Um Ao A Bl A M4
BRERE |

(3) RBIHE N E.

LogtailiRiERTiEfETRIAN R
Mrtime==ERELML,

Logtail s B E&EEFRiFMinotify
watcherscli,

B, —iRERTEELogtailE
FRRICPURIFABEEZMERIX

RS

AEREHERRT AT EH
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1ERSSEELogtail BUF K
, &L lroot =S50,

WETHIENIERY , IRIER
ITESALEERN. .

SE— N NHERESMEET
B | MR REVECE.

SHIBRAE YA SAHGIER
SR ILEC | FHERHTRIFAIART
J—.E[j]\u it o

ISR EEREA LA R AYIF
=

& AR IENZRIATIRENL
HERIZEtopicsEll , HE ks
IREIE T BRR,

5% Logtail a2 MECE2
BCPU, RTFEALIR , EEE
[EERT &,

taElogtail 2EEMPRIBIINIZL
HREGZ SR B HMIR

i52% Logtail ExSHEC &2
BCPUfsE A _EPRE IS AIEFT AR
BRE , NELEAIER T BAER,

(1) EMKSERAcessKey=Hl
& BliEAcessKey ;

(2) MEAREE Y
/usr/local/ilogtail/ilogtail _co
nfig.json , Hl1Tcurl <fRSSHBLE
>, BEREBEASERME ;

( 3) Alogstoret&inShardzg
B, LHSEEUEERNBA.

51RIE A S BB & IERRAYRT )

fEtraRIA .
IFREERESFEURBERN
PRIXE.

fEiEfl et 72X (Shard ) 7
§O

1555 Logtail SESEE(E

BICPUEFE L PRBI IR AIXFF &
PR , AIBREAIER T,

i5S% Logtail EESHECEE



LOGDIR_PERMINSSION_ALA
RM

ENCODING_CONVERT_ALAR
M

OUTDATED_LOG_ALAR

STAT_LIMIT_ALARM

E , BRIENEERERIT
200, — R RHETES
Logtail{fFERRCPURIREA IS
EMBRERIESH,

%8 B s B RIERUR.

RASHEIRRIL

THINEE , AEEEEERIY
12/0\6g, ATRERE : BHEMET
HESESRIT12/\0. BFE
ENXEFEREEEReSHEC
FEFHEEmERE.

[E%?%%EEEEEEPE’\JBZ#%I&’

BCPUfsE A EPREIEEAIXF AR
PR , NEEEAERIA.

FREASEEERESHER
, A A ERRNRIRE.

BREASRBRIEERSE
AEgmIS R —2L

BEEEERAEFE
READ_LOG_DELAY_ALARM ,
WFFTFERR
READ_LOG_DELAY_ALARM&b
EARXER , EAFEECER
IEﬂ—T—ExEEE aiEFRERELE
’%“%ﬁ PRy Twssse e =1L funt
BIEE ; ﬂﬂﬁﬁﬁlﬂ EE T,

EREEREGEREN
SU'—F*EI? B, AEREGER
RERMERERGERE.

T NEEEMARTANMERIITEBEET , IBEREEEE/usr/local/ilogtail/ilogtail. LOG,

HiEFERLogtail RERER , IRRERSRE

1 FHANEEEMNLogtail LR EIER

% Logtailfllzfd , HEANIZFIEREEETRERE.

H—HE.

S Logtail DEEMAYRE—RRE :

Hag LRZ2RLogtail

LinuxBEEFimikd:

sudo /etc/init.d/ilogtaild status

® IERUAT LR THIE.

SR OBOKMEFHNT—2 ; INROBEFAILNIEE

WindowsBEEZFIRIRE :
BEHER -> EETH -> RS

&BHELogtailDaemon, LogtailWorkerfg1™"Windows Serviceilzf TR,

WFRLELogtailZFis , i52% Logtail&ds , SIRRRIGEHEIRSSProjectf/ERegion AR &R
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TR,
TERIFMASEEIR

AEIRS MY, FEEREN AEFIREEERIVRSIHLAAD , FEEEERENE iR

EAREE :

- Linux : /usr/local/ilogtail/ilogtail_config.json
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\ilogtail_config.json
- Windows x32 : C:\Program Files\Alibaba\Logtail\ilogtail_config.json

AL TRR :

- BFEEEIIRNEZN O /ERegionEB 5 ProjectifERegion—3, MBEANOFIRSER

= NER

- BEETRIEEGII SRR MEEMEEE 7 IEMAES. NVPCIEINRIGE T REkERS , 2%

ZBAERY. TLATelnetilifilogtail_config.jsondhECERIESZ , 40 : telnet logtail.cn-
hangzhou-intranet.log.aliyuncs.com 80,

FRSIRECE T ERAVIPE AR

—R&KS , LogtailfEHzs EIREIPRIS =S

- ANERAHE M/ etc/hostsHiR B T ENAEPE , FEMAGENIP, HiTHd
hostnamedaLAEEEHZ.
- MREBREFNELE , SEANAE—RMKIP,

RSS2 LEEIPHL -

« Linux : /usr/local/ilogtail/app_info.json
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\app_info.json
- Windows x32 : C:\Program Files\Alibaba\Logtail\app_info.json

SNERARSS it 2R E RS RIIP S FImRREXAYIPA—EL , NIRIEIBEH TIEX

- ERSBIHNBFAERS THEHRIP , BIEXBRERIPHRE , FHLOWBES.
- HIEHTHEE ERIRBECE ( 90/etc/hostsIEXL ) |, IEEHEEILogtail LASKEGHHIIP,

MBEFE LT TaSERBLogtalil,

- Linux : sudo /etc/init.d/ilogtaild stop; sudo /etc/init.d/ilogtaild start
- Windows : #HIER -> ST H -> RS -> Ef5LogtailWorker

2 AR AR T R EHMAEYEE

HWNEFIRRSESR | WEEHALITERE.
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2.1 E&EtlELogtailicE

S¥logtallicE. FSUHAESREBRMEATHR SR EERE. Hop , BRASFHENLE , &
BEEMRE | AR STFERIIVES.

2.2 Logtailfic BER AN FAEITIRRH

BELogtailflz84E , EFEEERE  WABTEERACENAENEEE.,

3 ERERIR

HkLogtail icBEIE R , BFEMARTH-EEIN IR, Logtal IREIBELE  FEXHIIRE
BEFUASHIEE, WATEENEREASRSHERT , ELIEILLTITUZHT.

»

RETHEIRIZHT

S

#HiTLogtail IEEIREIR , HRiELogtail EiRAVEIRSEAMIE,

BELogtail &

EFinHESIERAEINFOLIKFABWARNING, ERRORHZE, WNHERAE T HEHE IR EEIEIR
, LR TTBREEEFiRAESE -

« Linux : /usr/local/ilogtail/ilogtail. LOG
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\logtail_*.log
- Windows x32 : C:\Program Files\Alibaba\Logtail\logtail_*.log

FRE#ER
MREAXASESEAHEHIRENRET K , JaEFEEL Logtail IEE1E24 , LIXRIESHAEE

XKEFIHE., &% Logtail BRlEcESEL

Erm E=SRBERNERRGARER T LRKRAERS | FH LHFEIEPRIAXRER.

1. &
2. (EFRfsrE

2.1 all&p$

2.2. activeip$

2.3. logstorem<
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2.4, lodfiledp<

2.5. history@p$

4. wpRIRENE
5. IREERIZRTH

4.1. I¥ELogtailizi TR

4.2 EHEREHE
4.3, ¥ A E S B R

4.4, HERE IS

1. &1t

Logtail BB SERELN ATREHEFIHNIIEE  FTENTRERETTHTER , RETETIZI

REEH AR EAPIRS I,

2. fEF3tErE

HABRESGFNSERRENLogtailEPinZ /5 , AP IRENEX G SRR EIRARERTS. Tk

LogtailZLogtail i,

AEEFmBAGES /etc/init.d/ilogtaild -h , FHAZSRIEFineA XIS AERERTE I, Eihtilogtail
insight, versionXXEFNFRRE L= IF L INEER Logtail,

/etc/init.d/ilogtaild -h
Usage: ./ilogtaild { start | stop (graceful, flush data and save checkpoints) | force-stop | status | -h for help}$
logtail insight, version : 0.1.0

commond list :

status all [index]

get logtail running status

status active [--logstore | --logfile] index [project] [logstore]

list all active logstore | lodfile. if use --logdfile, please add project and logstore. default --logstore
status logstore [--format=line | json] index project logstore

get logstore status with line or json style. default --format=line
status logfile [--format=line | json] index project logstore fileFullPath
get log file status with line or json style. default --format=line

status history beginIlndex endIndex project logstore [fileFullPath]
query logstore | logfile history status.

index : from 1 to 60. in all, it means last $(index) minutes; in active/logstore/logfile/history, it means last $(index)*10
minutes
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Logtail BRISHHIEIRWR<S. a<IIet. JTERRMEXELRERFIHIREEONT

we Thek ATEAATEIX(E griteEn
EHRHALERK (BEUE

active X&) BiLlogstoresy 60053 10554
H&3 4

logstore ﬁ;ﬁzLogstoreE’\JﬁT@% RIA600% % 1095%H

s, —+ E 7 e

logfile DARESHHORER  gire00ps 10554
&HifjLogstorezkH&

history ﬁﬁ—EﬁEﬂfeﬂWE’\J%ﬁ FIF600554%h 104344

R

- S Findex S FERNIEEORS E , BREN1~60 , NABRNEFF &I, EgitEn
R195% , NWEPIELEI(ndex, index-LIHHANED ; HAUEORL05 , NETIELE
(10*index, 10*(index-1)12 ¢ PIAI%ELTEO

- FrEEIIG SR FstatusFa<$ | EItEaH<S/astatus

2.1. allfp$

ol

/etc/init.d/ilogtaild status all [ index ]

WBA :
allip S AREELogtailfNzEiTIRES. index IS EL , REMARTEUAKEL.
ANl

/etc/init.d/ilogtaild status all 1

ok
/etc/init.d/ilogtaild status all 10
busy
L S U
=] R BRE BRTTIE
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ok LHEHASIER. 7 ToELME,
LPIRERERS -
busy ’ Logtailqji%?IET.%‘o 7 ToRahIE,
. LENEERENHEE EEEE%EPET\’@, 7
many log files BZ, fie REHITHE,
SBEHTTERERS
s ﬂmif&E_EHﬂZﬂ“ ’;jfi
process_block oélﬁUE:u\ﬁﬂﬁ'Hﬂﬂ..Bﬂ% & ggg}l_gggg Egﬁgj:
PRELMLE RIEFF ARSI
MEASTEEER
J_mu&m%hﬁ%é?
IFE , #—BHM , &
send_block HEIARXHIIEZE, =) FAELogtaillZais
HECB(EHCPUERL
PRELME RIEFF A PRSI
SEWERIRER
send_error HEEIE_ E1ELY. = :SEND_DATA _FAIL_A
LARMfi# %,

2.2. activefip$S

LK <520

/etc/init.d/ilogtaild status active [--logstore] index

/etc/init.d/ilogtaild status active --logfile index project-name logstore-name

BA -
- ;pactive [--logstore] index A REE YaliEEKAILogstore , --logstore2E(AILIBHEE , AN F
- ;p$active --lodfile index project-name logstore-namef3sk&EEH ProjectdLogstore FAIFFETE
ERBESUS.

- activefp SRR REE FERAIBEM. BN EMAALERKNILogstore , BEMEIFIZ
Logstore NHYTEER H &SI,

5l

/etc/init.d/ilogtaild status active 1
sls-zc-test : release-test

sls-zc-test : release-test-ant-rpc-3
sls-zc-test : release-test-same-regex-3
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/etc/init.d/ilogtaild status active --logfile 1 sls-zc-test release-test
/disk2/test/normal/access.log

whERHER

- i< active --logstore index , LA project-name : logstore-namefZ =i X RIFTEIEER
Logstore ; &HTes<active --logfile index project-name logstore-name , N ERAESE
AITEEERRIZ,

- HlLogstoresl A HHEEIRELMNIRE BEREEH , WA Eactiveds SRIBLHERF.

2.3. logstorefip<

LK <520

/etc/init.d/ilogtaild status logstore [--format={line|json}] index project-name logstore-name

BB
- in¥logstorefgiELAlinesyjsonfie e i i E ProjectflLogstoreAISREIRT.
- NRAECE--format=58%1 , MEIAIERE--format=line , IZElineFXBHEIZER. FE: --
format2#ZE i FlogstoreZ [5.
- & FcizlogstoresyizLogstoreE HEIEIAE OB HEREED , Nlinefrz{imHE A= |, json ™A
null,
an ]l

/etc/init.d/ilogtaild status logstore 1 sls-zc-test release-test-same
time_begin_readable : 17-08-29 10:56:11
time_end_readable : 17-08-29 11:06:11
time_begin : 1503975371

time_end : 1503975971

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503975970

read_count : 687

avg_delay_bytes: 0

max_unsend_time : 0

min_unsend_time : 0
max_send_success_time : 1503975968
send_queue_size : 0
send_network_error_count : 0
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send_network_quota_count : 0
send_network_discard_count: 0
send_success_count : 302
send_block_flag : false
sender_valid_flag : true

/etc/init.d/ilogtaild status logstore --format=json 1 sls-zc-test release-test-same

{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"last_read_time" : 1503975970,
"logstore" : "release-test-same”,
"max_send_success_time" : 1503975968,

"max_unsend_time" : 0,
"min_unsend_time" : 0,
"parse_fail_lines" : 0,
"parse_success_lines" : 230615,
"project" : "sls-zc-test",
"read_bytes" : 65033430,
"read_count" : 687,
"send_block_flag" : false,

"send_network_discard_count" : 0,

"send_network_error_count" : 0,

"send_network_quota_count" : O,

"send_queue_size" : 0,
"send_success_count" : 302,
"sender_valid_flag" : true,
"status" : "ok",
"time_begin" : 1503975371,

"time_begin_readable" : "17-08-29 10:56:11",

"time_end" : 1503975971,

"time_end_readable" : "17-08-29 11:06:11"

}

BHERRER

XEgF
status

time_begin_readable
time_end_readable
time_begin

time_end

project

logstore

config

ax

iZzLogstore IR, BIRK
&, AMURESTTHITE.

EIIEAYFFHRRTIR.

BJISERYEL LAY,
FritFrhaRdiE,
GEitEERATIA,

Projectf3.

LogstorefZ,

REFCER (BHHLO# +

project + $ + configZHpkfIZE
BE—&ER ) .
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read_bytes
parse_success_lines
parse_fail_lines
last_read_time

read_count

avg_delay_bytes

max_unsend_time

min_unsend_time

max_send_success_time

send_queue_size

send_network_error_count

send_network_quota_count

send_network_discard_count

send_success_count

send_block_flag

sender_valid_flag

Logstorefk7&F1IZE
R&
ok

process_block

parse_fail

send_block

BRI AT,

R E ST R IIRII TEL,
O BT R IAY T2,
B RSITAYSEENAT A,

C R ESEBURE.

MRS ERIEENRT 2R1R7%
BESXHRNEEBRTYE.

B OEERRS ARIEFI PR AIEEL
TRERIRARIE , AFIZETS
0.

B OERITRIEMGPARKIEEL
EERS/\E , BAFIZET A
0.

BRI AR AR
BEOEERAS SRIARES PR
EHIEEE.

HRE LSRR SEARIERY
AOSER M.

BOWEquotaiBfRESEUAXLSk
WAIEHES N,

BORNESERESTRSEL
EFHUEENNEL

BONKRIEMRINNETRE M.
BOZARITARIENG IR EEZE,
BOZERATZLogstorefY&IX
INEREEBEM , truefKRIERE

, falsefUERRTRER HMLBHEIR
BquotafBiRmHEEA,

aX

WEIER

=R IEES
AR
SRIAKIXHIEZE
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UnixAda)E; , #

ok

&

S

of

=

UnixAJia&g , #

UnixBJiagg , #

Unixadialgg , #

st
TR,

MERS4RERAYE , &
—BEHI , &FEELogtailig
B HEEENCPUER LR
K& RIEF AR PR

MEHTEASHERERER

zm:_gﬁo

MEASTTEEEEE TSR
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EECPURER _ERREIMEZAIX

H ARSI,
*ﬁﬁl@éﬁﬂkg ,EEM%IE"%‘ B
) ) w e e e EWEEIRE
—+
sender_invalid RS RIES :SEND_DATA_FAIL_ALARMZ
R,

2.4. lodfiledp<

ol

/etc/init.d/ilogtaild status logfile [--format={line|json}] index project-name logstore-name fileFullPath
L

- logfileap StEELAlinealjsonfiZzU it E H S S HHAIR IR,
- IIRAECE--format=24f , NBEGAILE--format=line , IZRlinefrzUBLHERER.
- &7izlogfilesizlogfileE LRIENENEHRB AEREE , Wlinefezlmti A= |, jsonTAnull,

eI
- --format&#FE i FlogfileZ f5.
- filefullpathiARELERRE.
il

/etc/init.d/ilogtaild status logfile 1 sls-zc-test release-test-same /disk2/test/normal/access.log
time_begin_readable : 17-08-29 11:16:11
time_end_readable : 17-08-29 11:26:11
time_begin : 1503976571

time_end : 1503977171

project : sls-zc-test

logstore : release-test-same

status : ok

config : ##1.0##sls-zc-test$same
file_path : /disk2/test/normal/access.log
file_dev : 64800

file_inode : 22544456

file_size_bytes : 17154060
file_offset_bytes : 17154060

read_bytes : 65033430
parse_success_lines : 230615
parse_fail_lines : 0

last_read_time : 1503977170

read_count : 667

avg_delay_bytes : 0
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/etc/init.d/ilogtaild status logfile --format=json 1 sls-zc-test release-test-same /disk2/test/normal/access.log

{

"avg_delay_bytes" : 0,

"config" : "##1.0##sls-zc-test$same”,
"file_dev" : 64800,

"file_inode" : 22544456,

"file_path" : "/disk2/test/normal/access.log",
"file_size_bytes" : 17154060,
"last_read_time" : 1503977170,

"logstore" : "release-test-same”,
"parse_fail_lines" : 0,

"parse_success_lines" : 230615,

"project” : "sls-zc-test",

"read_bytes" : 65033430,

"read_count" : 667,

"read_offset_bytes" : 17154060,

"status" : "ok",

"time_begin" : 1503976571,
"time_begin_readable" : "17-08-29 11:16:11",
"time_end" : 1503977171,
"time_end_readable" : "17-08-29 11:26:11"
}

BHERHER

Kigr =34
1ZBAE AR E OHARIR SR

status %, 8llogstoredpSHt
status,

time_begin_readable AISEAYFF AR 8L,

time_end_readable EIEAYELLERTR],

time_begin St FreandiE,

time_end R ATRET A,

project Projectf3.

logstore LogstorefZ,

file_path ZBAESUF R,

file_dev 1ZBEERdevice id,

file_inode ZHAEXHinode,

file_size_bytes %R?ﬂf%i&-?ﬂﬂ?ﬁﬁﬂﬂ’ﬂiﬁiﬁ-

read_offset_bytes HRNZSUSRITRE 2.
KERER ( B#A#L.0## +

config project + $ + config/ARHIE
BfE—EES ) .

read_bytes BOREREEE.
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parse_success._lines BON B ERETAIIE1TE. T
parse_fail_lines BOWN B ST TS T
last_read_time & O ERUTAYSEENATIE). UnixAda)E; , #
read_count BOWAEEBUREL. IREL
BORFEEENTLEIRE
avg_delay_bytes B 5T kNI, Fv

2.5. history@ <

sl

/etc/init.d/ilogtaild status history beginIndex endIndex project-name logstore-name [ fileFullPath]
i :

- history#p< P& fLogstoresl A &3 4—ERATIBNHISREEIRTS.

- beginlndex. endindex7>BIANBEAEOERS RMSIHEFILLLE , FifEfRbeginIndex <=
endIndex,

- EHh R N fileFullPath , MRS EIELogstorelIRESR ; BRI A EXMHAIFRERSE.

7~

/etc/init.d/ilogtaild status history 1 3 sls-zc-test release-test-same /disk2/test/normal/access.log
begin_time status read parse_success parse_fail last_read_time read_count avg_delay device inode file_size
read_offset

17-08-29 11:26:11 ok 62.12MB 231000 0 17-08-29 11:36:11 671 0B 64800 22544459 18.22MB 18.22MB
17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 64800 22544456 16.36MB 16.36MB
17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 64800 22544452 14.46MB 14.46MB

$/etc/init.d/ilogtaild status history 2 5 sls-zc-test release-test-same

begin_time status read parse_success parse_fail last_read_time read_count avg_delay send_queue network_error
quota_error discard_error send_success send_block send_valid max_unsend min_unsend max_send_success
17-08-29 11:16:11 ok 62.02MB 230615 0 17-08-29 11:26:10 667 0B 0 0 0 0 300 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:26:08

17-08-29 11:06:11 ok 62.12MB 231000 0 17-08-29 11:16:11 687 0B 0 0 0 0 303 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:16:10

17-08-29 10:56:11 ok 62.02MB 230615 0 17-08-29 11:06:10 687 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 11:06:08

17-08-29 10:46:11 ok 62.12MB 231000 0 17-08-29 10:56:11 692 0B 0 0 0 0 302 false true 70-01-01 08:00:00 70-01-
01 08:00:00 17-08-29 10:56:10

BHERHER

-z LAFIFRT At Logstoresl X IR SEREER | 1M ELHE—1T.
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- BIHFER S Mig& Wlogstorefllogfileds .,

3. <R EE
IEHIREE

FramSHmAERIER MREIEAO ( BiETEEIR Logstoreay H7EIAE ) |, U0 :

/etc/init.d/ilogtaild status logfile --format=json 1 error-project error-logstore /no/this/file

null

echo $?
0

/etc/init.d/ilogtaild status all
ok

echo $?
0

SHEIREE

IREEIFORT , RIARERE , BEELUTER.

REHE i

10 TR SO B

) BT - 6040 1A
&0

) TR
A

1 5 IR AR

1 EEORRAE LR

Pl

/etc/init.d/ilogtaild status nothiscmd
invalid param, use -h for help.

echo $?
10

i

invalid param, use -h
for help.

invalid query interval

query fail, error:
$(error) , BfAE
errnof&X.

no match time
interval, please
check logtail status

invalid profile,
maybe logtail restart

RS
WmN-hEEHE.

BH-hEE%E.

AJRERERZlogtail /557
RHEVNFEIAR R

, BftbfERiERR TR
Sb1E,

tELogtail 25EE
17, HERIERR T
EAbR,

HMELogtal EREIE
17 , BfttERIBRRT
%%E@O
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/etc/init.d/ilogtaild status/all 99
invalid query interval

echo $?
1

4. TheefsERa a5l

I Logtailf REEIFALEAE Logtail SRIEMCKT | BT REHEENA LERBCREISIZFRIBXIERMER
. FAFERIERIAIXEEE TN B E NN AERESE,

4.1 ¥iLogtai iz TS

=

BiTallépS LM Logtaiiz TR et

AR | BR—OMEIEIRLogtail HATAT | EELSH MRS Fprocess_block, send_block,
send_errorllfit & IREE,

BIMRERFERELN SRR TR RIERA S A EREEEERRE.

4.2 WiEAEREHE

Bidlogstored S SLIEAHEEREHEITIE.

THAR : EEER10o AR ogstorefz$iAENIZlogstoreAIRER. | Havg_delay_bytesiBid
1MB ( 1024*1024 ) =fistatusAFok N A IFEE,

B{favg_delay_bytesiRZBER{RIEAEREREHE,

4.3. Hl B &R ERE T

BT logfilean <l B4R ERETTE.

AR - BEXHEREILEENG |, EHIER100ERlogfilefs SITREUZ ISR | Bt
read_offset_bytes5file_size_bytes—% , MiZAE B R FRETEE,

4.4. HEREIEHE
EATMRARSBOSCTEREDR | TRhistory S EXIRSE LEXHREES.

send_block_flag/atrue , NiiBE HEREHREIEIRblockEMLEERS .

- #Hsend_network_quota_countXFORY , FEXTLogstorefIShardi# 7o 2.
- &send_network_error_countkFORT , EECEMRIEB M,
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- HFcfB%knetwork error , NFEEEEE Logtailf0&EFH RIS RERE.

RIEEBDHEXSENEFBavg_delay_bytesis,

- A tR{Eread_bytesit B HEHIFIMEE , FIMAT-ERERERE.
- ANEYEE ogtail AR FERRE.

parse_fail_lines <70,

HEHSREETRERDRBLEMEAT

] Logstash X&EHE

L=t

AERSBIEM T — N ETF Logstash-2.2. 2R ABER, JRELS, AEIRSEHIEME. NSSM 2.24f%%E4), , 22
TEERTEENZE BEIlEE , IGEAFKILUEREEN T,

TEHIxE
THLECEREE4ER C £,

fiALogstashRIZaIf2FisE 8 C\logstash-2.2.2-win\bin\logstash.bat,

PR T B LABEZ % Logstash , SRR LURIEEEHITEEN T,

+B 1 L3 Java

THZER.
BN Java ER & JDK FWEHITEE,

IREMNMEZE

IIABRERRE  FESIEECMEEE.

80



AEIRSS

FAFisEe

- PATH: C:\\Program Files\Java\jdk1.8.0_73\bin

- CLASSPATH: C:\Program Files\Java\jdk1.8.0_73\lib;C:\Program
Files\Java\jdk1.8.0_73\lib\tools.jar
- JAVA_HOME: C:\Program Files\Java\jdk1.8.0_73

IGIE,

#1147 PowerShell 5% cmd.exe #H{TIRIIE :

PS C:\Users\Administrator> java -version
java version "1.8.0_73"

Java(TM) SE Runtime Environment (build 1.8.0_73-b02)

Java HotSpot(TM) 64-Bit Server VM (build 25.73-b02, mixed mode)
PS C:\Users\Administrator> javac -version
javac 1.8.0_73

$B 2 Z¥lLogstash
T,
BMTE : Logstash==Ta #E#% 2.2 LA LR,
T
f#E logstash-2.2.2.zip #l C:\logstash-2.2.2 BX.

HaiALogstashfIEEIEFIRZ 2R ER : C\logstash-2.2.2\bin\logstash.bat,
$B 3 L lLogstashB AERSIEH
ERIEN SS ATt MBI R E R A a B R L=
e
IZIEHEET RubyGems , BSERERMGES .

#1147 PowerShell 8% cmd.exe , # A\ LogstashZ2EH R :

PS C\logstash-2.2.2> \bin\plugin install logstash-output-logservice

BRI
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EMTE : #N logstash-output-logservice TUE , Bt N T ZH.

WRERATHNETEHAAK |, BN TEHMN gem SEIREHENIZEM C\logstash-2.2.2 BR. #
17 PowerShell 8 cmd.exe , A\ Logstash Z3EHR :

PS C\logstash-2.2.2> \bin\plugin install C:\logstash-2.2.2\logstash-output-logservice-0.2.0.gem
IaiIE

PS C\logstash-2.2.2> \bin\plugin list

EARN B LEREHFIZFRFPETLAIRE] logstash-output-logservice,

TR 4 % NSSM

BT - #HAnssm ER T,
THRZEORAMS , BEFREXEFRIBER C\logstash-2.2.2\nssm-2.24,

£ PowerShell 3z logstash.bat , Logstash#f2&ERIE LI , —RAFTEEMNXARERR. BINER
‘i /EiELogstashiR & Windows Service , JLMRIFEEIETLARFFHIE RN,

BT ELogstashig&EIWindows Servicez4h , AR LABE m<17/a50. =Lk, EXFIRRS. 2
NSSM {FR5AESE B3,

i INERSS
—RRATEREBERIIT , MEFLIRS | BT IZLE.
BRI LTI T a9 AR SS

32 (URZ

C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"

64 \[ESF

C\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe install logstash "C:\logstash-2.2.2-win\bin\logstash.bat"
"agent -f C:\logstash-2.2.2-win\conf"
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=tlisey

giLogstash conf BREBRECEXHEH , I57FILRSS | BEHMRS.
BRI TLA T ap S IERIARSS

32 (URZ
C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe start logstash

64 R%

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe start logstash

ELEiRS

BRI TLA R ap HMZLERRSS.
32 (UFRS
C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe stop logstash

64 ERSFE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe stop logstash

ESuRS

BRI TLA R an MBS
32 fUFRR
C:\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe edit logstash
64 [IRSE

C\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe edit logstash
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ABRARSS

A LHTIA T e S MIBRARSS .
32 (UFRS
C\logstash-2.2.2-win\nssm-2.24\win32\nssm.exe remove logstash

64 FRSE

C:\logstash-2.2.2-win\nssm-2.24\win64\nssm.exe remove logstash

logstash-input-file
BidiziE s tail SN E BT | IFHERIES% logstash-input-file,

iR« path IHE XA IKZATIERER UNIX BRIUHIDPRERT , 40« C/test/multiline/*.log , BNIFTESHHE
RAITEC,

logstash-output-logservice

BILZIEEETLA input FEERENBHETE HE HERS.
o iR
. 40 http://cn-shenzhen.log.aliyuncs.com , &%
endpoint BEREND
project HERSIME SR
logstore HEERFR
topic HEERER , BUAREZTHIA]
cource jEI;JI)? C MNAENEEAHL P, BRILIREE
access_key_id FIE==IKE/ME ID
access_key_secret FIE RS A secret

HEEREASRSAERENREAERE &
HARIIREERES |, EiliERA 200 27

max_send_retry
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EErE
1 SUEREEALE

FHEACE 4E C:\logstash-2.2.2-win\conf\ BRfG , Ef5Logstash&A34,

BIAEMAEHRE— N ERENY , #8A *.conf, BINGFE—REFT C\logstash-2.2.2-win\conf\ BRT , LA
FEEE,

IR BEEXHELLL UTF-8 7 BOM 1845 , FTLAUEIY notepad ++ 1S RIGIE L.

1S B&

B2% IS HEEE.

CSV H&

(ERREASHNARSHEIEN LERTRE , 55% CSV BEEE.

BHMERE

LACSVESENAG , LIBSAEHRIEEEA LEERTRE , 5% CSV BEEE.

BRABE

AOANERARERTHR SR ENEA_ LERNEEHIE , BEAETFR |, 587, ZTATHEI. B
&% BAATEE.

2 IR EIEX

#1417 PowerShell g cmd.exe , A\ LogstashZZ B :

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent --configtest --config C:\logstash-2.2.2-win\conf\iis_log.conf

IEMUERRE 4 | 7E output MYERIGRTRIN—1T rubydebug FRELUHIHRELEERE] Console, FET type
FRIEETRE.

output {

if [type] == "***" {

stdout { codec => rubydebug }
logservice {

}
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}
}

#1147 PowerShell 8 cmd.exe , # A\ LogstashZei=HREHMHIE :

PS C:\logstash-2.2.2-win\bin> \logstash.bat agent -f C:\logstash-2.2.2-win\conf

IUFSSRkfE | 1B455R logstash.bat HFEFHMIER rubydebug IGRSECEIA,

[SERE

£ PowerShell /350 logstash.bat , logstash HIESERIETIE . —AFERENXFIRERX. ENER
BidfEitLogstashig &9 Windows Service , ] LMRRFERIETLARFFNER. XU LogstashigE
73 Windows Service , £ E2& Logstash /3 Windows Service,

Logstash 12t T A& , ILUHREMEWTEX , a0
grok : BT IENFRIATEET B ERBTAE M FER.
json_lines, json : fR{LEEHIILAENT JSON KB HEINRE.
date : IRtASABTEXREE. IHEFERIBXAIMENT. HEHRINEE,
multiline : ATEENENERIIZTATRE,

kv : SRLEEMMLARNT Key-Value 3XB! AEHSTIIRE.

B Logstashiftse AEEIERS , ABZILATUWESEIR | iSRRI NEE G TR,

AEIRSEER AR

Logstash ERIASZHF UTF8 #8zUS14HmAD | IBFABIN S HmAD R S IER.

EHlaRTER

B4 &1REIRio/console not supported; tty will not be manipulatedft , AEIEFZRINAE | i

B,

HEERRBENEINSEGooglegiLogstashitizx , i ER.
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HEIRS @i Web TrackingThgei#THTML, H5. iOSFI Android & AESURIIRE , XIFEENEE
FHERR,

W0 EEFr7R , EFAWeb TrackingZhBEnT LARE S FIEEsLARIOS, Android APPRYHFER (k&
iOS/Android SDK 41 , {5140 :

- BP{ERATNEES. BERSR. DPERS,
- AFNESATAICR | LML ERRETH. WLITHAE.
- FAFEAPPHZEERIIE. BHEIERE,

iR : (EFWeb TrackingEkEiZLogstore TAEBXNERZSNRIIR , FATRERF4EFEE | BEBE.

=tz

1 FrEWeb Tracking

SRR, FESLFELogstorefIWeb TrackingFrk , BRITEIEHIA EBASIFIIULIZRELogstore3ziFWeb
Tracking , MEREBFEFRIZINEE | Bo@EII =S G)ava SDKFFE.

BidEEHEFHEWeb Tracking

HEFFEEFIEWeb TrackingIhggiILogstore , BAdAMIANER,
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| Logstore5E =EEndpoint k=

B LogstoreZ#iTE | | &E

SRS

LogstoreZ#F == BERESER Fodid
Bk Bz B3|
a123 b LogtalEE (BF) | 2k | E=- fii MaxCompute | 0SS =il @ b3
aliil b Logtall R (S3) | i2k7 | B b MaxCompute | OS5 =ig 13| s
wd-testlog 4 Logtal B2 (B7) | 2l | E=- fii) MaxCompute | 0SS =g el =3
HEEISEATT 08 | o .

¥JFF Web Tracking 7%,

{ERLogstoraEE

* Logstore=FR:a123

LogstorafEiE

* WebTracking : (K )
WebTrackingBhaEsr FHER S ST S ELLE
i0S/Android/APPRIESE |, Bl ( $#E6h)

* SHEEEEA: 7

EEFERTAEE1-365K

* O EEETERIRE

* ShardSEE:

ID = Beginksy/EndKey =1E
o

0 resdwrite 00000000000000000000000000000000 52|
80000000000000000000000000000000 &=

1 resdwrite 80000000000000000000000000000000 5m

niiiiiii

1. readonlyfFZEg0Shard A== | THE=E30E
2. 25K (Shad ) 7

—

181" Java SDK FFi@Web Tracking

{$5F9 Java SDK :

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.LogStore;
import com.aliyun.openservices.log.exception.LogException;
public class WebTracking {

static private String accessld = "your accesskey id";

static private String accessKey = "your accesskey";

static private String project = "your project”;
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static private String host = "log service data address”;

static private String logStore = "your logstore";

static private Client client = new Client(host, accessld, accessKey);

public static void main(String[] args) {

try {

//TEBZ B ILogstore EFFiEWeb TrackingIhgg,

LogStore logSt = client.GetLogStore(project, logStore).GetLogStore();
client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCount(), true));
//%#AWeb TrackingIigg.

//client.UpdateLogStore(project, new LogStore(logStore, logSt.GetTtl(), logSt.GetShardCounty(), false));
/355235 Web TrackingIhgefdLogstore,

//client.UpdateLogStore(project, new LogStore(logStore, 1, 1, true));

}

catch (LogException e){

e.printStackTrace();

}

}

}

2 WEEHEHEE
LogstoreFFi@Web TrackingZhgéfa , TLAERLAT=f75% E{EEdESILogstorerh,

SEFHTTP GETigk

curl --request GET 'http://${project}.${sls-
host}/logstores/${logstore}/track?APIVersion=0.6.08keyl=val1&key2=val2'

HpENSHENINT
S aX
${project} BB ERS P FFERIProjectZTR,
${sls-host} S AERSFEXAYEE.
${logstore} Eér;rsotjsfgég zgfﬁww TrackingIhBergsE—4
APIVersion=0.6.0 REEFER |, Whifk,

BE HERIATRSAIKey-Valuedd , AILIBZ D

keyl=vall, key2=val2 BEEHTURLEGKE NF16KB,

{f5F HTML img #5&

<img src="http://${project}.${sls-host}/logstores/${logstore}/track.gif?APIVersion=0.6.0&keyl=val1l&key2=val2'/>

BN aXR L.
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{858 js SDK

¥ loghub-tracking.js E%IZ] web B , HERRESS I NI THIA :

R N

<script type="text/javascript" src="loghub-tracking.js" async> </script>

IR ATARERN@ENES  WASRESRE HTTP 5K , IRAENKSEREESRRIEEE
, [EERERSBERIER HTTP 53K , BEIRIISENSEP=ERTracking iEKIRE. AR
TRETLIERIZTR , BERERERNAFHRTIMEOE!R |

[ReaiES

this.httpRequest_.open("GET", url, true)

BRRE— 1 ESHERRS RIE
this.httpRequest_.open("GET", url, false)

BlEETrackerdd&,

F— 1S Rendpoint, FE_PEProject, F=12Z Logstore,

var logger = new window.Tracker('cn-hangzhou-staging-intranet.sls.aliyuncs.com’,'ali-test-
tracking','web-tracking’);

logger.push('customer’, 'zhangsan');

logger.push(‘product’, 'iphone 6s');

logger.push('price’, 5500);

logger.logger();

logger.push('customer’, 'lisi');

logger.push(‘product’, 'ipod’);

logger.push('price’, 3000);

logger.logger();

PTAERSfE | TLAEESIRSEEIN TREAT

customer:zhangsan
product:iiphone 6s
price:5500

customer:lisi
product:iipod
price:3000
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RSP

HE HERIATIRS Z/E | ILMERETRSE #dES A\MaxComputeai# EMR #H{TEERESHT , BT LAER
HEARSIEMAY Loghub client library jEZEUE,

Loghub Log4j Appender ( j&#S )

Log4j 2 Apache FI—MNFFHGRISTRE | @IS Logdj , &rTlizs B EREXMNBENERETE. X
. GUI A, EEREROMRSEE. NTHISHCRES. UNIX Syslog SFIFHIES | BRI LEHIE—5RH
SRR | BIEXE—FATEERRE , SeEBBENAEHES AERENITRE. &SARBSKBIIH
B XEAUIBT M EXHEREHTEE | ARSI AR,

Log4j H="EEAVAMHHIA : BRMERRISER , BNERREE BN , BRERBLHE. BEER
HHASERMNEENES B/ ERROR, WARN, INFOFIDEBUG , SEIFSRIEEX LA EENEEEE ;| BEE
BaYEH BRtiEE T BRI RS IR RX M+ | MistENEH T BSEENETRAR.

#@idLoghub Log4j Appender , ERILAEH HEAY L BRI AMERAERS. FEIERZ , Loghub
Log4j Appender 7R ERSAYEIHIET , BEIASRSPRIBSAIEZUNT

level:ERROR
location:test.TestLog4jAppender.main(TestLog4jAppender.java:18)
message:test log4j appender

thread:main

time:2016-05-27T03:15+0000

Hep e

- level REEHR7,

- location 2HEFTENMEQRIRBAIE.
- message EHERA.

- thread 2LFEETR,

- time 2 HEFIEDAYIEL,

IR - BRIRSHFlogdjlx,

ThRE(LH
BPHARIER | AR R E TR R RS,

- WFEEFEALog4iCREEIRNA , REEHRENEE XXMM LIEBEEEHEIBERS.
- ®&&EM , Loghub Log4j Appender £ AFRIEEMergeZ[5RERIX | 1IREMEI/ORLE,
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EP R

maven TF2h5 | \ i,

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld>
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld>log-loghub-log4j-appender</artifactld >
<version>0.1.3</version>

</dependency>

1231 log4j.properties 3244
&M log4j.properties 34 , AMEENTEINEREEREIZE.

FeEtRLogger , HiEiZAN :

log4j.rootLogger = [level] , appenderNamel, appenderName2, ...

He

- level EEEFIERANMLTER , LAEFENEENESBIZE ERROR, WARN, INFO. DEBUG,
BEEXEENNRE , EeT Lz R REFREN AN BSEEFX, tHEXE
EXT INFO 3 , NN AEEFTFA DEBUG KEIMN SRS TENHE,

- appenderName 15 HEEEMHRIE MBS, SRILIRREES MaH B |, XBH
8 appender XM EIEAFE—FrAppenderskE , BftAppenderffSiRt—LiES

Loghub Log4j AppenderfJEeE&4a0T :

log4j.rootLogger=WARN,loghub

log4j.appender.loghub = com.aliyun.openservices.log.log4j.LoghubAppender
log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]

EETHESANSOSEFTEESH , BFAS X I TEAYRA.
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BT

log4j.appender.loghub.projectName = [you project]
log4j.appender.loghub.logstore = [you logstore]
log4j.appender.loghub.endpoint = [your project endpoint]
log4j.appender.loghub.accessKeyld = [your accesskey id]
log4j.appender.loghub.accessKey = [your accesskey]
log4j.appender.loghub.stsToken=[your ststoken]
log4j.appender.loghub.packageTimeoutlnMS=3000
log4j.appender.loghub.logsCountPerPackage=4096
log4j.appender.loghub.logsBytesPerPackage = 5242880
log4j.appender.loghub.memPoolSizelnByte=1048576000
log4j.appender.loghub.ioThreadsCount=1
log4j.appender.loghub.timeFormat=yyyy-MM-dd'T'"HH:mmZ

log4j.appender.loghub.timeZone=UTC

S8R

Loghub Log4j Appender AIHECERISEUNT. BIRSHFEEEENKE | IESEHUIREE | NERER

INME,

28

projectName

logstore

endpoint

accessKeyld

accessKey

stsToken

packageTimeoutInMS

logsCountPerPackage

ax

HERSHIProject’d., wiks
;& -]

HEIRSEHILogstoress, Wik
%%’&0

BEIRSHIHTTPHERE, Wik

°

FAFE#H#xRaccesskey ID, &%

RS ptRiRaccesskey
secret, W%SE,

HISTS Token, X(FEAIGS
PETES | JEIRRY B TE
=11y

IBEREFI R ERZIXERTRT
i8] , ANEREFIBET , MSAZRAD

EEEMEFNATESEEH
SHENRKE, RS,
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RS NEFT , $F , 1&EF
F(-) | BRNNSFEFIE
FIENERE | KEN3~63F
. WIRRELFENIBRIR

°

REBNEFT , $F , 1&EF
F(-) | BRNNSFEFE
FIENERE ;| KEN3~63F
. BRECEFERY
Logstore,

URLIEZ , 72~
: myproject.cn-
shanghai.log.aliyuncs.com,

B | BURED.

B, BUESEER
1~4096,



logsBytesPerPackage

memPoolSizelnByte

EESMEFIATERA/GT
IR, AlEsEL.

1BREAppendersLiIAT LA FRRY
REFRYLERR. NS,

EEReRTREATEMN

BHA , BUESCER
1~5242880 , Bf[2FT,

Bagral  BURFH. AR
104857600,

ioThreadsCount JOLTSHA . EHAEE B, BMESL.
. N {$F3Javadr
an = S[RIEILEES : . N
timeFormat %%%gégiga SHRSSHIRSIAIE SimpleDateFormati&={ (L A8
o HIEZEX. , BRIAAISO8601,
timeZone FEERX -

LogHub Producer Library 25t%J Java NfEFEH & SLogHUb2sE , Producer Library #1 Consumer
Library @¥tLogHUbRIEE % , FHEEIRIESIHZRMI T,

TORERS =

- RHELHAREED  SERE.

- AJLARIIZ A ProjectiECE.

- AT RIZERINGE 1/0 L2 ErT LS.

- mergep BRI BEHELUR AN LA E.

- REFERTE , SREFEMAIAEIBFEERIFER , Producer A9 send EOSMEZE , EEIEZHAIRN
FAA.

- ERinAEAER | AR R ERE T WA ARSI,
- BEFIREFAREN | li— G EIRL ESEME.
- BR85S VO BN S  FIENAEAR 0B,

ELAEA S |, Producer Library SEHUIEREFAANESE | BB EREEIEK , BESSHAAE
LogHubfgSSim, EEMNIRES , BeliRSEEREHNESH. RERSEGIENZES,
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Java f£f7 LogHub 55 i
:% Syslog T/} Logtail !’ ‘i
Java i :
SR i i
f§ H Producer lerary/SDK/ APl 5 N i i
"I i
PAEEFE NS AIRILL -
BALR TER/ERAR fms
BEKESITHERE , BHE  wme=
HE%# + Logtail S ERnR
i HEREARSF (80MB/S) , BHEAR -
syslog + Logtail Eh XIS syslog Y syslog %5
&R BEERERSR T8
SDK B. QMBIFRE 10 572 10 /8] AEAER
HOtDHR
- &R BEAHRERS R " s =
Producer Library ﬁﬂiiiﬁc;%m 7 HEAREE , ZFim QPS &=

2 : B#l Producer Library R374F Java kRS,

EPR

Producer LibraryFEE 9 AT IIANEE

maven TA2RZRhnikEt

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >log-loghub-producer</artifactld >
<version>0.1.4</version>

</dependency>
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EERIVT , SHEER A TSHEESRSD.

public class ProducerConfig

{

public int packageTimeoutInMS = 3000;

public int logsCountPerPackage = 4096;

public int logsBytesPerPackage = 5 * 1024 * 1024;

public int memPoolSizelnByte = 1000 * 1024 * 1024;
public int maxIOThreadSizelnPool = 50;

public int shardHashUpdatelntervallnMS = 10 * 60 * 1000;

public int retryTimes = 3;

}

#k7% ILogCallback

callback EERTHEKZERNE | EROELENINNRKESHE. SHRTLUSEANE | X

BHMAEEM [LogCallback,

B producer sl , AR send #EOREEE

packageTimeoutInMS

logsCountPerPackage

logsBytesPerPackage

memPoolSizelnByte

maxIOThreadSizeIlnPool

shardHashUpdatelntervallnM
S

S¥iREA

IEEREF BSHRE BRI
o INSREEFFEERS | SRR

Jio

EESMEFNATESESH
S ERIRA(E.

EESMEFNATENA/NE
PR,

fEEBProducersLHIRTLAfE
FRRIRFRY LR,

1Rl OLAE A LA E
. FERTRIELIERIREIRS

15 EE#HShardfHash X ERY
AJiEiERE , Z38xEshardhashfy
?j{ ARERER , FERES
[Eifmerge & fZ2S B METEIRE
—/NShardf9gEmergefE—ic
, MShardXEXHE—1

Hash[X g , Producer{E4bERT
SERAPENRHashiRET B,
ShardxBtHashX @9E/)\E
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FAFisEe

. B—ShardxEtfIHashX
&) , Producer&5eRtM
LogHub#$7EX,

et G
. SRS | BRI
retryTimes callbacki 2% . SREEIFGNE

°

fsEFAsLHl

main :

public class ProducerSample {

public static String RandomString(int length) {

String str = "abcdefghijkimnopqrstuvwxyzABCDEFGHUKLMNOPQRSTUVWXYZ0123456789";

Random random = new Random();
StringBuffer buf = new StringBuffer();
for (inti=0;i < length; i++) {

int num = random.nextInt(62);
buf.append(str.charAt(num));

}

return buf.toString();

}

public static void main(String args[]) throws InterruptedException {
ProducerConfig producerConfig = new ProducerConfig();
//ERENAECE IR producer 3L

final LogProducer producer = new LogProducer(producerConfig);

/] FINEA project Bo&

producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your accesskey id", "your accesskey"));
producer.setProjectConfig(new ProjectConfig("your project 2",
"endpoint”, "your accesskey id", "your accesskey",

"your sts token"));

// 3 project 1 H9ECE

producer.setProjectConfig(new ProjectConfig("your project 1",
"endpoint”, "your new accesskey id", "your new accesskey"));

// BR% project 2 {ECE

producer.removeProjectConfig("your project 2");

[/ ERBEES , BT

final Vector<Vector<Logltem> > logGroups = new Vector<Vector<Logltem>>();
for (inti = 0;i < 100000; ++i) {

Vector<Logltem> tmpLogGroup = new Vector<Logltem>();
Logltem logltem = new Logltem((int) (new Date().getTime() / 1000));
logItem.PushBack("level”, "info" + System.currentTimeMillis());
logItem.PushBack("message”, "test producer send perf "

+ RandomString(50));

logItem.PushBack("method", "SenderToServer " + RandomString(10));
tmpLogGroup.add(logltem);

logGroups.add(tmpLogGroup);

}

// FEER send KiXHE
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Random random = new Random();
for (intj = 0; j < 100000; ++j) {
int rand = random.nextInt(99999);

producer.send("project 1", "logstore 1", "topic", "source ip", logGroups.get(rand), new CallbackSample("project 1",

"o

"logstore 1", "topic”, "source ip", null, logGroups.get(rand), producer));
[/ ESRIFEFRERAIE RERARERNEE

producer.flush();

/IRKAEE io £F2 |, close RS EARNZINGFHEFINHEREHE
producer.close();

}

}

callback :

public class CallbackSample extends ILogCallback {
/IFEERENEIE , SETRERERN , #HTER

public String project;

public String logstore;

public String topic;

public String shardHash;

public String source;

public Vector<Logltem> items;

public LogProducer producer;

public int retryTimes = 0;

public CallbackSample(String project, String logstore, String topic,
String shardHash, String source, Vector<Logltem> items, LogProducer producer) {
super();

this.project = project;

this.logstore = logstore;

this.topic = topic;

this.shardHash = shardHash;

this.source = source;

this.items = items;

this.producer = producer;

}

public void onCompletion(PutLogsResponse response, LogException e) {

if (e '= null) {

/] FTEN®E

System.out.printin(e.GetErrorCode() + ", " + e.GetErrorMessage() + ", " + e.GetRequestId());
/IREZBEA=R

if(retryTimes++ < 3)

{

producer.send(project, logstore, topic, source, shardHash, items, this);

}

}

else{

System.out.printIn("send success, request id: " + response.GetRequestId());
}

}

}
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G S

Apache AEASHANBRIBEEECE X4 /etc/apache2/httpd.conf H,

ApacheHHE(

B

Apache BEEREXHFEN THRMFTENER , £5/9combinedf&z{flcommonit&=.

- combined#&=; :

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

commonitgz; :

LogFormat "%h %l %u %t \"%r\" %>s %b" common

A=A T combined A& AN NRISUES

CustomLog "/var/log/apache2/access_log" combined

FERIAR
TR
%a
%A
%B
%b
%D
%h
%H
%l
%m

%p
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=34
remote_ip
local_ip

size

size
time_taken_ms
remote_host
protocol

ident

method

port



HERS FAFtsr
%P pid
“%q" url_query
“Yor” request
%s status
%>s status
%t time
%T time_taken
%u remote_user
%U url_stem
%V server_name
%V canonical_name
%l bytes_received
%0 bytes_sent
"%{User-Agent}i” user_agent
“%{Referer}i” referer
=Rt

192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET /favicon.ico HTTP/1.1" 404 209 "http://localhost/x1.html"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97

Safari/537.36"

& Logtailfii&EEApache HE

i@idLogtailz&eApacheH TS ERIENT] , RIS EEPEFILIRERIEE N E, 4304

XEECELogtail i — SRR SR ANFAECE.

IBEEERR. A

WA BEEAIFH S BT,

B FAMANENRES |, FARBENZRA.
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AEMRS FAFisEe

* B

BEEfSREREA—I  aEEsH

FlEEER ¢ | (\S+\s\sASA\S+ s~ 11+ 1\s" ([~ "1+ )"\s(\d+ )\s(hd+ s ([~ T+ s ([T
EXEREERNEEE NNERESNERINFET IEEEEEE | 5
SE g\ ENIEE |

(\5+).* |+ | \sAs A\ (S+)* |+ | Ws[~]1+Ds ([~ ]+)* )+
"siid+).* |+ As(id+)*  + ([T |+ | (T4

¥ BEREEEE Key Value
=4 [ 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
length 209
http:/flocalhost/x1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) Apple

B I F AT R Key/ ValuedT . & Key/ValueiiisE T Key)BFEFIE
iE . RAMERERA RS AEE— T timesakeyiiiT

AR SHFX A GIRIR B EIET | BIRHEERIRRTIEEASF R B aNERMIENIZRIAT, BETSE
PR BSEIRE AT RES BN , BFEEARIELIRERY Bt ERRIENRAT ML B | &
HF ST EF AT aE A A5,

* BEHF ;| 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET /favicon.ico HTTP/1.1" 404 209
"http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97 Safari/537.36"

BEEfsREAES—2 . SSEMETER

TSRS ('\5+)‘\5-‘\5-‘\5‘\[(‘\5+)";5["]]+]‘\5"([""]+)"‘\5(‘\d+j‘;5('15+)lS"([""]+)""\5"|:[""]+)-* BHE
IENERAPREEE2EREA"()" | At B S SRR,
ElflogEl EFmEERAINFAS BEESE R,
A=EIEN ? 5 ERERIENEES | SERESTS

BT length INMFRAAXERHFRE  BELER TXEARHFME "-" | FLALELS
ROd+)FEBRA(S+), MREEEHEFREFEXMER , BEREFAINNTHRER.

ENZRATUESGerkfE | B . MRIENNRBER  SHIUERRER | IREHIRIERX
EEEN,

N BEEREHEEERIESIMAIKey.,
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DRIRRERR—MEENIFRER , LLIIREFRN&GER time, 75 EARGEE , A5

B 2.

* BFEEEdl ;| 192.168.1.2 - - [02/Feb/2016:17:44:13 +0800] "GET [favicon.ico HTTR/1.1" *
404 209 "http://localhost/x1.html" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10_11_3) AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.97
Safari/537 3IR"

BEEASREAEA—E . SEEMEEER

EmEES: : | (\S+)sAsAS S+~ 11+ " ([~ T+) s (hd + Ns(\S+ s ([~ 1+ g
IENEFPEEaaERA")" | EtaaFiEim O HERP =,
ElfLogtalEFREEEALNFEESEEESE I ERE,

AEEIEN 755 SataFlEis SR NHESS

BErREmaE Key Value
ok e 192.168.1.2
02/Feb/2016:17:44:13
GET /favicon.ico HTTP/1.1
http://localhostfx1.html
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleWe

B IEMIZEEF A RE ATy ValueRT , ST -Key/ValueTIHIEER(Key) BRFIEE . IR
AMER R EENS YIS E—Mime akey AT

=REsEE | @D
IR ERESNANEEEErEALogtil B FiREiTiES B F A EaediE

SRR : BT

R
LogtailfcEerk/a , ItEcE N AEINRERI T el EEApache .

NginxHEHEHF B RBREEE &Y /etc/nginx/nginx.conf 41,

NginxHEHE

A&

EEE X HFHEN T NginxHERFTENER, , Blmaint&= :

log_format main '$remote_addr - $remote_user [$time_local] "$request
'$request_time $request_length '
'$status $body_bytes_sent "$http_referer"

$http_user_agent"’;
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ABRER T main BESTUBE NI 42,

access_log /var/logs/nginx/access.log main

- FERREA
FERER
remoteaddr
remote_user
request

status

bodybytessent

connection
connection_requests

msec

pipe

httpreferer

"http_user_agent”

requestlength

request_time

[$time_local]

- BRSEEG

aX

FREFimIPHbL,

REFimFAFER.
FREKAYURLFOHTTPHNY,

RIS,

RIVREEEFIRAIF T, AEERELAIAN
1 1ZZE5Apachet&EitmodlogconfigEBfY
bytes_sent/&RiXia% FinkISF HEHER.
RNEENFTIS.

RSEIBE —MESAERERE.
RAATEANNEE., BAAY , BEREN.
FRBKEBBIHTTPUKE: ( pipelined ) &iX
%i%gleTPﬁﬂ@%ﬁEmﬂpipe{E?ﬂ p" B
RSB TS A0 kAT,
FREFImASEEXER  AEYAIN LGS

FTRBKRAIKE., BEBRIT , IBREAERIEX
TS RAIERSE) , BBAIARD |, BEEAER. WX
AEFIRIBE—FHIHE , BERERE— T
REEEFimEHTEEEANALL,

?ZI_TJE}EE BBV RIARTE) , RIfEeRIN_ LA
&5,

192.168.1.2 - - [10/Jul/2015:15:51:09 +0800] "GET /ubuntu.iso HTTP/1.0" 0.000 129 404 168 "-" "Wget/1.11.4 Red
Hat modified"

EcELogtailliz&ENginxBE

B LogtailTEENGiInX AT BIMEIRSEIREN] | IRIEEHINBERBFEIRE RN E, AXHH(X
B ELogtail U5 —Sis iSRRI\ S R AR E.
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IBEERERR. ATEE  FREATERN H5RIENTR.

MBS S BaHEE TR,

BE FEMANENRAL | FEBEUREL.

* BEER:

HEEfSRaRErA—3  aEEiH=E

—

\S+\sAsASA (NS + N[~ 11+ 148" ([~ "1+ "\s(\S + Ns(Vd + D\s{id + s \d + ) [ -]+
EFSEANEREREEE NNERENERIINEEAT EEESSEEE | 510
ﬁft‘liﬂﬁz\ﬂuﬁiﬂt |

(5+).* '+ AsAsAS\S+)."  +  As[~TI+NS"([]+)." )+

IFMISSES

"WsO\S+).* + \sld+)t + \s(d+)t + 0 sde)t +

[~1+(~14)" + s (4

* BEAZEREE key Valua
ok 192.168.1.2
tims 10/Jul/2015:15:51:09
reguest GET Jubuntu.iso HTTP/1.0

request_tims 0.000

request_length | | 129

status 404

body_bytes s=| | 168

referar

user_agent Waet/1.11.4 Red Hat modified

B EMZA T AR Key/ValusiT , &-i-Key/ValueiTahEfa(Key) BRAFIS
E . NENMERAESEHEESISE—T timedakeyd 3T

AEIRSSSHF AEEAIKR BT | BIXS SRR R R B EIERIENRIAT., (BETFsE
PR BSEIREIN AT RES B ML | EFEARIELIRERY Bl ERRIENRAT MR | &
HfaWEIREFAE R sE I AEE.

TR : [ (S NsAANOS NS ([~ )sts+fistis - s« fistis A J (11 e [~
TR TR S A ( )" |, (LA S A R AR,
EIEILogtalis /il H e N\ [E Rk AR A & 5 Sk,
FEEIFR 7 i OerEaFiEEE | SRAHeN

EF request_length 1 body_bytes_sent iXFINFERIDXEEHFRE , (BELER TXE
TRYFmE " LARERER(\d+)FESIRNK(\S+), MREEEREFRFEXMER
. BB EIFERIANTE A .,
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FE BSHERNENRER

(\S+NS-\S-ASN\AS+HN\S[MNTHNS " (\S NSNS +N\s(\S+) "\S\S +)NSAS NSNS +N\s\S+)\s" ([ "]+)"\s" ([ ] +)"

[ENZRATUESGerkfE | BB M. MRIENNRBER  SHIUERRER | IREHIRIEEX
EEEN,

7SR HEERIES I M ATKey.

PRNRBERN—MEENNFRER , LLUREFRAmEstime, FHE ERARSHR | A5

B .
* OFREHEs Key Valug
L 192.168.1.2
time 10/1ul/2015:15:51:09
request GET Jubuntu.iso HTTP/1.0

request_time 0.000
request_length 129
status 404
body_bytes _ser 168

referer

user_agent Waet/1.11.4 Red Hat modified

B IENIEEETAERRIKey/ Valueld , &1 Key/ValueXIHISTR(Key) HFEFIEE . WIS
A=A BT RRS  REE— T timeakeyBaRT

ERZSEE | @D
MR ERRERTANSE S FHEALogtal F FimamESEH ER=RITTE

SRR - BT

Hiiz F—

Logtailfic &5/ | SIttEcEN AEIAES BRI eI FHsH B EENgink B &,

Python B logging #ERIZMH TERARIBEERS , TS ES=SEREERN AR, X MERREEARERY
BHERR , FRILARAARNANCRAS |, il : 324, HTTP GET/POST, SMTP. Socket® , EZFILIR
CLHEANBTICRAR. logging RS logdj FtlHIE—HH , RREMAISSIIAT AR, EHRigMt
logger. handler, filter, formatter,

Python H&#&

A&l
BERyEIEformattershigE ACREHAIEMETN. formatterfIIETTiZRER NS | IBERIEHF
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FFERFNEEIFRTER |, XM SEERR LR,

PythonHEAE :

import logging
import logging.handlers

LOG_FILE = 'tst.log’

handler = logging.handlers.RotatingFileHandler(LOG_FILE, maxBytes = 1024*1024, backupCount = 5) # SCf5l{{

handler

fmt = '%(asctime)s - %(filename)s:%(lineno)s - %(name)s - %(message)s'

formatter = logging.Formatter(fmt) # SEf5{t, formatter
handler.setFormatter(formatter) # 3 handler jFiN formatter

logger = logging.getLogger('tst') # 3XEXZ A tst AY logger
logger.addHandler(handler) # /3 logger 70 handler

logger.setLevel(logging.DEBUG)

logger.info('first info message")
logger.debug(‘first debug message’)

FREX

KT formatter FNECE , KARIZE
=l
%(name)s

%(levelno)s

%(levelname)s

%(pathname)s

%(filename)s
%(module)s

%(funcName)s

%(lineno)d

%(created)f

%(relativeCreated)d

%(asctime)s

%(key)s B9 |, #2
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FHPSHEFTER, RBEIOXETEE
aX
4Rk HERILoggerZ R,

Hr ARG RS , BADEBUG, INFO,
WARNING, ERRORFICRITICAL,

NAFARBRERS , B3F DEBUG |
INFO’ . 'WARNING' . ‘ERROR’ #
' CRITICAL' .

Eﬁ!‘ﬁ?tl:.'iZEIuE’J ERRTERHRITSEEREIE (WNRA
) o

BALE=N
iz B SANE U TERIRIR S,
AR B R AR RS,

1A B RS G ERIARST (AR A
).

HE#EIERAIATE] , UNIXERERTEED , =M
1970-1-1 00:00:00 UTCitE 297054,

H &4 CUEERY 85 B S hNE AT (B9 R &=
, BRIRZERD,

HEoIZRTE., EAMELRE “2003-07-08
16:49:45,896" , IBEGFAEEL.
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%(msecs)d SRR BECIZERT 8.
%(thread)d £f2ID (ANRATA ) .
%(threadName)s SRR (WRTA) .
%(process)d HAZID (ANRATA) .
%(message)s BEER.

BB

2015-03-04 23:21:59,682 - log_test.py:16 - tst - first info message
2015-03-04 23:21:59,682 - log_test.py:17 - tst - first debug message

EcELogtailliiEEPythonHE&

BcELogtaillr&Python BERIFMBIRELBRIESHREN Jflapache B | {RIBEAIMBEBEFIEIME L
EXMNECE.,

FEERIENZNRYERS . BT EEMNENRRSE T BSHEE , TEESERENESER , AFERFE
EMENZ R LR,

HIAIPython BEREIENZFRIA
- BEHEEA

2016-02-19 11:03:13,410 - test.py:19 - tst - first debug message
TENZRIA
(\d+-\d+-\d+\s\S+)\s+-\s+([*:]+):(\d+)\s+-\s+(\W+)\s+-\s+(.*)
A&

%(asctime)s - %(filename)s:%(lineno)s - %(levelno)s %(levelname)s %(pathname)s %(module)s
%(funcName)s %(created)f %(thread)d %(threadName)s %(process)d %(name)s - %(message)s

B -

2016-02-19 11:06:52,514 - test.py:19 - 10 DEBUG test.py test <module> 1455851212.514271
139865996687072 MainThread 20193 tst - first debug message

TFNIZEAL
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(\d+-\d+-\d+\s\S+)\s-\s([*:]+):(\d+)\s+-
\s+(\d+)\s+(\W+)\s+(\S+)\s+(\W+)\s+(\S+)\s+(\S+)\s+(\d+)\s+(\w+)\s+(\d +)\s+(\W+)\s+-\s+(.*)

HERS EE AT AR Elog4jHE -

- Loghub Log4j Appender
- Logtail

iEidLoghub Log4j Appenders&ELog4jHE

FHNB RRELSFIBES % Logdj Appender,

B Logtail3REELog4jBHE

Logdj AR HE—RAE N | AIEAFE—ARRIBAEESG , HRNAEEENC , RKALogdj 2, F
BIZMEOALE | TCAHAZEEFTEDHSR,

<Configuration status="WARN">

<Appenders>

<Console name="Console" target="SYSTEM_OUT" >
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss:SSS zzz} [%t] %-5level %logger{36} - %msg%n"/>
</Console>

</Appenders>

<Loggers>

<Logger name="com.foo.Bar" level="trace">
<AppenderRef ref="Console"/>

</Logger>

<Root level="error">

<AppenderRef ref="Console"/>

</Root>

</Loggers>

</Configuration>

BcELogtaillz&Python BRI ELBRIESHIREN JFApache B | {RIBEAIMNSEEBEFIEIREIL
BEXYMNECE.,

EERRIENTNAYERS . BT EIEMNENRRSE T BEEA , TEBSEAEIESER | FAFERFE
ERENZ R —ERE.

Log4j ENA BEHEZUF TENRI SRR B REHHGIGN T

2013-12-25 19:57:06,954 [10.207.37.161] WARN impl.PermanentTairDaolmpl - Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.example.tair.Result@172e3ebc[rc=code=-1, msg=connection error or
timeout,value=,flag=0]

ZiTHFRRAPUE: ({FRIPERFR—THL)
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\d+-\d+-\d+\s.*

R HSEERIENRIAT

(\d+-\d+-\d+\s\d+:\d+\d+\d+\S\[([*\IT*)N\S(\S+)\s+(\S+)\s-\s(.*)

A IEJAEHATET -

%Y-%m-%d %H:%M:%S
I HSRENGER

Key

time

ip

level

class

message

Node jstBEEIAFTENRi=HIE | AEIRKNEMBRNEETRAE. BidlogdjsALASEIHE BEFTENRISIH4,

BEXBTEINEFIRE | BT iRz,

var log4js = require('log4js’);
log4js.configure({

appenders: [

{

type: file’, //STiEH

filename: 'logs/access.log’,
maxLogSize: 1024,

backups:3,

category: 'normal’

}

]

D

var logger = log4js.getLogger('normal’);
logger.setLevel('INFO');
logger.info("this is a info msg");
logger.error(“this is a err msg");

109

Value

2013-12-25 19:57:06,954
10.207.37.161

WARN
impl.PermanentTairDaolmpl

Fail to Read Permanent
Tair,key:e:470217319319741_1,result:com.exa
mple.tair.Result@172e3ebc[rc=code=-1,
msg=connection error or
timeout,value=,flag=0]
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73

B8,

18T 0g4jsst¥l BSEIRFHEAN A HERE | BREXXHPERALUTER

[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
[2016-02-24 17:42:38.951] [ERROR] normal - this is a err msg

logdjsm AN EmERT , MERIE S B 9trace. debug. info, warn, error, fatal,

iBidLogtaillizEENode.jsHE

FeE Logtaillit&EPython BEANFH MR EL BIESE RN Jflapache B | IRIEEAIM LB EPZEFOLFRIB Tt
BN E.

EERIENTAYERS , BT EaIEMNENRRSE T BEEA , TEBEAMEESER | FAFERFE
BRIEMZ EM—LE. ERLASE LI TNode jsHERG] , AEHNBERSIER. £EAENRIA.

EIAYNode js BERAEIENZRIAT, :
Node.jsHEx#l1
H&RA)
[2016-02-24 17:42:38.946] [INFO] normal - this is a info msg
IENZRIAT
ATAMTTHNSNAIIANIT NS (w+)\s-(.%)

RENFER -
time, level, loggerName#fImessage,

Node.jsHERI2 :

=FaNC

[2016-01-31 12:02:25.844] [INFO] access - 42.120.73.203 - - "GET
/user/projects/ali_sls_log?ignoreError=true HTTP/1.1" 304 - "http://

aliyun.com/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/48.0.2564.97 Safari/537.36"
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IEMERIA
AN\ AW )N AW+ NS-\SAS+)\s-\s-\s " ([* "]+) "\s(\d +)[A "]+ ("[A "]+)"\s"([* "] +).*

RENFE:

time, level, loggerName, ip. request, status. refererfl] user_agent,

WordPress EiABETIE,

R AER)

172.64.0.2 - - [07/Jan/2016:21:06:39 +0800] "GET /wp-admin/js/password-strength-meter.min js?ver=4.4 HTTP/1.0"
200 776 "http://wordpress.c4alalaecdb1943169555231dcc4adfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php” "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_5) AppleWebK:it/537.36 (KHTML, like Gecko)
Chrome/47.0.2526.106 Safari/537.36"

Z{TESHEIAE ( £/ IP EREFR—1T7k)

\d+\\d+\\d+\.\d+\s-\s.*

N EHEERIENFRIAT

(\S+) - = \I(INIT "(\SH) ([4T+)" (\S+) (\S+) "([A"1+)" "([**]+)”
R IEJEEHATET -

%d/%b/%Y:%H:%M:%S

HHIBIRINER
Key Value
ip 127.64.0.2
time 07/Jan/2016:21:06:39 +0800
method GET
url /wp-admin/js/password-strength-
meter.min js?ver=4.4 HTTP/1.0
status 200
length 776
ref http://wordpress.c4alalaecdb1943169555231
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dccdadfb7.cn-hangzhou.alicontainer.com/wp-
admin/install.php

Mozilla/5.0 (Macintosh; Intel Mac OS X
user-agent 10_10_5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/47.0.2526.106 Safari/537.36

PRFEELITFHERNINR | 8— 1B TEERE—FEE. B—XAFUEELsRMEEAENZNFER
, DFEF ( Separator ) BIEHIRRT. T, B, 25, 9EERFH. NRFRASESESDREST , FRAXNS]
5 ( Quote ) W=FEGHTRE.

BRSO REAEHEECSVEFHTSVEE &.

IR PRHEARFREANEIS (") | WEISHEEARANBFRFIIRAFIIQuote,

BFHORATEZHNATFRIEE0RMIIZR | DERASFRHMRSE , FEERNGIS (") /FA
Quote , WHEFRHITEERE. WRASPEIEQuotefER THIINEIS | MFERHTHEN , B,
X515 (") BAIFAQuotelE , FEFERAVAFEREI , BEAFNFRALIEAXIEIL (") , HEBRAH
BORMESISINEX , BEERERI. ENEEFEEH R TR,

W5 |S4E/9Quote

W55 (") EAQuotelt , AEPE AN IBANFZREER—XIQuoteBZE, QuotebMEIBLDTRFT
, MEREZBEETE. HIRFEFER , BiEsus.

B0 , i8S (,) fERDRE , WBIE/ERQuotelt , BEMET : 1997,Ford,E350,"ac, abs,
moon",3000.00, iZBAET LTS ANFEER © 1997, Ford. E350. ac, abs, moon#13000.00,
Hrep#iQuoteZEMac, abs, mooniFEME— N TEFER.

N5 [ S{EABEFRAN—ED

X5 | S{EABEFRFI—EOR , MEISAENQuoteliTl | BEH(THEN , AERL"". BITFER
BRI TIEIR | B " "ERA",

plgn  ESEADTRM W3 ISIESIFARATFRIN—7 , FEFESHESHESFRA
Quotetl3 , EIRFIGEEFRPAING ISE X ARIIHINEIS"" . AREHRTEIN
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: 1999,Chevy,"Venture ""Extended Edition, Very Large""","",5000.00, iZHEILABET AT

FEZ : 1999, Chevy, Venture "Extended Edition, Very Large". Z==FE&#15000.00,

SFFHRI

SFFENT  DRATUSME2~3MFRE, W () . &), (M N) EZFH. SFHADRHRIT , B

TSRS BT T , BAHEAQuotext AT THRE.

IR . FHRATFRATPASHRSRFAFHITTEILE  BUS~EFRIROE.

Bt , PIEEEBEAJWIERT , BE : 1997&&Ford&&E3508&&ac&abs&moon&&3000.00L R #T

S5ANZFES 1 1997, Ford. E350. ac&abs&moon#3000.00,

=Fanl
BEFRSRRERS

05/May/2016:13:30:28,10.200.98.220,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",200,18204,aliyun-sdk-java

05/May/2016:13:31:23,10.200.98.221,"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1",401,23472,aliyun-sdk-java

EFRHOREEE

05/May/2016:13:30:28&&10.200.98.220&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&200&&18204&&aliyun-sdk-java

05/May/2016:13:31:23&&10.200.98.221&&POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1&&401&&23472&&aliyun-sdk-java

EcELogtailllisR o R AE

B Logtail TEED TR B ETERERSERIEN] | RIEEHIMEIEMIIRERIEENNEE. A3HHY
B ELogtail I — iSRS S R AFARE.

HERERIR. AT, FHERATKREE D TREFER.
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2SS AR AIFHEE D IR,
SRS BSSIUERIERIID TR | BN HSEESET RN,

- EEER |2 |

* . Log ‘

AEReE - ‘C:"PI'OQI'EI’“] Files\Intel\...\, | Jasf

EEMiEEE Fraas e R e 2 EANER) | MitE
FRAILIEEE | tharrERIrHER AL Linux s HarEy ek .

{7l : fapsara/nuwa/.../app.Log . Windows SRRk | D .
C:\Program Files\Int=l\...\*.Log

2| #iEmEL N
Nz SDelimiterERET

BZE=6 : | 05/May/2016:13:30:28,10.200.98.220,"POST /PutData?
Category=YunOsAccountOpLogAccesskeyId=U0Upek FQOVIWS S ARDate=Fri%h 2
C%2028%20Jun%202013%2006%3A53%3A30%20GMT_&Topic=rawdSignature
=pD1ZXYLMGXKQ%2Emkd6x7hAgQ7b1c%30 HTTR/1.1",200,18204, aliyun-sdk-
JBva

ESAEEETEEERCES) B>

e B HEEER FRIKey,

IBEREREAFEESRMTE , BSRSSERRIESENORFRNESTR  FHISHEN
Value , 15%%63‘%]#9Va|ue?aféii)i\iﬂ’\JKeyo

NEBEEA, ERES (,) #THE , —HBI361FER , REKey[ED 5N

: time , ip, url, status, latency , user-agent,

fEE BRI,

( 05/May/2016:13:30:29) 1’E73ED‘IEU feE HEpEiES % Logtail HERIEL.
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oiEr: | BFEY T
HERSHESEE : K Value

05/May/2016:13:30:28
url "POST /PutDatz?Category=YunOsAccountOpLogRAccesskey
0c

R EATE -

time %hd/%b/ %Y % H: % M: %S

B Gl = 21 = ey

BT : B

R LTREET , IARBAIIRE,

ip:10.200.98.220
165055008  latency:18204
178408552688 status:200
time:09/May/2016:17:08:28
10.101.166.11  ur:POST /PutData?Category=YunOsAccountopLogRAC cessKeyTd=UDUjpekFQOVIW4S ARDate=Fri%2 C%2028%201un%202013%2006%3A53%3A30%2 0 GMT&Topic=raw&signat
3 hAgQ7b1c%3D HTTP/1.1

user-agent:aliyun-sdk-java

ure=pD12XYLMGEKQ2Bmkd 67

JSON B =E T T FIFEEH

- Object : "$#/(E" IIHIES ( A collection of name/value pairs ) ,
- Array : {BR9EF5IZ ( An ordered list of values ) ,

Logtail>zfFObject36BAIISONHE | AJLIEZNRENObject B EIRIFAFERETR. ObjectEEAHBEIFAFER
VAN

B, FRETJLUEODbject, ArrayaiEAER |, 40String. NumberZs, JSON{TS{TZEMB\nHTHE , &—
TER—E M BAEHITIRE.

WIRZISON ArrayZEIEObjectz6BYEME |, Logtail N3ZiFEah#T |, IBEAIENRIATVIRENEFE: | S & (FRK
R BTRERE.

B

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020

13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.220", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "18204"}, "time":
"05/May/2016:13:30:28"}

{"url": "POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
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13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLmMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1",
"ip": "10.200.98.210", "user-agent": "aliyun-sdk-java", "request": {"status": "200", "latency": "10204"}, "time":
"05/May/2016:13:30:29"}

EcELogtailliiEEISONHE

BT LogtaillirseISON BETTEIMERSHEREN] , FRIEEAINBEREFIIMEEEI N E, 3N
Eﬂ_@aﬁl-ogtai|E§%_$¥EZEHSZ$T§EC5%¢E’J¢£EHEE§°

HEEERR. ATEE  FEEATIERI/9SONE,

HIA\REERRSATE.

ISRIECHIERBARBERRREWEAESHIE, SRTLISEAEEE KD ERRFREIIEE.

FE ERRSGRE

(ERRGRERTMEN ASTRREIFE | 5EEIRSSREZ B SHIREEN HESRIE

°

X7 SEFER ST A
MERRGRI BTN B EEIRFIREE A7 |, A BERIE.,

WIREFEXA (FRRGNE |, SEEE IR EAIEIFERAIKeyZFR , FFTEXATE
ieHatEC, 5120JSON Objectdy time =EZ ( 05/May/2016:13:30:29 ) aJLURENIHE
AfiE). BeEHEAEZ(15S% Logtail HEAREZL.

EERSER

* mmaw . [Bonog |

&5 | Jsonig=t
IEREISONERES

AT

* AFEEER A

SR B

g i T

ThinkPHP 2—/"PHPIESHIWebi BFF &HEZE,
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B8,

FEThinkPHPRFTEDATHRERLATHER

<?php
Think\Log:record('D F5iALBILIZIKENETIZE" );

=hewntl

[ 2016-05-11T21:03:05+08:00 ] 30.9.181.163 /index.php

INFO: [ app_init ] --START--

INFO: Run Behavior\BuildLiteBehavior [ RunTime:0.000014s ]

INFO: [ app_init ] --END-- [ RunTime:0.000091s ]

INFO: [ app_begin ] --START--

INFO: Run Behavior\ReadHtmlCacheBehavior [ RunTime:0.000038s ]
INFO: [ app_begin ] --END-- [ RunTime:0.000076s ]

INFO: [ view_parse ] --START--

INFO: Run Behavior\ParseTemplateBehavior [ RunTime:0.000068s ]
INFO: [ view_parse ] --END-- [ RunTime:0.000104s ]

INFO: [ view_filter ] --START--

INFO: Run Behavior\WriteHtmlCacheBehavior [ RunTime:0.000032s ]
INFO: [ view_filter ] --END-- [ RunTime:0.000062s ]

INFO: [ app_end ] --START--

INFO: Run Behavior\ShowPageTraceBehavior [ RunTime:0.000032s ]
INFO: [ app_end ] --END-- [ RunTime:0.000070s ]

ERR: D 5 ESLAMGISIRENERIZE

BEiELogtailii&EThinkPHPA

Bid Logtaillit&EThinkPHP B &R RIZIE S & REN Jflapache HE | IRIBEAIMLZEEEFISCRRIE IkEXT
NS,

EERRIENTNAYERS BT BaEMNENRRSE T BEEA , TEBEAEIESER | FAFERFE
ERENZ R — LA,

HFThinkPHPRZ17HE , MBEAHIEERE , TN BEHIRE=EREIERTE. GEIP, i5EAYURL, LA
KFTENRY Message, HFMessageFEREE T Z1TEE . BTEERAARERE . R T8E—FRZH.

ThinkPHPAEHILogtaillitsEEi B 24
fTEENL :

\N\s\d+-\d+-\w+:\d+:\d+\+\d+:\d+\s.*

TFMIZEA.
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\N\s(\d+-\d+-\w+\d+:\d+)[A:]+\d+\s\s+(\S+)\s(\S+)\s +(.*)

RIIEJRIAR

%Y-%m-%dT%H:%M:%S

A5G

BE IS HEEE | 1EEE08 W3C ( FMAFRIRE ) REEX.

2016-02-25 01:27:04 112.74.74.124 GET /goods/list/0/1.html - 80 - 66.249.65.102
Mozilla/5.0+(compatible;+Googlebot/2.1;+ +http://www.google.com/bot.html) 404 0 2 703

K& E

input {

file {

type => "iis_log_1"

path => ["C:/inetpub/logs/LogFiles/W3SVC1/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "iis_log_1" {
#ignore log comments

if [message] =~ "A#" {

drop {}

}

grok {

# check that fields match your IIS log settings

match => ["message”, "%{TIMESTAMP_ISO8601:log_timestamp} %{IPORHOST:site} %{WORD:method}
%{URIPATH:page} %{NOTSPACE:querystring} %{NUMBER:port} %{NOTSPACE:username} %{IPORHOST:clienthost}
%{NOTSPACE:useragent} %{NUMBER:response} %{NUMBER:subresponse} %{NUMBER:scstatus}
%{NUMBER:time_taken}"]

}

date {
match => [ "log_timestamp”, "YYYY-MM-dd HH:mm:ss" ]
timezone => "Etc/UTC"

}

useragent {
source=> "useragent"
prefix=> "browser"

}
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mutate {

remove_field => [ "log_timestamp"]
}

}

}

output {

if [type] == "iis_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10
}

}

}

EI=W

- BEEX4HETw /Ll UTF-8 75 BOM #&=U4mA3 . ATLAEIEnotepad + HEBU 4 mASIETE.

- path IEEXHREIEFERUNXRLI SRR |, @0 : C:/test/multiline/*.log , BUIFES T
TERACEL,

- type FREEF—EXFHEZHFRRGE—E , NRBENRFES Logstash BEEXH | &
BRIEREE type FERIE— , BN SEEURGIERIEEL.

XIS : file. grok,

B3 Logstash &%%

BIEECE4E conf HR , &% EtElogstash &EJg Logstash &£34,
(EFAR SRS ENE s B &R B L&
HEEEB

10.116.14.201,-,2/25/2016,11:53:17, W3SV(C7,2132,200,0,GET,project/shenzhen-
test/logstore/logstash/detail, C:\test\csv\test_csv.log

REBE

input {
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file {

type => "csv_log_1"

path => ["C:/test/csv/*.1og"]
start_position => "beginning”
}

}

filter {

if [type] == "csv_log_1" {
csv {

separator =>""

columns => ["ip", "a", "date", "time", "b", "latency”, "status", "size", "method", "url", "file"]

}
}
}

output {

if [type] == "csv_log_1" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

a5~

- EEE XS TUZmLA UTF-8 75 BOM #8zU4wA3 , RTLA T notepad ++ 128 4-4mASHEL.
- path IS X4 IRZENSEER UNIX RIS

EL UGN

- type FERFBEF—ERHAEZUEARGT—E , MRBEVIRFESMLogstashBEeEXH |, F
BRIESEE type FRIE— , BN SEEUEEATETL.

FEXIEAF « file. csv,

BgLogstash&43

SUERECE 4R conf HR , &%EBLELogstashEfSLogstashE34,

ERESFERAS(EARERIEEE

B =EEA
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10.116.14.201,-,Feb 25 2016 14:03:44,W3SVC7,1332,200,0,GET,project/shenzhen-

test/logstore/logstash/detail,C:\test\csv\test_csv_withtime.log

REEE

input {

file {

type => "csv_log_2"

path => ["C:/test/csv_withtime/*.log"]
start_position => "beginning”

}

}

filter {

if [type] == "csv_log_2" {
csv {

separator => ","

columns => ["ip", "a", "datetime”, "b", "latency", "status", "size", "method", "url", "file"]

}

date {

match => [ "datetime" , "MMM dd YYYY HH:mm:ss" ]
}

}

}

output {

if [type] == "csv_log_2" {
logservice {

codec => "json"
endpoint => "***"
project => "***"
logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

I¢-==

==

- BEE & ZiLA UTF-8 & BOM 18R 4@h3 , FILATEL notepad + + B4R ABIE.
- path IEEXHEEATEFER UNIX 2890 F8FF . a0 : C:/test/multiline/*.log , BTG A HF

TRRATEC.

- type FREBR—IEXFHEZHRRT—E , MRBESHVISRFESZ MogstashEcEXH |, F
BIRIESECE type FRIE— , BN SEEUELEATEEL.
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R - file, csv, date,

B3Logstash4

BIZEE R conf BF , &%BBLogstashEfSLogstashAER,

BEEH

2016-02-25 15:37:01 [main] INFO com.aliyun.sls.test_log4j - single line log
2016-02-25 15:37:11 [main] ERROR com.aliyun.sls.test_log4j - catch exception !
java.lang.ArithmeticException: / by zero

at com.aliyun.sls.test_log4j.divide(test_log4j.,java:23) ~[bin/:?]

at com.aliyun.sls.test_log4j.main(test_log4j.java:13) [bin/:?]

2016-02-25 15:38:02 [main] INFO com.aliyun.sls.test_log4j - normal log

REEE

input {

file {

type => "common_log_1"

path => ["C:/test/multiline/*.log"]
start_position => "beginning”
codec => multiline {

pattern => "AM\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}"
negate => true
auto_flush_interval => 3

what => previous

}

}

}

output {

if [type] == "common_log_1" {
logservice {

codec => "json"

endpoint => "***"

project => "***"

logstore => "***"

topic => ""

source => ""
access_key_id => "***"
access_key_secret => "***"
max_send_retry => 10

}

}

}

TR
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- BEEXHHET /Ll UTF-8 75 BOM #8438 , ATLATEL notepad ++ (B4 mABIETE.

- path IBEEXHRERIEFER UNIX B0 RRET |, a0 : C/test/multiline/*.log , BT AT
TERACEL,

- type FREEFZ—EXFEZHFRRG—E , NRBENRFESMNogstashBELEX Y | &
BRIESEE type FERIE— , BN SEEURGIERIFEEL.

FBXIEG : file, multiline (EHEXAHRERITHE | ATLAEIE codec => multiline & ) .

B3Logstash4

BIEECE 4R conf HR , &% EELogstash&E/g5Logstash&E%Y,

Unity3DZ2/Unity TechnologiesFF&RBI—" MR IR BN = ST . BRI, SR =4mE
FRUTHABTNSFENGEEEENTATR , 2— 1 2EEEHTIESIZE.

AEIRS 2 #5Web TrackingIhge , #&aTLAEIT Web TrackingIh&EiEE 75 ERIKEEUnity 3DBIRE | ASTARYLL
K78 Unity Debug.Log 79l , i5BRAN{AEIT Web TrackingZhggi&Unity H S ER B EIRSS .

1 FHE Web Tracking Ihig

FEREESERHEIRS Tracking IH&E.

2 ;A Unity3D LogHandler

fEUnity editordrli2C#3244 LogOutputHandler.cs , BMIANLATES , FHESHEFRI=ZNHRRTE |, 55179 ¢
project , RinHEIEEFR
logstore , FTRRHAEESBR

serviceAddr , =B EMBRIHELE

serviceAddrig&% RS A0,

using UnityEngine;
using System.Collections;

public class LogOutputHandler : MonoBehaviour

{

//Register the HandleLog function on scene start to fire on debug.log events
public void OnEnable()

{
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Application.logMessageReceived += HandlelLog;

}

//Remove callback when object goes out of scope
public void OnDisable()

{

Application.logMessageReceived -= HandlelLog;

}

string project = "your project name";
string logstore = "your logstore name”;
string serviceAddr = "http address of your log service project”;

//Capture debug.log output, send logs to Loggly

public void HandleLog(string logString, string stackTrace, LogType type)

{

string parameters = "";

parameters += "Level=" + WWW.EscapeURL(type.ToString());

parameters +="&";

parameters += "Message=" + WWW.EscapeURL(logString);

parameters +="&";

parameters += "Stack_Trace=" + WWW.EscapeURL(stackTrace);

parameters += "&";

//Add any User, Game, or Device MetaData that would be useful to finding issues later
parameters += "Device_Model=" + WWW.EscapeURL(SystemInfo.deviceModel);

string url = "http://" + project + "." + serviceAddr + "/logstores/" + logstore + "/track?APIVersion=0.6.0&" +
parameters;

StartCoroutine(SendData(url));

}

public IEnumerator SendData(string url)
{

WWW sendLog = new WWW(url);

yield return sendLog;

}

}

U ERBAIUSSHEAEREEINEZAERSS |, bl S LIRIE S B2 SRR,

3 FE&Unity B

FEIEHEIEE LogglyTest.cs 3244 , HIMANTEAINES :

using UnityEngine;
using System.Collections;

public class LogglyTest : MonoBehaviour {

void Start () {

Debug.Log ("Hello world");
}

}
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4 FIEHEMERE

PSR fE | E=TUnitylER , SiELIE BERSERE MSEAKENEST. NEFEESES%EH

.

PAETRBIIEM T Debug.Log 8#&Debug.LogError, Debug.LogException 3 AERIKEET %, UnityRy
PSSR EIRMHAREFERAPL, Hth&FLOG APHEIETLIAFE AN ER FIRINREEA.

IR EE SRS LogHUb/E , B=M5ETLAEZEARE

B s SMiNL EhEadia

SCRTSE (LogHub)  JRiHE. SOEHEZ SoEd(<10ms) 13%;3%;}?5?@&&1|m
B e - o 1t 365% (ANEEKATE
( Search/Analytics ) EEERSHH SKY (99.99% 1RDM) %H?E%ﬁﬁ]ﬁ)ﬁ
QBT EALBEHAS , ‘

( LogShipper ) FEAENF 5~309%4 I T RS

ENiNEE
M

EENBEE  READREMENTEZEE. HEATSEREEHER®RE E BE , REXFIN HE
AESEAEENXE]. XF—1Shard AT, BB

1. tRYEASIE). Begin, EndZEHRMIRIGIFR.
2. @Titn. SRBEERAE | FIREF—MIEFT.
3. NifFesmibrt T AR,

HBEAT

PREEANAPIHN , HERRSIEMSDK, Storm Spout, Spark Client, Web ConsoleZ R THEEZ ¢

- {#F8Spark ClientiEZ:HE: &% E-MapReducesLIAYSpark Streaming Client,

- ffEAStorm Spoutif#E & AERSIRA—LogHub Storm Spouts5emStormFlLogHubXg#z,

- fEALogHub Consumer Library;g§#:HE&. Loghub Consumer Library@XfLogHubiB#E12HAY
BREN, EBRRHTMRERITRIER , BRENNBTEERIEZELogstoreltBaiaEcShard LK
REFRIERE |, 1#1515&% Consumer Library,

- FASDKiEZERE : BERSBIEMZMES (Java 1 Python ) 89 SDK , BiXEESHISDKERSZIFH
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TopEEL, XTFSDKNEZERIES® HEMRS SDK,
- HiR &SRS | WERBEHTELRISHT Docker 55 , RZEER.
- FRTFmBEEE
- {#F3 CloudMonitor =5iEiEZ © SiEiFE,
- {3 ARMS;E# | I SSERTisiEn g,
- {5 StreamCompute JHZERE | BEXSEHSR,
- {#F3 E-MapReduce iB#HE : £JStorm , Spark Streaming,

S NISCRIEIRDHTEIN
- EAATRSEHEERRE | 21 ZinEE.

- EFAEARSS SDK/API EIRRE : HEMRSSEM REST XUAEHY APL, BT HTTP iYL,

Y APl EtHRMt IR AT EREO. BARSEEN BERSS APL

BB

- FBZEOSS : KAYEfF#EEER E-MapReduce HHrHE.
- IRIBERIEIFAE ( Table Store ) : ERAZFRIEEME (NoSQL ) FiEA.
- B ZEMaxCompute : {FEMaxComputetrHE.

Hfth

ZeAERS: QRS ESXEa mE , JEdISViE&EamAE.

BERSEH GRESTIRFUSRE RS e SN E RS B S EFHRD BE.

BEPR

B BERSEEEHS.
EERTRHIIE |, BT E &R,
£ LogstoreSlzk T , EHEFEEENRTEHREATHZESI TR TR,

EHEEANE , IEEEIHEEY shard HIREREEXE, , AEHE TS,

AEFE N e RS IR R SRR S ER B X EFFARY 10 NMUERERIEEE.
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test-log iEELogstoresiFE

Shard:0 ~ | 155% ~ FEE

BiEl/TP el

useragent:Httpful/0.2.10 (cURL/7.15.5 PHP/5.5.25 (Linux) nginx/1.6.1 Jakarta Commons-HttpClient/3.1)
155F11 85148 ip:10.101.166.113
16B3504302% method:GET

status:200
10.101.166.113 time:14/Nov/2015:16:50:02

uri:/Projects/al-cn-devcommon-sis-admin/Configs/sls_indexworker_log HTTP/1.1

ZILAINEIEZEE ( Consumer Library) 2% LogHub FEEHTIEZRNESRE | 2 7 BEHA
( ConsumerGroup ) HESII LR H IR TS S&T8, Spark Streaming. Storm LAKBEMGHEHAT Flink
SDK#BLA ConsumerGroup {EAERES,

EXHER

IEIEBEEEEANMMES | HBIREConsumer Group, Consumer, Heartbeat F#lCheckpoint :

Consumer Group

£LogstorelIFRIR , HBERConsumer GroupEFHBZEHEHREIEZER—LogstoreAIFTE2L
B XWEHBEZEASESBEEE | — Logstore FHIBLARZAIEE5MConsumer Group , A~
BILAER , E—{ Logstore FEIAIConsumer GroupZ [EHEEIEARS BB, Consumer
GroupBERMEEZENEM :

{

"order":boolean,
"timeout": integer

}

- order BMERREDIKREE NI ERFHZEKeyHRIAVEWE.
- timeout F/~Consumer GroupHiB#ERERTRYE , BAEW , Z—NESHE RO
AORTBlEfE EII Timeout , SFIAABEER , IRFBIMIAX NN ConsumerltiTEE & T

Consumer

iH#E , 8/ Consumer F & EEE TN Shard , ConsumerfJEREFEE HZH X Shard_ FRVEEE
, [B—1NConsumer Group®fJConsumerbRAELR.

Heartbeat

EEEOBE , consumer EEEHREZSmCIR—MNOBE , BTFRIAE SERGTFEERES.

Checkpoint
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HBEEFHEL B CRIShard BRI ERTFEIRS I , XFESX M Shardi D EEHEHERS
B . MBRSSImAT LEREXShardRUHZ MR | B NMTRAREREZREE,

THREERS

Consumer Group, Consumer, Heartbeat #1CheckpointZ[BJRIXEIT :

Logstore

[ ConsumerGroup 1 |

Heartbeat,Checkpoint

Consumer 1 ol — ¥V Shard 0

 Heartbeat/Chegkpoint

Consumer_2 .

Heartheat/Checkpoint k. \ / Shard 1
< Consumer_3 N L
\ AW, VAR
Server . Nl > Shard 2
[ ConsumerGroup_2 T |
4 = Shard 4
Heartheat/Chedkpoirt ;J/
Consumer_ 1 / _
Heartbeat/Chegkpoint /, ~ Shard b
: Consumer_2 |
Heartbeat Chegkpoint
Consumer_3 F = Shard 6

RIFiA SR

LogHub Consumer Library@¥iLogHubiBZ#EERIBRIE | RSN EEERRIEZLogstoreRtBr
EeShardglia)Ea

flgnfEStorm, SparkizE=+Z/NNETRE BT ~ , BalitEShardfI5aEi9E. i§E&EE&EFailoverFiZiE, BRE
EFrEECWSESZELE | midiEX0OShardoEic. CheckPoint, FailoverEEH.

1§J§D,1CFF%LJ_StormJ_ TR BEITA. B, C3/NEESA. EHL0 N ShardiERT , RASBHA
. CHEe3. 3. 4 Shardi#HTiHZE.

- BEBLHASTIBERT , RASIBAKREEN3 N ShardhEUEEMIIEB. CL, BAKER , &
o,

- BRINEEBID, EERT  RAa=BahHTi9% 810 XFliBE#EE24 Shard,

- 4ShardBMerge/SplitFIBER T . KIRIERFMAIShardEE , EFIYE.

- HreadonlyR&HIShardiB#ET 25 |, RIRAIShardSEHHAEIIME.

U EBNIREASTEHIRERURES | BRFERBPH=HEFE
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1. HEERESH.
2. BYE RERINED,
3. [BEniHEESLA,

ENEFERLogHub Consumer LibraryifH{78URIEZ: | XHERRBEXDEALIBEIE , MAZTEXNTERN
RIS, BENTRIRT. BFBE%E. EERENIEE A,

E{ESCRE: 18T Consumer Library SEIIAE. RF. =5

WEERE

7‘ EHIEEEREANE
BEZGEEERRAEER , FRERE

EEHER

AR ES (MR, EEE ) | BIFEBEE N ConsumerGroupaiiRENFE—MYER |, fFEHAE)
BB M BETIRES: , BRMTTE -

1. MiBRIEZEAE

- EEHERREZRE  AERERERER

- HBEREFSIERARIR ( BEFEE ) BTHE
2. B SDK SRIHEAEERRE — MRS

-FEFRAT  LATR)avafUiEmspl :

Client client = new Client(host, accessld, accessKey);

long time_stamp = Timestamp.valueOf("2017-08-15 00:00:00").getTime() / 1000;
ListShardResponse shard_res = client.ListShard(new ListShardRequest(project, logStore));
ArrayList<Shard> all_shards = shard_res.GetShards();

for (Shard shard: all_shards)

{

shardId = shard.GetShardId();

long cursor_time = time_stamp;

String cursor = client.GetCursor(project, logStore, shardld, cursor_time).GetCursor();
client.UpdateCheckPoint(project, logStore, consumerGroup, shardld, cursor);

}

{sEF3iAE

Storm , Spark Streaming , Flink

Spark Streaming. Storm LURBMEHEHAY Flink SDK#BLA ConsumerGroup {EAERER, , AL EZF i
A LASz#FConsumer Librarypratit,
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Java : EFConsumer Libraryi&EOHF &

SCHLogHub Consumer Librarysr Y/ NELOE -

- ILogHubProcessor : &4>ShardXN—NSLfl , BASLHIRIEZRREShard A9EHE.
- ILogHubProcessorFactory : fas4F=sLHILogHuUbProcessoriz[3Lfl.

BESHEE.

Boi—A\#%/ Client WorkersLfl,
Maven itk

<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.5.0</version>

</dependency>

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-client-lib </artifactld >
<version>0.6.8</version>

</dependency>

main EREX

public static void main(String args[])

{
LogHubConfig config = new LogHubConfig(...);

ClientWorker worker = new ClientWorker(new SampleLogHubProcessorFactory(), config);

Thread thread = new Thread(worker);

//Threadiz{T2f5 ., Client Worker&Bzi&1T , ClientWorkerd B T RunnableizZ[1.

thread.start();

Thread.sleep(60 * 60 * 1000);

//EFworkerfi3ShutdowniRZs , IBHIHZESLAI , KEXRIZIE B MIELE,

worker.shutdown();

//ClientWorkenz{T3fehLEm N R i Task , ShutdownZ [ERIFERAER TN TaskZ 2B |, £iX30s,
Thread.sleep(30 * 1000);

}

ILogHubProcessor, ILogHubProcessorFactory LB sample

B ShardXIMWATHEZRSLAIZR | LRAREBETEETEFEXNTHERZRZE  B—
ClientWorkersEfIRSB1THZREIERY , RE=4— ILogHubProcessor s£fjl , ClientWorker jBH
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A RS VAR ILogHUbProcessorfiyshutdown &,

public class SampleLogHubProcessor implements ILogHubProcessor
{

private int mShardld;

// iBREREEAM check point BRTE]

private long mLastCheckTime = 0;

public void initialize(int shardId)
{

mShardId = shardld;

}

/] BEREERNEZE

public String process(List<LogGroupData> logGroups,

ILogHubCheckPointTracker checkPointTracker)

{

for(LogGroupData logGroup: logGroups){

FastLogGroup flg = logGroup.GetFastLogGroup();
System.out.printIn(String.format("\tcategory\t:\t%s\n\tsource\t:\t%s\n\ttopic\t:\t%s\n\tmachineUUID\t:\t %
s',

flg.getCategory(), flg.getSource(), flg.getTopic(), flg.getMachineUUID()));

System.out.printin("Tags");

for (int tagldx = O; tagldx < flg.getLogTagsCount(); ++tagldx) {

FastLogTag logtag = flg.getLogTags(tagldx);

System.out.printIn(String.format("\t%s\t:\t%s", logtag.getKey(), logtag.getValue()));

}

for (int lldx = O; lIdx < flg.getLogsCount(); ++IIdx) {

FastLog log = flg.getLogs(lldx);
System.out.printIn("-------- \nLog:
log.getContentsCount());

for (int cldx = 0; cldx < log.getContentsCount(); ++cldx) {

FastLogContent content = log.getContents(cldx);

System.out.printin(content.getKey() + "\t:\t" + content.getValue());

}

}

}

long curTime = System.currentTimeMillis();

// 8@ 60 ¥ , 5—K check point EIfRSSi% , 215 60 #PKA , worker crash ,

// FiSsh worker M E—1 checkpoint EiEZE0E , BUREEESEIRE

if (curTime - mLastCheckTime > 60 * 1000)

{

try

{

//8%4 true FRIRMBDHE checkpoint EHFEIIRSSIR , 79 false &1& checkpoint EFFEAM , EAIARE 60s
//IEE4¥ checkpoint FIETRIRRSS i,

checkPointTracker.saveCheckPoint(true);

}

catch (LogHubCheckPointException e)

{

e.printStackTrace();

}

mLastCheckTime = curTime;

}

else

n n "

+ lIdx + ", time: " + log.getTime() + ", GetContentCount: " +
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{

try

{

checkPointTracker.saveCheckPoint(false);

}

catch (LogHubCheckPointException e)

{

e.printStackTrace();

}

}

// BREISFRIEEIRENE , WRFEERRE LA check point FYsETEIXAE , BTLA return
checkPointTracker.getCheckpoint()

return null;

}

// 2 worker IBHAIRHR , STRRIZEREL . PR LA gL SR T (E,
public void shutdown(ILogHubCheckPointTracker checkPointTracker)
{

/& EET R R FRIRSS i,

try {

checkPointTracker.saveCheckPoint(true);

} catch (LogHubCheckPointException e) {

e.printStackTrace();

}

}

}

- 45§ ILogHubProcessor 9T % :

public class SampleLogHubProcessorFactory implements ILogHubProcessorFactory
{

public ILogHubProcessor generatorProcessor()

{

/1 R NEERLA)

return new SampleLogHubProcessor();

}

}

BCEAA

public class LogHubConfig

{

//worker ERIARIR ENEUERIAS (E] EIFE

public static final long DEFAULT_DATA_FETCH_INTERVAL_MS = 200;

//consumer group BB , REEAZT , 85 [a-z][0-9]1 F0'_' , -, KEA3~63FRT , REELUVNE=BEETLERE
private String mConsumerGroupName;

//consumer FIE=F , WRHRIRE—" consumer group TFEAIEA consumer RERZ
private String mWorkerInstanceName;

//loghub #EEEOHENE

private String mLogHubEndPoint;

//RBEFR

private String mProject;
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//BEEETR

private String mLogStore;

//=ZWEH access key id

private String mAccessld;

/=SR] access key

private String mAccessKey;

//FTFHEHERS ImIRAICRShardiy checkpoint BB FRIZMTANEIRZEShard |, WNSRARSSIRIRTT 7 BT
checkpoint (S8 , ARAXLEVEARE(HTIER , mCursorPosition BYEETLAZ [BEGIN_CURSOR, END_CURSOR,
SPECIAL_TIMER_CURSOR]-#J—4 , BEGIN_CURSOR F/rMShard s —5 2R 44iEZE | END_CURSOR FmM
Shard PR ETRZINRE — R EURFFAE2E , SPECIAL_TIMER_CURSOR FIFEH mLoghubCursorStartTime EExd{sFa
. RN ZIFF R H SR,

private LogHubCursorPosition mCursorPosition;

//2 mCursorPosition EY{& SPECIAL_TIMER_CURSOR Bt , IB5EiEZ:RTE , BIEF0,

private int mLoghubCursorStartTime = 0;

// BYIREY LogHub #dERIBTEIEIRG | (AL , HMENHIR , BRURZERD , BUAR
DEFAULT_DATA_FETCH_INTERVAL_MS , #&iXHAd8)ElfE 200ms LA L,

private long mDataFetchIntervalMillis;

// worker BARSS R CHR/OBAIBSIRIEIRG , BBAL22r) | ZINEYE 10000ms,

private long mHeartBeatIntervalMillis;

/1 REEFRE

private boolean mConsumelnOrder;

}

W IEE G ERI

LogHubConfig & consumerGroupName F—/NE224H , consumerGroupName +EEHY
consumer #EZR logstore #fYShard , [E@— consumerGroupName #fY consumer , j&id
workerlnstance name #17X %,

{®i& logstore g Shard0~Shard3 iX 4 4\Shard,

A 3 1 worker , & consumerGroupName #1 workerinstance name 252 :

<consumer_group_name_1, worker_A> ,

<consumer_group_name_1, worker_B> ,

<consumer_group_name_2 , worker_C>

M, XL worker 1 shard IS EERRRE :

<consumer_group_name_1, worker_A>: shard_0, shard_1

<consumer_group_name_1, worker_B>: shard_2, shard_3

<consumer_group_name_2 , worker_C>: shard_0, shard_1, shard_2, shard_3 # group name A[E#J worker 8
BAF

FR{RSCIAY ILogHuUbProcessor process() #EOASXREREINFHNTIT , FHEY , XRREE,

ILogHubCheckPointTracker g9 saveCheckPoint() Z , TiSEBAISELZ true , X2 false , #B
FREFIIBNIBIECESTRL , 2809 true , NRZZIFA K ZERS % , false NIEHE 60 #ELZ—IRE!

ARSI,

WNER LogHubConfig FEBHIZEFFAFRY accessKeyld, accessKey , EEME RAM HitfTLA TR

FEHNSIESE AP TR,
Action Resource
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acs:log:${regionName}:${projectOwnerAliUid}:
log:GetCursorOrData project/${projectName}/logstore/${logstoreN
ame}

acs:log:${regionName}:${projectOwnerAliUid}:
log:CreateConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
log:ListConsumerGroup project/${projectName}/logstore/${logstoreN
ame}/consumergroup/*

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupUpdateCheckPoint

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:ConsumerGroupHeartBeat

acs:log:${regionName}:${projectOwnerAliUid}:
project/${projectName}/logstore/${logstoreN
ame}/consumergroup/${consumerGroupNam
e}

log:GetConsumerGroupCheckPoint

Python : EFConsumer Library#OHF %

- Pythonhr# ( S5=753EH)

hEiE#RA ( ConsumerGroup ) E2LATEZHEIESRIET |, sEFIRHES NEELAIX B EEBEEBRE
18, Spark Streaming. Storm #BLL ConsumerGroup {EAEMIE,

B EESHEHE
BF BERSEEEH A,
EEFRAIE |, REIEETR,
B A MISHAS A0 LogHub - SCRTNEE > thiElizs.

1E thiRliHEE TRENE | B TE ( Logstore ) [SRIRIEE HAIR SIS MINRIEZLIEE.

< test-project [ SEPman® 1

nEm
gggggggg
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1 EER ConsumerGroup ZJ5 , B HERIAE | BIJEESAIE Shard IBEEURIVAE.

.

x40

N EEFR , TEERFNZATERS 5 4 Shard , MM 5 NE#ERE | HPENETRERILHERIVEUEI BN
BRI, BTEBRSUERE LT BRSdR R R RS R R ERE  MREETEEE TS/
RtiE) ( BEUEIHE RS/ NTEEEEER ) |, ATLERIEINEZREHE.

Bid API/SDK &5 HEHE

LATRB T LA ava SDKAGI , mfEiEman{ai@id APl ERSHEINES.

package test;
import java.util. ArrayList;

import com.aliyun.openservices.log.Client;

import com.aliyun.openservices.log.common.Consts.CursorMode;

import com.aliyun.openservices.log.common.ConsumerGroup;

import com.aliyun.openservices.log.common.ConsumerGroupShardCheckPoint;
import com.aliyun.openservices.log.exception.LogException;

public class ConsumerGroupTest {

static String endpoint = "";

static String project = "";

static String logstore = "";

static String accesskeyld = "";

static String accesskey = "";

public static void main(String[] args) throws LogException {

Client client = new Client(endpoint, accesskeyld, accesskey);
//3REGXA logstore FHYEFA consumer group , BIEEAFAE , tEAT consumerGroups FIKER 0
ArrayList<ConsumerGroup> consumerGroups;

try(

consumerGroups = client.ListConsumerGroup(project, logstore).GetConsumerGroups();
}

catch(LogException e){

if(e.GetErrorCode() == "LogStoreNotExist")

System.out.printIn("this logstore does not have any consumer group");
elsef{

//internal server error branch

}

return;

}

for(ConsumerGroup c: consumerGroups){

//¥TED consumer group BIEME , BIERIR. LBGERNRE. E5kFEE
System.out.printIn("&Z#R: " + c.getConsumerGroupName());
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System.out.printin("OEEEERTASEL: " + c.getTimeout());
System.out.printin("{&ZEZk: " + c.isinOrder());
for(ConsumerGroupShardCheckPoint cp: client.GetCheckPoint(project, logstore,
c.getConsumerGroupName()).GetCheckPoints()){

System.out.printIn("shard: " + cp.getShard());

/BB | XA ETENRERSFHREIERAIRE | KEEEY
System.out.printin("&RfE—/XIEZEIEAIATIEL: " + cp.getUpdateTime());
System.out.printin("JEZEZFR: " + cp.getConsumer());

String consumerPrg = "";

if(cp.getCheckPoint().isEmpty())

consumerPrg = "EFRFAEZR"

else{

//unix BfE1E , BRAZER , MHARHEBEEERL

try{

int prg = client.GetPrevCursorTime(project, logstore, cp.getShard(), cp.getCheckPoint()).GetCursorTime();
consumerPrg = "" + prg;

1

catch(LogException e){

if(e.GetErrorCode() == "InvalidCursor")

consumerPrg = "IE% , BI—REENZIBEBH T logstorehHUERIEREHE"
else{

//internal server error

throw e;

}

}

}
System.out.printin(";HZEHE: " + consumerPrg);

String endCursor = client.GetCursor(project, logstore, cp.getShard(), CursorMode.END).GetCursor();
int endPrg = 0;

try{

endPrg = client.GetPrevCursorTime(project, logstore, cp.getShard(), endCursor).GetCursorTime();
}

catch(LogException e){

//do nothing

}

//unix BS[E1E , SRR , BHHAIRHRIE ERHSTUL

System.out.printin("&RE—&EIRENARZ: " + endPrg);

}

}

}

}
ConsumerGroup 2E—NE#EEA , B85 Consumer , &1 ConsumeriiiZLogstoref—EE4>Shard,

ShardBYEIEREL AT LABIERIEARA — 1 RASY | SIS NRIEUGEHINZIAE | A RIS SRETRE SN — N E0E
SNBE , FERShardfI#HEERE,
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MNext

Record
15t Record Written

' K}

k=]
ha
L
=
i
Les]
=
o
o
=
o

I EIRERIEIRIRE FRIE AT -

- HBERE | IHEE MR IERIIgiE.
- HERHEE | THZRE RSB AOREERI M A S N A,
- HERERK | SRNERHES P RIRIEIES N\ ERNEE | B,

ConsumerGrouphYiEZ & ERHKEE S SHIATE Shard B E IR AE | BBTRFTUREER | #
INNBEEERASZ , FERE.

[ —Valry

Zx OFERSEEEHE | REEERE Logstore BUMSIEER,
< @ tEE Pl

BEE

LogStoreFlI=
» LogHub - SETRE
Z TN '
¥ LogHub - SETiER
] iEEEE LogStoreZfx =E HEREES
NEiEE
b LogiEE (S8) | 24 | 82~
¥ LogSearch - E5|258
b LogtaiEE (=IB) | i28F | EE£~
BEEE
ke LogEilEE (THE) | 8 | B~
HESE
=4 LogilEE (SH) | 84 | @£~
B -
= b LogEE (51) | 24 | &5~
P LogShipper - #Ri2S:H
b Logtai S (EI8) | i28F | E2~
b LogtaiB2E (=IB) | i28F | Ex -

HEHERENKER  BEHATREEHSA.
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ik
e
EEEEEERE—S5 ) 2EnEE
Dashboard
=, fET—i-consumer grouprh | ZEERTE
ERmE
FEEAAIshardaIEfElE,
E3il=d
-
BEAFEE(bytes) a a1
B
FEER: 60s
HeEE 97.66K 250,000
v EEE
78.13K | 200,000 + T ey
e f
1
m—l
< _ ek | |‘ A 130000
= \ & /N
| A R /
39.06K AN VAL ey 100,000
\
1953k 50,000
0 0 .
10:40 10:50 11:00 110 1045 11:00  11:05 0 11:30 0 1145

ZERR T Logstore R ConsumerGroup RUEZEEERTS , LAY, TEFTEGIZRER
ConsumerGroup , B EA SIEHRERIN H AN CIZETIE.

IR RIS E

b 12085 (1R [3K [P [ 14K pezaliBiem): | 2017-06-27 10:59:00 - 2017-06-27 115

EFERARE  SPERNAIE  SPERENGN SRRERAN SreRRiEN REaSPmt SAME SARE  RESUEN

FBH: 60s RATE: M2

1:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50

P P! —rep

ElIEE3T ConsumerGroup spamdetector-report-c BRZMN , Smin RRBE—XIERAKTE
F 600 WHSIRE, REEIENEFHREBHIERRA |, (RFAN,
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o REEEZRN

HMERR: XK
189.61K

RN HEEEIR v |55 v ||REERX < ||>= ~ | |600 o,
consumerGroup : FraconsumerGroup ) | spamdetector-report-c > | BEM e

HiE DR 48.83K
=gl 600.00 -
mEmEs. | = 12:11
ST - 00:00 v | E|23:59 -

° =R
B - BEAEALE 2 BiEa 14 £iE
S Q sls
AR A

EAGE FHil+ R+ EERE+$T5THLEEA h
EUE=ET

L ERER SRR EMINEIE TIRENN, BXRREMNEEMTAEDE , BFRIBIIIE,
AEIRSAILogHUbIRH TEX. AIERAEEEIRE , SR LiBE Logtail, SDKEZMISTURSCRIINEBE

#iE, WEREZE , TTLABIdSpark Stream, Storm H&LATRFAREZES NFILogHubHRIEEE,
N T BEEStormBFEZELogHUblI N , HEIRSIRM T LogHub Storm SpoutsksCRHEEENLogHUbRIETE.

EXSIAIATE
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[ LogStore lme = l,| s

3 Consumegroup A i

A
\

Topology 1

~

Shard Id : O ;
Shard Id : 1 ! i

\ \‘Fonsumegroup A
Shard Id : 2

Topology 2

N
— @

S _

| Shard Id : 3 1 %

0O ©9©

- FET EEEEDRHELogHUb Storm Spout , /NStorm Topology&B—4HSpout , FEHRAY
SpoutttEIfazRiEE Logstores R EREUE. AR Topology+HISpouttBEATFH.

- &/ opologyEEi%EFME—HILogHub Consume GroupB=RHEEFRR , [F— TopologyRKI
Spouti@id LogHub client lib &5EakGEtaEF1EsNfailover,

- Spout\LogHUb=sERTERNEIREZ /& . RiXZETopology+hIBoltTm , EHIRFHETRUEER
checkpointZlLogHubfRZis,

{sEFRBRE

- ATBALEMA , &/ LogstoreiE37#E 5 A Consumer Group , X FAE{EAERY Consumer
Group , BJLAfEFE)ava SDKFADeleteConsumerGroupiZ i1 THIbR.

- SpoutfINEEREFFIShard MNHER] , BNETRES SR SpoutMIBEUE RIS M ERT K,

- WNEREANShard FUEEEE ALK , #BiF— N SpoutihIEMRFR , MIBTLAEREShard splitiE5 %
Shard , R#(EE N ShardiVEIREE.

- f£Loghub Spoutd , 3EHIKEIStormAJACKHLE , BFMIASpoutiFBRIEMRAIXZEBolt , FrLATE
BoltF—EZEAFAACK#H THEIA.

{sEFaREY
Spout fEF7AI ( FF#I& Topology )

public static void main( String[] args )
{
String mode = "Local"; // {EREZA R

String conumser_group_name = ""; // &/\Topology FBEIREM—HAY consumer group B=F , REEAZ , 325F [a-2][0-9]
L KETE [3-63] R, REBLVNEFETIEFILER

String project = "*; // H&IRSSHIProject
String logstore = "*; // H&EIRSEAILogstore
String endpoint = "*; // BHEIRSSHIENHZ
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String access_id = ""; // FAF ak (58
String access_key = "";

// ¥3E— Loghub Storm Spout EE(HFRNES

LogHubSpoutConfig config = new LogHubSpoutConfig(conumser_group_name,
endpoint, project, logstore, access_id,

access_key, LogHubCursorPosition.END_CURSOR);

TopologyBuilder builder = new TopologyBuilder();

// ¥3%& loghub storm spout
LogHubSpout spout = new LogHubSpout(config);

/] EERRHET , Spoutfd MR LAFILogstore Shard NAEE
builder.setSpout("spout”, spout, 1);
builder.setBolt("exclaim", new SampleBolt()).shuffleGrouping("spout");

Config conf = new Config();
conf.setDebug(false);
conf.setMaxSpoutPending(1);

// SNREERKryo T8RS IR FF L . MBEEERZE LogGroupData BIFESLTE
LogGroupDataSerializSerializer
Config.registerSerialization(conf, LogGroupData.class, LogGroupDataSerializSerializer.class);

if (mode.equals("Local")) {
logger.info("Local mode...");

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test-jstorm-spout”, conf, builder.createTopology());

try {
Thread.sleep(6000 * 1000); //waiting for several minutes
} catch (InterruptedException e) {

// TODO Auto-generated catch block
e.printStackTrace();

}

cluster.killTopology("test-jstorm-spout");
cluster.shutdown();

} else if (mode.equals("Remote")) {
logger.info("Remote mode...");

conf.setNumWorkers(2);

try {

StormSubmitter.submitTopology("stt-jstorm-spout-4", conf, builder.createTopology());
} catch (AlreadyAliveException e) {

// TODO Auto-generated catch block

e.printStackTrace();

} catch (InvalidTopologyException e) {

// TODO Auto-generated catch block

e.printStackTrace();
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}
} else {
logger.error("invalid mode: " + mode);

}
}

}

Bolt {CEZHHI

IR iHBREIRERIBoIUIRRER] , RATENERESHAE.

public class SampleBolt extends BaseRichBolt {
private static final long serialVersionUID = 4752656887774402264L;

private static final Logger logger = Logger.getLogger(BaseBasicBolt.class);

private OutputCollector mCollector;

@Override

public void prepare(@SuppressWarnings("rawtypes”) Map stormConf, TopologyContext context,

OutputCollector collector) {

mCollector = collector;

}

@Override
public void execute(Tuple tuple) {

String shardld = (String) tuple
.getValueByField(LogHubSpout.FIELD_SHARD_ID);

@SuppressWarnings("unchecked")
List<LogGroupData> logGroupDatas = (ArrayList<LogGroupData>)
tuple.getValueByField(LogHubSpout.FIELD_LOGGROUPS);

for (LogGroupData groupData : logGroupDatas) {

// 81 LogGroup FH—&EZ & HEHER

LogGroup logGroup = groupData.GetLogGroup();
for (Log log : logGroup.getLogsList()) {

StringBuilder sb = new StringBuilder();

// BFBE B IHEFER , KRS Key:Value T,
int log_time = log.getTime();
sb.append("LogTime:").append(log_time);

for (Content content : log.getContentsList()) {
sb.append("\t").append(content.getKey()).append(":")
.append(content.getValue());

}

logger.info(sb.toString());

}

}

// #ELogHub spoutdh , 3K EStormAIACKHE , FAFREIASpoutigiE B IEH

/] RIEZEBolt , FrLifEBolth—EZEERACK

142



AEIRSS FAFisEe

mCollector.ack(tuple);

}

@Override

public void declareOutputFields(OutputFieldsDeclarer declarer) {
//do nothing

}

}

Maven

storm 1.0 ZRaIhRAS (40 0.9.6 ) , B :

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-storm-spout </artifactld >
<version>0.6.5</version>

</dependency>

storm 1.0 fIRAKRLAG | 1B :

<dependency>
<groupld>com.aliyun.openservices</groupld>
<artifactld >loghub-storm-1.0-spout < /artifactld >
<version>0.1.2</version>

</dependency>

E-MapReduce LI T —E@ARISpark Streaming3LRTiEZELogHUbfYEL , £ GitHub,

StreamCompute 7E8lELoghubZEBIEIRIRE | ILABERBEZELoghubshEE | BEcEWNT :

CREATE STREAM TABLE source_test_galaxy ( $schema ) WITH ( type='loghub’, endpoint=$endpoint,
accessld=$loghub_access_id, accessKey=$loghub_access_key, projectName=$project, logstore=$logstore );

S5
s SHRA
B EEHHPLEKeyBRET AL StreamComputeZR+AY
$schema Column, %0 : name STRING, age STRING, id
STRING,
$endpoint HARGIEIEANA |, BRegionE N,
$loghub_access_id BENPRIKS (8 FIKS ) XIMZAccessld,
$loghub_access_key BIERIKS (8 FUHS ) SIMAccessKey,
$project HUREAFTEProject,
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$logstore HUREATELogstore,

<

CREATE STREAM TABLE source_test_galaxy ( name STRING, age STRING, id STRING ) WITH ( type="loghub",
endpoint="http://cn-hangzhou-intranet.log.aliyuncs.com’, accessld="mock_access_id",
accessKey="mock_access_key', projectName="ali-cloud-streamtest’, logstore="stream-test' );

ZUsH(Cloud Monitor) AT LB KL ogHub FLogStore SRISEISISTAAL , 14 -

- S ATFRREFIRE
- ST EA{UASAINAIQPS, RT
- FITERUASEIRAIPY, UVE

BIEEREN
- B EIER
- aniEEE R S

A SSSERTISEARSS ARMS B—RinZlin—AMU oY IR Z=AIPaaSEME R , MRAFELTET
FIEZHEIRS , ARMSH S5LogHUbFAER I,

BELER

- EREUETE > LogHUb¥UETR

BBAE

BEEREANRERSE  BERSHAIRRERS | FHRAHzH &3 SDK/APIA I B&HEEM B &S
Ihee. HEBRSRKEZILogHUbBIAEEWE | rTLASERZEZE 0SS, Table Store, MaxComputeZEfF B2
=, BREEEEHSRERR A . @Y, LogShipperi2 e KSAPIS BaEINEE.

RIFm=

- WHEEIRCE

BESEaERIR

AR A AT IIBINRERTIRIBEN A SEUERIR T SRS RERILogHUbMARE. XEoBEEERZE . #
AEIRS LR REF B ERM A R TERES DT,
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B&EE R

- OSS ( KHUEXISIFHE )

- BAELR

. 0SS HHEXATLUET Hive 40 |, #E75 E-MapReduce
- Table Store ( NoSQL #iETFIEIRSS ) -

- BAELR
- MaxCompute (KEUEITERS) :

- BAELR

AEIRS BT LAELogstoresh (ISR B ENIFIEFIOSS |, LURIFEHEESHIA.

- OSS $ESHFERIREEHFEE , L B TIKEFE.
- JLUBE BEEFIEZ RS (WNE-MapReduce ) jHZEOSSEIE.

Thae®

B B EiRSS 1% A EEIEZIOSSEB U ™S
- BRI, (NFEEES e LMEREER S HEIRS LogstorefIEERIZEEIOSS,

- MR, BERSHATWESIECE T A RS LNATESRN , THRESE AR L
HESAOSS.

-ETERE. KBEASROSSHURSERATRISRNESHEEERTIF. BRIILATRSAER

B (Project) . ARZEE ( Logstore ) MHEEBEIMIGEZIARIAIOSS BucketER , SEEHEEOSSE
2.

=]
2
RN FE%
BN NITE=FRREKSA, B:
FKSATEHTRSRYIIRegionFFiEProject-a , F8lIE 7 —{ Logstore?Fiinginxiz A HE.

FMEBTEOSS;FYIIRegiontli# T Bucket-b,

=

- A F BEILAZERKS | iX#1ER FRAMB R A fERE,
- H&ARSS Projectf10SSAIBucketh/fiz F1ERIRegion , A3zHFIERegiontZIBEHE.

FR#&ZE/EBERSProject-afInginxipa) HEIF15EIBucket-baY prefix-b HRT.
FERBRERSIHEOSSIIEE , FETHRAMIZIFNIGEMNEER NS E.
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BELR

B 15186 (RAM) #H%
EREERIN

kS B ERMEREHEG | REFTE HiEizs RAM,

B BPRIZH RAM HREESIA |, AR TS OSS ArE Bucket IR , HEIRSZEE A IniERES B g9 OSS
Bucket,

BE. 20A8

EWKS B ERMBRIZFIS HIEHEH RAM , H\ ABEE HEEAE (RERTEVAZNAGRE
AliyunLogDefaultRole ) .

# A, BAERE | iI52ERAMEM (#Z1RoleEIE ) {ZRole, & A, BIERE , NIRERNEIZAIABERR
H.

1. iEFAEM Arn ( f0acs:ram::45643:role/aliyunlogdefaultrole ) |, 1z Arn EERMEF RS
A gl OSS B HINIRER.
2. 8 Arn TILIERBETE/EET , ARN 12315,

PREBENARIZFE B BURTE OSS Bucket 1R , WIFEREFMABINPRIZS] , iIESERAMIER (51X
Policy&H# ) {&22 Policy,

{SEFRTF S BIEBHEMMAN

£ B giEfes. BT/ £KS A BIEREREWKS B lZAIABSEIEEI OSS Bucket , BIX{NRT
EKS A RS OIZEN,

MRFKES A BIFIKS a_1 FEFERZBECEIBENN , iBSERAMMEM ( EFMSRoletZN ) #H1T
PassRolefZ\,

$B 2 SRS AP EEOSSKIENN
55 ORRSEELHE,
WRFBIIAE | SETEEFR,

EEATRRIESE | i EESRIES TRIOSS.,
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LogstareF|=

BB L ST BwE

LogstoreZ#F =i HERESR

= e wll LogtailEEE (E1E) | i28f | B2~

T KR B T R R R R

LogtzilEE (S8) | 28 | E£-
LogzIEE (BE) | 28 | B2~
LogzilEE (BE) | 28F | E2-
Logt=iEEE (BIE) | 247 | &5
LogzIEE (BE) | 28 | B2~
Logr=iEEE (BIE) | 245 | E2-

Logt=iEEE (BIE) | 247 | &5

B e | 1IRE OSS RfEHHT HA.

- OSSIBEFTR : EATEIZAYRIBRIBTR.

o3 d

=

A

=

#

A

b,
Hee

2
af o el 8 e i & e

BEESEst

MaxCompute |
MaxCompute | 0SS
MaxCompute | 0SS
MaxCompute | 0SS
MaxCompute | 0SS
MaxCompute | 0SS
MaxCompute | 0SS

MaxCompute | 0SS

EFEndpoint

=i\

=i

=iy

=i\

=i

=iy

=i\

=i

HEeE ENER: 108

BE

el
20 ks
e
55| ke
20| ks
e
25T ik

20| ks

SBENEFE , HF , EFF (-) Tz

(_)  BIRLVNEFERMFILERE | BERIKEN3~63F1.
- OSS Bucket : OSS Bucket BZ#R , TFEFIUE OSS B9 Bucket 5HEMRS Project {1 F4ER)

Region,

- OSS Prefix : N\AEIRSZFEEZ] OSS HIEIRIEERE Bucket FiZBRT.

- ORI  BISBIESOEMEER%Y , %m , %d , %H , BMEEI AR D KFHE
(& BFE strptime APL) , LUESRE X SFIOSSHIObject SUAFTERI B REREEH
, Hpfl/Fr—ROSSER. 1 TFRZEFHBHOss Prefixfls XigzlanfaE X OSSB xR

BA L TEN

- RAMESE : BRI pRIZEH , OSS Bucket HHEECIEABRITRR , 1
acs:ram::45643:role/aliyunlogdefaultrole , I{AEKEARNIBENEBRIFHEE. BA

&

) £BR , B9 MB,

- BRI . BafiEfHBES IR IRE 0SS AI—1 Object K/ ( LIKRESETE

- B © S2T3BJSON/Parquet/CSV=FE, , BeBEMDIEmGER  JSON, Parquet,

Csv,

- BEEYs : OSS $iEFMEINESES( . 323F : none, snappy. HF , none RRRIAEUE
ARE4E , snappy R snappy BiEXIEURMIEYSE  SJLUR> OSS Bucket fFE=S(E)fE

RE.

- 0BRTE : RS KRR —IRIRIBES | BT
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AliyunLogDefaultRole

EXERE

BEER : AliyunLogDefaultRole iz RS\ ERLRESE SRR R ER

#EETE 0 2016-06-23 12:00:21 1 aCsiam:1654218965343050:r0le/aliyunlogdefaultrole

{
“Statement”: [
1

“Aetion”: “sts:AssumeRole”,
“Effect”: “Allow”,

IR . BERSERRFARIITEERS , IREIHIEERK , TS MIBLAEHTRS. 51K

1

LAEE SRR, IAREREESEMRRMIR , SE—FERER , REBELAZASEIEES.

SERER

BMOBESEBNOSS— MUY, BiEE B oss:// OSS-BUCKET/OSS-PREFIX/PARTITION-
FROMAT_RANDOM-ID, PARTITION-FROMATIRIEIZIRTSCIZERSENELERI , LABIZERTIE
2017/01/20 19:50:4393B(EEAH , RS XIEAIFEE -

OSS Bucket

test-bucket

test-bucket

test-bucket

OSS Prefix

test-table

log_ship_oss_exampl
e

log_ship_oss_exampl
e

SRR

%Y /%m/%d/%H/%
M

year=%Y/mon=%m/
day=%d/log_%H%M
%s

ds=%Y%m%d/%H

OSSIT{4i812

oss://test-
bucket/test-
table/2017/01/20/19
/50/43_1484913043
351525351_2850008

oss://test-
bucket/log_ship_oss
_example/year=2017
/mon=01/day=20/lo
g_195043_14849130
43351525351_28500
08.parquet

oss://test-
bucket/log_ship_oss
_example/ds=20170
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120/19_1484913043
351525351_2850008

.snappy

oss://test-

log_ship_oss_exampl bucket/log_ship_oss

o - 0= %Y%m%d/ _example/20170120/
~1484913043351525
351_2850008

test-bucket

oss://test-
log_ship_oss_exampl bucket/log_ship_oss
test-bucket e T %Y%mM%d%H _example/20170120
19_14849130433515

25351_2850008

EFHiveskMaxComputeZFE AEIREFE S o TOSSEUER | tNRABLEHRPartition58 , JLURES—EERL
J9key=valuet&z ( Hive-style partition ) ,

5140 : oss://test-
bucket/log_ship_oss_example/year=2017/mon=01/day=20/log_195043_1484913043351525351_2850
008.parquet

AILARE=E5X% , 358079 : year. mon, day,

BB IS EE

/550 OSS wiBlhRela , BERSEaSEEMRBES. BRLMEEH & EEEIXERIBESIINE.
BEY ABESER |, EALL

BESERRANMEESIRBES | THRERS, RBESIKSTLE "mIh” . "#TH"
R . "R NSNIRREERES HI T FMEREMTEERAYER | FEESSHIR

|‘Dj @ o

X T BUEPAARRAHDERESS | EREESIIRTEESHRMAIIINEBRE. (EEFXLINRRE
& ERLE—aE BN E A R MIES.

BELR

=5 BERSEEEHS.

EERTRAIIE |, BT &R,

TR | i EESRIES TRIOSS.,

EEILIEAESTHANIE. ESAAATE. EEAZIMNE. KRR, RBESHRTSEE,
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IBIBBESHITEI | BHIA LRBTMEMEIRES | RASKBRBRIANIRER , BEaLL
FHEA.
E5ER

— BN T . BESUEES A\Logstore[GH9 30 #WFEIEE!I OSS.

AERSHASRRENREERIARZ RANES , EXFHIRNERE 15 980, SESHITERME
 BRKMEES 15 2B, BURKMEESR 30 o (23R 15 ) B, FREMFESE

60 £¢h (2 3RLA 30 ) Bt , LA,

B AEIRKMIESS | LB T iEH GBS EEH EleIRRYES siiid API/SDK SUEEESHT

=i,

WIS EIR

EIAMESAERERWT ¢
HRER EREA
UnAuthorized AR,
ConfigNotExist BEARFE
InvalidOssBucket 0SS Bucket A~TFE.
InternalServerError HERS AEBEIR.

OSS ¥uEtFiE

FJLiBEEHE. APY/SDK BEEESAEE] OSS ik,

SNfEFE Web EIRZHIGEE) , B OSS ARSS |, 1%&#% Bucket , BT ObjectEIE BInJ &G HERS BT

ENEGER
§% OSS ERMATESH 0SS i,
Object btk

oss:// OSS-BUCKET/OSS-PREFIX/PARTITION-FROMAT_RANDOM-ID
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BHIALITECE :
- OSS RS EtEAR.
- FABANKS ID 2EIEH

: AEESRIET 0SS Bucket B
PR,
- role-arn EEEEIEH.

—RRERTRIPRIEMRNSE
, SR EFCETHN , FTLAE
T EIHRARR,

BEIALLTEE :

- OSS Bucket FffE Region 2
HE5HERSProject—EL,

- Bucket BFREBBCEIER.

BT EINRARR,
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ERERFERIMBA

- OSS-BUCKET, OSS-PREFIX 7~ OSS B Bucket BFRFIERAIZR , HAAFEE

, INCREMENTID &S5 INA0REH2L,
. PARTITION-FORMATEN A%Y/%mM/%d/%H/%M , Eh%Y , %m , %d , %H , %M%>
FRTE. B, H. M. 98, BRXIOBESHIIRS mEIZERTE@id strptime APIIHE

1551,

- RANDOM-ID2—MEBEFSHIME—ITIR.
B RAESEIS X

OSSHUE B RELBISBISAEMTIRERN |, /RIg 5 DHEUERE—R OSS , 2016-06-23
00:00:00 RIEEANSHITS , TIHBNEUER 2016-06-22 23:55 FENBERSBHEIRE., WNEDSH=
Y 2016-06-22 £KHAE , BT 2016/06/22 BRTHILES object LISk , FEERE
2016/06/23/00/ BR FaI+5 809 Object EHEEE 2016-06-22 HERIEE

ObjectiFfEigt

JSON

BESE0SSIRIBISONTFE,

Parquet

BSE0SSIEParquetfZfis.

csv

BESEOSSIZIBCSVIFSE,

REEENBATIRBZIRIBOSSHERISONFERIBXEE , XTRiEHSEIOSSHEERBTESEREBAE
FJ OSS.

OSSIH ARSI S HEIE I TR,
5572 Sid MRS OSSX{fitht %<4

0ss://oss-shipper-
NeT shenzhen/ecs_test/2016/01/
FE 7 26/20/54_145381289305957
1256 937

oss://oss-shipper-
<ha <na shenzhen/ecs_test/2016/01/
PPy ->nappy 26/20/54_145381289305957
1256_937.snappy
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S8

ObjectBZFATHHEMA , XHHE—TR—FISONERRIEE , BAIINT :

{"__time__":1453809242," _topic__":"","__source__":"10.170.148.237","ip":"10.200.98.220","time":"26/Jan/2016:19:54:0
2 +0800","url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","status":"200","user-agent":"aliyun-sdk-java"}

snappyE4a

XA snappy EM B C++ S ( Snappy.Compress 73i% ) , %3 none f8TUEIRISUGRAIRIESEEE]. 33
.snappy M{Hi#E4aFRIRISEIRINAY none 1&TUIZH,

§5F C++ Lib fBE45

snappy EM AMTE Lib , #1417 Snappy.Uncompress 75i%fEE,

{#5F8 Java Libfi#/E45

xerial snappy-java , AJLA{EF Snappy.Uncompress &} Snappy.SnappylnputStream ( <3755
SnappyFramedInputStream ) .

<dependency>
<groupld>org.xerial.snappy </groupld >
<artifactld >snappy-java</artifactld >
<version>1.0.4.1</version>
<type>jar</type>
<scope>compile</scope>
</dependency>

AR ¢ 1.1.2.1 lRASTFE bug ATRETCIEMRIESS D E4E Y | & 1.1.2.6 iAMEE.

Snappy.Uncompress

String fileName = "C\\FAIT#\\36_1474212963188600684_4451886.snappy";
RandomAccessFile randomFile = new RandomAccessFile(fileName, "r");

int fileLength = (int) randomFile.length();

randomFile.seek(0);

byte[] bytes = new byte[fileLength];

int byteread = randomFile.read(bytes);

System.out.printIn(fileLength);

System.out.printIn(byteread);

byte[] uncompressed = Snappy.uncompress(bytes);

String result = new String(uncompressed, "UTF-8");
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System.out.printIn(result);

Snappy.SnappylnputStream

String fileName = "C:\\FAYT#\\36_1474212963188600684_4451886.snappy";
SnappylnputStream sis = new SnappyInputStream(new FileInputStream(fileName));
byte[] buffer = new byte[4096];

intlen = 0;

while ((len = sis.read(buffer)) = -1) {

System.out.printin(new String(buffer, 0, len));

}

Linux SSRETE

13 Linux 38, BB TEILURE snappy TR , SAE T snappy._tool,

./snappy_tool 03_1453457006548078722_44148.snappy 03_1453457006548078722_44148
compressed.size: 2217186

snappy::Uncompress return: 1

uncompressed.size: 25223660

REEENBATIRSKIBOSSHEAParquetZHERIIEXEE | XTRIBEATEIOSSHEERATIFSERiEH
&E| 0SS,

ParquetfF=FERECE
i

ParquetfZhESZHF6FI2ERY : string, boolean, int32, int64, float. double,

BAEIBEET , £ ATIRESEIERFHAHRERAParquet BFRER, WNREEHRTIFEStringZ2EBISLN |, Ni%5!
R Anull,

FIECE

IBRORIES Parquet PR ERI HEIRSEEFREFIBMEERE | ERBIISRRIZFRINFHARParquets
17 FHERESRSHNFRETKMEAParquetiiEs I , LITRMERLKERMGELRIESIE Nl

- ZFREERSRS IR RFE,
BEFERHIstring#%idFstring ( 4double, int64%F ) 5K,

FRECE T :
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* EEESE:| FE48(snappy)
OSS#ETFREAESA, , 35 no

]

ne. snappy. H

&, noneFTRIGEHETES | snappyFiEsnappy %
THSHEGIESY | STLLR 0SS BucketFFigesia s AR

* FFiEETL: parquet

]

R

FERIBOSSIHEF | BT FEABEARFHIKey-Valuest , HEIRSRERIBHRALAT /L MREF I ALER

* Parquet=BR: KeySfR+ s
keyl string
key2 float
key3 int32

AIECERNREFER
REFER
__time__
_ topic__
__source__

JSONIEHFESBAT LA EFEBRAA.

By

HEA9 Unix B318)EL (2M 1970 £ 1 B 1 BFFA
Fijé'}iiiﬂ’ﬁ’/"%ﬁl ) . AP BREZERR time 1HES
#l,

HEH topic,
HERIRRIE i IP,

Parquet. CSVIFERJLURIRICRITRBTIER. HIINEFERTRtopic , BBARLIUESFRE

. __topic__, FFERSERstring.

OSS#rfiitht

E4g358 MRS
FoHMNER RS .parquet
snappy .shappy.parquet
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HUEHZR

E-MapReduce / Spark / Hive
SE X,

ERETR

FriEHt XiRHAIparquet-toolsa] AR FIIGIEParqueti8=,. E&schema, EEEIEARS.
EA L BT miFiZ L EgE R M HSRSREHANRA.,
- B&ParquetX{4schema

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar schema -d 00_1490803532136470439_124353.snappy.parquet |
head -n 30

message schema {
optional int32 __time_;
optional binary ip;
optional binary __source__;
optional binary method;
optional binary __topic_;
optional double seq;
optional int64 status;
optional binary time;
optional binary url;
optional boolean ua;

}
creator: parquet-cpp version 1.0.0

file schema: schema
__time__: OPTIONAL INT32 R:0 D:1
ip: OPTIONAL BINARY R:0 D:1

- BEEParquet L ERE

$ java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar head -n 2 00_1490803532136470439_124353.snappy.parquet
__time__ = 1490803230

ip = 10.200.98.220

_source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667821.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
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__time__ = 1490803230

ip = 10.200.98.220

__source__ =11.164.232.106

method = POST

__topic__ =

seq = 1667822.0

status = 200

time = 30/Mar/2017:00:00:30 +0800

url =
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A8&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1

ESAEIBHAT | java -jar parquet-tools-1.6.0rc3-SNAPSHOT jar -h , £&%5H],

AXNMBHEIRSIBOSSERACSVIFERIEXET , HERBESHRBAEE 0SS,

CSViEtErRRECE
BeEH

L HSIRSEER AR I ERREEE —FATHIZSMKey-Value , BIRFEERIBEIOSSHIFERE
(Key ) BFENA.

NG ENIKeyBFREREHEKAZ] , CSVITHXE—FEFREN=EFRE (null) ,
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* FfEED cav

* CSVEERR: KeyEfR+

__source__

_ ftime__

log_key 1

log_key_2

log_key 3

fNinliEEoss shippertemicsvarid?

* FHERTE]: 300s
HRSAEER—IRIEEE | 8

BCEIN

ECETR &
55887 delimiter =
BN FF quote FRF
BEH1F escape =
ToIFEAZA null 272
BIBFERBIR header R
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&E

KENINFRES , BT2EIR
EE254

KENIWNZRE  FERIHIT
SBRFF (delimiter ) SHaITHRF
ZiERAT . FERquoteRlFE
BIXNFER |, I RIEEERIER
FESGEIRY S

KEANLIN=/FE  WARES
quotetf@ , BAIFEK, =
E3RERHIlquote ( HRKIEES
AMARENTT ) NEER
quoteRIENN_EescapefifiE X

SigEKeyEAFER |, FERIE
B FfFRRNA TR E

RAECSVHBRTIIEFR
BRI
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HTHESECSVERE. postgresql CSVistEA.,

AEERNREFER
ERBOSSIHTEF |, BT ERAEASHIKey-Valuedh , BEIRSZIRBRERHRELA T/ L MRBFER AT 1% -
(RER=FER ‘XY
HERY Unix BJEEL (@M 1970 F 1 B 1 BF A
__time__ Fﬁééiiﬂ’\ﬁ’/"%ﬂl) , AP EE=ZER time 11818
zl,
__topic__ HE/Y topic,
__source__ BEFRIENZE i IP,

JSONIERFHERBIAT LU EFBRRA.
CSVIFERI LWRIR SRR B TSR, HINEFEERTAtopic , BBARLUESFERE : _topic_.

OSSTrthut

552 Sid) NS OSSX Atk 2<4)

oss://oss-shipper-
shenzhen/ecs_test/2016/01/
26/20/54_145381289305957
1256_937.csv

ToIE4s .CSV

0ss://oss-shipper-
. <na sy shenzhen/ecs_test/2016/01/
ppy .snappy. 26/20/54_145381289305957

1256_937.snappy.csv

HUEIHZR
HybridDB

EINECEWT :

- IR delimiter : 125()

- BN FF quote 1 WEBIS( )

- TTHFEBAZA null - FEE (=)

- BFEREIR header : A%k ( Hybird DBERIAcsVIH TR IS FERIRER )
B 275155 % HybidDBEXEFFIREA.

HE
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CSVEIEER, , afAEEMNOSS FR LN AT I THEE.
WNERMERI T snappy/E4s , ATLAS# 0SS SONTFiERIsnap py i E4E17 A

RIEFAREBENAIRNTE | NMBMRIEPolicyiRE. RFIKSRoleFINEIRE,

1 Role &1

BT HREERIN , OSS AP EMKS B BAAGIEAY AliyunLogDefaultRole FEIEAWT :

{

"Statement": [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": [
"log.aliyuncs.com”

[ R —

n

}

Version": "1"

WMBERSBEFEWKS A5 0SS BFEWS B 18E , (RIFEIABERIARIA |, log.aliyuncs.com FiF
B_ALIYUN_ID@log.aliyuncs.com,

B, FER KESEE->TLIRE &F A KS ID FHMEXmEHA | 70
A_ALIYUN_ID@log.aliyuncs.com ( 3ZHRFMNEA ) |, RiR A FIEMKS ID 791654218965343050 :

{

"Statement": [

{

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Principal”: {

"Service": [
"1654218965343050@log.aliyuncs.com”,
"log.aliyuncs.com”

S —

n

}

Version": "1"

ZAEHE A BRERED HERSIRENIGRT Token SRIZ(E B OEIR ( AHIESE SERIEH STS) .
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21 Policy ST8

BRI , A AliyunLogDefaultRole ERIA#E#%F AliyunLogRolePolicy , EBEMAF B fB 0SS
Bucket HITR.

AliyunLogRolePolicy HSHUEIAINT

{
"Version": "1",
"Statement": [

{

"Action": [
"oss:PutObject”
]l

"Resource": "*",
"Effect": "Allow"

}
]
}

EREEEMEEIEHRLE | BRRAE AliyunLogDefaultRole 9 AliyunLogRolePolicy ##1% , H&%
OSS %Y BIiEERIERT Policy , U AliyunLogDefaultRole,

FFHE Role 2R

BOANMBERT , OSS FAFEKS B AATRSEWKS A tlEMme. B, B A ERABEHSRSEIE OSS
B E.

R A BFKS a_1 FEFERzAGOIEETIRBEEYER] OSS #I , BBA , EWE A FENFKS a_1 %F
PassRole 1R,

HANRRZ= “pEiEd” Zm2HE  ERES A LA FKS a_1 %5 AliyunRAMFullAccess BBR. 0Lt , al &
B RAM AR , alLAEA B 5 A fIZHAGREE HERSR#E 0SS M,

AliyunRAMFullAccess FUBREEK |, 2N A BEH a_1 FINPRSEE , RIZEF%E 0SS FIIRR |, aTLUEX
FRIRREAY Action, Resource , 1073 ( 45643 RERHuid , 1ELASERRUid A ) -

{

"Statement": [

{

"Action”: "ram:PassRole",

"Effect": "Allow",

"Resource": "acs:ram::45643:role/aliyunlogdefaultrole”
}

L
"Version": "1"

}
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ThREiL %

HERSWENBER T I LRI EIAS , el LUE B SRS EIASIRITERSMaxCompute (/&
ODPS) , H—# T MEBIDIT R EEREIZHE. Bid HERSZIEHEEWEEIMaxCompute BB TS :

{EFRERE

BREET2EER BRI LU AEIRSS Logstorefy HE#iEEEEIMaxComputer,

ERESWETE

MFASRSHESRESREEETHAR S ENEEERY , TRESEARISE LKRE—EH
SHUEEBESAEIMaxCompute,

RO ERESRSANEEKEET(F

R HERSHAEEENBE (FEARRLogstored ) . AEProjectf HEBIIGERIARAY
MaxComputezktg , HEEE RS HrMaxCompute I HEEIE.

EAZDER T ASHIEES ALogstore/5H90.5~ 1MV NIFEAFEIMaxCompute , FEFPEILATESSHIS
"RIBESER BESARS. SANIIERFEIEEMaxCompute IEEZIIEX HEEUE.

ZEBERSHIATEE | 1B AEEUEEIMaxComputeIEURBIELAR HEZRST08E , TLULRFIRIEARR
FZRMER. UABNASNEREEE | 7o kEESEEINE.

ECEE

ZHHIRERSH—FKBAETNT

165F01527H20/3509513%>

10.170.148.237

ip:10.200.98.220

status:200

thread:414579208

time:27/Jan/2016:20:50:13 +0800

url:POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVJWA45A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
user-agent:aliyun-sdk-java

HEEMIRYip, status, thread. time, url, user-agentFEHERSBEIRIIFEREZIR , FEE NoEEP
Fazl,

lel
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1 #FlaEndEs
1.1 £ REERSHEH & LogstoreFIZREAH HEHIBEFIKIMaxCompute,

EENBEERRIA A EINIESRITRE. MaxComputeZiA\ iR EIE#EL, , A& MaxComputeitBit#Ein
2

1.2 EERSMIFERGRERE | RCSINTES.

IRUFTIEFRL0~ 20 EE | BIPOERF. MRBEFFEHINEAEIETERSMaxCompute (R
ODPS) , BEEHTIZLER.

thatt FnFa

Flis =R EAAccess KeysiHTilma kL ( B4 2Access Key ? ERNEEEE#HE =5

BRIE ST FRPRGBEAEIETERSMaxCompute ( JRODPS ) ,

2.1 HEtRTReT

FEERIRSAAZIE BESS MaxCompute (JRODPS ) ZIAIRISEIE | 5 R MESHESIBIEEST AR,
(RIS AREIRSS HEUREIA IMaxComputesk 7 ERIIIEIELH,

BHFIEESAMaxCompute , FEIEX MaxCompute$iEFl. X3S ARIRS FERABIIXEER :

AEHRSF

MaxComput MaxComput \ . -
MaxComput . B (2 H&RSF H&IRSF
53K VB (TR SRR (T mEmgs g

=) EEY) ) i
" : RIFREBF HERIERN
#iEs log_source string __source__ 5 H2e1p.
HERY
UnixAd a1
, M19704%
- 1818 A
HUES log_time bigint __time__ ’%{gﬁﬁ%q_ Fﬁééiiﬁ’\ﬁ;
e 2, HER
HER
time=E&it
=rE N
HUES log_topic string __topic__ %gﬁﬁ%? BHEEE,
=S time string time HEREF ErERE
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=5

=5

=y

DX

27

ip

thread

log_extract_

others

log_partitio
n_time

status

string

string

string

string

string

ip

thread

__extract_ot
hers__

__partition_t
ime__

status

- MaxComputeREDEE—NEUES. — M2 X5,

- RIF{REBFER#EINEMA_ partition_time__, _source__, _ topic__,

- MaxCompute BBRB D XEE6HRIRS , P XEBHELTEZEEANSE | MLABERSS
MaxComputeREZXFF3NMH XS, FEREEEEENFRIEADKXS , (RIEEEEIKREN

'EQ o

BAEREF
L
Xo

BHEREF
L
XO

,‘?}Léﬁ{%%?

X o

?:\Léﬁ“:{%%’?

X o

it

ATARE
7AY
XO

°

ETERE
ETERE

NERCET
FHTIRETRY
HEREHW
FRAET
key-valuefs
FILE!
json , i%
jsonE—=
5, AL
R AR
JSOniRE,

=] SR
time= XY
FitEmsE
, PXRIE
oEE , &
FCEINER D
HFiR,

ETEEE
ZFRREL
[BREZZERT
LAREERY
RIED X
HETE
R,

- RFREBFER  extract_others_ G5 E=F%E extract_others_ , IBEEEEHEFSH.
- MaxCompute XFNBWEARSTE" / "SERHRER , XEEMaxComputefHREB=FER.
- MaxComputeZ KFNBUEARSZIFE |, FrLABETEI D XY= RBEERERFE , =0 X5

AT ERBPHER.

3 KiEfcE

3.1 FES

I EIIEaZE | RIERERTHALogHUb —— HURIBTNH , EFEER#BMILogstore , HEEFF

=it
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LI EMaxCompute((RODPS B EE N EISFERERBAILogstore , FREFFBIIBLAH A\LogHub
— BERBTE.

G wd-testiog [ £ 3EFProjectFlz i+ 42 1

MaxCompute([EODPS )2 EE

2123

3.2 Ec BB

ffLogHub — BHERIBNEE EFRREKSFHERRE.
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| LogHub — 2iEIRIE ESAIEESEREIGS> >

| EESEREE

LegHub Project wi-testlog

=

LogHub 3123
LogStore =FF :

~ ey | logtset
*HWEE :

s HEEE - tmal

= ZPEnREE . | _SOUrCE_
_time_
_topic_
time
P
thread
_extract_others
* sx=En . _partition_time
status
= afiEyESsg | 20170606
I
* S AETEE | 1R00=
=
iRE Hig
EIE N
24
RIBEFR

MaxCompute Project

MaxCompute Table

L]

L= ]

oD

oD

L=

oD

oD

og_source
og_time
og_topic

time

thread
og_extract_otk
og_partition_t

status
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strino

hinint

strino

sirinn

sirinn

strino

strino

EX
BEX—MZBNER , HEREEE.
MaxComputeIIBE &R , IZIIEAIA/9FTEIEAT
Project , SNERELZEMaxComputeEZZF , TILA
THROERERIEEMProject,

MaxComputeZREiR , BEABEXHIFER
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MaxComputeZRZFRELEIEZEEHRY
MaxComputez,

B, MRS SMaxComputeREWEFI1EIRET

MaxCompute &7 NBEERSFRER , AUESHIEE

MaxComputeZRRIEBFERETRRFEERE,

7R, MES5MaxComputezk sy X FITHIRET

MaxCompute % X%l HNBESRSFRER , AUESHIEE
MaxComputeZRRIEBFERETRR FERRE,
R . __partition_time__#iHHAIREIE , &% Java
7 XESEE SimpleDateFormat,
2 AMaxComputelali M;;Computeiiﬁiﬁﬁlﬁjlﬁ , BIA1800 , Bafis

- ZEELBIANZ P OEIFIAIMaxCompute ProjectflTable , HEFiNER B2 EMaxCompute
BF , I TOEEEMEEProject,

- BEBRSS 1iEMaxComputeINEEZRRFER SRR TIRGT | iEIMaxComputeZRFIEARE,
MEIESA , MNFEHMaxComputeFschema , IEEMELEF R SHIMET KR,

- BERSBEUEN— ) FREZ A FMEIEI—MMaxComputeFRfI5 ( HUBFIEHKF ) , FX
HFRIUR.

2EER

__partition_time_ &=,

BRETHEEADKFE BT BEskHEEERMaxCompute B AT IRETRETTIE.

AERSRIEAETimeF RS XERAHELBIEAD XS, FigEMaxComputefaZRS X ERIR
%, S XIIRHESERS AMaxCompute[ElfERI3TF.

ZEISkiH , AEEEtime==ERE" 27/)an/2016:20:50:13 +0800" , HEIRBIBEILITE HIREB=FER
__time__31453899013 ( Unixidi8&% ) , AEEE THIRTEIS XAIBYELNT :

S \MaxCompute|aJi@ o XedEng= __partition_time__
1800 yyyy_MM_dd_HH_mm_00 2016_01_27_20_30_00
1800 yyyy-MM-dd HH:mm 2016-01-27 20:30
1800 yyyyMMdd 20160127

3600 yyyyMMddHHmMm 201601272000

3600 yyyy_MM_dd_HH 2016_01_27_20

1. BEDEREREFIEEEN | 1. REZSHRRNOXEBEBIIRSE (6/7) ; 2. BIRIKIE
ESHIEEED XEEVIRES12LAA.

2. LI b Xadiagst2niEsavss ) |, SthaTl22 Java SimpleDateFormatE =& Y HEfE
o, BRZSAIEEEREFR" / " (1XEMaxComputefIREBFER ) .
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_ partition_time__ fEFE%5%

{EFMaxComputefy=FFFERLLIRTmIRENE | FILABR KM, HINEIR201651826H— KA ATEE !

select * from {ODPS_TABLE_NAME} where log_partition_time >= "2015_01_26" and log_partition_time <
"2016_01_27";

__extract_others__ {EFA %

log_extract_others/i—NjsonZ=RFEE |, WNREIRBUZFERAJuser-agentE , ATLUH{TUNTES :

select get_json_object(sls_extract_others, "$.user-agent") from {ODPS_TABLE_NAME} limit 10;

1. get_json_objectZMaxComputefHAIFREUDF, EELEMaxCompute |AFHEFFRIZIRE
UDFRIBR.
2. ThftEE | BLAMaxComputer= REN IR LRIRAE,

HethR(E
L

fELogstoreFIRIRIBIN , Bt "B BRI ZRIRECES Rt THIE. HPanREeHmas) , JLMEAEERE
itEIRSMaxCompute ( J[RODPS ) {ZBURBRIKIERINEE  MRE "B ERIHRIIIEERER.

BB(ESEE

EEm "RiBEE" & BSRSEESENEBLREES. BRYULIEEH G EERIRERBESIPN
SHEERER. BNESEESRSESER.

NERGBESHIGER | FH e LSEENAYNERER

HIREE #EWT=
fEMaxComputef=hl & HEIAECERY
MaxComputeIil B Z=EAFE MaxComputeIIEEBFE , REAFENEE
EHtEEECE,
EMaxComputefz=hl & iIAECERY
MaxComputeZRAF1E MaxCompute REBEFE , RAFENEESR
FrelEaEcE.

fEMaxComputezHl SRR LS H SRS K
MaxComputell HZ=iE)a R A M HEARSSEN SHIRESIAFE , IRAMFENFESHHM

HERAR.
EREBESKEIRIMaxComputetgig |, i55%
MaxComputefgiz MaxComputetBX e B EMaxComputeHBA

R, BERS2ENERRIERRITENREIE
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FAFisEe

=.

HERSZSSANFREE L ELEMaxComputeZk EFffcEMaxComputeFRiga5 5 HEIRSEIRE
9%\ FERAVRETECE.

SRBESKEERE  FEEERER  BEERAEYLIBIEREN S "AERBESER" 5SDKk
EIlKMIES.

MaxComputedRiEZEHE

MaxComputefAFZ&RFRFIFIEIT :

| log_source | log_time | log_topic | time | ip | thread | log_extract_others | log_partition_time | status |

| 10.170.148.237 | 1453899013 | | 27/Jan/2016:20:50:13 +0800 | 10.200.98.220 | 414579208 | {"url":"POST
/PutData?Category=YunOsAccountOpLog&AccessKeyld=UOUjpekFQOVIWA5A&Date=Fri%2C%2028%20Jun%2020
13%2006%3A53%3A30%20GMT&Topic=raw&Signature=pD12XYLMGxKQ%2Bmkd6x7hAgQ7b1c%3D
HTTP/1.1","user-agent":"aliyun-sdk-java"} | 2016_01_27_20_50 | 200 |

B , A HEEEFEEERESE5MaxComputeSfERIAEEET & Data IDEXRHTRIIMLAIBIOHT R E0ES
1 XGRS EIEIN AR,

T MaxCompute¥GERHBINIR

INREBINTFEHITRRRERINE | SSHENASRE. BFNEHHBERFBIGBEEIREN,
EMaxComputeIl B=S[E NRIIABF :

ADD USER aliyun$shennong_open@aliyun.com;

shennong_open@aliyun.com 2HERFZAEAKS (BEAEEECHKS ) |, BRI N TEEEEUE
S AE|MaxCompute

MaxComputelfl B =S[8]Read/ListipRIZF :

GRANT Read, List ON PROJECT {ODPS_PROJECT_NAME} TO USER aliyun$shennong_open@aliyun.com;

MaxComputelill B Za)A0Z Describe/Alter/Updatet fRIZF :

GRANT Describe, Alter, Update ON TABLE {ODPS_TABLE_NAME} TO USER aliyun$shennong_open@aliyun.com;
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iAMaxComputetSIEE I :

SHOW GRANTS FOR aliyun$shennong_open@aliyun.com;

A projects/{ODPS_PROJECT_NAME}: List | Read
A projects/{ODPS_PROJECT_NAME}/tables/{ODPS_TABLE_NAMEY}: Describe | Alter | Update

ALiZ%EMaxCompute BRI EIRER T HESHT.

B AEREERSI—II08E , BEEEMEHEANEIRMNE. BUILUSEERERNETRETEHES
B ZEMaxComputesiZOSS |, MEUIRKEIFHEEEKSHTERS (41 E-MapReduce ) iBEEUE. —BEH
HEREINEE , SRS EESENESARIZBETERNETIRAEIR =M. NS EER T EE
HE , QIEZ FERE , BERSEFISRMT BFREESERE UE oL EEISENENAEIERBIRS

fELogstoreFIRAm , B AFTHES THIMaxComputesk 0SS , i\ BEGRESEEN@E. FRILEITLL
TR FEEGABES -

TR/ ]RGS
AR TS ER N ER R ERLogstore,

Bl ogstoreX R BN EIB T KR,

KIGBESEERTRES , FEEHECERIBIN,

[T=tstaz ]
FMNFHEEEIS IR , PR B S LIREAN.
EERBISHE

tR{ELogstore, EIERAMESKBRSHEHFEEEIRBESE  ILESRIRATEEEERBESRK
&, FHARE. ZRATE. EZATAUETE. ESRAEFFRER.

W&

ESHRBIRSELUT =M

K& =34 B

7] RBESEEETRE, FTRKE,

BT BESHITH, BHEEEEE BN,
ASEEREAN,. RBESE - BHEREOHE. FAERES

K SNEBIREEIL T iR , BRAE % %@ HEFMaxComputesy;

X, WMaxComputeZEEHIA 1B AEE OSSHY RIS e
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FEESRSIE. TRNE, &

wd-testlog | tiEEProkEctFIE ho w1

MaxCompute( FODPS )2 SE

o saet oaE wNt 1E 2%

HRETRNNMES | BERINETER, 0TERD , 09ER

FEER BE (238 - B Es 2

2017-06-14 13:57:44 1970-01-01 08:00:00 2017-06-14 13:57:39 QDPS

ERSFES

3| T

fxLogHub. LogShippersl , HEMRZBEMANE, RAABISEET5HEEN] ( LogSearch/Analytics) .
FEfh5 2L | SERYHEDTTAIIE

- KAU& : 37#F PB/Day iz E

- SRESIR : BIFAPI/SDKENOFEIR |, AgentiRHtFPREE E1ERE

- —EUER | BARMSALMESHT

- BiREER | —A , ERE (5TFEME ) TRL0ZHREE

- PITERER | —A , EZRDH ( SPMEEREG+GroupBy ) RIRE{ZRHIEHE
- BARE  ILSREREINSIRY | SHERER

A
STRY4YIRE (Query) © £ ( Search, Analytics ) FIAERAER, , BT

$Search | $Analytics

-&if) (Search) : EEFM , ATLABXERE. &M, HESF. XEFEEMEGFRMS%. RIZ
g, WRERFEETE
- 1 (Analytics ) : MERERSEBEHEHTIHHEMSET

BRI IRNIE , HSearchFBD ATERMAURENZASERATEEIENTBE ARG | EENERHTHIT
. SAnalysisfBo A=, KRRREFRER | AEEESLT

fogn
1. Fi88By  IRIEXEFEMG+ERCECEM A
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status in (200, 500] and method:Get*

s EEA=]

2. HTERS - XHEATEANURLEIEIRE , EASIEEIREHITARLT , $X5Top 100455R

select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as sum(out), url group by url order by c desc limit
100

3. AL EHITHE

status in (200, 500) and method:Get* | select count(1) as ¢, sum(inflow) as sum_in, sum(outflow) as
sum(out), url group by url order by ¢ desc limit 100

fEFtERe
FEEASH

1. Bx BSRSEEEHA.
2. 1RBERIE , AEIERREEREANR S,
3. IEEBIRESEAFREESESII TR &if.
4. BEA AN REERST > RE

-FEEA. SHREWRESIESREREHRERS| , SFERSIRIRE | MURRSIXINFHE

A8
- RAFEETHDITINEE  TLAREMER
EEEE e | eESEsN | SESREES | EE0EE

=
___ax

BB

095018 09/018 09H01A1
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* Logstore®fn

* 2T
FoE R

SEFF

* FERERSHT
FREWR

region
RequesiLines
TermUnit

Method

BiNiRE

RIEEARIEIRSER  TLISRGENRS5E , BRESAZIENEINEK 1B

%O

sls_operation_log

o)

=T
HiEEH
Esicl TN i
text
long
long
text . o =T

- FEEINFEEER B (Key )
- ALIRIRE £XEif
- THRIRE FREADHT
- O ENTERETFREM (Key)
- IRIEFEKR | IHFEFRR (Key ) BIEREZRSI
- BIR RS EHEEE
- ALURBREFE (Key ) 25|38 5longglEdouble

BINBEERE

A7)/

165F03B308
166F055304F%

10.101.166.22

EXERRY

HE

agent:testdagent
code:internalErrar
error:intemalError
message:a,b;c;D-F
version: 20160301

s

BETBERRS I RFhEZE

- KINEBIRK | %1% false TRAX D ANE |, BIEEX$ES "INTERNALERROR” #1
“internalerror” #BEEEIAEMEFIHE. WRIEE true , TRXD KNG |, REg@EIXHE
% “internalError" EGEIEFIEE.
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- PR  IRIEISERFAT  KESABIORS I RREE. flil—=BEEAENabicD-
F. RESRHPES ", " . 95 " " MEFT "-"  ILETRBID SRR
ia " a " u bll llcll " DII u FII .

 SNEH H)

FUE R

TrBERT L =@ &=t

FREAREN

- 2NEHSFEREAIXS . BHANES |2EIEEFREKey I NHRES , REEG— i
, ewEIaE), Fli0 , BEEGIG , a0REE “internalError” |, FEerrorflcodefm
Key &l BiZEBE& M

NERRFEAHIFerror “internalError” MHERS , EEREFRES|, TTER :

+ PERERESMT
FEE
FEHERR FrEmit Wk
e KNS S
error text =@ BNt
longKey long
doubleKey double

Hoh | FERER A ERAENBISEFRKey , HERIUEMY A/NSHUR 1 £91a%F
5 &3&i\ hrThee—. el ERNES IBEE , TiRIBI T X FEIANRE
error=2E&g “internalError” BIAERZA.

error:internalError

- RPN AT HEE , AEFTERRYETEHTER , FEBRERMREN "long
" (B 5F& "double” (/) | BRBEIEEREE , NN\EBRASERAELE
K2, WFZRNEAREEBEEEEE. Fia0 , BrLlBEd A T XEFEaRE TR
1000~200089longkey.

longKey > 1000 and longKey < 2000
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FitgE
EERI , BARERSLPEMTAL , 190 | IFTERBERA sum (inflow) , HETHER

avg ( latency ) , 8it&uv distinct_count(ip) , XJ=FRFE4NR substring(text, 0, 10) &, AJLANRERHITLE
BFRIFRSLT.

FEE
FEHEHX gt lmss

28 KIS SiEEF

error text =T @ B A .:|

longKey long .:|

doubleKey double .:|
—

fsEF

- BEISEE , ERomETIR

AL BEEEE, pimEE

CXEE ¢ IREIRE

CE  BEGRE

- Eh) : NgindplaBESE | ITEMIBAESHT, HERFREDHT

ga b~ W DN PP

s

- RS
- XILE - SBEEELKEIEERILY
- 33t - SEIECE+ESERAXILL

HEIRSIEH S0 APL/SDK ERgE NN HEEITIEE. SItER , EH XA TIFEEWINE R ER
BfEEaf B EaER. Rtz , SR LIsEEIMAEER, IREINEXKAESETOREIHER
Offset&(=R.,

IR FESHTHEYIEEEIRILogstorefIEIARTAIXI. Logstorei /@ FFigER
Project , EtiEIXiZARILAEIE LogstoreRy HETFHEEIHA.

DR

- RS ERRERRETEIERISHIER. FRFEREERERrATERERES <.

- RURIEAIEIA. HEFEIUHIR B A AREIR BRI B S RIGETE.

- REEMANRESLEMEEEARM. Fla0  BEEERE LR Ve NEanareE |, 8
R AR EIE LR X BT RMIERRET.

174



AEIRSS

FAFisEe

- Rt ETEAeE AR
BRIELR

1. &% BEIRSEEEHE.

2. IEFHEENIE , BEIE SRR,

3. SRR B S EHREER.

4. EEILIBAEIBEM ( BEE | topic, Xig=F , [HEEMR , HEEES )  AREALANERE
15]= TR

HiEE
EREAES] BEEEE 51 , HEAERHTOTSASIEAST.
Hifththee
AFHEEEATREIRPNSHERR | BERS DGR RIEEI IS HCSTRTIRE, G R
EREAIERT |, ST TASIRAE -

ERHBEAREE IR

BEAREER

BEEaRa R hREE AR  EULIERENN PERZRETRFREMG | BiEERix
BEFM—RER. RERFFRE  PEEEERFRM—ITENNES  BERSSEH
B ABREIREEIAER,

BERE

BEERR GRS ARER | JUNMZIRERIRENN. FIHESEREREN.

wd-testlog | EEIRTEFE

wd-testlog » || EEiAtopic ||jan BE. ||| 2017-6-14 13:57:24 ~ 2017-6-14 14:57:%
FREE | sutEs S| = B S
? R
g
0281055 02:13% 0281215 0281294 0201375 0281455 0281534
EMEF- |- HE0S- |REEEE- #E1208 STEF 105 H::

[Fs BRI EIE RN B EREIS 0.
FBEFSRHRESHE | TUEERFEERFRMNATHE XL ATER TR

[BXE LRI HIER | BNEER TANERRHESEARMNEERE | BILUREERK
EEERERNET AN SHFA.
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wd-testlog  EREFEERE
wd-testiog | [BtEAtopic |[1an B=. - [20076-14 133724 ~ 2017614 14:57: | [ EER

e S| F B | BT A
500

SN | SRR (R [REsE- =E360E SMEF 1 108 H:: -

EHE/ 1P AR

(1)17-06-14 13:52: __topic__:
35 ip:10.200.98.220
10.28.13.236 status:200
thread:414579218
time:27/Jan/2016:20:50:13 +0800
url:POST /PutData?Category=YunOsAccountOpLog&AccessKeyld=U0UjpekFQOVIW4 S5 ARDate=Fri%2C%2028%20]un%202013%2006%3A53%3A30%20G
MT&Topic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTP/1.1
user agent:zliyun-sdk-java

(2)17-06-14 13:52: __topic__:
35 ip:10.200.98.221
10.28.13.236 status:200
thread:414579209
time:27/Janf2016:20:50:14 +0800
url:POST /PutData?Category=YunOsAccountOpLog&uccesskeyld=U0UipekFQOVIW4 S A&Date=Fri%2C%2028%20]un%202013%2006%3A53%3A30%20G
MT&Tapic=raw&Signature=pD12XYLmGxKQ%2Bmkd6x7hAgQ7b1c%3D HTTR/1.1
user agent:aliyun-sdk-java

GIHERSIURMMERE. T4E. BhEE. SEENHELMRHERETSR. ST
RIEF DTRIR R RS EIZRREL.

=113

AEARSS AERRS TS A\ LogstoreRI H R ARE BRI [R5 S SERIEIREFAG R &R, BIRE X REXIEIIR
ZEREMAT.

- SERYEGE - BEPRIERAIRSS 2 X RIRTE (-180% , 900%P]. f54n , HERTEL UTC 2014-09-
25 12:03:00 , ARSSE84EIRY /9 UTC 2014-09-25 12:05:00 , MizHEEE A\LogstoreRSERTEZ R
51 , BEMBALogstoreZ|eJLIEIAZEIAIFERIFE 3 #0A.

- [HSREEE « BSPRIERAIRSS 2 ZRIRIAR [-7 x 864007, -900%)). fign , BRAE UTC
2014-09-25 12:00:00 , fR55=8UEIRT /9 UTC 2014-09-25 12:05:00 , iz BERAE/ 0D EERATE
. XERENE ALogstoreZ/AJLAFIRZEIRVER &Z 8 5 D1,

NREERNFTERRIATEIEERAN (NEIREAEEIFEK , CHESHEERAF) |, U—RERE
REFERBEE. EXTERT  BSRSSIECHERERELSE  AEREERPENEZEIRE
RARTE. MEN , RERSET 15 DHANERER. SEBKRNEREGEORERGT , RS
IR SEXRIERPREEEARBE TR TRESEE. A TRMEEGHZXERERNIER  BSRSSIE
FEEaPNERERS NI ESHaTFNEREGHRESE. RtHSRSTLALSELLERSHRERA
IR OFSRIR R TR AR,

50 SDK & H&

HERSIRHESHES (Java, .NET, PHP # Python ) #9 SDK , HiX¥ESHY SDK s 2IhReEEE
0. XF SDK EZFEE1ES%® BEIRS SDK.

59 API & H&

AR5 124 REST XIFEHT APL, EF HTTP ihisEHl. HEARSSHY APl B RMHELIsRETEEO. B
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h=Z150 B8RS APL

AT EBHEEEBREIRHSE | Log Service IRHt—EFIIEZRALIRAEDZMS. EEILUBEY Log
Service API #fY GetLogs # GetHistograms #Z[Oa&7E Log Service EHIENEONEIEEEDEE. &

MAEFRR X EIRSRARIEE,

FR5IE

ARG SHFEI MR A EZRS

- @XER5|  BETATEABRRITER , BAXDESEE (Key , Value) .
-BEERS| 18T (Key ) BN HTEIR , 40 FILE:app. Type:action, 7EiZ#E FEESFFHED

E-{iCL AN

BEXEIE
LogSearch EREHSIFUN T RHEF :
2R

and

or

not

timeslice

177

B

WHIZEFF. 7z queryl and query? , 7=
queryl 1 query?2 EFERRIRE. MRS IR
IHERAEEEXER  BAR and BIXR.

WERizERF. #2208 queryl or query2 , &
queryl 1 query2 EifIEERATFE,

SEIEER, F7 queryl not query2 , FnfF
& queryl HFEARRFKSE query2 AR |, BETF
queryl-query2, IZRFRHF not queryl , BRAZR
TNEBATHIEEAEE queryl AIER.

EAIESRATE—8Z1F query 5HE—
query , FBFIREIESA query BILTER.

7 key-value 3JHYEIF). terml:iterm?2 ¥ap—
A key-value X3, #NR key &#& value BT
, BERS|SIBEA key 2iFE value BIFEEE.

BRI S BRIEIRNFM. £A515A
EBEYEE— term ESWEI , MARIAIEE
Ki@iE, EBETE key-value HHIELASISAN
AT term Zp—PEK,

HNFF. BTHNEIS  BNEHEISETFSE
5 AIpEE TR, B0 "\,

BEZEA , el —MTERNEM EHTESZITT
B, 580 queryl | timeslice 1h | count,

a9 FIEERT | JRS KA EEIREA— 1N
RHTIHE |, FEEAVE timeslice 1h , timeslice
1m , timeslice 1s 2BIZFREL 1 /N, 1 58F

. 1s ER—NEEGR, 590 queryl | timeslice 1h |
count FRREF) query IXMNEM , FEIREILL 1
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count

INETRGIE) S R AYIEUREL.

TEEER , FREEEE

BRIEEXHEE , BTFER 0 NS FER , fla
: que* , IR[E que FFELAIFFB HIE. TR
 ZEARSIRAEIL00MISXBEIT TER

BEMEIXET  BTFEL—=F/ , tban

qu?ry , KIREILA qu FFk , LA ry S5 . FEHiE

EE— N FRHHFrE I,

BEiFFEA topic TEUE | FRUEET , AJLME

__topic__ query HEif 0 NEZEA topic BIEUE |, a0

tag__

source

=

__topic__:mytopicname,

HIFFEA tag key TEA™ tag value , fig0
__tag__:tagkey:tagvalue,

HIFEA IP g9%4E | a0 source:127.0.0.1,

BEENFRTATENMMENBTE | fa0
latency > 100,

BIENFR TATHEFTENENEE |, fia0
latency >= 100,

HIENFR MNTENMENBE , AN
latency < 100,

BEENFR MNTEREFTENMEREE | fla0
latency <= 100,

BARNFRTIETENMENRT | Al
latency = 100,

HAENMNFROTENEERNESE | FRTES
FrAXE , FRIMESFRAFXE |, ESFEE
ARMF | BFFEAETIE. Filgn
latency in [100 200]g latency in (100 200].

EEREARRAANS,
EEERFHRSCREERIRAFA > " > () > and not > o,
- Log Service RREBLIFXEFHEAN , MBEEBEALTRRS , BEH3ISOEK |

sort asc desc group by avg sum min max limit,

- BREEEXESIFIRERS I , MRBENDEAFHFA— | BBAEREERSNEIES

EEH.

- (FRSEEIANRHR R RAIZF IR ERE doublegklong , MNREGIRERERE , EHE

SCEEAREEALER , BERSSBZEARMEREMENERS| , TSR ENERAE

- NRIEZAIBESIEENN AR | ESREESRE | BFAZRIREIE RS =811,
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HiFhl

-ENEE aflbAHE : aand b ##E a b,
-B agEBabHNHEE aorb,
-8% aBEFEE bMHEZE anothb,
- FFERERAES a ;IEE : not a,
-Eif88 amEEa b, (BEAEHE cBHE  aand b not ¢,
-BEagEBa b, ME—E8& ciHE : (@aorb)andc,
-8 amgBEEE b, BAEE cHEE

-B% amME8a b, JEEA cAlEE taandborc,

- FILE =FERB S apsarafIBAE :

- FILE =FERB) & apsara 1 shennong BIHE : FILE:"apsara shennong" &3 FILE:apsara FILE:
shennong &#& FILE:apsara and FILE:shennong.

-85 and BYEE : and,

- FILE FERBL & apsara & shennong BYHE: FILE:apsara or FILE:shennong.
- file info FEREE apsara BIHE : "file info™:apsara.

- EFESISHIERE 1\,

(@orb)notc,

FILE:apsara,

- &L shen FELA9FRFE HE : shen*,
- 25if) FILE =FER T , LA shen FFEL9ETE HE : FILE:shen*,

200z latency in [100 200),
- Eifjlatency XF1009ATHRIEK , RE—MEX : latency > 100,

Hfthigix

fEEEE Topic Zif

B LogstorefRIETopicATLARID B — SN F=58 , S TEIEN | iEETopicJLRETINERE | AZIE

TRIEE. EILEAEF ILogstoreB _RHEE

SIEE— P ES A TopicH{TEIAR , (RWFFERERITopichi#{TER. EREANTopic , BUAEIAME

Topic FHYEHE.
a0 , SEFETopickkIoARHE THE :

time ip

1481270425 127.0.0.1
1481270426 127.0.0.1
1481270427 127.0.0.1
1481270428 127.0.0.1
1481270429 127.0.01
1481270430 127.0.01

method

POST
POST
POST
POST

url

Jusers?u=1
Jusers?u=1
Susers?u=1
Jusers?u=1
Jusers?u=1
Jusers?u=1

host

caliyun.com
caliyun.com
d.aliyun.com

d.aliyun.com
ealiyun.com
ealiyun.com

topic

siteE

siteE -

&l shen 73k |, LA ong £ , FEIEE—FRHET : shen?ong,
HFEHELL shen 73k , HEBELL aps FFLBIHE : shen* and aps*.
&HifLA shen FRELBIEERIS T | BERA 20 %8 shen*| timeslice 20m | count,

&if) topicl # topic2 THIRFEEWE : _ topic_ :topicl or __topic__: topic2,

- &1 tagkeyl T tagvalue2 BIFFEEE : __tag__: tagkeyl : tagvalue2,

- Bifjlatency KFETF100 , HE/NF20009p7EEERE | BRFE%: latency >=100 and latency <

KARFERTopicH# 7RI .

— Topic=siteA
— TOpic=siteB

—  Topic=siteC

Topic=siteD

—  Topic=siteE
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Topic EfEA :

- SFEAFTE Topic MR | EEIME NS NMEETopicRmEIIFTA TopicHIEUE.
- XFFEQueryEATopic , EANEIAA _topic__topicName, RERMASASZRFIRAIET | BITEURLS

¥hiEETopic,
- HFEIRZ M Topic , #HI30 _topic__:topicl or _topic_ :topic2 FEifTopiclfITopic2 FHIEHE
HIFEE.
Histogram Zifj

AERSHEIEARMH T BEXXENIEE. EfEEN:

where_condition | timeslice 1[hms] |count
h J3—/\eg

m A—5H

s A—Fbih

BYZTETimeslicelI241 , ATLARERNEZEXEAN, FlE0 , Eif 2 NVNETEEE | AERITimesliceS#0TM
LSRN -

Timeslice 2% Histogram [X|&}# BXBERN
1h 2 1 /e

30m 4 30 o

2m 60 2 o5k

30s 240 30 f#b

REERITSQLIIRETTEIIRE | ZIIREES T EIRTIAEAISQLAYTETIRE | WERERETITE.
EERDTINEE , KAEERASRETRESQUERNFR THEINIX | H#EESEENPRESE.

EETA

status>200 |select avg(latency),max(latency) ,count(l) as c GROUP BY method ORDER BY c DESC LIMIT 20

HEAREX
[search query] | [sgl query]

search&MHFIHESRMLASE , FRbAsearch query A\BEHRITRHEEN AL , FHXHXLREHTSQL
queryit&., search queryfNiEBENHERSZERIE L , SIEENH.,

IRAgEE
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SQUERLEH

- SQLEAHAFEEE fromFafiwhere 74 , EilfromFRMNZEFILogstorefIEIEFEIE
. Where£{4gsearch query,

- XEHFEIEFESELECT, GROUP BY, ORDER BY [ASC,DESC], LIMIT, HAVING,

- BUABER TRIRERII0NER | (EREIEZiEM Llimit n, FI0* | select count(1) as ¢, ip group
by ip order by c desc limit 100,

BN FEOSTFNEEFN TANE.

SELECTF4J

SELECT t#%%& M operator , P operatorZ ALl &, SziEHJoperatoriF :

BRI

50 aX Bl

arbitrary() BEHLRENG IR —ME e methon

avg(x I ety et

THEE—FIRchecksum , iX[H] latency > 100 | select

checksum(x) hase644%H3 checksum(method)

count(*) THTERE—FIRTE -

count(x) TR SIS N e o)

seometc meats dmmarsy | g d00 s
BT EREAIRHE | XIRZAY

max_by(xy) RSy ERAERT , gl Menod + latency>100]
max_by(method,latency)
B REAI31T , XIRAY

max_by(xy.n) Ry SR , sidoE | menod « latency > 100
max_by(method,latency,3)
EHRERTRARAIERK | XIRZAY

min_by(x,y) IREIHYING/IMERT , x5RIAYE ~ method : * | select
min_by(x,y)
ERERTR/NAY31T |, XIRIAY

min_by(x,y,n) IRElYER/NEINTT , XIRIEIXEIE method : * | select
max_by(method,latency,3)

max(x) EEE A latency > 100| select

max(inflow)
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min(x)

sum(x)

bitwise_and_agg(x)

bitwise_or_agg(x)

R

g8

histogram(x)

map_agg(Key, Value)

multimap_agg(Key,Value)

=

iBa
approx_distinct(x)

approx_percentile(x,percenta
ge)

approx_percentile(x,
percentages)

numeric_histogram(buckets,
Value)

Fi 5k

5

corr(y, X)

REI&/IME

IR[EIXFIRIFD

ME—FIRFTEEEManditE
ME—FIRIEEMortE

ax

REBXAIEMEGROUP BY |, it
Ecount, EEBYFselect
count group by x

REIKey, ValuefBRiHImap

REIKey. ValuefHRgHI%ZValue
map

ax
EEXFIRIE—ERI N

XFxFIHEER |, FHARLITF
percentage{\ BERIEUE

5 LiRRERM , BelLUEES
“Npercentage , HHEN
percentageXd R AIEUE

XNFEUES | P& MERITHLT
. BValueix—31 , 57|
buckets™ME , IREIEMERY
KeyMXIMAJcounty , =T
ErYEERYselect count group
by

=34
LHMFIRIEXRE | FERMO0Z!
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latency > 100| select
min(inflow)

latency > 10 | select
sum(inflow)

Bl

latency > 10 |
histogram(status), _iRiEi%
Z[EFlatency > 10 | select
count(l) group by status

ERE M methodiIRENHI
latency : latency > 100 |
select
map_agg(method,latency)

REE M methodIETERY
latency : latency > 100 |
select
multimap_agg(method,latenc

Y)e

Bl

AT —HUERIEE

: approx_percentile(x,0.5)

approx_percentile(x,array(0.1,
0.2))

XPFPOSTiEK |, HEIERT A%
10M@ . BB

: method:POST | select
numeric_histogram(10,latenc

y)

Bl

latency>100| select
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1
covar_pop(y, X) HHERANGE
covar_samp(y, x) TTEEARDGE

regr_intercept(y, x)

regr_slope(y,x)

stddev(x) Eistddev_samp(x)

stddev_pop(x)

BTN =1 N5 B VL= 72N
YRIKEME, xZIR(E

IR BN ERIZME R,
yEIKEYE, xEIZ(E

REXFIRIEEARREEE

REXFIR S A RIEE

variance(x) 8 var_samp(x) HEXFIRIERGE
var_pop(x) HEXFINER G E

CC

FEEAT

-

HHEERTF + - ¥/ % . JLUBAESELECTFa,

B

*|select avg(latency)/100 , sum(latency)/count(1)

WHRE

corr(latency,request_size)

latency>100| select
covar_pop(request_size,laten
cy)

latency>100| select
covar_samp(request_size,late
ncy)

latency>100| select
regr_intercept(request_size,la
tency)

latency>100| select
regr_slope(request_size,laten
cy)

latency>100| select
stddev(latency)

latency>100| select
stddev_pop(latency)

latency>100| select
variance(latency)

latency>100| select
variance(latency)

BRI =34

abc(x) IREIXFRILERSE

cbrt(x) REIXFIBIZ SR

ceiling (x) IR[EIxFE_ERERAVEERE]

cosine_similarity(x,y)
degrees

e()

exp(x)

IR EIREER A ExHy < [ERIRAEIUE
TEIMERC AR

IREIBAFEE

IREIE RIS
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floor(x)
from_base(string,radix)
In(x)

log2(x)
log10(x)
log(x,b)

pi()
pow(x,b)
radians(x)
rand()
random(0,n)
round(x)
sqrt(x)
to_base(x, radix)
truncate(x)
acos(x)
asin(x)
atan(x)
atan2(y,x)
cos(x)

“sin(x)
cosh(x)
tan(x)
tanh(x)
infinity()
is_infinity(x)
is_finity(x)

is_nan(x)

FRFEREREY

55tE
length(x)

levenshtein_distance(stringl, string2)
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IR [EIx[A) NI RIEEEY
PAradixift HlfEREstring
I SEZSTE
REILL2AE , xBIXTEL
IREILAI0AE , xBIXTEL
IREILAbANE , xHIXTEL
IR[Em

REXRIDIXE
IBEEAREITE

R [EIREHEL

RE[0 , n)BEH1EY
xUERAA
IR[EIXAIFEFTHR
ExLAradixifHzR
EFIREVINEER
SE A

RIF5%

RIEL])

y/ X8R IEY]

RIA

1F5%

XUHHRTZ

1EY]

XHHIEL]
doublefzX{E
TR B RRAE
TR B RRAE
FlMT R B REE

=34
BRKE
IREIFANFFFERIER/NRIEIEE
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lower(string)

[trim(string)
replace(string, search)
replace(string, search,rep)
reverse(string)

rtrim(string)

split(string,delimeter, limit)

split_part(string,delimeter,offset)

strpos(string, substring)

substr(string, start)
substr(string, start, length)
trim(string)

upper(string)

concat(string,string......)

BN

A MIR= B
1BFRraastringdRYsearchiflis
EFRrERPstringisearch&i Arep
EtEstring

Mt RFER S RN EF

IBFrrERD Ripkarray , &RESEIimitME. £
ERIVEAR |, THENLFR

BFrrEoRiarray , Bl offsetNERTER, £Rk
RIERPEE | THRAIFFE

ERFHBRPINFHEFRME. RESERMLFF
A WIRAFENREO

IREIFFFERRIFER | start TR 1T
IREIFFRFEEAIFER | start FiRM1FFEA
e R AN RN BT
HUNKEFFF

RN B N FRFERIHERA — TR

T FHREERRSISES  WaISFFIIE. flgl - a=" abc’ FrFla=FfFHabc ; a=" abc”

Fafl=abcl,

BRI
Ee

current_date
current_time
current_timestamp
current_timezone()

from_iso8601_timestamp(stri
ng)

from_iso8601_date(string)

from_unixtime(unixtime)

ax

EPN=

Bt ; ¥, 2 X

ZE&current_date +
current_timef9%5 8

IR[ERT X

1Biso860 1A [AAE{L Ak THAT XY
A&

1Biso860155(L K

BunixB[EEE(L R TRIEY
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HHl

latency>100| select
current_date

latency>100| select
current_time

latency>100| select
current_timestamp

latency>100| select
current_timezone()

latency>100| select
from_iso8601_timestamp(iso
8601)

latency>100| select
from_iso8601_date(iso8601)

latency>100| select
from_unixtime(1494985275)



AEIRSS

FAFisEe

from_unixtime(unixtime,strin
g)

localtime
localtimestamp

now()

to_unixtime(timestamp)

LEAMESZFEMyYsqIRTEIST , BiE%a.
R

date_format(timestamp,
format)

date_parse(string, format)

{EFRREMS I — MR G

PAstringRRX |, #Bunixtimetg
1Bk B2

ZRUASE)
EElENIEI 7

Z@EFcurrent_timestamp

timestampZ&{t i unixtime

%b. %y %,
=34

{EtimestampiE{LaLLL
formatiexxF =

BstringLAformati&UiEAT |
{ERktimestamp

*|select from_unixtime( __time__ - __time__ % 60) as t,

truncate (avg(latency) ),
current_date

group by _time__ - _time__ % 60
order by t desc

limit 60

URLEREL

URLERESZ MR AU B R PIRENFRR | — MvERIURLY

[protocol:][//host[:port]][path][?query][#fragment]

23 6
url_extract_fragment(url)

url_extract_host(url)

ax

REVHURLAAfragment |, 45
EBgvarcharz$sy

REHURLHAJhost , 5517

186

latency>100| select
from_unixtime
(1494985275, Asia/Shangha
i)

latency>100| select localtime

latency>100| select
localtimestamp

*| select to_unixtime( ‘2017-
05-17 09:45:00.848
Asia/Shanghai’ )

22

latency>100| select
date_format
(date_parse( '2017-05-17
09:45:00" ," %Y-%m-%d
%H:%i:%S" ), '%Y-%m-
%d’ ) group by method

latency>100| select
date_parse( ‘2017-05-17
09:45:00" ;" %Y-%m-%d
%H:%i:%S’ ) group by
method

-

*| select
url_extract_fragment(url)

*|select url_extract_host(url)



url_extract_parameter(url,
name)

url_extract_path(url)
url_extract_port(url)
url_extract_protocol(url)

url_extract_query(url)

url_encode(value)

url_decode(value)

IEMITURREL

EREE

regexp_extract_all(string,
pattern)

regexp_extract(string,
pattern)

regexp_like(string, pattern)

regexp_replace(string,
pattern, replacement)

regexp_replace(string,
pattern)

regexp_split(string, pattern)

varcharz$gy

HEENHURLAAIqueryHh
nameXJNAISEUE , FERA

varcharzsy

REVHURLFApath , ££8A

varcharz$gy

REHURLFHImO |, &R
bigintZ$#Y

HEENHURLAAIINY | R

varcharz$gy

REUHURLBAquery , R

varcharz$s,
SFurlif 7 X JRhS
SFurliF#{THRED

IENTRET— R | FRREIFZERN—ED FE.

ax

REIFHFER P aRIENITHIFRE
?ﬂi’ilﬁl%%%—/l\?—ﬁ%i&
H

IREIZFFRFERa PRI IENIT RS —
NFER

Hr=FrERRASmHRIENT | IR
EboolZA |, IFMeJLAR A
hERFERN—E D

BFRFESRRENRRLE
Rk replacement

1B Rraashap R IENZCAIBRS
bx, B=T
regexp_replace(string,patter
m,")

(ERENZUEFFFeERTI5 EE

187

*|select
url_extract_parameter(url)

*|select url_extract_path(url)

*|select url_extract_port(url)

*|select
url_extract_protocol(url)

*|select url_extract_query(url)

*|select url_encode(url)

*|select url_decode(url)

I

* |SELECT
regexp_extract_all( ‘5a 67b
890m’' , "\d+' )&ERA

[ 15I 'l 67’ II 890I ]

* |SELECT
regexp_extract_all( ‘5a 67b
890m’ , \d+' )RR

1 5[

* |SELECT regexp_like( ‘5a
67b 890m’ , "\d+m' )R
Jatrue

* |SELECT

regexp_replace( '5a 67b
890m’' , \d+' ) a' )&R
79' aaabam’

* |SELECT

regexp_replace( ‘5a 67b
890m’ , \d+' )&ERAK a
bm'

* |SELECT regexp_split( ‘5a

67b 890m’ , "\d+' ) &ERA
[ @/ b/ m]
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JSONEREL

JSONEREY , afLABr—ER==FTER 0JSONER! | HHEIZEUSONSRIFER., JSONFEFFMLEN - mapfl
array, HER—/\FZEERMEFTAJISONLRY , BRAREIIEnull,

RS

json_parse(string)

json_format(json)

json_array_contains(json,
value)

json_array_get(json_array,
index)

ax

BT EREE(LAL SONSEEY

TBISONSEEUE LAl ER

HF—NISONSEEUME | B
—NE (AEE—
JSONSE ) BEBEREME

[Ejson_array_contains , 23X
ER—"NSONEEAIEA T RXd
RIAYTTER

HHl

SELECT json_parse( '[1, 2,
3] ) EEERISONSERIEH

SELECT
json_format(json_parse( ‘[1,
2,31 ) ERAFEH

SELECT
json_array_contains(json_pars
e( '[1,2, 3] ), 2)a SELECT
json_array_contains( ‘[1, 2,
3] ,2)

SELECT
json_array_get( ‘[ “a" ,

ub" , ucu ]I ’O)é:él:%?gl al

SELECT
json_array_length( ‘[1, 2,
3] ) IREIEERS

json_array_length(json) IR[EJSONZEBRIA /N

M—ISONIIEHIREUE

, JSSONERIZANE AL
$.store.book[0].title , iR[E|%:
BE—/NSONII&

#fbljson_extract , {(ERiRELE
REFFRSR

SELECT json_extract(json,

json_extract(json, json_path) '$ store.book’ ):

json_extract_scalar(json,
json_path)

SELECT json_size( '[1, 2,

SREN SONRISREETARIA /N 3]' ) RELEER3

json_size(json,json_path)

SRBINISRBILEIR

HERSEE DTSN E S Elong , double , textz¥AY, EEIEFIFHISREIEE
bigint , double , varchar , timestamp , int%,

SRBUEHARREY , SEHRHERE —F e HpiEERE, |

cast(value AS type) — type
try_cast(value AS type) — type

SELECTZFIitH

SELECTZANFaZELLES () D E.
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=3y
*| select min(latency),max(latency),avg(latency)

GROUP BY iEj

GROUP BY 37#5%%1.
=21

method:PostLogstoreLogs |select avg(latency) group by projectName,logstore
GROUP BY 3#5GROUPING SETS, CUBE. ROLLUP,
=201

method:PostLogstorelLogs |select avg(latency) group by cube(projectName,logstore)
method:PostLogstoreLogs |select avg(latency) group by GROUPING SETS ( ( projectName,logstore),
(projectName, method))

method:PostLogstoreLogs |select avg(latency) group by rollup(projectName,logstore)

HAVING

THRESQLIIHAVINGIE % , F1IGROUP BYEZS(HEF , AAFidiEGROUP BYRILEER,
G

method :PostLogstoreLogs |select avg(latency),projectName group by projectName HAVING avg(latency) > 100

ORDER BY &%

ORDER BY AT HIHERHTHEF . BRIFSHHER—SIHTHIR. &%

order by %% [desc|asc]

=21

method :PostLogstorelLogs |select avg(latency) as avg_latency,projectName group by projectName
HAVING avg(latency) > 5700000
order by avg_latency desc
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LIMIT &%

LIMITIRIR— M F , FR&EZSHENTE. IRRNHFOILUMITIET , BAREH101T,
IR AHELimit offset, linesiEjx,
FE

*| select avg(latency) as avg_latency , method group by method order by avg_latency desc limit 100

Case wheniE;

7¥Fcase wheniBik , XHESEHEHITIAZE. HIa0 , Mhttp_user_agent2EER. , 13ZAkandroidfliosi
FhsEAY -

select case when http_user_agent like '%android%' then 'android’ when http_user_agent like '%ios%' then 'ios' else
‘unknown' end ,

count(l) as pv

group by case when http_user_agent like '‘%android%' then 'android’ when http_user_agent like '%ios%' then 'ios’
else 'unknown' end

fsE LAl

FZEHESOHRIPV. UVHIRSERXINAIBFIEK | I &REI10MER

*|select from_unixtime(__time__ - _time__ % 300) as time,
count(l) as pv,

approx_distinct(userid) as uv,

max_by(url,latency) as top_latency_url,

max(latency,10) as top_10_latency

group by _time__ - _time__ % 300

order by time

HEEA—ESXMY , 8—FREATHCER—EH , AEEEARINEFEY | EENETRAEILIER
BIEHFIINRETE.

AT ETXERREERERR (H8 + X4 ) MEP—FKBAT , BizESERBXXAPRIRIE TR ( £X
) HEETHRASE (TX) thE#kiisk , THZE DevOps R T T EB R LXK KRBT

°

ASIRSEHSRHTINEIRE , SYLEENeEEEEASEREXGFRI L TXER | I IUT
R AT hE EEE TR, BYEEEERSHLETXER | SR LIRS HIEHE P RIES
HEXSPEER |, T3EEMTE
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RIS

foIgn , 020 FhsEmMubFERRSS 28 EAVER B EERICR—IRIT BpEIAIHIT |
BFER > MEER > /REYE > IMAWYE > T8 > TR > AR > £RiTHA
ERAFPTERANT | zHARFTEREEM VR, E5ETERG  FEEERBRARFIAES

BERR , AEREERXERNRAFERENE—aes , LUTER ID AXEEERNARERBEXG , #BE#
W P ERRKURE.,

EEERS S, JLURRUT SRS !

1. BIfRSS AR F R HERER i Logtail , FEIEHE ERIMEEE. AEREERE , AJF Logtail
A HEEEHE.

2. BIESIRSGS AEHE BEEARNE |, FEEARIREIT SR ID HENTRLWEE.

3. LEFRERATAEE B EBREEIAMSZHEINECHHER (F1A0 - ERRIIREK ) .

................

]
AN /' Logtail ] L ¥
N e " HERE Semmmmmmmmm e 2 Mmmmmm—————

TOREMLS

- MEANNRRER , BEXHSNE G0,
- EATRSENE EILUEEEENS. XHRNEEES ETYER  TREREAIREEATX

.
- BESHRENNELER  EESRSEHGEENARREEMNIEASEBHITLETYXES , i
ER LIS INE.

- FREORSSEFETEA RS EEX A5 (rotate ) ERRVEIEEX | BIRSIRSEHIG LR
ALEEIENEE.

HIESAF

- i Logtail REA®E LEEIERIESE | FRelEi=RE. XERELINTERCEE
- JHiE BEER5|Ei Ihe
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R R EAThEEHEINGIR B Logtail RERE LIERVEEE | BREETE SRS IER 6.

BEPR

Ex ATRSEEEHSA.
EEATRAME | BERE R,

£ LogstoreFlzk IH , EEENHEEHREHTERSIZITH &if.

ERERTHME—RETHENS ETOUR #H% | RBiZASH L TXEEIRE.

200

o e I s S I e, S s s ) S N N s N
24431880 2645158 284158 305158

HUET ~ |RTAHES ~ [HETE - R 8a6E -

EfEAP ME

{1)17-06-12 10:24:14 __FILE_ :srofiofeasy_connection.c _ LEVEL_:WARNING __LINE_:1581 _ THREAD_ :25241

" £.98 log-timeout_mesg: 0x7lel36bb1048, time: 0.4DDB16 (5), packet_id: 1234682912 10,153.136,88:1026
ETFXHE] @EEE 4803990, eror: 0, s->timeout: 400

EFX microtime:1487234254604015

Eh—5REE , BE LT,
ERIENEBRREI LR X EaR.

l _THREAD__ 4917 I BT ERRIDEE

_HERALTE B WEPNB’IﬁﬁlIIMI&ﬂ

LU T A8 L AT L A S AL LT ST AR 1£us LG

.5 | logmot found session, packatid=621814528 10.150.138160:10261.229, 0<5TSo48. . server. recy, respond_st=1
4570103ES0BE531, cliant
microtme1 487010360068648

106-05 20:42:50] 10.153.136.160 __FILE_swrGofodsy_6canocsone _LEVEL {WARNING _LINE_ 1561 _THREAD_ 4917
4 | Tomimeout_misg: 0aT30a521048, tne: 0 400062 . packet i, B2 1810367 10.153138.103: 10261414 bt st 1257010370 301057, now: 1487010370.301698, erro.

microtme:1407010370301684

[06-09 204250 10153196160 __FILE_ssecio/asy_connacsans _LEVEL WARNING _LINE_1252 _ THREAD_ 4917

g | Tounor found sessian, packetidu2 1816867 10.150.136103:10261_414._Dceasinds, pr—— | respend_atet
- 487010370488819. client:

icrotin:1 40701037 0483202

[08-09 20:83:00) 12.153.136.160 _FILE_ssrofio/nasy. connecton.c _LEVEL _WAANING _LINE_11561 _THREAD_:4917

g | teatmeots {e). packetk 10.153.136.160:10261_228 Ox5T51c4B:43318, bit: 1487010300.171862 st: 1437010380, 171883 et: 147010380, 572587, crw: 1437010380 572502, a0
£0, ->timecut: 400

microtn 1 4701038057261

[06-0820:13:00] 10.153.136.160 _FILE_-wrofiofeasy.connocson C _LEVEL_WARNING _LNE_1252 _ THREAD 4817

log:ned found session, packet jd=821838102 10.153.136.160:10261_220_0x5754048. now=1 arver: reor. ressend_at=1
497T0103BO752005. client:

o1 40701 0360752058

[06-00 20:13:08] 10153130180 __FILE_-wcfinfeasy_connecson ¢ _LEVEL WARNING _LINE_ 1561 _THREAD,

43 | 1iotmeout.mess: 0x7Ic124207048, time: 0400045 ). packetid: 821854963 10,163.106.150:10261.220.045751648:4331B. b 1497010360.126052 ot 1497010084.120071 ek 1497010390 526056, naw: 1497010088 528007, &m0
0, 3->timoout: 400

microtme: 1 £0701 0398528128

[06-09 20:13:08] 10153136160 __FILE_-wcin/easy_connecsion.c _LEVEL WARNING _LUINE_ 1252 _THREAD_4017
Ioanen found session, Backel id=A21ES4BEI 10,155,136 16D/10G61 778 OKSTSIOHE. s mev resnon =1

B e e

+1

EREESRRE L NRNERET ATELNATEE. NFEREEE LTI, BT &

B 5 & HTEImE.
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AERSSHFETEN BEERER #HTIRE | GBI REREMNEEMRERNSLIEELNRIXENE
EF.

HEARERN :

1. EEEREEIA.
2. RREMEITRIERIR , ATESHAIRESR M.
3. KIXFE(E/EEREER.

$B 1 EEREEH
FERRETT

ASERSERILIESIATRMAONETR | GRESREMGERA. SREBRE A AIUERREGHH
THE ; EREHHURHRERAGFHE S HIER | REFS.

EREZRE

flan | EEIRERIE 15 D8P EE error BIEUE | &9 error, —HBF 477 &, ST ¢

si5_shennongworker_log ~ || Bk, R |ermr ‘ 1554~ 2016-12-15 11:54:15 - 2016-12-15 12:09:15 | B
RAAE  mHEE F3IEE-| BER-
B 56815 B 58S 123 2] 158 04715 # 0BgS ® o 0BFS 24
N seB0R, BRER 0% [ |

»
65125158 __FILE__:ea
5493209 _WARN

BEABER Key, Value BE |, EaTLXIEA Key T Value IREIRE S

MFERERKET 10 FAER , IRENWRAMT A1l0% |, HHEEHEI—FKHFEEMG 8
SRURIRE,

MIXMGIFRILLEE , IRERSHIMT 477 &760 10 &, FERE. RHHEENFITHERITIRE,

ZERgrt (Histogram &iff )

FERGEHENN timeslice IHAMERERENFITXE , 21T (FHAFIEEE)

where_condition | timeslice 1[hms] |count

hg—/INeg , mA—5H , sAH—bip
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BIgn , B EAEEM— I XIENCR , &4479 error | timeslice 15m | count as ¢ , Z55R40F :

sis_shennongworker_log pic , i% ‘ error | timesice 15m | count as ¢ ‘ 1558 - 2016-12-15 11:54:15 - 2016-12-15 12:09:15 & m
AT | GitEE 3Rt - BEA-
1 « 52 E T4 T
ST | DR - R SR BT 10 |«

165128158 9258

11RF54531580 ‘end_time:1481774400
more_data:faise

165128158 12557

1210043008 ‘end_time:1481774955
more_data:false

At , ATLUR— 15 ¢ > 10 RHBmZEA 15 o XBRNEERE S error XEEEEET 10 53K
HITIREE
BT timeslice 1928 , ATLARBAEEXEAN. Fl40 , iCR 2 NMNHEOREEHINE.

BEPER

=R ATRSEEEN S

IEEEFTRAVINE |, BEIBE AR

£ LogstorelIzk TuH , EEAFEANHSEFRERETERFITH B8,
TRIEFRKIEERTE (Logstore ) . £/ ( Topic ) IEIEEAE , BRIBEHF.

BENHA AN BFA > (REER. SERSHRFARESIA.

testyu2 | [Feronc ez [

IRERETIEFIEF RS H#BRE.

- BEER | iR e,
- RIS | REEANETR,
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RESEFE
BfeER: | FERESS -
RESEER: | test
Bt
H=E=(LogStore): | testyu?
BEEIS(Topic): | SniEnab=EES | A=A ET . Aol EEEN
=HEiEh: | SrEabTEEEEa  ATHAET  AuEE

$BR 2 I HREAN

BERSHREIRETERE SRR EMN.
BE BEH > iRE. ANEEREN .

IREREMNFFEAT HBRE.

IREBAELBRISHHFFIERE 1 iHRMRSS (MNS) ’EF,
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=

I2m SRS EN SRS SIS ElogstorelllE | MEISHIESEIEHIRM
=

*EZEHINER: | eror-count-monitar

EEHNESE:

¥ CRESEER: | test -

* EoEEEETE(Er): | 600
oS E B RiEsais3600s , EHEESA1/ T

i
HiTEE

* EEEE(Dw): |5
EEEREERE S min , BEERE

* oA (1
EEEE:
* FEER |C
* B | AT -
* EERE: |10
BEIHE:
*EHSE:

BeisNASETSSIAENEEE | BEER

ERE

Rz =Sk

AR53AR

REERER | BRsHHERCEIEIRERIR,

HEERRE : IRSBIHERPUTIREEIEINAIEIERTESEE | 600 RIXI&RIL 600 MEIHITHEERIZ
BIRS A TEIA.
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IR BRRSIHEXIRENNLER S FFIERE X EFHA9RT 10 FKEUE,
WEER : RSHEXPUTIREC SR EER ( BT, &/NEEZEF Smin) .

AR - IREMEIEERNRANREL | LLaniElEss 5 o8, 2 AREL 2 RIOEHBIREFMBIRIX
RE (RERWERAN 10 9% ) .

FERER : BEABFRETIRERN Key SR,

PUBAF « STFEUESR ( KTF/RFEF/INF/INTFET ) FIFRER (BER/ENTES ) | 7BBWT :

R HF

ZFRERTHE $count > 0
ZFRENTFEUE $count<200
AFETFENUE $count>=0
INFETFREANGUE $count<=0

Ui =2 $project like “admin”
ERE $project regex match

T8 3 EEREER

BIESERIRERNINE | BALUEERFRIIRESER,

R BSRSEEEHS.

EEEFTRIIE | BEBRREANN S5,

£ LogstorelZ: M , iEFEAMSA=+AY LogSearch - &5 |&if > IRE.

EREEEMIREMNAREANN EERECR ITEEEKMRESR.
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error-count-monitoriZZ=iCR®

3 /At & it 12 et 1% 2%

BEFIEERTIE RERAES

2016-12-15 12:25:06 1200 > 10 FETH
2016-12-15 12:30:06 100 > 10 FETH
2016-12-15 12:35:06 212 = 10 HEth
2016-12-15 12:40:06 1100 > 10 Hith
R SHET  0F <« - .

- B - MNATHHVT | FEREMAFBE AT,

- 5K EAL IREAIN. SERNRERAR  ATLAEE IREMRTFHS SREITFAEE.
- BRI, —RRIIEERIER.
- EERKY | BIERIE.
- MUERKY | BREMUSEHFIREEEEEE .

REREEN

a1, —MRERERSHF—NFISHE | B—1MFSE—XEREEN LR 20 £,

HRERSMNSIE

AERSEMIRECHIERIRS (MNS ) 1718 , SIFEEXSEMHTESHE. HEREERESN TSR

- STBMANE 125, B, httpE
- AJERREEER , fIEHTARE
RErE

ARSI H G E AR A H R RS
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HREEhiE:
v
* REME | message service
4

BANSRE 0T
IR A A AR S U IR R R

HIHR RS G

i. SRR,

ii. FEEE—HbE (Region) , A RERPIEZEHETRS-LOG,
iii. AEHEN—ER,

iv. TR A SRS IIRAIProject , LARIREESIER,

v. SB4SEEIEE Trigger:Alarm,

vi. EMEHERZR , flRNER, PG, SHTTPE,

BN

e
Message Service E-teotbEIE

BRET: CERGE FHRCSTRE A0SR0, FRNL05HEE.
AFY - |
BEER: (ERANINFREARE, SFNNERFEREETEARE

| * B 51
v &
= |
| * FEE & B#ES LOG
| ¥
| Rk ILE=S 5 : log-alarm
bbb 1
J—
e Project: | ali-cn-hangzhou & Alarm: | aaa X

w0 ITEATLLEDD 4 A EREE

CEfFRR O | ‘ Trigger:Alarm |

BRRT: AERUESERN, TESHEAMEF

- -

push| ‘ X

w0 ITEATLATD 4 TR

HEEMSRANSIRY , AJLUBT RN EERES MRS,
i. AREENNAIME |, IREMNEERTR , DISIESHISEL ( param ) FHRENAE

( message),

{"project":"ali-cn-hangzhou-sls-admin", "trigger":"aaa","param":"message service",
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"message":"2138 > 1"}

FRERAT TS AIRUER.

j E. o v 1, E - :
HEAE {"project":"ali-cn-hangzhou-sls-admin®, “tri

Oger':"aaa"," param”:"message service", "m
gssage""2138 = 1)

EREERSHE | BRTEESIHETHRATS (Query ) 5, BAITLUSERNEIRRTE :

- {432 ( Dashboard )
- RIEEEIT ( SavedSearch)
-REE (Alarm) BT REEEOE

SRR
BFPR

HERRETFRNERMOINES | AREER.
MERDHTNERIYER , EERSTREIEESNAAE , EERmEDashboard.,

N FERHNEE IR | SURINEIESR.

* and -G | select count(1) as ¢, sumireal_price) as lotal, pay_with group by pay_with © ispw

FHARIE): 20175E09A 108 2284262008

v
Lﬁﬁwrﬂ: 2017309% 8 22n25ﬁ31w ................I
MR 3117

2743458 309158 3253458

BERRE ¢ 09,979 ENEHKR | LR

RsEE mitEs

H |~ - 123 £ X pay with v | YH: ex totalx | v #hnB|Dashboard

—
/a\ipay 12.07%

~weixin 8.07%
,’/

cash 79.86%
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FfthiR(F

BE | WTFEEF#EDashboard T LU TLA TRE -

- MBEMREEHEISH MUEERETEETMIR.
- EERSHTE | EUFERE | R R UREIRE.

B EERETETEERE  WEZEREE. K\ VEFER  BiREeR. RiEiE%E
LUKREISFRIRER.

{sE PR

- B Project FRIERZ5MER | BMUERIERZ 10121 QueryERIFHITRR.
- TERE. RIRE. HHE. $E. BmREERAR ( HEERARESEmE ) .
- THEHBRANEREENAE. KINEREREIFRE.

{SEREME : T ( FAFS : sls_readerl@1654218965343050 %73 : pnX-32m-MHH-xbm ) iff

_log_dashboard dasnboard-demo w8 AW EEME 9% BHeR
eset . mmx o oA otpae e
ssom
soom
2som
2o
50w
Toom
som .
o Hmmmmm
2017-,0000 2017-.0000 2017-.0000 2017-.0000 2017-.0000 2017-,0000 0TT-,0000 VTT-,000 WTT-000 WT-000  a a o a s a o aa g
Peng Py Py P, "%;@ "t %,
e . R
o bytesnt o

R 2 v BEIE A staws

222888
8838

8

g
Gtg
H %

|||||||

.‘ .l .‘
. g g oy oy g, g g

|||||||

"%%
concy

|‘ |‘ |‘|
2015,

a0,

o avgla max Jatency

DevOps 1R HEEIIGFENLL : ELK (#%38) .
Hadoop/Hive

EEERRIAEF |, ARXIA Iiﬁ?]l] REYEAE, IRSRAITK  TIeRENENERREEIKNAT] , #EEHE
EEZ LR DevOps &3 , BIIFFA ( Dev ) MLE4ESZFF ( Ops ) ZIAIERUME | BRRESERI IME. HREND

RNEFFER. HHTREET,
SIE DevOps TRGHAEER , TICREAMFEE. KW, EEXESSHHE  ATHRE TEENX
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BIEH., — 1N a8 ENEE#BRSZE , XITF DevOps
AN T HE*®EER LogSearch 5 ELK, Hadoop/Hive 55T -

- ERY - SR SATENR
- EifgES | BURIEHIEEIER

- HifTNEE | XIAER. FMESER. EMER. HER. L TXES

o B PS TIPS [=L =m0l whi,

- B - 2 GB #&F

- &t | BEESIRELRERER

BRBEEURLE

=48
AT

- B% ELK : 1@d Elastic. Logstash, Kibana #1733tk
- B% Hadoop + Hive : §&UEFETE Hadoop , FIF Hive 8 Presto #17&if ( IFHH7 )
- FEABERSS ( LogSearch )

LORETR

FIERERY
EiARERY
HEAEA

REREN
RIES
LET™XES
iR
EEEFIEREIR
st

E=SYNZS
TERA

BIE s

170y

RE AT DT REAE
HXPEXENABFERZES.

ELK &%

1~60 #(H
refresh_interval 1=4l)

IF1P
SR~

SZFF

S2FF

R32F5

S2FF

S2FF

IRAITREAS

EN5 7t/GB , =i

2t

< 3.36 Jt/GB*X

REFENE

SHBEIRNAIELK Stack ( Elastic/Logstash/Kibana ) s&#8%, ELKAZRFFR , £
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VAN FBRERF HEH0 Nginx 5EBEf (82X 10GB ) |, ELSUMIT5E.

Hadoop + Hive
JLsh~EUN\ag
VRl

DR

XFF

XFF

R32F5

XFF

FF
IRAITRE RS

ENRZE , Ef—X
0.3 75/GB

< 0.035 Jt/GB*X

REFEE

AERS
1~3#

INF1#

M (&if 10 ZBE
)

FF

XFF

XFF

FF

R>zH5

4R 10 25

5NX 0.5 5t/GB , Hif
R

< 0.016 Jt/GB*X

SLA > 99.9% , #iE
> 99.99999999%
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PR = B SRS ™ mafERThR PSR E D HTI8E ( LogSearch/Analytics ) | S5 HESURSCRIRS | SEiIFD
#r . FENEIRMETTEEIREM T REMML. EXERMMI— 25U, JWTAFXORR , i)
WOREEFFHT

- B ¢ EFERERZREPIIRM

-INRE (BER) - EEHERS SRR

-48E (BER) - WTFRAXNGEEFRSOHERK , R
-FE (BER) - BEREREUER | TRIES

- B (BER) - ERIHEEMRE | RS ISV

ZH

MEELTREMS BN MERIRE

1. RE  BEIERESA

2. B : (MAECELIRR

3T H  BAEZIER Bl , WEME=E , HssdiTy &

4. £/ : XEBDEREX—TIN A

5. S | BEREESESHEIEMRS , flaltinitE. BENREEPHTED
6. ZHF | MBEUERES D ZRMEAER | ERRERESE

UTRHRER :
InH /NI B#EELK Log Analytics
RE Y Restful API Restful API
Agent Logstash/Beats/Flue Logtail ( A% ) +EAfth
9 ntD , £5+DES (fgNLogstash)
Project + Logstore,
1RfHIndext LA }%&ﬁ%ﬁf’i A
— efftIndextiE & ALK , ProjecttB24F4p
Al ak AARES i), BTLAE
Project FiEZZA
Logstore
Bt API + Kibana API + SDK + #5448
ra e NS  WERE ToRtRME
Ok g es To iR
s Bic&LogstashFHiEis EHa/APLHRE , TS
BCE RSN A5 FHERSR
BUEERAES B ~ 5
K FcEfLogstashZax E;Egi@;‘ RE. %
7! TORLEAR
API/SDK + ZifitHE
5|g
St PEE API/SDK ( Spark , Storm , Fli

nk , StreamCompute
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, CloudMonitor , A
RMS) + 7Zi& ( OSS
+ MaxCompute )

https + &R +
ZR zE 7 (AErslhR ) %%HF bRE + iaiEE
|

L FKE | Bt , 7=
fieF RS | TS
BUATTS -

ELK BIFEZSHESNEATER | FRTHRE. BEEFEHERSZITETLIS®E, LogSearch/Anlaytics&—1
TTERS  MEA. BE. FRLEREIFES  HSERPSOHHILUEN. HESETAZFEROSE. 7
IR, REITEE , M (RYE,

TheE (E=+51T)

ERFEBHFEFMNETRESDT , SRR EEHITSRIT SITE.

BINFEAIEINTHRK | ARSI AT 005K , RIEIpFITREFIRE | XFERNDmEK A LR
BF  ERiEEER | WERHTHRITD. E—LEREX TRIETUARNHTESR , BEESEESHITS
*}:I:O

1. Status in (200,500] and Method:Get*
2. select count(1) as ¢, sum(inflow) as sum_inflow, ip group by Ip

HiFsg%tl

xE Nz REZELK ézgr-ch/Analytics
BN EC]i=ii) XHF XHF
218 XHF XHF
X 531E XHF (IR )
EIE XFF X¥F
IEE] XHF
(L ¥ ¥
Wildcast XHF (RIS )
bS] long 3F FF
double 2 ¥
Nested Json&if FF
Geo Geo&Eify XFF REESSS , BaLUE
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Ip

£TX

ElasticSearch SZ3FAVEUESEEL , RBEEAR TEFE,

Ip&Eif XHF

ETXER
ETGIE

—&i5E (FEFRES ETNERSER) .

SHTRENRILL

- ES 5.5 Aggregation
- Log-Search/Analyti

it

#Z0

Agg

GroupBy

HFr

Join

MEERELog-Search/Analytics 12HAITHEERES 85 , TEIFSQL 92 1EX , RESESQL #eEEE(FA.

1ERE

BETREA T I BREIES |

csHHMEIE

/NI B#ELK

B API/SDK
HABEY

Bucketing 2HF
Metric XFF
Matrix XFF
Pipeline BIR>F
#HiE

FRFER

(==}

IR

R ERiLR

Agg FF
Having&(4

HeR

£ZZJoin
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SRR

1. WidEcE

H#RELK LogSearch/LogAnalytics
- ECS 4#%16GB * 48 + B =
A # SSD
Shard 10 10
N 2 3 (BUAECE , WRFAENR)

1. Wi EuE
- 5%ljdouble
- 5%lllong
- 5%ljtext , FREAA/ NS BIE256 , 512, 768 , 1024 , 1280

L EFESe2BE , SN A—RURXBEEA

timestamp:August 27th 2017, 21:50:19.000

long_1:756,444 double_1:0 text_l:value_136

long_2:-3,839,872,295 double_2:-11.13 text_2:value_475
long_3:-73,775,372,011,896 double_3:-70,220.163 text_3:value_3
long_4:173,468,492,344,196 double_4:35,123.978 text_4:value_124
long_5:389,467,512,234,496 double_5:-20,10.312 text_5:value_1125

1. EREEA/N
- JRIR%EEA /N - 50 GB
- [RiBEIERR EKeyfFB A/ 1 27 GB ( LogSearch/Analytics LUZA/IMERTEIELT 2R BT
)
- HE1T8L : 162,640,232 (Y981.6125%)

BAUHAER

ESSEFEbulk apifttES A , LogSearch/Analytics FiPostLogstoreLogs APHItES N , £ :

i) InH BFERELK LogSearch/Analytics
ZERT NBSE=PN ) 40 ms 14 ms
=& BENNIES 86G 58G

H;ﬁtéij\éﬁﬁi/ R 172% 121%
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S FHE AR RLL
FHEAEH

= SERELK(SATA) ®EHEEELK(SSD) ®LogSearch/Analytics

BB AR X LE /g

® BRELK(SSD) ®|ogSearch/Analytics ™ LogSearch/Analyticsit#77 (&

200,008

180.00%

160.00%

140.00%

120.00%

100.00%

B0.00%

60.00%

40.00%

20.00%

0.00%

T : LogSearch/Analytics P41 2RI B BIEEERIRIGEIEE NE(23G)+ R5IIRE(Q27G) ,
S0GT=fiEZE R,

NUHERRE
- LogSearch/Analytics5 NZERSEFFES , 40ms vs 14 ms

- =508« JRIAEUES0G , AR BB ESBRAK ( KBS ELZRT | FHESEE
WRATURAEEEN ) . ESPKEIB6G |, AKEN172% , fEfzfif=SaliEtLogSearch/Analytics 58%

EE (Ef+HHT ) ik
Wiins

BAVELLERAMLCRE LS - BEERNREGIHTE. 23FHFRENL, 5, 108 , FifcasefIFIIE
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RS FIFiERs
Ej‘o
FXEEHIE , X{ERtextFlitEgroup by , itE5FIEUERIavg/min/max/sum/count , FHZER
countf{Efr , BXRET10001MESR | fian
select count(long_1) as pv,sum(long_2),min(long_3),max(long_4),sum(long_5)
group by text_1 order by pv desc limit 1000
fxeEHE  ENEREEPOXHETE , flnEs “value 126" |, KEGHHIBEEE SHI
10017 , 5140 :
value 126
M ER
LogSearch/Analytics
KA ERS
casel : Dtz 1 3.76 34
5 3.9 4.7
10 6.6 7.2
case2 : &% 1 0.097 0.086
5 0.171 0.083
10 0.2 0.082
RO

- NERE | T LSZEUEEX MR | MEELE THRERSHTEE
- EIFEITEAR (case 1) , ESFTIHTIRSIERORE—ER. ESRFISSDRER , ESEBUKEE0ER
IOtBLtL RS
- SIXIEIREIAR (case 2) , LogAnalyticsHERERTEBR{LTES. BEEFARIEN , ELKIERTRINZIEN
, MLogAnalyticsiERT{RIFFIREE ZE/EE N iF

208



AEMRS FAFisEe

3Rt/ case 1T ERI RS LE AL LF

4
3
2
1
0

1 ] i

= BEELK =W ogSearch/Analytics
10

R/ case 2EHE IR X LL, MR LT
FKTFLogSearch/Analytics EIFMREFIAERT LIS W EIRSHrDemotSiL.

AR

0z

Q15

) I I I I
o
1 5

m BEELK ®|ogSearch/Analytics

LogSearch/Analytics —RBJLIZRS |PBRELE , —XREIWALIERDRITI L+ TBAUEESE | FEEIER
&R ERTLMSER R ag SO R

ESLUAE SRS A=/ : EANGB-TB/Day, FEETBR., EEZRT2MREA !

- BAEERIANE « LUBRIER92068 A | R ARR 1001 m— 1 5ERF
-BAT S : shardB|@EEARTHEN  SEMRENN , FENST BTR  RSAEA
AT REE R shardAI MY

FHET S © EshardiAZIHER LER , EATREEAN—RERE L, EAREIRES
R9shard, —MREGERBIE—NFRIZRSI , IEEESshard , FHrebuild|BRIEE
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LogSearch/Analytics Ni&BH BHEAERIE , 8 shard&f2 o HNFE. HESEFT
SRIEANAT , ATLARIASS Rshard |, AZISNBEREKI &,

(D%

LB EHE 5] , —REN50GBEEE ( HH27GB ALFINE ) | RIFIOX , FH— 1 BRUEZ.

1. H&BRS ( LogSearch/LogAnalytics ) itEMUSEN , GiREERE. R3IRE. FiEsEE
TTEEIN , TR .

i+ZEmE =] By #:H(GT)
EERE 23G * 30 0.2 7T/GB 138
?ﬁﬁfﬁ@ (fRFIOR 50G * 90 0.3 75/GB*Month 1350
R5mE 27G * 30 0.35 55/GB 283
Bt 1771

1. ESEFRRIENRRERR | MIFtEEUESSDERER
mE—ARILIEHSTRYE , BERMIXERN BRI A FHE
- FER—REEME1S%ERTE , LBZEE# , EHRIA—N1.15581

HHEmA =] Bffy #R0T)
s Necommaniags | om0 2021

Ttk ffgzl if\gozé ’)éi SSD : 1 75/GB*M 8901

it 12943 (SSD)

5135 (SATA)

AR (7T/8)

BEELKSATA) I
EEELK(SSD) I
LogAnalytics NN

0 2000 4000 6000 8000 10000 12000
RENEREA s FERHE
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EIFMERE | {#FFLogSearch/Analytics 5ELK ( SSD ) ZRELA 13.6%., EMINITREF |, FHAIEEiXIBSSDiRAL
SATALATSE#F ( LogAnalytics5SATARRZEFRLL A 34% ) |, {BIK AIZERTSMA0ms EFHZE150ms |, 75K
MEES T , EEiESENEERE  TEEETIET.

RE

LogSearch/AnalyticsfHRHRIFEIREE. BEnalE. Eaotieesls  REEFFRARI3%MA , 7
BER%REMTERIEYE , iHREENBELS T L.

HEIRSER T LogSearch/Analyticsyb , iXiEfftLogHub, LogShipperIhge , SKIFSCRTSRESIE. SRItER
% (Spark, Storm. Flink, StreamCompute ) . BZ&H5HES ( MaxCompute, E-MapReduce,
Presto, Hive%s ) $Ti& , 1RMHt—utmUSEATEURRIRTTZE,

HElsE

SRS BT A RO AT

- B =

- BEFE (Logstore ) FKiEHS
- X ( Shard ) FisizEdE (BIEHEL )
- Agent ( Logtail ) &S
- EHE
- SCARTREZE ( Spark Streaming, Storm, Consumer Library ) 245z
- 3% OSS/MaxCompute K&

He , miEsEdmErsrRaliEsh  EHaehkEEEESEHE ihRESBEHEEE.
LogShipper JREEEFNRBIRENMNI.

ZEIELR

TR ERTIKSEEE SUIE,
B3 BEBSEREHE,
PEFTRIONE , SERASH,

TR B S EF R Iy TR BN T = i,
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LogstoreFIE= Z=&Endpoint
g Log EEHTIE =
HEEEst

LogstoreZ#R B BEREdt [ — — 203
Logtal B (BTE) | 1247 | &%~ s MaxCompute | 0S5 =g 153 Hike
- ke Logtall B2 (B8 | 247 | - i MaxCompute | 0S5 =g i
[ B = = == = sl b Logtall BB (B3 | 247 | E=- e MaxCompute | 0SS =g 152 ks
= b Logal B (BFE) | 287 | @~ i MaxCompute | 0S5 =g el

PRIV Oy

=ity e

EEIE Y
5% OFREWRTS L.,
iREREA

2% SRS RENS X,

Ei=( =34

EEEEH A EMNSH=TPHNRRSRE > BERSHA LEEERH.

SEIE TR | FRERIESE alEEPRIE

]
HiakE,

WIEHIEANOIES% LogHubiiEE T,

1. BEN/ERE
-BY : BMNEEE (Logstore ) A, LURIEEECRER. FiitizLogstorei@idilogtailf
SDK. APIEESIANRE , KAERAN (EEERTAESERE )  BoHRIT— R
- Bafs] : Bytes/min
2. [RIAEHEA /N
- &Y 8 LogstoreENEIREIAA/N ( E4ER1T )
- BA{<] : Byte/min
3. BARQPS
-BX : TEEREQPS | BoMEIT—1 R
- BAR7 : Count/Min
4. BEIRER
- BN SITRPNSFHEEXIRAIQPS | BRHAITT— R
- BB{Y] 1 JR/93%% ( Count/Min)
- FTERMREELE -

- BNIRE
- PostLogStoreLogs : 0.5APILA/EHRAZO.
- PutData : 0.4 APILARUhRASZEO.

- IRIEXEFER
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- GetLogStoreHistogram: EifjXEFHER , 0.5APILAUGIRAREEO
- GetlLogStorelogs: EiXEFamHTHE , 0.5APILUShRAZO.
- GetDataMeta : [EGetLogStoreHistogram , 90.4APILARIRRAEZE O
- GetData : FGetLogStoreLogs , J0.4APILARIRRAEO,
- HCEIRENEE -
- GetCursorOrData : IZIZ{FEE T IRENCursorfitt E3REEUEMFH S
%o
- ListShards : 3kBl— Logstore FErEHRIShard,
- ListigfE
- ListCategory : [EListLogStoreLogs , 90.4APIL RTRAE.,
- ListTopics : i@HF—{ Logstore FFrBRAYTopic,
5. RIS
- Y ZMEFITEFPHEFHRIBREIHTTP RSIEIIRAIQPS , H{ERFRIEEIRINR
EFSRFMHRIERE | REERER,
- BIRED:
- 200 : PIEERIREES , RREERID.
- 400 : $8IRRISEL , BiEHost,Content-
length,APIVersion,RequestTimeExpired, ZiAtESEE
, Reverse , AcceptEncoding,AcceptContentType,Shard
,Cursor , PostBody,Paramter,ContentTypeZ S HEAEIR.,
- 401 : 1KMW |, BFEAccessKeyld A FE. EBALE. SESBWFIREER
YERUR | i52ISLSweb E&FprojectifRFIER , EREETIZAK,
- 403: #BIFFEQuota , BIIEREEIEERILogstore M. ShardB#), LIKIEEHE:
TERNEDHIRER , iBIRIEREIRIMessage &4 T HiFhEIR.
- 404 1 ERAERAIFIE , BiFproject, Logstore, Topic, User&#ig,
- 405 : $EIRRVEMERIE | BIAEIERAJURLESR,
- 500 : fRS5imtEIR , iBER.
- 502 : fRSSimtEIR , BER.
6. ZFInRFITRINRE
- BN : LogtaillSiE=pk IR AEAR N | AIRIEHER/
-BA(  FT
7. &P ( Logtail ) AEHTARIHITE
- BN : LogtailliiERpkIhE HERI1TEL
- B 1T
8. BEFImfRIT R TEL
- B : LogtaillfEEHFIIFEF |, REHBRITE) , RZUMEBEIE  FrEHERK
4
-BAfT - 4T
9. B imaimREN
- BN : Logtailfi SR A& e+ , HIFTBWERERAYIPSE
- BT R
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10. REEPFimEIR 285
- BN : LogtailfiER AEE R+ , HIIW SRS E R Finil B
- B AN
11. $8RIPSEit ( Count/5min)
- B DEIIBRTRSIIREEREENIPE , SHEIREE

« LOGFILE_PERMINSSION_ALARM:& &R TFF H 3014,

- SENDER_BUFFER_FULL_ALARM : #iEREFEBT 7 MERIXRE , HUHEH
E7.

- INOTIFY_DIR_NUM_LIMIT_ALARM ( INOTIFY_DIR_QUOTA_ALARM ) : 14
ERE RN EEE 730001 , BEEERERREREREER.

- DISCARD_DATA_ALARM : #dEEK , EAEURNEER SR B ZEI1555 ¢

, BIRIETB A BE SRR ELS 2 .

- MULTI_CONFIG_MATCH_ALARM : BENMEREEKER—MH , Logtail&
BEIERE— MR EH TS | B— BN ERRIETE.

- REGISTER_INOTIFY_FAIL_ALARM : i¥fffinotify={45L , BRRREIBEEE
LogtailH&E.

- LOGDIR_PERMINSSION_ALARM : ;&G RITH SRR,

- REGEX_MATCH_ALARM : IENIZCICECEEIR | iSAZEIEN=.

- ENCODING_CONVERT_ALARM : &£ HEMmISHEAT HIER | BEARREE
BELogtailHE.

- PARSE_LOG_FAIL_ALARM : fEtTHEEIR | —RE1TEENFRANERS R
£ BEBI512KBEHHBHED1TRIR | BaELogtall BERERE |, WiTE
ENFRARE RS AR E.

- DISCARD_DATA_ALARM : EF#HE , Logtail R XEIEEI HERFZKIMEE AR
MRF SR SR . ATEeRRE 2 B E X =L R M E BRI R R SR,

- SEND_DATA FAIL_ALARM : fEifr5erfI B ESIRAIXZHEIRSEN |, BEE
Logtail HERIEEIELMABXErrorCodeflErrorMessage , EAYEIREIRS
imQuotatBfR. BFImMNEFEE.

- PARSE_TIME_FAIL_ALARM : ftrH&time= R H$E , Logtail iRiBIEMIZRIA
AT SRAYtime F IR AT ES N EC B TOAMBT AT | BIEEE.

- OUTDATED_LOG_ALARM : Logtail EHFFHFEIE , iBRILIBAAEEE
A B S R FRENEEES D FRLARN.

- BIREEAERIEKEILEIP , ER28EE/usr/logtail/ilogtail LOGEEEIRIFR.

ARSI BT RERRERE | YRSRSHERENREMNASFEEE. CTERE
Fisrh R | WERRERE, Shard A RERIRGSREREHTIE, AL aRHERES
FiShard ZEBIEFBRAN , MMAERE EESBNRENN. BSERES%SRR-PIRGSS,

Wil ogtail BEWIEEIRTS

LogtailZEFiRfEIZ TId2H , IR ERERIERTERIR , AIIIFRLATEAALE, — N ESHHEES
K5 (LogtailiZRIaRE ) . AT RETRIUXMER | BRILISEFinf#TAMITE. BERmERREEFER
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| e

TR DMERAARILXRTE, EESBHUT.

FJFlogHUb= IEI=THE. FHLEIESE LogHUbEiEET.

1 BtrLogstore , A AR AIEREAN.
KERAR.
RIBSRISCPR B RS KB R IR.
REREMN.
REHNIETR , FHEREANER. S LRESEIEEE iRt T8 E R iniEiR
REUEIN , FERERITEHE. SR ESMNI, RiEbzsh T LMRIELogtail EfthfEiR

DU TIRE | B—AtEAIERATIESEF LI,

EEBAAR.

BRI SAERTTT .

esShard FRERRES

Logstore FE/NShardigit5MB/s (1000;%/s) EANEEST , XN EENTFAE D BRI S &2 %A , EEdhY
HERSSRA8eERSS (3EESR ) BHNEXK , BEEREREMRBEBHIS T A, SaLigE
Logstore B NAREIRZELUSZIER. WNREHNHEEIEEKX , FERMNESShard |, BRAIEEGI ST
@, i&ELogstoreiEIREL TN T.
FEl  iREREWE

1. FJFLogHUb= S#=TRE. FHLEIES%LogHUbMIEETS,

¥ BrLogstore , B EIEHRERIN,
KEREIR.
RIEISASL R E S XA
REIREAN.

IRENNETR , FAECENMNRR D RAEEREA/. LR BRI R RTTE
. WIFHBIE 25GB/MinfE#HTIRE | BIRESHH. &it. > =. 134217728000 , &7~
SOHRSIHREBH 134217728000 bytes R TIRE,
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ECEEAIA.
EFRBERSRALERN SR .
FE2  BEBIRFSIEIRE
1. JFFLlogHUb= \S15TUAE. FREEIESELogHubinETs,
EFEE#trLogstore , BATHEIEHRERIN,

KEAHR.

TRIBISAYSERRIE MBS KEEIR,

IREHRENN,

BEMNER , HESMUERARSIRTE | statusEENIZRE 403, EaTLAELANE

BFT AR SE  NEFEESDIHRHIMSNMALA03RSNSIKEIRE | i5R
ENRSt. REHRE. > =. #05.

EcEEAA.

BRI SRAIERI T

iGlaE4 RAM

FRPHEECRSEHABEUTSS | FERETRES RAM FKSHTRHA.
$B 1 eIEFREF

B PRSI,

NS FFETE,

ST LA SRR,

HERPER |, @ik PZBFBaidmkAccessKey FHET THTE.
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TR HAVIIESHEES |, BE RO FRAFHIGIES , ARRE e, SILUERFYIRYE
ZIeIZRIRBF.

BRAIEINAR  BERIAFIFR  BERETN BREREER  RERFERERHRE #E

$B 2 FFRAPHEESRS &R

LUEFRPET RiEhR =S &R 6.
£ AFEE THHRENRAFRF | BE &I
e AN IEIES |, 1%54% AliyunLogReadOnlyAccess.
TR AYIOIERHEES |, Bd REEREIN FHAAFHIGIES , GRS THE.
S8 3 FTRPERENS
tERSHMTZE  FRPHENRIDEDASRSENET . JLEBIU TR ERENS
EinEHERRSER S RE , BEFRAFER , £REEEENFRFRBFREIERER.

RAM 1EE

VR{ERRREIEHIRAM!

R&Mﬁ?ﬁi‘—?—&ﬁhﬂp //signin.aliyun.com/ fNogin.htm

BEHFAFPERTESR , B LFERRAMIEH SIS IARAMAFRE RIHEE R,

Hehy [RIE31E] BHANEWSHIKSId (ali vid) , ATLIERAMIBFHIGEANRE - > P BIFIRE+
BEFRECHITIKSEIE.

WBE : FEDEHERIIRS IR AT LB URIEREE | SI@702s 5 i@ B e IERGRE | ASIRSIREASUR
RIESE HEIRSRAMIBZIUERER.

{sEF3sLhl
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Blgn , FEWFFIRSLATINR

1. FIKSHLIERIERSERL A EMRSSProject,
2. FIRSHEMSHIEA BEIRSS ProjectE RiZAIHIIINIR,

FEIRSHEL. 28RS

{

"Version": "1",

"Statement": [

{

"Action": ["log:ListProject"],
"Resource": ["acs:log:*:*:project/*"],
"Effect”: "Allow"

Do

{

"Action": [

"log:Get*",

"log:List*"

L
"Resource": "acs:log:*:*:project/ <}gEAIProejctEFFR> /*",
"Effect": "Allow"

}

]

}

AERS ERRETRPESASTIREDRE , AT IEBATHE  FERF ERNESRSRSWSHE
PR, MRELXFMBHZ TR, TSI TREEREIERENRN , BIMEEEERINTEIKR
BA.

tlgEiniEEH (RAM) B

1. BRESSHIRERIERE | fIFAGEENRE S0 LaFEaaRE S PRaREEEIRS

plli= 92z =)

1 : EAReASR

APme
SE=ESTHTFAFALESTEZASRGEENEER | EZESALIE SRS | EALIERh=EES.
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HlEme

2 HEERER

HEFERS | SERSEALEREAERARENEER.
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