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AEIRSS

GV

- )

ARSI

BAERSEAA?
BEARS AT LA AEE ?
AEIRSHIEASARL ?
BEARSEWLERDER ?
AERSINAENL—FBE?

1. BERFEHA?

HEARSS (Log Service , f&FRLS ) BXATULE. =8, TTHRTFEURS. RSIBHASMSEE QTRISSRTIE
, PIOEETE. THZEIIRE.

2. BEIRSS AT LA 4516 ?

- 27330 (APL SDKKLogtaillZARSS ) BIEEENER.
- @i Logtail B e X B EHIMIER AR BT 5 2.

- PR AEIRALITIH28 LR ATUEE.

- IRHSC HSH &R SITRIEE.

- BRZRANEHEEREST | FrERIFEELIEWebinTehk,
- RESHERZ T mAETE.

3. BERFHESHLSHRRL ?

- OES9 © Project (INE. EERAEEMEIT ) . Logstore (HEE ) . Shard (H9X) .
Topic ( £, X$FLogstore_53% ) . Log ( HESREL) . LogGroup (HEA) .
- HEWERES: : LogtailfiE ( EMANAWESEHETEE ) . Ms8nH (54H) .

ok wbdPRE



AEIRSS

4. BSIRS BRI LERSER ?

FEAEATWEE iR, RSRUNEMRSR. EFRimBERIBEWindows, LinuxiRZsBEEE
Agent ( Logtail ) , FRSBIRAIZEATIRSAPIES. LINEERE , HERRBEROSSHFHER M , BISHFA
OSSELFmFEE HiSEUE.

5. BSIRSBIMTEN —FKBE ?

HEEA=%%o : I8 (#E) , HERS (Key : ValuexdBak ) , LARITTEWE ( Source , HESRIRIP ) .

HEEE

[FJRRS ==

1. B5RSIEEE,. EEAFRNAR?

2. MprEEE , BESIEREER?

3. B&MRS BERFS KR ? IS ESIX MRFIIR ?

4. FEPAERLFMEBI0SS , ENDREATRS L ?

1. B5IRSMAENE. EEAPNES?

H7EEE ( Logstore ) EHERESTHHEFHENEINEA ST , BERTEHE—XAEEUE. Bl , IFE
EHAREBITAPISEAN S EIEMERE. HEECIETRE  BPIBIAPIESDKEIEEHEESA
HEEUE. NRAFARIEMERECSIRSSESAIEE | HEIRGIRMRILogtail HEWERS EHFIFE A &t
IEER HEEUE.

2. HkrB&EE , BEEIRREEX?

MErESESSHATEIREX | FERERFE.

3. BERS BHREFZS KA ? AIRESIXMAFRIR ?

AEIRSE =TI S HSRERIEEX , 25300 -

- LogHub ( HEH#K ) /LogSearch ( HERSI5&EH ) : HRIEFKBTRE.
- LogShipper ( B&#&# ) : BERBZE0SS, MaxComputefg , £aEHAEU FF=RigE.,



AEIRSS E R

4. FRIEATREFMERIOSS , EFTEERTRS LAYEE:
?
AR IS TR AT ERIR &7~ — D | MR ER RS EAREEIOSS |, B
VEREE, SIS , LB TR,
RS

FRIBARE , MEFHATFEED RIS , IR LogstoreAHRIRIFEA SUBEEER.,

IEBRIAZRS DHI0RE | 2EEATXRERER. BESitoT. Dashboard, EEFINEERAA
 IBEREE.

PEEALSN

& LogstoreFE{RFHTI8].

2%EE{ELogstore , {&XLogstoreFiR{FFIIEALIR. HERZBKEN—ELogstorediEizitz:
, AT LSRR AR (B ARG R 25,

S SEIE] VL=
FFIEOSSHIEINAE |, #ELogstore SR AELATIZIEFIOSSIRTF.

B ALogstoreF|ZRTR , BAEEIA.

etl-test | tEEPoectR

el o |
resses
e
s getz 8w emmmmismEse BR vacemmios
o corpes 1008
HHERZRS [LAKIAZRS 19517 5hEE
KRR £ Bto
b nain access .. x | Bb stg-from
& stg-from #3 EESEEE  BEsREEN | BErew
0w = o I [ |
FitER
uuuuu U @



AEIRSS

PUTUA DSBS |, HERS(EVSRIERIEALogHUbINEEE A | THRESESE TS

H&EXE

HEREEA R

ARSI

BERELM , RANaTfgR ?
 REFNHATEHUERELS , ROANEmgR ?

.EI SIRS A LAREML R ?

SRS AMLRERERT 7F“ IZANENEIRIX LIRS ?
HHRSANAIREEECS LRIAE

.EI SIRSAIARERELBE ?

. BEIRSS REEURRIBE AN ? BRIfRS ?

. Logtall7|< NAS FNHEEEIRMHA?

1. EIRSSRESSKIL , MAnfeIfaR ?

1. FaEEMNEEEET ( RENNRIREMRIIBSHSEREEFERA—) .
2. log B ESERSERT , RLBIAIE BESABRE.

3. HEESFHFAER.

4. BIER ( HERSBIEEANL-25544 ) idif OFRF.

5. R AEEENNA =R OB S ail,

6. AZHFAEUTF-84RABHIEIRE.

7. BRE—THERRRE |, HE IR XA SER A AR ER.

oo\|cnp1_4>w|\>g—\

SNRBRBARRRIR | BERREERARSEE.

2. REZINASEIREELD | RAapER ?

AEIRSBEAETEERZUTF-84RA3RY , ANRERMAFFFERBEHIALABRIEN.

SNERAFRIEIEREI SDKIEARY , JLAEIEE NRIRHRMFFERED | RAFREIERE I LogtallEA
89, ALAEE—TFLogtail A HES4AY4RES.



AEIRSS

SRR AR AR IBER R E I AR ST

3. BERSATUREBERE ?

AEIRSSHF AR RRRIN AR S Msyslog , HERIRHRIMRERIE7 R , FEARGET Ha0HTE
155%,

4. HERSAMPLREREAE ? ROZIN X RS ?
BSIRES TH P B EFIAPTS A ; FIRfIRALinuxkIWindowskiAILogtal , AT SREERIESCl L3Rt e
R,

1. NS RIFERAAE AR AR AR , AT B FAPIS \ B B 5RSS.
2. TRIS \RLRAE | FILUEIS Logtail e,

5. BSARSSAMARERECS ERIE ?

BILAfERLogtailRESECS EiE iR FRIRE , 32T -

1. ERERSEHE L B558IE—Logstore
2. BiELogtail>RERIECE

3. Bl

4. B ZRMAB R Logtail =i

5. FLogtailHIEC BN FREIFERIN=5 2 EE0AT

6. BEBRSATLAKRE HSE HEIS ?

FRFEILABIIAPIE N7RLARAIEIE | 7RZBIFEIRE ALY, B2 | LogtailEASTiRE N RETE.

7. BEIRSSRELHRAIRE AN ? B{PRE ?

FFARIERXIAZEAEE ( Logstore ) B9 X ( Shard ) #(8. EECSIA , Logtail RESAIEZRMKIRHIE
1MB/#,

8. Logtail s R&ENAS ENAEREFRH4A ?

FIa0Nginx accesslog>k&EmER , Web ServerfnginxBtE—ZRiXESEERR , ERIAXSEEARES
FHEREFRASE (LogtailJLATEEREE ) . FANASE , MRS EHIEMINgiInBEB N T NASHIBRISIH
(FHESHEEXESS ) |, Logtail RERESHLTHE., FEit , EFEEERNASH , fRIEARWeb
ServerfHEB ANASHFHARE 4,



AEIRSS

Logtail & Z[a)/R

)RR ==

. Logtail @4 ?

. Logtail 2B LARERSARRIBE G ?
. LogtailsZiFpLesE & ?

AfE%REE. FHklogtailZFig ?

- YaECEEALogtailZ i ?

. LogtailgMa T{E ?

. Logtail 2BXIFAEREE ?

. LogtailtN{ah B R & ?

9. Logtail H&SRESERTUN{E] ?

10. Logtailgifarab 2SR HE ?

11. SRS ENAERERBERZATUER ?
12. N{aAE Logtail ¥ & A&EIRE ?

1. Logtail2+4 ?

Logtail 2AEARS IRA—FMET BEEANNATRES i, BIEERIER ERikLogtail R mlriEErIH
X HFBEMEHMBANEXHRI AT LERIEFEEr BEE.

2. Logtail AR LARSEHSAZHIAETE: ?

Logtail BT XM RFRNERFMREITARNEN | FABIRFENATRERAETRS. WRATHRE
REFDERTH , BEXHARBTERSH LogtailREs,

3. LogtailSZiFHpLLE S ?

Baisz#ELinux 640 F0Windows Server2003 ( & ) LG 32/64 (fERE.

N O OBk~ WD P

[ee]

Linux :

- Aliyun Linux
+ Ubuntu

- Debian

- CentOS

- OpenSUSE



AEIRSS

Windows :

- Windows 7 (Client) 32bit

- Windows 7 (Client) 64bit

- Windows Server 2003 32bit
- Windows Server 2003 64bit
- Windows Server 2008 32bit
- Windows Server 2008 64bit
- Windows Server 2012 64bit

4. %%, FRkLogtailZE i ?

ik . BRIREAFBEREMAB %R LogtailZFim. F4% : LogtailZFimaIF+4kH B EIRS ERzE
, FHRSIEEIEREA .

5. AR E{ERLogtail = i ?

B55% | IBFl8mELogtail > RER TN,

6. Logtail{a] T4E ?

1. BPERFEREFERENER. BEARARBENETAL ( ENFREL ) F.
2. BFNER L, BEMHREEN |, LogtailliiZsk B XXM R ERNE M EEEERBE.
3. LogtailtRIEIENIZRIATU# T B SRR IE B EIRSS.

7. Logtail RESFHERE ?

MFEEHa LOG , HAHAE—EA/NSEEET—EREE | a.LOGHmMVAa.LOG.1 (BEHERR
) AEFE— 1 a lOGHEEANRE., XMNIEMNRE. Logtal BT XXHRFEMHER , FILABELE
AERERT=R,

8. LogtailifabIERIE R ?

MEFE. SAQuotaiiht , Logtall G REZINATRNETENAHEET , AEREHITELN. MREET
RAXFIS00MB , FiEFSEEIRER ; Bid24/)\WRKRIEMIDINET G B sER.

9. Logtail B #SRESHERT 41 ?

Logtail EFEMHITRERE | —RSE3VAKATRERTIRS.



AEIRSS

10. Logtaila{a2b RS HE ?

Logtail AT RELAAE | (IRATHERIASEISLLogtailfbiRix AR FRIEHEES DR L | BIIAN
RRERE.

11. BSRFENAEREEERSATLUER ?

FBFEEHENAREZNESASS | Logtall RRSTE3D e RINEFEEHERL.

12. WAE&ELogtail k& H&E ?

LR ogtail IERESEHE. HUENT !

1. BFLogtaill MFEBIEE , AIEE |, B=ilEHRELogtail,

2. A BEREEREPNEE R E/ILRTERK.

3. BEEHTXRERBNENRANEESHETASEE. IENILEER , JLiELogtailiz{TAE
BEEFMEXER, BRAERZLinux;/usr/local/ilogtail/ilogtail. LOG,

Logtail #3875/0\&k

BcELogtail>REEATEUER , 1R LogtailfZA/UBPIRSAIES | AIfEALogtail BaniZit TREA TIZHTHY
HHEER,

a2

HERSEMLogtail Bz TR , HIELBiIES% Logtail BaniZir TE.
R RIZHIESR | BEE2HTENRESER. 2EATSHER  EEETHIRE

A
ALz
Logtail BRI —AR LA N REIER, , B M HEE.

1. PILERERIE

BT TS EEMSIEEE | BIRMEIER.
2



telnet logtail.cn-<region>-intranet.log.aliyuncs.com 80

VPCRIZ&

telnet logtail.cn-<region>-vpc.log.aliyuncs.com 80
AT

telnet logtail.cn- <region>.log.aliyuncs.com 80

2. K& Logtail

BHATIUTHSBEERFWIRS | kL% LogtailEFis , I55% LogtailRsE | SRREHERS
ProjectFr/ERegion AR LS EEIAITREE,

LinuxEBZE PR

sudo /etc/init.d/ilogtaild status

WindowsEEZEFImIRZ :

EHER -> BEBIAR -> RS
&ZELogtailDaemon, LogtailWorkerf"Windows Servicelz{TIRE.

3. TR S EGEIR

HERSZBEAH , SEETEMARFIREEERNRSZIHAEAD , BEEEETEIE FinEAAE
=

- Linux : /usr/local/ilogtail/ilogtail_config.json
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\ilogtail_config.json

Windows x32 : C:\Program Files\Alibaba\Logtail\ilogtail_config.json

HALLTIAR

BEFimEERINESNOFTERegionZE 5% ProjectfiftRegion—&, MBALFIFRSERSZAO.

- EETRIERIY T EMEIMRIEEE 7 IERYNE, MNVPCINEINRIEE 7 REkES | 2TEKEN
. ALATelnetMUizilogtail_config.jsonshECERIHZ , 40 : telnet logtail.cn-hangzhou-
intranet.log.aliyuncs.com 80,

4. RB iR E T EiedVIPEFFIRR
—f&RiR |, Logtail 7428 _ E3RENIPEY SRS ¢
- WIRAHAEI A/ etc/hosts IR E T FHEBHE  FEMIAGENIP, HiTH<hostnameTJIEEF



AEIRSS

M.
MRKBEREINZHE , SEAHAIE—RWKIP,

RSS2 LEEIPHL -

- Linux : /usr/local/ilogtail/app_info.json
- Windows x64 : C:\Program Files (x86)\Alibaba\Logtail\app_info.json

Windows x32 : C:\Program Files\Alibaba\Logtail\app_info.json

- FE : WRapp_infojsonXFHip=FEAZT | logtail A LIE. WHTFEAENIREipithit
FHEFElogtail

SNERARSS it/ 2R EPIESHIIP S FIRRENAYIPA—E , NIRIEEREH TS
ERFSIm=REES THERIP , BIESHREARNIPHRE , FE1INHBES.

HIEM T2 LRIMLEECE (W/etc/hostsiERY ) |, iEEFTERILogtail LEREFETHIIP,

MEFE , LT e SERBLogtalil,

- Linux : sudo /etc/init.d/ilogtaild stop; sudo /etc/init.d/ilogtaild start
- Windows : #=HIHE#R -> €HTA -> RS -> EigLogtailWorker

5. JEECSERE A& IRSS ProjectiIECSIER—KS

AT AFEIRFEE Alogtail A RINE R | BREPRES aliuidEcE.

1. JFECSH=S
2. B2 BEARSS ProjectilRECSHIK S A ZR—KS

NEREHIDRBARAR | BIRTHERKEIA] ( TRPBERHEENProject, Logstore, #1284,
app_infojson. ilogtail_configjsonl AR BENZ#F TEMNEHRS ) .

Logtail HRiFEIZHT TR

SATRERERER , GRLIET Logtal BENMEN TEEEEFiRESFERHEER , RIELRERRIEE
(UFHRRIRIBIRE,

HR | AT RBRINGHELInuXR SRS,

10
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Jk

U

HEITIE

TEAANTREZ.

wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/linux64/checkingtool.sh
-O checkingtool.sh

wget http://logtail-corp.oss-cn-hangzhou-
zmf.aliyuncs.com/linux64/checkingtool.sh -O checkingtool.sh

TExEcurlIR, ETEFEGRurl#TRSEBMGE | BHRFIREEr A,

EITZI TR

PATIAT R LIETIg LR ¢

chmod 744 ./checkingtool.sh
./checkingtool.sh
sh checkingtool.sh

ERER

nm

[Info]:  Logtail checking tool version : 0.3.0
[Input]: please choose which item you want to check :

1. MachineGroup heartbeat fail.
2. MachineGroup heartbeat is ok, but log files have not been collected.

Item :

ISHRIEIRTAALER | ASRECREER T AR SRR,

Hep .

- IFRTINER R OBHEE | HasE BRI BIERLLIR,
- R TEERERE |, MR OBATD , BRFTIFRBHEREN | BRI,

EEEETRE |, P LESB TS ERE.

IR

11
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Logtailth =g
TH

CoBE

BRI

YL S N B P

| AL LB

[ o

WEECEES

etk T % 3 B O

IEHE—- | &EE'I?E?:H’

F LA RYA

NEBRBOPHEE
RS OB B R 2T Tk — RFINtE

1. ERiRNE

Ea%%Logtail,

S

B &izf7logtail,
SSLINSRABLER.

S5BEIRS ZEREEMSEERE,

[Info]: Logtail checking tool version : 0.3.0

[Input]: please choose which item you want to check :

1. MachineGroup heartbeat fail.

2. MachineGroup heartbeat is ok, but log files have not been collected.
Item :1

[Info]: Check logtail install files

[Info]: Install file: ilogtail_config.json exists. [ OK ]

[Info]: Install file: /etc/init.d/ilogtaild exists. [ OK ]

[Info]: Install file: ilogtail exists. [ OK ]

12



A&

%

[Info]: Bin file: /usr/local/ilogtail/ilogtail _0.14.2 exists. [ OK ]
[Info]: Logtail version : [ OK ]

[Info]: Check logtail running status

[Info]: Logtail is runnings. [ OK ]

[Info]: Check network status

[Info]: Logtail is using ip: 11.XX.XX.187

[Info]: Logtail is using UUID: ODF18E97-0F2D-486F-B77F-XXXXXXXXXXXX
[Info]: Check SSL status

[Info]: SSL status OK. [ OK ]

[Info]: Check logtail config server

[Info]: config server address: http://config.sls.aliyun-inc.com

[Info]: Logtail config server OK [ OK ]

EEHPEERMErorSE |, BESE R TOE,

2. F\EEIFRAECS

BRI EETE | BHARIRSSRESHIEARAECS,

ARG BIARECSHE ECSHSLKSTIATIRSWS AR |, WAy , BNEAN,
[Input]: Is your server non-Alibaba Cloud ECS or not belong to the same account with the current Project of Log
Service ? (y/N)

HAYE  RETESHHAESRIAIVIMER |, BRAEGERESTEMNAIUD , ERE881E8E Y
BIEZAlIVIdERR,

[Input]: Is your server non-Alibaba Cloud ECS or not belong to the same account with the current Project of Log
Service ? (y/N)y

[Info]: Check aliyun user id(s)

[Info]: aliyun user id : 126XXXXXXXXXX79 . [ OK ]

[Info]: aliyun user id : T65XXXXXXXXXX50 . [ OK ]

[Info]: aliyun user id : IT89XXXXXXXXXX57 . [ OK ]

[Input]: Is your project owner account ID is the above IDs ? (y/N)

3. Ke&ERegion

BEAERIProject MEXEE A Logtail LEATFMEXIR— , &A—EusE#H%<%Logtail,

[Input]: please make sure your project is in this region : { cn-hangzhou } (y/N) :

4. (e EIPRE

BN 2R ERCERIPFILogtail TIEIP—E , EA—EUESENSRASIRIENLL,

HIERENRBEEXINRNZRE | BRANEESIMFRRSRSIHREE— , HEA—EESEEEX RN
RIEM .

13
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[Input]: please make sure your machine group's ip is same with : { 11.XX.XX.187 } or your machine group's
userdefined-id is in : { XX-XXXXX} (y/N) :

AERENE
e AR B RS 2T T —REIRNRE -
1. BAIPEE

BN RS ERENipfiLogtall LIEip—XBEOBKER , HEA—EUSITIEV SRS,

[Input]: please make sure your machine group's ip is same with : { L1.XX.XX.187 } (y/N) :

2. FAREEECER A
BEAGIRERBCERNNAEIZNEAT , MIEESANERES IV EARESE,

[Input]: please make sure you have applied collection config to the machine group (y/N) :Y

3. eERAEXMH

REMMSMNCFEMENASHRIRE | HRKEILED , BAREREERE T ALESENEE
14:0

EREHRBENESCRERERRT | Lo HER R TIHNAERGE.

[Input]: please input your log file's full path (eg. /var/log/nginx/access.log) :/disk2/logs/access.log
[Info]: Check specific log file

[Info]: Check if specific log file [ /disk2/logs/access.log ] is included by user config.

[Warning]: Specific log file doesnt exist. [ Warning ]

[Info]: Matched config found: [ OK]

[Info]: [Project] -> sls-zc-xxxxxx

[Info]: [Logstore] -> release-xxxxxxx

[Info]: [LogPath] -> /disk2/logs

[Info]: [FilePattern] -> *.log

REETERERARE

ERERIESREY  ARERARLNSE | BENRRERIEEFRAyFEZERIA.
B ER AR HRERIEMY | BT BRETIER T,

[Input]: please make sure all the check items above have passed. If the problem persists, please copy all the
outputs and submit a ticket in the ticket system. : (y/N)y

14



AEIRSS R

RIEIEE

REEEIETRARRA , TRAT X REEM BRI,

IR REEIE TSR EFinic SR ERIDMaISESRE/BENIRR | AMFERHASGHEE
 REFIRFEMERIDEISRE/ BEX RIS  FEETENBEMNEEKENES —H , 7
AHZERLA N AEHEE | [E=UserldfitE. hSHsSEEE.

BEPR

1@J_?TH£I12!K/checkmgtool sh --logFile [LogFileFullPath]i#{7#8&. NHALKMEER , BREHARS
HITRME,

iR ﬁ?‘ﬁ At MHeEEIBLogtaliIz{TIMRIER | BNHANWEREFHEHERZATRSEENNR
BEE , I HSEEREREN.

[vagrant@localhost 1'Ingta1'|]$ ./checkingtool.sh --TogFile /usr/x.log ) :
fo] : Logtail ch /ers [okK 1]
(he:lf spec i

cif x.log ] is included by user config
- h 5| %15t [ warning ]
d -

User cunha hle exists. [ |

No match config for your log file.

check system support
check system support OK.

check_logtail i

Install Tile

Install fﬂn
[Info]: Lo]taw'[ version : 0.12.0°
[Info]: check logtail running status
[Error]: Logtail is stopped
[Info] : check aliyun user Idts)
[Info]: aliyun user id : 1E 1

[Info]: check user dahned 1d
[1nfo] : user defined id is : pr_wwprenc Qi

check user config file
user config file exists.

K.
Logtaﬂ config file : ilogtail_config.json exists.
check logtail config server

LInfoJ: Logtail config server OK

Check complete.

[ 1 ] warning(s) found.

Logtail>REERERNFE IIERE

={TLogtaillRiFZHT LTRSS , ALIZ#TH Logtail REFERIRE , S LUREERREERIINAIRRTTEE

=an

E W Logtail SREAEE RBR G RN T,
H e ERTTE
LEHEK B Logtail,

Logtail=kizfT &< /etc/init.d/ilogtaild startFFiFLogtail,
{#FA#</etc/init.d/ilogtaild stopXiF
Z N Logtaili#iE Logtail , SAEHITaR</etc/init.d/ilogtaild

startFFi3,
443um L MoK IEFF 443,

15
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e WARACIERZELogtail , BLLEER | H12
T EH B ERS S idticeindg
HIAREEHITLATEE :
1. IEHEBE8IEFLogtailicE.
AHEFAFERE 2. BRARE &IZARSEE,
3. BRBEENRZEINNESH.

iRBECEE A AR BIEHECE 1 Logtail,

RNTREERSH

- --helpEE B,

- --logFile [LogFileFullPath]igiliLogtail RS2 A LogFileFullPathiYHE , ERGEEAR
LogtailizfTIME ( LU= MY, BITIRE. [ExuserlD, MZEEME) .

- --logFileOnly [LogFileFullPath] & MILogtail 2EWIEEELZ /9LogFileFullPathfy AE,

- --envOnly RigiliLogtailiz{ Tz,

HEREIIEES KafkaXdtl

Katka2oMIVEE RS , BTHSEWAVKET R, # 2ERTHERARIITRE. LFHRRARIS R
, BRPALIRIERZEEEKafkaEt.

A&k (Log Service)RET ¥ RPangutBiZAUR XY HEFEARSS. IRSIRHUSFIEIATRIERERE , 7
i, DRNSEREIRES. BidtnEERIRestful APIRISMRAARSS.

Log Service Loghubf@tAHRIHERE. DAEE , AFUNRAMEBCHEE. icikafkaedf , FJLUER
Log Service LogHubIfJ&E,

Log Service Loghub & Kafka #t:S:mhsd

= Kafka Loghub
FiExts topic logstore
KEDK partition shard
HIRHEBNE offset cursor

16



HEIRSS = I IE)RR
Loghub & Kafka Thggtt:

Thae Kafka LogHub
BT Bt =KafkassgE Log ServicefRs
BEmY TCP $TiBM4E Http (restful API) , 80u%0]
- x %Fiﬂtﬁ%ﬂ’ﬂ%%i)\iﬁﬂﬁﬁk?
_ e X FFafshard MG ERYE
BT & % (Merge/Split) , XIFBFZF/E
ZFHFQos BT EFshardiStRELTE
EErE Iy FRAFBEENX BT . BA3MmDIEN
failover/replication ERIEAK Bz, PR
&/ EARTE , RS FAP RN
BNER round robin/key hash ﬁaéhﬁ}—;round robin/key
HEEERE {#1F1EkafkatER 0zookeeper RSimiEr. BHEXD
{RIFATE) RERE RIESERNSEE

FASTIEL

V7% S0 A@=CCYSES

) TLogHubZBs.

A&REAgentIILL

HAE&EXSFZR

I\I

2 NP mil

DTEHY |, #LMZHIHUARSS RS, BaiiRin, WEZRFFXEEBENAS. POMNBSEIETEZEIUEER

THETRE

17
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AEIRSS

NGiNX

o
Apache

syslog

— @
LOGYJ @ —

— —

SEL lvE |4

=RHEXRETR

Logstash

- FHERRIRAZELK stackdpy” L”
- Logstash&TFJRubysLH , ATLARES

 ARGERER | ESEIRHARE S

‘BIETEIVM E

- BRIRLT , AR RIEAEER(FIE.

Fluentd

- FEHXPRITHOEERET R | td-agent2E@ILIRA , HTreasure Data A B4R

, BASOERRNTURRE.

- FluentdZFCRubySEHT , ISRt FICE S EASCH | BERILAETIE

- Fluentdigitigis | pipeline AEUEE BT EMLS
- HBiFLogstash , BEffEESTIFHETD—LE,

- Logtail

- IBEZEHERSNEE  RI3FSMBEEFAXEREHRER
W, MNRESE. BiREE, EEEF TIRARINR , HERYT

- RAC++

SE==p

a5k

- fBttTFLogstash. FluentdfJitX37§5 , Logtaillhggihe— , LiXHEREEE.

ThRERILL

TORET
RERISEEN
NiEEE

FailoverghI2 (45ith
checkpoint)

BRBESENT

Logstash
i
XFF
SHF

X¥Fgrok ( EFIERY
TR ) BRI

SiEdelimiter, key-
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Fluentd
®iE
X
3FF

SIS IEMIERIATUREAT

XiEdelimiter, key-

Logtail
SR
XFF

XFF

SRS IEMERIATURRAT

SiEdelimiter, key-



value, jsonZEE7Hg
=

value, jsonZEimHg
=X

value, jsonZEmHg
=

BRI s S 174
BRI i i i
HiEbufferin s s Wi

e s s i

N JRuby=CHI , {7k CRuby. CSCHL, ki, C++SCHT , TASHEE
IB{THE WMERE Ruby#i5 © R

e e ZETRBGILIRS SRS EE

HFHR, RSt RS i

iR B RSt RS i

SRS Fsits Ris SR/ T EEIR

BEXMREZR - HEREXILE

HEEGILANginxiJaccess log /ot , i1 F—%BHE365F T

42.120.74.166 3?0261

ip

unity_order_confirm.htm" 200 1152 "hitp:/fwww. 00 comftest now_jhtm|[" "Mozilla/5.0 (Windows NT 8.1)

AppleWebKit/537 .36 (KHTML Ilke Gecko) Chrome/28. 0 1500.72 Safan/537.36" "316312088"

agent

cookie_unb

"78c87666dbeelbc3dc5558e4f5a28e55" "ac15399813878147670451784e" center test_local 29374

cookie_cookie?

monitor_traceid

cell ups remote_port

. EERR1ANTFER

[14/Nov/2015:17:50:05 +0800] "POST http:ﬂwww.m.comIauctionforderf
time

ERTRAOWAF |, BERUABNEDBZESEEBEAXY | §FATAItime==REVERIRSHIE |
13N FERAEEL.
HBHTER7R | SUSREESET EALTER | B—REK3IE | RelEEREERS O MBS HIRE.

Logstash

logstash-2.0.0h 4 , BiIgrokfi#tr B EHE HEkafka ( RELEHS , FFE9zip/E4E ) .

RS TECE

grok {

patterns_dir=>"/home/admin/workspace/survey/logstash/patterns”
match=>{ "message"=>"%{IPORHOST:ip} %{USERNAME:rt} - \[%{HTTPDATE:time}\] \"%{WORD:method}

%{DATA:url\" %{NUMBER:status} %{NUMBER:size} \"%{DATA:ref\" \"%{DATA:agent}\" \"%{DATA:cookie_unb}\"
\"%{DATA:cookie_cookie2}\" \"%{DATA:monitor_traceid}\" %{WORD:cell} %{WORD:ups}
%{BASE10NUM:remote_port}" }

remove_field=>["message"]

}
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Jk

s
BEATPS BAFiE (KB/s) CPUfSEF=E (%) ATF(ER (MB)
500 178.22 224 427
1000 356.45 46.6 431
5000 1782.23 2211 440
10000 3564.45 483.7 450
Fluentd
td-agent-2.2. 1k A , WIS TENFRAET BEHE Nkafka ( S5=75HE4fluent-plugin-kafka , FiEgzip/E4E
) o
AEHTECE
<source>
type tail

format /A (?<ip>\S+)\s(? <rt>\d+)\s-

\s\[(?<time>[M\]]*)N\I\s" (?<url>[A\"]+)"\s(? <status>\d+)\s(? <size>\d+)\s" (?<ref> [ \"]+)"\s"(?<agent>[A\"]+)"\s"(?<
cookie_unb>\d+)"\s"(?<cookie_cookie2>\w+)"\s"(?

<monitor_traceid>\w+)"\s(?<cell>\w+)\s(? <ups>\w+)\s(? <remote_port>\d+).*$/

time_format %d/%b/%Y:%H:%M:%S %z

path /home/admin/workspace/temp/mock_log/access.log

pos_file /nome/admin/workspace/temp/mock_log/nginx_access.pos

tag nginx.access

</source>
WHEER
BENTPS BA\iftE (KB/s) CPUfERIER (%) RTFER (MB)
500 178.22 135 61
1000 356.45 234 61
5000 1782.23 94.3 103

T : RGILRH! , Fluentd BHERZERAL N cputzly , BJLMEREMmultiprocessAZHIEAI TS FEARY
REEMT,

Logtail

logtail 0.9.4hA , IREIENFRANHITHEENE , BUELZAFELGEBUUHTTPIMY BREIME=HERS | 188
batch_size/940004%,

BHEMRRECE -
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logRegex : (\S+)\s(\d+)\s-

AS\I(IATHNS" (A" T+) s+ )N\s(\D+)\s" ([A"1+)"\s" (17 "T+)"\s" (\d +)"\s" (\W+)"\s" (\w+) "\s(\w+)\\s(\w+)\s(\d +).*
keys : ip,rt,time,url,status,size,ref,agent,cookie_unb,cookie_cookie2, monitor_traceid,cell,ups,remote_port
timeformat : %d/%b/%Y:%H:%M:%S

TRREEER
ENTPS ENiRE (KB/s) CPUfSEFE=R (%) W#FER (MB)
500 178.22 1.7 13
1000 356.45 3 15
5000 1782.23 153 23
10000 3564.45 31.6 25

ERIZALIRRE DRI

cputE iZ A H R
35000
30000
25000
20000
15000
10000
5000
o
tps inflow (KB/s)
M logtail 31600 11263.66
M logstash 2070 737.98
o fluentd 5320 188996

RE
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JUES=ASTTESEHR
- Logstash3ZiF B Em AR | SHFRFE  AILREDLY |, (BitERE | WMBERSHAF
ERES.

- Fluentd>SErEEmMAETRE | BHSIFRE | HeeRIRT.
- Logtail HEH=RCPU/REFRIRE)  MEEEHERY  $INERATHSEIFEH , BRI EHE
NF , RIS RIEANLA ERNE i,

HEES

A&EEE RE)E

ARSI

1. A B SRR RIPHENE ?

2. A B EP R THBAOKEF ?
3. AMATEANERMHHETR ?

4. BEIRSREPBLRETIARENAS ?
5. BERSB R AFNEIRRES ?

6. BEEIBARS ?

RIS
1. SfAlE B EdE - ERIPL ?

EESEEPERIPHI | SF2 RS RIOER. EoLAERET B SEE P EEE RIS EIPIIHEXAR
TSR LB EIEEIPHL. TIFEEPHitE. BEBRIEASHD REiAGTIVEER , BIFEERER
IPHEIEAS—RBS , AV NIRAR BEIRSZEAN DRI, INRFERNE  @NBTIIE , LINASDKST T
#E | ARERBERENEE Astring.indexof 755 F I,

flan , EHERSAIProject FIERFZMAUNT : not ip:121.42.0 not status:200 not 360jk not DNSPod-
Monitor not status:302 not jiankongbao not 301 and status:403.

BREFRPNHSHIML21.42 OMERIE, FABTRSSIAN121.42.0 62— N7 , FrbARE#121.42.0. X881
FER | M12LA2.089EASERIXNER | BN Enotth AT iRiztbiL.
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2. iME AT ERE S TBHIKEF ?

EREATRIOXETFN , IRERER , NSEAESRANXRFHANXBEFRRMEES. BT
BNEETRIXET |, EXRFANG ISEFEER , K5ISTHRBEA— P RBEFHITER , BRE
RHRAFEFHNASTAE.

fign , LA BEHEREEX$EFPOS versionfI A,

post():351]:&nbsp;device_id:&nbsp;BTAddr&nbsp;:&nbsp;B6:xF:xx:65:xx:A1&nbsp;IMEI&nbsp;:&nbsp;35847xx22xx8
1x9&nbsp;WifiAddr&nbsp;:8&nbsp;4c:xx:0e:xx:4e:xx8nbsp;|&nbsp;user_id:&nbsp;bb07263xxd2axx43xx9exxea26e39e
5f&nbsp;POS&nbsp;version:903

WNEREESHEZPOS version , MI&BEIESPOSH EversionIFTEBE , AMFSHERERK, MNE”EZE"POS
version" , MI&BEIEEX§=POS versionfIFFE HE.

3. AMAISERNE SRR ?

WEFMEERAT , RFRISEARMEDEIE,

fign , FEELogstore P ZREFRIRSARREO0KEZ UnknownfIHE., B ZRnot OK not UnknownBia]15
HfFE&HNEE.

4. BSIRSREBERETARENEE ?

AEIRS R T =M A NEnEE

1. BYHERBIEHEES.
2. BidSDK&EI), ¥MSDK,
3. i@ T Restful APIESIf) , ¥ IAPL,

5. BSIRSS R ARNEIRES ?

- RESHRHTIRER , EWELZSIATESEE.

- BEBIRMHEIREIR10Z/SATRIEEN. BFALURE—ERNFAHEHFENAT | Ela+ATE
RIIE4EE LRI |, B EZIRGEE.

- EiFR Mt T cachefIINEE , B OREIRERNFMBRIGENNTENEIIEER,

6. BEEIRAHARE ?

- SR EII30 MIERRIES T
- BXENEREZIRINL001TRInE0E | ATLABTER FRESHE.
- BIREE 1R LR LOZATEUE,
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AEIRSS R

A&EESEIXE!

A& HESATEIXE

AEARSS R4 T FINTIREERFN 2" BX ¢

AEKESIEZ (LogHub) : \fHAHNBETKRE. okBEE,. 22FIRINF (FIFO ) E5E |, 241
KafkapyIhge
- 8/°LogStoreE— & Z~"Shard , FIEE AR , BEIEZIE — shard

- AILAMIBEshards |, IZREEHES AshardfIiEit &1 B E
- ATLARYEserverim il HERATIE) |, IREHtEHiEshard HEAEIA{IE ( cursor )

H&Ei8) ( Search/Analytics ) : fELogHubEft HEHEEHEER+DFINEE , RIEEKGHITAETERASS

it
- B EREHERTESERNEUE
- 3EF487 AND, NOT, ORBVF/RBATILRSQLYSH
- EEAX 5shard
REXE
TheE BEi#(LogSearch) HeE 57428 (LogHub)
KEHRERK 2 A
INEEEIREY R R
EEEARX S topic X5 ARKX% , RLAshard/ERFRIR
ERESXSshard X5, EifFEshard X%, BURIEEFEEEEshard
Z=A L) 1
RS iR IMRESATEEE | a0 o LECESEELE

AEERShrE RS
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AEIRSS EEER

AXEEFENBATRSENNERISFRE | ERNELNEEEDIMEE.

EIREYI=R

1. line 1:44: Column ’‘mykeyfield’ cannot be resolved;please add the column in the index
attribute

2. Column “xxxx__line ' not in GROUP BY clause;please add the column in the index attribute

3. sgl query must follow search query,please read syntex doc

4. please read syntex document,and make sure all related fields are indexed. error after select
.error detail:line 1:10: identifiers must not start with a digit; surround the identifier with
double quotes

5. please read syntex document,and make sure all related fields are indexed. error after select
.error detail:line 1:9: extraneous input " expecting

1. line 1:44: Column ‘my_key_field’ cannot be
resolved;please add the column in the index attribute

REEFRA - my_key_fieldiXMNKeyRMFEE , FrLAEEqueryh LS | FHiZKey.
fBRAR . TEEIE , ALATESTELE , RINZ=FRABERS| , BFIFSITIhEE.

2. Column "xxxxline ‘ not in GROUP BY clause;please
add the column in the index attribute

BERE : SEEEFERTGROUP BYIEL | (BE7ESelect 5| T —MNEageFE | ZFEGSBHIE
GROUP BY#, fafselect keyl, avg(latency) group by key2 , keyl;&BHIEGROUP BYH,

ERAR | IEfELEselect keyl,avg(latency) group by keyl key2,

3. sql query must follow search query,please read syntex
doc

REEEREA : gaigEfiltersdd | f5lalselect ip,count(*) group by ip.
RRFE | EHS;E*select ip,count(*) group by ip.

4. please read syntex document,and make sure all related
fields are indexed. error after select .error detail:line 1:10:
identifiers must not start with a digit; surround the
identifier with double quotes

25



AEIRSS

FRERE : SQLP5IRRIASIE. RERFUHFIEL  AHFE0E.
BRGR | BNERZEWR , LIk,

5. please read syntex document,and make sure all related
fields are indexed. error after select .error detail:line 1:9:
extraneous input " expecting

BERA : EREHEER.
BRSR | BIRERETEHAERAUE | (EMEER.

=Fristar:

BERSHRENS

1. illegal param! [LogContent] is null

2. send data fail, error_code:WriteQuotaExceed error_message:Write quota exceed
projectName:project_name

3. WARN Aliyun.SLS.Logtail.LogFileReader - logfile xxx.log has n old enough logs with first fail
case Xxx

4. BIENIPEEIER , WERSFHFAKIFHNRIRS R

5. REHMERAZ TP , MERSHFAKIFI=IRSS 85

6. ShardWriteQuotaExceed

BRITIE
1. illegal param! [LogContent] is null

BIGELTEE :

ERCKESATHNRE.
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SERTIENEAESIER.

SNRLA EHEEITRRI A AR , PR LB ESAHGIRIENRIATUREATEA) | LUESIHRR.
ANERLERRRIR | IBEARERRASH.

2. send data fail, error_code:WriteQuotaExceed
error_message:Write quota exceed
projectName:project_name

WIREEATIRSHIERIRET | AHlilogtail.log BHIISIURSE

send data fail, error_code:WriteQuotaExceed error_message:Write quota exceed
projectName:project_name

XEEABEANquota R ESHMY. AREANBEEXTIENERE , S NEEBHRS,
Bl , 8O XAEBEEN S B : SMB/s , 2000;%/siEEY : 10MB/s , 100;%/s

RERIEIREBRI AR | BILISRESROX |, FEIESEDRDX. ProjectRBIEARTESH
EEBIOREI30W, MRERBEEFEANRT  BaERniskiEtquota , GBS \BEEER
Producer-lib , #t ERFINER LELRENA/NNETIM, HEREIT40965,

3. WARN Aliyun.SLS.Logtail.LogFileReader - logfile xxx.log
has n old enough logs with first fail case xxx

FFRSilogtail logaTge= HIILATRES -

WARN Aliyun.SLS.Logtail.LogFileReader - logfile xxx.log has n old enough logs with first fail case xxx
X MREZIFATSER.

Logtaillse B-ESZAFHIN

o SEEmERIRAbIE,

O EIEREAETRE , EEREMEISTREE.

EREERE , TERXE,
BRoEHERNBRTE

i LogtailinfzRt , BENHENIS IR BESBIANZIBEENER.
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NHEFBENEEE , RIS FLARNESEESEANEREMNEF. LR MRENREELR
ERNAFNATEFEREFE , FEEESANARIIHRESERT .

SR BRI EBT -7R~360s ZERSERE , 2RSS iRERF. HMXMRENRRESZEAREFR
TIRENXAER.

NREBER TN , BRAVEREEEESR. BRNRLEEREZEAIMNGNE , BBEEIATHASRE.
NERER THIN2 , 2AFRIRE | EHEEERIED B,

MRER THNZ , BRATERRKERR  FHEaEAZIAE.

SNERRIRNARBERRIR | IBEARERRASH.

4. BENIPEEIER , MERSHR A RIEN=IRSS =8

EEHlE L AEEERIINNESET , RN "BIOUIPREER , IERSAKENARSSE | ERAE
I 2R ERT RIEFE S IR =AY A RIIPIHERE,

HINZIRAT | BRI N E | FHESIERAYARIPHELL,
ERREESHNZETIP AL EREKSFIE.

BRIRSEERIProjectFiEXIBMI=IR SRS , SNHRiIProject@MMNT A , BERNFUNT mAIIRS
28IP,

WIES =R ERLHIRIAMIP , S IPERERIRITHE.
REERIEBECSIRSS2: | VPCARSS 22 TTARINAY,
ANIRIRLARIRIR IEER R ER A

5. FRRMFRFETTHNIP , MESTHFA KBRS =R

EEHIE AN ERERINESE | MRER "FRBERFAS AP , MERHAKIGN=RSEE" | 2
T E—VBEFARFEIREFEEWIndows5Linux=iR5S:8 | Lt 2R IIRIRS 2EEE R HLinuxekE9
WindowsZ&%t,

ISIERECE/RERINES.
SNRIRTARMER | BEAREERAS .

6. ShardWriteQuotaExceed
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FIRHRSS Wi

Jk

ShardWriteQuotaExceed B ERIShard P XELRD , BANBI TIREl. EAILUSETIY , T EOKE

=

=Ry

Bal , BERSB N2 XA RE—EhiRSEES :
SN : 5MB/s , 2000;%/s

5EEY : 10MB/s , 100%/s

=FRAEE
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