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Hello World ! This is ECSOL.
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EITLA T apSfE/root B R T — P caX {3k | Fitcas {4k M eI N34k,

$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server

- newcerts B RIEATFHCASE LB EREH ER).

- private B RFATFCARIFAA.

- confERATFEHN—LEHTSHENEE .
- serverE REMIRS SIER U

fFconfHR MHHE— B W TER/openssl.conf3Z i,

[cal]

default_ca = foo

[foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BEATLA T ap S ERFATRkey ST,

$ cd /root/ca
$ sudo openssl genrsa -out private/ca.key

EATE RN N EFR.
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EITAT L FH iR CENRRERZERANGER | REREE , ERIERIEKcsIXXH,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

1= : Common NamelS NG REIE RS AIEE.

BT T SEMENEcrt Sy,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

BT TS ACARkeyIRERIAFYS , ATLRIERNNFESRT.
$ sudo echo FACE > serial

BITLAT i S eI CARERRE.

$ sudo touch index.txt

BT TGS BB E P ImIE B EIE— MEBEETE.

$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"

Bt
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Using configuration from /root/ca/conf/openssl.conf

SBR=" RN RIET

ETLA TS EcaB RN EIE— MFRE FinkeylIB Rusers,

$ sudo mkdir users

BT TS RE R lE— ey :

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024

TR BlEkeyRIEKE A\ pass phrase , XMESRTkeylIO< |, ALEAZRHREHRAZ
F. FXEBARE—ERE.

BT TS AE Finkey Bl —MEBER B Rcsr 34,
$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MNZBPRE | BTN E—S B AKpass phrase , RERIERT , IREXNNAEE.

iT& : A challenge password2Z= FimiEH A< (ETEFEMclient keyWOSX D FF , A
BIRETE Atest) , ATLASIRSSMIEPHEREBOS L,

ETA TS ERSEHHICA Key ARIZAHZEFinkeyss2.
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$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMAREERMETRS , FREREAY.

BITLA T i S RAEB AR A S EON SRR EREEIRBIRIPKCS 123044,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

IRRRIETRI\Z Pisclient.keyfpass phrase,

BREARTSHIERNER. XTEFFIMEPRIRFED  AREE PR BNEERNXED

BT T o SERE R EFIRIES.

cd users
Is
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SNERZiEIIRoot CATMITARIES , B2ZRGEREE—N—D , FAEEIYMILES | EEERSRBEIAI 50N
RRRFHARBANAE,
IEPRBT TS T EK ¢

I)A-----BEGIN CERTIFICATE-----, -----END CERTIFICATE-----FF3LAI4ER ; iBIHXLEENA—FF L

BIT6ANFR | RE—ITREALUREANFH.
IFBABE R ETIE.
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MITE+TCCA+GgAwIBAgTQUIBEHIXAKs10TW1s2A2kr TANBghghli GCOw@BAQUFADCE
tTELMAKGAILEBhMCYVMxFzAVEgNVBACTD1Z 1 cml TaWdul CBJbmMuMR BwHOYDVQQL
ExZWZXJpl21nbiBUcnVzdCBOZXR2bI I rMT swOQYIVQQLEZIUD I tcyBvZiBlc2lg
YXQgaHRBcHMEL yO3d3 cudmVyaXNpZ 24uY 20+ L 3 IwY SoAYy kwOTEVMCBGATUE AxMm
VimVyaVNpZ 24 g(2xhc3MgMyBTZWN1 anligU2Vydmyy TENBICBgRz IwHh cNMTAxMDA4
MDD Awith cNMTIMMDAIMFMLOTUSW BgM)swCQYDVOQQ GEwIVUZE TMBEGALUECBMK
V2FzaGluZ3Rvbj EQMA4GALUE B=xQHUZVhdHR s ZTEYMBY GALUE ChQPOW1hemSuLmiyv
b5BJbmMuMRowGAYDVQQDFEFpYWOUYWLhemOuYXdz LmNvb TCBnzANBgkghlki GOw@E
AQEFAADB j0Awg Y kCgYEAIXbBEGeaZdBEOGEUWL cEpwyGawEkUdLZmGL1 r() ZdeeN
IvaF+Z TmE0wSAdk2 Gr/RwY Xt prBdaov(XmMm+OYmicsHmCZ druCriV1eN/POwE f gMMZ
X¥964CjVov3NrF5Auxl8 jgtwlyu/ C3hin0uIVGdg 76626gg00]Saj4 8R2nAMnV cC
AwEAAQQC AdEwggHNMAKGALUdEwQCMAAWCWY DVRBPBAQDAgWgMELIGAL UdHw(+MDwew
OgAdoDaGNGhBdHAGLyOTVLITZWNLemUtR2T £Y3)sLnZ 1 cml zaWdulmMvbSOTVLIT
ZWN1cmVHMLS j crmwwRAY DVR@g BDOw0zASBgt ghkgBhvhFAQcXAzAqMCgGCCs GAQUF
BwIBFhxodHRwezovl 3d3dy52 2 pe2 1nbis jb2BvenBhMBAGALUAIQOWMBOGCC s
AQUFBwMBBggrBgEFBQcDAjAFBgNVHSMEGDANGBS] 7wsRzsBBAGNKZZBI shzgWy19
RzB2BggrBgEFBQcBAQRGMGgw]AY TKwYEBQUHMAGGGChBdHAG Ly IvYINwWLnZ 1eml z
aldulmMvbTBABggrBgE FBQowAoY@aHRBcDovL INNULNTY3VyZS1HML 1haWEudmyy
aXNpZ24uY29tLINWUINLY3VyZUcylmN]l cjBuBggrBgE FBQcBDARIMGChXgR cMFow
WDEWFg1pbWFnZSOnaWYwITAFfMACGBSs0AWIaBBRLa7kolgYMuOBS0)sprEsHiyEF
GDAmFiRodHRw0A BvbGOnby 522X Ipc2 1nbi5 jb2@vdnNsb2 dvMSSnalfYwD(Y JKoZI
hveNAQEFBOQADgGEBALpFEXeG782QsT+GWEEIZBEVCuUKjrs 1 3dWK1dFig30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/ zmwmpe 7p@G76tm)8bRp/4qkloiSesHIvF gl Imksr31I0)
3gaE1aN2BSUTHxGLnON4F@OhYYwwbeEZalxfgBiLdEIodNwzovG]+2L LDWGIOGrNI
NM856xjghJCPxYzkObuuCl1B4KzuBC Thexz /1EgYV+DiuTxec FA4ulwMDSeBnynbn
1giwRk458mCOngH4 1y4 P41 X002 £4A/DI1T8ZNct/ Of169a2L fevcOrF7BELTBe5Y
RACKx7 Fc5xRoeldyGj/d)evmOBF /mSdncl S5vas=
ENMD CERTIFICATE

SPERA N RIIE TS

R BRI PRCATEMARIES | BEZRNEBXHEESMILES | FEBRSSHEBSPREREHE—

e EfE,
IEPHESIU TSI REK ¢

ARSFEMEBME—L , PRIEPHEBE AL, FEFEEZTT.

IEBAREFEREATE.

IERZEAREERZT , HFEE764FH. FESMRFC1421,

FEIEPRIEINER. —RBRT , PRIVSENAIE BT SEIINEA |

SRS AIE T,
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FF1Era

RSAFATRTETVEK

EHERSSF/IEBET , HHEE HETFBRIFAR.
RSATAPEIER TS TEK :

LA----- BEGIN RSA PRIVATE KEY----- , == END RSA PRIVATE KEY----- FFELRNER | BBIXER
B—FHLLE,

FERZEREETIT  BIT64FH | RE—TRKETLUAR64AFH. FIESWRFC1421,

SR | HISSEIFABENIER , LLANFASAROFFSLANEERR 2 -----BEGIN PRIVATE KEY-----, -----END PRIVATE
KEY----- Bj----- BEGIN ENCRYPTED PRIVATE KEY----- , - END ENCRYPTED PRIVATE KEY----- , BKEFA

A EProc-Type: 4 ENCRYPTED , FHFEIGEITIA T ap SR THEHR
openssl rsa -in old_server_key.pem -out new_server_key.pem

TERRSAFABRGI,

MITEpATBAAKCAQEAVZ1SSSChHETbmT 8mFykcAx (1t KCY ulowBiWZwl0S£FEbTWHYy 8K
+THS fD1u9TL6qycrHEG 7o YDADK+LVIHU/0Of /pUN{ OLLnrE3W34DaVzQdKARBTI3A
¥wiSgrqF M) cLva2khNKAL+£NPSCPJoofDDrP 7w 7c(x 7L bMb@d FZ8858KIcluz)
S FD@X)yulNogalePZ tK90njn957ZEPh jtUpVZuh53409D0M/ £ 13T BaaNYWhrPBcO
jNczBZ6XQGF1rZG/ Ve528GX6rbSdUYpdcfXzNSWMEXY g8al L7UHDHHPI4AY satdG
z5TMPnmE f 8y Z PUYudT L xgMVAowv] r@0Dg+5Dm3QIDAQABACIBAGLGEZ nnFyRHrFi
laFe+Nen8ZvNgkm@hAMOWIIh1Vpl £174//80yvea/Eviltul HyBET/ 2PZ0oNVhxe3s
cg(a3Tx4240GpCwlishS FxewfbAY G F3ur BM0xgBull@7B AxakHNcmMNGY dGyol UowRu
S+yXLrpVzH1YkuHBTTS 3udd6TeTWL 77 r8dkGiIKSAZBpRa19B 7+ CHKI zmEybs /2
QEN/zHZAY Aewk TY1KGHjoleYs111ah1ANICVgTe3+L 262 pIpM7 T+K0nHC Seswd
15x9h/0T/ujZsyX9POP oAy E2bqy@t080t GexMa765svBKVhKF W LUnhfeWcgFCD
xghhxkECgYEA+PfENbGeyX1+/Y/UBNMZ fg3+r5CmsB] 9Bg+9+yZzF5GhggHuledl
ZXIHrJouGB1XElarpijVs/WHmFhYSTmEDbdD 751+ Ly@BY4cPTRhz1FTKEBAKTMK
605uBliNsg@Z8hn1X14 1ox2 cWIZ0a/HC Judey(ot PANsMIWgpBY7LCACaYEAwvNF
@f+/jUjt@HoyxChd STAgk4UBod+hBCOBNCVSqCz dmty TaWz FEGE/AR3MAZ rhmZ 1
Gnl5fdfe7uY+IsQFX205] jwTadl EN4 1 ed0Sa/ukRal4zVgnYp2alKactulf FVbl
+kf7282IRAGazSLvGmA Bhu/GLEbg FU3 FkSkwOIECgYBpYKTT 7 JvvnAErMED F2y5
ICRKb(aB3gP5e/ 1 Cgzy InhtaFQUbMxGeuowlLAZR@wrz 7X3TZgHEDCY 0l PmK3460f
OhGLITycehkbYkAUtqD3BYO4EKhES,/ TzMzBOf rXiPKg9sB8UK)zkU+GSEFootli+a
REXzuB35EwxI6BwNN1abp(QKBg(C8Tial Clg1FteXyGcNdcRelMncUhKIKcP /4xn
R3kV0I06MZC FAdgirAji(WaPkhoBxbp2eHCrbB1MFANLRQS Lok 70by/ S VimTZMC Jupd
E1/15WjZKPbw7hCFAeRtPhxyNTI51dETudUBEQid8111g1i Pgn@p3sE@HpDIA0gZX
aaiMEQKEgQDK2bsnZEy@ZWhGTeuddvziKmFrSkIMGHBpLaTiliwliRhRYW)ysZ0
BOIDxnrmwiPaObCtEpK88zq28dg7 gupCsOCav)RevOBhSHxByy2 3ImOhFRzfDel)7z
NTKh193HHF1joMM81LHFyGRFEWNr rolWSg fBudREUSRNR/G1011x 2 wa
EMD RSA PRIVATE KEY

LR

69



TEIS

FAFisEe

FEEEHTTPSIEITRY , ERILMFERESEMCAILES | HEFRIZCAIEBAZFIRIERESE.

{8iFA0pen SSLERLCAIEH

BITLA e E/root B R T —caX {43k | Fircas {4k N eI N34k,

$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server

- newcerts B RGBT FMCASZBIRIEFUER.
- private B RFBTFFHCARIFATE,

- confERATFEFM— LB S ERVEE X4 .

- server B RFMIRSS 2R UEB U4

fEconfHR THE— B T™ERRopenssl.conf3 4,

[ca]

default_ca = foo

[ foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_ md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BITLAT e SR FATRkey ST,

$ cd /root/ca
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$ sudo openssl genrsa -out private/ca.key

BITERIN B,

BT T o SHRIRRBAMEER | AR T EFEREMIER BRI,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

7ER : Common NameFEEM N GLEIIEAVES.

BT T ap SRt i,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

EITLA T ap S ACARkeyIRERRIAFFSIS | AILARERNNFH.

$ sudo echo FACE > serial

BITLAT i< IR CAR .,

$ sudo touch index.txt

BT TSRS ABRE FimE B eIE—MEBREEIIR.
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$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"

Bt

Using configuration from /root/ca/conf/openssl.conf

AEFREBER

EITLA T ap < fEcaB RALIE—MERE FinkeyRI B Rusers,

$ sudo mkdir users

BT e A FintlgE—1key.

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024
TR BlEkeyBIEKEIA\pass phrase , X MNEZRTkeyRIO< |, LBGLEARZRtREHRAZ
Fl. RIXEAE— R,

BT TS AE Finkey Bl —MEBER B Rcsr 34,

$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MINZBPRE |, BRI E—E BN Hpass phrase , RERBRTEANMANEE.

iF& : A challenge password@EFimiE RO, FEKBEHclientkeyfIOSHITX .

BEITLAT e S ERACAIEBRIkey A Fimkey &8,

$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMBAREERRURTHT | FIREBBIAY.
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BITLA T i S RAER R AIPKCS123 14,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

RN Z Fimclient keyiIpass phrase, BIARTSHIEBHEDL. XMEEFIHERH
FPEES |, EREEFIRIEBIBEHMNIXNERS.

BT T aSERENNEFRIES.

cd users
Is

FEHRUEBAET

GEIIERSHFPEMSIURNIES | EERHBNERREERMPEMISINE | AR LIERIRHIYE, ENER
Open SSLi1T4%#z,

DER##:/9PEM

DERIEIER A avaFaf.

BATIA T an ST
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openssl x509 -inform der -in certificate.cer -out certificate.pem

EATLA T an A TRATREAL

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B%%#/9PEM

P7Bi& @R (EREWIndows ServerfilTomcat4,
BT TS ITIEREWY :

openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer

PFX¥E#a9PEM

PEX1&UEE{#EHEEWIindows Serverdh,
IETLAT i SRBUES :
openssl pkcs12 -in certname.pfx -nokeys -out cert.pem
IETLA TN an P TEERAGH -

openssl pkecsl2 -in certname.pfx -nocerts -out key.pem -nodes

FEUEH

AT AFHTTPSEIREMMBINLE , AEIYERMEREIEINRE. SR LUSERFHEEIRIYEIIBEERRSR
, AR BRI PEESPERRRECSIRS L | HEFNMEREER SR BEHSINIZZME, — NEBLAN
BTz i,

R BRSEEEN , M—MNEBNEEES MEEER | BANR. HEOTBIHHE
By Mk,
- SAMKSBETULIEI00MES,

HIESAF
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BEMSL T RSHIES.

B4R 7 CAIERIIEFIHIER. FIBSEEMIES.

BEPR

EROHIIEEFIE.

ERESEANSHE | fEERER.

I REERE |, BEEIEIES.

R RIE |, STl TERER | BEHE.
IEBER  MNIEBER,

Uit SRR ERIERAbE. NREANERFEES MUEER | BT bR

ARS3EIES - HTTPSEAMEIAIE , RFE LIEIRSSSIEBFAR.

CAIES : NREEECEHTTPSIUAIAILE , bR T _EERSZERERI , BIEFIEFE
CAIEB#HT EFE,

B | EFEHNRSHSECALIBRE. BILBRESNER | EEEMIIERHF
. BEZFEEBILEBEK.

iR - SRERIRSIIIPIIAE. JUBRESAEN , ERERISERH. EZFR
BEIUIEBEK,

AR BIRSF/REVEB A BE,

HERERME

HEIERE , EaLERSEEREN S REENESESLER. FELPER. MRES.
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BTSHERR , (ESOEBRIBR,

ERTEMRR | MIPRZIES.

R IEPREHTTPSIITRHG AT |, MEEMBRZIES.

e T e P e I T R e e T P
o
.

RIS

IR | FEEUEFRIIES.
- AHIYENRIMERIRE | FTRERFARARIEIR | FEBRAFHIRETRKANES.

BEPR

FEEF LA FRGIES.

FES AR EEIES.

FEHTTPS B IFhECEFABER,

FIESWEEHTTPS,
FIFREBEENE , HFIBRER |, AERSHER.

TESRHAIRHEIES |, BAEHEA.

HEEE
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BEEHRFEF

REYERMEATEERRE  BILUEERENLAVRERSNEERERT.

BERE

RESYERAE— T BRRMFESER. BRFSHFHERAEE | A5 BT Open APEREUXLHE

EERERE

BRIREEREFHE=RNNERCERTER. MIRCEFHESHRREERTS  FERERE
=hE. FEEEEEERNERS.

BELR

ERONHIIEEFIE.
HEEMSH: , BEASEE.
ERFEERE , BEATEERE.

REIGFBRMERR.
EEMEAHIIEOIRREERS | tLalEsh. 0. BRI, INERIRS SHFERERE.

BB AR (pIhERY ) TREEELARFES | B LIETEARIRIRIDIRE
FHEERIFRIEXEERE. RFRIDEXRBIFRNEMRIIRAIID , FlanadidEsefiD, IEHID,
REMBRSS2RAEID, HARIKIDE,
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EE ]
EE =
ESET : REEUEUANETIES  BEFEEEE , WAnE OaEE
=R EEEF
f=fEEE =B BIEER T
2017-07-25 11:37:24 =0 Ib-bp FOERESE . E
20170725 11:27:08 =6 Io-bp I RRRSE AL [ e |
20170725 11:25:14 =0 Io-bp IR SE AT, [ sz |
20170725 11:24:54 =0 Io-bp SRR R E
2017-07-25 11:24:41 20 Ib-bp ENSEEREE =0
{Eﬁ*ﬁﬁ E ILJE\
FOLERSERNHE , EE=ANNERINERS. IRFEEANRENERS  LEEBRENERETE

fEZIOSSH , FAILITHBIRERERT.

- FhERERERS
- BEERERERS
- THiRRIRERS

FEFRRERE

fEaT L UBS R EIEIRMEANEEEIRINEE | EEREIIESLHIRiRIRSSSS ( ECSTH ) BIEEREERE. XHa)
, REIYEREFEE=RAANEREEREER | BYULUEIFHEOSSIES | BrEEERIeEHEFERIe=E
B9bucketd,

EEILARERSFHSAIKA BT MEINRE. FFREESEERE | BB SERmEbucket P EIE—MEFRA
AliyunSLBHealthCheckLogsfY S {4k RRFERFRRE AT . EtYERRENERTE/\FEM—X
, Rt Bt —MNABRBARIRIF R AR EFHEI R RIGERTX Y | 1120170707,

HRE/NFERRI BT AERAIELERSEas . ELan?E00:00-01:00EmRIRBRIERT , BEXHEA
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{

"Statement": [

{

"Action": [
"slb:Create*",
"slb:List*"

I

"Effect": "Allow",
"Resource": "acs:log:*:*:project/*"
b

{

"Action": [
"log:Create*",
"log:List*"

1,

"Effect": "Allow",

"Resource": "acs:log:*:*:project/*"
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{

"Action": [
"log:Create*",
"log:List*",
"log:Get*",
"log:Update*"
L
"Effect": "Allow",

"Resource": "acs:log:*:*:project/*/logstore/*"

)

{

"Action": [

"log:Create*",

"log:List*",

"log:Get*",

"log:Update*"

Ik

"Effect”: "Allow",

"Resource": "acs:log:*:*:project/*/dashboard/*"
7

{

"Action”: "cms:QueryMetric*",

"Resource": "*",

"Effect”: "Allow"

L

{

"Action": [

"slb:Describe*",
"slb:DeleteAccessLogsDownloadAttribute”,
"slb:SetAccessLogsDownloadAttribute”,

"slb:DescribeAccessLogsDownloadAttribute”

L

"Resource": "*",
"Effect": "Allow"
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{

"Action": [

"ram:Get*",
"ram:ListRoles"
1

"Effect": "Allow",
"Resource": "*"

}

1

"Version": "1"

}
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