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EITLA T apSfE/root B R T — P caX {3k | Fitcas {4k M eI N34k,

$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server

- newcerts B RIEATFHCASE LB EREH ER).

- private B RFATFCARIFAA.

- confERATFEHN—LEHTSHENEE .
- serverE REMIRS SIER U

fFconfHR MHHE— B W TER/openssl.conf3Z i,

[cal]

default_ca = foo

[foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BEATLA T ap S ERFATRkey ST,

$ cd /root/ca
$ sudo openssl genrsa -out private/ca.key

EATE RN N EFR.
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FF1Era

EITAT L FH iR CENRRERZERANGER | REREE , ERIERIEKcsIXXH,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

1= : Common NamelS NG REIE RS AIEE.

BT T SEMENEcrt Sy,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

BT TS ACARkeyIRERIAFYS , ATLRIERNNFESRT.
$ sudo echo FACE > serial

BITLAT i S eI CARERRE.

$ sudo touch index.txt

BT TGS BB E P ImIE B EIE— MEBEETE.

$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"

Bt
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Using configuration from /root/ca/conf/openssl.conf

SBR=" RN RIET

ETLA TS EcaB RN EIE— MFRE FinkeylIB Rusers,

$ sudo mkdir users

BT TS RE R lE— ey :

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024

TR BlEkeyRIEKE A\ pass phrase , XMESRTkeylIO< |, ALEAZRHREHRAZ
F. FXEBARE—ERE.

BT TS AE Finkey Bl —MEBER B Rcsr 34,
$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MNZBPRE | BTN E—S B AKpass phrase , RERIERT , IREXNNAEE.

iT& : A challenge password2Z= FimiEH A< (ETEFEMclient keyWOSX D FF , A
BIRETE Atest) , ATLASIRSSMIEPHEREBOS L,

ETA TS ERSEHHICA Key ARIZAHZEFinkeyss2.
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$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMAREERMETRS , FREREAY.

BITLA T i S RAEB AR A S EON SRR EREEIRBIRIPKCS 123044,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

IRRRIETRI\Z Pisclient.keyfpass phrase,

BREARTSHIERNER. XTEFFIMEPRIRFED  AREE PR BNEERNXED

BT T o SERE R EFIRIES.

cd users
Is
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Y ESIFE TR BRI ARIIE LA TRIFE R E=LAIRSTE. el , BRLIRET
EHATLUSEARNRE.

EE SR L RITAIHEREHITIRG |, (EfERIrm R ERN S REET LR EEIE(E.

PR - AIRFITHFEIBSL T |, LR =ESLAITE.

A0

Bty [im] : % TCP v
M EE41-65535.
MEWITEEEZTCP. UDP ; LEMITEIZHTIP, HTTPS : SEE

FEimt [imO] : TCP
i 4 SEE1-65535.

i : * ARRE BEE
EEFEI AR , ARERS R EEE S s E RS S
EpEEEEESE. ARSINESTEAEE.

RBEEZ: piliti=n el v
EEREESEE: 0 D SREsEE?
HE=EEMENE { J BB

0

(+) EF=ams

EliE

SRS ?

“ﬂ’]é_'kT—/Pﬁ:*I #{E79 10MB RIS EIESLR] , FEZSERITESET =Nl ( B50TA, EEUTBRAINSIT
”"UEAEIfJ IBEIREY AMB , BINEPMHIMREIREFEIEE. = MR REERTREHIN T

MRBIFATSIFC—EIREREHN |, BPAKITBRSZt RAEHHRIRAI 6MB 52 ( 10MB -
4MB),

MRBIFC—EIREREHRN , MRBIIANRERX , B TRIRA 6MB HE. LET , lKIFBESR
FFEEE , METARE AMB IARE , IREBTRENHRIEE , LA EEE.
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NREBITA—EREHEEH ( RIFEE 4MB) |, MERITBIETCEEREFAF BB RITHYRE
BX, BBALTBFRITCHAETES (=5 ) RIRAI 6MB H5E, AT , BITARRERSZ EITBFILE
DFCRISIND |, YRLREEIAZITRERRY 4MB IE(E ; WNRETBFIEITCNRERF A/ , BT SRS
BEEBIATIN.

Et , METHEEAREIERRIFENE | XEA TRIEZ O SHREERHBITTER. RO STTLRE
ERITHEE , BiIRFLhRRHERR.

JIE=

iIE=

SEE

SER

TEIYE R SIFPEMISTRIES. £ LEERRT , BRERIER. IEBIFARFFGSEK.

Root CAHEMAZRIIES

SIERZBiEIRoot CATWIITARIES , BERRNEREME—RI—D , FAHEGOMIES | ECERIERBDATHN
RERFHEREANARE.

EPHSTUIFF S FEX

I)A-----BEGIN CERTIFICATE-----, -----END CERTIFICATE-----FFLAI4ER ; iSIGXLME—F L

BITOANFRT , BIE—TRENLURNEA T,

IFPABTEEEETE.

TEIPEMIZZUASIER A,
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FF1Era

MITE+TCCA+GgAwIBAgTQUIBEHIXAKs10TW1s2A2kr TANBghghli GCOw@BAQUFADCE
tTELMAKGAILEBhMCYVMxFzAVEgNVBACTD1Z 1 cml TaWdul CBJbmMuMR BwHOYDVQQL
ExZWZXJpl21nbiBUcnVzdCBOZXR2bI I rMT swOQYIVQQLEZIUD I tcyBvZiBlc2lg
YXQgaHRBcHMEL yO3d3 cudmVyaXNpZ 24uY 20+ L 3 IwY SoAYy kwOTEVMCBGATUE AxMm
VimVyaVNpZ 24 g(2xhc3MgMyBTZWN1 anligU2Vydmyy TENBICBgRz IwHh cNMTAxMDA4
MDD Awith cNMTIMMDAIMFMLOTUSW BgM)swCQYDVOQQ GEwIVUZE TMBEGALUECBMK
V2FzaGluZ3Rvbj EQMA4GALUE B=xQHUZVhdHR s ZTEYMBY GALUE ChQPOW1hemSuLmiyv
b5BJbmMuMRowGAYDVQQDFEFpYWOUYWLhemOuYXdz LmNvb TCBnzANBgkghlki GOw@E
AQEFAADB j0Awg Y kCgYEAIXbBEGeaZdBEOGEUWL cEpwyGawEkUdLZmGL1 r() ZdeeN
IvaF+Z TmE0wSAdk2 Gr/RwY Xt prBdaov(XmMm+OYmicsHmCZ druCriV1eN/POwE f gMMZ
X¥964CjVov3NrF5Auxl8 jgtwlyu/ C3hin0uIVGdg 76626gg00]Saj4 8R2nAMnV cC
AwEAAQQC AdEwggHNMAKGALUdEwQCMAAWCWY DVRBPBAQDAgWgMELIGAL UdHw(+MDwew
OgAdoDaGNGhBdHAGLyOTVLITZWNLemUtR2T £Y3)sLnZ 1 cml zaWdulmMvbSOTVLIT
ZWN1cmVHMLS j crmwwRAY DVR@g BDOw0zASBgt ghkgBhvhFAQcXAzAqMCgGCCs GAQUF
BwIBFhxodHRwezovl 3d3dy52 2 pe2 1nbis jb2BvenBhMBAGALUAIQOWMBOGCC s
AQUFBwMBBggrBgEFBQcDAjAFBgNVHSMEGDANGBS] 7wsRzsBBAGNKZZBI shzgWy19
RzB2BggrBgEFBQcBAQRGMGgw]AY TKwYEBQUHMAGGGChBdHAG Ly IvYINwWLnZ 1eml z
aldulmMvbTBABggrBgE FBQowAoY@aHRBcDovL INNULNTY3VyZS1HML 1haWEudmyy
aXNpZ24uY29tLINWUINLY3VyZUcylmN]l cjBuBggrBgE FBQcBDARIMGChXgR cMFow
WDEWFg1pbWFnZSOnaWYwITAFfMACGBSs0AWIaBBRLa7kolgYMuOBS0)sprEsHiyEF
GDAmFiRodHRw0A BvbGOnby 522X Ipc2 1nbi5 jb2@vdnNsb2 dvMSSnalfYwD(Y JKoZI
hveNAQEFBOQADgGEBALpFEXeG782QsT+GWEEIZBEVCuUKjrs 1 3dWK1dFig30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/ zmwmpe 7p@G76tm)8bRp/4qkloiSesHIvF gl Imksr31I0)
3gaE1aN2BSUTHxGLnON4F@OhYYwwbeEZalxfgBiLdEIodNwzovG]+2L LDWGIOGrNI
NM856xjghJCPxYzkObuuCl1B4KzuBC Thexz /1EgYV+DiuTxec FA4ulwMDSeBnynbn
1giwRk458mCOngH4 1y4 P41 X002 £4A/DI1T8ZNct/ Of169a2L fevcOrF7BELTBe5Y
RACKx7 Fc5xRoeldyGj/d)evmOBF /mSdncl S5vas=
ENMD CERTIFICATE

SPERA N RIIE TS

R BRI PRCATEMARIES | BEZRNEBXHEESMILES | FEBRSSHEBSPREREHE—

e EfE,
IEPHESIU TSI REK ¢

ARSFEMEBME—L , PRIEPHEBE AL, FEFEEZTT.

IEBAREFEREATE.

IERZEAREERZT , HFEE764FH. FESMRFC1421,

FEIEPRIEINER. —RBRT , PRIVSENAIE BT SEIINEA |

SRS AIE T,
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FF1Era

RSAFATRTETVEK

EHERSSF/IEBET , HHEE HETFBRIFAR.
RSATAPEIER TS TEK :

LA----- BEGIN RSA PRIVATE KEY----- , == END RSA PRIVATE KEY----- FFELRNER | BBIXER
B—FHLLE,

FERZEREETIT  BIT64FH | RE—TRKETLUAR64AFH. FIESWRFC1421,

SR | HISSEIFABENIER , LLANFASAROFFSLANEERR 2 -----BEGIN PRIVATE KEY-----, -----END PRIVATE
KEY----- Bj----- BEGIN ENCRYPTED PRIVATE KEY----- , - END ENCRYPTED PRIVATE KEY----- , BKEFA

A EProc-Type: 4 ENCRYPTED , FHFEIGEITIA T ap SR THEHR
openssl rsa -in old_server_key.pem -out new_server_key.pem

TERRSAFABRGI,

MITEpATBAAKCAQEAVZ1SSSChHETbmT 8mFykcAx (1t KCY ulowBiWZwl0S£FEbTWHYy 8K
+THS fD1u9TL6qycrHEG 7o YDADK+LVIHU/0Of /pUN{ OLLnrE3W34DaVzQdKARBTI3A
¥wiSgrqF M) cLva2khNKAL+£NPSCPJoofDDrP 7w 7c(x 7L bMb@d FZ8858KIcluz)
S FD@X)yulNogalePZ tK90njn957ZEPh jtUpVZuh53409D0M/ £ 13T BaaNYWhrPBcO
jNczBZ6XQGF1rZG/ Ve528GX6rbSdUYpdcfXzNSWMEXY g8al L7UHDHHPI4AY satdG
z5TMPnmE f 8y Z PUYudT L xgMVAowv] r@0Dg+5Dm3QIDAQABACIBAGLGEZ nnFyRHrFi
laFe+Nen8ZvNgkm@hAMOWIIh1Vpl £174//80yvea/Eviltul HyBET/ 2PZ0oNVhxe3s
cg(a3Tx4240GpCwlishS FxewfbAY G F3ur BM0xgBull@7B AxakHNcmMNGY dGyol UowRu
S+yXLrpVzH1YkuHBTTS 3udd6TeTWL 77 r8dkGiIKSAZBpRa19B 7+ CHKI zmEybs /2
QEN/zHZAY Aewk TY1KGHjoleYs111ah1ANICVgTe3+L 262 pIpM7 T+K0nHC Seswd
15x9h/0T/ujZsyX9POP oAy E2bqy@t080t GexMa765svBKVhKF W LUnhfeWcgFCD
xghhxkECgYEA+PfENbGeyX1+/Y/UBNMZ fg3+r5CmsB] 9Bg+9+yZzF5GhggHuledl
ZXIHrJouGB1XElarpijVs/WHmFhYSTmEDbdD 751+ Ly@BY4cPTRhz1FTKEBAKTMK
605uBliNsg@Z8hn1X14 1ox2 cWIZ0a/HC Judey(ot PANsMIWgpBY7LCACaYEAwvNF
@f+/jUjt@HoyxChd STAgk4UBod+hBCOBNCVSqCz dmty TaWz FEGE/AR3MAZ rhmZ 1
Gnl5fdfe7uY+IsQFX205] jwTadl EN4 1 ed0Sa/ukRal4zVgnYp2alKactulf FVbl
+kf7282IRAGazSLvGmA Bhu/GLEbg FU3 FkSkwOIECgYBpYKTT 7 JvvnAErMED F2y5
ICRKb(aB3gP5e/ 1 Cgzy InhtaFQUbMxGeuowlLAZR@wrz 7X3TZgHEDCY 0l PmK3460f
OhGLITycehkbYkAUtqD3BYO4EKhES,/ TzMzBOf rXiPKg9sB8UK)zkU+GSEFootli+a
REXzuB35EwxI6BwNN1abp(QKBg(C8Tial Clg1FteXyGcNdcRelMncUhKIKcP /4xn
R3kV0I06MZC FAdgirAji(WaPkhoBxbp2eHCrbB1MFANLRQS Lok 70by/ S VimTZMC Jupd
E1/15WjZKPbw7hCFAeRtPhxyNTI51dETudUBEQid8111g1i Pgn@p3sE@HpDIA0gZX
aaiMEQKEgQDK2bsnZEy@ZWhGTeuddvziKmFrSkIMGHBpLaTiliwliRhRYW)ysZ0
BOIDxnrmwiPaObCtEpK88zq28dg7 gupCsOCav)RevOBhSHxByy2 3ImOhFRzfDel)7z
NTKh193HHF1joMM81LHFyGRFEWNr rolWSg fBudREUSRNR/G1011x 2 wa
EMD RSA PRIVATE KEY

LR
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FAFisEe

FEEEHTTPSIEITRY , ERILMFERESEMCAILES | HEFRIZCAIEBAZFIRIERESE.

{8iFA0pen SSLERLCAIEH

BITLA e E/root B R T —caX {43k | Fircas {4k N eI N34k,

$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server

- newcerts B RGBT FMCASZBIRIEFUER.
- private B RFBTFFHCARIFATE,

- confERATFEFM— LB S ERVEE X4 .

- server B RFMIRSS 2R UEB U4

fEconfHR THE— B T™ERRopenssl.conf3 4,

[ca]

default_ca = foo

[ foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_ md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BITLAT e SR FATRkey ST,

$ cd /root/ca
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$ sudo openssl genrsa -out private/ca.key

BITERIN B,

BT T o SHRIRRBAMEER | AR T EFEREMIER BRI,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

7ER : Common NameFEEM N GLEIIEAVES.

BT T ap SRt i,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

EITLA T ap S ACARkeyIRERRIAFFSIS | AILARERNNFH.

$ sudo echo FACE > serial

BITLAT i< IR CAR .,

$ sudo touch index.txt

BT TSRS ABRE FimE B eIE—MEBREEIIR.
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$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"

Bt

Using configuration from /root/ca/conf/openssl.conf

AEFREBER

EITLA T ap < fEcaB RALIE—MERE FinkeyRI B Rusers,

$ sudo mkdir users

BT e A FintlgE—1key.

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024
TR BlEkeyBIEKEIA\pass phrase , X MNEZRTkeyRIO< |, LBGLEARZRtREHRAZ
Fl. RIXEAE— R,

BT TS AE Finkey Bl —MEBER B Rcsr 34,

$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MINZBPRE |, BRI E—E BN Hpass phrase , RERBRTEANMANEE.

iF& : A challenge password@EFimiE RO, FEKBEHclientkeyfIOSHITX .

BEITLAT e S ERACAIEBRIkey A Fimkey &8,

$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMBAREERRURTHT | FIREBBIAY.
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BITLA T i S RAER R AIPKCS123 14,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

RN Z Fimclient keyiIpass phrase, BIARTSHIEBHEDL. XMEEFIHERH
FPEES |, EREEFIRIEBIBEHMNIXNERS.

BT T aSERENNEFRIES.

cd users
Is

FEHRUEBAET

GEIIERSHFPEMSIURNIES | EERHBNERREERMPEMISINE | AR LIERIRHIYE, ENER
Open SSLi1T4%#z,

DER##:/9PEM

DERIEIER A avaFaf.

BATIA T an ST
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openssl x509 -inform der -in certificate.cer -out certificate.pem

EATLA T an A TRATREAL

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B%%#/9PEM

P7Bi& @R (EREWIndows ServerfilTomcat4,
BT TS ITIEREWY :

openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer

PFX¥E#a9PEM

PEX1&UEE{#EHEEWIindows Serverdh,
IETLAT i SRBUES :
openssl pkcs12 -in certname.pfx -nokeys -out cert.pem
IETLA TN an P TEERAGH -

openssl pkecsl2 -in certname.pfx -nocerts -out key.pem -nodes

FEUEH

AT AFHTTPSEIREMMBINLE , AEIYERMEREIEINRE. SR LUSERFHEEIRIYEIIBEERRSR
, AR BRI PEESPERRRECSIRS L | HEFNMEREER SR BEHSINIZZME, — NEBLAN
BTz i,

R BRSEEEN , M—MNEBNEEES MEEER | BANR. HEOTBIHHE
By Mk,
- SAMKSBETULIEI00MES,

HIESAF
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BEMSL T RSHIES.

B4R 7 CAIERIIEFIHIER. FIBSEEMIES.

BEPR

EROHIIEEFIE.

ERESEANSHE | fEERER.

I REERE |, BEEIEIES.

R RIE |, STl TERER | BEHE.
IEBER  MNIEBER,

Uit SRR ERIERAbE. NREANERFEES MUEER | BT bR

ARS3EIES - HTTPSEAMEIAIE , RFE LIEIRSSSIEBFAR.

CAIES : NREEECEHTTPSIUAIAILE , bR T _EERSZERERI , BIEFIEFE
CAIEB#HT EFE,

B | EFEHNRSHSECALIBRE. BILBRESNER | EEEMIIERHF
. BEZFEEBILEBEK.

iR - SRERIRSIIIPIIAE. JUBRESAEN , ERERISERH. EZFR
BEIUIEBEK,

AR BIRSF/REVEB A BE,

HERERME

HEIERE , EaLERSEEREN S REENESESLER. FELPER. MRES.
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BTSHERR , (ESOEBRIBR,

ERTEMRR | MIPRZIES.

R IEPREHTTPSIITRHG AT |, MEEMBRZIES.

e T e P e I T R e e T P
o
.

RIS

IR | FEEUEFRIIES.
- AHIYENRIMERIRE | FTRERFARARIEIR | FEBRAFHIRETRKANES.

BEPR

FEEF LA FRGIES.

FES AR EEIES.

FEHTTPS B IFhECEFABER,

FIESWEEHTTPS,
FIFREBEENE , HFIBRER |, AERSHER.

TESRHAIRHEIES |, BAEHEA.

HEEE
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BEEHRFEF

REYERMEATEERRE  BILUEERENLAVRERSNEERERT.

BERE

RESYERAE— T BRRMFESER. BRFSHFHERAEE | A5 BT Open APEREUXLHE

EERERE

BRIREEREFHE=RNNERCERTER. MIRCEFHESHRREERTS  FERERE
=hE. FEEEEEERNERS.

BELR

ERONHIIEEFIE.
HEEMSH: , BEASEE.
ERFEERE , BEATEERE.

REIGFBRMERR.
EEMEAHIIEOIRREERS | tLalEsh. 0. BRI, INERIRS SHFERERE.

BB AR (pIhERY ) TREEELARFES | B LIETEARIRIRIDIRE
FHEERIFRIEXEERE. RFRIDEXRBIFRNEMRIIRAIID , FlanadidEsefiD, IEHID,
REMBRSS2RAEID, HARIKIDE,
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FAFisEe

EE ]
EE =
ESET : REEUEUANETIES  BEFEEEE , WAnE OaEE
=R EEEF
f=fEEE =B BIEER T
2017-07-25 11:37:24 =0 Ib-bp FOERESE . E
20170725 11:27:08 =6 Io-bp I RRRSE AL [ e |
20170725 11:25:14 =0 Io-bp IR SE AT, [ sz |
20170725 11:24:54 =0 Io-bp SRR R E
2017-07-25 11:24:41 20 Ib-bp ENSEEREE =0
{Eﬁ*ﬁﬁ E ILJE\
FOLERSERNHE , EE=ANNERINERS. IRFEEANRENERS  LEEBRENERETE

fEZIOSSH , FAILITHBIRERERT.

- FhERERERS
- BEERERERS
- THiRRIRERS

FEFRRERE

fEaT L UBS R EIEIRMEANEEEIRINEE | EEREIIESLHIRiRIRSSSS ( ECSTH ) BIEEREERE. XHa)
, REIYEREFEE=RAANEREEREER | BYULUEIFHEOSSIES | BrEEERIeEHEFERIe=E
B9bucketd,

EEILARERSFHSAIKA BT MEINRE. FFREESEERE | BB SERmEbucket P EIE—MEFRA
AliyunSLBHealthCheckLogsfY S {4k RRFERFRRE AT . EtYERRENERTE/\FEM—X
, Rt Bt —MNABRBARIRIF R AR EFHEI R RIGERTX Y | 1120170707,

HRE/NFERRI BT AERAIELERSEas . ELan?E00:00-01:00EmRIRBRIERT , BEXHEA
01.txt ; £01:00-02:004pAMERICERS , HEXMH&7902.1xt,

IR RANERIERECSHIIRERN , A2EAERMERS. #REERTENTENR—RX , Hiz/
RIAEIRECSHRMEIFE , NERREERS.

EERRNERTEE  BEFEEIITLUTERE

Bl&EBucket
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EEEE

REREEFE

tlEBucket

EREATFER , CEFEEFTEOSSIRS H O ARFHEREREEHSIbucket,

FIFXISIFEOSSFRINE , S ZBIFHE.
FHEOSSHRSS 5 , EROSSEIEHA.

BATEFEBucket,

JuE=2g

HRE
- [© et i emmmE mEEE 13 1
EE ta maeE rERE Ft | CONEE EEERR
205.88ve 2511k 25x
?E!tk 0.00% t ,E,K,tk, 0.00 R &RSHS 0.00Byte T RERSRE 33828
HHRE
x meEE = | =tama = ERm=s
2 PBuckeBRE ) mmunsErEn R, ook L) emmen st
=20 =eEE
EIRAMAISTS A FISEFISEHB R R AP RS

EFEEBucketyiEIE |, EoEBucket(58 , BBEHHE.

R : HatRbucketAUMIEAN A BB SLBIRIIEARE,

EZBucketic ERNFMER | EEEIEFHETE.

R AEGIE

Bl FBuckets , IAEEN AEIYERIREMAE ( SLBLogDefaultRole ) 121X , fiFiZfAEihEI0SSHIFER

%‘ﬁﬂgo

ERnhAEHERERE.

EENSHE , BERBEEE,
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#FZFRSLBLogDefaultRoleffEE , SAGEERHN,

I RAM | meEE BEX -
L3
sas
mee
mam o =
S P - -
_—

EREREIETURIEXHEE | #2AliyunOSSFullAccess , 2SR EMRETTHRIEN.

SR ISR
SIUETERS | RARIEEREERR , A SENER RS

EEEN ETRIEE

AIERE RS =R DR SR EmR

0ss

Aliyun0SSRaadOnlyAccess

iSRRI iR (05S)RI R

Q ‘ Aliyun0SSFullAccess
SR AEERE{0Ss R

i

==

RS | BtESLBLogDefaultRole , AR EAGIRISCRIE , EEFICRE.

< SLBLogDefaultRole SRERIELER
AEEE
BREEER = E= e
mEEEE
AliyunOssFullaccess SEF AU ERS(055)TR 5

EEUR BRETL

B REFE
ERAEIIHRHE,
EAENSHE , BHOSEE > @EREDS,

ERRIOEERTE , AEATEHERE.

B BinibiEpig B AL,
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@it SEsEaEETEE

w2 B ]

FIREATEHHEE | SRR FERRIGERSAIBucket , AIGRTHIA.

BIRRSIE TR | FEASEE.

g5=8E

BEsE  GeEE

BEETER

wik2 ZarsEREREEE BEETFR
@i B RE EEEE
51 LR REETER BEETHFR

w2 FFEBucket : tesO111 BEATER

EERFERERT

ERILERRIIEEREN S , EE=RRRENERT.
ERLEYEESIE.
EEMSHE , BEATER > @FREEAT.

ERREERSTE  AEHSERRE.
IR RBENERIRRECSHIEER , A2ERERNERS., BRIGERSE/NTER—

R, BTARRIRECSRIGNZISE , NELRFRRERT.

LEREEHTASE ASLB instance_IP:port to Added_ECS_instance_IP:port
abnormal; causeXXXft , RERGIRECSELAIEEICERE | S LURER~NSERREH
1THEE.

LiEie s HEMMSESLB instance_IP:port to Added_ECS_instance_IP:port
normalf , KFERIHECSLEAIREIEE.
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EERERE
BEES BErE
BERy  REMIFLIANEEEE  BREFEE0% | Fuilst AFFE
p—
=o{mID BfiE] BEEE
. . 101.37.227.159:443 to 172.16.253.154:31235 abnormal; cause:
|b-bplg4tj6lofskd476u7Iu 2018-02-21 22:28:45 TCP connect fimaout,
|b-bplg4tjelofska7eu7itu 2018-02-21 22:28:58 101.37.227.159:443 to 172.16.253.154:31235 normal
. 101.37.227.159:443 to 172.16.253.154:31235 abnormal; cause:
|b-bplg4ti6lofsk476u7Itu 2018-02-22 02:23:40 TCP comnect Himenut.
|b-bplg4ti6lofsk476u7Itu 2018-02-22 02:23:50 101.37.227.159:443 to 172.16.253.154:31235 normal

THEFRERT

EEILEOSSEE =S et , THFEIBNERIGERT.
EROSSEHEEHA.
TEMESSIRE |, B EiRBucket , AERENHETE,

EHEENH , RHEEROERT4AllyunSLBHealthCheckLogs/,

slkan =W REER EH %51 9EWE 201707061913 | BIER Bucket
R MHER ERigE SEEE BRGHE F4HER BHIE HREE Beafit APIGH  HRSESET

ez || o6 || esumrs | meem || oRe

Sz ( Object Name ) poct 23N R EFETE BE

| AliyunSLBHealthCheckLogs/
B ossamioute 0.057kB R 2017- 1:22 BE
example jpg 21.327K8 T B

BHCE T HIRREE ST,

BEARHNER | ARRESEHRINMA URL,

78



PiE=asi FAFisEe

AR AT

#E  AliyunSLBHealthChecklogs/20180210/00
=8C 3600

URL | httpy//slbyh.oss-cn-hangzhou.aliyuncs.com/A =
liyunSLBHealthChecklogs/20180210/00?Expi
res=15103070058055AccessKeyld=TMP.AQ

S50 URL | SHIvitEE
#®  application/octet-stream ZE HTTP &
I ACL 5 Bucket EEESHR

SRR PIMASHIRURL , TEBEEU,

EEJLAERAPL. SDKEREAIN FHBESXYE | HFESEREE T,

] = Frs

HARRESNE R ES

GEIIERNRIR SIS T A ARG EIYEINERIVFHRER | SEEKIE. ZFiklPibil, ER
. IERBEMRS SRS, RESEFEALMIBEIAD , AEEEERNEEK , BB HERESH
EFIRAF{TA. THREFRBPIRES . HTOEHES. XTESAHIYENRESHIERZEA | 15
AT X,

EREREIEREDASRE | ELUSHEASEEERSRSAIESE ( Logstore ) 1, RESHIHRIAE
o R LARERTIBRITIE) B SRIECE.

EIETHIEDASERFIIMIE |, BNFES T ASRSHZER.

IR - RETERENESIFREAEINEE , BRIFMANtES &8, ARt 1 (RR). ILAKRE 1 Gl
1K), WAZLKRE 2 (BfE). WAZRES (FEHK). AR 1 (&X). XEFRP 1 BEREI). XEE 1 (S
). HARARER 1 (EFFEGMPER 1 (F=548).

SIS ELIR H S
SEIBABIE AR AR

e

79



TEIS

FAFisEe

Bk, EHEARNBTERNEBGER R , BESIIBEHEFRNSTFAIRARE L&

BE

GHIERHIE ASEIEIIEERRA , WENEESEESREREIAARE. SRS A
WO —2FAE , EBRTERFRSEZEREMANSBIIERENS.

SChY
DevOps, iaf%, REFHREKATEIENITIME. ERFREETHEX—FK , GIIKGEHEETLE]

HiveFTESHFERTRIK | AN TR EEIREMNR. RitEneATEENERAE
IRSFEANABUEITERES |, RO ITIESIR £ B,

S

ARG SRS XA S8, ERIREFEEE (1-365X) , HFERE
LogstoreSER] LA B4EmE IV SIEKEK.

e EREYELIE R
G- S

BEZLE T tEREIYE.
2. BELTHE T BERS.

BELR

ERAHIYEEEEHE.
EEMSHE , BERSER > HaEE.

EATRIZEPRIY , ATSTEEHAIRHEIE | BREREEAUESLBILE HEMRSS.

R MREERANE TS | REEKSHITRN. FESIENFIKSHERLRAS.

BENE FEEE 4dp1 462 b3 4hbs 4R1 @R 4E1 BE UARRI0ER TARE 1 Ghing) BARE2(BE) IbREs (S

s 1(EF) et BleTmall =760 1(28) s 1 (599)  EoiEs 1| (£5758)
ZAEE

EpEE ﬁj%ﬁﬁ??ﬁ@%ﬂ )

EEE

(FESLBA Lig EENEFISLSH,
~ BeEE SrPORSE
BIFEE

wEEE

80



TEIS

FAFisEe

fEpEAERmE , $E/BRSLBLA] , AIEREIRE.

fadstE WAEZR b1 b2 464b3 24b5 1 452 #E1 &8 ARk () TARS 1 G
WrEE 2 (FE) Wionms (S TAER 1(EX) [l gzl =55 1 (58)
=AEE
SRR 1 (BF) B 1 (E=RE)
EHEE
_ AEEEEE v || B SHERECEEEEE LA
TEEE
N 0 sess0sn RSt - Pt = LsEE
SRS =] ‘\f"eus‘“”-‘j-” 7. 82(5:5 237 ©EF= -
= ez, EAEE: 0 VB . y | »
BEESES

R HEIRSProjectflAEE ( Logstore ) |, ATGERTHFIA.

anERRETAiLogstore , SHIANBIRE. HRProjectiIBMREBME—, HHEEUHTRSZREN

]

TR : HafRProjectAUMSAN A RIS SLAIRTHIEAER.

HERE

BEIERE

LogProject Logstore

slb v slblog v

ECEEUREA.

ERLERERASER  BEAIRENASIEHERIEOSHTRE | B LABAEHIA

 REEESRSEREE. AR PEEERBEIHIERARASEE.

HEEE

@ |b-Dxiw3x1ljvd2aSgoloksy iHE BEFREATH

BlSERES B ETEEA S S iNesh T O FRTEEST. HEESs
IREPEsg E0Flogstoe T ERERItEE R, WAEERE AR,

BET—F.

81



TEIS

FAFisEe

| sblog :EEE==RZ=

SLB i

TAFHIE (Server Load Balancer ) ECSZR@) T
I5&y =T BRERS Eﬁ?&ﬁﬁﬂjﬁﬁfi
@ EEFERENSRS
f=avesp=salil) =
O CEENARRSSEAE

AEIRSEFNR T SLBEAFINEIARS| , BE T,
IR FERSIE . BERSARERS

MEWENER | FES I SRS mEN.

|slblog TEEEEENE
o s
evEtiEE @D
EfiE)/1P nE
— e body_bytes_sent:235 client_ip:35.165.158.47 hostipspsorange.org http_hostpapaorange.org h
e v | [,7=0007@8<> /0t ttp_referer:- http_user_agent:Mozila/5.0 (Macintosh; Intel Mac 05 X 10_13_3) Appleltiediit/537.36

(KHTML, like Gecko) Chrome/63.0.3239.132 Safari/537.36. http_x_forwarded_for:- http_x_real_ip:

180207 11:1
* i ot - read_request_time:0 request_length:365 request_method:GET request_time:0.000 reque
st_uri;/ scheme:http server_protocol:HTTP/1.1 slb_vport:80 slbid:lb-0x4:Stoawy5mzmase0 ss

id: |
SEMEEET sm SAsEREn SN SEE st 19.5e0i® | Cipher.. ssi_protocol:- status:302 tcpinfo_rtt:180000 time:2018-02-07T11:14:34508:00 upst
ream_addr:- upstream_response_time:- upstream_status:- vip_addr:47.252.50.197 write_r
boclv hvtes sor ¥ | [Jona v | [body_bytes_sent & esponse_time:0
dientn v [tm v [dientip [ v ) body_bytes_sent:246 client_[p:209,126.136.7 host:47.252.50.197 http_host:47.252.50.197 http
- _referer:- http_user_agent:Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTM
v v [host V] [on0ees -
e Ieaf o e L SOy o7 on - ke Gob) Cromal$02567.133 52735 it forwarded.| Creal_ip:- rea
httn user aner V| | fext v | |http_user_agent false. v - 8:07 d_request_time:0 request_length:191 request_ : request_time:( lest_ur
v . p— ) log_service i:/ scheme:htips server_protocol:HTTP/1.1 slb. VDDI’[ 1443 slbid:Ib- OXHmaVWSHTZmﬂQQD ssl_d
RSt lenath oo IR ] — pher:ECDHE-RSA-AES128-GCM-SHA256 ssl_protocol:TLSv1.2 status:502 tcpi i
raauest matho ¥ | | fext v | |request_method false. v - 2018-02-07T09:48:07+08:00 upstream_addr:127.0.0.1:503 upstream_response_t hme :0.000 ups
tream_status:502 vip_addr:47.252.50.197 write_response_time:0
et time_ 7| [l v [request tme -
ouest uri V| | fext v | |request uri false v | [ "=000%@8<>/\n'| @D
ahid 7] [t v] [sbd e v G7es<>/n| @D
sais ~] [fom v [saus e
unstream addr ¥ | | text v | | upstream_addr false. v -
snstream resne 7 | [douie v ] [upstream_response | e
[re—— v [upstream_status L)

1 ﬂi% \EWEE;% |EtEpAEDER—#

3 mﬂuﬁ?% \és%ﬁsﬁ (E8h)
ERBASHSAEI TS
1.slb-access-log-dashboard

EATRHEIASTR AR

82



TEIS

FAFisEe

BB A ETL

slblog wiEEEHER=E

pii=:.5

ThEZIREA : B0 FERRE R AR EiRE MaxCompute (RODPS ) |, b T MEMBISHTRARISE
=E=

FrEiRE

Thasine : BETEIRSIR O RSHTI0sS . WEFHTRIIFRE , FLIESSREFASEE RS (ME-MapReduce ) &
FE0SSINE

=ERY

pii=:i ]
THEEREA : R TEMHERS B 2RSS RENEN LIRS, BIAE 1L b, BERERETR
T - IREREEERE oostorefIEIE | ERESBRMEEVNTEE. BT HENTHRESE

LIS EE SRR EE VSN

=

i, SmhERE

EEEREYERHEIATE  BILERTRSTER. RRUTFRINATER.

FE
body_bytes_sent
client_ip

host

http_user_agent

request_length
request_method
request_time

request_uri
slbid
status

upstream_addr
upstream_response_time

upstream_status

'HEhEES

A

RIXEEFIRAYHTTP BodyRIF 1548
EREZFimlP

BRI FHIHost header

SLBIKEIRTIEkIRSC Hhttp_user_agent headerfly
NE

BERIRIHEE |, BiFstartline, HTTPLIRIZAN
HTTP body

ERIRAYTTIE

SLBIK RSB —MERI S AYRTEIZISLBIR BN EZ
[EAYiEIRRH A

SLBIKZZIRIIEHIRSZHIURI
SLBSLAIID
SLBRIZHRSZfStatus
[EumARSS 2R ATIP AT

MSLBIEERGImARIEIBKEISLBRZE FinAiETT
RrE 2 [AIHIRTIE]

SLBIZEIRY SRS 28AUresponse status code

83



PiE=asi FAFisEe

FERATERME , EiRiEREE
HENBEERRE. SRLAEE REE R e ATRSEHaHA A TEARE.

EEESIA

FipRRERE  AEEERE.

| WEAHE TG el Gewe) i sl anual TaEE1(ER) b2
“x52 41 TAELIGETR) s &8 TARS2(ERE) =EES1ES)

SR 1 () wb: 41 TAKE (SIEE)
TEEER v | | B@AERHERHTIENTE. SN AR E

O mss@nn/si BSHBIHESE) ~ FIEEE(2EE) ~ Hhas SLSHEFE 2

e

@ el 47— = 5655 slb/slo BE |6
=+ &P“zﬁ;JL\
HESHRSEH S

EREERNE , BEESLBHEENEIRIER.

< @ sb [zmEroemE it ¢ B 1 (MR

HE= | LogstoreBlizE ot |
* LogHub - SERfSEEE

) BiEALogstoreminiTigiEE || BE
* LogHub - SERTEZE

ESHEst
> Search/Analytics - LogstoresEx HEEARS 5T HAOKEEST 2
Aiis B S
¥ LogShipper - ##...
slblog g b LogwiEEE (SE) | g% | Eie i MaxCompuite | 0SS |
rHEFR , EENNANATE
%EEE*B‘E’L‘J\ X E X\ MY ElL‘a\ I:I:%\o
£ slblog sib EEIEE A% ERANEE | BENRES
Q@ shw | 2018-02-02 22:56:16 ~ 2018-02-02 23:1%
200k
, =HENIREEEEEN .
589238 004458 0383158 055458 085158 105458
EESAEH1,722020 EHRASRMR
R®A® GitEx
RESHT
< g ~v HE -
| body_bytes_s.. 1 02-02 23:04:14 __source_: log_service
__topic__:
| clientip body_bytes_sent: 612
client ip: 121.42. 251
| host host: 47..0..50.197
hitp_host : 47.26 107
http_referer : -
| ttp_user_sgere http_user_agent: PTS-HTTP-CLIENT
http_x_forwarded_for : -
| request_lengtn hitp_x_reallp: -
read_request_time: 0
| request_method request length : 82
request_method : GET
| request_time W—”"_"e' 0.031

BWASQLEAEIMFEREIAEE.

EbaniE@id* | select ip_to_province(client_ip) as client_ip_province, count(*) as pv group by
client_ip_province order by pv desc limit 50&i8Top20RIZ P,

84



TEIS

FAFisEe

[ slb-layer7-access-log (0 -analyss-Us-cast-1

EEIRR HE EESHTRIE SEFAREEN AR

* | select http_user_agent, count(’) as pv group by hitp_user_agent order by pv desc limit 20

Q@ “ | 2018-01-3121:20:02 ~ 2018-01-31 22:2(
60k
, INNNENEEN L]
2189205 218405 2183508 2209008 228105 228
HEERE1,050,607 IR MMM 211TH1,060,537 A 1R):200ms
FBEE KitER

B ~ o Bl = & W % rowcaen.

v & v . o EETENE €3]

TS-H...LIENT

Mozil...37.36

Go-ht...t/1.1

Mozil...37.36

axios/0.17.1

Flink-ak/sk
Palvi...CNDL)
Mozil..37.36 [N

]

|Alicd...imea2

Dalvik/1.6.0 ( Android 4.

Mozil...-scan O [l

SHrinis A&

ERILABE BERSHGEESTTRRAE | (EREREHEEFENEIERER.

EEMSHE=

ERASIRSERE | BEREIIERProjectitx.

, BifiSearch/Analytics - Eiffo#Hr > (NF&E | ARRTEE.

(]

< slb [ tEEPrecslE w0 SESE 1 (B=RD)
Fe= | w2 =Eendpont
LogHub - SeETSESE
5
LogHub - SERTEE
Dashboard &z

Search/Analytics - E...

slblog-slb-accessiog-dashboard
s

iz

HEIESNET: 105

7

ERILIBEGRETETOPEFin. TOP Host, IEHIPVEER.

[ slblog-sib-accesslog-dashboard sb & | By mEmE | 5E | 2R
BE: 198 1558 | vhal | o1 B C' =wpm
TOPZ/ iiip BEIR VoA
EFEip pv &g i BEH SERAEFIETE (MB) RRECRRE (MB)
23251 2962787 WERE LEL 2R 1355.22 259.95
REBAH AR Vo2 upstream RS E SRS VoA
o‘owf,oo%
® 404
® 503
50.26% -49.74% ® 500 49.74%
200

85



TEIS

FAFisEe

e Szl = P

ERLEIEHEEEFIE.

EEMSHE , BERSER > B,

HE B i@y , ARBREMRRF B HRI0EE,

HE1E, EN8n: (10 v E

P WEBE 43 b5 mR DAL (ER) TAEm ) AR 2 (89
Tk (a) TAEE | (2%) [rm BTl s 1 (i) s 1 (45)
i
B 1 (E2)
e
I SEYEER v || EEASASREGEEEDE
~ SwEE ERE5 =
B el 47 R aaR slbfslsieg 0% | BE
B
EeEES

BT IKS

FKSEERRHIELEREINEER , F

HERD , REEMWSITETRIN.

1. FSTNEATIRSS5EISLB

EREKSERAIIEEHE.

EENSHE  BEATER > HEEE.

EERIEPRIY | ATSTEEHAIRHEIE | BREREESUESLBIL HEMRS.

S

BAEE

ZAEE
SEBEE
EEE
~ BFsE

BIFEE

wEEE

s 1(EF) et BleTmall =760 1(28) s 1 (599)  EoiEs 1| (£5758)

MREAEER

(FESLBA Lig EENEFISLSH,
SrPORSE

b1 b2 4b3 4hbS k1 40 431 8 TARL1(ER) TAEE 1 (Fho) TAEE 2 (ER)

WoAsmEs (SheE)

2. EHCS BIBERIUERRE

86



TEIS

FAFisEe

ERpEHEHRAMIZEIS,

EEMSH: , BERRERE , AR EREREICRE.

ihlEER RAM EERTE

IR EEN R

Beem
smEmEr v B

ERgmER =3 WEIRR 2
BEEE

AdministratorAccess EEFEAZ AR 27 =2
"=
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{

"Statement": [

{

"Action": [
"slb:Create*",
"slb:List*"

I

"Effect": "Allow",
"Resource": "acs:log:*:*:project/*"
b

{

"Action": [
"log:Create*",
"log:List*"

1,

"Effect": "Allow",

"Resource": "acs:log:*:*:project/*"
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{

"Action": [
"log:Create*",
"log:List*",
"log:Get*",
"log:Update*"
L
"Effect": "Allow",

"Resource": "acs:log:*:*:project/*/logstore/*"

)

{

"Action": [

"log:Create*",

"log:List*",

"log:Get*",

"log:Update*"

Ik

"Effect”: "Allow",

"Resource": "acs:log:*:*:project/*/dashboard/*"
7

{

"Action”: "cms:QueryMetric*",

"Resource": "*",

"Effect”: "Allow"

L

{

"Action": [

"slb:Describe*",
"slb:DeleteAccessLogsDownloadAttribute”,
"slb:SetAccessLogsDownloadAttribute”,

"slb:DescribeAccessLogsDownloadAttribute”

L

"Resource": "*",
"Effect": "Allow"
12

{

"Action": [

"ram:Get*",
"ram:ListRoles"
1

"Effect": "Allow",
"Resource": "*"

}

1

"Version": "1"

}
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