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BITLA T ap S fE/root R M — P caX {43k | Fitcas {4k M eI 34k,

$ sudo mkdir ca
$ cd ca
$ sudo mkdir newcerts private conf server

- newcerts B RIBBTFERCASE I BEREHER).

- private BRFTFMCARIFAR.

- confHRATER—LEUSERINRE .

- server B REFHIRS EUEPR 4.

fconfER THEE— MR TMEEMopenssl.conf3Zf4,

[ca]

default_ca = foo

[ foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BITLA T ap S ERFATRkey ST,

$ cd /root/ca
$ sudo openssl genrsa -out private/ca.key

RSB/EPATRFNRESREERSSFAZIEBEEEHE SEMIPOERR , RSF[IEBTLZIMESR
SEIERRZWE , A LARIEMBIRS AL,

$E—: (FAHOpenSSLAERCAIEH
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BTN N EFR.

BITAT L F iR CENRREFEZERANGER | REREE , ERIERIEKcsIXXH,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

1= : Common NamelS NG REIEIRSZ AT,

BT T SEMENEcrt Sy,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

BT TS ACARkeyIRERIAFYS , ATLARIERNNFESRT.
$ sudo echo FACE > serial

BITLAT i SRl CARREE,

$ sudo touch index.txt

BT TGS BB E P ImE B EIE— MEBEETE.

$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"
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Using configuration from /root/ca/conf/openssl.conf

SBR=" RN RIET

BT TS EcaB RN EIE— MFRE FinkeylI B Rusers,

$ sudo mkdir users

BT TS RE R lE— ey :

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024

TR BlEkeyRIEKE A\ pass phrase , XMESRTkeylIO< |, ALEAZRHREHRAZ
F. FXEBARE—ERE.

BT TS AE Finkey Bl —MEBER B Rcsr 34,
$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MINZBPRE |, BTN E—S B AKpass phrase , RERIERT , IRENNAYES.

iT& : A challenge password2Z= FimiEHO< (ETEFEMclient keyWOSX D FF , A
BIRETE Atest) , ATLISRSSMIEPHEREBOS—EL,
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BEITLAT S RSB _HHCA Key ARIZAREFinkey&EHE.

$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMFAREERMETRS , FREREAY.

BITLA T i S RAEB AR A S EIN SRR EREEIRBIRIPKCS 123044,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

IRRRIETRINZ Pisclient.keyfpass phrase,

BEARTSHIERNER. XTEFFIREPRIRPED | AREEFinEBNEERNX N ED

BT T o SERE R EFIRIES.

cd users
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RSAFATRTETVEK

EHERSSF/IEBET , HHEE HETFBRIFAR.
RSATAPEIER TS TEK :

LA----- BEGIN RSA PRIVATE KEY----- , == END RSA PRIVATE KEY----- FFELRNER | BBIXER
B—FHLLE,

FERZEREETIT  BIT64FH | RE—TRKETLUAR64AFH. FIESWRFC1421,

SR | HISSEIFABENIER , LLANFASAROFFSLANEERR 2 -----BEGIN PRIVATE KEY-----, -----END PRIVATE
KEY----- Bj----- BEGIN ENCRYPTED PRIVATE KEY----- , - END ENCRYPTED PRIVATE KEY----- , BKEFA

A EProc-Type: 4 ENCRYPTED , FHFEIGEITIA T ap SR THEHR
openssl rsa -in old_server_key.pem -out new_server_key.pem

TERRSAFABRGI,

MITEpATBAAKCAQEAVZ1SSSChHETbmT 8mFykcAx (1t KCY ulowBiWZwl0S£FEbTWHYy 8K
+THS fD1u9TL6qycrHEG 7o YDADK+LVIHU/0Of /pUN{ OLLnrE3W34DaVzQdKARBTI3A
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z5TMPnmE f 8y Z PUYudT L xgMVAowv] r@0Dg+5Dm3QIDAQABACIBAGLGEZ nnFyRHrFi
laFe+Nen8ZvNgkm@hAMOWIIh1Vpl £174//80yvea/Eviltul HyBET/ 2PZ0oNVhxe3s
cg(a3Tx4240GpCwlishS FxewfbAY G F3ur BM0xgBull@7B AxakHNcmMNGY dGyol UowRu
S+yXLrpVzH1YkuHBTTS 3udd6TeTWL 77 r8dkGiIKSAZBpRa19B 7+ CHKI zmEybs /2
QEN/zHZAY Aewk TY1KGHjoleYs111ah1ANICVgTe3+L 262 pIpM7 T+K0nHC Seswd
15x9h/0T/ujZsyX9POP oAy E2bqy@t080t GexMa765svBKVhKF W LUnhfeWcgFCD
xghhxkECgYEA+PfENbGeyX1+/Y/UBNMZ fg3+r5CmsB] 9Bg+9+yZzF5GhggHuledl
ZXIHrJouGB1XElarpijVs/WHmFhYSTmEDbdD 751+ Ly@BY4cPTRhz1FTKEBAKTMK
605uBliNsg@Z8hn1X14 1ox2 cWIZ0a/HC Judey(ot PANsMIWgpBY7LCACaYEAwvNF
@f+/jUjt@HoyxxChd STAqhk4UBod+hBCONC VS qCz 4mRy TaWz FEGE ARIMA2 rhmZ 1
Gnl5fdfe7uY+IsQFX205] jwTadl EN4 1 ed0Sa/ukRal4zVgnYp2alKactulf FVbl
+kf7282IRAGazSLvGmA Bhu/GLEbg FU3 FkSkwOIECgYBpYKTT 7 JvvnAErMED F2y5
ICRKb(aB3gP5e/ 1 Cgzy InhtaFQUbMxGeuowlLAZR@wrz 7X3TZgHEDCY 0l PmK3460f
OhGLITycehkbYkAUtqD3BYO4EKhES,/ TzMzBOf rXiPKg9sB8UK)zkU+GSEFootli+a
REXzuB35EwxI6BwNN1abp(QKBg(C8Tial Clg1FteXyGcNdcRelMncUhKIKcP /4xn
R3kV0I06MZC FAdgirAji(WaPkhoBxbp2eHCrbB1MFANLRQS Lok 70by/ S VimTZMC Jupd
E1/15WjZKPbw7hCFAeRtPhxyNTI51dETudUBEQid8111g1i Pgn@p3sE@HpDIA0gZX
aaiMEQKEgQDK2bsnZEy@ZWhGTeuddvziKmFrSkIMGHBpLaTiliwliRhRYW)ysZ0
BOIDxnrmwiPaObCtEpK88zq28dg7 gupCsOCav)RevOBhSHxByy2 3ImOhFRzfDel)7z
NTKh193HHF1 joNM81 LHFyGRFEWNr rol5gf BudREUSRNR/ 61011 xZ Xwe=
EMD RSA PRIVATE KEY

FEEEHTTPSIEITRY , BRILMFERESEEMCAILES | HEFRIZCAIEBAZFIRERESE.

{#iFgOpen SSLAERCAIEH
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EITLA T apSfE/root B R T — P caX {3k | Fitcas {4k M eI N34k,

$ sudo mkdir ca
$cdca
$ sudo mkdir newcerts private conf server

- newcerts RGBT FMRCAZETRIEFIES.

- private B RFATFCARIFAA.

- confERATFEHN—LEHTSHENEE .
- serverE REMIRS SIER U

fFconfHR MHHE— B W TER/openssl.conf3Z i,

[cal]

default_ca = foo

[foo]

dir = /root/ca

database = /root/ca/index.txt
new_certs_dir = /root/ca/newcerts
certificate = /root/ca/private/ca.crt
serial = /root/ca/serial

private_key = /root/ca/private/ca.key
RANDFILE = /root/ca/private/.rand
default_days = 365
default_crl_days= 30

default_md = md5

unique_subject = no

policy = policy_any

[ policy_any ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = match
localityName = optional
commonName = supplied
emailAddress = optional

BEATLA T ap S ERFATRkey ST,

$ cd /root/ca
$ sudo openssl genrsa -out private/ca.key

EATE RN N EFR.
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BT TR SHRERBAMEER | ARE TEEREMIERERCSIH,

$ sudo openssl req -new -key private/ca.key -out private/ca.csr

iFAE : Common NameZEE N\ G EIIER0EZ.

BT T SEMENEcrt Sy,

$ sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out
private/ca.crt

BT TS ACARkeyIRERIAFYS , ATLRIERNNFESRT.
$ sudo echo FACE > serial

BITLAT i S eI CARERRE.

$ sudo touch index.txt

BT TGS BB E P ImIE B EIE— MEBEETE.

$ sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config
"/root/ca/conf/openssl.conf"

Bt
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Using configuration from /root/ca/conf/openssl.conf

AEFREBER

EITLA T ap < fEcaB RALIE—MERE FinkeyRI B Rusers,

$ sudo mkdir users

BT e B FintlgE—1key.

$ sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024
TR BlEkeyBIEKEIA\pass phrase , X NEZRTkeyRIO< |, LBGLEARZRtREHRAZ
Fl. RIXEARE— R,

BT TS AE Finkey Bl —MEBER B Rcsr 34,

$ sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

MINZBPE |, RIBRRAAN E—E BN Hpass phrase , RERBRTEANMANEE.

iF& : A challenge password@EFimiE RO, FEKBEHclientkeyfIOSHITX .

BEITLAT e S ERACAIEBRIkey A Fimkey & E,

$ sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile
/root/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.conf"

SHIMBAREERRURTHT | FIREBIAY.
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BITLA T i S RAER R AIPKCS123 14,

$ sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey
/root/ca/users/client.key -out /root/ca/users/client.p12

RN Z Fimclient keyiIpass phrase, BIARTSHIEBHEDL. XMEEFIHERH
FPEES |, EREEFIRIEBIBEHMNIXNERS.

BT T aSERENNEFRIES.

cd users
Is

REFIERTIFPEMISUAGIES | HEANEPREERAPEMIERNE | F8E HERIREIE. ENER
Open SSLifH T4z,

DER%:#%/9PEM
DERI&T A EElavaTF s,

EATAT e LB TIEREEAL

openssl x509 -inform der -in certificate.cer -out certificate.pem

BATLA T an S TRAREEL

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
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P7B%&#/9PEM

P7BRIBEEREWIndows ServerflTomcat/,
BITLA T S TIEPRERL :

openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer
PFX$i%/9PEM
PEXt&UBEFEREWindows Serverd,

BITIAT SRS ¢

openssl pkecsl2 -in certname.pfx -nokeys -out cert.pem

BITLAT AL IREFATR ¢

openssl pkcsl2 -in certname.pfx -nocerts -out key.pem -nodes

AT AFHTTPSEIREMMEIANLE , REIYERMEPEIEINR. S LUSERFHEEIRIYEIIBEERRSR
, MAREBIEPEERERRRECSIRS R L | LEFNMEREERFRBEHSINEZME, — NEBTLAN
BF—1 ez k.

- ESYENE B ESEETER , BI—MERUREES MR |, BBatliE. EEEBREHE
BRES B,
- BMKSREEILABIE100MES,

BRI

BAEWXT IRSI|ET.

BR4NT CAEBIIEFHES, HESEEmES,
BMEPR

ERLEIEEEIA.
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ERESEANSHE | REEREE.

IFREETE |, BEAERIETS.

R RIE |, STAl TERER | BEHE.
IERER - MANIEBER,

P SRR EAIEBATE. INRERIERFEESZ MUEGER | BIEXI NI bEERL
E.

UEPEEY .
IRSSESIE : HTTPSERERAME , REE HERSIIEPEFFAE,

CAIES : (IREEFRCEHTTPSIUEIAIE | BRT _EEARSZEMIERI | IERiIEFE
CAIER#H1T LIE,

IFBRE | EFERRSHHECALIBRE. BILBESNE , EEEMINERHFI
. BZFREEILEBEX.

iR - ERERRSIIEPIAE. JUBRLESAEN , EEEBINERH. EZFR
BEILEREK,

FAARBIRS/REAIER A FE,

HERIBRME

HEIERE |, EOLEREIEEREN S REERNEYESLS. FEEPER. BMRES.
BHEMER , (ESOEPRIBR,

EBTERR | MIFRZIES.

IR EBRAEHTIPS TS IAT |, MAEMPRZIES.
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