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STS SDK{ssRF-f

Java SDK

RIHEEBENBSTS Java SDKINLEMEA. A RIREEETE THERRAMIRS | FAEKSTHE
RAMHAF€lZ T Access Key ID #1Access Key Secret,

EfEFASTS Java SDKZRT , #UAEBIEZRAMABFIER , EFEWS. RAMABR. EXBEBFIELEEIE
FS , LURSTSHN 7S,

STS API i5£&%&STS API#Y,
WRAEIE

Java SDKFFA&£(2015-08-25) fraE£2.1.6

- KfaAssumeRole#Ez

e
FEEclipserh{sEFARE

ST ¢

- EERE ML TESTS Java SDK

- FRIESH

- BRREREEFRISUYE ;- aliyun-java-sdk-core-<versionld> jar LA aliyun-java-sdk-sts-
<versionld> jar £ N E MR TFE 4T H

- FEEclipsea$#T#2 -> Properties -> Java Build Path -> Add JARs



@ BB = ZHHERE RDS fR/API &%

aliyun.com

- T FE RO JARS 4
-2 FEJVEZE  IRALAE T2 ERSTS Java SDKT

HAthIDESEclipseBt & 757520,

EMavenI FE{EHSDK

iwMNaliyun-java-sdkBUTEXRMKHR. LA2.1.6MRA/9f , £ <dependencies> TRERIIAMTARA :

<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-sts </artifactld >
<version>2.1.6</version>

</dependency>

<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-core </artifactld >
<version>2.1.7</version>

</dependency>

NI
Sl IEEfE

STSHJAssumeRolefZOMER , EETRAMAFEZEIIEIERE , IBSERAMBERER

sEFdmaventliZIE

mvn archetype:generate -Dgroupld=com.aliyun.sts.sample \
-Dartifactld=sts-sdk-sample \
-Dpackage=com.aliyun.sts.sample \
-Dversion=1.0-SNAPSHOT

ER AR A pom.xml , fNaliyun-java-sdkB9EXAKE. LA2.1.6hRA9f , 7 <dependencies> FR&EAINNIN
IMTARE :

<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-sts</artifactld >
<version>2.1.6</version>

</dependency>

<dependency>
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<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-core </artifactld >
<version>2.1.7</version>

</dependency>

aliyun-java-sdkE2&I0AZE! https://maven-repository.com/artifact/com.aliyun

FoEiREmavenflsettings.xml,

aliyun-java-sdk-stsEEFRYEHLES

-FE . 1Bl&¥accessKeyldflaccessKeySecret AEXUE.
- fEcom/aliyun/sts/sample/B 5 Feli#)avaig{{iStsServiceSample java , BT :

package com.aliyun.sts.sample;

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.exceptions.ClientException;

import com.aliyuncs.http.MethodType;

import com.aliyuncs.http.ProtocolType;

import com.aliyuncs.profile.DefaultProfile;

import com.aliyuncs.profile IClientProfile;

import com.aliyuncs.sts.model.v20150401.AssumeRoleRequest;
import com.aliyuncs.sts.model.v20150401.AssumeRoleResponse;

public class StsServiceSample {
// BRIRA"cn-hangzhou" X region®] A, AE(ERIESHftbregiondE
public static final String REGION_CN_HANGZHOU = "cn-hangzhou";
// 248 STS API kiR
public static final String STS_API_VERSION = "2015-04-01";

static AssumeRoleResponse assumeRole(String accessKeyld, String accessKeySecret,
String roleArn, String roleSessionName, String policy,
ProtocolType protocolType) throws ClientException {
try {
// BUEE—A Aliyun Acs Client, FAF&i#E OpenAPI &K
IClientProfile profile = DefaultProfile.getProfile(REGION_CN_HANGZHOU, accessKeyld, accessKeySecret);
DefaultAcsClient client = new DefaultAcsClient(profile);

// BliE— AssumeRoleRequest FFBIEREEL

final AssumeRoleRequest request = new AssumeRoleRequest();
request.setVersion(STS_API_VERSION);
request.setMethod(MethodType.POST);
request.setProtocol(protocolType);

request.setRoleArn(roleArn);
request.setRoleSessionName(roleSessionName);
request.setPolicy(policy);

// BHEEK , FiEFresponse
final AssumeRoleResponse response = client.getAcsResponse(request);
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return response;
} catch (ClientException e) {
throw e;
}
}
public static void main(String[] args) {
// 38 RAMARF ( 7S ) 788 AssumeRole £
/] WE=EMWKSHIACcessKeys A BEFI TR EBAssumeRoleiFR
// EESSERAMEBHIGEIE—RAMAR , HAXNAEFEIEAccessKeys
String accessKeyld = "o****xxkkkkrkpr,
String accessKeySecret = "y * il Vi

// AssumeRole API i53k£%§: RoleArn, RoleSessionName, Polciy, and DurationSeconds

// RoleArn FFE4E RAM #=HI5 FIREX
String roleArn = "acs:ram::145883****900618:role/ossadminrole”;

// RoleSessionName ZlffifTokenfISIERTR , BSBERTRRMANER , EERTHIT , SZ AT XD Tokenfiks
i3

// {B2iEERoleSessionNamefH<EFIMN , FAEEFTHE , REEE'-' ' FEIIMFEFR

// BSNESE AP HAS T ER

String roleSessionName = "alice-001";

// SMAIEBHRAIpolicy?
String policy = "{\n" +
\"Version\": \"1\", \n" +
\"Statement\": [\n" +
{\n" +
\"Action\": \n" +
" \"oss:GetBucket\", \n" +
" \"o0ss:GetObject\" \n" +
A
\"Resource\": \n" +
\"acs:oss:*:**\"\n" +
" 1, \n" +
" \"Effect\": \"Allow\"\n" +
" An" +
" I\n" +

Y

// EERL 8509 HTTPS
ProtocolType protocolType = ProtocolType.HTTPS;

try {
final AssumeRoleResponse response = assumeRole(accessKeyld, accessKeySecret,
roleArn, roleSessionName, policy, protocolType);

System.out.printIn("Expiration: " + response.getCredentials().getExpiration());
System.out.printin("Access Key Id: " + response.getCredentials().getAccessKeyld());
System.out.printIn("Access Key Secret: " + response.getCredentials().getAccessKeySecret());
System.out.printIn("Security Token: " + response.getCredentials().getSecurityToken());

} catch (ClientException e) {
System.out.printIn("Failed to get a token.");
System.out.printin("Error code: " + e.getErrCode());
System.out.printIn("Error message: " + e.getErrMsg());

}
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}
}

RFE TS
IR

mvn install
N=—p—

=T

mvn -q exec:java -Dexec.mainClass=com.aliyun.sts.sample.StsServiceSample

Java SDK F &€

Java SDKFF&,(2015-08-25) rA£2.1.6

Java SDKTEELE : aliyun_java_sdk_sts_20150825.zip
BHA&
- &ZfaAssumeRoleiz

PHP SDK

<

<?php

/*

* FEZMSEFASTS SDKaY , iBFHIERAMEERBIEREPRIAEEEES | FHIRIESTS APIGY
* RAM/STS 4% : https://help.aliyun.com/product/8315075_ram.html

*

*/
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include_once "aliyun-php-sdk-core/Config.php’;
use Sts\Request\V20150401 as Sts;

/] {RE R RS EIregion , STSERSZSERIRBLR 1 (M) TTRAILAE K Token , EA&HAITokenfERHRegion#RA]
A
/] AR FRPERBE

$iClientProfile = DefaultProfile::getProfile("cn-hangzhou®, " <acccess-key-id>", "<access-key-secret>");
$client = new DefaultAcsClient($iClientProfile);

/] FHERREART , ERAMAEHISHIRIRIFIBEIT AT LFREY

$roleArn = "<role-arn>";

// TERERAE(AssumeRole)rd , BTLAMIIN—MERGRRS | H—SIREIABRITIR ;
// F#EESE (RAM{ERISR)
// IR R R RN O SSHY RISEUR
$policy=<<<POLICY
{
"Statement”: [
{
"Action": [
"oss:Get*",
"oss:List*"
1k
"Effect™: "Allow",
"Resource": "*"
}
1
"Version": "1"
}
POLICY;

$request = new Sts\AssumeRoleRequest();

// RoleSessionNameBJIEAEDHISIERIR , BFXSABERIIG S5
// LA RSN E FPRIIDIEARIERTR
$request->setRoleSessionName("client_name");
$request->setRoleArn($roleArn);

$request->setPolicy($policy);
$request->setDurationSeconds(3600);

$response = $client->doAction($request);

print_r("\r\n");

print_r($response);

?>

PHP SDK A &€&

PHP SDKFF%.3(2015-09-01) hrA£2.1.6

TESbE  aliyun_sts_php_sdk_2.1.6.zip
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FHHEE:
- BEfaAssumeRoleEz

.Net SDK

ANl

using System;

using Aliyun.Acs.Core;

using Aliyun.Acs.Core.Profile;

using Aliyun.Acs.Sts.Model.V20150401;

namespace sts_net_sdk_sample
{
class Program
{
static void Main(string[] args)
{
// ¥g22— Aliyun Client, FBFA&#EiERK
// t3z2Aliyun ClientRtEEZEi& &AccessKeyldflAccessKeySevcret
// STSEGlobal Service, APINOAIFHZR 1 (M) , iIXEBRegioniEE "cn-hangzhou"”
IClientProfile profile = DefaultProfile.GetProfile("cn-hangzhou", "<access-key-id>", "<access-key-secret>");
DefaultAcsClient client = new DefaultAcsClient(profile);

// ¥ai&EAssumeRoleiEsk

AssumeRoleRequest request = new AssumeRoleRequest();
// IEERBBAM

request.RoleArn = "<role-arn>";
request.RoleSessionName = "<role-session-name>";

// EILAR ETokenE3HA | AIIESEL , BAIA3600%) ;

// request.DurationSeconds = 3600;

// AILAR B Tokenf9ptiNPolicy , BILATESREXTokenft , @IS EYMEE—MPolicyift—E iR/ NTokenfHR ;
// request.Policy="<policy-content>"

try
{

AssumeRoleResponse response = client.GetAcsResponse(request);

Console.WriteLine("AccessKeyld: " + response.Credentials.AccessKeyld);
Console.WriteLine("AccessKeySecret: " + response.Credentials.AccessKeySecret);
Console.WriteLine("SecurityToken: " + response.Credentials.SecurityToken);

//TokeniHARTIE) ; ARSSESREIUTCRYIE , XA LRATEIE T ;

Console.WriteLine("Expiration: " + DateTime.Parse(response.Credentials.Expiration).ToLocalTime());
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catch (Exception ex)

{
Console.Write(ex.ToString());

}

Console.ReadLine();
}
}
}

.Net SDK F &

.Net SDKFF£&£,(2015-11-07) f4E2.1.6

Java SDKFEEE : aliyun_sts_net_sdk_2.1.6.zip
BEHAE
- KfaAssumeRoleEz[

Python SDK

ANl

#!/usr/bin/env python
#coding=utf-8

from aliyunsdkcore import client
from aliyunsdksts.request.v20150401 import AssumeRoleRequest

# ¥EE— Aliyun Client, BFA#RIEX

# 1952 Aliyun ClientitEEigEAccessKeyldFJAccessKeySevcret

# STSEGlobal Service, APINOR/FHER 1 (FuHl) , iXERegiontEE"cn-hangzhou"
clt = client.AcsClient('<access-key-id>",'<access-key-secret>",'cn-hangzhou’)

# ¥ AssumeRole"i&s

request = AssumeRoleRequest.AssumeRoleRequest()
#IEERe

request.set_RoleArn('<role-arn>")

#IRERIESWR , FHIHRSERLETRXDBERE

request.set_RoleSessionName(' <role-session-name>")

Z=HUERE RDS [R/API &%
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# KiSiEK , Fi5&Iresponse
response = clt.do_action(request)

print response

Python SDK
B pip3ae

pip install aliyun-python-sdk-sts

&

- aliyun-python-sdk-core: http://mirrors.aliyun.com/pypi/packages/source/a/aliyun-python-
sdk-core/aliyun-python-sdk-core-2.0.15.tar.gz

- aliyun-python-sdk-sts: http://mirrors.aliyun.com/pypi/packages/source/a/aliyun-python-sdk-
sts/aliyun-python-sdk-sts-2.1.6.tar.gz

Release Notes

Version; 2.1.6

2015118 108%%
- STS Python SDK S8—"MirZA , ZBEHSTSHTEAPI

Node.js SDK

<

ALY = require("aliyun-sdk")

// #@82—A Aliyun Client, FBFRi#EIER
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// #332Aliyun ClientREE &R &AccessKeyldf1AccessKeySevcret
// STSEGlobal Service, APINOIT4ER 1 (Hul) , IXEEfEsts APIRYENBAE
var sts = new ALY.STS({
accessKeyld: "<access-key-id>",
secretAccessKey: "<access-key-secret>",
endpoint: 'https://sts.aliyuncs.com’,
apiVersion: '2015-04-01"
;

// ¥gi&EAssumeRoleiEsk
sts.assumeRole({
Action: 'AssumeRole’,

// IEEFREBAM
RoleArn: '<role-arn>",
//i&ETokendJkfiiNPolicy , ATLATESREN Tokenhy , @IdESMEE— Policyit—E i/ TokenfIRR ;
//Policy: '{"Version":"1","Statement":[{"Effect":"Allow", "Action":"*", "Resource":"*"}1},
/& ETokenBXER |, AIES 4L , BAIA3600F) ;
//DurationSeconds: 3600,
RoleSessionName: 'RoleSessionName'
}, function (err, res) {
console.log(err, res);

i

Node.js SDK
BEnpm&ZEE

npm install aliyun-sdk
Release Notes

Version; 1.6.2

2015511810 k%
- STS Node.js SDK 55—/ MiAs , BE=STSFTEAPI
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