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AccessKeylHEFHBAMERFRINAS , BEETEIONIR  SZERE. BAttE  HEHERR
BYAccessKey,

APTEEARIREE RN

APIZEZBERFIFRL (HTTPHMYheader24y ) . URL (A5EEIR ) . Body

Authorization = Dataplus AccessKeyld + ":" + Signature
Signature = Base64( HMAC-SHAL( AccessSecret, UTF-8-Encoding-Of(StringToSign) ) )

StringToSign =

//HTTPti header

HTTP-Verb + "\n" + //GET|POST|PUT...

Accept + "\n" +

Content-MD5 + "\n" + //BodyAIMD5ERTEILLLL
Content-Type + "\n" +

Date + "\n" +

url

ER/URSE

APLEKfERfRERIAuthorizationskER B CRYIEK , IERETVUI AT

Authorization: Dataplus AccessKeyld:Signature

BREFBIERFC 2104HMAC-SHALIEE , EXRAITTEE2EKEE— %24 , BTSN APIEKREARLRRE
, TS RARERBAER.

2HERTEER
HTTPIMY header

ITESZVREE 5% Accept. Content-Type, Datefi9{& ( Content-Length N+ AN&EH ) | &IRFHEF
 BEAFENLANKNST,
BIR ax % AINME

ATRIBEREAER
NIHER | A

Authorization AccessKeyld:Signatu FRTER HNE : T
ref9fz=t.
Content-Type RFC 261657 A9 KB FRFEH HNME: &

HTTPiERNASEEY,
HTTP 1.1tMYAE

Date RIGMTESIE , 4N FHER 7
: Wed, 05 Sep. 2012
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23:00:00 GMT
A2 e A 2K
ACCGpt EEFJHEE‘E%E’J@EHEK S ?ﬂ_fg% I

URL

SEEERYURL , tkanhttp://127.0.0.1:808/xxx/yyy?a=1&c=2,

URL: '/xxx/yyy?a=18&¢c=2'

Case

Node.js

var request = require('request’);

var url = require('url");

var crypto = require('crypto’);

var date = new Date().toUTCString()

// XEIEEAKFIFK

var ak_id = 'NNV......... 5jv';

var ak_secret = 'FGs........ccccu....... 3Zu’;
var options = {

url : 'https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx’,
method: 'GET’,

body: ",

headers: {

'accept’: 'application/json’,
‘content-type": 'application/json’,
'date': date,

'Authorization’: "'

}

k

// XEIESAKFIEK

md5 = function(buffer) {

var hash;

hash = crypto.createHash('md5");
hash.update(buffer);

return hash.digest('base64'’);

)3

shal = function(stringToSign, secret) {
var signature;

return signature = crypto.createHmac('shal’, secret).update(stringToSign).digest().toString('base64’);
L

// stepl: #BstringToSign [StringToSign = #{method}\\n#{accept\\n#{data}\\n#{contentType\\n#{date}\\n#{action}]
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var body = options.body || ;
var bodymd5;

if(body === void 0 || body === "){
bodymd5 = body;

} else {

bodymd5 = md5(new Buffer(body));
}

console.log(bodymd5)

var stringToSign = options.method + "\n" + options.headers.accept + "\n" + bodymd5 + "\n" +
options.headers['content-type'] + "\n" + options.headers.date + "\n" + url.parse(options.url).path;
console.log("step1-Sign string:", stringToSign);

// step2: iN% [Signature = Base64( HMAC-SHA1( AccessSecret, UTF-8-Encoding-Of(StringToSign) ) )]
var signature = shal(stringToSign, ak_secret);
// console.log("step2-signature:", signature);

non

// step3: ZHauthorization header [Authorization = Dataplus AccessKeyld + ":" + Signature]
var authHeader = "Dataplus " + ak_id + ":" + signature;
console.log("step3-authorization Header:", authHeader);

options.headers.Authorization = authHeader;
console.log(‘authHeader', authHeader);

// step4: send request

function callback(error, response, body) {

if (error) {

console.log("error", error)

}

console.log("step4-response body:", response.statusCode, body)

}

request(options, callback);

Java

package com.alibaba.vo;

import java.net.HttpURLConnection;
import java.io.BufferedReader;
import java.io IOException;

import java.io.InputStreamReader;
import java.io.PrintWriter;

import java.net.URL;

import java.net.URLConnection;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Locale;

import javax.crypto.spec.SecretKeySpec;
import sun.misc.BASE64Encoder;
import javax.crypto.Mac;

@SuppressWarnings("restriction")
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public class AESDecode {

/*

* IHEMD5+BASE64

*/

public static String MD5Base64(String s) {

if (s == null)

return null;

String encodeStr = "*;

byte[] utfBytes = s.getBytes();

MessageDigest mdTemp;

try {

mdTemp = MessageDigest.getlnstance("MD5");
mdTemp.update(utfBytes);

byte[] md5Bytes = mdTemp.digest();

BASE64Encoder b64Encoder = new BASE64Encoder();
encodeStr = b64Encoder.encode(md5Bytes);

} catch (Exception e) {

throw new Error("Failed to generate MD5 :
}

return encodeStr;

}

+ e.getMessage());

/*

* itE HMAC-SHA1

*/

public static String HMACShal(String data, String key) {
String result;

try {

SecretKeySpec signingKey = new SecretKeySpec(key.getBytes(), "HmacSHAL");
Mac mac = Mac.getInstance("HmacSHAL");

mac.init(signingKey);

byte[] rawHmac = mac.doFinal(data.getBytes());

result = (new BASE64Encoder()).encode(rawHmac);

} catch (Exception e) {

throw new Error("Failed to generate HMAC : " + e.getMessage());

}

return result;

}

/*

* &l FjavaScriptshfd new Date().toUTCString();

*/

public static String toGMTString(Date date) {

SimpleDateFormat df = new SimpleDateFormat("E, dd MMM yyyy HH:mm:ss z", Locale.UK);
df.setTimeZone(new java.util.SimpleTimeZone(0, "GMT"));

return df.format(date);

}

/*

* RIEPOSTIER

*/

public static String sendPost(String url, String body, String ak_id, String ak_secret) throws Exception {
PrintWriter out = null;

BufferedReader in = null;

String result = "";
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int statusCode = 200;

try {
URL realUrl = new URL(url);

/*
* http header 2§
*/

String method = "POST";

String accept = "application/json”;
String content_type = "application/json”;
String path = realUrl.getFile();

String date = toGMTString(new Date());

// L33bodyfMD5 +BASE64/NZE
String bodyMd5 = MD5Base64(body);

String stringToSign = method + "\n" + accept + "\n" + bodyMd5 + "\n" + content_type + "\n" + date + "\n"

+ path;

// 218 HMAC-SHA1

String signature = HMACShal(stringToSign, ak_secret);

// 3.458%| authorization header

String authHeader = "Dataplus " + ak_id + ":" + signature;

// FTFFOIURLZ BRI &R

URLConnection conn = realUrl.openConnection();

// REBRNEKREE
conn.setRequestProperty("accept”, accept);
conn.setRequestProperty("content-type", content_type);
conn.setRequestProperty("date”, date);
conn.setRequestProperty("Authorization", authHeader);

// BIEPOSTIER MBI FA{T
conn.setDoOutput(true);

conn.setDolnput(true);

// 3RERURLConnectionRd5: X R A it

out = new PrintWriter(conn.getOutputStream());
/] RIEERSEL

out.print(body);

// flushigi iAo

out.flush();

// 'ENX BufferedReaderi N\ SisEEX U RN Kz

statusCode = ((HttpURLConnection)conn).getResponseCode();
if(statusCode !'= 200) {

in = new BufferedReader(new InputStreamReader(((HttpURLConnection)conn).getErrorStream()));
} else {

in = new BufferedReader(new InputStreamReader(conn.getlnputStream()));
}

String line;

while ((line = in.readLine()) '= null) {

result += line;

}

} catch (Exception e) {

e.printStackTrace();

} finally {

try {

if (out != null) {
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out.close();

}

if (in != null) {

in.close();

}

} catch (IOException ex) {
ex.printStackTrace();

}

}

if (statusCode != 200) {

throw new IOException("\nHttp StatusCode: "+ statusCode + "\nErrorMessage: " + result);
}

return result;

}

/*

* GETiERK

*/

public static String sendGet(String url, String ak_id, String ak_secret) throws Exception {
String result = "";
BufferedReader in = null;

int statusCode = 200;

try {

URL realUrl = new URL(url);
/*

* http header 244

*/

String method = "GET";

String accept = "application/json”;

String content_type = "application/json”;

String path = realUrl.getFile();

String date = toGMTString(new Date());

// L.33bodyfMD5 +BASE64 /1%

// String bodyMd5 = MD5Base64(body);

String stringToSign = method + "\n" + accept + "\n" + "" + "\n" + content_type + "\n" + date + "\n" + path;
// 238 HMAC-SHAL

String signature = HMACShal(stringToSign, ak_secret);

// 3.48%| authorization header

String authHeader = "Dataplus " + ak_id + ":" + signature;

// FIFFOURLZ [BRYESE

URLConnection connection = realUrl.openConnection();

// REIBRNEKRESE
connection.setRequestProperty("accept”, accept);
connection.setRequestProperty("content-type", content_type);
connection.setRequestProperty("date”, date);
connection.setRequestProperty("Authorization", authHeader);
connection.setRequestProperty("Connection”, "keep-alive");
/1 FESTSERRAOERE

connection.connect();

// X BufferedReaderfi \ifisisEEXUR LAY ML

statusCode = ((HttpURLConnection)connection).getResponseCode();

if(statusCode !'= 200) {

in = new BufferedReader(new InputStreamReader(((HttpURLConnection)connection).getErrorStream()));
} else {
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in = new BufferedReader(new InputStreamReader(connection.getlnputStream()));
}

String line;

while ((line = in.readLine()) != null) {
result += line;

}

} catch (Exception e) {
e.printStackTrace();

} finally {

try {

if (in = null) {

in.close();

}

} catch (Exception e) {
e.printStackTrace();

}

}

if (statusCode != 200) {

throw new IOException("\nHttp StatusCode: "+ statusCode + "\nErrorMessage: " + result);
}

return result;

}

public static void main(String[] args) throws Exception {

// BEPOSTIERRMI

String ak_id1l = "NMV............. 5jv"; //FAFak

String ak_secretl = "Fgs.......c....... 3zu"; // BBFPak_secret

String url = "https://shujuapi.aliyun.com/org_code/service_code/api_name";
String body = "{\"param1\": \"xxx\", \"param2\":\"xxx\"}";
System.out.printIn("response body:" + sendPost(url, body, ak_id, ak_secret));

// BIEGETiER
String ak_id1 = "NMV............. 5jv"; //BFak
String ak_secretl = "Fgs......c........ 3zu"; // FBFak_secret

String urll = "https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx";
System.out.printIn("response body:" + sendGet(urll, ak_id1, ak_secretl));

}

}

PHP

<?php

$akId = MhkkkkkkkkRkRREN

$akSecret = "rEEERER xR kRN

//EFhapifsR

$url = "https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx";

$options = array(

'http' => array(

'header' => array(

'accept'=> "application/json”,
‘content-type'=> "application/json”,
'date’'=> gmdate("D, d M Y H:i:s \G\M\T"),
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‘authorization' => "
)
'method’ => "GET", //AJLAZ GET, POST, DELETE, PUT
‘content' => " //ANEHUE , i5Ajson_encode()i#H{THRES
)

)

$http = $options['http'];

$header = $http['header'];

$urlObj = parse_url($url);

if(empty($urlObj["query"]))

$path = $urlObj["path"];

else

$path = $urlObj["path"]."?".$urlObj["query"];

$body = $http['content’];

if(empty($body))
$bodymd5 = $body;
else

$bodymd5 = base64_encode(md5($body,true));
$stringToSign = $http['method']."\n".$header['accept’]."\n".$bodymd5."\n".$header['content-
type'l."\n".$header['date']."\n".$path;

$signature = base64_encode(

hash_hmac(

"shal",

$stringToSign,

$akSecret, true));

$authHeader = "Dataplus "."$akId".":"."$signature";
$options['http']['header’]['authorization'] = $authHeader;
$options['http']['header’] = implode(

array_map(

function($key, $val){

return $key.":".$val."\r\n";

b

array_keys($options['http']['header']),
$options['http']['header']));

$context = stream_context_create($options);

$file = file_get_contents($url, false, $context );
echo($file);

?>

Python 2.7

#!/usr/bin/python
# -*- coding:utf-8 -*-

from urlparse import urlparse
import datetime

import base64

import hmac

import hashlib

import json

import urllib2

def get_current_date():
date = datetime.datetime.strftime(datetime.datetime.utcnow(), "%a, %d %b %Y %H:%M:%S GMT")
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return date

def to_md5_base64(strBody):

hash = hashlib.md5()

hash.update(body)

return hash.digest().encode(‘base64').strip()

def to_shal_base64(stringToSign, secret):
hmacshal = hmac.new(secret, stringToSign, hashlib.shal)
return base64.b64encode(hmacshal.digest())

ak_id = '<FHFHRIAK_ID>'
ak_secret = '<FAFHJAK_SECRET>"'

options = {

‘url’: ' <iEXREurl> ",

'method": 'POST,

'body": json.dumps({"name": "hello"}, separators=(',", ":")),
'headers": {

'accept': 'application/json’,
‘content-type": 'application/json’,
'date': get_current_date(),
'authorization": "'

}

}

# options = {

# 'url': ' <iEKAurl>",

# 'method": 'GET',

# 'headers": {

# 'accept': 'application/json’,

# 'content-type': 'application/json’,

# 'date": get_current_date(), # 'Sat, 07 May 2016 08:19:52 GMT', # get_current_date(),
# 'authorization": "

#}

#}

body ="

if 'body" in options:

body = options['body']

print body

bodymd5 ="

if not body ==":

bodymd5 = to_md5_base64(body)
print bodymd5

urlPath = urlparse(options['url'])

if urlPath.query !=":
urlPath = urlPath.path + "?" + urlPath.query
else:

urlPath = urlPath.path
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stringToSign = options['method'] + "\n' + options['headers']['accept’] + "\n' + bodymd5 + \n' +
options[‘headers']['content-type'] + "\n' + options['headers']['date'] + \n' + urlPath

signature = to_shal_base64(stringToSign, ak_secret)
print stringToSign

authHeader = 'Dataplus ' + ak_id + "' + signature
options[‘headers']['authorization'] = authHeader

print authHeader

request = None
method = options['method']
url = options['url']

print method
print url

if 'GET' == method or 'DELETE' == method:
request = urllib2.Request(url)

elif 'POST' == method or 'PUT' == method:
request = urllib2.Request(url, body)
request.get_method = lambda: method

for key, value in options['headers'].items():
request.add_header(key, value)

try:

conn = urllib2.urlopen(request)
response = conn.read()

print response

except urllib2.HTTPError, e:
print e.read()

raise SystemExit(e)
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	3.1.2. 在使用智能语音交互服务过程中，将依照相关操作指引进行操作。
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	7.3. 如果本服务条款中的任何条款无论因何种原因完全或部分无效或不具有执行力，或违反任何适用的法律，则该条款被视为删除，但本服务条款的其余条款仍应有效并且有约束力。
	7.4. 本服务条款受中华人民共和国法律管辖。在执行本服务条款过程中如发生纠纷，双方应及时协商解决。协商不成时，任何一方可直接向杭州市西湖区人民法院提起诉讼。
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