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- OSSIRMH T SR HETHRITTIE | ANERSRPUTIERSSRAYEE L&, ERANRREEE L
ERIZRE EAE. LIRBTANM LEND R EHEREER TSRS BB EE.
- EFFE AT LAERSHTTIEMOSS TR | ISR T T EA SRR mE & T3k,

EHTFSDKYuEFFIA

1. FHEBOSSE , Miz#I4a F3kENAccessKeyldfJAccessKeySecret,
2. FTHEMFRIESSDK,
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XIGRIFE OSS FERARIER

3. tRIESDKAISIEEIA | Fepk &, THOHFERE,
BEiES I SDKFF AN,

EEEMETE

ERILASRECARNKIECEFETE. RIFEIEE TFIRRE

- BPERXE. XE. FNKREESESESAEEE 10 1,
- BN ERETENETFEEE— , BUSEEEW.

- FRESERETREEM S RAE.

- FhE=SE—B ML , BFRFIATERKIEAREEX,

- OSSEFMEREIRBIRE , (BB NMFETERIEEMREZ 2PB.

OSS #2f#t ACL ( Access Control List ) tURIZH7TE | LA SR RE = BRIBHR IR EE R AT iE SRR
(ACL) , BRJLAEEEZ FRIER ACL, INRAIRE ACL, BUNMESIAEIES., BEER | BEN REFHES
[EIESR.

IDREERSE

- E=HIE - QIEEETIE
- SDK : Java SDK-Bucket ®gzziE=zsa)
- API : Put Bucket

PR T ERIE S ERIRHRAEIE I FETER ACL BHTIRE | tRRLAZ /GIRIEE CAI S ERIFHETERY
ACLEHTIER, XMMERBIZFHETERCIZEERIRNIT. BRI =R

BURME FR3CEFR BUBRRSIEE HOPREY

HEA (BIEEZE ) #ATLL
% IFE =PRI HH TIES

public-read-write NHFES BME |, XL e NEE
HizEFE=ENCIEERE | 15
EFIZASR,

REZFESEIREERER
RSB LA Z AR E =B RAISL
public-read R, FABE HHITEERME , HIA (BEE
FZihla ) aILAHZ S EFRY
SAHFHATIRARE

RERRAEESERIISRA
LSSz it =B RSt TiE
private MhEES S , Bt ATEREZIRINAIIE
}tﬁF'F%ifiB [EiZFEZSEINAYSL

16



XIGRIFE OSS FERARIER

FHBRERIEZ I T5IAM PR,

IhREfERSS

REFfE=A ACL

- ITEHIE RERESGR
- SDK : Java SDK-Bucket &1 i EBucket ACL
- API : Put BucketACL

SRENFE=S(A) ACL

- EBHE BERETUARRETS EEYSES
- SDK : Java SDK-Bucket 9 3%EYBucket ACL
- API : Get BucketACL

BEECCEARAEETANIE.

IhREfERSS

- BHE  EARHERRASRECIZINEETEFIER
- API: GetService
- SDK : Java SDK-Bucket#%l|z5Bucket

BXSEHE

- BZBucket

EaLSREFE =SB Rkt | RIEUE ORYIIBIE(ER. IREAY Location FERERFHEZSIBIFFEAIMBIR
S5 . EEanAEZR 1 (Riu) BLocation FEREEE/R/9 oss-cn-hangzhou, iES M OSS 12{HAY ihiRliEZ.

IhREfERSS

- EHE AR SEEEET EEETEEERBRER
- API: Get Bucket Location
- SDK: Java SDK-Bucket#%kEYBucketitiit

SR EEIZIFEEE. MRFEZEAAZ (FRZEPFEXHHERERTMIID R EE) | WEF
TESIATTIEMRR . R AEZSRPRIRTE S IR TSI A3 fE | iEZSIE RERIOmIRR. 2nSRAEH)
PRFRE=SIEINERRTE RIS | #EFER SanEEETE.
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IhREfERSSE

- API: Delete Bucket
- SDK: Java SDK-Bucketffif&Bucket
-EHIE - MREE=SE

&3

ERES

B8 _HEBRIE AP EAOSS APIFfJPut Objectf5iL HEENObject , AILAEREEA—RHTTPiEKIZEED
B HERIIEE |, AR H1E,

HEERTIREObject Meta

EEAER EENERT , LR Object MetalSEXTObjecti# A , ELUIRTLAIREContent-TypeSEinit
HTTP | tHATLUREBENXIER. BIKiEZ%0bject Meta,

EfEBREl

- K/INBR#HI : ObjectfIA/NFEE#BIT 5GB,
- T PR
- {(FFUTF-84wiL,
- KEWRFEL-1023F 52,
- FEELA /" EiE \" FRFL.

K EfE

E9ERRIZERHTTPIERK , ObjectidASSE LERIENK, EXERATEIH IR REE RGBT EE ST
FinRitix , HESBERM , JUEEHRE HE (DR EE) . H0bjectKF5GB | iXFPEN T RBEE
FRMTREE EE (DR EE) | BRSHHasE L,

FERNREIRIN

ATPILESE=FEFRERBucket REFN L& | OSSIRM T Bucketf1ObjectRBIRTIIRIMNPRIZES |, FRMARRE
DyaiaeEsl, ATERINGESE=7 L&, OSSBRT Bucketf1ObjectRBIAIIIIEMRSN , iEHR M T IKS K AIAIEAN
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FFRANRIEFE

R EEREZFNE=T.

HEIREUR(F

X EAERIOSS EIE |, FFARBRILAER LIEEEEREEERNINRIRS SR ARREERK , #T T~ —HRF.
R EENRERFELE , IR EEERERRGE. R HENRSMEE TSI B AT LAE R

e

IDREERSE

- API : PutObject

- SDK : Java SDK-ObjectsPutObject

-EHlE U

BR1ESLES

- RAMFISTS{# SR
- Webln B&SLE R L&A

BXSEHE

- HEEEE

- Bl PR LB RNAE

- LERTE

- HEE R ERmGIE

- LRSI R = imit i
- HEZREZiHAES

- LEREZRINE=TS

- LERXXEHITES  MRSEIRERE

ERZR

REB HER—MER TN LB EET5Z0 | I8RIRAFEROSS APIFRRIPost ObjectiZkE5eaObjectf
Ef&, FFBEESHANEHTMLNIIHE E£ZObject, HUIRERAIN A7 SE2MILRAE , LRI RLLFF

AEXIEL

TEFEREA L1 RE L&

1. Wb L&

2. MuspRSSAREIN_EAETAE 1. pub A _EAE R

3. B EAEEIMuLARSS 2R 2. WukARSS AR AN AETRE
4. PuRSS 2 A R D &R 3. B LAEZIOSS

0SS
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fEBREl

- KR - XM EEHBNT , Object R BERBIZSGB,
- an PRl

- {EFAAUTF-84%1Y

- KEMEL-1023F 528

- ABELA /" wE \" FRFEL

{EFRsRE L1ERIFAE

-WRREE , DTSR,

- MERM B3R | [RREY_ EAEER St —EMUbARSSR: | LIEEIT AR , MSVEMULARSSE: | FREHRET &
MutiRSSER. RAFRRLER  CEHEERNEPRAIZZIOSS, HEETAR , EH#HEOSS L
, FHOSSKAREARSSFE.

HHERIRERIRIN

ATPLESE=FEFRERBucket REFN L& , OSSIZM T BucketfIObjectRBIRTIIRINPRIZES |, FRAMARREE
W piEiEd]. ATRIESE=7 £ | IXE(ERAYZEPost PolicyhItH , 140 PostObject,

ER=RA HENERRE

#E—NPost Policy, PolicyAOfFRR ML &% FRsRIREIMUEFF L8, FINTLAERE EAEAIARN
. AILUEE EERIObjectEF%E | HERMINEEZFmBEZIURL , HIEMINEEFHIIREIRIRS
8. E{fiE&%Post Policy,

ELanRX R — BB Policy , Wb gE_ EZRNS R AR 2115-01-27T10:56:19Z (iXEH T
AT BRI HARNEMRIS | SERMEFPARINXFIRE ) | BE BRI R AI104857600F15,

LAPythonftHBBIF , PolicyRjsont&=tag=rres,

policy="{\"expiration\":\"2115-01-27T10:56:197\" \"conditions\":[[\"content-length-range\", 0,
10485760011}"

2. Policy=fFaEiH{Tbase6447H3.

3. FOSSAYAccessKeySecretitbase644miBfEHIPolicyiH1TEA.
4. ¥93E HERHTMLITE.

5. FJFFHTMLITE | i E1E.

FeEPythonf{AS/I:

#coding=utf8
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import md5

import hashlib

import base64

import hmac

from optparse import OptionParser

def convert_base64(input):
return base64.b64encode(input)

def get_sign_policy(key, policy):
return base64.b64encode(hmac.new(key, policy, hashlib.shal).digest())

def get_form(bucket, endpoint, access_key_id, access_key_secret, out):

#1 $395E— Post Policy

policy="{\"expiration\":\"2115-01-27T10:56:19Z\" \"conditions\":[[\"content-length-range\", 0, 1048576]]}"
print("policy: %s" % policy)

#2 FgPolicy=F it iThase644wig
base64policy = convert_base64(policy)
print("base64_encode_policy: %s" % baseb4policy)

#3 FHOSSHYAccessKeySecretI RiB/EHIPolicy T84
signature = get_sign_policy(access_key_secret, base64policy)

#4 1552 HERHTMLITE

form ="

<html>

<meta http-equiv=content-type content="text/html; charset=UTF-8">

<head> <title>OSSFE _F{&(PostObject) </title> </head >

<body>

<form action="http://%s.%s" method="post" enctype="multipart/form-data">
<input type="text" name="0SSAccessKeyld" value="%s">

<input type="text" name="policy" value="%s">

<input type="text" name="Signature" value="%s">

<input type="text" name="key" value="upload/${filename}">

<input type="text" name="success_action_redirect" value="http://oss.aliyun.com" >
<input type="text" name="success_action_status" value="201">

<input name="file" type="file" id="file">

<input name="submit" value="Upload" type="submit">

</form>

</body>

</html>

"' % (bucket, endpoint, access_key_id, baseb4policy, signature)

f = open(out, "wb")

f.write(form)

f.close()

print("form is saved into %s" % out)

if _name__==' main_":

parser = OptionParser()

parser.add_option("", "--bucket", dest="bucket", help="specify ")
parser.add_option("", "--endpoint”, dest="endpoint", help="specify")
parser.add_option("", "--id", dest="id", help="access_key_id")
parser.add_option("", "--key", dest="key", help="access_key_secret")
parser.add_option("", "--out", dest="out", help="out put form")
(opts, args) = parser.parse_args()
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if opts.bucket and opts.endpoint and opts.id and opts.key and opts.out:

get_form(opts.bucket, opts.endpoint, opts.id, opts.key, opts.out)

else:

print "python %s --bucket=your-bucket --endpoint=0ss-cn-hangzhou.aliyuncs.com --id=your-access-key-id --
key=your-access-key-secret --out=out-put-form-name" % _ file__

B IBRF Sapost_object.py , #AFSApython post_object.pykiz{T.

R :
python post_object.py --bucket={&fIBucket --endpoint=BucketXIMHJOSSIEZ --id={&HIAccessKeyld --key=1EHY
AccessKeySecret --out=3HHEIST 45

=~
python post_object.py --bucket=0ss-sample --endpoint=0ss-cn-hangzhou.aliyuncs.com --id=tphpxp --
key=ZQNJzf4QJRkrH4 --out=post.html

TR

- M52 A9ZREAS "success_action_redirect” value="http://oss.aliyun.com" F~HIE EERIHE
BKELRITAE., BJLABNA,

- FIEERIZREAF "success_action_status" value="201"E£F~HE _ HERIIEIREIRIRESIE 201,
BILAE R,

- (RN EEERRIHTMLIZ 4 9post.html , ¥TFpost.html | IS L1, EXAMIIFHINRA
N BkEERIOSSAYFTIE.

ThREfERSSE

- API : PostObject

ER{ESCES

- WebinE &Lk,
- BEEIRIL= ( CORS ) fERfER

BRSEHR

- LEfEEIE

- Ban R LIEHR/NE

- LERTE

- LB R R

- LSS R bR
- HEREZiHAES)

- HEREZRINE=T

22
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- LERXXEHITES | MBRSEIRERE

ERZR

LfEAES L (PutObject ) Thagk EEBRARIMERIOSSHIRHE , AR EAERNI R HIN 7 MELEIR | B
AR EFERM, MRS e, SRXMER , OSSR T 2/ Ef&(Multipart Upload)sk
IREIMTREMERTRER. BB , 7 LEMEGE LRI SN EIER(OSSENFRZ SaPart)k 55l £
& . L&z [eBiAROSSHZARIXEPart G A—1MObject,

BEXITEMAILEST  oh HEERTIATSRE !

- THEHIBIAE, NFHG , HHI EERWARHE | ATLASRMAIPart# RS | AFE
B LIEEfRAYPart,

- WiRERtE, PIREIEZE , UM ER EE5ERRIPartRI B4k E: FE,

- IE EfE. ZE LERIOSSEIAMSHRARIRG IR , BTLAFHT LEZMPartLUINR E1&.

- AT, FTLEFE LRSI/ NERERIER FHA L&, XSRS T R A
FREEERE W,

EAE

—RRAGRAZAT

1. BE HERSUHRIR—ERIAR/ND .

2. A — 9 B E1E1ESS (InitiateMultipartUpload ) .
3. BN HHHIT EES R (UploadPart )

4. 2Rk & ( CompleteMultipartUpload )

.C Fris )I
"
TR
¥

ek
InitMultipartUpl
oad

)

A UploadPart

Ltkpart
¥
i Ll

<EBEBAIL FE Y AbortMulitpartUp
T~ load¢8 1k £
~
: i
- ~ .
< = \
. J

ek
CompleteMultip
artUpload®l

Object
= N

LR )
T
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EXNIREPELEETERIMTS

- BT &RE—RPart , EfthPartiIX/N\ABE/NTF100KB , BNESHEAACompleteMultipartUpload
EORIAHEE,

- B HERXHI D RPartZ g |, XHIRF 2B HE e+ iEEiIpartNumberskifixehy , SCFRHIT
FHEEINFEX , BT USSI A EE. BERNHFEANMNHARUZSEERR , BES5ARES
MM ERINR B RBLSES TS,

-BABRT | BE LEEERIREEACompleteMultipartUploadfyPart 2= B zEUZHY | FILEANR
BRIF EEFMER S BRYZEIEEAAbortMultipartUpload. (IRFEBFEK EERPart , i55%
Object4ApERIETE,

S

E9EL EERIPartiIEARIRKAR , BRIRE Z A LASCHIBT R ELERITIRE.

EERD R LEIET | MREFEIMEER | JLEERRR &SI ListMultipartUploads#iListPartsi 4>
EORSREE N Object ERIFFBRS I LIEESHIEAN 5 H LIEESH LEMRIIRIPartFIR, EITXAEFHATLA

W RS REERB MR EFNASU S LR LEBMNE.

L fEBRE

- K/NBRH : EXFD EEART |, ObjecttA/NEHPartSRREN, HASZIF100005kPart , &/
100KB ( Rfg—HReILALL100KB/N ) , BRASGB,
- A PR
- {EFARUTF-84%t5
- KEWREL-1023F52 /8
- RBELL /7 EE N\ FRIFREL

RS RIRIN

ATPLEE=FEFRERBucket REFN L& , OSSIRM T Bucketf1ObjectRBIRTIIRINPRIZES |, FRMARRE
DyaianEsl, ATERINGEE=7 L& , OSSBRT Bucketf1ObjectRBIAIIIIEMRN | iEHR Mt T IKS AR
, W EEREZENE=TT.

LSS

- X ERRIOSS BJE |, FFRERLAER LEERIEREISENN AIRS s AGRRIEEK , #TF—
SHF,

- IR EERIEE R, JLMERE R RS HTREAME,

- SN EERIESIMEE IS | A LAE RS AR TR seAt i,
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THREERSE .

- APL:
- MultipartUpload
- InitiateMultipartUpload
- UploadPart
- UploadPartCopy
- CompleteMultipartUpload
- AbortMultipartUpload
- ListMultipartUploads
- ListParts
- SDK : Java SDK-MultipartUpload Ff4> F E1&

ER{ESLES

- RAMFOSTS(ERIER
- Webim B &L

HBRSEHEK

- HEfEEE

- Bl R LIEHENA

- LERTE

- LB R R E

- LIS IR iR

- HER2ZihAES)

- HEREZRINE=T

- LEEEMSHHITES , MRS EIRRE

R

Objectft LIEERZ EREMEREER , RBEEEE , FEEEK. WMRObject AR RET M , REEEHT LER
ZHIObjectRBEZRINNE , XBROSSHIZE X HRAFERN—NERXE.

IEFRIXFFE , ERENAZR TBRASE | BEIIREE. YUNERTUESE | USREIEESER iR
Wi, WNSREAEM LS, REEBIBRRIER—EME D B NRIAE AR E(E#EI0bject, XM75
U AESEhRER LR ERIAREATRS -

- UGS | FEE R REMTIARE,
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- FEANVERGETTAE | WIIELEMAIObjecty IR | REEBRIERMBESIZBUTHIERFIMTES
BHFAIObjectERk., XHEXIIRFHAVENBA , MEZFIHEEREBEEREFRMEZIEK , EIT L
SB—ERIFND.

- YNERObjectiIAYELEVINIE |, FERFELIRIR | (BRARZObjet 2 SHERERRER. RObject]]
SHILCERARRNE | SRR NSRS,

AT EMHXFAR TRIFF R , OSSR T BFIBIZEN EE ( Append Object ) IAHE—Object/5ME
BEZENMNARSHINEE. B URIERIObjectiy2Ej9Appendable Object , AV = _EEHY
Objectz(EANormal Object, BB HERIEUEEREEIZRPRI AT,

SNSRGEFHEMN L& | B4 DRGRAVRHASRER, YUREHE £ 2R ETEIN EERIE—
Object , &= iR H e RENZObjectiIKES DIXIEIAKEHITXILE | (IRAIMEFHRIEHEE , 7B
LFRARR— R ERIREGHT LAEAVEURE DRI, @XMV A MR ARIEIERG | 1G58l R,

MIAEMIZR |, ERTEMNLENZRT | BN EERERIEER,

L fEBRE

- R/NBRH - FEXF EEBT |, Object A BE BI5GB,
- fn A PR
- (HFAUTF-84w13
- KEMWRFEL-1023F 1528
- REELL /1 BE O\ FRIAEL
- 4R - AEETIEN HECIENSG A I LSS EHRIEIN g, BFiEik  EfibiEdEe e
. REHE SR EEBERE , FeeEXE A EEEN HERNINE.
- [EEHR(ERRS | BB BRI, RSS!, aTLUMEBCIEASHImetalE R,

HHERRERIFIN

ATPLESE=FEFRERBucket REFN L& , OSSIZM T Bucketf1ObjectRBIRTIIRINPRIZS , FRAMARRE
DuslEtEsEl. AT EINESE =75 k& , OSSERT BucketF1ObjectRABIATHIAMNIR N , IEIRMHL T IKS R BIATEAN
N EEREZENE=T.

HEIESIR(E

IR ERRRERRELE |, LR LB R ERRE. R CERNEERaE ISt AT LAEREAR
2SN

IhREfERSS

- API : Append Object
- SDK : Java SDK-1BANSZ44-3~45)
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R BN ARSI HEEIEERE.

RR{ECRE

- RAMFASTS{#FBIER

UEPS S

- HERTE

- LB R ERmE

- LIS R = imit i
- HEZREZi5AES

- HEREZRINE=TS

ERES

TEEBIRC/SRFTRIIT |, IRSErimASRRBGTLIEE FinAIER, BBAEE—MEROSSIEAEIRAIFIEIRSS
 BRIREE HERXRIEGEIRS RN |, ARIRSSRInEEEIER R EER)0SS, mX/MIEF , —HEuE
HEAMNE LERPR | —RNEFIREIIRSS S , —RXMIRSSE[HEIOSS, HiHRIERAAIRHE , IRSSEin
FEAEBITRERFERES N EFiiIER LERITER |, XSRS R T Pk,

AT BRRXFPIGRTHRAIkEL | OSSR TIENEE =77 LIENTNRE. FRAXIINEE 8BNS Y LERES
X4 EERIOSSTIARBE RS tintek , TE T BERSH=NNA , FEFRDFIRT OSSHIEELIE 2L
B FEFEHEMFAREE , JLitERE 0TS,

BRI LEATLARAMSIS R

URLEER

URLE R E2ERGARIN—FAD , BIERRAIURLEFHOSS AccessKeyldfSignature=FEg , iXtERAFHMEI LR
BERIZURLRHIT LG, 8P URIEZHIETELHELUMRITERZS. BEARNKIETISEREURLFEEE
2.

. > \
IR 75IE) e
IRES R EIER B fE I SecurityTokenService(STS)SRSEMEANAI—F175z0. HLIFSMSTS Java SDK
o IEBSIHIAEIERTRAZANT

1. EFiRFAIRSS SRR ARIKERIANER, REF[RITIEEFIRNEESE. WREEGEE iR, B4
RSB Im=EAE ChYAccessKeyRASTS KEE—MEKRZINANER , BIARRTLISHTHENES.
2. BRSSRRImIRENIRRS FEIEZ fRiR B4R 2 F .
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3. EFmERRIAYIRR IR AREOSSH EEEK , EIFMREREIETSEIGIRNLNE. &=
FimAILARFRZ IRk EE | BRISIERSE RS 2RiniE RKHIEIE.

BR1ESLES

- RAMFOSTS{s&EFERs
- WebimE{&sLE M HERE

BXSEHE

- HEfEEE

- B R LSS ENA

- EEETE

- HEE R ERimtIE

- EEEIIH R mimt IR
- HEZEeZihEEd
-REBEE

ERZR

OSSHE LR 4 ZeRAIBHERRTLASRALENE ( Callback ) SN AEIRSSES. ERFBELRIELOSSHIBERPHETIE
MfJCallbacks%y , BPRESCHNEIA. BESTIFCallBackfIAPI #2007 : PutObject, PostObject,
CompleteMultipartUpload.,

FERIEN—FER N RH SRR SENE =77 LIEERER | EFimE LEXHEIOSSHIRHRIEEZIIRS #5in
HIERE , HEPiRH EEFSTEOSSHIITREEZ /S . OSSN RS S8 imEMARRHTTPIERE TEIE , X
AR5 B imat I LA A E LAE5eplAEB AN M AT LASSR B AR RIS SER(E . EEIEREINEIRSS 25mEY
AL fROSSZA 2RISR MBS Fif.

OSSTEMIR FBARSS 28 RIXPOSTEIEERIAE , RTEPOSTIERAbodyHFEE—LSHRIETIFEIER. | X
LSHERIT , —MERRENNSEH , WBucketZFR, ObjectBZFRE ; BIM—THEBENHNSE , &Il
EREHERNEREOSSHIHMRIRIEN BEZENFEEEX LS. BILIBIEREENSEREF L
MNFEZEEXIER , ELINARIEKIBFIdE. BIAERBEENSHAVLIERLIS% Callback,

BLESAER EERENE | SRIFIHEE PIRIEESRENNEERE. TET

——2 ZEEER—
s EEERER——

—1. s, miEEE—

1< e

R
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- BRIRB KX SZ3F _ EEREELIEE.
- BRIRBE$E _EE(PutObject). X8 _E{&E(PostObject). 43 F_E1E5ERL ( Complete Multipart
Upload ) #E3z4F LEEIETHEE.

IhREfERSS

- API : Callback
- SDK: i0S HE/SEIEERN

ER{ESLES

Webim B&sEM EEREIE

snfEEE— M EER RS ( BIEEIREE TE )

BXSEHE

- BiimEEIRSS

- Boin PR ETE

- BRI PR LB RNAE

- LERTE

- HEE R ERmGIE

- LRSI R = imit i

- HEREZiHAES

- LEREZRINE=TS

- LERXIEHITER]. MRSEIRERE

OSS3ZHEEARTMPIMIGEEH 26 A4RRBAIMSTT + AACIRIBHIESTRZIOSS, #HXZIOSSHIEMATEURTT LS
R FEREEARRIN AR | R LUHERERE.

EIRTMPIHY EAEEMSTEE B RIALAT RS -

- QEEEARTMPHERAIAS R | ASIFHLA.

- WREAYIR . BIRRE=AH264,

- ESRENEN  HFERIFAAGER | HtiSXNSEMRaSwmER.
- EEAERSTIFHLSHNY.

- —/MLiveChannelERt REEE— N E FimAEHETR.

THSD BN BIMIHEESMIRRIOSS |, LIRIMIRRE , EEEl.
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[ROSSHEX B YSHLEHE
IRSHERMLE

sEFSDKiEFPutLiveChanneliZ , BlE— LiveChannel , FERES RAGHERELIE, A0SR BucketfIIPRIE !
(ACL) A NIHES ( public-read-write ) , BBARTLABIZERBERBERIDHITIER ; BNEEHITER
BE.

LAERIpython SDKJ9fl , SRECRE R AR SR HEFRMBIAIAIZINT

# LA#EApython sdk/afl
from oss2 import *
from oss2.models import *

host = "oss-cn-hangzhou.aliyuncs.com” #just for example
accessid = "your-access-id"

accesskey = "your-access-key"

bucket_name = "your-bucket"

channel_name = "test-channel”

auth = Auth(accessid, accesskey)
bucket = Bucket(auth, host, bucket_name)

channel_cfg = LiveChannellnfo(target = LiveChannellnfoTarget())
channel = bucket.create_live_channel(channel_name, channel_cfg)

publish_url = channel.publish_url
signed_publish_url = bucket.sign_rtmp_url("test-channel", "playlistm3u8", 3600)

SRASHOMERMEAE BN T

publish_url = rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel

signed_publish_url = rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/your-
channel?OSSAccessKeyld=LGarWrijh8HjKWg6&playlistName=t.m3u8&Expires=1472201595&Signature=bjKraZTTyz
29%2FpYoomDx4Wgh%2FIM%3D"

{ERffmpegit{THER

LA mpegHEXAIBAGSISIAZIOSS |, st T ¢

ffmpeg -i 1.flv -c copy -f flv "rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-
channel?OSSAccessKeyld=LGarWrijh8HjKWg6&Expires=1472199095&Signature=%2FAvRo7FTss1InBKgwn7Gz%2F
Ulp9w%3D"

{SEFHOBSHTHER

Bfomih Settings , £ URL fEHE \RIES BERENRIHERIEIL | RS M OK FraHERRN A,
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FFRANRIEFE

STFERTR | SRR DT ¢

E General Stream Type = Custom Streaming Server

Stream

URL rtmp://your-bucket.demo-oss-cn-shenzhen.aliyuncs.com/live

i Use authentication
Y Audio

m Video

Hotkeys

=8
(=

'a'ﬁ Advanced

Apply

FRHOEXTIOSSHISSTEUE
=307

(—@ Qutput Stream key test-channel?0SSAccessKeyld=LGarWrijh8HjKWg6&playlistName=t.m3

<«

Hide

OK

fEHERAISIES |, LB HLSIMGEIUEE XIS |, SN FERIERUsENT ¢
- fEAndroid, IOSERNFE , EEENEREALiveChannel 33 N AYERUEULRIA]

- Mac OSHETLA{sEFsafarisil S8t THERL,
- PG ET L 2 v B R THERLL,

RNTEE™D , JLURELLR/IFragDuration , fla02s ; 54b , GOPHIK/IREFEIER SLiveChanneldy
FragDurationFE—%{, OBSHIGOP ( BP keyframe Interval ) ig&75:XU0°F :
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[ N ) @ Settings
g General Output Mode = Advanced a
@ Stream Recording  Audio
@ Output Audio Track @1 2 3 4
Encoder x284 E
¢. Audio Enforce streaming service encoder settings

Rescale Qutput 1920x1080

O Bitrate 2500

Hotkeys
Use Custom Buffer Size

.n. Keyframe Interval (seconds, O=auto)
ﬁ Advanced
Use CBR
CPU Usage Preset (higher = less CPU)  veryfast a
Profile (None) B
Tune zerolatency ﬁ
Variable Framerate (VFR)
%264 Options (separated by space)
Apply Cancel ﬁ

RiBaS

HERAERES |, OSSHRUBRRIASNEH M3usX ., LT RIENZSR , FEEERGRG  BA
PostVodPlaylist## AR —NRIERIIM3u8I M | ARERZHIERIE.

MNFRIBENZSR | TLURERAIGOPRRD sS4 | BEEIEE,

=AY

R TR THEE LRI ( Object) , Object FEZEEMHTTPAIGETIERFKTTMAT. ObjectlJURLE
FANIEZE0SSHYAIR. MNRFEEREE X EHZFKILRObject , i52FBEMEZAILRIOSS.

LFAFEEHEEANObjectiIrHRE , BFFHIER :
- ZObject S EZIZHINGR , BFPBEXIMAIAccessKey , BRATTLAEAccessKey Xt GETiERHIT
BEFKHIA,
- iZObjectifiBERIEZNIR . FFAFFBHIEFEY L EZFERGETIERHTIHA.,
B{Ra90bjectfNBucketfgikRi pRIEHEIES & iHa)iaE.
WNRFEIEFATBucketfObjecHRASE =T N , BESEIBIEE = TH.
ANERFBEESLIT SNBSS ERTREUE TH.
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IhREfERSSE

- API : Get Object
- SDK : Java SDK-Object
- E=HE - SRECUE b

ER{ESLES

- RAMFASTS{#FBIER

EES S e

- EEXHTSR

- HEEEE

- Bl R NEIARNA

- LB R R E

- LIS R i

- FERZREZIHAES

- MEREZENE=T

- LEEENSHHITES , MRS EIRRE

OSSIRAt 7 MObjectiSERINETTIA T HAITNRE , IXEHE FHARKRIObjectfRHR , AJLADAZIR T, R
s TRl ERAIRHREETLAN DR ERSTeRAIME R IAd T 2.

FAfEER BB, BB EXZObjectBIEAIR. BT ESHRange F3TFMIRLEE |, W FLIRAD
Objecti&iNFEMAIZINAL., RangefIENATSEHTTP RFC, WREBRLPFEHRangeSHNIREIEEHLE,
BSEANHRIKENLGRERGEE, 640 : Content-Range: bytes 0-9/44 , RinEBANHKE 44 |, IR
REIRFEEA0-9, MNRAFRFSEERLE , WHEEEAN Y | HFEAREERFIEK Content-Range, 1RERE/
206,

IDREERSE

- API : Get Object
- SDK : Java SDK-93BHZEN S {4

BXRSEHR

- EEXHSI
- LRI
- Bl A NESAENA
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- HEE R ERmGIE

- LRSI IR = imit i

- MEZREZIHAES

- PRREZERNE=T

- LERXEHITES | MBRSEIRERE

HIEREIBTABBucketIEBAIObjectiRVEH =73 FHAIIHE | FROIZERENGAccessKeyRIHEGTHZE | ML
Z(ERLA TN RFTTi%.

URLEE

OSSIEMHtTEB THAA X, TP , FRETEURLFIINERER | iBiZURLEAE =5 SLIUEIGA A,
E=H AR REEFAHTTPRIGETEKIAEILLURLEIE] F&Object,

SLERSEL

URLFFEZEZHI0T :
http://<bucket>.<region>.aliyuncs.com/<object>?0SSAccessKeyld= <user access_key_id>&Expires=<unix
time>&Signature=<signature_string>

FEURLHSEE S |, RZE/EESignature , Expires , OSSAccessKeyld=/1N&#4,

- OSSAccessKeyld : FraEBIAccessKeyld,
- Expires : FRRZHARURLITHARYAS A,
- Signature : FRBEERBNFFH , BINSSEAPIULEEELS.
R WEEEEHTURLIR.
LhREfERSE

- API : Get Object
- SDK : Java SDK-{#FURLEZ1ZIAE)
- EHEIE  RBsUAEiE

R AR athREZBucketdh FIABIEEIRAIITIR , SREXAHEIEIE A RIXFHURLFEZAI .
BN ARFEZRIURLIZ.

IR 75IE) e
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OSSIBIgSTS (Security Token Service) 2 T IGIHEIFASE =P , £=A AP UESRLSBPHSZHS
X EIBEObject, XIS NEESHBIMASHIITE. IGFTSEEIESSILIISTS Java SDK,

SLELS

B=FHEFHEAPPIRSSEIEK , TRET STSHiAHIAccessKeyld, AccessKeySecretLAKSTS Token, =75
FLASTS AccessKeyldflAccessKeySecretLAR STS Token®4 , HZiF kA AERIObjectiIEIR.

ThREfERSSE

- API : IifRdipa)EiE
- SDK : Java SDK-Objects{sEFAS TSRS RS
- EHE  RBOAIRE

ER{ESCES

- RAMFISTS(ERER

BRSEHR

- EEXXHSE

- LEfEEIE

- BolinI TR THIARNE

- HEERERmGIE

- HEESII R =inkt i

- ez ihaE

- FRREZENE=T

- LERXHHITES | MRFEIRERE

EENF

XG/XHTTER ( Object Meta ) EXJ LAERIOSSHISARIBIE A , 2 /9FFR « HTTPARERIE ( HTTP
Headers ) #1 User Meta (BFPFBEMXTTER ) . XHTTERALMESHS TN LEREEE NG IHITIRE

HTTPHRAERE
2R %
Cache-Control 18EIZObject#i FEATHIMTARNEFITH
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Content-Disposition HEEIZObject# FEHATHIZFR
Content-Encoding IBEZObject#i FEHITHIABRIBER
Content-Language IEEIZObjectt FEATIINFIES RIS
Expires IS HARTE]
Content-Length 1ZObject K/
Content-Type ZObjects{471
Last-Modified & AT A

User Meta

RNTEFRFIIObjectiHTESHIA , OSSHMERBLAX-0ss-meta- AFIERAISEIN AUser Meta , ELulx-
oss-meta-location, —{~Objecta]LIBZ MRS EL , (BFERIUser Meta G K/ NABERIT8KB, XLL
User MetafSE&7E T GetObjectsl & HeadObjectiIRHEEHTTPLERFIR[E],

_{&ObjecthfiREObject Meta

2 F{ZObjectiypd{E , AJLUZEObject Meta,
IRefERS% !

- API : Put Object
- SDK : Java SDK-_H&EX#SHETEEODjectfigHttp Header 1 FAFRBEENITER

7h e (B ) RRHMERBAILUIREODject Meta,
IREERSE !

- API : InitiateMultipartUpload
- SDK : Java SDK-#J#a{¢Multipart Upload #fJ #J#a¢¢Multipart Upload

_{&Objecti5{&%Object Meta

HIERFEE(EMObject MetafIAMEHObject REHIHIRE , BRARLIZ(ERE N ObjectiZOSITIIR /N IIRE , R
TEEFIMetafSA CEEXAMMetatHELR ) BIEHTTPLERF , SABSHENATE A BFRtbhEERg 7
BtrObjectf9itbitBAT,

IREERSE !

- APIL: #2IObject
- SDK : Java SDK-i&idCopyObjectRequestiZ N Object

3REXObject Meta
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SNERFEIRENObject MetaMFAAFEObject ABHIEE , AILAERLLIIRE.
TIREERRS® -

- API : Head Object
- SDK : Java SDK-{SGRE4TTiE R

EEMSFIRIFIHEEBucketh LIZRISIH ( Object ) | &R LUBH OSSAYZMEA—RIEERIF—
Bucket T E&£1000MYObjectFIzR, BE TERAIINSE , ERILITTREHARIIRE :

B {EF
FFXObjectZ2Fit 7o BT, FIBEFES

Delimiter EENRIEES—RHIDelimiter=fFZ BRI
Object{EA—2HstE: CommonPrefixes,

Marker RELERMMarkerZ SR FEHIFRISE— M A
REL,

MaxKeys BREULRIREIObjectlIER ALY , WIRAKE |, EOA

73100 , MaxKeysE{EAEEATF 1000,

FREIREIAIODbject keyhMLAPrefix{ENRIZK.,
Prefix BfFEprefixa&ighy , IRERkeyHREES
Prefix,

SAIARAATIRE

OSSIRE 2I8E X MHIXAMESH , FTETTEZELA0bjectkiFhE, SIEENISHEARR Fin 2 7T —
sizeJ0AJObject, XFFXANObjectfBHEFAILA LETE , REBEHESXLL /" ERIObjectLAS4FAIF
. FrLUERILAGER A 75 =SSO S s 45k,

fEaTLAEIT Delimiter 1 Prefix 2#HVBECSEIAHSALINEE, Delimiter #1 Prefix AYASZIRRIXHERN -

- QNS Prefix IRARANERS |, SATLABFILALL Prefix FFLA9SH | Bz 4 FiBIFRIRIE RIS
MR (BR) . XHEEContentshE7R,

- YNERFBIE Delimiter IREA /" B , IREHEMRABTNZSHR TRXEFIFXMR (BR) |, %X
HETHFXEE ( B ) RETE CommonPrefixes #8% , 34 TRIFAISEFISGE AW B

TNo

HAMEIF
BRUN7EOSSHIBuUcket : oss-sample FE41RObject :

Xf4D

BHRA/SHC

BRA/4D
BRA/BRB/XX4B
BHRA/BRB/BRC/SIHA
BRA/BRC/SHA
BHRA/BRD/XH4B
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EIRB/HA

1. FIHE—EBRAH

RIBAPIERAE , TEIREPrefixs ", Delimiters"/":
IREIZERNT ¢

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult>

<Name>oss-sample</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>1000</MaxKeys>

<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>

<Contents>

<Key>3{4D</Key>
<LastModified>2015-11-06T10:07:11.000Z </LastModified>
<ETag>"8110930DA5E04B1ED5D84D6CC4DCI080" </ETag>
<Type>Normal</Type>

<Size>3340</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>o0ss</ID>

<DisplayName>oss</DisplayName>

</Owner>

</Contents>

<CommonPrefixes>

<Prefix> BRA/</Prefix>

</CommonPrefixes>

<CommonPrefixes>

<Prefix> BB/ </Prefix>

</CommonPrefixes>

</ListBucketResult>

ALIESR
ContentsiREIHESE—ERNHE © "XED” .
CommonPrefixesiREIPEFE—ENER : "BRA/" #1 "BFRB/" . m "BFA/" 1 "BRB/" THXHEHEARER.

2. 5HE"EERAR B RFISUE
IRIEAPIRIERAE , EEIREPrefixs "BRA" |, Delimiterg"/":
IREIZERNT ¢

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult>

<Name>oss-sample</Name>

<Prefix> BRA/</Prefix>

<Marker> </Marker>

<MaxKeys>1000</MaxKeys>

<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>BRA/3HC</Key>
<LastModified>2015-11-06T09:36:00.000Z </LastModified>
<ETag>"B026324C6904B2A9CB4B88D6D61C81D1" </ETag>
<Type>Normal</Type>

<Size>2</Size>

<StorageClass>Standard </StorageClass>
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<Owner>

<ID>o0ss</ID>
<DisplayName>oss</DisplayName>
</Owner>

</Contents>

<Contents>

<Key>BRA/3{4D</Key>
<LastModified>2015-11-06T09:36:00.000Z </LastModified>
<ETag>"B026324C6904B2A9CB4B88D6D61C81D1" </ETag>
<Type>Normal</Type>

<Size>2</Size>

<StorageClass>Standard </StorageClass>
<Owner>

<ID>o0ss</ID>
<DisplayName>oss</DisplayName>
</Owner>

</Contents>

<CommonPrefixes>
<Prefix>BZRA/BZFEB/</Prefix>
</CommonPrefixes>

<CommonPrefixes>
<Prefix>BRA/BFEC/</Prefix>
</CommonPrefixes>

<CommonPrefixes>

<Prefix> BFEA/BFD/</Prefix>
</CommonPrefixes>

</ListBucketResult>

ALIEE :

ContentsiXBIRIZSE_EHINXM : "BRA/XHC | "BRA/XXMHD" .

CommonPrefixesiREIRIZE—ENER : "BRA/BRB/" , "BRA/BRC/" f1 "BRA/BRD/" . MBRTHIXMHS
MBI,

IOREERSE

- API : Get Bucket
- SDK : Java SDK-%HFi&E=s B IS4

MWK Bucketh AN, HEBELYIBERAT , BIRERENNRER —LObject \— BucketEHIEIF FH
—MBucket , FEERE. XMER—RRIMEREObjectERT ARG LIE. ERENEIELF EEE—F
1, ERBE TREMEEE, FEILOSSIE( T CopyObjectiTHRESRLIMOSSHIMEREN |, IXHEERFF]
OSSZ A THRiERmA=EAIETE.

59, HFOSSAMRAEMEIRE | EINRFEEXSObjectHTEREZANE |, EE—FE’JTJ'%?}E%U?FHOSSE’J
CopyObject#M5TEFERAIEHEE M AGFTRISHE |, SARMIBRIREODbject, WMIRAF{UNEFTEEXREA
Objectfy—LEObject Metal5E. , EHAILIERCopyObjectiy#z , #&IRObjectitibAN E’f/T\ObJectﬂﬂiJJ:lxﬁ
BT , XEEOSSH SN EHiZObject MetafSE., Object MetafSEFLIE%EObject Meta,

IZRFELITEEI
- ICFEERIRObjectRIR IR , BUSTTIETTHIRIE.
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- ZBRAEARSIFFSRegionE IUEME. ELAN © ASFHSHNBucketEAIObjectiEMEIF S,
- XM FTHRIER R Object K/N91GB,
- R EARREXHENN LAEF~ERIObjecti T2 I,

IIREERRSE -

- API : Copy Object
- SDK : Java SDK-Object

FEIARSUS

SAFRIObjectfRARIIHER , BULMRAEMAYTIENRTom. I EEERE—R , OSSR T RIUMTmEE L&
AYTHRESR TSR A RYE I,

EXNREC BN RS HENANER—I , BE—FE IRAR2%UploadPartE& ik UploadPartCopy
. UploadPartCopyfJiE X FUploadPartEA—E , REFUERMHTTPIEKER L& AMIREObjectH3REX

TIREERRS®

- API : UploadPartCopy
- SDK : Java SDK-$8IMAS 4

BRI SR BPAMIER_E1E7EBuckets RIS ( Object ) , OSSTIFEMEEN FRIMMBRENIE

- BB MRIRR, FEEFNObjectffilbR.
- fLEMER. HEMBR—REZFIEE1000/ Object,
- BaiffibR. RFEMERAIObjectFBRE | MEMPRAIObjectE—ERIFIE , LLANERAMIFRELR
ZBIHObject , HEREBFTEMBucket , XM IHEEFFEREGEPREERTH. —BIRETZRE
, OSSEARIEMN B aBRERIEARIObject , BERKNRMERIEMFRIZKRAVREL | IRESMIREE.

IhREfERSSE

- API : Delete ObjectfiDelete Multiple Objects
- SDK : Java SDK &Sz
- e - RS

OSS 21t Object ( 34 ) &apBEAEIER HEEEObject, EAILARENBucketEXN EmMmEEIECE | K%
BucketBJObjectiE X EZFHIN, Bay , EaTLABE HNISMpREITECAIODbject. BEMNERHII /L NERS A
B

- ObjectBHRAIER
RBELELZEISRRIObject A ERIX MR,
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- B
575 XA TUEAIObject FTHITHIE,
- BHBER
AR AN ETEObje R R ISR S DRIV THEERVIRIE,

REObjectZ ARSI —FANAIRILRICES , BBAZMNBIERTE. fll , —PBucketBalI /1 Object :

logs/program.log.1
logs/program.log.2
logs/program.log.3
doc/readme.txt

WMR—MINEERIRISRZlogs/ , BBAIZMNIFLERTFRI=" N Alogs/FFkAIObject ; ANRAILKZE
doc/readme.txt , AFAXEIMNF R XTdoc/readme.txti2{EF.

g0, NS TEAMIBR” ROE, B0, SR LUKEIXEERIIIN - 2R 8logs/AI0bject IR E—IREFHZE
30KAET , #MpREA] ; EAULEEERFEREBAEHMERdoc/readme.txt,

14—/ NObject ICARIEMTHAMINIRY , GETFIHEADiZObjectft , OSS#ENRRHeaderdji A\ x-0ss-
expirationzk, BEE TR MEEXT : expiry-datefJEZFRObjecthUZHAEHR ; rule-idBYEZRNETECAIRNLNY
ID,

451

ERILAUBIE OSSHRUEAKIREBucketi LM EHAECE., LanEHiECERBXMUSINEER , TEE— AR
BIBIF.

<LifecycleConfiguration>

<Rule>

<ID>delete logs after 10 days</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>

<Days>10</Days>

</Expiration>

</Rule>

<Rule>

<ID>delete doc</ID>

<Prefix>doc/</Prefix>

<Status>Disabled </Status>

<Expiration>

<CreatedBeforeDate>2014-12-31T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

</Rule>

</LifecycleConfiguration>

EXMIFF , FPTROSAT ¢
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- <ID> : M HINE—RIPRIR
- <Status> : EnabledafDisabled, OSSR£MA{ENEnabledagiiml,
- <Prefix> : BIZZ,
- <Expiration> : i3HA#8{E, FicE <CreatedBeforeDate> &} < Days> 5B FIMERHT HARTIEL.
- IXBC(CreatedBeforeDateZ®RHIE N R : BREIENATEETF2014-12-
31T00:00:00.000ZA93Z44#IBR. BRFIXAIEIFIODbjectAARAER.
- XEDaysFr RN E | BENREIEXATE10XZ EAI0bjectfifx.

EXMIFF |, B—FRNSRMBREIZ Hlogs/HY | RIEEFRIER10KRAIAIObject. FE_FMUBAISE 7
fIB£20144F12 B 31 H ZRIHIERATRTER Jodoc/BIObject , (BERHFERIStatusEDisablediAZ , ATLAZKINY
HASEN.

T

- BIERAYA B AEAIObject—E,

- BRIEATH , RIPIZMNERFBucketBAYRTEObject,

- EER N EIBRARCEES. A0, WRE—BucketfEEHRN , — M EIgRRlogs/ , — N 2
logs/program , FAOSSRIREIHIR.

- SN E ST HEAMRObject , iZHIANMEUTCHFRE R , FERFEHAN12014-01-
01T00:00:00.000ZAYISO86011&x(,, OSSETEXHFIATIEIET2014-01-019-% 2 BT HIBRICECAY

Object,

- SMNIREAREET , OSSHEObjecti/ZE#HTA ( Last-Modified ) I1_EXEL , HEERIT—
UTCHFRZER. BN , — M ObjectiIREEFMATERZUTCAI2014F4512H EF 1, HEECECAIHINY
EXAIREZEIRX , BPAITHARERUTC 2014F4516H0REE,

- OSSeEER AMIc SMNELEAIObject, HER , BEObjectR g AFEHEIEE —ERAE
TR,

- IBHEObjectiIR/EEHASAFESEREMEET/L. H—ObjecttfZXPutht , RIEEMITER&E
—XPUthIRd[E] ; S—NObject#iCopyZIEBRT , RIGEHHIERZ Copy KERTRIATEL.

IDREERSE

- API : Put Bucket Lifecycle

EXIiESH ( Bucket Cross-Region Replication ) REAROSSEIEFOAIBucketEx). BEEH!

Object , ESEXREBucket PFRIXISRAIKN ( #iiE. BE=. MIBRSE ) @L2IB RBucket, 1ZINBEREERIFAIE
HBucketBE XA KR HEAFEIESEFIAIFK. BirBuckethRIXISREIRBucket FXIRAEREIAR , BI1E
BHEERXNSRE. TEUEURRS (fFIaNelErE. H5E. BRENXATEYE. Object ACL, MERABE
).

eSS

IFTRE R TR REXIBucketft ECross-Region Replication , IXLRERLE :

42



XIGRIFE OSS FRARIEE

- BAMEEK | B2 OSS BUANENMFEINNSRENER FRBZ0EIA | (BEREERNERNETE
FEE—EEBRT ORI, BIEXEAERS , JLETEER 0SS #iFEh O REHIETELL
HEXEEMEERK.,

- RARERDIER | ZFATRMEEVE, AT RAREESHANRGER , ATLEIEVE
SRFPRIRR OSS iR OR4EFIISREIA.

- IERMHSEX | ERHEENR 2T BB IRENEX , WETEEAEHE | #HaEES— 18
FEPOBIULEF—DRIA |, DIERERFAKNE , (IR, i8MESE—NOSSEIREH LIRS | if
BEERAB— 1 OSSEIEH ORIS N ETE.

- BUEEH - ATWSRE | REBEIEMNOSSH—MUEH IR RIS — M RO,

- BFRE - SERNAEEESD OFEE SR ENSRANTESR. SR eaR XX h R
SREE,

{sEFHiREA

BXIFRPXIFFZBucketlEL , NREHENMMBuckety BARKXKE, , alLUEBIIECERL G REBuckethy
FIESCAT LR ERYBucket, DITEREESIIFLA TS

- SERITEIZCEE © ORSERIREE XS TEGRAUIENN. MR, (2XREB TR in=RS R BiRX s Bucket,
XT2MXf | BEBEMEIDTHRIIERES. RIEMILEIENRE—E.

- ISEEHETERS | IR SRR | 1LFkBucket i REURHEEHITRIE | IRERAIRMHEYE.

- SERTRENRISHE @ BEB ST ASEER T RIARSHREIT R, $H3HLEETER , BT
EZiN[=pa)

- (BERCE | OSSIEHI e BRI EELE.

BR&!5EA

- W FRFRZARSHIFNBucket , B FEBILARIRHE(EIXFNBucket , {BRBucketSHilid EAY
ObjectAlaEaBE=BHIBuckethEZMIObject , ERFIELE.

- B FBucket Replication@KRARLEHI , HUESHIZIHAIBucketZE—ERTE , BEJLDHEIL
NSRS |, BURTFEIRAIAN.

- FRBXIFREHEHERESHIR N BucketiRBFESHBBuckettIRILEE , R AREREE
Bucket[@, ZFIRif , & Bucket A FFiETEI Bucket B B9EE |, BBAEHAEERE /9 Bucket A FF
5%l Bucket C B9 |, BRIFSTHBR Bucket AZlIBucket B FIRIZECE. [FH , & Bucket A FFE T EI
Bucket B fREILE |, IXBHEEBFFS Bucket C F Bucket B {EH 2RI,

- FEEUERLHIF N Bucket /D B MXIE, , FXIHAIBucket R BEFHITEUERL.

- BRIRIFFEXAEXIESH.

IOREERS®

- EHE - BRIBES
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BEEIRRE , M TREEGEAIERIASMA I TRIRER , M THERIR. FEBFKEEOEFH
X

°

BEMNATST | MNEREIOSSHIGetiERAJurlF{TIVES , ARRRISERAHTEIR. MNRZEESFK
, IFrRItES , ERIPCECEIERFEIN, EIREE S AREHSEEBTI.

HEHI

—USAEHE 3 IEENESA0S—
. EEAE S ohs
B — sk
LR B F— —aE .

MREETREES , WAGet—MFERN AR, SEFEIUHERX N | RELEAF  FEREAE
0ss,

ERE=R

BERSETERTARETHEIERIOSS |, AIRFZELEH CEVNREEETERMbS M LET , FETHE
OSSE , BRXAREZILIRS | AR BRERSINEESLI. BRmREOHUT

REE—HEE | EREARRTEYERGTAIRETE.

LSBT R TERESEIRIEZEIOSS £ |, T BENossimport2 , BEEREGRES | KiRiEHY
HUFCERIOSS |, HISEEREIOSS £ (EMEZAICON |, BIRZIOSS ) , MERE—RBO#HE
PRRIEIEIR BTk | IR LIEOSS EIEE AR , BRI —REXHHMEFENRIOSS, HEt)

g, RABEREHMIEETET | WEBEE R , BERESERAEE—RIESAZ

0SS |, R RERSEERR.

INRECERIFUEZIP , BBARKERTHRIOSSI/FIAAT ARG ER , (BRNREENE—MIE

, BT EEASSMETEIOSSEECDN |, BRARGHMAEIERT  FEXMER T , AISBSMRE—
EHRENEGIRE , X MERSIEERSESETEIE—NP , XERSEHSEBAIRHRR AL

BEREREIFIL T,

RENETRIGAIER D ERIOSSEHECDN |, Rub A SRR =420,

FRHAHE EASHEM , RERREVHERIOSSE | A EBHEEISEEMIE , XEFTLURIER
FJOSSeE CONRIR B BREB 2 R RISHIEE.

{sEFRZAM|

- REZGetObject)AIZIREI404ER T . OSSASHUTREES |, MRIGIERIUG
- BiRuERAurlAMirrorURL+object , [IBZEJOSSHI4EA “object” , filiNbucketsexample-

44



XIGRIFE OSS FRARIEE

bucket , BB THE&ES , MirrorURLJghttp://www.example-domain.com/ , 3214
image/example_object. jpg A~ EX NbucketEBME , HATE FEIXANI4RT , OSSHEEHE
http://www.example-domain.com/image/example_object.jpg & eGETiEK , FiELERBRR(E]
LRAFPLUKREANERIOSS , A T&EGERE , XXM ELFHEOSS LY , XHER
image/example_object.jpg , ATHEH FHFIRILAISARIBHFEE TOSS L., WERMirrorURL
pathfS& , tkilhttp://www.example-domain.com/dirl/ , Efth5 HBIER , BRAOSSEIEMurl
http://www.example-domain.com/dirl/image/example_object.jpg , EAZEIOSSHIobject{ikiAE
image/example_object.jpg , tASHEHEFEIRILHIE—NER FRISHEBEIOSS £,

- {E450SSHheaderSELAR querystringE B A {EIBLRRIL,

- NRIRESEEchunkedfmiiR(E] , APAOSSIREIZEAFAIEZchunked/wA3.

- OSSERRIERILA T LERIREIFHFHOSSAELER. ¢

Content-Type
Content-Encoding
Content-Disposition
Cache-Control

Expires

Content-Language
Access-Control-Allow-Origin

- BIHRERSRX SR IN— BN Skx-0oss-tag , B3 "MIRROR" + 4§ + url_decode ( [El/&
URL) , LALEBIAMH , MFgx-oss-tag:MIRROR http%3a%2f%2fwww.example-
domain.com%2fdirl%2fimage%2fexample_object.jpg. XHEHEEZRIOSS LR , REXHA K ET
BE  BIRTMEIXNXHESRINX NS , TR SRR TSRS,

- R ERBERERSEETO0SS |, NFRGRIEESXH AL T , BBOSSASEHMELFET
OSS_ERISZfY , BRI HERAFEOSS E , AMFESHRERSEIFMT.

- NRBRREAFELI |, BIRGIFIREIZSOSSHIhttp status/9404 , BBAOSSHIR[EI40445FF
, WIRZ2EMBAF20089875H5 ( BHEEAMEREZSREAZSHFEIRER ) | OSSEIREIFF
424 , 52854 “MirrorFailed” .

EEM

URLEEEINRERWERRIRIERFIRERNSY | IRBNAIBMERIEE , MAFIRE—3xBkEE. BFRLF]
FRXFBRERITIRERS S AHMEE E M AR R B 2 ERISRIILSS, ERAEA0T
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4R EIX R #B /'

3.EEmEbE
1505 1 5K R

/

42 REEEmIE—

Lk HE—

ERESR

- Htt#UERROSSITEET.
BRS8N B CREIRRFAOSSIEREIE | IR RITBEIOSSHIEERITURL rewriteAY7IT(
REESAF—N302EERIBR , BRIEFiRtRIE3027 8 Location A B CRISIEFIEEEGE.

- EcE N BEEEINEE.
ELanRF R B CRYRELRISRIT LAJobject , LRIHRJE IR E—MSFFRIIRIHE,

- BeERE404, 5E 5005 RATAIBk LTI,
REL CERAHRBFILUEE— M UCRENTE , AETRAREBRNUHEEAFTERE
OSSHYSEIR.

ThREfERRSSE

- =HlE - EEREREAR

TEEE

RIXHIEI0SSHYEK

BRI EEFOSSIRAAIRESTul APHZIIAIEE (ERAXIAPHE TR RAISDKIFRE. ME—XE

46



XIGRIFE OSS FRARIEE

OSSHIIERIRIE Y ATBucke R IRF IR EAR ER B TBH RIS E EEERHE., WOSSHEIRAENISDS
RUTF

- BB NARA S ARBEEBHIANSE=SAFEA. XERREERERZBucketifOWner , tBFRA
FrE. E=HRAFPEEEEBucket BRIFENAF,

- BB RNBNERI S AERGIAMFEERIA. FOSSKR , RBERTKBEHTEMSH
BXRIVERRIAERE., HERIDEERIZEEROSS AP EREBRLEREEEIFK
URLAEEHEBIIEXRER.

AccessKey 8!
BHH3a) OSS {HAHI AK ( AccessKey ) =AY | BRI :
FIER=MCS AccessKey

FIE MK SAKEHEBuckelIEERIAK , BMIERMKSIEAAIACcessKeyXHABRIRFA 2RISR, 81
FiEE =K SEEIBRIRT A ARIL 5 activesi&inactiveRYAKRT ( AccessKeyldF1AccessKeySecret ) , FBFA]
LIERAccessKeyEIRIZHIE | BRIGHTIEEMIFRAKYS, S NAKXIEBBactive/inactive AR,

- Active ZREBRFRI AK &b TFEUEIRE |, STLAESHIIERIRHERGER.
- Inactive RBARFRY AK b TFIERLNEIRE | FREESHIIERIFHERRER.

AR BEEERFERMERIKFI AccessKey,

RAMFlicEAccessKey

RAM (Resource Access Management) 2B RHAIFIRLEEFIIRS. RAMIKSAKIERIZEBIERAMA
RINAIAK, XEAKRBEHZIBRAME AN K GEIBucket BRIERIR. 1BIZRAM , eI LASEHEERGIRAF
(FCANRT. RFEMNAEER ) | MRESIRPR LIRSS THRLEIRIR. HCansessRElSrImr R
BYE— 1 BucketfJiEtifR. FIKSEMNBTEWRSH , FEXLEWS TAEREEMIHIRR , FFERIR
HETEKS.

STSHcEAccessKey

STS ( Security Token Service ) R IRHRIIGARTIARIEIERS. STSIKEAKISRIEBIISTSIMARIAK, X
HAKRBEERESTSE X AYMIN 518 Bucket BAYERIR.

SHAIGUERARSCI

BREEE=FSMHIIES

- AKEGIE
- RAMEGIIE
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- STSERUE

SRAFUNABBEOSSKIEEKRES , HSMIUERISTIINT

1. AP RERERIZIROSSIE B NERE B &,
2. FAF{#ERAccessKeySecretd &&= T I =430IERS.
3. OSSWEIEKLAE | i@idAccessKeyldHEIRIMAIACcessKeySecret , LARIER S AIREE B =178
FOIEUERD,
- AR B RAYIIERSFIR A — B RRA IZIE RSB AT,
- BN, OSSKEHEHELMBEIRIERK , FHREIHTTP 403551,

XHFRFPRRAT LA EZEROSSIEEAISDK , BEeaAEZEEAIAccessKeyBI AT SCIIA RIS D IEIE.

PR

HXIFMAEBucketfYObjecthTiaR) , OSSIRM T SHMURIZH] , TEH !

- BucketZ BITBR

- ObjectZ BITR

- IKSRABIUR (RAM )
- IEAIIKSABR ( STS)

BucketZZ IR
BucketffR3$EY

OSSHEMACL ( Access Control List ) fFRIzHI75 % . OSS ACLIE#BucketZRBIRIRRIFE)E4E] , BucketB Rl
B=MpEMR : public-read-write , public-readfprivate , BiJINE&XIT :

BURME R ETR BUBRRS IR HIPREY

HEA ( BIEERRR ) AL
XFizBuckethEyObjectiH{TiE
public-read-write AHFES /S/MBRERE | FTEIXLERE
ARIZEFRIZBuckethy
Owner/&f8 , IEERZIR.

RABZBucketlYOwners &%
GOSE-EIIYPNLEargaa=Celty
public-read n~HE , FABE Objecti#H 75 /MIBRIE(E ; 1F@
A (BIEERIFE ) FLART
Objecti#{TE2/E,

RAB1ZBucketlIOwnergi& 1%
RIS AT AR AT
private IWEES ObjectiTiZ/S/MIFcE(E | H
L ATEREENNER AN
idiZBucketJAYObject,
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FRARISE

BuckettBRIGEFIERUTE

TIREERRSE

- API : Put BucketACL

- SDK : Java SDK-ig&Bucket ACL
- =55 SlEBucket N fRIRE

- API : Get BucketACL

- SDK : Java SDK-3kEXBucket ACL

ObjectZ: IR
ObjectiifRIEEY

OSS ACLtR#ObjectRBIRIIBRIGIEIER]. BRIObjectEIIM5IAAR : private, public-read, public-
read-write, default, Put Object ACLIE/EiBIZPutiz k=AY “x-oss-object-acl” LKIRE , XMREMERE

Bucket Owner&fRH1T.

BPRME FREFR
public-read-write YN SEUS]
public-read AHIE , FAES
private FABIES
default ERARLPR
EEEEI

BUBRRS 1A HOPREY

ZACLIREAEMNObject2/AHE
BE&RIR , BIFrEAFEENZ
ObjectiNEEINR.

ZACLRIBENObject2 /A
&iE , BP3EObject OwnerR#E
1ZObjectHYEAPR , MObject
OwneriiBi1Z0bjectiNiES
R,

IZACLERIAE A Object ZFAE &
iR, BIRB1ZObjecthy
Ownerifi&izObjectiEENR
PR, AR R BRI FiZ
Object,

IZACLERBBE A Object21E1E
BucketiIZEURAVEIR , BD
BucketZ2/+4R , Objectq;
AR

- IR BIREObjectiIrR , BIObjectAIACLAdefault , ObjectAIIBRFIBucketifR—EL,
- WISRIRE 7 ObjecthIINPR , ObjecthIRPRATFBucketti R, Z4MFIF , ANSRIKE 7 Objectitl
PREpublic-read , FToiGBucketZ2HARUR , 1iZObjectZBRI LIS B IUESAFIERZ ),
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ObjectfBRIZ EFNERTIE
RS |

- API : Put Object ACL
- SDK : Java SDK-ObjectACL #i&7EObject ACL
- API : Get Object ACL
- SDK : Java SDK-ObjectACL #iEEEYObject ACL

WS HRAIBR (RAM )
e S

MREMET =R, BREAREEZ M AFREFEAXLERR , XEAFRRELZEFERENEKS
AccessKey, XEBFNMEMA :

- BROEHBRS AR R | HENXIGRS.

- BToEE B E R R RIPLL R ( LbanBucket ) AIRR.

BIRTTE - EEAERWS TE , BIRAMAILIEEZESEE CAccessKeyfIFRF. BHIERKSHIRS
EFKS | CEZHRNKSHEIRAFIKS | ERFIKSHIACcessKey REEFEREMRSENAVRIFIIEIR.

SR

RAMI¥E , IBEERAMARFM , EEEIMIEN , RAMKS AR LR S EIIREESEFMAHIA, X3
TERNHEENPolicyREES NI SE R ER/E—T'RAMAISTSEZSERRE ( Policy ) BE.

GRS PR ( STS )
e R

TR EBHRFAEERAR | tIERIAppRIAR. EREWAIKS,. E=75App , BEEKLA
OSSHIRRYFTRE | KIXEBDAFMRAERERF. st , BFRET LIRSS n SR ER SR R
}_\%_O

S FIXERSEXEEFAF |, IBIdRER=STS (Security Token Service) BREAFIERMKE ( SRAMFAF ) 12{H5EHA
HIIRREE, BAFBEERKS (HRAMAF ) BHKERZSA (NEREL. AccessKey ) , REEAMN—
MNEHERAIREIEAEA R R, IXAMEIEAE AR R B REAREB AT LA G EEN . EATEX MR
iG] RNl =B A = = P

FAFBISSTSAE R EIFEiEL e S (SecurityToken). IIfATAE12358(AccessKeyld, AccessKeySecret), {&#
FiAccessKey 3 SEEFERERKFHRAMABFAccessKey RIXTBERITAIGEER., WINERETERIZ
EENMHOSSRIEERF M ETLZ LS.
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KL

STSZE=CHFE | TS 5RAMAFIERTRIABREE, XEZEASTSIRSS EOAssumeRolesSRENE LA
EUERPR], R LABERASTS SDKRIARIZA % mtEE.

AEEESHERAEXNBSIESERAMAFISEHHAEEERS.
TN FFENPolicyEES N SE R ERE—TRAMAISTSESURE ( Policy ) BcE.

RAMAISTSR Ft7 =Lk

MFARNNAZS  PRERSHESMESNAIEFEES. NELUUMERRIN B SRRELES0
WERJLRMERRTS .

U= 2aApp2Efl. RIRIGE— M EaIAppITARE | FTEEREROSSIRSS KIRFAPpHIL IR EIE
, FEERIEEMAppBF ZEREIERE | BILE— 1 AppRFREEIE EApp A RIETE.

B : EFAppServersE R MEdENR=

1.AppAl P EF 2. AppServer i EAliyun API[ F"\
FEZ AP
App A F HAAK 0Sss

W_EEFR , BEEFA—MAppServer, RBFAppServerfEiHaI=RSS , ClientAppHIEKIE S IR EE R
idAppServer , AppServersE{RIEA R F#HERIRE T,

T ZFERS | (ERMERIKSEERAMKSRAUNERRSITERNINNR. ENEREFEERER
FIERIKS (RIS ) NEAIBIEO0SS |, BRIl LM,

BFRZ : ERASTSILAREERIRIOSS

STSTI SR NEF7

2.4 £ AssumeRole

LApPPA P ER TESTTETINCE TN
I MEERF o _|STs
App 4.ClientApp A STS %42 HAAK 3AEISTS iR
1=
5. L 4E JASTS 848 B 5T 4 i A7 # 69 0SS APl &
0SS
......
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T ERUFRmALT

1. AppFFER. AppRBFMZEIKSTTX , ERAPpRIZRIRAF , AppServersziAppFAFER, T
BIEMAIAppAFKIL | FEAppServerfEE X HEMApp B AIE&/NGIER,

2. AppServeriERSTSIRSZIRIN— LS ( SecurityToken ) , 7EJEFASTSZAT , AppServerEE
HEAPP AAFRIER/INAIRIIR ( APolicyiBiximid ) LURIEIRANZ AR E., AREEnEHRE
(AssumeRole)XERN—MUKRAESHNZE M | AEEESHEREXNETESERAMAFER
FHREEHE,

3. STSIR[EIZ5AppServer— NEANHIRIEIE , BiF— 1N &2k (SecurityToken)., IGHSHEZESR
(AccessKeyld, AccessKeySecret)LARITHART A,

4. AppServerZifalEiBREZ ClientApp, ClientAppE]LABFXAMEIE, 4EIFSNET

, ClientAppFTEERAppServerBRIFFTHIBRIAIRIEIE. il , HRIEIEERHA LN |, BBA
ClientAppEILAE 30 $hEAppServeris sk EHiAa1EILE,

5. ClientApp{EAAtEFRIHIEEIEXIEKAlyun Service APl, =IRESSREISTSIHAIEIE , HEaiK

FRSTSARSSRIGUEHIA)EIE , IERBIAR FBFER.,

RAMAISTSIRARHE ( Policy ) EcE

X3 FRAMEGE STSIRINERAPolicy , FAMMIINT.

N

SeE TNE—Mpolicy=~ 5l

{

"Version": "1",
"Statement": [

{

"Action": [
"oss:GetBucketAcl",
"oss:ListObjects”

Il
"Resource": [
"acs:0ss:*:1775305056529849:mybucket”
L

"Effect": "Allow",

"Condition": {

"StringEquals”: {

"acs:UserAgent": "java-sdk”,
"oss:Delimiter": "/",

"oss:Prefix": "foo"

b
"IpAddress": {
"acs:Sourcelp": "192.168.0.0"
}

}

b
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{

"Action": [
"oss:PutObject”,
"0ss:GetObject",
"oss:DeleteObject”

]l
"Resource": [
"acs:0ss:*:1775305056529849:mybucket/file*"

1
"Effect": "Allow",

"Condition": {
"IpAddress": {
"acs:Sourcelp”: "192.168.0.0"

}
}
}
]
}

XE—MNENAIPolicy , FARPFIXHERI—NPolicyi@iTRAMELSTSIRSZ B EM 1SN, PolicydE—1
Statement ( —£Policy24Ha]LAE %S Statement ) , StatementZBEHE T HEMAIAction, Resource,
EffectfCondition,

XZ&PolicyiB A H 24 THImybucketflmybucket/file XS RIFIUETEN AR |, FEIF
GetBucketAcl, GetBucket, PutObject, GetObjectfIDeleteObjectiX/1#42{E, ConditionshAIKIERT=
UserAgent/g “java-sdk” , JRip/9 “192.168.0.1" HIRHELESINABEEIT , #IBNAIRF A 88haEXAYRIR
. Prefixf1DelimiteriX#i>Condtion27EGetBucket ( ListObjects ) FIEHMEEAERRY , XTFIXANFERIER
FIIOSSHIAPIZ A,

=il

Version

VersionEEX 7 PolicyRIhA , AIHEHRIEES  REN "1" .

Statement

@i StatementfEAERGEY , HFALURBEWSHEEEZKIEN , BB Action, Effect,
ResourcefIConditionfJfiiR, BIRIERRZEFZSFZMORTENE , FrELECRIIAIStatement&iRIEEffecthY
REARD @ (Allow ) . ZLE (Deny ) , HZEIE ( Deny ) B9fi5E. SNRICECRINAIER D@D | %55
KA, INRICEHRINE—RELL , EF B EHIRB IR | 1ZFKiIEKWEE L,

Action

Action®> =43 : ServiceZREIIRIE , WAV EGetServicel®{E , ARSI HFTE BT ZEFEBucketZE,

- BucketRBIEE , TR Foss:PutBucketAcl, oss:GetBucketLocationZ ZERUHRE , EB{FHOXIS
=Bucket , ENIAIRFRFOENAVEORFR—XINL,
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FFRANRIEFE

- ObjectRFII{E , 9 h0ss:GetObject, oss:PutObject. oss:DeleteObjectfl]

oss:AbortMultipartUpload , ##{Exd520bject,

INABRANFE —EAYObjectRR(E , FILAUSRIX LA AY—ME/Lih, 5351, ArBRIActionBIE#BZ/IN_L

“oss” , SN EEGIFFR. Action2—MISR , AJLIBZMAction, BIRRIActionFIAPHEORIRINKZRI T

- Service 251

API

GetService ( ListBuckets )

- Bucket 4251

API

PutBucket

GetBucket ( ListObjects )
PutBucketAcl
DeleteBucket
GetBucketLocation
GetBucketAcl
GetBucketlLogging
PutBucketLogging
DeleteBucketLogging
GetBucketWebsite
PutBucketWebsite
DeleteBucketWebsite
GetBucketReferer
PutBucketReferer
GetBucketLifecycle
PutBucketLifecycle
DeleteBucketLifecycle
ListMultipartUploads
PutBucketCors
GetBucketCors

DeleteBucketCors

54

Action

oss:ListBuckets

Action

oss:PutBucket
oss:ListObjects
oss:PutBucketAcl
oss:DeleteBucket
oss:GetBucketLocation
oss:GetBucketAcl
oss:GetBucketLogging
oss:PutBucketLogging
oss:DeleteBucketLogging
oss:GetBucketWebsite
oss:PutBucketWebsite
oss:DeleteBucketWebsite
oss:GetBucketReferer
oss:PutBucketReferer
oss:GetBucketLifecycle
oss:PutBucketLifecycle
oss:DeleteBucketLifecycle
oss:ListMultipartUploads
oss:PutBucketCors
oss:GetBucketCors

oss:DeleteBucketCors
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FFRANRIEFE

PutBucketReplication
GetBucketReplication
DeleteBucketReplication
GetBucketReplicationLocation

GetBucketReplicationProgress

- Object 45l

API

GetObject

HeadObject

PutObject

PostObject
InitiateMultipartUpload
UploadPart
CompleteMultipart
DeleteObject
DeleteMultipartObjects
AbortMultipartUpload
ListParts

CopyObject
UploadPartCopy
AppendObject
GetObjectAc!
PutObjectAcl

Resource

ResourcetgLAYR 0SS EEAIENEMRAISRIREE R LER ( STUF@ES ) |, resourcefINIZE

oss:PutBucketReplication
oss:GetBucketReplication
oss:DeleteBucketReplication
oss:GetBucketReplicationLocation

oss:GetBucketReplicationProgress

Action

oss:GetObject
oss:GetObject

oss:PutObject

oss:PutObject

oss:PutObject

oss:PutObject

oss:PutObject
oss:DeleteObject
oss:DeleteObject
oss:AbortMultipartUpload
oss:ListParts
oss:GetObject,oss:PutObject
oss:GetObject,oss:PutObject
oss:PutObject
oss:GetObjectAcl

oss:PutObjectAcl

acs:oss:{region}:{bucket_owner}:{bucket_name}/{object_name}, XFFrEBucket BB ERGAZEER

ERSHTFN{object_name} , Blacs:oss:{region}:{bucket_owner}:{bucket_name}, ResourcetbE—N5lIz

, FILIEE A Resource, HrfiregionFRERIRIS , RES " .

Effect

EffectfURAGAYStatementAYARAILESR |, 5579AllowdIDeny , DEIFEREEFIZELL. S5 StatementERTIL

FoATORT , Z5LE ( Deny ) BMERER.

55



XIGRIFE OSS FERARIER

lgn , BREZEIE PR —ERHETHER BN TRANAE 2R

{

"Version": "1",
"Statement": [

{

"Effect": "Allow",
"Action": [
"oss:*"

I
"Resource": [
"acs:oss:*:*:bucketname”

]

B

{

"Effect”: "Deny”,

"Action": [

"oss:DeleteObject”

"0ss:"

I

"Resource": [
"acs:0ss:*:*:bucketname/index/*",

]
}
]
}

Condition

Conditionf{ZRPolicy#ZAI—Le544 , FENRHIEE AT LIRS Facs:UserAgenthJiGE. acs:SourcelphY
BT , kB oss:Delimiterfloss:PrefixiX IR AEIEGetBucketBURHEITE B TIRE,

0SS ConditionfIF :

condition Thee BiaEUE
acs:Sourcelp 1EEIpMIER EiBRYip , XI5 @R
acs:UserAgent f8xEhttp useragentsk FIFER
acs:CurrentTime EESIERIEIEAE ISO8601#&=;
acs:SecureTransport A Ehttpstiny “true” Z;&" false”
oss:Prefix Fa{EListObjectshEfaIprefix Ai=BJobject name
oss:Delimiter FA{EListObjecthtfYdelimiter Aixfdelimiter(g

B

MR REZSHRTRIREETS , TTIASEOSSENENRRE ; PolicyrZERCEREETER | 5
HiXE,
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FFRANRIEFE

RR{ESCRE

- RAMASTS{#E SR

OSSRt BEaRF A B EICRIDAE.

1ICRIEE. ZH—Bucket ( jEBucket , Source Bucket ) FEiAAHEICRINEES , OSSEEIEIHEIX A
BucketfisskHE , LUNET AR |, 1ZIREERIGEIN , £5—1ObjectE NFIF18ERIBucket ( BFx

Bucket , Target Bucket ) .

H=&ICRObjectipZ N

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

Bucketf9fiEE T LABITOSSIEHI & AEFTAERIBucket FBiBIAIHE

AN |, TargetPrefixd HAFTERE ; YYYY, mm, DD, HH, MM#FISS73 5l 2i1ZObjectifk Sl RT AR {BEF
ME. B, B. BT, 28508 GEERZEL) ; UniqueString SOSSRALERMNFRFE., — NIFRNATFE

0SS H—BHIObjectZFRBITFAIT :

MyLog-oss-example-2012-09-10-04-00-00-0000

g, “Mylog-" EREFIEERIObjectaisg ; "oss-example” EiRBucketf&FR ; “2012-09-10-04-

00-00" ZizObjecthIEEERIE] ; "0000" ROSSHEFERAIFFIE,

Log3Z{Hig=t

LogSHAIETVAR - LATBIRNEERS | USEDIR.

2R
Remote IP
Reserved

Reserved

Time

Request-URI

HTTP Status
SentBytes

RequestTime (ms)

Bl F

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1"

200
5576
71

57

BaX

B AFCRIIPIHELE ( ProxyftiE

P K IER s %R
)

REBFER

REBFER

OSSEIEKAIATIE]

FEFERAIURI ( BiEquery-
string )

OSSIREIFIHTTPIRZEES
B MOSS T&E/RE
SERARIERAYRTE) (=R )



Sync Request

Reserved

XI5 17 % OSS FRARIEE
Referer ll]'gct|;>é)/s{;/vww.aIlyun.com/prod EREGHTTP Referer
User-Agent curl/7.15.5 HTTPAYUser-Agentsk

oss-example.oss-cn- RN
HostName hangzhou.aliyuncs.com BRI
Request ID J0°BOL693037CIAFOINA 1 i —pinrisragUUID
LoggingFlag true EEFETHEREIEE
Reserved - REBFER
e e i
Requester Aliyun ID 1657136103983691 BREMPEZID ; ESHAR
Operation GetObject e
Bucket oss-example BEKiIGERYBucketZF
Key /aliyun-logo.png FAFEKAIKey
ObjectSize 5576 Object X/
S £
Server Cost Time (ms) 17 OSSHE%%\&EEZIS/ME?ZFETEE’U
AfE (=)
Error Code NoSuchBucket OSSIREIRYEEIRAS
Request Length 302 FAFIEXRAVIKE ( Byte )
UserID 1657136103983691 BucketiliE&EID
e
Delta DataSize 280 BUCketjC/J\E’J R H%

TH "

EEECONERFEXK ; EXZ
yg " _ "

REBFER

I

- BEBucketf1 BRBucketXHETFTE—AF.
“TargetPrefix" FRRFiEHEHTICRAIObjectZFrISK , ATLIAZ,

- EBucketf1BtRBucketma] LAZR—Bucket , tBR]LAZRAEARIBucket ; FAFBAILUEEZNER
BucketfILog#HMREER—BiRBucketly ( iV EARRAITargetPrefix ) .

- OSSLU/NEG B4 Ak BucketifiBlfILog 34 | (BHAFRNXMNNTHIFE EREBICRIEX NI
Log>f4m , thERREHIITE E— P aiE F—Mog 4,

- OSSAERAILog M e ZMNIFAET “UniqueString” {YXEOSSHEAERAIUVUID , BFH—IRRIZ
X,

- OSSHER—MBucketiffElfLog3ft , BE—RPUTIRE , FHiCRELBNZE , (BREICRFZER
E, Log&Erkfs , FAFEILURIREIBAIObject s RIBIEX L Log X4,
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- OSSSZREIRFRBLA “x-" FFkBquery-string£#f , {BiX/{ query-string2FicREHALogH., a0
SFRENEERNER BEFIRR—MFFRINER , JLEURLFZIN— “x-" FFkAIquery-
string&%4. 0 :
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-user=admin
OSS4bEE FEMANEK , ERE—HFR. EREAELogH , ELUBTIEZR "x-user=admin” |, 5
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