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TEHERRAEARRT E TR SshE Y., BIHARZEE 5 LHERNARYIEHShET,
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Authorization Ay 4 —%BINL T, HTTP U4 TR M E2BERESHDIENTEES, ThizkY, #
DAY=V ERTEZEATHDIZ ENTENET,

Authorization 7 1 —)L ROFE

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))
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- AccessKeySecret (£, BRICHEGF—ZRLEFT,

-VERB (&, HTTP U5 TR b Ay v K (PUT, GET, POST, HEAD, DELETE) #/rLE9.

-\n[EEATTY,

-Content-MD5 (&, Y4/ IXhaAVTUYT—420O MD5 OEERLET, AvtE—CORE (A
A —%R<) & 1288y POEUETH DMDMEZEET 215t EShET, C0FESE
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EFzviFBENTEET, 2FY, AvE—UDABMN "eB5elFlptWaXm4bijSPyxw
==" BEDEFENAVTIUVE—HTEINEOIHEHERTEEY. FHIO>TIE, T
RFC2616] =&ML T ZE0N,

- Content-Type (. VIV IX bavToVYDARA4 TERLES, " application/octet-stream” @
£53BHBDTHD, TLEETHZ ML LhFEA,

- DATE (%, BFOBHIEERLE T, HTTPL1 TYR—FEhTW2 GMT X THIVENH Y £
ER

- CanonicalizedOSSHeaders (&, L7 4 v 49 AN “x-0ss- " THS HTTP Ay Z—DT7 > T

=RLET,
- CanonicalizedResource (&, 21— —NR79 AL E5ELTWWSB 0SS VY —XR&ERLET,

Zhibm>5, DATE & CanonicalizedResource (&, [BEZTHICT I ENTEETGA, VIIAMD
DATE OfEé& OSS H—N—DZDOEMN 15 DEBATIVD E, OSS H—N—(FH—EXZEEEFL T HTTP

403 T5—%RLFY,

CanonicalizedOSSHeaders O{ER;

TLTA4 VI AMN “x-0ss5- " THBITRTH HTTP ANvw & —% CanonicalizedOSSHeaders £ U E T,
CanonicalizedOSSHeaders Z{Epkd 2 & & ATICRLE T,

1. TL 7499 AP x-08s- THBITRTHO HTTP UV IR Ay X —ORBBIEINIFIZTRL T
. =& Z(X, X-OSS-Meta-Name: TaoBao% x-oss-meta-name: TaoBao [ZZ5# L £ 9,

2. BINFIBTELNEZTRTOHITP U IR by A —2FHERIEFOFIBTUAREZ T,

3. [RFC2616] M5 42 ZFIiE>T. BLBRINOV I IR MMy A —%EELET 2 oDEEI Y
< () TRIPWYET), =& ZE,. " x-0ss-meta-name” EWNNS YT IR MAYSE—MN2DHY,
A "TaoBao” & “Alipay” THBIHFE. BEAAT % & x-0ss-meta-name:TaoBao,Alipay
THYES,

4. VG IZAMOAY =LV TUYOBIICHIXIPYCSOEBAINDAR—RZHRLET, L2
(X, x-oss-meta-name: TaoBao,Alipay % x-oss-meta-name:TaoBao,Alipay &L £9 .,

5. §RNTOAY A —EVTUYDRTE, RYJYRESIC "\n" ZFEALTXIPYET. ChT,
CanonicalizedOSSHeaders A\Fep L £ 3,

IY-==
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- CanonicalizedOSSHeaders At null ®IEE. KEIZ \n ZIEINT 2V EGFHY THA.
Ay A —MRIDEFDOIES. x-0ss-meta-a\n DLSIZTINEMRH Y ET., =EIC\n(TE

BELTCEE,
BB~y X —2 B BIES. x-0ss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n O &L 5 (=
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A—H—MEEFEITBVIIXARNIEEENTNLS A2 —4 v b OSS 1) —R % CanonicalizedResource & I¥F
U'E 9, CanonicalizedResource #{Ep 3 255 LA RICRLE T,

1. CanonicalizedResource #F=HNMOXFF (" ) £ L TRELET.

2. 79 tZX%350SS)y —X% '/BucketName/ObjectName’ DOFTEMLET . (
ObjectNameA\ T L & L MBS, CanonicalizedResourceld /BucketName/T¥,
BucketNameMR{E{E L &LV ES . CanonicalizedResourceld "/ “T9,

BWIIARNTBIY —RITHTYY —ZANBENTNBHBERK. ITXTOYT )Y —R&FEXE
FOFIETUAZZ T, RPYRSIC & Z2FRALTRIPY. 4T VY —ANFHEERLFT.
FOYT VY —ANFHE, " ?" L1 CanonicalizedResource SXFFIDKEICIEIML £,

Z MiE5E. CanonicalizedResource (&, 7= & A (& /BucketName/ObjectName?acl
&uploadld=Uploadld ® & 5122 Y £,

4. 2—H—UHJ TR MTYT)XFF (QueryString, HTTPU Y TR MRS A -2 EHFENET
) IEESNTWBIBREF. ChoD/ITUNXFEY — L. HBIBROFIETEEZEKL, £/
L—% '& ZFEALTIIINFIEEREEZDHL., NTA-RITEIWTELLE
CanonicalizedResourcelZIBIIL £3, CMiFA. CanonicalizedResourceldRD &SR Y ET
. /BucketName/ObjectName ? acl&response-content-
type=ContentType&uploadld=Uploadld® & 5 122 Y £F,

R

-IRfE. OSSTHR—b=hTW%HYT Uy —XIZ(F, acl. uploads, location, cors,
logging. website, referer, lifecycle, delete, append. tagging. objectMeta.
uploadld, partNumber, security-token, position, img. style, styleName,
replication, replicationProgress, replicationLocation, cname, bucketInfo, comp, qos, live,
status, vod, startTime, endTime, symlink, x-oss-process, response-content-type,
response-content-language, response-expires, response-cache-control, response-
content-disposition & & U response-content-encoding,

-7 )Y —RITIFPRDIFEEN DY EFT.

- Uy —Z#HRIF (acl. append. uploadld, &&Usymlink 47Uy —2%¢& ),
FHRICOWTIE, Ny NEBEDBRE LA TV ) MNEBEOBELSHEL T EE
AP

- response - ** DK SBL ARV ANV AT 4 —)LREIEELET., A&, Get
ObjectzZfEL T ==,

AT MUBAY v R x-0oss-processi &, ThlEk, 41 A—SH—EADT/ &
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1. BEBICERTAXFANE UTF-8 EX THEIVENH Y E T, EFERTERBNFFITL T,
UTF-8 T>a—T4 V7 &HRTTHIVENHYET. TNDIE. Access Key Secret& HITERL T
RENGEBEZFETEET,

2. BEAIZ(E. RFC 2104 TEH SN TL\S HMAC-SHAL ARAMRASATLET (Key (&
Access Key SecretT3),

3. U4~ I Z h® Content-Type & Content-MD5 [ZBIEEIAET Y, BEDORINMELIZEE null
EBEXIT "\n" (CEE®RZAET.

4. $NTOIFEHTTIP Ay T —D 55, BEENFIINBERDEX, " x-0ss- " TIREIANY X —
EFTY. £OMOIHEE HTTP ANy X — (LOBID x-oss-magic 4 &) (&, OSS TIRHREHR=hF

7.
5. "x-0ss- " TIAE DAY X —ZERORELICERT D (S(&, ROAERICEHRL TO20ENRSH Y
EER

-ANY E—EBHNNLFITEEEI TN D,

-~y A —hNFEEREFOFIETHERZEZ LN TS,

ANy X —DEFIEEERXY]S D0 Y OFIHEICAR—ZAMNE,

-BANYHE—ORICEIT "\n" NH B, Ny XN ENEE.
CanonicalizedOSSHeaders (& null [CERE=NFE T,

ER0H

Accessld At "44CF9590006BF252F707" T. Access Key Secret A%
"OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV" T#Hd LT L. BRFEBMT 25X TRD LS (S

BRYFET,
JHIRB ELNFHER EBNFS
PUT /nelson HTTP/1.0
Content-MD?5: “PUT\n

eB5eJF1ptWaXm4bijSPyxw=

Content-Type: text/html
Date: Thu, 17 Nov 2005
18:49:58 GMT

Host: oss-example.oss-cn-
hangzhou.aliyuncs.com
X-OSS-Meta-Author:
foo@bar.com
X-OSS-Magic: abracadabra

EROABEREXRDEEYTY,

Python 2 — Rl

import base64
import hmac
import sha

Signature = base64(hmac-
shal(AccessKeySecret,
VERB + “\n"

+ Content-MD5 + "\n"

+ Content-Type + “\n”

+ Date + "\n”

+ CanonicalizedOSSHeaders
+ CanonicalizedResource))

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\neB5eJF1ptWaXm4bijSPyxw==\ntext/htm\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-

eB5eJF1ptWaXm4bijSPyxw=
=\n

text/htmi\n

Thu, 17 Nov 2005 18:49:58
GMT\n
X-0ss-magic:abracadabra\nx-
oss-meta-
author:foo@bar.com\n
/oss-example/nelson”
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oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)
base64.encodestring(h.digest()).strip()
print("Signature: %s" % Signature)

FTE = h 5ER (L 26NBxoKdsyly4EDv6inkoDft/yA= T, z{Authorization = “OSS” + AccessKeyID +
“:" + Signaturelz &hlE, FFRJDOIEKOSS

44CF9590006BF252F707 : 26NBxoKdsyly4EDv6inkoDft/yA= TF, COfEE. EEShdAvtE—V %

e B1=OIFRIENy ¥ — L LB ITEBIMEShFT,

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-0SS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

FHA DT

1. AccessID A EEh AR WMEEY, 5L 1= AccessID A7 9 T4 T TRWMMESK, T5— 403
Forbidden pNiR=th x4, T 5 —— R(& InvalidAccessKeyld T9,

2. 1—H—1) 45 TX hAy A —0 Authorization DENENTH B155(E. T > — 400 Bad
Request NiREnEd ., T 77— — K& InvalidArgument TY,

3.0SSDERTHY S ITANT, HTTP L1 70 ha LT &> TIREEA TS GMT BRIz & 1F
e 2B HYET, RO 3 DOBRMEREFERATEEY, datel = 2DIGIT SP month SP
4DIGIT; day month year (fl: 02 Jun 1982) E® 3 DO A TIE, “ day” A “2 DIGIT” I
BoTWEYT, LEAST, " Jun2” " 2Jun1982" | " 2-Jun-82" (X3 RTEXZB
RIcAYET,

4. Date ANy A —[CADENTORIMBER, EZ2OREETHANIEL < AL EHTShIBEE
. I5— 403 Forbidden pN\iIR=hFd, T 7 —3— RIX AccessDenied T3,

5. )4 T M, OSS H—N—DREOELIZET T 15 DLURICADT 2BERH Y ET, £5
L#%&v&, T5— 403 Forbidden NMiREhEF. T F—2— RI& RequestTimeTooSkewed T3

6. AccessID (77 T4 THEMN, A—Y—J I I MDEBGAEL L G LHIEhEBEEX. TS
— 403 Forbidden AR Eh, AL BEEXDI-HDIEL WEBLFFINI—H —(CHEA v —
UTRENFET, D OSS DISEIZEINT, BENFIINELOMNESHEERTEES, R
Y fEDHF:

<?xml version="1.0" ?>
<Error>

<Code>
SignatureDoesNotMatch
</Code>

<Message>
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The request signature we calculated does not match the signature you provided. Check your key and

signing method.
</Message>
<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢

</StringToSignBytes>
<Requestld>
1E446260FF9B10C2
</Requestld>

<Hostld>
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwWUV8=
</SignatureProvided>
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

=z

=

-OSS SDKnEBEE=EELFL .
YELA,

OSS SDKMO{EADIZEENOREIC > W\ THER T 2B EIL H
BEDSEOEZEEDFHAIZDVTIEX, OSSSDKOO— RESBL T A

. OSSSDKOEBEREEETIEHDOT 74 LIE. ROEDEEY TT,

SDK

Java SDK
Python SDK
.Net SDK
PHP SDK

C SDK
JavaScript SDK
Go SDK
Ruby SDK
iOS SDK
Android SDK

BROEEK
OSSRequestSigner.java
auth.py
OssRequestSigner.cs
OssClient.php
oss_auth.c

clientjs

auth.go

util.rb

OSSModel.m
OSSUtils.java
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Content-MD5 calculation
The message content "123456789" is used as an example. The Content-MD5 value of the string

is calculated as follows:

The algorithm defined in related standards can be simplified to the following:
1. Calculate the MD5-encrypted 128-bit binary array.

2. Encode the binary array (instead of the 32-bit string code) with Base64.

Python is used as an example.

The correct calculation code is:

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

Note:

The correct code is: hash.digest(), used to calculate a 128-bit binary array
>>> hash.digest()

"x\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

A common error is encoding the calculated 32-bit string code with Base64.

An incorrect example: hash.hexdigest(), and a visible 32-bit string will be calculated.
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

Result of encoding the incorrect MD5 value with Base64:

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

URL ~DERDIENN

URL ~DELZ DB

FERITSZH 7 Y £ R &FEHES (2%, Authorization Ny & —%FEET 3(EFA (. URL IZE2ZEHREIEM
LTH—RNR—TFT A ICERXT DL HTEET,

e Yalrs

BRE%a% URL 04l

10
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http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

URL OEZ(z(X, P &b, Signature, Expires, OSSAccessKeyld @ 3 DD/8T A =8 —REFLTLY
BBENDYET,

- Expires: URL D& A L7 MEREERLE T, SD/8TA—2 —DfdEld UNIX BT (1970 & 1
B 1BSRI0 8 043 0 & (UTC) Ao ZEFVEL, FAAICD L\ TIEX Wikipedia Z£&H8), 0SS At
URL UV I X MNEZFEL RN, BRICEFTN TS Expires /XT A -2 —DEL Y IE, > 15
BlE YIIRAMEA LTI MLECEERTIT—O— FARENFET, LA REDE
ZIA% 1141889060 T&H A1HEI<. 60 MZEICEERII<HERNIZ% S URL Z{ERKT % (<(&. Expires
E#% 1141889120 IZ:&EL £

- OSSAccessKeyld: Access Key ID #/RL %9,

- Signature: ERBHERLET., OSS TE, SHFSFRVIIAMEAYHT—NRTA—R LYK
—hEhTOETH, URLICEBZZEMT 2H0OT7LIT) XLRE. ANy T—~DEZOEMOT
W) ZALEEANIZELTY.

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

BWIxoLBYTY,

1. BBMN URL [TIEMNE=h d &, Date /8T A—42 —h Expires /XT A =2 —[TEBERZAONET,

2.B8% URL LNy A —(CERFICEH I LETEFEA.

3. 8D =Z{SSignature, Expires, F7=(fAccessKeyldBEAVERTIAELRIEE L. BHIDEAFRSH
EE 2

4. )45 TR MOBSZIA Expires DISZI &K VIBOAE S EEBRZOFIICHRIIShE T,

5. BEXFHEURLISIEAT % &£ £(&, URLOUrlEncodeZ % FsRITL T E SN,

- —EB - —OURLIZEE BN 21848(&. [security-token| #i8ET 2MEAHY T
. RO ESY TY,

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4
%3D&security-token=SecurityToken

HoF)ILa—R

11
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URL (22 %8I3 % Python O3 — Rl

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

=
- FEEEPythono > FILa—RTY,
- OSS SDKI&, URLICERZIBINY 275 AZRML £, EAGECOTE, SDKT 71 )L
D [77EAFET] 25RBLTLES,
- OSS SDKOURLIZBEZ ZIBINT 2RECDO\TIE, TRROFRESHEL T £,
SDK URLEEA ERTFAN
Java SDK OSSClient.generatePresign 0SSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK C?ljsriCIient.GeneratePresigne OssClient.cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object.s
C SDK 0ss_gen_signed_url oss_object.c

FHA T

1. URL (ZEBZIEMT 35L& FERAT 155, HERMSEADT—42 (. BMHRATIND L1 >
2=y PTREAShTT, COFEEFERTHRICETIERL TLESL,

2. URL [2BR£BINY 2755%(&. PUT & GET OmADY Y TA MTHR— b EATOET,

3. BEAM URL ITIBINEh 3 &, Signature, Expires, OSSAccessKeyld DJEFEAZEE & SI5EM
&Y FEF. Signature, Expires, OSSAccessKeyld MF/XT A= —MFXTH> TUVRIVE,
I 75— 403 Forbidden ANiR=nF 94, T7—— K& AccessDenied TY,

4. IREDT V£ XBFZIN ) 2 TX b D Expires OFRERA & YIEWEE(E. I 5 — 403 Forbidden
MNRENFET. T7—2— K& AccessDenied TY,

5. Expires OFFZIOFAMNIEL < R MEEIX, T 75— 403 Forbidden ANjREhxd, TF7—a3—FR
(& AccessDenied T3,

6. URL (< Signature, Expires, OSSAccessKeyld ®FE/NTA—4—m 1 DLUERFEINTIVBIBEFIC
LAY A —([ZBEERASEN TS E. IT5— 400 Bad Request MNiREHEY, T5—a3— R
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(& InvalidArgument TY,

7. BENFIINER SN B L. Date /8T A—42 —h' Expires XT A=A —[CBERALNETH,
AIDt Y ¥ 3 > THBAL 1= content-type +° content-md5 B E DAY X —EFDEEIENET
(Date DU TR MAYH—FFEY I TR MIFET D728, BEXFSIC Date ~v X —ZIENN
TEIVEEHY FEA),

—HNSIEREE> =7/ X

—%G 7 4 & R ERIER
STS D&

OSS Tl&. Alibaba Cloud Security Token Service (STS) Z{FHL T, 747 £ X [C—NLERE(T53 %
ZEMTEZET, Alibaba Cloud STS (Security Token Service) &k, ¥ 5V RaYEa—FT1« 51—
— (=R TV A N—=0 D ERMHT 5 Web Y —ERTY, STS 2FHT L. b—RX—FT1HD7
TV =2 a v PBEYT 21— (LT L RERERENSTEFT. EREBMBPEEHR <A T
52CLBTEFT (A—Y-—DEBETZEY), Y- MN—FTA4RHOT7TV 75— 3 U 0EET I 1—H—
. ShbD7H & RERBEREFAL T, Alibaba Cloud 7044 ~hd APl ZEEFUHLEY,
Alibaba Cloud 7’044 ko SDK 2L TY 77 R7OX8Y MO APLIZ7 ) 2A LY TEET,

-Y—RR=FT A H®HOT T 7= 3 VIZREF — (AccessKey) ZRHT IV EEH Y FTEA, 7V
AN VEERLTY—RA—F A BT TV =y a VISEET LT TERAET., SO ~—
D207 RAEREBVHIEEARE YA XTEET,

RO OVTRICATZVELH Y FEBA, 77 ABRIERE. SWHIRATIN 2 & BE)
| RY £T,

TTVEFELT, PYRYDOTOEREUTITRLET,

2. Request AssumeRole
1. App user login (customized policy settings and

> expiration date) —» STS
App User - Alibaba Cloud <€
I’ . user with AK 3. Return STS credentials
4, ClientApp cache 5T5
—_— credentials S50
Trust
5. Create valid 055 APl requests using 5T5 credentials

oY )a—varvoF@ELLTISRLET,

1. 77)a—4y—-LLcada4rLEd, 77V1—H—-0ID FHEEHFNBELES, IDEEV X
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APL)Z 7L

A

TLEHNRAEIARXT B EL, IMEBD Web 7HU > b4 OpenlD #FAT 5 LB TEET
. AppServer T, BB 7 ) A—H—CLICRIRD TV AEREANC ERTEET,

2. AppServer MSTS(TtF 2T« k=42 > (SecurityToken) 1) TR ML E T, STS £2FUH
TRIC. 77 A—HY—ORIRO TV £ XHER (R ¥ —1EX TEiR) LERMEOBMEAR%E
59&%?‘614\%75\% YFEd, SRELED. STS @ AssumeRole f V4 —7 =4 REFUVHL T+

)74 b=UVEBRBLEY, O—LOEELERGEOF@EICOTIE, [RAMA—H%—7#
14 K] ORBOEEESHEL TS0,

3.STS A\ AppServer [CBG 7 £ ZEEBHRMNRENES. CO7 I L REEBRICE. £+
AUTa h=b 2, —BENART Y X% — (AccessKeyld & AccessKeySecret), BIEARMNSE
hEY,

4. AppServer i 5 ClientApp (277 £ REIEBIHRMNIR =N F T, ClientApp (Z DEREIFERE * v
vy alEd, BRIERNENICE>7=5. AppServer [THTL LVEAT Y & AERIGEHRE ) ¥
IRNTBHVERHYET, LZE 7 RAERBHROGMEEL 1 BB TH 5155,
AppServer (77 AEEIBROEHMZ 30 0LV I IRARTEET,

5. ClientApp (&, A—ANLICFx v v a L7/ XAERBHREZFR L T Alibaba Cloud #+—E X
OAPI%EYSIRMLET, ECS (&, STS OF7 4/ £ REEIEHREZ L. STS 2L TEIRIE
REBRIL T, - —U I T2 MIBPICHELET.

STSOtEFaUT 4 b=0VOFMICOOTIE, [RAM I—H—H1 K] ORIOEEESHBL T SN
s CCTORA Y ME, STS @ AssumeRole 1 V4 —7 =4 REFVHT LT TEME TV £ REIEIEHRE
BSTEHLETY, COAY Y R(E, STSDSK ZFRAL THUHI L TEEY, FHlI 520 Y
v LTLES,

STS nEMRIBTHREFEHAL TBRHE VI IX M&/ERT 3

A—H—0U T4 7> ME STS O—FHNLERBRENES 5L, TOERBROEF2 VT4 b=V >
(SecurityToken) & —BEA9%A 7 % £ 2% — (AccessKeyld & AccessKeySecret) 2L TEE21ERL T
. R ESEHRT I L ADBREERT 255 F. L— b7 ho> N&EFRET % AccessKey 2FE->TAY 4
—[CEBEEMT 3HFELEFAICELC TS, RO 2 D20RA >~ MMIFERL TLES L,

- A—Y—MEAT BBRF —(&. STS (ko TR SN 3—MHART 7 £ X+ — (AccessKeyld &
AccessKeySecret) TY,

-tEF )T 4 =% (Security Token) UV TXA A RX—([CEHBIH. VI IRA T A=A
—&LLTURLICEHIUERHYET., CD 2 O0OFEERERICERT S LIETEERA. @R
(Z{EAT % &, InvalidArgument TS5 —ARENE T,

- ANy A —[Z “x-oss-security-token: SecurityToken” #%#&&%FE 3, x-0ss-security-
token (&, Z%& " CanonicalizedOSSHeaders AstEE N2 L EITEBENFET.

- URL (2785 A —%4 — security-token=SecurityToken &£ 3., security-token (&,
ER O CanonicalizedResource hFtEESh B L E(TERBSh, YT UY —RERGSHh
ESE IR
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APL)Z 7L 2R

N7y NMERR O

OSSlx. N7y k- LRILOTIEAHEHOE=HDOT -0 AHE) X b (ACL) 2L EI., RE. 7
v NZlE, XTVw G U—=R/ZA4 8, XTYyH)—=R, TTAR=ND3IDOT I ERIENBHY FT,

atey

Ty U 5RHRY [EEAH

T EdELY

e

BEEDT 7 = X HR

-HETH (BERBT7IVEREZST ) N\yy NROFTY
9 MOFIHAHR, EEXIAHR. B IVHIBRANETRETT

- ZD& S BIRIEIC L > TRET BREEF. N7y b
OFEENEELET, CoFaFESEICHERL TL
2y,

- N7y OFFEE LA SR - - AA Y
v NRDOFTY =5 MMIXF L TEEIAMRE & HIpRiE
EERITTEEY,

-HTH (BEB7VEREEBC ) N\Ty NADF T
9 bEGRHAWDZEMNTEET,

- N7y NOFMEE LT Sh I Y- N
7y NAOATY 24 MIXFT 25nariAH,. EEAH
. BEUHBREBMFERITTEET,

-fERA—Y—E N7y NADOF TV MZT Y
TRATBILETEEEA.

-HERAEE SR TOROFTIL W7y MR s D & OSSEBEERIICNT Y hOT 54 X

— MR ERREL FT

-BEFEONTy MDIBE. N7y NOFERRE DA, OSSHERtY % Put Bucket Aclf > 42—
TA RAEFERALTEFONR—Z vy a3 VETETEETT,

HEBEVIVIZA MYy ST —

HiE HTTP ANy ¥ —DTESH

OSSRESTful 1 2 —T 24 A TlE, W OADILB YV IR MYy A —%2FHLET, ChbDUI IR
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PAYE—=EFTRTHOSS YUY IR NTFERATEES, ChDVI IR My X —DOEKNAEERE XD

RITRLET,
e iBa
)9 IR+ OBEMEDIRREIERY S1&EHERE
~LET,
Authorization BY: string

TFTIAILME BL
TIN5 —= a3y F A EERY I IR N

[RFC2616] TEFZR=NLTL\H HTTP U4V ITX
bavsFrYyoREsERLET,

BY: string

FIAILME BRL

TTIVr—=avoF A T—2% 0SS (TIX(F
TRIVNENHDI TR S

[RFC2616] TEFE=NTL\S HTTP UV TR
NIVTUYDEATERLET,
A string

T AL ME &L
TIVr—aryF A T—42% OSS ITIX(E
TEINENHD YIRS

HTTP 1.1 7’A RO L THRESA T S GMT iF

21%ERLET (f5: Wed, 05 Sep. 2012 23:00:00
Date GMT),

#Y: string

T7FILNME BL

T ERAFORR ERLET, EORHE <A
‘7 v kB >.0ss-cn-hangzhou.aliyuncs.com T9

Content-Length

Content-Type

Host o
#Y: string
TI7AILME &HL

HBEREANY & —

OSSRESTful 1 2 —T 24 ATl&, W OO DOHBEIGEAY A —LFHALET. ChbOREANY X —(&
TRTHOSS VY IAMNTHERTEET., ChdbORENY X —DEFRNEERERORICSRLET,

a0 B
[RFC2616] TEFE=N TS HTTP UV TR
bavTroYDRSERLET,
A string

Content-Length Fo 4L ME HL

FTUr—3 3o+ UA: F—4% 0SS (2%
TIRENHDY YIRS

94T he OSS H—N—DREDIEGRA T —
RAERLET,

Connection EY: enumerative B%E: open & close
T7#IILME &L
Date HTTP 1.1 7’0 b L THRESN TS GMT BF
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ETag

Server

X-0ss-request-id

H—E 2 BE

GetService(ListBucket)

GetService (ListBuckets)

Z%ERLET (5 Wed, 05 Sep. 2012 23:00:00
GMT),

#J: string

T4 ME &L

ETag (T T4 T4897) (& #7229 b0k
HECEREh, 770/ bDaAVTFUYER
FrOICFERShET. Put Object VY TX b
EERALTERShEZT TP 27 bOIBEA.
ETag DfEEA Tz bOa> T2y D MD5
BTY ., EDRMOTETIERSNE=ATY I b
D&, ETag DEEFEA TSz boavToy
® UUID T3, 0 ETag OfEZEFERAL T, +7
Dz hDOAVTIUYNEBESATNENE Sh
AR TEET,

BY: string

FI7AILME &L

ISEEERT 2 —N—ERLFT,
#J: string
T 7 # )L M&: AliyunOSS

Alibaba Cloud OSS (2 &> TER sh . &

® UUID #7/=xLF ¥, OSS H—E X DFEREIFIC

BENREE L 158 (&. BMEZHRICEFETED
£512. SDT1+—ILREFEHLTOSS HR—

MELMZF(ICBSBEWEbE S,

BY: string

T4 ME &L

YP—N—(2Get UV IR NEZEEFET DL, VIV IAMNEEENFAETD2IRTONTy NERBTEET,

") FEL—bMTaL O M) ERLET,

)5 TR MEY

GET /HTTP/1.1
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Host: oss.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue

DOTARMTA ="~

GetService(ListBuckets) Z{#HFE3 % & (<
ETDHLT, BRERDCEMNTEET,

ZHl

prefix

marker

max-uploads

BEOER

e

ListAllIMyBucketsResult

Prefix

Marker

MaxKeys

. prefix, marker,

18

max-uploads MF/XT A —42 — T %I

iBA

RBRENBNT Y MBET 4R —LEWNGEEET
L7149y 9 RERELET . prefix Z5&EL G0
BEFTL T4 vy AERIET 1 L2 SUE=hHh
FTH A,

T— A8 =7

T4 ME &L

HBELE marker DBOIY N —FT7ILT 7R
v NETEREZIRL £3 . marker #:8EL &Ly
BREERMNEENBIRENET,

T— A28 =7

T4 ME &L

1D TAMNFLTRENRD Ny NDER
RKYEFRLET, RESNTOWRWNBEDT Y
#JL ME(E 100 TF, max-uploads @ _EBRIE
1000 ¢9,

T — R 8 7=

T2 #JL ME: 100

Bl

Get Service )V T X M DERDORFICFERSH
52T+ —,

B oy —

H#7/ — K: Owner, Buckets

w/— R L

COVTVDEROTIL T4 v IR, 2O/ —R
F. RSN TORWNT Y MH BIBEICDHFEK
RENFET,

BY: 357

#7 / — R: ListAllMyBucketsResult

Z O GetService(ListBuckets) ') ¥ T X k 04
MNEBEZRLET. S0/ —RiE, BRERTLVRL
Ny M HBBRICOFRRENET,

B =5

#7/ — R: ListAllIMyBucketsResult

DOIZARMIGLTORENDERDEKRE, 0
J—RiE, IRERTUWERWNY Yy MAH BIESIC
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DHBRTRENET,
BY: X255
#7 / — R: ListAllIMyBucketsResult

TRTCOERMNRENENE SHERLET,

" true” (FIRENBHISEERNHBZI EER

L. " false” FIRTOERNRENI=CEE

RLEF., T/ —RiE RS TOWARWONT Y
EOH BIERICOHRERRENET,

BY: HIEE3 S

BIEME: true & false

#7/ — R: ListAllMyBucketsResult

ChiE, RSB > =ERERD
GetService(ListBuckets) 1) 7 T X b THEYET %
FODOI—A—ERBITENTEET, CD/
NextMarker — K&, IRENRTUWGEWNT Y "B BIBESIZD
HEIRENET,
BY: =751
#7 / — R: ListAllMyBucketsResult

Ny bE—F—ICBT 2 EROREFIER <
a7 —,

B:avyt—

#7 / — B: ListAllMyBucketsResult

Nry bF—F—na31—4%—1D,

ID B 7=
## / — R: ListAllMyBucketsResult.Owner

N7y bA—F—0EEI (RERKID LEEALCTY
)o

IsTruncated

Owner

DisplayName B =)
#7 / — R: ListAllMyBucketsResult.Owner
BHONT v MY B IEROFFICFERESN D
avTi—.
Buckets B:avsyt—
H¥ 7/ — K: Bucket
#7 / — R: ListAllMyBucketsResult
Ny MEBRORFICEREh S VT —,
Bucket Bavyr—
%7/ — R:Name, CreationDate, Location
#7 / — R: ListAllMyBucketsResult.Buckets
Ny M,
BY: 375
Name YRS
ListAlIMyBucketsResult.Buckets.Bucket
N7y b OFERRBRE.
B HEF (gl yyyy-mm-
CreateDate ddThh:mm:ss.timezone, #: 2011-12-
01T12:27:13.0002)
/- K
ListAlIMyBucketsResult.Buckets.Bucket
N7y MEEshTWST—42tEr 42—,
Location BY: =75

®/— K
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ListAlIMyBucketsResult.Buckets.Bucket
N7y 7O EXT 21 2—y bRASY

2
ExtranetEndpoint BY: =75
H/— K

ListAlIMyBucketsResult.Buckets.Bucket
==Y 3> 0ECSABNT Yy M7 2RT
24V hTRy MRASVE

IntranetEndpoint BY: =75
H/— K
ListAlIMyBucketsResult.Buckets.Bucket

N7y hDRX ML=V 84T, “Standard” ,
“IA" ,and “Archive” AFFEARETT .
( "Archive” ([FIRIKE—Y —Y 3 > TOHFFEH
StorageClass BETY.
Type: X=%
Parent node:
ListAlIMyBucketsResult.Buckets.Bucket

RrA T

1. GetService API (&, RIS hiz1—H—ISXL TOHEMTT.

2. VO IA N CA—Y—ZBEIDBEBRMBESNA TR WES, DFTYERT Y EADIEEF. 403
Forbidden pNiR=th &34, T 5 —— R(& AccessDenied TY,

J.IRTONT Yy MNRENT\BIHFS. IREN S xml [/ — K Prefix,. Marker, MaxKeys,
IsTruncated, & & U NextMarker (FEFREFLA. FLRRSATOWRWVERLH DS, L2
D/ — RBEMEhET . NextMarker (&, BHOY T DI—H—%E|YHTE-HICFERsh
ESE

Bl

DR/ sy QN7 B

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPnKmYZTEHYv2qUI5jI=

RYEDHI I
HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT

Content-Type: application/xml
Content-Length: 556
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Connection: keep-alive
Server: AliyunOSS
x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAlIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z < /CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

DY TR ORI

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPnKmYZTEHYv2qUI5jI=

RYEDHI I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated >
<NextMarker>xz02tphky6fjfiucO </NextMarker>
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<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>

</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

Ny NEE

PutBucket

N7y MERKOBZNIZT 27=8(Z PutBucket ZFIFHL F3 (BR 7YV ERAEYR—FEhTOEREBA ). N
Ty NOFERE) —2 a3 VIZHEL, Ny NRIZTRTOA TV MIFOU - aVICiEESnE T, 57
MIZDIVTIE, OSS 7HU A RAA VEEZSRBLTLES,

)H IR MEX

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>

<StorageClass>Standard </StorageClass >
</CreateBucketConfiguration>

FrA T

1. x-oss-aclNy & —DOFERICEY . Xy NOT I ERAEREBRIZHYFT, WENNTY 7Y

22



Object Storage Service APL)Z 7L VR

T RIERE. AFEFAHAEE. AFFARNY . IFRFEDO3IONHYFT,

2. DO IR MERENYy NI TICIRET B188(&. 409 ConflicthTRmeshFzd, T7—a—K:
BucketAlreadyExists,

3BT B/N v MOERIRAIZHES TULVAROEE(E. 400 Bad Request xR EhEzT, T5—
3 — R:InvalidBucketName,

4. PUT Bucket ') 7 TR b ORI 1 — Y BRI DOBHRNBEAN S TR MG, 403
Forbidden AFRmEhFd, T5—3— K: AccessDenied ,

5. PutBucket )7 TR M ERIAL =& EITHERRTE /N7y M OFRAEUT 7 # L b T30) BSEBA S
N 7=1B&. 400 Bad Request "FREnFzd., T 5 —3— K : TooManyBuckets,

6. fER S iz/\ry MZT 7 RFFAIMNBES N TLAR MBS, T 7 #J)L h TPrivate7 & & X#&EH
BRShZET.

7.5 LNy NDIBMAR A TEIBETEE Y, Standard, 1A, & & T Archive MMFERHAIEETT .

BT

DR/ QL%

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass >
</CreateBucketConfiguration>

L AR X Df:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketACL
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Put Bucket Acl

Put Bucket ACLA 2 —TJ =z A/ R&FERATBHE. N7y NOT7 YL AEREXETCEET, BENNS Y hT
FRTES7 7t AERE. ARAEE. NRARY. IEAFD 3 DTY, Put Bucket ACL #BE%ER
ETBICE Put UV IR MT "x-o0ss-acl” Ny A—%FALET., COBREERTTEIOEN 7Y b
OIERRETREITTY, BIENMIIT L. 200 MREnET, KHTd L. XWHT ST 7—a—ReFSOov T
MAYE—IUMRENET,

Y9I IR MEX

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

RHAR DT

LNy MABEICIFELTE Y. VI IR MEEENEL TWSA, VY TR b OERIBEFOHE
REER->TWBIBEEE. NTy hOaYTUYREBESIT (CHERAEHRSLET,

2. Put Bucket U 7 T X b OFIAIFC 1 —H —BALDIBRMNEBEAN s h TO AR WMEE(K, 403
Forbidden £ W\ S Ayt —UMNIRENET, T7—2— R AccessDenied TT,

3. U IR MNIBERAE “"x-0ss-acl” ANy A —DEFENRTHEHT. N7y MBEEICFELTLWTY S
IXMEEEICBLTWBIBE. TONTy NOEREEEShEFE A,

Bl

IRy iy W N)T'

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS
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C DFREDERMNTFIEL & (O BE (. 400 Bad Request &L\ 5 Ay —UNFRENET,
I5—0RYIEDH:

HTTP/1.1 400 Bad Request

x-oss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<Error>

<Code>InvalidArgument</Code>

<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9 </Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

PutBucketlLogging

N7y hE—=F =& BOONTY TPV A0 THEEERMCT S LN TEEY. COMBEZEMIC
THLE. EONTY bAD) Y TR MBEY SFMEIERNBENICEIRSN T, IBELEL—LIZRKE->TT
JEAOTHREZTATFNET., 7/ ERAOJE BELAEANT Yy M 1IBESEICA Tz M LTEZ
AFENET., N7y bA—F—(& OSSRt T 21\ ry v 7o/ 205 EFEHALT, Ny b7 1R
RNEBRICEBES LD TEE S, OSSHRET 2Ny 70 £X0T K, $RXTOFHY AL a—
RAGERSN TS LERIAET 5D TEHY FH A,

Ny NA—F—(F, OSS A EHTE2NTy N7 AT EFRALT. Ny bOT7H 2RIKRERS
BHICTEERS LUDHTEETI., OSSABHT I Iy 7o ER05(F. §RXTOT7Io AL a— KA
RSN TR LEFRAETHDHDTIEHY FHA.

UJ IR MEX

PUT /?logging HTTP/1.1

Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
<LoggingEnabled >

<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>

</LoggingEnabled>
</BucketLoggingStatus>

)y IR MNOEE

ZHl

BucketLoggingStatus

LoggingEnabled

TargetBucket

TargetPrefix

oLl
A RT—2 ABEHROa>VTF

B9 YFS—
+: LoggingEnabled
MR AN

AJEROIVTH—., COE
RE. AT EBMIT BIHETIC
DHFELET (AT &EYIC
THBEIFELFEA).

B ayTr—

+: TargetBucket,
TargetPrefix

#7: BucketLoggingStatus

HY—N=TH 20T EERT
BNy NEEELET.

BY: 357

F &L

3
BucketLoggingStatus.Loggin
gEnabled

COERE[FEATHE. OTT
TANLDEREND ATV =Y
hOTL T4 vy REIBETE
EERP

BY: 3575

F &L

3
BucketLoggingStatus.Loggin
gEnabled

WA

(=qA

(RYAY-4

ZOEBEGE Y—N—TUtR
O BN ETT,

(RYAY-H

T EAOTEBNT 54T x4 bipRREl

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

COHmBRATIE, TargetPrefix (E1—H—pYEELEF. YYYY. mm, DD, HH, MM, SS (Z(&. {ER
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HiFnE, B, H. . 9. A7 IE7HETRESAET MEUERL TS, UniqueString (&
. OSS Y RATALICK > TERENBINFFHTY, OSS 7/ R OY DERMICERENZ AT 4 NOZRT

DEFIELUTITRLET,

MyLog-oss-example-2012-09-10-04-00-00-0000

roflciEk, " MyLlog- “ FA—H—AIBELEA TV I M TL T4 v I R, " oss-example” (H 1P

VN y NO&ZRI. " 2012-09-10-04-00-00"

OSS Y AT LIZ&» TEMENENFFTY,

A5 774 LOFR

ZHl

Remote IP

Reserved

Reserved

Time

Request-URI

HTTP Status

SentBytes

RequestTime (ms)

Referer
User-Agent

HostName

Request ID

LoggingFlag

Requester Alibaba Cloud ID

5l

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1"

200

5576

71

http://www.alicloud.com/pro
duct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true

1657136103983691
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4 7Yz bOfERBR URIRIERRE). " 0000" (&

L

Do IR MABEBESIE=IP 7
RLR(COT714—ILRIE. 7
OFop1—HY—T 747+
—lIlz&-TTOv Y sh3BiE
ENHYEI)

FHT 4 —ILR
FHT4—ILR

OSSMHU IR MNEZEFLE
HEF

A—H—mJ4S5 T XML URI
(U T)NFHERT)

OSS M BiRENT= HTTP X7
—"2xa—NK
dA—H—MOSSABEH A
—RKRLENTTavY
COVYIAMTETTSIET
[ThD > =B (BAAZLIE S UFRD)

DOIXANDOHTTP YT 75

HTTP User-Agent N v & —

TOEAVIIZAMD ALY
&

DY IR MNE—EITHBIT
B=HIfFEREHn$ UUID

T2 OQTHEEENBINE S
H
) TR MEEE D Alibaba

Cloud ID (BE&7 Y E ADIFEE
E -
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Operation GetObject DOIXAMZAT
TOEREVYIAMShEN

Bucket oss-example by hOEE]

Key /aliyun-logo.png e R/ S N E B

ObjectSize 5576 FT7oxzy bAX
OSSH—N—PMRZDOYHI IR

Server Cost Time (ms) 17 b DALER(ZEEAS L 1= B5E) (B
U

Error Code NoSuchBucket (ESS MBRENETT =3

Request Length 302 A-F-U7 IR rORE (N
1 h)

UserID 1657136103983691 Ny NA—+—0 1D

Delta DataSize 280 NT Y YA AORE) EE

@L\i%é{i "_ u)

CNDI DNy Y —yY —2R

Sync Request - DOIXMMESM (£5T
rWEEE - )
Reserved - FHT 1 —IL R

FHA DT

- ANy NEB=Fy My MERCA—Y—CBLTWARENRSH Y FT,

-FDUS TR MEXT, " BucketName” (747 AT EEMIZT I/ 7y b,

" TargetBucket” (X747 ZA0O45 DIFREFEFHD/\ry b, " TargetPrefix” (X749 X045 &1&4H
FT3ATz POBRIOTL T4 v X (null ISF 32 LB TEEY) 2I5LET,

- =ANTy B =y "Ny MEL BNy FTHEIONT Yy hTHHOFWE R A, B
D) —ANry hOOATERELEZ =7y MMy MIRFTEE T (TargetPrefix % 5 OEICERE
TELEBHMOHLET).

-y NDOT Y E RO THEEE EINIZT B (2. BucketLoggingStatus MZEM 4 TR M&IE(ET
BETTY., B OLTE, LTV I IX bOflESRL T ZEL,

- §XTO PUT Bucket Logging J 7 TR MMIBEMNYETY, LEA-T, EB7 YV ERARFYR—
hEhTUOWERA,

- PUT Bucket Logging VY TR h&ERBAL =2 —H—AY —2Z2NTry b (VI ZX bOFHO
BucketName) A —F+—THRWEE., T7—2— K403 NIRShFET.

- =Ny MROFEELAWNMBE(EX. TF—3— K NoSuchBucket MRS E T,

- PUT Bucket Logging V4 TX h&BBAL 21 —H =2 =45y A7y b (U5 IR hOFID
TargetBucket) DA —F+—THWBE., T7—a3— R 403 MREAFET., 2—5v My MAE
ELRZWEEIX. TF—3— K InvalidTargetBucketForLogging ANRENE T,

- —=ANTy MR =y "Ny MERILT 222 —ICBLTLWBHKENHYES, BLT
WRWGEE, T5—400 AMREhFEY, T F—2— (& InvalidTargetBucketForLogging T3¢
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- PUT Bucket Logging 'J ¥ TX b @ XML RNEZNTH $15E(E. T T —3— K MalformedXML A
RENFET,

- —=ANTy B =y "INy MERICNT y hTRAFWE A, EBHOEGR DY —ANT
v hOOTERLCRZR =47y MNry MIRETEE T (TargetPrefix ZBIDIEICFRET 2 BENH
YEI).

-V =ANgy MAHBREh D E. [T SRV IL—ILBEBRENET,

Ny K727 74 L LBRECL ICERShETS. FOBEROIRTOYS IR
AEOREOOYT 7 74 VISRBEENDEFRYFRA, BIOAT 7 74 LLROOT T 74 LI
RN BB L HYET,

-OSS [T& > TEMENDOT T 74 L OTERAIO  “UniqueString” (&, OSSRA T x4 b%E
—RICHBIT S =0IcEMT % UUID T,

Ny N7 EAOT T 7AUNERENDLTIC, PUTEIENADY bsh, BBAR—ZANE
mENFITA, RSN T4 v I BREFRShFBA, ERENFATT 7ML, BEOF
Tz MELTEIETEEY,

- "% "EWSITLT A v Y ARMFN Y TUNXFHNT A =L —(&, OSS TERYINTERENETS
M. T EAOQTICEEFEENET, KEOT I/ EAQTTHEN VTR M —- £33 32
(. " x-"EWDITLT 4w ARG TUVNFHINT A—%2—% URL ICIEMITEES, fi:
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-user=admin

-E02o50) 5 TR ME, OSS OWMBBERERE L TIA, 7Y/ EAOY T “x-user=admin” %
WRTDE IV EMFEYI IR M ETERKROF I ENTEET,

-0SS AT DT 14 —ILROEN “- "ICBRSTWBBERHYES, ChiFk. T—2NFBETHDIH
CEDT 4 —LRPREDCY Y TR MWL TENTHDZLERLET,

-BREGIC. 0SS B T 74 LOKRICHEICIEL TT 1 —L RNBIMEhET., O/UBY—IL%E
T IRICE, BERMEOMEEZERICANDSCLEREHLET.

-Content-MD5 U4/ IR hAyv & —%T7 v 70— RLEIEEK. A0 Content-MD5 AstEEHh
T. @ENEILTHAMNE SHDHERShET. ERBIBAEX. T7—3— K InvalidDigest YR
=hET,

7l

DO IZAMOBI 7y NFHEZAOTEB=TBIES):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
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</LoggingEnabled >
</BucketLoggingStatus>

RYEDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DHIRMOBI (S7ry NFPHEROY EEN=T BIES):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketWebsite

Put Bucket Website

Put Bucket Website #{Ex{FRT 5 L. N7 v MEFEII Web ¥4 KRR T4V E— RIZRETEZET,

)y I X MEY
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PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

Dy IR MDEE

E=L=l 7L WIR
FERKeyDFHRER.

ErrorDocument Bl.ovsy+— RYAY 3
#RE XK WebsiteConfiguration
FEERSUffixDIREXR,

IndexDocument Bl oyt — (F0

FREZ: WebsiteConfiguration

AXXK 9 ZRAIT—RELE
BEISERT 57 714 LA,
B X F5 fRER:

Key WebsiteConfiguration.ErrorD FFIZ kD
ocument
£/4%: ErrorDocument A1SE
ShTWBIEREWE

R¥aAYML—MNERET D
LE TFEEEFATY VA
(/) BREFELGNL, EZE
AVTYIRTTFAAMN
index.html Mi5&. oss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/ (270 R F %
Suffix &, 77+ N Tl&oss-cn- (EA
hangzhou.aliyuncs.com/myb
ucket/index.html £ B&E7 ¥
tATHB L,
B =75
REER
WebsiteConfiguration.Index
Document

DOIR MDY TH—,
WebsiteConfiguration B.avTt— (=qA
RER AL
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R DT

1. B Web 44 FEE, TTHO Web R—UABEHOVTUY (97472 NTEITERD
JavaScript REDRY )T M ESE) TEHEEN TS Web 44 hTY, 0SS Tlk, H#—/1—T
WIBS ZNEMNBH BT (PHP, JSP. APSNET &) (FHR— hEhTOWER A,

2.B0D KA VBEFERL TNy hR—ZXDOFAI Web ¥4 M7V X ¥ 31551F. CNAME
RAASVEEFHATEET., BERPARESECONTEH, 4332340 [HREIAXRA
AVBDONA Y R] ZERLTLESL,

3Ny NEEI Web o MRRAT 4 VT E—RISRRET IEICE, 1 VT v I RAR=VEIEET
BREAHYES, I7—R—=JFA T aVTY,

4. Ny NEEI Web Y1 MRAT 4 VT E—RICERET DL, BELEA VT YIAR=VET
T—R=IPNTry NIOF Tz MIBRYFET,

5.\ y NEE Web o NRAT 4 VT E—RIZRET D L. FHI Web o1 FDIL— K RAA
VEANDEZT I ERITWLTEA VT v I AR=IUNREN, 52 Web Y1 FDIL— K RAA
VEBADEZFET I ERIZXFL TlE Get Bucket OERMREND LS IR Y X,

6. Content-MD5 VY IR kA A —%7 v 70— RLEBHK. AXD Content-MD5 AFtE
NnNT, WELSRLTHINESHMER ST T, BLDHIHSE. T5—a— K InvalidDigest At

BENET,
Ll
)45 T2 hDFl:

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive
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Server: AliyunOSS

PutBucketReferer

Put Bucket Referer

Put Bucket Referer I {E&{HRT 2L, Ny bV T 7S5—T70AKRTA M)A RNERELEY, U
7I—T74—LRER Ul THBITIV LRV IR MNEFTTEINE SO EIEELZY TEET ., Bucket
Referer Anti-leech Protection MEFAHIZ D\ TIL, [OSS Anti-leech (R3] #£8MBL TS0,

)5 TR MEX

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

)y IR NOEK

HHY Bl WA

V777 —RENAVT VYD
FRFIERENEI YT —,
B:avsyt—

RefererConfiguration Y7/ =R (&0
AllowEmptyReferer / — K|
RefererList / — R
|/ —RL

AllowEmptyReferer DZ775—74—J)LEA null (0
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THBITIVEARAVI IR MEE
A SMESMEIEELET.
B HIEFF
BBE: true & false 77 =+
)L ME: true
|/ — K
RefererConfiguration
Vo275 =70€AKRT4 K
2 bOREFIFERENDI VT
j__o

RefererList Bayvsyt— (=qA
R/ — K
RefererConfiguration
# 7/ — K: Referer

D275 —=70€AKRTA K

RefererList ;,l&%ﬂ{%ﬂml’iju TTav

¥/ — R: RefererList

FHA T

1. Put Bucket Referer Y4 TR N&BHIRTE B DENT Y NA—F—FEFTY, fBo1—H—HF
BL &S ETF DL, 403 Forbidden EWZVS Ay E—UMNIREAET, T7—a— R
AccessDenied T,

2. AllowEmptyReferer TIEE L =585, BIM AllowEmptyReferer DREEBEHRAET, D
T4 =L RIFMETY, TIALNTE ¥ AT LD AllowEmptyReferer ME&FE(& true TY,

3. COBREEERITTH L. LIRIICEREL =R T 4 ~ YU X hAY RefererList /K74 M) X hTLEEE
EhET, 7v 70— KL% Refererlist "= TH B (Referer ) 7 TR MEENFEATIVAEN)
BEdH. REZHDORTA M) X MNEEEShFET (CARIICERE L 1= RefererList ABIBR S E
EDB

4. Content-MD5 )4 IR hAy H#—%7 v 70— R LEBAE. AXO Content-MD5 AFHE &
AT, BENELTHAINE > MDHERSNE T, ERBIHESE. T5—23— K InvalidDigest A
BENET,

1

)45 TR bDFl:
1) 4 TX b Dfll (Referer BEFTh TUVERIMES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
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<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

)4 TZ b Dfl (Referer BTN TU\BIES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketLifecycle

Put Bucket Lifecycle

N7y hA—7F—I(&, PutBucket Lifecycle Y7 TX MEFEBL TN Y hOFA THA Y LERETESE
T, TATHAILEBNTRE, SATHAILIL—LI—HT 24TV 4 "NEHRICER S hE
ER

)5 TR MEY
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PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<AbortMultipartUpload >
<Days>Days</Days>
</AbortMultipartUpload >
</Rule>
</LifecycleConfiguration>

)H IR NDEK

HHl BiiA WIR

) 2 N AN Y =L [N Y =

ELZET, BfFEI1SO8601 #2

HICHEML TOEBIBERHY F Davs £ 7= (&
CreatedBeforeDate ¥, BRIEECFE 0 FF Crgatedl?:eforeDate

(UTC) T3,

B =%

#H/ — R: Expiration

FTTO 29 MREICEESHh
THBAEIHEICIL—ILNBRIIZ
N G Days £7=I%
Days %%?;%Ei%? L&, CreatedBeforeDate
#7 / — R: Expiration

IL—ILOBENEAR D 7 O /8T «
EIEELET.

B avFi—

Y7/ — R:Days £=(&
CreatedBeforeDate

¥/ — R:Rule

Wl ENTOVROV/S—ML—)L
OBEIHIREMLEIEEL 7.
B oy7r—

%7/ — R:Days £/=(&
CreatedBeforeDate

#]./— R:Rule

Expiration (&0

AbortMultipartUpload (AYAYS

L—ILO—=nID, EEn Lt

i fR(& 255 N1 hTY, CODIE

VA
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HIEEL AN > I5EP. @A
null ®IFEF. BENI—ED
(ERNETAY OF 3

B =7

b7/ —R: &L

¥/ — R:Rule

T4 THA Y ILEREDIBINIZ(F

HEhdav7r—. &K

1000 DL —ILEFEFTEE
LifecycleConfiguration ERS (&0

B avyi—

B7 /— R:Rule

|/ —R &L

IL—ILNBREENZ LT 1y
D AEBELEY, —HTHT
L4 v REFO>TTOY
MZOHIL—ILAERShET

B 75
YT/ —R: gL
¥R/ — R:Rule

L—LEZARLET,
B ayTr—

%7/ —R:ID, Prefix,
Status. Expiration
w/—K
LifecycleConfiguration

Z OfEA Enabled T&H 31848
. COIL—ILIEERRICEITE
hFEJ., ZOEA Disabled T
HIEE. COIL—ILIFERS
hEY,

B =%

# ./ — R:Rule

B304 E: Enabled, Disabled

Prefix =4

Rule A

Status [=qA

FrA DT

1. Put Bucket Lifecycle V7 TX hEBIATZE B DE Ny MA—F—FRIFTY, BO1—H -1
Bl &S5 EFBE. 403 Forbidden EWVS Ay tE—UMIRENES, TT7—a— RiZ
AccessDenied T9,

2.LARIICSSA 7HA U ANBEENTORIMESK. FILWSA 7Y 2 ILBENMERENET, ]
ESN T BIHEREE. BIORENLEZShTET.

B.ATV Y bFEERIN—MOBYHRERET S HTEEY, S THRA—METLFA—=F
7y 70— ROEOOKRRHBDESRTEET,

il

)45 T X boAsil:
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PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload >

</Rule>

<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload >
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

R Y{EDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucket (List Object)

Get Bucket B{EF2EHT 2 L. N7y MDA TV =4 FOBEREITRTERTEET,
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YJ IR MBX

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DOIAMGA =2 —

GetBucket (ListObject) ) 4 TR b &FIAT % & ZI=. prefix. marker, delimiter, max-keys ®#&/X3 *
— 2 —%EAL THRZIEET 5 &, BPRIRERENIST S LN TEET,

=T i

FTO ) NBEITIL—TWTBE=HIZEHT S

NF., IBELETL T4 v I ANDEID

delimiter ¥ TOERIZFH DA TV =¥ MII AR
delimiter TEEDY IIL—7 (CommonPrefixes) & L TH

BELET,

T—R B =T

T4 ME &L

7ILT 7Ry MET marker BORYIIOIY M)
MNOERERT LS ITRELET,

T — A28 7=

T4 ME L

1HEOU I IZAMNIFLTRENZ AT 24 b
DEAMEHFHRLET. BESATORZNEED
T 7 # )L MEX 100 T3, max-keys OEE
1000 LARI=g 24BN H Y ET,

T — & B X5

T 7+ )L ME: 100

BRENDA Tz bF—ICIEECHLETL T

1V ANTEERZE VS EHREERBLET,

TLI74v Y REFERBTBZIITUhBIRENDF
prefix —[CEEDOTL T4 v I REHBENBLISER

LTLEE,

T— A28 =7

TI74IME L

marker

max-keys

BEhdaVTFoyYOIva—T4VF LIV
—TAVITDEATEIBELES., £T7V 5 b
F—TI& UTF-8 XFAMEREhE A, XML
101Z#ET(E, 0 ~ 10 ® ASCIL X RTXZER
E DEEDHFIEHNF OFTIE Y R— bEhTOE
encoding-type HA. XML 1.0 ZBETYR— b Sh TR
NENFTT V2V MF—ICEFEN TN BB,
encoding-type #3EEL TREN DA TV 4
NE—%I>a—RTEET,
T— A28 XFF|
T AL ME &L
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BEOER

e #iia

BRENBTRTOA TS 24 hO AL DIREFIZ[E
BAEhdarT+—,

B oyvs5i4—

¥R/ — R: ListBucketResult

1) TR MZ delimiter /85 A—4 —%18EL 1=

BE. 0SS MABIRENBIHEIC

CommonPrefixes BENESFEhFTFIT., COEXR
CommonPrefixes (X, REA delimiter ©, HBEOTL 71 v I R

DO A7V oty hERLET,

BY: =51

¥R/ — R: ListBucketResult

FTOxH0 MNEETIL—THT B=HIZERT S

XF, IEELETL T4 v ADDLRIID

delimiter FTOBEIZFOA TV 2/ MITA
Delimiter TEZE®OY )L—7 (CommonPrefixes) & L THE

BELET.

B =5

¥R/ — K ListBucketResult

BRENBERICBFZIIYI—T12T0RA4T

IEELEY. U4 I MT encoding-type %

EELEBSE. BRENADIERICHIT
encoding-type Delimiter, Marker, Prefix, NextMarker, Key

BEOBRENIYO—REhFET,

BY: X255

#7 / — R: ListBucketResult

FTTo Y NA—F—D&A
DisplayName B =5
¥R/ — K: ListBucketResult.Contents.Owner

=

Contents

ETag (TV T4 T4 47 & #7049 bk
BEICER Eh, 70y bDaVTUYER
$r=HICERShES, PutObject YV TX b
EFRAL TERISh =4 T2 27 MDA,
ETag OEEF TS Y hOa > T2 YD MD5
ETa BETY. TOMOIFETIERENEF T2V b
9 DS, ETag OfEF4+ 7Y x4 hpavFoy
@ UUID T¢, C0 ETag DIEZE{FRL T, #7
S MDAVTFIVYNBESNTNEINE SH
EHRTEET.
B =51
R/ — K: ListBucketResult.Contents

Ny NA—F—0a21—-H%—1D,
ID e
¥R/ — R: ListBucketResult.Contents.Owner

TRTOERNRENE=MESHLERLET,

" true” DIHAF. SEIRENAE,N - ERMN
IsTruncated HYFET, " false” DIFHE. TXTOERN

RENTWET,

B HIEFS
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BWMRE: true & false
¥R/ — R: ListBucketResult

FTToI bDF—,
Key BY: =75
¥R/ — K. ListBucketResult.Contents

TP 29 MREICEE S -HE,
LastModified B HEF
¥R/ — R: ListBucketResult.Contents

Get Bucket V9 T2 N DERDRFIZFERASH
3007 F—,

B o5+ — Y7/ — K:Name. Prefix,
Marker, MaxKeys, Delimiter, IsTruncated,
Nextmarker, Contents

W/ —R: &L

IRE®D Get Bucket (List Object) J o T X b DR
WBNEERLET,

B =5

¥R/ — K ListBucketResult

)7 TR MIJGL TIREN DERDEREL,
MaxKeys B =5
¥/ — R: ListBucketResult

Ny hN&,
Name AU =7
¥R/ — R: ListBucketResult

Ny NE—F—(CET 3 BROFFICFERSL
30T —,

B 3> FF— %7/ — R: DisplayName, ID
¥R/ — K. ListBucketResult

ST DIREDCEROFRIBTL 71499 A,
Prefix BY: 37
¥R/ — R: ListBucketResult

PR ENOVAC N '
Size B =5
¥R/ — K. ListBucketResult.Contents

FTOzI NDANL—VA4 T, IREFNBATE
5M(& “Standard” , “IA" & “Archive” A4
7TY. (Archive® 4 FIFIREFR—")—Y 3> T
DHFIFRIEETT . )

B =5

¥R/ — R ListBucketResult.Contents

ListBucketResult

Marker

Owner

StorageClass

FrAR T

-GetBucket Y/ IR MNTIK, ATV 24 bOA—H—FEHBA R TIRENE LA,
T EREON Ty NAFEELBRWNBEER, EEDOHBRAHE > TLARWE=OHITIER TE R WS
&l&. T5— 404 Not Found ANjRENE 3, T —3— Ri& NoSuchBucket T3,
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Ny NMZT7 O AT BERMA R VLVBRIE. T 77— 403 Forbidden MiRENET, TF7—a—R(&
AccessDenied T,

- max-keys DBEN=HICERE—EICERCEAVERE. BEh 2ERIC <NextMarker> AiB
mmEhET, NextMarker (&, SiEABHILERIT—H—LRATIENTEET,
NextMarker DIEH ZERICEENE T,

-FMY TYU T, EBRISIEY X M marker NEFNRTOELTH, IRENDEREFE, 7ILT 7N
v NIET marker O)RIZHEZETZ T A DERRENETT, max-keys DIEA 0 & Y/NE (A
1000 & Y K& (\MEAIX. IT5— 400 Bad Request ANiRENEF, TT7—a3— R
InvalidArgument T¥,

- prefix, marker, delimiter DWWFhH DT A -2 —ANREOBEHEE L TOARWES(E, 400
Bad Request iNiIR=hF£9. L 7—1— Ki& InvalidArgument TY,

-IRNTA—Z—0 prefix & marker 2T 5L, R—UDEERRTEES, NTA—EF—DORS
(£ 1024 N4 MREBETHIVENHY FT.

-TANE—DEFETL T4 v I RELTRERETDE. TOTL T4 v I XATRED T 714 LH%)
BT, ZOTALE—DFTRTOT7ALEY T I+ LA —DBIRNICRShES., B
delimiter & “/ " ISRRET L. BENBEICE T+ LE—DT FALDHINEEN, T T+
L& —(F CommonPrefixes £V ¥ a VITIRENES, YT T+ LT —ROT7AILET LT —
FHRNCRRShERA, LEZE N7y MIRD3DOATO V) MH 1L LET,
fun/testjpg. fun/movie/001.avi, fun/movie/007.aviprefix & “fun/ " IZ:ET D E. 3 DDA
Ty MAIRENE S, &I delimiter 2 “/ " (ZEBET D E. 774 )L “"fun/testjpg” &
TLT74vH R "fun/movie/ " BNIRENE T, DF Y. 7N A —OY v IRERENET,

NG

¥V A

Ny "my_oss” [S4DDFATV I MABHY. ENEFNRD LS RERIMMIHF O THET,
- 0SS.jpg
- fun/test.jpg

- fun/movie/001.avi
- fun/movie/007.avi

Bl

IRy iy W N)T'

GET / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

R YEDHI:

HTTP/1.1 200 OK
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x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>

<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>ossjpg</Key>

<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>
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<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>

<ID>00220120222</ID>
<DisplayName>user-example </DisplayName>
</Owner>

</Contents>

</ListBucketResult>

V49 IR b0Fl (prefix ZETIBS):

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

R Y {EDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>
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<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

)4 TR bDFl (prefix & delimiter Z2STIER):

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I18U9I9IY1vY =

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.jpg</Key>

<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>
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</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

GetBucketAcl

Get Bucket ACL

Get Bucket ACL (T2 L. Ny hDOT7 Yt REREIETEZET,

Y9I IR MEX

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEOER

E=1e 8408
ACL [BROIBMHICER <N > T —,
AccessControlList BayvTt—

#/ — K: AccessControlPolicy

Get Bucket ACL DEROREFICERsh S
AccessControlPolicy %—;_:l_ﬁfﬂ-—
R/ — Rl

Ny M= —0OFEE] RE. CORBIE/NYT
. v hA—7F—1ID £FLTY).
DisplayName 7. =5

#7/ — R: AccessControlPolicy.Owner

N7y D ACL #EBR.

B HIEE=FE

B E: private, public-read. public-read-
write

H/ —K
AccessControlPolicy.AccessControlList

Grant
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Nry bF—F—01—%—1D,
ID B X5
#/ — R: AccessControlPolicy.Owner

Ny bE—F— BT B EROFEFICFERSh
V7T —,

B:avst—

#7/ — R: AccessControlPolicy

Owner

— \
AT
1. Get Bucket ACL A > 2 —7J A A& {FRATZ5DENry NA—F—FEIF T,

7l

)45 X dofl:

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

RY{EOH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

GetBucketLocation
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GetBucketLocation #{FHT 2 &, Ny y MBI R T—2 V42 —DIEFDIERERRCTEET,

o IR MEX

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

ZHl iBA

Nry % d)—YarvEEELET,
B =5 B

LocationConstraint {&: oss-cn-hangzhou, oss-cn-gingdao, oss-cn-
beijing, oss-cn-hongkong, oss-cn-shenzhen,
and oss-cn-shanghai

FHA T

- N7y NOIBFIOBERERTTEDDRENT Y M —F =TT, oY —mFRRLLS &
34%&. IT5— 403 Forbidden ANIRENEY, T5—— Kig AccessDenied T3,

- IRfE. LocationConstraint B4 {E(IE. oss-cn-hangzhou, oss-cn-gingdao. oss-cn-
beijing. oss-cn-hongkong. oss-cn-shenzhen, oss-cn-shanghai, oss-us-west-1, o0ss-us-
east-1, oss-ap-southeast-1 T3, Ch b DfEK. FhFEh, Hll (FEES L) . 58 (FEILEE
1) . dbm (PEHLER 2) . B, Ftr (FEBEH D) . B8 (FERE2) . ¥ ar /L — CKEF
L. N=UZF7 CKERZ L. YVAR-ILOR)—DaVITHBELET,

il

DR/ QL%

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

)& —>of (AT L—LAAEISEEShTI\DIES):

HTTP/1.1 200
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x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">oss-cn-hangzhou</LocationConstraint >

GetBucketInfo

GetBucketInfolfE(&. N7 v MEREFRT 5LHICERSNET.
9,

- VERRRS RS

A VBR—=RXY NTUEAIY RRA Vb
AR IRYNT ORIV RRA Vb
- N7y NITEEBR

- /N4y NACL ( AccessControlList )

YJ IR MEBX

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

L AR R EEE

280 A
N7y MEROHNBEHREFET S
aAVTF

BucketInfo AU : container

7/ — K : Bucket node
W/ —R:. 5L

N7y EEERERET 50

VTT

Bucket Y . .
A2 . container
¥R/ — K : Bucketinfo/ — R
Ny N OYERESE. BB
CreationDate : 2013-07-31T10:56:21.000Z

Al : time
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¥R/ — K : BucketInfo.Bucket

N7y N7 E2RT 1443
—Ry b RASVE

A : string

¥R/ — K : BucketInfo.Bucket

ELCU—Y 3 VHOECSHA BN

Ty NMZTOERTBEHDA
IntranetEndpoint YhIRYMRASUE

#J : string

#/ — R : BucketInfo.Bucket

Ny MBS TS T —
BREBA—D)—U 3>

B : string

¥R/ — R : BucketInfo.Bucket

Niry hNE
Name Bl : string
¥R/ — K : BucketInfo.Bucket

Ny NERBEICEET %155k %E
RESTZaV7F

B : container

¥/ — K : BucketInfo.Bucket

Ny NEFBEOI—H—ID
A : string

|/ —K

: BucketInfo.Bucket.Owner

Ny NFBEZE ORI (IRER
IDEFEL )
DisplayName B : string
|/ —K
: BucketInfo.Bucket.Owner

ACL fB¥RESMNT 20V TF
AccessControlList Type : container
#7/ — R : BucketInfo.Bucket

N7y N OACLHERR

B : FEERstring

BRRE : private, public-
Grant read. public-read-write

|/ — R

: BucketInfo.Bucket.AccessC

ontrolList

ExtranetEndpoint

Location

Owner

ID

R DT

LNy MAFELRWNMES., T7— 404 ANREhET., I F—2— K : NoSuchBucket,

2.1\ y NOFIBELETNMNTy NOBRERDS CENTEET, MOI—F—BN\Ty MERN
TOEAL&SETBHEIT— 403 NIRENES, TF—3— K : AccessDenied,

.U IAMIMEENOSSTY RikA4 v "SR TEET,
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7l

DR/ Q)L K

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

V& —>ofl: (N7 y MEBLNIERICRGEh 5155)

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketInfo>

<Bucket>

<CreationDate>2013-07-31T10:56:21.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>

<Owner>

<DisplayName>username</DisplayName>
<ID>271834739143143</ID>

</Owner>

<AccessControlList>

<Grant>private</Grant>

</AccessControlList>

</Bucket>

</BucketInfo>

D& —>0fl: (/N y MERIFFHEL & ER)

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchBucket</Code>

<Message>The specified bucket does not exist.</Message>
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<Requestld>568D547F31243C673BA14274 </Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com </Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

V&= 0Bl : (/N7 y MEBA~NDOT Y ARG LESR)

HTTP/1.1 403

x-o0ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>AccessDenied</Code>
<Message>AccessDenied </Message >
<Requestld>568D5566F2D0F89F5COEB66E </Requestld >
<Hostld > test.oss.aliyuncs.com</Hostld >

</Error>

GetBucketLogging

Get Bucket Logging

Get Bucket Logging 232 L. N7y hDT7 /L AOVREERRTEET,

)5 IR MBS

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

E=1e L
BEOIYVT—,
BucketLoggingStatus Bavyr—

RER L
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OJEHROI Y TH—. COBRLZOTFERRG

. BB E S TWIIEEICOHRELET
LoggingEnabled . BRICHE > TOARNESEEFEELEEA.

B oY F—

#REZ: BucketLoggingStatus

COEEREGF, Y—N—=T7H 207 EEShD
N7y NEIBELET,

TargetBucket e
#RE K BucketLoggingStatus.LoggingEnabled
AT 7 74 LHEHENBF—DTLT 1 v IR
(=T
TargetPrefix E?ESIZE%H—L%U&?O

#REZK: BucketLoggingStatus.LoggingEnabled

FrA DT

1NNy AATFEELRWMESIX. T5— "404 no content” MIREhFET, T5—a— K&
NoSuchBucket T¥,

2.1\ y NDT 2 RAOTREEFRRTEDIDEN Yy M —F—EHFTY, fbo1—¥—mFERL
&5&9 3L, IT5— 403 Forbidden ANiIRENFET, T —3— K& AccessDenied TY,

3.V =ANTy MZOTIL—=LABREENTOAENMES., XML Ay tE—Y DRI (ERENETH,
BucketLoggingStatus BEZEA null (24 Y £,

(7l

SRRy W)Y

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

RYEDH (AT L—LHBREISREEA T SIBA):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LoggingEnabled >

<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>

</LoggingEnabled>
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</BucketLoggingStatus>

RYEOH (LOG L—ILAREEN TR IES):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
</BucketLoggingStatus>

GetBucketWebsite

Get Bucket Website

Get Bucket Website #{E#{FHT L. N7y NOFERI Web YA NRRAT A VT RAT—2 RAEFRRTEE
¥,

UJ IR MEX

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEOER

280 #8H
Key BZEna>T+—,
ErrorDocument B oy —

#7: WebsiteConfiguration
Suffix BROa > 7T+ —,

IndexDocument B.avTt—
#7: WebsiteConfiguration
Key AXXK 9 ZRAI T —HWRELIBSICERT 247
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Tl hDF—1H,

BY: X255

#H: WebsiteConfiguration.ErrorDocument £&{4:
ErrorDocument AMEE S h T\ SIHHEHE

Web 44 bV RRAV bDT oL MJISXY

TRV IXMIEMENEY T4 v IR (=&

ZIE, Y74 v o ZH indexhtml TH B1BEIC

. samplebucket/images/ [Zx39 5 1) U TX b
Suffix X595 L. F—FA images/index.html T

HJ2FTTO U bOT—ENIRENFT), 7

A1V RETICTEILETEFEA. ATV Y

1ERHBIEDHTEFRA,

BY: 3575

#7: WebsiteConfiguration.IndexDocument

o IRbDOaAVTFH—,

WebsiteConfiguration B:avsyt—
RN

FrA DT

1.7y MAEFEELARWMBESIE. T5— “404 no content” AiREhEd, To7—3— RiF
NoSuchBucket T,

2.7y hOFRI Web YA MRRAT A VI RAT—RRAERRTEDDOEN Ty bA—F—FEFTY
o DAY —NFRLELSETEE,. T5— 403 Forbidden MNRENET, TT5—a— RiE
AccessDenied TY,

3.V —ANYTy N TEH Web 1 MRRT 1 Y THBENRES N TORNBEE. IT5— 404 i
RENFF. T7—3— Ri& NoSuchWebsiteConfiguration T3,

(7l

)45 TR dOBI:

Get /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

RYEDH (AT L—LHBREISREEA T SIBA):

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: close

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<WebsiteConfiguration xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RYEOF (LOG L—ILAREESh TWAEMESR):

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld>
<Hostld>oss-example.oss-cn-hangzhou.aliyuncs.com </Hostld >

</Error>

GetBucketReferer

Get Bucket Referer

Get Bucket Lifecycle #{E2{FERT 2 L. N7y hD YT 7 5 —REEF R CEE Y. Bucket Referer Anti-
leech Protection Mz£4AIZ D\ T(&, [OSS Anti-leech {#| 2L TS0,

YUY IR MBX

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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BEOER

e #iia

)77 5 —ENDAVT VY OIREICFERSID
aAvTFF—.

Bl avy4—

Y7/ — R: AllowEmptyReferer / — K
RefererList / — K

B/ —R: L

DI777—T4—LRER Ul THBT7VERY

JIXMEFTTEINES>hERBELET.
AllowEmptyReferer B 5IEFF BRIAR(E: true & false T7 + L

ME: true

#7 / — R: RefererConfiguration

VI 7I3—=FUEAKRTA M) R NOFREFIC(ER
=hdarT+—,
RefererList B avyr—
#7 / — K: RefererConfiguration
%7/ — R: Referer

T 7S5—TFHERKRTA MR MNEIEELET

=

RefererConfiguration

RefererList ;i,_U =5
¥R/ — R: RefererList

FrA DT

1. N7y MAFELAGWESE., T75— 404 pMNIREhFET., T5—3— Ri& NoSuchBucket T9,

2NNy MDDV T 7 I REEFRCEBDEINT Y MA—F—FE1FTT., BOI—H—"FxRL &£
SL9%dL. IT5— 403 Forbidden ANiREnEY. TF7—3— RiE AccessDenied TT,

3Ny NTY 775 —BEMNMTOATULRWESE. AllowEmptyReferer D577 + )L MEEZED
RefererList ANRENFE T,

(7l

)45 X bl

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BRYEOH ()7 735 —L—LHAEEICEEEh T\ BIES):

HTTP/1.1 200
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x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

RYEOH (VT 75— L= EEATUORES):

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

GetBucketLifecycle

Get Bucket Lifecycle

Get Bucket Lifecycle #{FHT 2 L. N7y hDFA THA VI LBREERRTCEET.

)H IR MEX

GET /?lifecycle HTTP/1.1
Host: BucketName.oss.aliyuncs.com
Date: GMT Date
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Authorization: SignatureValue

FrAR T

LNy MDTATHA Y LREERRCTEDDENT Y NA—F—EFTY, fbO1—H—2NEKR
L&S5&9 5L, T5— 403 Forbidden ANiREhE 3, T 5 —— K& AccessDenied T3,

2. N7y NEEETA THA U ANFELZWMBEEE, T5— 404 Not Found iNiREhFxzd, TS
—3— (& NoSuchBucket & 7=(& NoSuchlLifecycle TY,

Bl

IRy iy W N)T'

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BRYBOB (54 7949 LRRISEHESATIBIES):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>

<Days>1</Days>
</Expiration>

</Rule>
</LifecycleConfiguration>

RYEOE (54 7H4 5 LHBETATIVERIMES):

HTTP/1.1 404

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>

<Error>

<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>

<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld >
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

DeleteBucket

Delete Bucket

Delete Bucket #{#Ed % &, N7y bEHIBRTEZEY,

)H IR MEX

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

1. N7y ATFEL A OES(E. T5— "404 no content” MiRENFET, T5—3— RiF
NoSuchBucket T¥,

2. N7y FEBROTHIBRT 22 LEDBRNES IS, BTHUWNT Y MIEBRTERNWELS TR > TLVE
ER

JIBTHRUNYT Y hNEHIRL &S5 EFTDHE. TF— 409 Conflict NRENET, TF7—a— K&
BucketNotEmpty T,

4. N7y NEHRTZEDDENT Y M —F =TT, HEROGUNTy NEHRLKES LT B L
. I5— 403 Forbidden NMiR=nFd., T7—— K& AccessDenied TY,

1

)45 TZ bOFI:
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DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

R Y{EDHI:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLogging

Delete Bucket Logging

Delete Bucket Logging BF2 BT 2 L. N7y NODT /RO THEEEENICST R ENTEET,

UJ IR MBX

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

RrA T

1. N7y AABEELRWMESIX. T5— "404 no content” MREIhFEI, TT7—a— K&
NoSuchBucket T4,

2.\ y NDT L AOTHEEEBNICTEDDENY Yy MA—F—FE1TTT. BHDOHDOTIEAN
N7y NEEELES £ 95E. T5— 403 Forbidden AtiIREhEY, T7—a— Ri&
AccessDenied T4,

3.8 =45y Ny NTT Y L ROTHEENBMIT G > TOWAWESE, HTTP XAF—4223—R
204 pMRENE T,
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1

U/ QN

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RYiEDH

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketWebsite

Delete Bucket Website

Delete Bucket Website #{E&{HHT 2 L. N7y MOFEH Web Y+ MRAT 4« V5 E— REERIZT S
CENTEZET,

UJ IR MEX

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

1. Ny NAEELAWESEZ, T5— "404 no content” AREhZET, TT7—a— Rik
NoSuchBucket T3,
2.7y ORI Web Y+ NRAT A VT E—REENCT DI EATEDIDEFNY Y M —F—
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EHTd, B0 0OTRHAEWNYy MEBELELS L3 5L, T5— 403 Forbidden ANiIREH
%94, I5—— Ri& AccessDenied T,

7l

DR/ QL%

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

R Y {EDH:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLifecycle

DeleteBucketlLifecycle #{FRT 2 &, IBELEZNT Y MDOTA 7Y A JLREEHIRTEET.

)H IR MEX

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

COBIETIE, IBELEAT Y RDSA THA H LL—ARTRTERERET, ThilE. 20
Ny hOATY 24 NEEBHICHRENER A,
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NIy NDTATHA I ILBEEHRTZEDZDENAT Y hA—F—FEIF T, BODEHDTEAL
Ny NEBEL &S T 5L, IT5— 403 Forbidden piREhEzd, T5—a— RiE
AccessDenied T4,

(7l

)5 TR dOFI:

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RY{EDHI:

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

7Tz MOEME

PutObject

Put Object

Put Object (X, 774 )L E7 v T O—RTBHIFERALET.

)H TR MEX

PUT /ObjectName HTTP/1.1
Content-Length : ContentLength
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Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DUIRX Ay H—

=T A

FT7o0 0 MAE T O— RENBERD Web R

—SO0F vy aBfEEIEELET., FFMAICON
Cache-Control Tlx. [RFC2616] Z#&HRL T ZEl),

B =5

T4 ME L

ATz MNEoO—REBBEOF T x

7 bOBRIEISELE T, FMACONTE, T
Content-Disposition RFC2616] =&ML TS0,

Bl 375

T AL ME &L

ATz METovO—REhBBOa>Y TV

VOIYA—T4 VIR EiEELEY. 4
Content-Encoding DUVTIE, [RFC2616] &L T (),

BY: 3575

T 4L ME &L

RFC 1864 TEZRENTWB LSIT, AvtE—Y
DRE Ny T —%R) NEHESh T 128 EYy
b OEYED MD5 [EABS S hFE T . £DIE.
base64 %L T OEYEA Content-MD5 &
ICZva—REhFET, COVIIR MY T —
X, AvE—C0BMME. D2FYAvE—S DR
BNEESNZRBTE—EHL TWEIHLESHERE
BB EHICFERTEEFT, COVI IR MY
A—(EA T a>TEMN, OSS TIFCHYH T
ARAYE—BIVRY—IVROFzvFIfE
BTdEMNEESNET.

B =5

TIHILME L

B4 L

BYERE = VMBI TIEEL T Y. D0
Expi Tlk, [RFC2616] &ML T ZELN,
xpires A Bk

TIHILME L

OSSI2&>2THTY =4 FAMERREN BIERDY
—Occ cide. : —N—EIOBEEXT7ILTY) RLEIEELET,
X-0SSs-server Slde encryptlon ﬁg: Y?—ﬁ”
BN {E: AES256

OSS [C&k>THTY =4 MAMERR SN BEEDT
U AEREBEL TS,

x-oss-object-acl B 37
BRR1E: public-read, private, public-read-
write

Content-MD5
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R DT

- Content-MD5 ) 4 T X hAy X —%7 v 7H— R LEBEIF. AXD Content-MD5 AstE=h
T, WELNRILTHINESHIAERESNET T, BEDIBAE. T7—3— K InvalidDigest AR
=hET,

- IX Ay Z—o Content-Length DIENEEN Y Y TR MAX TEE S ET—2DRE:
TEIZIBEETH. 77029 MMERShEITA, TV =5 b1 Xi& Content-Length TEE
ENTWBTAXEFELIZRY ., HBYDT—2FHRENET,

-EBNT 273729 bOT7AANBRICEET BIBRICCOFTTO ) bADT Y L RIERER-
TWBE, BEFEOT7AALFHLEBMLAEZT 7ALICk>TEEE S, 2000K Ay E—IA
RENFET,

- PutObject ') ¥ TZ K< x-0ss-meta- EWN\STL T 1 99 APMFWFZRTA—R—NEETN TS
BE. CO/NRTA—R—(FI1—H— A& (x-0oss-meta-location 7 &) & L THR/bNIET., 1 DDA
IOz MTHLTEERONZA—Z —ZHBEHEREST D LETETEIN, §TOI-—HY A4
DEFYA XX 8KBLATICT 3B ENHYET.

-AVTVYDRENT AR =AY XA —(ITEIMSh TR WMEEE, 411 Length Required * v
t—IUMIRENET. ITT7—3— RI& MissingContentLength TY,

-REFRESIATNINA Y E—IARNANEBE SN B WEE. FEEXEFESAERZOY 1 XHE
ELEYA ALY HNESWNFEE. 24 L7 MEIZ 400 Bad Request Ay —IUANIRENET
. I7—3— R(& RequestTimeout T4, CDEZE, OSSICHBICDT FAIILOABET v 7O
—RLET—RICHE>TLET,

BN 24TV boNTy MAFEIEL A UVMESRIEL. 404 Not Found Ay E—UAIRENE T,
I Z—2— Ri& NoSuchBucket TF,

-BINE 33T 0 hONTy NMZT Y R T 2HERN A WIFEIE. 403 Forbidden Ay —I M
RENFT, T7—3— RiE AccessDenied TY,

-BINT 27 71 LOEEH 5 GB £#82 5184 (&. 400 Bad Request * v E—UMRENET, T
Z—3— R(& InvalidArgument ©3,

-ZFE ATV hEF—DREMN 1023 Ev MNEFBZ H155(&. 400 Bad Request A v t—o
MNREhEF., T7—3— K& InvalidObjectName T3,

ATV METYyTA—RFTBER. OSS Tk, [RFC2616] TEZ=h TL\5 Cache-
Control, Expires, Content-Encoding. # & T Content-Disposition ® 4 DDAy X —7 4 —)L
Rt R—hEhEd, A7z b7y 70— REBICChDDANY X —%2RELEBEE. X
SEDFTIVzI MREOYO—RENDLEEIT, ST 2Ny X—ELRT v T O— R EhEIS
BEICERESNET,

- AT x4 hDOT v T O— REFIC x-oss-server-side-encryption Ny 4 —%&i8ET RIS, ZOA
v & —DfE(E AES256 (ERET DVENH Y EY, TALUMNIREL IFBEEE. 400 Av+E—T &
I 5 —3— R InvalidEncryptionAlgorithmError BNRENET., COANY A —%EIBET DL, E
ANYE—=ICHIDANYE—NEFh, Ty TO—RE=AT P2V NOBELTILT ) XLHNR
ShET, COFTVzI bOAIO—REFCH, [SEANYT—CE, BAZOF TV D
EEWT LT XLISBREEN TS x-oss-server-side-encryption A FENET,

FAQ
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Content-MD5stESEIL T —

FZyv7TA—Rarv7Fry [0123456789] AL L TERShEI., XFFDContent-MDEAGTE SN E
¥,

IEL W\EHEGE

BT AIEETER SN TR 7T Y XA, LLFTOZ7 O+ X TContent-MD5 %2583 2= IZERA=H
ES I

1. {EMN128Ey hD/NA FVEFITH A7 v 7 A— RContent-MDSZEtEL 7,
2. N4 F B %Base64 T — R L%,

PythonA¥fil& L TREFEShTUW\ET, IELWEEI—REIRODEBY T,

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

X : hash.digest() &R (&, Base64T>a—T 4 VT DANHE L THEREIET,

>>> hash.digest()
"X\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

& EEGIE

KL HBIEEWE, FTEESHNT=32/31 b MD5XF5%BasebdTI Y O— R$T B L TY, RERH
: Base64 T hash.hexdigest)ZT>a— RLEBES :

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

>>>

>>> #IREREELRFTEERTT.

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

RERIT A
ROTTEEEEL TRATEET.

1, BECstE S hzContent-MD5I&, 24/\1 b DFRFARERNFHITY,

2, ATy ELT "0123456789" %fFERL T. Content-MD5A eB5eJF1ptWaXm4bijSPyxw ==T#
BMESHEHRLET,
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1

)45 X bOFI:

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

L 2R 2 Df:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-oss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

CopyObiject

Copy Object

Copy Object (&, OSS DEFENFTY x4 bEBIOATY x4 MeaE—F B1bI<ERLET, 0SS I
PUTUZIXhEEFL, PUTUY IR bAYy X —ICEER "x-oss-copy-source” %EIL T, aE—7T
EISETEE T, 0SS TR hA Copy Object H{ETH 3 & BEINICHIBISh. Z DIFEAY —N—FIT
BEEERTEhET T, Copy Object BENERICTETTH L, FILLWA T =¥ MIBT 3BBARSNET
s COEMEFX1IGBEKFENDA T x4 MIBEAHASNET., 1GB2BADA TV hEaOE—F3IZF,. <
LFR— KTy T O— REMEEERT 2UENHY T, - DRIEOZM=>LTE, [Upload Part Copy
| 28BLTES,

iER : CopyObjectDIBIETIL, V—ANTy heB =47y M7y MAEL Y=Y 3 > THIBEN
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HYET .

)5 TR MEX

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

DUIRX Ay H—

=T A

OE—TOY —A7 RLRAEBELET (VU T

ARTBICTFK V—RF TPV bOFmHRYIE
X-0SS-Ccopy-source RANETY),

BY: 375

T AL ME &L

Y—2F T s bDETAG [BEE I —H—AUER
L 7= ETAG {BA\—E9 %155 (. Copy Object
BEAEITShE T, ThLSb0IFEK. 412
Precondition Failed A v +—YARENE T,
B =5

TI7FILNME "®L

A—H¥—p1EE L =BRFLEICY —RF TV
MBS TULRWMNEEIIE, Copy Object #
ERNEfTShET. ThlUtoBEE. 412
Precondition Failed A v +—YARENE T,
B =5

FTIAILME BL

FI -2/ A =2 =2 &> TIEESN=HF

N7 74 NOREBRERLMAENLETH 515

BlE. 77 UAERBCEEENT 200 OK Ay
x-0ss-copy-source-if-unmodified-since T—IMIREhFET. ThLSPOEEEF. 412

Precondition Failed A v £—YpRENET.

BY: 3575

T AL ME &L

A—HY—p1EEL=BRFLPEICY —RFT D
MATEEI T\ SI85(1E,. Copy Object 2{E
DEITEhFET., ThLGIDIEE(E, 412
Precondition Failed * v+ —YMRENET,
Bl =51

TI7AILME &L

BAAEIZ(X COPY & REPLACE A Y ET, =
D/INT A—A2—p COPY [SFHFESITI\BIES
x-0ss-metadata-directive X, FLOWA TSz bDOARIRY —ZAF Tz
JhMBbaOE—ShET, CONTA—F—N
REPLACE [ZE8ESNTL\BIBEREF. vV —R AT

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since
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TV POIRTOARENERSH, DY
IR PTEEELEZAZEAERsNET, O
T A—%—h COPY & & U REPLACE LIS &I
HBESN T B18E(E, 400 Bad Request # v
T—UMRENRET., SD/NT A—4—A COPY
[CHRESNTWBIEETH, V—ZAT Tz k
? x-oss-server-side-encryption @ A ZfEl& 3
E-—ShFTHA,

BY: 37

T 7 %)L ME: COPY

B4 & COPY, REPLACE

OSS[Z&-THE =4y ATV U MAMERLE
BB —N—FIOBSHT7ILTY XLEIBE
LEY,
7Y %?—gﬂ
. . h7{E: AES2 - (KM

X-0ss-server-side-encryption gﬁg C:L{I(MS E.E%S{i;ijl/g ) XSA’&{E}EH?'ZM:(&
OV —IILTKMS (F—8EY—ER) 28I
FTEIVERHYET. ThLIINDIFESE.
KmsServiceNotenabled TS5 —a— RARE S Hh
7.

OSSICK>THT Y =¥ MAMER SN BIEDT
D AEREIEELET.

x-0ss-object-acl Bl =75
B7AME: public-read, private, public-read-
write

WHEDER

=T A

Copy Object M#ER,
CopyObjectResult BY: 357
FIAILME RL

LA TSz b ETag f&.
ETag B 355
$HEZ: CopyObjectResult

FLOWATY 29 MOREEFHE.
LastModified B X551
#HEZK: CopyObjectResult

=]

FrA DT

- Copy Object #B{E#EHL T, BBENA TV 2V NOA R BRETECEET.

- Copy Object B{ETY —2 AT 24 kDT RLAARA—Hy b4 TV 14 hOT KL R ERLE
&, x-oss-metadata-directive DEICEHELR . V—RF TV 2/ PO AR ERINEEEESHRZ
BhETF.

- Copy Object U4 TR MMZ(E, 4 DOEFHFIMINY A —&E W DTHEHDIENTEET, BE
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350V v Y OFMICDOTIE, Get Object ® [FFDHT] ZERBL T,

- Copy Object B{EEEI1TT B ICIE. V—RAA TV x5 bOFARYERNANETT,

S —RFATO Y MNEBR—FYMNETO I MERAILT—2 2 2 —ICBLTWBARERH Y FT
. BLTUWARWGEEIE, 403 AccessDenied A v+ — & " Target object does not reside in
the same data center as source object” & (\5 T 7 —EHRMRENET.

- Copy Object EFNBEHATIE, V—RAF TV bDO/N\Ty NRT Get V7 TR bDEA 1
FTOBA. 8Ty Tz bONTYy PATPUt Y7 TR MOEA 1§D, ThiZHl
TR ML —UBENEIMESNET.

- Copy Object BET(&, BHET DIV I IZA MY X —(ET T x-0ss- THED =, BEENF
(ZIEMY RENHYET,

- Copy Object ') % T X kT x-oss-server-side-encryption Ny & —&38E L =I5&I1C. FDIE
(AES256) "B THNE, Y —N—BITY XA T/ MBEHSh TSN E SHICEEER
<. Copy Object #{EDEITRICH —N—[ITEZ—47y AT =V MRS SIFET. £
Copy Object JEBEANY X —I(Z(&, [ENZ =5y A TP/ NOBESHT LI XLISRESHIT
(\% x-oss-server-side-encryption NE&FENET, COEX—7Tyv AT/ bOXT2O— REF
(TH, BNy A —IZE, BENCOE =7y Tz FOBERTILIT I XLISRESA TN
% x-oss-server-side-encryption A& FEhFE 9, Copy Object ##{ET x-oss-server-side-
encryption YV TR Ay A —ZIEELGWNBEE. Y—N"—@ITY XA TPz ) MBESKS
NTWBINESHITEEGL, 2—Fy ATV 29 MEY—N"—HITESHShGENT—2IZH
Y¥EY,

- Copy Object ') ¥ TR b ® x-oss-metadata-directive ~v & —A% COPY (77 # )L MB) ISFREE
NTWBIBETH, V—RFE TP 9 hD x-o0ss-server-side-encryption DIEXAE—ShFEF A
o« DFEY. BTy FTO Y bAY—N—BITESH=hSDIF, Copy Object JUV TR T
x-o0ss-server-side-encryption #i§E L =15&7~ 1T T,

- Copy Object ') # T X b T x-oss-server-side-encryption Ay & —%#gEL =A%, FDEN
AES256 TR W\MBSI(E., 400 A v+ —Y & I 5—— K InvalidEncryptionAlgorithmError A%R =
nEzY.

-AE—93774ILOY A XN 1GB #HBABS1581& 400 AyvtE—T LI F—a0—R
EntityToolLarge AMRENE T,

-COBETIE, BINENAET7yTO—RAY Yy RTER ATV bEaE-TEEEA.

-TTFANBATR YR )y OFa. YRy I VDI DHNIE—hET,

7l

DR/ QL%

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

B Y&l
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HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT </LastModified >
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

GetObject

Get Object (&, 7Y x4 MEEUET B=HITFEFRLET. AT RICEE. COFTYy bOFHEYIKE
[RAMETTY,

UJ IR MEX

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange (Optional)

DOTARMTGA=2—

OSSTI&, GETEREZEET DL EIC, IKEBERKADWLK DHDANY X —EHRATA XTEEY, BB
—H (& content-typeZHFEH AL A XTI EMNTEET, BOANY X —DIFEE. GETU SV I MNEEZ
FETEETIRENDYET, ChoDAvT—(E, UTFERYET,

HHl i

OSS hbiRENS ) U TR b D content-type ~

vA—&EELET, ERI—Y—& 2TV
response-content-type VEATANY X —EIBETHELHTEFYT,

BY: 375

T AL ME &L

OSS hvbiRE=N 5 1)U TR ~® content-
language Ny A —EIBEL FT.

Bl =751

T4 ME L

response-content-language
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OSS MBiRENSB ) TX MDD expires Ny &
_ S
response-expires ””?B;E%b/ ESr

TIHILME L

OSS hvbiRE=N % 1) TR k@ cache-control
w A S
response-cache-control ’}%ﬁé?ambi?‘o

T ME BL

OSS mibiREN B U 4o TR kD content-
i iti R =T
response-content-disposition %SF;(Z):S‘;EIE” Ny A —ZIEELET.
T4 ME BL

0SS i biRENB ) H TR MD content-
. NNt
response-content-encoding i;‘,c;zc_l%% Ny I —EIRELET.

TIHILME L

DUIRX Ay H—

=T i

T7AVEREDEEEIEELFT. AR &

H % bytes=0-9 (CFREL IHEIE. N1 M0 ~
Range I MEREENET,

B =5

T7FILNME "®L

IBEL BN REOETERARFLYRITH S5H
. 77AIDIEEICEREENT2000K A v+t
—UMIRENFET, ThLSIDIEEE. 304 Not
Modified A v tE—YARENE T,

B =5

FI+IILME L

BERIAZ =L GMT, 41: Fri, 13 Nov 2015 14:47:53
GMT

ST > =T A —" — (k> TIEESN=-HIF

NI 74 ILOEERARFELEE A ZENLUETH 515

Bl&. 774 ULHNEFEICERE SN T 200 0K A v

T—UMNRENET. T DBEF. 412
If-Unmodified-Since Precondition Failed A vt —UARENET,

B =5

T4 ME L

Rz GMT, f1: Fri, 13 Nov 2015 14:47:53

GMT

ZItEo 1z ETag £ 4T =4 b ETag AA—F
TRBEEF. 774 ANERICEESHT 200
OK Ay t—YMNRENFET, FRLSINDIESE

If-Modified-Since

If-Match . 412 Precondition Failed A v t—YAREN
x99,
B =75
T4 ME &L

If-None-Match ZEW ok ETag £ 47 24 b0 ETag H°—5
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LRWMERIE, 774 LHIEEICERIZ ST 200
OK AyvtE—UMNRENFT, FhLIMDIESE
. 304 Not Modified * v t—YMRENET,
B =5

TI7AILME &L

RrA T

1. Get Object Y2 TX h® Range XS A—2—%/ET D L. TL—U RSV OO BHARERT
—REREEYR— N TEET, COBBEEA T 20 M A XIBNKEVGRICHEEShET,

2.V TAMAYyH—TRange NI A—L2—ZIEELEBEE. REhDIAvE—VIZT7M1LE
KoREESEREWEEENRENES, =& Z (& Content-Range: bytes 0-9/44 (X, 77
1L2EOREMN 44 THERENEEEMN O ~ 9 THH L ERLTWET, BEOEHATE
EERTOAEWNERE. 771 L2z h, £8RIC Content-Range [ REhFE A,

3. If-Modified-Since (2 & > TIEESh AL EROTEHBA—H L BRWNESE. 771 LH1E
BRENT2000K Ay tE—UMNRENET,

4. If-Modified-Since & If-Unmodified-Since (&FHATE £ 9. If-Match & If-None-Match £ {#H
TEEY.

5. )4 T X b2 If-Unmodified-Since "&FEN TH Y. If-Unmodified-Since & ERNDZTEHISA
—HLAWMER., £EY I IR MIIf-Match AFEATH Y., If-Match &4 724 bD
ETag M—EL % (\5& (&, 412 Precondition Failed A v —UANRENET,

6. ') T X bz If-Modified-Since "&Fh TH Y. If-Modified-Since & EROETERHRFN—EL
BRUMES. F@E )2 T X M If-None-Match A&FEhTH Y. If-None-Match AT Y x4
N ETag A—ZL A& L\MESIX. 304 Not Modified X v tE—UANRENET,

7. 7 71 ULDNFEL R UMESIX. 404 Not Found Ay E—UMNIRENET, TI7—a3— K&
NoSuchKey T3,

8.0SS Tl&. BER 7/ AIZ GET Object YU TR MDYV I IR MFTA—E—%EHL T,
OSS W BIRENBD UV IA MDAV T —EHAAIAXTHLETEFEA.

9.0SS M BIRENDVI IR MDAYE—HEHRAEZIA A LEEIC, FhbDOAY Z—H GET
Object YV TX FDNRTA—Z —TIEELEEICRESNDIDE. VI IX MERICUIESH
=;E. 2FY 200 OK A v =Y MNRENEIBRE T TY,

10. Y—N—BITZOF TS =¥ MBS SN T B15E(E. GET Object J 7 TX b OZFHFIC
EEUNERESN T Y 2 MABENICIREN T, W& Y 4 —T x-oss-server-side-
encryption ANRENEF, x-oss-server-side-encryption OfElk. 772 =V b —N"—fAlD
ESHT7ILITYXLERLET.

11. RSN 5T Y% GZIP THEMEL TEXT SV EAH IIHFEEF. VI I Ay ZT—DFR
E— RIZ Accept-Encoding:gzip BN 2 HEMNHY FF, OSS TlE, 774 LDV TUY
A4 TEHARITBEDNT, GZIP TRESHhET—2ERIANE SHAHBIShES, 3T
VYUM GZIP TRESHNTWBIEES., £0OaYTUVIS(E Etag AEFENFRA. BRE. 0SS T
(€. HTML, Javascript, CSS. XML, RSS, &&WJson VTV AR A FIxI¥ % GZIP [
Y R—bEhThET, 771 LA XE1KBLALETHIBENHYET,

R2.7F7ANBATE YR IV OFE. 2—7y b7 74LDAVTUVIYNR>TER
¥, ¥, LARYZAY A D Content-Length, ETag., Content-Md5 /85 A —4 (&, XI&7
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TAILDOARERERYET, Last-Modified KT A=K (FER—=S v hT7ANES VYR Y Y
VY DBRKEILBYET. BOTRTORTA—LE VR I UV DARERICHY
ESE IR

B.I77ANEATE IRV IV T, 24—y b T 74 UNFHEL G MES. 404 Not
Found * vt —UARENET, T5—2— Ri& SymlinkTargetNotExist TY,

1. T7ANEATE YRV IV T A=y hT710L VR v o )2y DIFE.
400 Bad Request error Ay t—UMIRENFY, T5—— F(X InvalidTargetType T,

T—hATRATF, ATz bEUO0—RF 302, VRAMNTERE YR MNTETDOR
ENAEETY. YR NTERIEOROA AT O—REhdF TV ) MEL R4 LTI RIS
TILEY,

-BRARESITEL Y. HED )R NTEIENEA LTV MLEBE, 403T5—¢&
B"YEF, IT7—3— K& “InvalidObjectState” T,

-ERARESITEY. VA NTEEATT LA > 155, 403 T35 —RBYET,
IZ—a— Rk “InvalidObjectState” T3,

-DZARTEENTET L. 84 L7 D MRELGA S EIBEDH, T—2EEEL VY
A—REhFET,

(7l

SRRy Q)Y

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9J)fe8=

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Range #igEL L)Y TR bDfI:

GET //oss.jpg HTTP/1.1
Host:oss-example. oss-cn-hangzhou.aliyuncs.com
Date: Fri, 28 Feb 2012 05:38:42 GMT
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Range: bytes=100-900
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

RYEDH:

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
X-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BEhIAYE—IANYH—FHRETAALE) I IR MBI

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

RY{EOH:

HTTP/1.1 200 OK

x-0ss-request-id: 1144d124-055c-4052-2c65-ale3439d41cl
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Length: 344606

Connection: close

Content-disposition: attachment; filename:testing.txt
Content-language: Chinese

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

YoRYv I UYIDY I TR MO

GET /link-to-oss.jpg HTTP/1.1
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Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

R Y{EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-oss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIYmXvwCEeOfmi8JvOYilw==

F—hATEATO I bOY X NTEIEIZHITS )Y TR hopil:

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

RY{EOH:

HTTP/1.1 200 OK

x-oss-request-id: 58F723894529F18D7F000053

X-0ss-object-type: Normal

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

AppendObject
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Append Object

Append Object (&, 77/ LEBINE—RT7y 70— RT37=HIZFEALET. Append Object IET
B EN B 24 TOA TS =9 MLBINNEEEA TP =4 M T, Put Object B EC7 v 70— Reshd44 7
DFTO ) MNIEEFTO Y hTT,

Y9I IR MEX

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

DUIRX Ay H—

=T SieA

Tz M O— RENBERO Web R

— 0¥ vy adfEEIEELET., FMAICON
Cache-Control Tl&. [RFC2616)] #&BEL T =1,

B =5

T7FILNME B®L

FTOzH MO O—RENBZIBEOATD =

7 bOBRIEIEELE T, FMECONTE, T
Content-Disposition RFC2616] =&ML T &0,

BY: 375

TI7AILME &L

ATz MNETyO—REhBBEOaY TV

YOIYIA—T 4 VIR ERELEY. FHMIC
Content-Encoding DVTIE, [RFC2616] &L T (),

BY: 375

T4 ME &L

RFC 1864 TEZ =N TNBELS(T, AvE—
OB Ny T —%R<) NETEShT128 EY
b OEYED MD5 BEXBEShE . ZDIE,
base64 Z{FHAL T OEYEH Content-MD5 &
ICZva—REhFET, COVIIRMAY T —
. AvE—U0BME. D2FYAVE—VDA
BNEEENEZRABTE—HLTOEIHNE SIERE
Content-MD> 4B EETEET, COUITR Py
H—FA T a v T, 0SS TIECHUS T
ARAYE—ZIVRY—IVROFzvoI(E
BYdLMNEESNET.
B x2=75
FTIFILME BL
HIZg: 4 L
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BYHEBR%E = URETIEEL 9. sFICDLY
ExDi Tk, [RFC2616] #&REL TL &y,
Xpires R moh
T4+ ME &L

OSS &> TAT Y U MHYHERL SN BERDY
o e , —N—RIDBEEXT LT XLERELET.
X-0ss-server-side encryption A =5
BN {E: AES256

OSS[2&>THTY =24 FAERREN DD T

Ut AEREIEELET.
x-0ss-object-acl BY: 7
BRRE: public-read, private, public-read-
write
WSEANY & —
280 #i8E

RDY Y I STRRT 2RELNH D UEEISE

LY. chix, ERCFBEENAT VY bD

RETY., O~y X —(E, Append Object
x-0ss-next-append-position XL THIIA Y t—UNRENFIBE. &MU

BLATVV bORESHA—HEL AT 409

IS—HMRELEBSICEENET,

B 64 HiDEEL

FT7CzH D64 EY b CRCIEZISELE
e i ¥, CM64 Ev b CRC (X, ECMA-182 [Z{E
x-o0ss-hash-crc64ecma S THEshET,

- 64 HTDEEY

fthDIRE & DRGEME

- Append Object (X, 1BINATREA 7Y =4 NUAMZIEBRShEBA. =& A& B LCERIOEEL
7Yz MABRICFRETY $155(< Append Object BEE XTI S &, 409 Avt—TET5—0
— K ObjectNotAppendable MNRENFE T,

- B OBINEIEEA 7Y = 7 MIXFL T Put Object #F23R/T9 &, COBMAEEA TV =4
FFHLWA Tz MNTEEESh, COFTVI MORATHZEF TV 29 MIEEShZE
El

- Head Object ##{E%#E173 2 L. TV x4 DA A T%RT x-oss-object-type NIRENET .
7Ty MAEBIIAIRES TP =7 b TH BIFA. x-oss-object-type DfE(E Appendable T,
EMNRTEEA 7' = ¥ b D& (E. Head Object #{FEE1T9 % &£ . x-0ss-next-append-position
& x-oss-hash-crc6decma HiRENFT,

- Get Bucket (List Object) U4~ TR hOBE XML TlE, BINAEEA TV 27 b0 &A1 71
Appendable [TEESINTIVET,

- Copy Object #fFAHL TEMAIEEA TV =/ b2aE—F 224, COFTV I DY —/N—
BlORSXEEHEEET S L TEEHA. L. Copy Object #FRAL THRETA XEh
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AR T—AEEETDHLIETEET,
e ey

-2 DM URL /X5 4 —% — append & & U position (F& 5 5 % CanonicalizedResource T, &

CEFENATOIVERHY FT.
-URL /8T A—4& —I[Z(&, BIEH Append Object #ETH % = &L I5ET % append £ JH N E
neHYET,

-URL Y ZYUNRFA—2—I2(E, EBINORIRMNEEIERET % position ZZHIUENH Y FT., &
¥ Append Object B{ED position DfE(X 0 (2T BEMNH Y. FDEDIRIED position DIE
FREDF TV ) hORESTY, & ZIE. YD Append Object )4 TR hTHEEL =
position MfEAY 0 T, content-length OIEAY 65536 DiFE. 2 FB® Append Object 'J ¥ T X
N TIEET % position DIEIX 65536 (ZFRET 2MENH Y FTT., BIRMEAERICRTIDE. IG
&\ v & —O x-o0ss-next-append-position [Z£RM Append Object )7 TX b OfIENREHh
ERP

- position DELIRENF TV =V FORSHNEL DB, 409 Avt—YEITT—a—R
PositionNotEqualToLength NREhEF. CDLI BRI T —HREL LIBEIE. XD Append
Object )7 T X h ORIEZFIGEN v & —OD x-0ss-next-append-position M 5EUEL T, Append
Object VU IR MNEBEET A EMNTEET,

- position OfEA 0 TEILFBIDENNTEEA T ¥ MFELABWEE. FERECABIOEIN
BEF TV 2y hOREN 0 DIFER. Append Object BEAIERICRITENET. ThLSIOE
Bl MNEEF TV POREA—HLBVWERGENET,

- position OfEA 0 TEILFRINDA T =¥ MHFEL G WEE(E, Put Object )Y TX bk &ERR
(2. Append Object 1) TR h TA v & — (x-oss-server-side-encryption & &) #:ETEE YT
. il Initiate Multipart Upload miF& & @ L T3, position OfEA 0 T, IEL L\ x-0ss-
server-side-encryption Ay & —A1) 5 TX MIBIIEh T\ BIEEK. ZDED Append
Object )7 TX M BIGBEDANY X —(2H, BBSHT LT XL%ERT x-0ss-server-side-
encryption NEENFTT. BTAZ OEENANE(ZR > IEA(E. Copy Object U4V T X M&(#
BTEEY,

- WTWIRARE T, position DfEZ% x-oss-next-append-position IZFREL =IBETH, DS
T X hAS PositionNotEqualTolength (= & Y 5cB7d B ETREMA S Y £,

- Append Object [C& > THER = $F TV =V bOREDOFIPRE. Put Object [Tk > TER=H
277V bOREOFPREFLTY,

- % Append Object ZEDEITEIC. COF TV 9 NOREEZEHBNEF SN ET.

- position MEAIEL LMBE., BEA0 DAY T VY EBEEDBINEAEA 72 =4 MIBINT 2124
TR FTVzV PORT—RRABEEEShFEA,

-NTY NBATINT —HATTIDA VB =T 24 REFCHT CENTERWE EE, YRAT L
(I Z—a—FK [400] "OperationNotSupported” ZiIRL %Y,

CRC64 mxt&A=

BINEReA 7Y =4 b® CRC (£, ECMA-182 [Zft> TstEEShE T, FOTEHE G XZ OstEAEEH
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CT9. CRC64 (£, boost CRCEY 2 —IILEFALTRD LS ICHETEET,

typedef boost::crc_optimal <64, 0x42FOELIEBA9EA3693ULL, OxffffffffffffffffULL, OxfffffffffffffffULL, true, true>
boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)
{

boost_ecma crc;

crc.process_bytes(buffer, length);

return crc.checksum();

}
%=, Python crcmod ZFRAL TRO LS ITHHET S L TEET,

do_crc64 = cremod.mkCrcFun(0x142FOE1EBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64("123456789")

Bl

IRy iy W N)T'

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

FEHI:

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-oss-request-id: 559CCI9BDC755F95A64485981
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DeleteObject

DeleteObject (AT Y 24 M&HIRT 57=HIERBLET,

)H IR MBS

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

- DeleteObject TH T 24 NEHIRT B(2IE. COA TP 29 NOEZAHERNBETT,
-Hil T 24TV Y MATEEL B UOESE. 204 No Content A v E—UANIRENE T,
AT NONTy MAFELROMBEI(X, 404 Not Found Ay —UMNRENET,
-TTFANBATE ORI UV OFE. VRV DUy EEREREhET,

7l

)45 X bl

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

& DH:

HTTP/1.1 204 NoContent

x-oss-request-id: 559CCIBDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DeleteMultipleObjects
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DeleteMultipleObjects Z{FHR3 % L. ALYy NAOEHOA TS 29 bE 1RO HTTP U IR RT
HifgcE % 9. 1E®D DeleteMultipleObjects #{ETHIBRTE 5472 =7 b O&RAEZ 1,000 T, FHHETE
— REHIMEIE—RD 2 DOBEZE— RABERSATLET,

-FFHE—R:OSS M BIRENBD A v E—UARNIZE, 4TV ) M OHIBRERNRRENET,

- HOMHEE— R OSS A BIRENS A v E—UANICE, BRI S —MNRELEF Tz bOEE
ROBDBFRENTT, IXTOF TV =¥ MAERICHBRENEZS., A vE—IVFREREh
FTHA,

YUY IR MBX

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

DOIAMRNTA—4

BHOATY 2V FOBIBREEERIC. TYa— R4 TEFERAL T, REWEERICF—2TIVa0—-FT 3

CEMNTEEY,

E21]] 7L
BENEERIC, F—OIva—TaV 5447
EIEEL Y. |RE. URLI>Va—FT 1V IhYy
R—b=hThEF., KeyEUTF-8T>a—F«

encoding-type YU ERRALEY.

A string
T AL ME &L
F7> 3> OfE: url

Dy IR MDEE

=T A
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DeleteMultipleObjects ') ¥ TX h &{f1F¥ %0
T T—EEELEY.

B avs—
Delete Y7/ —R:1DLE®D object BREF TV 3
M quiet X
|/ —R L
HIfR9 6472 x40 bOBRIZIEELET.
Key BY: string

#%/ — R: Object

7oy MY AERERET ST —
EIEELET.
Object B:avsyt—
Y7/ —K:Key
# ./ — R: Delete

HAOMFE— REBNEEEHICLET,
BY: =7
Quiet BRR{E: True, False
T 7 # )L ME: False
¥R/ — R: Delete

RENZAVTUYDIYA—Ta4 VT EIVT
—TAVIDAATEEELEY, 770V b
F—T(& UTF-8 XEAMERhE A, XML
1OBETIE, 0 ~ 10 ® ASCII {BEZ ST X=ER
L ORFEDFIENFEOBTE Y R— M EhTIVE
encoding-type A, XML LOHZEETHYR— b Sh T VEIE
NENFT TV 27 bF—I2E&FTIh TN BIESIE.
encoding-type ZiEEL TREN DA TP 24
Mr—%I a— RTEET,
T — R 8 string
T4 ME &L

BEOER

=T Bl

EEICHR SN Tz Ve FEET DT
FT—E&IEELET,
Deleted B avy—
Y7/ —K:Key
¥R/ — R: DeleteResult

DeleteMultipleObjects 1) ¥ TX k DERZ(RF
$5aVTH—%EELET.
DeleteResult B oyt —
%7/ — R: Deleted
|/ —R: &L

OSS [T &k - THIBRENKRITSNI=A T 2 ¥
hOERIZIEELE Y.

#J: string

#7./ — R: Deleted

BRENDERICH TSI Va—T1a 50247
iIgELEY. Y4 IR MTencoding-type &

=]

Key

Encoding-type
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B L I=IB8(&, IRENDEERICH VT Key A
Iva—REhET,

#J: string

¥/ — K: Container

FHA DT

1. DeleteMultipleObjects ') 7 T X k T(& Content-Length 7 « —JL K& Content-MD5 7 4 —JL
REIEET ILENHYET, 0SS TR, ZHELEAYE—IARXNELWZEAZD 2 D07
1 =L RIZEDWTIREEESh, HIFRBREAERITShET,

2. Content-MD5 7 4 — )L RORBELERT BI2(F. MD5 %{#EMA L T DeleteMultipleObjects 'J &
TR MERESHL, 128 N1 bOEFIZEIEL T, Base6d ZEAL TEDEFIZI a—RLE
T, REMICEUE L =XF5A Content-MD5 7 4 —JL RORABITHY FT,

3. DeleteMultipleObjects ) 7 TR bOWEE—RE. TT7 L MTRHFHEE-FTY,

4. DeleteMultipleObjects ) 7 TR b &FERL THEELAZWAT Y =¥ M2EIRLZIBETH, Z0
BEIRIhE RGshE T,

5. DeleteMultipleObjects V4 TR M(E, RK2MB DAY —V AN ERHBDIENTEET,
Ayt —IARXOYA XM 2 MB £iBA BIFEE. MalformedXML TS5 —a— RANREhET,

6. DeleteMultipleObjects )7 TX b T, —EIZ&HK 1,000 04TV =7 b EHRTEEY,
—EICEBRT 24T Y = PEIA 1,000 £ A H155(E. MalformedXML TS5 —a— RANREH
ESE

7.Content-MD5 UV IR hAyv A —%7 v 70— RLEBEEE. &xXO Content-MD5 AFtE =
AT, @BENELTHAINE I MR ST T, ELBIHEFE. T5—23— K InvalidDigest A

BEhFxzT,
i
o IR MBI

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>
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<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

FEBI:

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test.jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

DY IR MBI

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

S5
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HTTP/1.1 200 OK

x-oss-request-id: 559CCIBDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

HeadObject

Head Object (&7 7 A LORBERETITHFEDA TV 27 bOARIBREIRT =HICFERALFT.

UJ IR MEX

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

JOITRAMAYy X —

ZHl iBA

IBEL AN EEROLTERKLYEITH 158
(F. 2000K Ay t—SEATO o hDAGHR
g . RENFET., TnLIMOFESE. 304 Not
If-Modified-Since Modified A v+ —SARENET,
#J: string
TI7FILME BL

S > =T A —" — (k> TIEESN =B

BT 74 LVOEBROEERIFE B LM ENLET

HAEEF. 200K AvtE—SLATO Lo b
If-Unmodified-Since DAZNRENET ., EhLSAOIFEK, 412

Precondition Failed * v+ —YARENET,

BY: string

T4 ME L

ZFE -7z ETag AT Y =4 D ETag iA—E
TBEEE. 2000K AvtE—SEATVO o b
DAZNRENET, ThLSDFEK. 412
Precondition Failed X v+ —YARENET,
BY: string

T4 ME L

FHE- = ETag £ 47 x4 b0 ETag A—5L
LA BEE, 200 0K Ay t—SEATD s

If-Match

If-None-Match
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VA

RDARDIRENE T, TRLWMNDIEEIE. 304
Not Modified A v t—UARENFE T,

#J: string

TIHILME L

FHA DT

- Head Object U4 T X b Di%f51E1x, 200 0K A v £ —UMIRENZIATLT— A vtE—UMREN
IHCEERL. AvE—YAXTRENEE A,

- Head Object Y T X b~y & —TI&, If-Modified-Since, If-Unmodified-Since, If-Match,
If-None-Match OV TUEMHERETEET., REL— L OFMAICDVTIE, Get Object )4
TR PORGET 4 —LRESRL T EE, BEAMA SN TLRIMESEE, 304 Not Modified
AytE—IUMRENET,

- Put Object ) U TR k MiX(EHFIC x-0ss-meta- EW\S T LT 4 v I AMBFWFza1—H— A& (x-
oss-meta-location 2 &) 7 v 70— RLEBERE., F0O1—F—A4NRENET,

T 74 UDNFEEL R OMBEIK, 404 Not Found Ay =Y MNRENET,

-H—N—flTCOFT Y bOIY bOERSUNMTOIATIVSIHAE. Head Object V4 TR
MzXFd B BEDA v &4 — T x-0ss-server-side-encryption AR EhE 3, x-oss-server-side-
encryption DfER. 7709 hOY—N—FIOESHKT7ILIT ) X LERLET,

FANBRATRNYYR) v )2y DIFE,. L ARV Ay &0 Content-Length, ETag.
(metM%A7f BE WRT7ALDARBEREGYFS, Last-Modified/8T A —% (&4
—TYRTTFANESYRY I )V DEKEICGYET, fHOTRTONTA-2E YUK
Do Doy DA2BERICEY FT,

TANZA TR YRV G VI T 8=Fy bIT 74 UBEEL GBS, ¥ AT AF404
Not FoundT5—%iRL &9, I 5—a— K :SymlinkTargetNotExist,

FALRATNO YR G IO T B—TFy NTFANBRATRV VR vy )2y OBEE
. yXTA(i4OO Bad RequestT5—%iRL &Y., I 5—3— K :InvalidTargetType,

N7y bEATRT—hATOBE, T2z PO ML =D 81 FEISEA v # —Ix-0ss-
storage-classTREhE T,

NTy NRATNT—HAT T, VDAMNTERNYT Iy hEWTWBES. A7z DU R
N 7IREE(L. IOEA w & —[Zx-0ss-restorelZ &> TREhFET., </ br>

s DR MNTFTERNEEFESNBRODNEZA LTI N LEESG. 74 =L RIERENFEEA, </
br>

« YR NTPERNEEFE SN TEA LTV MLEWNES. IRSh $x-0ss-restore DB
ongoing-request = “true” T9, </br>

- DR MTERDNEEESh, BT LEHBE, IREh $x-oss-restoreDfElE, ngoing-
request = “false” . expiry-date = “Sun, 16 Apr 2017 08:12:33 GMT" T9, >
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1

)45 X bOFI:

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=

1) & —> Ofl:

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
x-o0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

GetObjectMeta

GetObjectMeta (&, N7y DA T O 29 FOERAZBRENET 5=HICFERShETMN. N7y b
DAVTFUVERLEFBA, AZBEWICIE, Etag, Size (774 LY A X ). &LV LastModified & FE
nEd,

)H IR MEX

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

AT
- GetObjectMeta ') 7 TR PAIESEN=1E. Y ATLMNOKAYE—CEIRLTHIS— Ay t—

CEIRLTH, AvtE—YANERENEEA,
- GetObjectMeta (&, ObjectMeta )7 TR hD/IRNT A -2 EIEET IHENHYES, IEELE
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W&, GetObjectd )V TR ME LTRSS ZET,

- T 7AUDNEELRWMES. Y AT AWK 404 Not FoundT 5 —%RLET,

- GetObjectMeta TIE/N\T vy NADFT O =2V FOERALBEROANIREN S 71-8. Header
Objectk YEEETY, H*4IERICIE. Etag. Size (774 ILHY A X ). &V LastModified A&
FhEd, ¥4 XiE. Content-length Ny 4 —DETHEENET,

-TTFANBATRVY YRV I )V OBE. YR v I U BROBROAMNIRENET,

7l

)H TR MO

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ + WwIfNmOFmgbrQO=

& DB

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

PutObjectACL

PutObjectACL

PutObjectACL (A T2z 9 b7V L RAEREZEST 5-HICFRALEY. BEA TV MTHERHATE
370 L AERIE. TI AN L. QHEFARY. NHERAEEODA4DTY, T ERAERERET
%(2(E, PutObjectACL )4 TR NT “x-oss-object-acl” Ny & —%FRALES, CORMEEERTTED
DENT Yy NA—=F—FEIFTT, BENBINT 5L, 200 NREWET, KT HL. WHTSHITT7—a—
ReETOVT M AYE—IMNIRENET,

) IR MNEVY
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PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ATy b ACL DES

B0 =HiiA

COACLIZ, 72z MAIERRY Y —XTH

1ENES 5CLERLES, COFTV Y bOFRAEY

e FLEEXAHREETTEIOE,. COF TV
9 NDA—F—EHTY,

ZOACLIZ, #7249 AT w5 (Z5AEL
YaJgei )y — R THDLHERLEST, COA
TV 19 POFGHARNY B LXVEETAHREEITTE

R ALY BOE. COFTTh hOF—F—EHTT,
FOMOAI—Y—(F AT Y bDFAEY
DHEFTTEET,
COACLIE, AT 29 MIXRT U w25
P =TARER Y —ATH B L ERLET. T«r
LIS DA—H—MRZOFTS x5 FOEHIY &0
ETAAEERTTEET.
COACLIEZ, 7Y x4y bRy MDFHEY
Fo 4Lk JEENDGAEWET DY) —ATHB L E

mLEY., 2FY, ATy hEFTU M
ECHEREFEET.

AR

-F TV Y NOFAHEYIREIZE. GetObject, HeadObject, CopyObject, & & U
UploadPartCopy BEICH T2V —RA TV =V NOFRARYDNEENET., 7709 hoEZE
IAFBIEIZ(X, PutObject, PostObject. AppendObject, DeleteObject,
DeleteMultipleObjects, CompleteMultipartUpload, 3 &1 CopyObject #{E(CH 1T DFrL L\ A
TV POETAAMNEENET,

- x-oss-object-acl (FRHAD 4 DDHERDNThAIIRET 2VENH Y FTT. FLLGMDIES.
OSS (& 400 Bad Request A v +—Y #IRL., I 5—3— R(&InvalidArgumentTd,

- PutObjectACL 2T 2 &. £ 7V x49 bD ACL ERETEETY., Tk, A7V FEEFIA
LERIZ, UZ IR Ay X —I[Z x-0ss-object-acl #ZHTAH TV 4 bD ACL 2B ETEE S
TEEY ., WRE PutObjectACL £LFL T, =& AL, PutObject YV TR bDAY X —I[T x-
oss-object-acl ARENTNWBFHE, 7TV 29 bOF7 v TO—REFICATO 5 bD ACL %58
ETEFET.

AT Y FOFRARYERNGWI YN OF TV MaTAMA S LT 5L, 0SS &
403 Forbidden A vy —U%RL. IT5—3— R(& AccessDenied 2% Y ET, ForshdrAv
7K & "You do not have read permission on this object” T,
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X TV FOEZFAHMERN G NI—HY-—NCOFTO /I bEEETALSLTDHL. 0SS &
403 Forbidden * v+ —Y#iRL. T5—3— KR(& AccessDenied 2R Y ET, Frshd ooy
7°ME “You do not have write permission on this object” TY,

- PutObjectACL ZFBL TNy NADF TP 29 MO ACLEZEETESDE., CONTy hOF
—F—FEFTY., Nry b —F =IO 1 - —H PutObjectACL #{FH 5L $5 L. OSS (&
403 Forbidden * v+ —Y#iRL. T5—3— R(& AccessDenied 2R YET, Frshd ooy
7°MNE “You do not have write acl permission on this object” TTY,

-F TV MACLENT Y M ACL &Y 3EREshFT. EAR. NTy b ACLAFERETH T
Sz MACLARERAEEDRE, 12— —2F TP ) MTIERTBEICE. £FoF
Tz MODACLAFzv I ShET, GRELT, TONTy MFERFENTY NTH-TH,
COFXTO ) MIEIRTOA—Y-—BT7HIRTEET, 77029 bO ACLARESHhTU
BRWBE. COFTOzV MOACLIEAT Yz MEESH TSN 7y bD ACL EFELIZ74
Y¥EY.,

7l

DR/ QL%

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

EH:

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetObjectACL

GetObjectACL (F/N\7 vy NADAT Y =25 hADT Y L AEREBUET 51=HIFHBLET.

)H IR MEX
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GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WHEDER

ERl i
ACL B OIS ERS N B3> TF —.
AccessControlList B.arvys—

#7/ — R: AccessControlPolicy

GetObjectACL DERERFI 90> TFH—%18
El/ia_o

B:avst—

R/ —RKL

N7y b —F—0OREI FRE. S OREIE/NYT
v hA—F—1ID LEL TY),

#J: string

#7 / — R: AccessControlPolicy.Owner

7oz 9 O ACLIEREZIEELET.

B HIEEFF

BRRE: private, public-read, public-read-
write

/- K
AccessControlPolicy.AccessControlList

Nry MF—F—01—%—1D,
ID BY: string
#/ — R: AccessControlPolicy.Owner

Ny NF—F—I28T 2 BROEFIFER S
22T —,

B avyt—

#7 / — R: AccessControlPolicy

AccessControlPolicy

DisplayName

Grant

Owner

R DT

- GetObjectACL 2L TNAY Y MDA TV 24 D ACL 2B TEZ DK, N7y A —F—
EHTY., N7y M —+—LIoM GetObjectACL U4 TR b &iX5L =184&(&. 403 Forbidden
AytE—UMRENES, TT7—3— Ri AccessDenied TF, REN D70V T ML “You
do not have read acl permission on this object” TY,

- GetObjectACL ) Y TR MEXELENA TP 24 bD ACL ARRESN TLVRWMER(E. OSS H
BIREND ObjectACL N T 7+ MZGYFET., Chik. COFTT ) bD ACLANT Y b
ACLLBEILTHB S LERLTVET, 2F Y. Ny hOT Y £ RERMNIFRFRDIBEEE DA
TOx) bOTIERERBIFARICHY . N7y DTV £ AERNAFHZASZE DIBEEFE O
T bOT Y EAERD RAFRAEEICHYET,
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1

)45 X bOFI:

GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>00220120222</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

PostObject

Post Object (£, HTML 7 # —L%FBAL T 7ML EIEEL ATy NZ7 vy 7a— R B=HICFERL
%9 . Post Object (& Put Object DRBEFERT. 779 Y—(CESWTT 71 LENry M7y T O—R
T&ZF3, Post Object ® A vt —Y AN (&, multipart/form-data #EAL TI>a—R&EhFE$, Put
Object BAETI(&, /XTA—=R—([EHTTP UV IR hAy X —THzEENET, Post Object #BETIX, /85
A—B—FAYE—VKRXIDT +— LT 14— RELTEREESNET.

Post object

)45 TR MEY
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POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length: ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168

Content-Disposition: form-data; name="submit"

Upload to OSS

--9431149156168--
T*+—LT4—ILE
E=L= 7L WIBRMNE S5 H
N7y MF—F—d Access
OSSAccessKeyld Key ID #3EEL %Y. =L
BY: 37
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policy

Signature

Cache-Control, Content-

Type. Content-Disposition,

Content-Encoding. Expires

file

T4 ME &L

B CoT+—LT4—ILR
&, Ny NTRAFGAEEMN
A ShTORMES, &
Policy (¥ 7=(& Signature) 7 +
— LT 4 =L RABESN TN
BIBEEWETT,

JDOIRANDT+—LT 14—
RoBMtEEIEEL £,
Policy 7#—L7 4 —JL EM
BEATLRWI S IR MIE
BUYIRKMNELTHRDODA, &
B AEENFIT S TULVBN
7y NIRRT EATEET
. BHAIZDOUVTIX, 5741 T
Post Policy] &L T 7=
=0y,

B =7

T4 ME L

Y. CoT+r—LT4—ILR
(. N7y NTRFEZHAEEH
FAEhTOWARNES., £EE&
OSSAccessKeyld (FE 7= (&
Signature) 7 # —L7 4 —JL
RABE S T\ BIEEFWE
TY,

Access Key Secret & Policy
TEOSWTEHESh EEER
EIEELFT., OSS TR, =
DEEBREFzvILT
Post Object J 4 TR b OB
MERIELE T, FACDONT
(&. 5.7.4.2 [Post Signature]
EBRBL TS,

BY: 7

FIAILME RL

& CDTH—LT 14 —ILR
(&, N7y b TRRRAEEA
AR SN TORMMES, FE
OSSAccessKeyld (FE7=(&
Policy) 7 #— L7 4 —JL KA
EBESh TN BIEEE>METT

REST UV IR Ay & —, &F
I D\TIE, Put Object ®
Ed HEESRL T2
Ly,

B =5

FTI4ILME &L

T77ALNFEEETFRNOVT
VYEEBELET. COT 14—
L RIZT +— LOREICIEET
PRENRHYEST., TITUY—
T Content-Type 7 71 JL
24 FITES W\ TEHEIZERE

96

LIz LB

Iz LB

T av



Object Storage Service

APL)Z 7L 2R

key

success_action_redirect

success_action_status

sh, 1—Y¥-RENLEEES
hEd, OSS TlF—EIC1D
DITF7AINDHET YT A—R
TEET,

B =5

TT7 4L ME L

T7yITA—RTBE3TFAILOF
Tz hREREELET,
TyITO—RTBd3T77414ILDRA
BIEA Ty bREELTER
TR ENH BIFHIE.
${filename} ZEEFRAL T
s FEZIE bjpg 77 AILE
7v 7A— KT BIHEHIC Key
T4 —=ILRN
Juser/a/${filename} IZ:8E =
hTlhdé, BRENGA TV
49 NI Juser/a/b.jpg 27 Y
T, T7AILBZIZNRINE
FATWBEGE, 77117
MNoNRREHRRLES, &4
(X. a/b/c/bjpg 7 7AINET
v’ O0— R BIGHE. 774
L& bjpg ZERALET, Key
74 —JLRM
/user/a/${filename} (I8 E =
hThde, REBNBRAT TV x
2 N&(E /user/a/bjpg 2% Y
ESCIR

Bl 351

TFTI7AILME &L

7y 7T O—RAEEICETEN
=IO SA4A T MR UEA L
7 hENhB URL £i5ELET
s ST H+—LT4—ILREIE
ELAWNEEE. RS B2ER
% success_action_status Tig
FELEY, 7yTro—Riz&k
BLAESEII—a— RAYR
Eh, 9747 MIED
URLIZHEDEA LY bENFE
A,

B =7

T4 ME L

success_action_redirect A\fg
ESNTOARWMBEEIZHENT,
BIRAD LS (7 v 7 O— RANIE
BICHEITShEICI 4T
MIRENDRAT—2AO—R
IEELET. BB
200, 201, B &V 204 (77
AL BRBHYFEST, ZDT 1
—JLR%& 200 F£1=(% 204 (258
ELEESE. E20T771)LE
XHT BDAT—2 X — RAIR
EhEYd, COT74—ILK%E
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X-0ss-meta-*

X-0ss-server-side-encryption

X-0ss-object-acl

X-0ss-security-token

JSBEAY & —
=

X-0ss-server-side-encryption

BENER

201 (ZE8EL =18&F. XML
TJ7A4I)E 201 RT—R R
—RAiRENET, DT«
— L REREELRWNMGS. £
(TN REICERE L IBE .
BT 7AINE 204 AT—4
Ad—RMNRENZET,

B =7

TI7FILNME BL

A—H—HAEEL 2 — A
REEIEEL T, OSS Tk
COEEFzvIEhT. E8
PEnEA,

Bl 351

FTI 4 ME &L

OSSIZ&-TATY x4 b
ER S B0 Y —\—EI DS
BH7ILITYXLEIEELET

B 75
B8 AES256

OSS[Z&->TAT Yz b
TEREShBBEDT 5 £ AHER%E
EBELET.

Bl =75

BR7&1E: public-read,
private, public-read-write

ZDT Yt R(ZSTSO—EERY%:
FFAAMFER SN BIBE(E. 2
I5H (ZSecurityTokenfEIZIEE
THIVENHYET., [EIFIC
. OSSAccessKeyld(d, R77IZ
75 - F=—REAY A AccessKeyld &
FRTIBERHYET, B
BETE. AR
AccessKeyldB& & —E&L TLY
ESEIN

B =5

TIAILME &L

SieA

T3

T av

FTTFoav

T av

1) T X b T x-oss-server-side-encryption %
EELEBEE. FRShEESH7 LT XA

ERT COANYZ—NISEICEFATT,

B =75
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Post Object ) ¥ TZX N DEREFEFET 5V T
FTEEELET.

B ayTr—

H 7/ — R: Bucket, ETag. Key. Location

Ny NEEEELET,
Bucket BY: 357
#7/ — R: PostResponse

ATV POERBAERENDIT YT 14T«
24 (ETag) #38EL 9. Post Object TIERL

ENEFTV Y bOBE, ETag B34 7Y =«

b MDSET, A7V hOavTUIN
TEENATNINE SN EERT S7=DIZFEAT
CEED

BY: 3575

#71/ — R: PostResponse

FEIERsh 47>y D URL 2i8EL
ESE

BY: =75

#/ — R: PostResponse

PostResponse

ETag

Location

FrAR AT

- Post Object #{F£E/TT 82X, N7y FOBZTAHMERNVBETY., N7y hTRHHRAEE
DTSN TNBRIEEK, BRBEREZ7y 70— RLANWKSITEBIRTEET., ThLWIOBEE
. Post Object HMFCER DRI ERITT DL EMNH Y ET. Put Object & (FE4 Y. Post
Object Tl& Access Key Secret #FAL TR Y —DEREHELFT. stEShEEBEXF%E
Signature 7 # — L7 4 =)L ROfEEL L TEALEY, OSS TlE, COEEF vy LTERNE
MEERAEL T,

- NNy NTRBIRASENTFI SN TSN E S IZEBFEA <. OSSAccessKeyld, Policy,
Signature D7 #—LT7 4 —LROWTIhNETYTA—RFTEE BYD2DDT +— LT 14—
LREHECRYET, BYD2O0T+—LT 14 —LREBELAWNEEEF. T7—a3—K
InvalidArgument ANIREhE T,

- Post Object #{ETIEET 97+ —LIa—T« V7 (& " multipart/form-data” T&H PHE
NHYEST, 2FY. Ny X —n Content-Type (& multipart/form-data; boundary=xxxxxx & (\
SHRIZT ZHEAHYES, ZT. boundary (FIBRIFFHITY,

-EXET A LD URLENT Y PO RAAVEIZT B ENTEEY. URLTH TV =4 MEIEE
TEREEHYEEA. DY, UL TR MFEPOST/HTTP/1.1 &4 Y. POST /ObjectName
HTTP/1.1 LEEiRT 5 LIETEEH A,

- K1) ¥ —Tlk, Post Object U4 TR MDD T #— LT 4 —IL ROBEWREEREELTT. 0SS TlE
CCORVY—IZHEDWTI IV IR bOBMEF v/ LET. VI IX MAENTH BI5EE
. I7—3— K AccessDenied NiREhET, RS —0BMEEF v v I BE. OSS TIEAY
V—NOEBER T+ —LT7 4 —LREFz vy ShELA,

-7 A—LERYY—(FUTF-8 TIYO— R BIBENHYFET., R —(& UTF-8 & Basebs
TIva—R&Eh7=JSON TH+X MTY,

-Post Object U4 TR MZ(&, BINDT7 +—LT7 4 =L REZHBENTEET, 0SS T, R
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Y —ICESWTID&I3BT+r—LT1—LROBMMEEF v I LET,

-Content-MD5 U TR hAy A —%T7 v FO0— R LEBEE. AXD Content-MD5 AEtEEh
T, @ENEILTHENESHDHERShETT, BQPI1BSIE. T7—2— KR InvalidDigest AR
hET,

-Post Object ) 7 TR MzAy 4 —BLF (L URLEZAES T TI\SIEE. 0SS TlEZhdD
BREFzv I ShEFLA,

- Put Object Y4 T X MZ x-0ss-meta- £\ T LT 4 v I AT WNF=T +—LT 1 —ILEKREF
NTWBIBEE., COT+—ALT 14 —I)LRFI—Y—A4R (x-0ss-meta-location 2 &) & L TKkbh
T, 1D20FTV ) ML TRBRONRT A= —EEEERET D LETEETTA, IRT
DA—HP— A2 DAY A XL 8KBIUTIZT 2HBENHYET,

- Post Object Y4 TR DANLEDES(E 5GB FTTY, 77/ LY A ANAKETERIEER
. I5—3a— K EntityToolarge MiREhF T,

- x-0ss-server-side-encryption Ny ¥ —&igEL YV IR MET7 v TO—RTBIHFES. SO~y
F—OfE(F AES256 [CRET DBENH Y EFT. TALINIRELIHEE, 400 Ay -V LT
Z—a— R InvalidEncryptionAlgorithmError 2R EhET, COANY X—FIBET D L. BN
IYE—ICHIDANYZ—DBFEN, Py TA—RShEATO ) FOBEHT LT ) TLNRE
nET, COFTOz/ DT O-REIFCH, WEANY X -2, ENCOF T 9 b OBE
EW7 LT XLIZEBEEHN TS x-oss-server-side-encryption A& ENET,

- T+ — LT 4 — L RTRERANLFNFEXFShEBAL, ZOETEXBIEIET,

1

V9 IR hOFl:

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"

metadata

100



Object Storage Service APL)Z 7L VR

--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

WEBI:

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

Post Object ) TR h® policy 7+ —LT7 4 —ILRi&, VI IXNOEMEERIET 2=OICFRALEYS
o R —(&, UTF-8 & Base64 TI>d— R&Eh7= JSON T+ X h T, Post Object ) TR bV
TNEARDHIEMERLET, post 7+ —LT 4 —ILRiF. NERAZENHFTSATNEINT Y NET Y
TO—REBEREF T aVTIN, SOT+—ALT1—)LREFREL T Post Object ) - TR b ZEHIFR
TEHLEECPEIDLET,

RS —nf

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]
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}

Post Object ) ¥ TR hTl&, R —I< expiration & conditions 2 2UNENH Y ET,

expiration

expiration Tl&, ISO8601 GMT TER&EN B R > —OBMEREZIEELEFT. =L AL, " 2014-12-
01T12:00:00.000Z" (&, Post Object Y~ TX h% 20145 12 B 1 H 12:00 & YRIISEST 2HENH D
CLEEKRLET.

conditions

conditions (&, Post Object U/ TA DT +—AL7T 1« —IL ROBMBEEIEES 2EM) A MTT, =
TH+—LT7 14— RDOER OSS TRIVY—MNFzyv)shiz@IIERHSNET., LEN->T, RUY—T
RESN TS T+ —LT 14 =)L ROBNGEE. RFEBIOT +—LT7 14— ROELFELTY, EAE
. key 7+ — L7 14 —I)L KA user/userl/${filename} (ZEREEATH Y. I—HF—DT 71/ LEM atxt T
H 5L, Post Object ) TR hd policy 7+#—ALT 1« —ILR%E

[ "eq” )" $key” " $key” ,” user/userl/a.txt] T(&Z< [ “eq” ,” $key” ,” user/userl/\${filename}" ]
[CRRET DUENHYET, RV —THR— S TOIEEFLROERITTRLET,

=T i

7y TO—RETBT7AILDOBRAEBH A XL
INFRYA XEIBELET., COKRMETE

content-length-range content-length-range & O—EE— RAHR—

NRCY (O S
Cache-Control, Content-Type, Content- HTTP U IR hAv A —, ZOFRGTEITE—
Disposition, Content-Encoding. Expires BME—REFI/F—HE— RO R—FEhFET,
Ty ITA—REIT7AILDOFT =0 MEEIG
key ELFTT. CORETERE—HE— REFTH

—HE— MY R—bEShFT,

7y 70— RREEICKITSNERICI 4T
AU ALY bEND URL i 8ELEFT, =
DEMTIFTZE—HE— REFIA—E— RAY
R—rENFET,

success_action_redirect NfEE =N TULVE (VG
BIZHNWT, 7y 7TO—RAREEICETENE

success_action_status [CIRENDRAT—RRAI—REIEELET., =
DEHTRTE—HE— REFIH—BE— KA
R—=—bENZET,

A—H-—AELEI—HY A2 EEELET,
X-0ss-meta-* COEMTEZE—HE— REFITA—HE— RN
HR—FEFET,

success_action_redirect

Post Object U TR MZZ DD T + —LT 1 —IL RAZFEN TN DRIESE. TOBMDOT +—LT 1 —
IWRERD) Y —OEMICEINTEET, OSS TIE, FHICEFNTORNWT +—LT 4 —IL ROBMMEEF
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vy EhFEEA,

FHEO—HE-—F
SpO—BE— K 5108

T+—LT7 4 =) ROELAFETES SN TS

BELZLICEALTHIVENDYET, LA
7e HREEIK. &E%E { "key” : "a" } F&

[ "eq” , "$key” , "a" 1T B2HENAHYET

T+—ALT 14— ROEOKENEELZETH
ZREMRHYET, 2L A key DIEDILEN

BI— /user/userl TRITIELEDBEWERE. &%
[ “starts-with” , “$key” , “/user/userl” ] I(Z
TEIVERHYET,

Ty ITO—RTERIT 714 ILOERYTA XLEHEN
YA XEIBELET, EAE 771 ILOEA

BELEZ 7ML X YA ZIMN1 ~ 10 N1 bOBEEF. FiFE
[ “content-length-range” , 1, 10] (T3 2 HEM
HYEY.
IRT—TNF

Post Object Y4 TR b® policy 7+ —ALT 4 —IL RTI&, BEERT=HICS EFALES, LizA-T
.S ERCRT BICIITIRT —TXNFN\S £EBTIVENH Y ETY. Tz, JSON XFFO—FBOLFE TR
r—7&EhF9$, Post Object )& TR hd policy 7 #—LA7 4 —)L R®D JSON XFFIRDXFERDEIZ

R~LET,
IRT—TXF 7L
V ATvy¥va
\ NYYRXTyva
\” —E5|AfF
\$ RILEES
\b AR—R
\f BR—=Y
\n BT
\r Frluwoa—v
\t KFELT
\UXXXX Unicode X=¢
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Post Signature

Post Object ) 7 T X NDRREED =8 (21X, HTML 7 + —AIZ policy & signature S 2 VEABH Y ET
. policy Tl&, UJ IR M THB SN BELIEEL FT. signature Z25tEHT 2 -DOFIETRODEHY T

ER

1.UTF-8 TIva—R&hi=RRYU v —&{ERLET.

2.CMARYY—% Base64d TIVO—RLFEYT, Tva—T1 VT OERMN policy 7+—LT 14—
L ROMEICHEY, COENERT IXFFE L THERSIET.

3. AccessKeySecretZ L T OXFHIBE LTI, BRAXE. ~Nv 4 —DEROFHER XL
FELCTY. 2FY. BRTBIXFIE policy T+—LT 4 —ILRICETRZAFET., sFHllE ~Av X
—~DEZDBEMNE CEL S,

H> 7 )L Demo

-web T4 —LT A4 —ILREMAS OSSITNRTA—LEZBTTE: CT&2V Vv I LTLES,

>
m Y WASYRY,

=Ny EETTRITE BETEII-ANY I NRTA-2ZOSSICEEENEERISHMIT ST
¥, WEI—LANyv S EHR—bF BAPIZIL, PutObject. PostObject, CompleteMultipartUpload#: &
rHYFET,

A=Y I NRFTA-BZIEET D

=Ny I NRFTA—R(F, Base6dTLY 31— RENIJSONXFH TR A TNET, BRka—IN\y
44 —/\—URL ( callbackUrl ) £a—IIL/ Ny 5 3> F > (callbackBody ) 2I8ET 2 ENEETY,
HH7RISONT 4 =L RIFRDEBY TT,

J4—)LR =

-7 T7AAAERICT Yy TA—
Rehd&, OSSIEZDURLIC
D—INy VBREXELET
o« WOIRXMAY Y R
POSTT. bodylx
callbackBodyIZ3§E Eh =
callbackUrl ST, BT,
Z OURLAY [HTTP /1.1 200
OK] [2I5&T 2 HENDH 515
a. LARY ZAKRZILISONF
XThFhEARSS. LARY
ANy A —Content-Length(&
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callbackHost

callbackBody

callbackBodyType

BWRET, 3MBEEZAE
MENHYFT,

- COMBEEERAT AL, 1
Y—& [;] TXPW5h500
URLERETEE YT, RAINDIE
BRISENREN S FE T,
OSSIFEXRE1DFDIX[FELF
7.

- URLASERE SN TULVR A,
BEANUllDIFE., a—IL\v s
BENRWNERGRENTET,

- HTTPSAHYR— bR TIVE
7.
- FERENFHNIEL (AU Eh
BEDICTBIZIE,
callbackUrl#T>a— k33
VENHYFET, ERE
http://example.com/Chinese.
php?key=value&Chinese
Name=Chinese Value%
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&%E4%B8%AD%E6%96
%87 %E5%90%8D%E7%A7 %
BO=%E4%B8%AD%E6%96%8
7%E5%80%BCOD & 5 (25 L
ERP

- =Ny Y EKERIRT
HODRR My &—(E,
callbackUrInNzs&E =N TL\B
BeICOHEWNTT,

- callbackHostA 8 E =N T LN
MBS, callbackUrld
URLARR S h., BRRIBICHERL
Ehf=7R R Ml&callbackHostIZ
ANBDEhFET,

- ANy AR E iz L
ZEDYYIRAMKXDE, =&
Z&E. key = $ (key) &etag
=$ (etag) &my_var =
$(x:my_var),

- OSSY R T LAH, hAR LA
TH. BLUEHEYR—HPL
FY. FR—bSshTHEVR
TLAEHIZDOWTIE, LIFOFE
THEALET., hR 2 LETEHIT
. PutObject&
CompleteMultipartoa—JL
Ny Y -varlZ L BEEICEL>T
YR—bE=hTWET, Post
ObjectiBETIx, BLTHIELT
*—ALT 14— RENLTEE
=h¥ET.

-BAE O =L/ y HEEK

MContent-Type, CHulEk,
application/x-www-form-
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urlencoded &
application/jsonzH#AR— kL
. BIEFT T4+ METY,

- Content-Type/®
application/x-www-form-
urlencoded(ZFRE=N T\ D
5. callbackBodymZTEi
URLI>a— REhi-fElcEE
¥z bhET., Content-
Typentapplication/json(ZE&5E
SNTNBIFEE. ShibDZEH
(ZISONFZHI<E> TEEIRZ
phET,

JSONOXZFDFIFRDEHY T,

{

"callbackUrl":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",
"callbackBodyType":"application/json”

}

{

"callbackUrl":"121.43.113.8:23456/index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m
y_var=${x:my_var}"

}

S Z T, callbackBody(RRETE 2V AT LARHICIE, RDHDOHRHYTY., BIFRIICIE, imagelnfoldE
B7+—<v MNATY, FEGHROBEEEANEEICL TLEE,

¥ AT LIEH 1S
bucket AN
object 7oy b
774 ) Detag. 1—H—(TRENf-etagT 1
etag s
—JLR
70z bOYAX
size CompleteMultipartUpload#{Eh, ChlEA4 T

Sy hRIKOYA ZTT,
) —RBA T, jpegf A=Y DOIFE. JVU—2

mimeType 24 F(&image/jpeg T,
imagelnfo.height HEOEE

imagelnfo.width ERDIE

imagelnfo.format JjpgPpngE EDEIRT #—< v b
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HRABZLINT A=A

callback-var/X5 A —2 #FEAL THRE L/INTA—R IR TEET,

AABRLIRTA—RE, F—EOTYTTE, Y TITRHBLRENRTA—RERETCEETT, POSTa—ILN\y
DERERBRTDEE, OSSIECHOD/NRTA—AEFRROEI Y a3V THELEVATANRTA—42 %
POSTERDAKIZANET T, ChiITkY, O—INYIZEENCAODNRTA—R EFHEICEETES &
SIThYET,

A=Y I NRSA—BOERERUTETCHRR LIRT A—REBRTEFTT, HAZLNRTA-ZIL,
JSONFER TIEET 2 L TEE T, JSONXFFE, TRTOARRZLNRFA—2OF—BEEZLYY T
TY, HRALNRTA—ADOF—(E, x: TBFEY ., INFICTHIHERHYET, 200HRAL/INTA—
Ax:varlex : varERET IVEMNH Y. 20D/ T A =2 DENEFNEhvaluelLvalue2TH % & IRE
5L, BREINDISONEHITRO LS THYFETS,

{
"x:varl":"valuel",
"x:var2":"Value2"

}

A=Ay H ) H TR NEERT B

callbackd & Wcallback-var/X 5 A —a ABEREN=E. 3DDEETNRTA—RE0SSITEETEET, O
=Ny G RTA—=5(FWET, callback-varXT A =R (FH T 30T, BRABLNRTA—REHZELR
WBS (L. callback-var7 « —JL REBINT 2 EEH Y T A. BIEC3DOFEZLUTOBEY TH 3.

-URLIZ/AS A -2 %553,

SANYRITNRTA—REZEDD,

-7 A —LT 14— REFRAL T, POSTEKRDOAKIZ/NNT A—8 —%4HHMAL, POSTEEHL TH
TOxH MEFTyTO—RIBBHICOHF, COAYV Y REFHLTI-ANRyINRTA—4 %8
ETEET.

3DOBERFBINGETT ., ThLSbDIBE. OSSiEInvalidArgumentT 5 —%iIRL £ 9,

OSSERICNRT A—2 EEH B (2. B=¥)IZBase6dZFAHL TLTHEEL JSONMFFET Y a— KL,
LURICERBET 2 AV v REFERL TYFHEOSSERICEZH INENH Y FT,

-URLIZRZA—=42%28H B2, URL/XTA—%2 & LT ‘callback = [CallBack]" F7=(&
‘callback-var = [CallBackVar]' ZERALTU I IR MNEHISEEFLET, BEED
CanonicalizedResourceztE & h % &, callbackZE =(Fcallback-varit\ 7 1)y —X & L TEES
hEY,

SAYRIINRTA—REEZDBIZIEL.  'x-oss-callback = [CallBack]’ F7=I& ‘x-oss-callback-var
= [CallBackVar] ZBEICERALTY I I A MELEHITEFLET, CanonicalizedOSSHeaders of
the signaturep\stE =t % &, x-oss-callback-var& x-oss-callbackmEEBE=hx 3., LLTICHZE
~LET,
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PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3Zhcil6ImZvciljYWxsYmFjayl0ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFja0JvZHkiOiJidWNrzZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llIVHIwWZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1hZ2VIbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VIbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl14:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
ST LT A—LT =L REFRAL TI—ANY I /R A—R EHIANCHENGH 515,
POSTAFERHL CA TS I M7 v THO—RFTBEZIC, O—INYINRTA-—AZEHDIOMN
DLIEMTT., LUTofESRRL TS,

--9431149156168

Content-Disposition: form-data; name="callback”

eyljYWxsYmFjalVybCI6LEwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay 5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4ONRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

HRARLINTA—ANBHDRIEES. 7+ —LT 14—l RiZcallback-var/XS A —2 #EESHILIFTEEE
Ao BN LETA—LT4—ILREFERAL TEARZ LNRTA—ZEZHPANCVERH Y FT, =& AR,
HRBALINT A—Z DISONA :

{
"x:varl":"valuel",
"x:var2":"value2"

}

POSTUS IR MDT #—LT 4= RIE MROLSIZTBIHENHYET,

--9431149156168
Content-Disposition: form-data; name="callback"

eyJjYWxsYmFjalVybCI6IEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4OnRhYmxIfSISImMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
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Content-Disposition: form-data; name="x:varl"
valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"

value2

B, RV —(C2a—INy I EZEEZBINTEET (T—INYIRBIMENATOANESK. Z0/35
A—ATT7yv 70— RBEEIEITENATFEA ). BIZE:

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6LEwLJEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEuMTY2LjMwliwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFjaOJvZHIUeXBIIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS1lcmxIbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

-y Y ERERAT D

T7AILNERICT Yy TAO— RENEIES., OSSIHEPOSTAY v REFEHBL T, -y RFA—4RLD
—HF—DEKRODAHRE L/XT A—4& (callback-var/XT A—52 ) IZEDWTTZ IV —> 3 o —N—(2HE
DAVTUVEEELET.

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-
test&object=test.txt&etag=D8E8FCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

O—=\y ) DERERT

FEZE TV —Y 3 v —N—ROGBERERLET,

HTTP/1.0 200 OK
Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
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Content-Type: application/json
Content-Length: 9

(2"}
7y rO— REREIRT

QAVTIYINT ATV MR EERET,

>

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-o0ss-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548

{"a""b"}

CompleteMultipartUpload ED ) 7 TR bDIFE. IREhEV I TR MKRXIZEaAY T IYNERET ST
LITFRLTLESW (FE2E XMIEROBHR ). 7y I7A—Ra—LANy VEBEEFERTS L. TD
AXORBHRAEEEShITT (H: "a" : "b" ). CHhEFABEBICEEBL T EE,

O—=IL/\y HBE

=Ny I RTA—ERFESND L, OSSIE, —HF—MEREL f=callbackUrl[z&ED3(\T, POSTa—
Iy G BREA—Y—OF7 TV r—Y a3 oY —N—TFELET, ANV I EREZSLEE. 77
r—3 3o —"\RNa—IN\y JERMNOSSIZCL > THIBEN T\ DA E SHEERT DIBEEEE. a—L
Ny JERIZV T A F v EZHTOSSIDEERTEET.

BREEWTD

BLZ(FOSSAITHREL . RSA Asymmetric EncryptionZ{FAHL TEZShET. RO LS ICHEEEFAL
TEBLRBSHTEET,

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n’ + body, md5))

#iBA : private_key(d, OSSICOHHLNT\SWERERLETT., NRFE I—ANvIEKRDY Y —ANX
AERLET, query stringldy TUNFHERLET., A&, I—INv I DAY E—VANXERLE
¥, LEn>T, BREUTORTY FI2RYET,

-BRIDBINFHIERETS : VY —ANRZXOURLATO—REh, #IHIV TIXFH. £+ P
Na—2, BLOI—INY I Ay tE—IVARNIZE> TEMShET,
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-RSAER : EREFEAL TENOXFFICER LTS, E]O/N\y ¥ 1BHEMD5TY,
- Baseb4 AL T, BER(ETOEREI VI — FLTRENLGEZENELFT., EEE1—IN
YV BERDFERANY T—TANTT,

LTIplErLET.

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

/XA (& / index.php. query_string(& ?id = 1&index = 2T#% Y. A& bucket = yonghu-testTH Y. &
LR BREER (EkKQeGTRccDKYHB3HIVF + xXYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQGOG2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==TY,

=EREREET S

B, BEEOEOTOLATY, BEQET7Z IV yF—yarvd—N—(TLoTHEFEh, 7O0ER(FR
DESITHYET,

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

T4 —ILR(E, BRWBEFICRASNEZDEFELEKREFSET. publickeyld, NFEERLET, A
. O=INYIANyE—DEZERLET, BEROWRIEE, ROFIETHERSNET.

- A=y Y EROxX-0ss-pub-key-urlny & —I(Z (&, Baseb4 TI Y J— R Sh=ARHEDURLA
BMEhES, ROLSIZ, Ny X —%BasebdTTa— KL TAFBEEET 20 ENH Y T,

public_key = urlopen(base64_decode(Value of the x-oss-pub-key-url header))

x-0ss-pub-key-url~ v & DOf&ElEhttp : //gosspublic.alicdn.com/%>https : //gosspublic.alicdn.com/TiaE
BRI ERL AN EITERL TEESOWARHENOSSIC &> THEERICIRMEN D LSICLET.

-Baseb4 TTFO— REh=BFEBEL T,

signature = base64_decode(Value of the authorization header)
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-BRTOERATHALEOERBILFET. BT AINESNFEVELET.

sign_str = url_decode(path) + query_string + "\n’ + body

-EREWARLET

result = rsa_verify(public_key, md5(sign_str), signature)

Lo FILEFELTHERLES,

- NFEOURLEEUEL 9,
aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ
==%Baseb4http : // gosspublic.alicdn.com / callback_pub_key vl.pem TG L £T.

- BEA v A kKQeGTRccDKYHB3HIVF + xXYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQGO0G2SU /
RaHBovRCES8OkQDjC3uG33esH2txA ==(&, Baseb4 TTa1— REhFE T (TI— REREERE
. RRCERVWNFITHI-HOFRRCTEFHEA) .

- BENFH, url_decode ( “index.php” )+ “?id = 1&index =2" + “bucket = yonghu-
test” ZEBELE9. RIC. MD5Fz vV &#HTLET,

-BRERERLEY.

FIVr—yary—nR—ofl

Python(&, 77U —Y a v —N—NEBGERGLT 5HEERT=HOHE L THERSATOES, 0
BTk, M2CryptoZ 4 T3 )V EA VA M=ILTRLERHYET,

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket. AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return ""

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return
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def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : " + pub_key_url

print 'Get pub key failed!"
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n" + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return
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#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', ‘application/json")
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init__(self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if' _main_'==_name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

OB CRESATNRZT T 7=y a v —N—F ROLBYTT,

JavaN—o 3 >
Ao —R7RLR ZCEID)YY
-ETEE Ny r—UEERML. java -jar oss-callback-server-demo.jar 9000 =T L £
(9000 AR— pEST, BEICSL THEETEEY)

PHPO/NN— 53>

SRy n0—R7RLR ZCEIYvY

-EITHE 7O 5 LEApachelRIEICT I’ O4 LET. PHPSENEHIE. BEA L DHhDA
YAERBTAILIEKEFELTNWR I LEZRELET. COfZSRL T, BoOREZZET D
CEMTEET,

Python/N\—Y 3> ¢

Aoy O—RF7PRLR 2RI YUY
-ETEE Ny —Y &REBL. python callback_app_server.pyZEHiEETLEY, coTay
T LEFETTAICE. RAMKFEBEZEZA VA M—LTI2BENHYET.

C#DON— 3

-&yO0—RF7PRLR:Z2ES9 vy

-ETEE Ny —UEfEEL. READMEMdEZZEREL TLEELY,
GoNnN—I3v

A O—RFZRLR:ZCEYYwH
SETAE Ny —UEREL. READMEMdESRBL TS,
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Ruby/N—o 3>

-A O0—R7RLR:ZZE VYUY
- 17757% : ruby aliyun_oss_callback_server.rb

FBl e

- NI ANy 585 A—R Ff(Fcallback-var/$ 5 A — 2 NENARESF. T5—a3—R
“InvalidArgument” & & 324005 —MIRESNE S, ENERRERDEEY TY,

- PutObject ( ) & & UCompleteMultipartUpload ( ) 1 > % 7 £ —X Tl&, callback ( x-oss-
callback ) F7=(Zcallback-var ( x-oss-callback-var ) /X5 A =2 NURLE LUy X —T 4 —)L K
CEFICADEShTT,

- callbackZFE 7=z (&callback-var/X 5 A =42 NEFEEF (5KBLALE ) , PostObject () (&callback-
var/RZ A= OD T OFROTRIZEEST. LLTOBEHRKTYT,

- callbackZ 7= (Zcallback-varh‘'Base64 TI > O — R &N T VALY

- Base64MT a1 — Ri&. callback® 7=(callback-var/t5 A — 2 AERRISONFER TIRH Y £ A

- callback/S 5 A — 4 DfFRIE. callbackUrlZ 4 —JL RIZ5DLAEDURLAZ TN TIVS A, F(E

URLOANAR— MDNESNTY (7= & Z(E{" callbackUrl " : " 10.101.166.30:test ", " callbackBody

" " test "))

callback/X 35 A — 4% OfFR{E. callbackBody” « —/L REZEHTY .

callback/X 5 A —% OfERIE. callbackBodyType” 1« —JL RD{E(E, “application/x-www-

form-urlencoded” F7=(& "application/json” T3,

callback-var/X 5 A —% OfFR{E. callbackBody” 4 — L RIC(FENGHLOTHAZENTUNE

3. BaaklE $ {varj T,

callback-var/X 5 A —4fER1E. T+—< v MIFFSNBISONT +—< v b TIEHY EFELA, F

BEndElrnossY T, {"x:varl": "valuel", "x:var2": "value2 ".}

callbackkB ¢ 5 & . Y AT AIK203T5—%IRL. T5—a— K “CallbackFailed” ZiRL %9

o A=ANYIOKME, TTVr—> av—N"—Ra—ANy I BREZFEFELTLWANI LE

BRI 2DOTEARL, OSSAFHENZD—INy I EEEZEL AN > EERLET (L

ZE TTIV—= 3o —NR—h5ORBEEISONFEH TEHYFEA )., =BIC. COBSE

TIZ, Z7AIZIERICOSSIC 7y T O—REhTHET,

-7 TV —=2 3 v —N=Hmb0SSITIRENDIGEIZ(E, Content-LengthAy X —MNEFh T\
FhEHD S, AXDOY A X (L1 MBEBA D LFTEERA.

Put Symlink

Puty ARU v )20k Y oRY v )2 EERT 2 =OICERShET,
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YJ IR MBX

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-oss-symlink-target: TargetObjectName

DO IR MAY ST —

E=Le Bl
SRV IPERT SR -y b T 7 A
LVERLET,

x-oss-symlink-target 24 7 : string
BWAME  dBRAIEA TP - bomERAl &
ELTY,

R DT

1. ObjectNameMi5& & [EHE(IC. TargetObjectNameldURLT Y O — REhFE T,
2.V VARVY IO DR=TFY N TTFANBATE, YR I DU IITTELETELTEA

BV URY I )T EERT % & E(,
A=Y N TTFALUNFET ENESINEF v LA,
-WROTFANEA THREINE SHEF v I LA,
-B=TYRNTFANANDT I EREFzv I LBOTLEEL, BIROF v (&,
GetObjecti® 2 —4'y KT 744 ILDAPLZT /£ R T 2VENH D ETITOILEEA.

4. BMT 2774 AT TITEEL, 77ALT 0 L REERE > TWRIES. FHiL GBIMEhET 7
AILVEEEOT 7ALELEEEL, Y XATAFK200 OKERLET.

5. PutSymlinkZEK (32585 |#ix-0ss-meta-AMF W TN BIFHR. NTA—R(EI—H—AK L L TH
bhET (] : x-oss-meta-location) , 1DDA TV =4 MIIEHDORIKD /AT A—F ERET
EETHN, IRNTOA—HF—AZDEFHY A XEBKBEBADZ LETEEEA,

6. N7y NAATRT—HATDHBE. COAVE—T A REFVCHTCLETEEBA. THEL
SMDIBEE, TT7—a3— R “OperationNotSupported” & & £ 5 —4000NIRENE T,

7l

Do TR M :

PUT /link-to-oss?symlink HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Cache-control: no-cache
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Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

)& —f :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

Get Symlink

YRy Iy OREE

YURY v )y OBYSEERE. RAMYERNBERY VR Y v )V ZRES 2 =HCERSAE
ER

ERDEIL

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

LARYZAAY S

=] 2L

SRV OPMELRT A=y bT T A
x-0ss-symlink-target I,

B4 T XFF

FHA DT
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1L.YYRYv I ) oRFELRWNES. ¥ AT AX404 Not FoundI5—%#iRLEFd., IT5—2
— K : NoSuchKey,

7l

DY ITZ M-

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

)& —>f:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"

7Yz MOETT

7o) bofET

T—=HATRATOFXTO 29 MeGmAHRB I, ERBIEEERTL T V—N—(CFT V) bEERE
BFY., £ 70V bDa A THStandardEx = (FIADIES &, Restoref VA2 7z —RAEZFVOHEHRIVEL
ey,

VA NTEERIBO 7 —hA TENEF TV ) PORBEET O X ZLATITRLET,

LT7=AATEATDATO 27 MEL BHIST—hATshFET,

2. BTERNREIREh D L. —N—BFF TV ) bOETERKBLET.

BHY—N—DETATTTIE, 7TV METEh, 7TV 27 MEGRHAWNDICEMNTEEYT

4. BEORREE, TT7 4L MTEIHESGE. RATRETERTEEY. BRI/ INERE, 74
Tz NFBURT7—hATEnFT,
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T—NATENEFTO o) MWL TETRIFERTI L. T—2BBaXMEELET, BEL
(FEECETTENTWB T —hATFHT O =/ ML THIOETEREZRIAL TH. ThULOT—4EUE
JXMEFEELTEA,

YJ IR MEBX

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA T

1. B#ISAHTY 24 hDRestoref V27 2 —ANMUOHENEIEE, ¥ AT AK202E2IRLET.

22 YARNTA A =T 2 —ZARFCHEN, YR MTAT TITETHT, 1 V42 —7 2 —ZAHN2ER
CHETHEIEBS., YATAKIZ—3—F "RestoreAlreadyInProgress” %R L T409%iR
LET. ChiE —"—nURMT7EFEERITLTRY., TT7ETRATIEEF L2 TAER
YELA.

3.Restoref v &4 —T7 1 —ANFUHEN, VA NTPHATTLEE, 41 V8 —7 1 —ZAHBEFVCH
shdé., YATARF200%ERL, &> O0— RATREREX1IE (&RA7H ) ERSIFT,

44TV 2y MFELBWNMES. Y AT AR4A04ERLET,

5.7—AATRATTRBENAT D = MMXFL TETEKRAHIBSh=IEEG. T5—3—K
“OperationNotSupported” & & (2T 5 —4000NIRENFE T,

Bl

BYICBRRE=hE=UZX N7 YUHSIX NOF

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

RY{EDH

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

DR MPHRFTLTWVARWE ZICHEBERTHEAEZY S TX ~ofl
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POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

BRYEOHI

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyInProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008 </Requestld>
<Hostld>10.101.200.203 </Hostld >

</Error>

YA MTHRET LEEECBEFTHEAEZY I IR FoF)

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:.u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

RYEnf
HTTP/1.1 200 Ok
Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0
Connection: keep-alive

Server: AliyunOSS
x-oss-request-id: 5374A2880232A65C23002D74

TILFNR— MNPy TrO— REME

TILFNR—K NPy TFO— ROWPE
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TILFNR—RNFyvTFO— ROWE

OSS T 74 0NE7yv7TA—RYBICIE, PUTObject 1 B2 —T =24 ADEMN, ILFNR—=r 7 v 7O
—RE—REFHTZCLEETEEFS, VILFA— 7y 70— RE—REZFERHTEZVF)FOHAZELT
ISRLET (ChABRTARTTEHY FEA),

-TL—=O9RA VN Ty TO—-REYR- N IUEND DIES

-7y 7O—REEZT7AILDOY A XA 100 MB A TL\BIHH

-2y D=9 OFREHNEL, OSS Y—N—L OFGHIEZICTINT S B18E
-7FANLETyTO—-RTBEIC, 7710V A REFETEAWES

InitiateMultipartUpload

Initiate Multipart Upload

T—REILFN— 7y TFA— RE— NTEIEXT HEIIC. Initiate Multipart Upload 1 >4 —7 214 X%
FOHL T, YALFAR=rTyvTA—RA XY NERIAT 5 &5 (< OSS (SBHT 2HENHY £,
Initiate Multipart Upload 1 2 =7 =4 Rl&, CORILFNR—=R N7y TO—RARY NEFFET B=HIC
OSS H—N—[C&>TIER SNz O —NLIc—BAHB 7y 70— RID #RLEF., cOIDICEIN\T, <
LFNR=R Ty 70— ROFUEPTLFA— Ty T7O0—- ROBESAEL DRMFERIATEET,

4o IR MEXZ

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

DOITAMNFTA=2—

RILFNR— "7y TO— RE—REPEIMLT D & =, encoding-type/S5 A—42 —%FBHL TREND I
O— RF:—%I8ERETY,

2a0 7L
encoding-type ReshdIva—R¥—%iEELFY. BE
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APL)Z 7L 2R

DO IR MAY A —

AT

Cache-Control

Content-Disposition

Content-Encoding

Expires

X-0ss-server-side-encryption

SEDEE

AT

=]

Bucket

InitiateMultipartUploadResult

122

URLZ>a—ROHAYR—MLET, F—(XUTF-
8DIva—REHRALZET.

B =5

T4 ME L

F 7> a3 VM&E: url

Bl

FToH MAEY Y O— RENBED Web R
—OnXF vy aB8EEIBELET T, FHAICOL
Tk, [RFC2616] &ML TS0,

B 75

FI+I)ILNME BL

Tz ME T O—-—RENBIBEOAFTO =
9 NOBRIEIBELE T, FAICONTIE, T
RFC2616] #&MEL T 21y,

Bl =51

FIAILME BL

Tz MRE O O—RENBBEOaV T
YOIYa—T4 I EREIEELET. F4IC
DU\ Tl&, [RFC2616] #S8fEL TLZE0N,
B =5

FIAILME BL

BYHEBRE = URETIEEL 9. sF4HIC DL
Tl&. [RFC2616)] #&HBEL T Z=1,

7Y B

T4+ ME &L

COFXTO I MOBENR—MDOT7 v TO—RIZE
By 28— N"—fIoEELX7ILIT) XLEIEEL
F9, OSS (&, 7y7FO—REhEEN—hE
H—N—BOEBEIZED\TERMLET,

B =75

B2 E: AES256

Bl

RILFNR—=KNT7yTO—RARY NERIAL N
7y b DER.

BY: 3575

#7 / — R: InitiateMultipartUploadResult

Initiate Multipart Upload U % T X b Q&R OIE
MFER<NDa>TTH—,

B ayTir—

H# 7 / — R: Bucket, Key. Uploadld

|/ — Rl
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RILVFNR=K Ty TA—RARY NERIAL A
< 7YY FOREREL
4 B UF5)
## / — R: InitiateMultipartUploadResult
RLFNR=FT7yvTO—RARY FO—ED
ID,
Uploadld B 7=
#7 / — R: InitiateMultipartUploadResult
RIGRICTVa—RaAT&BELEY., VY
IR0, Iva—Raq4 THEEShIGS
EncodingType . Iva—RshfiF—MNRShET,
BY: =75
## / — R: Container

FrA DT

- COEMEEFEAL CTRAEE ETE T 1841k, “ ?uploads” % “CanonicalizedResource” ([
EmMy suENHYET.

- Initiate Multipart Upload ') ¥ TR b Tl&, #Z#) HTTP 1) ¥ TR b~ v & — Cache-Control,
Content-Disposition, Content-Encoding, Content-Type. Expires &, " x-oss-meta- “ & (©
STLT 49y APMFW A —FEROAY X —NYR—FENTWET, ChoDAYT—0
BARMAERIC DO TE, [PUT Object] 1 >4 —T7 x4 RESHBL TS,

- Initiate Multipart Upload 'J ¥ TR b (&, BLEBRIOBEFOA TV 0 MIFEELEFHA,

- Initiate Multipart Upload V7 TR hEZET 5 L. —1"\—(F U I I X AN E XML FZH TR
LEF., YU TR MKRXIZIX Bucket, Key, UploadlD @ 3 DNEEAHYET, TDEDTILF
/X— MBED =8 [ UploadID #:28#L THUVTL XL,

- Initiate Multipart Upload ) ¥ T X k T x-oss-server-side-encryption N v X —ARES=N TS
BE Y—N—BIONyHA—EREANY A —TRLES, FX—bOT7 v 70— REFT, H—N
—FIY FOEBSKICESOTERL O/~ M EBENICISML ET, BTE. 0SS H—N"—TE
256 v b OEERRSIZE (AES256) DHANYR— FEhTNET, ZOMMOEENEBEEIEEL
=iHa. OSSY—N—EITF7—400 £X5T 5T 75—V T+
InvalidEncryptionAlgorithmError ZIRL &9, &/X— &7 v ’O0— R¥ BFRIC. x-0ss-server-
side-encryption )7 TZX Ay XA —%BIIT 2VEEHY EFBA. COUVI IR My ZT—%15
FELEBS. OSS (EIZ5— 400 £33 2T 5—70> 7 b InvalidArgument ZRL £,

(7l

SRRy W N)Y'

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AGdM4 =
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R Y {EDH:

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket> multipart_upload </Bucket>

<Key>multipart.data</Key>
<Uploadld>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >
</InitiateMultipartUploadResult>

UploadPart

Upload Part

RLFNR=r 7y TO—RARY MERIALEL, BELEZAT Oz MRETyTO—RID ITED\T,
T—REN=NZHFTT7yvyTO—-—RTEEXEI, 7yTO—REN=L/X—=MZE, 1 ~ 10,000 0EEFE®D/<
—FNEENEYHETO TS, L7y 7O0-RID DIEG. CONX—FESITL>T, ZOT—E/ =
FTHELT7ALEERIZBETEION—bOMNBELHEHBIShET. ALA-MESEFERALTHLOT—4
7yv70—RTdLE. CON—-INESTHH SN IBEFEOT—ANEEETShTETT, RED/—MNIMD
N— MDA X(& 100 KB TF, RED/{— bDHYA X2 EHELKIEHY TLA.

UJ IR MBX

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

FrAR T

- Initiate Multipart Upload 4 2 —7 24 R&FOHL TT—2 /= &7 v T O0— R BHIC,
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COAVB—=T A RAEFTHL T, OSS H—N\—(Ck>THTEN D7y S0~ R ID 2815
PMENBHYET,

-RALFNR=KTyvTA—RE-RTE, FEO/— MWD/ —MIF T 100KB £HBATLVS
WEMNRHYET, =L, UploadPart 1 2 —T x4 A TIE, 7y 7TA—REh=/—bDHYA
AN CITREEEN B DT TEH Y FEA (FO/N— MARED/X— M E S hNDh LRV 8H
o 7T H—RENEN=FDOYA XE, RILFA= TPy TO—RBATT L THO THREES N E
ER

-0SS (&, ZELI=T—%/X— D MD5 {E%* ETag Ny A —ICEEL. ThEI1—H¥—(TIRLET

-— hESOEHEIE 1 ~ 10,000 TY, /X\— rESHAZOHEZEA TL\HIFF. 0SS (&
InvalidArgument T5—a— R#IRLET.

- Initiate Multipart Upload 1/ > 2 —7 = XA ZIFEVH L 7= & Z(Z x-o0ss-server-side-encryption ')
HDIRRANYE—%IEELEBE. 0SS (7 v7o—REhi=/{— NEBES{ L. Upload Part Ji5
&y 4 —T x-oss-server-side-encryption Ny #—%iRL 9, x-oss-server-side-encryption
DfEF. SO/N=MfERT IV —N—RIOBESH7 LT ) XLERLET., FBICO0TE, [
Initiate Multipart Upload] 4 >4 —7 24 A&S8MBL TS0,

-2y M)V BATEHRESNEZT —RICI T —NGWC EEZERT HHIC. UV IR
Content-MD5 8%, 0SS TlZ7yvFO—REhE=T—42 0O MD5 [ErEtESh, 1—H—
A7y 70— KL= MD5 ELEEER =TS, ETho DEA—HLAVEE. OSS (&
InvalidDigest T5—a— RZRLE T,

7l

DR/ QL%

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

R Y{EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT
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UploadPartCopy

UploadPartCopy %#fFfd % L. BEFENAF T/ MhbT—42%23E—L, ZOT—2ONX— ET YT
O— RT&EEJ. UploadPartCopy 1 2 —7 =4 A=V (Z(X, Upload Part 1)~ TR b T x-0ss-
copy-source Ny A —ZEMLEY., LGB 2BASF TV ¥/ & E—F HFEE. UploadPartCopy
Avy REFRTIVENHYET. 1GBRBENOA TP =y eaE—F BFR(E. [Copy Object] &
BLTLEEL,

iE : UploadPartCopy ##ETI&. V—AN\Ty M=y "7y MIEILY =Y 3 VARIZHRTFHRIEE
‘Y ELA.

o IR MBS

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

DO IR MAY ST —

HEBEBYY IR MMy A =%, RIZRT Upload Part Copy DV TX MDAy A —%FERAL T, JE—7T
DY —AATT Y hOT7RLREOE—EEEZIEELET,

AT Bl

OE—TOY —RA7 RLRAEBELET (V/ T

ANFTBICE, V—RFTTV Y bOFHEYIE
X-0SS-COpy-source PRAVETY),

B: 3057

T4 ME &L

=Y —AF Ty boaE—&HE, 7=

& Z(E. % bytes=0-9 IZ:REL B,

NA KO ~9IDEREENFET, COYV IR
X-0SS-COpy-source-range ANYR—E, V—RFTV Y "NeRkEaE—TF

BIEREFARETY,

B B3y

T I ME BRL

RD) Y TR Ay X —(F, x-0ss-copy-source TIEEL =Y —XF TV ¥/ ML THERLET.
E=1]] e
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Y—2RA T H MO ETAG [BE A—H—AU4ER
L 7= ETAG {BA\—E9 %155 (. Copy Object
) BIENEITEhE T, ThLUMIEEK. 412
x-0ss-copy-source-if-match Precondition Failed A v t—YAREhE T,
B =75
FTIAILME L

A—Y-PEEL BBLEICY — X4 TV )
MATEE SN TUVRWEEX, Copy Object #
. EREITShES, ThLUINOBEEE, 412
X-0ss-copy-source-if-none-match Precondition Failed A v =Y pNRENET,
B 355
TI 4 ME &L

SR> =T A—R — (2 &> TIEESN-HE

BT 74 ILOEERFEE LA ENLUETH 515

BlE. 77 AAERICERIEENT 200 OK A v
x-0ss-copy-source-if-unmodified-since T—UMNRENES, TRLSNDFEE, 412

Precondition Failed A v t—YMRENE T,

B X255

T+ ME &L

A—Y-—MEELBRBLECY — X3 T2

MNATE N T\ SIBS(E,. Copy Object $2{E
NEITSIhFET., ThLOIMDIERE, 412

X-0ss-copy-source-if-modified-since HTTPLZ 5 —* v+t —¥(indicating
preprocessing failure)NiREhE T,
BY: X255

T ME BL

WEOER

HHl A

Y—RA TV Y hOETAG [BE 21— —HMRR
L 7= ETAG [EN—E9 %158 (L. Copy Object
. BIENEITSIhET. ThLUMOBEF. 412
x-0ss-copy-source-if-match Precondition Failed A vt —UARENE T,
B x2=75
T4 ME &L

A—Y-pIEEL =BRLEICY — X4 TV )
MAZE SN TUOAWESIX, Copy Object #
: ENEITEhET. ThLMDZEE, 412
x-0ss-copy-source-if-none-match Precondition Failed X v £ — S ARENET,
B 375
TI7AILME &L

FHHo =T A—E—ICL> TIEBESN-BI

N7 7AILOEERRER A ENLIETH 5153

BlE. 77 UIAERCERE =N T 200 OK *v
X-0ss-copy-source-if-unmodified-since T-—IUMNRENFTY, TALGIDOFEE, 412

Precondition Failed X v £—YUAIRENE T,

Bl =75

TI7HILME 2L

x-0ss-copy-source-if-modified-since A—Y—rEEL =BELIEICY — XA To )
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MZE =T\ BI5A(E. Copy Object 2(EF
AEITENET. ThLUINDIBESE, 412
HTTPZ 5 — A w+t—Y(indicating
preprocessing failure)pNiIREh 3,

BY: 37

T4 ME ZL

R DT

- Initiate Multipart Upload 4 2 —7 =24 R&EFVOCHL TT—2 /= &7 v T O0— RFBHIIC,
CDAVB—T A REFTHL T, 0SS H—N\—(C &> THFEN D7y I 0— R ID £BUYET
PUENHYET,

-RLUFR=K Ty TO—RE-RTE, REO/X—FAGD/X—MIFT100KB £EA T3
VEMNHYET, /2L, UploadPart 1 2 —T 24 AT, 7y TFO—REhiz/{\— DY A
AT CITHERES N2 DIF TEH Y FEA (FDO/— MARED/N— O ESHNDLMAS GV =8H
o 7Y THA—RENENA=bOYAXFE, TLFA=r7yTO—RARTT L THIH TIREES N FE
ER

- X-0ss-copy-source-range ) 7 TR Ay A —%IBEL R WMBEE. V—RA TV ¥ b2ffsa
E—shEzd. COUIIRMMyA—2IBELEBEAR. BENEZAYE—VCT 74 L2ED
EsLabE—EENRENET., =& ZE, Content-Range: bytes 0-9/44 (£, 7 71 LE&FEDOE
EN 44 TIAE—EHEN 0 ~ I THHZLERLTUET, IEEL EEASHEIIL—ILIfE>TY
BROGREE. 7714 LRI E—Sh, BRIC Content-Range FZFENFTE A,

- Initiate Multipart Upload 1 > 2 —7 =4 R #FUH L 1= & E(Z x-0ss-server-side-encryption ')
DIX MY E—%HIBELEEA. OSS 7y 7Oo— REhi=/{— NEESH4 L. Upload Part i
&~y & —T x-oss-server-side-encryption Ny A —%jRL 9, x-o0ss-server-side-encryption
DfEF, SO/N—MERT I —N"—RIOESHKT7 LT Y XLERLET., FAICOOTE, |
Initiate Multipart Upload| 4 >4 —7 =4 RESBL TS,

- COBEFRN Ty TO—RAY Y RIZKYEREh-objectEaE—TEEH A,

-NTY NEATINT— DA TOBE. SO 8 —Tz—REFCHTLETEEEA, THEL
AMDIBEE., TF7—a3— K "OperationNotSupported” & &£ 5 —4000RENET .

7l

)45 X bofl:

PUT /multipart.data?partNumber=18&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmMUmMW;l=
X-0Ss-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

B Y @il
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HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-o0ss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

CompleteMultipartUpload

Complete Multipart Upload

FTRTOT—E /= Ty TO—RLEB, Complete Multipart Upload APl 2L T, 771 L2
EORLFR= 7y TO-REZTTTIBENSHYET. COBMETE. INTOBMET —2/X—+D

VAN (R=IEEL ETag 288) 2RMHITIVENH Y FT., EKELNA—MJRMNE OSSNZET B L
BT AR NOBWEMNMERICHREShE T, IRTOT—2/ A= MAM&EEEShd L, OSS (EThibm
N—=—F &2 1DOREBF Tz MEELET,

o IR MEZ

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload >

DOITAMNFTA=2—
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APL)Z 7L 2R

TILFNR=K 7y 70— RE—-REPEMHLT % & &, encoding-type/XT A—42 —%FBHL TREN DIV

d— R¥—%iEEARETY.
E=E

encoding-type

Dy IR MDEE

=T

CompleteMultipartUpload

ETag

Part

PartNumber

BEOER

e

=]

Bucket

CompleteMultipartUploadResult

ETag
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A

REhDIVa—RE—%iBELFT., RE
URLZ>O—RDAYR—LET, F—I(FUTF-
8NIVO—REHALZET,

B =5

FTT7AILME BL

Z 7Y 3 VE: url

A

Complete Multipart Upload V4 X bV
TV ORMRICERENSI YT,

B ayTr—

Y7/ —R: 12U ED Part X

Al AN

F—RANR—MREECT7yTO—REhBE
0SS A BiREN 3 ETag f&.

B =51

¥/ — K Part

Ty TA—RENET—42/3— M OIERIZFER S
hda>7+—.

B:avsyt—

Y7/ — R:ETag. PartNumber

## / — R: InitiateMultipartUploadResult

N—NEE,
BY: 25
¥R/ — K: Part

Bl

N7y MNEEEELET.
B X F7
## / — R: CompleteMultipartUploadResult

Complete Multipart Upload ') % T X k DR
OIMAIFERSNDa > TF—,

B ayTt—

H 7/ — R:Bucket, Key. ETag. Location
|/ — Rl

ETag (T T4 T489)(F. #7220 b0k
BESICIER s, AT x4 hDaAVTUYER
FTEOIFERShET. 7797 M
Complete Multipart Upload ') % TR ~zED
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WTIEREhE Y., ETag DIEEX. ATV ¥ b
DaAYTrYDOUUID TY, 0 ETag DIEZEE
ALT. #7229 bOaVvTUIYAEESAT
WBMESIEHERTEET,

B X255

#/ — K: CompleteMultipartUploadResult

HrIEREhE=47Y 4 O URL 2i5EL

Location EU?—SOZT?“—W

#7 / — R: CompleteMultipartUploadResult
Wiz (ZER S N=A4 T2 =7 b O&AFI,
Key B 3=
#7/ — R: CompleteMultipartUploadResult
BRYBRIZIVa—RE24T&IEEELEY. VY
IR0, Iva—Raq4 THEEShIES
EncodingType . Iva—REhEF—MNRENET,
BY: X255
#7 / — K: Container

FrA DT

- 0SS (&, Complete Multipart Upload ) 7 TR N &Z5T D L. BED/S— MERITRTO/S
—rAY1I00KB LY KEWC LZHERL., Y- oEEFShENA—FI X MOBNR—- I EEL
ETag #5ARET. LEA->T, 72— &7y 70— RTBEICE, = ESEFTTEL
 N=KIBEECTyTO—RENEETIT 0SS hAbIREN D ETag [EHECERT DUENH Y ET

- 0SS ™ Complete Multipart Upload ') 7 T X b OSURIZ(EEFELLMY ET., TOEICY 547
VA OSS htlifishTH, VI IR MO ESITSNET,

-EET AN RM) R MON—-FESE, EHGL TORLTHAFOVEEA 1 DEBO/NN—FESEMN1
T. 2 DOHONR—=FEFEEMN S5 LE),

- Complete Multipart Upload ) ¥ TR MAIEE (AR ESh D L. XGT 257 v 70— R ID AER)
(Y FET,

"ALATY Y MEROEL STy 70— RID £F01B84HYET. WThhrDOT7vyTO—
FRIDATTLTH, Z20FT V) bOMBOTy 70— R ID (CEFEELFEA.

- Initiate Multipart Upload 1 > 2 —7 =14 R #IFUOH L 1= & E(Z x-0ss-server-side-encryption ')
HIAMAYZ—%IEELEES. 0SS (& Complete Multipart Upload JE&A v & — T x-0ss-
server-side-encryption Ny —FEIRLET, x—oss—sen/er—side-encryption DEX. COXATY
=V MIERT Y —N"—fIOBSNT7 LT ALERLETS,

- Content-MD5 )V T X hAy X—%7 v 70— RLEIBEEK. KX Content-MD5 AstE =
T. BELNRILTHEINE SO ERENF T, BHB1HAE. T5—3— K InvalidDigest A%R
ShET,

(7l
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)45 X hofl:

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>

<Part>

<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>

<Part>

<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>

<Part>

<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>

</CompleteMultipartUpload >

R Y {EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example</Bucket>

<Key>multipart.data</Key>

<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3 </ETag>
</CompleteMultipartUploadResult>

AbortMultipartUpload

DAV —T A REFEHATRE, IBELEZYyTA—RID IZESOWTIALFARA—R Ty TFA— KA RY
NEfRIETZEFT, SILFARA— M7y TO—RARY MpFIEEhDE, FOF7y 70— RID 2{FEAL T
EE==TTERLLRY, Z7yvrFO—RENET—424 1= MEIBRENET,
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YJ IR MBX

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

RO

-RUFNR=KTyTA—RARY pERIELTH, 7y TO— FhON— MIERshFEEA. L
A>T, FARET7 Y £ ANTFET B18A(&. Abort Multipart Upload 1 > % — 7 = A R & {aEAIF
CHL T, 0SS DAR—REFLITY ) —RTIHBEAHYFT,

-ANALE7y 70— RIDAFELZNESE, T7—404 NREhES, T7—a— R
NoSuchUpload T79,

Bl

)45 X hofl:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECI8E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmMUmMW;l=

RY{EDH:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads

ListMultipartUploads 1 2 —7 =14 R &EHT L. RITHFOITRTOILFNR=rT v TH— R4 XY
M, DFEYBBBShENAETELEPLEEATOANWIILFA— N7y TO—RA RV EYXMNTEET
. OSS AbiREN DU R MERICIE, K 1000 HOTILFNR—Kr TPy TO—RAvE—IUNERRENET
. OSSADIREND A MERDTILFNA— Ty TO—RAvtE—VHEIEET DIEEE. YU/ IAM
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max-uploads /X5 A —42 —ZBIITEET, £, 0SS hdiREND X MERO IsTruncated B[,
FTOMDIILFNR—=RNT7yvTO—RAvE—IRBHINE ShERLET,

YJ IR MEBX

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DOIAMTGA—2—

AT Bl

TTO20 MNBETL—T T B=HIZERT S
X=F, BELETL T4 v AMDRAIN
delimiter F TOFFIEFTOA T 2V MMEIF R
TEZEO Y I)L—7 (CommonPrefixes) & L THE
gELET,

BY: =751

1Y T A ML TRENDTIILF /A=K
7y T O—RARY NORAE, EEShTWA
WBEDT 7 )L MElE 1000 TY, max-

uploads Mf&(x 1000 LATICT 2BENH Y FT

B S75)

upload-id-marker /X5 A =& — LA EHLE T
FAL T, BRehIEROMRUEEIEELET
. lupload-id-marker /¥5 A —4 —%3&EL T
WERWMBE. 7 TVERICE, FEXIEFOTA
TOA T 49 MEAD key-marker /8T A—4% —
DEEBATIVBTILF /A= M Ry MARRES
nEF. lupload-id-marker /X5 A —4 —%3:%
ELTWBIEE. ¥V TVERICE, H#ERIBEFO
ITRTOAT Y =9 bEM key-marker /85 A —
B—DEEBATNDIILF/R—r XY NE,
7Y x5 FEM key-marker /X5 A —42 —DIE
LELCENTy T B— K ID A upload-id-
marker /X7 A =R —DIEEBATIVDTNTO
RLFNR=KT7yTH—RARY MRRRENE
EX

B X255

BRENDA TV M —IIBEICHLETL T
1V ANTEERZE VS FHREERBLET,
TLTA4v I REFEHTZIIIUIABRENDF
—([C@FEFDOTL T4 v I AEHEZENDBLITER
LTLEE,

B =5

key-marker /X5 A —4 —LiAHEDLE THERL
T, RENDEROFBNEEEEL TS,

delimiter

max-uploads

key-marker

prefix

upload-id-marker
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key-marker #:&%E L TL\A&MES. upload-id-
marker (FERENhET, | key-marker #:&E

LTWBIBE. ¥ TUVERICE, HENIEFOY
RTOFTY =9 FEH key-marker DIEEFBZ
TOWBILFNR=— R RNE ATV bR
M key-marker DEERELCEZNTy FO0— R ID

A¥ upload-id-marker DE%EEZ T\HTRXTD
RULFNR—=KT7yTO—RARY MRRRENE
EX
Bl =75

RENDaVTFUYOIYO—Tav5EIVT
—TAVITDAATEIBELET. £TV VU b
F—TlF UTF-8 XEEMMERhFEFT M. XML
10E#ETIE, 0 ~ 10 ® ASCII [EZ L XF%4
E DFEDHHHNFOFBTEY R—b=h T &
encoding-type A, XML 1.0 {ZETHR— b SHh TUAOVEIE
NFERLTTY 20 bF—I2BFTIA T IIEEE.
encoding-type #IEEL TREN DA TV 4
Nr—%2IVa—RTEET,
T —R B =7
TI7AILME BRL

SEDER

Al L
ListMultipartUploads Y 7 T X h D4R 04N
[EFEshda>T+H—.
B vyt —
H# 7/ — R: Bucket, KeyMarker,

ListMultipartUploadsResult UploadIidMarker, NextKeyMarker,
NextUploadldMarker, MasUploads,
Delimiter, Prefix, CommonPrefixes,
IsTruncated. Upload
|/ — Rl
N7y NEEEELET,

Bucket BY: 357

#7 / — K: ListMultipartUploadsResult

BRENDERICBTFEIIVaA—TA2TDRAT
EiIgELEY. YU IR T encoding-type %
EEL GBS, REhIERICHENT
Delimiter, KeyMarker, Prefix,
NextKeyMarker, Key %2 & NEEMN I O— R
ThET,

BY: 375

#7 / — R: ListMultipartUploadsResult

)X NADBERA T v bORE.
KeyMarker BY: =75
# / — R: ListMultipartUploadsResult

DX MNAOREIRT v 7’a— R ID OfuE.
UploadIdMarker BY: X7
#7 / — R: ListMultipartUploadsResult

EncodingType
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SEIREN G > ERNH BIHBE. BWEUI T

A MZE RDD I TR MZHIT S KeyMarker
NextKeyMarker DIE%Y NextKeyMarker BEASENE T,

B X255

#7 / — R: ListMultipartUploadsResult

SEIREh G > ERNH BIHEE. BWEUI T
AMZE ROV IAMZETS
UploadMarker g% 79 NextUploadMarker
BEARINFTT.

BY: 357

#7/ — R: ListMultipartUploadsResult

OSS M BiREN B 7 v 70— RDBRAH.
MaxUploads Bl B
## / — R: ListMultipartUploadsResult

BENFETILFNR—FTyTO—ROFERY X b
PIYIETHOh TSN E S EIBELET.

" true” (FIRENBH STERNH DL ER

L. " false” FERTOGERNMRSIIZCL%E

R~LET,

BY: FIEFS BRARME: true & false

T 7 # )L ME: False

#7 / — R: ListMultipartUploadsResult

RULFNR=bT7yvTO— KA R MY 215K
DIEPI~FERENEa>TF—.
Upload Bavyt—
Y7/ — R:Key. Uploadld, Initiated
#7 / — K: ListMultipartUploadsResult

RLFNR—=RKT7yTO— R4 RV NERIAL =7
K 7“:) u 0 I\ wg_ﬁ‘-ﬁo
ey B X5
7/ — R: Upload

NextUploadMarker

IsTruncated

RILFNR=K 7y TO0—R4RY hDID,
UploadId BY: =75

#/ — K: Upload

RILFNR—= N7y TO— R4 RY NORARR,
Initiated B A7

#%/ — R: Upload

FrA T

- "max-uploads” /%3 A—4& —OEX{EE 1000 TT,

-0OSS A BIRENDERE, #TV 27 MEAOHENIEFCESWTHIET) A bEhEY. BLA
TV bOBE. BREIFEDOFIET) A bshFE T,

-prefix NTA—R—ZFRTIE. N7y NAOF TV 2V T L—TEHENTERRICEETEE
(7 AT —HBEICIATOE ),

- List Multipart Uploads 'V ¥ TX b Tl&, prefix. marker, delimiter, upload-id-marker, max-
keys D5 DDV Y ITAMRTA=R—=PNYR—FENTNWET, CHEDNRTA—2—DHEHAE
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DEICEDSWT, WIAFR=— 7y 70— RARY MNEEBELTENOY TVEREEB=HDIL
—LERETEET,

7l

DR/ QL%

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

& OB:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<Bucket>oss-example </Bucket>

<KeyMarker> </KeyMarker>

<UploadldMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>

<Prefix> </Prefix>

<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated >

<Upload>

<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8 </Uploadld>
<Initiated>2012-02-23704:18:23.000Z < /Initiated >

</Upload>

<Upload>

<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </UploadId >
<Initiated>2012-02-23704:18:23.000Z < /Initiated >

</Upload>

<Upload>

<Key>oss.avi</Key>
<UploadId>0004B99B8E707874FC2D692FA5D77D3F </Uploadld>
<Initiated>2012-02-23T06:14:27.000Z < /Initiated >

</Upload>

</ListMultipartUploadsResult>
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ListParts

List Parts

ListParts A~ > R&FEAT 2 &L, EEICT7 Yy 70— REhEESEO7y 70— RIDOFRTHO/N— &Y
ANTEZET,

)H TR MEX

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DOTARMTGA="—

a0 B
RILFNR=r7yvTO—RARY D ID,
uploadId Bl =75

T ME BL

0SS ORWEICEKREN B /31— ~ DERKAE.
max-parts BY: B
77 #JL M@&: 1,000

FED ') X b ORRNE. /A— &, Z0/8—b

BENCONRTA—E—DELYKRENEEIZO
part-number-marker HRANENET,

BB

T7#IILME &L

BEhdaVTFUyYOIva—T4v7 LIV
—TAVITDEATEIBELES., £T7V 5 b
F—TX UTF-8 SFAMERhF I A XML
1OEETE, 0 ~ 10 ® ASCIHEZ ST NF 7R
E DEEDHIEHNF ORTE Y R— bEhTOE
encoding-type HA. XML 1.0 ZBETYR— b Sh TR
NFERA TV 27 MER—ITEFIA TN BIBEE.
encoding-type 5L TREN B AT ¥
N—%I>a—RTEET,
T—A2 B XFF
FIAILME RL
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BEOER

e #iia

List Parts )& T X b OEROEHAICFER<NI S
avTrr—,

Bl avy4—

7/ — R:Bucket, Key. Uploadld,
PartNumberMarker,
NextPartNumberMarker, MaxParts.
IsTruncated, Part

|/ —R L

Ny NEEIBELET,
Bucket Bl 7=
¥/ — K: ListPartsResult

BENDERICRFRIYI—T14VI0DRA4T
EIgELEY. UV IR MTencoding-type %

BELEBEF. RENDERICH VT Key A

Iva—RshZFET,

B X5

#7/ — R: ListPartsResult

TTo U MR,
Key Bl 3=
¥R/ — R: ListPartsResult

=

ListPartsResult

EncodingType

Ty I7IO—RARY MDD ID,
Uploadid B X F7
¥R/ — K. ListPartsResult

) X MERRD/— FEEDORBMNE.
PartNumberMarker AY: BRH
¥R/ — R: ListPartsResult

SEIRENEN > =ERNH P15, HWEJVI T
ANZE, ROV TZANZHBITS
PartNumberMarker O{EZ 7~

NextPartNumberMarker NextPartNumberMarker EENESEhE T,

BY: 23

¥/ — R: ListPartsResult

RENED D IRAMIRREND/\— N OEAH
MaxParts i” Ry

¥R/ — R: ListPartsResult

List Parts (ZXF L TIRE =4GR X AV

THONTULBEMNESH, " true” ([FIREShAEM

S ERNHBI L ERL, " false” (FFART
IsTruncated DEEMEENEC & ERLET,

B BIE L =FF BRIGIE: true & false

¥R/ — R: ListPartsResult

N— MEROEHICFER <DV T+ —.
Part B =51

#7 / — K: PartNumber, LastModified.

ETag. Size
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PartNumber

LastModified
ETag

Size

R DT

¥R/ — K: ListPartsResult

/{’_ h%%o
BY: 25
¥R/ — R: ListPartsResult.Part

NR—brO7v7E— REE.
B B
#7/ — R: ListPartsResult.part

Ty TA—REnzR—bOaVTUYAHD
ETag 1&.

B =5

¥R/ — K: ListPartsResult.Part

Ty TO—RENE=— DY 1 X,
BY: 25
¥R/ — K: ListPartsResult.Part

- ListParts Tl&, max-parts & part-number-marker ® 2 DD ) 7 TR h/XT A =2 —HHR—|

SNTULVET,

- max-parts /X35 A —4 —DFEAEF 1,000 T, T7 4L MEH 1,000 TY,

-OSS A bIRENDERIFZ, N— PESITEOOWTHIETY R bEhF T,

-2y ND—VIRETI 7 —HFET olRetEndH 7=, List Parts DGR (/X— MES L ETag 1B)
Z{#EFL T Complete Multipart D&E#&/X— M) X M EER LGN L EHEDHLET,

1l

)9 TR hOfFl:

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:4qOnUMcOUQWgkz8wDgD3IIsa9P8=

& DFI:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-oss-request-id: 106452¢8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListPartsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket>multipart_upload </Bucket>
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<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated >

<Part>

<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified >
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>

</Part>

</ListPartsResult>

Cross-Origin Resource Sharing

XL &I

CORS (Cross-Origin Resource Sharing) #ffH3 %<, Web 77 7= avpMEO KAV DY) Y —2R
[Z79ERATEDLSICHYET., TO CORS DY AR— KLY, OSS TlE, &YZFEG Web 77 7 —
v a v ORRENAERRENET, OSSOA VA —T A REFALT. VAR RAAS VT LADSEEFER
IEREBRICHETEEY,

PutBucketcors

PutBucketcors ##{F& AT 5 &, I8ELE=/NY7 Y D CORS L—ILERETEET., TTOL—ILNFET
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PHZBFEEETSITT,

YJ IR MEX

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>

<CORSConfiguration>

<CORSRule>

<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>

<AllowedMethod>HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >

<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>

<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>

<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>

<CORSRule>

</CORSRule>

</CORSConfiguration >

o IR NDEE

E=Ae] i WIR

CORS =D vTFH—, N\

Ty hZEITRKR10 DIL—IL
CORSRule NEFEEhET, (=qA

BY: container

#7 / — R: CORSConfiguration

SARXARAS DY) TR MAEF
aEnTWdF O VERLE
¥, EHOBEREFRL T, F
Ashdt )Yy aEHIEET
xEF9d, FL—ILTIAILR
H—K "% 1DOFEHTE
9., " UHIEESNI TS
25, IRTOFIY YDy O
ARAAL VY IR MAFFR S
hEY,

BY: string

¥/ — K: CORSRule

AllowedOrigin (F0y
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AllowedMethod

AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

FHA DT

-T 7+ NTlE, CORS (FN\47y NTEMIZHE->THY.
DO UREIFEhET,

SAXRAL VY H ITRANTEF
aAEndAY Yy REEELET

%.2: enumeration (GET, PUT,
DELETE, POST. HEAD)
¥/ — K: CORSRule

OPTIONS 77 zyvFav>
K@ Access-Control-
Request-Headers TiEEEHh
ey Z—%FFE[ T 80 E Sh
EHILET, Access-
Control-Request-Headers T
BESIhEEAYT—N
AllowedHeader DfE & —2L
TWRRELAHYET, FL—
LTOAILRA—F ™" %1
OfERATEEY.

BY: string

#7/ — K: CORSRule

JSEANY X —%&EEL T, 21—

Y—T7TVr—2ay

(Javascript @

XMLHttpRequest 7Y =4
MrE)MDBTIEATES L
SITLES., TALRA—FR
U EERTEE AL

BY: string

#7/ — K: CORSRule

BED) Y —RIZHT 2T
H¥—7'1) 7 = v F (OPTIONS)

DOIZAMDEBERDF vy a
HE%EIEELET. BAEWT
3, CORSRule &2 1238

ETEET,

#J: integer

#/ — K: CORSRule

N4y b CORS JL—ILDO
\/7__j__o

BU: container

W —R: L

[=qA

(RYAY-H

VA

(AYAY-4

(=4 A

TRTOIVARARAALA VY GI R MNOA

-7 7TV — 3> T CORS 2T 3 (2(& (T 7 7% —0 XMLHttpRequest #aE%EFEL T
www.a.com B D OSS [T7 5t AT BIEERE). COA VA2 —T x4 A%&FEAL TFHEHT CORS
L—IL%ET7yv7O0—-RLT, CORS Z2BMTAMEADHYET, COIL—ILIEXML RFa Ay

NZEEALZE T,

-8/N\4y N CORS :BEIFEHD CORS L—LIc&k>TIEESAET, Ny hTLIZERK10 D
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L= ENEST, PyTA—RKFTS5 XML RFa AV MMEHY A XA 16 KB LA TH 2 BEMN
HYET,

-OSS (&, VORRAS VY S IRM (FIEOPTIONS VDU IRAN) #25F5E. Ny hd
CORS IL—ILEFHENY . BET PIEREEREL TS, FIL—ILEZBEICHT, RPOC—HLE
L—LEFBLTYIIZAMEFERL, WIHT 2Ny A —2RLET., —HT DL—LNENES
. CORS ANy A —lFRFENLEHA.

-CORS L—L—HT BI2F 3 DDFMEFH L TLWBIRENHYET., FT. UI/IX LD
Origin A% AllowedOrigin & —ZL TLWRMERH Y ET, RIS, VIIZX DAY v R (GET,
PUT 7% &) ¥, OPTIONS U4 T X h® Access-Control-Request-Method ~v & —[ZXFIHT % A
Yy KA AllowedMethod & —3IL TR HENH Y FJ ., FIEIC. OPTIONS UV TX bD
Access-Control-Request-Headers [T FE N T\ 5 EA v X —nAt AllowedHeader L —EL TL\3
WENRHYET,

-Content-MD5 U TR hAy A —%T7 v FO0— RLEEEE. AXD Content-MD5 AEtEEh
T. @ENEILTHAMNE SHDHERShEFT. ERBIBAEX. T7—3— K InvalidDigest YR
=hET.

7l

/4w M@ CORS JL—ILEBINT 24

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>

<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>

<CORSRule>

<AllowedOrigin>http://www.a.com </AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration >

& DH:

HTTP/1.1 200 OK
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x-o0ss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucketcors

GetBucketcors I{ExFEHT 2 L. IBELENY Y NDIRTED CORS L—IILEEETZET,

o IR MEZ

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

e A

CORS L—=pavT+—, Ny hTEIZEK
10 DIL—ADFTEhET,

BY: container

#7 / — K: CORSConfiguration

JORARAA V)T R MAFFRISENTIND A
DVERLEYT., EHOBEREFERAL T, Fas
hedF VO UEEBHIEETEEY. FIL—LT
JAILRA—R " "% 1 DFERATEET.
TR UABESATLBIBES. IRTOF DY
DUVARRAAL V)G TR MDA ENET,
AY: string

#/ — K: CORSRule

JORARAAL VY ITZANTHAISh S AY v R
EIEELET.

AllowedMethod #: enumeration (GET. PUT. DELETE., POST,
HEAD)
¥/ — K: CORSRule

CORSRule

AllowedOrigin

OPTIONS 77 z v Fa< > R®D Access-
Control-Request-Headers TigEEhi=~v &
—EHFATINESHEFIIL EFF. Access-
Control-Request-Headers TIEEE =& v
A —n AllowedHeader DfELE—FIL TL\BHE
NHYEST, BIL—ILTIAILRA—RK "%

AllowedHeader
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1 OERATEET,
A string
#/ — R: CORSRule

JSEAY Z—FIBEL T, A—H-—NT7T Vs —

< 3 > (Javascript ® XMLHttpRequest 7Y

T MNRE)DLDBT IV EATESLIICTLET,
ExposeHeader TJA4ILRA—K " " (IERATEELA,

#J: string

#1/ — K: CORSRule

BEDYY —RIT[{T 2T I —-T VT v F

(OPTIONS) V7 IR hDEZERDF v v ¥ 1 HiHE

EHEELEY, BUEMTY, CORSRule Z&
MaxAgeSeconds e Ay

#J: integer

#8/ — K: CORSRule

N7y @ CORS IL—ILDa>TH—,
CORSConfiguration BY: container

|/ —R:zL

FrA DT

1. Xy MAFEELAZWNESE. T5— “404 no content” ARENET, TT7—3— RiF
NoSuchBucket T¥,

2.CORS L—LERETERDRENT Yy MA—F—FEFTY, tEOI—HF-—NFRRLESET DL,
I 5 — 403 Forbidden ANiR=hEd, T7—3— R(& AccessDenied TY,

3. CORS L—INMFELAEWESE, ” 404 Not Found” I7—AmRENET, T7—3— K&
NoSuchCORSConfiguration T9,

(7l

)5 TR dOFI:

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BB DB (CORS L—ILABRKISEREESN T\ BIRE):

HTTP/1.1 200

x-o0ss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>

DeleteBucketcors

Delete Bucket cors Z{fHT 3 &, FEEL /N4, v T CORS #EEXERNIZL T, 3 RTHOIL—ILEHIRT
=E9,

YUY IR MBX

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

SNy MREELZR VMBS, T5— “404 no content” MIRENFET, T7—a— KiE
NoSuchBucket ©3,

- /N7y b0 CORS L—LEHIRTEDDR>NT Y A —F—FEFTT, BONDLDOTEEWNTY
NEIBEL £S5 &3 3&. IT5— 403 Forbidden AiREhEY, T5—— K& AccessDenied
TY,

1l

)9 TR hOfFl:

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=
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& DF:

HTTP/1.1 204 No Content

x-0ss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

OptionObject

TI9H—E, YARARALMV DY IR NERET BHIC, FEDA VDY, HTTP A v R, Ay & —1F
BESLTV IS4 M)S I XM (OPTIONS) & OSS [TIEEL T, ERODY I IR MNEEETIAE I E
RELET,

OSS Tl&, PutBucketcors 1 42 —7 24 AEFEHAL TNy NTCORS ZBMICT D EMNTEET,
CORS BT B L. TIUH—DTVTITA NI IR NEHFTTEINE SN, IBELEZIL—ILICE
DWTFHlichd L5 YET., CDOJY IR MFITSNGRWNZESL. CORS ANERNIZHR > T\ BIEE
([&. IS — 403 Forbidden ANRENFET,

)5 TR MEX

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

DUIRX Ay H—

=T SieA

DOIXAMOAIOY, JARRAAVYY TR
NEFHBIT B =HICFEREAET.

#J: string

T AL ME &L

EEDVIIXMTHEASIEAY Y R,
Access-Control-Request-Method BY: string
FI7AILME RL

EED) I IX MTERSh S~y X — (B4
Access-Control-Request-Headers ANy A —(FER<),
A string

Origin
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T4 ME &L

BEANY & —

E21]] 7L

DOIRAMIBENBFIDOY, COANYE—(F

—_ S < = A

Access-Control-Allow-Origin ﬁ/:CD DO IZX M SABRWBEEEENE

AY: string

DO IRRNTERASHND HTTP Ay R, TOA

) ) ) vE—FZ SOUIIAMFTShRNBEE

Access-Control-Allow-Methods SEhEtA.

#Y: string

DOIRAMIBENREIAY X - RN, ElEEh

TWBAYE—NY I IZAMNIEERTNIIBE
Access-Control-Allow-Headers . SOANYZ—FEENT. YUY IR IHYEDS

=hEY.

#Y: string

9 247> ho JavaScript 77 ) ir—> a v h
Access-Control-Expose-Headers BT EATERIANYHA—I)X N,

BY: string

T2V -—NT VT4 MERENY T 7 —IfR
Access-Control-Max-Age FTE S, BAERTY.

BY: integer

Bl

V9 IR bOFl:

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

W& DB:

HTTP/1.1 200 OK

x-0ss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0
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Server: AliyunOSS
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