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fBe®ID&LTOSSITUY IR NEXEFET BRIIC. OSS ORENOHRICHE->TY Y TR MOBEFLFS %
LT IVENDYET, =5I2, AccesskKey Secret Z{FAL TEFNDERNFHEHEMHL T, RO —R
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Authorization Ay 4 —%BINL T, HTTP U4 TR M E2BERESHDIENTEES, ThizkY, #
DAY=V ERTEZEATHDIZ ENTENET,

Authorization 7 1 —)L ROFE

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))
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- AccessKeySecret (£, BRICHEGF—ZRLEFT,

-VERB (&, HTTP U5 TR b Ay v K (PUT, GET, POST, HEAD, DELETE) #/rLE9.

-\n[EEATTY,

-Content-MD5 (&, Y4/ IXhaAVTUYT—420O MD5 OEERLET, AvtE—CORE (A
A —%R<) & 1288y POEUETH DMDMEZEET 215t EShET, C0FESE
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EFzviFBENTEET, 2FY, AvE—UDABMN "eB5elFlptWaXm4bijSPyxw
==" BEDEFENAVTIUVE—HTEINEOIHEHERTEEY. FHIO>TIE, T
RFC2616] =&ML T ZE0N,

- Content-Type (. VIV IX bavToVYDARA4 TERLES, " application/octet-stream” @
£53BHBDTHD, TLEETHZ ML LhFEA,

- DATE (%, BFOBHIEERLE T, HTTPL1 TYR—FEhTW2 GMT X THIVENH Y £
ER

- CanonicalizedOSSHeaders (&, L7 4 v 49 AN “x-0ss- " THS HTTP Ay Z—DT7 > T

=RLET,
- CanonicalizedResource (&, 21— —NR79 AL E5ELTWWSB 0SS VY —XR&ERLET,

Zhibm>5, DATE & CanonicalizedResource (&, [BEZTHICT I ENTEETGA, VIIAMD
DATE OfEé& OSS H—N—DZDOEMN 15 DEBATIVD E, OSS H—N—(FH—EXZEEEFL T HTTP

403 T5—%RLFY,

CanonicalizedOSSHeaders O{ER;

TLTA4 VI AMN “x-0ss5- " THBITRTH HTTP ANvw & —% CanonicalizedOSSHeaders £ U E T,
CanonicalizedOSSHeaders Z{Epkd 2 & & ATICRLE T,

1. TL 7499 AP x-08s- THBITRTHO HTTP UV IR Ay X —ORBBIEINIFIZTRL T
. =& Z(X, X-OSS-Meta-Name: TaoBao% x-oss-meta-name: TaoBao [ZZ5# L £ 9,

2. BINFIBTELNEZTRTOHITP U IR by A —2FHERIEFOFIBTUAREZ T,

3. [RFC2616] M5 42 ZFIiE>T. BLBRINOV I IR MMy A —%EELET 2 oDEEI Y
< () TRIPWYET), =& ZE,. " x-0ss-meta-name” EWNNS YT IR MAYSE—MN2DHY,
A "TaoBao” & “Alipay” THBIHFE. BEAAT % & x-0ss-meta-name:TaoBao,Alipay
THYES,

4. VG IZAMOAY =LV TUYOBIICHIXIPYCSOEBAINDAR—RZHRLET, L2
(X, x-oss-meta-name: TaoBao,Alipay % x-oss-meta-name:TaoBao,Alipay &L £9 .,

5. §RNTOAY A —EVTUYDRTE, RYJYRESIC "\n" ZFEALTXIPYET. ChT,
CanonicalizedOSSHeaders A\Fep L £ 3,

IY-==
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- CanonicalizedOSSHeaders At null ®IEE. KEIZ \n ZIEINT 2V EGFHY THA.
Ay A —MRIDEFDOIES. x-0ss-meta-a\n DLSIZTINEMRH Y ET., =EIC\n(TE

BELTCEE,
BB~y X —2 B BIES. x-0ss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n O &L 5 (=
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A—H—MEEFEITBVIIXARNIEEENTNLS A2 —4 v b OSS 1) —R % CanonicalizedResource & I¥F
U'E 9, CanonicalizedResource #{Ep 3 255 LA RICRLE T,

1. CanonicalizedResource #F=HNMOXFF (" ) £ L TRELET.

2. 79 tZX%350SS)y —X% '/BucketName/ObjectName’ DOFTEMLET . (
ObjectNameA\ T L & L MBS, CanonicalizedResourceld /BucketName/T¥,
BucketNameMR{E{E L &LV ES . CanonicalizedResourceld "/ “T9,

BWIIARNTBIY —RITHTYY —ZANBENTNBHBERK. ITXTOYT )Y —R&FEXE
FOFIETUAZZ T, RPYRSIC & Z2FRALTRIPY. 4T VY —ANFHEERLFT.
FOYT VY —ANFHE, " ?" L1 CanonicalizedResource SXFFIDKEICIEIML £,

Z MiE5E. CanonicalizedResource (&, 7= & A (& /BucketName/ObjectName?acl
&uploadld=Uploadld ® & 5122 Y £,

4. 2—H—UHJ TR MTYT)XFF (QueryString, HTTPU Y TR MRS A -2 EHFENET
) IEESNTWBIBREF. ChoD/ITUNXFEY — L. HBIBROFIETEEZEKL, £/
L—% '& ZFEALTIIINFIEEREEZDHL., NTA-RITEIWTELLE
CanonicalizedResourcelZIBIIL £3, CMiFA. CanonicalizedResourceldRD &SR Y ET
. /BucketName/ObjectName ? acl&response-content-
type=ContentType&uploadld=Uploadld® & 5 122 Y £F,

R

-IRfE. OSSTHR—b=hTW%HYT Uy —XIZ(F, acl. uploads, location, cors,
logging. website, referer, lifecycle, delete, append. tagging. objectMeta.
uploadld, partNumber, security-token, position, img. style, styleName,
replication, replicationProgress, replicationLocation, cname, bucketInfo, comp, qos, live,
status, vod, startTime, endTime, symlink, x-oss-process, response-content-type,
response-content-language, response-expires, response-cache-control, response-
content-disposition & & U response-content-encoding,

-7 )Y —RITIFPRDIFEEN DY EFT.

- Uy —Z#HRIF (acl. append. uploadld, &&Usymlink 47Uy —2%¢& ),
FHRICOWTIE, Ny NEBEDBRE LA TV ) MNEBEOBELSHEL T EE
AP

- response - ** DK SBL ARV ANV AT 4 —)LREIEELET., A&, Get
ObjectzZfEL T ==,

AT MUBAY v R x-0oss-processi &, ThlEk, 41 A—SH—EADT/ &
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BEAYS—DFEOIL—I



Object Storage Service APL)Z 7L VR

1. BEBICERTAXFANE UTF-8 EX THEIVENH Y E T, EFERTERBNFFITL T,
UTF-8 T>a—T4 V7 &HRTTHIVENHYET. TNDIE. Access Key Secret& HITERL T
RENGEBEZFETEET,

2. BEAIZ(E. RFC 2104 TEH SN TL\S HMAC-SHAL ARAMRASATLET (Key (&
Access Key SecretT3),

3. U4~ I Z h® Content-Type & Content-MD5 [ZBIEEIAET Y, BEDORINMELIZEE null
EBEXIT "\n" (CEE®RZAET.

4. $NTOIFEHTTIP Ay T —D 55, BEENFIINBERDEX, " x-0ss- " TIREIANY X —
EFTY. £OMOIHEE HTTP ANy X — (LOBID x-oss-magic 4 &) (&, OSS TIRHREHR=hF

7.
5. "x-0ss- " TIAE DAY X —ZERORELICERT D (S(&, ROAERICEHRL TO20ENRSH Y
EER

-ANY E—EBHNNLFITEEEI TN D,

-~y A —hNFEEREFOFIETHERZEZ LN TS,

ANy X —DEFIEEERXY]S D0 Y OFIHEICAR—ZAMNE,

-BANYHE—ORICEIT "\n" NH B, Ny XN ENEE.
CanonicalizedOSSHeaders (& null [CERE=NFE T,

ER0H

Accessld At "44CF9590006BF252F707" T. Access Key Secret A%
"OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV" T#Hd LT L. BRFEBMT 25X TRD LS (S

BRYFET,
JHIRB ELNFHER EBNFS
PUT /nelson HTTP/1.0
Content-MD?5: “PUT\n

eB5eJF1ptWaXm4bijSPyxw=

Content-Type: text/html
Date: Thu, 17 Nov 2005
18:49:58 GMT

Host: oss-example.oss-cn-
hangzhou.aliyuncs.com
X-OSS-Meta-Author:
foo@bar.com
X-OSS-Magic: abracadabra

EROABEREXRDEEYTY,

Python 2 — Rl

import base64
import hmac
import sha

Signature = base64(hmac-
shal(AccessKeySecret,
VERB + “\n"

+ Content-MD5 + "\n"

+ Content-Type + “\n”

+ Date + "\n”

+ CanonicalizedOSSHeaders
+ CanonicalizedResource))

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\neB5eJF1ptWaXm4bijSPyxw==\ntext/htm\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-

eB5eJF1ptWaXm4bijSPyxw=
=\n

text/htmi\n

Thu, 17 Nov 2005 18:49:58
GMT\n
X-0ss-magic:abracadabra\nx-
oss-meta-
author:foo@bar.com\n
/oss-example/nelson”
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oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)
base64.encodestring(h.digest()).strip()
print("Signature: %s" % Signature)

FTE = h 5ER (L 26NBxoKdsyly4EDv6inkoDft/yA= T, z{Authorization = “OSS” + AccessKeyID +
“:" + Signaturelz &hlE, FFRJDOIEKOSS

44CF9590006BF252F707 : 26NBxoKdsyly4EDv6inkoDft/yA= TF, COfEE. EEShdAvtE—V %

e B1=OIFRIENy ¥ — L LB ITEBIMEShFT,

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-0SS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

FHA DT

1. AccessID A EEh AR WMEEY, 5L 1= AccessID A7 9 T4 T TRWMMESK, T5— 403
Forbidden pNiR=th x4, T 5 —— R(& InvalidAccessKeyld T9,

2. 1—H—1) 45 TX hAy A —0 Authorization DENENTH B155(E. T > — 400 Bad
Request NiREnEd ., T 77— — K& InvalidArgument TY,

3.0SSDERTHY S ITANT, HTTP L1 70 ha LT &> TIREEA TS GMT BRIz & 1F
e 2B HYET, RO 3 DOBRMEREFERATEEY, datel = 2DIGIT SP month SP
4DIGIT; day month year (fl: 02 Jun 1982) E® 3 DO A TIE, “ day” A “2 DIGIT” I
BoTWEYT, LEAST, " Jun2” " 2Jun1982" | " 2-Jun-82" (X3 RTEXZB
RIcAYET,

4. Date ANy A —[CADENTORIMBER, EZ2OREETHANIEL < AL EHTShIBEE
. I5— 403 Forbidden pN\iIR=hFd, T 7 —3— RIX AccessDenied T3,

5. )4 T M, OSS H—N—DREOELIZET T 15 DLURICADT 2BERH Y ET, £5
L#%&v&, T5— 403 Forbidden NMiREhEF. T F—2— RI& RequestTimeTooSkewed T3

6. AccessID (77 T4 THEMN, A—Y—J I I MDEBGAEL L G LHIEhEBEEX. TS
— 403 Forbidden AR Eh, AL BEEXDI-HDIEL WEBLFFINI—H —(CHEA v —
UTRENFET, D OSS DISEIZEINT, BENFIINELOMNESHEERTEES, R
Y fEDHF:

<?xml version="1.0" ?>
<Error>

<Code>
SignatureDoesNotMatch
</Code>

<Message>
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The request signature we calculated does not match the signature you provided. Check your key and

signing method.
</Message>
<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢

</StringToSignBytes>
<Requestld>
1E446260FF9B10C2
</Requestld>

<Hostld>
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwWUV8=
</SignatureProvided>
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

=z

=

-OSS SDKnEBEE=EELFL .
YELA,

OSS SDKMO{EADIZEENOREIC > W\ THER T 2B EIL H
BEDSEOEZEEDFHAIZDVTIEX, OSSSDKOO— RESBL T A

. OSSSDKOEBEREEETIEHDOT 74 LIE. ROEDEEY TT,

SDK

Java SDK
Python SDK
.Net SDK
PHP SDK

C SDK
JavaScript SDK
Go SDK
Ruby SDK
iOS SDK
Android SDK

BROEEK
OSSRequestSigner.java
auth.py
OssRequestSigner.cs
OssClient.php
oss_auth.c

clientjs

auth.go

util.rb

OSSModel.m
OSSUtils.java
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Content-MD5 calculation
The message content "123456789" is used as an example. The Content-MD5 value of the string

is calculated as follows:

The algorithm defined in related standards can be simplified to the following:
1. Calculate the MD5-encrypted 128-bit binary array.

2. Encode the binary array (instead of the 32-bit string code) with Base64.

Python is used as an example.

The correct calculation code is:

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

Note:

The correct code is: hash.digest(), used to calculate a 128-bit binary array
>>> hash.digest()

"x\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

A common error is encoding the calculated 32-bit string code with Base64.

An incorrect example: hash.hexdigest(), and a visible 32-bit string will be calculated.
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

Result of encoding the incorrect MD5 value with Base64:

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

URL ~DERDIENN

URL ~DELZ DB

FERITSZH 7 Y £ R &FEHES (2%, Authorization Ny & —%FEET 3(EFA (. URL IZE2ZEHREIEM
LTH—RNR—TFT A ICERXT DL HTEET,

e Yalrs

BRE%a% URL 04l

10
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http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

URL OEZ(z(X, P &b, Signature, Expires, OSSAccessKeyld @ 3 DD/8T A =8 —REFLTLY
BBENDYET,

- Expires: URL D& A L7 MEREERLE T, SD/8TA—2 —DfdEld UNIX BT (1970 & 1
B 1BSRI0 8 043 0 & (UTC) Ao ZEFVEL, FAAICD L\ TIEX Wikipedia Z£&H8), 0SS At
URL UV I X MNEZFEL RN, BRICEFTN TS Expires /XT A -2 —DEL Y IE, > 15
BlE YIIRAMEA LTI MLECEERTIT—O— FARENFET, LA REDE
ZIA% 1141889060 T&H A1HEI<. 60 MZEICEERII<HERNIZ% S URL Z{ERKT % (<(&. Expires
E#% 1141889120 IZ:&EL £

- OSSAccessKeyld: Access Key ID #/RL %9,

- Signature: ERBHERLET., OSS TE, SHFSFRVIIAMEAYHT—NRTA—R LYK
—hEhTOETH, URLICEBZZEMT 2H0OT7LIT) XLRE. ANy T—~DEZOEMOT
W) ZALEEANIZELTY.

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

BWIxoLBYTY,

1. BBMN URL [TIEMNE=h d &, Date /8T A—42 —h Expires /XT A =2 —[TEBERZAONET,

2.B8% URL LNy A —(CERFICEH I LETEFEA.

3. 8D =Z{SSignature, Expires, F7=(fAccessKeyldBEAVERTIAELRIEE L. BHIDEAFRSH
EE 2

4. )45 TR MOBSZIA Expires DISZI &K VIBOAE S EEBRZOFIICHRIIShE T,

5. BEXFHEURLISIEAT % &£ £(&, URLOUrlEncodeZ % FsRITL T E SN,

- —EB - —OURLIZEE BN 21848(&. [security-token| #i8ET 2MEAHY T
. RO ESY TY,

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4
%3D&security-token=SecurityToken

HoF)ILa—R

11
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URL (22 %8I3 % Python O3 — Rl

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

=
- FEEEPythono > FILa—RTY,
- OSS SDKI&, URLICERZIBINY 275 AZRML £, EAGECOTE, SDKT 71 )L
D [77EAFET] 25RBLTLES,
- OSS SDKOURLIZBEZ ZIBINT 2RECDO\TIE, TRROFRESHEL T £,
SDK URLEEA ERTFAN
Java SDK OSSClient.generatePresign 0SSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK C?ljsriCIient.GeneratePresigne OssClient.cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object.s
C SDK 0ss_gen_signed_url oss_object.c

FHA T

1. URL (ZEBZIEMT 35L& FERAT 155, HERMSEADT—42 (. BMHRATIND L1 >
2=y PTREAShTT, COFEEFERTHRICETIERL TLESL,

2. URL [2BR£BINY 2755%(&. PUT & GET OmADY Y TA MTHR— b EATOET,

3. BEAM URL ITIBINEh 3 &, Signature, Expires, OSSAccessKeyld DJEFEAZEE & SI5EM
&Y FEF. Signature, Expires, OSSAccessKeyld MF/XT A= —MFXTH> TUVRIVE,
I 75— 403 Forbidden ANiR=nF 94, T7—— K& AccessDenied TY,

4. IREDT V£ XBFZIN ) 2 TX b D Expires OFRERA & YIEWEE(E. I 5 — 403 Forbidden
MNRENFET. T7—2— K& AccessDenied TY,

5. Expires OFFZIOFAMNIEL < R MEEIX, T 75— 403 Forbidden ANjREhxd, TF7—a3—FR
(& AccessDenied T3,

6. URL (< Signature, Expires, OSSAccessKeyld ®FE/NTA—4—m 1 DLUERFEINTIVBIBEFIC
LAY A —([ZBEERASEN TS E. IT5— 400 Bad Request MNiREHEY, T5—a3— R
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(& InvalidArgument TY,

7. BENFIINER SN B L. Date /8T A—42 —h' Expires XT A=A —[CBERALNETH,
AIDt Y ¥ 3 > THBAL 1= content-type +° content-md5 B E DAY X —EFDEEIENET
(Date DU TR MAYH—FFEY I TR MIFET D728, BEXFSIC Date ~v X —ZIENN
TEIVEEHY FEA),

—HNSIEREE> =7/ X

—%G 7 4 & R ERIER
STS D&

OSS Tl&. Alibaba Cloud Security Token Service (STS) Z{FHL T, 747 £ X [C—NLERE(T53 %
ZEMTEZET, Alibaba Cloud STS (Security Token Service) &k, ¥ 5V RaYEa—FT1« 51—
— (=R TV A N—=0 D ERMHT 5 Web Y —ERTY, STS 2FHT L. b—RX—FT1HD7
TV =2 a v PBEYT 21— (LT L RERERENSTEFT. EREBMBPEEHR <A T
52CLBTEFT (A—Y-—DEBETZEY), Y- MN—FTA4RHOT7TV 75— 3 U 0EET I 1—H—
. ShbD7H & RERBEREFAL T, Alibaba Cloud 7044 ~hd APl ZEEFUHLEY,
Alibaba Cloud 7’044 ko SDK 2L TY 77 R7OX8Y MO APLIZ7 ) 2A LY TEET,

-Y—RR=FT A H®HOT T 7= 3 VIZREF — (AccessKey) ZRHT IV EEH Y FTEA, 7V
AN VEERLTY—RA—F A BT TV =y a VISEET LT TERAET., SO ~—
D207 RAEREBVHIEEARE YA XTEET,

RO OVTRICATZVELH Y FEBA, 77 ABRIERE. SWHIRATIN 2 & BE)
| RY £T,

TTVEFELT, PYRYDOTOEREUTITRLET,

2. Request AssumeRole
1. App user login (customized policy settings and

> expiration date) —» STS
App User - Alibaba Cloud <€
I’ . user with AK 3. Return STS credentials
4, ClientApp cache 5T5
—_— credentials S50
Trust
5. Create valid 055 APl requests using 5T5 credentials

oY )a—varvoF@ELLTISRLET,

1. 77)a—4y—-LLcada4rLEd, 77V1—H—-0ID FHEEHFNBELES, IDEEV X
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APL)Z 7L

A

TLEHNRAEIARXT B EL, IMEBD Web 7HU > b4 OpenlD #FAT 5 LB TEET
. AppServer T, BB 7 ) A—H—CLICRIRD TV AEREANC ERTEET,

2. AppServer MSTS(TtF 2T« k=42 > (SecurityToken) 1) TR ML E T, STS £2FUH
TRIC. 77 A—HY—ORIRO TV £ XHER (R ¥ —1EX TEiR) LERMEOBMEAR%E
59&%?‘614\%75\% YFEd, SRELED. STS @ AssumeRole f V4 —7 =4 REFUVHL T+

)74 b=UVEBRBLEY, O—LOEELERGEOF@EICOTIE, [RAMA—H%—7#
14 K] ORBOEEESHEL TS0,

3.STS A\ AppServer [CBG 7 £ ZEEBHRMNRENES. CO7 I L REEBRICE. £+
AUTa h=b 2, —BENART Y X% — (AccessKeyld & AccessKeySecret), BIEARMNSE
hEY,

4. AppServer i 5 ClientApp (277 £ REIEBIHRMNIR =N F T, ClientApp (Z DEREIFERE * v
vy alEd, BRIERNENICE>7=5. AppServer [THTL LVEAT Y & AERIGEHRE ) ¥
IRNTBHVERHYET, LZE 7 RAERBHROGMEEL 1 BB TH 5155,
AppServer (77 AEEIBROEHMZ 30 0LV I IRARTEET,

5. ClientApp (&, A—ANLICFx v v a L7/ XAERBHREZFR L T Alibaba Cloud #+—E X
OAPI%EYSIRMLET, ECS (&, STS OF7 4/ £ REEIEHREZ L. STS 2L TEIRIE
REBRIL T, - —U I T2 MIBPICHELET.

STSOtEFaUT 4 b=0VOFMICOOTIE, [RAM I—H—H1 K] ORIOEEESHBL T SN
s CCTORA Y ME, STS @ AssumeRole 1 V4 —7 =4 REFVHT LT TEME TV £ REIEIEHRE
BSTEHLETY, COAY Y R(E, STSDSK ZFRAL THUHI L TEEY, FHlI 520 Y
v LTLES,

STS nEMRIBTHREFEHAL TBRHE VI IX M&/ERT 3

A—H—0U T4 7> ME STS O—FHNLERBRENES 5L, TOERBROEF2 VT4 b=V >
(SecurityToken) & —BEA9%A 7 % £ 2% — (AccessKeyld & AccessKeySecret) 2L TEE21ERL T
. R ESEHRT I L ADBREERT 255 F. L— b7 ho> N&EFRET % AccessKey 2FE->TAY 4
—[CEBEEMT 3HFELEFAICELC TS, RO 2 D20RA >~ MMIFERL TLES L,

- A—Y—MEAT BBRF —(&. STS (ko TR SN 3—MHART 7 £ X+ — (AccessKeyld &
AccessKeySecret) TY,

-tEF )T 4 =% (Security Token) UV TXA A RX—([CEHBIH. VI IRA T A=A
—&LLTURLICEHIUERHYET., CD 2 O0OFEERERICERT S LIETEERA. @R
(Z{EAT % &, InvalidArgument TS5 —ARENE T,

- ANy A —[Z “x-oss-security-token: SecurityToken” #%#&&%FE 3, x-0ss-security-
token (&, Z%& " CanonicalizedOSSHeaders AstEE N2 L EITEBENFET.

- URL (2785 A —%4 — security-token=SecurityToken &£ 3., security-token (&,
ER O CanonicalizedResource hFtEESh B L E(TERBSh, YT UY —RERGSHh
ESE IR
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APL)Z 7L 2R

N7y NMERR O

OSSlx. N7y k- LRILOTIEAHEHOE=HDOT -0 AHE) X b (ACL) 2L EI., RE. 7
v NZlE, XTVw G U—=R/ZA4 8, XTYyH)—=R, TTAR=ND3IDOT I ERIENBHY FT,

atey

Ty U 5RHRY [EEAH

T EdELY

e

BEEDT 7 = X HR

-HETH (BERBT7IVEREZST ) N\yy NROFTY
9 MOFIHAHR, EEXIAHR. B IVHIBRANETRETT

- ZD& S BIRIEIC L > TRET BREEF. N7y b
OFEENEELET, CoFaFESEICHERL TL
2y,

- N7y OFFEE LA SR - - AA Y
v NRDOFTY =5 MMIXF L TEEIAMRE & HIpRiE
EERITTEEY,

-HTH (BEB7VEREEBC ) N\Ty NADF T
9 bEGRHAWDZEMNTEET,

- N7y NOFMEE LT Sh I Y- N
7y NAOATY 24 MIXFT 25nariAH,. EEAH
. BEUHBREBMFERITTEET,

-fERA—Y—E N7y NADOF TV MZT Y
TRATBILETEEEA.

-HERAEE SR TOROFTIL W7y MR s D & OSSEBEERIICNT Y hOT 54 X

— MR ERREL FT

-BEFEONTy MDIBE. N7y NOFERRE DA, OSSHERtY % Put Bucket Aclf > 42—
TA RAEFERALTEFONR—Z vy a3 VETETEETT,

HEBEVIVIZA MYy ST —

HiE HTTP ANy ¥ —DTESH

OSSRESTful 1 2 —T 24 A TlE, W OADILB YV IR MYy A —%2FHLET, ChbDUI IR
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PAYE—=EFTRTHOSS YUY IR NTFERATEES, ChDVI IR My X —DOEKNAEERE XD

RITRLET,
e iBa
)9 IR+ OBEMEDIRREIERY S1&EHERE
~LET,
Authorization BY: string

TFTIAILME BL
TIN5 —= a3y F A EERY I IR N

[RFC2616] TEFZR=NLTL\H HTTP U4V ITX
bavsFrYyoREsERLET,

BY: string

FIAILME BRL

TTIVr—=avoF A T—2% 0SS (TIX(F
TRIVNENHDI TR S

[RFC2616] TEFE=NTL\S HTTP UV TR
NIVTUYDEATERLET,
A string

T AL ME &L
TIVr—aryF A T—42% OSS ITIX(E
TEINENHD YIRS

HTTP 1.1 7’A RO L THRESA T S GMT iF

21%ERLET (f5: Wed, 05 Sep. 2012 23:00:00
Date GMT),

#Y: string

T7FILNME BL

T ERAFORR ERLET, EORHE <A
‘7 v kB >.0ss-cn-hangzhou.aliyuncs.com T9

Content-Length

Content-Type

Host o
#Y: string
TI7AILME &HL

HBEREANY & —

OSSRESTful 1 2 —T 24 ATl&, W OO DOHBEIGEAY A —LFHALET. ChbOREANY X —(&
TRTHOSS VY IAMNTHERTEET., ChdbORENY X —DEFRNEERERORICSRLET,

a0 B
[RFC2616] TEFE=N TS HTTP UV TR
bavTroYDRSERLET,
A string

Content-Length Fo 4L ME HL

FTUr—3 3o+ UA: F—4% 0SS (2%
TIRENHDY YIRS

94T he OSS H—N—DREDIEGRA T —
RAERLET,

Connection EY: enumerative B%E: open & close
T7#IILME &L
Date HTTP 1.1 7’0 b L THRESN TS GMT BF
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ETag

Server

X-0ss-request-id

H—E 2 BE

GetService(ListBucket)

GetService (ListBuckets)

Z%ERLET (5 Wed, 05 Sep. 2012 23:00:00
GMT),

#J: string

T4 ME &L

ETag (T T4 T4897) (& #7229 b0k
HECEREh, 770/ bDaAVTFUYER
FrOICFERShET. Put Object VY TX b
EERALTERShEZT TP 27 bOIBEA.
ETag DfEEA Tz bOa> T2y D MD5
BTY ., EDRMOTETIERSNE=ATY I b
D&, ETag DEEFEA TSz boavToy
® UUID T3, 0 ETag OfEZEFERAL T, +7
Dz hDOAVTIUYNEBESATNENE Sh
AR TEET,

BY: string

FI7AILME &L

ISEEERT 2 —N—ERLFT,
#J: string
T 7 # )L M&: AliyunOSS

Alibaba Cloud OSS (2 &> TER sh . &

® UUID #7/=xLF ¥, OSS H—E X DFEREIFIC

BENREE L 158 (&. BMEZHRICEFETED
£512. SDT1+—ILREFEHLTOSS HR—

MELMZF(ICBSBEWEbE S,

BY: string

T4 ME &L

YP—N—(2Get UV IR NEZEEFET DL, VIV IAMNEEENFAETD2IRTONTy NERBTEET,

") FEL—bMTaL O M) ERLET,

)5 TR MEY

GET /HTTP/1.1
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APL)Z 7L 2R

Host: oss.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue

DOTARMTA ="~

GetService(ListBuckets) Z{#HFE3 % & (<
ETDHLT, BRERDCEMNTEET,

ZHl

prefix

marker

max-uploads

BEOER

e

ListAllIMyBucketsResult

Prefix

Marker

MaxKeys

. prefix, marker,

18

max-uploads MF/XT A —42 — T %I

iBA

RBRENBNT Y MBET 4R —LEWNGEEET
L7149y 9 RERELET . prefix Z5&EL G0
BEFTL T4 vy AERIET 1 L2 SUE=hHh
FTH A,

T— A8 =7

T4 ME &L

HBELE marker DBOIY N —FT7ILT 7R
v NETEREZIRL £3 . marker #:8EL &Ly
BREERMNEENBIRENET,

T— A28 =7

T4 ME &L

1D TAMNFLTRENRD Ny NDER
RKYEFRLET, RESNTOWRWNBEDT Y
#JL ME(E 100 TF, max-uploads @ _EBRIE
1000 ¢9,

T — R 8 7=

T2 #JL ME: 100

Bl

Get Service )V T X M DERDORFICFERSH
52T+ —,

B oy —

H#7/ — K: Owner, Buckets

w/— R L

COVTVDEROTIL T4 v IR, 2O/ —R
F. RSN TORWNT Y MH BIBEICDHFEK
RENFET,

BY: 357

#7 / — R: ListAllMyBucketsResult

Z O GetService(ListBuckets) ') ¥ T X k 04
MNEBEZRLET. S0/ —RiE, BRERTLVRL
Ny M HBBRICOFRRENET,

B =5

#7/ — R: ListAllIMyBucketsResult

DOIZARMIGLTORENDERDEKRE, 0
J—RiE, IRERTUWERWNY Yy MAH BIESIC
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DHBRTRENET,
BY: X255
#7 / — R: ListAllIMyBucketsResult

TRTCOERMNRENENE SHERLET,

" true” (FIRENBHISEERNHBZI EER

L. " false” FIRTOERNRENI=CEE

RLEF., T/ —RiE RS TOWARWONT Y
EOH BIERICOHRERRENET,

BY: HIEE3 S

BIEME: true & false

#7/ — R: ListAllMyBucketsResult

ChiE, RSB > =ERERD
GetService(ListBuckets) 1) 7 T X b THEYET %
FODOI—A—ERBITENTEET, CD/
NextMarker — K&, IRENRTUWGEWNT Y "B BIBESIZD
HEIRENET,
BY: =751
#7 / — R: ListAllMyBucketsResult

Ny bE—F—ICBT 2 EROREFIER <
a7 —,

B:avyt—

#7 / — B: ListAllMyBucketsResult

Nry bF—F—na31—4%—1D,

ID B 7=
## / — R: ListAllMyBucketsResult.Owner

N7y bA—F—0EEI (RERKID LEEALCTY
)o

IsTruncated

Owner

DisplayName B =)
#7 / — R: ListAllMyBucketsResult.Owner
BHONT v MY B IEROFFICFERESN D
avTi—.
Buckets B:avsyt—
H¥ 7/ — K: Bucket
#7 / — R: ListAllMyBucketsResult
Ny MEBRORFICEREh S VT —,
Bucket Bavyr—
%7/ — R:Name, CreationDate, Location
#7 / — R: ListAllMyBucketsResult.Buckets
Ny M,
BY: 375
Name YRS
ListAlIMyBucketsResult.Buckets.Bucket
N7y b OFERRBRE.
B HEF (gl yyyy-mm-
CreateDate ddThh:mm:ss.timezone, #: 2011-12-
01T12:27:13.0002)
/- K
ListAlIMyBucketsResult.Buckets.Bucket
N7y MEEshTWST—42tEr 42—,
Location BY: =75

®/— K
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ListAlIMyBucketsResult.Buckets.Bucket
N7y 7O EXT 21 2—y bRASY

2
ExtranetEndpoint BY: =75
H/— K

ListAlIMyBucketsResult.Buckets.Bucket
==Y 3> 0ECSABNT Yy M7 2RT
24V hTRy MRASVE

IntranetEndpoint BY: =75
H/— K
ListAlIMyBucketsResult.Buckets.Bucket

N7y hDRX ML=V 84T, “Standard” ,
“IA" ,and “Archive” AFFEARETT .
( "Archive” ([FIRIKE—Y —Y 3 > TOHFFEH
StorageClass BETY.
Type: X=%
Parent node:
ListAlIMyBucketsResult.Buckets.Bucket

RrA T

1. GetService API (&, RIS hiz1—H—ISXL TOHEMTT.

2. VO IA N CA—Y—ZBEIDBEBRMBESNA TR WES, DFTYERT Y EADIEEF. 403
Forbidden pNiR=th &34, T 5 —— R(& AccessDenied TY,

J.IRTONT Yy MNRENT\BIHFS. IREN S xml [/ — K Prefix,. Marker, MaxKeys,
IsTruncated, & & U NextMarker (FEFREFLA. FLRRSATOWRWVERLH DS, L2
D/ — RBEMEhET . NextMarker (&, BHOY T DI—H—%E|YHTE-HICFERsh
ESE

Bl

DR/ sy QN7 B

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPnKmYZTEHYv2qUI5jI=

RYEDHI I
HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT

Content-Type: application/xml
Content-Length: 556
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Connection: keep-alive
Server: AliyunOSS
x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAlIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z < /CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

DY TR ORI

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPnKmYZTEHYv2qUI5jI=

RYEDHI I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated >
<NextMarker>xz02tphky6fjfiucO </NextMarker>
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<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>

</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

Ny NEE

PutBucket

N7y MERRDBINIZT 21=5H(ZPutBucketZ2F)BL TS (BET7 YV LRFYR—bEATOEFEBA ), N
9 NOERRY) —Y a VIZHELN, Ny NRIZTRTOA TS 247 NFFD Y-S aVICHEShET, 5
MIZDNWTIE, Ny M ET—REVE—2SHBLTLES,

)H IR MEX

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>

<StorageClass>Standard </StorageClass >
</CreateBucketConfiguration>

FrA T

1. x-oss-aclNy & —DOFERICEY . Xy NOT I ERAEREBRIZHYFT, WENNTY 7Y
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T RIERE. AFEFAHAEE. AFFARNY . IFRFEDO3IONHYFT,

2. DO IR MERENYy NI TICIRET B188(&. 409 ConflicthTRmeshFzd, T7—a—K:
BucketAlreadyExists,

3BT B/N v MOERIRAIZHES TULVAROEE(E. 400 Bad Request xR EhEzT, T5—
3 — R:InvalidBucketName,

4. PUT Bucket ') 7 TR b ORI 1 — Y BRI DOBHRNBEAN S TR MG, 403
Forbidden AFRmEhFd, T5—3— K: AccessDenied ,

5. PutBucket )7 TR M ERIAL =& EITHERRTE /N7y M OFRAEUT 7 # L b T30) BSEBA S
N 7=1B&. 400 Bad Request "FREnFzd., T 5 —3— K : TooManyBuckets,

6. fER S iz/\ry MZT 7 RFFAIMNBES N TLAR MBS, T 7 #J)L h TPrivate7 & & X#&EH
BRShZET.

7.5 LNy NDIBMAR A TEIBETEE Y, Standard, 1A, & & T Archive MMFERHAIEETT .

BT

DR/ QL%

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass >
</CreateBucketConfiguration>

L AR X Df:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketACL
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Put Bucket Acl

Put Bucket ACLA 2 —TJ =z A/ R&FERATBHE. N7y NOT7 YL AEREXETCEET, BENNS Y hT
FRTES7 7t AERE. ARAEE. NRARY. IEAFD 3 DTY, Put Bucket ACL #BE%ER
ETBICE Put UV IR MT "x-o0ss-acl” Ny A—%FALET., COBREERTTEIOEN 7Y b
OIERRETREITTY, BIENMIIT L. 200 MREnET, KHTd L. XWHT ST 7—a—ReFSOov T
MAYE—IUMRENET,

Y9I IR MEX

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

RHAR DT

LNy MABEICIFELTE Y. VI IR MEEENEL TWSA, VY TR b OERIBEFOHE
REER->TWBIBEEE. NTy hOaYTUYREBESIT (CHERAEHRSLET,

2. Put Bucket U 7 T X b OFIAIFC 1 —H —BALDIBRMNEBEAN s h TO AR WMEE(K, 403
Forbidden £ W\ S Ayt —UMNIRENET, T7—2— R AccessDenied TT,

3. U IR MNIBERAE “"x-0ss-acl” ANy A —DEFENRTHEHT. N7y MBEEICFELTLWTY S
IXMEEEICBLTWBIBE. TONTy NOEREEEShEFE A,

Bl

IRy iy W N)T'

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS
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C DFREDERMNTFIEL & (O BE (. 400 Bad Request &L\ 5 Ay —UNFRENET,
I5—0RYIEDH:

HTTP/1.1 400 Bad Request

x-oss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<Error>

<Code>InvalidArgument</Code>

<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9 </Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

PutBucketlLogging

N7y hE—=F =& BOONTY TPV A0 THEEERMCT S LN TEEY. COMBEZEMIC
THLE. EONTY bAD) Y TR MBEY SFMEIERNBENICEIRSN T, IBELEL—LIZRKE->TT
JEAOTHREZTATFNET., 7/ ERAOJE BELAEANT Yy M 1IBESEICA Tz M LTEZ
AFENET., N7y bA—F—(& OSSRt T 21\ ry v 7o/ 205 EFEHALT, Ny b7 1R
RNEBRICEBES LD TEE S, OSSHRET 2Ny 70 £X0T K, $RXTOFHY AL a—
RAGERSN TS LERIAET 5D TEHY FH A,

Ny NA—F—(F, OSS A EHTE2NTy N7 AT EFRALT. Ny bOT7H 2RIKRERS
BHICTEERS LUDHTEETI., OSSABHT I Iy 7o ER05(F. §RXTOT7Io AL a— KA
RSN TR LEFRAETHDHDTIEHY FHA.

UJ IR MEX

PUT /?logging HTTP/1.1

Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
<LoggingEnabled >

<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>

</LoggingEnabled>
</BucketLoggingStatus>

)y IR MNOEE

ZHl

BucketLoggingStatus

LoggingEnabled

TargetBucket

TargetPrefix

oLl
A RT—2 ABEHROa>VTF

B9 YFS—
+: LoggingEnabled
MR AN

AJEROIVTH—., COE
RE. AT EBMIT BIHETIC
DHFELET (AT &EYIC
THBEIFELFEA).

B ayTr—

+: TargetBucket,
TargetPrefix

#7: BucketLoggingStatus

HY—N=TH 20T EERT
BNy NEEELET.

BY: 357

F &L

3
BucketLoggingStatus.Loggin
gEnabled

COERE[FEATHE. OTT
TANLDEREND ATV =Y
hOTL T4 vy REIBETE
EERP

BY: 3575

F &L

3
BucketLoggingStatus.Loggin
gEnabled

WA

(=qA

(RYAY-4

ZOEBEGE Y—N—TUtR
O BN ETT,

(RYAY-H

T EAOTEBNT 54T x4 bipRREl

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

COHmBRATIE, TargetPrefix (E1—H—pYEELEF. YYYY. mm, DD, HH, MM, SS (Z(&. {ER
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HiFnE, B, H. . 9. A7 IE7HETRESAET MEUERL TS, UniqueString (&
. OSS Y RATALICK > TERENBINFFHTY, OSS 7/ R OY DERMICERENZ AT 4 NOZRT

DEFIELUTITRLET,

MyLog-oss-example-2012-09-10-04-00-00-0000

roflciEk, " MyLlog- “ FA—H—AIBELEA TV I M TL T4 v I R, " oss-example” (H 1P

VN y NO&ZRI. " 2012-09-10-04-00-00"

OSS Y AT LIZ&» TEMENENFFTY,

A5 774 LOFR

ZHl

Remote IP

Reserved

Reserved

Time

Request-URI

HTTP Status

SentBytes

RequestTime (ms)

Referer
User-Agent

HostName

Request ID

LoggingFlag

Requester Alibaba Cloud ID

5l

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1"

200

5576

71

http://www.alicloud.com/pro
duct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true

1657136103983691
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4 7Yz bOfERBR URIRIERRE). " 0000" (&

L

Do IR MABEBESIE=IP 7
RLR(COT714—ILRIE. 7
OFop1—HY—T 747+
—lIlz&-TTOv Y sh3BiE
ENHYEI)

FHT 4 —ILR
FHT4—ILR

OSSMHU IR MNEZEFLE
HEF

A—H—mJ4S5 T XML URI
(U T)NFHERT)

OSS M BiRENT= HTTP X7
—"2xa—NK
dA—H—MOSSABEH A
—RKRLENTTavY
COVYIAMTETTSIET
[ThD > =B (BAAZLIE S UFRD)

DOIXANDOHTTP YT 75

HTTP User-Agent N v & —

TOEAVIIZAMD ALY
&

DY IR MNE—EITHBIT
B=HIfFEREHn$ UUID

T2 OQTHEEENBINE S
H
) TR MEEE D Alibaba

Cloud ID (BE&7 Y E ADIFEE
E -
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Operation GetObject DOIXAMZAT
TOEREVYIAMShEN

Bucket oss-example by hOEE]

Key /aliyun-logo.png e R/ S N E B

ObjectSize 5576 FT7oxzy bAX
OSSH—N—PMRZDOYHI IR

Server Cost Time (ms) 17 b DALER(ZEEAS L 1= B5E) (B
U

Error Code NoSuchBucket (ESS MBRENETT =3

Request Length 302 A-F-U7 IR rORE (N
1 h)

UserID 1657136103983691 Ny NA—+—0 1D

Delta DataSize 280 NT Y YA AORE) EE

@L\i%é{i "_ u)

CNDI DNy Y —yY —2R

Sync Request - DOIXMMESM (£5T
rWEEE - )
Reserved - FHT 1 —IL R

FHA DT

- ANy NEB=Fy My MERCA—Y—CBLTWARENRSH Y FT,

-FDUS TR MEXT, " BucketName” (747 AT EEMIZT I/ 7y b,

" TargetBucket” (X747 ZA0O45 DIFREFEFHD/\ry b, " TargetPrefix” (X749 X045 &1&4H
FT3ATz POBRIOTL T4 v X (null ISF 32 LB TEEY) 2I5LET,

- =ANTy B =y "Ny MEL BNy FTHEIONT Yy hTHHOFWE R A, B
D) —ANry hOOATERELEZ =7y MMy MIRFTEE T (TargetPrefix % 5 OEICERE
TELEBHMOHLET).

-y NDOT Y E RO THEEE EINIZT B (2. BucketLoggingStatus MZEM 4 TR M&IE(ET
BETTY., B OLTE, LTV I IX bOflESRL T ZEL,

- §XTO PUT Bucket Logging J 7 TR MMIBEMNYETY, LEA-T, EB7 YV ERARFYR—
hEhTUOWERA,

- PUT Bucket Logging VY TR h&ERBAL =2 —H—AY —2Z2NTry b (VI ZX bOFHO
BucketName) A —F+—THRWEE., T7—2— K403 NIRShFET.

- =Ny MROFEELAWNMBE(EX. TF—3— K NoSuchBucket MRS E T,

- PUT Bucket Logging V4 TX h&BBAL 21 —H =2 =45y A7y b (U5 IR hOFID
TargetBucket) DA —F+—THWBE., T7—a3— R 403 MREAFET., 2—5v My MAE
ELRZWEEIX. TF—3— K InvalidTargetBucketForLogging ANRENE T,

- —=ANTy MR =y "Ny MERILT 222 —ICBLTLWBHKENHYES, BLT
WRWGEE, T5—400 AMREhFEY, T F—2— (& InvalidTargetBucketForLogging T3¢
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- PUT Bucket Logging 'J ¥ TX b @ XML RNEZNTH $15E(E. T T —3— K MalformedXML A
RENFET,

- —=ANTy B =y "INy MERICNT y hTRAFWE A, EBHOEGR DY —ANT
v hOOTERLCRZR =47y MNry MIRETEE T (TargetPrefix ZBIDIEICFRET 2 BENH
YEI).

-V =ANgy MAHBREh D E. [T SRV IL—ILBEBRENET,

Ny K727 74 L LBRECL ICERShETS. FOBEROIRTOYS IR
AEOREOOYT 7 74 VISRBEENDEFRYFRA, BIOAT 7 74 LLROOT T 74 LI
RN BB L HYET,

-OSS [T& > TEMENDOT T 74 L OTERAIO  “UniqueString” (&, OSSRA T x4 b%E
—RICHBIT S =0IcEMT % UUID T,

Ny N7 EAOT T 7AUNERENDLTIC, PUTEIENADY bsh, BBAR—ZANE
mENFITA, RSN T4 v I BREFRShFBA, ERENFATT 7ML, BEOF
Tz MELTEIETEEY,

- "% "EWSITLT A v Y ARMFN Y TUNXFHNT A =L —(&, OSS TERYINTERENETS
M. T EAOQTICEEFEENET, KEOT I/ EAQTTHEN VTR M —- £33 32
(. " x-"EWDITLT 4w ARG TUVNFHINT A—%2—% URL ICIEMITEES, fi:
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-user=admin

-E02o50) 5 TR ME, OSS OWMBBERERE L TIA, 7Y/ EAOY T “x-user=admin” %
WRTDE IV EMFEYI IR M ETERKROF I ENTEET,

-0SS AT DT 14 —ILROEN “- "ICBRSTWBBERHYES, ChiFk. T—2NFBETHDIH
CEDT 4 —LRPREDCY Y TR MWL TENTHDZLERLET,

-BREGIC. 0SS B T 74 LOKRICHEICIEL TT 1 —L RNBIMEhET., O/UBY—IL%E
T IRICE, BERMEOMEEZERICANDSCLEREHLET.

-Content-MD5 U4/ IR hAyv & —%T7 v 70— RLEIEEK. A0 Content-MD5 AstEEHh
T. @ENEILTHAMNE SHDHERShET. ERBIBAEX. T7—3— K InvalidDigest YR
=hET,

7l

DO IZAMOBI 7y NFHEZAOTEB=TBIES):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
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</LoggingEnabled >
</BucketLoggingStatus>

RYEDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DHIRMOBI (S7ry NFPHEROY EEN=T BIES):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketWebsite

Put Bucket Website

Put Bucket Website #{Ex{FRT 5 L. N7 v MEFEII Web ¥4 KRR T4V E— RIZRETEZET,

)y I X MEY
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PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

Dy IR MDEE

E=L=l 7L WIR
FERKeyDFHRER.

ErrorDocument Bl.ovsy+— RYAY 3
#RE XK WebsiteConfiguration
FEERSUffixDIREXR,

IndexDocument Bl oyt — (F0

FREZ: WebsiteConfiguration

AXXK 9 ZRAIT—RELE
BEISERT 57 714 LA,
B X F5 fRER:

Key WebsiteConfiguration.ErrorD FFIZ kD
ocument
£/4%: ErrorDocument A1SE
ShTWBIEREWE

R¥aAYML—MNERET D
LE TFEEEFATY VA
(/) BREFELGNL, EZE
AVTYIRTTFAAMN
index.html Mi5&. oss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/ (270 R F %
Suffix &, 77+ N Tl&oss-cn- (EA
hangzhou.aliyuncs.com/myb
ucket/index.html £ B&E7 ¥
tATHB L,
B =75
REER
WebsiteConfiguration.Index
Document

DOIR MDY TH—,
WebsiteConfiguration B.avTt— (=qA
RER AL
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R DT

1. B Web 44 FEE, TTHO Web R—UABEHOVTUY (97472 NTEITERD
JavaScript REDRY )T M ESE) TEHEEN TS Web 44 hTY, 0SS Tlk, H#—/1—T
WIBS ZNEMNBH BT (PHP, JSP. APSNET &) (FHR— hEhTOWER A,

2.B0D KA VBEFERL TNy hR—ZXDOFAI Web ¥4 M7V X ¥ 31551F. CNAME
RAASVEEFHATEET., BERPARESECONTEH, 4332340 [HREIAXRA
AVBDONA Y R] ZERLTLESL,

3Ny NEEI Web o MRRAT 4 VT E—RISRRET IEICE, 1 VT v I RAR=VEIEET
BREAHYES, I7—R—=JFA T aVTY,

4. Ny NEEI Web Y1 MRAT 4 VT E—RICERET DL, BELEA VT YIAR=VET
T—R=IPNTry NIOF Tz MIBRYFET,

5.\ y NEE Web o NRAT 4 VT E—RIZRET D L. FHI Web o1 FDIL— K RAA
VEANDEZT I ERITWLTEA VT v I AR=IUNREN, 52 Web Y1 FDIL— K RAA
VEBADEZFET I ERIZXFL TlE Get Bucket OERMREND LS IR Y X,

6. Content-MD5 VY IR kA A —%7 v 70— RLEBHK. AXD Content-MD5 AFtE
NnNT, WELSRLTHINESHMER ST T, BLDHIHSE. T5—a— K InvalidDigest At

BENET,
Ll
)45 T2 hDFl:

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive
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Server: AliyunOSS

PutBucketReferer

Put Bucket Referer

Put Bucket Referer I {E&{HRT 2L, Ny bV T 7S5—T70AKRTA M)A RNERELEY, U
7I—T74—LRER Ul THBITIV LRV IR MNEFTTEINE SO EIEELZY TEET ., Bucket
Referer Anti-leech Protection MEFAHIZ D\ TIL, [OSS Anti-leech (R3] #£8MBL TS0,

)5 TR MEX

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

)y IR NOEK

HHY Bl WA

V777 —RENAVT VYD
FRFIERENEI YT —,
B:avsyt—

RefererConfiguration Y7/ =R (&0
AllowEmptyReferer / — K|
RefererList / — R
|/ —RL

AllowEmptyReferer DZ775—74—J)LEA null (0
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THBITIVEARAVI IR MEE
A SMESMEIEELET.
B HIEFF
BBE: true & false 77 =+
)L ME: true
|/ — K
RefererConfiguration
Vo275 =70€AKRT4 K
2 bOREFIFERENDI VT
j__o

RefererList Bayvsyt— (=qA
R/ — K
RefererConfiguration
# 7/ — K: Referer

D275 —=70€AKRTA K

RefererList ;,l&%ﬂ{%ﬂml’iju TTav

¥/ — R: RefererList

FHA T

1. Put Bucket Referer Y4 TR N&BHIRTE B DENT Y NA—F—FEFTY, fBo1—H—HF
BL &S ETF DL, 403 Forbidden EWZVS Ay E—UMNIREAET, T7—a— R
AccessDenied T,

2. AllowEmptyReferer TIEE L =585, BIM AllowEmptyReferer DREEBEHRAET, D
T4 =L RIFMETY, TIALNTE ¥ AT LD AllowEmptyReferer ME&FE(& true TY,

3. COBREEERITTH L. LIRIICEREL =R T 4 ~ YU X hAY RefererList /K74 M) X hTLEEE
EhET, 7v 70— KL% Refererlist "= TH B (Referer ) 7 TR MEENFEATIVAEN)
BEdH. REZHDORTA M) X MNEEEShFET (CARIICERE L 1= RefererList ABIBR S E
EDB

4. Content-MD5 )4 IR hAy H#—%7 v 70— R LEBAE. AXO Content-MD5 AFHE &
AT, BENELTHAINE > MDHERSNE T, ERBIHESE. T5—23— K InvalidDigest A
BENET,

1

)45 TR bDFl:
1) 4 TX b Dfll (Referer BEFTh TUVERIMES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
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<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

)4 TZ b Dfl (Referer BTN TU\BIES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketLifecycle

Put Bucket Lifecycle

N7y hA—7F—I(&, PutBucket Lifecycle Y7 TX MEFEBL TN Y hOFA THA Y LERETESE
T, TATHAILEBNTRE, SATHAILIL—LI—HT 24TV 4 "NEHRICER S hE
ER

)5 TR MEY
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PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<AbortMultipartUpload >
<Days>Days</Days>
</AbortMultipartUpload >
</Rule>
</LifecycleConfiguration>

)H IR NDEK

HHl BiiA WIR

) 2 N AN Y =L [N Y =

ELZET, BfFEI1SO8601 #2

HICHEML TOEBIBERHY F Davs £ 7= (&
CreatedBeforeDate ¥, BRIEECFE 0 FF Crgatedl?:eforeDate

(UTC) T3,

B =%

#H/ — R: Expiration

FTTO 29 MREICEESHh
THBAEIHEICIL—ILNBRIIZ
N G Days £7=I%
Days %%?;%Ei%? L&, CreatedBeforeDate
#7 / — R: Expiration

IL—ILOBENEAR D 7 O /8T «
EIEELET.

B avFi—

Y7/ — R:Days £=(&
CreatedBeforeDate

¥/ — R:Rule

Wl ENTOVROV/S—ML—)L
OBEIHIREMLEIEEL 7.
B oy7r—

%7/ — R:Days £/=(&
CreatedBeforeDate

#]./— R:Rule

Expiration (&0

AbortMultipartUpload (AYAYS

L—ILO—=nID, EEn Lt

i fR(& 255 N1 hTY, CODIE

VA
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HIEEL AN > I5EP. @A
null ®IFEF. BENI—ED
(ERNETAY OF 3

B =7

b7/ —R: &L

¥/ — R:Rule

T4 THA Y ILEREDIBINIZ(F

HEhdav7r—. &K

1000 DL —ILEFEFTEE
LifecycleConfiguration ERS (&0

B avyi—

B7 /— R:Rule

|/ —R &L

IL—ILNBREENZ LT 1y
D AEBELEY, —HTHT
L4 v REFO>TTOY
MZOHIL—ILAERShET

B 75
YT/ —R: gL
¥R/ — R:Rule

L—LEZARLET,
B ayTr—

%7/ —R:ID, Prefix,
Status. Expiration
w/—K
LifecycleConfiguration

Z OfEA Enabled T&H 31848
. COIL—ILIEERRICEITE
hFEJ., ZOEA Disabled T
HIEE. COIL—ILIFERS
hEY,

B =%

# ./ — R:Rule

B304 E: Enabled, Disabled

Prefix =4

Rule A

Status [=qA

FrA DT

1. Put Bucket Lifecycle V7 TX hEBIATZE B DE Ny MA—F—FRIFTY, BO1—H -1
Bl &S5 EFBE. 403 Forbidden EWVS Ay tE—UMIRENES, TT7—a— RiZ
AccessDenied T9,

2.LARIICSSA 7HA U ANBEENTORIMESK. FILWSA 7Y 2 ILBENMERENET, ]
ESN T BIHEREE. BIORENLEZShTET.

B.ATV Y bFEERIN—MOBYHRERET S HTEEY, S THRA—METLFA—=F
7y 70— ROEOOKRRHBDESRTEET,

il

)45 T X boAsil:
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PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload >

</Rule>

<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload >
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

R Y{EDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucket (List Object)

Get Bucket B{EF2EHT 2 L. N7y MDA TV =4 FOBEREITRTERTEET,
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YJ IR MBX

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DOIAMGA =2 —

GetBucket (ListObject) ) 4 TR b &FIAT % & ZI=. prefix. marker, delimiter, max-keys ®#&/X3 *
— 2 —%EAL THRZIEET 5 &, BPRIRERENIST S LN TEET,

=T i

FTO ) NBEITIL—TWTBE=HIZEHT S

NF., IBELETL T4 v I ANDEID

delimiter ¥ TOERIZFH DA TV =¥ MII AR
delimiter TEEDY IIL—7 (CommonPrefixes) & L TH

BELET,

T—R B =T

T4 ME &L

7ILT 7Ry MET marker BORYIIOIY M)
MNOERERT LS ITRELET,

T — A28 7=

T4 ME L

1HEOU I IZAMNIFLTRENZ AT 24 b
DEAMEHFHRLET. BESATORZNEED
T 7 # )L MEX 100 T3, max-keys OEE
1000 LARI=g 24BN H Y ET,

T — & B X5

T 7+ )L ME: 100

BRENDA Tz bF—ICIEECHLETL T

1V ANTEERZE VS EHREERBLET,

TLI74v Y REFERBTBZIITUhBIRENDF
prefix —[CEEDOTL T4 v I REHBENBLISER

LTLEE,

T— A28 =7

TI74IME L

marker

max-keys

BEhdaVTFoyYOIva—T4VF LIV
—TAVITDEATEIBELES., £T7V 5 b
F—TI& UTF-8 XFAMEREhE A, XML
101Z#ET(E, 0 ~ 10 ® ASCIL X RTXZER
E DEEDHFIEHNF OFTIE Y R— bEhTOE
encoding-type HA. XML 1.0 ZBETYR— b Sh TR
NENFTT V2V MF—ICEFEN TN BB,
encoding-type #3EEL TREN DA TV 4
NE—%I>a—RTEET,
T— A28 XFF|
T AL ME &L
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BEOER

e #iia

BRENBTRTOA TS 24 hO AL DIREFIZ[E
BAEhdarT+—,

B oyvs5i4—

¥R/ — R: ListBucketResult

1) TR MZ delimiter /85 A—4 —%18EL 1=

BE. 0SS MABIRENBIHEIC

CommonPrefixes BENESFEhFTFIT., COEXR
CommonPrefixes (X, REA delimiter ©, HBEOTL 71 v I R

DO A7V oty hERLET,

BY: =51

¥R/ — R: ListBucketResult

FTOxH0 MNEETIL—THT B=HIZERT S

XF, IEELETL T4 v ADDLRIID

delimiter FTOBEIZFOA TV 2/ MITA
Delimiter TEZE®OY )L—7 (CommonPrefixes) & L THE

BELET.

B =5

¥R/ — K ListBucketResult

BRENBERICBFZIIYI—T12T0RA4T

IEELEY. U4 I MT encoding-type %

EELEBSE. BRENADIERICHIT
encoding-type Delimiter, Marker, Prefix, NextMarker, Key

BEOBRENIYO—REhFET,

BY: X255

#7 / — R: ListBucketResult

FTTo Y NA—F—D&A
DisplayName B =5
¥R/ — K: ListBucketResult.Contents.Owner

=

Contents

ETag (TV T4 T4 47 & #7049 bk
BEICER Eh, 70y bDaVTUYER
$r=HICERShES, PutObject YV TX b
EFRAL TERISh =4 T2 27 MDA,
ETag OEEF TS Y hOa > T2 YD MD5
ETa BETY. TOMOIFETIERENEF T2V b
9 DS, ETag OfEF4+ 7Y x4 hpavFoy
@ UUID T¢, C0 ETag DIEZE{FRL T, #7
S MDAVTFIVYNBESNTNEINE SH
EHRTEET.
B =51
R/ — K: ListBucketResult.Contents

Ny NA—F—0a21—-H%—1D,
ID e
¥R/ — R: ListBucketResult.Contents.Owner

TRTOERNRENE=MESHLERLET,

" true” DIHAF. SEIRENAE,N - ERMN
IsTruncated HYFET, " false” DIFHE. TXTOERN

RENTWET,

B HIEFS
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BWMRE: true & false
¥R/ — R: ListBucketResult

FTToI bDF—,
Key BY: =75
¥R/ — K. ListBucketResult.Contents

TP 29 MREICEE S -HE,
LastModified B HEF
¥R/ — R: ListBucketResult.Contents

Get Bucket V9 T2 N DERDRFIZFERASH
3007 F—,

B o5+ — Y7/ — K:Name. Prefix,
Marker, MaxKeys, Delimiter, IsTruncated,
Nextmarker, Contents

W/ —R: &L

IRE®D Get Bucket (List Object) J o T X b DR
WBNEERLET,

B =5

¥R/ — K ListBucketResult

)7 TR MIJGL TIREN DERDEREL,
MaxKeys B =5
¥/ — R: ListBucketResult

Ny hN&,
Name AU =7
¥R/ — R: ListBucketResult

Ny NE—F—(CET 3 BROFFICFERSL
30T —,

B 3> FF— %7/ — R: DisplayName, ID
¥R/ — K. ListBucketResult

ST DIREDCEROFRIBTL 71499 A,
Prefix BY: 37
¥R/ — R: ListBucketResult

PR ENOVAC N '
Size B =5
¥R/ — K. ListBucketResult.Contents

FTOzI NDANL—VA4 T, IREFNBATE
5M(& “Standard” , “IA" & “Archive” A4
7TY. (Archive® 4 FIFIREFR—")—Y 3> T
DHFIFRIEETT . )

B =5

¥R/ — R ListBucketResult.Contents

ListBucketResult

Marker

Owner

StorageClass

FrAR T

-GetBucket Y/ IR MNTIK, ATV 24 bOA—H—FEHBA R TIRENE LA,
T EREON Ty NAFEELBRWNBEER, EEDOHBRAHE > TLARWE=OHITIER TE R WS
&l&. T5— 404 Not Found ANjRENE 3, T —3— Ri& NoSuchBucket T3,
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Ny NMZT7 O AT BERMA R VLVBRIE. T 77— 403 Forbidden MiRENET, TF7—a—R(&
AccessDenied T,

- max-keys DBEN=HICERE—EICERCEAVERE. BEh 2ERIC <NextMarker> AiB
mmEhET, NextMarker (&, SiEABHILERIT—H—LRATIENTEET,
NextMarker DIEH ZERICEENE T,

-FMY TYU T, EBRISIEY X M marker NEFNRTOELTH, IRENDEREFE, 7ILT 7N
v NIET marker O)RIZHEZETZ T A DERRENETT, max-keys DIEA 0 & Y/NE (A
1000 & Y K& (\MEAIX. IT5— 400 Bad Request ANiRENEF, TT7—a3— R
InvalidArgument T¥,

- prefix, marker, delimiter DWWFhH DT A -2 —ANREOBEHEE L TOARWES(E, 400
Bad Request iNiIR=hF£9. L 7—1— Ki& InvalidArgument TY,

-IRNTA—Z—0 prefix & marker 2T 5L, R—UDEERRTEES, NTA—EF—DORS
(£ 1024 N4 MREBETHIVENHY FT.

-TANE—DEFETL T4 v I RELTRERETDE. TOTL T4 v I XATRED T 714 LH%)
BT, ZOTALE—DFTRTOT7ALEY T I+ LA —DBIRNICRShES., B
delimiter & “/ " ISRRET L. BENBEICE T+ LE—DT FALDHINEEN, T T+
L& —(F CommonPrefixes £V ¥ a VITIRENES, YT T+ LT —ROT7AILET LT —
FHRNCRRShERA, LEZE N7y MIRD3DOATO V) MH 1L LET,
fun/testjpg. fun/movie/001.avi, fun/movie/007.aviprefix & “fun/ " IZ:ET D E. 3 DDA
Ty MAIRENE S, &I delimiter 2 “/ " (ZEBET D E. 774 )L “"fun/testjpg” &
TLT74vH R "fun/movie/ " BNIRENE T, DF Y. 7N A —OY v IRERENET,

NG

¥V A

Ny "my_oss” [S4DDFATV I MABHY. ENEFNRD LS RERIMMIHF O THET,
- 0SS.jpg
- fun/test.jpg

- fun/movie/001.avi
- fun/movie/007.avi

Bl

IRy iy W N)T'

GET / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

R YEDHI:

HTTP/1.1 200 OK
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x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>

<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>ossjpg</Key>

<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>
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<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>

<ID>00220120222</ID>
<DisplayName>user-example </DisplayName>
</Owner>

</Contents>

</ListBucketResult>

V49 IR b0Fl (prefix ZETIBS):

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

R Y {EDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>
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<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

)4 TR bDFl (prefix & delimiter Z2STIER):

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I18U9I9IY1vY =

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.jpg</Key>

<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>
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</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

GetBucketAcl

Get Bucket ACL

Get Bucket ACL (T2 L. Ny hDOT7 Yt REREIETEZET,

Y9I IR MEX

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEOER

E=1e 8408
ACL [BROIBMHICER <N > T —,
AccessControlList BayvTt—

#/ — K: AccessControlPolicy

Get Bucket ACL DEROREFICERsh S
AccessControlPolicy %—;_:l_ﬁfﬂ-—
R/ — Rl

Ny M= —0OFEE] RE. CORBIE/NYT
. v hA—7F—1ID £FLTY).
DisplayName 7. =5

#7/ — R: AccessControlPolicy.Owner

N7y D ACL #EBR.

B HIEE=FE

B E: private, public-read. public-read-
write

H/ —K
AccessControlPolicy.AccessControlList

Grant
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Nry bF—F—01—%—1D,
ID B X5
#/ — R: AccessControlPolicy.Owner

Ny bE—F— BT B EROFEFICFERSh
V7T —,

B:avst—

#7/ — R: AccessControlPolicy

Owner

— \
AT
1. Get Bucket ACL A > 2 —7J A A& {FRATZ5DENry NA—F—FEIF T,

7l

)45 X dofl:

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

RY{EOH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

GetBucketLocation

47



Object Storage Service APL)Z 7L VR

GetBucketLocation #{FHT 2 &, Ny y MBI R T—2 V42 —DIEFDIERERRCTEET,

o IR MEX

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

ZHl iBA

Nry % d)—YarvEEELET,
B =5 B

LocationConstraint {&: oss-cn-hangzhou, oss-cn-gingdao, oss-cn-
beijing, oss-cn-hongkong, oss-cn-shenzhen,
and oss-cn-shanghai

FHA T

- N7y NOIBFIOBERERTTEDDRENT Y M —F =TT, oY —mFRRLLS &
34%&. IT5— 403 Forbidden ANIRENEY, T5—— Kig AccessDenied T3,

- IRfE. LocationConstraint B4 {E(IE. oss-cn-hangzhou, oss-cn-gingdao. oss-cn-
beijing. oss-cn-hongkong. oss-cn-shenzhen, oss-cn-shanghai, oss-us-west-1, o0ss-us-
east-1, oss-ap-southeast-1 T3, Ch b DfEK. FhFEh, Hll (FEES L) . 58 (FEILEE
1) . dbm (PEHLER 2) . B, Ftr (FEBEH D) . B8 (FERE2) . ¥ ar /L — CKEF
L. N=UZF7 CKERZ L. YVAR-ILOR)—DaVITHBELET,

il

DR/ QL%

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

)& —>of (AT L—LAAEISEEShTI\DIES):

HTTP/1.1 200
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x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">oss-cn-hangzhou</LocationConstraint >

GetBucketInfo

GetBucketInfolfE(&. N7 v MEREFRT 5LHICERSNET.
9,

- VERRRS RS

A VBR—=RXY NTUEAIY RRA Vb
AR IRYNT ORIV RRA Vb
- N7y NITEEBR

- /N4y NACL ( AccessControlList )

YJ IR MEBX

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

L AR R EEE

280 A
N7y MEROHNBEHREFET S
aAVTF

BucketInfo AU : container

7/ — K : Bucket node
W/ —R:. 5L

N7y EEERERET 50

VTT

Bucket Y . .
A2 . container
¥R/ — K : Bucketinfo/ — R
Ny N OYERESE. BB
CreationDate : 2013-07-31T10:56:21.000Z

Al : time
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¥R/ — K : BucketInfo.Bucket

N7y N7 E2RT 1443
—Ry b RASVE

A : string

¥R/ — K : BucketInfo.Bucket

ELCU—Y 3 VHOECSHA BN

Ty NMZTOERTBEHDA
IntranetEndpoint YhIRYMRASUE

#J : string

#/ — R : BucketInfo.Bucket

Ny MBS TS T —
BREBA—D)—U 3>

B : string

¥R/ — R : BucketInfo.Bucket

Niry hNE
Name Bl : string
¥R/ — K : BucketInfo.Bucket

Ny NERBEICEET %155k %E
RESTZaV7F

B : container

¥/ — K : BucketInfo.Bucket

Ny NEFBEOI—H—ID
A : string

|/ —K

: BucketInfo.Bucket.Owner

Ny NFBEZE ORI (IRER
IDEFEL )
DisplayName B : string
|/ —K
: BucketInfo.Bucket.Owner

ACL fB¥RESMNT 20V TF
AccessControlList Type : container
#7/ — R : BucketInfo.Bucket

N7y N OACLHERR

B : FEERstring

BRRE : private, public-
Grant read. public-read-write

|/ — R

: BucketInfo.Bucket.AccessC

ontrolList

ExtranetEndpoint

Location

Owner

ID

R DT

LNy MAFELRWNMES., T7— 404 ANREhET., I F—2— K : NoSuchBucket,

2.1\ y NOFIBELETNMNTy NOBRERDS CENTEET, MOI—F—BN\Ty MERN
TOEAL&SETBHEIT— 403 NIRENES, TF—3— K : AccessDenied,

.U IAMIMEENOSSTY RikA4 v "SR TEET,
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7l

DR/ Q)L K

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

V& —>ofl: (N7 y MEBLNIERICRGEh 5155)

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketInfo>

<Bucket>

<CreationDate>2013-07-31T10:56:21.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>

<Owner>

<DisplayName>username</DisplayName>
<ID>271834739143143</ID>

</Owner>

<AccessControlList>

<Grant>private</Grant>

</AccessControlList>

</Bucket>

</BucketInfo>

D& —>0fl: (/N y MERIFFHEL & ER)

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchBucket</Code>

<Message>The specified bucket does not exist.</Message>
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<Requestld>568D547F31243C673BA14274 </Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com </Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

V&= 0Bl : (/N7 y MEBA~NDOT Y ARG LESR)

HTTP/1.1 403

x-o0ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>AccessDenied</Code>
<Message>AccessDenied </Message >
<Requestld>568D5566F2D0F89F5COEB66E </Requestld >
<Hostld > test.oss.aliyuncs.com</Hostld >

</Error>

GetBucketLogging

Get Bucket Logging

Get Bucket Logging 232 L. N7y hDT7 /L AOVREERRTEET,

)5 IR MBS

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

E=1e L
BEOIYVT—,
BucketLoggingStatus Bavyr—

RER L
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OJEHROI Y TH—. COBRLZOTFERRG

. BB E S TWIIEEICOHRELET
LoggingEnabled . BRICHE > TOARNESEEFEELEEA.

B oY F—

#REZ: BucketLoggingStatus

COEEREGF, Y—N—=T7H 207 EEShD
N7y NEIBELET,

TargetBucket e
#RE K BucketLoggingStatus.LoggingEnabled
AT 7 74 LHEHENBF—DTLT 1 v IR
(=T
TargetPrefix E?ESIZE%H—L%U&?O

#REZK: BucketLoggingStatus.LoggingEnabled

FrA DT

1NNy AATFEELRWMESIX. T5— "404 no content” MIREhFET, T5—a— K&
NoSuchBucket T¥,

2.1\ y NDT 2 RAOTREEFRRTEDIDEN Yy M —F—EHFTY, fbo1—¥—mFERL
&5&9 3L, IT5— 403 Forbidden ANiIRENFET, T —3— K& AccessDenied TY,

3.V =ANTy MZOTIL—=LABREENTOAENMES., XML Ay tE—Y DRI (ERENETH,
BucketLoggingStatus BEZEA null (24 Y £,

(7l

SRRy W)Y

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

RYEDH (AT L—LHBREISREEA T SIBA):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LoggingEnabled >

<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>

</LoggingEnabled>
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</BucketLoggingStatus>

RYEOH (LOG L—ILAREEN TR IES):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
</BucketLoggingStatus>

GetBucketWebsite

Get Bucket Website

Get Bucket Website #{E#{FHT L. N7y NOFERI Web YA NRRAT A VT RAT—2 RAEFRRTEE
¥,

UJ IR MEX

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEOER

280 #8H
Key BZEna>T+—,
ErrorDocument B oy —

#7: WebsiteConfiguration
Suffix BROa > 7T+ —,

IndexDocument B.avTt—
#7: WebsiteConfiguration
Key AXXK 9 ZRAI T —HWRELIBSICERT 247
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Tl hDF—1H,

BY: X255

#H: WebsiteConfiguration.ErrorDocument £&{4:
ErrorDocument AMEE S h T\ SIHHEHE

Web 44 bV RRAV bDT oL MJISXY

TRV IXMIEMENEY T4 v IR (=&

ZIE, Y74 v o ZH indexhtml TH B1BEIC

. samplebucket/images/ [Zx39 5 1) U TX b
Suffix X595 L. F—FA images/index.html T

HJ2FTTO U bOT—ENIRENFT), 7

A1V RETICTEILETEFEA. ATV Y

1ERHBIEDHTEFRA,

BY: 3575

#7: WebsiteConfiguration.IndexDocument

o IRbDOaAVTFH—,

WebsiteConfiguration B:avsyt—
RN

FrA DT

1.7y MAEFEELARWMBESIE. T5— “404 no content” AiREhEd, To7—3— RiF
NoSuchBucket T,

2.7y hOFRI Web YA MRRAT A VI RAT—RRAERRTEDDOEN Ty bA—F—FEFTY
o DAY —NFRLELSETEE,. T5— 403 Forbidden MNRENET, TT5—a— RiE
AccessDenied TY,

3.V —ANYTy N TEH Web 1 MRRT 1 Y THBENRES N TORNBEE. IT5— 404 i
RENFF. T7—3— Ri& NoSuchWebsiteConfiguration T3,

(7l

)45 TR dOBI:

Get /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

RYEDH (AT L—LHBREISREEA T SIBA):

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: close

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<WebsiteConfiguration xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RYEOF (LOG L—ILAREESh TWAEMESR):

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld>
<Hostld>oss-example.oss-cn-hangzhou.aliyuncs.com </Hostld >

</Error>

GetBucketReferer

Get Bucket Referer

Get Bucket Lifecycle #{E2{FERT 2 L. N7y hD YT 7 5 —REEF R CEE Y. Bucket Referer Anti-
leech Protection Mz£4AIZ D\ T(&, [OSS Anti-leech {#| 2L TS0,

YUY IR MBX

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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BEOER

e #iia

)77 5 —ENDAVT VY OIREICFERSID
aAvTFF—.

Bl avy4—

Y7/ — R: AllowEmptyReferer / — K
RefererList / — K

B/ —R: L

DI777—T4—LRER Ul THBT7VERY

JIXMEFTTEINES>hERBELET.
AllowEmptyReferer B 5IEFF BRIAR(E: true & false T7 + L

ME: true

#7 / — R: RefererConfiguration

VI 7I3—=FUEAKRTA M) R NOFREFIC(ER
=hdarT+—,
RefererList B avyr—
#7 / — K: RefererConfiguration
%7/ — R: Referer

T 7S5—TFHERKRTA MR MNEIEELET

=

RefererConfiguration

RefererList ;i,_U =5
¥R/ — R: RefererList

FrA DT

1. N7y MAFELAGWESE., T75— 404 pMNIREhFET., T5—3— Ri& NoSuchBucket T9,

2NNy MDDV T 7 I REEFRCEBDEINT Y MA—F—FE1FTT., BOI—H—"FxRL &£
SL9%dL. IT5— 403 Forbidden ANiREnEY. TF7—3— RiE AccessDenied TT,

3Ny NTY 775 —BEMNMTOATULRWESE. AllowEmptyReferer D577 + )L MEEZED
RefererList ANRENFE T,

(7l

)45 X bl

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BRYEOH ()7 735 —L—LHAEEICEEEh T\ BIES):

HTTP/1.1 200
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x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

RYEOH (VT 75— L= EEATUORES):

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

GetBucketLifecycle

Get Bucket Lifecycle

Get Bucket Lifecycle #{FHT 2 L. N7y hDFA THA VI LBREERRTCEET.

)H IR MEX

GET /?lifecycle HTTP/1.1
Host: BucketName.oss.aliyuncs.com
Date: GMT Date
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Authorization: SignatureValue

FrAR T

LNy MDTATHA Y LREERRCTEDDENT Y NA—F—EFTY, fbO1—H—2NEKR
L&S5&9 5L, T5— 403 Forbidden ANiREhE 3, T 5 —— K& AccessDenied T3,

2. N7y NEEETA THA U ANFELZWMBEEE, T5— 404 Not Found iNiREhFxzd, TS
—3— (& NoSuchBucket & 7=(& NoSuchlLifecycle TY,

Bl

IRy iy W N)T'

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BRYBOB (54 7949 LRRISEHESATIBIES):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>

<Days>1</Days>
</Expiration>

</Rule>
</LifecycleConfiguration>

RYEOE (54 7H4 5 LHBETATIVERIMES):

HTTP/1.1 404

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>

<Error>

<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>

<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld >
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

DeleteBucket

Delete Bucket

Delete Bucket #{#Ed % &, N7y bEHIBRTEZEY,

)H IR MEX

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

1. N7y ATFEL A OES(E. T5— "404 no content” MiRENFET, T5—3— RiF
NoSuchBucket T¥,

2. N7y FEBROTHIBRT 22 LEDBRNES IS, BTHUWNT Y MIEBRTERNWELS TR > TLVE
ER

JIBTHRUNYT Y hNEHIRL &S5 EFTDHE. TF— 409 Conflict NRENET, TF7—a— K&
BucketNotEmpty T,

4. N7y NEHRTZEDDENT Y M —F =TT, HEROGUNTy NEHRLKES LT B L
. I5— 403 Forbidden NMiR=nFd., T7—— K& AccessDenied TY,

1

)45 TZ bOFI:
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DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

R Y{EDHI:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLogging

Delete Bucket Logging

Delete Bucket Logging BF2 BT 2 L. N7y NODT /RO THEEEENICST R ENTEET,

UJ IR MBX

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

RrA T

1. N7y AABEELRWMESIX. T5— "404 no content” MREIhFEI, TT7—a— K&
NoSuchBucket T4,

2.\ y NDT L AOTHEEEBNICTEDDENY Yy MA—F—FE1TTT. BHDOHDOTIEAN
N7y NEEELES £ 95E. T5— 403 Forbidden AtiIREhEY, T7—a— Ri&
AccessDenied T4,

3.8 =45y Ny NTT Y L ROTHEENBMIT G > TOWAWESE, HTTP XAF—4223—R
204 pMRENE T,

61



Object Storage Service APL)Z 7L VR

1

U/ QN

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RYiEDH

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketWebsite

Delete Bucket Website

Delete Bucket Website #{E&{HHT 2 L. N7y MOFEH Web Y+ MRAT 4« V5 E— REERIZT S
CENTEZET,

UJ IR MEX

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

1. Ny NAEELAWESEZ, T5— "404 no content” AREhZET, TT7—a— Rik
NoSuchBucket T3,
2.7y ORI Web Y+ NRAT A VT E—REENCT DI EATEDIDEFNY Y M —F—
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EHTd, B0 0OTRHAEWNYy MEBELELS L3 5L, T5— 403 Forbidden ANiIREH
%94, I5—— Ri& AccessDenied T,

7l

DR/ QL%

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

R Y {EDH:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLifecycle

DeleteBucketlLifecycle #{FRT 2 &, IBELEZNT Y MDOTA 7Y A JLREEHIRTEET.

)H IR MEX

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

COBIETIE, IBELEAT Y RDSA THA H LL—ARTRTERERET, ThilE. 20
Ny hOATY 24 NEEBHICHRENER A,
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NIy NDTATHA I ILBEEHRTZEDZDENAT Y hA—F—FEIF T, BODEHDTEAL
Ny NEBEL &S T 5L, IT5— 403 Forbidden piREhEzd, T5—a— RiE
AccessDenied T4,

(7l

)5 TR dOFI:

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RY{EDHI:

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

7Tz MOEME

PutObject

Put Object

Put Object (X, 774 )L E7 v T O—RTBHIFERALET.

)H TR MEX

PUT /ObjectName HTTP/1.1
Content-Length : ContentLength
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Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DUIRX Ay H—

=T A

FT7o0 0 MAE T O— RENBERD Web R

—SO0F vy aBfEEIEELET., FFMAICON
Cache-Control Tlx. [RFC2616] Z#&HRL T ZEl),

B =5

T4 ME L

ATz MNEoO—REBBEOF T x

7 bOBRIEISELE T, FMACONTE, T
Content-Disposition RFC2616] =&ML TS0,

Bl 375

T AL ME &L

ATz METovO—REhBBOa>Y TV

VOIYA—T4 VIR EiEELEY. 4
Content-Encoding DUVTIE, [RFC2616] &L T (),

BY: 3575

T 4L ME &L

RFC 1864 TEZRENTWB LSIT, AvtE—Y
DRE Ny T —%R) NEHESh T 128 EYy
b OEYED MD5 [EABS S hFE T . £DIE.
base64 %L T OEYEA Content-MD5 &
ICZva—REhFET, COVIIR MY T —
X, AvE—C0BMME. D2FYAvE—S DR
BNEESNZRBTE—EHL TWEIHLESHERE
BB EHICFERTEEFT, COVI IR MY
A—(EA T a>TEMN, OSS TIFCHYH T
ARAYE—BIVRY—IVROFzvFIfE
BTdEMNEESNET.

B =5

TIHILME L

B4 L

BYERE = VMBI TIEEL T Y. D0
Expi Tlk, [RFC2616] &ML T ZELN,
xpires A Bk

TIHILME L

OSSI2&>2THTY =4 FAMERREN BIERDY
—Occ cide. : —N—EIOBEEXT7ILTY) RLEIEELET,
X-0SSs-server Slde encryptlon ﬁg: Y?—ﬁ”
BN {E: AES256

OSS [C&k>THTY =4 MAMERR SN BEEDT
U AEREBEL TS,

x-oss-object-acl B 37
BRR1E: public-read, private, public-read-
write

Content-MD5
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R DT

- Content-MD5 ) 4 T X hAy X —%7 v 7H— R LEBEIF. AXD Content-MD5 AstE=h
T, WELNRILTHINESHIAERESNET T, BEDIBAE. T7—3— K InvalidDigest AR
=hET,

- IX Ay Z—o Content-Length DIENEEN Y Y TR MAX TEE S ET—2DRE:
TEIZIBEETH. 77029 MMERShEITA, TV =5 b1 Xi& Content-Length TEE
ENTWBTAXEFELIZRY ., HBYDT—2FHRENET,

-EBNT 273729 bOT7AANBRICEET BIBRICCOFTTO ) bADT Y L RIERER-
TWBE, BEFEOT7AALFHLEBMLAEZT 7ALICk>TEEE S, 2000K Ay E—IA
RENFET,

- PutObject ') ¥ TZ K< x-0ss-meta- EWN\STL T 1 99 APMFWFZRTA—R—NEETN TS
BE. CO/NRTA—R—(FI1—H— A& (x-0oss-meta-location 7 &) & L THR/bNIET., 1 DDA
IOz MTHLTEERONZA—Z —ZHBEHEREST D LETETEIN, §TOI-—HY A4
DEFYA XX 8KBLATICT 3B ENHYET.

-AVTVYDRENT AR =AY XA —(ITEIMSh TR WMEEE, 411 Length Required * v
t—IUMIRENET. ITT7—3— RI& MissingContentLength TY,

-REFRESIATNINA Y E—IARNANEBE SN B WEE. FEEXEFESAERZOY 1 XHE
ELEYA ALY HNESWNFEE. 24 L7 MEIZ 400 Bad Request Ay —IUANIRENET
. I7—3— R(& RequestTimeout T4, CDEZE, OSSICHBICDT FAIILOABET v 7O
—RLET—RICHE>TLET,

BN 24TV boNTy MAFEIEL A UVMESRIEL. 404 Not Found Ay E—UAIRENE T,
I Z—2— Ri& NoSuchBucket TF,

-BINE 33T 0 hONTy NMZT Y R T 2HERN A WIFEIE. 403 Forbidden Ay —I M
RENFT, T7—3— RiE AccessDenied TY,

-BINT 27 71 LOEEH 5 GB £#82 5184 (&. 400 Bad Request * v E—UMRENET, T
Z—3— R(& InvalidArgument ©3,

-ZFE ATV hEF—DREMN 1023 Ev MNEFBZ H155(&. 400 Bad Request A v t—o
MNREhEF., T7—3— K& InvalidObjectName T3,

ATV METYyTA—RFTBER. OSS Tk, [RFC2616] TEZ=h TL\5 Cache-
Control, Expires, Content-Encoding. # & T Content-Disposition ® 4 DDAy X —7 4 —)L
Rt R—hEhEd, A7z b7y 70— REBICChDDANY X —%2RELEBEE. X
SEDFTIVzI MREOYO—RENDLEEIT, ST 2Ny X—ELRT v T O— R EhEIS
BEICERESNET,

- AT x4 hDOT v T O— REFIC x-oss-server-side-encryption Ny 4 —%&i8ET RIS, ZOA
v & —DfE(E AES256 (ERET DVENH Y EY, TALUMNIREL IFBEEE. 400 Av+E—T &
I 5 —3— R InvalidEncryptionAlgorithmError BNRENET., COANY A —%EIBET DL, E
ANYE—=ICHIDANYE—NEFh, Ty TO—RE=AT P2V NOBELTILT ) XLHNR
ShET, COFTVzI bOAIO—REFCH, [SEANYT—CE, BAZOF TV D
EEWT LT XLISBREEN TS x-oss-server-side-encryption A FENET,

FAQ
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Content-MD5stESEIL T —

FZyv7TA—Rarv7Fry [0123456789] AL L TERShEI., XFFDContent-MDEAGTE SN E
¥,

IEL W\EHEGE

BT AIEETER SN TR 7T Y XA, LLFTOZ7 O+ X TContent-MD5 %2583 2= IZERA=H
ES I

1. {EMN128Ey hD/NA FVEFITH A7 v 7 A— RContent-MDSZEtEL 7,
2. N4 F B %Base64 T — R L%,

PythonA¥fil& L TREFEShTUW\ET, IELWEEI—REIRODEBY T,

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

X : hash.digest() &R (&, Base64T>a—T 4 VT DANHE L THEREIET,

>>> hash.digest()
"X\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

& EEGIE

KL HBIEEWE, FTEESHNT=32/31 b MD5XF5%BasebdTI Y O— R$T B L TY, RERH
: Base64 T hash.hexdigest)ZT>a— RLEBES :

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

>>>

>>> #IREREELRFTEERTT.

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

RERIT A
ROTTEEEEL TRATEET.

1, BECstE S hzContent-MD5I&, 24/\1 b DFRFARERNFHITY,

2, ATy ELT "0123456789" %fFERL T. Content-MD5A eB5eJF1ptWaXm4bijSPyxw ==T#
BMESHEHRLET,
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1

)45 X bOFI:

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

L 2R 2 Df:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-oss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

CopyObiject

Copy Object

Copy Object (&, OSS DEFENFTY x4 bEBIOATY x4 MeaE—F B1bI<ERLET, 0SS I
PUTUZIXhEEFL, PUTUY IR bAYy X —ICEER "x-oss-copy-source” %EIL T, aE—7T
EISETEE T, 0SS TR hA Copy Object H{ETH 3 & BEINICHIBISh. Z DIFEAY —N—FIT
BEEERTEhET T, Copy Object BENERICTETTH L, FILLWA T =¥ MIBT 3BBARSNET
s COEMEFX1IGBEKFENDA T x4 MIBEAHASNET., 1GB2BADA TV hEaOE—F3IZF,. <
LFR— KTy T O— REMEEERT 2UENHY T, - DRIEOZM=>LTE, [Upload Part Copy
| 28BLTES,

iER : CopyObjectDIBIETIL, V—ANTy heB =47y M7y MAEL Y=Y 3 > THIBEN
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HYET .

)5 TR MEX

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

DUIRX Ay H—

=T A

OE—TOY —A7 RLRAEBELET (VU T

ARTBICTFK V—RF TPV bOFmHRYIE
X-0SS-Ccopy-source RANETY),

BY: 375

T AL ME &L

Y—2F T s bDETAG [BEE I —H—AUER
L 7= ETAG {BA\—E9 %155 (. Copy Object
BEAEITShE T, ThLSb0IFEK. 412
Precondition Failed A v +—YARENE T,
B =5

TI7FILNME "®L

A—H¥—p1EE L =BRFLEICY —RF TV
MBS TULRWMNEEIIE, Copy Object #
ERNEfTShET. ThlUtoBEE. 412
Precondition Failed A v +—YARENE T,
B =5

FTIAILME BL

FI -2/ A =2 =2 &> TIEESN=HF

N7 74 NOREBRERLMAENLETH 515

BlE. 77 UAERBCEEENT 200 OK Ay
x-0ss-copy-source-if-unmodified-since T—IMIREhFET. ThLSPOEEEF. 412

Precondition Failed A v £—YpRENET.

BY: 3575

T AL ME &L

A—HY—p1EEL=BRFLPEICY —RFT D
MATEEI T\ SI85(1E,. Copy Object 2{E
DEITEhFET., ThLGIDIEE(E, 412
Precondition Failed * v+ —YMRENET,
Bl =51

TI7AILME &L

BAAEIZ(X COPY & REPLACE A Y ET, =
D/INT A—A2—p COPY [SFHFESITI\BIES
x-0ss-metadata-directive X, FLOWA TSz bDOARIRY —ZAF Tz
JhMBbaOE—ShET, CONTA—F—N
REPLACE [ZE8ESNTL\BIBEREF. vV —R AT

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since

69



Object Storage Service APL)Z 7L 2R

TV POIRTOARENERSH, DY
IR PTEEELEZAZEAERsNET, O
T A—%—h COPY & & U REPLACE LIS &I
HBESN T B18E(E, 400 Bad Request # v
T—UMRENRET., SD/NT A—4—A COPY
[CHRESNTWBIEETH, V—ZAT Tz k
? x-oss-server-side-encryption @ A ZfEl& 3
E-—ShFTHA,

BY: 37

T 7 %)L ME: COPY

B4 & COPY, REPLACE

OSS [S&k>TH—47 v AT Dz U MHUMERLE

NBBOY —N—RIOBESHKT LT X LEIEE
X-0ss-server-side-encryption LES.

BY: 755

BN fE: AES256

OSS[2&>2THTY =24 FAERREN DD T

UL AEREBELE T,

x-0ss-object-acl BY: 37
BRRE: public-read, private, public-read-
write

HEOER

Al e
Copy Object M4EER,

CopyObjectResult B XX =51

T4 ME &L

LOWATY x4 b ETag fE.
ETag B XF5)
#HE%: CopyObjectResult

MLWATY 20 b OREEFHE.
LastModified B X251
FREZR: CopyObjectResult

FrA T

- Copy Object IMEA{FHAL T, BBEFEOA TV 27 MDA EREEETEET,

-Copy Object #{ETY —ZAF TV DT RLANE =4y bATV x4 hOT7 RLRERLIE
B, x-oss-metadata-directive DBEIZESEG . VvV —RA TV 27 FOARERNERETIRZ
LbNEY,

- Copy Object U4 TR MZlE, 4 DOEFHMAY X —F W DTHLEHIENTEEY, BE
3250V v%Y OFMIZDLTIE, Get Object d [FFADHT] ZSRBL TS,

- Copy Object #{FE 1T HIC(E. V—RA TP =V MOFGRARYERNVETT,

S —RFATO Y MR MNATO ) MERALT 2 Y2 —ICBLTWBRENRHYFT
. BLTUWGRWEEIK, 403 AccessDenied Av+— & " Target object does not reside in

70



Object Storage Service APL)Z 7L 2R

the same data center as source object” & (\5 T 7—1EHRMNRENET,

- Copy Object EFNBEHATIE, V—RAF TV bDO/N\Ty NRT Get V7 TR bDEA 1
FTOBA. 8Ty Tz bONTYy PATPUt Y7 TR MOEA 1§D, Thi Bl
TR ML —UBENEMESNET.

- Copy Object BET(&. BHET DV I IXA MY A —(ET T x-0ss- THED =, BEENFS
(ZIEMY 2BENHYET,

- Copy Object ') % T X kT x-oss-server-side-encryption Ny & —&38E L =I5&I1C. FDIE
(AES256) "B THNE, —N—BITY XA T/ MBEHSh TSN E SHICEESR
<. Copy Object H{EDOEFEICH —N—fITE =47y sFT ) MBI ShETT., T
Copy Object JEBEANY X —IZ(&, [ENZ =5y A TPz ) FOBESHT LI XLISRESHIT
(V% x-oss-server-side-encryption AE&FENET., CORX—7Tyv AT/ bOXT2O— REF
TH, BNy A —IZE, BENCOE =7y Tz FOBEKTILIT I XLISRESA TN
% x-oss-server-side-encryption A& FENE 9., Copy Object ##{ET x-oss-server-side-
encryption V9V TX hAyZ—ZIEELHEWESE. Y—N"—FITY —ZXF TV 27 MABEKE
hTWBHhESIHCEBFERL, 2—Fy " ATV 29 MEY—N"—BITRELSABEOT—RI(ZR
V¥,

- Copy Object ') ¥ TR b ® x-oss-metadata-directive ~v & —#A% COPY (77 # )L MB) IZFREE
NTWBIBETH, V—RF TP x5 hD x-o0ss-server-side-encryption DIEXAE—ShFEF A
« DEY. ATy MTO Y MY —N—fITESH=hDSDEE. CopyObject YUV TAIT
x-o0ss-server-side-encryption #i§E L =15&7~ 1T T,

- Copy Object ') # T X b T x-oss-server-side-encryption Ay & —%#gEL =A%, FDEN
AES256 TR W\MBSI(E, 400 A v+ —Y & I 5—— K InvalidEncryptionAlgorithmError AtR =
nEzY.

-AE—937 74OV A XN 1GB #HBABS158& 400 Ay tE—2 LI F5—a0—R
EntityToolLarge AMRENFE T,

-COBETIE, BINENAET7yTO—RAY Yy RTER ATV MEaE-—TEEBA.

-TTFANBATR YR )0y OFa. YRy VDI DHNIE—hET,

7l

DR/ QL%

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

R Y {EDH:
HTTP/1.1 200 OK
x-oss-request-id: 559CCI9BDC755F95A64485981

Content-Type: application/xml
Content-Length: 193
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Connection: keep-alive
Date: Fri, 24 Feb 2012 07:18:48 GMT
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

GetObject

Get Object (£, # 7Y x4 NEBUET 21=0IFRALET., FHTRICE. COAFTY ) MOFmAHRYIE
ROAMBETT,

)5 TR MEX

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange (Optional)

DOIAMTGA =2 —

OSSTIF., GETEKZIXET S L EFIC, WEEKRKADWK OODAY A —EHRATAXATEES, EFL
— Y& content-typeZHFEH A A XA XTI EMNTEET. BOANY X —DIFE. GETU S IX MNEEBZ
FETEEITIRENHYET, ChoDAY - LUFEBYET,

=T i

OSS hpiRENS ) U T X b D content-type ~

v —EEELET, ERI—Y—& avTY
response-content-type VB TNy Z—EIEETHLHTEET,

BY: X7

TI7AILME &L

OSS MBiIREN DY 4 T A M® content-
language Ny ¥ —%IBEL FT.

BY: X751

T4 ME L

response-content-language

OSS M biREND U Y TX kD expires Ny &
response-expires —&EELET.
BY: 3575
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T4 ME &L

0SS A biREh % ) U TR h® cache-control
RY A = ] |
response-cache-control ;.%—ﬁzﬁambi?o

TFTIHILME L

0SS miriREN B )4 TR bD content-
. L e e
response-content-disposition gésgg;_%ﬁn Ny A —EIRELFET.
FTIAILME L

OSS mbiREN S YU T X hD content-
i w A =T
response-content-encoding %Tcé)zci‘ylinﬁ% Ny H—EEELET.

FIAILME BL

DO IR MAY ST —

e Bl

77 ANVEREDHREEIREL Y. EAE &8

E% bytes=0-9 (ZRBEL ESIE. N1~ O ~
Range 9 AEREENET.

B =75

T4 ME &L

EEL AR EBROTERR XL YRITH HIBS
&, 774 IHDIEREICERESN T 200 0K A v+
—UMIRENFE T, ThLSIDIEEE, 304 Not
Modified A v E—YAIRENE T,

B =5

FTIAILME L

Bz GMT, f1: Fri, 13 Nov 2015 14:47:53
GMT

S > /T A —R — (2 k> TIEESN=-HIS

N7 7AILOEERRFLEE N ENLETH 515

BlE. 774 UHNEREICERE SN T 200 0K A v

T—UMNRENET. ZhLSMDBEEF. 412
If-Unmodified-Since Precondition Failed A v +—YARENE T,

Bl =751

TIT 4L ME &L

Rz GMT, f1: Fri, 13 Nov 2015 14:47:53

GMT

ZEl>7/ ETag &4 T Y =4 hD ETag BN—F

TRESE. 774 ANEEICEESHT 200

OK Ay t—UMiIRENET . ThLIMDIBEEE
If-Match . 412 Precondition Failed A vt —YAREN

ESx

Bl =751

FTIAILME L

SHE -7 ETag 475 x4 kO ETag A—3
LABWEEIX, 774 AAERICEESHAT 200
OK Ay tE—IUMNIRENET., ThLISDFEF
. 304 Not Modified X v t—YMiRENE T,

If-Modified-Since

If-None-Match
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BY: T=FF)
FIAILME BL

R DT

1. Get Object Y2 TX h® Range NS A—2—%/ET D L. TL—U RS> ML BHAERT
—REREEYR—NTEET, COBREEATY 20 MA XBKEWBECHERESIET.

2.V IAMANYyH—TRange NI A—4 —ZHEELEFEE. REhDdAvE—VIZT 7ML
KORE ESEIRENEHMNRENET, 7z& ZE, Content-Range: bytes 0-9/44 (&, 7 7
1 LEEROREN 44 THORIRENEEMN 0 ~ 9 THDZ LERLTWET, SEOEHME
EERTOANESIK. 7714 L2NimEsh, &8RS Content-Range [FREhEH A,

3. If-Modified-Since (= & > TIEE s h - BIF & EROEEHIEA—HL A WMESE. 774 LHKE
BERENT2000K Ay =Y MIRENET,

4. If-Modified-Since & If-Unmodified-Since (FHETZ % 9. If-Match & If-None-Match {4/
TEET,

5. Y4 TR bz If-Unmodified-Since & FEN TH Y. If-Unmodified-Since & EFERNDZE HEFH
—HLRWMES., £EEU I IR MZH-Match A8FNhTH Y, If-Match £F 720z D
ETag M—3IL & L ME& (X, 412 Precondition Failed * v £ —YMiRENET,

6. U4 TR < If-Modified-Since A&EATH Y. If-Modified-Since & EEEOEEHENA—FL
BWNESR. £E&Y 2 TR M If-None-Match A& F N TH Y. If-None-Match &4 T =¥
N ETag A—EL A& L\ EEIX. 304 Not Modified X v E—U RSN E T,

7. 7 74 LOTFEEL B WMESE. 404 Not Found A v tE—UaRENFET, T7—a— K&
NoSuchKey T¥,

8. 0SS Tlk, BR7 Y £ AHI(Z GET Object UV TR MDY I IR MFA—2—%FAHL T,
OSS MBIRENB VI IX MDAV A —EHRAARA XT D LETEEEA,

9.0SS MWBIRENDB VI IR DAY R —FEHZAAIAALIZEEIC, FRDDAY X —H GET
Object YV TX FDNRT A= —TIEELLEICRESNIDE. VI IX MEREICIESH
E=BE. 2FY 200 0K Ay £ —URNIRENEIZESETTT.

10. Y—N—BITZOF TS =V MBS SN T B15E(&. GET Object )/ TX b OZ{FHFIC

ESUHNBERESNEFT Y 20 MABERICIREN T, & Y 4 —T x-0ss-server-side-
encryption ANRENFE T, x-oss-server-side-encryption DX, #7249 hOY—/—ED
EEWTILITY A LERLET,

11 IREN DV T VY% GZIP TIEAEL TEET SBEAH BIBEEF. VI IR Ay X —DFRR
E— RIZ Accept-Encoding:gzip Z BN 2 HEMNH Y FF, OSS T, 774 LDV TUY
B4 TEYA RIZEDNT, GZIP TEFESN T —R2EZRIHE SHMAHBIShES, a2V T
VUM GZIP TREESHNTWBIBS., 0OV TUVIS(E Etag AEFENTFBA. IRE. 0SS T
(€. HTML, Javascript, CSS. XML, RSS., &&WJson DIV FTUY AR A FI=X3¥ % GZIP [
GENYR—bEShTOET, J7ALUY A XE1KBLUETHIVERHY T,

2. 7F7ANBATE YR I VDY OFE. 2—7Ty b7 74L0DAVTUVIYNR>TER
¥, ¥, LARYZAY A D Content-Length, ETag., Content-Md5 /85 A —4 (&, XI&7
7AIILDALEHRE R Y FT, Last-Modified KT A=A (EA—Fy T 7A4ILEY VR VY
Vo) OBRKEBIZHRYVET, BOTRTONRTA=LE YRV I ) OARERIZHRY
EX I
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B.I7ANEATE IRV I VY T 2=y b T 74 UNFHEL G MES. 404 Not
Found * vt —UARENET, T5—2— Ri& SymlinkTargetNotExist TY,

B TF7ANEATE IRV IV T 2=y bT7A4LB2 2Ry I 2T DFE.
400 Bad Request error Ay t—UMIRENEFY, T5—— KX InvalidTargetType T,

T—=hATRATE, ATz bEUO0—RF 302, VRAMNTERE YR MNTETOR
ENAEETY. YR NTFTERIEOROA AT O—REhdF TV ) MEL R4 LTI TS
TILET,

-BRARESHTEL Y. HED )R NTEIENEA LTV MLEBE, 403 T5—¢&
B"YEF, ITF7—3— K& “InvalidObjectState” T,

-ERARESITEY. VA NTEEATT LA 155, 403 T35 —ERBYET,
IZ—a— Rk “InvalidObjectState” T3,

-DZARTEENTET L. 24 L7 0 MRELGA S IBEDH, T—REEEL VY
A—REhFET,

(7l

SRRy W)Y

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9J)fe8=

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Range #igEL )Y TR bOf:

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=
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R Y {EDH:

HTTP/1.1 206 Partial Content

x-0ss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
x-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BENDAYE—IAYH—EAREATAZXLEY I IR MBI

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

R Y{EDHI:

HTTP/1.1 200 OK

x-oss-request-id: 1144d124-055c-4052-2¢65-ale3439d41cl
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Length: 344606

Connection: close

Content-disposition: attachment; filename:testing.txt
Content-language: Chinese

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]
RO IVID) I TR MO

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

R Y {EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIlYmXvwCEeOfmi8JvOYilw==

F—NATEATO ) FOYRMNT7EREICHBFSHY I IR b fil:

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 58F723894529F18D7F000053

x-0ss-object-type: Normal

X-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

AppendObject

Append Object

Append Object (&, 7 7 A LEZBIME—RTZ vy 70— R$3E=HIZFEALEY., Append Object I{ET
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ERENB 24 TOFT Y 29 MIENBIEEA TP =9 T, Put Object B ETT7 v ’A—REhd 447
DATT ) MIBEFT O 2V bTY,

YJ IR MEBX

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

DUIRX Ay H—

=T i

AT MAEIoO—RENBED Web R

—J0X vy aBEEIEELTT. MO
Cache-Control Tlk, [RFC2616] &ML T &1y,

B =5

T7FILNME "®L

Tz MEYO—-RENBEOATY =

7 hoBEIEIBELE T, SO0 TE. T
Content-Disposition RFC2616] #Z&HBL TCZE0N,

BY: 375

T7#IILME &L

FT7Vzy bREUO—REshdBEOaYTY

YOIYA—T 1 VN ERELEY, IS
Content-Encoding DU\TI(E, [RFC2616] #&HRL T ZE0),

B X255

T4 ME %L

RFC 1864 TEZEENTU\D LS, AyvtE—Y
DAHE (Ny X —%R<) PETEShTI28 EY
N DEYED MD5 ENEUSShET. TDIE.
base64 &AL TZ O#EH Content-MD5 &
ICZVa—REhzFzFES, COVIIRMAY T —
. AvE—C0BME. 2FYAVE—V DA
BNEESNERBE—HLTLWEIHNE SHERE
BT BEHICFERTEET, COUIIRAMAY
H—gA T a>TeEMN, 0SS TlRCDY 4T
AMAYE—FEIVRY—IVROF v IfE
BYdEMNEESNET.

B =75

T4+ ME &L

H%9: AL

BYHEBRE = URETIEEL 9. sFAICDLY
Tl&. [RFC2616)] #&BEL T =1,

BY: B

T4+ ME &L

Content-MD5

Expires
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OSS [Sko TAHT Y =7 MAUERLE M BIRDY
x-0ss-server-side-encryption ;:u./;z_?.{_ﬂgﬁ)ﬂﬁ?{t} NIVRLEREL T,

BI{E: AES256
OSS[2&koTHT Y =V bAMERL SN BBEDT

A tEREBELET.
x-0ss-object-acl Bl =75
BRN7&1E&: public-read. private, public-read-
write
SEANY & —
L 598

ROV IR NTIRRT DUENSH DB EIEE

LET., Chid, ERICEFREOA TS o bD

RETY., O~y A —(E, Append Object
X-0ss-next-append-position XL THRIIA Y E—UDNIRENIEE. FE

BLATO /7 bORSA—HL A& V=8HIZ 409

IS —HAERELEBSICEENTT.

BY: 64 HIDEEY

T2 b0 64 EY D CRCIEZEIBEL F

el i 3, 2D 64 Ey b CRC (X, ECMA-182 [ZfE
x-o0ss-hash-crc64ecma S THEshET,

BY: 64 HTDEEEY

fthDIRE & DRSEM

- Append Object (&, IBIIATEEA 7Y =4 NUAMZFBRAShE B A, L ZE BUBRIOEEL
TY x4 MABRICTEET I8AI(C Append Object #BEE T L. 409 AvtE—Y LI 5—3
— K ObjectNotAppendable ANIRENE T,

- BEFOIBINEIEEA 7Y =4 MIXFL T Put Object #BE£E(T3 5 &. COBIBIEEA TS =4 b
FFLWATO 2 FTEEESh, COFTVOI MDRATHEEF T 29 MIEBEESIE
7.

- Head Object ##{F 4 =173d L. TV x4 DA A TERT x-oss-object-type MNRENFT,
FTT sy MABINAREA TV 24 M ThHh SIS, x-oss-object-type DE(L Appendable T3,
ENNRTEEA 7' = & b D& (F. Head Object #{FZE1TY % &£ . x-0ss-next-append-position
& x-oss-hash-crc6decma HiIRENFE T,

- Get Bucket (List Object) )% TR hDHE XML TlE, BIMFJREA TS =4 b0 A A T&
Appendable IZ:8EESNTLVET,

- Copy Object %L CEEIEEA TS =4 FEQE—F 3064, COFTT s bOH¥—/i—
BIOBESHWBEEELEEST DL TEEHA, =L, Copy Object 2FRAL THRE A XEh
AR T—RERETHLIETELY,

Al
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-2 20 URL /RZ A—4% — append & & T position (£& 5 5 % CanonicalizedResource T, %

IBFEATNBRENHYET,
-URL 785 A =% —(Z(, B{EH Append Object B{ETH 5 Z L #I5ET % append =2 2 E
NHbYET,

-URL 7 TYUNRFA—8—(2(F, BIMNOFIBMIEEISET % position ZE2HIMENH Y FT. &
¥ Append Object #{EMD position DfEIE 0 [TT ZUEABH Y. FDEDEIED position DfE
FRECA TV I PORETY, =&z, &=FID Append Object V4V TR M TIEEL 1=
position M{EA 0 T, content-length MEA 65536 DIFE. 2 FB ® Append Object U4 T X
N TIE8ET % position DfE(L 65536 ISRRET 2VENH Y ET. FBIENERCTTTIE.
EA v 4 —O x-oss-next-append-position (ZH)XD Append Object 1) ¥ TX b DfUEINREH
ESE N

- position DELIRENDA TP =5 NORSMNERBDBE(E, 409 Av+E—YEITF7—a0—R
PositionNotEqualToLength AR EhET, SO LSBT T —AREL IBSIE. XD Append
Object J 4 TX b DRIBEZEIGEA v & —D x-0ss-next-append-position M SEHYEL T, Append
Object YUV IX M EBIXET S LMNTEET,

- position MOfEAt 0 TRILZRIDEBMNEEEA TS 4 MATFEL B WMES. TEECZBIOEINT
BEATY 2y hOREN 0 OIFAEE. Append Object BIFAIERCRTEET. ThLSIOE
Bl fBEF TV POREA—HLAWERGENET,

- position MfEA 0 TEILBRINA 7Y =4 MAFEEL B WES(E. Put Object )4 TX bk &FEHR
(=. Append Object 1) TR h TA v & — (x-oss-server-side-encryption 4 &) £ ETEE T
. Chi& Initiate Multipart Upload & & EL T9. position OfEAY 0 T, IEL () x-0ss-
server-side-encryption Ny & —m1U - TZX NMIBIMESH T\ BIBEEX. £DED Append
Object UV T MW BIEDAY X —(2H, BEXT LT X L%ERT x-0ss-server-side-
encryption NEENFTT, BTAZ OTEAMNE(CR > IEA(E. Copy Object V4 TR h&(E
BTE%d.

- MWATEEARE T, position DfE% x-oss-next-append-position (ZFREL EIEETH, D4
T X kA PositionNotEqualTolength (= & Y B3 2 ETREMM H Y £,

- Append Object [Tk > TE SIS ATV 2 bOREOFIPRIE. Put Object Tk > TEMSH
5772z POREOFIREFLTY,

- & Append Object BAEDEITEIZ, COFTY 2V NOREBREEABAEHRSAET,

- position DEAIEL LMBE., BREA 0 DY T2 2BEDBINEIAEA 7Y £ MIBINT 2184
Tl ATV PORT—RAREEShFEA,

Ny RBALATDRT =DM TTEDA VB —T A REFVOCHFT CENTERNE ZFK, YRT LA
[FIT5—3—FK [400] “OperationNotSupported” #iRL Y,

CRC64 maEtE 5%

BINAREA 7Y =4 b CRC (£, ECMA-182 (2> TstEShE T, FOHEHER G XZ OstEAEEE
CT9. CRCH4 (&, boost CRCES 1 —ILEFAHALTAD LS ICHETEET,

typedef boost::crc_optimal <64, 0x42FOELIEBA9EA3693ULL, OxffffffffffffffffULL, OxFFFFFffffffffffULL, true, true>
boost_ecma;
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uint64_t do_boost_crc(const char* buffer, int length)
{

boost_ecma crc;

crc.process_bytes(buffer, length);

return crc.checksum();

}
F1z. Python cremod Z{FRAL TRO LS IT5HET I L TEET.

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64("123456789")

(7l

)45 X bOFl:

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

WG

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-o0ss-request-id: 559CC9BDC755F95A64485981

DeleteObject
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DeleteObject (A4 TS 4 MEHIRT B7-HITFERBLET.

o IR MEX

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA DT

- DeleteObject THT Y =4 MEHIRT B(IS(E. COF TV 2V MOEZIAAHERNBETT,
-HIlRT 24 TP Y MAEEL B WOMESE. 204 No Content A v E—UANIRENE T,
AT RONTy MAFEELRWMBE(X, 404 Not Found Ay E—UMNRENET,
-TTFANBATE ORI U2 OFE. YRV Dy EERERENET,

(7l

)45 X bOFl:

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

& DH:

HTTP/1.1 204 NoContent

x-0ss-request-id: 559CCIBDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DeleteMultipleObjects

DeleteMultipleObjects Z{FH3 2% L. ALYy NAOEHOA TS 29 bE 1RO HTTP U IR NT
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HifkTZ% 9. 1[EID DeleteMultipleObjects BETHIFRTZ 24T 24 b OZRAEZ 1,000 T, FHHATE
— FEHDFEIE— RO 2 DOEE— ROERShTHET,

SEHAE— R OSSADIRENB AV E—CAXNIZIE, BFTY x4 NOBIRBREENATRENET,
-HIPHEIE— R: OSS M BIREN D Ay E—VARNIC(E, HIRIZ—DNRELEFTTO 2V bOE
RBOINREFRENTT, IXTOFT Y =27 MAEEICHBRENAEBE., AvtE—YANTREh
A,

)5 TR MEX

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

DOIAMNRT A=A

BHOF T 2y FOHBRRERIC, TYa—-F2A(TEFEAL T, RENEERCF—2TI1-FT 5

CENTEET,
28l B
BRENFEERIS, F—DIVva—T12T75847
IEELET., IRAE. URLI>Va—T41 9y
R—bEhTWET, KeylFUTF-8T>a—F+«
encoding-type YU EERRALEY,

AY: string
FIAILME RL
A7 a > OfE: url

)H IR MNDEK

HHl A

DeleteMultipleObjects 1) ¥ TX M &{f1F$ %0
VT T—EEELEY,

B:avst—

Y7/ —R:1DLAE®D object BEREF TV a Y

Delete
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® quiet EX

|/ — Rl

HIfRI %470 2V bOBRIZIEELFT.
Key BY: string

#%/ — R: Object

7oy MY AERERET ST —
EIEELET.
Object B:avsyt—
Y7/ —K:Key
# ./ — R: Delete

HAOMFE— REBNEEERICLET,
B D=7
Quiet B E: True, False
T 7 #J)L ME: False
¥R/ — R: Delete

RENZAVTUYDOIYA—T4 VT EIVT
—TAVIDAATEEELEY, 770V b
F—T(& UTF-8 XEAMERhE A, XML
1OBETIE, 0 ~ 10 ® ASCII {BEZ ST X=FER
L ORFEDFIENFEOBTE Y R— M EhTIVE
encoding-type A, XML L0 HZEETHR— b Sh T VEIE
NENFT TV 27 FF—I2E&FTIh T BIESIE.
encoding-type ZiEEL TREN DA TP 24
Mr—%I a— RTEET,
T — R 8 string
T4 ME &L

=T Bl

EEICHR SN Tz Ve FEET DIV T
FT—E&IEELET,
Deleted B avy—
Y7/ —K:Key
¥R/ — R: DeleteResult

DeleteMultipleObjects 1) ¥ TX k DERZ(RF
$5aVTH—%EELET.
DeleteResult B oyt —
%7/ — R: Deleted
|/ —R: &L

OSS [T &k - THIBRENKRITSNI=A T 2 ¥
bOERIZIEELE Y.

#Y: string

#7./ — R: Deleted

BRENDERICBFEIIYaA—T4VTDRAT
IEELEY. U4 IX T encoding-type %

BELEEEF. RENDERICHE T Key A

Iva—RshEFd,

BY: string

# / — K: Container

Key

Encoding-type
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R DT

1. DeleteMultipleObjects ') # TR k Tl& Content-Length 7 1+ —JL K& Content-MD5 7 4 —JL
REIBET DUENHYET, 0SS TIE, FELEAVE—VAXNELWZEAZD 2 D07
4 =L RIZEDWTIREESh. HIFRIRBEAEITShET,

2. Content-MD5 7 « —JL RORBELERT 5 (=X, MD5 #{#F L T DeleteMultipleObjects ) &
IXMNERBSMHL, 128 N1 MOEFIEZEIEL T, Base6d ZEHL TZOESIZIYa—RLE
T, BERNICEEL =3XF5IA Content-MD5 7 4 — )L RORBIZA Y ET,

3. DeleteMultipleObjects ') ¥ TX hOEE— RIZ, TT7#)L M THFHEE—RTY,

4. DeleteMultipleObjects ') ¥ TX b EFERAL THERELAWF TV =V M EEIBRLEZIBETH. 20
BERRIIE R shET,

5. DeleteMultipleObjects ) 4 TZ MZid, BK2MB DAY E—V AN EZHIENTEET,
Ayt —IFRXOYA XM 2 MB 28 BI5E(F. MalformedXML TS5 —a— RANREhET,

6. DeleteMultipleObjects ') 7 TR b TlX, —EITHRA 1,000 04TV =¥ hZHIBRTEEY,
—EICHIBRT 54 TPV MEIA 1,000 2B A H1FE(E. MalformedXML T5—a— RANREH
ESCN

7.Content-MD5 Y ¥ TR hAy X —%7 v 70— RLEFEE. AXO Content-MD5 AFHE S
nNT, WELPRLTHINESHMER ST T, BLDHHSE. T5—a— K InvalidDigest At

BENET,
Ll
IR ORI

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

22451
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HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test.jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted >

</DeleteResult>

Dy IX MOFIE

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBcab4kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

FEBI:

HTTP/1.1 200 OK

x-oss-request-id: 559CCIBDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS
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HeadObject

Head Object (7 71 LORBERETITFHFENT TP 25 PO AR IERERT =HIFERLET.

YJ IR MEBX

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

JOIRAMAY ST —

AT Bl

EEL AR EBROZTERR L YRITH HIBS
(. 2000K Ayt—S ATl hDAAM
. . BEnES, £hlMoBEE. 304 Not
If-Modified-Since Modified A v+ — S AEEhET,
AU string
T4 ME L

FHE =N TA—42 — (2 k> TIEESh-HIF

N7 74 ILOEBOZERARFLRFE M ZEILET

HAHEEF. 200K AyvtE—SLATO o b
If-Unmodified-Since DAZNRENET, EhLSAOIFEK, 412

Precondition Failed * v+ —YMRENFET,

#J: string

TI7AILME &L

ZEl>7/ ETag &4 T Y =4 hD ETag B—&
FBEEE. 200K Aytw—oEF TV o b
DAZNRENE T, ThLOFEFK, 412
Precondition Failed A v t—YMNRENE T,
AY: string

TFTIAILME AL

ZFE -7z ETag AT Y =4 bD ETag iA—E
LABEWBESEK. 200K AyvtE—2 ATV Y
FDOARDIRENE S, THLIMNDIFEE. 304
Not Modified A v t—YMNIRENFET,

BY: string

T4 ME BL

If-Match

If-None-Match
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R DT

- Head Object Y~ T X hDiE(S&(&. 200 0K A v E—UNRENDIAILT—AvE—UMNRSH
BMCEELRL, AvE—VAXERENE A,

- Head Object ) ¥ T X hDO Ay & —Tl&, If-Modified-Since. If-Unmodified-Since, If-Match,
If-None-Match &Y T U EHERETEET . RENL— L OFMIZD\TIE, Get Object U5
TR PORBET 1 —ILRESRL T ES, BEAMA SN TWRIMESE, 304 Not Modified
AytE—IMNRENET,

- Put Object U 7 TZ b MIX(SHFIC x-0ss-meta- £ VS TL T 4 v o APMFLI—H— A& (x-
oss-meta-location &) #7 v 70— RLEBEEE. TOA—H—AFMNRENET,

- 77 A UAEIEL A UMESIX, 404 Not Found A v E—YUARIRENZET,
-H—N—RITZOATV Y bOIY FOEBESHATTOI T\ S155(E. Head Object )V TR
MZXFS B IBEDA v & — T x-0ss-server-side-encryption MREhFE Y, x-oss-server-side-

encryption OfEE. 772 2V bOY—N—RIOBSHK7ILIT) X LERLET,
-TTFANRATRY YR I YV DIFE. L ARV XAy £ D Content-Length, ETag.
Content-Md5/XZ A =& (& IRT 71 LD AR IEREBZRY FT, Last-Modified/N5 A —%(F &
=TV RTTFANEL YR Y )V ORKEICRYET, OITRTONRTA-2F, YUK
Dy )2y DAERIZEYET,
-TTFANBATRVIRY I )V T, 4=y bT 74 UIRFELGWES, ¥ AT LX404
Not FoundT5—%IRL %9, I 5—3— K : SymlinkTargetNotExist,

T7ANRAL TRV YRY I YIIT B—Fy NT7ALRALA TRV RY v U2y OBE
« Y AT L(%400 Bad Request T 5 —%#IRL &Y., LI 7—3— K :InvalidTargetType,

Ny N THT— DA TOEE. TV 24 hOR ML —Y 84 FERFEA Y X —[x-0ss-
storage-classTRENE T,

NTY NRATRT—hA4T T, URAMNTEERNY T Iy hERTWBIEG, #7029 bDUR
N 7IREE(L. DB w & —[Zx-0ss-restorel= &> TRENFET., </ br>

s WA MTERDEESNBOA A LTI MLERE 71— L REREShFERA, </
br>

c UZRRTERNEESEN TR A LT MLERWMMES, IREN Bx-0ss-restoreDfE(L
ongoing-request = “true” TY, </br>

- DARTERNEESH, BT LEBE. IRSh $x-oss-restoreDfE(E. ngoing-
request = “false” . expiry-date = “Sun. 16 Apr 2017 08:12:33 GMT" T%, >

il

)5 TR bl

HEAD /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Date: Fri, 24 Feb 2012 07:32:52 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=

1) & —> Ofl:

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

GetObjectMeta

GetObjectMeta (&, N7y FADF T 25 FOEARAZBRERET S=HICFERshEIN. N7y b
DAVTUYERLEFBA, AZERICE. Etag. Size (774 LY 4 X ). B&LV LastModified BEE
nEY,

)5 IR MBS

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA DT

- GetObjectMeta ') ¥ TR MR SENE, YATLNOKAYE—YERLTHIS—Avt—
TERLTH, AvE—VANTIRENFEA,

- GetObjectMeta (&, ObjectMeta U4/ TR MD/RXFT A -2 #IBET ILENHYET. BELE
WMBS(X. GetObjectd )/ TR MELTHUEESNF T,

-7 7AADFELRWNBS. ¥ AT AKX 404 Not FoundT5—%#iRL %7

- GetObjectMeta TIE/N\ 7y NHADOF TV =V MOEARAZBROAMNIREN B 7=, Header
Objectk YERETY, AARIBICEX, Etag, Size (771 LHY41X) . B LV LastModified A&
FhEd., ¥4 X(& Content-Length Ny #—DETHESLET,

-TTFANBATRO YR v VY IOBE YR v )0 BEOBROANRENET,
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7l

)H TR MO

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ + WwIfNmOFmgbrQO=

& DB

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

PutObjectACL

PutObjectACL

PutObjectACL (A T2 x4V b7V L RAEREZEST 5-OICFRALEY. BEA TV ) MTHERHATE
7Y AtERE. IR, 2NFEFARY . AFHRAEED 3 OTY, TV ERIERERET B,
PutObjectACL Y~ T X T “x-oss-object-acl” ~v & —%FALET. COEBIEEETTEI0ENY
v NA—F—F£13TY, BIEARINT 5L, 200 NiREhET, KT DL, WK HIF—a— R0
VTR AYE-—UNIRENET,

)5 TR MEX

PUT /ObjectName?acl HTTP/1.1

x-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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7o x9 b ACL DESS

e #iia

COACLIE, 7Y x4 MAEARYY —XTH

HE/\Fﬁ é:t%ﬂ_?bij—o :0)7."7\\/“17 h@gﬁ&ﬂyu

“bt FrREEIAHEETTEINE. CcOF TV
5 NOF—F—EHTT,

COACLIX, T2z MARIRT Y w5 (Z5MEL
YaJgeir )y — R THD L ERLES. COF
TV 129 MOFZARNY B LXVEEIAHREFITTE

DAY B0k, COATV Y bOF—F—ETTT,
FOMOL—YF—(FZDATO 4 bDFRAHEY
NDHEERTTEET.
COACLIZ, T2z MRRT Y w o Z5RMHE
NEEELE X EARER YUY —ATHELERLET., IT
LTt DA—YH—RZDATY 9 FhOFHmANY B LT
EIAAEERTTEET.
COACLIZ, T2z MOy DAY
24N [EEANHFATEMWET D) —ATHDI L%

mLEY., 2FY ATy bEFTOI MR
B CtEREFEET.

Al

AT 1Y NOHHEYEMEIZIX. GetObject, HeadObject, CopyObject, & &
UploadPartCopy #EICH 1T %Y —XA TV = POFGHRYMNEZERETT, 77V hOEZF
ANARIEIZ1X, PutObject, PostObject. AppendObject, DeleteObject,
DeleteMultipleObjects, CompleteMultipartUpload, & &1 CopyObject #{EICH 1T HFrL (\A
TV POEZTAAMNEENET,

- x-oss-object-acl (XBHAD 3 DDHERDONThAICERET 2VERH Y ET, £5L&0E, 400
Bad Request Ay +—Y & IT5—a— K InvalidArgument ANIRENE T,

- PutObjectACL #f#fH3 2 L. 77V x4 bD ACL 2BETEET, T, 7V 4 FEEFA
CERIZ, VY TR My H—(Z x-0ss-object-acl 2O TH TV =49 FDACLEZRET D LD
TEFEY. WRF PutObjectACL LEL TY, =& AL, PutObject YU TX bDAY & —[T x-
oss-object-acl AEFENTWBIBHE, ATV 2V MOT7yvT7O—RBFITAETO 9 D ACL 258
ETEFT,

X TV FOFARYERN G NI —NCDF TV ) bEFRANASI LT DL, 403
Forbidden A vt —YAIRENFT, T5—3— F(& AccessDenied TY, FRincshd 7BV T b
(& “You do not have read permission on this object” T3,

- X TV NOEZFAAHMERN G NI -—NIOF TV bEEEFAL LT DL, 403
Forbidden A v t—YAIRENEFT, T5—3— F(& AccessDenied TY, FRncshd 7BV b
(& “You do not have write permission on this object” T9,

- PutObjectACL 2{FHL TA\7y NADF TP 29 DO ACLEBETEDD(E. CONTy hOF
—F—FEFTE, Ny b —F =L 1 —H—A PutObjectACL #fFH 5 &35 &, 403
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Forbidden Ay t—UANIRENE S, TF7—a— K& AccessDenied T3, RRrshd70V T K
(& “You do not have write acl permission on this object” TY,

-FTV U MACLENTy b ACL &Y BEBFEShEFT., EZE. N7y b ACLAFERRETA T
Sz MACLARERAEEDRE, 12— -4 TPz ) MTIERTBERICE. £F0F
Tz MODACLAFzv I ShET, GRELT, TONT Yy MFERFENTY NTH-TH.
COFXFTOzH MIEIRTOA—Y-—-BT7HILRATEET, 7709 bO ACLARESHhTU
BWBE. COFTOzY bOACLIEAT Oz MEESHh TSN 7y hD ACL EFLIZ74
YET,

7l

DR/ QL%

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

EH:

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetObjectACL

GetObjectACL (F/N\7 vy NADAT Y =29 hADT Y L AERERUET 5 1=HIFBLET.

)H IR MEX

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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BEOER

e -
ACL RO EREE0 07—,
AccessControlList i)

#H / — R: AccessControlPolicy

GetObjectACL 0ERZFRFT 51T %48
Iﬁébij—o

B OoyvFi—

|/ —R L

N7y bA—F—0OEE FRE. S ORBRIENYT
v hA—F—1ID LELTY),

BY: string

#7 / — K: AccessControlPolicy.Owner

T2V bOACLIEREZIEELET.

B HIEFF

B3h%{E: private, public-read, public-read-
write

|/ — K
AccessControlPolicy.AccessControlList

Ny htr—F—na1—4%—1D,
ID BY: string
#7 / — R: AccessControlPolicy.Owner

N7y ME—F— BT B BEROREFICFERSh
5aVT+—.

B ayTr—

#H/ — R: AccessControlPolicy

AccessControlPolicy

DisplayName

Grant

Owner

FHA DT

- GetObjectACL Z(FHL TNy NADA T 7 hD ACL ZEETE D DX, Ny M —F—
EFTY, N7y bF—F—LII GetObjectACL 1) 4 TR b %&3E(E L =15&(&. 403 Forbidden
Ayvt—YMNRENET, T5—3— Ri& AccessDenied TY, Rxend 7OV 7T ML “You
do not have read acl permission on this object” TY,

- GetObjectACL ) 7 TR MEESLENFTTY =47 bD ACL ABES A TLVRWMES(E. OSS A
BIREND ObjectACL AT 7 # L MZBRYFS, ChiE, SOFTIVy bDACLANT Y b
ACLLEBILTHACLEZRLTUEY, 2FY. N7y bOT7 Y £ RERNIFLFHDIFESE DA
TOzU bOT Y ERERBIFRRICRY . N7y bOT Yt AERNFERAZEOHEEX O
T bOT Y ERERD RNHZAHAEEICHYET,

1

)45 TZ bOFI:
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GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

R Y{EDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>00220120222</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

PostObject

Post Object (. HTML 7 # —LAZFHAL TIT 7/ LEIEELENY Yy NZT7 vy T O—RF BbCFEAL
% 9. Post Object (& Put Object DREFER T, 77 V¥ —ICESWTI 7ALENS Yy M7y TB—R
T&EET, Post Object M A v+ —Y A&, multipart/form-data Z{FAL TI>a— REhFE, Put
Object BETI&, /XTA—R—([EHTTP UV IR hAy & —THEENET, Post Object #{ETIX, /85
A—B—FAYE—VAXDT +—LT 14— RELTEHESIET,

Post object

)45 IR MEX

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
User-Agent: browser_data

Content-Length: ContentLength
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Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168

Content-Disposition: form-data; name="submit"

Upload to OSS

--9431149156168--
T*+—LT4—)LE
2 L] WA E S h
Ny b A—F—0 Access
Key ID ZiEEL 9,
Bl =75
OSSAccessKeyld FIAILME BRL £k B

FE: DT A—LT AR
(. N7y N TRHEZRAEEH
HFREhTORWMES, T

95



Object Storage Service

APL)Z 7L 2R

policy

Signature

Cache-Control, Content-

Type. Content-Disposition,

Content-Encoding. Expires

file

Policy (¥ 7=(& Signature) 7 +
— L7 4 —ILRAYEES AT
BIBEEFVATY,

DOIRAMNDT+—LT 14—
RoBMtEEIEEL £
Policy 7#—L7 14 —JL EM
BEATLRWI S IR MIE
BUYIRKMNELTHRDODNA, &
B AEENFT S TULVBN
7y NMZODRTHEATEET
. BHAIZDOUVTIX, 5741 T
Post Policy] &L T 7=
=0y,

B =5

T4 ME L

B CoT+r—LT4—ILR
(. N7y NTRREZHAEEH
FAEhTOWARNES., £EE&
OSSAccessKeyld (FE 7= (&
Signature) 7 # —L7 4 —JL
RABE S T\ BIEEFWE
TY,

Access Key Secret & Policy
TEOSWTEHESh EEER
EIEELFT., OSS TR, =
DEEBREFzvILT
Post Object J 4 TR b OB
MERIELE T, FACDONT
(&. 5.7.4.2 [Post Signature]
EBRBL TS,

BY: 7

FIAILME RL

& CDTH—LT 1 —ILR
&, N7y b TRRRAEEA
AR ENTORMES, FE
OSSAccessKeyld (FE 7= (&
Policy) 7 #— L7 4 —JL KA
EBESh TN BIEEEMEAETT

REST UV IR Ay & —, &F
#AIZD\TIE, Put Object ®
Ed HEESRL T2
LY,

B =5

FTI4ILME &L

T77ALNFEETFR N VT
VYEEBELET. COT 14—
L RIET +— LOREICIEET
PRENRHYEST., TITUY—
T Content-Type 7 71 JL
24 FITES W\ TEHEIZERE
sh, I—Y¥-RENLEEES
hEd, 0SS TEF—EFEIZ1D
DITF7FAINDHETyTAO—R
TEET,
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key

success_action_redirect

success_action_status

BY: =75
FIAILME BL

Ty TA—RTBIT7AILDF
Tz MREREELET,
TyvITO—RTBd3T7414ILDRF
BEA Ty bEELTER
TEIVEND DIFSIE.
${filename} T EFALFY
s FEZIE bjpg 77 AILE
7v 7A— KT BIHEHIC Key
T4 —=ILRN
Juser/a/${filename} IZ:@E =
hTlhdé, RENGA TV
49 N&I& Juser/a/b.jpg 27 Y
T, T7AILBZIZNRINE
FATWBEGE, 77117
MNoNRREHFRLES, &4
(X. a/b/c/bjpg 7 7AINET
v’ O0— R BIGHEGF. 774
L& bjpg ZEALET, Key
74 —JLRM
/user/a/${filename} [ZF8E =
hThde, RENBRAT TV x
2 N&(X /user/a/bjpg 272 Y
ESCIR

Bl 351

TFTI7AILME &L

7y 7T O—RAEEICETEN
=IO SA T ML L
7 hENh3 URL £i5ELET
s CDTH+—LT4—ILREIE
ELAWNEEE. RS 2ER
% success_action_status Tig
FELEY, 7yTro—Rizk
BLAESEII—a— RANR
Eh, 9747 MIED
URLIZHEDAEA LY bENFE
A,

B =7

T+ ME L

success_action_redirect Mg
ESNTOARWMEEIZENT,
BIARD K S(C7 v 7 O— RANIE
BICHEITShFEICI 4T
MIRENDRAT—2AO—R
IEELET. BB
200, 201, B &V 204 (77
AL BRBHYFEST, ZDT 1
—JLR%& 200 F£1=( 204 (258
ELEESE. E20T771)LE
BT AT —2 Xa— RAIR
ENnFET, COT71—ILR%E
201 (ZE8EL =1B& k. XML
TJ74IIE 201 RTF—4 RO
—RFDNRENET., CDT 4
—ILREIEELGWNESG. T
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(TN REICFRE L IBE .
BT 7AINE 204 AT—4
Ad—RMNIRENZET,

B =7

T7FILNME BL

A—H—HrEEL 2 — A
REEIEELET., OSS Tk
COEEFzvIEhT. E8
HPEnEtA,

Bl 351

FTIA4IME &L

OSSIZ&-TATY x4 b
ER S B0 Y —\—EI DS
BH7ILITYXLFEIEELET

B 75
B8 AES256

OSS[Z&->TAT Yz b
TERESh BBEDT 5 £ AHER%E
EBELZET.

Bl =75

BR7&1E: public-read,
private, public-read-write

DT Yt RIZSTSO—R5H97%A
AEINMER SN BIBER. &S
I6H (<SecurityTokenfBEIZfExE
TEMENHY FI. FERFIC
. OSSAccessKeyld(d, R77IZ
N . o+ o
X-0ss-security-token {f%?ﬁg‘_ éfggggcae;séequgé
ZEEE. B
AccessKeyldB& & —EBL T
EXRP
B X255
FIAILME RL

X-0Ss-meta-* T av

T av

X-0ss-server-side-encryption

x-0ss-object-acl FTvav

FTTFoav

JSBEAY & —
28l B
1) T X b T x-oss-server-side-encryption %
{=rf ] -_1E.A =] — N N
x-0ss-server-side-encryption 2;;75%2%&{%?%2{55;%;%&:‘ VAL
BY: 375
BEDER
a0 WA
Post Object ) TR NOEREFEFES 23V T
PostResponse FT—E&IEELET,
B:avst—
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H#7 / — R:Bucket, ETag. Key. Location

N7y NEEEELET,
Bucket BY: =5
#7 / — R: PostResponse

FTT Y FOERFFICIFREN STV T4 T«
24 (ETag) #38EL £9. Post Object TERK

ENEATO ) OGS, ETagBRF TV x

2 b MDSET, A7/ barvT YN
TEHESNATNINE SN EERT 7=DITFEAT
TEY,

BY: 357

#7/ — R: PostResponse

Hr-IEREhE=4T> 4 b URL 2i8EL

Location fu,j;sz_ﬁu

#5/ — R: PostResponse

ETag

FrARTIHT

- Post Object #2{FERITT B (2(X, N7 v POEZTIAMERNDETT, N7y b TRHEHRASE
DN ESh TN BRIEEE, BERERET7 vy T O—RLAWKS ISBIRTEET. ThLUMNOBEE
. Post Object BECERDIRILEZERITT DL EMNH Y £F. Put Object & (FEBR Y. Post
Object Tl Access Key Secret ZERL TR Y —NERZEFELTT. stESILEBNFS%E
Signature 7 # —L7 4 —)LRDfEE LTHERALES, OSS TR, CHEEFzvY LTERNE
WMEREEL T

-y N TRBSRAZEENFFT SN TSN E 5 MR <. OSSAccessKeyld, Policy,
Signature D7 # — L7 4 —ILROWTIhOET Yy TA—RTBHE HYD2DDT+—LT 4 —
LREHEBCHEYET, BYD2DO0T7+—ALT7 14— L REEELAWNESRFK. T5—a3—K
InvalidArgument MREhFE T,

- Post Object #{ETIXET 97+ —LI>a—T« 7 (& " multipart/form-data” T&H dHE
NHYES, DFY. Ny X—0 Content-Type (& multipart/form-data; boundary=xxxxxx & (\
SERICTIHENHY ET, T T, boundary (FIBERXFFITT,

BEETA— LD URLENAT Y D RAA VRIZFRENTEET, URLTHT Y =4 MEIEE
TRIVEFHYEFEA, DFY. VI I X MFEPOST/HTTP/L1 &% Y, POST /ObjectName
HTTP/1.1 LEBIRT B LiFTEE A,

- K1) ¥ —Tlk, Post Object U/ TR MDT +#— LT 14— ROBEWAREEEELET. 0SS Tl
CCORYY—ITEDSWTY I IR MBI EF v I/ LES. VI I MENTH BIHBSE
. I7—23— K AccessDenied NiIREhFE T, RUL—0BMMEEEF = v o § 5. 0SS TEARY
V—HOEBRR T A — LT —LREFzv I ENFELA,

T —LERYY—(EUTF-8 TIYa—RTBILENHY ET, R —I(&, UTF-8 & Basebd
TIva—R&EhEIJSON FHXMTH,

- Post Object Y2 TZX MZ(&, BIINT7 +—LT 1« =)L REZHIIENTEES, OSS Tlk, R
Y —IZBESWTZNES3RT+—LT71—LROBMMEF v LET,

- Content-MD5 ) T X hAyX—%7 v 70— RLEIBEE. KX Content-MD5 AFtE =
T, @ENBEILTH AN ESHDHERSNFTT, BRS1HSIE. T7—23— K InvalidDigest AR
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ENET.

-Post Object ) 7 TR MzAy 4 —BLF (L URLEZAES T TI\SIEE. 0SS TlEZhdD
BEREFF vy ShEEA,

- Put Object Y4 T X MZ x-0ss-meta- EW\S T LT 4 vy AT =T+ —LT 1 —ILENREF
NTWBIBEE., COT+—ALT 14 —I)LRFI—Y— A% (x-0ss-meta-location 2 &) & L TKkbh
T, 1D20FTV ) ML TRBRONRNT A= —EEEERET D LETEETA, IRT
DAY — A2 DEFTY A XL 8KB LUTICT 2MENHY ET,

- Post Object Y4 TR hDANLRDES(E 5GB FTTY, 774/ LY A ANAKETERIEER
. I5—3— K EntityToolarge MiRE=hF T,

- x-0ss-server-side-encryption Ny A —&igEL YV IR MET7 v TO—RTBIHFES. SO~y
Z—DfE(F AES256 (CRET DBEAH Y EFT. THLINIRELIHEE, 400 Ay -V LT
Z—a— R InvalidEncryptionAlgorithmError ANREhET, COANY X—FIBET D L. BN
YE—CHETDAYE—NEEN, Py TO—RENEFTO 2y NOBELXTILT ) XLNRE
nET, COFTOz/ bOFTO-REIFCH, WEANYZ -2, ENCOF T 29 bOBE
EW7ILTY XLIZEBEEHN TS x-oss-server-side-encryption A& ENET,

- 74— LT 4 =)L RTRERANFIXFRRBIShFEAN, ZOEBTEXBIShET.

1

V9 IR Ol

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
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--9431149156168
Content-Disposition: form-data; name="policy"

eyJleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

EBI:

HTTP/1.1 200 OK

x-0ss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

Post Object ) TR h® policy 7+ —LT 4 —ILRiE, VU IXNOBMEERIT 2-OICFRALEYT
. RUY—(&, UTF-8 & Base64 TI>a— KR&ht = JSON FF X hTY, Post Object )& TR hASiET =
TUENDIEMERLET, post T+ —LT 14— LR, NFEFRAZEATFTSATNINTY Y NET Y
TO—REBBEEA T aVTIN, SOT+—ALT7 1 —)LREFEL T Post Object 1) & TR bR
THRLLERCPEIDLET.

R —nfl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post Object ) % TZ K Tl&, R!) ¥ —IZ expiration & conditions #&H 2 NENH Y FT,

101



Object Storage Service APL)Z 7L 2R

expiration

expiration Tl&, ISO8601 GMT TEREN DR v —OBWEREZIEEL Y. L AKX, " 2014-12-
01T12:00:00.000Z" (. Post Object U2/ T X h% 2014 & 12 B 1 H 12:.00 & YBIICIXET 2 ENDH B
CEEEMKRLEY,

conditions

conditions (&, Post Object U/ TZA DT +—L7T 1« —IL ROBMREEIEET 2EM) A MTT, I
T+—LT7 14— ROMEIF, OSS TRV —MNFzyvy ShiRBICERShES, LEA>T, RUY—T
WESNTST+— LT 4 — L FOBWRER. BRERIOT7+—LT74—LRFOEERELCTY, EAR
. key 7+ —L7T 4 —I)L KAt user/userl/${filename} (SFREENTHE Y, 1—H—DT7 7/ LEMN atxt T
& BI\BEIE. Post Object )V TR M®D policy 7+ —LT7 4 —ILR%E

[ "eq” ,” $key” ,” $key” ,” user/userl/a.txt] TIEi&< [ "eq” ,” $key” ,” user/userl/\${filename}” ]
[CRRET DVELRHYET, RYUL—THR-— IS TOWEIEHFEZRORICIRLET.

e #iia

TyvIO—RTBT7M4IILORAEFESYM AR
INFRY A XEIBELET., CORETE

content-length-range content-length-range & O—E— RAHAR—

PEhzxET,
Cache-Control, Content-Type. Content- HTTP U IR Ay E—, ZOHEGETERE—
Disposition, Content-Encoding. Expires BE—FLEAIA—HE— RBYR—bEhFET,
FyTA—REBTFAILDATY =4 MNEEIR
key ELET, COEUTERE—HE—RERTH

—HE— AT R—bEShFT,

7y T O— RREEICEITSNEECI ATV
AU ALY bED URL 23 8ELFT., C
DEETERE—HE— REBIFA—E— R
R—bEhFET,

success_action_redirect ANEE SN TR VG

Bl2BNT, 7y 70— RAEEICETENT=1E
success_action_status ICRENDRAT—ARAO—REIEELET.,

DEETRHTE—HE— RERF—BE— KA

R—bEhFET,

A—H—AEEL A - — A4 2 EELEFT,

X-0ss-meta-* COEGETIERE—HE— REBIF—E— A
YR—MERFET,

success_action_redirect

Post Object ) TZA NZEF DD T +#—LT 1 —IL ROABENR T BIEEE. TOBEMOT +—LT 1 —
LWRERD Y —OFRMFICEIMTEETY, 0SS TlE, FHICEFFTATONGRWT +—LT7 1 —IL FOBIEEF
v EnFtA,

FiEo—HE—F
FHO—HE—K L
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T+—LT74—ILROENFZHTES N TS

BELZ2ICEALTHIVENDYET, LA
7B LRWMERE. F&iE { "key” @ "a" } FE

[ "eq” , "$key” , "a" | ICTBUERAHYET

T4 — LT 4 —IL R OEOEEIEE L HETSH
BUBEARBHYES, L L key DEDIEA

BIF—E /user/userl THRIFTAIEHEDHWESE. &H%E
[ “starts-with” , “$key” , “/user/userl” ] I(Z
TEIVLENRHYET,

T7yITO—RTEZ T 74 IILDOERRTA XER/N
YA XEIBELET, LA 771 ILOEA

BELEZ7A4ILY4A4 X YA XML ~ 10 N1 DB, FH%E
[ “content-length-range” , 1, 10] (23 2 AEA
HYFET.
IRT—TNF

Post Object )7 TX h® policy 7+ —ALT 1 =L RTI&, BEERTHICS EFEALET. Lin>T
S ERRTBICEIRT—TNFE\S #FEETIVENH Y FF. F/2. JSON XFFO—EFOXFIE T X
r—7&h%$, Post Object )4 TR~ policy 7#—L4L7 4 —JL KD JSON XFFHDLFERDERIZ

~LET.
IRT—TXZF L
V ATvy¥va
\ NYYRXATyya
\" “E5 B
\$ RS
\b AR—R
\f BR—=
\n BT
\r Frlyoa—v
\t KFERT
\UXXXX Unicode Xz

Post Signature

Post Object ) 7 T X NDRREED =8 (21X, HTML 7 + —AIZ policy & signature S 2 VEABH Y ET
. policy Tl&, UV IR THB SN BELIEELFT. signature Z5tEHT 2 -DOFIETRODEHY T
j—o
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1. UTF-8 TIva—RehizARU S —%ERLET.

2.COR)Y—%Base64 TIVO—RLFEY, Tva—T1 VT OHERMN policy 7+ —LT 14—
LROEIZRY, COENERT IXFIE L TERASNET,

3. AccessKeySecret&ZfFAL TCONFFNIBRELETY, BRHLEF. Ny A —DEBROFTEREL
BLTY, DF Y, BEIIXFF%E policy 74— LT 4 —ILRICEERZZTT, I ~AvE
—~DOEBBOEME CEBELEE,

4> 7 )L Demo

-web T+ —ALT A4 —=ILRMAS OSSIZNRTA—EZEBESTTE: CTH2YV Vv I LTLES,

O—IL/Xy Y

D=y I EFTTBICE, BETZI—IANY I /RFA—REOSSITEESENEEKRISHMIT R EHT
¥, BEI—LANv Y EHYR— I BAPIICIE, PutObject. PostObject. CompleteMultipartUpload7: &
rHYZET,

=Ny INRTA—REEFET B

=LAy RF A=K (K, Base6dTLYO— RENJSONIEF TR ENTOET, BRI —IANyY
4 #—/8—URL ( callbackUrl) &3 —IL/Xy s a>F >V (callbackBody ) #i8ET 2 ENEETY, =F
HBiRISONT 4 =L RIFXRDEEBY TY,

Z4—)LER = U7 S

-JTFALANEREICTyTA—
Rxhd&, OSSIEZ MURLIC
OA—IUNy VEREEEFLET
o WOIRMNAY Y RIE
POSTT. body(x
callbackBody(ZigE =t =0
VTUYTY, BEDRRKRT.
Z MURLAS [HTTP /1.1 200
OK| l:m%d'%%lz\%bf&'; 515
&, LARY AARXZIFISONF
callbackurl XThHFRERD> T, L AR
Ay A —Content-Length(
BMGRET. 3MBEBZ AN
VERHYET,
- COMREEFRT L. 21—
Y—& [;] TRPHE500
URLZRETEE T, BIINDIE
BRIGENRENBE T,
OSSIFERZ1>PFOEESLF
R
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callbackHost

callbackBody

callbackBodyType

- URLASRRE SN TULVR VAN,
ENnullDIZE. 3—LNNy s
BMENBWWERABRENET,

- HTTPSAA Y- R— b= TUVE

7.
- FEREXFMIEL CAEEh
BESIZTBITIE,

callbackUrl#T>a— k33
VENHYFET, ERE
http://example.com/Chinese.
php?key=value&Chinese
Name=Chinese Value%
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&%E4%B8%AD%E6%96
%87 %E5%90%8D%E7%A7 %
BO=%E4%B8%AD%E6%96%8
7%E5%80%BCOD & 5 (ZZ5H#& L
ERP

- =Ny Y EKERIRT S
HODRR hAy &—(E,
callbackUrInNzs&E =N TL\B
BEICOHAENTY,

- callbackHostA & E =N T LN
MBS, callbackUrld
URLARR S h., BRRIBICHERL
=R R Ml&callbackHost(Z
ANBDEhFET,

- -y I ARIRShiz &
TNV IR AN DE, =&
ZIE, key = $ (key) &etag
=$ (etag) &my_var =
$(x:my_var),

-OSSY RTLEE, hAAR L
TH. BIUVEHEYR—HFL
Y., YR—b=hTLEVR
TLEHIZOWTIK, LLF0E
T#BALEY., H A2 LTHE
. PutObject&
CompleteMultipartoa—JL
Ny -varlZkBEEICL>T
YR—bENTUVET, Post
ObjectiBETIZ., B&THIELT
#—L7 41— RENL TEE
=hET,

-SSRz O— ANy S ER
MContent-Type, CHul&k,
application/x-www-form-
urlencoded &
application/json&zHR— K~ L
. BIERTT 4L METY,

- Content-TypeMt
application/x-www-form-
urlencoded(ZFRE=N TS
#a. callbackBodynZxEiid
URLZva—REhri-fElcEZ
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B|AoNnEFY, Content-
Typehtapplication/json(ZE&5E
ShTUBIBE. ChbDRE
(FISONFERI<fiE» TEERA
PhET,

JSONOXZFDFIFRDEHY T,

{

"callbackUrl":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",
"callbackBodyType":"application/json”

}

{

"callbackUrl":"121.43.113.8:23456/index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m
y_var=${x:my_var}"

}

C T, callbackBodylSERETE &Y AT LBHUCIE, RDHDOHHY FY. BIRIICE. imagelnfoldE
B7+—<v MNATY, FEGHROBEEEANEEICL TIEE,

Y AT LZEEL 1S
bucket Ny b
object 7oy b
774 ) Detag. 1—H—(TRENf-etagT 1
etag —JLR
70z bODYAX
size CompleteMultipartUpload#{Eh, ChlkA4 T
TV b2EOY A XTY,
. 1)) —RBA T, jpegf A=Y DIFE,. JVU—2
mimeType 24 F(&image/jpeg T,
imagelnfo.height HEOEE
imagelnfo.width ERDIE
imagelnfo.format JjpgPpngL EDEIRT +—< v b

HABZRLINTG A=A

callback-var/XS A =2 Z(FRAL THAZ LT A -2 @K TEET,

HARBLNRTA—=RIE, F—BOXYTTY, Xy TTRBELHENRTA—2 5B ETEET, POSTa—IL\y
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HBERERBTDEE. OSSIECNLD/NRTA—2ELRBOEI Y 3V THIBLEVATLNRT A—L2%
POSTEKROAKIZANT T, ChiZKY, a—INRNYIZEENRCALDNRTA—L EBERICEEBETE S L
SITrYET,

A=Y I NRTA—LOEREBUTTHETHARAR LNTA— R EEBRTEETT, WAL LT A—5I(E,

JSONFZA TIRET 2L £ TEET, JSONXFF &, TRTDOAREZLNRTA=EDF—EERLI YT
TY, BRALNRFTA=EOF—&, x: TRFY, INFITTIVERDYET., 2D20NRZLNRTA—
Ax:varlex : var2&EsZE T 2MENH Y. 2D0D/8T A -2 DENFhFhvaluel Lvalue2 TH % L RE
T5L. BEINBISONFER RO LS 2B YET,

{

"x:varl":"valuel",
"x:var2":"Value2"

}

A=Wy YH TR NEERET B

callback# & Wcallback-var/X 5 A =2 BNiBEREN 1B, 3DDEETNITA—2%OSSISEETEET, O
— NNy G RTA—HB(FWET., callback-varXT A=K (FA T 30T, HRABRLNRTA—REHZELR
WESIE. callback-var7 « — L REBINT 30 EEH Y FHA. BIEE3DOFEILUTOEY TH 3.

-URLIZARTA—42 & B,

SANYRIZNRTA—-REEDH D,

T F—ALT4—ILREFEAL T, POSTEKROAKIZ/NT A—4 —k4HIHAL, POSTEMERAL TH
Tz METFTYTA—RTBBHICOH, COAV Y REFHALTI—ANYINRTA—4 %I
ETEET.

3DMGEEFBINGETYE. FhLSMDIFEE. OSSiEinvalidArgumentT 5 —%#iRL % .

OSSERIZNRT A—R EEH B I(2(X. B¥IZBase6dZFAL TLTHEEL -JSONM=FHETYya— KL,
IUTFICEHET 2 AV v REFEARAL TXFFE0SSEKRICEH Z2ELH Y £,

-URLIZARAFT A—2EEH BT, URL/XTA—%E LT ‘callback = [CallBack]’ Ff=l&
‘callback-var = [CallBackVar]’ Z{FBLTY IR MEHISEELET., 280
CanonicalizedResourceztE & h b &, callbackFx z(Zcallback-varit\y-7 1)y — X & L TEEE
h%E7d.

SAYRIINRTA—REEHBITIE.  ‘x-oss-callback = [CallBack]’ F7=(& ‘x-oss-callback-var
= [CallBackVar] #BEIZFEAHALTY I I A MEEHITIEEL T, CanonicalizedOSSHeaders of
the signaturemn\stE &t % &, x-oss-callback-var& x-oss-callbackiAEEBEhE Y, LUTIZHZE
~LZET,

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ4A0Om15X3ZhcileImZvciljYWxsYmFjay10ZXNOInO=
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User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyJjYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIleC50dG1sliwgICJjYWxsYmFjaOJvZHkiOiJidWNrZX
QI9JHtiIdWNrzZXR9Jm9iamVjdD0Oke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1IVHIwZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2h0PSR7aW1hZ2VJbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VJbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl4:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
SN LT A —LAT A=) REFRLTI ANy I RT A= HHINCVENRD D=0,
POSTAFERHL TA TV Y N7 v T O—RTBILEEIC, O—INYINRTA—AZEHDIOMN
DLIEMTT. UTOHIESEBL T ES,

--9431149156168

Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISImMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

ARABLNT A= NHBIBE. T+—LT 14— R(Ccallback-varXT A -4 ZEHESHDHLETEEE
Ao BZL7=T 3 —LT7 4 =L REFERALTEARZ LRI AR EBHFANCBERHYVET., =& AR,
NABR LINT A= DISONA :

{

"x:varl":"valuel",
"x:var2":"value2"

}

POSTUO IR MDT #—LT 41— RIE MROLSZTBIHENHY ETT,

--9431149156168
Content-Disposition: form-data; name="callback"

eyJjYWxsYmFjalVybCI6L EwLiEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISImNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"
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value2

FERFIC, RUY—I2a—INy I EEEBINTEET (T3—INYIRNEBIIESATLRWNMERK. CD/RT
A—RT7yv 70— REEEHEETEAFEA ). HIAE:

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6EwWLiEWMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEUMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlIsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFja0JvZHIUeXBIIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS1lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

O—ANy Y EKREHIRT

T7AILUNRERICT Yy TO— RENEIES., OSSIEZPOSTAY v REMEL T, a—INy I /RFA—RED
—HF—DEKDH AR L/XT A=A (callback-var/XZ A =4 ) ZBEDWTT7Z T r— 3 v —N—(ZHE
DAVTUYERESLET,

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-

test&object=test.txt&etag=D3ESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

O—WRy ) OERERYT

FLEZAIE TV —Y 3 v —N—ROEERERLET,

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a":"b"}
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7y 70— RERERT

RKOAVTFIOINY SA T MIEEENET,

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-0ss-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

CompleteMultipartUploadz ED Y TR bDIFE, RENZV IV TAMRXIZEaAY T IYNFET S
EICERLTLES N (ERE XMUEZHOBHKR) . 7y T A—Ra—-IAN\y VBHEFERT L. TO
AXORBAEEEShET (Fl: "a" : "b" ). ThEFABEBICERL T LS,

O—IN\y H B

=Ny I NRFTA—ANRRESN DL, OSSIE, I—H—MFREL FzcallbackUrl[ES(\T, POSTad—
INy G BREDA-S—OT7 TV =2 a3 oY —N—TEELFET, a—INIEREZELEE. 77
Dar—2a o —n"Na—INy JERKNOSSIZE> THIBEEN TWENE SHhEHERT 2B, a—IL
Ny JBERICV T2 F v EZHTOSS IDEERTEET.

BREEWTD

ELZ(FOSSAITHEL., RSA Asymmetric EncryptionZ{FRAL TERShET, RO LS ICHEFREEFRAL
TEZBZBSKTEET,

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "“\n" + body, md5))

atBH : private_keyl&, OSSICO#HNoNTWIMEHEERLET T, NR(F., =Ny IEKRDY Y —A N
AERLET, query stringldy TUXFFERLET, A&, =Ny I DAYy -V AN ERLE
3. LEAST, BEEUTORTYFIZHYET,

-BEIINFHERETE VY —ZANXZAOURLATI—REh, #E8Y TUSFR, Fv Uy
DA —Y BV —INY I Ayt —VAXIZk>TEMENET,

-RSAZE : HZHEEZFEAL CENOXFFIIBRLET. BERO/N\v > 1BEIEMD5TY,
-Baseb4Z(FRAL T, BR/ENEREI VO — RLTERNAERZEHELTY, B&Za—IN
VI BERDFEBANY B—ZANET,
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LTflErLET,

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

/XA (& / index.php. query_string( ?id = 1&index = 2T#% Y. A& bucket = yonghu-testT&H Y. &
LR BREER(EkKQeGTRccDKYHB3HIVF + xXYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQGOG2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==TY,

=EREREET S

B, BEEOEOTOLATY, BEQET7 IV yF—yarvd—N—(TLoTHEFEh, T7O0ER(FR
DESITHYET,

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

T4 —ILR(E, BRWBEFICRASNEZOEFELEKREFSET . publickeyld, NFEERLET, ZA]
. O=INYIANyE—DEZERLET, BEROMIEE, ROFIETHERSNET.

- A=y Y ERKDx-0ss-pub-key-url~y £ —(Z(&, Base64TI > a— R sh=AFHEOURLA
BHEhET, ROKSIT, Ny A —%BasebdTTI— L TLHBREBST SHENHY T,

public_key = urlopen(base64_decode(Value of the x-oss-pub-key-url header))

x-0ss-pub-key-url~ v & DOf&ElEhttp : //gosspublic.alicdn.com/*>https : //gosspublic.alicdn.com/TiaE
BRFNERL AN EITERL TCEESWARHENOSSIC &> THERICIRMEEN D LSICLET.

-Baseb4 TTFO— REh=BFEBEL T,

signature = base64_decode(Value of the authorization header)

-ERTOEATHALEZOLRELITEAT, BRI INFHERIELEY.

sign_str = url_decode(path) + query_string + "\n’ + body
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-BREAERLET

result = rsa_verify(public_key, md5(sign_str), signature)

ROV TILERE L TERLEYS,

- NFEOURLEEUEL £,
aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ
==%Base64http : // gosspublic.alicdn.com / callback_pub_key_vl.pem THE&LL £ 7.

- BN Y X kKQeGTRccDKyHB3HIVF + xXYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQGO0G2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==(&, Base64TTI— REshFE ¥ (Ta1— REhE=ERE
. "R CERVWNFITHB-OFRTEFEA) .,

-EBENFF, url_decode ( “index.php” )+ “?id = 1&index =2" + “bucket = yonghu-
test” ZEELF . RIC. MD5Fz vV &#XETLET.

-BREERLET.

FTVr—2 a vy —nR—nf)

Pythonldk, 77U — a v —N—NEREIRIT 55551 T-HOHlE LTERSATHES, 0
Tk, M2CryptoZA4 72U EA VA M—ILT2RERHYET,

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return "

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
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pub_key_url = pub_key_url_base64.decode('base64'’)

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print ‘pub_key_url : ' + pub_key_url

print 'Get pub key failed!"
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length’]
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n' + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + "\n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body
#response to OSS

resp_body = '{"Status":"OK"}'
self.send_response(200)
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self.send_header('Content-Type', 'application/json")
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init_ (self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if'_main_'==_name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

fHOFBETEREENA TR T T 7= a ¥ —N"—F ROEBYTY,
Javann—o g3
-AoyaO—R7RLRZCEIUYY
-ETH% Ny —U&ERL. java -jar oss-callback-server-demo jar 9000% =T L £ 3
(9000FR— FEST, BEICIGLTIEETEEFT)
PHPO/N—T 3>

-AyAa—KRF7RLRZCEY U

-EITHE . 707 5 A%EApachelBEICT 04 LE T, PHPSEOEHIE. BEMALCDHADA
YAEBRBTACLIEKFELTOWRCLERELET., COBESIRL T, BRNRELZEET S
CEMTEET,

Python/N\—Y 3> ¢

-AYUO0—R7RLR:ZCEIUYY
-KITHE Ny =Y %FERL. python callback_app_server.pyzBEiZEE{TLET., coT70Y
T LERTT BITE. RSAKEBEREEZA VA N—LTE2HERHYET,

CH#DO/IN—I 3>

SRy O0—R7RLR:Z2EY vy
SETRAE Ry —UEBEL. READMEmMdESEBL T E 0y,

GoN—Y a3

AU O—RFZRLR &S YwY
SETAE vy —U%fBEL. READMEMdESBL TS0,

Ruby/N—o 3>

A O—R7RLR :ZCEI YUY
- £17753% : ruby aliyun_oss_callback_server.rb
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BBl aiam

- NNy 58T A =g F=Fcallback-var/X T A — A NEARIESF. T7—a—K
“InvalidArgument” & & £(2400T 5 —MIRENFE T, ENARKRITRDEHY TH,

- PutObject ( ) & &KU'CompleteMultipartUpload ( ) 1 ~% 7 £ —X Tl&, callback ( x-oss-

callback ) F7=(&callback-var ( x-oss-callback-var ) /X5 A =2 RURLE L UNYy X —T 1 —JL R

[CEBFICADShEFT,

callback® 7z (Xcallback-var/ X5 A =2 WMEFTEE 3 (5KBLALE ) . PostObject ( ) (&callback-

var/KZ A =2 U0DO T OFROTRIZEEL T, LLTOBZEHRERTYT,

callbackZ 7= (Xcallback-varA'Base64 T > 31— REh TR

Base64M7 11— K&, callbackE f=(Zcallback-var/85 A —42 NENRISONFER TlEH Y FEA

callback/¥5 A —% DfEiRE. callbackUrl7 4+ —JL RIZ5DLAEDURLASZEN T DA, FiE

URLDOANAR— MANEINTT (7z& Z(E{" callbackUrl " : " 10.101.166.30:test ", " callbackBody

" " test "))

callback/S 5 A —4& OfERE. callbackBody” 4 —/L REZEHATY .

callback/X5 A —% OfFERE. callbackBodyType” « —JL RDf&E(E. “application/x-www-

form-urlencoded” F7=(& "application/json” TY,

callback-var/8 5 * — 4 Of#R#E. callbackBody” 4 — L RICEEN B OTEHAS TR TNE

¥, BEHHE S {var}TY,

callback-var/X5 A —SfERIE. T+—< v MIEFFSNBISONT +—< v b TIEHY FEA. F

BEhAFEROELY TY, {"x:varl " : "valuel". "x:var2": "value2 ".}

callback&kBi g &, Y AT AFK203TF5—%RL, T5—a— K “CallbackFailed” #iRL E9

o A=Ay OKMIE, TT) 5=y arvh—N—RO—ANy HEREZFFEL TR LE

BKT2DTEARL, OSSAFEIESN DI —INy I BEEZEFEL AN 2L LERLET (12L&

ZE TTIVr—2 3o —N"—h5OIEEISONFEXTEHYEEBA )., EBIS, CORFEE

TIZ, 774 LFEEICOSSIZTZ vy 7O—REATWET,

-TTVIr =2 a v —N—HmB0SSICIREN B HE(CIE, Content-LengthAy X —MREFNTL\A
FhiEaB3 . AXDY A XELMBERADZLETEE A,

Put Symlink

Puty >Ry o Yook, YRy )y &ERT 3 E0ICERShET,

)5 IR MBS

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
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Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

DUIRX Ay H—

=] L
YRV NI PERT ATy b T T A
LVermLET,

x-0ss-symlink-target 24 7 string
BIEME : dBRRAEA TP 20 bodmBRAIL
BLTY,

FrA T

1. ObjectName®if& &£ BHkI<. TargetObjectNameldURLI > a— R&EhFET,

2.3VRVw O NV IDER—=Fy NT7ANRATE, PRI VD HICT R LETEELA

BRI UV T B EEIE.

-R=Fy N TTFAUADNFETSINEINEF v I LGN,

SXIROTFALEZA THRBIINE ShEF v LR,

-B=TY RN TTFANANDTIEREFzv I LBOTLEEL, BIROF v 7 (&,
GetObjectht 2 —#4'y N T 74 LDAPLIZT ¥ £ R $2MENH DF TITOIEE A,

4. BINT 27 7AANTTISHEEL, T7ALT I L REEF> TN BIEE. L GBIMEShEZT 7
AVEBFEDT 74 L& EEEL, Y R T LIF200 OKERL FT,

5. PutSymlinkEK (C #5885 | #x-0ss-meta-AFT VT W BIBE., NTA—REI—H A2 L L TH
bhET (Al : x-oss-meta-location) ., 12DA T x4 MNMIEHORED/NTA—RERET
TFEIH, IRNTOA—H AL DEE M X(E8KBEBASZ LIETEFHA,

6. NIy NAATRT—HhA4 TDHBE. COAVE—T A RAEFCHTLETEEEA. THEL
ShDIBEE, T7—a3—R “OperationNotSupported” & & £ 5 —4000IRENET,

Bl

DY IR M

PUT /link-to-oss?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

)& —>f:

116



Object Storage Service APL)Z 7L VR

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 582131B9109F4EE66CDES6A5
ETag: "0A477B89B4602AA8DECBSE19BFD447B6"

Get Symlink

YRV w IV ORUE

YRy )2y OBISEER. St YIERNDEGY VAR v o )Y EBUST S HICEREhE
ER

EROEX

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

LARYAAY A
Al L
SRV OPMELRT A=y b T T A
x-0ss-symlink-target I,
B4 T XFF

FrA DT

1L.oYR) vy UV I NFELAEWMMES. ¥ AT AIX404 Not FoundT5—%#iRLF3d. IT7—23
— K : NoSuchKey,

(7l
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DI M

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60OhZ9)fe8=

e =240 :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-oss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"

TV xY OETT

7oy hOETT

T—=NATRATOFTY 2 MemAHBBI(CE, ETEEEERITLT, ¥—N—[ZA TP/ bEETS
BFET, 7709 bOE A THAStandardE = (XIADIEE (L. Restoref 42T 1 —REFVHEARVTEL
EE,

YA NTEERIEDT —hA TENEATO 27 NOREBEET O REUTISRLET.

1L.T7—=HATRATOATY 2 ME, BT —HATEhFET,

2.1ETTERNBRENDE. —N—FA Ty NOETERBLET.

BH—N—DETNTTTIE, 7TV MMETRESh, 7TV 29 NeFHmANDENTEETT

4 BEORREF, T7 4+ NTEHIHMESGE. RATHETIERTEET. BVHRMTINE. +
T2 MEBUOT7—hA4TEhFET,

T—NATENEFTO o) ML TETRIFERTI L. T—2BBaXMEELET, BEE
(FEECETTENTWB T —hATHT O =/ ML THIOETEREZRIAL TH. ThULOT—42EUE
IR MEFEELTFEA,

) IR MNEVY
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POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

1. B¥ISATY =4 hDRestore V2 7 2 —ZANFUHENEIBE. Y AT AK2022IRLET,

2. VARNTA A =T z—ABNFUCHSh, YR MNP TISETHRT, 1 0 42—7 2 —IAHN2EH
[P OCHENEEES, VAT AKIZ—a— R “RestoreAlreadyInProgress” %iR L T409%iR
LES. ChiE. Y—N"—RNJIMTEEEERITLTE Y. BT7TF TRATUHEGF A ThEE
YEHA.

3.Restoref V2 —7 1 —ANFUHEh, URAKNTPRTTLEE, 41 V4 —7 2 —ANBENFUH
Ehdé. YRATAK200%ERL, > O0— REJREisEE1E (&£A78 ) EESIET.

4. FTV ) MAFELGIMES. Y AT LRA04ZIRLET,

5. 7—HAATRATTRGEWATY 24 ML TETERNBEIRShIEE., T7—3—F
"OperationNotSupported” & & HIZT 5 —4000NRENE T,

7l

BBV AT IS IR bl

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

RYiEDH

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

DARMZHTZTLTWARWE ZIZBEFUTHEREY S I Ol

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

B Y Ensbl
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HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadylnProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008 </Requestld >
<Hostld>10.101.200.203 </HostId >

</Error>

YA M7RTET LELZICBEFTHEIEZY Y ITX bOF

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:.u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

RYiEDH

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

TILFN— N7y rO— REE

TILFNR— KNPy TFO— ROWPE

TILFNR— KNPy TFO— ROWE

OSS TI 74 L%&E7 vy 7 AO—RFBIZ(F. PUT Object 1 V2 —T 24 ADEMN =, YLF/— Ty 70O
—RE—RFREFEATEILHTEFTT, YVILFA-ITPyvTO—-—RFE-RZBATZ SV T UFTOFIELT
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IZRLET (ChANTRTTIEHY FTHA).

-TL—=9RAV N7y T O—REYR—-NTIVEND DIBS

-7y ITA—RFBT7AILOYA XM 100 MB £ BA TL\BIBE

-2y N7 =9 OEMENEL, 0SS H—/1N\— L DEGHEZE T < h 2155
-TTFALNETyTO—RTBEIC, T71ILOYA XERFETERNES

InitiateMultipartUpload

Initiate Multipart Upload

FT—REILF/N—KT7yvTO—RE— RTEEXT DHII. Initiate Multipart Upload 1 2 —7 =1/ X %
FUOHL T, YSLFAR=FTPyvTO—-RARY NERIAT 5 &5 OSS (CEHMT DHLENHYET,
Initiate Multipart Upload f 2 —7 =4 R(&. CORILFN— 7y TO—RARY NEEET IEHIC
OSS H—N—c&k>THER SN/ A—NLI—BATyT7A—RID #RLEYS, COIDDICEDNT, <
LFNR=KTyTO—ROFUEPTILFNA— Ty TO— ROBRG L OBEEFMEIATEET.

YJ IR MEBX

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

DOIAMNRFTA=-2—

RULFNR— N7y TO— RE— REPELT D L=, encoding-type/ST A —42 —%FHL TREN DI
O— R¥—%i8ET8ETT .

=T A

REhDIva—R¥F—%iEELFT., RE
URLZ>a—ROHFHR—FLFET, F—ILUTF-
DI va—REHFALZET.

B =5

T4 ME &L

F 7Y 3 V& url

encoding-type
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DO IR MAY ST —

e #iia

FTOz MRA T O—RENBEED Web R

—TOFx vy aBfFEIEELET. FFMICD
Cache-Control Tlx. [RFC2616] &ML T &L,

Bl =751

TI7 4 ME L

Tz MEOA—-RENBEOATY =

9 NOBRIZIEELEY., FMAICONOTE, T
Content-Disposition RFC2616] #&HL T ZE0N,

BY: 25751

TIAILME BRL

Tz MEOA—-REhBEOaYTY

VOIYa—T4VIHAEEELET. FAIC
Content-Encoding DU\TIE, [RFC2616] =&ML TLEE,

Bl 251

T4 ME BZL

BEWERE S UMBMNTIEEL £, SFHECDL
Exoi Tlk. [RFC2616] &ML T &L,
Xplres gg: %5_:2,5&

T4 ME &L

COATOzI FOEXRX—FDOT7 vy 70— RIZ(E
B339 —N"—(IoESH7ILIT) X LEBEL
. . x4, OSS (&, 7y FO—REhi=&/I— %
x—oss—server—s|de—encrypt|on *T—/\‘—{EUODE%%{JG(:EO“L\‘C*%%PQ L 35_5—0
B =5
B4{E: AES256

WEOER

&R i
RLFNR—RT7yTO—RARY MERIRL N
RO

Bucket 7 =5

#7 / — R: InitiateMultipartUploadResult

Initiate Multipart Upload ' % T X k O&ER D&

MIERshZ IV TH—,
InitiateMultipartUploadResult B.orvyt—

Y7/ — R: Bucket, Key. Uploadld

|/ —R L

RILFNR—NT7yTO— R Ry NERBL =7
< 7Yy bDERL
& B =)
#7 / — R: InitiateMultipartUploadResult

TILFNR—KRFPyTO—RARY NO—ED

Uploadld D,
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BY: 375

#7 / — R: InitiateMultipartUploadResult

RIBRICTVa— N2 TEIEELET. VY

IXRbOF, Tra—ReA THEEShEES
EncodingType . Iva—REhfEF—MNREhET,

BY: 357

#7/ — K: Container

R DT

COERFEEERL CGRIIER 2518 T 31848(&. " ?uploads” # “CanonicalizedResource” [
EmMy suENHYET.

Initiate Multipart Upload ') ¥ TX k T(&, #Z#® HTTP ') ¥ TX b~y & — Cache-Control,
Content-Disposition, Content-Encoding, Content-Type. Expires &, " x-oss-meta- “ & (»
STLIT 4V I AMMIN AT —EROAYZ—NYR—bENTWET, ChoDAYT—D
BRAEKICDUVTIE, [PUT Object] 1 > 42—7 x4/ RESBLTLES,

Initiate Multipart Upload )7 TX k&, AL BRIOBEGFEOA T ) MIFELEEA.

Initiate Multipart Upload )7 TX h&Z{ET L. H—1—(& VI IR AN %E XML FZX TR
LEY., U TR MAXIZI Bucket, Key, UploadID @ 3 DOEBEENHY T, FDEDTILF
X— NMEIED =8 (= UploadID #5285 L THULVTL XL,

Initiate Multipart Upload 'J 7 T X kT x-oss-server-side-encryption Ny & —HERESNTILVD
BE. Y—N—RFIOANY T —ERHEANY A —TIRLET, FX—bOT vy O— R H—N
—FIY FOEBEHCESOWTZEALD/A— NEEENICIEML 9. IRE. OSS H—N\—T(&
256 Ev b DEERSHIZE (AES256) DHAYR—hShTWET, ZOMOIEEDEEISEL
f=ima. OSS H—N—FI 55— 400 £XWBTHIZ—TAVT b
InvalidEncryptionAlgorithmError ZIRL &9, &/X— &7 v 70— R ¥ SHFRIC. x-0ss-server-
side-encryption 7 TR by X —%BINT 2VEFHY EFEA, COVIIX YA —%IF
FELEBES, OSS (I 5— 400 £X3d 2T 5—7A> 7 b InvalidArgument ZIRL £,

7l

)45 X dofl:

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AGdM4 =

R Y {EnHl:
HTTP/1.1 200 OK
Content-Length: 230

Server: AliyunOSS
Connection: keep-alive
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x-0ss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket> multipart_upload</Bucket>

<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F8236E2D </UploadId >
</InitiateMultipartUploadResult>

UploadPart

Upload Part

RILFNR=KT7yvTO—RARY hERIBLEL, BELEA TV MEET Yy TO—RID ITEDIVT,
F—R2ENR— NI TPy TFO—RTEET, 7y TFO— RENE&/S— &, 1 ~ 10,000 OEEED /<
—"EENEYYTOIIAET, AILT7yTO0—RID OIFEG. CONX—FESITE>2T, COT—4/RX=KE
FTHELT7ALEERIZETEZON— rOMNELHBIShET., ALA-bESEFERALTHLOLT—4
7yv70—R9dL. CON—INESTHH SN IBEFEOT—ANEEETShFET. BED/— MNIMND
N— DI A X(& 100 KB TY, RED/X— hOY A ICFFEFHY FHA.

)H TR MEX

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

FHA T

- Initiate Multipart Upload 1 2 —7 =4 R=FVOCHL TTF—42 /= &7 v 70— K3 BEIIC,
SDAVBE=T A RAEFFTHL T, OSS H—N—([C&k>THTENS7v T 0— K ID 2HUE
PWENHYET,

-RALFNR=RTyTA—RE-RTE, FEDO/— I IPD/X— MEFT T 100KB £HBA TS
PVENHYET, =L, UploadPart 1 2 —T 24 ATl&, 7y TA—Rshi=/\—bDOHA
AT CITHREESN D DT TEDH Y FHA (FO/NX—IRREO/N— MO EShNLAS R VEZSD
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o 7Y TA—REShENA—rOYAXFE, SLFARA— 7y TO—RNTT L THIH THERES I FE
?—0
-0SS (. ZELAET—42/X— D MD5 % ETag Ny X —ICEEL. ThE1—H—(ITIRLET

-N— hESOEHEIE 1 ~ 10,000 TY, /X\— rESHAZOHEZEA TL\HIFEF. 0SS (&
InvalidArgument T5—a— R#IRLET.

- Initiate Multipart Upload 1 > 2 —7 = XA ZFVH L 7= & Z(Z x-0ss-server-side-encryption ')
HDIRARANYE—%IEELEBE. 0SS 7 vrFo—REhi=/{—NEES{ L. Upload Part Ji5
&~y & —T x-oss-server-side-encryption Ny & —%jR L £J, x-o0ss-server-side-encryption
DfEF. SO/N=MfERYT IV —N—RIOBSH7 LT ) XLERLET., FBICOOTE, [
Initiate Multipart Upload| 4 > 42 —7 =4 RESRBL TS,

-2y ND—VBHATEHRESNEZT —RICI7—NRO0C EEERT 01T, UIIX M
Content-MD5 &% % ¥, 0SS TlE7vFO— REhETFT—42 0 MD5 ENstEEHh, 1—H—
A7y 70— KL= MD5ELEEERR I TS, Eho DEA—HLAWEE. OSS &
InvalidDigest T5—a— RZRLE T,

7l

DR/ QL%

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

RY{EDH.
HTTP/1.1 200 OK
Server: AliyunOSS
Connection: keep-alive
ETag: 7265F4D211B56873A381D321F586E4A9

x-0ss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

UploadPartCopy

UploadPartCopy #{H3 % L. BEEOF T =V b bT—42%3E—L, ZOT—2DONR—+ 2T YT
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O— RT&EEJ., UploadPartCopy 1 2 —7 =4 A=V T (Z(X. Upload Part ')~ TR T x-0ss-
copy-source Ny S—%EBIMLEY. 1GB2#BA2A T/ O —9 3188, UpIoadPartCopy
AV y REFERTIVENHYET. 1GBKRBEDAF TV x4 hEOE—F BES(E.  [Copy Object] 5
BLTLES,

iE : UploadPartCopy #ETI&. V—ANTy =7y "7y MIEILY =Y 3 VARIZHRTHRIEE
BmYEEA,

UJ IR MEX

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

DO IR MAY ST —

HEV Y IR My X —%< . RIZZRT Upload Part Copy V7 TR hDAv A —%&FALT, JE—T
DY —RAT I hOF7RLREQAE—EHEEIEELET.

=T A

JE—TOY —A7 RLRAEBELET (V/ T
ARTBITFK, V—RF TPV bOFmHNYIE
X-0SS-Ccopy-source RANETY),
BY: 375
TI7ALME &L

JE—TTOY —RA Ty bOaE—&H.
& A, #EZE bytes=0-9 IZRRE L LB,
NA MO ~9INEREShFET, COVYIRb
X-0SS-COpy-source-range ANy B—lF, V—RATVzH bekEIE—TF
BIEBEAETYT,
B B
TI7HILME L

RD) G TR Ay Z—(, x-0ss-copy-source TIEEL Y —RXA TV ¥ ML TEALET.
a0 B

Y—2RA TV xH bOETAG [BEE 1 —H—HA4ER
L 7= ETAG {Eh—2d 1841, Copy Object
BIENEITShE T, ThLUMDIEEK, 412
Precondition Failed A v t—YARENE T,
B =5

T4 ME L

X-0ss-copy-source-if-match
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A—H—Hm18EL HELBEICY — XA T s
MBS TR WMEEIIE. Copy Object #
EREITEhET. Thlr0BEEF. 412
Precondition Failed * v+ —YARENET,
B =5

T4 ME L

ZHFE ST A - — (2 k> TIEBESI=-HE

N7 74 ILOEERRFEBE A ZENLUETH 515

Bl T7AUANEEICERESHA T 200 0K A v
X-0ss-copy-source-if-unmodified-since T—UMREShET, ThLUINOBER. 412

Precondition Failed X v+ —YARENE T,

BY: =751

T4 ME L

A——pIEEL =ABUEICY — XA TV s

MATE S TV BI5G(E. Copy Object #{E
AETENES., ThLUINDOBEE. 412

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since HTTPIT 5 — A v+ —Y(indicating
preprocessing failure)iNiREnFE 7,
BY: 3575

FIAILME BL

BEOER

e #iia

Y—ZAF TV Y bOETAG [BEE 1 —H—NIER
L 7= ETAG {EN—E ¥ %155 (&. Copy Object
BIENEITSIhTET., ThLUMDBEEF. 412
Precondition Failed A v +—UARENE T,
B =5

TFTIHILME L

I—H -8B L BBLIEICY —RA T ¥
MAZTE X TV OEEX. Copy Object #
EREITENET. ThLUMDIBEK. 412
Precondition Failed A v+ —YMRENET,
B x2=75

T4 ME &L

ST > =T A - — (&> TIEESN =B

N7 74 VOEERRER LM ENLETH 515

BlE. 77 UAERBCEREENT 200 OK Ay
X-0ss-copy-source-if-unmodified-since T—UNRENET. ThLIIDIESE, 412

Precondition Failed X v £—YARENET,

Bl 3575

FTAILME BRL

A—H—rEEL =BELIEICY — XA T )

MTE=h T\ B5E(E,. Copy Object #{E
BEITEIhET. ThLIM0BEF. 412

=]

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since HTTPI 5 — A v+ —¥(indicating
preprocessing failure)fNiREhFE 7,
B X255

TIHILME L
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R DT

- Initiate Multipart Upload 4 2 —7 =24 R&EFVCHL TT—2 /= &7 v T O0— RFBHIIC,
CDAVRA—T A RAEFTHL T, OSSH—N—[CL>THITENS7vIO0—RID #8159
PUENHYET,

-RLUFR=K Ty TO—RE-RTE, RED/X—FAGD/X—MIFT 100KB #BA T3
VEMNHYET, /=7ZL. Upload Part 1 2 —T 24 AT, 7y TFO—REhiz/\— DY A
AT CITHERES N2 DIF TEH Y FEA (FD/X— MARED/XN— O ESHNDLMAS GV =8H
)o 7y TA—RENFENA—bOYAXFE, TLFN= 7y TA—RATT L THIH THRIES N E
ER

- X-0ss-copy-source-range ) 7 TR Ay A —%IBELRWMBEE. V—XA TPz b2ffna
E—EhEzd. COUIIRMMyA—2BELEBER. BENEAYE—VICT 74 L2ED
EsLabE—EENRENET., =& ZE. Content-Range: bytes 0-9/44 (£, 7 71 LE&EDE
EN 44 TIAE—EHEN 0 ~ I THHLERLTNETY, IEEL EEASBEIIL—ILIfE>TY
BROGREE. 7714 LRI E—Sh, &RIC Content-Range FZFENFTE A,

- Initiate Multipart Upload 1 >4 —7 =14 R #FUH L 1= & E(Z x-0ss-server-side-encryption ')
HIAMAYE—%IGELEES. OSS &7y FO0—REnf=/{— &S L. Upload Part i
&~y & —T x-oss-server-side-encryption Ny A —%jRL E£9, x-o0ss-server-side-encryption
DIEF. CO/— MfERYT Y —N"—RIOBSHT7LITYXLERLET, FBICOOTE, |
Initiate Multipart Upload| 4 >4 —7 =4 RESBL TS,

- COBEFHRN Ty TO—RAY Y RIZKYFEREh-objectEaE—TEEHA,

-NTY NEATINT— DA TOBE. SO 8 —Tz—REFCHTLETEELA, THEL
AMDIBEE. TF7—a— R “OperationNotSupported” & & %I 5 —4000RENET .

7l

)45 X bofl:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmMUmMW;l=
X-0Ss-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

R Y{EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3e6abab2-1leae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>
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<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

CompleteMultipartUpload

Complete Multipart Upload

ITRTOT—E/NRX—=~ET7vyvTFO—RKLEB, Complete Multipart Upload APl I FUHL T, 771 L2
EORLFNR=ITyTO—-—REZTTIIHMENHYET., COBRETE. IXTOBMWET—2/X—bD

DA K (IR—ESL ETag 2838) 2RI HIVENHY TS, EELALN—HFMJXME OSSNZET DL
BT AN rOBMMNMERICIEREEShET, IRTOT—2/NN—MpM&EEEhd L. OSS (EThibd
NR—K & 1DOFTEHBA T/ MESLET.

UJ IR MBX

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload >

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

DOIAMNFA=5—

RILFNR=K 7y TO—RE—-REGPEMLT % & &, encoding-type/X5 A—42 —%FBHL TREND I
J— ¥ —%i8ETTRETT .

e Bl

RehdIYa—RF—ZEELTY., RE
URLT>a—ROHFYR—-ILEYT., F—(LUTF-
8DIva— REHRALET,

B 325

encoding-type
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T4 ME &L
F 7> a V& url

)y IR NOEK

e #iia

Complete Multipart Upload J 4 ZTX b >
TV OBRICERENS YT —,

CompleteMultipartUpload B.ovTt—
Y7/ —R: 1 2L kLD Part X
|/ — K &L

T—ANR—MREECTyTO—Rshd

ETag 0SS A biREh % ETag fE.

B =75
./ — K Part
Ty 7O—RENET—2/3— NOIEHICFERS
hda>v7+—,

Part B oy —
H%7°/ — R:ETag. PartNumber
#7 / — R: InitiateMultipartUploadResult
N—rES,

PartNumber BU. By
¥R/ — R: Part

BENEXR

2H wiaA
Ny NREIBELET.

Bucket B =5

#/ — K: CompleteMultipartUploadResult

Complete Multipart Upload ') % TZ k D&ER

OIEMIFERSN SV T —,
CompleteMultipartUploadResult B.avyt—

H 7/ — R:Bucket, Key. ETag. Location

|/ —R L

ETag (T T4 T4827) & #7709 bO&E
RESICERL SN, ATV 20 OOV TUYER
JrEOICERShET, 7797 M,
Complete Multipart Upload V4 TR NM<ED
WTIERkENE T, ETag DfEFX. T2V b
OaAYTrYOUUID TY, 0 ETag DIEZEfE
ALT. 779z hOAVTFUYNEESIT
WBIMESIIERTEET,

BY: =5

#7/ — R: CompleteMultipartUploadResult

ETag

Location Wiz (ERESi=4 T2 2V bD URL Zi5EL
i“g—o
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B X255
#/ — K: CompleteMultipartUploadResult

MBS =T o 2V ~DOFEFEI.
Key BY: =75
## / — R: CompleteMultipartUploadResult
RIGRICIVa—RaA4T&i8ELETT. VY
IXbOF, Iva—RaA THBESNI-IGS
EncodingType . Iva—REshEdF—MNREhET,
BY: =75
#H/ — R: Container

FHA T

- 0SS (&, Complete Multipart Upload )7 TR N EZET D L. BED/S— FEBRTRTO/N
—rAY1I00KB LY KEWC LEZHERL., - bEEFShiEN—FIX MOBENR- I EEL
ETag #5ANEd., LEN->T, T—2NRA—= 27 v 70— RFBEICE, = FEELTTEL
. N=IMIEFEIC7yTA—RENB7=TIC 0SS hbiREN S ETag (EHECERT 2 ENH Y £

- OSS @ Complete Multipart Upload ') 4 TR b OSUR(ICXBSELNIMNY T, £OBITY 547
Y AN OSS A atlficshTH, VU TR OB GITENET,

SEET B/ MNURIOA— MBS, BEHELTORCTHEAFEOELA 1 2B/ EEN 1
T. 2D2HON—=FEEN 51 E),

- Complete Multipart Upload ) ¥ TR MAEE (RS n D L. XTIGT ST v 70— R ID AEER)
(Y FET,

-BALATY ) MEHORLZ 7y T 0—-RID 25018584 HYET. WThhroT7yTO—
FIDATTLTH, £20ATV ) bOBO7 v 7A— R ID ICEEELFEA,

- Initiate Multipart Upload 1 > &2 —7 =/ R #IFUOH L 1= & E(Z x-0ss-server-side-encryption ')
HIX Ay Z—EIBELEEES. 0SS (& Complete Multipart Upload &~ v & — T x-0ss-
server-side-encryption ~Nv 4 —%IRL £9, x-oss-server-side-encryption OfEF, CDF T
=V MIFERT Y —N—RAIoRESHT7ILIT) XLERLET.

-Content-MD5 U4/ IR hAy & —%T7 v 70— RLEIEEK, A0 Content-MD5 AstEEh
T, MEARLTHINE SHAERSNFT T, ERJHEE. T7—23— K InvalidDigest %R
EhET,

1

)45 TZ bOFI:

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=
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<CompleteMultipartUpload >

<Part>

<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>

<Part>

<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>

<Part>

<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>

</CompleteMultipartUpload>

R Y {EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-o0ss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>

<Key>multipart.data</Key>

<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

AbortMultipartUpload

CDAVAR—T A REFERTRE, IBELEZy7O—RIDICEDWTIILFA— NPy TFA— R4 RY
NedlETEFES, WILFA— 7y T7O—RARY IFLEENDE, FOT7 vy 70— RID 2FAEL TE
EEEITTERLLRY, 7y TO—RENE=T—2/ = EIBREhET,

)5 TR MEX

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature
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R DT

-RLFNR=K Ty TA—RARY hEFIELTH, 7y 78— RPONR— MEEBRshFEA, L
A>T, FARE7 Y £ ANTFET B18A(&. Abort Multipart Upload 1 > % — 7 = A R &{aEAIF
THL T, 0SS DAR—EFT2ITU ) - IBEAHYFTT.

-ANALEZyTO—RIDABRELARWMESERE, T5—404 AREhFET, T7—a— N
NoSuchUpload ©T79,

7l

)45 X bofl:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECISE HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmMUmMW;l=

R Y {EDH:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads

ListMultipartUploads 1 > 2 —7 =4 A& FEAT 5 L. EITHFDIRTOILFARA=r TPy TO— R4 RY
M, DEYBASHEAT T ETEEFLEEATOROIILFNA— N7y TAO—RARY NE YR MNTEFT
. OSS MbiREN DY R MERICIE, K 1000 HFORILFNR—=K 7y TO—RAvE—INERRENET
. OSSHBIREND A MERDOTILFNA—NTyTO— RAvE—UHEIBET BIBEEF. Y/ IA N
max-uploads /XT A —42 —%BINTEET, £/=. OSSHBIREND YU X MER®D IsTruncated B (T,
FOMDILFNR— 7y TO—RAvE—INBHINESHERLET,

)5 IR MBS

Get /?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
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Authorization: Signature
VDOIAMTGTA—-G—

=T i

FTTO O MBETIN—TWT B=HDICERT S
N=F, BELETL T4 v I ANSTRIID
delimiter ¥ TORBEIZIFTOA TV =7 MEITAR
TEZDY )L—7 (CommonPrefixes) & L TH
gELEd,

B X250

1Y TA ML TRENRDTILF/S— b
Ty TA—RARY NORAEL, IBESH TG
WMBEEDT T 4+ )L ME(X 1000 T3, max-

uploads ®fE(& 1000 LARICF 2 ENH Y 5

B 755

upload-id-marker /X5 A —% —LHHFEDLE T
FAL T, BRehPEROMRUEEIEELET
. lupload-id-marker /X5 A —% —%&3&EL T
WaWMBER. ¥ TVERICE, HEXIEFOTA
TOXT Y x4 hED key-marker /18T A—4& —
DEEBATIBIILF /A= M Ry MARRS
nEF. lupload-id-marker /X5 A —4 —%3:%
ELTWRIEG. ¥ TVERICE, HERXIEFO
IRTOFT Y =9 bEM key-marker /85 A —
B—DEEBATNBIIILFNR—FRY RE,
AT 2 bEA key-marker /X5 A —4 —DIE
EEILCENAT Yy TR— R ID A upload-id-
marker /XT A —52 —DEEBA TS TNTO
RILFNR=K7vTO—RARY MFRREIhE
ED
BY: X255

RENDA TV ) bF—ITIBEICHLETL T
AV ANTEERBEWSFHREEABALET,
TLITAv I REFEHTSIIIUIABRENDF
—[CEFEOTL T4 v I RAEBFTNDEITER
LTLESL,

B =75

key-marker /X5 A—4 —LBHEDLE THERL
T, RENDERDOFERMNEEIEEL T,
key-marker #:&%E L TL\A&MES. upload-id-
marker (FERENhE T, | key-marker #:&E
LTWBIBE. ¥ TVERICE, HENIEFOY
RTOFTY =9 MEM key-marker DIEEFBZ
TOWBRLFNR=— R RNE ATV bR
M key-marker DELERELCEZNTy FO— R ID
A¥ upload-id-marker DE%EEZ T\HTRTD
RLFNR—=KT7yTO—RARY MRERRENE
EX
Bl =75

delimiter

max-uploads

key-marker

prefix

upload-id-marker

encoding-type BEndaVTUYDIYa—T4VFEIVT
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—TAVTDORATEIEELES., £ 7V b
F—T(X UTF-8 XEMNFHEShET T A, XML
1OMEETIE, 0 ~ 10 ® ASCIL {BE SO NFh
L OEBFEOFIEHNZOETE Y R—bshTOE
HA., XML 1.0 BETHR— b SR TUVACVHIE
NENRA T 0 M —IZ8FTN T\ BIESF.
encoding-type Z#§EL TIRENDF TV =¥
NE—%2I>a—RTEET,

7 — 2B T

FI+IILME &L

BEDER

#iia

ListMultipartUploads 'J ¥ T X b O&ER OISR

<EREhda YT —,

B:avsyt—

Y7/ — R:Bucket, KeyMarker,
ListMultipartUploadsResult UploadldMarker, NextKeyMarker,

NextUploadldMarker, MasUploads.

Delimiter, Prefix, CommonPrefixes,

IsTruncated, Upload

|/ — K &L

N7y hEEEELEY.
Bucket B =7
#7 / — R: ListMultipartUploadsResult

RENDERICBITBIIYA—TA VT DRAT

IEELEY. YUY IX T encoding-type &

EELBEE. RENIERICHENT
EncodingType Delimiter, KeyMarker, Prefix,

NextKeyMarker, Key %@ & DEEMN IO — R

CUEER

B 3=

#/ — R: ListMultipartUploadsResult

)2 MADEIRA T 2V bORIE.
KeyMarker BY: 375
#7 / — R: ListMultipartUploadsResult

DR NROBIRT v 7 A— R ID OAIE,
UploadIdMarker BY: =75
# / — R: ListMultipartUploadsResult

SEIRsh G > ERNH BIEE. &I T

Z Nz, mROYUY ITX MZBIT % KeyMarker
NextKeyMarker NDfE%773 NextKeyMarker BENS TN E T,

BY: X255

#7/ — R: ListMultipartUploadsResult

R
Z

SERENEN > ERAH IIBE. BZUI T
ANZE, ROV IR MZHITS

NextUploadMarker UploadMarker Of&%7~9 NextUploadMarker
BENBENTT.
Bl =75
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#7 / — R: ListMultipartUploadsResult

OSS M BIRENZ T v 70— K DERAEL,
MaxUploads B B
#7/ — R: ListMultipartUploadsResult

RENFETILFNA—FTy 70— ROER) X K
MPJYIEBTHONATWEAE SHEIEELET,
" true” [FRENGIASEERNH D EER

n " > zj: SN - :
IsTruncated k false” (FTRTOERMNRENI=CLE
~LET,

BY: BB TS BRGE: true & false
T 7 #+ )L ME: False
#7/ — R: ListMultipartUploadsResult
RLFNR—K7y 70— RA Ry MNBET 21ER
DIEWIFERSNZa Y TF—,
Upload B.avyt—
%7/ — R:Key, Uploadld, Initiated
#7 / — R: ListMultipartUploadsResult
RILVFNR=K Ty TA—RARY NERIAL A
P 7Yy bDERL
& 8 755
#/ — R: Upload
RULFN=KT7yvTO— KA X2 +DID,
UploadId BY: 37
#2/ — R: Upload

Initiated .81
i/ — R: Upload

FHA DT

- "max-uploads” /%3 A—%4—O&FKK{EE 1000 TY,

-0OSS A BIRENDERE, #TV =7 MEOFHENIEFCESWTHIET) A bEhZEY., BLA
TUzy hOEE. GREIFHOFIET) X bEhFET,

-prefix RTA—R—%FBT DL, N7y MDA TS =) Ve IL—TEMNTERRICEETEE
I (T AT —HBEICEUTOET).

- List Multipart Uploads 'V 2 T X b Tl&, prefix. marker, delimiter, upload-id-marker, max-
keys D5 D2DY I TARNRFGA=B—NHYR-—bhTOET, ChEDNRTA -2 —DEAS
DBICEINWT, RLFARA—rPyTO—R/ Ry MERBESLTENOY T EREBZ-HOL
—LERETELT,

1

)45 X bOF:

Get /?uploads HTTP/1.1
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Host:oss-example. oss-cn-hangzhou.aliyuncs.com
Date: Thu, 23 Feb 2012 06:14:27 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

& OB:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-oss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket>oss-example</Bucket>

<KeyMarker> </KeyMarker>

<UploadidMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>

<Prefix> </Prefix>

<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated >

<Upload>

<Key>multipart.data </Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8 </Uploadld>
<Initiated>2012-02-23T04:18:23.000Z </Initiated >

</Upload>

<Upload>

<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld >
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >

</Upload>

<Upload>

<Key>oss.avi</Key>
<UploadIld>0004B99B8E707874FC2D692FA5D77D3F </Uploadld >
<Initiated>2012-02-23T06:14:27.000Z </Initiated >

</Upload>

</ListMultipartUploadsResult>

ListParts

List Parts

ListParts A~ R&EFHRT S E. EEICTy TO—RENEEFEND 7y TO—RIDOFRTO/N—KrE)
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ANTEET,

YJ IR MEBX

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DOIAMTGA—2—

Al 7L
RILFNR—=r7yTO—RA4ARY MO ID,
uploadId Bl =75

TFTIHILME L

0SS OWEIZFRREN B /8— b DRAEL
max-parts B 2
77 # )L ME&: 1,000

FFED ') A bORIRME, /\— &, £0/5—h

BENZONRTA -2 —DELYKENZEIZO
part-number-marker HIVANERFET,

Bl B4y

T4 ME BRL

BRENDBAVTUOYOIYO—Ta 5 EI VO
—TAVIDORATEIEELET. £ 7V b
F—TlX UTF-8 XE=MNERENFIT A, XML
1.0 4ZBETE, 0 ~ 10 ® ASCI {[BE ST NFR
L OBFEDFIENFEOBTE Y R—b=hTOFE
encoding-type B A, XML 1.0 EEETHR— b SR TUVEOVFIE
NFEAA TS 249 bE—I2REATNBRIESIE.
encoding-type #18EL TREN B ATV =¥
NFr—Z&I>a—KRTEET,
T — 58 =77
T4 ME &L

SEDER
E21)) wiA
List Parts ) ¥ TX b DEROIEMHIZERSN D
avTr—,
Bl aYvT5—
ListPartsResult %7/ — R:Bucket, Key. Uploadld,

PartNumberMarker,
NextPartNumberMarker, MaxParts.
IsTruncated, Part

w|/—R: &L
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Ny NBEIBELET,
Bucket B =5
¥/ — R: ListPartsResult

RENBERICBFIZIYa—T14V5 0847
IgELEY. YU IR MT encoding-type %
- IBELIBEE. RS BERICH VT Key M
EncodingType TV a— RxhEd.
B =5
¥R/ — K. ListPartsResult

2-7“:) I 7 h%o
Key Bl =51
¥R/ — R: ListPartsResult

F7yI7O—RARY MDD ID,
UploadId BY: =75
¥/ — K: ListPartsResult

) X MERRD/I— NEEORBRAE.
PartNumberMarker AU B
¥R/ — K: ListPartsResult

SHEIREN G > ERNH BB, B&EUI T
ANZE ROV IR KNZBITS
PartNumberMarker QO{E%Z R~
NextPartNumberMarker EENS T E T,

BY: B3

¥R/ — R: ListPartsResult

BReEnt=) Yy TR MIFRREND/N— b DRAE

MaxParts gg Ry
¥R/ — K: ListPartsResult

List Parts (ZX§ L TIREN =GR X MV E

THONTWBEMNESH, " true” ([FIREhAEHM

S2I-ERNH B L ERL, " false” (FIART
[sTruncated DEEMEENEC EERLET,

B DIZE =5 BRRE: true & false

¥R/ — R: ListPartsResult

N— MEROBMICFER NS IV TF—,
B =5

Part #7 / — K: PartNumber, LastModified.
ETag. Size
¥R/ — R: ListPartsResult

/\°_ |\§%o
PartNumber AU BHY
¥R/ — K. ListPartsResult.Part

NextPartNumberMarker

NR—hrO7v7E— REE.
LastModified B B
#7/ — R: ListPartsResult.part

TyT7O—RENhE— OOV TUYHD
ETag f&.

B =5

¥R/ — K. ListPartsResult.Part

ETag
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TyTO—Rshiz"—bOYA X,

Size Bl B

¥/ — R: ListPartsResult.Part

FHA T

- ListParts Tl&, max-parts & part-number-marker ® 2 DD 1) 9 TR h/XT A= —HHR—|

ShTWET,

- max-parts /X35 A —&2 —DEFEXIEE 1,000 T, 77+ MEH 1,000 T,
-OSS A biIRENBERFE, N— FESICESWTHIETY R bshEF T,

-2y M=V IRETI S —M AT H0pEMEMNH S 7=, List Parts OEER (/N\— bES L ETag @)

%Z{FF L T Complete Multipart OE#&/X— M) X MEER LGN L EHEDLET,

il

)5 TR bl

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:4qOnUMc9UQWgkz8wDgD3IIsa9P8=

& DOB:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-oss-request-id: 106452¢8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListPartsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<Bucket>multipart_upload </Bucket>

<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>
<NextPartNumberMarker>5 </NextPartNumberMarker>
<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>

<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98& quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>2</PartNumber>
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<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified >
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>

</Part>

</ListPartsResult>

Cross-Origin Resource Sharing

XL oI

CORS (Cross-Origin Resource Sharing) B3 %&£, Web 77V 7=y a MO KAV D)y —R
79 ERATEBLIICHYES, D CORS DHR—FMLY, OSS T, &YFEG Web 77 ) 7r—
Y avORRNERREhET, OSSO VA —TJ A REFALT. VARRAAS VT RAOSEEFER
EREBHRICHETEET,

PutBucketcors

PutBucketcors #{/Ex AT S L. IEELE/NT Y D CORS L—IILEBRETEET, TTOIL—ILNTFET
PIEEEFEEEShET.

)H IR MEX

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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<?xml version="1.0" encoding="UTF-8"?>

<CORSConfiguration>

<CORSRule>

<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>

<AllowedMethod>HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >

<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>

<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>

<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>

<CORSRule>

</CORSRule>

</CORSConfiguration >

Dy IR MDEE

B0 B WIR

CORS L—IDarvTF+—, NN

Ty NTEIZERKIODIIL—IL
CORSRule NI EhET, (=qA

#Y: container

#7 / — R: CORSConfiguration

JORRAA VYT IR MR
AEhTWdF N UERLE
¥, EHOEREFERL T, 7
aEhd4 )YV EEHIEET
=2F9d., FIL—ILTIAILR
h—K " "% 1DOFHTE
9. " *FUHAIBESATNS
8. IRTOXYTrms A
ARAALVYH IR MAFE S
hZEY.

BY: string

¥/ — K: CORSRule

HOZREALY )Y TR M TH
FEhdAY v REEELET

AllowedOrigin (F0N

AllowedMethod A

zi.E: enumeration (GET, PUT,
DELETE, POST. HEAD)
¥R/ — K: CORSRule

OPTIONS 77 zyFavY

K@ Access-Control-

Request-Headers CigSE=h
AllowedHeader Ay A=A THMESH (AYAY 4

EHIEL F9, Access-

Control-Request-Headers T

BESIhEEAy AN
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AllowedHeader OfE&—2 L
TWBRERHYET, BIL—
LTOAIILRA—R "™ "%1
OERATEET.

AY: string

¥R/ — K: CORSRule

JSEANY X —%&EEL T, 21—
Y—T7T) 5=y
(Javascript @
XMLHttpRequest 77 ¥ = 4
ExposeHeader MrE)MDBTIEATES L (AYAY-4
SITLES., TALRA—FR
U EERTEE R AL
BY: string
#7/ — K: CORSRule

BED) Y —R W BT
H¥—71)7 = v F (OPTIONS)
DO IAMDERDF vy a
HE%EEEL£9. BT
9, CORSRule k(21238
ETEET,

#Y: integer

8/ — R: CORSRule

N4y h® CORS L—ILDT
CORSConfiguration “TI o

BU: container
W — R L

MaxAgeSeconds (AYAY-3

FHA DT

- T 74 NTIE CORS ENYTy NTENIZH>THY, IRTOIVARRAAAVYSIZANDF
DOUREIEEhET,

-7 74— 3> T CORS AT 2(2(& (777 U1 —0 XMLHttpRequest #EE% L T
www.a.com M OSS STV AT BRBERE). SDA V32 —T7 =4 A%&FEAL TFHT CORS
L—L%ET7v7O0—RKLT, CORS 2BMTI2READHYET, COIL—ILEXML RF¥ 2 A
MIREEARLET.

- &Ny D CORS FBEFHEED CORS L—ILIZk->TIEEShZET, Nry hTEIZEKX1I0D
W=D EhET, Py T O—RT 25 XML RF 2 A2 MEHY A XA 16 KB AR TH DHBEN
HYET,

-OSS(Fx, VAORRAAS VY S ITR M (FIEZOPTIONS VS IR M) #3253 dE. Ny bhd
CORS L—IL % RAFEY . FBHET 2HEREMEAL T, FL—ILEZIBEISART, RNI—HL
L—LEFRLT) IR MNEFERL, WK 2~ Ny X—2IRLET, —HIT2L—IARNES
. CORS Ny Z—FEFENFTHA,

-CORS L—ILIT—H ¥ BICE 3 DOFRMEB/L TLBIMBENHYET., £I. V/IXbD
Origin A% AllowedOrigin & —ZL TLWRMERH Y ET, RIC, VIIZX DAY v R (GET,
PUT 7% &) ¥, OPTIONS U4 T X h® Access-Control-Request-Method ~v & —[ZXFI5T % A
Yy KA AllowedMethod & —EL T2 HEMNH Y £F, REIIC, OPTIONS YUY ITX bD
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Access-Control-Request-Headers [T FEN T\ EA v X —At AllowedHeader L —EL TL\3
WENHYET,

-Content-MD5 U TR hAy A —%T7 v FO0— R LEBEEE. AXD Content-MD5 AEtEEh
T. WELPRILTHEIMNE SO ER ST T, BESHAE. T5—3— K InvalidDigest ANR
=hET.

7l

/4w M@ CORS JL—ILEBINT 24

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>

<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>

<CORSRule>

<AllowedOrigin>http://www.a.com </AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedQOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration >

& DH:

HTTP/1.1 200 OK

x-oss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucketcors
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GetBucketcors #B{E&FERT 5 & . IBELENYT Y NOIRTED CORS L—ILEEETE=ZEY,

o IR MEX

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

o #188
CORS V=D >TF+—, N7y hZTEIZEKR
CORSRule 10 DIL—ADFRTShET.

BY: container
#7/ — K: CORSConfiguration

JOARAA VY IRMNEFATENTNSA
DUvERLET, ERHOEBEREZFEAL T FFHUS
hdF VOV EEHIEETEET. BIL—ILT
JAILRA—=—K " "% 1DOFEHTEET,

T UAIEEESN TGRSR, IRTOAFUY Y
DUVBAARAAS VYL IR M ENET,
#Y: string

#78/ — R: CORSRule

JARARAA VS IRARNTHTShZ AV v R
IEELET.

AllowedMethod #U: enumeration (GET, PUT. DELETE, POST.
HEAD)
#7/ — R: CORSRule

AllowedOrigin

OPTIONS 7Y 7 zvFa< > KD Access-

Control-Request-Headers TigEEhi=~v &

— & T ANESHAEFEL TS, Access-

Control-Request-Headers TIEEE =8~ v
AllowedHeader 2 —n AllowedHeader MiEE —EIL TUL\BZHE

NHYFET, BL—ILTIAILRA—-K “* "%

1 OfEATEEY.

#Y: string

#/ — R: CORSRule

BB~y X—%IBEL T, A—Y -7 77—
< 3 > (Javascript ® XMLHttpRequest # 7' ¥
U MNRE)IBTIERATZESLSICLET,
DAL RA—R " " EERATEELA,

AY: string

#7/ — K: CORSRule

ExposeHeader

BEDUY —RAIWT 2T —T) Ty F

MaxAgeSeconds (OPTIONS) U4 T2 h DREEME 4 v & 2 HIE
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IEELFT. BRI TY, CORSRule T¢&
IC1DIEETEEY.

#J: integer

$78/ — R: CORSRule

N7y b@ CORS =DV TF+—,
CORSConfiguration BY: container
|/ —R L

R DT

1Ny MAEELRWMESIX. T5— "404 no content” AMIRENFET, TT7—a— K&
NoSuchBucket T¥,

2.CORS L—LEBUSTEBDEN Ty A —F—FRIFTT, fBOI—H—MNFRRLELSLT DL,
I 35— 403 Forbidden ANiR=nFd, T 7—— K& AccessDenied TH,

3. CORS L= ILATFEEL R WMEEIE. " 404 Not Found” I Z—ARENET, T7—3— K&
NoSuchCORSConfiguration T9,

7l

)45 X dofl:

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

GEDF (CORS IL—IIABEICERESH TULVBIES):

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>
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DeleteBucketcors

Delete Bucket cors 2T 5 & . FEEL /N7 v T CORS #EELZERNIZL T, 3 _XTHOIL—ILEHIET
=E9,

)H IR MBS

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

SN\ y NAREELAOESIX. T5— "“404 no content” AMIREhFET., T5—a— K&
NoSuchBucket T3,

- N7y b CORS L—LEHRTEBDENT Y bA—F—FEIFTY, BOOBDTRENNT Y
NEEBIEL LS ET 5L, IT5— 403 Forbidden ASREhEF., T5—a— Ri% AccessDenied
TY.

7l

)45 X bl

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

& DH:

HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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OptionObject

TooH—(F, VAORXRAALS VS I A NEEETDHIC. FEOAF VDY, HTTP AV Y R, Ay —1F
WESTLT )T 54 MNJH IR (OPTIONS) % OSS ITIEEL T, EOY I IR MNEEETEINESINE
RELET,

OSS Tl PutBucketcors 1 2 —7 24 X%=FEAL TNy N TCORS BT B ENTEET.
CORS #BMI=TBL. TIVH—DTVITIZA NIV IR NEFATTEINE SHA. IBELEL—LIZE
DOWTFHlichd L5 CBRYVES, OV IR MFTshBENEEP. CORS NEMICHR > TL\BIHESR
([&. IS — 403 Forbidden ANRENFET,

UJ IR MBX

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

DUIRX Ay H—

=T i

DOIAMDFINDY, JARRALSVY S IR
NESEBIT B=HICFERSNET.

#J: string

T4+ ME &L

EEOU I IR STEAShD AV Y R,
Access-Control-Request-Method Bl string
FIAILME BRL

EEOY Y IR NTCERSh I Ay & — (B4
ANy B —(ER<),

#Y: string

T4 ME &L

Origin

Access-Control-Request-Headers

BEAY & —

AT Bl

DOIRANIBENRZATIDY, TOANYZ—(F
SOV IXMFAI G VNBEERELE
A,

AY: string

Access-Control-Allow-Origin
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DO IRAMNTERHSNS HTTP AV v R, 2O
) ) ) vE—&, COUYIAMFTShRNBERE
Access-Control-Allow-Methods SEhEtA.
#Y: string
DOIAMZEEFRZIAYE—) RN, ZEiFxh
TWBAAY A —MRUIITANIEETNTNDIIES

Access-Control-Allow-Headers . SOANYE—EFEFENT. VI IXIER

ThET,

#J: string

9 247> hd JavaScript 7 75— a3
Access-Control-Expose-Headers BTV EATEEIANYA—)RN,

BY: string

T30 TVIT54 MERENY T 7—(TR
Access-Control-Max-Age e dHE, BAEMTY.

BY: integer

Bl

)45 X dofl:

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

HE DFl:

HTTP/1.1 200 OK

x-0ss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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