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RENGEBEZFETEET,

2. BEAIZ(E,. RFC 2104 TEH SN T\S HMAC-SHAL ARAMRA S TET (Key (&
Access Key SecretTd),

3. U4~ I X h® Content-Type & Content-MD5 [ZEIEEIAET Y, BEDORIINMELIZEE null
BEHYT "“\n" ICTBZ=®RAZT,

4. $NTOIEEHTTIP A T —D 55, BEENFIINBERDE, " x-0ss- " TIREIANY X —
EFTY, ZOMOIEELE HTTP ANy & — (EDFID x-oss-magic 4 &) (£, OSS TRHRERSIF

TO
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Accessld At "44CF9590006BF252F707" T. Access Key Secret At
"OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV" T#Hd LT L. BEREBMT 25X TRD LS (S

BrYET,
Yy IR b ELXFFIEEL EBXF
PUT /nelson HTTP/1.0
Content-MD5: “PUT\n
eB5eJF1ptWaXm4bijSPyxw= Signature = base64(hmac- eB5eJF1ptWaXm4bijSPyxw=
= shal(AccessKeySecret, =\n
Content-Type: text/html VERB + “\n” text/html\n
Date: Thu, 17 Nov 2005 + Content-MD5 + "\n” Thu, 17 Nov 2005 18:49:58
18:49:58 GMT + Content-Type + “\n” GMT\n
Host: oss-example.oss-cn- + Date + "\n” X-0ss-magic:abracadabra\nx-
hangzhou.aliyuncs.com + CanonicalizedOSSHeaders 0ss-meta-
X-0OSS-Meta-Author: + CanonicalizedResource)) author:foo@bar.com\n
foo@bar.com /oss-example/nelson”

X-OSS-Magic: abracadabra

EZ0EREIROELYTY,

Python 21— Rl

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\neB5eJF1ptWaXm4bijSPyxw==\ntext/htm\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-
oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

base64.encodestring(h.digest()).strip()

print("Signature: %s" % Signature)

sTESh 28R 26NBxoKdsyly4EDv6inkoDft/yA= T9 ., T Authorization = “OSS" + AccessKeyID +
“:" + SignaturelZ & (E, FFADIEIXOSS

44CF9590006BF252F707 : 26NBxoKdsyly4EDv6inkoDft/yA= T3, COfElE, EEShdAvtE—T%

e B1=BITFBAENy F—L EBITEMENET,

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-0OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

FHA DT
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1. AccessID A E A WMEEP. S 7= AccessID 749 T4 T THWERIX, T5— 403
Forbidden ANiIREhE ¥, T 77— — Ri& InvalidAccessKeyld T3,

2. A—H—=1) 5 TR Ay X —O Authorization DENENTH $i5EE. T — 400 Bad
Request MNIR=h £ 3. ITF—a— K& InvalidArgument TF,

3.0SSDERTOYI/ IR MT, HTTP L1 A haLIS&k > THESHh TS GMT BRI & E
By 28ERSHYET, XD 3 DOBMFRAEEMATEEY. datel = 2DIGIT SP month SP
4DIGIT; day month year (f: 02 Jun 1982) £® 3 DO AfFZL TIX, " day” At “2 DIGIT" (<
BoTWET, LEAST, " Jun2” | " 2Jun1982" | " 2-Jun-82" (¥ R TEME B
HICHRYFET,

4. Date Ny X —[CADENTORMEEL, BEZ2OREETHANIEL < AL EHTShIHBEE
. I5— 403 Forbidden MiR=hF9d, T5—3— F(& AccessDenied TY,

5. U4 TR K&, OSS H—N—DREDKEZICEI T 15 SLURICANDT 2HELrHYET, 5
LA (&, T5— 403 Forbidden AREhFE3F, T5—3— K& RequestTimeTooSkewed T3

°

6. AccessID (74 T4 TN, —HF—JHI IR MODEEAIEL K AL EHITEhEIBSE. TS5
— 403 Forbidden AR &, BEFEBENDEHDIEL WBENFHINI—H—(THE Ay —
PTIRENET, D 0SS DIGEITEDNT, BEENFFMNIELLAE S EERTEET, R
DRTEIL ]k

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c¢ 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>
<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld >
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwUv8=
</SignatureProvided >
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>
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7=
- OSS SDKABEE R L F L1z, OSS SDKOFEARISEZORMEIS DN TLET 2BELH

YEFA. BENDSENEF/REDFMICD\TIE, OSSSDKOI— RESBL T &)
. OSSSDKOBREEETSH-HDT 7AILIE ROFXDLELYTY,

SDK BROEEK

Java SDK OSSRequestSigner.java

Python SDK auth.py

.Net SDK OssRequestSigner.cs

PHP SDK OssClient.php

C SDK oss_auth.c

JavaScript SDK clientjs

Go SDK auth.go

Ruby SDK util.rb

iOS SDK OSSModel.m

Android SDK OSSUtils.java

&< HHEM
aVFYMDSOFHESE

Content-MD5 calculation
The message content "123456789" is used as an example. The Content-MD5 value of the string

is calculated as follows:

The algorithm defined in related standards can be simplified to the following:
1. Calculate the MD5-encrypted 128-bit binary array.

2. Encode the binary array (instead of the 32-bit string code) with Base64.

Python is used as an example.

The correct calculation code is:

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

Note:
The correct code is: hash.digest(), used to calculate a 128-bit binary array
>>> hash.digest()
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"x\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

A common error is encoding the calculated 32-bit string code with Base64.

An incorrect example: hash.hexdigest(), and a visible 32-bit string will be calculated.
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

Result of encoding the incorrect MD5 value with Base64:

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

URL ~DELZDIEIN

ERTEEH T2 £ A EFERET B(2(%. Authorization Ay & —%{FEHAT 3(EMIC. URL (ZEZZIEHREEMN
LTH—RNR—TFT 41 ([CERET S LHTEET,

KETTi%
BER%E3T URL ol

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

URL OEBZ(ZX, Mg &b, Signature, Expires, OSSAccessKeyld @ 3 DD/RXT A—4 —REFTH TLY
BULENRDHYET,

- Expires: URL 04 A L7 MEEERLET., TO/R5A—42 —0fflX UNIX B TY (1970 F 1
B 1 B9800 85045 0% (UTC) &b OZIBFLE, FF4HICD L\ TIE Wikipedia Z588), 0SS A
URL )Y IZ MEZHELERBZIA, BRICEEN TS Expires /8T A —42 —DfEK YiEH - =15
BlE. VIIAMEBALTIMZIEERT IS —a— RNIRShEFT, LA REDH
ZIH 1141889060 T&H SHEI<, 60 FMEICEEIRIICHERIZ D URL Z{ERT (I, Expires @
% 1141889120 (ZHBEL F T,

- OSSAccessKeyld: Access Key ID #/RL %7,

- Signature: BEBHERLET. OSS TlE, SESEFHRVIIZAMEAY T —RTA=F—HR
—hERTOWETA, URL IZEBRFBINT 22007 ILT Y XA, Ny X—~DBEZDEBINDT
LIV XLEEANIZELTY,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MD5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

10
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BWIROLEBYTY,

1. BAN URL ([TiEfl=h B &, Date /85 A—4% —H Expires /XT A -2 —ICEZRZADBNET,

2. BBE URLEANY A —[CABFICEHILRXTEEEA,

3. Signature, Expires, OSSAccessKeyld M /X5 A —4 —TIEHDEEZ TR - IHEE. &Y
DIEAERENE T,

4. )45 TR NOBFZIA Expires DBFZI & VIBUOAE SO EBROFIICREEShE T,

5. BEXFHEURLICIEANT % &£ (X, URLOUrlEncodez % FETL TL S0,

-—RRYA - —OURLICBEZ ZIEINY $15&(E.  [security-token] #18ET SLENHYET
. ERERDERY TT,

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4
%3D&security-token=SecurityToken

HoFILa—R
URL IZEB&Z BN % Python a— Rofl:

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

=S W
- FE2&PythonpH > 7 )La— KT,
- OSS SDK(&. URLISEZZEMY LA ERMLET. EAGIACON T SDKT 71 L
O [77EAFT] 2BRLTLES,
- OSS SDKMURLICERZ ZBINT 2RECDNTIE, TROERESBL TS,
SDK URLE&TIZ KETFAL
Java SDK OSSClient.generatePresign 0SSClientjava
edUrl
Python SDK Bucket.sign_url api.py
Net SDK gas;iCI|ent.GeneratePreS|gne OssClient.cs
PHP SDK OssClient.signUrl OssClient.php

11
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JavaScript SDK signatureUrl object.js

C SDK oss_gen_signed_url oss_object.c

FEA T

1. URL BB ZIENT $55%EAT 155, HERTSEH#DT —42 (X, BUERATINS L1 >
2=y PTREASATT, COEEEFERTARICEERL TLEEL,

2. URL [CEBRZBINT 375, PUT & GET OEADY Y IX hTHR— FEATWET,

3. BEM URL ITIBINEh b &, Signature, Expires, OSSAccessKeyld DJEFEAZEE &h JI8EH
&Y EJ. Signature, Expires. OSSAccessKeyld ME/XT A =R —MNFRXTHi> TUVRIVE,

I 35— 403 Forbidden ANiR=hFd, T35 —3— K& AccessDenied TY,

4. IREDOT Y AN U TR b0 Expires DRERZ & YIEWFS(E. T5— 403 Forbidden
MRENET., T7—2— Ridk AccessDenied TT,

5. Expires DEZIOFRAMNIEL < & \MEA&. T5— 403 Forbidden ASREhES, T7—a— R
(& AccessDenied TY,

6. URL (< Signature, Expires, OSSAccessKeyld MEZ/XT A—2 =M1 DU EE T TL\BIBEEIC
. ANy A —([CEBZERAZEN TS E, IT5— 400 Bad Request MNiREhFEY, TF7—a—R
(& InvalidArgument TY,

7. BENFIINER SN B L. Date /87 A—4% —H Expires /8T A =2 —[CBERA b ETH,
gINt Y > 3 > THBAL 7z content-type % content-md5 B E DAY X —(EZDEEFIENET
(Date YU IRA AV A —FFEREV I IR MIFHET 518, BRXFSIC Date Ny X —%IEMN
TREMEEHY FEA),

—EA 7 5+ X ERIER
STS D=

OSS Tl&. Alibaba Cloud Security Token Service (STS) 2L T, 74 £ X [—HNLERE(T57 %
ZEMTEZET, Alibaba Cloud STS (Security Token Service) &, ¥ 5T RaVYEa—F« 0 5a1—4
—([C—BBT IR N=0 U EIRHT E Web —ERTY, STS 2EHT L. — RX—F1HHO7
TVr—2a v PlET Y —(IT7 ) L RERBREMNSTEET. EREBMPEE AR 271 XT
B3CLHTEET (A —IDEBETEFY), Y- M —FTAHOTT)7r—> 3 U 0ET 51— —
X, ShdD7HtRAERIEREFAL T, AlibabaCloud 7044 hd APl ZEEFUHLEY,

Alibaba Cloud 7’044 h® SDK 2L T/ 57 RT7AXY O APLIZ7 ALY TEET,

Y= RR=F 4 BOT TV 7= 3 VIZREHEIF — (AccessKey) 2 NHT IV EEHYERBA. 77
CAN=V VEERL TY—RR—FABT7 ) 5= aVISEETIETTER#ET. SO M—
Do0T7 I REREBVHBEEARE YA XTEET,

-HEROKNCONTRICA T IHMELH Y T A, 77 L RAERERE. BMERI TN S L BE)
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ES[ik:::35) [ ANDA- S 28
TTVEFELT, PYRYDOTAOEREUTITRLET,

2. Request AssumeRole
1. App user login (customized policy settings and

> —expiretondatel 1 " | §TS
App User © Alibaba Cloud <
i . user with AK 3. Return STS credentials
4. ClientApp cache 5TS
——— credentials e
Trust
5. Create valid OS5 APl requests using STS credentials F
vw

SOV ) a—varoFlEIATCRLET,

1L.77)a—4¥—-¢LTRIA Y LET, 77V 1 -0 ID IHEHFENEEL TS, IDEEVR
TFTLEHREAIAXT D LS, JNEED Web 7H > h2 OpenlD 2(FHT 5 LEHTEET
. AppServer T, BMAET T A —CLIZR/IRDT Y AEREANC EHETEET,

2. AppServer A STS [CtEFa ) T4 b—% > (SecurityToken) &) 7 TX ML EYT, STS ZIFUH
JRIC. 7TV A—F—ORNRO TV £ AHER (K1) & —BX TRoR) LHERMSOBEWEIRE
RETIVNENBYET, RELED. STS @ AssumeRole 1 V4 —T =4 A%=IFUHL TEF
A)T4 b= UEBREBLEY, O—LOBEBLFERAEOFEICOOTE, [RAM 1—H—H
1 R] OREIOEBESRL T S,

3.STS /> AppServer [ZBNAG TV £ RERIBHRMNEShET. COT7Y L RERBRICE. £+
al)Tq b=v 2, —BERT Y A% — (AccessKeyld & AccessKeySecret), BEARAS %
nEY.

4. AppServer i ClientApp (27 ZEEIERMNR I FT S, ClientApp (X OEEBRE F v
v alEd, ERERNEMICAS=D. AppServer (SHL WBMA TV XEKIGHRE ) ¥
IZMNTRIRERHYET, EZE 7 EXRERBROGMEREA 1 BETH 2184,
AppServer (279 £ ABBBROEHE 30 o LTI IR MTEET,

5. ClientApp (. A—HhLICF v v a L=74  RERIBEREEAL T Alibaba Cloud 4+ —E X
DAPLEYSIRNLET, ECS (& STSOT7H £ REEERERAL . STS 2FAL TEIRS
WEEIL T, - -V IR MIBEDIRELET.

STSOEFa VT4 =0 VOFAIZOOTE, [RAM I—H—H41 K] ORIOEEESHEL TSN
. CCTOMRA Y ML, STS @ AssumeRole 1 > 42 —7 =4 ZAEFVOHTE T TEMER TV £ REREHEE
BiETEA2LTY, COAY Y RIE, STSDSK ZAL TIFCHI LB TEEY, FllEIEE2Y )
v LTLESY,

STS NERIBHREFHAL TEBRFE VI I X MEERT S

A—HY—0U 47> M, STS O—NGERBREBET 5L, TOERERBRO X2 VT0 =0 >
(SecurityToken) & —BH97%2 7 4 £ X ¥ — (AccessKeyld & AccessKeySecret) AL TEZE{ERLETT
. ERTEEHRT I L ADBEEERT 25EF. L— b7 A9 N&EFERAT % AccessKey 2> TAy 4
—(ZBEBZEMT 5TEALEFRNCEALC TS, RO 220K, > MIFELTLES,

- A—YP—AEFERTBERF—(&. STS I[C&L> TR SN 2 —EAET -V £ X+ — (AccessKeyld &
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AccessKeySecret) T9,

-t¥aUF 4 k=% (Security Token) # U TR hAYE—(ZEHZIMN. VI IXA IS A=A
—ELTURLIZEHZIVEAHYET. CO2 ODOEERABICERTICLETEEEA, FIF
(Z{#Y % &, InvalidArgument TS —MRENET,

- ANy A —[Z "x-oss-security-token: SecurityToken” %&&6F 3, x-0ss-security-
token (X, &8 " CanonicalizedOSSHeaders NstEEh 2 & E(CEBSNET,

- URL (2785 A —4% — security-token=SecurityToken &% 3. security-token (&,
EHB 0 CanonicalizedResource BNFtEESh D L EICEBSh, YT VY —XERGEh
ESE

OSSlE. N7y b - LRILOTIERGED=DT 7+ ZFE ) X b (ACL) 2i2HLET, BE. \¥
v NMZlE XTVw s U—=R/5A4 8, RXTYwH)—=R, TTAR=RNDIDOT I ERIENBHY FT,

scar SHEEOT Y £ A HR

-HETH (BB7VEREZBC ) N\Ty NADA T
7 bOFHAH,. EEAHR. BIVHENTEETY

KTV v B Y /B EIAH
- ZEDLSGREICE > TRES SREE. N7y b
OFfEENEELET. COFATFEECFERL TL
e,

- N7y NOFBE LI Sh A —FEFaNT
Yy MDA T Y x5 MMIXFL TEEIAHREL HIFRE
EEEITTEEY,

-HTH (BBT7IVERESL )Ny y NROA T
T NEGIHEBZZENTEET,

- Ny N DFFEEEFRT SR~ — A, /S
o NAOA TS x4 MK B5BAS, BENL
. BEUHBIBMFERITTEET,

-fo1—Y—(E, NXoy NAOA T Y MNZTH
TRFBLFTEETEA,

AVIDRR L)

TR

-HERATEE SN TOGOETL Wy bAYERR S & & OSSIEFBEIRISNT Yy bDT T4 R
— M ERELFT.

-BEEONT Yy NOBE. N7y N OEREO#HA, OSSHRM T S Put Bucket Aclf >4 —7
M RAEFRALTEDNRA—Z v 3 VETETEET,

HBEVIIZA Ny H—
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OSSRESTful 1 4 —T 24 ATlE, W OADELB YV IR MYy A —%FEHLET, ChdbDUI IR
PAYE—=EFTRTHOSS YUY IR NTFERATEES, ChBDV I IR MMy A —DOEKNAEERE XD

RITRLET,
e iBa
)9 IR+ OBEMEDIRREIERY S1&6EHERE
~LET,
Authorization BY: string

FTIAILME BL
TIN5 —=2arvoF A EERY I I AN

[RFC2616] TEFZR=NLTL\H HTTP U4V ITX
bavsrYyoRESERLET,

BY: string

FIAILME BRL

TTIVr—=avyF A T—2% 0SS (TIEX(F
TRIVNENHD I TR

[RFC2616] TEFE=NTL\S HTTP UV TR
NIVTUYDEATERLET,
AU string

T AL ME &L
TIVr—aryF A T—42% OSS ITIX(E
TINENHD YIRS

HTTP 1.1 7’A RO L THRES A TS GMT iF

21%ER~LET (f5: Wed, 05 Sep. 2012 23:00:00
Date GMT),

#Y: string

T7FILNME B®L

T ERAFORR MERLET, EORHE <A
‘7 v kB >.0ss-cn-hangzhou.aliyuncs.com T9

Content-Length

Content-Type

Host o
#Y: string
TI7AILNME BL

HBBEANY & —

OSSRESTful 1 2 —T 24 ATl&, W OO DOHBEIGEANY A —LFHALET. ChbOREANY X —(&
TRTHOSS VY IAMNTHERTEETT., ChbORENY X —DEFRNAEERERORICSRLET,

BRl B2l
[RFC2616] TEZH =N TL\S HTTP Y TR
havFrynDREERLET.

A string

T+ ME L

Ty —>arvy A T—4% 0SS (TEE
TEINENHD I IR S

9547 h& OSS H—N—DRBDOEEGHA T —
2 RAERLET,

A): enumerative B3 {&: open & close
T7#IILME &L

Content-Length

Connection

15
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HTTP 1.1 7’A RO L THRESA TS GMT iF

21%ER~LET (f5: Wed, 05 Sep. 2012 23:00:00
Date GMT),

#Y: string

T7FILNME BL

ETag (I T4 T4 4%9) &, TSy bO&E
BESICIER s, AT x4 hDaVTFUYER
3 r=HIcERAShES, Put Object YV TX b
EFERAL TERShE=A T =0 hDIBAE.
ETag OEFF TS Y hOa > T2 YD MD5
BTY. TOMBOGETIER SN ATV ) b
D&, ETag DEEFEA Tz boavToy
® UUID T3, 0 ETag OiEZEFERAL T, +7
T MOIAVTUIYNBESATNENE SH
ERERTEET,

#J: string

TI7HILME RL

INEEERT DY —N—ERLET,
Server BY: string
T 7 # )L M&: AliyunOSS

Alibaba Cloud OSS (&> TIEREEh 3. &

@ UUID /=L E3 ., 0SS H—E X DEREFIC

MREARE L 155, MEERERICIFETE S
x-0ss-request-id K312, TOT 14— REFHRAL T OSS HR—

MEEEICEBUOEDLE (S,

A string

TI7AILME RL

ETag

H—E RIRE

GetService (ListBuckets)

H—N—I2Get UV IR MNEEETDE. VI IANMESENFRBETZ2IRTONY Y NEEETEZEY,
") FEL—RTaL Y NUEERLET,

4o IR MEXZ

GET / HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue
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DOIAMGA—2—

GetService(ListBuckets) #{#FH3 % & &I, prefix, marker, max-uploads N&/XT A —4 —TEHEF%IE
ETAHLET, BRERKRDICLENTEEY,

AT Bl

RENBZN\T Y NBET 4 LR —LEWNESET
L7414y RERELET . prefix Z5REL A&
BEETL T4 v o RABERIET 1 L2 —UE=hHh
FH A,

T—A2 8 =FF

FTIHILME L

prefix

REL 7z marker DEOIY M) —ETLT 7N

v METHERZIRLEY., marker Z5&EL &)
marker 1SS T EEALTEASRENET,

T—4 B 5

T AL ME RL

1#HEDY Y IZ MWL TIRERZ AT v h DR
AHEFRLET. RESNTUWARIMEEDT Y
#J)L MElX 100 T3, max-uploads @ _ERR(&
1000 ¢¥,

T — %8 XF5

77 #J)L ME: 100

max-uploads

WEDER

2H i
Get Service ) 7 TR N DBEROIFEFIZER s
a7+ —,
ListAllIMyBucketsResult B:avst—
%7/ — R: Owner. Buckets
|/ —R L

COUVITVDEROTL T4 v X, 2O/ —R

&, IRERTORUNY y "B DIERICDOHAE
Prefix NENET,

BY: XX F7

## / — R: ListAllMyBucketsResult

Z @ GetService(ListBuckets) ')~ T X h OFFIA

MNEERLET, T/ —RiE, BEATOL AN
Marker Nry N HBIBRICOFRRENET,

BY: =751

#7/ — R: ListAllMyBucketsResult

DI IZXMISL TIRENDERDEAE. D

J—RiE. IBRERTUWARWONY Y MH BIESIC
MaxKeys DHJRRENET,

B X255

#7/ — R: ListAllMyBucketsResult

IsTruncated FTRTOERNMBRENE=NE S ERLET,
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" true” (HRENBHISEERNHBIZ LEER

L. " false” [FIRTOERMNMRENE=CEE

RLET, T/ — R BREhTOARWONT Y
NN BIETICOAERRENTT,

BY: FIEEFT

BIEME: true & false

#7 / — R: ListAllMyBucketsResult

Chix, BREhGH - ERERD

GetService(ListBuckets) ') 4 T X b TH{ET %

FOOR—D—ERABIENTEET, 2D/
NextMarker — RiE IREATORWNNY Y MG BIESIZD

HERRENET,

B =51

#7/ — R: ListAllMyBucketsResult

Ny b —F— 2T S EROFFICFERSh
53T+ —,
B ayTir—
#7 / — R: ListAllMyBucketsResult
Nry MA—F—01—4%—1D,
ID B X255
#7 / — R: ListAllIMyBucketsResult.Owner

Ny NA—F+—0RFBI (REEID LELCTY
)e

Owner

DisplayName 7. =5
## / — R: ListAllMyBucketsResult.Owner
BHONT v MY A IBROREFICERE D
avTr—,

Buckets B:avsyt—
H#7 / — R: Bucket
## / — R: ListAllMyBucketsResult
Ny MEBRORFICEREN SV T —,
B:avsyt—

Bucket %7/ — R:Name, CreationDate, Location
#7 / — R: ListAllMyBucketsResult.Buckets
NTy M,
BY: 375

Name AN
ListAlIMyBucketsResult.Buckets.Bucket
Ny N OYERLEES,
B HiF (gl yyyy-mm-

CreateDate ddThh:mm:ss.timezone, #i: 2011-12-
01T12:27:13.0002)
H/ —K
ListAllIMyBucketsResult.Buckets.Bucket
N7y MEEsh TS T —42tEr 42—,

- BY: 3575

Location =AY
ListAlIMyBucketsResult.Buckets.Bucket
N7y T EXT A=y bRASY

ExtranetEndpoint 2

B =75
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/- K

ListAlIMyBucketsResult.Buckets.Bucket

B—)—2 a3 DECSHBN\T Yy M7 AT

AU NIy MRASVE
IntranetEndpoint B X7

w/— K

ListAlIMyBucketsResult.Buckets.Bucket

NTy NODAML—D%4A4T, “Standard” ,

“IA" ,and “Archive” MFIFEEIEETY .

( "Archive” (FBIRE—" —2 3 ¥ TOHFIAEA
StorageClass BETY,

Type: X=F75

Parent node:

ListAllIMyBucketsResult.Buckets.Bucket

R DT

1. GetService API (&, RIS NFz1—H—IXFL TOHBMTY.

2. VY IR NCA—Y—THINERAIEESNATOARWMES, DT YERT Y EADBARK., 403
Forbidden ANiR=hF 3, T —3— Ri& AccessDenied TF,

B.IRTONT Yy MNRENT\DIHS. IREN S xml [/ — K Prefix,. Marker, MaxKeys,
IsTruncated, & & U NextMarker (FEFIRFLA. FLRRSATOWRWERLH BIFEE. LS
O/ — RAEMEhES. NextMarker (&, GOV T DI—H—%FYHTEHICFERSH
ESE N

7l

Doy ITX ORI

GET /HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

RYEDHF T

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>
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<ListAllIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com </IntranetEndpoint >
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

Dy IR MofI

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

RYEOH I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated >
<NextMarker>xz02tphky6fjfiucO </NextMarker>
<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>

<Buckets>
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<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>xz02tphky6fjfiuc0</Name>

<StorageClass>Standard </StorageClass >

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

N7y NMBIE

Put Bucket

PutBucket(Z/N\47 v b DIERICEFERSAET (BERT7 IV R EYR—FEhTOERA ). FILLAT Y b
MUET 2EEHIE. BERNEESNDIIY RARA Y NOEIHRE—HLFT. T2V 2—NRESH DL
L CONTY NADITARTOATY o4 MAKIRGT DEEICIBMENE T, sFHICOU0TIE, [Ny bhé
Tt 8 —] ESRLTIESL,

)H TR MEX

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-o0ss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>

<StorageClass>Standard </StorageClass >
</CreateBucketConfiguration>

R DT

LPut U9 TR MTlEL, " x-0ss-acl” ANy A —%FRAL TNy NOT7 I RIEREKZETEET
« BMENT Yy NTHEATZES 77t AERE., AFGiA#EE. AF#EY. IEARED 3 DTY

2. DI IZAMLENTYy MRBRISFELTE Y. YUI IR MLEA—Y-ABEL TN SIFSE.
200 OK (plZn) RSN E T,
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B NI ITAMLENTY MABRISFHEL TULBN, VI IR MLEI—HY—AFEL TOWEIEEE
. 409 Conflict tNiR=hF 9. T F—— K& BucketAlreadyExists T,

4 e T B /Ny MOERIRAIZHE S TULVAROEA(EL. 400 Bad Request &1V 5 Ay —UAIRE
hEJ, IT5—2a— K& InvalidBucketName T9,

5. PUT Bucket J 7 TR b ORI 1 —H —BREDBHRMNEAN SN TR WBEF, 403
Forbidden & (Z\S Ay E—UMIRENES, T5—2— K& AccessDenied TY,

6. PutBucket ') ¥ T X h DBFIAREIC, {ERLTE 21\ 7 v MORASEL (10) 282 T % &, 400 Bad
Request £\ Ay E—UMRENFY, T5—2— Ri& TooManyBuckets T,

TAERESNENT Y NOT Y L AERMEESNA TOAWNEERK. T7 4L NT "JEARE" HERA
FRsNhET.

7l

DR/ QL%

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

RY{EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Acl

Put Bucket ACLA > 2 —TJ x4 R &FAT DL, Nry NOTH L RAMERELZTETEET, BENNTY T
ERATES 7V RAHERIE. RFEGHAEE. RFFHH#IY . FFRFEO 3 DT, Put Bucket ACL B{FZR
EFTDITE, Put WV IA KT “x-oss-acl” Ay A —%FALET, COBEERITTEDIDEN 7Y b
OIERRETREITTY, BIENMIIT L. 200 MRENET, KT d L. XTSI 7—a—ReFOv T
MAytE—IUMNIREIhET,
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YJ IR MBX

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA T

LNy MABEICEELTE Y., VI IXMEEESFBLTLS. VI IR N OERMNBEFOME
REELR-TUBRIFBERF. N7y MOV TUYEEBESKTITHERATHSNET,

2. Put Bucket J 7 T X k OFIARFIC 1 —H — A OIBERMNEAN S TOEMBEE, 403
Forbidden £ (VS Ay E—YUMNIRENET., T5—— K& AccessDenied TY,

NI IRMNZBME "x-0ss-acl” Ny A—EERTHLT. N7y MBEICEELTTY Y
IXMEGFECELTWBIBA. TONT Yy MOEREEEShER A,

Bl

V9 IR Ol

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3JxrTZHiA=

R Y {EDH:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

C DRTEDIERMNTFEL 2 O\ EE (X, 400 Bad Request £ L\5 Ay E—UNFRRENTT,

IZ5—0RYIEDH:

HTTP/1.1 400 Bad Request

x-oss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
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Connection: keep-alive
Server: AliyunOSS

<?xml version="1.0" ?>

<Error>

<Code>InvalidArgument</Code>

<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9 </Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

N7y hE—=F =& BOONTY TPV A0 THEEERNCT S LNTEET. COMBEZEMIC
THL. EONTY bAD) Y TR MBEY SFMEIERNBENICEIRSh T, IBELEL—LIZE->TT
JERAOTNREZTIAFTFNET., 77207, IBELEANY Y MI1IBECLICATO ) bELTESE
AENFT. Ny A —F—(F, OSSHMEMHT Ny N7/ ROV EFERALT, Ny bOTHI+EX
RNEBRICEBES LD TEE S, OSSHRET 2Ny 7o £X0T K, $RTOFHI AL a—
RAGERESN TS LA RIAET 5D TEHY FH A,

Ny MA—F—(E, OSS ARG 2Ny N7 +2057%FEEALT. Nry hOT7 Y ERRRERS
BB LD TEET, OSSAEMT Iy N7/ X045 E. 3RTOT7I/EALO—RA
RSN TR LEFRALETHHDTIEHY FHA.

)H IR MBS

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled >
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled >

</BucketLoggingStatus>

o IR NDEE

e BiiA WIR

AYAT—2AEROI>VTF

°

BucketLoggingStatus (=Y
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B:avyt—
+: LoggingEnabled
AN

AJEROIVTH—., COE
RE. AT EBMIT BIHETIC
DHFELET (AT EYIC
THBEIFELFEA).

B avTt—

+: TargetBucket,
TargetPrefix

#7: BucketLoggingStatus

HY—N=TH 20T EERT
BNTy hEEELEY,
BY: 3575

TargetBucket F: &L
3
BucketLoggingStatus.Loggin
gEnabled

COERE[FEATHE. OTT
TALDIERENE T T =)
hOTL T4y Y REIBETE
EIP

TargetPrefix B =7 (AYAVS
F 7L
3
BucketLoggingStatus.Loggin
gEnabled

LoggingEnabled (AYAY-3

COEBEXREF, v—N=TItX
as BN ETT,

T EAOTEBNT 54T x4 bipRiREl

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

COmBRAITIE, TargetPrefix (1 —HF—pYEEL EFT. YYYY. mm, DD, HH, MM, SS (Z(&. {ER%
HiFOE, B, H. B 5. AT IET7HEETRESNETT WEUTEREL T L&), UniqueString (&
. OSS Y AT ALIZE > TERENDINXFFITY, 0SS 7/ 20T OIRMICFERENZ 4TS 24 bOZEI
ORBIZLUTFICRLET,

MyLog-oss-example-2012-09-10-04-00-00-0000

EofiTcik, " Mylog- " [EA—H¥—DBELEA TSI N TL T4 v o R, " oss-example” (&4 YUY
VN y NOZEL " 2012-09-10-04-00-00" (x4 T Y =4 b O{ERLBRE (ERIRMBEERT). ” 0000" (%
0SS ¥ AT LISk » TEREN=XFFHTT,

A7 74 IO

e 5l Bl
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Remote IP

Reserved

Reserved

Time

Request-URI

HTTP Status

SentBytes

RequestTime (ms)

Referer
User-Agent

HostName

Request ID

LoggingFlag

Requester Alibaba Cloud ID

Operation
Bucket

Key
ObjectSize

Server Cost Time (ms)

Error Code

Request Length

UserID

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1"

200

5576

71

http://www.alicloud.com/pro
duct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true

1657136103983691

GetObject
oss-example

/aliyun-logo.png
5576

17

NoSuchBucket

302

1657136103983691
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OSS M BiRENT= HTTP X7
—”2ZX3—NR

A—HY-—-MNOSS /A0
—RLENT Ty
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TOEAVIIARDRALY
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DY IR MNE—EIZHBIT
5=HIzfER=HN % UUID

77RO TEEENEINE S
AN
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NIy WA X OB (A5EIAS

Delta DataSize 280 HOBEE - )
CNDABL DNy JY —) —R
Sync Request - DOIXMMESM (5T
f;t\i’%é(i II_ II)
Reserved - F4I7 4 —IL R

FHA T

- —=ANgy NeBg—=Fy My MERLA—HY—ICEL THWBAUERHY FT,

-ED) Y TAMEX T, " BucketName” (74 A0S EBMIZT Iy b,

" TargetBucket” (745 R OT DIRFHD /N7y b, " TargetPrefix” (&7 45 R 05 184K
TE2FTOI MOBRIOTL T4 v R (nuUll T B2 LETEET) 2IBLET.

- —ANTy MR =y "Ny MEL BTy RTHEIONT Yy hTHOFWER A, B
DY —AN7ry hOBATERLCE =7y My MRFETEE T (TargetPrefix %5 DEICERTE
TELERHMOHLET).

-7y NDOT Y E RO THEEE NI B (2. BucketLoggingStatus MZ=M 4 TR M&IE(ET
BETTY. B OLTE, LTV IX boflESRL T ZEL,

- RTH PUT Bucket Logging ) ¥ TR MZEZAKETT, LEA-T, BE7 YV LR EYR—
MEhTUHWERA,

- PUT Bucket Logging V7 TX h&EBBAL =2 —H -y —2ZNTry N (VI ZX bOFHO
BucketName) A —F+—THRWEE., T7—2— K403 NIREhFET.

- —ANTy ML B WSS, T5—3— K NoSuchBucket NiREHE T,

- PUT Bucket Logging ) ¥ TX hEFIAL A —H -2 —47y kN7 y b (VI IR bOFIO
TargetBucket) DA —F+—THWMBEE., T7—a— R 403 MREhFET., 2—5v My MAE
ELZWEEIX. TF—3— K InvalidTargetBucketForLogging ANRENE T,

- =ANTy MR =y "Ny MERILT 222 —ICBLTLWBHKENHYES, BLT
WERWNBER(E, T7— 400 ANRENET, T5—a— K& InvalidTargetBucketForLogging T9
- PUT Bucket Logging 'J ¥ TX b @ XML RNEZNTH $15H(E. T F7—3— K MalformedXML A
RENFT,

- =ANT Y NEB =y "INy MERICNT Yy hTRAFWE R A, EBHOEGR DY —ANT
v hOOTERLZ =7y b7y MIRIFTEE T (TargetPrefix ZRIDBICFRET 2V ENDH
YEI).

- ANy MEIBRER D EL XTI HATIL—ILbEBREhEFT,

-7y NFPORROT T 7AME 1B L ICERShETA. ZOBBROTRTOY S IRk
AEOREOOT 7 74 VISREFEESNDEFRYFRA, BIOAT T 74 LLROAT T 74 LI
RN BB LHYET,

-OSS [C&>TEM SN 50T 7 74 L OapEHKRAIO  "UniqueString” (&, OSSN A TV o b&
—RICHBIT B 7=HI2&ERT % UUID TY,

Ny N7 AT T 7AURNERENSLTIC, PUTEIENADY bsh, BBAR—ZANEE
ENFITA, ARSI RNIT 1 v I BREFRShFBA, ERENFATT 7ML BEOS
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Tz MELTEMETEEY,

- "% "EWSTLT A v ARMFN Y TUNXFHINT A =L —(&, OSS TERYNTERENETS
M. T EAOQTICEEEFEENET, KEOT I/ EAQVTHEN V) TR MY —- &35 32
F " x- "EWSTLT A v AMFNY TUNFHINT A—42—% URL ICBIITEE Y. B
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-user=admin

-E0 22505 TR ME, OSS OWBBEREFE L TIA, 7Y EAOY T “x-user=admin” %
BETDE. X—VEMFLEVIIXA N ETERLRDOFBHENTEET,

-0SS AT DT 14 —ILROEN “- "ICBRSTWBBERHYET, ChiFx. T—2NFBETHSIH
CEDT AL RHRREDY Y TA MWL TENTHS L ERLET,

-BERMIZ, 0SS AT 7 7A LOKRRISHEICIGL TT 4 =L RABIMEhET., OJUEY —IL%E
T IRICE, BERMEOMEEZERICANDCLEREHLET.

-Content-MD5 U4/ IR Ay & —%T7 v 70— RLEIEEK. A0 Content-MD5 AstEEHh
T. WELPRILTHEINE SO ER ST T, BESHAE. T7—3— K InvalidDigest ANR
=hET,

7l

DO IZAMOBI 7y NFHEZAOTEB=TBIES):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

R Y1EDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

V9 IZA OB Ny N7 EADTEENICT BIBR):

PUT /?logging HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
</BucketLoggingStatus>

RY{EOH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Website

Put Bucket Website #{Ex(FRT 2 L. T v NEFEHI Web ¥4 KRR T4 V4 E— RICRETEZET,

UJ IR MBX

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

)y IR NOEK

E=1e] L] WA
ErrorDocument FEZKeyDFHREER, AYAY-3
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B:avyt—
FREZ: WebsiteConfiguration

FERSUffixDFREER.

IndexDocument B-avs+— =qA

Key

Suffix

FREZK: WebsiteConfiguration

AXX Y ZATT—NFEL -
IBEISERT 57 71 LA,

B X5 fREER:
WebsiteConfiguration.ErrorD £ZHI2L B
ocument

£14%: ErrorDocument Nig%E
ShTUBIGHETNE

RE21AY ML—PMERET D
LE TFEEFERATyYa

(/) BREFELGL, AR
CAVTYIRATTFAUN
index.html Mi5&. oss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/ 1279 R F 3
&. T 7 #J)L N Tlkoss-cn- (&0
hangzhou.aliyuncs.com/myb
ucket/index.html £ F&7 4
tXATHD L,
B X255
=
WebsiteConfiguration.Index
Document

DOIXbDOaYTH—,

WebsiteConfiguration B.orvyt— (F0y

WEE L

R DT

BRI Web U4 M Eld, TRTO Web R—UAREHNIVTFUY (U547 MTETFEND

JavaScript RE DR S ) T M EST) TSN TS Web 4 KT, 0SS Tlk, ¥—/N\—T
WIRS ZEMH BT (PHP, JSP, APSNET 2 &) FHR— hEhTWWEH A,

BP0 RA VFEFERAL TN Yy MR—X DO Web 41 MNMZT7 49 2R 9 5185(E. CNAME

RAA VEEFEATEEY, BEANASRESECOOTE. 5332340 [ARATA X R A
AVBDONA Y R] #8BLTLES,

Ny NEBEI Web YA RAKRRAT 4 U E— RIZRETIRIZE, A VT YT ARV EIEET

BVBABYES, T7—R—VEFEA T3V TT,

Ny NEBR Web A MRRAT 4 VT E—RICERET L. BBELEA VT YIAR=U LT

T—R=UNN\Fy NADF TV 2o MR YFET,

Ny NEBR Web U MR T4 VT E—RICERET S &, 500 Web 4 bDIL— K RAA

VEANDEBEZT U ERITTLTEA VT YT AR=IUMNREN., 5209 Web U1 hDJIL— b RAA
VEADBELZET I RITXTL TlE Get Bucket OERMNMRENDB LS ITHY ET,

.Content-MD5 U4/ IR Ay A —%2T7 v TO— RLEESE. AXD Content-MD5 AEtE &
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NnT, @MELSR L THEINES AR SIFT T, ERDHAE. T5—23— K InvalidDigest A

BRENET,
7l
DR/ QL%

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

R Y {EDH:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Referer

Put Bucket Referer #{F&ERT L. Noy bDY T 75— AKRTA MR NERELEY., UT
7I—TA4=ILEREN Nl THBDIT7H LRV IR MNEHFATINESHEIEELEY TEEI, Bucket
Referer Anti-leech Protection MEF4H(Z D\ TIL., [OSS Anti-leech (73] #28MBL TS0,

)H IR MEX

PUT /?referer HTTP/1.1

Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
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Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

)y IR NOEK

= A WIR

V775 —RENDIAVT VYD
FEFEIFERShEaYTH—,
B YT+ —

RefererConfiguration YT/ =R (0
AllowEmptyReferer / — K.
RefererList / — R
|/ —RL

D7 75—74—J)LEA null
THET7I AV IXAMNEF
AFednESINEIBELET,
B HIEE S

BENRME: true & false T7 +
)L ME: true

|/ — K
RefererConfiguration

Vo275 =70€AKRT4 K
2 hOREFEICERch YT
=
RefererList Bayvsyt— (=qA
R/ — K
RefererConfiguration
# 7/ — K: Referer

DI275—=70€/AKTA4 K

RefererList ;,?;%TL¥T° TTvav

¥R/ — R: RefererList

AllowEmptyReferer (&0

FHA DT

1. Put Bucket Referer U4 TR N&BIETERADENT Y MA—F—FIF T, 21— —HF
L &S5 ET 3L, 403 Forbidden EWVS Ay +E—UAIRENEST, T5—a— RiZ
AccessDenied T4,
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2. AllowEmptyReferer TIgE L 7=58%E(X. BID AllowEmptyReferer DREEBEHRAET, D
T4 —ILREMETT, TI74ILKTE, ¥ AT LD AllowEmptyReferer MzRE(E true TT,

3. COBREEERITTHE. LIBIICEREL =R T 4 ~ YU X hAY RefererList K74 M) X MTLEEE
EhEJ, 7w I O— KL= Refererlist "= TH S (Referer J U TR NEENEFENATUVALY)
BEdH. REEHDORTA M) X MNEEEShFET (CARICERE L 1= RefererList ABIBREhE
EDB

4. Content-MD5 J Y TR hAv A —%T7 v 70— RLEBEE. AXD Content-MD5 AFtE
nNT, @ELPRLTHEINESHLERSIFET. BABIBSEE. T5—2— K InvalidDigest A
BENET,

7l

)45 TR b
)4 TR hDOBI (Referer REFEA TR IMES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

)4 TR kDFl (Referer RS FENTIVBIES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

RY{EDH:
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HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Lifecycle

Nry NA—7F—I(&, Put Bucket Lifecycle Y9 TR NEFRL TNy MOTA TH AV LERETEE
T, FATHAILEBNCTIE, FATHAINL—LIT—HT 24T 20 MAEHRICHBRShE
j_O

YJ IR MEBX

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>
</LifecycleConfiguration>

Dy IR MDEE

=T Sl WIR

IL—ILARWNDOENIZR BN EE
ELFJ., BfFEISO8601 2

s N S Days E£7= (&
CreatedBeforeDate VICERL TLBRMENH Y F
3. BZLE 4R 0 B CreatedBeforeDate
(UTC) T3,
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Days

Expiration

AbortMultipartUpload

ID

LifecycleConfiguration

Prefix

Rule

Status

Bl 375
#7/ — R: Expiration

TTV ) MAREICEES
THBAREICIL—ILNERIC
BAINEEELET.

B IEDEEY

#7/ — R: Expiration

L—ILOBEXERD 7" A /T «
iIEELET.

B avsFi—

H¥7 /—R:Days £7=(&
CreatedBeforeDate

¥/ — K:Rule

S TORWW/S—RL—)L
OBEMERELEIEEL .
Bl avy4—

%7/ — R:Days £/=(&
CreatedBeforeDate

#/— K:Rule

L—LO—EnID, REDLE
FRI& 255 N1 NTY, CDIE
FIEEL AN > I5EP. @A
null ®IB&E. BERIIC—ED
ENER =TT,

B =%

"7/ —R: &L

¥R/ — R:Rule

TA THA 5 ILEBEDBINIZfE
Bshdarsr+—. &K
1000 AR —ILE({FETEE
ERS
B ov54—
7/ — R:Rule
W/ — R L

IL—ILNBREENZ LT 1y
D 2AEBELEY, —HTHT
L4 v REFO>ATOY
MzOHIL—ILABEREShET

7 75
YT/ —R: gL
¥R/ — R:Rule

L—ILERTRLET,
B YT+ —

Y7/ —R:ID, Prefix,
Status. Expiration
|/ — K
LifecycleConfiguration

Z OfEA Enabled T&H 31848
. COL—ILIEEBNICETSE
hFEJ., ZOEA Disabled T
HBES. COL—IILIFERS
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nxd,

B =5

¥R/ — R:Rule

B34 {&: Enabled. Disabled

FHA DT

1. Put Bucket Lifecycle ) ¥ TR N EFIATE 2 DEFN\T Y NA—F—FE1FTT, BOI1—H—AF
L &S5E9d 5L, 403 Forbidden L WS Ay E—IUMIREAET, T7—a— K&
AccessDenied T4,

2. LB T4 74 9 ADBRESATOWRNERE, TILWOWSA TH A V7 ILREMEREhET. R
ESNTWBIHERE. BIORENEEZShET,

3.A Ty NFELENA—NOBMIRERET 5L HTEET, CCTHA—METLFA—F
7y 70— ROEHORRBHEBDESRTEE,

1

)45 X bOFI:

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload >

</Rule>

<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload>
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</Rule>
</LifecycleConfiguration>

RYEDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucket BE&ERT 2L, N7y MNADFT TV 29 bOBHREI R TERCTEET,

)H TR MEX

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DOTARMTGA="—

GetBucket (ListObject) ') ¥ TR b &FIAY % & =(Z. prefix. marker, delimiter, max-keys ®&/{5 A
— 42 —%EAL THREIEET 6 & HONGEREBUST S EMNTEET,

HHl A

FTO 0 NBEYTIL—THT B=HIZFERT S

XF, IBELETL T4 v ANDRID

delimiter FTOBAIZIHFOA TV 2/ MMITA
delimiter TEZEDY I)L—7 (CommonPrefixes) & L THE

BELET.

T—2 8 75|

TI7AILME L

FILT 7Ry NIET marker BOBRIIOIY M)
MOERERT LS ICHRELET,

marker ]
TI7FILME BL
1O IA ML TREND A TS 24 b
DEAHEHRLET., IBEShTLARWMEED
max-kevs T 7 # )L Mélk 100 T9, max-keys OfE(
y 1000 LARIZT 2 E N H Y EFT,
T—A 8 =FF
F7 4L M@ 100
prefix BRENDA TV M—IZiBEICKHLETLD

1 v AMTEEShd LW SFIREZEBRLET.
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TLT4v I REFEHTZIIUABRENDF
—[ZEFDOTL T4 v I RAER[FENDLITER
LTLEEL,

T—A 8 =FF

T4+ ME &L

BEhdaVTFUyYOIva—T4VF LIV
—TAVITDEATEIBELES., £T7V 5 b
F—TI& UTF-8 XFAMEREhE A, XML
101Z#ET(E, 0 ~ 10 ® ASCIL {EZ BT XZER
E DEEDHFIEHNF OTE Y R— bEhTOE
encoding-type HA. XML 1.0 ZBETYR— b Sh TR OGIE
NENFTT V2V MF—ICEFEN TN BB,
encoding-type Z3EEL TREN DA TV 4
NE—%I>a—RTEET,
T— A28 XFF|
T AL ME &L

WEOER

HHl A

RENBITARTOATO 27 bOAZDREFIZE
HehdaryTr+—,

Contents Al 0y 74—
¥R/ — K: ListBucketResult

1) TR MZ delimiter /85 A—4 —%18EL 1=

BE. 0SS MhbiRENBIHEIC

CommonPrefixes BENSENET., COEX
CommonPrefixes (X. RKEAM delimiter T, @D TLT 1 vHI X

ED. A7V bty NERLET,

B =5

¥R/ — K ListBucketResult

FTOxH0 NBETIL—TIT 21=HIZFERT S

XF, IBELETL T4 v ANDEIID

delimiter E CORBIEFOA TV =¥ MII AR
Delimiter TEEDYI)L—7 (CommonPrefixes) & L TH

BELET,

B =5

¥R/ — R: ListBucketResult

BENBERICBHFZ2IaA—TA 0708147
ZiEEL 9. )Y IX T encoding-type #
EELEESF. BREADIERICENT

encoding-type Delimiter, Marker, Prefix, NextMarker, Key
BEDBREMNIVI—REhFT,
B X255

¥R/ — K. ListBucketResult

FTo U NA—F—DEH,
DisplayName B =5
¥R/ — R: ListBucketResult.Contents.Owner

ETag (T T4 T4 2 9) &, #7209 b&E

ETag BESIERESh. ATV x/ hOaAVTUYER
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ID

IsTruncated

Key

LastModified

ListBucketResult

Marker

MaxKeys

Name

Owner

Prefix

Size

39

FESICERERES, Put Object U4 T b
EFEAL TERSh =472 24 FDIEE.
ETag OEXA TV =4 bDa>VF> YD MD5
ETY. TOMOBFETIERENEF TV b
DIFE. ETag DEEA TV =y hpavFoV
® UUID ©¢, Zm ETag OiEZFERAL T, #7
Sz MNOIVTFIUYNBEEATNEINE SH
EHERTEET,

B =5

¥R/ — R: ListBucketResult.Contents

Ny NA—F—na1—H%—1D,
B =5
¥R/ — K. ListBucketResult.Contents.Owner

FTRTOERMRENEME SHERLET,
" true” DA, SEIRShGEM, - LERMN
HYFET, " false” DIFFE. TXTOERN
RENTWET,

BY: HIEE S

BIEME: true & false

¥R/ — R: ListBucketResult

TT7oU bDF—,
B =5
¥/ — R: ListBucketResult.Contents

AT 0 NOAREICEESh B,
B HAF
¥R/ — R: ListBucketResult.Contents

Get Bucket U4 T X b DERDOIFFEIZFERESA
A>T+ —,

Bl o> T7 ) — YT/ —K:Name, Prefix,
Marker, MaxKeys, Delimiter, IsTruncated.
Nextmarker, Contents

H/—K L

IRTED Get Bucket (List Object) J o T X b DR
WBUEERLET.

Bl =51

¥R/ — K: ListBucketResult

)7 TR MIJGL TREN DERDEREL
B =5
¥/ — K: ListBucketResult

Ny hN&,
B =75
¥R/ — K: ListBucketResult

Ny NE—F—(CET 3 BHROFFICFERSL
30T —,

B 2> 7+ — %7/ — R:DisplayName, ID
¥R/ — K. ListBucketResult

ST DIREDCEROFEIRIL 714 v I X,

B =75

¥R/ — R: ListBucketResult

T bDNA MY,
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B =75
¥R/ — R: ListBucketResult.Contents

FTTHI MDA N —V 44T, BEFBETE
5M(E "Standard” , "IA" & "Archive" &4
7TY, (Archive® 4 F(FRER—)—Y 3> T
DOHFIFEIEET T, )

BY: =751

¥R/ — R: ListBucketResult.Contents

StorageClass

FrA DT

- GetBucket YUY IXNTIK, 77V 29 bOA—HY—ERAZ FIRENE LA,

-7 ERFEONTy MONFEL B WBER. REOMERAZHE> TOARW=HI/ER TERG
Bl&. T5— 404 Not Found ANiREhnFE Y, T5—2— K& NoSuchBucket T3,

NIy NIZT7 9 2 2T BHERA AR WMBE(L. TF— 403 Forbidden AMiREhES, T7—3— Rk
AccessDenied TY,

- max-keys DFBED=HITERE—FEICER TR VRS, IREN DRI <NextMarker> AB
IEhEzF. NextMarker (&, ZiEABH I LERTN—H—LRATENTEET,
NextMarker DIEL ERICEENET.

- T TE. RERISEY X M marker AR FERTOALCTH, IRSWBERE, 7ILT 7R
v MIET marker DRIZHEZE TSIV M UbbFRRShET., max-keys OEA 0 L Y/hsih
1000 & Y KZ(\MES(E, T5— 400 Bad Request MiRENET, T7—a— RI&
InvalidArgument T,

- prefix, marker, delimiter DW\FHhH DT A -2 —NREOEHFiE L TOARNESE. 400
Bad Request MiR=hF 9., T 7—3— K& InvalidArgument TY,

-IRTA—=B—0 prefix & marker ZFEBT 5L, R—UHEIZEIRTEFT, NTA—F—DORSE
(& 1024 N1 FRBTHIVENH Y FT,

- AN —DERETL I A v I RELTRETDE. TDTL T4 v I ATRED T 74 LATY
HEINT, TOTHLE—DFRTOT7ALEYT I+ LT —DERBNISRShET, SbI
delimiter 2 "/ " ISRRET D L. IRENBEICETALE—DT7A LOHFNEEN, YT T+
LA —(& CommonPrefixes €0 ¥ a VITIRENES, YT TALT—HAOT7AILET HILT—
FHEBNICRRShELA, LEAE N7y MNIRD3ID2OATV ) MibHoELET.
fun/testjpg. fun/movie/001.avi, fun/movie/007.aviprefix & “fun/ " (Z38ET D&, 3 DDA
TV MNIRENET T, E5IC delimiter &/ " ZERET D E. T 7). “fun/testjpg” &
TLT74vH R "fun/movie/ " MNRENET, DFY. T —OPvIRERENET,

o3 ) 76l
Nry b "my_oss” [T4D0F TVl MHY., TRETHRDO K S BRBRINMTT BN TWET,

- 0Ss.jpg
- fun/test.jpg
- fun/movie/001.avi
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- fun/movie/007.avi
vl

DR/ QL%

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

R Y {EDH:

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z < /LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName >

</Owner>

</Contents>
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<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

)9 TR bDOFl (prefix #{LIBR):

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

RY{EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
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<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

)49 T bDFl (prefix & delimiter £2STIES):

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

RYIEDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
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<Name>oss-example</Name>
<Prefix>fun/</Prefix>

<Marker> </Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/test,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>

</Contents>

<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>

</ListBucketResult>

Get Bucket ACL

Get Bucket ACL 2FE3 L. Ny bOT7 Yt AEREBIETEET,

UJ IR MBX

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEOER

AT Bl

AccessControlList

AccessControlPolicy

DisplayName

44

ACL B OIEMIZEREhd IV TF—,
B:avyt—

#/ — K: AccessControlPolicy

Get Bucket ACL DEROIRFIZEREh DY
T

B:avyt—

|/ — k&L

N7y b —F—0OREI (RE. CORRIE/NYT
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v hA—F—1ID LELTY).
BY: X255
#/ — R: AccessControlPolicy.Owner

Ny b ACL &R,
B SIS ‘ _

Grant B3 f@E: private. public-read. public-read-
write
|/ — K
AccessControlPolicy.AccessControlList

Nry MA—F—01—%—1D,
ID B X255
#7/ — R: AccessControlPolicy.Owner

N7y M —F— BT AERORFICFERSh
52T+ —.

B oY F—

#7/ — R: AccessControlPolicy

Owner

FrAR T

1. Get Bucket ACLA > 2 —7J A A&FRATEHDENry NA—F—FEIF T,

Bl

IRy W N)T'

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

R Y{EDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example </DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
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</AccessControlList>
</AccessControlPolicy>

GetBucketLocation #{FH3 2 L. oy MBI BT -2t 2 —DIBFOEREERRCEET,

)H TR MEX

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WHEDER

E=e| B
Nry % dY—YarvEIEELET.
R P B

LocationConstraint {&: oss-cn-hangzhou, oss-cn-gingdao, oss-cn-
beijing, oss-cn-hongkong, oss-cn-shenzhen,
and oss-cn-shanghai

RHAR DT

- N7y N OIBFIOBRERTCTEDDRNT Y MA—F—RIFTY, oY —MFRRLELS &
¥ 5L, I5— 403 Forbidden ANRENET, T F—— K& AccessDenied TY,

- IR7E. LocationConstraint BRI 1E(E. oss-cn-hangzhou, oss-cn-gingdao, oss-cn-
beijing. oss-cn-hongkong. oss-cn-shenzhen, oss-cn-shanghai, oss-us-west-1, oss-ap-
southeast-1 T9, ChbDfEK. ThEh, T —42t>42— BT -4t 42— It=T
—AtrE— EET RtV — BTt — KEV)INAL—T—RErE8—
TOTKEE G YAR-I) T2V 2 —ITBHLET.

Bl

IRy iy W N)T

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

)& —>ofl (07— LRERICRE=h T\ S1EE):
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HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">oss-cn-hangzhou </LocationConstraint >

GetBucketInfolfEl&k. N7 v MEREFRT 5HICERHSNET.
97,

- {ERKRE

- AVR=FY RTIVEAIV RRA 2 b
- AVRIRY RTIVERAIV RRA 2 b
- N7y NTEEBR

- /N4y NACL ( AccessControlList )

)y TR MEX

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

L AR R BE

28 BTl
N7y MEROHNBEHRFT S
avT+

BucketInfo AU : container

7/ — K : Bucket node
wW/—R Bl

Ny NEBBREREFT 53
VT

& : container

#H/ — K : Bucketinfo/ — R

N7y N OVERREERE. BB
: 2013-07-31T10:56:21.000Z
B : time

¥/ — K : BucketInfo.Bucket

Bucket

CreationDate

N7y M7 ERTRHAUE
ExtranetEndpoint —Fxy hRASVE
A : string
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¥R/ — K : BucketInfo.Bucket

BLY—Y 3 ADECSH /N

TYNITIERTBI=HDA
IntranetEndpoint YhIRYMRAMUE

A : string

#7/ — K : BucketInfo.Bucket

Nry NAEEBESh TS T —
BEVA—D) -3y

A : string

¥R/ — K : BucketInfo.Bucket

Nry hZ
Name B : string
¥R/ — K : BucketInfo.Bucket

N7y NEREEICEET %155k %E
REST2aV7F

Al : container

¥R/ — K : BucketInfo.Bucket

Ny NErEEO1—H—ID
B : string

|/ —K

: BucketInfo.Bucket.Owner

N7y NFBEORZR (IREE
IDEREIL )
DisplayName B : string
|/ —K
: BucketInfo.Bucket.Owner

ACL B RESMNT 23V TF
AccessControlList Type : container
##/ — R : BucketInfo.Bucket

Ny N OACLHERR

B : HIJE8string

BAME : private, public-
Grant read, public-read-write

|/ —R

: BucketInfo.Bucket.AccessC

ontrolList

Location

Owner

ID

FHA T

1L.N\Ty AATFELRWMES. T7— 404 NiREhEI, IT5—3— K : NoSuchBucket,

2.1y NOFIBELETINMN7y NOBRERS CENTEET, MOI—F—5BNNTy MERN
TOEALESETEHEIT— 403 NRENET, ITF7—— K : AccessDenied,

3.V ITRAMIMEENOSSTY RARA >V MBI TEET,

I

)45 TX s :
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Get /?bucketinfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

V& =2 ofl: (N7 y MEBRLIIERICEIS S h 51BR)

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketInfo>

<Bucket>

<CreationDate>2013-07-31T10:56:21.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>

<Owner>

<DisplayName>username</DisplayName>
<ID>271834739143143</ID>

</Owner>

<AccessControlList>

<Grant>private</Grant>

</AccessControlList>

</Bucket>

</BucketInfo>

Ve —>0fl: N7y MERIFFEL & LES)

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchBucket</Code>

<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274 </Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com </Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

& —>@fl: (14w MERADT I 1 ZHERM L RS
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HTTP/1.1 403

x-oss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>AccessDenied</Code>
<Message>AccessDenied </Message>
<Requestld>568D5566F2D0OF89F5COEB66E < /Requestld >
<Hostld>test.oss.aliyuncs.com</Hostld >

</Error>

Get Bucket Logging

Get Bucket Logging 2T % L. NTy MNOT7 IV EAOTREERRCEET,

o IR MBS

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

=1 L
BEOIVT—,

BucketLoggingStatus B.ovTt—
FRER AL

AJEHROI Y TH—. COBRLZOFERRG

. BB E S TLBIBEICOHFELET
LoggingEnabled . BRITHE - TOWRWNMEERFELEEA.

B:avst—

#RE: BucketLoggingStatus

COERRF, Y—N"=7U 20T MEEFENnD
N7y NEIBELET,

TargetBucket 7. <=5
#REZ: BucketLoggingStatus.LoggingEnabled
A7 74 LAERENEF—DTL T4V I R
TargetPrefix EIEELET,

B =5
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#REZ: BucketLoggingStatus.LoggingEnabled

RrA T

1. N7y AABEELRWMESIX. T5— “404 no content” MREIhFET, TT7—a— K&
NoSuchBucket T4,

2. N\Ty NDT VL AOATREERRCEDIOENT Yy M —F—EFTY, fBOI—F—2NFRL
&5&9 %L, IT5— 403 Forbidden ANiIRENEd, T —3— R(& AccessDenied TY,

3. Y =Ry MZATL—LABEENTORNES. XML A vt —Y OAXGTRENRET A
BucketLoggingStatus &A% null T4 Y £,

Bl

)45 X boF:

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

RYEOH (BT L—IRBRIRESH T BIER):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<LoggingEnabled>

<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>

</LoggingEnabled >

</BucketLoggingStatus>

RYEDH (LOG L—LHEEEA TG IMER):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<BucketLoggingStatus xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
</BucketLoggingStatus>

Get Bucket Website

Get Bucket Website I#{ExFRET 5L, NTy NOBEEHNI Web Y4 NRAT 4 VI AT —RARERRTEE
¥,

)5 IR MBS

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WEOER

280 Bz
Key BROa YT+ —,
ErrorDocument Bl oyt —

#7: WebsiteConfiguration

Suffix BZa>T77+—,
IndexDocument B avy—
#7: WebsiteConfiguration

AXK 9 TAL S —hREL IBSICFERT 517
oIl hDF—A,

Key BY: 37
#H: WebsiteConfiguration.ErrorDocument £&{4:
ErrorDocument AEEE SN T\ BIBSFAE

Web 44 FIY RARA Y bOT 1LY YIRS
35U IXANIEMENE Y T4 v IR (=&
ZIE. YT 1 v AN index.html TH BIESIZ
. samplebucket/images/ [ZX39 5 1) U T X b
EIX(ET L. ¥—FH images/indexhtml T
HBIFTOI FOT—E2NIRENET), ¥ 7
IV YRETICT B LETEEFEA, RTYY
1ERHBILEDHTEFERA,

B X255

#H: WebsiteConfiguration.IndexDocument

Suffix

DOIR MDY TH—,
WebsiteConfiguration B.ovTt—
AN
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R DT

1. N7y NATEEL AR WMESIX. T5— “404 no content” MiIREhEd. T5—a— RiE
NoSuchBucket ©¢3,

2.1\ y RO Web 4 MRRAT A VT RT—RAERRTEDIDEINT Y NA—F—FEFTT
O I—F—AFRL LS EFHE. T5— 403 Forbidden AEXhEd, T5—a— Kig
AccessDenied T,

3.V =Ny NTE Web Y4 MRRT 1 V THBENRES A TORWMESFX. T5— 404 A
BEhEzF, TF—3— Rik NoSuchWebsiteConfiguration T,

7l

)4 TR bofl:

Get /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

RYEDF (AT IIL—ILRBEICEREEN T\ BIBE):

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: close

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<WebsiteConfiguration xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RYEDH (LOG L—LHEEEA TG IMER):

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<Error xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld>

<Hostld >o0ss-example.oss-cn-hangzhou.aliyuncs.com</Hostld >

</Error>

Get Bucket Referer

Get Bucket Lifecycle #{EZ{FRT 2 L. N7y bD T 7 7 —REEFR R CTCEE T, Bucket Referer Anti-
leech Protection MFFAIZDUA\TIE, [OSS Anti-leech (R3] Z&RBL T X0,

YJ IR MEBX

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SEDEE

AT Bl

77 5—8EDAVT VY OREICEREND
avTFF—,

B avyFi—

Y7/ — R: AllowEmptyReferer / — K
RefererList / — R

|/ —R: gL

DI775—T4—)LENnul THBT7V+EXY

JIAMNEHATTEINESIAEIEBELEFT.
AllowEmptyReferer BY: D5 BR7R(E: true & false 77+ L

ME: true

#7 / — R: RefererConfiguration

D77 5—=TAKRD4 M) X bORFIZERE
=hdarTr—,
RefererList B:avy—
#7 / — R: RefererConfiguration
%7/ — R: Referer

V727570 AKRTA M)A MEIEELEY

RefererConfiguration

RefererList 7. =5
¥R/ — R: RefererList
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R DT

1. N7y MAFELABWESE., T5— 404 MRS FET., T5—3— Ri& NoSuchBucket TF,

2NNy MDDV T 7T REEFRCEBDEINT Y MA—F—FE 13T, oI —"FRL &£
5&¥%E. IT— 403 Forbidden ANRENEFF ., T T —— K& AccessDenied TF,

3Ny NTY 775 —BEMNMTOA TR WESE. AllowEmptyReferer D77 + )L MEEZED
RefererList ANRENE T,

7l

)45 X bofl:

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BRYEOE ()7 735 —L—LABERICEREEhTI\BIES):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

BRYEOH ()7 735 —L—LHEBEBEATIVERWES):

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

Get Bucket Lifecycle

Get Bucket Lifecycle 2T 2 L. N7y hOTA TH AV AREERRTEET,

)H IR MBS

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

LTy NDTATHAJIUREERRTEDDENT Y M —F—FEFTT, fbO1—H—H1ER
L&S&9HE. IT5— 403 Forbidden ANiREhnEd, T 55— — (& AccessDenied TY,

2. N7y MEEEZA THA VI ULHBFEL R VBEE. T5— 404 Not Found AliREhEd., TS
—3— RI(& NoSuchBucket &% 7=(& NoSuchlLifecycle T9,

7l

)45 X bofl:

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

RYBOE (54 T7H4 7 LHBRIEEESh T 31E8):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<LifecycleConfiguration>
<Rule>

<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>

<Days>1</Days>
</Expiration>

</Rule>
</LifecycleConfiguration>

BRYEOE (54 7H4 9 LASEESATIVRIMES):

HTTP/1.1 404

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<BucketName>oss-example </BucketName>
<Code>NoSuchlLifecycle</Code>

<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld >
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

Delete Bucket

Delete Bucket Z{Ffd 5 &, N4y v NEHEHIBETEET,

)5 TR MEX

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

1. Ny NAEFEELAWVESE. T7— "404 no content” AREhZFET, T7—a— K&
NoSuchBucket ©3,
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2.7y FERSTHBRT A2 LEDBUES T, BTHRUWNT Y MIEBRTERVWLSITAR>TUWVE
_d-ﬂ

BBETHUAT Y hEHIRL LS EFBL. T5— 409 Conflict MRENFT, TF7—a— R
BucketNotEmpty T3,

4.1\ y NEBIRTEDDENAT Yy NA—F—FEH T, EROBUAY Y FEEBRLES ET 5L
. I5— 403 Forbidden ptiREhFEF., TF—— K& AccessDenied T,

7l

DR/ QL%

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

R Y {EDH:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Logging

Delete Bucket Logging #{E&(FHT L. N7y NDT I EADTHEEEENCT DI ENTEET,

)5 IR MBS

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA DT

1.\ y NRFEELAWESE. T7— "404 no content” ARENET, T7—a3— K&
NoSuchBucket T4,
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2.1\ NOT7HUEAOTHEEEENICTEDIDENT Y MA—F—FEIF T, BODEHDTIEAEN
Ny NEBIEL &S EF5E. IT5— 403 Forbidden AtiREhEd, T5—a— Rk
AccessDenied T4,

38—y My NTT7 U XD THEEENERICHE > TLVRWMESK, HTTP R7—42Xa—R
204 BMRENET,

7l

)H TR MO

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RYiEDH

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Website

Delete Bucket Website #{E&{FHT 5 & . N7y MOFHI Web Y+ MRAT 4 VT E— REEIZT S
CEMNTEET,

)5 IR MBS

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA DT

1.\ y NREFEELAZWESE. T7— "404 no content” AMRENET, T7—a3— K&
NoSuchBucket T4,

59



Object Storage Service APL)Z 7L VR

2.y NOFE Web o NRRAT 4 VT E—REENICTEIENTEDIDENY Yy bA—F—
LT, BODEHEOTEBRUNTy NEBIEL LS 95 L. IT5— 403 Forbidden ANiIREH
%94, IT5—— Ri& AccessDenied T,

7l

DR/ QL%

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

R Y {EDH:

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketlLifecycle #{FRT 2 &, IBELEZNT Y MDOFA1 7Y A JLREEHIRTEET.

)H IR MEX

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FHA DT

COBRMETE, BELENT Y bOTATHA T LIL—LADNTRTHBREhET., ThLE 20
Ny ROATY 2o NEEEICHREhE AL

NTY NDTATHAJLREEHBRTEDDEENT Y M —F—FEHTT. BODHDTIEAN

Ny NEEBELES ETHE. T5— 403 Forbidden ANiIREhEd., TT7—1— Ki&
AccessDenied T,
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1

)45 X bOFI:

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

R Y {EDH:

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

77Ty bOBME

Put Object

Put Object (£, 77/ LET7 vy TO—RT B1=HISFRALET.

UJ IR MEX

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DO IR MAY ST —

e Bl

) FTO 0 ME I O—RENBEED Web X
Cache-Control —U DX vy aBfEEIEELE T, SR
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Tlx. [RFC2616] &ML T &1,
B X775
T4 ME &L

FTOzI MEDO—RENBEOFT Y x

9 NOBRIZIEELEY., FMAICONTE, T
Content-Disposition RFC2616] #&HL TS0,

BY: =5

T AL ME &L

Tz MREOO—REnBBOaY TV

YDOIvaA—T4 IR EEELEY., FAIC
Content-Encoding DU\TIE, [RFC2616] #&HRL T Z=0y,

BY: =5

T AL ME &L

RFC 1864 TEZ <N TR LT, AyvtE—Y
DRE Ny XA —%R) NEHESHh T 128 Ey
N OEYED MD5 EXBSShET. ZDIE,
base64 % {HF L TZ O#EA Content-MD5 &
[CIVa—REhFET., COUIIRMYST—
X, AvtE—U0BME. 2FYAVE—CDR
BNEEENEZRBTE—HLTLINE SHERE
BIBOICFERATEET., COUI IR Ay
A=A T3> TEMN, OSS Tl s T
ARAYE—ZIVRY—IVROFzvFIfE
BTdZ EMNERShET,

B =5

FTIHILME L

HIZg: A L

BYERE = VB TIEEL T Y. B0
Expi Tlk, [RFC2616] #&MBL T,
xpires A By

FTIAILME BL

OSS[2&oTHTY =V hAMER S h BBEDY
0SS~ _side- i —N—AIOESXT7ILIT) XLEBELET.
x-0ss-server-side-encryption A 7=

B4 {E: AES256

OSS ISk >THT Y =4 MAMERL SN BEDT
L AEREIBELET.

x-0ss-object-acl Bl 3575
B34 1@: public-read, private, public-read-
write

Content-MD5

FrA T

-Content-MD5 Y TR hAy A —%T7 v FO0— R LEBEE. AXD Content-MD5 AEtEEh
T, @ENEIL TH SN ESHDHERShEFT, B BIBSIE. T5—2— K InvalidDigest AR
ShET,

- IX by S —0 Content-Length DEAERED YV TR FAXTEFENET -2 DRSS %
TERIBBETH. 77V 9 MIERSNFEITN. 77V 29 b4 X (& Content-Length TERH
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A

ENTWB YA XEFLIZRY, BYDT—2FEBRENET,
SBT3 702 MOT7AUDBEICHEET DIBRICCOA TV Y hADT Y L RERERE
TWBE, BEEOT7AADNFLCBIMLEZT 74 LISk >TEEESh, 2000K Ay E—U A
REhFT,

- PutObject )7 TR M x-0ss-meta- L W\DTL T4 v I ADMFWERTA—E—NEFEFIR TS
BE. CONRTA—R—F2—H— A4 (x-0ss-meta-location 4 &) & L TH/bhFET, 1 DDA
TV U ML TERD/NAZ A —R —ZEEHRET A EEXTEXTA, INTOI-H—A4

DEFYA X(E 8KBLATIZT BENHY LT,

-AVTUYDRSNTA—Z =Ny A —([TEIIsh TOWAEWER(E, 411 Length Required A v
T—UMIRENET, ITF—a— K& MissingContentLength T3,

-REFBESNATOBINA Y L=V ANMNEF AR VMBS, FEBEFESNEALOY A XS
ELEYA LY HNEWNBEIF. 24 L7 MEIZ 400 Bad Request Ay z—UpIRENET
. I7—23— R(& RequestTimeout T34, CDEE, OSSIZHBIC DT 7ALOREET v 7O
—RLET—RIZHR>TLWET,

BN 34T 2 by MARTEEEL B OMBES(F. 404 Not Found Ay t—UMNIREhE T,
T 5—3— RiX NoSuchBucket T9,

-IEBINE ATV hONT Yy MIT Y XY BERMNGOFE(EL. 403 Forbidden A v +—U M
REhFES., T5—3— Rid AccessDenied TY,

BN 47 71 I)LOREMN 5 GB 2% 5158, 400 Bad Request A v tE—UMNRENWET, T
Z—3— K& InvalidArgument T3,

-ZFHRL ATV Y PF—DREMN 1023 Ev M EBZ BIEA(E. 400 Bad Request * v £ —Y
MNRENET, TF—— K& InvalidObjectName T3,

ATV Y hETyTO—RT BB 0SS Tlk., [RFC2616] TEF =N TL\3 Cache-
Control, Expires, Content-Encoding. & & T Content-Disposition ® 4 DDAy X —7 14 —)L
R R—NEhFET, 77029 hO7yvTO—-REBICChDDAY X —2RELEIBEE.
CCOFTVzHI MEOYO—REhdEEIC, WHTINYEX—ENT Y TO— I\é#’Lf:ﬂ_L
BEICRESIET.

-+ TP s FOT v 7 O— REFIC x-oss-server-side-encryption Ny & —%18E 3 21HE8. TDOA
v & —DIEIF AES256 ICERET DMENH Y FT. THLIMIRREL IHGAE. 400 AvtE—T L
I 5—a— K InvalidEncryptionAlgorithmError ANRENE T, COANY X —%IBET D&, BE
ANYR—=[2HTDAYE—NEEN, Ty TAO—REhiE=4TY 27 POBERTILI ) X LMK
ENET, COFTO Y I\O)’Sf"J/III— REFICH., BEANY X —(TE, ENCOATO Y bD
SEXTIILT ) XLISREESH TS x-oss-server-side-encryption AR ENET,

FAQ

Content-MD5stE A EZLT o5 —

Zyv7O—Rarv7Fry [0123456789] AL L TERAShEI, XFFDContent-MDEAGTE SN E

o

IEL WEETSIE
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BET AIEETER SN TR 7T Y XAEE, LLFTOZ7 O+ X TContent-MD5 %2583 2= IZERA=N
*7.

1. {EMN128E y b4 FVEFHITH S 7 v 7 A— RContent-MD5EtE L £ ¢,
2. N4 F B %Base64TITa— R L%,

PythonA¥fil& L TREFEEhTUWVEY, IELWEEI—RERODEBY T,

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

X : hash.digest()D#ER(&, Base64T>a—T 4 VT DANHE L THERESIET,

>>> hash.digest()
"X\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

=2 REGE

KL HIEENE, FTESI32/81 bD MD5XF5%Baseb4dTIYO— KR35 ETY, RIELAY]
: Base64 T hash.hexdigest)#IT>a— RLEBE :

>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7'
>>>

>>> #REREBGFTEERTT.
>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

RERIT A
ROTTEEEREL TRATEET,

1, BECstE S hzContent-MD5I&, 24/\1 b DERFATRERNFHITY,

2, ATy ELT "0123456789" %L T. Content-MD5A eB5eJF1ptWaXm4bijSPyxw ==T&%
BMNESHEHRLET,

1l

DR/ QL%

PUT /oss.jpg HTTP/1.1
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Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=o0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

L ZR>Y 2 Dfl:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

Copy Object

Copy Object (£, OSS OEEENA T =9 NERIOA T =/ MZaE—F =0ICERALET, 0SS I
PUT DY IR hEIEEFEL, PUT UV IX bAy X —ICEE "x-0ss-copy-source” #ZEIL T, JE—IT
EISETEET. 0SS T hat Copy Object IMETH B & EBIICHIBIS ., T DIMEAY—/—fIT
BERTENET, Copy Object BIEAEHICTTTHE. HLLWATY 24 MY BBHRARSWES
s COEMEF1IGBEKEFENDA T x4 MIEHASNET., 1GB2BAZA TV Y hEOE—F3IZIF,. <
LFNR—=bT7y 70— FEMEEERTIVNENHYET. COEBRIEDOFARIZ DU\ TIX, [Upload Part Copy
] #8BLTLES,

)H TR MEX

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

DOIRA Ay H—

ZHl

g:IE

BA
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JE—TOY—A7 RLRAEBELET (V/ T

ARTBITFH, V—RF TV bOFmHRYIE
X-0SS-Ccopy-source RANETY),

BY: 375

TI7AILME &L

Y—RATO H MO ETAG [BEE A—H—A4ER
L 7= ETAG {ih—2d 1841, Copy Object
) BIEAEITENAET, ThLSMDIGEE, 412
x-0ss-copy-source-if-match Precondition Failed A v +—YARENE T,
B =75
FTIHILME L

A—Y-PEEL ABLRICY — 4TV )
MATEE SN TR WEEE, Copy Object #
. EREITSNET, ThLUMNOBEEE, 412
X-0ss-copy-source-if-none-match Precondition Failed A v =Y MNRENET,
BY: =5
T AL ME &L

S > =/T A —" — (2 ko> TIEESh/-HIS

NI 74 LOEEBFLEREC N ENLIET H 515

BlE. 77 UAERBCEEENT 200 OK Ay
x-0ss-copy-source-if-unmodified-since T—UMNREShET, ThLUINOBER. 412

Precondition Failed A v t—YpRENE T,

BY: 375

T AL ME &L

A—H-—rEELBRBLIEICY — XA+ TP
MTEENTL\S15E(E,. Copy Object 2/
: o i MEITENFTT ., ENLSIOIBEE, 412
X-0ss-copy-source-if-modified-since Precondition Failed 9 ¥ —ShE = hE v,
B 2=
T4 ME %L

B4 {EIZ (& COPY & REPLACE i Y ET, &
D/IXNT A== COPY [ZTEREESNTULDIET
F. FLOWAT O MDA —ZA ATV
JhhbaE—shET, CONRTA=—EZ—N
REPLACE [ZEBESI T\ BIEEF. VvV —XAT
VIV hDIRTOALEAERSh, DY
Ixhﬁﬁﬁbtxaﬁﬁﬁ%éhfiocgN
oo T A—42 —H COPY & & U REPLACE LIS fEIZ
X-0ss-metadata-directive Se= XM TLBIBAE. 400 Bad Request A v
t—IUMIRENET., CD/XTA—=2—H COPY
[CEREShTNWBIBAETH, V—RAFTV /b
@ x-oss-server-side-encryption @ A Z{E(& 3
E—cshFztA.
B X5
T 7 # )L ME: COPY
A7 {E: COPY, REPLACE

OSS[2&k>TR—45vy bAT Dz MAUWERLS

BBV —N—RIOBESKT LT ) X LEIEE
X-0ss-server-side-encryption LEY.

BY: 375

BINE{E: AES256

, OSS [2&k->THT Y =/ hAMERR SN BBED T
x-oss-object-ac| 5t AEREIREL £
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B =5
BRRE: public-read, private, public-read-
write
BENEER
280 Bl
Copy Object M4EER,
CopyObjectResult BY: 37

FIAILME BL

FLOATT s ko ETag fE.
ETag B X5
#HE%&: CopyObjectResult

FLOWATY ) bOREEFHHR.
LastModified B =5
FREZ: CopyObjectResult

R DT

- Copy Object F£ AL T, BEFEOFT TV 2V POARBEREEETEET,

-Copy Object #{ETY — XA TV DT RLANRE =4y bATV x4 bOT7 RLRERLE
B, x-oss-metadata-directive DBEIZEEG . VvV —RA TV 27 FOARERNEREETIRZ
Y OF 3 I

- Copy Object U7 TR M2, 4 DOEFEFFIMIANY A —Z WK DTHLEREHDIENTEET., BE
350V v Y OFMIZDVTIX, Get Object d [FFDHT] ZSHRL T EE,

- Copy Object BAEEEITT BHICE. V—RXF TV x4/ bOGARYIERNKETT,

- —RA TV MNEE =Ty NFTO 2 MEFLT 22V 2 —ICBLTLWARERHY T
. BLTUWGRWEEIK, 403 AccessDenied Av+— & " Target object does not reside in
the same data center as source object” & (V3 IS5 —IBRARENET.

- Copy Object ENEEHATIE., V—RAF TV I bD/A\Ty NHT Get )4 TR MDEA 1
FTOEA. 2—T v ATV bONTy NATPUut UV TX MDA 1§D, £hISHL
TR ML —UBREMNEMENTT.

- Copy Object #/ET(&, BHET DI VI IA MY X —(ET T x-0ss- THFE D=, BEENFS
([CIENNY 2BENBHY FT,

- Copy Object ')~ T X b T x-oss-server-side-encryption Nv # —&#gE L =188, ZDfE
(AES256) MBI THNE, Y—N—fITY —ZAF T =V MAESH A TSN E S M IZEBEFER
<. Copy Object #MEDETERICH —N—fITE -7y AT ) MBS EhFT, T,
Copy Object JEBEANY & —(Z(&, [ENZ =5y ATV 2/ MORBSHT LI ZLISRESHT
(V% x-oss-server-side-encryption NEFENET, COX—47y ATV ) bOX U O— REF
(Td, BEANYZ—IZE BNCOE =7y bF Tz FOBSHTILIT ) XLISERESA TN
% x-oss-server-side-encryption "2FEhF$. Copy Object #{ET x-oss-server-side-
encryption Y9 TR Ay A —%IBELHNBEE. Y—N"—fITY XA TV ¥ MBESKS
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hTOWBMESINBERL, 2=y ATV 29 NI —N"—HITHESHEhBENT -4
YET,

- Copy Object ') ¥ TR b ® x-oss-metadata-directive ~v & —#A% COPY (77 # )L MB) IZFREES
NTWBIBETH, V—RF TV 5 hD x-0ss-server-side-encryption DIEXaAE—ShFEF A
« DFEY. BTy FTTO Y MY —N—BITESH NS DX, CopyObject YUV TXIT
x-o0ss-server-side-encryption #i§E L =15&7- 1T T,

- Copy Object ') # T X b T x-oss-server-side-encryption Ay & —%#gEL =A%, FDEN
AES256 TR MBS I(E, 400 A v+ —Y & I 5—— R InvalidEncryptionAlgorithmError AYR =
hET,

-AE—93774ILOY A XN 1GB #HBAB5158& 400 Ay -2 LI F—a0—R
EntityToolLarge AMRENFE T,

- COBETIE, BINShZ7yTA—RAY Yy RTERSh=A TV Y hEOE-TEEEA,

-TTFANBRATR YRV OFE. YR v I UV OHNIAE—NET,

7l

DR/ QL%

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

RYIEDH:

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

Get Object (£, # 7Y x4 NEEUET 21=0IFRALET., FHTDICE. COAFTY ) bOFmAHRYIE
RAVETT,

) IR MNEY
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GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange (Optional)

DOTAMTA=R—

OSSTIlE, GETERKRZIXET DL EIC, HBEERADNLK DHDAY X —EHREIAXTEET, BEF
—H(& content-type I E WA XA XT B ENTEFTT, BNV X —DIESE. GETU I I X MIER
FETEETIVENHYET., ChbDAvE—F UTERYET,

HHl A

OSS mbiREN B YUY T X kD content-type ~

vE—ERELEY. BERI-—Y—& aVTY
response-content-type VAL TNy X —%EET D LHTEET,

B X255

T AL ME &L

OSS i biREN D Y TR b D content-

W — (=1}

response-content-language 5”%;%3 Ny A—EIRELET.

FIAILME BRL

OSS MbiREND YUY TX MM expires Ny &

response-expires ;UEQE%E/ E3E

TI7ALME &L

OSS hbiREN S ) U T X bd cache-control
response-cache-control ﬁ;ﬁ%ﬁﬂg%l’iﬁl

T7HILME &L

OSS mbiREN S TX kD content-
response-content-disposition gésgg;_%ﬁn Ny I —ERELET.

FTI7HILME L

OSS mbiREN DU TR hD content-
response-content-encoding %Cé);i‘?i:nﬁ% Ny A—ERELET.

FT7AILME RL

DO IR MAY ST —

e Bl

77 A NVEREDHREEZREL Y. EAE &8

E% bytes=0-9 (ZBEL EHIE. /N1A MO ~
Range 9 AEREENET.

B =5

T4 ME &L
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IBEL BRI REOETEARFLYRITH D58
. 77MIDIEECEREENT2000K A v+t
—UMIRENFET, ThLSDIEEE. 304 Not
Modified A v t—UMNIREhET,

B =5

FI+IILME &L

IERIAZ =L GMT, 44: Fri, 13 Nov 2015 14:47:53
GMT

SR> =T A—" — (k> TIEESN=-HIS

N7 714 LOEEARBLEE M ENLIETH D15

BlE. 774 LNEREICEIES N T 200 0K A v

T—UNRENET. ThLGIDIGEEE, 412
If-Unmodified-Since Precondition Failed A vt —U N IRENFET,

Bl =51

FIAILME BL

IERIAZE: GMT, 4i: Fri, 13 Nov 2015 14:47:53

GMT

ZIHE -tz ETag &4 7Y =4 b ETag AA—F

TREAE. 771N EECERE SN T 200

OK Ay tE—IUMIRENE T, FNRLIMNESE
If-Match . 412 Precondition Failed A v t—YMiREh

EX

B =5

T4 ME L

FHE o7 ETag £4 72 x4 kO ETag A—5
LBRWMERE. 774 UAIEREICE X SN T 200
OK Ay tE—UMNRENE T, ThLIMDIEEE
. 304 Not Modified * v +—YMNiREhE T,
B =5

FTIHILME L

If-Modified-Since

If-None-Match

FrA DT

1. Get Object )Y TX h® Range XS A—42—%/ET S L. TL—U RSV ML BHAIERT
—REREEYR— N TEET, COMBEEA TS 24 M A ANKEWBEICHERShET.

2.V IAMAyH—TRange NTA -2 —ZIEEL BRI, REhBAvE—TCT 712
AKoRs ESAIRENEZSEHENTENET, & ZE Content-Range: bytes 0-9/44 (&, 7 7
1L2EOREN 44 THERENEZEHEMN O ~ 9 THE L ERLTWET, BEOEHNTE
EEhTOWARWNBEE, 774 LekhimEsh, &RIC Content-Range (FREhEE A,

3. If-Modified-Since [T & > TIBESN -HIF L EROTERBNA—HL A WMEEE. 774 ILAE
BRENT2000K Ay E—YUMIRENET,

4. If-Modified-Since & If-Unmodified-Since (¥fHATE £ 9. If-Match & If-None-Match H A
TEET.

5. 1)~ TR M2 If-Unmodified-Since A& FENTEH Y. If-Unmodified-Since & EERNDZEEHEFA
—HLARWNMES. £EY I IR M H-Match A8FhTH Y, If-Match EF T2z bD
ETag AA—2L & (\E& (&, 412 Precondition Failed X v £ —YANRENET,

6. )4 TR M If-Modified-Since A&FENTH Y. If-Modified-Since & EEEOEEHREN—FL
BRUMES. @& I X M If-None-Match A&FENTH Y. If-None-Match £ AT Y x4
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N® ETag A—E L A& (\FE(E, 304 Not Modified A v tE—UMIRENE T,

7. 774 ULHTFEEL B UOEEIE, 404 Not Found Ay t—UANREhES, T7—a— K&
NoSuchKey T¥,

8. 0SS Tlk, BER7 Y A< GET Object YV TR MDY Y TR MFA—RZ—%{FHAL T,
OSSHBIRENDVIIARDAYHT—ENRAARAXTHLETEF A,

9.0SS MBIREND UV IA MDAV E—EHAEZIAAXLIZEEIC, FhbDAy Z—H GET
Object UV IR MDNRFTA—RA—TIEELLEICRESNDDE,. VI IX MIEECLESH
=5E. 2FY 2000K Ay E—IMNIRENFIGEFE T TT,

10. Y —N—EITZDAT Y 2V MBS SN T\ B155(1E. GET Object )Y TX h DOZEHSIC
BEUAERESNEATY 0 MBEEINISREN T, IHEA Y & — T x-0ss-server-side-
encryption NIREhFEF, x-oss-server-side-encryption OfElE. 7Y =¥ b —1—fID
EENTILTYXLERLET.

11 IRENDAVT VY% GZIP TREAEL TERET 2VENH BIHEE. VI IR My T—DOFR
E— NIZ Accept-Encoding:gzip ZiEIN3 2 EMNHY £, OSS Tk, 77/ )LDV Ty
BATEYAXIZEDNT, GZIP THRESN =T —2 2RI N ESMDFBIShES, oV T
VYN GZIP TSN TSGR, OOV TUYICE Etag hEFEhFEA. I|AE. OSS T
(&, HTML. Javascript. CSS. XML, RSS, & U Json o>V TFU VYR A FIZX$d % GZIP [
Y R—bShTWET, 7ML XF1KBLUALETHBIBENHY FT,

R.T7ANBATE YR IV OFE. 2—7Ty b7 74LDAVTUVIYNR>TEE
¥, ¥, LARYZAY Z D Content-Length, ETag. Content-Md5 /85 A —% (&, XJ57
TALDOAREREGY EF, Last-Modified /8T A=K (EFE =Ty T 7L LEY VR v Y
VYo OBRKXEICBYET., BOTRTORTA=R(E, YVRYv I YD DARERICHEY
ESE

B.I77ANEATE IRV I VDY T =7y bT 74 LHBEFEL R WES. 404 Not
Found * vt —UARENET, T5—2— Ri& SymlinkTargetNotExist TY,

U TFANBATE ORI VDY T 2—Fy hT74LE VR v YV DIFA.
400 Bad Request error Ay t—UMIRENFY, T5—— F(X InvalidTargetType T,

T—=hATRATF, ATz bEUO0—RF 302, VRAMNTERE YR MNTETDOR
ENAEETY. YR NTERIEOROA AT O—REhdF TV ) MEL R4 LTI TS
TILET,

-BRARESHTEL Y. BED )R NTEENEA LTV MLEBE, 403 T5—¢&
BmYZEF, IT7—3— K& “InvalidObjectState” T,

-ERARESNTEY. VA NTEEAT T LA 155, 403 T35 —RBYET,
IZ—a— Rk “InvalidObjectState” T3,

-DARANTEENRT L, 84 L7 0 MEEL G > EIBEDH, TR EEEST VY
A—REhFET,

(7l

SRRy W)Y
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GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60OhZ9)fe8=

R Y{EDHI:

HTTP/1.1 200 OK

x-o0ss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Range ZigEL VY TR bDFl:

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

RY{EOH:

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
X-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BENSIAYE—IANYH—FEHREILALEN I IR bOBI:

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT
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R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 1144d124-055c-4052-2c65-ale3439d41cl
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Length: 344606

Connection: close

Content-disposition: attachment; filename:testing.txt
Content-language: Chinese

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

YRYv I U IDY I IR MOB:

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

R Y {EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-o0ss-object-type: Symlink

Content-MD5: gIYmXvwCEeOfmi8JvOYilw==

F—hATEATS I bV R MNPEREICHETFZ) S TR OB

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

BR Y B il:
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HTTP/1.1 200 OK

x-oss-request-id: 58F723894529F18D7F000053

X-0ss-object-type: Normal

X-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

Append Object

Append Object (&, 7 7 A LEBIME—RT7 v 70— R 3=HIZFEALET, Append Object #ET
ER SN2 4 TOFTP 29 MIIBIAEEA TP =49 M T, Put Object B{ETT7 vy 70— R&Ehd %247
DAT ) MNIFEEFTO 2V hTY,

)H TR MEX

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

IR/ SR

e A

T MAE T O— RENBED Web R

—TOFx vy aBfFEIEELE Y. FFICDUL
Cache-Control Tlx. [RFC2616] &ML T &1,

BY: =751

TI7#+IME &L

FTOzI ME O O—RENBJEOF TV x

7 hOERIEZIEELE T, FMACONTE, T
Content-Disposition RFC2616] =&ML T ZE(y,

BY: X255

T AL ME &L

FT7Vzy bEUO—RshdBEOaYTY

Content-Encoding VOIYIA—T4 IR EREELTY. FHIC
DU\ TI%, [RFC2616] =ML T &L,
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BY: T=FF)
FIAILME BL

RFC 1864 TEZRENTWBLSIZ, AvtE—
ODRE Ny X —%FR) NETESHhT 128 Ey
NDEYED MD5 EXBSShET., TDIE,
base64 %{FF L TZ 0#EA Content-MD5 &
[CZva—RshEd, COUIIRAMAYHT—
X, AvtE—C0BEMYE. 2FYAVvE—VDR
BNEESNERBTLE—HLTNINE SO ERE
BITBOICFERATEET, COUI IR Ay
R—FA T a>rTeMN, OSS TIEZCDY I T
AMNYSE—FEIVRY—IVROF v IfE
e dl RSN ET,

B =5

FIAILME BL

% AL

BYERE = VB TIEEL T Y. B0
Expi Tlk, [RFC2616] Z&fL T 0,
xpires 7. By

T AL ME &L

OSS 2k > THT Y =¥ PAMER SN BFEDY

N o= - - S S
x-0ss-server-side-encryption ;;U./\Y:?E%)HE?%J NIV XLERELET.

BahifE: AES256

OSSI2&>2THTY =24 MAERR =N BEDT

Content-MD5

Ut AEREEELFT.
x-oss-object-acl Bl =75
BXR1E: public-read, private, public-read-
write
SEAN Y & —
=] L

ROV Y TANTIRRYT DUEND BB EIEE

LET. Thix, ERCFREDAL TS 24 bD

RETY., 2O~y A —(E. Append Object
x-0ss-next-append-position L THIIA Yy E—UMIRENEIBE. T

BLATVV bOREA—HELAGV=8H(Z 409

IZ—HAERELEBSICEENTT.

BY: 64 HIDEEEY

ATz D64 EY hd CRCIEZIBELE
el i 3, 2D 64 Ey b CRC (X, ECMA-182 [ZHE
x-o0ss-hash-crc64ecma STHEshET,
BY: 64 HTDEEEY

fhDIR(E L DREFEM

- Append Object (&, BIIATEEA 7Y =4 NUAMNZFBRShEEA. & &E BURBRIOEES
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T 29 MOBRICTRET IBE(C Append Object BEE T L. 409 Av+—Y LI F5—O
— K ObjectNotAppendable AR ENE T,

- BEFDIBINEIEEA 72 =4 MIXFL T Put Object #2735 L. COEBMAREA TS =4 b
EFHLWA T 2/ FTEEEESh, SOXTV ) MDORA THNEELF T 2 MNIBBEITE
E

- Head Object #F2 /T35 &, 7TV x4 FDA A T%RT x-oss-object-type MIRENFET,
ATy MANENEIEEA TV =¥ b TH SI5E. x-oss-object-type DfE(& Appendable TY,
EINAge4 7Y =¥ hDiBEE. Head Object BE%E3R1T79 % & . x-0ss-next-append-position
& x-oss-hash-crc6decma HiIRENFE T,

- Get Bucket (List Object) Y% TR b D& XML TlE, BIMFREA TS =4 b4 A T1&
Appendable [CEEShTIVET,

- Copy Object #{EFIL TIBMATEEA TS =4 hEQE—F 384, COFTT s hOH—n—
BOBSHEYE2EET S L TEEEA. =L, Copy Object ZFHL THRETA XEh
AR T—RZEITHLIFTEET,

AR

-2 DM URL /X5 A —% — append & & U position (£& 5 5 % CanonicalizedResource T, &

CEFENTOWIVERHY FT.
-URL /8T A—%& —I[Z(&, BIEA Append Object #ETH % = &L 2IEET % append £ JH N E
nHYET,

-URL Y ZYUNRTA—2—I2(E, BINORIRMNEEIERET % position EZHJIUENH Y FT., &
¥ Append Object B{ED position DfE(X 0 (2T B2EMNH Y. FDEDIRIED position DIE
FREDF TV =V hORETY, & ZIE. YD Append Object )4 TR hTHEEL =
position MfEA 0 T, content-length OIEAY 65536 DiFE. 2 FB® Append Object 'J ¥ T X
N TIEET % position DEIX 65536 (ZFRET 2MENH Y FTT., BIRMEAEEICRTIDE. IG
&\ v & —O x-o0ss-next-append-position [Z£R® Append Object )7 TX b OfIENREHh
EXRP

- position DELIRENF TV =V FORSHNEL DB, 409 Avt—YEITT—a—R
PositionNotEqualToLength MNRE=hETF. COLI BRI T —HREL LIBEIE. XD Append
Object )V T X hORIEFIGEN v & —OD x-0ss-next-append-position M 5EUEL T, Append
Object VU IR MNEBEET A EMNTEET,

- position OfEA 0 TEILFBIDENNTEEA T2 ¥ MFELABWEE. FERECABIOEINT
BEF TV 2y hOREN 0 DIFER. Append Object BEAIERICRITENET. ThLSIOLE
Bl MNEEF TV POREA—HLBVWERGENET,

- position OfEA 0 TEILFRIDA T =¥ MHFEL G WEE(E, Put Object )Y TX b &EHR
(2. Append Object 1) TR h TAy & — (x-oss-server-side-encryption & &) #:ETEET
. il Initiate Multipart Upload miF&&EL T3, position OfEA 0 T, IEL L\ x-0ss-
server-side-encryption Ay & —A1) 5 TX MIBIIEh T\ BIEEK. ZDED Append
Object )7 TX M BIGEDANY X —(2H . BBSHT LT XL%ERT x-0ss-server-side-
encryption NEENFTT. BTAZ OEEANE(ZR > IEA(E. Copy Object U4V T X M&(#
BTEEY,

- WTWUIRARE T, position DfEZ% x-oss-next-append-position IZFREL =IBETH, DS
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T X kA PositionNotEqualTolength (= & Y B3 2 ETREMM H Y £,

- Append Object (&> TE SN S ATV 2 bOREOFIPRIE. Put Object Tk > TEMSH
377z PORSOFIREFLTY,

- & Append Object IMEDEITEIZ. COF TV x4/ NORERTEABINEF=ITT.

- position DEMIEL (MEE. REN0 YTy 2EEEOEBINAEEA 72 =4 MIBNT $1RE
Tk, 772029 PORT—RRFEBEShFEHA,

Ny RBALATDRT—HATTIDA VB —T 2 A REFCHFT CENTERNE ZFK, YRT LA
[FIT5—3—FK [400] “OperationNotSupported” #iRL Y,

CRC64 maEtE 5%

BINEIReA 7Y =4 b CRC (£, ECMA-182 (2> TstEShE T, FOHEHERF XZ OstEAEEH
CT9. CRC64 (&, boost CRCEY 2 —ILEFAHALTAD LS ICHETEET,

typedef boost::crc_optimal <64, 0x42FOELIEBA9EA3693ULL, OxffffffffffffffffULL, OxFFFFFffffffffffULL, true, true>
boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)
{

boost_ecma crg;

crc.process_bytes(buffer, length);

return crc.checksum();

}
F1z. Python cremod Z{FRAL TRO LS (T5HET I L TEET.

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64("123456789")

(7l

)5 TR bOFI:

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
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[1717 bytes of object data]

WG

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-oss-request-id: 559CCI9BDC755F95A64485981

Delete Object

Delete Object (£, 7Y x4 M&HIRT B7=HITFERALET.

)H IR MBS

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R DT

- Delete Object TH TV ¥ FEHIBRT BIZ(E. COA TV 29 bOEZFIAHERNMNETT,
-HlR T 24TV Y MATEEL B UVMESE. 204 No Content A v E—UANIRENET,
AT NONTy MAFEELROMBE(IX, 404 Not Found Ay —UMNRENET,
-TTFANBATE ORI UV OFE. YRV Dy EEREREhETS,

7l

)45 X bofl:

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

78



Object Storage Service APL)Z 7L VR

R Y {EDH:

HTTP/1.1 204 NoContent

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Delete Multiple Objects

Delete Multiple Objects (B3 % L. ALYy NAOEHOA TS 9 & 1RO HTTP US ITR b
THIpfrTE % 9. 1[ED Delete Multiple Objects #B{ETHIBRTE 94T Y =¥ b OFERAEIL 1,000 T, 3
HE—FEHDDEE— RO 2 DOIBEE— RABERSNTOET,

-FE— R OSS A BLIREN DAY E—VANICE, FFTY 27 MOBIBRERNETRENET .

- HOMHEE— R OSS A BIREN S A v -V ANICE, HIRI S —MRELEF T2V bDEE
ROINFRENES, IXTOF TV 29 MOEECEBRSIESZE. AvtE—VFRNFIRSh
i-ﬂ-Ajﬁ

)H IR MEX

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

JOTANNNTA—=4
BHOA TS 0 POHIBRERERIC, Toa— R4 TE2FEAL T, RENEERICF—%2IT 00— KR3 3
CENTEET,

280 ErLz
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encoding-type

o IR NDEE

e

Delete

Key

Object

Quiet

encoding-type

T — R BY: T
TIAILME &L

WEOER

HHY

Deleted

80

RENEERIC, F—OIa—T4 V5447
zIEELETY., IRE. URLIZ>va—T4 o2y
R—bhEhTOEF., KeylFUTF-8T>a—TF+«
VUERALET,

B =75

FI+IILME &L

FT 7Y 3V OIE: url

L

Delete Multiple Objects ) ¥ TX N &{REFET
| yj__j__é#aiﬁbf-d—o

B:avsyt—
Y7/ —R: 12U kD object BREF TV 3V
M quiet X
|/ — R AL

Bl 24372z hOBRIZEIEEL T,
Bl 355
#R/ — F: Object

TV MBY SERERES VT —
EIEELET.

Bl avy4—

Y7/ —K:Key

¥R/ — R: Delete

HAOMFEE— REBNEL(EENICLET,
B DI =F

BX72E: True. False

T 7 4 )L ME: False

¥R/ — R: Delete

RENDOAVTFUYYDOIYO—TavFEIVT
—TAVIDAATEIBELET., ATV b
F—T(& UTF-8 XEMERh T A, XML
1OE#ETIE, 0 ~ 10 ® ASCIl ([EZ L XF%4
E DREDHHHNFOFITEY R—hShTuhvE
tHA. XML 1.0 ZBETHYR— b TOVA OVEIE
NENLT TV 9 PF—I2EFTIh T BIEEIE.
encoding-type ZIEEL TREN DA TV ¥
Nr—%2IVa—RKRTEZET,

A

ERICHREN=ATO 2V bEREFET SV T
FT-EREELET.
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Bl:avy4—
Y7/ —K:Key
¥/ — KR: DeleteResult

Delete Multiple Objects 1) ¥ TX k D&ERE(R
FIdarTFH—%i8ELET.
DeleteResult B avy—
%7/ — R: Deleted
|/ —RK L

OSS (2 & - THIBRBENEI TSN I=A TV =¥
¢ hOERIEIEELE T
€y ) 75
¥R/ — R: Deleted

RENDERICBTZI2IVA—FTAVTDEAF
EIEELEY. YUY IX T encoding-type %
BELEEAE. BRENDERIZHVT Key A
Iva—REhET,

Bl =751

# / — R: Container

Encoding-type

FrA DT

1. Delete Multiple Objects ') ¥ T X k Tl& Content-Length 7 1 —JL K& Content-MD5 7 1« —JL
REIBETHIVENHY TS, OSS TIE, ZELAAYE—ISANELWIENAZD 2 D07
1 =L RIZEDWTIREESh, HIFRIBEAEITShE T,

2. Content-MD5 7 1 —)L RORBEERT 5 (2&. MD5 %{HF L T Delete Multiple Objects ')
TR MERESHL, 128 N1 bOEFHIZEIEL T, Base6d ZfEAL TEDEFIZT>a— KL
TY. REWICEYEL =XFFA Content-MD5 7 1« —IL RORBIZAY ET.

3. Delete Multiple Objects ') 7 TX hOWEE—RIE, TT7#)L MTEHFHEE—RTY,

4. Delete Multiple Objects UV TX M EFRAL THEELAWA TS =V M EHIRLZIBETH, %
OEEERNE REShET,

5. Delete Multiple Objects )7 TX MMZld, EK2MB DAYyt —VANEZHDIENTEET
o AVE—IUERNOYA XN 2MB £EZ HHEFEF. MalformedXML TS5 —3— RAIREhFT

6. Delete Multiple Objects ') 7 TX b Tld, —EITHRX 1,000 40F TV =V hEHIBRTEET,
—EICHIBRT AT P v MEIA 1,000 2B A B1FE(E. MalformedXML T5—a— RANIREH
£7.

7. Content-MD5 U/ TR hAy & —%T v 70— RLEIBEK. AXO Content-MD5 AFTE &
nT, MEHLNRELTHBIHES AL ERSIFT., BABIHEFE. T5—2— K InvalidDigest A
REnET,

(7l

DO IR ORI
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POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

ISEBI:

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test.jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

)y IX MOBIE

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=
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<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

B

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Head Object

Head Object (£. 7 7M1 LORBERETIHENA TV 20 FDO AR BIRERT -HITFARALET.

)H IR MEX

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DOIRA Ay H—

ZHl i

IBEL -HENEEOLTERRELVYREITH 2158
[Z. 2000K AvtE—U LA T FOARN
BREnFET, ThLSMDOBEF. 304 Not
Modified A v t—YAIRENET,

B =75

T4+ ME &L

If-Unmodified-Since SR/ A =2 -2 &> TIBESh -8

If-Modified-Since
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N7 74 ILOEBOEERRFLE LM ETNLET
HAEEF. 200K AyvtE—SLATO Lo b
DAZNRENE T, ThLSADIFEK, 412
Precondition Failed * v+ —YARENET,
B =5

T4 ME L

ZTE -7/ ETag £ 37 Y 24 b® ETag AA—E

3 R1BEF. 2000K Ay t—V&EF TV b
If-Match DAEINIRENE T, TNLUINDZESE. 412

Precondition Failed Ay —UAIRENFE TS,

B 255

T7#ILME &L

ZFE -7 ETag £A T2 249 b D ETag B—E
LBRWERE, 2000K AvtE—oEA TV Y

NDOAAMNIRENT T, FhLSIDIESIE. 304
If-None-Match Not Modified A v t—CAIRENET,
B =5

TFTIHILME L

FHA T

- Head Object U4 T X hDiEFE(EL, 2000K A v E—IMRENDINIT—AvE—IUMNREH
BMCEEGRL, AvE—VARNIERENAEE A,

- Head Object )4 T X hdDA v & —TIl&, If-Modified-Since, If-Unmodified-Since, If-Match,
If-None-Match &Y TV EMHERETEET. REL—ILOFHHIZD\TIE, Get Object U5
TRAMORBBET 1 — L FESRLTCESH, BEMNA DN TLEWMEEEE, 304 Not Modified
AytE—IUMNRENET,

- Put Object ) ¥ TR ~ MIE(EHFIC x-0ss-meta- EW\STL T 1 v AMRFULFza1—H— A% (x-
oss-meta-location 72 &) 7 v 70— RLEESE. FOA—H—A4NRENET,

-7 74 UHINEEL R OMBESIE. 404 Not Found Ayt —UMNIRENET,
-Y—N—FITIOAFTT Y bOIY bAOERSUNTON T\ SIEEE. Head Object )V TX
MZXFd B EDA v & — T x-0ss-server-side-encryption AR EhE 3, x-oss-server-side-

encryption DX, 773 x4 hOY—N—RIOBEWXT LT ) RLERLET,

-TT7ANEBALA TRV IR v VDI DIEE. L ARY XAy XD Content-Length, ETag,
Content-Md5/X5 A =% (F WRT 7M1 ILDA2BEREGYES, Last-Modified/N 5 A—%(F4H
—FYRTFANESVRI I V) ORKEICHEYES, MOITRXTONRITA=RF, YR
Do D2 DABRICHEYET,

-TTFANBA TN YRI5 T 2—Fy b T 74UNEFELGWNEE. ¥ AT AIK404
Not FoundT 5 —%iRL %9, I F7—2a— K :SymlinkTargetNotExist,

T7ANBATRYYRY G UV I T, =Ty N ITF7ANRATRVRY v I U0y OBE
. Y AT LlF400 Bad Request T —%IRLFY, LT 7—3— K :InvalidTargetType,

Ny NaA TINT—HATOJBE, ATV 9 POR ML =D 81 TRIHEN Y & —(2x-0ss-
storage-classTREhE T,
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NTY NRATRT—hAT T, URANTERN YT Iy hERTWBIEEG, #7029 bDUR
N 7IREE(L. D& w & —[Ix-0ss-restorelZ &> TREhFET., </ br>

s DRARNTFERNMEESABOAZA LTI MLEBE. 71— L RERShFEBA, </
br>

« YR NTPERNEEFE SN TEA LTV MLEBEWNGER. IRSh $x-0ss-restoreDE(
ongoing-request = “true” TY, </br>

- VR M7ERNEESh, BT LEBS, IRSh dx-oss-restoreDfE(&. ngoing-
request = “false” . expiry-date = “Sun, 16 Apr 2017 08:12:33 GMT" T9., >

(7l

)5 TR bOFI:

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanl)5dLA092wpDC/E=

1) & —> Ofl:

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

GetObjectMeta (&, N7 v FRDATY =¥ bOERALBRERET SHICFER=hTITA N7y b
DAVTFIUVERLEBA. ARIBRICE. Etag. Size (7714 ILH A X ) H&LU LastModified A& F
nEd,

)5 TR MEX

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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R DT

- GetObjectMeta ') ¥ TR MAEFEENT=IE. Y ATLNOKA Y -V ZEIRLTHIT—Ayvt—
DERLTH, AvtE—VARNEIRENAFTEEA,

- GetObjectMeta (&, ObjectMeta U4/ TR MD/XT A -2 #I8ETILENHYET. BELE
WBE(E. GetObjectd )V TA ME L TUUEEIZET,

-T7AADNFEEL R IMES. Y AT Al 404 Not FoundT 5 —%#RLET.

- GetObjectMeta TIE/N\ 7y NADF TV =V bOERAZBROAMIREN S 7=, Header
Object& VERE T, *41EFRIC(X. Etag. Size (7 74/ LY A X ). LUV LastModified &
FhET, Y41 X(&. Content-Length Ny ¥ —DETHAEEIET,

-TTFANBA TR VO IDBE. YRV vy U2 BEROBROANRENET,

7l

Request example:

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

Return example

HTTP/1.1 200 OK

x-oss-request-id: 559CCIBDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

Put Object ACL

Put Object ACL (X, ATV z ¥/ b7V AMEREZET 5 -OICFRALET. WEF TV =/ P THEET
A7Vt AERE, IR, QFHARY. QFEHRAEED 3 DOTY, 7V ERAERERET HICE.
Put Object ACL Y4 TR N T “x-oss-object-acl” ANy & —%FRALET. COBMEEETTEDIDEN
Ty RNEF—=F—FEFTY, BAENHIIT L. 200 MREhFET, KT DL, WHTHITT—a—ReETS
AT M AYE—IUMNIRENET,

) IR MEY
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PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

7o b ACL DES

#HI B8
COACLIZ, #7297 MHIERREYY —XTH
[N 5CLERLES, COFTYV Y bOFRAEY

FEEFEZAAEETTZDIDE, COAFTV
9 NOA—F—EHTY,

COACLIZ, 7Yz bANRT Y v o IZ5RAMEL

YEJEiR )Yy —ATHDEERLET, COF

NEEHEY Toz9 POFRANY BLVEEAHERITTE
AR 20&. COFTY Y FOA—F—FEIFTY,
FOMOI—Y—(F AT Y bDFAEY

DHEFRTTEET,

COACLIE, #7249 MRT ) vy ISFHHE
NEEHES EHREB )Y —ATHAIEERLET, INT
YNGR DA—HY—MRZDFTY 49 FDOFHEY BV

ETIAHREERITTEET,

COACLIZ, 7Yz bANNYT Y b DALY
[EEANHFATEMHET D)) —ATHD I L%
R~LET, D2FY, Ny hNEFTVH ME
BICIEREFEET.

TI AN

AR

-F TV Y FOFmAHEYEBEIZE. GetObject, HeadObject, CopyObject, LU
UploadPartCopy BEICH T2V —RA TV =V NORARYDEELET. 77029 hoEE
IAFBMEIZ (L, PutObject. PostObject, AppendObject, DeleteObject,
DeleteMultipleObjects, CompleteMultipartUpload. & &1 CopyObject #{EIZ&H 1T BHFTL (\A
Tz POETA#AMNEENET,

- X-0ss-object-acl (ZBHAD 3 DDMERONTINRET ILEAH Y ET., 5 LA0E, 400
Bad Request A vt —< & I 5—a— K InvalidArgument ANIREhFE 7.

- Put Object ACL ¥ 5L, #7209 bD ACLEZRETEET, oo A7V hEES
ALKRIZ, U4S I R hAy & —(Z x-0ss-object-acl #ZHTHTV 4 bD ACL 2BET D &
HTEXY., WWERF Put Object ACL £LFIL T, =& ZI1E, PutObject YU IX hDAY X —I(Z
x-oss-object-acl ARENTNBIFEEE. ATV M7 v T7O—RBFATO 2V D ACL %
BECTEFET,

- ATV Y NOFARYERN G WY —NCOF TV ) MEFZHNAS5 LT 5L, 403
Forbidden A v —UAIRENFET., T5—3— K& AccessDenied TH, R rcshd 70> T b
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(& “You do not have read permission on this object” T39,

X TV FOEZFAHMERN G NI—HY-—NCOATO ) bEEEAL LT DL, 403
Forbidden A v —UAIRENET., TF7—3— K& AccessDenied TH, Fxcshd 70> 7 b
(& “You do not have write permission on this object” TY,

- Put Object ACL #ERHL TN7 Yy NADA TP 29 DO ACLEZEETEDINDE, CONT Y hD
F—F—FEFTYE, Nry b —F—LIrO1—H—H Put Object ACL Z{FH 5L 95 L. 403
Forbidden A v t—YAIRENEF., TF7—3— K& AccessDenied TH, Fxcshd 70> 7 b
(& “You do not have write acl permission on this object” TY,

-FTV Y MACLENT Y M ACL &Y 3EREshFET. AR, NTy b ACLAFERETH T
Sz MACLARERAEEDRE, 12— —2F TPz ) MTIERTBEICE. £FoF
Tz MODACLAFzv I ShET, GRELT, TONT Yy MFERFENTY NTH-TH.
COFXTOzH MEIRTOA—Y-—BT7HIRTEET, 7709 bO ACLARESHhTU
BWBE., COFTOz bOACLIEEAT Yz MEESH TSN 7y bD ACL EFLIZ74
V¥,

7l

DR/ QL%

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

EH:

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Object ACL

Get Object ACL (&, N7y NADA TS 24 bADT I L RERERET 57=HICFERALET.

o IR MEX

GET /ObjectName?acl HTTP/1.1
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue

WEDER

ERl i
ACL [BEROIBMI“ER NSV T —,
AccessControlList B.arvyi—

#7/ — R: AccessControlPolicy

Get Object ACL 0EREZREFI 53T —%
BELET.

B:avst—

|/ —R L

N7y ME—F—OFER] FRE. COBRIE/NT
v hA—F+—1ID £LEL TY),

BY: 375

#7 / — R: AccessControlPolicy.Owner

FT7oz9 b0 ACLIEREZIEELET.

B HIZE T

BRRE: private, public-read. public-read-
write

/- K
AccessControlPolicy.AccessControlList

Nry bF—F—0a1—%—1D,
ID B X5
#/ — R: AccessControlPolicy.Owner

Ny NF—F—I2B8T 2 BEROEFIFER S
2T —,

B:avyt—

#7/ — R: AccessControlPolicy

AccessControlPolicy

DisplayName

Grant

Owner

R DT

1. Get Object ACL #fFRHL Ty NADF TV =4 D ACL ZBETE2DK, N7y bA—
FT—1EFTYE, Ny A —F—LIFY Get Object ACL ) 7 TX b ZXFL =i5H &, 403
Forbidden X vt —YMRENEY, TT—3— K& AccessDenied T, Freshd7or 7
NiE “You do not have read acl permission on this object” T9,

2. Get Object ACL )V TZA REEFEL AT TP 24 bD ACL ARRESH TULAWESR(E, OSS
ABRENS ObjectACL AT T L MZBYES, ThiFx, COFTV I bO ACLANT Y
PACLERILTHBCEERLTUET, 2FY. NT v bOT7 Y £ AERNIELFHOBEE S
DATO ) bOT7 Y XERBIFLFEICHEY . N7y DT Y £ RIERDRFEHRAE E DIHFSE
SRFTV ) bOT 7 L RERL RFRAEEICTRYET,
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1

)45 X bOFI:

GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

R Y {EDH:

HTTP/1.1 200 OK

x-oss-request-id: 6f720c98-40fe-6de0-047b-e7fb08c4059b
Date: Wen, 29 Apr 2015 05:21:12 GMT

Content-Length: 253

Content-Tupe: application/xml

Connection: close

Server: AliyunOSS

<?xml version="1.0" ?>

<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>00220120222</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

Post Object

Post Object (£, HTML 7 # —AZFRAL TI 7A LEIBELENAY Y M7y 70— R$2=HICFRAL
%9 . Post Object (& Put Object DREBEFER T, T IH—ICESWTI 7ALENSy M7y TO—R
T&EET, Post Object M A v+ —Y AN (&, multipart/form-data Z{FAL TI>a— REhFET, Put
Object BETIE, /XTA—Z—(FHTTP UV TR hAy X —THEENES, Post Object BETIX, /85
A—B—FAYE—VANDT +—LT4—ILRELTEEEITT,

Post object

)45 IR MEX

POST / HTTP/1.1
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length: ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168

Content-Disposition: form-data; name="submit"

Upload to OSS

--9431149156168--
Tx—LT14—I)LE
E21]] 2L WIEMNE S
NTy NA—F—® Access
Key ID gL 7. S (=
OSSAccessKeyld A 7= FHIZ kB

TIAILME BL
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policy

Signature

Cache-Control, Content-

Type. Content-Disposition,

Content-Encoding. Expires

file

Hg: ST +—LT4—ILR
. N7y hTRFEFRAEEN
A EhTOWARNES. £EE&
Policy (F 7z1& Signature) 7 +
— LT 4 =L RAYEESATH
BIEEFMWETT,

JDOIRANDTA—LT 14—
FoBMEEiEEL£T.
Policy 7 # — L7 4 —JL M
FENTOANW) Y IR MIE
BV IARMNELTIRDN, &
FAS TN SN TIVBN
Ty NMZIOHRT I EATEET
. EFRIZDOUW\TIX, 5741 T
Post Policy] #&H8L T 2
=0,

B =7

T4 ME &L

B ST +—LT4—ILR
. Ny NTCRAFGRAEEN
FFRl S TOVRWMES. &
OSSAccessKeyld (F7= (&
Signature) 7 # — L7 4 —JL
RANBESH TL\BIEEIIHE
TY,

Access Key Secret & Policy
TEDWTEHE = 2 EEIER
EIEELFT., OSS TR, =
DEEBREFzvILT
Post Object ') ¥ TX hDBERN
MERIELET, FAIDONT
(&. 5.7.4.2 [Post Signature]
ESHL TCES,

BY: 3575

T AL ME &L

B CDTA—LT =R
(. N7y N TREZGAEEN
AR ShTORIMES, £
OSSAccessKeyld (F7= (&
Policy) 7 # — L7 4 —JL KM
BEShTOAIGER>MEAETY

°

RESTUH IR hAy & —, &
#AIZD\TIE, Put Object ®
EY S5 SRL T EE
LY,

B =75

T4+ ME &L

T7ALNERLETHFRANIVT
VYERBELET., COT 14—
L RIET +— LOREBITIEET
PWENHYET., TIVY—
T Content-Type 7 71 L

A TICED W\ THEIRIICRE
sh, A—Y-—RBENLEEE
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key

success_action_redirect

success_action_status

hEd, OSS TIF—EIZ1D
DT F7ANDHFET Y TO—R
TEET,

B =7

T7FILNME BL

TyvTO—RETBJ3T74ILDOA
Toz) hBEIEELEY.
TyvITO—RTBE3T7714ILDA
REATo Y hEELTHER
THIVENH BIBSE.
${filename} ZEEFAL T
o ZEZIE bjpg 7 T7AILE
7y 7A— RYBIHEHIC Key
714 —J)LRA
Juser/a/${filename} ZEBE =
hThdeE, REBNBRA TV x
49 NA&l& /user/a/b.jpg (27 Y
£, T7ALBIZHAZANEY
FThTLBIEGK. 77117
MO NRXEHFRLET. =E&A
(X, a/b/c/bjpg 771 INET
v 7’O—RTBBEFEFE. 774
L& bjpg ZEALEY, Key
T4 —ILRA
Juser/a/${filename} [ZERE =
hThde, RENGRATTY x
9 N&l& /user/a/b.jpg (27 Y)
ESE I

B X5

T+ ME BRL

Ty ITA—RNEREICETSN
EBIZOSA T MRS A L
7 hEh3 URL £i§ELET
s CDTA—LT14—ILREIE
ELAWNEEE. RS 2ER
% success_action_status Tig
ELEY, 7yro—Rizk
BLEBESEIT—3— RANYR
SN, ITATY MIED
URLIZHEDAFA LY hENFE
A,

B =7

T7FILNME BL

success_action_redirect A1
EENTOAWMESIZHENT,
HIAD LS (27 v 7 O— KAIE
BICERTShERITV 47
NMIIREhBAT—RZXa—R
EIEELET. BIREICE
200, 201. & 204 (77
FILM)ARBYES, CDT 4
—J)LR%& 200 F£/=(% 204 (255
ELEBSE. BE0T771LE
WG 2 AT —42 23— RAUR
ShEd, 0714 —ILK%E
201 (2E8E L =15&E. XML
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TJ74ILE 201 AT—R RO
— RANRENFET, ZDT 1
— L REEELGWGEE. ¥
(FENREICRE L B,
BT 7AINE 204 ATF—4
AO—RMNIRENET,

B =75

T4 ME &L

A—HF—HREL 21— —
AEEIEEL T3, OSS Tl
% COEFFzvIEhT. EB
X-0SSs-meta- LXNECA.
B =75
T4 ME &L

OSSI2&»THTY 24 *A
YER S B0 Y —N\—EIDRE
BU7ILITY X LFEIEELET

B S75
BaiE: AES256

OSS[2&-THT Yz b

VERRENBDOT 4V + AHERE

P EELET, .
x-o0ss-object-acl - <=5 FTTvav

BIA1E: public-read.,
private, public-read-write

T av

X-0ss-server-side-encryption FTvav

D7 Yt RIZSTSO—ERIA

HFEIAFER S BIEEE. ZH

I5H (ZSecurityTokenfEIZFEE

TRIVENHYFT., FERFIC

. OSSAccessKeyldl&, R7IZ
X-0ss-security-token ;‘%%:;ggg;‘;;c;e;s;ewg FTTav

BEtEE. —MRRYE

AccessKeyldE& & —EL TLY

EX IR

BY: 7

TI7AILME &L

WENY #—
2Rl B
1) TR kT x-o0ss-server-side-encryption %
(=T . 1B . ==/ =7 N S
X-0ss-server-side-encryption %g;é?&‘%%ﬁ%ﬁﬁé;ﬁ%ﬁj JAL
BY: 375
BEDER
E=Ee) L]
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Post Object ) ¥ TZX N DEREFEFET 5V T
FTEEELET.

B ayTr—

H 7/ — R: Bucket, ETag. Key. Location

Ny NEEEELET,
Bucket BY: 357
#7/ — R: PostResponse

ATV POERBAERENDIT YT 14T«
24 (ETag) #38EL 9. Post Object TIERL

ENEFTV Y bOBE, ETag B34 7Y =«

b MDSET, A7V hOavTUIN
TEENATNINE SN EERT S7=DIZFEAT
CEED

BY: 3575

#71/ — R: PostResponse

FEIERsh 47>y D URL 2i8EL
ESE

BY: =75

#/ — R: PostResponse

PostResponse

ETag

Location

FrAR AT

- Post Object #{F£E/TT 82X, N7y FOBZTAHMERNVBETY., N7y hTRHHRAEE
DTSN TNBRIEEK, BRBEREZ7y 70— RLANWKSITEBIRTEET., ThLWIOBEE
. Post Object HMFCER DRI ERITT DL EMNH Y ET. Put Object & (FE4 Y. Post
Object Tl& Access Key Secret #FAL TR Y —DEREHELFT. stEShEEBEXF%E
Signature 7 # — L7 4 =)L ROfEEL L TEALEY, OSS TlE, COEEF vy LTERNE
MEERAEL T,

- NNy NTRBIRASENTFI SN TSN E S IZEBFEA <. OSSAccessKeyld, Policy,
Signature D7 #—LT7 4 —LROWTIhNETYTA—RFTEE BYD2DDT +— LT 14—
LREHECRYET, BYD2O0T+—LT 14 —LREBELAWNEEEF. T7—a3—K
InvalidArgument ANIREhE T,

- Post Object #{ETIEET 97+ —LIa—T« V7 (& " multipart/form-data” T&H PHE
NHYEST, 2FY. Ny X —n Content-Type (& multipart/form-data; boundary=xxxxxx & (\
SHRIZT ZHEAHYES, ZT. boundary (FIBRIFFHITY,

-EXET A LD URLENT Y PO RAAVEIZT B ENTEEY. URLTH TV =4 MEIEE
TEREEHYEEA. DY, UL TR MFEPOST/HTTP/1.1 &4 Y. POST /ObjectName
HTTP/1.1 LEEiRT 5 LIETEEH A,

- K1) ¥ —Tlk, Post Object U4 TR MDD T #— LT 4 —IL ROBEWREEREELTT. 0SS TlE
CCORVY—IZHEDWTI IV IR bOBMEF v/ LET. VI IX MAENTH BI5EE
. I7—3— K AccessDenied NiREhET, RS —0BMEEF v v I BE. OSS TIEAY
V—NOEBER T+ —LT7 4 —LREFz vy ShELA,

-7 A—LERYY—(FUTF-8 TIYO— R BIBENHYFET., R —(& UTF-8 & Basebs
TIva—R&Eh7=JSON TH+X MTY,

-Post Object U4 TR MZ(&, BINDT7 +—LT7 4 =L REZHBENTEET, 0SS T, R
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Y —ICESWTID&I3BT+r—LT1—LROBMMEEF v I LET,

-Content-MD5 U TR hAy A —%T7 v FO0— R LEBEE. AXD Content-MD5 AEtEEh
T, @ENEILTHENESHDHERShETT, BQPI1BSIE. T7—2— KR InvalidDigest AR
hET,

-Post Object ) 7 TR MzAy 4 —BLF (L URLEZAES T TI\SIEE. 0SS TlEZhdD
BREFzv I ShEFLA,

- Put Object Y4 T X MZ x-0ss-meta- £\ T LT 4 v I AT WNF=T +—LT 1 —ILEKREF
NTWBIBEE., COT+—ALT 14 —I)LRFI—Y—A4R (x-0ss-meta-location 2 &) & L TKkbh
T, 1D20FTV ) ML TRBRONRT A= —EEEERET D LETEETTA, IRT
DA—HP— A2 DAY A XL 8KBIUTIZT 2HBENHYET,

- Post Object Y4 TR DANLEDES(E 5GB FTTY, 77/ LY A ANAKETERIEER
. I5—3a— K EntityToolarge MiREhF T,

- x-0ss-server-side-encryption Ny ¥ —&igEL YV IR MET7 v TO—RTBIHFES. SO~y
F—OfE(F AES256 [CRET DBENH Y EFT. TALINIRELIHEE, 400 Ay -V LT
Z—a— R InvalidEncryptionAlgorithmError 2R EhET, COANY X—FIBET D L. BN
IYE—ICHIDANYZ—DBFEN, Py TA—RShEATO ) FOBEHT LT ) TLNRE
nET, COFTOz/ DT O-REIFCH, WEANY X -2, ENCOF T 9 b OBE
EW7 LT XLIZEBEEHN TS x-oss-server-side-encryption A& ENET,

- T+ — LT 4 — L RTRERANLFNFEXFShEBAL, ZOETEXBIEIET,

1

V9 IR hOFl:

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
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--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

WEBI:

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

Post Object ) TR h® policy 7+ —LT7 4 —ILRi&, VI IXNOEMEERIET 2=OICFRALEYS
o R —(&, UTF-8 & Base64 TI>d— R&Eh7= JSON T+ X h T, Post Object ) TR bV
TNEARDHIEMERLET, post 7+ —LT 4 —ILRiF. NERAZENHFTSATNEINT Y NET Y
TO—REBEREF T aVTIN, SOT+—ALT1—)LREFREL T Post Object ) - TR b ZEHIFR
TEHLEECPEIDLET,

RS —nf

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]
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}

Post Object ) ¥ TR hTl&, R —I< expiration & conditions 2 2UNENH Y ET,

expiration

expiration Tl&, ISO8601 GMT TER&EN B R > —OBMEREZIEELEFT. =L AL, " 2014-12-
01T12:00:00.000Z" (&, Post Object Y~ TX h% 20145 12 B 1 H 12:00 & YRIISEST 2HENH D
CLEEKRLET.

conditions

conditions (&, Post Object U/ TA DT +—AL7T 1« —IL ROBMBEEIEES 2EM) A MTT, =
TH+—LT7 14— RDOER OSS TRIVY—MNFzyv)shiz@IIERHSNET., LEN->T, RUY—T
RESN TS T+ —LT 14 =)L ROBNGEE. RFEBIOT +—LT7 14— ROELFELTY, EAE
. key 7+ — L7 14 —I)L KA user/userl/${filename} (ZEREEATH Y. I—HF—DT 71/ LEM atxt T
H 5L, Post Object ) TR hd policy 7+#—ALT 1« —ILR%E

[ "eq” )" $key” " $key” ,” user/userl/a.txt] T(&Z< [ “eq” ,” $key” ,” user/userl/\${filename}" ]
[CRRET DUENHYET, RV —THR— S TOIEEFLROERITTRLET,

=T i

7y TO—RETBT7AILDOBRAEBH A XL
INFRYA XEIBELET., COKRMETE

content-length-range content-length-range & O—EE— RAHR—

NRCY (O S
Cache-Control, Content-Type, Content- HTTP U IR hAv A —, ZOFRGTEITE—
Disposition, Content-Encoding. Expires BME—REFI/F—HE— RO R—FEhFET,
Ty ITA—REIT7AILDOFT =0 MEEIG
key ELFTT. CORETERE—HE— REFTH

—HE— MY R—bEShFT,

7y 70— RREEICKITSNERICI 4T
AU ALY bEND URL i 8ELEFT, =
DEMTIFTZE—HE— REFIA—E— RAY
R—rENFET,

success_action_redirect NfEE =N TULVE (VG
BIZHNWT, 7y 7TO—RAREEICETENE

success_action_status [CIRENDRAT—RRAI—REIEELET., =
DEHTRTE—HE— REFIH—BE— KA
R—=—bENZET,

A—H-—AELEI—HY A2 EEELET,
X-0ss-meta-* COEMTEZE—HE— REFITA—HE— RN
HR—FEFET,

success_action_redirect

Post Object U TR MZZ DD T + —LT 1 —IL RAZFEN TN DRIESE. TOBMDOT +—LT 1 —
IWRERD) Y —OEMICEINTEET, OSS TIE, FHICEFNTORNWT +—LT 4 —IL ROBMMEEF
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vy EhFEEA,

FHEO—HE-—F
SpO—BE— K 5108

T+—LT7 4 =) ROELAFETES SN TS

BELZLICEALTHIVENDYET, LA
7e HREEIK. &E%E { "key” : "a" } F&

[ "eq” , "$key” , "a" 1T B2HENAHYET

T+—ALT 14— ROEOKENEELZETH
ZREMRHYET, 2L A key DIEDILEN

BI— /user/userl TRITIELEDBEWERE. &%
[ “starts-with” , “$key” , “/user/userl” ] I(Z
TEIVERHYET,

Ty ITO—RTERIT 714 ILOERYTA XLEHEN
YA XEIBELET, EAE 771 ILOEA

BELEZ 7ML X YA ZIMN1 ~ 10 N1 bOBEEF. FiFE
[ “content-length-range” , 1, 10] (T3 2 HEM
HYEY.
IRT—TNF

Post Object Y4 TR b® policy 7+ —ALT 4 —IL RTI&, BEERT=HICS EFALES, LizA-T
.S ERCRT BICIITIRT —TXNFN\S £EBTIVENH Y ETY. Tz, JSON XFFO—FBOLFE TR
r—7&EhF9$, Post Object )& TR hd policy 7 #—LA7 4 —)L R®D JSON XFFIRDXFERDEIZ

R~LET,
IRT—TXF 7L
V ATvy¥va
\ NYYRXTyva
\” —E5|AfF
\$ RILEES
\b AR—R
\f BR—=Y
\n BT
\r Frluwoa—v
\t KFELT
\UXXXX Unicode X=¢
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Post Signature

Post Object ) 7 T X NDRREED =8 (21X, HTML 7 + —AIZ policy & signature S 2 VEABH Y ET
. policy Tl&, UJ IR M THB SN BELIEEL FT. signature Z25tEHT 2 -DOFIETRODEHY T
j—o

1LUTF-8 TIva— RahkRY Y —%/ERLET,

2. ZORY Y —% Base64 TTa— KLET, Ta—F 1 ¥ 7 OEERA policy 7+ — L7 1 —
L EOMEIGY, COENERT BNFIIE L THERShET,

3. AccessKeySecretZ (£l L T OXFHCER L T, BERTIEE. Ny ¥ —DEROFEGIEAL
RLTY. oY, BETSXFIIE policy 74— L7 1 — )L KILESBERET,

D=y EFTTBICE, BETZI—ILNY I /R5A—REOSSITEESENEEKRISHMIT R EFT
¥, WEI—LANv Y EHYR— I BHAPIIZIE, PutObject. PostObject. CompleteMultipartUpload7: &
rHYZET,

O—UNRY Y NRTA—REWERET S

=Ny /RTA—R(F, BasebdTLY1— RENISONFH TEMBENTET, BRI —INY
47 H#—/8—URL ( callbackUrl) £ —L/Xy s a>F >V (callbackBody ) #i8ET 2 ENEETY, =
HB7iRISONT 4 =L RIFXRDEEY TY,

J4—LR = U7 S

-TJTFALADNEREICTyTA—
REnd e, OSS(EZ MURLIZ
OA—LUNy VEREXELET
e WOIRMAY Y RIE
POSTT. bodyl&
callbackBody(zigE =t =0
YTYITYE, BEORIRT,
Z MURLAt [HTTP /1.1 200
OK] IZ5& T 2 END D15
&. L ARV AARIZ(FISONF
RTRIFAERDT, LARY
ANy & —Content-Length(&
BMRET. 3MBEBZAN
MENHYET,

- COMEEEFERT S L. 11—
H—(& [;] TPYP>h1=520
URLERZETE Y. RIINIE
BRIGENRENDE T,
OSSIFEXRE1DTDIEELE
ER
- URLAERE SN TULVR A,
BEAnUllDIZE. 23—y
BENBWER R ENET,

- HTTPSAHR— hEhTULVE
ER
- FEREXYFEMNIEL < EH

callbackUrl
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callbackHost

callbackBody

callbackBodyType

LI BRI,
callbackUrl#T>a— K3 %
VENHYFT, ERE
http://example.com/Chinese.
php?key=value&Chinese
Name=Chinese Value%
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&8%E4%B8%AD%E6%96
%87 %E5%90%8D%E7%A7 %
BO=%E4%B8%AD%E6%96%8
7%E5%80%BCMD & 5 (TZH L
ESE IR

-a—IUNy VEREFRIRT S
FHODKRA MY E—(E,
callbackUrIA\s8EEN TLVD
BRIZOHAENTY,

- callbackHostA\ 8 E =N TN
B UMESE. callbackUrlm
URLAMEER S, BERIBICHR
=hf=7/RR blEcallbackHost(Z
ANBEhFET,

- A=Ay I hBEREN L
ZDYYIRMNKXDE, &
ZIE. key = $ (key) &etag
=$ (etag) &my_var =
$(x:my_var),
-OSSY AT LEE. hAA A
TH. BLUOEHEYR—ML
9. YR—bShTNBTY R
T LTI D\ TIE, LIT0E
THBALET., HRAZ LTEE
. PutObject&
CompleteMultipartd>a —JL
Ny -varlzkdEFITL>T
YR—MENTUOET, Post
ObjectiBETlx, BLTHIELT
F—LT4—IILRENLTEE
EhET,

-FREh O - Ny S ER
MContent-Type, CHulEk,
application/x-www-form-
urlencoded &
application/json&zHR— K~ L
. BIERTT 4L METY,

- Content-TypeMt
application/x-www-form-
urlencoded(ZFRE=N TS
#a. callbackBodynZxEiid
URLTZva—REhri-fElcEZ
|z bhFES. Content-
Typehtapplication/json(Zz&5E
SNTNBIBE. Chb DR
(FISONFZZ<fiE > TEEHRA
bhET,
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JSONOXZFFDFIFRDEH Y TT,

{

"callbackUrl":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",
"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m
y_var=${x:my_var}"

}

ZC T, callbackBody(iRETE DY AT LEHIZIE, RDOHONHY T3, BARRIIZIE, imagelnfolXE
%7 +—<v PAETY. FEEFROBESEIZTEOETICLTLLEEL,

S AT LITE U3
bucket Ny b
object TV b
774 LDetag. 1—H—[TiRENf-etagT «
etag s
—JLR
FTVz7 bOYAX
size CompleteMultipartUploadig{Edh, ChlEA 7

vz beEOY A XTY,
1)) =B84 T, jpegf A=Y DOIFE. JV—2

mimeType A 4 Fl&image/jpeg T,
imagelnfo.height HEOES

imagelnfo.width EEROIE

imagelnfo.format jpg®pnge & DEIG T +—< v bk

HRABRLINTG A=A

callback-varXS A —2 Z(FRAL THA A LNRT A -2 LR TEET,

HRBLNRTA—BE, F—EBORYTTE, Ty TITRERNRSTA—RERETEET, POSTa—ILNy
DERERBTHEE, OSSIHEChLDNRNTA—4 L P2t Y 3V THIBLEVRATLANRTA—42%
POSTERDAKIZANE T, ChiZkY, a—INYIZEENCAODNRNTA— L EBREICEETZES &
STHRYET,

A—IUNY I NRTA—BOIERERCFETHRALINTA— R EBETEET, AR L/IRTA—R(F,
JSONFLR TIEE T2 L £ TEET, JSONNFFE, I RTOARRALNRTA—LDF—(BEEESTL< YT
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TY, DRARLNRFTA—ADF—IE, x: THFEY., INRICTIVERDBYET, 2DOHREZ LINTA—
Ax:varlex :var2zs8ET 2ELRH Y. 220/ T A -2 DENEFNFhvaluel&value2TH % ERTE
5L, BENDISONFERTROLS 2HYET,

{

"x:varl":"valuel",
"x:var2":"Value2"

}

A—=LANRyH ) H TR NEERT B

callback# & Ucallback-var/R 5 A — a2 fNIBEREN 1218, 3DDFET/NRTA—2ZOSSITEETEET, O
— Ny G RTA—H5(FWET, callback-var/XTA—=R(FH T 30 TY, BRABLNRTA—REHZELR
WBS (L. callback-vary « —JL REBINT M EEH Y T A. BIEC3DOFEELUTOBEY TH 3.

-URLIZARFT A—42 & B,

SANYRIZNRTA - EEDH D,

-7 A —LT 14— REFRAL T, POSTEKRDOAKIC/NNT A—8 —%iHMAL, POSTEFEHL TH
Tz METFYTA—RTBBEICOH, COAV Y REFEHALTI—ANRYINRTA—4 %
ETEET.

3DOFERFBINFETY ., ThLIbDIBE. OSSiEInvalidArgumentT 5 —%iIRL £ 9,

OSSEKITNTA—L2EZHBIC(E. HH)ZBasebd4Z(FEAL TLTHEEL ZJSONMFFIETa—FL,
PATICEHREY & 4V v REFERL TXFHEOSSEXICZH IVENH Y T,

-URLIZARZTA—42%&8H B2, URL/XTA—%2 L LT ‘callback = [CallBack] F7=(&
‘callback-var = [CallBackVar] Z{FEHEL TS IR MEHISEEFLET., BFD
CanonicalizedResourceztE & h % & callbackZE =(Fcallback-varit\ -7 1)y — X & L TEES
hET,

SAYRIINTA—REEHBIZIEL,  'x-oss-callback = [CallBack]’ FE/=I% ‘x-oss-callback-var
= [CallBackVar]" ZBEICERALTY I I A MELEHITEFLEFT, CanonicalizedOSSHeaders of
the signaturep\stE =h % &, x-oss-callback-var& x-oss-callbackitEEB=hET. LITICHIZ
~LET,

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3Zhcil6eImZvciljYWxsYmFjayl0ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFjaOJvZHkiOiJidWNrZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llVHIwZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1hZ2VJbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VJbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=
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Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl14:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
SN LT —LAT 4 —ILREFERALTO—INY I NRTA—REEHMANOVENRD B1=65.
POSTR(FERHL TA T I bET7yTA—RTBEEIC, O—INYINRTA-—REEZDHDZION
DLIEMTY., UToflESIRL TS,
--9431149156168

Content-Disposition: form-data; name="callback”

eyljYWxsYmFjalVybCI6LEwLiEwMS4xNjYuMzA60DA4My9j)YWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4ONRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

HABLNRTA—ANHBIEES. T+—LT 14—l RiCcallback-var/XS A —42 2 EHIESHD L TEEE
Noe MY LT +—LT7 14— REFBLTEHRRZRLNRT A =R EHFPANCVENDY TS, & AIK.
NRB LIXT A—2 DISONA :

{
"x:varl":"valuel",
"x:var2":"value2"

}

POSTUSO IR MND T #—LT 14— RF, ROLSIZTIHENRHY ET,

--9431149156168
Content-Disposition: form-data; name="callback”

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9j)YWxsYmFjay 5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4OnRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"

value2

B, RS —ICa—INY I EEEZBINTEET (A—INYIRBIMEATORNESE., CD/RT
A—RTT7v T O— REEFEEFEAFTEA) . HlIZE:
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{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6LEwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjaySwaHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFjaOJvZHIUeXBIIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS1lcmxIbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

-y Y ERERIRT D

TJ7ALNERICT7yTO— RENEBE., OSSIEPOSTAY v REFAL T, a—IRNy o nRFTA—4LD
—HF—DERDODAHRE L/XT A—4& (callback-var/XT A—%2 ) IZEDWTT7Z V5 —> 3 o —N—(2HE
DaAVTUVEREELET,

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-

test&object=test.txt&etag=D8ESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

O—INRy ) DERERT

FEZE. TV —Y 3 v —N—ROIGBERERLET,

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a":"b"}

7y 70— RFERERY

DAVTFIINY ATV MIIEEERET,

>

HTTP/1.1 200 OK
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
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Content-Length: 9

Connection: keep-alive

ETag: "D8ES8FCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-oss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

CompleteMultipartUploadz ED 1 7 TR bDIFE. RENZV I IRX MRXISEI VTV IYLNFEST S
EICERLTLES N (ERE XMEHOBHKR) . 7y T A—Ra—-IAN\y VBHEFERT L. TO
AXOARABNEEEShET (H: "a" : "b" ). ChEHELEBICEEL T S0,

O—IN\y H B

A—ANY I RTA—BHRRESND L, OSSlE, I—H—mERTE L fzcallbackUrl(ZE3( T, POSTa—
INy G BREDA—S—OT7 TV =2 a3 oY —N—TEELET, a—INVIEREZELEE. 77
Vo — a3 =R — )Ly FERMROSSIZE > TRIAS N TL RN E ShEHERT BESE. I—L
Ny JBRICV TR F ¥ EZJHTOSS IDEERTEET.

BREEWTD

ELZ(FOSSAITHEL., RSA Asymmetric EncryptionZ{FRAL TERShE T, RO LS ICHEFREEFRAL
TEBZBSKTEET,

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "“\n" + body, md5))

atBH : private_keyl&, OSSICO#HHNbNTLIMEHEERLE T, NR(&E. TJ—INyvIEKRD Yy —AN
AERLET, query stringldy TUNFFERLET, A&, =Ny I DAY E—VANERLE
. LEA->T, BREUTORTYFI2RYET,

-BEIINFHERBTE VY —ZANRZAOURLATa—REh, #E8Y TUSFR. Fv Uy
DA—Y BEVBPO—IUNY I Ayt —VARNIZ&>TEMEShET,

-RSAZEE : MZHEEFEAL CENOXFHIIBRLET. BERO/N\v > 1BHIEMD5TY,
-Baseb4Z(FAL T, BR/JENEREI VO — RLTERNAEREIELTY, B®Za—IN
VI BRDFEREANY X —ICANWET,

LUTFIehlERLES.

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded
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User-Agent: ehttp-client/0.0.1
X-0ss-pub-key-url: aHROcDovL2dvc3NwdWJIsaWMuYWxpY2RuLmNvbS9YWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

/XZ (& / index.php, query_string(& ?id = 1&index = 2T&% Y. AXI(Z bucket = yonghu-testTH Y, &
&A1 B EER($kKQeGTRccDKYHB3HIVF + XYMSrmhMZjzzI2 / kdD1ktNVgbWEFYTQGOG2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==T79,

BEREREET S

ELHIE. BEOWOTOERATY, BERT T U/ —Y a v ¥—A—T&ko TRIEEh, TOERFR
D&SEHYET,

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n' + body),
base64_decode(authorization))

T4 —ILR(E, BRVWEFICEARASNZOLRELEKEFSET. publickeyld, AFEERLET., 20
X, A—INY Iy B—DEZERLET. BEROKELEX. ROFIETHER SN,

- a—L/\y J EROx-0ss-pub-key-url~ v & —I[Z(&, Baseb4d TI Y J— R Eh=AREOURLA
BEhES, ROLSI1Z, ANy A —%BasebdTTa— KL TARREEET 2VENH Y ET,

public_key = urlopen(base64_decode(Value of the x-oss-pub-key-url header))

x-0ss-pub-key-url~ v & Of&ElEhttp : //gosspublic.alicdn.com/%>https : //gosspublic.alicdn.com/TiaE
SRTNEGRLAENT EISERL T ESOWAREMNOSSIC L > THRICIRMHEh D LS LET,

-Base64 TTa— REhE=BEEEELET.,

signature = base64_decode(Value of the authorization header)

-ERTOEATHALEOLRLITEAT, BRI AINFHERELET.

sign_str = url_decode(path) + query_string + "\n’ + body

-EREWARLET

result = rsa_verify(public_key, md5(sign_str), signature)

Lo FILEFELTHERLES,

- NBEEOURLEEEL £ 7,
aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ
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==%Baseb4http : // gosspublic.alicdn.com / callback_pub_key vl.pem TG L £T.

- BEA v X kKQeGTRccDKYHB3HIVF + XYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQGO0G2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==(&, Baseb4 TTa1— REhF T (TI3— REhEERE
. BRCEBRVWNFITHI-HOFRRCTEFHEA) .

- BENFH, url_decode ( “index.php” )+ “?id = 1&index =2" + “bucket = yonghu-
test” ZEBELE9. RIC. MD5Fz vV &#HTLET.

-BRERERLEY.

FIVr—yary—nR—ofl

Python(&, 77U —Y a v —N—NEBGERGLT 5HEERT=HOHE L THERSATOES, 0
BTk, M2CryptoZ 4 T3 ) EA VA M=ILTRLERHYET,

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket. AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return ""

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64’)

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it
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pub_key = url_reader.read()
except:

print 'pub_key_url : " + pub_key_url
print 'Get pub key failed!"
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n" + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', 'application/json’)
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):

def __init__(self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)
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if'_main_'==__name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

fBOSEBECRESATNRZT T 7=y arvH—N—F ROLBYTT,
Javann—o 3>
Ay n0—R7RLR:ZZEYUvY
-ETEE Ny =Y EERL. java -jar oss-callback-server-demo.jar 9000 =T L £
(9000(FR— pEST, BEIGL TIHETEET )
PHPO/NN— 3>

- O—R7RLRCC2EI YYD

-RITHE . 7O T LEApachelRIEICT 04 LET . PHPSEMEHIE. BIEA L DA DA
VAERBT A LIKFLTVWRCLERELET. COfESRL T, BANIREE2EET S
CEMNTEZET,

Python/N\—< 3 >

-AOYO—RF7PRLR 2RV YvY

-ETEE Ny =Y EERM L. python callback_app_server.py#BE#EXRTLEY, o0y

T LEFRTTBICE. RSAMKEFREFEEA VA M-S BRERHYET.

CHON—U 3

A AO—RF7RLRZCEIDYY

-EITHE Ny =Y EfEEL, READMEMdZSBL TS0,
GoNnN—=Y 3V

A O—RF7RLRZCEIDYY

-RIFHE Ry =V ERRL, READMEMdESEL TS,
Ruby/N\—2 3>

ROV A—RT7RLR CCEYYYY
- 17757% : ruby aliyun_oss_callback_server.rb

KBl e e

- A=y & 1R5 A—A2 Ft=(&callback-var/$ 5 A — 4 NESNARIESE. T5—a3—R
“InvalidArgument” & & £(2400T 5 —MNIRENE T, ENRRKRITRDEHY TT,
- PutObject ( ) & &KUCompleteMultipartUpload ( ) 1 > % 7 £ —X Tl&, callback ( x-oss-
callback ) F7=(%callback-var ( x-oss-callback-var) /8T A =2 RURLB LUVANY X —T 4 —JL R
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[CREFICADSIET,

- callbackZ 7= (Zcallback-var/S 5 A — 2 AR TEEJ (5KBLLE ) , PostObject () (Xcallback-
var/XZ A= N OTEDOFROFKRICEE LT, LUTOBEHEHRTT,

- callbackZE 7= (Fcallback-varhntBase64 TL>Y 3 — R =N TLVE LY

- Base64m7 1 — K&, callbackF 7z (&callback-var/X35 A —4 BEARISONEX TIEH Y FH A

- callback/N5 4 —% OfFRE. callbackUrlZ 1 —JL RIZ5DLAEQURLAZERTIVS A, T
URLDODANSR— MAERN TS (=& ZIE{" callbackUrl " : " 10.101.166.30:test ", " callbackBody
" " test "))

- callback/X5 A —% OfERE. callbackBody” 1 —)L RIFZ=HATY,

- callback/X 5 A —4% OfER#E. callbackBodyType” 1« —JL RD{E(X, “application/x-www-
form-urlencoded” F7=(& “application/json” T9Y,

- callback-var/X 5 A —4 OfERE. callbackBodyZ « —IL RICEENGHEROTHNEZENTIVE
¥, B $ (varttd,

- callback-var/X T A =R fBRE. 7+—< v MIHIFESNBISONT +—< v hTEHY FHA., F
BEndFER0OELYTY, {"x:varl ": "valuel ", "x:var2": "value2 ".}

- callbackkfi g% L. Y AT AIK203TT—%#IRL, T5—3— K “CallbackFailed” #iRL £3
o A—ANY I DKM, TTV = arvHh—N—Ra—NyIBEREZEFEL TR LE
BKT 2DTEGRL, OSSAFHIS N2 — Ny I IEBEZEL AN EERLET (L
ZE TTVG—=2 a v —N—bmb0OBEFXISONERTEHYFEREA )., EBIC, CORBRE
TIZ, 774 VEEEEICOSSIZ7y ’O—REATULET,

-7 TV —=2 3 v —N=mb0SSITIRENDIGEIZ(E, Content-LengthAy & —MEF I T\
FhEHD S, AXDOY A X (L1 MBEBA D LFTEERA.

SRy )2 OFERK
Puty ARU v )25k, Y VRY v Y )20 E2ERT 2 =OIZERASIET,

EROEX

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-oss-symlink-target: TargetObjectName

IR/ SR

E21)) A

SRV ) O PERT ATy b T T A
x-0ss-symlink-target LERLET,

B4 T XFF
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BWAE : EREIEATY 4 oBBHRE &
ELCTY,

R DT

1. ObjectNameMi5& & EHE(IZ. TargetObjectNameldURLT > O — REhFE T,
2.V VRVY IV IDER=TFY N TTFANBATE. YRV I DU IITTEILETELTEA

3.V YRY I )T EERT B & E(,
-R=TY N TTFALUDNFET ENESINEF v LA,
“WROTFANEA TREINE SHEF I LA,
-B=TFY RN TFANANDT I EREFzv I LBOWTLEEL, BIROF v 7 (&,
GetObjecti" 2 —4'y KT 74 ILDAPLZT /£ R T 2VENH D ETITOILEEA.

4. BT 2774 ANSTITEEL, 77ALT 0 L REERE > TLWRIES,. L CGBIMEhET 7
AIWVEEEOT 7ALELEEEL, Y XTAFX200 OKERLET.

5. PutSymlinkZE 3K (Z$%585 |#ix-0ss-meta-HMF N TV BIBE. NI A—F2F1—H—-A2 L L TK
bhET (] : x-oss-meta-location ) , 1DDA TV =4 MIABHORIKD/NTA—F ERET
EEITHN, IRNTOA—HF—AZDEFY A XEIBKBEBADZ LETEEEA,

6. NIy NAATRT—HATOHBE. COAVE—T A REFCHTCLETEEBA, THEL
SMDIBEE, TT7—a3—R “OperationNotSupported” & & £ 5 —4000NIRENET,

7l

Do TR M :

PUT /link-to-oss?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-oss-symlink-target: oss.jpg

)& —>f:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"
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YRy Iy OREE

YURY v )y OBYSEERE. RARMYERNBERY VR Y v )V ZRES S =HERSAE
ER

ERDEIL

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

LARYZAAY S

e g

SRV OPELRT A=y b T T A
x-0ss-symlink-target I,

B4 T XFF

FHA DT

1LYYRYw I ) oRFELRWMES. ¥ AT AIX404 Not FoundI 5 —%#iRLEFd., T7—3
— K : NoSuchKey,

7l

DY ITA M :

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

) g —f :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A

113



Object Storage Service APL)Z 7L 2R

x-o0ss-symlink-target: oss.jpg
ETag: "A797938C31D59EDD08D86188F6D5B872"

7Yz MOETT

T—=NATRATOFTY = Mesm#BBI(CE, ETEEEERTLT, ¥—N—[TH TP/ bEETS
BFET, 7709 bOE A THAStandardF = (XIADIEE (L. Restoref V42T 1 —REFVHEARVTEL
EE,

)R NTFEBERIBO T —HA TEht=4TS 4 NOKRBEEEI O R 5 ATICRLET,

1LT7—HATRATOATS 29 ME, BT —HATENFET,
2. 1ETTERNBRENDE, —N—FA Tz NOETERBLET,
BH—N—OETHARTTDE, ATy METER, 7TV 14 MeHHWMBENTEES

4. BEORREF. T7 4N bTEIHESGE. RATAETERTEEY. BRI/ INERE. 4
Tz NFBUVT7 A4 TEhZFT,

T—=NATENEATO ) MWL TETIREEETT S, T—2BEBaXAMBELES, ExFr
FEEICETENTNBR 7 —HATA TS 4 MWL TRIOETEREFBLTH, FhlltoF—42E1E
AXMNEIRELEBA,

Y9I IR MEX

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FEA T

1LERISH TS 9 hDRestoref V27 1 —ZABRFUOHEAEIGEE., VAT AK202ERLET,

2 VANTFAVA—=T z—ZADBFCHEN, YR MTHRT TITETHT, 142 —7 2 —2ZAN2ER
CHETHEIEBS., YATAKIZ—a—F “RestoreAlreadyInProgress” %R L T409%iR
LET. chE —"—DUJIAMTEEEEITLTE Y. BTFEFTRATASEEFLG T ER
YEEA.

3.Restoref v 2 —7 z —ANFUOHEN, YA NTRTTLIEE 1 V42 —7 2 —ZAHNBEFUH
Ehdé, YATAK00%RL, #9>0— NTREESEZ1IA (SX70 ) EREAET,

4.FTV U MAFELBIMEE. Y AT LRKA0M4ZIRLET.

5.7—NATRATTEBENATS =24 MIXFL TETERIAFIRSAEES. T5—a3—K
“OperationNotSupported” & & %25 —4000NRENET,
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1

BBV AT IS IR h ol

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

RYiEDH

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

DARMZHRZETLTOWARWE ZIZBEFUTCHEREY S IR FOF)

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

RYiEDH

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyInProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008 </Requestld>
<Hostld>10.101.200.203 </Hostld >

</Error>

YZARNT7HET LEEECBEFTHEAELZY I IR FoF]

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=
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RYiEDH

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

TILFNR— NPy TO— REME

TILFNR—K NPy TFO— ROWPE

OSS T 74 NE7yvTA—RTBIC&, PUTObject 1 B2 —T =24 ADEMN, RILF/NR—= 7 v 7O
—RE—REFEATIEHTEET, WIALFAA— Py TO0—RE—-REZBATEZVFUAOBEIEUT
[SRLET (ChRITRTTIEHBY FTEA),

-TL—IRA Y N7y TA—REHR- N IREND DIHE

-7y TO—REEIT7AILDOYA XA 100 MB A TL\BIHH

-2y N =0 OEUEMNEL, OSS H—/N\— L DEFEGHAEZE IS h 2184
-TJTF7ANETYyTO—RTBEIC, T7AILDOYA XRERFETERNES

Initiate Multipart Upload

T—REILF/N—KTF7vyvTO—RE— RTEHET I, Initiate Multipart Upload 1 ¥ 2 —7 =1/ X %
HOHL T, SAFARA=b7yTO— ARV MEFIRT 5 & 512 OSS (TERT 2BENHY FT.
Initiate Multipart Upload 1 > 2 =7 =4 Rl&, CORILFNRA—=R N7y TO—RARY NEFFET B7=HIC
OSS H—N—[C&ko> TER SN/ O —NI—EBHRT7yTO—RID #RLFEF, CODDITESNT, ¥
LFNR—=R Ty 70— ROFLEPTILFA— 7y TO—- ROBSEE DREEMATEET.

)H IR MEX

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue
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DOIAMNFA=Z—

RILFNR—=K 7y T O—RE—-REGPEMLT % & &, encoding-type/S5 A—42 —%FBHL TREN DI
J— ¥ —%i8ETRETT .

AT Bl

BEhdIva—R¥—%BELFT. TRE
URLZ>a—RO&#HR—bLEFT, F—(XUTF-
L 8NIVI— RERALET,
encoding-type e
FT7AILME RL
* 7Y a i@ url

JOIRA MAYy X —

HHl A

ATz MR A— RENBERDO Web R

—TOFx vy aBfFEIEELE Y. FFAICDU
Cache-Control Tlx. [RFC2616] &ML T &1,

BY: =51

T+ ME &L

FTOzI MO O—RENBJEOF T x

7 hOERIEIEELE T, FMACO0TE, T
Content-Disposition RFC2616] #&HBL T ZE0y,

BY: X255

T AL ME &L

ATz MNEyvO— RSB0V TV

YOIYA—T4 IR EEBELEY., F4HIC
Content-Encoding DU\ Tl&., [RFC2616] 8L TS0,

BY: X255

T AL ME &L

BaHERE = VBRI TIEEL T, FMCDL
Expi TlE, [RFC2616] #&ML T =L,
xpires A B

FIAILME BL

COATV Y bOBNR—bOTyTO—RIZfE
Be 29— N"—RIOESH7ILIT) X LEBEL
. . F9, OSS(F, 7y TA—RENEE—+ 7
X-OSS-SerVGr-SIde-enCI"ypthn #_/Q_{Euwﬂg‘%{‘t‘zgﬁt\T$g‘2“pg L, i-g_o
B X775
BNk {E: AES256

WEOER

2al L]
Bucket TILFNR—KNT7yTO—RARY NERBLEN
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VA BNOEALTIR
B 355
#7 / — R: InitiateMultipartUploadResult

Initiate Multipart Upload ') 7 T X b &R D

MIERENDI > TF—,
InitiateMultipartUploadResult B.ovTt—

Y7/ — R: Bucket, Key. Uploadld

|/ — K &L

RILFNR=K 7y TA—RARY NERIAL A
K 7“:) I 7 I\ @%_ﬁ\-ﬁo
& 8. 75
#7 / — R: InitiateMultipartUploadResult

RILFNR—= K Ty TFO—RARY FO—BED
ID,

BY: 375

#7 / — R: InitiateMultipartUploadResult

REERICTVa— R4 TEIBELET., UV

IX MO, Iva—Raq4 THIEESNIZIBE
EncodingType . Iva—REhiEF—HNREIET,

B =51

# ./ — R: Container

Uploadld

RHAR DT

- COERMEEFERL CRAEE EETE T 5184(&. ” ?uploads” % “CanonicalizedResource” [
EMy 3uENHYET.

- Initiate Multipart Upload ') ¥ TX b Tl&, 1Z#® HTTP 1) 4 T X b~ w & — Cache-Control,
Content-Disposition, Content-Encoding, Content-Type. Expires &, " x-oss-meta- “ & (»
STL T4 v AN ELI—YF —EROANY T - R—PbhTOET, ChoDANYE—D
BRRAEIRISDVTIEL, [PUT Object] 1 >4 —7 x4 RAEBBLTLEE,

- Initiate Multipart Upload V7 TX k&, ELBRIOBEGFEOA TS 0 MFELEFEA.

- Initiate Multipart Upload )7 TX h&Z{EFT L. H—1"—& I IR MAX%E XML R TR
LEF. U IR KMAXIZIE Bucket, Key, UploadlD @ 3 DDEEMNHY ET, TNENTILF
N— MREED =8 (= UploadID Z:iEig L THIVTL X0,

- Initiate Multipart Upload ') 4 T X k T x-oss-server-side-encryption ~v & —hEZESH TV D
BE. —N—BIONYy T —EBEANYZA—TIRLET, FX—bOTy T O— R H—N
—[FIY FOERSKCEIWTEALD/A\— MEEEYICBML T, I]RE. OSS H—N\—T&
256 E'v b OEERESHIEE (AES256) DAY R— b ERTNET, ZOMMOEENEEIEEL
f=imE. OSS H—N\—FIF5— 400 &EXBETHIT—7AV T b
InvalidEncryptionAlgorithmError ZIRL &9, &/X— &7 v 70— R$ BFRIC. x-oss-server-
side-encryption 7 TR pAY A —%BINT 2VEFHY FEA, COVIIX MY AL —%IF
ELHBEE. OSS (EI 57— 400 £X3wd 2T 57— A>T b InvalidArgument ZIRL £ 7,

Bl
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)45 X hofl:

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AGdM4 =

RY{EDH:

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket> multipart_upload</Bucket>

<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F8236E2D </Uploadld>
</InitiateMultipartUploadResult>

Upload Part

RALFNR= 7y TA—RARY MNERIALEL, IBELAEF T2/ MEET Yy TO—RID ITEDN\T,
T—REN=NIDFTP7yTO—RTEEYT, 7y TO—REnE=E/X— (&, 1 ~ 10,000 OFEFE D/
—’EENEYYETOHIATET, L7y TO—RID OIFE. CORX—FESITE>2T, COT—E/NR=KE
FTHELT7ALEERICETEZONR— rOMNBELHBIShET., ALA—-MESEFERALTHLOT—4
E7v70—RF3E CONR— " EETHINSNIBEENT —4NEEETShTT. RED/— MNIID
N— O A X(& 100 KB TY, RED/N— hOY A IFFEFHY FHA.

)5 IR MBS

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

RO

- Initiate Multipart Upload 1 2 —7 2/ R=FOHL TT—42 /= &7 v 70— K3 BFIIC,
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COAVB—=T A RAEFTHL T, OSS H—N\—(Ck>THTEN D7y S0~ R ID 2815
PMENBHYET,

-RALFNR=KTyvTA—RE-RTE, FEO/— MWD/ —MIF T 100KB £HBATLVS
WEMNRHYET, =L, UploadPart 1 2 —T x4 A TIE, 7y 7TA—REh=/—bDHYA
AN CITREEEN B DT TEH Y FEA (FO/N— MARED/X— M E S hNDh LRV 8H
o 7T H—RENEN=FDOYA XE, RILFA= TPy TO—RBATT L THO THREES N E
ER

-0SS (&, ZELI=T—%/X— D MD5 {E%* ETag Ny A —ICEEL. ThEI1—H¥—(TIRLET

-— hESOEHEIE 1 ~ 10,000 TY, /X\— rESHAZOHEZEA TL\HIFF. 0SS (&
InvalidArgument T5—a— R#IRLET.

- Initiate Multipart Upload 1/ > 2 —7 = XA ZIFEVH L 7= & Z(Z x-o0ss-server-side-encryption ')
HDIRRANYE—%IEELEBE. 0SS (7 v7o—REhi=/{— NEBES{ L. Upload Part Ji5
&y 4 —T x-oss-server-side-encryption Ny #—%iRL 9, x-oss-server-side-encryption
DfEF. SO/N=MfERT IV —N—RIOBESH7 LT ) XLERLET., FBICO0TE, [
Initiate Multipart Upload] 4 >4 —7 24 A&S8MBL TS0,

-2y M)V BATEHRESNEZT —RICI T —NGWC EEZERT HHIC. UV IR
Content-MD5 8%, 0SS TlZ7yvFO—REhE=T—42 0O MD5 [ErEtESh, 1—H—
A7y 70— KL= MD5 ELEEER =TS, ETho DEA—HLAVEE. OSS (&
InvalidDigest T5—a— RZRLE T,

7l

DR/ QL%

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

R Y{EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

UploadPartCopy #{H3 % L. BEEOF T =V b bT—2%3E—-L, ZOT—2DONR—b ET7 YT
O— RT&EY, UploadPartCopy 1 > 2 —7 =4 A EMFUHT (&, Upload Part 'J 4 T X MIZ x-0ss-
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copy-source N\ v H—%EBIMLEY. 1GB 2#BA2A T/ hEaE—9 318, UpIoadPartCopy
Ay REFERATIVNENAHYET, 1GBRENA TV 2/ 2 E—F B185(&. [Copy Object] &
L TLESLY,

YJ IR MEBX

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

JOIRX Ay ST —

HE) Y IR My X —%< . RIZZRT Upload Part Copy V7 TR bDAv A —%FALT, aEF—T
DY —RATTzH FOFRLREQE—EHEEIEELET.

E=Ae] i

JE—TOY —A7 RLREIBELFEFS (V4T
ANTBICEF, V—RFTTV Y bOFHEYIE
X-0SS-Copy-source RANETY),
BY: 375
T AL ME &L

OAE—TOY—AF TV zH bOaE—EHE, 1=
LzZI1F HHE bytes:O-g [CEREL =BE .
NA KO~ 9IPERESNET, COYUH IR

X-0SS-Copy-source-range ANy B—& V=RATV Y b2lkEaE—TF
DIBTIFARETY,
B BH

FIAILME BL

RN TR MY H—[X, x-0ss-copy-source TIEEL Y —XA TV x4 ML TEALET.
Al A

V—RATT Y bO ETAG [BE A —H —HA1ER
L 7= ETAG BN —EF %15 (&, Copy Object
BIENEITENET, ThLUMIESE. 412
Precondition Failed A vt —YARENFE T,
B =5

TI7FILNME "®L

A—HY—pIEEL=BRFLEICY —RF TV
MAZE SN TUOARWESIX, Copy Object #
ERNEITEhET, ThLUMOIBEE, 412
Precondition Failed A vt —UAiRENET,
Bl =51

T+ ME L

X-0Sss-copy-source-if-match

X-0ss-copy-source-if-none-match
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ZHE- N T A= —IT& > THEBESNHIF

N7 7AILOEERRER LA ENLIETH 5153

BlE. 77 UIAERCERE =T 200 OK *v
X-0ss-copy-source-if-unmodified-since T-—IUMNRENFT, TALGIDOFEE, 412

Precondition Failed X v £ —YUAIRENET,

Bl =75

TI7HILME L

A—H—pIEEL =BIELEICY —RF T2

MATEE SN TUL\BIBE(E. Copy Object BE
DEITEIhET. ThLI0BEE. 412

X-0ss-copy-source-if-modified-since HTTPI 5 — * v+ —¥(indicating
preprocessing failure)iNiIR=h 9.
BY: 3575

T4 ME &L

BEOER

=T i

Y—RA TV Y O ETAG [EE 1 —H—NIER
L 7= ETAG {EN—E %155 (. Copy Object
BENEITShE T, ThlbniFgEk. 412
Precondition Failed * v+ —YARENET,
Bl =751

T4 ME &L

dA—H—pEEL =BELIRICY — XA TV )
AATEEh TOAROMBEEE. Copy Object 15
ERNEfTShET., ThlLUM0BEF. 412
Precondition Failed A v +—UARENE T,
B =5

TFTIHILME L

ZTE o=/ T A=A =2 k> TIBESh=HE

M7 74 LVOKREHRFER LM EILIETSH 515

BlE. 77 UAERCEREENT 200 OK Ay
x-0ss-copy-source-if-unmodified-since T—UMNRENES, TRLSNDIFEER, 412

Precondition Failed A v Z—YMNIRENET,

B X255

T4 ME %L

A—Y-—AEELEBIBLRICY — 24TV )

MNATZE N T\ SIBS(E,. Copy Object $2(F
NETEIhET, ThLUMDIEEK. 412

=]

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since HTTPT 5 — 4w+t —Y(indicating
preprocessing failure)fNiIREh 9,
Bl =75

FTT7FILME BL

FHA T

- Initiate Multipart Upload 4 > 2 —7 =4 AEFVOCHL TTF—42 /= &7 v T O0— RF BHEIC,

122



Object Storage Service APL)Z 7L VR

CDAVE—T A REHFVTHL T, OSSH—N—(TL>THTEN 57y 70— R ID 2B57
PMENBHYET,

-RALFNR=KTyvTA—RE-RTE, FEO/— MWD/ —MIF T 100KB £HBATLVS
WEMNRHYET, =L, UploadPart 1 2 —T x4 A TIE, 7y 7TA—REh=/—bDHYA
AN CITREEEN B DT TEH Y FEA (FO/N— MARED/X— M E S hNDh LRV 8H
o 7y TH—RENELNA—rDOYA XE, YLFRA—= 7y TO0—RRNTET L THIO THRIESE
ER

- X-0ss-copy-source-range ) TR Ay A —ZIBELRWMBEEX. V—XFT Tz b2ffsa
E—cshExd, COVIIRMMYA—FEBELEBRE. BREWDAYE—VICT 74 LEHED
EsLabE—#EMNRENET, =& ZE Content-Range: bytes 0-9/44 (£, 7 71 LL2kDOE
EMN 44 TOE—FHEMNO0 ~ 9 THDELERLTULET, ISEL EENSEHEIL—ILISHE> TUH
BWBRE. 7714 LefkNaE—Eh, &RIC Content-Range FEFENFE A,

- Initiate Multipart Upload 1/ > 2 —7 = XA ZIFVH L 7= & Z(Z x-o0ss-server-side-encryption ')
HDIRARANYE—%IEELEBE. 0SS (&7 vro0—REhi=/{—N£EES{ L. Upload Part Ji5
& v 4 —T x-oss-server-side-encryption Ny #—%IRL 9, x-oss-server-side-encryption
DfEF. SO/N=MfERT IV —N—AIOBESH7 LT ) XLERLET., FBICOOTE, [
Initiate Multipart Upload] 4 >4 —7 4 A&SMBL TS0,

- COBMERIMIT vy 70— R AV Y RIZK YER S hi-objectEaE—TEFH A,

Ny NRATRT —hATDBE., COAVEA—Tz—RAEFVCHEILETEEFEA. Thld
AMDIEEIX, T5—3— K “OperationNotSupported” & & (TS5 —400MNRENFET,

7l

DR/ QL%

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

R Y{EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>
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Complete Multipart Upload

ITRTCDT—2/X— &7y TO—RKRLE=B, Complete Multipart Upload API 2 F0HL T, 774 L
EORILFNR— Ty TO—RERTITIVENHYET., COBETE, IXTOBWET—2/X—+D

DA~ (IR—BEEL ETag 2838 2RI HIVENHY FT., EELAENNA—FMJXME OSSHZET DL
BT AR NOBWEMNMERCHRREShE T, IRTOT 2= MAM&EEEshd L&, OSS (FThibm
N—=N & 1DDREHRA TV I MBEELET,

4o IR MEXZ

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

:/CompleteMuItipar‘tUpIoad>
YGIAP NRFTA=E—

RULFNR— 7y 70— RE— REPELT D L=, encoding-type/ST A —42 —%FHL TRENZ I
a1— R+ —%I5EARET Y.

=T i

REhdIva—R¥F—%iEELFT., RE
URLZ>a—ROHYR—MLEFT, F—ILUTF-
8NIVa—REHRAELZET.

B =5

T+ ME L

F 7Y a3 & url

encoding-type

)y IR NOEK

L B
Complete Multipart Upload J 4 TX b >
CompleteMultipartUpload FUYORMIZEEERZI VT F—,
B:avsyt—
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B/ —R:1 2L E® Part X
wW/— R AL

T—ANR—MREEIZ7yTO—-—Rshd &
OSS i biREN 4 ETag fE.

ETag A =5
#/— R Part
7y T O—RENET—2/8— N DOIEMRIFERE
hda>v57+—,

Part B-ayvs+—
# 7/ — R:ETag. PartNumber
#7 / — R: InitiateMultipartUploadResult
/\0_ h%%o

PartNumber BY: B
)./ — K Part

BENEER

280 Bz
Ny NEZEIBELET,

Bucket B =5

#7 / — R: CompleteMultipartUploadResult

Complete Multipart Upload ') 4 T X h &R

OIEMI<FERShE VT —.
CompleteMultipartUploadResult B avyt—

%7/ — R:Bucket, Key. ETag. Location

|/ —R L

ETag (T T4 T4 27) & T2 x40 bO&
BREISIER s, AT x4 hDavTFUYER
TrEOICFERSNET. 7709 ML
Complete Multipart Upload )4 TR MNZED
WTIER S hE S, ETag DIERX, 7TV =¥ b
DaArTrYDOUUID TY, 0 ETag DIEZEE
FALT. #7220 bOOVTUIYNEESAT
WBNESIHAEHERTEET,

Bl 3575

#/ — K: CompleteMultipartUploadResult

FrzIcEREhi=4 7Y 2o bD URL 2i8EL
Location E'J'?ﬁo(ff—ﬁu

#7 / — R: CompleteMultipartUploadResult

Wiz (ZER S NF=A4T Y =V b O&AFI,
Key Bl X5
#7 / — R: CompleteMultipartUploadResult

RYGRICIVa—Re2A T&iIEELET. VY

IRMOF, ITVa— K24 THIBEShEES
EncodingType . Iva—REhEF—MNRENET,

Bl =751

¥R/ — R: Container

ETag
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R DT

- 0SS (£. Complete Multipart Upload )4 TX h&ZET L. RED/A— MERTRTH/N
—hM100KB LYKREWCEEZERL., - oEFshN— M) X MOEN—FESE
ETag #ANET. LEN>T, T—2NRX= &7y 70— RFBEEICE. = FEELITTERL
 N=KIREEICT7yTO—REhBETIT 0SS hrbiREN S ETag [EHECERT DUENH Y ET

- OSS @ Complete Multipart Upload ') 4 TR b OSUR(CFEFELN MY T, ZOBICY 547
Y A OSS ABIITERTH, U Y IR b OMRESEAITSIET .

SEET BN RM) R MONR—REEF, EGELTORLTHLAFVEEA (1 DEO/I—FESEMN1
T. 2D2BO/NR— I EEMN 54 L),

- Complete Multipart Upload ') ¥ TR hASEFEICHURE S D &, XIHT 57 v 7 H— K ID HNER)
LB YET,

-EALATY I MAERORGRS 7y 70— RID 2 0IEEbHYVET. WThhrOT vy TO0—
FIDATTLTH, £0A TV ) bOMBOT7y 70— R ID CHFEELFEA.

- Initiate Multipart Upload 1 >4 —7 =14 R #FUH L 1= & E(Z x-0ss-server-side-encryption ')
JIR Ay E—%IEEL IBE. OSS (& Complete Multipart Upload [G&~ v & — T x-0ss-
server-side-encryption Nw & —%jRL £9 ., x-oss-server-side-encryption OfEE. DA T
=7 MIERT Y —N"—RHIOBENT7TILIT) A LERLET.

- Content-MD5 )Y TR bAy A —%T v O0— RLEIBEE. A Content-MD5 AFHE =
T, WELRILTHINE S IR ESNET T, BEDIHBAE. T7—3— K InvalidDigest AR
=hET,

7l

)45 X bofl:

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>

<Part>

<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>

<Part>

<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>

<Part>

<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>

</CompleteMultipartUpload >
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R Y {EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example</Bucket>

<Key>multipart.data</Key>

<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3 </ETag>
</CompleteMultipartUploadResult>

CDAVA—T A REFERTSE. IBELE7Zy7O—RIDICEDSOWTRILFARA—R NPy TO— R4 RY
NERIEFTEFT, SILFARA— 7y TO—RARY MFIEERZE, FO7y 70— R ID 2{FEHAL TE
EE==TTERLLRY, 7yrFO—RENET—424 1= MEIBRENET,

)5 IR MBS

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

FrA DT

-RUFNR=K Ty TA—RA RV hEFIELTH, 7y T O— RhONR— MNIEBRshELA. L
=M>T, BET7Y £ ANFET B18E(&. Abort Multipart Upload 1 > 2 —7 = A R & {AEMIF
UTHL T, OSS DAR—RERZICV Y —XT30ENHYET.

-ANALE7y 70— RIDAFEELAEVESIE. T7—404 NMRENET, T7—3—R(&
NoSuchUpload T3,

(7l

SRRy W)Y

Delete /multipart.data?&uploadld=0004B9895DBBB6ECI98E HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 22 Feb 2012 08:32:21 GMT
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Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

R Y {EDH:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads 1 2 —7 =4 R &EHET % L. RTFOIRTOTILF A= 7y TO—RARY
M, DEYBBREShEAT T EEFLESATOROWIILFANA-RN7yTO-—RA RV NEYRAMNTEETT
., OSS A BbiREND U R MERIZIE, K 1000 HFORILFNR—=Rr 7y T O—RAvE—IUNERRENET
. OSSHBIREND YR MERDTILF/N— Ty T O—RAvtE—V¥EIRET IIESEFK. VI IR M
max-uploads /X5 A —4 —ZBIITEE Y, £, 0SS hdiREND X MERD IsTruncated B (X,
ZTOMDILFNR—= Ty TO—RAvE—IUNHINE S hERLET,

)5 TR MEX

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DOTARMTGA=2—

=T SieA

FTOxH MNBETIL—TUT B=DICERT S
XF, IEELETL T4 v I AN BBRIID
delimiter ¥ TORBEFOAT O =2/ METAR
TEZE®OY )L—7 (CommonPrefixes) & L THE
BELET,

B XX=51

1) TA ML TRENDTILF/A— K
Ty T O—RARY NORAE, IBEShTWA
WMEEDT T # )L ME(X 1000 T3, max-

uploads MfE(& 1000 LARICF 2 ENH Y £F

B =5

upload-id-marker /XZ A —& —L{EHZEHLE T
FAL T, BReh2EROMAMNELZIEELFT
. lupload-id-marker /X5 A —%2 —%:&EL T
key-marker WARWMBE., 7 TUERICE, HFENIEFOTA
TOA T 49 FEM key-marker /8T A—4% —
DIEEBA TS IILF/N— M Ry MRRE
nET, lupload-id-marker /X5 A —4 — %35

delimiter

max-uploads
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ELTWBIFE, 7/ TVERICE, HEAIEFD
TRTOAT Y =9 A key-marker /85 A —
B—DEEBAZTNDILFNRN— R NE,
AT 9 NEM key-marker /8T A —2 —DE
EELCEAT Yy T A— K ID A upload-id-
marker /KT A—R —DIEEZBA TSI RTO
RILFNR—KT7yvT7O—RARY MRFRRENFE
v,
B =5

RENDA TP 2) bF—ITIBEICHLETL T
1V ANTEEhEEWSFHREEALET.
TLT4v I REFERETZIIUMBIRENDF
—[ZEFOTL T4 v I RERENDLISEFR
LTLIEE,

B =5

key-marker /X5 A —4& —LBHEDE THEAL
T, RENBEROHBMNEZIEEL T Y.
key-marker #z&E L TL\A&\EE. upload-id-
marker (FEHE =N FET, |key-marker Z:&E
LTWBiHE, 7 TVERICE, HFERXIEFOT
NTOFT Y =9 bED key-marker DIEZEEZ
TUWBRILFNR=PRUYKNE FTVH M
M key-marker DEEELCEZNTy FO0— R ID
A% upload-id-marker DIEZEA T\SFTRTD
RLFNR=RT7yTO—RARY MRERENE
ER

B =5

BEhdaVTFUyYOIva—T4V7 LIV
—TAVITDEATEIBELES., £T7V 5 b
F—TI& UTF-8 XFAMEREhE A, XML
101ZE#ET(E, 0 ~ 10 ® ASCIL{EX BT XZER
E DEEDFIEHNF ORTIE Y R— bEh TOE
encoding-type HA. XML 1.0 ZBETYR— b Sh TR
NENFTT V20 MF—ICBEFEN TN BIBESIE.
encoding-type Z3EEL TREN DA TV 4
N—%I>a—-RTEET,
T — 2B XFF
TI 4 ME &L

prefix

upload-id-marker

BENER

HHl A

ListMultipartUploads 'J ¥ TR k DR OI&4H

ZEREhda YT+,

B avyt—

Y7/ — R:Bucket, KeyMarker,
ListMultipartUploadsResult UploadldMarker, NextKeyMarker,

NextUploadldMarker, MasUploads,

Delimiter, Prefix, CommonPrefixes,

IsTruncated, Upload

|/ — K A&L

Bucket Ny NEEIBELEY,

I
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BY: 375
#7 / — R: ListMultipartUploadsResult

BRENBERICBHFZ2IaA—TA 70814 7T
ZIBELFJ. VY IR MT encoding-type &
EEL LB, REhBERICHENT
Delimiter, KeyMarker, Prefix,
NextKeyMarker, Key %2 & 0EEMN I O— R
ThET,

BY: 3575

#7/ — R: ListMultipartUploadsResult

)X MADEIRA T 2V bORE,
KeyMarker BY: =75
#7 / — R: ListMultipartUploadsResult

DX NHOREBR7 v 7’'0— R ID OfUE.
UploadIdMarker B X F7
#7 / — R: ListMultipartUploadsResult

SEIREh G > ERNH BIHEE. WEUI T

A ME RDD I TR MZHIT S KeyMarker
NextKeyMarker NDfE%~Y NextKeyMarker BEENES TN T T,

BY: 375

#H / — R: ListMultipartUploadsResult

SEIREh G > ERNH BIHES. BWEUI T
AMSE ROV IR MEITS
UploadMarker @fa#%7~9 NextUploadMarker
BEARFINETT.

BY: 375

#7 / — R: ListMultipartUploadsResult

OSS M BiREN BT v 70— RDBRAH,
MaxUploads B B
# / — R: ListMultipartUploadsResult

RENEZTILFA=RTyT7O—ROERY X b
AV TOATLIAE SAEIBELET.

" true” (FRENEM>HERNH DL ER

L. " false” [FIRTOERMNMRENE=CEE

~LET,

BY: I FS BIIGME: true & false

T 7 # )L ME: False

#7 / — R: ListMultipartUploadsResult

RLFNR—K Ty 70— R4 Ry MY B1ER
DIEMIEREhda VT —,
Upload B.avyt—
Y7/ — R:Key. Uploadld, Initiated
#7 / — R: ListMultipartUploadsResult

RLFNR—=RKF7yTO— R4 RV NERAL =7
P 7Yy bOAEFL
ey B XXF5
##/ — R: Upload

EncodingType

NextUploadMarker

IsTruncated

RILVFNR=r7yvTA—RA XY +DID,
UploadId BY: =75
#2/ — K: Upload
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RILFNR—KTyvTO—RA4 Ry N DORAEE.
Initiated 7. /7
#2/ — K: Upload

FHA T

- "max-uploads” /%337 A—%—0DEEX{EX 1000 T,

-OSS A BIRENDERE, ATV ¥ MEOFENBFCESOWTRIETY X behEd, RALA
7oy oGS BREIBEOFIET) R bERET,

-prefix RS A—R—%FRT DL, Ny MDA T ) Ve IL—TEMNTRRICEETEE
T (T AT —HEERICATOE),

- List Multipart Uploads ') % T X k&, prefix, marker, delimiter, upload-id-marker, max-
keys D5 DDV IXAMRTA=R—PRYR-—FENTNET, ChDD/NTA—Z—DHEAS
DEICEDNWT, ILFA—rTyTO—RA RV MNERESLTENOY TV EREBI-HDIL
—LERETEEY.

il

)5 TR bl

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

& DOB:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListMultipartUploadsResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket>oss-example</Bucket>

<KeyMarker> </KeyMarker>

<UploadidMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>

<Prefix> </Prefix>

<MaxUploads>1000</MaxUploads>

<IsTruncated>false</IsTruncated>

<Upload>
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<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DCAC8 </Uploadld>
<Initiated>2012-02-23704:18:23.000Z </Initiated >

</Upload>

<Upload>

<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </UploadId >
<Initiated>2012-02-23704:18:23.000Z < /Initiated >

</Upload>

<Upload>

<Key>oss.avi</Key>
<UploadId>0004B99B8E707874FC2D692FA5D77D3F </Uploadld>
<Initiated>2012-02-23T06:14:27.000Z </Initiated >

</Upload>

</ListMultipartUploadsResult>

List Parts

ListParts A~ R&FRT S L. EEICTy TO—RENEEFEND 7y TO—RID DFRTO/N—KrE)
ANTEFEY,

o IR MBS

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DOITAMTA—R—

Al A
RILVFNR=K7yTA—RA XY rDID,
uploadid B X251

FIAILME BL

0SS OIWE TR =N B /38— b DEAE.
max-parts Bl B
T 7 #JL ME: 1,000

FED Y A b OFRNVE. /X—hE £0/8—=h

BENCONTA—E—DIELYKEWBFEIZD
part-number-marker HYAMESHET,

B B

T AL ME &L

BRENDAVFUYDIVA—FTa4 T EIVT

encoding-type —F AV IDEA TEISELET, £T0 b
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F—T(& UTF-8 XEMMERhET A, XML
1.0 EETE, 0 ~ 10 ® ASCIL{BE L FH
E DREDHHHNF ORI Y R— hShTuhvE
HA, XML 1.0 iZETHR— b ST
XENATY 29 ME—I2BFEA TN BIBEEE.
encoding-type ZiEEL TRENBF TP 24
h—%2T>a—RTEZEY,

T—42 8 XF5

T7FILNME B®L

SEODER

=
28 #8H
List Parts ) T X M DEROIBMIZFERHSN B
avTr—,
B oyr—
. H 7"/ — R: Bucket, Key. Uploadld,
ListPartsResult PartNumberMarker,

NextPartNumberMarker, MaxParts.
IsTruncated. Part
W/ — R L

Ny NEEIBELET,
Bucket B =5
¥R/ — R: ListPartsResult

BENBDERICBFZ2IaA—TA 0708147
iIgELEY. YU IR MTencoding-type %
R LiBA . BEhBERCHNT Key &

EncodingType I a— RxhET,
B =5
¥/ — K: ListPartsResult
TTo Y MR,

Key Bl =51

¥R/ — K: ListPartsResult

Tw7O—RARY M D ID,
UploadId BY: =75
¥/ — R: ListPartsResult

) 2 MERRO/— MEEORIAAE.
PartNumberMarker RY: BREG
¥R/ — K: ListPartsResult

SEIREhBM > =ERAH DIBE. BBV T
AMZEE ROV ITAMZEBITS
PartNumberMarker O{EZ 7~

NextPartNumberMarker NextPartNumberMarker EENESE N,

B BH

¥R/ — R: ListPartsResult

RENED I IR MIFBREND/8N— MDOBRAE
MaxParts

BB
¥R/ — K: ListPartsResult
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List Parts (CX§ L TIRENF=ER ) X MDY 15
THONTWBEMNESH, " true” ([IREhAEM
S2IERNHB L ERL, " false” (FTART
IsTruncated DEEMEENEC EERLET,
B BIZE =5 BRRE: true & false
¥R/ — R: ListPartsResult
N— MEROBMICFER<ND > TF—,
B =5
Part 7"/ — K: PartNumber, LastModified.
ETag. Size
¥R/ — R: ListPartsResult

/\°_ h%%o
PartNumber AU BHY
¥R/ — K. ListPartsResult.Part
R—rO7v 70— REE,
LastModified B BT
#7/ — R: ListPartsResult.part
Ty TO—RENE=A— DoV TUYRHD
ETag &.
ETag . Y
¥R/ — K. ListPartsResult.Part
TyvTO—RENE="— DY A X,
Size BY: B
¥R/ — R: ListPartsResult.Part

FrA DT

- ListParts Tl&. max-parts & part-number-marker ® 2 D209 TR /YT A =% —mH7R— |k
ShTWET.

- max-parts /X7 A—4 —O&EXEZX 1,000 T, 774 MEH 1,000 T,

-0SS hbIREN BERIF. N—MESITESWTHIETIR MEhFT,

-3y NT—VIRIETI T —ARET 2OlREEN H 57z, List Parts DR (/X— MES L ETag 1B)
Z{FF L T Complete Multipart DEA&/X— M) X b EER LGN LEHEDHLET,

(7l

)45 X bl

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:4qOnUMcOUQWgkz8wDgD3lIsa9P8=

& DH:
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HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListPartsResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com" >
<Bucket>multipart_upload </Bucket>

<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>
<NextPartNumberMarker>5 </NextPartNumberMarker>
<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>

<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified>
<ETag>&quot;7265F4D211B56873A381D321F586E4A9& quot;</ETag>
<Size>1024</Size>

</Part>

</ListPartsResult>

Cross-Origin Resource Sharing

CORS (Cross-Origin Resource Sharing) #fEF3%&. Web 7T U= a MO RAS VDY Y —X
T ERATEDELSICRYFET., T0O CORS DY R—KMKY, OSS TlE, &YFEG Web 77V 7 —
VavORENARRENET, OSSDA V8 —T A REFAL T, JARRAAS VTV EADSELER
EREBHRICHEHTEET.

PutBucketcors ¥ {Ex AT 2 L. IEELENY Y D CORS L—IILEHBETEET, TTOIL—ILNTFET
PEEELEEETENET,
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YJ IR MBX

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>

<CORSConfiguration>

<CORSRule>

<AllowedOrigin>the origin you want allow CORS request from </AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>

<AllowedMethod>HTTP method</AllowedMethod >
<AllowedMethod>...</AllowedMethod >

<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>

<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>

<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>

<CORSRule>

</CORSRule>

</CORSConfiguration >

Dy IR MDEE

B0 B WIR

CORS IL—IDa>T+—, NN\

Ty NTEIZERKI0DIL—IL
CORSRule NEFREnET, (YA

#Y: container

# / — R: CORSConfiguration

JARXARAS Y H IR MDEF
AEhTWdF N VERLE
¥, EHOEREFERL T, 7
AEhdt )Yy EEEIEET
=¥, FIL—ILTIAILR
Ah—K " "% 1DOFHTE
9. " *F"HAIBESATNS
8. IRTOXYTrms A
ARAA VY S IR MAFE S
hZEY,

BY: string

¥1/ — K: CORSRule

AllowedOrigin (F0N

HDORARALVYS TAKNTE
AllowedMethod AEhdAYy REIBELET (XN

°
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AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

RHAR DT

-FT 74 NTIE, CORS (F/1\4Yy K TERIZAE->THY,
DO UREIFEShET,

BY: enumeration (GET, PUT,
DELETE, POST. HEAD)
¥R/ — K: CORSRule

OPTIONS 77 zyvFavYv
R Access-Control-
Request-Headers TiIEE=h
Ay X—%FRTHMESH
ZHMEL F9. Access-
Control-Request-Headers T
BESALEEZEAY T —N
AllowedHeader ML —ZL
TLWBRRERHYES, Bl—
LTOAILRA—R "™ "%1
OERTEET,

BY: string

¥/ — R: CORSRule

JSEANY A—FIEEL T, 21—

Y—T7T) 5=y

(Javascript @

XMLHttpRequest 7Y = 4
MrE)MDBTIEATED L
S1ELFEY, TAILRAH—FR
U EERTEER AL

BY: string

#7/ — R: CORSRule

BEDYY —RIZWTET T
H—7'1) 7 £ v F (OPTIONS)

DJIXMNDERDF vy a
HE#EEELTY. BEWT
9, CORSRule T& (21 ofg

ECEET,

BY: integer

¥R/ — K: CORSRule

N4y @ CORS IL—ILdO
VT F—,

BU: container

W/ — R L

(RYAY-4

(AYAY-4

(RYAY-H

(=qA

IRTOVARRAA VI ITA DT

-7 77U — 3> T CORS AT 3(2(E (775U H—0 XMLHttpRequest #EE%FERAL T
www.a.com M OSS [TV ERFTBIBEHRE). DA VA2 —T x4 A%&{FAL TFEIT CORS
L—IL%E7y7O—KLT, CORS Z2BMIZTI2MENHYET, COIL—ILIF XML RF 1 AV

NMZEERALZET,
- &/ @ CORS

(X468 CORS L—LIZ &> TIBESNET, N7y hNTEIZERAX 10D

L= EFaIEnET, 7y TA—RFF 25 XML RFa A2 MMEIY A XA 16 KB LI TH HBEMN

HYETY,
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-OSS (X, VARRALS VY H I AN (FzZOPTIONS UHU TR N) 2FT L. Ny bd
CORS IL—ILE5HENY . BET PIEREEREL TS, ZIL—ILEZ|EBEICHNT, RPOIC—HLE
L—LEFBLTYIIZAMEFERL, WIHT 2Ny A —2IRLET., —HT DL—LNENES
. CORS ANy A —lFBRFLFEHA.

-CORS L—L=—HT BI2F 3 DDFMEFH L TLWBIRENHYET., FT. UI/IX D
Origin A% AllowedOrigin & —ZL TLWRMERH Y ET, RIS, UIIZX DAY v R (GET,
PUT 7% &) ¥, OPTIONS U4 T X h® Access-Control-Request-Method ~v & —[ZXFIHT % A
Vv KA AllowedMethod & —3IL T2 HENH Y FJ ., FIEIC. OPTIONS UV TX bD
Access-Control-Request-Headers [C2FE N T\ EA v X —nHt AllowedHeader L —EL TL\3
WENHYET,

-Content-MD5 U TR hAy A —%T7 v FO0— RLEEEE. AXD Content-MD5 AEtEEh
T. @ENEILTHAMNE SO HERShET. ERBIBAEX. T7—3— K InvalidDigest YR
=hET.

7l

/4w M@ CORS JL—ILEBINT 24

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>

<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>

<CORSRule>

<AllowedOrigin>http://www.a.com </AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration >

BB DB
HTTP/1.1 200 OK
x-0ss-request-id: 50519080C4689A033D00235F

Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0
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Connection: keep-alive
Server: AliyunOSS

GetBucketcors #{Ex{FERT 2 L. IBELENYT Yy NDOIRTED CORS L—IILEEETZET,

)H TR MEX

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

WHEDER

B0 =HiiA

CORS L—Ipa>VT+—, Ny hTEITEK
10 DL—IAHFTShET,

#U: container

#% / — K: CORSConfiguration

JORRAAS V)G IRMEFITENRTWS A
CUERLEYT, EHOBREFAL T, HFas
hdF )Y UEEEIEETEET, BIL—ILT
JAILRA—K "* "% 1DFEATEET,
TR UAIBEENATWBIRS. IRTOFIUD Y
DYUOARAL VY TRAMHFTENET,
BY: string

¥1/ — K: CORSRule

JORRAALS VUG ITZANTEHAIENZ AV v R
EIEELET.

AllowedMethod #: enumeration (GET. PUT. DELETE., POST,
HEAD)
¥R/ — K: CORSRule

CORSRule

AllowedOrigin

OPTIONS )7 z v Fa< > KM Access-

Control-Request-Headers TIEEE =~y &

— AT ANE SHEHIIL EY. Access-

Control-Request-Headers TiSEE =&~y
AllowedHeader A —i AllowedHeader OfEE —EL T\ 2 E

NHYEST, FIL—ILTIAILRA—K ™* "%

1 DFEATEET,

BY: string

#7/ — K: CORSRule

IBEANY XA—FIBEL T, 2—Y—-n"7T 75—
3 > (Javascript ® XMLHttpRequest 7Y
TV MNRE)MBTIEATESLSITLET,
JAILRA—R " " EERATEEEA,

BY: string

#7/ — K: CORSRule

ExposeHeader
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BEDDY —RIWTR3TSH9H—T YTy F
(OPTIONS) U4 TR b D&ERDF v v ¥ 21 HIRS
IEEL 9. BfUEFTY, CORSRule T &

MaxAgeSeconds (C1-ofgmcEtd,

BY: integer

#7/ — K: CORSRule

N7y h® CORS L—ILDaAVTFH—,
CORSConfiguration BY: container

|/ — K &L

FHA T

1Ny AABFEELRWMESIX. T5— “404 no content” MIREhFEI, TT7—a— K&
NoSuchBucket T3,

2.CORS L—LEBBTEDZDENT Yy MA—F—FEFTY, BOI—HF-—NFRRLLILT DL,
I 75— 403 Forbidden ANilR=hFd, T 5 —2— F(& AccessDenied TY,

3. CORS L—IANFEL B LMBE (&, ” 404 Not Found” Io—MRENFET, T7—a3—RI&
NoSuchCORSConfiguration T39,

1

)45 TZ bOF:

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

IGE DB (CORS L—ILABEISEFEESN T\ BIRS):

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>
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Delete Bucket cors (T % &, F8EL /N v T CORS #Eex ML T, I XTHOIL—ILEZHIFRT
TE9,

YJ IR MEBX

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

FrA T

SNy NREELZWESE. T5— “404 no content” MIRENFET, T7—a— KRIE
NoSuchBucket ¢4,

- /N7y b CORS L—LERIRTEDDR>NT Y A —F—EFTT, BONDLDTEEWNTY
NEIBEL £S5 &3 3&. IT5— 403 Forbidden AiREhnEY, T5—— K& AccessDenied
TY,

Bl

V9 IR Ol

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

E DF:

HTTP/1.1 204 No Content

x-0ss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

TSHHF—F, YORRAA VY IR MNERETREIC. FEOF YV, HTTP AV vy R, Ay S —IF
WESTLT )T 54 NS IR (OPTIONS) % OSS ITIEEL T, EEOYHI IR MNEEETEINE S E
RELET,

OSS Tl&. PutBucketcors 1 2 —7 24 R&{FHAL TNy NTCORS ZBMICT I ENTEET,
CORS BT DL, T39I —DT VIS4 NUSITANEHFATINESHAMN, IBELEL—ILIZE
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DWTFHMAiE B L5 I12HRYET, COUY IR MEFT SR WMGEERS. CORS NEXIZHR > TL\DI58
[&. I 5— 403 Forbidden MNiIRE=h £,

YJ IR MEBX

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

DO IR MAY A —

AT Bl

DOIXbOANOY, JARRAA VYUY TR
NEEHBIT B0 ICERENET.

#Y: string

T AL ME &L

EEDUIIXMTHEAEIEAY Y R,
Access-Control-Request-Method Bl string
FIAILME RL

EENY Y IR MNCERSNI Ay & — (B4
ANy A —(FR<),

BY: string

T4 ME &L

Origin

Access-Control-Request-Headers

JBEEAY & —

AT Bl

DOIRRNZEENDAVD Y, SOANYE—(E
. COYY IR MFAEhBENESERERE
TA,

BY: string

DY TANTERAEND HTTP AV v K, 2O~
yA—F, TOYUY IR MBFTSALEMESE
BFELFEA,

#Y: string

O IRMIEENBZIAYSE—UR N, ElFEh
TWBAY A =N TR MIBAEARTNIES

Access-Control-Allow-Origin

Access-Control-Allow-Methods

Access-Control-Allow-Headers F. SOANYE—FEFENT. YU IR IHYEDS
=h¥E7.
#Y: string
9 247> hD JavaScript 77 ) ir—> a v h
Access-Control-Expose-Headers BT EATERDIANYE—I)X N,
BY: string
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TIOY—NTVT T4 MERENY T 7 —IZR

Access-Control-Max-Age KT BHpR, B TY.
#J: integer

Bl

)45 TR boF:

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

& OB:

HTTP/1.1 200 OK

x-oss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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