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OSS API 3 t5iEif

PIEZXSSAFHEIRSS ( Object Storage Service , fEJFROSS ) , BMEZRIIINEHAGEE , &£, BRE , &

RN FERS. AP LIBI AR MRV BRAIRESTIulEED , FE(HEE. Hats, FHOERMNIRE
LT BRI AR, ET0SS , BRALEZHSMSHAs=/MuG, M, MAMEWESESHFET

AIREIERIARSS .

RIEFANE T EMRORBEKIEL. BRF. RERA , DIRERZONIEESNS | BUEREE
TZRFF RSB =T 5AREEM.

BRI LR , BRSO THROSSF MR, SERiMY T IEES=.

APIHESE

EXHER

A PHIAT—EARIEESEO0SS EAXHE

KTFServiceF{E

API KA

GetService BRiZMKF TErEBucket
FEFBucketfHiR{(E

API R

Put Bucket Bll#EBucket

Put Bucket ACL ZEBBucketif AR
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Put Bucket Logging
Put Bucket Website
Put Bucket Referer

Put Bucket Lifecycle
Get Bucket Acl

Get Bucket Location
Get Bucket Logging
Get Bucket Website
Get Bucket Referer
Get Bucket Lifecycle
Delete Bucket

Delete Bucket Logging
Delete Bucket Website
Delete Bucket Lifecycle
Get Bucket(List Object)
Get Bucket Info

KTFObjectiUR{E

API

Put Object
Copy Object
Get Object
Delete Object
Delete Multiple Objects
Head Object
Post Object
Append Object
Put Object ACL
Get Object ACL
Callback

FFEBucketH&

REBucket HERSRUHEERT
REBucketdIBH AT SERIN
1REBucketObjectiy4-apEHARIN
$R15Bucketipz[AJtpR

$R15BucketfT BRI MUEER
EEBucketlipR HEEE BN
EEBucketlIERSMUHEENAZS
BEBucketRIBI AN
BEBucketObjectfy&Ap AN
MFRBucket

KABucketizia) H&ZICRINEE
KiFIBucketfIFRSMILTEERT
fHIp&BucketdhObjecti4An R EBRANY
$R18BuckethFTBEObjectiIER

$£EXBucket(z 2

R

LfEobject

#IL— 1 objectpkFB7h—"object
FRENObject

fHERObject

s Object
5%180bjectiimetalS2
fEAPost_E{&Object
fEObjectEIEMN_LIE4UE
REObject ACL
FRENObject ACLIER
LR
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J%FMultipart UploadfigfE

API

Initiate Multipart Uploade
Upload Part

Upload Part Copy
Complete Multipart Upload
Abort Multipart Upload

List Multipart Uploads

List Parts

ESIEIRIZ (CORS)

API

Put Bucket cors
Get Bucket cors
Delete Bucket cors

Option Object

BRI

- APIFIRSHR
- API Explorer
- APEEIRAF

el

P ERIIE

115

¥IgaMultipartUpload=s5{4

PR EAESH

PREH L&
SERREEAN S IMultipart Upload Ef&
EiEMultipart UploadZs{4
BHIHAERITHRRIMultipart UploadZ4

Byt Upload IDAT/ERIFTE B& L&D
Part

i35
EIEEBucketizE— 1N CORSHIFRNY
SEEEERIBucket B ETHICORSHIN

KIAHEEBuUCcket I RIAICORSIREHEZATEHINY

iR preflightiEsk
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OSSiEid{#FFAccessKeyld/ AccessKeySecret IFRINERAY G AREUER MEKIAXE SD. AccessKeyldFd
TP |, AccessKeySecret@FAF AT INESZFRFEFIOSSARIEEZFRIENZH , H
AccessKeySecreth/lifRE , RBFFFOSSHIE. AccessKey tRIEFMBWSHIKEBMX

- IR =K AccessKey : SMTRE =M SIRHAYACcessKeyIHBXHBERN R RE 2R

- RAMIKFAccessKey : RAMIKF EFTEE =S RINER , FriffYAccessKeyilB X E R RIRERTIR
YERUR

- STSIERNEIEEIE : HIERMKSHRAMKS AR, , ATHRYAccessKey R ERBINHB T ERIR
PREARIERIR, 1SHAINPRUIE],

FFIEEEE 0SS M EiaRSHIRIE

HBAPELUNASHROSSKIXEKRE , FEEFTEREANERIZIBOSSIEEISNEREZFRE | ARE
FiAccessKeySecretXd&Z FRIEBHITINZETEIIETS. OSSWEIEKRLE , S@idAccessKeyldiEIXTRAT
AccessKeySecret , LARFEHIS ARG B FRTERFNICIERS |, AR EHRAVIGIEBFHREAI—HEERARIZIE
KEEHH ; BN, OSSHELAMERURIERK , FHREIHTTP 40348iR,

{EHeaderh g 53

FIFEILATEHTTPiE kR0 Authorization fJHeaderskB &% % ( Signature ) 58 , RIFX/NEHEEHIFN

Authorization==Bh+ &A%

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

- AccessKeySecret RRERFIEAIZH

- VERBZR/RHTTP i&kfIMethod , FEHPUT , GET , POST , HEAD , DELETESZ

- \n RBATRF

- Content-MD5 FRRIBKABHIEANIMDSE , MEERE ( FEIELES ) iHEMDSEIXE 128U
] |, Wiz FitiTbase64wmi3mMiSal, ZERLATRTEEEEANE (HRABSEESRE
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—&1) , 20" eB5eJFlptWaXm4bijSPyxw==", BaJLIAZ, 1FIESERFC2616 Content-MD5
- Content-Type XRIEKANEHIZEA |, 40" application/octet-stream” , BAJLAKZ
- Date FRILRIRIERIRTIE] , BRAGMTHERL | @0” Sun, 22 Nov 2015 08:16:38 GMT”
- CanonicalizedOSSHeaders &L x-0ss- ARIZRAYhttp headerfY==BaFHES!
- CanonicalizedResource FRFEFEEISEAIOSSHEIR

Hrh , DateflCanonicalizedResource ARBEAZ ; A1RIBKFAIDatedFBF10OSSIRSE2EAIRTIEIZ 155 ¥ LA b
, OSSERSSe8151E481ZARSS . FHREIHTTP 40345i1%.

$¥g7ECanonicalizedOSSHeadersf{ /5%

FrBLA x-0ss- ABIERAIHTTP Headeri#rsCanonicalizedOSSHeaders, SHIMES RN :
1. BB LA x-oss- SRIRAIHTTPIERLIEFHEIRAL NS . 21X-0SS-Meta-Name: TaoBao¥&1py,

x-0ss-meta-name: TaoBao,

2. MNERBEKEZLASTSIRBAIACcessKeyldFIAccessKeySecret &Ki%RT , iFEEIGIRBHIsecurity-
token{d , LA x-oss-security-token:security-token R I A RIS ZF /&8,

3. B E—ERRAEHTTPIER IR E FRIF HEH T FHET.

4. MFRIBHRLFAAS Z B FRAFRimHIANEEZE, Wx-oss-meta-name: TaoBao¥&ipy, : x-0ss-
meta-name:TaoBao,

5. BE— LN ER \n DR o R ERAERICanonicalizedOSSHeaders,

R

- CanonicalizedOSSHeadersa]LANT , ITTEFINRGEH \n.

-WNERAIABF— , W0 x-oss-meta-a\n , FEEREAI\N.

-MNERBZ , M0 x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, ;F=Z&EHI
" \n"

f¥gECanonicalizedResourcefi/53%

BRARXEKRPEIFIINOSS Bir& RiFR ACanonicalizedResource, BRIEESENT :

1. ¥§CanonicalizedResource B Z=F/HE "" ;

2. FINEiRAERYOSSHEIR /BucketName/ObjectName ( FoObjectNamell
CanonicalizedResource/J" /BucketName/ * , AR ERFBi&EBucketNamellls “/" )

3. IRIB KR REIE FRIR(SubResource) , BPAKFTBINFRIFIZIRFHE , WINEIXHFIFLL
& A PRFFERTFEIRFRTE, £CanonicalizedResourceFRFERERIN ? I FRIRFRR, IS
AYCanonicalizedResourcetll : /BucketName/ObjectName?acl&uploadld=Uploadld

4. (NRAFIERIEISE T EIRAFFE(QueryString , tBIYHttp Request Parameters) , BRAGIXLEE
HFRIEREERERER FHFE , NNEIKHS , L & ADIRET | IRESERME
CanonicalizedResourcerf, IttAfAYCanonicalizedResourcedll
: /BucketName/ObjectName?acl&response-content-
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type=ContentType&uploadld=Uploadld,

- OSSHRISHGFAIFHIR (sub-resource)B1&
: acl, uploads , location , cors , logging , website , referer , lifecycle , delete , append
, tagging , objectMeta , uploadld , partNumber , security-
token , position , img , style , styleName , replication , replicationProgress , replication
Location , chname , bucketinfo , comp , qos, live , status , vod , startTime , endTime , s
ymlink , x-oss-process , response-content-type , response-content-
language , response-expires , response-cache-control , response-content-
disposition , response-content-encodingz%
- F&iE(sub-resource) g =FhERY
- BEAHR |, WFEIEFRacl , append , uploadld , symlink& , ¥ FBuckethd
BEFIXTObjectiVIR(E
- IExEIR[EIHeader=Eg , 4l response-*** %0 GetObjectfy Request Parameters
- 37f4% ( Object ) M5, , 0 x-oss-process , FEFHAMMEST, , NEELE

g k=S

1. BBRFFRFEBEVMA UTF-8 18R, SBPXFRINEZFRBOmITiHiT UTF-8 w5 , BS
AccessKeySecretit EREEA,
2. ERMGERRFC 210452 X AIHMAC-SHAL 5% |, EifKey A AccessKeySecret'
3. Content-Type 1 Content-MD5 fEEKRHP AR , (BERNRERFESZIIE , EANELL
1TRF \n K&,
4. ERFEIEHTTPIREE X fheadersh , RBLL x-oss- FFekfheader , EEMARZF/FE ; HitbiE
HTTP¥rAEheaderi&# OSSZEE ( 40 LFIFhfIx-0ss-magicREEEBINANRZFEREN ) .
5. LA x-0ss- FFekRheaderE & BRI TR 2 S LA TS :
- headerIZFEELM/NE,
- headerik=HFB/INEIXHRF.
- &lheader nameflvaluefYESHIFFEERTIE,
- B M HeaderZ [FERE—METR "\n" |, IRIKB
Header , CanonicalizedOSSHeadersstig & A=,

o=t

BRa0AccessKeyld2” 44CF9590006BF252F707" , AccessKeySecret2
" OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”

BR EEFHRTEAR BRFHES

PUT /nelson HTTP/1.0 Signature = base64(hmac- “PUT\n

Content-MD5: shal(AccessKeySecret, eB5eJF1ptWaXm4bijSPyxw=
eB5eJF1ptWaXm4bijSPyxw= VERB + "\n” =\n

= + Content-MD5 + "\n” text/html\n
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Content-Type: text/html

Date: Thu, 17 Nov 2005 Thu, 17 Nov 2005 18:49:58
18:49:58 GMT + Content-Type + “\n” GMT\n

Host: oss-example.oss-cn- + Date + "\n” X-0ss-magic:abracadabra\nx-
hangzhou.aliyuncs.com + CanonicalizedOSSHeaders oss-meta-
X-0OSS-Meta-Author: + CanonicalizedResource)) author:foo@bar.com\n
foo@bar.com /oss-example/nelson”

X-OSS-Magic: abracadabra

AL AAITEEE (Signature):
python7~fIHLES :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext/htmN\nThu, 17 Nov 2005 18:49:58
GMT\nx-oss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

EA(Signature)ItELEERMNIZ A 26NBxoKdsyly4EDv6inkoDft/yA= , A 9Authorization = “OSS “ +

AccessKeyld + "+ SignatureffLA&fSAuthorization/g “OSS
44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #AfGHN_EAuthorizationskRABREFTELR
ERTER

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

MO

1. ANRENBIAccessKeyld A fFfEainactive , 1R[Al403 Forbidden, #5iRf3 : InvalidAccessKeyld,

2. ZRFERLFAuthorizationERIRER AT , iR[E1400 Bad Request, (HiRED
: InvalidArgument,

3. OSSFERNBEKRERERAHTTP L1YEIERIGMTREET. He , HHIAEILA « datel =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) EIARHEA& =+ , “X" B
(ZSERE "2 DIGIT" , AL, “Jun2” | “2Jun 1982" 1 “2-Jun-82" #BRIEEHHAER.

4. INREZWIFRAHE | kPiRBEN\Dates EEALEH , IR[E1403 Forbiddent&iR, fHIRA3

: AccessDenied,
5. e NIEKAYBT RIS FE OSSR S 2R SRRt Al Z fFRIL5 5 #PLAR , BNIR[EI403 Forbidden, fHiIRAD
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: RequestTimeTooSkewed,

6. AN AccessKeyldRactivefy , {(BOSSHIFTREFRNERAESZiER , NiR[E403 Forbidden , FH1E

R[EIZ5FFRresponser &R IERIR T IIENNZRISE /R, AR LURIEOSSHY

responseX(iEH RIS R FATRESIER. RERM

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c¢ 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>
<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld >
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwUv8=
</SignatureProvided >
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

/=7
- OSS SDKEELIER , FAFEAO0SS SDKAREXTE R, WREE THREMESHE
B, 1I55E 0SS SDKAYAS, OSS SDKEZ LIRS T ¢
SDK Fog=ul
Java SDK OSSRequestSigner.java
Python SDK auth.py
.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php
C SDK oss_auth.c
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JavaScript SDK clientjs

Go SDK auth.go
Ruby SDK util.rb

iOS SDK OSSModel.m
Android SDK OSSUtils.java

- LIRESSTIELS |, 51E10SSHR SignatureDoesNotMatch $8iRAt , iS5 A4S TH
INSBHHERER.

=]
Content-MD5SEIHE 5%

Content-MD5/SIHE
LUBBAZE/9"123456789 ki , itEIXMNFRFERIContent-MD5

IEHRITET -

NERENNEEERRRHME |

1. SEitEMDSINER " HHIEAE (12841 ) .

2. BTt Tbase644mhY ( MIARINI 32 RFERRAT ) .

LAPythonAf5lF :

TERTERIRIES

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

EEIE

IERHYR : hash.digest() , TTEHHHERAE ( 12847 )
>>> hash.digest()

'x\x1e” $]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

BEIEREEEITEHA3 2R RRIEH {Tbase644RHD.

flan , $ERAYE : hash.hexdigest() , 1HESZRIRT NAI3 2T ERRD
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

EIRAIMD 5B Thase644RIDEAIEER

>>> base64.b64encode(hash.hexdigest())
"NzgxZTVIMjQ1ZDY5YjU2Njk30WI4ANmUyOGQyM2YyYzc="
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FURLHEEER

1% 7 ff5FIAUthorization Head , FIFYARTIUZEURLEFIMN &I, , IXEEFIF BT UEIZURLEEL S =700
BRI,

SCELS L

URLEZ73:4:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4

%3D

URLER , WREMDE S Signature , Expires , OSSAccessKeyld=/"&#],

- Expires XPMSHAVEZE—UNIXEYE ( BUTCRYEI19705F1 B 1S FRR0F 4L , ERwiki ) , BFiR
RiZURLAYEERTAYE), 2NSROSSEUEIXMNURLIEKRAIIHER TEZ P B SHEXpiresSERY , NIR[E]
EREBAHIGEIRAD, B0 - 2FIEdER1141889060 , FFAEFELIE—60FEENRMAY
URL , MIaTLAiR EExpiresht[a)91141889120,

- OSSAccessKeyld BlZ$H+AIAccessKeyld,

- Signature RRERER. ATBRIOSSIFAIBEKFZMHeaders4y , FEURLFFHITE BN AT
Headerh B &8 ZIWEIZEA—IE,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

Hr , Sheaderh & SERBLEEXFIANT :

1. BEURLEEEERT , ZRIRIDateSEGRMKEXpiresS&E],

2. AHSEREURLAIHeadF &R,

3. AIRIENHISignature , Expires , OSSAccessKeyld BEIARIE—IR |, LASE—IR I,
4. {ERFIIEEKIT B EEE T Expiresitia) , AEHERIESS.

5. BEFFREBBurlET , JEEESurli#fTurlencode

- IEFTAFPURLEZRT , BEHET security-token , #=a0F -

10
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http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT2
72YEAiv4%3D&security-token=SecurityToken

HUCES

URLFRIIERRIpython~Hlfig

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

R
- FEApythonBY=EHED
- OSS SDKARRHt TIRMHURLE RIS E | (ERZIAIBTSESDKMM R FLAET &7
- OSS SDKRJURLE R LI , IESE TR
SDK URLEE 5% SERSZ {4
Java SDK OSSClient.generatePresign 0sSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK (?SsriCIient.GeneratePresigne OssClient cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object,s
C SDK 0ss_gen_signed_url oss_object.c

e
T
1. ERREURLPERIIAT | SRR BB LARBREEE BN L | BTRSTHh AKX
2. PUTAIGETiEREBSTHFEURLFE R,
3. FEURLFINERZRT , Signature , Expires , OSSAccessKeyld|IfFFRTLAEH, , (BE24NR

Signature , Expires , OSSAccessKeyldf/bEHI—Nai&E 2 , IR[E1403 Forbidden, &R
: AccessDenied,

11
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4. ANERA B RIRTEIM T AR iR ERYEXpiresEta , iR[E]1403 Forbidden, $EiRT5
: AccessDenied,

5. WNERExpiresATEN& TSR , IR[E403 Forbidden, $EiR%3 : AccessDenied,

6. WNERURLFHE &£ #4Signature , Expires , OSSAccessKeyldhgg— e &Z S , FEHead$thE
BEEEE | IREHE400 Bad Request, $£i2f5 : InvalidArgument,

7. EREBFTERRT |, BRDatetli=Z AL ExpiresBE5h , I%AB & content-type, content-md5%& &
THENIHeader, (IBEKRFERIBAEDateixXMEKL , (EAEEREDateIINEBZZFTEF )

IimATRZGAIE]

STST v

OSSHILAUEBI IR =STSIRSS |, IGRTHTIERGAIE], FIERZ=STS (Security Token Service) EA=ITERFIRH
IERTHIA<SEAIWebiRSS. BIISTS |, EalLIAS=ANEsBINEF (BRSO HEEECSER ) Mk— 18
E N FFIABRAAIEENE, $5=75 N s EAFR A el LAERIZiA I S B A AR E == RAPL , 5&{HFEM
B R HAISDKEH R == AP,

EAFTEEREAIKIIZN (AccessKey ) (BB =77NA , AFBEN—MEASHEFGOERLESE
=75 FAR0A],

XA REANTHIEAUR R B XERRER T LIRS B E X
BAFTEXROBPRIFER |, hia<SRSEIEm B RN,

LappRiFAMI , RREFZINTE

2.3 & AssumeRole

L AppR R R (4 % S K o i 39 )
M2z —| 215
AR A B ASTS i L 3E FISTSHEAE
gz
5. AL % (R AISTS SE4E B T #7547 A #9055 API i £
0SS
BERAFEMARAANT :
AppAFER.

12
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ZFRECEEAppAF , BENBHERERS , Al LUFERINEWebMS8,0penlD, MWFEMNE
BIApp KN , AppServera LARBLIMEE X HEMNApp AR IR/INMAIEINR.

AppServeriEKSTSIRSZIREN— 1N L2 <k ( SecurityToken )
FEREFESTSZAI , AppServerEEREApp P IIR/IMAIERSR ( FPolicyiZiAfiA ) ANRIEIRAT

HARYiE), BT IHASTSHIAssumeRole (IERAR ) EOFRKNZ 2. ABEESHERBXAE
IFSERAMERISETHIABEE,

STSIR[EIZ5AppServer— MNERNAEIAIEIE , BIE— 1L e S (SecurityToken), IIEATIHEZES
( AccessKeyld, AccessKeySecret ) LARziSTHARtE],

AppServerigipia)/EibR B ClientApp.

ClientAppE]LABTEHXMEIE, HEIFSMAT , ClientAppEERAppServerBRiEHAIARGAEIEIE
. Hetn | BIEEEESHIA LN , BRAClientAppR LA 30 #hEAppServeriE K E 5L,

ClientApp{EAAMEFRIAEIEIEXERKAlibaba Cloud Service API, =AREZSRKNSTSIHEIEIE
 HEEESTSERSS SREGIEHIRIEIE , HIERIML AFIEK.,

STSZEHHFE | FSERAMEAERTHIABREE. KEEEASTSIRSSEOAssumeRolesRIREVERL/1E]
EUERE], tBAILABEREEFSTS SDKRBMAIZAERTEEE.

$EFASTSEUHEIEERIE K

RPRNEFIRERISTSIGIT RIS | BIIES =2 ( SecurityToken ) LARIIGET5E)ETR ( AccessKeyld,
AccessKeySecret ) H2 &2, KIS EAIEEL N SEEERIRIKSHIACcessKeyfEtHeaderh Al 2 EE
A5, XEIERA

RIS R ASTSIRMATIGRT HIEEA ( AccessKeyld, AccessKeySecret) .

FREEEZRLSM (SecurityToken ) E7EiERKheaderh s Z LIS RS EIR/ZFNURIF, iX
FF I REEEREE— |, tNRERIERE , OSS2iR[EInvalidArgumentigiz.

fEheaderd 8 & 3LEBx-0ss-security-token : SecurityToken, i+EZR
CanonicalizedOSSHeadersiY , #x-oss-security-tokenit&fERA.

EURLAF#EFSHsecurity-token=SecurityToken, it+E&&ZCanonicalizedResourcefit
, Hsecurity-tokenZ3ffi—/ sub-resourceitEENA.

13
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BucketiN Rzt

OSSIZHACL ( Access Control List ) #R{EHI75i% , OSS ACLIRHBucketR BIRISRIGIEEE] , Bucket BT
B=MAEAR : public-read-write , public-readfprivate , BiJANE&XIT :

BURME FPIEFR BRI AOPRE!
- (A (BREERILR ) HaLiy

iZBucketdHJObjectiH#{Ti/S /Ml
BRIBME.

public-read-write ~IES
- FTEIX L= RO 2R FI FIZ
BucketfyOwneri&iB , EEFHiIZAN
PR.
- RBizBucketiIOwneraZ &1V
gj%ﬁleXﬂj?EﬁEHEFE’\JObjectiE
public-read nIE , FAEE frS/MIFFERAE.

- (FAA ( BEERGE ) aTLART
Objecti#{ T E.

- RB1ZBucketlIOwnerg & 51X
SR LSRR FAIObjecti#
S 1T/ S /MIRRIRE,

private
- Hftt \ERERINNBER T AN
iaiZBucketIAYObject,

WiBH

- AP BEE— M Bucketht , WNIRAFEEBuUcketifR , OSSEH@NNIZBucketiREprivatetlfR.
- WF— 1 EEFERIBucket , REERIBIFEETTLABITOSSHY Put Bucket AcHZEEXIZ
BucketfIRR,

NHEHTTPLEY

ry

~iEsksk (Common Request Headers )

OSSHIRESTfuliEzMPERT —EAHIERL., XEBERLATLBARIOSSIEXETER , HIFMENXIT
BIR 172

14
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Authorization

Content-Length

Content-Type

Date

Host

BFEIEESREEHAIAEEE.
KA FIEER

ANE: T

FEEFS | FERIBK

RFC2616HEN HIHTTPIESRNBIEE,

KA T8
HANE : &

ERFE | FEMOSSIEREIRANIEK

RFC261655E M HIHTTPIE RN SR,
KA TR

HNME : T

FERE | EEMOSSIEHIENIEK

HTTP L1HMYAERIGMTHETE , RN : Wed,
05 Sep. 2012 23:00:00 GMT
HKA PRI

BANE : K

ifiEHostE , #8=(8 : <bucketname>.oss-cn-
hangzhou.aliyuncs.com,

=/

KR =5

BANE : &

~HIERSL (Common Response Headers )

OSSHIRESTfulROIER T —LAIMASL, XEANRN LA LISFTARIOSSIERFTER , HIFEEXIT

BFR

Content-Length

Connection

Date

ETag

Server

15

1%

RFC2616-EN HHTTPIESRABEE,
KA YR

ZKNME : T

ERIZE | FEMOSSIRATHIEATIBK

TRBAZ Pimf1OSSHRSS 28 < [ARVSERDIAZS.
A W3 BRUE - open, close
NE : T

HTTP 1.1#mMY S HIERIGMTETE , f5Ig0 : Wed,
05 Sep. 2012 23:00:00 GMT

KA =

RANE:

ETag (entity tag) ZEB 1 Object4 A AIRHEH S
# , BT R — 1 ObjecttlIRNE. T Put
ObjectiEskplzEAIObject , ETaglEEENEH
MD5E ; 3T Efth75z(EZAIO0bject , ETaglEZ
HRAKUUID, ETaglEALARFHEEObject I
BERRET,

KA . FRrE

HNME: &

4Rk ResponselIfiRSS =5

KB FEE

EIAE : AliyunOSS
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X-0ss-request-id

KFServicelR{E

GetService (ListBuckets)

GetService (ListBuckets)

x-oss-request-id2HAliyun OSSElE , HME—FR
XA responsefJUUID, WNSR7E(FROSSIRSS AT
BEa , ATLAEEZFRIKROSSTIEAR | 1R
BEERL AN,

KA TR
HIME : &

X TFARS AL EGetiE R LUREIEREHBRIATEBucket , b /" FMEER.

BKIEE

GET / HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

kS

GetService(ListBuckets)iT , rJLUEIT prefix , markerfiimax-keys3glistifRE , IREIEPHER.

2R BENMR
prefix =
marker =

16

R

REIREIRIbUucket namedAsm
W prefix{EARILZR , JLARKE
, FMEERNRTRRIKER
HUERA . 25

HNE &

RELERMmarkerz [5ig=8
HEFRE— N FFAIRE] , ATLAR
RE  FMRERMLFFIRIRE]
HUERR | FRTE

HANE: &
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max-keys

Il

R7cEE (Response Elements)

=

ListAlIMyBucketsResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

Owner

ID

DisplayName

Buckets

17

BREMIRIRE]buckethIRAEL
 MRAFKTE |, BOAS

100 , max-keysEUBARBEARTF
1000

HIEER . 5

ZKIAE : 100

115

{R1ZGet ServicelEKERAISER,
KA REE

FT2: Owner, Buckets

R : None

RIRERERIFIZ , ZbucketREERIREIRZ
BT

KA 5

R : ListAllMyBucketsResult

FREAIXR GetService(ListBuckets)f9#e = , 24
bucketREZHREIITAB TR

KA . ZFEH

R M : ListAllMyBucketsResult

MRAEKNIREIZERAVGRAEE , Zbucketke
EBREIRTA BT R

KA . FiFE

RT3 : ListAllMyBucketsResult

EIREEAENEREERIRME : “true” FRA
TEBREISEER ; "false” FRAXBLZIRE
TEWER, YbucketkEEBREIRABIT =

KA MEFRFER
BXE : true. false
RT3 : ListAllIMyBucketsResult

%~ F—kGetService(ListBuckets)BILALALL A
marker , EFRIREIRVZERIRE], Hbucket>REEB
RERNA BT A,

KA 2R

RT3 ¢ ListAllMyBucketsResult

FFEBucketiE & EEAES.
KA . [
RF5 4 : ListAllIMyBucketsResult

Bucketii5ZHIAFID.
XA FRFER

R M : ListAllIMyBucketsResult.Owner
BucketfiB&ERIZR (HRIFIID—E).

KA . FFE
RT3 : ListAllIMyBucketsResult.Owner

RFZ 1 Bucket(ZEA9AER.
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Bucket

Name

CreateDate

Location

ExtranetEndpoint

IntranetEndpoint

StorageClass

TN

1. GetServicelXMAPIRXIGIEBEIS AP B,

2. ANRIEKRPZEAPEIHER ( BIE®RIA5E ) |, iR[E]403 Forbidden, $&iR%2 : AccessDenied,

KA 7588
FT5r : Bucket
R M : ListAllIMyBucketsResult

{RfFbucketZRHISES.

eIt

FT 2 : Name, CreationDate, Location
RT3 : ListAlIMyBucketsResult.Buckets

BucketZ#R,
KR 58
AN

X-Ijl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

BucketflzEAT[E]

38 : BYE) (4&3C : yyyy-mm-
ddThh:mm:ss.timezone, e.g., 2011-12-
01T12:27:13.000Z)

R

: ListAlIMyBucketsResult.Buckets.Bucket

BucketRERYEUESL

HKE  FfFE

LRI

: ListAllIMyBucketsResult.Buckets.Bucket

Bucketifalag4hwiiale2
i,%% D 5

X-Ijl\\\
: ListAllMyBucketsResult.Buckets.Bucket

EIX1HKECSi5iaBucketBypa Mita 42
%%‘J L R

XTR
: ListAlIMyBucketsResult.Buckets.Bucket

Bucketfz(ig2£8Y , ¥#F “Standard” . “IA" .

“Archive” , ( BRIRBZPD XEHF
“Archive” Z£81)
¥% D R

X-Ijl\\\
: ListAllIMyBucketsResult.Buckets.Bucket

3. HETERbucketEBRERT , IREIRIXMIFARE S Prefix,. Marker, MaxKeys. IsTruncated.

NextMarkertsm , iIRIABEPoERFIRE] , WD EIAT R , ENextMarker B F4r4&EE1aAY

tamarkermi{E.

Nl

18
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R I

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

REFRGI I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAllIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com </IntranetEndpoint >
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

EREI I

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

RERAITT

19
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HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiucO </NextMarker>

<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>
<StorageClass>Standard </StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

FFBucketfU{E

PutBucket

PutBucketFBFBlIEEBucket ( RAHFERIFIA ) . BIEEAIBucketFREAIRegionFI&IXERAIENdpoint XTI AL
AY9Region—E, BucketFrERIEIEFUEERS | iZBucket FRIFFEObjectiE—EFMAEXMANEX, EZW
2 BucketFOEHEHL .

iSskiEik

PUT / HTTP/1.1

20
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-o0ss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

MM

1. aJLAPutiEk Ay x-oss-acl kKK EBucketifiailpR, BErIBucketE=FfEIAR : public-read-
write , public-readfprivate,

2. AIRIERAIBucketBLE7FE | IR[E409 Conflict, $&iRES : BucketAlreadyExists,

3. tNRAEBIEAIBucket RFESHBIE , IRME400 Bad Requestifs., EiRf3
: InvalidBucketName,

4. AIRAFKREEPUT BucketiZBkAUBHR , I BEANRFWIEERE |, IR[E403 ForbiddeniBE., HIRED
: AccessDenied,

5. #I5RPutBucketfEHER MBS BITbucket RABIZEERT , BAIA304 , IR[E]400 Bad RequestidE
. $HIRRG : TooManyBuckets,

6. BEEAIBucket , ANRIZBIETEHUR , MEAAER Private 1R,

7. BUEEAYBucket , BTLAEREBucketfITFESREY | AIi%(EAStandardFIA, Archive,

Nl

BT

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

REERE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

21
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PutBucketACL

Put Bucket ACLiZO FATF&XBucketihiai R, EaIBucketG=#5a4pR : public-read-write , public-
readflprivate, Put Bucket ACLEMEBIIPutiEk+AY "x-oss-acl” LKIRE., XPMEERBIZBucketiIE!
EEENRNIT. WRBEMID , MIRE200 ; BNLREFENAFEIRISFHIEREE.

BKIEE

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. WNRbucketFE , KIERHANRIEGRIRA— | FEIBEKRKRIEEZbucketiliB &R, 1ZEK
FaiZbucketRE |, EREEFNR.

2. tNRAF&FEPUt BucketiZBRRIANHE , IRBEANBFPRIHER , 1R[E403 ForbiddeniBE. $HIRMG
: AccessDenied,

3. WNERIERFRE , “x-oss-acl” 3k, FHizbucketBFE , HETZEKARE , N4HSEHR
buckettfRAZE,

Nl

R

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

RERA :
HTTP/1.1 200 OK
x-0ss-request-id: 534B371674E88A4D8906008B

Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

22
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Connection: keep-alive
Server: AliyunOSS

WNRIZIR ERIPRAFIE |, 7~151400 Bad RequestiBA :
EiRRETA

HTTP/1.1 400 Bad Request

X-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9 </Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld >
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

PutBucketLogging

BuckethOHIBZETTLAAbucket FEHRIHEICRINEE. XNIHEEFEE . OSSKEBEMICRIBIEXMbucketiER
FIFAER | FHERAFEERIRN |, LUNTARAL , HinR BB EA—ObjectENABF{EERIbucket,
OSSiEftBucketiza] AERIBRIE N T 3 EbucketiBEEEIISTTbuckethUizET o, OSSIRALAY
Bucketiiz[a) HEAMRIECR FE—FRIAEIER.

A8 : OSSiZftBucketina] AERIBRIZN T I3 EbuckethIlBEEFEM S TbuckethIHIENT A,
OSSIEAIBuUcketifs[A) HEAMRIEER FE—FKINENER.

BKIEE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

23
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<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled >

</BucketLoggingStatus>

&kt (Request Elements)

BFR % BB

R HTRSEENEEE
KA Neg
FJt2: LoggingEnabled
KRR T

pEAHEENERE, XM TE
EFFF‘H]‘.—ﬁ% KANARE.
KA 7558

Ft: TargetBucket,
TargetPrefix

RJtE: BucketLoggingStatus

EEFRIAIE HERIBucket,

TargetBucket fj_ng 7 SR HSRRHES R
BucketLoggingStatus.Loggin
gEnabled

ig EE"—?%?EZ{%??E’\J%»E 18 B34
BIER,
KA FRF
TargetPrefix FtZ: None
RITE:
BucketLoggingStatus.Loggin
gEnabled

i

BucketLoggingStatus

Iy

LoggingEnabled

iy

FiEhinASicENobjectipZ N

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

BN |, TargetPrefixd BEFFERE ; YYYY, mm, DD, HH, MM#FISS735l2i1ZObjectif SR RIPIHR{HEF
B, B, B, /MBS, 2HF0R (7FRMZEL) ; UniqueString SOSSEFEMNFFRFER. — LR ATFE
OSSiAal HERIObject ZF/FIFU0T -

MyLog-oss-example-2012-09-10-04-00-00-0000
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FHiIR, "Mylog-" ERFHEERIObjectBiss ; “oss-example” EiEbucketfy&ZFR ; “2012-09-10-04-
00-00" RixObjecttBIFERTAYILIRATE ; "0000" ROSSHEFELEMIFFHIE.

LOGIZ4HE,

2
Remote IP
Reserved

Reserved

Time

Request-URI

HTTP Status
SentBytes

RequestTime (ms)
Referer
User-Agent

HostName

Request ID

LoggingFlag
Requester Aliyun ID
Operation

Bucket

Key
ObjectSize

Server Cost Time (ms)

Error Code
Request Length
UserID

Delta DataSize

Bl F

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1 *

200
5576
71

http://www.aliyun.com/prod
uct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true
1657136103983691

GetObject
oss-example
/aliyun-logo.png
5576

17

NoSuchBucket
302
1657136103983691

280

25

aX

ERAFAIIPIHLIE ( Proxy{IR
AP XIEN fe FRIZ R
)

(REBFER

(REBFER

OSSWEIIERAYATIE]

FBFERRIURI(BEquery-
string)

OSSIREIRIHTTPIRZSHES
BARMOSSTHARE

SR ANIRIEKAYATIE) (=R )
BKAIHTTP Referer
HTTPAYUser-Agentsk

EIGEE=

AT E—trmiziskRIVUID

REFET HAEAE
EREOTEEID ; ELHITN

THREE
iBEKizAAYBucketZ=F
FAFiE*kAIKey
Objectx/h

OSSHRSS AR AIRIBERFTIER
RiE) (27 )

OSSIR[EIFVEEIRS
BRPIEKE<E ( Byte )
BucketiBG&ID

Bucket /NN E ; &R
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T -
Sync Request : EAECDNEIFEK ; E42
?g u_n

Reserved - (REB=FE

I

- JEBucketf1BirBucketEFRE—1BF.
- FEFRENERIELES , “BucketName” FrREFEIHHATIEEA

bucket ; “TargetBucket” FRifRIAEFCEEFANbucket ; “TargetPrefix” FTREFMEHIDHE
iCRAobjectBEFRIZR , AILAAZS,

- iBbucketfl1Birbuckets] A2 FE—"Bucket , AT LAEARERIBucket ; AR RILUS S MR

bucketfLOGEMFIEER—Birbucket® ( EiFEEARAITargetPrefix ) ,

- HXF—BucketfisRI HEICRIMEERT , RERX— P =AIBucketLoggingStatusBia] , B{R75i%

ALSE TENERTG.

- FiBPUT Bucket LoggingiEkwiisesa , RBIAIFERIAAE.,
- ANERPUT Bucket LoggingiEk &ie&AR~EiRbucket ( FRFIFAIBucketName ) HUHHEZE

, OSSIR[EI4035HIRG ;

- INERiEbucketA~F7E , OSSIR[EFEIRTD : NoSuchBucket,
- 3NERPUT Bucket LoggingiEk&e& R 2B irbucket (BEXKrFIhHITargetBucket ) FiEE

, OSSIR[E403 ; aNERBFrbucketA~fZE , OSSIR[EIFEIRAD : InvalidTargetBucketForLogging.

- IRBucketf1BRBucket BT RI— M EEREHL , BNNIRE40054R | HIRFD

: InvalidTargetBucketForLogging,

- PUT Bucket LoggingiEsRHHIXMLASEZ |, IRESEIRAS : MalformedXML,
- IRbucketf1BRbucketfa] LIZR—Bucket ; BRBAILAEAERIREbuckethlILOGERRIFER—

Birbucketly (I FEEIEEARAITargetPrefix ) .

- IEBucket#MiIBRAT , XIRAILogging NIt IE#E bR
- OSSLUNEY R4 R bucketihEfLog X | (BH AR XAV NI IERENCREX NN

LOGXHA , tBEAREHIME E— P EE T—MLOGI 4,

- OSS&ERAILog e B MNAEY “UniqueString” {{ZOSSHAHEAERKIIUUID , BFHE—RRIZ

X,

- OSSHERE—NbucketifEAILog i | BIE—IRPUTIRME , FHERELBNZE , (EARICR4EN

nE. LOGEME , BFELURIREEAIObjectRIBIFXLLOGI M4,

- OSS&RRRIEFRALAL "x-" FFkIquery-string2% , {BiX N query-stringS#FIcREHIELOGH,

NRIFAENEEATHRATS , n—MEARRIEK , AILMEURLFRII— "x-" FFkA9query-
string2%f, 40 : http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-

logo.png , http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-
user=admin,

- OSSbIE FEFMMEXK , ERE—HHY. (BREHELOGH , RATLIBETER "x-

user=admin” , RAEEMHEIFRCHNIXMNMEK.

- OSSHILOGHAHEHE—NFER , #ETREHI "-" | BFRTARNEIESXS FHRE 2 TR,
- 1RIEFK | OSSHILOGISTUSRARAEREIMIN—LFER | IBHREARLoghE T BRI EEHRAMR
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[AJEL,
- YNERFF £ T Content-MD5iERL , OSS£itEbodyfContent-MDSHIGE—E1E , ANRF—
¥ , $%REInvalidDigestEiRFg.,

Nl

FrEbucketiial AEAERTH :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Xi@bucketifia HEAGERDMG

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK
x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
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Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

PutBucketWebsite

Put Bucket Websitetl#{ERTLUE—Nbucketi® B RSt ERET,
\E \Es
BB

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html </Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

iB5K5t%= ( Request Elements )

G ik BB
FIEEKey R TE

ErrorDocument AU 528
RtE: WebsiteConfiguration

FIeESuffixfIRITE.
IndexDocument HKE R88
RITE: WebsiteConfiguration

IREIA045EIRATEFRRIS -2

SRELFRTER ﬁfiﬁ%
WebsiteConfiguration.ErrorD .
ocument B
B : HErrorDocumentig

B, ©3F

i

i

Key
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IR[E] B RURLESRIDAZERS 3244
& FEATE , BAEEs
/" BINERS ISR E S
index.html , Mif5E)0ss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/IXFEFKAYEHER
Suffix EIAERHEZ T AIEoss-cn-
hangzhou.aliyuncs.com/myb
ucket/index.html
KA FRFER
RtE:
WebsiteConfiguration.Index
Document

ERNEER
WebsiteConfiguration KA 88
RTE: 7

i

i

TN

1. FmBES ML Z2ISTE RN A RFEFSR SR , BIEEFmHITHIMA | fl)avaScript ; OSSA
SRS R BIRERS IR | BIENPHP , JSP, APS.NET,

2. ANRAFEEF B CRIEEKHIE T bucketlUEFEML | ATLUBITIHECNAMERSTH, BINEES
EN3.47  BENIEEZSE.

3. BFB— 1 bucketiZ BRFEHSMILTEEREIR , WIEERS | INHE , fSRNENZEEIEN.

4. BFB— 1 bucketiZ B RFESMILTEEREINRT , 18EMNERS IREFERRTERZZbucket IAT—
object,

5. FES— 1 bucketiR EMFEFSMUHTERIVE | XFFSMNuRIEZRIERE , OSSKIREIZRS |NE
; XIS RIARIE B RIS Ri(E) , OSSHEIR[EIGet BucketER,

6. WNERAF &7 Content-MD5iE3K:kL , OSS&itEbodyrIContent-MD5HGE—EME , MNRA—
¥ , BiREnvalidDigestEiRHg,

ANl

BRI

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
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</ErrorDocument>
</WebsiteConfiguration>

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketReferer

Put Bucket Referernt®/ERTLUE B — bucketfirefereri5ia) HZ B NE R /i refererER RNSAE KA,
Bucket Refererfi st B4R ILOSSEh &R s,

BKEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com </Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

iB5K5t%= ( Request Elements )

%ﬂ-{ iR BEENE
{RFRefererft ENTHIEER

RefererConfiguration KA 588 2
FA
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: AllowEmptyRefererii g,
RefererListTim=
REm L
IRERGiFreferers RN
AgIEKIAIaE],
KB WEEFRTER
= =
AllowEmptyReferer EME - truekfalse BIAE =
. true
R : RefererConfiguration
{RiFrefererip BB RAISES
RefererList it SN =
R/ : RefererConfiguration
FT 3 : Referer
IBE—%Krefererif BB,
Referer KB . FE agk

Q¥ : RefererList

Mo

1. RBBucketfBEE A BEA#2Put Bucket Refererissk , ZNIRE403 Forbiddenigs., iR
: AccessDenied,

2. AllowEmptyReferer{EEIE B BIHYAllowEmptyRefererfc & |, iZFERAWIEIR , %
FEARYAIlowEmptyRefererfit & /atrue,

3. iEFEARefererListhRIE BB IRBEZRIREND B RIIFK . ZFAF LERRefererList =
B (B &RefereriEkitsR ) |, WM FEBECEBENERERSIE | BIMBRZRIECER
RefererList,

4. MNERFF _E££7T Content-MD51E3%k:k , OSS&it&EbodyfyContent-MDSHIGE—E14 , MRA—
¥ , $BiREInvalidDigesti&iRig,

Nl

BRI
e ERefererfliERnpl :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>
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B &RefererfiEkaGl :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketLifecycle

Put Bucket Lifecycle

BucketfUifB & LUEITPut Bucket Lifecycleski&EBucketfiLifecycleit®, LifecycleFEfa , OSSIEER
S , EHIEsIMIREEEE SLifecycleiNIFEICEZRIObject,

KIEE

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
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Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>

<Expiration>

<Days>Days</Days>

</Expiration>

<Transition>

<Days>Days</Days>
<StorageClass>StorageClass</StorageClass >
</Transition>

<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

iBKTTE= (Request Elements)

EA 1%

IEEMNNEIR Z A4 BEAY
FIRMISO8601a9HE, , HER
FUTCHIES. a0 : 2002-
10-11T00:00:00.000Z

KR AR

R : Expirationg&
Transitions&
AbortMultipartUpload

IEEMNFEN SR E S & AT ET
BELPRER,

Days KA IPEEE
R : Expirationgi&
Transition

1EEODbjectiINANS HA/E M.
it N

FT5 : Daysag
CreatedBeforeDate

AN+

R : Rule

EERFeAAIPart i NIASHER
’EO

AR . 88

F : Daysak
CreatedBeforeDate

Q—H—

CreatedBeforeDate

Expiration

AbortMultipartUpload

T : Rule
MUrE—RJID, H&EZH255FT

ID Bk, BAFIRAEE &%
EAZH , OSSR ARFPER—
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LifecycleConfiguration

Prefix

Rule

Status

StorageClass

Transition

TN

NE—E.
KA FTER
Fom T
L1 A : Rule

LifecycleFEcBIRES | &RETR
291000540,

KA A28

FT A= Rule

RER %

BEMNFMEREIR. RE
RENE S E-SEIE e Ul
2, AAEE,

KB . FFFE

Fom T

SZ-H—

T Rule
FiA—FAN
KA 588
¥:I.-j.-l\\\
: ID, Prefix , Status , Expirat
ion
Q:I'-j'-l\\\
: LifecycleConfiguration

WNSRE(ENEnabled , BBA
OSSETEETIZAIN ; aNRZ2
Disabled , 3BAOSSEZHEZ
HL,

f,‘%%” D e

L& : Rule
E%E : Enabled , Disabled

IEENISREEERIOSSHY B e hE

i)
KA TR
Fom T

AN

Q¥ : Transition

BRYE : IAgEArchive

1BEObjectiE BN E AR+

, OSS{AIRTERIRELERIIASE
Archivefz {28y

KA NEE

F : Daysag
CreatedBeforeDate

LRXF A : Rule

i

2l

i

i

N HiD

1

, IR

-

T AaTransitioniZ &

1. RBBucketfUiBBEE A8 A#2Put Bucket Lifecycleiisk , BNIIR[E403 ForbiddeniE&., iR

: AccessDenied,

2. NRItELR AR EILifecycle , HRESBIZE— N FRILiIfecyclefitE ; TN , HEBESCRIRIEE.

3. AILAXObjectiR BITHARY(A) , tRRTLAR PartiR B HARYE). IXEAIPartiSRIRAS B EEST &
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M BREFRERND F.

4. 7¥%Standard BucketshStandard Objectsi&figAIA, ArchivefZ 38! , Standard Bucketa]LAst
F—NObject EIRTECELEMEIAFIArchiveTZESSEIIN , ERYBECEEEIATIArchiveRBUERT | #
figArchivefIRT Bl RV EEREIARIRT EHS, BlENTransition IAIRE&Days 930 , Transition Archivei&
EDaysATFIA, BN, fRInvalidArgumentis,

5. ObjectiZ BiTHAR RN ATEEAIAT ZArchivelAdial, B , RInvalidArgumenti,

6. S23FIA BucketsObjectsi&figArchivefziELEY,

7. A#EArchvie BucketBlIEEEEHEIAI,

8. AHFIAZERIObjectitfig HStandard,

9. INZ#FArchiveZkEIObjecti&fig AIAE Standard,

Nl

R

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Thu, 8 Jun 2017 13:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:PYbzsdWSMrAIWAIMW8luWekJ8=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload >
<Days>1</Days>
</AbortMultipartUpload >

</Rule>

<Rule>

<ID>transit objects to IA after 30, to Archive 60, expire after 10 years</ID>
<Prefix>data/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>

<Transition>

<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>

<Expiration>

<Days>3600</Days>

</Expiration>

</Rule>

<Rule>
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<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>6</Days>

<StorageClass>Archive</StorageClass>

</Transition>

</Rule>

<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate >
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

RERRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucket

Get Bucket (List Object)

Get Bucketi2{EFaJFa3Elist BucketF i 0bjectiSE.
s
BEXKIEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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iBXk&#(Request Parameters)

GetBucket ( ListObject ) i , ATLA@EI prefix , marker , delimiterfImax-keysxdlistfRE , IR[EIEFS LR
. B, AILLEIdencoding-typeXdiREIZEERFHDelimiter, Marker, Prefix, NextMarkerflKeyiXLt5t5

HATIRIS.
2R

delimiter

marker

max-keys

prefix

encoding-type

gRzrcE= (Response Elements)

AR

Contents

CommonPrefixes

37

1170

B— 1 ATXObjectBFHITHEBNFFF. FiBE
FHESIEENFIZES— X HMdelimiterE=fFZ
iEAYobjectfEA—4EITER

CommonPrefixes,

HUBEE . FRER

ENE - ©

REERMmarker2 [GiR=BHIFINE— 1A
x[ME,

HUEER | T

RNE: T

BRELRIRElobjectiIGR AR , NRAKE , BIA
79100 , max-keysBU{EABEATF 1000,

FAERTL | FRFE

FIAME : 100

PREEREIRIobject keysZRLAprefix{ENRIZR. i+
BfEBprefixE&iflfy , IREIRYkeyFIEEE
prefix,

HUERE - FRIEB

HNE: T

BENREINAEHI TR |, IEE/mIBa0sEE,
Delimiter, Marker, Prefix, NextMarkerf[
Key(EFUTF-8=FF , {Bxml 1.OFREASTIFENT—
LT |, EbiNascifEMORII0MN=RT. T8
Bxml 1LOFNERSTHFIIEHIZFRT , TLABILiEE
encoding-typeXfix[EFIDelimiter, Marker,
Prefix, NextMarkerf1Keyi#f{T4wf3.

HIREE  FRER

EANE : T, 7EE : url

172

{RFEE/MREIObject metafIZS 28,
KA Z5E8
R A : ListBucketResult

WNERiEKPIgEET delimiters%y , M7EOSSIRE
HINER €& CommonPrefixesitER. 1ZITERA
BBLEL delimiterERE | FHEHRBERIZRAIobject®d
FREVEER.

KR FER

R/ : ListBucketResult
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Delimiter

EncodingType

DisplayName

ETag

ID

IsTruncated

Key

LastModified

ListBucketResult

Marker

MaxKeys

38

BT BETObjectBFHITHHEFRT. Fie&
FHEEIEENFIZESE—XHMdelimiterE=fHFZ
iEfobjectfEA—HTE

CommonPrefixes,

KA TR

R ListBucketResult

1EREIREIZER P IRISFERNARE, WRIEKNSE
thiEE T encoding-type , BREIHREILERFH
Delimiter, Marker, Prefix, NextMarkerf[
KeyXLET A1 THRAED.

KA FIFER

RT3 : ListBucketResult

Object HEENEZ.
KA FRFE
R ListBucketResult.Contents.Owner

ETag (entity tag) 7ZEE1NObject4- A AIRTHEE!
# , BT e — 1 ObjecttINE., XFFPut
ObjectiEkolEAIObject , ETaglEEEASH
MD5/E ; XFEftS X BIEEAI0bject , ETagER
HPS[HUUID, ETagERILABFIEEODbjectIE
BERETH. FEYAFPERETagkIER
Object I BHIMD SIS SRR 4,

KA FEE

AN

R ListBucketResult.Contents

Bucketifi§&RIAFID,

KA TR

R : ListBucketResult.Contents.Owner
SRR ENERECRZIRE ; "true” FxR
RREERAIEEER ; "false” BRARELIR
BT £EPER.

KA WEEFRTER

BRWUE : true, false

AN+

R A : ListBucketResult

ObjectaIKey.
KA FEE
R ListBucketResult.Contents

ObjeCtﬁ'ﬁE?)S‘Zﬂ%EﬁZE’\JEB‘EE
i I 1=]]
R A : ListBucketResult.Contents

{R1FGet BucketiERKERMAE.

KA 2588 F R - Name, Prefix, Marker,
MaxKeys, Delimiter, IsTruncated, Nextmarker,
Contents

LT - None

FREBIXRGet Bucket ( List Object ) A9#Cra.,
KA . =R
AN

R ListBucketResult
MRSk RIR AL RIRAEE .

KB FRFE
Q¥R : ListBucketResult
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Name

Owner

Prefix

Size

BucketZ=
KA TR
LT /A : ListBucketResult

RFBucketiiBEERIAES.
KA . 7588 7154 : DisplayName, ID
RF5 4 : ListBucketResult

NRERERIFARIE.
KA TR
AN

R : ListBucketResult

Objectiy=F154L.
KB FRFE
R ListBucketResult.Contents

Objectf97FfEREY , %3F "Standard” .
“IA" . "Archive” ., ( BRIRBZS XIS

StorageClass “Archive” Z8U)

KA . TR
LR : ListBucketResult.Contents

MWD

1.
2.

3.
4,

5.

6.

7.
8.

Objecth P BEEXMImeta , 7EGetBucketiE kAT ASIRME,

SNRifGIERIBucket RFE , EUEHEGIAE ma B ABLIELIERBucket , IR[E]404 Not
Found&i® , 81283 : NoSuchBucket,

WNR&EHaZBucketflIBUR |, iR[E]403 ForbiddentEiR |, $21R%2 : AccessDenied,

ANERE A mMax-keysHIZETTE—RFThklisting , IREIZERSMIII— <NextMarker> , $27R4k4z
listingal LALAtLamarker, NextMarkershf{E(TElistEERZ .,

EMEMERRY , BiEmarkersSEfREFIRPAFE | IREBMARFEmarker=BHEFRI F— MR
EN, #N&Emax-keys/\F0=E AT 1000 , $iR[E]400 Bad Requestitiz, $HiRD

: InvalidArgument,

Zprefix , marker , delimiterS#{AFHFSKEEX , IR[A1400 Bad Request, HIRI3

: InvalidArgument,

prefix , markerFIsRSCI S TWRTRMR | SERIKELIUVNTF10245F75,
NRABprefixig AN FTE |, RTLABFILA prefix LA |, BNMZSU4SE NIRRT BRI
A0k, INRBEdelimiteriZE A / B , IREHEMRBFNRZSHE RIS | 123 TRY
FIHRIREIFECommonPrefixesiBsy , F3E FBIFRISHF AR ER, —
bucketfZzE=" object :fun/test.jpg , fun/movie/001.avi, fun/movie/007.avi, HiZxEprefixA
" fun/” , MIREI= object ; ANRIBINIREelimitery “/* , MIREISZE" fun/testjpg” FIgI
28" fun/movie/" ; BISCIL 7 S4RAUIZEE,

S

fEbucket "my_oss” ABE4 M object , BFERDHIS ¢

- 0ss.jpg
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- fun/test.jpg
- fun/movie/001.avi
- fun/movie/007.avi

Nl

R

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
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<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BRTBI(EPrefix8¥) :

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRGE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false </IsTruncated>
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<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BERTB(Eprefixfidelimiter2#) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

RERRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<CommonPrefixes>

<Prefix>fun/movie/ </Prefix>

</CommonPrefixes>

</ListBucketResult>

GetBucketAcl

Get Bucket ACLEASEFRENE AN BucketfOiH a1 R,
MEEIED
IEZQh: lf

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

2R ik

FhEACLIEEAES
AccessControlList KA. N8

¥/ : AccessControlPolicy

AccessControlPolicy {R1EGet Bucket ACLEEERAISES

43



XJ5IFhE OSS APl &%&

KA 7588
R~ : None
Bucketii5&RIZFR.. (BRIFIID—E)

DisplayName KB FRFER
R M : AccessControlPolicy.Owner
BucketAJACLIZER.
KA EFRTER

Grant BXUE : private. public-read, public-read-
write
R M : AccessControlPolicy.AccessControlList
Bucketfi§ZHIFFID

ID KA . FRTER
RT3 AccessControlPolicy.Owner
RIFBucketiiB & EEAIEER.

Owner KA NE8

TN

R M : AccessControlPolicy

1. RBBucketfyEE 4 BEFEREGet Bucket ACLIX/ Mz,

AN

KB

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>user_example </DisplayName>
</Owner>
<AccessControlList>
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<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

GetBucketLocation

Get Bucket LocationFBF&EZEBucketfrEBRIEEEDR MBI E.,

BKEE

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWRrcER (Response Elements)

BR i)
BucketFrfERIX 15,
KA SR
LocationConstraint Values: oss-cn-hangzhou, oss-cn-gingdao,

0ss-cn-beijing, oss-cn-hongkong. oss-cn-
shenzhen, oss-cn-shanghai

Mo

1. REBuckethUiliBE & 1 8EEEEBucketdLocationfE 8 , BNR[E403 Forbiddens&iR B
: AccessDenied,

2. HaiLocationConstraintG%E : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-
cn-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1 , oss-us-east-1, oss-
ap-southeast-1 ; ZRIXINATVNEIEFC , FEREEPLO , CREESRO. FBREWEPLO. RYIEL
ERO. EBEEERO. EERRHESRD. EEHSRIAUEF ORI (#i0E ) #HiEH0.

N

KB
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Get /?location HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNARERRS :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationConstraint
>

GetBucketInfo

Get Bucket Infol2{FRTEEbucketfBXER. SRFEUTRE !

- BlEERTIE)

- SMIEEEndpoint

- WMiKBIRIEndpoint

- bucketfSHBEEER

- bucketfJACL ( AccessControlList )

KIEE

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MAcE (Response Elements)

B ik
{RTFBucketZRNBHIS=S
KA - ZNE

BucketInfo FH5 - Bucket¥eg
RER T
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RFBucketEIMERIAES
Bucket KA RER

CreationDate
ExtranetEndpoint
IntranetEndpoint

Location

Name

Owner

ID

DisplayName

AccessControlList

Grant

T

1. ANRBucket R 1FIE , IR[E4045E1R, $E5i1RFD : NoSuchBucket,

R : Bucketinfopg

Bucket@lzZATiA), ASEIHED

2013-07-31T10:56:21.000Z
KA - [jE

R : BucketInfo.Bucket

Bucketisa)ag4hiia2
i,‘é%” | FRTER

R : BucketInfo.Bucket
EIXisECSiAaBucketg P poag
=

KA TR
AN

R A : BucketInfo.Bucket
BucketFrEE+ ORI XI5,

KA . FRFER
R¥ A : BucketInfo.Bucket

Bucket&=x
KB FRFE
Q¥ : BucketInfo.Bucket

BFEHBucketiiE & =EM
PR

AR . B8

R E : BucketInfo.Bucket

Bucketii&&ERIAFID,
i’%% D 5

X-Ijl\\\
: BucketInfo.Bucket.Owner

BucketiiBERIBFR (BEIFD
ID—%9).
j,%%” D Y ER

X-Ijl\\\
: BucketInfo.Bucket.Owner

FEACLIERIARE
KA - 7558
R¥E : BucketInfo.Bucket

BucketAJACLIR,

HKE . EFRTER

BWE : private, public-
read, public-read-write

: BucketInfo.Bucket.AccessC

ontrolList
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2. RBBucketfUBEE 7 8EEEBucketfIER , BNIR[EI403 Forbiddenf&iR faiRt5
: AccessDenied,
3. IBRATLUMFEA—1OSSHIENndpointA&ite,

Nl

R

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

FEhERENBucket{S B AR E]E

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>username </DisplayName>
<ID>271834739143143</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

EEATHERBucketiSBER BRG]

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

REGEERBRIGEIRIBucketSRANREIRA :

HTTP/1.1 403

x-o0ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied </Message>
<Requestld>568D5566F2D0OF89F5COEB66E </Requestld >
<Hostld>test.oss.aliyuncs.com</Hostld >

</Error>

GetBucketLogging

Get Bucket Logging B F&E&BucketiUinR HEEE B,
Py
BRIBE

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRzrcE= (Response Elements)

AR 1%

R HERSEENEES
AU 588
F5t=: LoggingEnabled
RITE: T

BucketLoggingStatus
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BRI EHEENERE, XNTHEREFENFEE X
AR ATE
LoggingEnabled A RS
FJtZ: TargetBucket, TargetPrefix
RJtZ: BucketLoggingStatus

IBEFERGAIB HERIBucket,
KA

TargetBucket ZrE T
RITE: BucketLoggingStatus.LoggingEnabled
Eiﬁ%ﬁ%ﬁﬁﬁﬁ’ﬂiﬁ 1) B S 4RI,
ST

TargetPrefix KB Y

FitE: None
RITE: BucketLoggingStatus.LoggingEnabled

TN

1. AN BucketA~FE |, iIR[E404 no contentfdiR, $HIRAS : NoSuchBucket,

2. RBBucketiUBEE A BEEEBucketlNHA HEEEIBR . BNIRE403 ForbiddenfHiR $51RED
: AccessDenied,

3. AR EBucketKigELoggingfMN , OSSHFAREI—MNXMLEBEAK , (EEFH
BucketLoggingStatusTtE A=,

ANl

BRI

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNARERRS :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled>
<TargetBucket>mybucketlogs </TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>
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RIKELOGHNIAgIRE77- :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >

</BucketLoggingStatus>

GetBucketWebsite

Get Bucket Website#2{EFITFEEbucketiIEFSMutFEEIRT.

BKEE

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRzrcE= (Response Elements)

&R

ErrorDocument

IndexDocument

Key

Suffix

51

fER
FrtEKeyRIRTTR

KA RE.
RITE: WebsiteConfiguration

FITESUffixfIRITER.
A 7588
RJytZ: WebsiteConfiguration

IR[E140455RATE RIS (42

RELFRFER TR
WebsiteConfiguration.ErrorDocument
BEM . ZErrorDocumenti®ERY , HE

IR[EHRURLESRIIAERS UGS |, AEAZ , B
REER"/". HINRSIXXHREN

index.html , Mif[E):0ss-Cn-
hangzhou.aliyuncs.com/mybucket/mydir/iXt£

IEKABHEECAZBE = Tih5[E0ss-cn-
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hangzhou.aliyuncs.com/mybucket/index.html
e
Ryt WebsiteConfiguration.IndexDocument
IR NENENES
WebsiteConfiguration KR . Beg
Qe %

Mo

1. AR Bucket R EE , iR[E]404 no contentiiR. (E£1RES : NoSuchBucket,

RBEBucketfUiBEE 7 8EEEBucketBIRFSMUHEEIRZ , BRIRE403 ForbiddentfiR i3
: AccessDenied,

3. ANRIRBucketRIREFFSMULFEETIRE , OSSHIR[E4045EIR | FHIRIZA
: NoSuchWebsiteConfiguration,

Nl

R

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRELOGHNASREIZF :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

FRELOGHRNIANR B!

HTTP/1.1 404
x-o0ss-request-id: 534B371674E88A4D8906008B
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Date: Thu, 13 Sep 2012 07:56:46 GMT

Connection: keep-alive
Content-Length: 308
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message >

<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld >

<Hostld >o0ss-example.oss-cn-hangzhou.aliyuncs.com</Hostld >

</Error>

GetBucketReferer

Get Bucket Refereri{EFF&EZEbucketfiReferertBxficE. Bucket Refererf5:&sEE AL OSSEHERSE,

KIEE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

MRzrcE= (Response Elements)

B

RefererConfiguration

AllowEmptyReferer

RefererList

Referer

53

05
{RiFRefererfic EN SIS

B NS

Fm : AllowEmptyRefererfi /.
RefererListTim

RER T
IBERAtirefererFBRATRIENILA,
KA WEFREB BYE : true 7 false BIAE
. true

RT3 : RefererConfiguration
{Rizrefererma B FBISEE,

KA 7588

RT5 : RefererConfiguration

FT 3 : Referer

IBE—%Krefererif AR,
KA ISR
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AN

T : RefererList

Mo

1. AR Bucket R EE | IR[E404551R, $E1RAS : NoSuchBucket,

REBuckettYiEE & A& EBucketfYRefererftEEE , BNR[EI403 ForbiddentiR (E1R15
: AccessDenied,

3. W18 Bucketki{TReferertBXBCLE , OSSAIREIZKIARIAllowEmptyReferer{EF1=SfYRefererList,

Nl

R

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BigERefererfINIEHREF :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com </Referer>
</RefererList>
</RefererConfiguration>

FKigEReferer INESRE T

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

GetBucketLifecycle

Get Bucket LifecycleFFF&ZEBucketfiLifecyclefic E.
\E \ES
BKRIBE

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MO

1. RBBucketflBEE 7 BeERBucketfiLifecycleBcE , BNR[E403 Forbiddeni&iR &3
: AccessDenied,

2. W05 Bucketd}LifecycleAF7E |, iIR[EI404 Not Foundf&iR , $5i=A3 : NoSuchBuckets};
NoSuchlLifecycle,

ANl

ERTH

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

EigELifecyclefNRER :
HTTP/1.1 200
x-oss-request-id: 534B371674E88A4D8906008B

Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
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Content-Length: 255
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FKigELifecyclefBRERA

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<BucketName>oss-example </BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld>
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

DeleteBucket

Delete BucketFBTFHIBRE N Bucket,
A TS VAL SN
=P 13|=|:_"l£

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

56



XIgAFE OSS

APl &%

Mo

Nl

1. YNERBucketA~1F{E , R[A404 no contenttE&iR. $EiR85 : NoSuchBucket,
2. AT HHLIERMIBRAI RS , OSSARIFRFPMR—NEZRYBucket,

3. MR EMBE— N AR AZ=HIBucket , IR[EI409 ConflictiiR |, $4iRA3 : BucketNotEmpty,
4. RGBucketiIfiBE Z BEMBRIXMBucket, FNSREMBR—NIKBIIRAPRAIBuUCKet , R[EI403

Forbiddens&iR, 1R85 : AccessDenied,

BB

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

IRERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLogging

Delete Bucket Loggingi2{EFFXFbucketifia) HEICRIIEE.

KB

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo
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1. WNERBucket~ELE |, iR[E]404 no contentiEiR , $51=9 : NoSuchBucket,

2. RBBucketiUBEE A BEXFBucketinHFICRINEE., MRAEEREF—NABTRN
Bucket , OSSjR[E]403 Forbiddenf&iz , $51=%9 : AccessDenied,

3. NRBRBucketFHigBFiELogginglige , {HFAREIHTTPIRZSAS 204,

Nl

KB

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REERA

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketWebsite

Delete Bucket Websitet&{EFIF X FbucketfUEaSMutitEtE=,
S
BB

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DM

1. WNERBucket R EE , IR[E]404 no contentiiR , ££1R%5 : NoSuchBucket,
2. RBBucketiUifBE 7 8EXFBucketlIEHSMUHEEIRT. MRXERIF— I FE TR
Bucket , OSSiR[E]403 Forbiddent&iR , $iR85 : AccessDenied,
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Nl

R

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

REFRG :

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLifecycle

Delete Bucket Lifecycle

iBidDelete Bucket LifecycleZiirigEBucketiIEmEHIELE.
s
BKRIBE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

I

1. N ESMIBRIEREBucketAIFFERIER BN, LS | iZBuckethAR&BObjectis B aIER.
2. RBBucketiIBEE A BEMIiRBucketfiLifecycleficE, MNRIREIRIE— N ARBETIRHY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i1=8 : AccessDenied,
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Nl

R

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REFRG :

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

K TFObjectiR{E

PutObject

Put Object

Put ObjectFBF_E1&3244.
v T
BKEE

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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B5KkHeader

= 115

IE“inzObject?)ﬁ REBTRIMTRAVETF TR ; i
_ HIAESHRRFC2616,
Cache-Control A e

VN

1EEZObjectilt FEBETAIRTR ; BIFMAIEESMR
Content-Disposition B,FC26L6°,,
KA : FRTER

BANE : K

EREIZObjectil FRARIPIE RIS | EVAE
SRIESAR
Content-Encoding ﬁ};’?f%‘_‘gé%lﬁo

i = 0y

BANE : &

FRAEMMYRFC 18643HHERS ( AEIELER) it

BEMDSESRE 128U UEF |, XHZE =T

base644gi3I— NEEAIContent-MD5E, ZiE

RATATFHESEMONE (BERRBREESX
Content-MD5 ERT—3) . BAAZIERLEANET , OSSEINFE

PERZER O TR RGO E.

KA YR

NE : &

PR : To

SHARTIE) ; EIRAMEIATESIRRFC2616,
: KA
Expires BIME - K
AR | OSSASXIXMEFHITIRBIFNILIE
B osstlEobjectifIIRSS SRR NI B mIDE X,
X-0ss-server-side-encryption KA FRFE
BIA{E | AES256

1B osstliEobjectATHIIARIIR,

- KA . 5

e _ = F1

X-oss-object-ac| Ai%(E : public-read , private , public-read-
write

MO

1. fISRFF L& T Content-MD5RsL , OSS2itbodyfContent-MDSHHaB—Et , HISA—
% , $%ix[EInvalidDigestf&iRAg.,

2. BRI “Content-Length” {E/NFSEBRER(K ( body ) FERAISHRKE , OSSIHIGH
BIFESIHE ; {BObject A/NRZF “Content-Length” shEN AN , EAESIRSHET.

3. MNRKEFINNObjectRIB A ELFE , HEBHIONIR, SRS G ERFRAISF
, FRTBEE200 OK,

4. INRIEPUtObjectiIRHE , #EHLAX-0ss-meta- NEIEBAISEL , M user meta , Hbilx-oss-
meta-location, —™Objecta]LABZMNEIAISEY , (BATERIuser metaf KNG 8k,
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5. $NFRHead$;2H 1A Content length£#§ , 2IR[EI411 Length RequiredifiR, fHIRIY
: MissingContentLength,

6. IRIKETKE , BRIZEAXBEBody , iEKEMbody K/IVNFEEXR/ , [RBHEES—BESH
, Bftime out , }X[E]400 Bad Requestis., iR : RequestTimeout,

7. SNRIHXERINAIObjectATEAIBucket A~ fZE1E , 1R[E1404 Not FoundigiR. $HIRS
: NoSuchBucket,

8. INRIXERINAYObjectFrEAIBucketiZBIHIANIR , iIR[E]403 Forbiddenf&iR, fEiRtS
: AccessDenied,

9. WIS ERBISSG |, IR[EFEIREE400 Bad Request, $EiRF3 : InvalidArgument,

10. ANERENAIODbject keyKEAF1023=%75 , iR[E]400 Bad Request, fHiRFD

: InvalidObjectName,

11. PUT—/ ObjectfyRHE , OSS3z#54 HTTP RFC26161iXHlE K Header =FE% : Cache-
Control, Expires, Content-Encoding. Content-Disposition, Content-Type, 15 E{&
ObjectifiZE 7 iX&Header , NiXObject NEET , HHNAIHeaderfBEtE B aigE M HERTHY
E.

12. 4NER F{EObjectAHEE T x-0ss-server-side-encryption Header , MA/iS B EEAES256 , &
N<R[E1400F0/EM fEIRERT © InvalidEncryptionAlgorithmError, 18Ei%ZHeaderf5 , @RSk
rhthiR[E[ZHeader , OSSEXT HEHIObjectFH TINZERISTERE , =X NObjectty FEET , ML
Lrh&f&x-oss-server-side-encryption , {E#IZELIZObjectiIINIZE X,

)3
Content-MD5iHE SR

LA EAERIRE T 0123456789 Jofill , T EIX P FfFeRIContent-MD5,

1. IERROH G

tNERENNEEERERIHR

1. B EH EERBIMDS | B{ER—1M128(1 (128 bit ) R #HHIEAE.
2. B ZHHEEH Thase644RT.

LAPythoniE=9f1 , IEMETERIESA

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

BELEMR , XEEA hash.digest() KILERIENbaseGAHRBEIRA.

>>> hash.digest()
"x\x1eA$]i\xb5Ax97\x9b\x86\xe2\x8d#\xf2\xc7'
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2. R ES

BIR—MERENTELAY325TS (32 bytes ) B9 MDSFRF&EFRR it Tbase644mis. a0 , $EIRAIXT
hash.hexdigest() #{Tbase644%t3 :

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

>>>

>>> # THZERIITELER

>>> base64.b64encode(hash.hexdigest())
"NzgxZTVIMjQ1ZDY5YjU2Njk30WI4ANmUyOGQyM2YyYzc="

3. BERX
AR AT RS TR -

1. BT E R Content-MD5 2— N 24FHHa] 25
2. 28 0123456789 fEANZA |, HiAContent-MD52 eB5eJF1ptWaXm4bijSPyxw==

Nl

R :

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-oss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"
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CopyObject

Copy Object

#N—MEOSS FEZ N object BB M —"object , ATLAKRIE—PMPUTIERLBOSS , HEPUTIERLHHR
JNTTERX-0ss-copy-sourcesRIEEE R, OSSEBEFARMEXE— 1 CopyiR(E , FEEERSRHITIXIE
{E. GNER¥EMRTH , MiREFYobjectZRLEEF.

IZIREERTEI/NF1GBIIS S |, 2 N—NATF1GBAISIAFRT , wfFEAMultipart UploadigfE , BRI
Upload Part Copy.

Copyi2{ERYIRBucketf1BtrBuckets/MZRE—"1Region , AERegionfBucketA~gEHITCopy Objecti{E

TKIEE

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

B53KkHeader

2R ik
SHlFEEIE ( 2ERENR )

X-0SS-COpy-source KR FfFE

BANE : &

WNEREObjectiETagEf IR AHIETagiBSE

, MBATIEIURCE |, FHRE]200 ; BRRE412
X-0ss-copy-source-if-match HTTP{EIRED ( FIAbIERSLT ) .

KA R

BANE : &

WSRIRObjectAVETag(EFIFFIRMHAYETag A ES

, MATHEIURCE , FHR[EI200 ; BRKRE304
X-0ss-copy-source-if-none-match HTTP{EIRED ( FIAbIERSLNT ) .

KA PR

BANE : &

INFRAENSE PRI )% T2 B T SO SEFRME R
BE) , MESEERSUY , FRE200 OK ; BRR
[E]1412 precondition failed{&iz.

KA . FiFE

X-0ss-copy-source-if-unmodified-since
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X-0ss-copy-source-if-modified-since

x-oss-metadata-directive

X-0ss-server-side-encryption

X-0ss-object-acl

MWRrcER (Response Elements)

BR

CopyObjectResult
ETag

LastModified

Mo

BME T

SNERIRObjectE N FISERIRSEILUSHIESHT
 WFRATHEIURE | BUEREI304 HTTPIEIRES
( FRALERIEIG )

KB FRFE

BANE : K

BBESICOPYFIREPLACE, WERIZEIEA
COPY , NFFHYObjectiImetaBMIRObject Sl
I3k ; GNSRiIgAREPLACE , NIZRFREIR
ObjectfImetafd , MRAAFXRIEKRTIEEDN
metald ; EfENHIRE400 HTTPEIRTS, =%
{E5COPYHT , JBObjectfix-oss-server-side-
encryptionfmeta(BEASHITIE N,

KR 58

ZHAE : COPY

B3aE : COPY, REPLACE

E;’Eossﬁﬂ@ﬁﬁo bjectAtAIBRSS 2SimiELRID NI
Sm - e
B%E : AES256

{8 osstlE objectRTAIAIAIRIR.

KA . FfFER

&i&(E - public-read , private , public-read-
write

72

Copy ObjectzE8R
KA FFE
BIAME - T

#FObjectlYETag(E.
KA FEER
RITE : CopyObjectResult

#Object/m AT A,
KA . FRIB
7t : CopyObjectResult

1. ATLABIE ¥ U ER LI E M BB ObjectiImetalEE.
2. IR TUR(FAVREObjectitsiitFIBFRObjectitttittEE , MFTiex-oss-metadata-directive/Sfal{&

, S EEERREObjectlimetalS A,
3. OSS3z#5E IURFRITN T T HeaderEEANERTHIEL , HHRLZHES W Get ObjectiBERVMTI DT
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4.
5.

IR EREREREXTREObjectGIERSR,
IRObjectf1H#RObject B FR— R0 , BNIR[EI403 AccessDenied |, $HIREE N
: Target object does not reside in the same data center as source object,

. R ERiT B AT EObject FRTEAIBucke i i—R GetiE KX EL , HI+BEHRObjectATTER

BucketiEN—XPutisBREL , LARIBNAIFTIEFIE=SE).

EIURMESRERERL |, 2L "x-oss-" L, FRLABENIIASEF /8B,

8. BT IREIgE T x-0ss-server-side-encryptionigsksk , FEIERESE ( HAES256) , T

FToCIRObject R TIH IR S 2SImMNERD | # W2 ERIBHRObjectEPH TR S eRim INE RS,
FH B IRERIN N kP 2B 2 x-0ss-server-side-encryption , (E#IZ & BERObjectiIINZEE X
. FEXBIRObjecttf FEAT , MRSk tESE B x-0ss-server-side-encryption , {BfFIREMKIZ
ObjectfIINZE X ; HEEIIRIEPRIEREX-0ss-server-side-encryptionigsksk , NIFCiEIRObjectE
BT RS SImINEYRD |, 22 BB FRObjectEf BRI TIT IR S 8im N IRAS I A EE.

. FER{Ehx-0ss-metadata-directiveidsksk ICOPY ( BHAE ) BT , FHAHEIEODjectfx-oss-

server-side-encryptionfg , B]B1rObject @B H{TIRSZ28imINZRIS RRIECOPYIRIERBIEE T
x-0ss-server-side-encryptionigRLFRE,

10. ETEHE M ERIEE T x-0ss-server-side-encryptionigsksk , FHEiEREIEAES256 , NIRE]

A400FIMERIAYEEIRIET  InvalidEncryptionAlgorithmError,

11. WNERFE MM RINATFIGB |, £IRE400F0EIRIER : EntityToolarge,

12. ZREARBEE BT AppendiB N &A= object,

13. SNRHBUAFFEREE | FIENRFSibE.

14. ANERBucketfIEEL HArchive , MIAEERRIZZEO , BNREI400551R | FHIREH

R

OperationNotSupported,

ANl

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

REFRG :

HTTP/1.1
X-0Ss-req

200 OK
uest-id: 559CC9BDC755F95A64485981

Content-Type: application/xml
Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: Al

iyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CopyObjectResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
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<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>

<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>

</CopyObjectResult>

GetObject

Get Object

FTFREERE N Object , M FEKRRAFHZObjectE IR,

BKIEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue
Range: bytes=ByteRange(aJi%)

Bk&#(Request Parameters)

OSSFFAFAEAIXGETIERET , BEXOSSIXENEMN HRJ—EHeader. ERRAFIERXAILScontent-
type{TEEMIRME , EfttHeaderMZEXRAFAIXHIGETIERUUEHER. XEHeaderB1E :

AR

response-content-type

response-content-language

response-expires

response-cache-control

response-content-disposition

67

172

REOSSIR[ENEKAIcontent-typesk , ERiGAIH
AILURE.
KA . AR

VN

RBOSSIREEKAIcontent-languagesk
KA YR
VN

REOSSIRElEKAexpiressk

KR . FER

2ANE : T

R EBOSSIREERAcache-controlsk

KA FIEER
HANE : &

REOSSIREFKAIcontent-dispositionsk
KA FRFE
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BME T

BB OSSIR[EEKAIcontent-encodingsk
response-content-encoding KA R

ANE: T

&5 KkHeader

BFR 1%

EEXMHERASTEE. W, RTE bytes=0-9 , &
TMEIXBORIFEIX10MFFT,

KA FRFER

FOME : T

WNRIEERIAT B R FSCFMERRATE) , MIIEREEEX
% , FR[E]200 OK ; BNR[EI304 not modified
. A G LR . R
If-Modified-Since BOME -
BY &= - GMTH(E] , f5I&0Fri, 13 Nov 2015
14:47:53 GMT

ANRENSE PR EIE T a & IR TS LfME R

BHE) , MESRERSUE , FRE200 OK ; BRR

[E]412 precondition failedf&i=
If-Unmodified-Since KB FFE

EME : T

AIEE : GMTRSE , f5I%0Fri, 13 Nov 2015

14:47:53 GMT

WNERME NHFEERYETagflobjecty ETaglTED , MIIE

BAEHEISE , FHREI200 OK ; BFNRE412
If-Match precondition failedf&iz

KA FHFER

HNME: &

ANERENRIETag{EFNObjectiIETagA LA , MIIE

BRI FHRE200 OK ; BNREI304 Not
If-None-Match Modified

KA R

FNE: T

Range

Mo

1. GetObjectiBidrangeS A LASHFHTREUE | X FEERARRIODbjectiE N {FERIZINEE.

2. (NREBERLFFEARangeSE] ; MIREIERHSEEENEHRHKEMLLXRERTEE | 570
: Content-Range: bytes 0-9/44 , FRRENHKEN44 |, IORRERSEEAN0-9, MRAFHFEE
BEASE , WEEEBAN M, FEAREER K Content-Range,

3. 7NR "If-Modified-Since” JTEPFIRENMBEIAFESIE , BRESY , FRE200 OK,

4. If-Modified-SincefIf-Unmodified-SinceAJLAERSTFE |, If-Match#If-None-MatchtBeJLAEIRY
FE.
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Nl

5. iR EIf-Unmodified-Since F BAFEEE R SIf-MatchHBEARRS |, IR[E1412 precondition

failed

6. ANERBAIf-Modified-Since FEAFE BB IIf-None-MatchHEARRFS | iIR[E]1304 Not

Modified

7. AR ARTZIE , IR[El404 Not Found$&iR, 482123 : NoSuchKey,

8. OSSASHFEEZBIRMGETIEKF , BHIERSHCREE IR EE KR header,

9. EBENOSSIREERAPAI—LHeaderlt , REEKRIERIN ( BNRERS/2008F ) , OSSA=HE

BEXAheaderZ B AR GETiERSEPISERIE.

10. HizObject Nt TARSS eEim BB INZETFAER , NAEGETERN<EaEERELAF , FEAER
RNzEkeh |, £iR[E]x-oss-server-side-encryption , E{E#XIB1ZO0bjectiVIRS _imINZELE,

11. FEBREIRSHT GZIPEREMIAR , FEMEEKAIHeaderh E/RATUINAN Accept-
Encoding:gzip , OSSEHRIESHHIContent-TypeF I3k /) , HIMERIRELAFEZIGZIP £
FERIEE. WNRRAT GZIPEHENASMmetag 58, HBEIOSSSIFGZIPE4EAIContent-
TypeIHTML, Javascript, CSS. XML, RSS. Json , XHKNEARANF1k,

12. (NRIHEBAFFSHHE | IREIBF RS, F8 , SkHContent-Length, ETag.
Content-Md5 ABFRNXERITTER ; Last-Modified 2 Bir I SHHENRAE ;| YA
FFEHHZERITTER.

13. (NSRBI AFFSHHE | AEBIRUFAFE | R[E404 Not Found$f&iR, fHIRAD
: SymlinkTargetNotExist,

14. RSB HRFEHEE | HFEBRUFRELERFSHERE | 1R[E400 Bad requestitix, fEixtD
: InvalidTargetType,

15. Xt FArchivel|F142E8Y | Object FEFEEIERZRestoreimK , HE{FRestore5efk ; RBE1EObjecthy
Restoret@{F5Em B BRIH , ObjectABEH TEL
a. WIRIgBERRestoreidK , HEF E—IRIZ3ZRestoreBL&E#EAT , MIR[EI40345 |, $5IRABN
: InvalidObjectState,

b. S EE&EZRestoreimXK , {BEUEAIRestorelZEIRIR BT , NIRE403%E |, $HIR18/9
: InvalidObjectState,
c. {BRestore5enk , BiIRBiER , HUEAGEERE M.

R

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT
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Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangei&skf :

GET /oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

RERRG :

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
X-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

B )R EHEHERTA

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

REERE :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606

Connection: keep-alive
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Content-disposition: attachment; filename:testing.txt
Content-language: 132

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

FFSHERAERT

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-oss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIYmXvwCEe0fmi8JvOYilw==

ArchiveZ(BIObjectfRestorefR{FEESTRATHIBR:AI :

GET /oss.,jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

RELRG

HTTP/1.1 200 OK

x-0ss-request-id: 58F723894529F18D7F000053

x-0ss-object-type: Normal

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606
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Server: AliyunOSS

[354606 bytes of object data]

AppendObject

Append Object

Append ObjectLUENNBHIA R EES . BiFAppend ObjectiR/EBIZEAIObjectzEYAppendable
Object , MiBidPut Object L{£AY0bjectZNormal Object,

BKIEE

POST /ObjectName?append&position=Position HTTP/1.1

Content-Length : ContentLength
Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B5KkHeader

2R

Cache-Control

Content-Disposition

Content-Encoding

Content-MD5

72

1170

$ErEZObjectill FEURHORTHOEEFT ; B4
HIAESHIRRFC2616,

KR | iy

BRAE : %

FEEZODbjectii FERTRIRTR ;| BiFMEA
RFC2616,
KA . FRTER

E}WME 7

IBE1ZObject#ll FERTHIASMHISIED ; BiFdiE
RIESHBRFC2616,

KA . FRFER
FOME : T

RIBIMYRFC 1864XHERE ( ABIELER ) 1t
EMDSEIRE 128U HE |, 391%Z éﬂl—?—x_ﬁ
base644miE I— 1 NEERIContent-MD5&, iZi&
FKLTATERS AN E (BERERREA
EN—E ) . BERIZIERLERE , OSSEINA
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Expires

x-0ss-server-side-encryption

X-0ss-object-acl

gz Header

EA

x-0ss-next-append-position

x-o0ss-hash-crc64ecma

FIEMBRERIRFR

FERZIER L TR E RS E.
KA FIEER

ANE: T

PR& - T

ITHART A ; EEEEIATESABRFC2616,
SR ;B

HANE : &
187 ossBlEobjectITHIIRSS SEim I RADE X,

KA FEEB
&35 : AES256

{8 osstlEobjectRTAIAIEIRR.

KA . FRFER

&i&(E - public-read , private , public-read-
write

115

IR TN —RiEKA Z R 4tAposition, LR EFLRE
LEIObjectikE, Append ObjectpINiR[E]

, BB positionf10bjecti< EAILE TS [#2AY
40945iRAT , 2B lttheader,

KA : GA(EERY

ZRBAObjectf964{ICRCIE, 1%64{ICRCIRIE
ECMA-182FREITEBH.
KR - pAfEERY

1. FAEXt— 1 3EAppendable Objectif#{TAppend ObjectigfE, filtN , BEFHE—EZNormal
Objecthd , Append Objecti@AIR[EI409 , fEiRfEO0bjectNotAppendable,

2. JW—NELEFEEIAppendable Objecti#{TPut Objecti®fE , BBAiZAppendable Object&#ERHY

ObjectB= , 28T INormal Object,

3. Head Objecti®{E&iR[EIx-0ss-object-type , FBFZRBEObjectiyEE!, XFFAppendable Objectk

%t , iZ(EAppendable, tAppendable Object , Head Objecttb&iR[E] LiRRIx-0ss-next-

append-positionfx-oss-hash-crc64ecma,

4. Get Bucket ( List Objects ) iIERRIMM XML , £iBAppendable ObjectfyTypeigH

Appendable

5. JLAEACopy Object kB BRIIRS s INZNEMES AP EENTTERS. BaLUE
Appendable ObjectFE B AIM—1344 |, FHIS At ZEAppendable Object,

5o

1. URLE#appendFfpositiontdACanonicalizedResource , EELESEEZF.
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. URLISSH R Sappend , FERIEEXE—MAppend Objecti{F,

3. URLEISEE B S position , EfEIEEMNAILHITIEN. BEURIEIHR{FRIposition /i

8.
9.

0, IBEEENNEERIpositionEObjectlVHAH<E. #lU0 , F—KAppend ObjectiEkigE
positionfE0 , content-length/£65536 ; 84 , £ _XAppend ObjectFEEIgEposition/y
65536, EIRIBIERING | MRSLEBX-0ss-next-append-positiontB&HREE F—RIENNHY
position,

. SR positionAHEFNZRIObjectiKEA—EL , OSSRIREI409EIR | FEIRIDH

PositionNotEqualTolength, &4 FIATEIRRES , AP RILABIE IR SLERX-0ss-next-append-
positionsE{EEI T—)Rposition , BRI TIEK,

. ZPosition{EH0RT , dNRi&BEREZAppendable Object , BEEEAppendable Objecti<Ef

0, iZIEKI ; EftbiE R APositionFlObjectiKEAILEHIER. .

. HPositionfEAH0 , BiRERBZObjectiZE , BB4Append Objecta LIFIPut ObjectiEk—#t , iRE

& Ulx-oss-server-side-encryptionZ fJiEKHeader, X—safInitiate Multipart Upload2—#f
8. SNERTEPositionI0RIEKRAT , I T IEHEHIX-0ss-server-side-encryptionsk , BBASEEH
Append Objectli k&t & & x-0ss-server-side-encryptionsk , EHERBINZ&EEL, FEUNR
wEEYmeta , ATLAFERCopy ObjectiEk,

- BTFHRXER | RIfERFBpositionfYEIR 9T x-0ss-next-append-position , IZIFXRIKIARTBE

E79PositionNotEqualToLengthimsi,
Append ObjectF=4AI0bjecti<EFRHIFIPut Object—#¢,
&RAppend ObjectiB=E#TZObjectiIR/EIESATIEL,

10. #EpositionfEIFRIIER T , WEFERIAppendable ObjectiBII—MEERONNS | IZIBIER

LKZEObjectiPIRE,

11. 3NRBucketh92EE 9Archive , NIARBERERMIZED , BNRE40055R | FEIRI579

OperationNotSupported,

CRCOAIHE SR

Appendable ObjectfICRCRFBECMA-182tmE , FIXZANITE SN —H#, FIBoost CRUEHARREN B

typedef boost::crc_optimal <64, 0x42FOELIEBA9EA3693ULL, OxffffffffffffffffULL, OxFFFFffffffffffULL, true, true>
boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)

{

boost_ecma crg;
crc.process_bytes(buffer, length);
return crc.checksum();

}

2 MAPython cremodfiyA=A -

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64( "123456789" )
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Nl

R :

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

REFRG :

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-oss-request-id: 559CC9BDC755F95A64485981

DeleteObject

DeleteObject FHFMIFREANObject,
e EY
lﬁgzlnlf

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo
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1. DeleteObjectERXH1ZObjectZEEERR.

2. ARERIBRAYObject R1FIE , OSSHIRENAZSFE204 ( No Content ) ,
3. ANERBucketA~fZfE , IR[E404 Not Found,

4. INRHREVNFFSHEE | RHRFSHEHEES.

Nl

R

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REFRG :

HTTP/1.1 204 NoContent

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DeleteMultipleObjects

Delete Multiple Objects

Delete Multiple Objectsi2{Esz 5P BT — NHTTPiERMIFRE—1BuckethadZ /1 Object, Delete
Multiple Objectsti{EsZiF—IXIE KRR ESMIERL000NObject , FHEHFFHRENES, : 1F4H(verbose)tE=FN
B (quiet) R

- RS - OSSIREIRSHERFEE 28— MIFRObjecthI%E R,
- EERT . OSSIREIRTHER AT R B SMPRIIEFHIBERIObjectER | NRATAMBRERMRIIAYE , T
IRBIHEE,

ERIEE

POST /?delete HTTP/1.1

76



XIgAFE OSS

APl &%

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

B3k&#(Request Parameters)

Delete Multiple Objectsft , FJLAEIZ encoding-typeXdiREIZ5RPRIKeyiH THRD,

AR

encoding-type

iBKT=(Request Elements)

BIR

Delete

Key

Object

Quiet

77

172

BENREIRIKey#HiT4HB , BaISZFurldwia,
KeyfEFBUTF-8=%F , 1Bxml 1.OFREARSTIFRIT—
Lot =7F |, EbiNasciifEMORI10M=/F, T
Keysh & &xml 1.OFREASTHFHIEFIZRT | ATLUE
igigxEencoding-typelTiR[EIAKeyH1T4RED.
HUERE | FRFE

HNE

Al%E : url

70

{#7FDelete Multiple ObjectiERAVAEE,
KA 528
?’iﬁ i — P EZ N ObjectstEz | AIEAIQuietsT

R . None.

HHERObjecti B =,
it IR d=c
R : Object

{RE— Object{SEHIZEE,
KA N8

Fh : key

Q-H—

T : Delete
7 =R mEEAIFK,
KA BEEFERTR
BXUE : true. false
ZRIAME : false

R : Delete
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R7cEE (Response Elements)

2R A
Eﬁ?&ﬁﬂﬂﬂﬂﬂ[‘%ﬁ’\JObjectE’\JE%%
i e

Deleted 35 - Key
QI : DeleteResult

DeleteResult

Key

{®7zDelete Multiple ObjectiERERAIFE.
KA . REe

FT553 : Deleted

LA : None

OSSHUTIMBRIEERIObjectZ =,
%’g%” D R

R Deleted

EIRIREIE R PIRIDERIEE, NERIEKIISE
fRERE T encoding-type , FBREIIERSRT

EncodingType Keyi#{T4mA3.

KA TR
AN

RETM B

Mo

Nl

. Delete Multiple Objectsizzkw4iiEContent-Lengthf1Content-MD5=ER, OSSEIRIEIXLFER

IR EIRE SRR . 2B ST ERE,

. 4 Content-MD5ZFEBRE % : Bi5ciEDelete Multiple ObjectiEskRABZIIMDS I FES—

MN28RFTHE ; BBZFEHEEEbaseb4E LR ; REEZIN=REEIZEContent-MD5FER
ZSESN

. Delete Multiple ObjectsiE=kERIAR1F M (verbose)iEz,
. #£Delete Multiple ObjectsiERAilfc— N AFERObject , BN I2RIIH.
. Delete Multiple ObjectsBSHEMARARIFZMBIIAS , #Bid2MB&IREIMalformedXMLEEIRED

. Delete Multiple ObjectsiEsk&xZ 71T —IXHIFR1000~Object ; #Bid1000Object=iR[E]

MalformedXML{EiREE,

7. YNSRI E&T Content-MD5iEH:EL , OSS&it&EbodyfyContent-MDSFHHIEE—EME | MNRA—

# , $Bix[EInvalidDigest{&iRAg.,

ERTHI :

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
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Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test,jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test,jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

TR

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
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<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

RERA :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

HeadObject

Head Object

Head Object RiREIE/NObjectiimetal5 8 , MRESEHRZA.
\E Ay N
BEKIEE

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B5>KkHeader
SR HR

If-Modified-Since

80

WNSIERERIRT B R FECRRERATE) , MRE]I200
OK#1Object Meta ; &Nix[E]304 not modified
KA 5
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NFRENSH PRI EF T EE T S SEFMER

1A , MREI200 OKFIObject Meta ; &NiR[E]
If-Unmodified-Since 412 precondition failedf&i=

KA . FiFE

BAME -

ANERE NHREERYETagflobjectly ETaglThL , MR
[E1200 OK#AObject Meta ; BNx[E412

If-Match precondition failedfgix
KA FiFE
HNME: &

WRENRIETagEFIObjectA9ETagAILEL , UiR
[E1200 OK#1Object Meta ; BMX[E]304 Not
If-None-Match Modified

KA TR
BNME: &

Mo

1. MLIEFIR[EI200 OKFRIFIEFIRE , Head ObjectEARNIREIREEMR.

2. HeadObject3z#F LI xElf-Modified-Since, If-Unmodified-Since, If-Match , If-None-
Matchf9&EiaEt. EANINIES WGetObjecthRIMATEIT. NRIZHIEH , IR[E]1304 Not
Modified,

3. AR AP EPUtObjectHIRHRIE NLAX-0ss-meta-AFFkHuser meta , Lbilx-oss-meta-
location , IREEERT , IREXLuser meta,

4. AR HATFEIREI404 Not FoundiEiR,

5. HizObject/9itTIRSS ArimimSINZEFERY , NIfEHeadiEKRIBASLS , RiR[E]x-0ss-server-
side-encryption , E{E&BIZObjectiIiRS e inIIZE £,

6. MNRZAREIRFSHEE , WAk~ Content-Length, ETag. Content-Md5 I9ABRX4HAITTE
B ; Last-Modified @ R34 T SHEHENSEAE ; EtYARFSHHETER.

7. NRVHREVSRFSHEHE | FFEBREAFE | iR[E404 Not FoundfEiR. fEIRED
: SymlinkTargetNotExist,

8. AN REY N RFEHEE | FEBHSUFRELERFSHEE | IR[EI400 Bad requestiiR, $HIRFS
: InvalidTargetType.

9. x-oss-storage-classf@/RObjectfIfFfi#REY : Standard , IA , Archive

10. #NERBucketzkB SgArchive , EFEFB&R1R3ZRestoreidK , MNARSLHRELAx-0ss-restoreik[@li%

ObjectfiYRestore’lh7Z , AT LFMER :

a. NSRS HIERRestoreayZRestore B8Rt , MAREIZFER,

b. SNEREFR3ZRestore , HRestorei&GRI7eAL , MIREIAIX-0ss-restorefEA: ongoing-
request=" true” ,

c. \NRELZ1Z3ZRestore , ERestoreB4&58A% , MiR[EIAIx-0ss-restorefE/9: ongoing-
request=" false” , expiry-date=" Sun, 16 Apr 2017 08:12:33 GMT" ,

ANl

BRI
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HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:JbzF2LxZUtanl)5dLA092wpDC/E=

RERRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal
x-0ss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

$23zRestoreiFK{Brestore;& A seRATRIIE KT

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: OSS elUnnbm1rgdnpl:KKxkdNrUBu2t1kqlDhOMLbDb99I=

RERE

HTTP/1.1 200 OK

x-oss-request-id: 58F71A164529F18D7F000045
X-0ss-object-type: Normal
x-oss-storage-class: Archive

X-0ss-restore: ongoing-request="true"

Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

#23zRestoreiE kB restore BETERRATHIER T
HEAD /oss.,jpg HTTP/1.1
Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: OSS elUnnbm1rgdnpL:21qtGJ+ykDVmdu606FMJnn+WuBw=

IREERAI
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HTTP/1.1 200 OK

x-oss-request-id: 58F725344529F18D7F000055

X-0ss-object-type: Normal

x-0ss-storage-class: Archive

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:35:51 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 344606

GetObjectMeta

Get Object MetaF3sFRENE M Bucket FHIE A ObjecthiiEAmetalS R , BFi1%0bjectfIETag. Size ( 314
K/N) . LastModified , HRREIEHRZE.

BKIEE

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

I

DT

1. TICIERIREIRZIFIEFRIRE] , Get Object MetatJRNRELHEIAR.

2. Get Object MetaZEB & objectMetaidzk &4y , BNIZFRGet Objectiz=K,

3. MR ATFEIREI404 Not Foundi&ig,

4. Get Object MetatfttHead Object®EiZE , {VREHEEODbjectiy M EEAmetalER , BIEIX
ObjectAYETag. Size ( M{&FK/N) . LastModified , EfrSizefliskContent-LengthAYEUEZR
e

5. NRAREAFFSHER | IRAFFSIHRASER.

Nl

KB

GET /oss.jpg?objectMeta HTTP/1.1
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Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REE

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

PutObjectACL

Put Object ACL

Put Object ACLEOIATFHEKObjecthiyisafpR., ERIObjectE=FMj5RAR : private, public-read,
public-read-write, Put Object ACUR{E@BIIPutiE=k Ay “x-oss-object-acl” LFKIRE , XMEERE
Bucket OwnerGRRH1T. SNSRIERERTN , MIREI200 ; BNIREHENAERIGFHENMER.

BRIEx

PUT /ObjectName?acl HTTP/1.1

x-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Object ACLEEN

2 A
ZACLEREAENObject2FABRIR , BIREZ
private ObjectfJOwnerifiBiZObjectRNEERIR , Hith

RIRFIREIBRIE(FZObject

ublic-read IZACLRIBE A Object2 AHERIR , BPFFObject
P OwnerRAi%ObjectiistR , fiObject
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OwnerfiBi1z0bjectfNEENR
o ZACLEREARENObject2NHEERIR , BIFFEHA
public-read-write P XHZObjectiIEE R
IZACLEBE N Object2BEBucketiESHRAY
default RIE , BIBucket2H41NPR , ObjectfiEH4IY

PR

5o

Nl

R :

PUT /test
X-0ss-0bj

. ObjectiiER/FEIE : GetObject , HeadObject , CopyObjectflUploadPartCopyhfiigsource

objectAYiE ; ObjectIERIFRIE
: PutObject , PostObject , AppendObject , DeleteObject , DeleteMultipleObjects , Complet
eMultipartUploadl A CopyObjectXd#tObjectiI s,

. x-0ss-object-aclFIRAVEL/RTE LIARSMIPRP, WRBRET LIAFRISPR , OSSIREI400

Bad RequestiBER , $&1%xf5 : InvalidArgument,

. BRAMYATLAEIZ PutObjectACLEZISRIREObject ACL , IERTLAFEODbjecthIS#ERT , fEIBHRL

rh#s Fx-oss-object-acl3igEObject ACL , SER 5PutObjectA ACLE R, fFlaNPutObjectif7Eis
LS _Ex-oss-object-aclAJLATE L {E—ObjectlERTIRE T ObjectRIACL,

. SIHEANObjectiGHIEAPRAIAAFIEBE MObjectht , OSSiR[E] 403 ForbiddeniER , $&iRS

: AccessDenied , #27% : You do not have read permission on this object.

. JWEANObjecti 8 EBRIRIIBF SN Objectft , OSSiR[E] 403 ForbiddeniEa , &R

: AccessDenied , #27% : You do not have write permission on this object.

. REBucket OwnerZABIRIEAPuUtObjectACLIIEKIZBucket FENObjecthJACL, FEBucket

OwnerifgFPutObjectACLET , OSSiR[E] 403 ForbiddeniEE |, $&I=R3 : AccessDenied , 187~
: You do not have write acl permission on this object.

. Object ACLItEk =T Bucket ACL, #anBucket ACLEprivatefly , fObject ACLEpublic-read-

writefly , MEBIENXANObjectd , Sc#I¥TObjectfIACL , FrLARRE FFE#EIXNObjectAihEA R
, BMsHX/BucketEprivate bucket, WRFENObject \JERIEEITACL , MHEHPRE EBucket
ACL,

-object?acl HTTP/1.1
ect-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1

200 OK
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x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

GetObjectACL

Get Object ACLABSISRENE M Bucket FHIEANObjectHIiAEIR,

BKEE

GET /ObjectName?acl HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

Rt (Response Elements)

EA

AccessControlList

AccessControlPolicy

DisplayName

Grant

ID

Owner

86

1%

FEACLISEISE
KA . 7588

RT3 AccessControlPolicy

{F17Get Object ACLEERIIZSE
B NS
LT A : None

BucketfiBEMIETR.. (HRIFIID—E)

KA PR

RT3 : AccessControlPolicy.Owner
ObjectAYACLIR,

KB MEFHRFER

B%YE : private , public-read , public-read-

write

RT3 : AccessControlPolicy.AccessControlList
Bucketii5ERIFEFID

KA

AN+

R - AccessControlPolicy.Owner

RFBucketiiBEERIAES.
it N

RT3 AccessControlPolicy
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Mo

1. RBBucketfUHBEE ZREFEAGetObject ACLIX/MECIRFXENZBucket FENObjectflJACL , JF
Bucket Ownerif@HiziZ A , 1R[E]1403 ForbiddeniBE. $&IRHS : AccessDenied , #27=xYou do
not have read acl permission on this object.

2. NRNFLRETEANObjectiREIFTACL , NJFRGetObjectACLES , OSSIR[EIFIObjectACLERE
default , Z&BAiZObject ACLi&{EBucket ACL, B] : #N5RBucketRprivatefy , MiZobjecttE
privately ; #NERiZobjectEpublic-read-writefd , MiZobjectttEpublic-read-writedd.

Nl

BB

GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

IRERRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</ID>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

PostObject
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Post Object

Post ObjectffFHTMLERE L& {HEIIfEEDbuUcket, PostfEAPUtiIEMNE | (FIEET NGRS EESHE!
bucketp Ar]8E, Post ObjectASiEHESLMEIT ZERFEI ( multipart/form-data ) 485 , 7£Put Objectiz
ERSEBIIHTTPIERLER | EPosHEERSHNNEHIEELAPRIREAE(EE.

Post object
BRIEE

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168
Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
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Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

FREALE,

BIR )% 0%

Bucket 5 &EAIACcess Key
Id.
iy
VN =R
OSSAccessKeyld B - SbucketdEpublic- BEHH
read-writeBE IR T
policy ( Z¢Signature ) FEal
B, WRMHZER A,

policy#lxE 7B KAVRBFNE
EE, AEEpolicyRBIHANE
KIASRBEREK , HEREE
ilapublic-read-writef
bucket, FIFHHIATSET
X Post Policy,

policy KA . FRIER BRI
EINME :
FRE : ZbucketiEpublic-
read-writea Z =T
OSSAccessKeyld ( B}
Signature ) FREUHAS , LITHR
HiZREA,

FRIEAccess Key Secretfl]
policyitBINEZEE , OSSia
IEZE R EEMNMIEIEZPostis
KREOEEN. FiEEEAESE
X Post Signature,

. KA R A2 fH-AE
Signature BME | T BEMHN
PR : HbucketdEpublic-
read-writeaZ1RH T
OSSAccessKeyld ( B}
policy ) FREURATS , Wtttz
T,

s s -
Cache-Control, Content- RESTISSR:L | EZHERMPUL
T Content-Disposition Object, GIpvi

Y&, A SKE : FRFE =

Content-Encoding, Expires BRI -

;E(I\i

MHEXARE |, BEREAS
file NEE—ME. NEESBR

BRI E Content-

Type , SEBZBAFROIRE.
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key

success_action_redirect

success_action_status

X-0ss-meta-*

X-0ss-server-side-encryption

x-0ss-object-acl

OSS—IRRBE_HE— 304,
KR - G
KNE: T

HEXHJobjectZFR, N8R
BEFRAR LERSUEETRME
JJobject®s , EH
${filename}ZT=. FlU0 : 0K
FIR L& T3 f4b.jpg , Mikeyl
HEREN
Juser/a/${filename} , F£ZHY
object®& A/user/a/b.jpg. 4l
R EE , WA
BHRUEERE |, FINBR EETX
#a/b/c/bjpg , MESU4E S
bjpg , EkeylHHYEIRE S
Juser/a/${filename} , 229
object®&9/user/a/b.jpg

KA FGER
HANE : &

HERINEEFimtkEEIRY
URL , IRFIEEIZFR R , IR
EIZRH
success_action_statusZREaia)
18E. fNER EEEM , OSSIR[E
IR, HAHTHEE.

KA PR

HNE :

KIERE
success_action_redirectzRER1E;
B | iZFRBIIERE 7 LIERIE
RELEEFIHAVASE, &S
{E9200, 201, 204 ( BRIA) .
WNRIZIHANE 2005 E

204 , OSSIR[EI— = SA4FIE
NAPRSES. WRZIHAYER
HH201 , OSSIREI—1XMLI
HFI20 LS8, ANEREEFRIR
BaERENR—MNEAE

, OSSIR[EI—NZEIHEF02044K
OVER

KA YR

EANE -

FAFfEERIuser metafE,
OSSASIE B EFRIZE.
KA LR

VN

18EOSSBI#EobjectiTHIIRSS2S
IRINZIRIBEE,

KR .

BA{E : AES256

8 EossBlEEobjectBTAYIAIEINY
PR,

KB . FFFE

BiXE : public-

90



XIGRIFE OSS APl &%

read , private , public-read-
write

ERRIGARERSTSIGHT R

AR WEEEEZIN

SecurityTokenfg9{& , [ERT

OSSAccessKeyldEEFRSZ
x-0ss-security-token Eoxda9lERTAccessKeyld |, itE& %k

gEN, 5EREE

AccessKeyld&E&B T —E,

KR . TR
KNE: T
lgizHeader
B R

WRIBKISTE 1 x-0ss-server-side-encryptionfi

e e . 4R , WngfzHeadersh & & TiZ3LED , 188A TR
X-0SSs-server Slde encryptlon {iﬁﬁﬁ’ﬂ?]ﬂfﬁ%}fo

KRB IR

MRz 2 (Response Elements)

B fEA
{RIFPoStEREREEE.
PostResponse KA AEE
FT3m : Bucket, ETag, Key, Location
Bucket®&Z#R.
Bucket pgar SR =
R : PostResponse

ETag (entity tag) £ Object4EpHIRHEE!
#2 , PostiE>kEIEZRIObject , ETaglER1Z
Objecty&fuuid , JLARFHEEIZObject A
EARETK,

KA 5

RT3 : PostResponse

#rolEObjectAJURL,

Location KA . =
R/ . PostResponse

ETag

WD

1. #4TPostEERITbucketBEUR , tNEbucketApublic-read-write , TR HESEER , &
NERFHZIREFHTERIUE. SPutiEARRE , PostB{EfERIAccessKeySecretidpolicy {785
ITEHSEFRIBIEASIgnatureREIFANE , OSSRIIEZEMNTHIRTESENEIANE,

2. Toitbucket@& Apublic-read-write , —B F{£0SSAccessKeyld, policy, SignatureZ s 9T
B, NBRENFRRE AETR , FREFTOSSSIREREIRS : InvalidArgument,
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3. postiEE KRBT "multipart/form-data” , BPheaderfiContent-Typey

multipart/form-data; boundary =xxxxxxXt£AIFZ, , boundary BiLFR=FTER,

4. IBRFREMURLAbucketiFZ B , AEEAEURLFIEEObject, BIEKRITEPOST / HTTP/1.1, &

BES R POST /ObjectName HTTP/1.1
5. policy#liE TiZ /R PostiEk PR AHIEIAE , OSSaiREpolicyHIBNERMNE AN | IRAEES
IREFEIRAY : AccessDenied, TEEpolicy&ixMRT , policyh A RIS A TIRE,

6. ZEMpolicy/RfERUTF-84%3 , policy ARiFUTF-84migf1base6447FBAIJSON,

7. Postiss R A LAB SERMOZRES, , OSSERIEpolicy XL R BEIHE &AM,

8. YNRAF L2 7T Content-MD5iEkk , OSS&it&EbodyfJContent-MDSHIGE—EME , WRA—

 , ¥iREInvalidDigest{£iRfg,

9. ANRPOSTIERFEEHeader&EREEFH URLERER , OSSASE IEE.

10. WNRIFERPEEF L Ax-0ss-meta- AETERHIFREL , NN Iuser meta , EbaNx-oss-meta-location,
—NObjecta]l LABZ MRS S , (BFfERIuser metad K/ BEBIT 8K,

11. PostiEzkHIbody SKEARRITFEIISG. HMHHKEITX , 2IREEEIRED : EntityToolarge,

12. WNER H{EHEE T x-0ss-server-side-encryption Headerigkig, , AR EE(ENAES256 , BN
£IRE400F055IRES : InvalidEncryptionAlgorithmError, i§EiZHeaderfg , IR LPHEIR
[EliZHeader , OSS&XT_HERIObjecti TN IRIDFE , 25X MNObjectt FEAT , MEELHSE
& x-oss-server-side-encryption , {E#IZEKIZObjectiIIIZEX,

13. REFAXNERGRR , (BERFRERIEA KNSR,

Gyl
RO :

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
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--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

PostizkipolicyREIHATIIEERNAIEM. policy A—EREZFUTF-8fbase644miBHIISONIIA , AR
T PostiE kA MEERIZM. BN Fpublic-read-writefJbucket EERY , postZRERIE IRTHEIN , Ffi13ERY
EIFE R RIRFIPostiz=K,

policy:l

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}
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Post policysrussil Zexpirationflcondtions,

Expiration

ExpirationBWHERE 7 policyAUidHARTE] , LAISO8601 GMTHRYEIZR R, fI%n” 2014-12-01T12:00:00.000Z" 5

TE ¥ PostiE ki A EE2014F1281H122 2 Al

Conditions

Conditions@—1MI% , AILARTFIEEPostERIIFRRFNEGAE. TR | REEWMAVEEICEpolicyZ g

HITHE | Bt , policyhiRENRBIHRAISIAEN SN T BZRIRRREFIVE. Fla0 , RigEkeyFRR

& guser/userl/${filename} , FEFPBISZ4RE Fva.txt , WIPost policy M 2ik &R "eq” , “$key” ,
"user/userl/\${filename}" ], MAR[ "eq” , "$key” , “$key” , "user/userl/a.txt” ], Policydr3z#F

BYconditionsIi T :
2R

content-length-range

Cache-Control, Content-Type, Content-
Disposition, Content-Encoding, Expires

key

success_action_redirect

success_action_status

X-0ss-meta-*

115

FEHRIRINIRARSIFA/N,  1Zconditionsz
#contion-length-rangeltE S =,

HTTPiER3k., iZconditionsziZistaPTHEAD
starts-withPCEZ /5=,

&4 RIobjectBFR.  iZcondition3ZHFAEHRIT
EdfOstarts-withPCEEA .

HERINEHIBEEURLIENE, ZconditionSziEtE
HaPCECFIstarts-withITEE A =,

kigTEsuccess_action_redirecty , H{ERKIHEH
IREPAZSES,  iZcondition3ZFiEfRPtECFstarts-
withLEE /5=,

FBFfgERuser meta, iZconditionsziFEHA0T
EdfOstarts-withP TR .

WRPostiE kP ESEMAIRSR, , TLUSXLEEIMIRBEEINAZpolicyfIconditionsH,conditions NS

RRBERASHTEEMEE.

ConditionsITECA R,

ConditionsPCEgAt

=iz T
Starts With

TR

94

1%

REBIBAEVTHSHEICE conditionsFhERERYE.
g EkeyREBHAYEL T Ha : { "key” @ "a" }
EHRILAS S : [ "eq” , "$key” , "a" ]

FEPEFEVRLIEEEFR. flanigxkeydyE
WsmlA/user/userlFFA © [ “starts-with”
"$key” , "/user/userl” ]

1BRERT I EAERIS B AR/ INOER/ANAN |, D
RIS R/INALEILI05FTS ¢ [ “content-
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BT

length-range” , 1, 10]

F1E Post policy & $ FREE |, FILUNRERA § , EEFERENFMAS. BRItz , JSON Ex—L=Rr
HITEEN. TEHIAT Post policy B9 JSSON FEEHITENHFR.

Ve
V

\

\'

\$

\b

\f

\n

\r

\t

\UXXXX

Post Signature

ik
FHT
[T
WElS)

ST

T
I
347
[E%E
IKFHIERRF

Unicode =%

X FIIERIPostiER , HTMLEREH B S policyFlSignature(SR. policyt=HlliERHERLERITRY. it

HSignaturefIERTRES -

1. BllEE—A UTF-8 4BR3HY policy.

2.4 policy #1T base64 475 , E{ERIA policy REUFZENNE , KZEEABESENFRE,
3. A AccessKeySecret WESBHNFHRHAITER , EBHEASHead FEBRNTEHEER (B2

BEMNFRFRERS policy BIET )

7~ Demo

- Web B EE 0SS 7~f5l Demo : SFHXE

Callback

95
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H&EE

B REEE XA OSSHIERPiEsEMAICallbacks%y , BIREsCINENE. T7ESziECallBack@yAPI #0045

: PutObject, PostObject. CompleteMultipartUpload,

FaigsCallBack&#

CallBack&#2H—EREFIbase64miZn)son=zE , AR XEEEISTES

KENERIRS =

URL ( callbackUrl ) LAR[EIERIARZ ( callbackBody ) , FARYJson=ERUNT :

FBR ax

- {4 HERINFROSSAtburl&
EEEEK , BKTER
POST , body/s
callbackBodyig8ERINE. 1E
BERT , ZurlFZEmLL
"HTTP/1.1 200
OK" , body#/ii/9)SONET(
, MIfzEkContent-Lengthy4sm
NEENE , BAEE3MB,
- XFEFRNEERZSurl |, LA
" El, OSSR KRIEE
KERE—MREIRIALL,
- RSB EHEEAZNIA
A& BEi&Ecallback,
- STHEHTTPSHELE,
- AT RIEERRN R EER
, callbackUrlZEfurldZiBabiE
, Etaihttp://example.com/mr
X.php?key=value&HXXZFR
=HX (B RIS
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&%E4%B8%AD%E6%96
%87 %E5%90%8D%E7%A7 %
BO=%E4%B8%AD%E6%96%8
7%E5%80%BC

- KEEEEERIHostskAYE
, RBMEIRE T callbackUrlat
KLV 8

- IR EERE

callbckHost , MI<f#T
callbackUrl#riiurlFtighgtr
AYhostiEFtZlcallbackHostH

callbackUrl

callbackHost

- KRiEErRERkbody Y E

. Ban

. key=$(key)&etag="$(etag)
&my_var=$(x:my_var),

callbackBody
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callbackBodyType

MfljsonEBaNT

{

"callbackUrl":"121.101.166.30/test.php",

- XIFOSSRATE. BENE
BEMNEE  FHNRETENT
T~ . BENZENEA
{EPutObjectF]
CompleteMultipartsh 2iEiT
callback-varsf&i® , &
PostObjectH NI 2EZNEE

Bt R BRI SRAEE.

- &ZiEEmEEERAIContent-
Type , Sx#Fapplication/x-
www-form-urlencodedf]
application/json , BRAARIE

- fN&RAapplication/x-www- Elprant
form-urlencoded ,

callbackBodyshHIEr £
ZJurlimrorEE R , IR
Japplication/json , MI&#ZAR
JsontSERE IR,

"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",

"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",

"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m

y_var=${x:my_var}"

}

HrhcallbackBodyHaJLURBERIRAZER , HFimagelnfoft X FEIRTEI | MIRDIFEREREAZ

bucket
object

etag
size

mimeType
imagelnfo.height

imagelnfo.width

ax

bucket

object

Mf9etag , BREILEFAFAetagFER
objectX/)\ , CompleteMultipartUploadid /A%

“MobjectAIK/N

RIREE |, WjpegBE HHYRIRZEE JJimage/jpeg
EREE

BEREE
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imagelnfo.format ER1&( , Wjpg. png¥E

BHENXSH

BT LS callback-var8 kil E B EN S5,

BEEXSHE—Key-ValuetIMap , BFALIEEE CHEERIZHEIXMMap, EOSSKIEPOSTREIFIERAEY
AR | RISXLSER E—T AR RS IR REPOSTIERAIbody AT I EIE T 5RE.

EIEBENSH A A callbackSHI AR —HFRY | tBRLAjsont&TURIEE. ZjsonFRHEME—MES
FrEEENS#IKey-ValuefMap, XEEF/MFRIRTETRIMSHE | BREEXSHHIKey—EELXCTH
3k, B¥IRING. BRUIOSSEREREIR. BREAFPEEREMINEEXNSES B axvarlflxvar2 , SR
EH 5B Avaluelflvalue? , BRAMTIEHRKAYjsontEANT -

{

"x:varl":"valuel",
"x:var2":"value2"

}

MEEERERK

rE5eRk LiRRcallbackfcallback-varf N &z 5 , —HEBE=MHEELO0SS. Hcallback/aniESEL
, callback-varAniz£# , NRIREEEXSHINETLABRINcallback-varzEg, X=f5=aTF :

- EURLFIETHSE,

- fEHeader #5554,

- FEPOSTiEkAIbody R B KIETSEL , TEEAPOSTIEK LIEObjecthIRt & RBEERIXTS
ARIEEEESH.

X=MBXReEREIFERES—F , FUOSSEIREINvalidArgumenti&iz.

ERSHMEINZIOSSHERF , RS L XXERjson=FrrE{FAbase644wh3 , ARIZIRINI RIS AT INE!
OSSHYIBHK :

- WNRIEURLAHER 28, $Tcallback=[CallBack]g#& callback-var=[CallBackVarl{EA— N url &£
NIBEKEIX, iTEZEZCanonicalizedResourcelT |, callbackak# callback-varfii— N sub-
resourceit&EER

- WNEREHeaderd #5240, 1Bx-oss-callback=[CallBack]al&x-oss-callback-var=[CallBackVar]{E
A—PheadE NiFKEIE., TiFEZEZCanonicalizedOSSHeadershT , $x-oss-callback-varfx-
oss-callbackit&ER. WA :

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com
Accept-ncoding: identity
Content-Length: 5
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x-oss-callback-var: eyJ40m15X3ZhcilelmZvciljYWxsYmFjay10ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFjaOJvZHkiOiJidWNrzZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llVHIwZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2h0PSR7aW1hZ2VJbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VJbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl4:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
- MERFEEPOST L{EObjectiIRHEMIT EIESEHSHEMES—= |, callbackSEEFERIMIZAIRR
SkBOn , A0 FmEAYRA
--9431149156168

Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

REBENSHINE | FeEEESallback-varS HEEMINBIREET , 81 8E XS HEFEERM
MAIFREBESEMIN , #ENMF , WRAFRBENSEHjsonf

{

"x:varl":"valuel",
"x:var2":"value2"

}

ABAPOSTIEKHIREREAIZANT

--9431149156168
Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISImMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"
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value2

BT LATEpolicyshifiNcallback& 44 ( iSRAFMcallback , MARIHZESHUMI EERIE ) 40

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6EwWLiEWMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEUMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFja0JvZHIUeXBlIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS11lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

AJEEEER

QNSRS EAERETD , OSSRIRIERFRIERPHIcallbackSEMBENSHL ( callback-var2# ) , BI5ERE
LAPOSTAZURIX LS N AR SS 25

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-

test&object=test.txt&etag=DSESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

R E|EEER

Eean iz FRRRSS s tmR EAYBINGERK S

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a""b"}

R[] HEER
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BAZEFIRHIIAERN

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-0ss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

BE LR , MK CompleteMultipartUploadiis | EREERAZbody-FHZ7ERE (40
XMIBRAIEE.) | (#F HEEARE S BARAIbody RN 2" b") , FEIHAHIFHMTANE,

[EjESEE

BRigEcallbackS#s , OSSEBILRBAFIZEN callbackUrl&iEPOSTEIE SRS AN RS e, NAR
ZBEKFIEEERZE , NRFERIFREEKHSLE/MOSSKRINE , BFArTLUBESEREF H &Z kG
UFOSSHIS5,

R

EREOSSImALE | RAERSAIEIFRAINES | FAHINERISIER

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n" + body, md5))

B : Erbprivate_keySFA$H , RBossHIER , path AEIEIEKARIRIERR , query_string AEIE=FFTER
, body AEERGEEMR , FRASRZIEHATILEAER :

- RERFER TS | RRRELDurfF#RE | I ERGRIERFRES |, I E— M E%ER , I LEEEE
SYZN

- RSAZ R : (ERMAFRFERFAFHRIHITER , EBAIhashFEIMd5
- BEBENERMbase6dRD , BEIREZNER , ERMERIEIBERXAJauthorizationske

aaT

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1
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X-0ss-pub-key-url: aHROcDovL2dvc3NwdWJIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==
bucket=yonghu-test

path/g/index.php , query_string9?id=1&index=2 , bodysbucket=yonghu-test , HREERERN
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCE8OkQDjC3uG3
3esH2txA==

WIFES

WIFELRNTRERAERANAITIE | ANARSRIGIE , TZNF

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

FEOINEEAIEPHIAER , H¥public_keySA%H , authorizationAEIASLHRIESE , BANGIEESE
SRS ALULTILE ¢

- EIEEKAYX-0ss-pub-key-urlSRFRIR A TBRurlitbiitibase644wtS , EItHEEXIHitibase64f#
TOEREEIATA | AP

public_key = urlopen(base64_decode(x-oss-pub-key-urlskA9{H))

XEBEEETFE , FAPEERYEx-0ss-pub-key-urlskAMERRLLhttp://gosspublic.alicdn.com/si&
https://gosspublic.alicdn.com/FFk , BHEN TIRIEXMpublickey 2HOSSHAR.

- 3k Ebase64fREEMNEE

signature = base64_decode(authorizationskHY{E)

- REFERFRER  IiEE58E—H

sign_str = url_decode(path) + query_string + "\n" + body

- IWIFE

result = rsa_verify(public_key, md5(sign_str), signature)
A5 -

- SRENEI 1B urldtie , Bp
aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ=
=213 baseb4fi#fB 5152 http://gosspublic.alicdn.com/callback_pub_key_v1.pem
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kKQeGTRccDKyHB3HI9VF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCESOkQ
DjC3uG33esH2txA=={fbase64#t ( BT/ TENFRT , TATRRHELEIER )

- SREVSFEZ =5 |, Blurl_decode( “index.php” ) + "?id=1&index=2" + "\n" +
“bucket=yonghu-test” , F#imd5

- WIFSH

Rz FRRRSSRE 7~

AT A—Epython~ffl , i@~ 7 — MERAINARSSE | TERRPRIESENGE , WRfIEERE
M2CryptojE

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return "

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : " + pub_key_url

print 'Get pub key failed!"
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self.send_response(400)
self.end_headers()
return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n' + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!"
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', 'application/json")
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init_ (self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if'_main_'==_name__:
server_ip = get_local_ip()
server_port = 23451
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server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HEESTHIRIN BRS{UT -
JavahlrA
- EdbiE - REXE
-1B51775% « fEIEBizfTjava -jar oss-callback-server-demo.jar 9000 ( 9000xtiz17A%RE , SJLAR
CHEE )
PHPhRAS:
- T - REXER
-1B177%  BiEEIApacheiMET , RAPHPASIESHMTR | BN —L8UELESRBTINE. ATlA
BILASE B FRIBRTEMEIE KL,
Pythonhig4s :
- FEGblt - REXE
-B1T75% | RIESEEISITpython callback_app_server.py , IE{TiZEFEELE rsaflIKER,
CHhRA
- I - REXE
-1B17737% © RIEfR2% READMEmd,
GOhfRA :
- ESbiE - REXE
- B1775% « #IEfE5% README.md,
Rubyhz4s :

- EEE - RERXE
-1&317755% ¢ ruby aliyun_oss_callback_server.rb

FeBlA

WNERIE N callbackagF callback-varF&ix , MEIRE40058R | $EIR1BA
" InvalidArgument” , AEEHIBEREIEUATILE ¢

- PutObject()f1CompleteMultipartUpload()&z = urlflheader@EHR{E A callback(x-oss-
callback)gl#& callback-var(x-oss-callback-var) &4

- callbackak#E callback-var(PostObject( Tk B callback-var2#y , FtLiRBIRE , T
E)SH K (#Bi5KB )

- callback&{#callback-varig52idbase644w3

- callbackal#E callback-variEidbase64f#i3 a2 aiEa7jsont&=t
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- callback&##tigcallbackUrIFEREERIurBIZIRS (54 ) , & urlhENEportA~E&
i% . Eean{" callbackUrl":"10.101.166.30:test", "callbackBody":"test"}

- callback&##HrfScallbackBody=E A%

- callbackz#f#trfacallbackBodyType=ERHYEARR" application/x-www-form-
urlencoded” ##&" application/json”

- callback&¥#i#tf5callbackBodyFERHEEANEHAEIE , BTSN H${var)

- callback-varS#f#EtT a2 THERRYjsont&T , FREBRIIETUAIZ D

{"x:varl":"valuel","x:var2":"value2"...}

ANERERELM , MIRE203 , $EHiRFEA" CallbackFailed” | [EAKKMARRROSSIZBKEFHARIE]
AN , AMURNARSFRKBEIREIEK ( LN ARSFRERNREAEsontsz ) , B
, BT E 2 AN 2 T OSS

[z FAARS3 28R [E O S SHINR M 4t 5 Content-LengthfiyHeader , Body A/NRE#BIT1MB,

PutSymlink

Put Symlink

Put Symlink BT BIEE R S5k,
SR
BRIBE

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

i53kHeader
B R
SR m BRI,
x-0ss-symlink-target KA . PR

BixlE : s RAiERObject,
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Mo

1. TargetObjectName[EObjectName—#¥ , FZURL encode,
2. FFSHHEN BRI SEEI RN SHE,
3. BT SHEERT,
- MEBEERXHEEFE
- MEBEBIRXHRERR S
- MBI HEEBNRIEE
LAEISE |, #BHERZEIGetObjectEHE AR BHrSU4HIAPI,
4. NRAERINNHBEFE , FEBHEIR, FRINASHSESRRNSME | AIIiRE200
OK,
5. ANREPUtSymlinkAYRHE |, #ERLAX-05s-meta- ARIZRAYSEL , WAL —user meta , ELaNx-o0ss-
meta-location, —™ObjectE]LABZMNEILAISEY , (BATERIuser meta@ K/NAEEEIT 8k,
6. SNSRBucketfIZEE S9Archive , NIAREEEAIZIZED , BUIREI4005ER | HIRIGH
OperationNotSupported,

Nl

BB

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-o0ss-symlink-target: oss.jpg

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

GetSymlink
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BFREATS5HE | IR EEKRB P NZArS5HEEIENR.
vEE Y
15?214: lf

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

g Header

2R R
x-oss-symlink-target ﬁﬁ%ﬁgﬁgﬁ’ﬂﬁﬁiﬁo
== . x

-\
Mo
1. NRFFESHEEARTFEREA04 Not Found$giR, 2R3 : NoSuchKey

ANl

ERTE

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9J)fe8=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-o0ss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"
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RestoreObject

Restore Object

£tXdArchives(BIRIObjectiElY , EE(HFIRestorelRFLL RSB I HITIRAES ., WNER—Object2
StandardatFIAZKE! | AEFAIZIZEO. |FAHO0bject{EHfi{TRestoreRIFAPASIHIIIZANT ¢

a. —MArchiveZBIRIObjectiTHARTE T8 HIRT ;

b. #222—RRestoret#Ff5 , ObjectiBbTFHEGF |, IRBIHHATHRLR ;

C. FIRSIHHITTORRRESE . ObjectiBEEH NIRRT | LRSI AT LASERNObject ;

d. FRIRSENAREZLR | BPALBEKEIRZTX , Z/a . Object X EIFIFIIARTHYSIFRIRT.

H— M TFILIFRSAIFEObjectififTRestoref#F , RFEXUIRINEIZEA | MR—MIEHObjectibFAEIHRF
EMRFRTRRSET | FIXIERRestore , NIASIKEEHEENEIZ .

TKEE

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

TN

1. WRZEE X ZObjectgFE—IXiE restorefz 1 , NiR[E202,

2. IREEINARErestorez ] , BIRSImINTHRET , BIXABIIREA409, $HiRF8/9
: RestoreAlreadyInProgress ; BRSSimREIZIRIR , NFRIRSIHIEAH TrestoreiZ{E , AFRREFE
FRFEWSTRY , RAKEFFATIEIA/NGT

3. WREEINAR I restorei® ] , BIRZImEACETH , BXEABIREI200 , B&iEobjectiy
B FEETEEK—X |, REEKTRX.

4. YR objectAF7E , MiR[EI404,

5. ANERETRIIFArchiveZ$ B ObjectiEzzrestore , NIR[E4005E | FEIRIBH
: OperationNotSupported,

ANl

BRigAzrestorelSiER~

POST /oss.jpg?restore HTTP/1.1
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Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT
Authorization: OSS elUnnbmlrgdnply4eyu+4yje5ioRCr5PB=

REE

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

BE/RER , BrestorejRG5emAd

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

REERA

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyIlnProgress</Code>

<Message>The restore operation is in progress.</Message >
<Requestld>58EAF141461FB42C2B000008 </Requestld >
<Hostld>10.101.200.203 </HostId >

</Error>

BEXER , BrestoreB&semiAt :

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:.u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

IR EE
HTTP/1.1 200 Ok
Date: Sat, 15 Apr 2017 07:45:30 GMT

Content-Length: 0
Connection: keep-alive
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Server: AliyunOSS
x-0ss-request-id: 5374A2880232A65C23002D74

FZFMultipartUploadfJi&{/E

VA

BRTEIZPUT Objectz_EESXAHZIOSSLASN , OSSIERM T BIM—Fp_E&Ez{——Multipart Upload., FBF
ARSI FRIN AR EA (BEARAXRTFLL ) |, fEFEMultipart Upload Ef&&E= , 40 :

- BESHHTR LA,

- _HE#BIT 100MBAR/NISZ 14,

- MERFMIRE | FIOSSHIRRSS RR < AIRTHERZ BHATT.
- HEHZRT , TTEE LESHUFRIRN,

InitiateMultipartUpload

{EMultipart UploadiEzi &SRR , WRSCARIZEOREANOSSHIIA— MMultipart UploadZE{4, %
ENLIRE—POSSIRS S8 EIEEIEBE—HRIUpload ID , BFHRAZAXMultipart UploadZt, FBFRETLUE
EIXMNDEARRIEFAGERE , tndhiEMultipart Upload, ZifMultipart UploadZs,

BKIEE

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

iBk&#(Request Parameters)

Initiate Multipart Uploadft . aTLliEiTencodina-tvpeXtiREIZE R HEIKevif i T4RE2.
B R
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encoding-type

& kHeader

EA

Cache-Control
Content-Disposition
Content-Encoding

Expires

X-0ss-server-side-encryption

IR cE (Response Elements)

EA

Bucket

InitiateMultipartUploadResult

Key

112

BENREIRIKey#HITHB , BaISZFurldwia,
KeyfEFBUTF-8=%F , 1Bxml L.OFREARSTIFRIT—
Lot =#E |, EbiNasciifEMORI10M=/F, T
KeysrB Exml 1.OFREARSTHFAEHIFRT , ATLAE
igfgxEencoding-typeXTiR[EIAKey#H1T4RED.
HUEREL | FRFEH

FINE : T AEE - url

1%

1BE1ZObject#i FEATAIMIRAIEFITH ; BiFH
mIAESIRRFC2616,

KR - G

HNE :

IEEZObjectty FERTHIRAR ;| BiF B R
RFC2616,

KA TR
HANE : &

FEEIZObjectii FERTRIAE RIS | BIFE
RESHERFC2616,
KA 5

BANE : &

IIHARYIE ( milliseconds ) ; BiFHAIESER
RFC2616.

ESIINE )
BMME: E

18 L1E1Z0bjectE M partAH{FE AR SR imINE
IRIDELE |, OSSENT HENIE N partRBIRS 28iH
IR TS,

KB FRFE

BAi%(E : AES256

127
A — " "Multipart UploadZE{4A9BucketZ R

KA . FiFE

R M : InitiateMultipartUploadResult
{®%ZInitiate Multipart UploadiEkERAISEE.
HKA N8

FT3m : Bucket, Key, Uploadld

AN
X

T : None
A — "Multipart UploadZE{4AJO0bjectZHR

KA TR
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R : InitiateMultipartUploadResult
KE—iRritXMultipart UploadZ4#31D,

Uploadid KA . PR

R M : InitiateMultipartUploadResult

EERIREIEERPIRIBERRIRE, MNREKRIISE
fRERE T encoding-type , FBREIRIERSST

EncodingType Keyi#1T4mtL,

KA TR
AN

RE  BEs

TN

ANl

BRI

1 ZBETEI IS ZR9EHE , EEN "?uploads” EJCanonicalizedResourced,
2. {FIEAEMultipart UploadiBEsk , ST FARERIHTTPIEKEL : Cache-Control , Content-

Disposition , Content-Encoding , Content-Type , Expires , AL “x-oss-meta-" FFLAYHRF
BEM Headers, B{AEMIESIPUT Objectz[,

. ¥lgatMultipart UploadiBEsk , HAREINELEFERIRESZobject,
. RS =R EIIIA M Multipart UploadisKfg , RIREI—MXMUSTURIEKIK, ZiBEKERB=17T

2 : Bucket , Key#flUploadID, EHER TEFHUploadID , LIBFRLEAIMultipartiE<RE,

. FiaEMultipart UploadiBE=kAd , EiRE T x-oss-server-side-encryption Header , M7ENI RSk

SiRElZHeader , FEE EERIE M parth] , IRBineBXIE parti#H TERmBINEFME , Bl
OSShRSS8im RASF256( SR INEIRAE (AES256 ) |, EERMESIREM00FITENANERIER

: InvalidEncryptionAlgorithmError ; £ EfEE N partBd R4 B Nx-o0ss-server-side-
encryption Bk , HIEEIZIFKLNOSSLIREI400FIHERAYFEIRIET © InvalidArgument,

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AGdM4 =

RERRG :

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
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<InitiateMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >
</InitiateMultipartUploadResult>

UploadPart

A —"  Multipart UploadzZ f5 , BJLARIEISERIObjectZFUpload IDE4 R ( Part ) EIEEEE. &
HERPartEfE— MR RERISES ( part number , SEEIRE1~10,000 ) . X¥FE—{Upload ID , 1ZEBAE
HE—RRX—HREEE |, R T XHREUEEEAN XERREX S, NRIRAE— partSH3 , HETHNEL
12, BRAOSS LEBRIX N SIBMIPartEiEEER. MRTRE—HRPartliit , Hfttiparts/\J9100KB ; &
[E—RPartig B K/\RH.

BKEE

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

MM

1. FERZIEO _HEPart#iEaT , &/ n@MInitiate Multipart Uploadi#[ , $XEX— /N OSSERSZ2EMARY
Upload ID,

2. Multipart UploadZkprERE—1PartLish , EfttAIPartK/NEBEAT100KB, {BEUpload PartfZ
AHFASIZARYG EEParthI R/ ( BAFFIERE N&EE—R) ;| RBE=Complete Multipart
UploadiYFHEA =425,

3. 0SS SRS BRI ZPartAUEAIMD SERTEE TagsL PR EILS A,

4. PartSHBASEREIEZ1~10000, WMERFBHIXNEE , OSSKREINvalidArgumentiIHEIRHG.,

5. ZJ@Anitiate Multipart UploadiZ[O/T , #§%E 7 x-0ss-server-side-encryptionigksk , M£33 £
fERIParti TN RAY , F1EUpload Partlfiizsk#riR[Ex-0ss-server-side-encryptionsk , E{EER
BRiZPartiUiR B SEIHNZEE , Bk MInitiate Multipart UploadiZ[d, 6.7 {RIEAURENKER
HREFRHIER | AP REBERII#ETContent-MD5 , OSSRITE_HEEIERIMDSSRF EERY
MD5{EEES |, i1RA—EuREINvalidDigests&iRAg,

N
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BKaBI:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6EC98E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmMUmMW;l=

[6291456 bytes data]

RERHE:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1leae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

UploadPartCopy

Upload Part Copy

Upload Part Copyi@id \—NEfFIERIObjectrhiE RS FE— Part, @id7EUpload PartiEkAgEA
#Hn—Header:x-oss-copy-source3&iEMRiZiEN, HEM—NMATF1GBRISHART , H/ifERAUpload Part
CopyRu/a=ti#1T# M. Upload Part Copy RUiRBucketitthtF1 B#RBucketitzit 4 /RER—1Region, fN5R4E
BT MEVERE IU/NF1GBRISIY | BTLAS%E Copy Object,

BKEE

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

B5KkHeader
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b& T iEFERYiEkHeader , Upload Part Copyiaskdi@id FiAHeaderiEEE NAYRObjectitbitFI#E NASEE.

EA

X-0Ss-Copy-source

X-0Ss-Copy-source-range

115

SR ( HEEENR )

KA FEE

RNE: T

JRObjectfVISBEl, 0, iR bytes=0-9, &

HMEEFOFFEIXI0NFERF, HENENE
Objectii A~ FEZiEKHeader,

2KH - R
HINME: &

TiAiEkHeader{/EFIFx-0ss-copy-sourcefgERIRObject,

BFR

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

MR cE (Response Elements)

EA

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

116

1%

WRIRObjectAVETAGIEFIFF1RHAYETAGIESE
, WRFTHEEIURIE ; BNREI412 HTTPEEIRES
( FRALERE ) «

KA FIEER

ANE: T

WRFEObject B M AF1EERIRTBILAG IR B #HIE
BOT , MAITHE TURIE ; BNIREI412 HTTPEEIR
13 ( FRbIBSN ) .

KA FIFER

NE: T

SIRENSHPRIREE T EE R TS SEPRME
BE) , MIEFEERESE , FHRE200 OK ; BRR
[E]412 precondition failed$&ix.

KA SR

FOME : T

ANERiFEObject 5 MAFIEERIRT BILAR#IS I
, MFATHEIURAE ; BRREA12 HTTPEEIRAD
( FabERSM ) .

KA YR

HNME: &
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SNRIRODbjectlIETAGIEFIRFIRMAIETAGHESE
 WFRATHEIURME | BURE412 HTTPIEIRAS

( ALK ) .

KB PR

BME: E

WRIFEObject B M A 1EERIRTBILAG IR B HIE
BUdT , MATHE TURIE ; BNIREI412 HTTPEEIR
B (bR ) .

KA FIEER

HNE T
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INRENSHP RIS RIS T E T X SERRE
AYiE) , MIIEREERESE , FiRE200 OK ; B

X-0ss-copy-source-if-unmodified-since [E]412 precondition failed$&i=.
KA RS
BAME -

WERIRObject B \FIFIEERIRTBLARHRIESUT

, MBATHEDUERE ; BUREA12 HTTPEIRAS
x-0ss-copy-source-if-modified-since ( FRAbIESE )

KR T8

HNE : &

Mo

1. ARZEO LEPartddERT , #/uAAInitiate Multipart Upload$2[1 , SREN—NOSSERSS 885U RY
Upload ID,

2. Multipart UploadZEKpRr&f5—PartLA5h , EftthIPart X/ NEFERF-100KB, {B2EUpload Part#
AHARZAIRE HEPartfI R/ (EATIERENRE—R) | RBEZHComplete Multipart
UploadiIFHEA 24256

3. NMExEX-0ss-copy-source-rangeiERkkht , RFENENRODbject, HIEEIZIFNRLAT , MiR[E]
HEPSE BN HRIKEFLRENASERE | f140 : Content-Range: bytes 0-9/44 , F_RiREN
NHKER44 | RENRSEEN0-9, BigErSEEAMSEERSER , NENEAN G, HFEAR
EERPIRK Content-Range,

4. #FAInitiate Multipart Upload#Z[ORY , 155 1 x-0ss-server-side-encryptionigsk:k , MI&XT £
ERIPartiTINEZ4RES , F1EUpload PartliiizskFiR[Ex-0ss-server-side-encryptionsk , EE%
BRiZPartiUiR S 2 ImINEE % , BfARInitiate Multipart UploadiZO.

5. iZI(EAREE ILBITAppendiBIN A& F=4RJobject,

6. SNRBucketfIZEE S9Archive , NIREEEAIZIED , BUIREI4005ER | HIRIDH
OperationNotSupported,

Nl

TRT:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;|I=
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

RERHE:

HTTP/1.1 200 OK
Server: AliyunOSS

117



XIGRIFE OSS APl &%

Connection: keep-alive
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

CompleteMultipartUpload

EEFrEEUEPartgl LE=RE . wiEEComplete Multipart Upload APISRZEREENSAAIMuUltipart
Upload, TEHUTIZIRIERT , PO URIFIEBMIIEEEPartiV7IZR ( 21EpartSTBFIETAG ) ; OSSKEIFA
FiRRZHIPartfIRE , RF—WIEEMUEParthIE . SFBRIEEEPartiGIEEINE , OSSIHEX LR
partBE— 1 5EAI0bject,

TKIEE

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

iB5Xk&#(Request Parameters)

Complete Multipart Uploadit , AJLUEIZencoding-typeXdiREIZ5RFRIKeyi# 174D,
B 75

IEEXNREINKey #1743 , BRIscRFurlmis.
KeyfFAUTF-8=4F , {Bxml 1.OFRERSTIERIT—
encoding-tvoe Ui | thilascifBEM ORI 105, T
9-yp KeyshrEExml LOFRERSHIFANEHFZRF |, FJLUE
iF18Eencoding-typeXtiREIfIKeyiH{T4RA3.
HUERE . =T
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iBERKTE(Request Elements)

2R

CompleteMultipartUpload

ETag
Part

PartNumber

MWRzrcER (Response Elements)

&R

Bucket

CompleteMultipartUploadResult

ETag

Location

Key

119

FONE : T ANEE : url

ik
{®7FZComplete Multipart UploadiEsk I FHIZS S

eSS _
FHER  —PEkE Parttx
RER T

PartpkIh_HEfE , OSSIRERYETaglE,
KA FIEER
Q153 : Part

REEE HEPartiEEIARS.

KA 7588

Fi5 M4 : ETag, PartNumber

R : InitiateMultipartUploadResult

Partzg8.
KR B
RXF A : Part

ik

BucketZ#R.
A | f
AN

R M - CompleteMultipartUploadResult
{®7FComplete Multipart UploadiEkERAISEE

KA . RE
FT3r : Bucket, Key, ETag, Location

AN+

LR A : None

ETag (entity tag) ZEB 1 Object4 A AIRHEH S
# , BT R —1ObjectlIRZ. Complete
Multipart UploadiEkelZAIO0bject , ETag{ER2
HAARIUUID, ETagEALARFIEEObjectIE
BEEREDTW. .

KA TR

AN

R : CompleteMultipartUploadResult

HelEEObjectAIURL,
KR - G
52+|-

T M : CompleteMultipartUploadResult
#FelzEEObjectNE =,

KA TR
At

R . CompleteMultipartUploadResult



PUEEZE O APl &%
1ERRIREIERPRIDERIIEE, MRBERNSEH
i8R T encoding-type , ARREIRILERERS
EncodingType Key#{74mtL.

KA . ISR
REA : B

Mo

. Complete Multipart Uploadit , SHHABRERE—REASNRBRAYANEBAF100KB , FiaERAF

B A9PartlisthfyE—{ \PartS#5F0Etag. FRLATE Ef&EParthy , ZEFinbR T HEICRKPartS1534h
, REBCREX EEPartpIhfE | IRGB2EIRERIETaglH,

. OSSatiEComplete Multipart Uploadig>kiy , S¥F4E—xeRIRTIE, EXERATEIA , A1REFinii

OSSz alfYsERElIa , OSSIEMERISIER MG,

. FBFP1RAZHIPart Listdh, PartSHSRJLARAIELEAY, HluNsE—RAYPartS1321 ; F_HRAIPartSBE

So

4. OSS4hFEComplete Multipart UploadigskmIhfE , izUpload IDFRREERTTRL.

Nl

TR

. E—/\Objectal LAEIHREARRRIUpload Id , Z3Complete— N Upload IDjF , iZObjecthE b

Upload IDASZE40,

. & AInitiate Multipart Upload#[RT , 8% 7 x-0ss-server-side-encryptionig=kk , M7E

Complete Multipart Uploadfymaizskeh , ik[Ex-oss-server-side-encryption , EERAFZ
ObjectiyiRSS ERImINZRIE,

AR Ef&7 Content-MD5153Kk , OSSKit&bodyrIContent-MD5HEE—HME |, WNRA—

0 , $Bix[EInvalidDigestf&iRAg,

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 1056

Date: Fri,

24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>
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</CompleteMultipartUpload >

RERE:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-o0ss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>
<CompleteMultipartUploadResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

AbortMultipartUpload

ZiE O LARIER F2MAYUpload IDHIEERIMAIMultipart UploadZ{4, H—/4“Multipart UploadZ5{is
IS , BiAREEFEAIX NUpload IDMYHTIRIE , B2 HERPartEiE S EMIER.

BKIEE

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

Ho/N\
I
1. fRlE—Multipart UploadS4hT , aNREFFBRIFELPart{BAAELIE | BRARPILRIFIS T
MpRXLEPart, FRLARISRFEHAGIARIIER . AT AEREROSS ERY=SE , FEEAJLIXAbort

Multipart Upload#MA.
2. AR Upload IdARTEE , OSS£IR[EI4A04581R |, $8I=FB9 : NoSuchUpload,

Nl
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BKaBI:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECISE HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmMUmMW;l=

RERG:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads

List Multipart UploadsETLABFHEFEH#ITHAIMultipart UploadZ4 , BIBR#E#IMAAIMultipart

Upload{BEFk#CompletegiZ AbortiIMultipart Upload=4, OSSIREINEFERPHRESELEE1000
Multipart Upload{E2. fNERAEIEEOSSIREIZFIZERAMultipart Upload{SERIZE |, AILAEIRKAHIRI0
max-uploads&#{, b, OSSIREIZFIEERPIIsTruncatedTTRIFARBIEBEMAIMultipart Upload,

KB

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iBk&#(Request Parameters)

BFR 1%

E—MHETIObjectB=#HITHHENFR. Fie&

FESEENRIREE X HIdelimiter=fFZ
delimiter BfJobjectfEN—HITER

——CommonPrefixes,

KA R

PRELXIREMultipart UploadsS4HIEAEE
, WIERTRIGE , BAIAK1000 , max-uploadsEE
ABEATF1000,

KA FRFER

max-uploads
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key-marker

prefix

upload-id-marker

encoding-type

MR rcE (Response Elements)

2R

ListMultipartUploadsResult

Bucket

EncodingType

123

Supload-id-marker&#—REIEFAMIEEREIS
RAUERIAAIE. | WN%Rupload-id-markerS#k
RE  EEERTES  FiB0bjectB8FHIFHEE
KTFkey-markerS#ERIMultipart=44, | 0%
upload-id-markerS##iRE , EIRERFED

. FFB0bjectEFRIFHF AT key-marker54]
{ERIMultipart={4F10bjectEFE T key-
marker2%{& , {82Upload IDtYupload-id-
marker2#{EKAIMultipart Uploads={4,
KA . FEE

FREIREIobject keys il Aprefix{ERRIZR, iE
BfEMprefixe&niflfy , IREAkeyFNISEE
prefix,

KA YR

5key-marker&#—RE{FERAKIEEIREILERATE
YafIE. | tnSRkey-markerS#RIgE , N
OSSZ#&upload-id-marker2#§, | a15Rkey-
markerS#iKiKE , BRERPES G
ObjectBFAIFHFF AT key-markerS#{EN
MultipartZ{4F10bjecta FETFkey-marker£#{
{8 , {82Upload IDtYupload-id-marker&#&
KAIMultipart UploadsZE4,

KA FIEE

EEMHREIRNIAEH TR | ISEmIDAIREL.
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKey{sFUTF-8=4F , {Bxml

1. OFREA ST — L= RF | thilasciifE M
0ZI10M=/F. XFBEXmI LOMRAERSIFAESE
FF , AILAEdiEEencoding-typeXdiR[ElRY
Delimiter, KeyMarker, Prefix,
NextKeyMarkerf1Keyi#{T4wA2.

HUERE | FITER

BAME - &

fid

{®7FList Multipart UploadiE kRIS R,
HKE . [eg

FT5m : Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadIldMarker,
MasUploads, Delimiter, Prefix,
CommonPrefixes, IsTruncated, Upload
R : None

BucketZ#R.
KA . FFE
RT3/ : ListMultipartUploadsResult

1ERRREIERPIRISERRISEEL., WRIGEKRAISE
thiEE T encoding-type , BRREINEREXS
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyiX Lo T4RAD.
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KA . FFE
RT3 ListMultipartUploadsResult

FIRATEEIRObject i &,
KeyMarker KB FREE

AN

R« ListMultipartUploadsResult
FIZRAYEEIAUploadIDAIE,

UploadldMarker KA PR
RT3 : ListMultipartUploadsResult

MRNXZERAZTER |, MAIEKPHEES

NextKeyMarkersoE , FIFIRIBRE T RIERAY
NextKeyMarker KeyMarker{&,

KA . FFE

RT3/ : ListMultipartUploadsResult

MRRREBIREISFER |, WAERPEES
NextUploadMarkerjcZ , BFirBEE T RIEKAY

NextUploadMarker UploadMarker{g,
KA PR
RT3 ListMultipartUploadsResult
REIE K Upload#i 8.,
MaxUploads KA B
R« ListMultipartUploadsResult

RBBERAXIREIRIMultipart Upload4E8R%13

R, "tge’%%ﬁi&)ﬂiﬁﬁﬁ@%ﬁﬁ%%

; "false” FRAREEIRE T £EPER.
IsTruncated SR - WPRTER E - false. true

ZAE : false

RT3 : ListMultipartUploadsResult

{FFMultipart Upload S EHIAEE,
KA AEE
Upload FH= : Key, Uploadld, Initiated

-+

R : ListMultipartUploadsResult

¥EatkMultipart UploadZ{4#90bjectZ =,
Key KB FRIER
R Upload

Multipart Upload=4#9ID,
Uploadid KA . PR
R A : Upload

Multipart UploadSE{44IsaLAYRT A
Initiated A B

AN

R Upload

Mo

1. "max-uploads” 2#&AE/1000,
2. TEOSSHIRBILERELERObjectBFFHEFFHEY | XTFR—1Object , NILARAIEF | F/F
HEF,
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3. AILAREH{FEA prefix2#dbucketfobjecti#{THEEIR ( FMUSSUEFAITIEE ) «

4. List Multipart UploadsiEsksz#E57igk&4l : prefix , marker , delimiter , upload-id-
markerflmax-uploads, BIIXLSHAVES  TLUREREMultipart UploadsSA4aI8NI , 3%
SHIERERER.

Nl

R

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>oss-example </Bucket>
<KeyMarker> </KeyMarker>
<UploadldMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>
<Prefix> </Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>multipart.data</Key>
<Uploadld>0004B999EF518A1FE585B0C9360DC4C8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >
</Upload>
<Upload>
<Key>multipart.data</Key>
<UploadIld>0004B999EF5A239BB9138C6227D69F95 </Uploadld >
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >
</Upload>
<Upload>
<Key>oss.avi</Key>
<UploadIld>0004B99B8E707874FC2D692FASD77D3F </Uploadld>
<Initiated>2012-02-23T06:14:27.000Z </Initiated >
</Upload>
</ListMultipartUploadsResult>
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ListParts

List Partsap< A LABFHFEREUpload IDFRBRIFTE B4 LIEmIPart.

BKIEE

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: Signature

BXk&#(Request Parameters)

2R

uploadId

max-parts

part-number-marker

encoding-type

MR cE (Response Elements)

EA

ListPartsResult

126

fik

Multipart UploadZ49ID,
KA 5

BNE T
MEEOSSIIN PRI APartz 8.
ZERY - B

ZRAME : 1,000

1ExEListAUtetafIE , RBPart Numberf{BXF
ZSHHIPartS#FIH.

KA - BB
BAME:

EEXIREIIRNESHI TR , 15E/mIBHIRE,
KeyfEFBUTF-8=%%F , 1Bxml 1L.OFRERSTIFRT—
L= |, thilascifE ORI 10M=FRT. T
KeysrBExml 1.OFREARSTHFANEHIFRT , ATLAE
=f8xEencoding-typeXdiREIAIKey 1 T4RAD.
HUERR | FRFE

EOANE : T, BEE : url
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{RiZList PartisskERAIE2E.

KA ;7588

Fi5 M4 : Bucket, Key, Uploadld,
PartNumberMarker, NextPartNumberMarker,
MaxParts, IsTruncated, Part
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Bucket

EncodingType

Key

Uploadld

PartNumberMarker

NextPartNumberMarker

MaxParts

IsTruncated

Part

PartNumber

LastModified

ETag

Size

127

REM I

BucketZ#FR.
KA FRER
AN

RLIE : ListPartsResult

SEANHR A B TR FIA0KEY, MNRiBRAY
SHhigE Tencoding-type , BBEXHREZER S
9K ey T4RED.

e SR oY=

AN

LI : ListPartsResult

Objectf&A#FR.,
XA R
AN

R ListPartsResult

UploadZ44ID,
KB FRFE
QT : ListPartsResult

AR ListZEERAIPart Numberietai s,
KA . B
Q¥ : ListPartsResult

WMRAREERESEPER |, WABEKRPHEELS
NextPartNumberMarkericz , B FHRARE FE
BEREIPartNumberMarker{&,

KA B

QA : ListPartsResult

RENERPRAAIPartEH.
KAHY - B
QT : ListPartsResult

FRIBEBRAKIREIFList Part/SR R EHT.
"true” BRAREBEREISIPLER ; "false” &
AR BEIRE T 2EPER,

KA WEFRE GYYE | true, false

R : ListPartsResult

(RiFPartEEHNA=S.

KR . FER

F M : PartNumber,LastModified, ETag, Size
LT : ListPartsResult

FrPartfygi=,

SR - B

QA5 : ListPartsResult.Part
Part_EAZAYRTIE],

X8 . HER

AN

R : ListPartsResult.part

B L{&PartiE=aIETag.
KB R
QT : ListPartsResult.Part

B_f&EPartk/),

A - B
R ListPartsResult.Part
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Mo

1. List Parts3z¥Fmax-partsflpart-number-markerfiffiEk 244,
2. max-partsS#RA{E /91000 ; FIAEHH1000,
3. EOSSHUIREIEERIZRRPart SASFHFHES,

4. BFMBERTIRELEE | FTLAAREZAList ParttiSRAVEESR ( Part NumberfIETaglE ) SREMSRS

Complete MultipartfyPartFlz&.

Nl

BB

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:4qOnUMcOUQWgkz8wDgD3lIsa9P8=

IRERRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Bucket>multipart_upload </Bucket>

<Key>multipart.data</Key>

<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>

<NextPartNumberMarker>5</NextPartNumberMarker>

<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
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<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

ikl

IR = (CORS) e FWEBIRHIN AR R LA A B T A ERIRIR. OSSIRMHE T CORSSZFFLATI EFIFBOSSTH
RERERIWEBN FFTER. OSSIEHZRMOSEAE EHIEEEAISMER,

PutBucketcors

Put Bucket corsiB#{EBEIEERNbucket EIRTE—MEBIHFIRIELZ(CORS)ATHIN |, tNREMNIFENBZ=/EM

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from </AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod >HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >
<AllowedHeader> headers that allowed browser to send</AllowedHeader>
<AllowedHeader>...</AllowedHeader>
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<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response </MaxAgeSeconds>

</CORSRule>

<CORSRule>

</CORSRule>

</CORSConfiguration >

iBEK7TtE ( Request Elements )

B iR BEWMR
CORS%MU%E’;?tFEE . Eﬁ\
bucketZzZ /tiF105HIN =

R . CORSConfiguration

SR A RS RAOTE | o
FERE M TERIEEE M
m%ﬁéﬁfggfg;ﬁ
. e BT WIS -

AllowedOrigin o ERAETEMRE
PEER,
KR - T8
LT = : CORSRule

f‘éﬁfﬁiﬂgﬂ’%ﬂﬁz‘?ﬁ%o
St I Ve
AllowedMethod ( GET,PUT,DELETE,POST,HEA =
D)
R . CORSRule

EHIFEOPTIONSTREUES H

Access-Control-Request-

HeadersikthigEfIheaderE

&E5tiF. TEAccess-Control-

Request-HeadersHigEHIE
AllowedHeader Nheader&BIAIRTE

AllowedHeadersh E—&3XF AL

NI, RFERRZ—

" BERT

KB FEE

RF5 52 : CORSRule

IEEITARP AR R
A9mRzL ( Fen—A
Javascriptd

ExposeHeader XMLHttpRequestidgR, ) &~ B
FVFER " IBECHT,
KA FEE
RT3 : CORSRule

i‘aﬁuwﬁﬁ%%w%%@mgiﬂy

( OPTIONS ) iEKIREILERH =

MaxAgeSeconds EERI , SR, — B
CORSRuleEEEZZ AITFHI—

i
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™
2Ry . EER
RF5/8 : CORSRule

BucketfgCORSHINZ5 28

CORSConfiguration e it AN =
RUR T

Mo

1. EiAbucket@AFFECORSIIEE , ATBRIESIEIEKAYoriginEB A 4E LI,

2. T HER FAERFHEFICORSIARE , ELANMA—"www.a.comAIRIIEEIT XIS ERHY
XMLHttpRequestIgERiIAIRIOSS , FEBIAEFa)_ LECORSHMNKFF. ZAMNEBXMLIZES
St

3. 81 "bucketfYCORSIZTERHZHRCORSHNFEEN , BPbucketZZ 7IF10FFN , £1ERT
XML RS 7IF16KBA/N,

4. ZOSSKWEI— M EEIRIEK ( EEOPTIONSIEK ) |, RiEEbucket I AICORSHIN , AAFHFH{THERL
ABRIGE, OSSEHRIGES—FAN , FRSE KRN IFERFIRBEIXT AT
header, WNSRATEANERIECLBINAKIETCORSHEXAIheader,

5. CORSFEINI L ECA A mHE =154 , BT , B KMIOrigin/iltE—IAllowedOriginIn , EIR
,1BKRAYGE (WOGET , PUTE ) 5i& OPTIONSIEKAYACcess-Control-Request-Method kX3 Ay
FitwmPtEi—InAllowedMethodIil , &f5 , OPTIONSiEKAYAccess-Control-Request-
Headerssk& 2898 MheadergBwi/mPLEc—IRAllowedHeaderId,

6. WNERFAF Lf&7 Content-MD5i53k:k , OSSRit&bodyrIContent-MD5HGE—EME |, WNRA—
0 , $%ix[EInvalidDigestf&iRAg,

Nl

R NbucketESEHEIERMNIHEY :

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT </AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
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<AllowedMethod>GET </AllowedMethod >

<AllowedHeader> Authorization</AllowedHeader>

<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>

</CORSRule>

</CORSConfiguration >

IRERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucketcors

Get Bucket corst{ERRTFEEISERIBucket BEIRICORSHLINI

KB

GET /?cors HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

R cEE (Response Elements)

BFR

CORSRule

AllowedOrigin

AllowedMethod

132
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CORSHINIEYZSEE , B bucketRZ /IF10E MM
KA . REE
R/ . CORSConfiguration

IBETFRIBEIEKRAKRIER , T ERZ N TEER
BEZINITFHERER. RAFFERRZ— " B
Boff. WIRIBER " NFRRAFABIERIRRY

BigiaK.

KA AR

R~ : CORSRule

IEEAVTRIBIEIERITIE.
AU : #%¢ ( GET,PUT,DELETE,POST,HEAD )
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R & : CORSRule

FEHIFEOPTIONSTRENFE< HAccess-Control-

Request-HeadersskHigERheader@& /oiF.

fEAccess-Control-Request-Headersig5EIE
AllowedHeader “headergBwiitrAllowedHeadersh B —£&3I M,

I, IFERRZ— " BEHT

KA . FiFE

R4 : CORSRule

VTR MR AR FHIEaaE Rk ( Fln—
“MavascriptfyXMLHttpRequestII&R, AFiFE
ExposeHeader B " BT,

KA TR

LR & : CORSRule

IBENEESI TS ERIRAITREY ( OPTIONS ) i3k

REERNERFRE , B, —D
MaxAgeSeconds CORSRuleEERZAFHI—.

KAY . B

R4 : CORSRule

BucketfCORSHINIZS S

CORSConfiguration A N8
R T

MWD

1. AR Bucket R EE , iR[E]404 no contentiiR, £E£1RFS : NoSuchBucket,
2. REBucketfSIBEE AEESREXCORSHIN , /MK [E]403 ForbiddenfhiR (21R85 : AccessDenied,
3. YNRCORSHIMIAAZLE , iR[E1404 Not Found$iR , $EiRfBNoSuchCORSConfiguration,

Nl

KB

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRECORSHNENR[EE :

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

DeleteBucketcors

Delete Bucket corsEBFXiFigEBucket M HICORSINEEFHEZSFRE NI,
s=E=. At o
'=F 1|=|7£

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

I

1. AR Bucket R EE , R[E]404 no contentiEiR , $51RAS : NoSuchBucket,
2. REBucketiyiBEE 7 8EMIb&Bucketx IR AICORSHM, tNERIXEWRIE— N AETFRAY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i1=8 : AccessDenied,

Nl

=5 I

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnégrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

REFRG :

HTTP/1.1 204 No Content
x-0ss-request-id: 5051845BC4689A033D0022BC
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Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive
Content-Length: 0

Server: AliyunOSS

OptionObject

NSRS RXBIEBE R ZAIaKRIE—preflightiEsk ( OPTIONS ) FH EAFERISKIRE , HTTP3iA]
headerfEE&A0SSLURERAAEZEIEAIE R, OSSHLUEZPuUt Bucket corsizRFFFBuckethy
CORSY#: , FFIECORSIIAEZ /T , OSSTEURNI S 28 preflightiERITSARIB IR ERIMNIHMER B R AXERK
. MIRAFIFeECORSIIEEREFE | iR[EI403 Forbidden,

BKEE

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

i&kHeader
BR iR
BICRIRE , FARIRISIEIEXK,
Origin KB IR
BAME - &
FRVELPRAERPIE=AEIRITTE.
Access-Control-Request-Method KA FRTE
BAME : T
ﬁ%ﬁf?&lﬁ%z‘?qﬂ%%EUE’JB%T%’%%%BZG’I‘E’\J
eaders,
Access-Control-Request-Headers KA -
BANE: E
MR Header
BR fER
Access-Control-Allow-Origin E?EEEP@,.‘:."\E’\JOrigin SRR SFRTER AR EZ
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KA TR

RFEKREHTTPS L |, AIRARIFZEK , WA
Access-Control-Allow-Methods BEIZLEDR.
KA FFE

FVFEKiEHATheaderfiI5IZ | ED%EZ‘ZEFEZ:
Access-Control-Allow-Headers ;}égﬁﬂ’ﬂheader FREZIE , REEH
KR FIFER

R EEFimlavaScriptiZFEHihaliYheadershy
Access-Control-Expose-Headers B,
KA FEER

SN Es E FpreflightZERAGATIE , BAIAFD

Access-Control-Max-Age SR - B

Nl

5

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

FTFLiveChannelf9i24E
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LiveChannelfg4}

FRFRILAMERRTMPISOG EISREE LERIOSS | #fEnisEziiEIsd. £Ea1 , BFRaLEES
g—LiveChannel , LISRERS R AHER UL , BIFARHS RIS SEXIMAIAPL

BERTMPINY L SHSREE B RIE LA TR

- REefERRTMPHERNA T | ASIFILR.
- WRE AR . BITRENAH264,

- EREAEN , FERFAACKED, , EtiEERRAEER.
- BB RSTIFHLSHNY.

- —MLiveChannelFERt REEE— N E FimAEHETR.

k&

RTMPHERIELE R &542

RTMPHERMELERZAN : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
EARFINA: rtmp://${bucket}.${host}/live/${channel}?${params}

- liveZIRTMPiYiapp 7R , OSSEIEEFlive,

- paramsiERAISEL , 1 EHTTPiERAIquery stringiBRE , BIFZAN
" varA=valueA&varB=valueB “,

- BucketAcliFpublic-read-writeRt , #EtIFEESZ A PILUER ; £875ERMOSSHUrES |, B
UMD ERRE | SRR,

RTMPHERSZIFAIUrI S

2R fid

ﬁﬁ%?‘éiiﬁﬁi’ﬂég%&'l#%ffﬂ , HEBS
) LiveChanneldfiEcE.,
playlistName SER © ERAIM3USBERPASHERN

" ${channel_name}/ "BiIZ.

HEFLE AR 2 AN

— N ERRHERIEIZA0
: rtmp://${bucket}.${host}/live/${channel}?OSSAccessKeyld =xxx&Expires=yyy&Signature=zzz&${para
ms}
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BB A
OSSAccessKeyld B X[EOSSHHTTPERZAJACcessKeyld
Expires S EARE)EE , #8EURAUnit timestamp
Signature BEFHE , EXSEAETTELE
params Hihs4 , MBS HHEES 58S

Signaturef9itEHNENT :

base64(hmac-shal(AccessKeySecret,

+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

EA

CanonicalizedResource

CanonicalizedParams

PutLiveChannelStatus

R
B9 “/BucketName/ChannelName”

&HBparam key=FEiFFHHE" key:value\n” J&FT

E RSEWHEER | IRSEANEOH0 , BPAX—IR
N g-‘io

SR ESecurityToken,

OSSAccessKeyld#Expirel A&z Signature,

&B—param key REEHI—IR,

LiveChannelB#Status : enabledfdisabled , BFPRILAERAZEOEMStatusZ B TR, &F

disablediR7SRT , OSSEE1EAFFZLiveChannel HTHERIRIE ; tNSRBEAFIEERZLiveChannel#E?R , BB

LHERNEFIRSBEEHETT ( JESB10sEARKER ) .

BKEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-
hangzhou.aliyuncs.comAuthorization: SignatureValue

RSH
2R

NewsStatus

igELiveChannelfyBix

W
u~
#
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B%E : enabled. disabled

Mo

1. ZigBEEFimmEiZLiveChanneliERAT , JEFPutLiveChannelE#F Il LiveChanneltB AT LUAEHE R
StatusfIBEHY.

2. ¥HEEFimAEZLiveChannel#EfAt , ToixAMAPutLiveChannel&E#t#LiveChannel , REGBITA
EOEMLiveChannelf§iR& Sadisabled,

Nl
TR

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:X/mBrSbkNogM/JoAfRCOytyQ5pY=

R [E76Y

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

x-oss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT

PutLiveChannel

B RTMPHMY_HEEMSTEGER , ©RTRABIZEORLIE—LiveChannel, ZZEORIREIRTMPHETTELIE
ARSI MNASRERtbE. PR LAERREIRIEALHTHER. . 35, APALURIEZLiveChannel 42
RRARIEXRAVENE , NEAHERIRE. EPfERICR. RIHERS.

BKEE

PUT /ChannelName?live HTTP/1.1
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription </Description>
<Status>ChannelStatus</Status>

<Target>

<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlayListName>PlaylistName </PlayListName>
</Target>

</LiveChannelConfiguration>

iEkTE(Request Elements)

3]

BIR 1575 BBV

{RFLiveChannelB BRYZEE,

HKAY : Neg
LiveChannelConfiguration FT5m : Description,

Status, Target

LUK

LiveChannelfJiiRAME8E |, &K
1287,

KA FFER

FhoR: %

R

: LiveChannelConfiguration

tgzELiveChannelfgIRZ.
%ﬂé*ﬁé?—ﬁ%
FEm T B
Status RE= ZAE : enabled
: LiveChannelConfiguration
B%YE : enabled. disabled

RIFEEMEECERISR,
KA N8
FIIR - Type,
Target FragDuration, FragCount,
PlaylistName
RETR

: LiveChannelConfiguration

IEEHRERIREY,
KA WEFRFER
Type FPR K
R : Target
BRE : HLS

raaDurat ﬁ%@fﬁw' g‘lﬁﬁ’éﬁ\{gjz -
ragDuration GRHE (BT - FD) | BUETS a '
El9[1, 100192, BUME: 5

i

Description

ol

i

i
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FragCount

PlaylistName

I

KA . FFE
FOR: %
R Target

LType AHLSHT , FEEM3u8L
HHEEtSHFNNER , BUETS
El79[1, 100]r9EEEL.

KA FEE

FHR

R : Target

L TypeAHLSHT |, IEE4RKAY
m3u83HRIEFR , WZRLA

" .m3u8” FRE , KESBEN
[6, 128],

KR AR

FER: T

Qs

TR : Target

Pz

ERALE: 3

=

[
EZRIANE : playlistm3u8

1. ChannelName# & ObjectNamefIGmEAME , 55h , ChannelNameARgEER" / .
2. FragDurationflFragCountfYBNAMBERBEREERIEEN 4243 ; EE 7T HF—, WE—

AHEBOIUETE,

3. BefESEAYIHLSRY , OSSRTEAERE MsMME | EHm3u83 ;| m3usXHhaESESRIAN

FragCount/Ms3Z{4,

4. BEREEALAHLSEY , B\ STt A E AR IAT IFrag DurationfSiEMBTKIE , OSSATEI
BT SRR IR F—MsSH ; J15Rmax(2*FragDuration, 60s)EisRISEI T— ke
01, OSSIEBITIESIEE , LLAIETAES HEEHE-FIR.

WRLTTER

BIR

CreateLiveChannelResult

PublishUrls

Url

PlayUrls

72

{R1FCreateLiveChanneliZkEERRIZSEE,

KA Z5E8

FT5 = : PublishUrls,PlayUrls

REM T

CRIFHERMILAI SRS,

KA Z5E8
F1ar : Url

R : CreateLiveChannelResult

HERHBAL,

KA PR

FoR %

RF5 4 : PublishUrls

CRIFHERIMEIIAYZSER,

it N
Fie : Url

AN

R A : CreateLiveChannelResult
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FRRE
Url KA R
Fom T

QA

T : PlayUrls

DM

1. HERMBUERE R INERZAurl |, tNERbucket acl3Epublic-read-write , BFAREETHITER A BEHT
W,
2. FBHUEIER RN ZHurl , WNEbucket aclAprivate , BPAEERESCHITEZ A 86 TIAIE.,

L1
R

PUT /test-channel?live HTTP/1.1

Date: Wed, 24 Aug 2016 11:11:28 GMT

Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:hvwOZJRh8toAj3DZvtsuPgf+agA=

<?xml version="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>

</Target>

</LiveChannelConfiguration>

RERA

HTTP/1.1 200

content-length: 259

server: AliyunOSS

X-0ss-server-time: 4

connection: close

x-0ss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-o0ss-bucket-storage-type: standard
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<CreatelLiveChannelResult>
<PublishUrls>
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<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel </Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. n3u8 </Url>
</PlayUrls>

</CreateLiveChannelResult>

PostVodPlaylist

KEORRviEELveChannel#ERERRY , FEERNEIRRAItsIHERN— N RIBRRIEIRT IR ( m3u8XXf4
) o

BKEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

RSH

B ik BAYVE
jgxELiveChannel&#R , iZ =
ChannelName LiveChannel S 1E, b=
. 1B B AR R R G IZRAVE TR =
PlaylistName CELL “m3us” R, =

IEESIASTATEINRTE , 18 o

StartTime z{AUnix timestamp,
EndTime IEEEIRt S HFRYLLLERTIE] | 18 =

z{AUnix timestamp,

I

1. EndTime K FStartTime , BRTEIEEARBEATFLRK.
2. OSSeEFIEERESEEINAIRT A IZLiveChanne HERAERAIts XY | FHSEHEEA—MERGIE.

Nl
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iRl

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUnzv0=

R Bl

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

etag: "9C6104DD9CF1A0C4DOCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

GetLiveChannelStat

AEOPSEFEEEELiveChannelfUHERIRSEA,
s
15?214:75

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

A TTER

=R fiid

{R1FGetLiveChannelStatiR[EIL5RHIZSEL,
KA. AR

LiveChannelStat FHmR
: Status , ConnectedTime , Video , Audio
RER T
LiveChannel HgIRERIASHIA,
KA WEFRE
Status =5
FER T
AN

R E : LiveChannelStat
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ConnnectedTime

RemoteAddr

Video

Width

Heigth

FrameRate

Bandwidth

Codec

Audio

SampleRate

Bandwidth

145

BEE : Disabled , Live , Idle

HStatusALively , R-HBIE P inFHaHERAIRT
i8] , fEARISO8601t & F.

KR 58

Fom T

R & : LiveChannelStat

ZStatusLively , FRSHRUHERE P imAYipithit

KA R
Fom T
R4 : LiveChannelStat

HStatusHLivelt , (RFAUTAREEAISES.
KA Z5E8

FER

: Width , Heigth , FrameRate , Bandwidth , C
odec

R A : LiveChannelStat

FARBTARIBIEE (8B &R ) .
KA FIEER
Fom T

AN

LRXF A : Video

FEREFHWBTREESE (8B %X) .
KA TR
FoR T

AN+

R A : Video

FRERISTARAINEER,
KA . FFFE

FoR T

R : Video

FRERISARAIREER ( BT : B/s).
KR T8

FoR %

R & : Video

R AR RISE,
KA BEEFRTER
Fom T

AN

LA : Video

Statuslivelt , (RIFESTARISRIIEE,
KA . RE8
F¥55 : SampleRate , Bandwidth , Codec

AN+

R = : LiveChannelStat

FRHEPIESRAIREER,
KA FIGE
FoR T

AN

R : Audio

FTRLRIESMRAURER (BN : B/s).
KA FEE
Fom T

AN

R : Audio
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FARIE RIS,

A . KEEFRER
Codec S
Fom T

AN

LR A : Audio

DM

1. Video , Audio&g8RA7EStatusHLiveRd A &R ME] , {BStatusALiveld A—ESIRE]
Video , Audio&S28 , f5ltN , ZFiRE&iEESLiveChannel , {BiE R RIESISTEGER ASIRE],
2. Bandwidth A5/ ERIA—ERAT B AYSEIREER | LiveChannel MIETH%EILivetK7SAT | IR[E]
f9Bandwidth{ER]EE/0,

Nl
TR

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIInQ0JYyOA=

IR BBl

HTTP/1.1 200

content-length: 100

server: AliyunOSS

connection: close

x-oss-request-id: 57BESE89B92475920B002164
date: Thu, 25 Aug 2016 06:22:01 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>
<Status>Idle</Status>
</LiveChannelStat>

ERHII

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjJHKOKWDWINLKXv:WeC5joEaRzfSSS8xK0tlo7WTK1I=
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IR [E)7~ BT

HTTP/1.1 200

content-length: 469

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>

<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>

<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>

</Video>

<Audio>

<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>

</Audio>

</LiveChannelStat>

GetLiveChannellnfo

AEORASEFRIEELveChannel EE (SR,

TKEE

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

IRTCER

EA i)

Bt
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LiveChannelConfiguration

Description

Status

Target

Type

FragDuration

FragCount

PlaylistName

Mo

{R7FGetLiveChannellnfoiR[AI45ERHIZS SE,
KA - ES
FT /= : Description, Status, Target

AN

REM T

LiveChannelfJiEiAEE.
KA . FFE

FHR: %

R M : LiveChannelConfiguration
LiveChannelfIRER.

KA EFRER

FhoR %

RT3/ : LiveChannelConfiguration
BE : enabled. disabled

{R1FLiveChannel#iEEc BN ES.

e i

FT5m : Type, FragDuration, FragCount,
PlaylistName

R/ : LiveChannelConfiguration

HTypeAHLSHT , IEEHERATEEMESA2EEY,
KA WEFRER

FoR T

R : Target

BYYE : HLS

LTypeIHLSEY , IEEE MRS ( 81U
).

KA FFTER

FHR: %

RT3 Target

HTypeIHLSHT , FEEM3u8IT4HEEts ST
00

KA . FFFE

FoR %

R : Target

ATypeAHLSEY , EEEMAIM3u8IHIIEFR,
KB FRFER

FORL

R/ : Target

TargetfyFT5mFragDuration , FragCount , PlaylistName RE X TypeBUEIHLSE A <ik[E,

Nl

S skl

GET /test-channel?live HTTP/1.1
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Date: Thu, 25 Aug 2016 05:52:40 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: OSS YJjHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyGvI0=

REH

HTTP/1.1 200

content-length: 475

server: AliyunOSS

connection: close

x-oss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description> </Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName>playlist. n3u8</PlaylistName>
</Target>

</LiveChannelConfiguration>

GetLiveChannelHistory

AEORSFBEEELiveChannelfUHERIER.

BKEE

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

NIRLTTER
i sk

LiveChannelHistory S - 28
= .
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LiveRecord

StartTime

EndTime

FT A LiveRecord
AN

RER T
RE—KERICREENEEE.

it NS
F A : StartTime , EndTime , RemoteAddr

AN

RT3 : LiveChannelHistory

HERFTRATE) |, (FRISO860118{ = .
KA TR

Fom T

R A : LiveRecord

HEREERAYE) , EAISO8601ERFw.
KA FGEB

Fom T

R4 : LiveRecord

HERE FimAdipithilt.

S - SR
RemoteAddr =57
FER %

Q¥ : LiveRecord

I

BRifRSSREREELveChannel RIEFAI10RIERICR.

iR

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo68k=

REIZLH

HTTP/1.1 200

content-length: 1892

server: AliyunOSS

connection: close

x-oss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LiveChannelHistory>
<LiveRecord>
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<StartTime>2016-07-30T01:53:21.000Z </StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861 </RemoteAddr>

</LiveRecord>
<LiveRecord>

<StartTime>2016-07-30T01:53:35.000Z </StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126</RemoteAddr>

</LiveRecord>
<LiveRecord>

<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577 </RemoteAddr>

</LiveRecord>
<LiveRecord>

<StartTime>2016-07-30T01:54:04.000Z </StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632 </RemoteAddr>

</LiveRecord>

</LiveChannelHistory>

ListLiveChannel

BKEE

GET /?live HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

BRSE
£

marker

max-keys

prefix

1115

BEERMmarkerz [5ig=6
HEFRE— N HRIRE]L,

FRRELRIRELiveChannel 95
K&, RFNRE |, BOAA
100 , max-keysEUBEARBERT
1000,

FREiRERILiveChannel LA
prefix/EABIER, TEFEA
prefixEiffy , R[EIAkeyH1
288 prefix,
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IR TTER

=

ListLiveChannelResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

LiveChannel

Name

Description

Status

115

{#fFListLiveChanneliERERAIZS2E,

KA RER
e
FTR

: Prefix , Marker , MaxKeys , IsTruncated , N

extMarker , LiveChannel
AN

REM T

RRERERIFFIERISS.
KA FEGEB
FErR

AN+

R : ListLiveChannelResult

AR ListLiveChannelgy#g =,
KB FRFE

FER T

R ListLiveChannelResult
MRS KR EIERIVRAEE.
i vt

Fom T

R ListLiveChannelResult

SRR BATERIERECEERMA ;
RRZBREAEHER ; "false” FRFOREEZR

BT £EPER.

KR T8

FoR %

R ListLiveChannelResult

"true" ;E/_J_T

WRAXGERBISEER |, MAIBSKFEDS
NextMarkerjoz= , FBFHRBBIE TRIEKA

Marker{g.
KA . FFFE
FER T

R : ListLiveChannelResult

REREIFLiveChannel(EEHIAEE.

KA. N8
4
FHER

: Name , Description , Status , LastModified

, PublishUrls , PlayUrls
R /A : ListLiveChannelResult

LiveChannelfY& 7R,
KA FEER

FHR T

RF5 4 : LiveChannel

LiveChannelf9tgiA,
KRG8
FoE T

AN

R : LiveChannel

LiveChannelfIKz.
A . BEEEFRER
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LastModified

PublishUrls

Url

PlayUrls

Url

Nl
R

GET /?live&max-keys=1 HTTP/1.1
Date: Thu, 25 Aug 2016 07:50:09 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

FoR T
AN

LT : LiveChannel
BRE : disabled , enabled

LiveChannelBc ERVREIEXATE , {#F

ISO860118 3.
KA TR

Fom T

LRI : LiveChannel

{RfFLiveChannel X3 R AVHERIHBIAYZS2S.
KA REE

Fe Ul

Q¥ : LiveChannel

LiveChannelXd R ATHERIELE,
K FRFEH

FHR %

R : PublishUrls

{RiFLiveChannel3 R ASE RIS 2R,
it NE

FH : Url

R : LiveChannel
LiveChannelRd R A9HBHUtLLL

KA FEE

FoR T

RT3 : PlayUrls

Authorization: OSS YJJHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRuqcbmUJsIHw=

RERA

HTTP/1.1 200

content-length: 656

server: AliyunOSS

connection: close

x-0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<ListLiveChannelResult>
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<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>

<IsTruncated>true</IsTruncated>

<NextMarker>channel-0</NextMarker>

<LiveChannel>

<Name>channel-0</Name>

<Description> </Description>

<Status>disabled </Status>

<LastModified>2016-07-30T01:54:21.000Z </LastModified>

<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist m3u8</Url>
</PlayUrls>

</LiveChannel>

DeleteLiveChannel

AEOBEMpREERLiveChannel,
BKiEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

MO

1. YEEFSIFEMR LiveChanne #ERRT , BIFSIERESM,
2.3F5E , AEORSHERLiveChannel KB , FAMIBRIERAERIISIL.

ARl

s==. —

=G
DELETE /test-channel?live HTTP/1.1
Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: OSS YJJHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQYNbzQ=
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RERA

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE9F0AB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMT
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