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PIEE XIS IFIEBRSS ( Object Storage Service , f&#ROSS ) , RMERXIMEHRAEBE , T2, BEAX , &

AISEMNETFERS . FFELUEE A SRR BAIRESTullED |, E(HERE., (HTits, (HIEBEMNIEE
T HERTEEGRE. EFO0SS . AFaLBRESHESHEALSERLE, Wi, MAMEVESIESNEET

AHEEIEIIRSS

REFENB T ZEMEOERIEE. BRT6. REZRF , DRERZEONEESENS , BUSREH
TR RN S B =TT ARER.

TETREMEEFX LR , EFD TRROSSF Rk, (R IKES.

EXHZ

R HHI—EARIEBFSEOSS BRI

XTFService{E

API R

GetService BRI TR Bucket
XFBucketHIER{E

API ik

Put Bucket BlEBucket

Put Bucket ACL R BBucketif AR

Put Bucket Logging Fr/EBucketHE&

Put Bucket Website REBucket HEFSMULIEEIRT

Put Bucket Referer REBucketAIBH A HERIT

Put Bucket Lifecycle 12 & BucketObjectfIEApEHIFNI

Get Bucket Acl SR15Bucketipz[AJtFR

Get Bucket Location $X15BucketfTBRIEUEHRMUERER

Get Bucket Logging BEBuckettima) BEE BB
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Get Bucket Website
Get Bucket Referer
Get Bucket Lifecycle
Delete Bucket

Delete Bucket Logging
Delete Bucket Website
Delete Bucket Lifecycle
Get Bucket(List Object)
Get Bucket Info

FFObjectiiR{E

API

Put Object
Copy Object
Get Object
Delete Object
Delete Multiple Objects
Head Object
Post Object
Append Object
Put Object ACL
Get Object ACL
Callback

J%FMultipart Uploadfi2{E

API

Initiate Multipart Uploade
Upload Part

Upload Part Copy
Complete Multipart Upload
Abort Multipart Upload

List Multipart Uploads

BEBucketlEHEMISHTEINS
BEBucketfIBm A HERNY
&EEBuckethObjectiy4=apEHARIN
fipRBucket

KiFBucketiia] HEICRIIEE
KiFBucketUEFSMIATEEIRT
fHlF&BucketsObjectfy4-#sEHAXLN
$k15BuckethFrEObjectiIER
SRENBucket{5R

ik

Lf&object
#IN—"objectp B 9h—"object
$£AYObject

fIF&Object
fhIERZ1~Object
$%X180bjectiimetalS 5
fEFAPost -{£0bject
fEObjectEIEMN_LIE4UE
®EObject ACL
SRENObject ACLISR
EEEE

72

¥eatkMultipartUpload=4
PRGN

DREF L
SEREEANERIMuUltipart Upload E1&
EliEMultipart UploadZ{4

D HATEHFITHIIMultipart UploadSS{4
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List Parts iﬂﬂ:‘&ﬁi‘EU pload IDEFERIRTE B _EERIN

Bt E RS (CORS)

API ik

Put Bucket cors fefgEBucketiz i E—1NCORSAIFLNY

Get Bucket cors SREEERIBucket BBIAYCORSHINY

Delete Bucket cors KIFHEEBUCket I M AICORSINAEFHBZSFRA NN
Option Object EiEinapreflightiEsk

HRRSA

- APIFRSHR
- API Explorer
- APEERIL

Lt )

OSSi@EidfEEFAccessKeyld/ AccessKeySecretXIFRIIZRI A RIGER MEKRHNREXESD. AccessKeyldF
FHmAR | AccessKeySecret2FIF R FINEE A FAFEFOSSA RIS B FRFENZER , 2
AccessKeySecret iRz , RBRAFFIOSSHIE. AccessKey {RIBFTBMSAIEE G o

- PR =M AccessKey : §NMNIERMKSIRIHAIACcessKey B XIHABHNEFEE 2R

- RAMIKF AccessKey : RAMIKFERFIEERMKSIEINARL , ATfiYAccessKey B T ERIRIRERER
YERUR

- STSIGRSIAAEIE : HEZMEHZRAMMS AR , FrififYAccessKey R ER BB XS ERIR
PREAVRIERIR, 1SR RUYIE],

FEIFS % 0SS MR B HIRIE

LRAFBLN ASHEOSSKIEERE , FEETERENEKIZIBOSSIEEANSERSEFRE ; AEFE
FiAccessKeySecretX & Z FRFBEFHITIIZEERIERS. OSSWEIERLG , SEidAccessKeyldiEIXT AT
AccessKeySecret , LARFERIS AIRENE B FRTEBRFIMIED |, RIS HRAYIIFISFHREA—HEENARIZIBE
KEBHH ; BN, OSSEBIBLMMBEXIRIER , FHREIHTTP 4034&iR.

FRPALAEHTTPIER 10 Authorization fJHeaderskE2%% ( Signature ) (58 , RIAXNNEESHIEIN
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Authorization=FEG &N 5%

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

- AccessKeySecret R ZFFEHIESR

- VERBFERHTTP i&5kfIMethod , FEHFPUT , GET, POST , HEAD , DELETEZ:

- \n R TRE

- Content-MD5 FRNERKNBHUERIMDSE , XiEERE ( AEIELER ) iTEMDSERIS128L4F
HF , Miz#F# Tbase64miSMSEl. ZERLTHTHESZUHRINE ((BENBRESRIEM
—50) . 80" eB5eJF1ptWaXm4bijSPyxw==", tBAJLAAZ. i#IESFRFC2616 Content-MD5

- Content-Type FRRIBEKABHISEE , 40" application/octet-stream” |, BEJLIAT

- Date F/RUKIZ(ERORTIE , BAGMTHER, , 40" Sun, 22 Nov 2015 08:16:38 GMT”

- CanonicalizedOSSHeaders /R x-o0ss- ABIZRAYhttp headerfY==EaREHES!

- CanonicalizedResource F<FBEFEEHEYOSSEIR

Hrh , DateflCanonicalizedResource REAZ ; ARIBEKFAIDatedFBFIOSSIRSS2SHIRTBIZ LS LA b
, OSSIRSS = FIEEIZIRSS | FHREIHTTP 4034&iR.

fgsECanonicalizedOSSHeadersi /5%

FRELL x-oss- AEIZHIHTTP HeadertiFRgCanonicalizedOSSHeaders, ERIfESENT :

iE

1. BATBLL x-oss- ARIERAIHTTPIERLE TR /NS . A1X-OSS-Meta-Name: TaoBaok&#apy,
x-0ss-meta-name: TaoBao,

2. ANRIBERZBLASTSFRIBATACcessKeyldFlAccessKeySecret RixRT , FEEISFKEMIsecurity-
token{& , LA x-oss-security-token:security-token BIFZZUIIAEIESZ =84,

3. B E—EREHTTPIERIZRE FIF B T AT,

4. MFRIERLFAAS Z B0 FRAFRmHIANERIZIE, Wx-oss-meta-name: TaoBao%&#fY, : x-oss-
meta-name:TaoBao,

5. BE— 1 LAINER \n 2R&FDRHMEREICanonicalizedOSSHeaders,

- CanonicalizedOSSHeadersaJLAAZT , ITLEHRIIE&EHEI \n.
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- WNRAIAB— , W0 x-oss-meta-a\n , JFEERFAI\N.
-WREZ , MU0 x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, ;T=2HHFH

\n"

fagCanonicalizedResourcefyi/55%

R &REERPEIHEHIOSS BIirERHFRACanonicalizedResource, BRIMFESEWT :

1. #5CanonicalizedResourceBEf==F/FE "" ;

2. RNEIRIAERYOSSEIE /BucketName/ObjectName ( ZcObjectNamell!
CanonicalizedResource5” /BucketName/ " , AR ERE;EHEBucketNamelll s “/" )

3. NRBRINFREEFHEIR(SubResource) , BBAKFIBRNFRIRIRERFHE | WINEIXHFIFFLL
& ADPRAFEMFRIRFFE. 1ECanonicalizedResourceRFEREIRN ? FIFRIFFRTER, AT
AYCanonicalizedResourcetll : /BucketName/ObjectName?acl&uploadld=Uploadld

4. MNRFAFIBEREREE T ERFFH(QueryString , tBAYHttp Request Parameters) , BRARKGIXLE
WFREREIEKERE FHEF , NVNEIKHES , DL & ADRR RS8R
CanonicalizedResourced, ItHFAICanonicalizedResourcedll

: /BucketName/ObjectName?acl&response-content-
type=ContentType&uploadld=Uploadld,

R

- OSSBRISHAYF &R (sub-resource)&iE
. acl, uploads , location , cors, logging , website , referer , lifecycle , delete , append
, tagging , objectMeta , uploadld , partNumber , security-
token , position , img , style , styleName , replication , replicationProgress , replication
Location , cname , bucketIinfo , comp , qos, live , status , vod , startTime , endTime , s
ymlink , x-o0ss-process , response-content-type , response-content-
language , response-expires , response-cache-control , response-content-
disposition , response-content-encodingZ
- F&E(sub-resource)g =FhEHY
- BRFRR , iFRIEFAacl , append , uploadld , symlink& , X FBuckethy
EERXTFObjectfRIE
- I8xEIR[E|Header=Eg , 4l response-*** %0 GetObjectAy Request Parameters
- {4 ( Object ) &bIBF5R , 40 x-oss-process , FFAHRNMES T , (NE AR

g B =S

1. EENFRFELIA UTF-8 181, @B FNFHANEEFRABLMSTHIT UTF-8 R/ , BS
AccessKeySecretit BRERES,
2. BEHFEFRFC 2104%E X IHMAC-SHALR % , BKey/y AccessKeySecret'
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3. Content-Type 1 Content-MD5 fEEKRFP AR , (BERNRERFESZWIE , EANELL
HITHF \n (KE,
4, EFRBEIEHTTPERAEE X Aheaderdr , RBLA x-oss- FFskidheader , EEIIANSZFFE | Hitbdk
HTTP¥rAEheaderi&# OSSZEE ( 4 LFIFhfIx-oss-magicREEEBINARZFREN ) .
5. LA x-o0ss- FFkRheaderE & BRI TR 2 S LA TR :
- headerfIBFHELTH/NE.
- headeri=HFB/NEIXHERF.
- &lheader nameflvaluefIESHIFFEERTIE,
- B M HeaderZ [FERE—METRF "\n" |, IRIKB
Header , CanonicalizedOSSHeadersgfig &=,

o=t

RA0AccessKeyld 2" 44CF9590006BF252F707" , AccessKeySecret2
" OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”

BX E2FFRITEAR E2F/H
PUT /nelson HTTP/1.0
Content-MD?5: “PUT\n

eB5eJF1ptWaXm4bijSPyxw=

Content-Type: text/html
Date: Thu, 17 Nov 2005
18:49:58 GMT

Host: oss-example.oss-cn-
hangzhou.aliyuncs.com
X-0OSS-Meta-Author:

Signature = base64(hmac-
shal(AccessKeySecret,
VERB + “\n"

+ Content-MD5 + "\n"

+ Content-Type + “\n”

+ Date + "\n”

+ CanonicalizedOSSHeaders
+ CanonicalizedResource))

eB5eJF1ptWaXm4bijSPyxw=
=\n

text/html\n

Thu, 17 Nov 2005 18:49:58
GMT\n
X-0ss-magic:abracadabra\nx-
oss-meta-
author:foo@bar.com\n

foo@bar.com /oss-example/nelson”

X-OSS-Magic: abracadabra

BT AEITEEE (Signature):
python7~fIHLES :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext/htmN\nThu, 17 Nov 2005 18:49:58
GMT\nx-oss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

EA(Signature)ItELEERMNIZ A 26NBxoKdsyly4EDv6inkoDft/yA= , A 9Authorization = “OSS “ +
AccessKeyld + " + SignatureffLA&fSAuthorization/5 “OSS
44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #XIEH0_LAuthorizationstLRENREEEA
IXHTEA
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PUT /nelson HTTP/1.0

Authorization:OSS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

TN

1. ANRIENBIACcessKeyld A FEg,inactive , IR[E]1403 Forbidden, $&ix%3 : InvalidAccessKeyld,
2. ZRFERFHAuthorizationERIRER AT , iR[E400 Bad Request, $HiRED
: InvalidArgument,

3. OSSHTERIEREBV/ABEAHTTP LIMMAERNIGMTRYEE. H , BERRYIELA : datel =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) EiARERE+ , "X" Frth
EERR "2 DIGIT” . EItb, “Jun2” . “2Jun1982" #0 "2-Jun-82" #EIELHEIE.

4. MRS ZIIEAIRHR | SLFIRBIENDatediEHEHAIER , IRE403 Forbiddent&iR. $HiRAD

: AccessDenied,
5. R NTERABSIEIAFEOSSIR SRR M RIAT Al Z fFRYL5 D HLAR , BMIREI403 Forbidden, $HiRHD
: RequestTimeTooSkewed,

6. SR AccessKeyld:Zactively , {(EOSSHIKTAAFRIBERREEZHIR , MiRE403 Forbidden , HE
REZE AP RIresponsetr iR AP IEFRR AT IRIEINZNS B FF/E, BRRLURIEOSSH
responsexkiS BB CHEBFATRERIER. RERF) :

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>

<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld>

oss-cn-hangzhou.aliyuncs.com

</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwUv8=
</SignatureProvided >

<StringToSign>

GET
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Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

/=
- 0SS SDKEAIINES , A0S SOKFREXTSEAM. MREETRENESNE
B , iI55F0SS SDKAYAS, OSS SDKEZSLMAISHAI T ¢
SDK Fozzros)|
Java SDK OSSRequestSigner.java
Python SDK auth.py
.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php
C SDK oss_auth.c
JavaScript SDK clientjs
Go SDK auth.go
Ruby SDK util.rb
iOS SDK OSSModel.m
Android SDK OSSUtils.java

- MRESSIELE |, 51a)0SSHR SignatureDoesNotMatch 2Rt , 508 AMASEIH

INEBFHEBREIR.

=]
Content-MDSEHE %

Content-MD5HJiTE

LUBBRE7"123456789" 5 , IHEIXMFHFEAIContent-MD5

IERRIH AL

tEPEXNEEE R RIRE |

1. e EMDSINERM T HIEeE (12847 ) ,

2. XA BRI Tbase644wES ( TIARII32(FFFERmD ) .
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LAPythonAf5l+ :

TERBITERIES A

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

BEIR

FHEROR © hash.digest() , ITEHBHEIEER ( 12801)
>>> hash.digest()
"X\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7"

EEREEENITE B3 2 F T ERmISEHTbase644RHT,

B , $5RA92 : hash.hexdigest() , IHEEEIRT NAI3 2 RFEBRIRD
>>> hash.hexdigest()

'781e5e245d69b566979b86e€28d23f2¢7"
EIRAIMDSE#Tbase644RIBEMIER :

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk3OWI4ANmUyOGQyM2YyYzc="

1% 7 ff5AIAUthorization Head , FIFYARTIUZEURLEFIMNS&ISE. , IXEEFIF BT UEIZURLEEAE =500
BRI

SLELS N

URLEZ 7M1

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-

api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4
%3D

URLER , RE/DE S Signature , Expires , OSSAccessKeyld=/"&#],

- Expires XPMSHAVEE—UNIXETE ( BUTCRYEI19705F1 B 1SFRR0F0EL , ERwiki ) , BFiR
RiZURLAYEERTAYE), 2NSROSSEUEIXMNURLIEKRAIIHER T2 P B SHEXpiresSEAT , NIR[E]
EREBHIEIRAD, B0 - 2FiEdER1141889060 , FFAEFELIE—60F S BN
URL , MBI EExpireshd|a]91141889120,

- OSSAccessKeyld BNZ$H+HIAccessKeyld,

- Signature RREREE. FTEMOSSIFEKRFIZfHeaders4l , EURLFHAITEBRIEI AT
Headerh B &8 BINWE ZEA—IE,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"
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+ CanonicalizedOSSHeaders
+ CanonicalizedResource)))

Heh , Sheaderth @ 2EZ2BLLEEXFIIT ¢

1. BIURLEEEERT , ZRIRIDateSE R EXpires&#],

2. A IEFEREURLIIHeadFE A S A,

3. ANRENRYSignature , Expires , OSSAccessKeyld HIIALE—IR , LISE—IR 0,
4. BRIEE KA B2 BT Expiresidia] , SAFRHBIEEA.

5. BEBFREMEurllY |, EFREXurli#{Turlencode

- IeA B URLES BT |, FFEHETS security-token , #&=Ua0TF -

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91& Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT2
72YEAiIv4%3D&security-token=SecurityToken

AHUCES

URLHRINEZAIpython~FiftEs :

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

/=2
- EEapythonf7~EIES
- OSS SDKAHRHt TIRMHURLE BT E | ERFIEBSESDKXM ) FUHRED &9
- OSS SDKRJURLEZSLH , IBEE T
SDK URLEE 5% SRS
Java SDK OSSClient.generatePresign 0ssClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK dOLstriCI|ent.GeneratePre5|gne OssClient.cs
PHP SDK OssClient.signUrl OssClient.php

10
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JavaScript SDK signatureUrl object.js

C SDK oss_gen_signed_url oss_object.c

-
Mo
1. fEREURLFERZIAT  SRFZNAIEEESEIRELRREEEERN L | BT EERME

2. PUTFIGETIEKRESHFEURLPEE,

3. TEURLHHINE RS , Signature , Expires , OSSAccessKeyldIfFFETLASSHE , (B2405E
Signature , Expires , OSSAccessKeyldff/DE A — & Z ) , iR[E1403 Forbidden, $EIRAS
: AccessDenied,

4. ANRHARIH R R TFERPIZERExpireshdia) , iR[E]403 Forbidden, $HIRES
: AccessDenied,

5. fNERExpiresAtEMEEIR , IR[E403 Forbidden, $EiRf3 : AccessDenied,

6. WNERURLFHE &S % Signature , Expires , OSSAccessKeyldhgg— e EZZ S , FEHead$thE
S8ZEE | IREEHSE400 Bad Request, $&iRHD : InvalidArgument,

7. ERNERFRERRT |, BRDatetE L Expires284h , 3RE & content-type, content-md5%
THENIHeader, (IEKRFERBAEDateixXMEKL , (EAFEREDateII\EBFTEF )

STSH A

OSSHILABIZ IR Z=STSHRSS | IR TIGAIE], PIERZESTS (Security Token Service) EARITERFRH
&R R <ShERIWebBRSS . BIESTS |, EeILAASE =R NS R, (BRSMHEECER ) mA— 1
EX R BRANSIAEIE. S5 =75 MBI LAERZ AR It B AR E =~ mAPL , 5i& R
BR=RIRHHISDKRIGRI==5RAPL,

EAFTEEECHIREIER (AccessKey ) L85=7MNA , RFBER—MAASHEFIEOIERLETE
=73 RFERNA],

XN HERTHIEAR B ERE T LIRS EE X,
EAFTEXROBPRER | nia<SRS IR BRI,

LlappRzFa/ofl , A2 BRI TE

11
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2.4 4% AssumeRole

LApp A FER | (8 & SURA K Ao 200 81 )
AopA ki — "
7 “4.ClientApp 3 ASTS 38 HAAK 3R EISTSIEE
5. 1% 1R AISTS AL B T 34 A 2L #9055 APII 42
0SS

PEEMEANT
AppHFPER.

EFECEEAppAF | BENBHERRS , thalLAMFERINBWebMEaOpenID, IFFENMNEH
BIAppEFE , AppServer@R LAFGLIMEE X HEMNApp AR IS/INAIRINSR,

AppServeriEkSTSIREZIREN—1N 22 < kg ( SecurityToken )

TEVEFESTSZ A1 , AppServerEEfiEApp B HIS/NAIERGR ( FAPolicyiBiEA ) LA
HARSIE), @ISEASTSRIAssumeRole (IDEAR ) HOKRKNL LS, ABEEESHERBXAS
ESERAMERISmTNRBERE,

STSIR[EIZSAppServer— NEANHEIRIEIE , BiF— 1N L2 <k (SecurityToken)., IIGESHEZEE
( AccessKeyld, AccessKeySecret ) LARziTHART/E],

AppServerigihRIEibREESClientApp.

ClientAppr] AEFIXANMEIE, HEUERREET | ClientAppFREMEAppServerfBiEHiIBE AR EIE
. tean | hiEEIEE R LN |, BRAClientAppR] LAE305 ¥ AppServeriE K EFihIaEIE,

ClientAppfERAbEFRIAEIEIFXiERKAlibaba Cloud Service API, =ERSZSRANSTSIHIAIEIE
, FFAKERSTSERSS SRIGIESIA)EIE , FIEFIMA FAFIEK,

STSH2ChHIFE | IS RAMERIEETRABRERE. XEEFASTSIRSSEOAssumeRolesERENEZL(E)
FEUERDE], tBRILABEREEFSTS SDKRBRIZAEAREEE.

(ERSTSFEIEMIEE R IER

BFNEFHRZEZSTSIRIEIES | BIHESR2SH ( SecurityToken ) LURIGESHEZH ( AccessKeyld,
AccessKeySecret ) #2&, ERAEEZAMNTES N SEZFERRIKSHIACcessKeyfEHeaderf B2 EE
BEA—5 , XIS

PP RIS B E5E A STSIRIHAVIRET 2258 ( AccessKeyld, AccessKeySecret )

12
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BREEE%2<h (SecurityToken ) #EmEiEKheaderdha B LISKESEHIFZ A URIF, X
TR N RBGIERE — |, INERERER , OSS&iR[EInvalidArgument{&iz,

fEheaderd & & 3LEBx-o0ss-security-token : SecurityToken, +EEH
CanonicalizedOSSHeadersHY , #x-oss-security-tokenit&EA.

EURLA#EFS#security-token=SecurityToken, it+E&&CanonicalizedResourcefif
, HEsecurity-tokenZffi— N sub-resourceit&EN.

OSSHEHACL ( Access Control List ) #FRIs#I75 % , OSS ACLIE#BucketZRBIRIRRIGa)E4E] , BucketB Rl
B=MpEAR : public-read-write , public-readfprivate , BiJIIE&XIT :

BURME P EFR BURRT 3 1E)E HOPRE

- {HAA ( BiEERR ) #aILXT
ZBucketAYObjecti# 7L/ S/
PRIZME.

- BT LR Er A 2R FI %
BucketfOwneri&iB , BRI
BR.

- RBizBucketfyOwnera Z
XIS ALY MIERFHIObjectst
public—read NHiE | FAES TS /MIBRIRIE.

- (FAA ( BFEERBR ) aTLART
Objecti#{TisE(E.

- RB1ZBucketlIOwnerg & 51X
SR LI FHREEFAIObjecti#
EES 1T/ S /MIRRIRE,

- Hftt \ERERINNBIR T AN
iTiZBucketJAYODbject,

public-read-write NHIFE

private

5aBA :

- BFIE—"Buckethy , SNERAIEEBuckettfR , OSSEBE®INIZBucketigEprivatet¥fR.
- WF— 1 EEFERIBucket , REERIEIEEETTLUBITOSSHY Put Bucket AcHZEEXIZ
BucketAYtpR.

EESRSL (Common Request Headers )

OSSHIRESTfultE s fRR 7 — LN HESRSL, IXEERLATLIAFTARIOSSIERFTER . HiFMmE VIR
B 5%

13
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Authorization

Content-Length

Content-Type

Date

Host

BFEIEESREEHAIAEEE.
KA FIEER

ANE: T

FEEFS | FERIBK

RFC2616HEN HIHTTPIESRNBIEE,

KA T8
HANE : &

ERFE | FEMOSSIEREIRANIEK

RFC261655E M HIHTTPIE RN SR,
KA TR

HNME : T

FERE | EEMOSSIEHIENIEK

HTTP L1HMYAERIGMTHETE , RN : Wed,
05 Sep. 2012 23:00:00 GMT
HKA PRI

BANE : K

ifiEHostE , #8=(8 : <bucketname>.oss-cn-
hangzhou.aliyuncs.com,

=/

KR =5

BANE : &

~HIERSL (Common Response Headers )

OSSHIRESTfulROIER T —LAIMASL, XEANRN LA LISFTARIOSSIERFTER , HIFEEXIT

BFR

Content-Length

Connection

Date

ETag

Server

14

1%

RFC2616-EN HHTTPIESRABEE,
KA YR

ZKNME : T

ERIZE | FEMOSSIRATHIEATIBK

TRBAZ Pimf1OSSHRSS 28 < [ARVSERDIAZS.
A W3 BRUE - open, close
NE : T

HTTP 1.1#mMY S HIERIGMTETE , f5Ig0 : Wed,
05 Sep. 2012 23:00:00 GMT

KA =

RANE:

ETag (entity tag) ZEB 1 Object4 A AIRHEH S
# , BT R — 1 ObjecttlIRNE. T Put
ObjectiEskplzEAIObject , ETaglEEENEH
MD5E ; 3T Efth75z(EZAIO0bject , ETaglEZ
HRAKUUID, ETaglEALARFHEEObject I
BERRET,

KA . FRrE

HNME: &

4Rk ResponselIfiRSS =5

KB FEE

EIAE : AliyunOSS
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X-0ss-request-id

KFServicelR{E

GetService (ListBuckets)

x-oss-request-id2HAliyun OSSElE , HME—FR
XA responsefJUUID, WNSR7E(FROSSIRSS AT
BEa , ATLAEEZFRIKROSSTIEAR | 1R
BEERL AN,

KA FRFE

BME -

X TFARSHAL FGetiE R LUREIEREHBRIATEBucket , b /" T REER.

KB

GET /HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

kS

GetService(ListBuckets)it , ATLAi@IZ prefix , markerflmax-keys3JlistFRE , IREIEPHEER.

2R BEYM
prefix =
marker =
max-keys B

15

fiik

FREIREIRIbUucket namedAsR
prefix{EARISR , AILARNEE
, NEERNTEIERSRER
HUBEE . FRER

ANE: T

RELRMmarkerz [5i2=8
HEFRE— N FFAIRE] , ATLAR
RE  FMEERMLFFRIRE]
HUERE . FRFE

NE: T

PR KR E]bucketdIER ALK
, IRFNRE , BAS

100 , max-keysE{EAREEAT
1000

HUBERY | FFFE

ZRIAE : 100
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R7cEE (Response Elements)

=

ListAlIMyBucketsResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

Owner

ID

DisplayName

Buckets

Bucket

16

115

fR17Get ServicelEREERATAR,
KA . A
? /5\ Owner, Buckets

AN

R : None

RIRERERVFIZ , ZbucketREERREIRZ
BUETR

KA FREE

’\*5 : ListAllIMyBucketsResult

ﬁﬁﬂﬁ})’(GetService(LlstBuckets)El’J#_, 3,34
bucketkEZBREIRT A BT

%7 . g

’\*5 : ListAllIMyBucketsResult

M R A K PR [E]4E %E@%ﬁ%ﬁlﬁ , Bbucketkx£
EBRERA BT

KA . FRIP
RF5 4 : ListAllIMyBucketsResult
BRBFENEREEEERE : “true” FTRA

/A&E@Elénﬁ &R "false FRAREEIRE]
TEIMER, HbucketkLIHREAB LT

KB . EFHRTER
BYUE : true. false
R : ListAllMyBucketsResult

%~ F—kGetService(ListBuckets)BILALALL A
marker , EFRIREIRVZERIRE], Hbucket?ReEB
RERNA BT A,

KA R

"*5 : ListAllIMyBucketsResult

RTFEBucketfiE &SRS,
HKA A8
54 : ListAllIMyBucketsResult

Bucketif#BERIFAEFID,
KA FRTER
’\*5 : ListAllMyBucketsResult.Owner

Bucketfi§EHIBFR (BRIFIID—E).
KA FRFER

/\-H—

R : ListAllMyBucketsResult.Owner

RFZ 1 Bucket(ZRHIB S,
7&9?-'.] ,@,%'%

?*ﬁ,ﬁ\ Bucket

RT3 : ListAllMyBucketsResult

REbucketZERIREE.

R @%%

FT e : Name, CreationDate, Location
R ¢ ListAllMyBucketsResult.Buckets
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Name

CreateDate

Location

ExtranetEndpoint

IntranetEndpoint

StorageClass

Mo

1. GetServiceiXMAPIRXIIGIEBITHIBE PG,

2. NRERTRERFWIHER ( BIERiAE ) |, iR[E403 Forbidden, $&I1R3 : AccessDenied,

BucketZ#R.
KA TR
AN

X-Ijl\\\
: ListAllIMyBucketsResult.Buckets.Bucket

BucketBlJEERTE]

KA BIE (18T : yyyy-mm-
ddThh:mm:ss.timezone, e.g., 2011-12-
01T12:27:13.000Z)

AN

X-Ijl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

BucketFrfERYEEH)
i,%% D R

X-Ijl\\\
: ListAllIMyBucketsResult.Buckets.Bucket

Bucketifalag4 a2
%%J_ | FRYER

X-Ijl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

EIX1%KECSij5iaBucketBypa /a2
i,s% D R

X-Ijl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

BucketfZif£E! , #F “Standard” . "IA" .

"Archive” ., ( BRIRBEMD XigszHF
"Archive” Z£8Y)

KA FEE

AN

XTR
: ListAlIMyBucketsResult.Buckets.Bucket

3. BFrEHbucketEMREIRT , IREAIXMIFFARE S Prefix,. Marker, MaxKeys. IsTruncated.

NextMarkers /= , MIRIABEDERFIRE] , WIEIN AT R , EFNextMarker BF4r &L & AT

#Smarkerli({E,
]l
ERE I

GET / HTTP/1.1
Date: Thu, 15 May 2014 11:18:32 GMT
Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

17
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REFRGI I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAllIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

BRI I

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

IRERBIIL

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D75

18



XIGRIFE OSS APl &%

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>

<Prefix>xz02tphky6fjfiuc </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiucO </NextMarker>

<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>

<Buckets>

<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>
<StorageClass>Standard </StorageClass>

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

X FBuckethYR{E

PutBucketF3FEl#EBucket ( A33FEREMA ) . BIEAIBucketpTEAIRegionFlAIEIERKAIENdpoint XTI RL
fRegion—E1, BucketFFTEHIEUREFOMAEESS | iZBucket FHIFFAObjectiS—BEERIER AKX, EER
&0 BucketFEdEH L .

ITKIEE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>

<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

MWD

1. ATLAPutiEsk+AY x-oss-acl L& EBucketin[ailfR. BRIBucketB=fi5EI#R : public-read-
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write , public-readfprivate,

2. INRIFKRAYBucketBEFFIE |, IR[EI409 Conflict, f5iRES : BucketAlreadyExists,

3. WNSRAECIERIBucket AFFS A Z AT , IR[E400 Bad RequestiHR., HIRAS
: InvalidBucketName,

4. \NRAF&ZEEPUT BucketiZKAIEHE |, 2 BENBFPRILHESE | 1R[E1403 ForbiddeniBR. fEiRMG
: AccessDenied,

5. WIERPutBucketIHERIMEL BT bucket R ABIFEERT , BAIA304 , IR[E]1400 Bad RequestidE
. fBiRF9 : TooManyBuckets,

6. BIEERYBucket , ANRIBIETEIIENNIR , MIBIAGEF Private 1R,

7. BIEERYBucket , BTLAEEBucketAUTFESREY | RIIE(E9StandardfIA, Archive,

Nl

R

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket ACLZO FTF&XBucketifiai R, HaIBucketG=#5Ia4pR : public-read-write , public-
readfflprivate, Put Bucket ACLR/EBITPUtiEkHY “x-oss-acl” LFKIZE, XMEERBZBucketfit)
EEAENIRHIT. WRIRERID , NIRE200 ; BNREEMAVERIBIIERER.

TKIEE

PUT /?acl HTTP/1.1
x-0ss-acl: Permission

20
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue

Mo

1. WNRbucketFE , KIERFHAIINRIEERIRA— | FEIEKRKREEZbucketiliB &R, 1ZEK
~aiEEbucketNE |, EREEFHIIR.
2. AIRAF &#EPut BucketiZKAIEHE , IR BENBFRIEEE | 1R[E403 ForbiddeniBR. fEixG
: AccessDenied,
3. MNERIERFIRHE ., “x-oss-acl” 3k, FHizbucketBFE , HEFZEKARE , N4ESR
buckettfRAZE,

N

R

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

ANERIZIREBHINRAFAE , 7171400 Bad RequestiEa :
iR EA

HTTP/1.1 400 Bad Request

X-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>

21



PUEEZE O APl &%

<Requestld>56594298207FB304438516F9</Requestld >
<Hostld>leo.oss-test.aliyun-inc.com</Hostld >
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

BucketRUIBEZE AT LAIbucket FEIHRIHFTICRINEE. XNIIREFERE . OSSKEEMCRIAIEXMbucketiEx
FHFAER | FHERAPEERIMN |, LUNS AL, BinE AT EA—1ObjectENRFfEERbucket,
OSStefftBucketifzin) HERBHIE ST FH{EbucketiUBE Z MBS iTbuckethVIEIEITA. OSSR
BucketiFiR| HEAMRIECR FE8—KIBHEICR.

A8 : OSSHEfAtBucketiaa] AERIBRIEN T I EbuckethUBE RS TbuckethTiHIEHT A,
OSSIE#AIBuUcketiff[a) HEAMRIEER FE—&KINEHER.

BKEE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled >
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

iBKTTE(Request Elements)

2R 1) BEVE
IHRHSRSEE RIS

KA 388 =
Fit&: LoggingEnabled =
RITE: T

B EHEENERE, XN TE
FEABINHRE , KARAHFE.
KA Ne8

FItE: TargetBucket,
TargetPrefix

RJtZ: BucketLoggingStatus

Ea—— - ‘
TargetBucket P RRTHBudket. FEFF RS B OB RS

BucketLoggingStatus

iy

LoggingEnabled

22
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TargetPrefix

FtE I
RITE:

BucketLoggingStatus.Loggin

gEnabled

EERERRFINEREE G

HIZR,

KA =T
Fit==: None
RITE:

BucketLoggingStatus.Loggin

gEnabled

FiEpIE HSCRIobjectdnZ RN

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

R HMNA |, TargetPrefix BAAF4ERE ; YYYY, mm, DD, HH, MM#1SS% 5l 2i1ZObject#i IR AIPIH{BEIT
B, B, B, /e, 2HF0F GEEREL) ; UniqueString HOSSEREMNFFRFE. — " CiRRIBTFE

OSSiiE] BERIObjectZFRAIFINT

MyLog-oss-example-2012-09-10-04-00-00-0000

Iy

Efild, "Mylog-" ERFIEERIObjectrifZg ; “"oss-example” EiFbucketfd&#R ; “2012-09-10-04-
00-00" RiZObjecttXBIFEATAIILRATIE ; “0000" ROSSHRHAEERAIFFFE.

LOGIZ4H&=
B
Remote IP
Reserved

Reserved

Time

Request-URI

HTTP Status
SentBytes

RequestTime (ms)

Referer

B+

119.140.142.11

[02/May/2012:00:00:04
+0800]

“GET /aliyun-logo.png
HTTP/1.1 “

200
5576
71

http://www.aliyun.com/prod
uct/oss

23
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)

{REB=ER

{REB=FER

OSSIEIERAIRTIE]

FBFERIURI(EEquery-
string)

OSSIREIFIHTTPIRZAS
FIFMOSS & ITRE
SERLANRIEKAYRTIE] (=)

BEKEIHTTP Referer
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User-Agent curl/7.15.5 HTTPAYUser-Agentsk
oss-example.oss-cn- RN
HostName hangzhou.aliyuncs.com RS
Request ID 205301695037C2AF032593A FFE—trmziEkAIUUID
LoggingFlag true EEFRETIHEBREINEE
e e i
Requester Aliyun ID 1657136103983691 BREMMESID | BRIGAR
Operation GetObject THERER
Bucket oss-example BXKiAiEAYBucketZF
Key /aliyun-logo.png FAFEKAIKey
ObjectSize 5576 Objectx/h
& AY
Server Cost Time (ms) 17 O5SHRSS E,%\kﬁzlg'juﬁ*ﬁﬁ%m
BfE (=F)
Error Code NoSuchBucket OSSIR[EIAYFEIRAD
Request Length 302 FAFERAYKE ( Byte )
UserID 1657136103983691 Bucketfi5&EID
Delta DataSize 280 Bucketjc/J\E’J DR JR

Sync Request

Reserved

Mo

- JEBucketflB#RBucket % B FR—NAEF.

- FEREKIEEF ,
bucket ;

iIBRMobjectB=FRIZR , FTLANZ,
- EbucketflBixrbucketa] LAERE—1Bucket , BRI LARARBERIBucket ; AP AILUGE S MNITER
bucketfILOGEHMFIFIER— Birbucket®y ( EIgEARRRITargetPrefix ) ,

TN

%E%CDNIE/%EX a2

REB=FER

“BucketName" FREFFHAHTIERMN

"TargetBucket” FRHEIAFICREFENRbucket ; “TargetPrefix” FrEEHIAE

- ZKHA—1BucketiYinA) HEICRINEERS , RERE—1ZTHIBucketloggingStatusBla] , BiA75E
AILASE THEANERT,
- FFBPUT Bucket LoggingiEskwilieas , BIAIHERIAAE).
- ANERPUT Bucket Loggmg%}?iﬁﬁ_%zzmﬁbucket ( BRFIFRIBucketName ) HIHBEZE
, OSSIR[E]403%51RE5
- WNRFEbucket A~ ZFE OSSJ_IEI%EB':‘EEE_’, NoSuchBucket,
- JNSRPUT Bucket LoggingiER A& A ZBirbucket (15X FlFAITargetBucket ) RIHEE
, OSSIR[E403 ; aNERBFrbucket AR~ fZ1E , OSSIR[EIFEIRAD : InvalidTargetBucketForLogging.
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Nl

- IRBucketf1B#RBucket/NETR—MEIREH L, BNIRE4005ER | HIRFD

: InvalidTargetBucketForLogging.
- PUT Bucket LoggingiEskFHIXMLAS % |, IREIFEIRES : MalformedXML,

- IBbucketflBtrbucketa] LIZRE— 1 Bucket ; BFBEAILLEARREbucketAILOGERRIFER—1

Bimbuckety ((EEEEEARRITargetPrefix ) ,
- IRBucket#iIBRAT , RIRAILoggingMMIIGHMIFR.

- OSSLU/NES eI pkbucketifzialiILog3 s | BHARRIXNVNTHIFTEBERENCREX N NTHY

LOGX A , tBERREHIIE E— & F—1MLOG {4,

- OSSEREAILog3aEZMUHT “UniqueString” {V{XEOSSHELERMAIUUID , FFHE—IRRIZ

Mt

- OSSAER— 1 bucketifziAlfILog 3t , BAF—IXPUTEME , FHCRELRIZE , (BARICR 4R

&, LOGEME , BFALARREEAIObjectRIBIFXELOGI 4,

- OSSE&ZRIFFRBLL “x-" FFkMIquery-string24] , {BiXNquery-stringS#FiCREHIALOGH,
WRAFENBERIBEBEEP , 7n—MFHRRNEK , ATLAEURLFRII— “x-" FFkRYquery-
stringZ#4, 0 : http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-
logo.png , http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-

user=admin,

- OSSR FEMMEXK , FERE—HRY. (BREHALOGH , (RAILIETER "x-

user=admin” , {RIF{EMEM HETIRCAIX MERK.

- OSSHILOGHRAYHA—FER |, #BAJRELHIN -, BT R ANEESI TERIEKZF RIS,
- tRIEFEK , OSSHILOGISTUS SRR RERIMINI—EFER | TP ARE T ALogh R T BT 5 [BHRA MR

[AJRR,

- WIERFFP £ Content-MD5iEK:L , OSS&itEbodyJContent-MD5SHGE—E4E , WNRA—

3 , ¥iRE]InvalidDigest{&iRfg,

FrEbucketizial AEAERTH :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog- </TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

REFRG :
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HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Kifibucketif5ial ASHIERZG] :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
</BucketLoggingStatus>

RERA :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Websitel2{ErTLUE— MNbucketiR B R EESMITERED,
R S B E
BKIEE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>
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iBRk7TcE= ( Request Elements )

=

ErrorDocument

IndexDocument

Key

Suffix

WebsiteConfiguration

Mo

1. FmBr M ub 2 IEFrE RN T REFSAERL . BIAEFiniITRIBIZ |, flal)avaScript ; OSSA

g

FruERKeyfIR TR
KA 7558
RITE: WebsiteConfiguration

FTESUffixfiIRTTE.
KA 588
Rt WebsiteConfiguration

R[E40455RATERASU4S
FELZRER QTR
WebsiteConfiguration.ErrorD
ocument

BEA4E - ZErrorDocumentig
Bt , vE

IR [EHRURLEHRINAYZRS |34
& TERE , UAERS
/" BIANERS ISR ES
index.html , Mij[A):0ss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/IXEEE KAV
AOAEBHEZ T iiE]oss-cn-
hangzhou.aliyuncs.com/myb
ucket/index.html

KA FRFER

RITE:
WebsiteConfiguration.Index
Document

BKAEES
eSO
RITER: T

iy

i

BEMH

i

fiD

SR EIBERS M IBIAS |, FIE0PHP , JSP , APS.NETZ,

2. INFUFAEER B CRUEERIGIAE T buckethIE#SMLG , ATLUBISEZCNAMERSEIL, BRECETS

=347 - BENEEIE.

3. AP —"bucketiR EpFHSMULTEREIURT , UEERS|ITUH , EHRNENZ A%,
4. BPRB—bucketig BREFHSMULFEERIUNT | IEERVZRS I TNEMERREiZbucket RAT—

object,

5. TER—bucketiZBRERSMUGTERIG | WMESHIRIFZMNERHAE , OSSKIREIZRS T
s XSRS ZR0EE A , OSSKFIREGet BucketZ55R,
6. WNERFAF L7 Content-MD5i53kk , OSSRit&bodyrIContent-MD5HEE—EME |, WNRA—

0 , $%ix[EInvalidDigestf&iRAg,
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Nl

R :

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

REFRGE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Referer®{/Ea] LI E— “bucketfirefererima) AR BEIIEE i referer=R =R KiAE],
Bucket RefererfhE 5t E R ILOSSPhEHE,

BKEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
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<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

iB5K5t%= ( Request Elements )

&R ik EENE
{R7FRefererficENBHNES
KA ;2588
. . FHm =
RefererConfiguration AllowEmptyReferert. =2
RefererListi 2
/\%“ﬁ 9:
IBERANFrefererFER AT
AOEKiAIaEl,
KA MEFRTB
= =
AllowEmptyReferer ElE - truesifalse BREAE 2
: true
R/ : RefererConfiguration
{RiFrefereripAl BB ERISES
RefererList ¥ 1’9‘%‘% =
/\-H-

= : RefererConfiguration
?13,\5“ Referer

IEE—%Krefereriz[lB B,
Referer KA . 5 o
’\*”,\5\\ RefererList

=

WO

1. RBBucketfUiBBEE A BEA#CPut Bucket Refererizsk , ZNIR[E403 ForbiddeniEE., iR
: AccessDenied,

2. AllowEmptyReferershriSERIEL B G &R 2 AIAJAIlowEmptyRefererfic & |, iZFERAWIE , EFR
FRERIARIAIlowEmptyRefererfit & fotrue,

3. It FIGARefererListhRIE B BRI IREBEZAIRENOZRIIFR . AR LERIRefererList iz
B (B ERefererEkitsR ) | WEMFRBEECEENAERIIER , BIMBRZAIECERT
RefererList,

4. {NRFAF £ T Content-MD5iEKL , OSS&it&EbodyfIContent-MD5HIGE—EME |, 1IRF—
¥ , $BiR[ElInvalidDigestt&iRfg,

Nl

Bkl
A& Referertf iz kAl :
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PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

B & RefererfiERRA

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Lifecycle

Bucketf#EE T LUEITPut Bucket LifecycleskigEBucketfiLifecyclefitE, LifecycleFFEfE , OSSIELER
BcE |, EHIEaMIBREEEE SLifecy clefINIARILACHIODbject,

BEskiEk
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PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>RulelD</ID>

<Prefix>Prefix</Prefix>
<Status>Status</Status>

<Expiration>

<Days>Days</Days>

</Expiration>

<Transition>

<Days>Days</Days>
<StorageClass>StorageClass</StorageClass>
</Transition>

<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

iBERKITE(Request Elements)

2 ik BEYE

NI ZBTER. BEA

EIRMISO86018918, , FHHEE

SUTCHZEA. 40 : 2002-

10-11T00:00:00.000Z Days#lCreatedBeforeDate—
CreatedBeforeDate S - oo o

R : Expirationg&

Transitiong&

AbortMultipartUpload

Egi@mﬂgg&%ﬁﬂ%&iﬁtﬂﬂﬁ

B PRER, _
Days KA - (PR gaalsﬂ]CreatedBeforeDate_

R : Expirationg& e

Transition

1EEObjectiINIBITHAE 4.
e it N

Expiration Fi5 M : Daysa
CreatedBeforeDate
SZ-H—

T Rule
IEERSTRAIPart IS HE
'I‘EO
AbortMultipartUpload e Si RN
T : Dayssk
CreatedBeforeDate

iy

Iy
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ID

LifecycleConfiguration

Prefix

Rule

Status

StorageClass

Transition

I

R : Rule

MUKE—KID, RESH2555F T
Bk, BAFIRAEE &%
EAZ=E , OSSR ARFPER—

NE—E.
KA FGER
Fom T
R : Rule

Lifecyclefc ERIRER , RESASR
ZH10005%H M,

KA - ANEE

FT e Rule

RER: T

IBEMNIFMERRRIZR. REK
BCRISRAIRI S A eI BEHIZ NI Fr
g, AAJEE.

KA AR

FoR T

AN

L1 4 : Rule

iR —FNY

KA . AR

TR

:ID, Prefix , Status , Expirat
ion

R

: LifecycleConfiguration

WEREENEnabled , BBA
OSS&EHHTIZN ; WNRE
Disabled , BBAOSS&RHEIZ
H,

KA YR

R : Rule

B3E : Enabled , Disabled

IEENISREEEROSSHY B R hiE

A
KA FGER
Fom T

AN+

RF¥ A : Transition

BXE : IAFZArchive

1BREObjectiEBMEMm AR+

, OSSR SIS ARMERIAGE
Archivefz{iEz£8Y

KA. [E.

FT5 : Daysag
CreatedBeforeDate

R : Rule

32
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1. REBucketfiREE ZBLAEPuUt Bucket Lifecycleiisk , BNRE403 ForbiddeniEE, 4R
: AccessDenied,

2. NRIENREIREILifecycle , HRFEIZE— M #FRILifecycleBtE ; BN , MBS AIRIEE.

3. ATLAXIObjectizZEidHBRTIE) , thelLANIPartig B HART A, XERIPartfigRIRAS A EEA LT
 BREFRERND F.

4. 7¥5Standard BucketdriStandard Objectst&figgIA, ArchivefzfE2£8! , Standard Bucket®a LAt
33— ObjectERIECEEEMEIARIArchivelZiE BN , RRIECEEEAEIATIArChiveZBUERT |,
figArchivefIREA/RELEEHEIARYRTIENE, BN Transition IA{g&EDays 930 , Transition Archivei&
EDaysATFIA, BN , fRInvalidArgumentis,

5. ObjectiZ BiTHAR RN ATEERIAT ZArchivefAdial, B , RInvalidArgumentit,

6. SZH5IA BuckethObjectsi&fiE AArchivefzigssa!,

7. A"#FArchvie BucketBlIEEEHEIAI,

8. FAHFIAZERIObjectiEfiEIStandard,

9. A3z#FArchivessBIObjectiEfig IIAR Standard,

R

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Thu, 8 Jun 2017 13:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:PYbzsdWSMrAIWAIMW8luWekJ8=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload >
<Days>1</Days>
</AbortMultipartUpload>

</Rule>

<Rule>

<ID>transit objects to IA after 30, to Archive 60, expire after 10 years</ID>
<Prefix>data/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>

<Transition>

<Days>60</Days>
<StorageClass>Archive</StorageClass >
</Transition>
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<Expiration>

<Days>3600</Days>

</Expiration>

</Rule>

<Rule>

<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>6</Days>
<StorageClass>Archive</StorageClass>
</Transition>

</Rule>

<Rule>

<ID>delete created before date</ID>
<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate >
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate >
</AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucket (List Object)

Get Bucketi®{EaJFa3Elist BucketF i 0bjectiSE.
Py
BXKIEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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iBXk&#(Request Parameters)

GetBucket ( ListObject ) i , ATLA@EI prefix , marker , delimiterfImax-keysxdlistfRE , IR[EIEFS LR
. B, AILLEIdencoding-typeXdiREIZEERFHDelimiter, Marker, Prefix, NextMarkerflKeyiXLt5t5

HATIRIS.
2R

delimiter

marker

max-keys

prefix

encoding-type

gRzrcE= (Response Elements)

AR

Contents

CommonPrefixes

35

1170

B— 1 ATXObjectBFHITHEBNFFF. FiBE
FHESIEENFIZES— X HMdelimiterE=fFZ
iEAYobjectfEA—4EITER

CommonPrefixes,

HUBEE . FRER

ENE - ©

REERMmarker2 [GiR=BHIFINE— 1A
x[ME,

HUEER | T

RNE: T

BRELRIRElobjectiIGR AR , NRAKE , BIA
79100 , max-keysBU{EABEATF 1000,

FAERTL | FRFE

FIAME : 100

PREEREIRIobject keysZRLAprefix{ENRIZR. i+
BfEBprefixE&iflfy , IREIRYkeyFIEEE
prefix,

HUERE - FRIEB

HNE: T

BENREINAEHI TR |, IEE/mIBa0sEE,
Delimiter, Marker, Prefix, NextMarkerf[
Key(EFUTF-8=FF , {Bxml 1.OFREASTIFENT—
LT |, EbiNascifEMORII0MN=RT. T8
Bxml 1LOFNERSTHFIIEHIZFRT , TLABILiEE
encoding-typeXfix[EFIDelimiter, Marker,
Prefix, NextMarkerf1Keyi#f{T4wf3.

HIREE  FRER

EANE : T, 7EE : url

172

{RFEE/MREIObject metafIZS 28,
KA Z5E8
R A : ListBucketResult

WNERiEKPIgEET delimiters%y , M7EOSSIRE
HINER €& CommonPrefixesitER. 1ZITERA
BBLEL delimiterERE | FHEHRBERIZRAIobject®d
FREVEER.

KR FER

R/ : ListBucketResult
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Delimiter

EncodingType

DisplayName

ETag

ID

IsTruncated

Key

LastModified

ListBucketResult

Marker

MaxKeys

36

BT BETObjectBFHITHHEFRT. Fie&
FHEEIEENFIZESE—XHMdelimiterE=fHFZ
iEfobjectfEA—HTE

CommonPrefixes,

KA TR

R ListBucketResult

1EREIREIZER P IRISFERNARE, WRIEKNSE
thiEE T encoding-type , BREIHREILERFH
Delimiter, Marker, Prefix, NextMarkerf[
KeyXLET A1 THRAED.

KA FIFER

RT3 : ListBucketResult

Object HEENEZ.
KA FRFE
R ListBucketResult.Contents.Owner

ETag (entity tag) 7ZEE1NObject4- A AIRTHEE!
# , BT e — 1 ObjecttINE., XFFPut
ObjectiEkolEAIObject , ETaglEEEASH
MD5/E ; XFEftS X BIEEAI0bject , ETagER
HPS[HUUID, ETagERILABFIEEODbjectIE
BERETH. FEYAFPERETagkIER
Object I BHIMD SIS SRR 4,

KA FEE

AN

R ListBucketResult.Contents

Bucketifi§&RIAFID,

KA TR

R : ListBucketResult.Contents.Owner
SRR ENERECRZIRE ; "true” FxR
RREERAIEEER ; "false” BRARELIR
BT £EPER.

KA WEEFRTER

BRWUE : true, false

AN+

R A : ListBucketResult

ObjectaIKey.
KA FEE
R ListBucketResult.Contents

ObjeCtﬁ'ﬁE?)S‘Zﬂ%EﬁZE’\JEB‘EE
i I 1=]]
R A : ListBucketResult.Contents

{R1FGet BucketiERKERMAE.

KA 2588 F R - Name, Prefix, Marker,
MaxKeys, Delimiter, IsTruncated, Nextmarker,
Contents

LT - None

FREBIXRGet Bucket ( List Object ) A9#Cra.,
KA . =R
AN

R ListBucketResult
MRSk RIR AL RIRAEE .

KB FRFE
Q¥R : ListBucketResult



XIgAFE OSS

APl &%

Name

Owner

Prefix

Size

BucketZ=
KA TR
LT /A : ListBucketResult

RFBucketiiBEERIAES.
KA . 7588 7154 : DisplayName, ID
RF5 4 : ListBucketResult

NRERERIFARIE.
KA TR
AN

R : ListBucketResult

Objectiy=F154L.
KB FRFE
R ListBucketResult.Contents

Objectf97FfEREY , %3F "Standard” .
“IA" . "Archive” ., ( BRIRBZS XIS

StorageClass “Archive” Z8U)

KA . TR
LR : ListBucketResult.Contents

MWD

1.
2.

3.
4,

5.

6.

7.
8.

Objecth P BEEXMImeta , 7EGetBucketiE kAT ASIRME,

SNRifGIERIBucket RFE , EUEHEGIAE ma B ABLIELIERBucket , IR[E]404 Not
Found&i® , 81283 : NoSuchBucket,

WNR&EHaZBucketflIBUR |, iR[E]403 ForbiddentEiR |, $21R%2 : AccessDenied,

ANERE A mMax-keysHIZETTE—RFThklisting , IREIZERSMIII— <NextMarker> , $27R4k4z
listingal LALAtLamarker, NextMarkershf{E(TElistEERZ .,

EMEMERRY , BiEmarkersSEfREFIRPAFE | IREBMARFEmarker=BHEFRI F— MR
EN, #N&Emax-keys/\F0=E AT 1000 , $iR[E]400 Bad Requestitiz, $HiRD

: InvalidArgument,

Zprefix , marker , delimiterS#{AFHFSKEEX , IR[A1400 Bad Request, HIRI3

: InvalidArgument,

prefix , markerFIsRSCI S TWRTRMR | SERIKELIUVNTF10245F75,
NRABprefixig AN FTE |, RTLABFILA prefix LA |, BNMZSU4SE NIRRT BRI
A0k, INRBEdelimiteriZE A / B , IREHEMRBFNRZSHE RIS | 123 TRY
FIHRIREIFECommonPrefixesiBsy , F3E FBIFRISHF AR ER, —
bucketfZzE=" object :fun/test.jpg , fun/movie/001.avi, fun/movie/007.avi, HiZxEprefixA
" fun/” , MIREI= object ; ANRIBINIREelimitery “/* , MIREISZE" fun/testjpg” FIgI
28" fun/movie/" ; BISCIL 7 S4RAUIZEE,

S

fEbucket "my_oss” ABE4 M object , BFERDHIS ¢

- 0ss.jpg
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- fun/test.jpg
- fun/movie/001.avi
- fun/movie/007.avi

Nl

R

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
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<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BRTBI(EPrefix8¥) :

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRGE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false </IsTruncated>
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<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BERTB(Eprefixfidelimiter2#) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

RERRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<CommonPrefixes>

<Prefix>fun/movie/ </Prefix>

</CommonPrefixes>

</ListBucketResult>

Get Bucket ACLEASEFRENE AN BucketfOiH a1 R,
MEEIED
IEZQh: lf

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

2R )%
FHEACLIEREES
AccessControlList KA . 2588

R : AccessControlPolicy

{F17Get Bucket ACLEEERIVZAEE
AccessControlPolicy KA . [
R None

BucketfiB&ERIZR.. (ERIFIID—E)

DisplayName KA FRFE
R/ : AccessControlPolicy.Owner
Grant BucketfJACLAR.
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ID

Owner

DT

KA MEFRTER
BXYE : private, public-read. public-read-
write

RT3 AccessControlPolicy.AccessControlList

Bucketili&&RIFEFID
%%J_ | FRTER

R AccessControlPolicy.Owner

{#FBucketiE &S ENEE,
it NS

R - AccessControlPolicy

1. RBBucketfUEE A BEFEEGet Bucket ACLIX/ Mz,

Nl

R :

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>user_example </DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

Get Bucket LocationFBF&ZEBucketfTEBHEUREFIMIBEE.,
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KIS

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR rcE (Response Elements)

BR R
BucketRTERYX 1
KA FHFE
LocationConstraint VaIues. oss-cn-hangzhou, oss-cn-gingdao,

0ss-cn-beijing, oss-cn-hongkong, oss-cn-
shenzhen, oss-cn-shanghai

Mo

1. RBBucketfUilBEE FBeEABucketfLocationfS2 , BNiR[EI403 Forbiddeni&iR &S
: AccessDenied,

2. BaiLocationConstraintG%{& : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-
cn-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1, oss-us-east-1, oss-
ap-southeast-1 ; DRIXIRAVNEIEFLC , FBEEFL , AREEESRO. FBEEHTLO. RYIEL
ERO. EisggEh O, EERSHESRD. EEHSRIEEH IR (#iEK ) #uE0.

Nl

BT

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNASREIZE :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

43



XIGRIFE OSS APl &%

<?xml version="1.0" encoding="UTF-8"?>
<LocationConstraint xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationConstraint
>

Get Bucket InfolEF&EEBbucketfUiBXEE., SIFNTHES :

- BlEERT A

- SMRIEIEndpoint

- ARgizAEEndpoint

- bucketf BB EEE

- bucketfJACL ( AccessControlList )

ERIEE

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

IR rcE (Response Elements)

BIR Hir
{%T_Bucket{*%\lj\]@ﬂ’\JE%%

BucketInf =B AR

ucketinto a5 Bucket3s i
/\-|+”“ 9:
{RFBucketEMEEAISES

Bucket KA . g8

5 : BucketInfoT5a

BucketBl#ZEATE, HBIEHED

2013-07-31T10:56:21.000Z
7Y - [E

R : BucketInfo.Bucket

Bucketifz[aIRFMNRIIE 2
ExtranetEndpoint KB FRER

’\*5 : BucketInfo.Bucket
EIXIsECSiiaBucket P poiaf
=

KA . FRFER
’\*5 : BucketInfo.Bucket

BucketFriES R OAIX IS,
Location e Sid e =l
R A : BucketInfo.Bucket

CreationDate

IntranetEndpoint

Name Bucket&=
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Owner

ID

DisplayName

AccessControlList

Grant

TN

1. ANERBucket~FE |, IR[EI4045E1R,
2. RBBucketfyiBEE 7 8EEEBucketfIER , BNIR[EI403 Forbiddeni&iR (5163

: AccessDenied,

KB FRFE
RAFE : BucketInfo.Bucket

BFEHBucketiiE & =EM
i N
R E : BucketInfo.Bucket

Bucketii&&ERIAFID,
i,%% D 5

X-Ij rAYA)Y
: BucketInfo.Bucket.Owner

BucketfiBERIBFR (BRIFD
ID—E)),

KA FGER

RE=

: BucketInfo.Bucket.Owner

FHEACLIERIAES
KA - 75E8
R¥ A : BucketInfo.Bucket

BucketBYACLIE.,

KA MEFRFER

B3E : private, public-
read, public-read-write

: BucketInfo.Bucket.AccessC

ontrolList

3. IBERALUMEIT—OSSHIEndpointi&iz.

N

KB

Get /?bucketinfo HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BUuG4ArRK+zNhH1AcF51INNHD39zXw=

ARIhIREBucket{S B RHRE G :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B

45
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Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>username</DisplayName>
<ID>271834739143143</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

R AIFAERBucket(SRRTR BRI :

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

REGEERPRIGEIRIBucketERANREIRA :

HTTP/1.1 403

x-oss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>

46



XIgAFE OSS

APl &%

<Requestld>568D5566F2D0F89F5COEB66E </Requestld>

<Hostld>test.oss.aliyuncs.com</Hostld >
</Error>

Get Bucket Logging FiF&&BucketfJisn) HEER E BN,

BKEE

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWRrcER (Response Elements)

BFR

BucketLoggingStatus

LoggingEnabled

TargetBucket

TargetPrefix

Mo

ik

MR EERSEENEE
KA N8

Fit&: LoggingEnabled
RitH&: T

IDRESERNERE. XN TEEABHNEE , X
AR EE.

KA NE8

FJtz: TargetBucket, TargetPrefix

RITE: BucketLoggingStatus

IEEFRIAIE HERIBuUcket,

KA =

FtER

Rt BucketLoggingStatus.LoggingEnabled

EERERRTINIE BESU4RIE,

A R

Fitz: None

RITE: BucketLoggingStatus.LoggingEnabled

1. AR Bucket R EE , iR[E]404 no contentiiR. (E£1RES : NoSuchBucket,
2. RBBucketfUiEE F 8EEEBucketfUIBIR HEREE R , BNIREI403 Forbiddent&iR (513

: AccessDenied,

3. ANRiEBucketRi&ELoggingfMM , OSSBZAREI—MXMLUBEEK , (BEGH

BucketLoggingStatusTtE= A=,
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Nl

R :

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNESREIZF :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled >
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

RIKELOGHNIATIRE77F :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
</BucketLoggingStatus>

Get Bucket Websiteti{EFITFEEbucketlFES Mt TEIRTS,
= A SN
lﬁgzlnlf

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue
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R7cEE (Response Elements)

B A

FroEaKeylIRTTE
ErrorDocument SR B8

RITE: WebsiteConfiguration

FITESUffixfIRITE.
IndexDocument p Syt AN S

Rt WebsiteConfiguration

IR[E]40455RAT(SEFRRY S-S

KEFRIR Qs
WebsiteConfiguration.ErrorDocument
BEM - HErrorDocumenti@BRT , WE

IR[EHRURLEHRIIAERS 3U4E |, AEAT , B
REEE"/". HIIERSIXHHRER
index.html , Mif[E):0ss-Cn-

Suffix hangzhou.aliyuncs.com/mybucket/mydir/iX#£
IERABHEEIAEE = T 3iEloss-cn-
hangzhou.aliyuncs.com/mybucket/index.html
KRLFRTER
RJtZ: WebsiteConfiguration.IndexDocument

HERNSER
WebsiteConfiguration e Sl
RITE T

Key

I

1. WNERBucket~FE , iR[E]404 no contentiEizR, $E1=AS : NoSuchBucket,

2. RBBucketfiUBEE A BEEEBucketUEHSMULTEERZ , BNIR[EI403 Forbiddenf&iR $51R3
: AccessDenied,

3. WIRIFBucket RIREFHSMIHTETINEE | OSSTIR[E404551R | FEIRAEH
: NoSuchWebsiteConfiguration,

Nl

BB

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRELOGHNASREIZE :
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HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RIRELOGHRNIAR BTG

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configuration.</Message >
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld >
<Hostld>o0ss-example.oss-cn-hangzhou.aliyuncs.com </Hostld >

</Error>

Get Bucket Referert#{EFF&EEbucketfRefereriBXEIE., Bucket RefererfhiZsEE R ILOSSH & EE.
SEES MY
BKEE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

B fik

RefererConfiguration {RiFRefererft ERNETHIS S
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KA AEE

FTr . AllowEmptyReferertisa.,

RefererListTima

RER T

IBERE RiFreferer R ATSHIEKIAIE],

T ridlys gy : By
AllowEmptyReferer #%u-eWE?—fI% BE : true T, false FIAE

R M : RefererConfiguration

frfFrefererpA AR BHIERR.
KA - 28
RefererList RT3 : RefererConfiguration

FT e : Referer

IBE—%refererpAIAB A,

Referer YA : e
RIY5 : RefererList

T

1. ANRBucket R 1FIE , IR[E4045E1R, $E5iRFD : NoSuchBucket,
2. RBBucketfUBE 7 8EEEBucketfIRefererft EER , BNIR[E403 Forbiddeni&iR (513
: AccessDenied,

3. tNERBucketKitiTReferertBXEE , OSSRIREIFAIARIAIlowEMptyReferer{Bf1z=fIRefererList,

Nl

R

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BigERefererfINIENRERG :

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
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<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

FKigBRefererIMESRE I :

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

Get Bucket LifecycleFIF&ZEBucketfiLifecyclefit &,
YEEHSN Y
EXKIEE

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

I

1. RBBucketfIiBBEE A ae&EBucketfiLifecyclefiE , BNREI403 Forbiddentig sEiRMD
: AccessDenied,

2. WNERBucketgLifecycleAfZ(E , iIR[E]404 Not Found$gi® , $81%A5 : NoSuchBucketsy,
NoSuchLifecycle,

il
R

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=
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BigELifecyclefiREITA :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FigBLifecyclefHRETG :

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<BucketName>oss-example </BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld >
<Hostld> oss-example.oss.aliyuncs.com </Hostld >
</Error>

Delete BucketFHTFf&E N Bucket,
ssE sy
=B 155"15

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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Mo

1. WNERBucket~FE , iR[E]404 no contentiEiR, $E1=AS : NoSuchBucket,

2. ATFHLIERMBREYAR L , OSSARITFRFMER— N E=hIBucket,

3. INRXEMBE— DR HIBucket , IRE409 ConflictiHig , 441215 : BucketNotEmpty,

4. RGBucketfiUBEE A seMIBRXMBucket, ANERIXEMR—NSEXIRANRAIBucket , 1R[E]403

Forbiddens&iR, 1R85 : AccessDenied,

Nl

BB

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

IRERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Loggingi2{EFFXFbucketifia) HEICRIIEE.
s SN Y
BKIEE

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. W1ERBucketA~f=7E , iR[E]1404 no contentigix , HiRFS : NoSuchBucket,

2. RBBucketfBEE A BEXFBucketin HEICRIIEE. MRAEREF—NFBETFRN
Bucket , OSSiR[El403 Forbiddenf&iR , $81=A3 : AccessDenied,

3. tNERB#rBucketFFi&BFiFLoggingIhge , HFAIRBIHTTPIAZAS 204,
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Nl

R

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REERA

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Websitel2{EFITFxFbucketfyEaSMuEEER,,
A= TS AT SN
BB

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

==/ \
iR Rk iy
1. AR Bucket R EE , IR[E]404 no contentiiR , ££1R%5 : NoSuchBucket,

2. RBBucketfUBEE 7 88X FBucketBUEHS ML EEIRI(. MNRIXERIE— M E TR
Bucket , OSSiR[E]403 Forbiddens&iR , 1R85 : AccessDenied,

]l
R

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=
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REFRG :

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Lifecycle

iBidDelete Bucket LifecyclesifiiRigEBucketiIEmmEHIELE.
YEESAEY
BEXKIEE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. MEFEMbREEBucketBIRTBRIEREHIMN., S | iZBucketfA~=BObjectti BniliR.
2. ABuckethUilEE 7 BEMIBRBucketfiLifecyclefiiE, NERIXEHRIE—MNRBTARA
Bucket , OSSiR[E]403 Forbiddent&iR , 1R85 : AccessDenied,

N

KB

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REERA :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive
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Content-Length: 0
Server: AliyunOSS

K TFObjectiRE

Put Object

Put ObjectBF_EfE3Z14.
= EY
BKIEE

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BKkHeader

B

Cache-Control
Content-Disposition

Content-Encoding

Content-MD5

57

fik

1BE1ZObjecti# FEATAIMIRAVEFITH ; BiFH
HIAESAERFC2616,

KA R

BANE T

FEEIZObjectiiy FERTAIRTR | BIFAEAIBEMR
RFC2616,
A FRFER

VN

IBEIZObjectiy FEETHINSRIBER | BEiFMiE
NESRERFC2616,

KA TR

HIME : &

FRIBIMYRFC 18643HERNS ( AEIELER ) it
BEMDSEIRE128LUIF ST | Mzl T
base644Ri3 A—NEERIContent-MD5E, %15
KRAOTAFEHESEMNNE (BERRBREASR
ER—E ) . BAZIEKRLEAET , OSSIEINA
PERZER SO TR E.

KA FIEER
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HIME: &
PR : To

BRI ; EEAREATESIARFC2616,
K7 e

Expires HIME : T

IR | OSSARXIX/MEHTIRBIFIIIE
fErEosslE2objectiRIIR S ERIm N RIDEE.

x-0ss-server-side-encryption KA R

x-0ss-object-acl

E3E(E : AES256
g ossBliEobjectAtAYIHIEIIR,

KA R
Ai%&(E : public-read , private , public-read-
write

Mo

1. SNRAF L&7 Content-MD5iERL , OSS&itHEbodyAIContent-MD5HIGE—EE , ANRA—

¥ , $BiREInvalidDigesti&iRig,

2. ANRiFERLFAY “Content-Length” {E/NFERRIERMR ( body ) HIERMAIEIERE , OSSIHEMIN

SRS ; {BObject K/NRZETF “"Content-Length” FRENMAIA/)N | EMEIRBHER.

3. KA EIIANObjectiIRE XM BEFE , AEBNIEINIR, FARIIS B EFERAIS G
. BxZIR[E]200 OK,

4. PNSRFEPUtObjectiIRTR , R LAX-0ss-meta- ARTEEHISEL , M Iuser meta , ELilx-oss-

meta-location, —ObjectA]LABGZ RIS EL , {EFfBRIuser meta/Si K/ N BEERIE 8k,

5. 1R Headd2E A Content length8#8 , £iR[El411 Length RequiredEiR, iR
: MissingContentLength,

6. NRIE 7 KE , BRIRAEREXHEEBody , HEFKRENbody KIIVINFLEEXR | REHFL—BESFF
, BZltime out , jR[E]400 Bad RequestiEE. $HIZHS : RequestTimeout,

7. AKX ERINObjectATfERYBucket R7FE |, iIR[E1404 Not Found$HiR, $HIRAS
: NoSuchBucket,

8. WA ELFIIAObjectFrifERYBucket;RBiHIAANER , IR[E]403 Forbiddent&iR, $HIRD
: AccessDenied,

9. RTINS EERBIYSG |, IREIFEIRER400 Bad Request, $EiRAS : InvalidArgument,

10. INRENRIODbject keyiKEATF 102375 , iXEI400 Bad Request, 5EiRA3

: InvalidObjectName,

11. PUT—/NObjecthyRHE , OSS#554™ HTTP RFC2616tiXiERIHeader =B : Cache-
Control, Expires, Content-Encoding, Content-Disposition, Content-Type, 1% k{&
ObjectiiR & TiXHeader , MiXNObjectti FEHAT , BN AIHeaderESHBEMNIRE R LIERTHY
=R

12. 3NER F{EObjectAHEE T x-0ss-server-side-encryption Header , M8 BEYENAES256 , &
N&IRE400F0HEREIRIET © InvalidEncryptionAlgorithmError, $g§EiZHeaderfs , EIIRSL
thtiRiRElZHeader , OSSEXS_EERIObjectiF I TINEASTFE | ZiXNObjecttf NEAT , Ma/L
kb2t &x-oss-server-side-encryption , {EFIRERKIZObjecthINZ &%,
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=]
Content-MD5iE 5 EHE

LA EAERIMET9 0123456789 7l , IHEXANFFFEAIContent-MD5,

1. IERRRGTT S0
AR BRI  ARALR -

1. B EH EERBRIMDS | B{ER—1M128(1 (128 bit ) RI—HHIEE.
2. B ZHEEEH Thase644RT.

LAPythoniB=9f1 , IEMETERIESA

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

TETIENRE  XBEEH hash.digest() BIERIEHbase644RE3HIEIN.

>>> hash.digest()
"x\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7'

2. R EAT

BEURN—MEREXITTELERI32FT (32 bytes ) B9 MDSZFREEZRR it Tbase644mi3. FIan , FERAIXT
hash.hexdigest() #{Tbase644wi5 :

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

>>>

>>> # THZERNITELER

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

3. BEAE

LR TS ERTER

1. HRARITE KA Content-MD5S 22— N 24F R W #F &
2. =i 0123456789 fEARNE , HitAContent-MD52 eB5eJF1ptWaXm4bijSPyxw==
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PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-oss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

Copy Object

EN—MEOSS L B&FE R objectili 5B —"object , AILARIE—MPUTIERLOSS |, FEPUTIERLHIR
IRTTERx-0ss-copy-sourceSkiEEFE R, OSSEBEFIMTHIXE— M Copy#F , HEEARS HRHIITIZIR
&, RN , WREFTRIobjectERLRF.

IZIREEATEIU/NF1GBIS S , 2 N— M NATF1GBRISZFRT , wfFEAMultipart UploadigfE , BRI
Upload Part Copy.

Copy#2ERYiRBucketf] BirBucket:/REZRE—1Region , RERegionfJBucket R EeH{TCopy ObjectiR(E

KB

PUT /DestObjectName HTTP/1.1
Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com
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Date: GMT Date
Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

B5KkHeader
SR

X-0SS-Copy-source

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

Xx-0ss-metadata-directive

X-0ss-server-side-encryption

x-0ss-object-acl

61

172

SHRBIE (IERERER )
KA TR
HNE

WRTFEObjectiETagEFIFFIRHAIETagEE
, MBITHEIRE |, FRE200 ; BNRE412
HTTP{EIRAD ( FRAMIEKRM ) .

KA TR

HNE

WRITEODbjectiETagEFIFFIRHAIETag A EE
, MHITFE IR |, FRRE200 ; BNRE304
HTTP{EIRAD ( TRAMIEKRM ) .

KA TR

ANE: T

NRENSE PRI EIE T e MR TS SLfMME R
BfE , MIEREERSE , FRE200 OK ; BNR
[E]412 precondition failedf&ixR.

KA FRFE

HNME: &

SNERiFEObjectH MAFIEERIRT ELAUSHAS 0T

, WHATFEIURME | BNIREI304 HTTPIEIRAD
( FRALIESRIT )

KA TR
HIME : &

B3EACOPYFIREPLACE, MNRZEIRH
COPY , METAIObjectiImetaZBMIRObject S
33k ; NSRRI IREPLACE , NZRFABIR
Objectfmetald , MRMBAFXXIERPIEEN
metafd ; EfENIXEI400 HTTPHEIRME. F=iZ
{E9COPYHT , JRObjectfx-oss-server-side-
encryptionfmetafBARSHITIEN,

KA PR

ZRIANME : COPY

B%%E - COPY, REPLACE

ggﬁi‘ossﬁﬂ@Eﬁiobjectﬁiﬂgﬂﬁ%ﬁﬁﬁiﬁﬁﬁgﬂﬂ’ﬁ
%i” | FRTER
B3 : AES256

18EossBllEobjectATAIIAIAIR,

KA FFFEH

&iX/E : public-read , private , public-read-
write
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R7cEE (Response Elements)

B R
Copy Objectz
CopyObjectResult KA FFFE
HANE: %
#FObjectfYETaglE,
ETag KA . PR

R3t% : CopyObjectResult
#FObjectRfFEHATIAEL

LastModified it =2
Rt : CopyObjectResult

WO

1. fLAEIE ¥ IR ERSCIE B EA ObjectiymetalE 2.,
2. INEREIRERYRODbjectitbitF1 B #rObjectitttit#8E , MIFTiEx-oss-metadata-directive/9{al{&
. BB EEERRObjectiImetalEE,
3. OSSx#5# R FRIU N FF T Header R NEIRTHHER , 1BROZIES M Get ObjectiBERIATI DT

4. R EREBERENSRObjectAIEAR,
5. JEObjectfIB#RObject /g T E— &R+ , BMIRE403 AccessDenied |, fEIR[ERN
: Target object does not reside in the same data center as source object,

6. FENRERT ZEFRITSXSRObjectFTEAYBucketiEII—IRGetigSRIXEYL , HITERObjectF7ERY
BuckettBIN—XPUtiEsRIREL , LANABNATFHTIEFIEZS A,

7. EIRESRBRERL |, #RLL "x-oss-" FFLHY , FRLAEIIASZF T HT,

8. BIEENBERISE T x-0ss-server-side-encryptionigskik , FHEFEKESE ( IAES256) , M
FigIRObject RAH T RS 2Rim INZ LD , # N2 /FRIBHRObjectEfRitt TARSS 2R im I IRED.
FH B IURERINm N LB 2 x-0ss-server-side-encryption , {(E#IZ & ERObjectiIINZE X
. FEIXABEFRObject#y FEET , MMkt B x-0ss-server-side-encryption , {E#IREMKIZ
ObjectfIINZEL L ; HHEIIRIEPFRIEEX-0ss-server-side-encryptionigkk , MFiSIRObject@
B TIHRS S mIIZERD , # N ZERERObjectEBRAFH TIH IR S e8im Il ZmASINZRIEYE.

9. ¥EIi{Ex-oss-metadata-directiveidzksk HCOPY ( BRIAME ) BT , HAIEREODbjecthIx-oss-
server-side-encryption{d , BJE#RObject@EHITIRS #8imINZ w8 RIFIECOPYEMERTIEE T
x-0ss-server-side-encryptionigRLFRE,

10. BTEFENRERISE T x-0ss-server-side-encryptioniEsksk , FHEBEKIEIFAES256 , N[

400FIMERIAYEERIET : InvalidEncryptionAlgorithmError,

11, WNRFEMATSHRINATF LGB |, RIRE4M00F5EIRIZD : EntityToolarge,

12. iz EAR R BT AppendiBAN_ EE R =4 object,

13. SNRHRBUAFFSHEE | RIENFAFSIRE.

14. 3NRBuckethIZEA 9Archive , NIARBERERIZED , BNRE40055R | $EIRE39

OperationNotSupported,
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']
R

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CopyObjectResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT </LastModified>

<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

Get Object

FBF3REEFEAObject , tHREEKAFXHZObjectBIENR.
R S VRE TR
BXKEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange(FJif)

iBXk&#(Request Parameters)

OSSIFAFAEAIXGETIERET , BENXOSSIXENENHR—EEHeader, ERRAFIERXAILScontent-
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typeit{TEENIRE , HittHeaderlEXRABFAERIGETIERVUEFER, XEHeadertfF

EA

response-content-type

response-content-language
response-expires
response-cache-control
response-content-disposition
response-content-encoding

&5KHeader

BIR

Range

If-Modified-Since

If-Unmodified-Since

If-Match

64

115

REBOSSIREERAIcontent-typesk , ERihiath
AILURE.

KA TR
HIME : &

RBOSSIRENERAIcontent-languagesk
KR FRFER

BANE &

®EOSSIREE KA expiressk
KR - G
HNE :

REBOSSIR[EEKMcache-controlsk
KRG8

BANE : &

R EOSSIR[EEkAIcontent-dispositionsk
KB FRFE
VN

RBOSSIR[EEKAIcontent-encodingsk
KA FFFE

BANE : &

72

IEEXIHERATEEL. 2, IRRE bytes=0-9 , 3%
TMEXEFOFIFEIX1I0MNFHT,
XA FFER

BANE : &

WIS ERYAT B B FSEPrEeaATE) , MIIEFEEE
%, FiR[E]200 OK ; BNiR[EI304 not modified

KA TR
HIME : &

RTEIETE © GMTHIE , BUgAFri, 13 Nov 2015
14:47:53 GMT

INFRENSE PRI EE T & T S SEFME
RE) , MIEEERESMH , FHREI200 OK ; BRI
[E]412 precondition failedf&i=

KB FFE

HNME: T

RITENREL | GMTRSE) , fU40Fri, 13 Nov 2015
14:47:53 GMT

WNRENERERIETagFNobjecty ETagltED , MIIE
BEEXYE , FHRE]200 OK ; BNRMEI412
precondition failed{&ix

KA TR
HIME : &
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WNERENRIETagEFNObjectiYETagAPLES , MIIE
EERSEFHRE200 OK ; BNREI304 Not

Mo

If-None-Match Modified
KA FRFE
HNE: T
1. GetObjectiBidrange SR LSTIFMT mEHE |, I FEEEAKAIODbject@iERIZINEE,

2. snRAEIBERLHERRangeS4 ; MREEEHLE BN HRIKEMIRRERSEE | 6180
: Content-Range: bytes 0-9/44 , F_RIRENHKE 44 | RRERFEEHN0-9, MIRAFHFEE
BEASE , WEEEBAN M, FEAREER K Content-Range,

3. 41 "If-Modified-Since” JTTHERPIRERRSAAFFERGE , BEEGREIRY , FIR[E200 OK,

4. If-Modified-SinceflIf-Unmodified-SincerTLARIRF#E , If-Match#If-None-Matcht el LARIRT
FHE.

5. iNRB EIf-Unmodified-SinceF BAFEERE R SIf-MatchHBEARRTS |, IR[A412 precondition

failed

6. WNERB ZIf-Modified-SinceHBAFSEE B 2If-None-MatchH#HBEAFFE |, iR[E]1304 Not

Modified

7. NRHAFIE |, IR[E]404 Not FoundigiR. f&ixAS : NoSuchKey,

8. OSSAHFEERINBMNGETIERF , B IEKSERAE REIFKAIheader,

9. FEBE X OSSIRElERFHI—LHeadert , RBIFRIERTH ( BNRERS/I2008 ) , OSSASHR

iEKAIheaderZ BRI GETIE RS HIEEHE.

10. HiZObject HHITIRS SR imEMmIDIIZEFMEN , NEGETIERINSEEERREILERAF |, FEE
Nk |, £iR[EIx-0ss-server-side-encryption , E{EZRFiZObjectiIiRSRimINZE L,

11. FEBREANEHT GZIPEAEEHINAF, , FEAIFKAIHeaderh BR300 Accept-
Encoding:gzip , OSSEIRIEX{4HAIContent-TypefI3ZiFK/)N , HIRFREIREIZAAFEIGZIP [
HERVEE. WNERRAT GZIPEFENA=Mietag 558, BRIOSSIFGZIPESEHIContent-
Type AHTML, Javascript, CSS. XML, RSS. Json , 3XHK/INFEARNF1k,

12, ANR 2B HRFEHEE | IREIBRXMHIINS. FE , MkEkFContent-Length, ETag,
Content-Md5 ¥#ABRMHRITTER | Last-Modified 2 B3I SHEEAIRAE | B9/
fEiEEITER.

13. MNRHEBHRFEHEE | FEBRUGAZE | R[E1404 Not Found$&iR, $EiRHED

: SymlinkTargetNotExist,

14. MNSRH2EBARFESEEE | FE BB SHHE | IR[E400 Bad requestifiR. $HIRID
: InvalidTargetType,

15. 3FArchive|FR4ZER |, Object FEEEIR T RestoreidK , FE1FRestoreFeh ; RBETEObjecthy
Restore2{ESShk EBRTRY , Object A BEHE &K
a. tNRIZBIERRestoreiFEK , 5E LRIz RestoreB&#ERT , NIR[EI4035E | $EIRASH
: InvalidObjectState,

b. & B IETRestoreiE K , (BEIEAIRestorel2EIXRETR , NiRE4035E | {EiREH
: InvalidObjectState,
c. RBRestoreFehy, , HIRBER , SR REEE T 2.
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R :

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

REERE :

HTTP/1.1 200 OK

x-oss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-o0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangeigkirfl :

GET /oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
x-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

B OREEEAERTH
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GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

RERRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: 732

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

SRR

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIYmXvwCEeOfmi8JvOYilw==

Archives(810ObiectifRestoref FE L2 5= ESK A :
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GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REE

HTTP/1.1 200 OK
x-oss-request-id: 58F723894529F18D7F000053
x-0ss-object-type: Normal

X-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:38:30 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE *
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

Append Object

Append ObjectLUBINBRIA R, L1E3214, BidAppend ObjectiZERIFERIObjectz6E HAppendable
Object , MiEIIPut Object L{&AJObjectNormal Object,

BKEE

POST /ObjectName?append&position=Position HTTP/1.1

Content-Length : ContentLength
Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

&5 KkHeader

BR

Cache-Control

Content-Disposition

68
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IBEZObject#l FERTAOMIARYEFITH ; FiFH
HIRIESRERFC2616,

KA FF

KNME : T

TEEZObjectty FERTAIRHR ;| EIFHEIABE R
RFC2616.
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Content-Encoding

Content-MD5

Expires

X-0ss-server-side-encryption

X-0ss-object-acl

g Header

BFR

X-0ss-next-append-position

x-o0ss-hash-crc64ecma

FIEAERIERIRR

KA TR
HIME : &

IEEIZObjectii! FERTRIAERISIST. | BIFEE
NESHEERFC2616,

A FRFER

BANE : K

IRIEMINRFC 1864XEHENS ( AEIELER ) it
BEMDSESRE128LUH T |, MizEFiHt T
base644miE I— NEEHIContent-MD5{E, %15
KRBT ERESRTENNE ((BERNBREES.R
EN—E ) . BRIZIERLERNED , OSSEINA
FEERiziERLH TIREREE.

KR FER

2ANE : T

PR : To

THARTIE) ; EEIFEAIESARRFC2616,
KA - B

FOME : T

f8xEosstliEobjectitHIBRSS B8 IR N 4RI EL X,
KA 58
358 : AES256

{8 osstlE objectRTAIAIAIRIR.

KA . FfFER

&i&(E  public-read , private , public-read-
write

1%

B TN —RIEKE 2R 4tAposition, LR EFLE
HEIObjectikE., ZAppend ObjectpIhix[A]

, Bi2E positionf1Objecti EAILECT5 #2469
409%51RAY , 2B lttheader,

2R« 6ANERER

XPHObjectfy64{/CRCE, %641 ICRCIRIE
ECMA-182FrEITESH.
KA . pAEERY

1. FReEXd— 1 3EAppendable Objectif#{TAppend Objecti®fE, fFilaN , BERFHE—E&Normal
ObjectRT , Append ObjectiEFRFIR[EI409 , $Hi1RFZObjectNotAppendable,

2. JW—NELEFEEIAppendable Objecti#{TPut Objecti®fE , BBAiZAppendable Objecte4ERHY

Object®B= , A3 INormal Object,

3. Head Objecti®{E&iR[EIx-0ss-object-type , FHFZRBEObjectiyzEE!, XFFAppendable Objectk
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4,

5.

%, ZfEAppendable, XtAppendable Object , Head Objectti&iR[E] LiAMIx-0ss-next-
append-positionfix-oss-hash-crc64ecma,

Get Bucket ( List Objects ) iIERRIMRXMLF , £3BAppendable ObjectiyTypeikf
Appendable

BILAMEACopy Object kI BRIIRS S=imINZHNEMESERAFEENTER. BaLUE
Appendable ObjectiE I pk B34 |, FHISHFEEAppendable Object,

5o

1. URLE#appendFpositiontdACanonicalizedResource , EEGQETEEZF.
2. URLEIS#wslitl &append , FSEISEIXE—Mppend Objecti®fE,
3. URLEIBZEE /B Sposition , EEFSEMNTHITIEN. BEXENMRFAIpositions i

8.
9.

0, FEEENR/FRYpositionZ2O0bjectfIHBIHKE. Ul , F—IXAppend ObjectiEKIgETE
positionfE0 , content-length/265536 ; B4 , £ _XAppend ObjectEEIgSEposition
65536, ERIEBERINGG | MRRSkEBx-0ss-next-append-positiontB &R F—ENNHY
position,

. SnRpositionAHEFNHRIObjectAHKEA—EL , OSSRIREI409EIR | $EIRIDH

PositionNotEqualTolLength, &4 FIRTEIRES , FAFRILABE IR SLEBX-0ss-next-append-
position3k{§E| T—iRposition , FERFEITIEK.

. ZPositionfEA0RT , MNRIRBERERZAppendable Object , B E&EAppendable ObjectiKE R

0, iZiEkpIh ; HittlE R IPositionF1ObjectiK EAILE IS .

. HPosition{E 90 , E}8EREObject?Z1E , BB4AAppend Objecta]LAFIPut ObjectiEk—#E , 188

&Ux-oss-server-side-encryptionZ 2kAiEKkHeader, X—mfInitiate Multipart Upload@—#¥
1. SNERFEPositionI0RYIERAT , I T IEHEHIX-0ss-server-side-encryptionsk , BRAS4H
Append ObjectlfiisLERti o & x-0ss-server-side-encryptionsk , EEXRBINZEX, LR
wEFYmeta , AILMFEACopy ObjectiEsk,

. BTFHARXER , BfERPIEpositionfEIR /I T x-0ss-next-append-position , iZiEKIKSARTBE

E79PositionNotEqualToLengthmmsi,
Append ObjectF=4AJ0bjecti<ERHIFIPut Object—#¥,
&RAppend Object&fEHTZObjectiH/FIEATIE,

10. fEpositionfEIERAIER T , XWEFERIAppendable ObjectiENI—MKENONNE | IZIRIER

SHEFObjectfVIRTE.

11. 4NERBucketA92EE HArchive , MIABERAZZEO , BNIREI4005E1R | fEIREA

OperationNotSupported,

CRC64RNTEGZC

Appendable ObjectfyCRCRAECMA-1821r/ |, FIXZAYITE SN —1F. FIBoost CRCIEEIRRIA I RENX NG

typedef boost:crc_optimal <64, 0x42FOELEBA9EA3693ULL, OxffffffffffULL, OxFffFfFfffffffULL, true, true>
boost_ecma;
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uint64_t do_boost_crc(const char* buffer, int length)
{

boost_ecma crc;

crc.process_bytes(buffer, length);

return crc.checksum();

}
2 MPython cremodfiyATA -

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64( “123456789" )

ANl

BRI

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

REERE :

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-oss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-0ss-request-id: 559CCI9BDC755F95A64485981

DeleteObjectFBFIpRE 1 Object,

BKEE
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DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DT

1. DeleteObjectERX}1ZObjectZEBERR.

2. MNEREMIFRAIObject R1EIE , OSStEIRENAZFE204 ( No Content )
3. WNERBucketA~fZfE , IR[E404 Not Found,

4. INRMHFRBVARFEHE | RRRFSiEHEES.

Nl

R :

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REFRG :

HTTP/1.1 204 NoContent

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Delete Multiple Objects

Delete Multiple Objectsi#{EziEAF@EIT— M HTTPIERMIERE— Bucketfy2/ Object, Delete
Multiple Objectst{EsziF—IRiEKARZMIFERL0001NObject , FHEMHFIREHRER, : ¥4 (verbose)t&=F0
B (quiet)tR=:

- R - OSSIREIRTHERIAFEB 2E—MHIFRObjectiys
- EERT : OSSIREIRTER AR R B SMPRIIEF HIERIObjectER | NRATAMIBRERMINAYE , T
IRBHEIE.

iEskiEk
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POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

iBk&#(Request Parameters)

Delete Multiple Objectsft , FJLUEIZ encoding-typeXdiREIZ5RPRIKeyiH THRED,
B R

IBEXIREIRIKeyiHT4RES , BRISHIFurldHig.
KeyfEFBUTF-8=%4 , 1Bxml 1L.OFREARSTIFRT—
L= |, thilascifE ORI 10M=FRT. T
Key & &xml LOREARSTHFRNEHIZR |, AJLUB
igigEencoding-typeXTiR[EIAKeyH1T4RED.,
HUERR | FRFE

encoding-type

BINME - T
BlI%&E : url
B3kt & (Request Elements)
BFR A
{#7FDelete Multiple ObjectiERAUAEE,
KA 7588
Delete FPR  —PEE N ObjectitE |, ANEAIQuietsT
=
R : None.
WHERObjectiI =,
Key KA TR

R : Object

{FF— 1 ObjectiSEHAE.
KA - 2§
_ KA Neg
Object F1r : key
R : Delete

177 "fEE8" maAEIURIFR,
KA MR
Quiet BYE : true, false
ZRIAE : false
R : Delete
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R7cEE (Response Elements)

2R A
Eﬁ?&ﬁﬂﬂﬂﬂﬂ[‘%ﬁ’\JObjectE’\JE%%
i e

Deleted 35 - Key
QI : DeleteResult

DeleteResult

Key

{®7zDelete Multiple ObjectiERERAIFE.
KA . REe

FT553 : Deleted

LA : None

OSSHUTIMBRIEERIObjectZ =,
%’g%” D R

R Deleted

EIRIREIE R PIRIDERIEE, NERIEKIISE
fRERE T encoding-type , FBREIIERSRT

EncodingType Keyi#{T4mA3.

KA TR
AN

RETM B

Mo

Nl

. Delete Multiple Objectsizzkw4iiEContent-Lengthf1Content-MD5=ER, OSSEIRIEIXLFER

IR EIRE SRR . 2B ST ERE,

. 4 Content-MD5ZFEBRE % : Bi5ciEDelete Multiple ObjectiEskRABZIIMDS I FES—

MN28RFTHE ; BBZFEHEEEbaseb4E LR ; REEZIN=REEIZEContent-MD5FER
ZSESN

. Delete Multiple ObjectsiE=kERIAR1F M (verbose)iEz,
. #£Delete Multiple ObjectsiERAilfc— N AFERObject , BN I2RIIH.
. Delete Multiple ObjectsBSHEMARARIFZMBIIAS , #Bid2MB&IREIMalformedXMLEEIRED

. Delete Multiple ObjectsiEsk&xZ 71T —IXHIFR1000~Object ; #Bid1000Object=iR[E]

MalformedXML{EiREE,

7. YNSRI E&T Content-MD5iEH:EL , OSS&it&EbodyfyContent-MDSFHHIEE—EME | MNRA—

# , $Bix[EInvalidDigest{&iRAg.,

ERTHI :

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
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Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test,jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test,jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

TR

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
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<Object>

<Key>multipart.data</Key>

</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

RERA :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

Head Object

Head ObjectIREIFE A ObjectiimetalSE , FREHRZ.

KIEE

HEAD /ObjectName HTTP/1.1
Host: BucketName/oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

&53XHeader

&R

If-Modified-Since

If-Unmodified-Since

If-Match

76
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SNERIEERIRTIBI R T SERMERRTIE) , RE]200
OK#1Object Meta ; BNiX[E]304 not modified
ST

BANE : &

NRENSE PR EIE T E R TS LMER
A7E) , MiREI200 OKFIObject Meta ; BRUIX(E]
412 precondition failed&iz

KB FfFE

ANME: T
WRENEAERIETagFlobjectfy ETaglTthL , WK
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[E]1200 OKF1Object Meta ; BNx[E412
precondition failedf&ix
S opER
NE : T
WNERENHIETagEFObjectiIETagAITELD , MR
[E]1200 OKF1Object Meta ; BMIX[E]304 Not

If-None-Match Modified

KA PR

BANE : &

DT

Nl

1. MEIERIREI200 OKIARIFIEFIRE] , Head ObjectEAIREIHEA,

2. HeadObjectsz#FHEL ik EIf-Modified-Since, If-Unmodified-Since, If-Match , If-None-
Matchf9EEEME. BAINIES I GetObjectmhadMANEIN. NRIFEIEH , iR[E304 Not
Modified,

3. ANIERAFPTEPUtObjectAIRHEIE NLAX-0ss-meta-AFFsLiuser meta , LtilIx-0ss-meta-
location , IREHERT , IRElIXLuser meta,

4. R ATFFEIR[E404 Not Found§&iz.

5. &H1ZO0bject /I TARSS BRimBRASINETZERY , M EHeadiEKRIARSLH , SIR[E|X-0ss-server-
side-encryption , E{EZRIAIZObjecthIiRS 2R imINZ &%,

6. NRIVHRELHRFS4ERE | AL+ Content-Length, ETag. Content-Md5 35 B3 4HI7TE
B ; Last-Modified @ B34 FFFSHHENGEAE ; EtYARFSHHETER.

7. MNRIHEBIFFSHEE | FEBRUEAREFE | 1X[E404 Not Foundi&iR. $&iRM3
: SymlinkTargetNotExist,

8. MR EVHRFEHEE | FFEBRHREIERSHERE | IR[E1400 Bad requestf&iR, $HIRES
: InvalidTargetType,

9. x-0ss-storage-classfE7RObjectiY7Ff#EY : Standard , IA , Archive

10. aNERBucketzkB9Archive , BRIFE&1Z3cRestoreidk , MIRRSkFELx-0ss-restoreix[Eli%

ObjectfiJRestoredkz , U0 LAME)

a. IS8 EERXRestoredlFRestoreBZ#BRT , NAIRERZFER,

b. tNRBEZIE3cRestore , BERestore;@ERIFERK , NREAIx-0ss-restore{&/g: ongoing-
request=" true” ,

c. MNREEIREARestore , HRestoreB&58AY , NIREIRIx-0ss-restore{E/9: ongoing-
request=" false” , expiry-date=" Sun, 16 Apr 2017 08:12:33 GMT" ,

R :

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal
x-oss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

{23zRestoreisK{Brestore;R A AT HIE KTl

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: OSS elUnnbm1rgdnpl:KKxkdNrUBu2t1kqlDhOMLbDb99I=

REFRA

HTTP/1.1 200 OK

x-oss-request-id: 58F71A164529F18D7F000045
X-0ss-object-type: Normal
x-oss-storage-class: Archive

X-0ss-restore: ongoing-request="true"

Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

{R3ZRestoreid Kk Hrestore B 5eR A HYiERTHI

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdu606FMJnn+WuBw=

RERRE

HTTP/1.1 200 OK

x-oss-request-id: 58F725344529F18D7F000055

x-0ss-object-type: Normal

x-0ss-storage-class: Archive

x-o0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
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Date: Sat, 15 Apr 2017 09:35:51 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Get Object MetaFASSREVE M Bucket FHIEANObjectidE A metalS 8 , B1FZObjecthETag. Size ( 34
KX/\) . LastModified , FRREIERS.

BKEE

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

TN

1. TCIEEREIREIEIEEIRE] , Get Object MetatdRNREFHEMK,

2. Get Object MetaFZ & objectMetaizk&#1 , BNIFRGet Objectiz=xK,

3. MR HATFEIREI404 Not Foundi&iR,

4. Get Object Metat8ttHead Object&izE , {UREHEEODbjectii/ > EE A metalEE , BFEIX
ObjectfYETag. Size ( 3f4X/)\) . LastModified , EfSizeHNaiskContent-LengthAEUER
e

5. MNSRHEEIFFESHE | REFSHEHZEBER.

Nl

BB

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REE

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
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Content-Length: 344606
Connection: keep-alive
Server: AliyunOSS

Put Object ACL

Put Object ACLEECIFBFHEObjectAYiIaIM IR, ERIObjectE=Mifa)tXkR : private, public-read,
public-read-write, Put Object ACLR/E@IPutiEkfJ “x-oss-object-acl” LFKiRE , XMRERE
Bucket Owner G BRHNIT, SNREIERTI , MiRE200 ; FNREHENAERIGIIERMER.

WRIE

PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Object ACLEEX

B R
ZACLEREAENObject2FABHRIR , BIRBEIZ
private ObjectfJOwnerifiBiZObjectANESIR , Hith

AU R B BRIEIFIZObject

ZACLRBBEANObject 2AHERIR , BIJEObject
public-read OwnerRBE1ZObjectAUiENSR , MObject
OwnerifiBi1Z0bjectHIiESH R

ZACLRIBENObject 2EAHESEIR , BIFfE R

public-read-write FEZObjectHESAR
IZACLERBAR M Object 2iB1EBuUcketiESHIFRAY

default iR , BIBucket2+4ARR , Objecti#Et+AiR
PR

Mo

1. ObjectAisEHR{FEIE : GetObject , HeadObject , CopyObjectflUploadPartCopyhfiJifsource
objectf¥isE ; ObjecttNSIRIERIE
: PutObject , PostObject , AppendObject , DeleteObject , DeleteMultipleObjects , Complet
eMultipartUploadl A CopyObjectid#fIObjectiis.
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2. x-oss-object-aclH R PRAMEL/RE LR IFMPRF. WIRERET LIASFRINR , OSSIX[EI400
Bad RequestiER , $&1%xf5 : InvalidArgument,

3. BRPAMYELUEIT PutObjectACLIZORIZ EObject ACL , IXRTLATEODjectiI S/ ERT , fEIEKk
fFTs - x-0ss-object-aclsRigREObject ACL , $ER5PutObjectA ACLEE, #laNPutObjectid{Eis
Ik Ex-oss-object-aclAJLAE_EfE—ObjectiIEBTIRER 1NObjectAIACL,

4. SFEANObjecti @B A RAYA BN Objectt , OSSR 403 ForbiddeniEa , iR

: AccessDenied , 27~ : You do not have read permission on this object.
5. WHEANObjecti@ B BRIRIIBF S E /N Objectft , OSSiR[E] 403 ForbiddeniEa , iR
: AccessDenied , 27~ : You do not have write permission on this object.

6. RBBucket OwnerA B RAFIPutObjectACLEEXiZBucket FEANObjectAYACL, JEBucket

OwnerifgFPutObjectACLET , OSSiR[E] 403 ForbiddeniEE |, $&I=R5 : AccessDenied , &7~
: You do not have write acl permission on this object.

7. Object ACL{It5 ek =T Bucket ACL, flaNBucket ACLEZprivatefy , mObject ACLEpublic-read-

writef , MAERXMNObjectfd , Se#IKTObjectiACL , FRLARRA BB ERAAIXNObject isIaf bR
, BMEIX P BucketZprivate bucket, #IRFENObject ARIIREIFACL , NHEMNPRIEEBuUcket
ACL,

R

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Object ACLAESEFREVE M Bucket RHIEEANObjectiisIaM R,

BKEE

GET /ObjectName?acl HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
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Authorization: SignatureValue

MuRrcE= (Response Elements)
&R

AccessControlList
AccessControlPolicy

DisplayName
Grant

ID

Owner

MM

fiER
FHEACLIERIIERS

KA . NEE
AN

RF5 8 : AccessControlPolicy

{R1FGet Object ACLLEERATZS SR

KA Z5E8
R : None

BucketiiBEAIBFR.. (BRIFAID—EY)

eI =2

R : AccessControlPolicy.Owner
ObjectAYACLIR,

KA MEFREB

BE : private , public-read , public-read-
write

R M : AccessControlPolicy.AccessControlList
Bucketfi§ZHIFFID

KA FiFE
RT3 AccessControlPolicy.Owner

{RFBucketiE & EENEE,
KA ;7588

T : AccessControlPolicy

1. REBucketfyifi5 & 7 6E(HAAGetObject ACLIX M35 kE I ZBucket FENObjectiJACL , IF
Bucket Owner@HiziZ O/ , 1R[E1403 ForbiddenigE., $£iRf3 : AccessDenied , #£7xYou do

not have read acl permission on this object.

2. NRMEZBEITENObjectiRBITACL , MEAGetObjectACLAT , OSSIREIAJODbjectACLE R
default , %&BBiZObject ACLIEZfEBucket ACL, BP : #N5RBucketEprivatefly , Mlizobjectth, @
privatefy ; #N&RiZobjectEpublic-read-writefld , MiZobjectthEpublic-read-writefd,

N

BRI

GET /test-object?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

Post Object

Post ObjectffFHTMLERE L& {HEIfEEDbuUcket, PostfEAPUtiIENE | (FIEET NGRS EESHE
bucketp AE]8E, Post ObjectASiHESLMEITZERFEI ( multipart/form-data ) 485 , 7£Put Objectiz
ERSEBITHTTPIERLER | EPosHRERSHNINEHIEELAPRIREAE(EE.

Post object
BRIEE

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168

Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
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Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

FREALE

&R 15

Bucket #EEAIACcess Key
Id,
s
FIME - T
OSSAccessKeyld 4 - SbucketdEpublic- BEMHRY
read-writeE BT
policy ( Z¢Signature ) FH1
B, RAhZER I,

policyfilE T iEkERRIHIS
=M. AEEpolicyRBEIHANE
(AR RERIEK , HFERAE
iiapublic-read-writef

. EEAES

pOl icy g;g;e;[o P%;Lciy—oﬂﬂﬂifﬁlﬁ 2 :%-F ﬁ%ﬁ:ﬂg

KA . FFFE
BNE: T
PR : ZbucketdEpublic-
read-writeE{ ZI2H T
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Signature

Cache-Control, Content-
Type, Content-Disposition,
Content-Encoding, Expires

file

key

success_action_redirect

success_action_status

OSSAccessKeyld ( 8
Signature ) SREEET , KIIR
HhZaRE,

FRIEAccess Key Secretfl]
policyItERERER , 0SSk
IBZE B EENMmIIEZPostis
KGR, BFMEAESE
X Post Signature,

KA .

VN ER T

PR : ZbucketdEpublic-
read-writeg B2 H T
OSSAccessKeyld ( &

policy ) REAEAT , WIURAEZ
REALE,

RESTiE:L , BESRYEE WPut
Object,
KA

BANE : &

YHBRNANS , WREXRSF
NEE— MK, NEESBR
EESEEIRIgEContent -
Type , SEZRFIRE.
OSS—IRREE_HE—/N3i4,
KA AR

VN

HEXHJobjectZFR, N8R
FEFRAR LERSUEETRME
JJobjects , EH
${filename}ZrE. FlU0 : W0R
FIP_EAE 7 3X44%b.jpg |, keyls
HEREN
Juser/a/${filename} , S=&H
object®& A/user/a/b.jpg. 4l
RHBERRE , WA
BHRIEERE |, FINBRP EETXX
f#a/b/c/b.jpg , MESHZ A
bjpg , EkeylHHYEIRE S
/user/a/${filename} , BZRHY
object®&9/user/a/b.jpg

KA R
HANE : &

HERINEEFinbkiEZIa
URL , WNSRKIEREIZR A, , IR
EIZ5RH
success_action_statusZFREE;
1EE. MR EELY , OSSIR[E
R , HAHTHEE.

KB FRFE

BME &
RERE

success_action_redirectzRER1g;
Y, iZRBISIEE 7 LIERThE
RELEEFIHAVASE., &S
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{89200, 201, 204 ( ZKN ) .
WSRIZIFAYE 92008

204 , OSSIR[EI— NS AHFIE
MAORSRD., ANERIZIESAYER
E/201 , OSSIREI—MXMLIZ
HFI20 LS8, ANREERIR
BHERENR—NENE

, OSSIR[EI—NEIZH4F02044K
5.

KA FTER

HNE T

FBFfEERIuser metafE,
* OSSALESEFERZE. .
X-0ss-meta- S - e aJ 5k
HNE : &

}Ex”EOSS@UgobjectE?E’\JHE%%%
e o . InINERISEA. .
x-0ss-server-side-encryption SERY e Clpuis

AX{E : AES256

fgxEosstliEobjectATHYiIAIIY
R,
: KA R .
x-0ss-object-acl 2%/ - public- A%
read , private , public-read-
write

EARITIR) 2 RS TSIERT AR

B, WEEEEZIN

SecurityTokenf9{& , BERT

OSSAccessKeyldEEFRESZ
x-0ss-security-token BoXVlEETAccessKeyld , T8 BENE

BEN , SERAEE

AccessKeyld&&Z H—5.

il ==l
KNE: T
lgpzHeader
B R

WNRIBKISTE 1 x-0ss-server-side-encryptioni

TR R0 , ML Headerh & Tk , JROATHR
X-0ss-server-side encryptlon ﬁﬁﬁﬂ’ﬂ?]ﬂ’z‘ﬁ%o

KB PR

MRz T2 (Response Elements)

B R

{RIFPoStIERERAIBER.
PostResponse KA NER

FT55 : Bucket, ETag, Key, Location
Bucket BucketZ#FR.
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ETag

KA . TR
R : PostResponse

ETag (entity tag) £ ObjectE R AIRIRHKE!
72 , Postis=kl#EMIObject , ETaglERIZ
Objecty&ERJuuid , BTLIABF1EIZObjectRE
EARREDL,

S i

Q¥ : PostResponse

#rolEObjectAJURL,

Location KB FRFE

R : PostResponse

WD

1.

FH1TPostEEERXTbucketE SR , A& bucketApublic-read-write , AILIR HEEZER , &
MERINZIREHITESRZINE. SPutiR(EARE , Posti{FfFEFAccessKeySecretidpolicyi# 783
THEHEZFRBRIEASignature REIHANE , OSSESIRZENMFIRFESZHISIEM.

. Toitbucket@& Apublic-read-write , —B F{£0SSAccessKeyld, policy, SignatureZR s pa(E

B WSHNREE/IZIZIN , HREATOSSTIRESEIRD : InvalidArgument,

. POSHREIRATREBIRIDN/NA "multipart/form-data” , BPheadershContent-Type/g

multipart/form-data; boundary=xxxxxxiX#£HIfFZZ , boundary SN RFFTE,

R ERIURLAbucketiZBIR] , REEEURLFIEEObject, BNiER{TEPOST / HTTP/1.1 , R

BESRPOST /ObjectName HTTP/1.1

. policy#IRE TiZiRPostiE K hREUFAISIAE , OSSEIRIEpolicy HIRTEKRKIIGIEY | IRAGES

IREFEIRAG : AccessDenied, fEiGEpolicySiEMAT , policy T RAIIRBIHAHITIE.,

6. FEEMpolicyX/RERAUTF-84%F3 , policy AT UTF-84%f5F1base6447FZHIJSON,

. PostiERPATLAB SEIMIR RS , OSSEtRIEpolicy X LR BIHIGESIEIE.

8. tIRAF LT Content-MD5iERL , OSS&itEbodyfContent-MD5HAGE—FME |, ANERA—

9

# , $Bix[EInvalidDigestf&iRAg.,
ANERPOSTiERPE B Header& B EEHURLERER , OSSASX B IHIEE.

10. ANRiERFIEHLIx-0ss-meta- HRILEHIZR RS , MW Huser meta , Lbilx-oss-meta-location,

— M ObjectA] LIS EMISEL | BFFERIuser metaS K/ NAEERBIT 8K,

11. PostiERAIbody SUKEARITFIRINSG, EXHKET X , RIREEIR : EntityToolarge,
12. JNER H1EIERE T x-0ss-server-side-encryption Headerigskis;, , MR EE(EIAES256 , BN

2IR[E400F15&1RAS : InvalidEncryptionAlgorithmError, 3g8%EiZHeaderfg , I LFHEIR
[ElizHeader , OSS&XY_E{EAYObjectiH I TINZEIRIDFE , X NObjectt FEAT , MASLFSE
Bx-oss-server-side-encryption , {E#XIZERKIZObjectiIIIZEX.

13. REBIFHAXNERERN , BRRAFANEAKNESHEN.

a5l

KB

POST / HTTP/1.1
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Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606
Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/Juser/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eyJleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

88



XIGRIFE OSS APl &%

Content-Length: 0
Server: AliyunOSS

Post Policy

Postigskipolicy REIFAFIIESKIETEM. policy A—EREZIFUTF-8Fbase644mABHI)SONIIA , FRA
T PostiskKIMHERSE. BAXTFpublic-read-writefJbucket E1ERT , postZREAIE ARTIEIN , Ffi158%Y
BNz RRHIPostizK,

policyr=fi

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post policyshis/il expirationflcondtions,

Expiration

ExpirationIi#§5E 7 policyASiTHART A , LAISO8601 GMTATEIER R, #ltN” 2014-12-01T12:00:00.000Z" $5
E S Postizs R AETE2014F12818125 281,

Conditions

Conditions@—1MI3& , BlLARTFIEEPostERIIFRREBHNEAE. TR | RBEWMNAVEERICEpolicyzfa

HITH B, Bt |, policyPiRENFRBIHISABEN SN T EBZRIRIREHAVE. Fla0  tRigEkeyFRER

f&user/userl/${filename} , FIFPRISZHR Fa.txt , WIPost policy M iR ERL[ “eq” , “$key” ,
“user/userl/\${filename}" 1, MARE[ "eq” , "“$Skey” , "$key” , "user/userl/a.txt” ], Policydh3z#F

BYconditionsIml T :
2R A

EESHRISRAINIRATIFA/N.,  Zcondition3Z

content-length-range #contion-length-rangeltEL A=,

Cache-Control, Content-Type, Content- HTTPiESRL, iZcondition3zitsHaILECH]

Disposition, Content-Encoding, Expires starts-withItHEE 5=,

ke HEHIobjectBFR.  iZconditionsZHFAEHRIT

y BcFlstarts-withITEC /5.
: . HERIHERIBEEURLIELE, ZconditionSZiFHE

success_action_redirect HATUERAstarts-with JTEL 5 2%,
RigmEsuccess_action_redirectft , _H{ERRINERY

success_action_status IREPAZSE, ZconditionsZiFfEHaILEstarts-
withPthe 5.
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HFigERuser meta, iZconditionsZiEEEHEIT
EofOstarts-withPCEEA ..

X-0ss-meta-*

AR Postiz kPR SEMAIRERL , FJLUSXLEYMIZRRIFZIIAZEpolicyAJconditionsH, conditions A5 K&
ERBIEASHITEIEMEE.

ConditionsPLEe /=
ConditionsPtEA = A
KRR EVTSHRITE conditionsshERBAY(E,
FStRPCED WtEEkeyREBIHAVEL A : { "key” : “a" }

FIREAIIAEH : [ "eq” , “Skey’ , "a" ]

FRIFIEVRLIEEETTE. fluiisxkeyfdE
Starts With wsmbl/user/userlFFEE - [ “starts-with” ,
"$key” , "/user/userl” ]

TEERTAIF LSRR AR /NIER/ANAYN |, 4D
FERESHRN FEHFRISZHA/NALEIL0ZS © [ “content-
length-range” , 1, 10]

L 3VEE S
F7 Post policy b $ R-ZTE , FILANRERL § , FEFRAENFMS. MRitbzsh , JSON B —L=FFF
BTN, TEIAT Post policy B9 JSON FEEEH1TH NHFH.

L Ve R

V FHT

\ RFIT

\" ELE)

\$ eIV

\b =g

\f R

\n BT

\r [E1ZE

\t IKFEHIERRF
\UXXXX Unicode =5

Post Signature

XHFEUEAIPostiEK , HTMLEREHWIRE & policyfSignaturefS&. policyiZFiEKFEBLER T, it
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HSignaturelEKRIES ¢

1. BlEE—A UTF-8 4mE8HY policy,

2. ¥ policy #1T base64 4t3 , EERDA policy REZBENNE | BIZEENEESBNERTE,

3. 53 AccessKeySecret WBSZNFRIERHAITESR , B HESHead PEZRITESEER (BE
BERNFRFERES policy BIAT )

7~ Demo

- Web inZREBEEE OSS 7=fjl Demo : REiXE

H&ElE

P REEAE KL OSSHUIEKhigtE B ACallbacks%y , BIRSCHIEE, MTEIECallBackiIAPI #0185
: PutObject, PostObject, CompleteMultipartUpload.

FaigsCallBack&#

CallBack&# 2 H—FRiTbase644RiBHIson= s , AP X gEEisEiE REENIRSE
URL ( callbackUrl ) AR [EEKINZ ( callbackBody ) , F4AHIIsonZFERUNT :

FR ax

- 4 EERRINFFOSSEturlg
EEHEER |, BKTEN
POST , body/s
callbackBodyiEERINA. 1IE
BERT , ZurlFEmL
"HTTP/1.1 200
OK" , body# /i AJSONIE
, RzEkContent-LengthW4Z
NEERIE , BAEII3MB,
- XEEINEERZS S url |, LA
" 9E|, OSSERRAIER
KEEIE—MRERINALL,

- NRIRBEEREEATNIA AL
callbackUrl SR callback, AT
- 3EHTTPSHBILE,

- AT RIEEA RPN EF SR
, callbackUrIZFEffurlfziBabiE
, tbanhttp://example.com/h

X.php?key=value&HXXHZFR

=th (8 FEIRIBK

http://example.com/%E4%B8

%AD%E6%96%87.php?key=v

alue&%E4%B8%AD%E6%96

%87 %E5%90%8D%E7%A7%

BO=%E4%B8%AD%E6%96%8

7%E5%80%BC
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- KielEEERIHostskAYE
, RBMEIRE T callbackUrlat
E=EV8

callbackHost - IR EERE AJEIR
callbckHost , NI&ARHT
callbackUrl#rfjurlFtighgtr
BhostiE7EZlcallbackHostH

- REEEERIEKbodylHE

. fBgn

. key=$(key)&etag="$(etag)
&my_var=$(x:my_var),
- ﬁ?i(g:s,%é}?t&“%\ %_ZEME
{EPutObjectF
CompleteMultipart 2i&Ed
callback-varskf&is , #£
PostObjecth NI 2K ZNEE

B R EREREE,

- KiECEIEERAIContent-
Type , StiFapplication/x-
www-form-urlencodedfll
application/json , ERAAEIE

callbackBodyType - N Happlication/x-www- Elpsan
form-urlencoded , MY
callbackBodyshHZEI54H
ZidurlimiEnyEESitis , R
J9application/json , MR
jsontE B HEPIITE,

~ljsonEBUIT

{

"callbackUrl":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",
"callbackBodyType":"application/json”

}

{
"callbackUrl":"121.43.113.8:23456/index.html",

"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m
y_var=${x:my_var}"

}
HrpcallbackBodyFRILIRBRIR SR ER , HphimagelnfoftXFEIRE | IRIFEIR1EE A -

ArTE aX
bucket bucket
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object object

etag Xf4Vetag , BRESAFNetagFER

size objectA/)y, CompleteMultipartUploadfijo%
“MobjectAIK/N

mimeType RIREE |, WjpegBE HAYRIRZEE Juimage/jpeg

imagelnfo.height BREE

imagelnfo.width BR=EE

imagelnfo.format B A&, Wjpg. pngZH

BENXSH

BFPELLE D callback-var8 kil E B EN S5,

BEEXSHE—Key-ValuetIMap , BFALIEEH CHEERIZHEIXMMap, EOSSKIHEPOSTREIFIERAY
AR | IXLSER E—T AR RS IR REPOSTIERAIbody AT I EIE T 5REX.

EIEBENSHM A A callbackSHIAER— Y | tBRLAjsont&TURIEE. ZjsonFRHEME—MES
FrEEENS#HIKey-ValuefMap, XEF/MFRIRETRNMSHE | BREEXSHHIKey—EELCTFF
3k, B¥IRING. BUIOSSEIREEIR. BREAFPEEREMIMEEXNSEHS B axvarlflxvar2 , S
B8 ovaluelfiivalue? , BBASIEHRAYSoNtEZVANT :

{

"x:varl":"valuel",
"x:var2":"value2"

}

MEEERR

MEseRk idfcallbackflcallback-var P24z fa , —HBE=MUTIUELSOSS. Hepcallback AESE]
, callback-varyalit 24y , NRREEENSHANETLAARERNcallback-vareR, X=FM7AZTF :

- EURLHIETHSE,

- fEHeader #5554,

- FEPOSTIEkAIbody R BIESKIETTSEL . EMHERPOSTIEK L{EObjectiBT & REEERIXM TS
ARIEEEESH.

X=fAXReERNERES—M , FUOSS&IREInvalidArgumentfEiR,

ERSHMIINZIOSSHYERF , BAEE L XXiERjsonFrrE{FAbase644wh3 , AEIZIRINITAYS AT INE!
OSSHUIBHK :

- INRFEURLFIETSEY, $Bcallback=[CallBack]gi#& callback-var=[CallBackVarl{E A—Nurl &5
NBKEIZE, iTEEZCanonicalizedResourceld , &callbacks#& callback-varZff—sub-
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resourceit&ER

- IR EHeaderd#ERS21, #Bx-o0ss-callback=[CallBack]s&x-oss-callback-var=[CallBackVar]{E
A—PheadE NiEKEIE., TiFEZEZCanonicalizedOSSHeadershT , $x-oss-callback-varfx-
oss-callbackit&ER. TG :

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3Zhcil6ImZvciljYWxsYmFjayl0ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFjaOJvZHkiOiJidWNrzZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llIVHIwWZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1hZ2VIbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VIbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl14:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
- RFZEEPOST L{ZObjectiIFHEMIHRIASHSTHMEI—R | callbackSEEFHRIMZAIFREE,
KO0, G ERYRG
--9431149156168

Content-Disposition: form-data; name="callback”
eyJjYWxsYmFjalVybCI6LJEwLiEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD

EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4ONRhYmxIfSISImMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dylmb3JtLXVybGVuY29kZWQifQ==

WRAEEENSHENE | TREEEScallback-varSHEEMINEIRAET , 51 EEXNSEEFEFERM
MRYZREBESEMIIN , 20MEF |, RAFPIBENXSHRYsonA

{
"x:varl":"valuel",
"x:var2":"value2"

}

ABAPOSTIERAIRBINAZINT

--9431149156168
Content-Disposition: form-data; name="callback"

eyJjYWxsYmFjalVybCI6IEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
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EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4ONRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dylmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"

value2

EIRSETLATE policyshiziiicallbacksk 4 ( a1ERA A I0callback , NIARIHZS &M E(EIEIE ) 40 :

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6LEwLJEwMS4xNjYuMzA60DA4My9YWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFjaOJvZHIUeXBIIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS1lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

AEEEER

SNSRI EERTN . OSSRARIERFRER+F M callbackS#FIBENSH ( callback-vars#l ) , BHERNSD
LAPOSTAZURIE S N AR SS =5

POST /index.html| HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-
test&object=test.txt&etag=D8E8FCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

IR EIE[EER
A AR S S OB

HTTP/1.0 200 OK
Server: BaseHTTP/0.3 Python/2.7.6
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Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

R[] AR

BAZEFIRIIAER

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-0ss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

ZEEIENE , WERFE{ CompleteMultipartUploadiX#AJiEX , FEREIIEKRASbodyhEERS (A
XMIEXHIER ) | FALEREDRE RSB EFEEMNbodylINEIN{"a":"b"} , FHEIILLAMHEFHIRTAEE,

[EjESEE

P& Ecallback&%5 , OSSIEIZIBARIZEMcallbackUrl&i£POSTEIEIS K4S B MR FARSSSE. MAR
SRIFIEEBRZE  NRAEEGIEREERELEMOSSKICHIE , BFATLUEIERIARH E8Zk0
WUFOSSHIB4,

R

EREOSSImALE | RAERSAIEIFRAOINES | FAHINEAISIEDR

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n" + body, md5))

eBA . Erbprivate_keySFA$H , RBossHIER , path AEIEIEKARIRIERE , query_string AEIE=FFTER
, body AEERGEEMR , FRASRZIRHATILEAER :

- REFFER TS | RRREEDurfF#RE | N ERGRIEIRFAFES |, I E— E%ERF , I LEEEE
YK

- RSAZ R : (ERMEFAFERFAFHRIHITER , E8AJhashFEIMd5

- FEBENERMbase6dfwis , BRIRENES , ERMERIEERAYauthorizationskH

4

g

WAl
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POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-0ss-pub-key-url: aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

pathJg/index.php , query_string/3?id=1&index=2 , bodyJsbucket=yonghu-test , RERERZLERA
kKQeGTRccDKyHB3HI9VF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCE8OkQDjC3uG3
3esH2txA==

L] 252
WS BISHRANEANIITTE , BRIFIRSSSEIIE , IRRTT -

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

FROS X ESERIETHEIAER , Hfpublic_keyARTE , authorization/9EESLFRIES , BNGIFES
BIRED RATILE ¢

- [EIAEKAIX-0ss-pub-key-urlS3HFEFRIE N BRurlittitfbase644753 , EILLEEITH Mbase64f#
TBESRENEINER | BD

public_key = urlopen(base64_decode(x-oss-pub-key-urlsLH{E))

XEBEFEETE , BREERGEX-0ss-pub-key-urlskFERLLhttp://gosspublic.alicdn.com/ai&
https://gosspublic.alicdn.com/FFk , BHER TIRIEXMpublickey2HOSSHTARY,

- ¥k baseb4fRIBEHIZZ

signature = base64_decode(authorizationskHJ(E)

- REFFERFRE  iEE58E—H

sign_str = url_decode(path) + query_string + "\n" + body

- IIFE
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result = rsa_verify(public_key, md5(sign_str), signature)
A5 -

- SRENEI 1B urlitit , Bp
aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ=
=£21dbaseb4fi#fB 5152 http://gosspublic.alicdn.com/callback_pub_key_v1.pem
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCESOkQ
DjC3uG33esH2txA=={base64f#t3 ( BT /IIHFTENFRT , TAR TGRSR )

- SREFEZ=4FE |, Blurl_decode( “index.php” ) + “?id=1&index=2" + "\n" +

"bucket=yonghu-test” , Fmd5

- IFEE

Rz FRBRSS =871

AT A—Epython=ffl | i&R 7T —MERAINAEIRSS =R | TERRBIIESBNGE | WRfIRERR
M2CryptojZE

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket. AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return ""

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']

pub_key_url = pub_key_url_base64.decode('base64'’)

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
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self.send_response(400)
self.end_headers()
return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : ' + pub_key_url

print 'Get pub key failed!'
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n' + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!"
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', ‘application/json’)
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()
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self.wfile.write(resp_body)
class MyHTTPServer(HTTPServer):

def __init__(self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if' _main_'==_name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HEeESLIAINBIRSESSUT
Javahas

- EE - SdXE
- 1B517755% « fRIEBIE1Tjava -jar oss-callback-server-demo.jar 9000 ( 90005tz THYIRC , LR
ciEE )
PHPhRZ:
- TEbiE - mEEXE
-1IB1T/0E - BREREIApacheiME T , EAPHPASIESAMST A , BN—LLEELE ST E. ATbA
ALASEGIFIRIBMEMEE K.
Pythonhig4s :
- EEE - RERXE
- B1T/A% | EEEEIEITpython callback_app_server.py , IBITIZEF R ELE rsalHKTT,
CHIRA :
- EE - AdxXE
- B17/5%  fRIEf55% README.md,
GORRA :
- EE - SdXE
- IB1773% | WIEES%E README.md,
Rubyhi4s :

- EMENE - mEXE
-1&17753% © ruby aliyun_oss_callback_server.rb

FeBlAl
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WRENRcallbackgiE callback-vari&ix , M&IRE4A0055IR | $EIRIEH
" InvalidArgument” , A&EHIBEREIEUTILE ¢

- PutObject()f1CompleteMultipartUpload () =urlflheader@ERHE A\ callback(x-oss-
callback)g#& callback-var(x-oss-callback-var) &4

- callbackak#& callback-var(PostObject()FiFi&Hcallback-varey , RILLIZBULIRT , T
B SIS (#BIF5KB )

- callbackgf# callback-varigB5Zidbase644m7

- callbackak# callback-var Jibase64ﬁ’$ﬁ%}=7f'z5.:.,£ﬂﬁjson7r§‘t

- callback&#EtfrigcallbackUrI=ERE SRurliBIBRE (54 ) , BFurlPENIport A&
% , Eean{"callbackUrl":"10.101.166.30:test", "caIIbackBody":"test"}

- callback&###r/iScallbackBody=Ex A=

- callback&##tri5callbackBodyType=FERAVUEARR" application/x-www-form-
urlencoded” =¢#&" application/json”

- callback&#fi#tigcallbackBody=FEHEEANEHATE , S1A08 H${var}

- callback-var&#ErEAEMERRYjsont&=( , FREARIENRLZ

{"x:varl":"valuel","x:var2":"value2"...}

ANERERELM , NIRE203 , $EHiRFEA" CallbackFailed” | [EAKMARRROSSIREWEIFHIRIE]
AR , AMRM RS FRKBIEIREIBX ( LN ERSFMRERNRE A Esontsz ) , B
, RSB EEEI T OSS

Nz FARRSS 28R M OS SHIN R & 4fiHE 5 Content-LengthfHeader , Body A/NRZE#BiT1MB,

Put Symlink

Put Symlink BT BIEE R S5k,
A
BRIBE

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

i53kHeader
BR 1R
_oss-svmlink- SRR B,
x-oss-symlink-target SR - e

101



XIgAFE OSS

APl &%

Bi&E BB REObject,

Mo

1. TargetObjectName[EObjectName—#£ , FZEURL encode,
2. FrSHEER B S U RE AR T S kL.
3. BUERTSHtERT,
- MEBEBIRXHREFE
- MEBEBIRXHRERE R
- MaEB IR EE ARG
PAESE |, #HEREIGetObjectFEFEE IR BAr34AYAPL,
4. NFRERIINXHERFE , ABEBEHERR, ARSI BERRAISUE |, BIHRE200
OK.
5. ANREPutSymlinkB9RHE |, #ERsLAX-0ss-meta- ARIZRAYISEL , WA Puser meta , LLax-0ss-
meta-location, —ObjectA]LAEZNKIURISEL , (BFERIuser meta/2 K/ NABEERIT 8k,
6. SNRBucketfIZEA S9Archive , NIREEEAIZIZED , BUIREI4005ER | HIRIDH
OperationNotSupported,

Nl

R

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

REERE :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 582131B9109F4EE66CDES6A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

FTIRBIrr Sk | WBRFERBF AT SIEERIEUR,
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KIS

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gfHeader

2R ik
: SRR O BRX .
x-0ss-symlink-target SR - e

-\
Moot
1. NRFFESEHEARTZEREI04 Not Found$Ei®, 2R3 : NoSuchKey

N

KB

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"

Restore Object

53FArchiveZBIH90bjectihY , EE(EFHRestorel2FILIRSZIHHITIRRES., R —Object2
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StandardsFIAZE! | RAEFAIZEO., |30bjectfEliTRestoreRIfSAPASIRITENT ¢
a. —PArchiveZRBIHJObject¥IIRRT b F ISR

b. f832—XRestorei2{Efg , ObjectEbFHREFT , IRFIHHATRRIAR |

C. FIRSZIMPITIRRMRAESIT . ObjectiBEBSH NIRRT | AT ATLAEEObject ;

d. BFERRESROARRLR , BRILEERIIRZ7X , Z/E , Object X [EZIFIIERIATSAFIRT.

W— M FLFIRSHYFHEObjectifliTRestoret®fE , SFEHUERNEIZER ; WR—NFEObjectlb FHRIFEF
HERGRHIASH , BxiE3sRestore , MALUTENEIEEN B2,

KIEE

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

IO

1. AR BETZObjectsE— XA restoretz [ , MiR[E]202,

2. IRELINERErestorez ] , BIRSmIATHRET , BIXABRNIREA409, $5RF8/9
: RestoreAlreadyInProgress ; RSZimREIZEEIR , (URIRFImIEER TrestorelE , AFRFEE
FERHEWSERL , BRAKERFRTE4/NT,

3. (NREERIhERIIrestoreiZ ] , BIRSFIRRASETEM , BXRAMBITIRE200 , B&Eobjecthy
B FEATEEK—XK | &REIEKTRK.

4. fNERobject AR EE , MIR[EA404,

5. ANERETXIIEArchiveZ£BURYObjectiZZrestore , MIR[EI40055 |, $5iRF5/9
: OperationNotSupported,

Nl

BEREzzrestoreliE sk~

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

RERAI
HTTP/1.1 202 Accepted
Date: Sat, 15 Apr 2017 07:45:28 GMT

Content-Length: 0
Connection: keep-alive
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Server: AliyunOSS
x-0ss-request-id: 5374A2880232A65C23002D74

BERER , BrestoreiRa5emAd

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

REFRA

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyInProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008 </Requestld>
<Hostld>10.101.200.203 </Hostld >

</Error>

BEXEE , BrestoreB&5emAT :

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

REE

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

FTFMultipartUploadhig{E
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PRTEIIPUT ObjectiZM_EAESHHZEIOSSLAS) , OSSIRRML T B oM—Fp LAERT——Multipart Upload. F3F
LRI RN ER (BANRTLL) | fEAMultipart Upload &&=, 40 :

- BESHHTR LT,

- _HE#BIT 100MBA/NAISZ i,

- MERFMIRE | FIOSSHIRRSS RR < AIRTHERZ BHATFT.
- HEXHZRT , ToEE LESHHRIRN,

EEMultipart UploadiE={{EEdRERT , MRS RIZEORERIOSS#IIRE— MMultipart UploadZ4, %
EOSRE—NOSSIRS S eIEAEBHE—fIUpload ID , BFHRRZAAMultipart UploadZ4, FIFAILUR
EIXMNDRAFRIEFAEIE , tl4EMultipart Upload, ZifMultipart UploadZs,

BKIEE

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

BKkE&#(Request Parameters)

Initiate Multipart Uploadfy , ATLAUE@IZencoding-typeXhiREIEZE R FHIKeyiH T4R13.
2R ik

EEREIRKey#H{T4RA5 , BRI FUrlZRiD.,

KeyfSFAUTF-84F , {Bxml 1L.OFRERSTIERIT—

LB | tlascifEM0RI10M=FRF, T
encoding-type KeyFr & &xml 1LOWREARSHFIEHIFRF |, sILAE

BfgEencoding-typeXfiREIRIKey i TS,

B Y

ENANE : 5 AE - url

<
B KkHeader
B ik
Eﬁiﬁibject?&?ﬁﬁﬁiﬂ’ﬂMﬁﬂ’ﬂ%ﬁﬁ?ﬂ ; B
- EINE2SAERFC2616,
Cache-Control S - e
EHNME :
1BEIZObjectlf FEATAIBTR ; BIFMmAESHR
Content-Disposition RFC2616,
KA FHE
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Content-Encoding

Expires

X-0ss-server-side-encryption

R7TEE (Response Elements)

EA

Bucket
InitiateMultipartUploadResult

Key

Uploadld

EncodingType

I

BME T

JETEIRObjectit FHTAINARISIT ; Fitmis
MESHERFC2616,
K7 e

VN

ITHARYIE ( milliseconds ) ; BiFHIAESHR
RFC2616,

LR - B
HNE

18 _E1E1ZObjectE N parti{F AR S 28 IH 1N
IRRSELE , OSSExt HEMNE N partRAIRS 2&in
IR TIRNE,

KA FIEER

&i%E : AES256

A
¥atk—  Multipart UploadZ{4HBucketZFR

KA . FiFE
R : InitiateMultipartUploadResult

{®%ZInitiate Multipart UploadiEkERAISEE.
KA AR

F553 : Bucket, Key, Uploadid

Q-|+

T : None
a1 — MMultipart Upload={4H0bjectZFR

Sem e
R : InitiateMultipartUploadResult
K—iRritXMultipart UploadS4#3ID,
KA . FFE
R : InitiateMultipartUploadResult

SERREIZRPIRSFEREE., NRBEKIISE
thiEE T encoding-type , BRREINEREYS
Key#174wA3.

KA YR

REm B8

1. 1ZIBETENESEREHE , BEI “?uploads” ZFJCanonicalizedResourcerf,
2. ¥ItatkMultipart Uploadigsk , SXIFAN TARAERIHTTPIEKEL : Cache-Control , Content-

Disposition , Content-Encoding , Content-Type , Expires , LARLA “x-oss-meta-" FrkAIFEF

BENYHeaders, B{x&NiESIPUT Objecti#Z,
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Nl

3. #ltattMultipart Uploadidsk , HASEImE&FENEBobject,

4. IRS3=RUEIFIIAMultipart UploadiEkfg , RIREI—MXMUSTANERIK, ZBERERE=1TT
2 : Bucket , Key#flUploadID, i&EiER FEFHIUploadID , LIFAFELHIMultipartfEXI2(E,

5. #¥I8AMultipart UploadiBEskit , FHiRE T x-oss-server-side-encryption Header , M{EN ke
~IRElZHeader , HEE LERIE M partht , [RSBImSBE XS partd i TBmISINEZE , BHRl
OSSHRSS fim RSz 256U NERAE ( AES256 ) |, EEEMERIREI400FIHEMAYERIER

: InvalidEncryptionAlgorithmError ; 7E_E{EE M partBt AR B Nx-oss-server-side-
encryption iE3k | EIEEIZIERLN OSSEIREIA00FIHER AVEEIRIER « InvalidArgument,

R

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:/cluRFIRWMTZpC2hTj4F67AGdM4 =

REFRG :

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<InitiateMultipartUploadResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >

</InitiateMultipartUploadResult>

¥ItaE— 1 "Multipart Uploadzf5 , RILARIEIEERIObjectZf1Upload IDRS IR ( Part ) &R, 88—
HERPartEfE— MR RERISHES ( part number , 5BEIRE1~10,000) ., X¥FE—Upload ID , 1ZEBA~E
HE—IRRIX—HEE | AR T XSRS ARRE I E. NERRBE— N partSH3 , EETHIIE
&, BRAOSS LEBRIX N SIEBHIPartEUES AR, MRTRE—HPartlist , Hfttiparts/)\/9100KB ; &

fEa—RPartix B X/NRH.

TKIEE

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

DT

1. FERZEO _LEPart#iEaT , &/niE@Mnitiate Multipart UploadiZ[d , $KEX—/OSSERSZ2:MARY
Upload ID,

2. Multipart UploadZKERERf5— 1 PartlAsl , EfAIPartK/MEREEATF100KB, {E:2Upload Parti
AFARIZERG EfEParthI A/ ( BAFRFIERENRE—R ) ; RBE=ZComplete Multipart
UploadfIRHEA 24258,

3. OSSR 2R im I EIPartZEAIMD SETEETagsk IR EIZS B .

4. PartSHEAYEEIRE1~10000, WMRBHXANEE , OSSKEiREINvalidArgumentfYEiRaS.

5. ZAMAInitiate Multipart Upload##ZORT , 8% 7 x-0ss-server-side-encryptionigksk , M&3d £
ERIParti#H{TINZ4RES , FFEUpload PartlgizskmiR[E]x-0ss-server-side-encryptionsk , E{BE®X
BEiZParthiUpRSZ SR imINZ &% , Bk MInitiate Multipart UploadiZ[, 6.8 T{RIELGREMSIER
HREPAHIEER , AP AXESERITES Content-MD5 , OSS&ITE HEXIRIIMDS 5B HEN
MD5{ELVER |, IIRF—EuRElINvalidDigestf&iRtg,

Al
R

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-0ss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

Upload Part Copy

Upload Part Copyi@id \—"EFERIObject#E NEHER EE—1Part, BId#EUpload PartiEkAVETL =
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1B Ii— 1 Header:x-oss-copy-sourcekiARIZiEM. HEN—NAFLIGBRISULRT , #/fFERUpload Part

CopyH9A=#1T#£ M, Upload Part Copy RUiEBucketitbhitF1 B fRBucketitbtit 2 E— 1 Region, M58

B MR IUNT1GBRYSY |, AJLAS%E Copy Object,

BKIEE

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Content-Length: Size
Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

X-0Ss-copy-source-range:bytes=first-last

&53XHeader

b& T iEARiEKkHeader , Upload Part Copyiskahi@id FidHeaderfgE# MAYRObjectittit-FNE NASBE.

BFR

X-0SS-Ccopy-source

X-0SS-Copy-source-range

1%

SHIEMIE ( WREEHERSR )
KA TR
HIME : &

IRObjectiEIUEREl. 4, IRE bytes=0-9 , &
MEESEORENXI0NFRF, LIENEBNE
Objectit A~ FHEZiERKHeader,

KA ; EERY
FIME :

TiAiEkHeader{EFIFx-0ss-copy-sourcefgERIRObject,

EA

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since
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SNRIRODbjectlIETAGIEFRFIRMAIETAGHES
 WFRATHEIURME | BUREI412 HTTPIEIRES

( ALK )

KB FRFE

HNE: L

SNRIRObjectE NRFISERIRTRILAGHI R B #HIE
BSOS, YT R | BNIRE412 HTTPHER
19 ( TR ) .

KB PR

BANE : &

INRENSE PRI EE T a0 I T SO SEFRMER
RgiE) , MIIEREERENY , FiR[E200 OK ; B
[E]412 precondition failed$&ix.

KA FFTER

BINME - T

SNERIREODbjectE N FIEERIRSEILUSHIESIT
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 WFRATHEIURME | BUREI412 HTTPIEIRES

( FRALERIEN )
KB FfFE
BINME -
MWRrcER (Response Elements)
BFR A
NERFObjectETAGEF B RHIETAGIESE
 UHETFETUERME ; BNRE412 HTTPIEIRED
X-0ss-copy-source-if-match ( FRELFRR )
KA TR
BAME -
gNSRIRObjectE NFFFEERIBHEILUGELIR B HIE
BOY , MHTHEINERE ; BNRE412 HTTPEIR
X-0ss-copy-source-if-none-match 5 ( FRALEER ) .
KA TR
BAME -
NRENSE PRI T EE R T S LfRMERT
BHE) , MESEEESUE , FR[E200 OK ; BRR
X-0ss-copy-source-if-unmodified-since [E]412 precondition failed$&i=.
KA FRFE
BNME -
gnSRIRObject B \FFEERIBT RIS SIS SIS
 UHITHEIUERME ; BNRE412 HTTPIEIRED
x-0ss-copy-source-if-modified-since ( FRRLIRSETY ) .

KA AR

BANE &

IO

1.

5

RERIZEO L{EPartZdERT , w/AMAInitiate Multipart Uploadi®Z[ , 3REX—NOSSHIRSSE8MARY
Upload ID,

. Multipart Upload ZkR&f5— 1 PartLAsh , EftthIPart K/ NEBEATF100KB, {B2EUpload Partiz

AHARIZEIREE HEPartfI R/ (EATIERENRE—R) | RBEZHComplete Multipart
UploadiYFHEA 24256,

. METEX-0ss-copy-source-rangeiESkiT , FENENRODbject, JiEEZIFNKAS , NIR(E

IHRPESE BN R EFILRFE IATSERE |, 4140 : Content-Range: bytes 0-9/44 , R EA
XHKE44 | RENRSEEN0-9, SigErSEEAMSEERSER , NENEANE , HFEAR
ELEERFIR K Content-Range,

. HiEAInitiate Multipart Upload#E[ORT , 8E 7 x-0ss-server-side-encryptionig=kk , MI&XT £

ERIParti TN 4RES , FFEUpload Partlgizsk#iR[E]x-oss-server-side-encryptionsk , E{EX
BRiZPartiiRSS 2R INZE % , BfkInitiate Multipart Upload#z[.

ZIREARRE @IS AppendiBIN L&A =4 object,
6.

gNSRBucketpIZEA HArchive , NIABEERAIZIZED , BNREIA005ER | FERID/9
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OperationNotSupported,

Nl

TRB:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPMmMSW86bBAfMmMUmMW;l=
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

S FrEEURPartgl LE=RE . wiEHEComplete Multipart Upload APISRSEREENSAAIMuUltipart
Upload, TEHUTIZIRIERT , RO URIFIBEBMIEEEPartiV7IZR ( 21EpartSTBFIETAG ) ; OSSKEIFA
FiRRZHPartfIRE , @F—WIEEMUEPartiIE . SFBRIEEEPartiGIEEIYfE , OSSIHEX LR
partA&E— 1 5EAI0bject,

KIS

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>
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iBXk&#(Request Parameters)

Complete Multipart UploadRt , AJLUEIFencoding-typeXtiREIZERHAIKey i THRED.

2R

encoding-type

iBKT=(Request Elements)

BIR

CompleteMultipartUpload

ETag

Part

PartNumber

Rt (Response Elements)

EA

Bucket

CompleteMultipartUploadResult

ETag

113

1170

BENREIRIKey#HITHB , BaIsZFurldwia.
Key(@FAUTF-8=4F , {Bxml 1.0VRHERSTIERT—
Lo RT |, EbiNasciifEMORI10M=/F, T
KeysBExml 1.OFREARSTHFAIEHIFRT , TLAUE
idtgEencoding-typeXdiREIHIKeyiHH THRAD.
HUERA | TR

EONE - T AEE - url

A
{#1FComplete Multipart UploadiEs kBRI

B il N
FHm  —PEE A PartitE
GE=

PartgiIh_E{EfS , OSSIREIRYETagldE.,
KA TR
R e : Part

RFER LEPartiSENAE.
eSS

FT5m : ETag, PartNumber

R : InitiateMultipartUploadResult

Partzg8.
LR - B
AN

RF A : Part

1%

BucketZ#FR.
KA FGEB
AN

R . CompleteMultipartUploadResult
{®7FComplete Multipart UploadiEkERISEE

HKE N2
FT3r : Bucket, Key, ETag, Location
R : None

ETag (entity tag) 7£8NObjectERHIRHEIR S
# , BFn— ObjectlINZE. Complete
Multipart UploadiEkel#AJO0bject , ETaglEE
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HRBAUUID, ETaglEAJLARTHEObjectAE
BEERETL. .
KB FRFE

AN

R /1 . CompleteMultipartUploadResult
FrelEEObjectAIURL,

Location KR . R

Key

R : CompleteMultipartUploadResult

#FOIRObjectiIB=,
S R

R CompleteMultipartUploadResult

1EBER AR P RIB(FERIVRE, WRIBEKNSEH
rhigE T encoding-type , BRREIHIZLERSYT

EncodingType Keyi#1T4w3.

HKA . ZfFEH
—+ =a
RUR . Bes

T

Nl

TRB:

. Complete Multipart Uploadiy , SHHABRERE—RUASNRBRAIAINEBAF100KB , HiaERAF

ERZAIPartlisthpE—  PartStEF1Etag. FrLAfE LfEPartht , EFiRlRr T FEICRPartSH3sH
, BFEEICREX LEPartiiIhfE | BRSSEFREAIETaglE.

. OSS4ki#EComplete Multipart UploadiEskRy , S¥4—ERIRdIE], EXERAIEIA , AIRZF iR

OSSz [alfsERziTIR , OSSIRMERISIER M5,

. FBF1R5ZHIPart Listh, Part STERTLARAELRRY. HIANSE—RAIPartSH3REL ;| S5 _HRAIPartSHEE

5

. OSS&h##Complete Multipart UploadigskpkIhfg , izUpload IDFESZTRTRL.
. A—1Objectr] LARIEHABARRERIUpload Id , ZComplete—4~Upload IDf5 , iZObjectAVE{tt

Upload IDASE0,

. HiEMInitiate Multipart Upload#Z[ORT , 8E 7 x-0ss-server-side-encryptionig=kk , M7

Complete Multipart Uploadfdiaszskd , £iR[E|x-oss-server-side-encryption , E{E&FIZ
ObjectiiRSS eRImINZEEIE,

. WISRAF L1&7 Content-MD5iEREL , OSS&itEbodyhJContent-MDSHGE—EM , WRA—

¥, ¥%iREInvalidDigestf&iRtg,

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>
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<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>
</CompleteMultipartUpload>

REERHE:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>
<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

ZEO R LURIER PR Upload IDFRIEERSMAIMultipart UploadZE{4, 24— Multipart UploadZ{445
FIEfE | FiABEBRFEREIXNUpload IDMYFAHIRIE , BEL _EIERIPartEiR LS.

ITKIEE

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

I

1. FRlE—Multipart UploadS{4aY , ANREFFERIRLPart{SAE LE |, BRAIXRF LR EETTE
fpRIXLEPart, FRLAMISRFEHALENER , ATHIEEMOSS EH=E , FEEAJLRAbort
Multipart Upload#M.
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2. tNREHANAIUpload IdARTFE , OSS£IR[EI404581R | $8iIRF379 : NoSuchUpload,
]l

TRB:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECI8E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

RERE:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

List Multipart UploadsaJLABFIHEFEHITHRAIMultipart Upload=4 , BIE&#H#IIAAIMultipart

Upload{EBE2#CompletedZ AbortfMultipart UploadZ{$, OSSIRENZFIZERFHEEZLEE10004
Multipart UploadfEE. fNEREEEOSSIREIZFILZERAMultipart UploadfEERIEE , ATLATEIEKFIRIN
max-uploads£#§, FB4h, OSSIREIZFEERFHIsTruncatedTTRIFARBIEBEEHMAIMultipart Upload,

KIEE

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iBXk&#(Request Parameters)

BIR 72

B HETFXIObjectB=# 170 EN=FR. FiEH&
FESIEENRIREE— X HIdelimiter=fFZ
delimiter iBfJobject/EA—HITR
CommonPrefixes,

KA TR

PREIRIREMultipart UploadsS4AIGR A E
. SIRANIRE , BIAZ91000 , max-uploadsEUE

max-uploads ABEATF1000,
KA . 5
key-marker Supload-id-marker2#i—REFERAIEERELE
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prefix

upload-id-marker

encoding-type

MRzrcE= (Response Elements)

B

ListMultipartUploadsResult

Bucket

EncodingType

117

SRS, | WNSRupload-id-markerS#k
RE , ERERTER | fTE0bjectBFRIFHF
KFkey-marker&#yERIMultiparts={4F, | 4R
upload-id-markerS#iFiE , ERERTES

. fTE0bjectBFAIFEF KT key-markerS4£{
EIMultipartZ={4F10bjectZ FE T key-
marker2#{{& , {BRUpload IDtbupload-id-
marker2#{EKAIMultipart UploadsZ{4,

KA . FFE

PREREAJobject keyilibAprefix{EARIER, iE
BERprefix&iald , IREIRkeyH LB S
prefix,

KA FHIER

Skey-marker2#—E)EARIEEREIERINE
YanIs., | aN5Rkey-markerS#Rig s , M
OSSZHgupload-id-markers#4, | 415Rkey-
markerS¥iiSE , BRERTES : TG
ObjectBZFHFHEF AT key-markerS(EH
MultipartZ{4F10bjectEd FETFkey-marker££§
{& , {B2Upload IDtbupload-id-marker£#(&
KBEIMultipart UploadsZ5{4,

KA R

EEXRERNABHI TR |, IEEmBIIEEL,
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfKey{#FBUTF-8=4F , {Bxml
1.OFREA ST T — L% H)=RF | teilasciifE M
OF10M9=RF. X FBEEXmMI LOFNEARSTIFAYEH
=%, ALUEIgiEEencoding-typeXdiREIAY
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyi#{T4RA3.

HUERE | FRFE

HNME: &

170

{RfFList Multipart UploadigskERIAES.
HKE . [EE

FT5 M : Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadIldMarker,
MasUploads, Delimiter, Prefix,
CommonPrefixes, IsTruncated, Upload

AN+

R A : None

BucketZ#R,

KA PR

RT3 : ListMultipartUploadsResult
SERIREIERPRIDFERIIEE., MRISKRIISEH
fg%E T encoding-type , BRREIILER ST
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyiX Lo 2= T4RAD,

S i
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RT3 : ListMultipartUploadsResult

FIRAGEEIRObject i,
KeyMarker KA . FRIR
R M : ListMultipartUploadsResult

FIRAYEEIRUploadIDIE,
UploadIdMarker KA FEER

AN

RT3 : ListMultipartUploadsResult

MRARSEIREISHLER | IWAIERPEES

NextKeyMarkerstz , FITHrBRiE FRIEKRAY
NextKeyMarker KeyMarker{&.

KA FFE

AN

R : ListMultipartUploadsResult

MRARSEIREISHLER | IWAIERPEES

NextUploadMarkerst2 , BT HrBEEE FRiEKAY
NextUploadMarker UploadMarker{g.

KA FREE

AN

RT3 ListMultipartUploadsResult

IREIRIERAUpload#i 8.,
MaxUploads KT BB
R : ListMultipartUploadsResult

RS AXIRERIMultipart UploadZE5R%1ZE
WEMT,  “true” RRARLEREEIER
; "false” FRARBEIRE T £EER.
IsTruncated A KEERFER BXE | false, true
BRIAE : false
R« ListMultipartUploadsResult
{FFMultipart UploadS{H{EEHIAEE,
KA ;N8
FT5r : Key, Uploadld, Initiated
RT3/ ListMultipartUploadsResult

¥EatkMultipart UploadZ{4#90bjectZ =,
R Upload
Multipart UploadZ{4#4ID,
Uploadid KA PR
R Upload

Multipart UploadS{4-#0%a{¢HYRTIE).
Initiated eSSl
Q—H—

Upload

T Upload

T

1. "max-uploads” 2&&AE/1000,

2. FEOSSHIIREIERE FHRIRObject 2 FFHEFEF A ; X FRE—1Object , NHZABRTIEF , T+
HEZ1.,

3. AfLAR & prefix&#XdbucketiYobjectiH T HEEIR ( RMUSSHFFAITNEE ) .
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4. List Multipart UploadsiEsksz#E57igk&4l : prefix , marker , delimiter , upload-id-
markerfimax-uploads, BIIXLSHAES  TLUREREMultipart UploadsSAaI8NI | 3%
SHREMEIRLE

Nl

R

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>oss-example </Bucket>
<KeyMarker> </KeyMarker>
<UploadldMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadIldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>
<Prefix> </Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated >
<Upload>
<Key>multipart.data</Key>
<Uploadld>0004B999EF518A1FE585B0C9360DC4C8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >
</Upload>
<Upload>
<Key>multipart.data</Key>
<UploadIld>0004B999EF5A239BB9138C6227D69F95 </Uploadld >
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >
</Upload>
<Upload>
<Key>oss.avi</Key>
<UploadIld>0004B99B8E707874FC2D692FASD77D3F </Uploadld>
<Initiated>2012-02-23T06:14:27.000Z </Initiated >
</Upload>
</ListMultipartUploadsResult>
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List Partsap< A LABFHFEREUpload IDFRBRIRTE B4 LIEMIPart.

BKIEE

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

BXk&#(Request Parameters)

B

uploadld

max-parts

part-number-marker

encoding-type

R7TEE (Response Elements)

BFR

ListPartsResult

Bucket

EncodingType

120

fik

Multipart UploadZ4-9ID,
KA 5

2ANE : T
FEEOSSIIR HFRYER K PartEiH .
A B

ZRAME : 1,000

1ExEListhUtetafIE , RBPart Numberf{BXF
ZSEEPart2 %5 H.

KR - B
HINME :

IBEXREIFNSHITIRD |, I5EmBAYSEEL,
KeyfEFBUTF-8=7%% , 1Bxml 1L.OFREARSTIFRIT—
L= |, thilascifE ORI 10M=FRT, T
KeysB Exml 1.OFREARSTHFANEHIFRT , ATLAE
igfgEencoding-typelfiREIRKey 174773,
HUERE . B

EONME - T, BEE : url

15

{RiZFList PartissRERAIEE.

KA NEE

FT5m : Bucket, Key, Uploadld,
PartNumberMarker, NextPartNumberMarker,
MaxParts, IsTruncated, Part

RER T

BucketZ#FR.
KB FRFER
Q¥ : ListPartsResult

ERANHR Bl R TIRADERRIZEEL, WNRIEKAY
SHIEE T encoding-type , BFSIHREIZLRF
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Key
Uploadld

PartNumberMarker

NextPartNumberMarker

MaxParts

IsTruncated

Part

PartNumber
LastModified
ETag

Size

MWD

AIKey#1T4RE3,
KA TR
LI : ListPartsResult

Objectf&A#R.
KA FER
RF54 : ListPartsResult

UploadZ4ID,
KA - AT

LI : ListPartsResult

Ak ListgEERAPart NumberiStafiis.
KR ;B
AN

R ListPartsResult

NBERREEREIEEER |, WAERFTEES
NextPartNumberMarkerit= , BT rERE Tk
BEXp9PartNumberMarker{&,

HE - By

AN

RFE ; ListPartsResult
IRENEKRFPERARIPartsiH.

SR - B
QT : ListPartsResult

FRIBEBAXIREIFList Part/ER 7R EHT.
"true” FBRARKBIREISEPLER ; "false” &

TARERIRE T R,

KA WEFFTE BYE : true, false

R ListPartsResult

RiFPartEEHIERE.

KR 2EER

FT5m . PartNumber,LastModified, ETag, Size
R ListPartsResult

FroRPartiui=s.,
R - B
AN

R : ListPartsResult.Part
Part_E{EZAYRTIE],

A QA
RT3 ListPartsResult.part

B L{&PartiEaJETag.
KA TR
QTR : ListPartsResult.Part

2 E{&EPartk/,
KR . B

R ListPartsResult.Part

1. List Parts3z¥Fmax-partsflpart-number-markerffiEsk S48,
2. max-partsSEERA{E /91000 ; BIAEHH1000,
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3. FEOSSHUIR BRI RIZRRPart SHSFHFHE,
4. BFMBIEHETEEHSE | FTLAARHETZList PartHi>RAYEER ( Part NumberfETag(E ) SREMERRE
Complete MultipartfyPart7z.

Nl

R

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:4qOnUMc9UQWgkz8wDgD3IIsa9P8=

REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-o0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload </Bucket>
<Key>multipart.data</Key>
<UploadIld>0004B999EF5A239BB9138C6227D69F95 </Uploadld >
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated >
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98&quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9& quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified >
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>
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\ g

SERIFHE

B IRHZ(CORS) /o WEBIRHIN AR RN AN B T AERIEIR. OSSRt Y CORSSZHIFLATERIFOSSTH
KRERERIWEBN FFTER. OSSIEMHZMOSEFAE EHIEEEAISMER,

Put Bucket corsiB#{EBEIEERNbucket EiIRTE—MEBIHHRRHEZ(CORS)ATAIN |, tNREMNFENBZ=EM
my,

?‘Es

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod>HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >
<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>
<ExposeHeader> headers in response that can access from client app </ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration >

{EKTTE ( Request Elements )

ER ik RENAR
CORSHIEE , B1
CORSRule P}Jcke%;%?ﬁﬁlo?\%mmu =

R/ : CORSConfiguration
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AllowedOrigin

AllowedMethod

AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

TN

1. ERiAbucket2RFFECORSIIAE , FrENIMSIEHERIoriginEB K AT .
2. AT ER AR+ EERCORSIIEE | ELANM— P www.a.comAIRIEEIL IS ESHY

XMLHttpRequestTHgERIHIEOSS , FEBEAEOF& LECORSANAEFFE. ZMNEAXMLIZA

St

3. &/ bucketfgCORS};

IEESVFRIBSIENSKAIKIR , 7t
THERS M TITEKIBES LT
AOER. SRIFERREZ—D
BB, WNRIEEN

" MRTRAVFRTERRIRE
i;k EK,
K8 FRFE

’\'“'5 : CORSRule

IRREAIFRIBSIIERTTIE.

iU vE-

( GET,PUT,DELETE,POST,HEA
D)

R : CORSRule

ZHIFEOPTIONSTRENIE S
Access-Control-Request-
HeadersikthigERheader2
B, 1EAccess-Control-
Request-HeadersFhgEIE
A header&f /it
AllowedHeaderdhE—&33 AL
I, FFERARZ—

" SEBBECRT

KA IR

RT3 : CORSRule

IEESIFRF MR RRE R Hi1E]
A9 RzEk ( fFlan—14
Javascriptfd
XMLHttpRequestid&R, ) A&~
FEVFER " 1BECHT,

K8 FRFE

’“*5 : CORSRule

BN S eSS B R RAYFREN
( OPTIONS ) iEFKIREIEERY
ZEEE , BT, —

CORSRuIeEEE—%ﬁﬁHﬂL—

*i Eoosit]
RT3/ : CORSRule

BucketEl’\JCO RSHINIZSES

KA . [EE
/\+|-I_I__—I 9:
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XMLIMHEERZ EF16KBAN,

4. ZOSSEI—MBIEEK (& OPTIONSIEK ) , RiEENbucketXINAICORSHIN |, AR THEN
FBPRIGE, OSSEMRIGES—FAN , FRSE—FKIEAIMNSEIFERFIRBEIXT AT
header, WSRATEMNIEBICECSBIUAFTANETCORSHEXAIheader,

5. CORSHRNI ILECR I RHE =51 . B5E . 15KAIOrigini4ZAPLEc—InAllowedOriginIn , EUR
1BKAE (GNGET , PUTE ) BiEOPTIONSEKAYACcess-Control-Request-Method LI MAY
7RIt EC—ITAllowedMethodIil , £2f5 , OPTIONSiEKAIAccess-Control-Request-
HeaderssLE 2198 MheadergBws/mPLEL—IHAllowedHeaderId,

6. AISRAIF L& 7 Content-MD5iERL , OSS&itEbodyRContent-MD5HGE—E , WRA—
 , ¥iREInvalidDigest{£iRfg,

Nl

i IibucketFSEEHIEE ARG :

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedOrigin>
<AllowedMethod>GET</AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

IRERRG :

HTTP/1.1 200 OK

x-oss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS
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Get Bucket corsi{ERF3kEFEEAIBucket HFIHICORSHINI,
eI/
IEZQh: lf

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

2R )%
CORSHINIFIZSEE , F P bucketFRmZ iF105N
CORSRule KA . 588

AN

75/ : CORSConfiguration

IBEIFAIBEIEKRARIER | SITFHERZ N TEREK
il R A
- Foff. GNERIBEA " MR ISRIRR
AllowedOrigin ESliEK.
KA FRFE
R . CORSRule

IBESAVRIBSEIERTTIA.
AllowedMethod 2870 : 1% ( GET,PUT,DELETE,POST,HEAD )
L7551 : CORSRule

EHIEOPTIONSTIEE<S HAccess-Control-

Request-HeadersskHigEAIheaderE& /BiF.

TEAccess-Control-Request-HeaderssigERE
AllowedHeader “MheadergiisntEAllowedHeadersh E—5&3T AL

IR, FERRS— " BER

KR T8

RT3 : CORSRule

BT MW REREERmAEL ( Fln—

“MavascripthfIXMLHttpRequest ISR, ARRIHE
ExposeHeader FA " BECfT.

KA PR

R : CORSRule

TEENE A FELIRAIEL ( OPTIONS ) 153K

REERNVEFRE , LA, —
MaxAgeSeconds CORSRuleEHE&ZZAITFHI—.

it il

RT3 : CORSRule

BucketfCORSHINIZS 28

CORSConfiguration KA . RE8
RER T
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Mo

1. AR BucketREE , IR[E]404 no contentiEiR. (EIRAY : NoSuchBucket,
2. RBBucketfUiHBEE A EEXENCORSHN , BNiX[E]403 Forbiddent&iR $2iR%5 : AccessDenied,
3. ANERCORSHIMATFLE , iR[E]1404 Not FoundigiR , fEi=fENoSuchCORSConfiguration,

Nl

BB

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BiRECORSHNAIRETE :

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

Delete Bucket corsFBFXiFigmEBucket I RAICORSINAEFBZSFRaHINI,

BKEE

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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1. Y0ERBucketA~1F{E , R[A404 no contentt&iR |, (21288 : NoSuchBucket,
2. REBucketiyiBEE 7 8EMIb&BucketxI R AICORSHM, tNRIXERIE— N ARETFRAY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i=8 : AccessDenied,

Nl

BB

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

IRERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

B RIEBIRIE R Z R RIE— 1 preflightiEsk ( OPTIONS ) FH#: ERFERIKIRIS , HTTPI3iEF]
headerfSE&A0SSLURERAAXEIEAIE K., OSSHLUEZPuUt Bucket corsizRFFFBuckethy
CORSxz#F , FFIRCORSINREZ fE , OSSTEHREINIE =R preflightiE KT SRIBR ERIMNIIHERE RIFARRIBR
. MR IFERECORSIIEERBFE |, IR[E403 Forbidden,

KB

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

iB3kHeader
2R R
ERRIRE, , ARiREsEIEK,
Origin KB FfFE
HNE : &
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Access-Control-Request-Method

Access-Control-Request-Headers

A Header
&R

Access-Control-Allow-Origin

Access-Control-Allow-Methods
Access-Control-Allow-Headers

Access-Control-Expose-Headers

Access-Control-Max-Age

Nl

BB

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
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FRELRNE KPS ARG E.
KA TR
HNE :

FELNE RS EEIRR T EELERZ /MY
headers,

KA YR

VN

1154

fi‘?ﬂlﬂ@@ﬁ’mrigin , MRAAFIEEAE 1%
SLER,
KA FGEB

AFERIHTTPTS X | SIRAARIFZIBR , WA
BEZLER.
XA FFER

AR RiESHheaderfV3l3E , tNRIBEKRPER
i&%ﬁﬂ’\]header , MARBEZLE |, BKISH
B4,

KA TR

RFEEFimlavaScriptiZFHrihalidheadershy
FER.,

KB PR
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Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

FFLiveChannelti2{/E

FFPAILMERRTMPHMYIS EISREHE EERI0SS | #fENEERRE Y. £ER1, APESEEE
g—LiveChannel , LISRESRAGHERLE , EIFMARNERISSEXIMAIAPL

B RTMPY LS HSREE B RIE LA TR

BEEARTMPIERRIAG T | ASIFHLA.
- WRE AR . BIIREAH264,
- ESRARENEN , HFERSIFAACGES | &SR awmER.
- SR RSTRFHLSHINY,
- —MLiveChannelERt REEE— N B FimAIEHETR.

-
7~

RTMPHEFRHEUFZAN : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
HARFINA: rtmp://${bucket}.${host}/live/${channel}?${params}

- live ARTMP#YEYappBFR , OSSEIEFElive.

- params/IiERAISEL , IR SHTTPiERAIquery stringtBE , BPAZAN
" varA=valueA&varB=valueB “,

- BucketAcl3Epublic-read-writeRt , #ERMUIFEBRSZATLUER ; EF/5EELOSSHIUNEE |, B
BT AR, BEXSEREARRIRIN,

RTMPHERSZFRIUrlS4L

BR i)
FASRISEERAIM3US S4BT , EEE=S
playlistName LiveChannelfIECE.

ER  ERAIM3u8BFRIBAS N
" ${channel_name}/ "Bi%,

HEREUE RS AR

— SR AUHER BN
: rtmp://${bucket}.${host}/live/${channel}?OSSAccessKeyld =xxx&Expires=yyy&Signature=zzz&${para
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ms}
SHEW R
OSSAccessKeyld BXEIOSSHIHTTPEZAYACcessKeyld
Expires SEARTE)EE , #8TURAUnit timestamp
Signature BEFHH | ENSEAHEITESE
params Hiths# , MENSHEtEES 58S

Signaturef9i+EHMENT :

base64(hmac-shal(AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

2R fid

CanonicalizedResource B3 “/BucketName/ChannelName”

1&MBparam key=FBiFFHHE" key:value\n” JGRT

{;EJ HSEPHER , INRSEAER0 |, BBAX—IT
N ?io

SRS SecurityToken,

OSSAccessKeyld#ExpirelA K Signature,

H—param keyRgeHI—IR.

CanonicalizedParams

LiveChannelB#Status : enabledfdisabled , BFPRILAERAZEOEMStatusZ B TR, &F
disablediR7SRT , OSSEEEIEAFFAZLiveChannel HTHERIRIE ; tNSREAFIEERZLiveChannel#E?R , BB
LHERIIE i BEasET ( TaEB10sAGHYEER ) .

BKEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-
hangzhou.aliyuncs.comAuthorization: SignatureValue

RSH

B iR TEDX
tgELiveChannel®§Bix
NewStatus Status, =

B%YE : enabled. disabled
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Mo

1. BigBEEFimEZLiveChannel#ERE , J@FPutLiveChannelEgtlZELiveChannetBa] LUXEINE
StatusAYBHRY,

2. BEZEPimEIZLiveChannel#ERET , FoixiERPutLiveChannel&EgglELiveChannel , REE@EIEA
EO&K LiveChannelf9ikZ&Adisabled,

Nl
Bkl

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:X/mBrSbkNoqM/JoAfRCOytyQ5pY=

REH

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

x-oss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT

B RTMPINY HESHSRERERT | WRSTRERIZEOREE— MiveChannel, ZEZOXIRERTMPHER L
, ARSI asERteit, PR LAERREAIMUEHTHER. . 35, BRALMRIEZLiveChannel 9%
RRAEAEXAVRE , IEERRS. EffERICR. BIHERS.

BKEE

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription </Description>
<Status>ChannelStatus</Status>

<Target>
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<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlayListName>PlaylistName </PlayListName>
</Target>

</LiveChannelConfiguration>

iB5KkTc&(Request Elements)

BFR 1% EBYE

{RfFLiveChannelBtERISES.
KA NE8

LiveChannelConfiguration FT5m : Description,
Status. Target

AN

RER T

LiveChannelfJiEiAMER |, &K
1285,

KA FFE

FOR: %

R

: LiveChannelConfiguration

igxELiveChannelfIRA.
%i”é’fié?—ﬁ%
?%/u\ : % Iz:|<
Status RE= Z{AHE : enabled
: LiveChannelConfiguration
B : enabled, disabled

RIFEMEECERISRR,
KA NEg
FH= : Type.
Target FragDuration, FragCount,
PlaylistName

AN+

X-Ijl\\\
: LiveChannelConfiguration

IEERRERIREL,
KA . TR
Type FPR: T
R : Target
BXUE - HLS

LTypeIHLSET , IBEF MK
#Fﬁj’gﬂa‘t’t ( E;,{Jﬂ;&é? ) BUESE
. El79[1, 1001892844, )
FragDuration SR . Saren BRAE - 5
FhOR %
SZ-H—

T Target
LTypeAHLSET , $§EM3u83Z
AR StsSSUHFRINEL , BUESE
El9[1, 1001892844, )
KB FRER EAE: 3
FORT
R : Target

i

1

Description

2l

i

FragCount
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1TypeAHLSET , 3EEERKM
m3u8IHHIZFR , WIRLA
" .m3u8” &R, KEBEN -

PlaylistName [6, 128], ':Tn . .
SR . o ZRAE : playlistm3u8
Fhm %

R : Target

MO

1. ChannelNamefF&ObjectNamefIGmEME , 59h , ChannelNameAREEER" / 7,
2. FragDurationflFragCountfYBNAMBER BEREERIEEN 4243 ; B 7' F—, WE—

B AIEE,
3. BEAESRRUHLSEY , OSSRTEEME MsXHT , BHFm3us | m3u8HHhRZE SR
FragCount/Ms3Z{4,

4. BERESRTRVIHLSES , B A Xt ]S ISREUER X ZEIFragDurationt§ERIATK/S , OSSSEI
BTN RHEMRRHEDIGE T—MsIXE ; aiERmax(2*FragDuration, 60s)fE{ARMKEIT— K5
M7 , OSSSEFITIIRSE | IHATETRES RSHERTAT =TT,

RTCER

2R 1170

{R7#ZCreateLiveChannelig k& ERAVZSEE,
et NS

FT /= : PublishUrls,PlayUrls

RER T

{fﬁﬁiﬁi&iﬂ’ﬂﬁéﬁo
. it NE
PublishUrls FA5 - Url

R A : CreateLiveChannelResult
ML,

FErR
Q2P : PublishUrls

(RIFHERIBHUAIZS S,

KA . [EE

Fe : Url

R & : CreateLiveChannelResult

i,

Url KR R
FhR %
RT3 : PlayUrls

CreateLiveChannelResult

PlayUrls

Mo
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1. HERMEIEE RIS ZAurl , A1 bucket acliEpublic-read-write , BBABREE S TR A REHT
aE,
2. IBRUBIEERINESZ R url , 218 bucket acl/gprivate , BPATEETLHITERA BT,

Ll
Rl

PUT /test-channel?live HTTP/1.1

Date: Wed, 24 Aug 2016 11:11:28 GMT

Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:hvwOZJRh8toAj3DZvtsuPgf+agA=

<?xml version="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>

</Target>

</LiveChannelConfiguration>

RERA

HTTP/1.1 200

content-length: 259

server: AliyunOSS

X-0ss-server-time: 4

connection: close

x-oss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-oss-bucket-storage-type: standard
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<CreateLiveChannelResult>

<PublishUrls>

<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel </Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. n3u8 </Url>
</PlayUrls>

</CreateLiveChannelResult>
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gL REiEELveChannel#ERERRY | FEERNEIERAAItsIHERN— N RIBRRIEIRT IR ( m3u8XX {4
) o

BKIEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

RSH

B fi REnE
ChannelName {%\féh’:ﬁ:;g%%g; 1Z =
PlaylistName igfﬁffmi?ﬁﬁﬁgéﬁﬂgw =
StartTime ﬁ%ﬁﬁtiﬁiﬂt’ﬁfﬁm & =
EndTime IREEIMISSHIOLRILRSE), i o

z{Unix timestamp,

Mo

1. EndTime K FStartTime , BRTEEEABEATFLRK.
2. OSSEEIIIEEHEEENAIFrEZLiveChanne MERAERAItS S | FHISEHHEA—MERTIE.

Nl
iRl

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUnzv0=

R [E75)

HTTP/1.1 200
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content-length: 0

server: AliyunOSS

connection: close

etag: "9C6104DDI9CF1A0C4DOCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

KO RAFIREGEELIveChannel (UHERASER.

ITKIEE

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

IR TTER

= 115

{R7FEGetLiveChannelStatiR[BIZ5RAIRES,
KA REE

LiveChannelStat FER
: Status , ConnectedTime , Video , Audio

AN+

REm %

LiveChannel ZBiRIHEFVIASHEIR,
KA WEFRER

Status FER %
R A : LiveChannelStat
BYE : Disabled , Live, Idle

ZStatusyilively , FrHRIEFinFHiaHERAYRS
8] , ERISO8601TETVERT.

ConnnectedTime KA . R
FPR: T

¥ : LiveChannelStat

HStatusAlivellt , RRHBIERES P imATJipitbilt

RemoteAddr XA . =R
FPR T

75 : LiveChannelStat

HStatusHLivelt , (REFAURAREEAISES.
Bt NS

) Fha
Video : Width , Heigth , FrameRate , Bandwidth , C
odec
LR /A : LiveChannelStat
Width FREFWUAIRNEERE (8 &R) .

137



XIgAFE OSS

API &%

Heigth

FrameRate

Bandwidth

Codec

Audio

SampleRate

Bandwidth

Codec

Mo

KA TR
FPR: T
R A : Video

FEREIWBIRNEESE (8B4 %X) .
KA FEEB

FoR T

R : Video

FRHABISARAIER,
KR 58

Fom T

R & : Video

FTRHEEBARRIREER (B : B/s),
KA TR

Fom T

LA : Video

FRHERSRAYRASIE L.
KA MEFREB

Fom T

R : Video

X Status ALivelT , (RESIAEENES.
KA REE

FT55 : SampleRate , Bandwidth , Codec
LA : LiveChannelStat

FRHBIEIRAIRER,
KA FER

Fom T

LRF A : Audio

FRHBIEIRAVIEER (B : B/s),
KA TR

Fom T

R = : Audio

RS RAEIEE.
KA MEFREB

FER T

R : Audio

1. Video , AudioFgsRB1EStatusHLiveRTA<iR(AE] , {BStatusHLivelt A—ESIRE]

Video , Audio&a8 , fAltn , ZRiRERiEZES LiveChannel , (B RIEFMSTEGER ASIRE,
2. Bandwidth AESTR/ MR BRI —ERATBIRAYFEIFREE | LiveChannelRITIHREILivetRZSHT , IR[E]
B9Bandwidth{EaI8E/0.

Nl
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imRAI

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIINQOJYyOA=

IR [E)7- I

HTTP/1.1 200

content-length: 100

server: AliyunOSS

connection: close

x-o0ss-request-id: 57BESE89B92475920B002164
date: Thu, 25 Aug 2016 06:22:01 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>
<Status>Idle</Status>
</LiveChannelStat>

imRAIl

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:WeC5joEaRzfSSS8xK0tlo7WTK1I=

IR [E)7~ BT

HTTP/1.1 200

content-length: 469

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LiveChannelStat>

<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>

<Video>

<Width>1280</Width>

<Height>536</Height>
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<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>

</Video>

<Audio>
<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>
</Audio>

</LiveChannelStat>

AEOFSEREEELiveChanne IEIB(= A,
sy
IEERh: lf

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

RTCER

&R 1170

{RfFGetLiveChannellnfoiREI4ERAIE2E.
7&9?-'.] ,@,%'%

? = : Description, Status, Target
/\-'+l\\\‘9:

LiveChannelfJiEiA{s 2
KR . FRFER
FER T

LT/ : LiveChannelConfiguration

LiveChannelfSIRZS(ER.
KA MEFRTEB
Status ?-p,‘ 1.5

R/ : LiveChannelConfiguration
BE : enabled. disabled

frfFLiveChannel#&fiEEc BRI AR,
KRB . AeR
Target FT5r : Type, FragDuration, FragCount,
PlaylistName
LT : LiveChannelConfiguration

HTypeSHLSHY , IEEHERMATEEMESH2EEY,
K EFREH
Type fz 27

R : Target
BYYE : HLS

LiveChannelConfiguration

Description

140



XIgAFE OSS

APl &%

FragDuration

FragCount

PlaylistName

DT

*_—L’|lepe§9HLSE§f , FEEB M IGRIBT I ( BfiZ
).

KA 25

FER T

RT3 Target

%;S)Z/peﬁgHLSEﬁ , FEEM3u8X AR ZtsIHRY
s

I {-]

HKE  FfFE

FHmR %

R : Target

ZTypeIHLSEY , FEEAERMAIM3u8IUHAIEFR,
KA e

TR %

R M : Target

Targetf9FT5mFragDuration , FragCount , PlaylistName REXTypeBUEIHLSES A =ik [E],

Nl
R

GET /test-channel?live HTTP/1.1
Date: Thu, 25 Aug 2016 05:52:40 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyGvI0=

RERA

HTTP/1.1 200

content-length: 475

server: AliyunOSS

connection: close

x-oss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description> </Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>

141



XI5 FfiE OSS API &%

<PlaylistName>playlist. n3u8</PlaylistName>
</Target>
</LiveChannelConfiguration>

AEEORSRFEEEELveChannelfUHERIC R,

BKEE

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WERLTTER

BFR 1%

{RfFGetLiveChannelHistoryiR[EI4£5 RS
KA . REE

¥ LiveRecord

RER T

REERICREEIAES.
KA . [EE
F154 : StartTime , EndTime , RemoteAddr
RF58 : LiveChannelHistory
HERITIARTIE) , ERISO86018ER.
StartTime XE S

FrR: %

R : LiveRecord

*ﬁéﬁﬁfﬁ%‘g , {HFAISO860118=F7.
: KA
EndTime Fo

-+

T : LiveRecord

LiveChannelHistory

LiveRecord

5&

R FPimAYipiteit,

KA - =

KA TR
RemoteAddr el

R A : LiveRecord

b = \
Mot
BRiRZaREFEELveChanne RIAFI1I0RHERICR.

Nl
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iRl

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo68k=

REIZLH

HTTP/1.1 200

content-length: 1892

server: AliyunOSS

connection: close

x-oss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelHistory>

<LiveRecord>

<StartTime>2016-07-30T01:53:21.000Z </StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861 </RemoteAddr>
</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:53:35.000Z </StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126 </RemoteAddr>
</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:53:49.000Z < /StartTime >
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z < /StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632 </RemoteAddr>
</LiveRecord>

</LiveChannelHistory>

BKEE

GET /?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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iBRSH
i

marker

max-keys

prefix

IRATTER

B

ListLiveChannelResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

i RELE
BEERMmarker [EiR=8 -
HEFFRIE— N FIAIRE], =
RELXIRE|LiveChannel i35

K, NBRFEE , BiAA &

100 , max-keysEEARBERTF

1000,

BRIA(E - 100

FRERERILiveChannel 4Rl

prefix{EARISR. F=(EH
prefix&iflt , IREIRIkey]3

288 prefix,

144

i

fEid

{RiFListLiveChanneiE K& RIAEE.

KA REE

: Prefix , Marker , MaxKeys , IsTruncated , N
extMarker , LiveChannel

RER T

RRERERIIFFIRRILS.

KA . FFFE

FoR T

R : ListLiveChannelResult
A& ListLiveChannelf9f2 s,
KR 58

Fom T

R ListLiveChannelResult

MRS R AR EIEROSEAEE.
KA TR
Fom T

AN

R A : ListLiveChannelResult

ISR ERTERARECERME ; "true” FR

RREBRAIEELER ; "false” BRARELIR

BT £EPER.

KR R

Fom T

R ListLiveChannelResult

MERARRERAIEIPER | WABEKRPEELE
NextMarkerstz , FIFHRBEEE TRiEKAY
Marker{&.

KA - FIGEH

FER %

-+

R : ListLiveChannelResult
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RFREE M LiveChanne (S EHIAES.

KA ;2588

FhR

: Name , Description , Status , LastModified
, PublishUrls , PlayUrls

R ListLiveChannelResult
LiveChannelf9Z#R,

KR 58

FEm %

R & : LiveChannel

LiveChannelpyiiA,

i
Description ?%5?—%$

Q

LiveChannelfRzs,

KA MEFRER
Status FER T

&\-H—

LiveChannel

Name

-

T2 : LiveChannel

e : LiveChannel
B%YE : disabled , enabled

LiveChannelBtBERVESIEXATE | (FF
ISO86011&F&~.
LastModified KA FRFER
FER T
LR A : LiveChannel

{R#FLiveChannel 3 RATHE RIS RS,
KA . REE

F5R2 : Url

LT : LiveChannel

LiveChannel3g RzAHEAELE,
KR T8

FORT

75 : PublishUrls

{®7FLiveChannel3I M AIEHUtEHE IS ES,
KA . Ree

Fr Ul

R A : LiveChannel

LiveChannelXd RSBt
url KA TR
Fom T

AN+

R = : PlayUrls

PublishUrls

Url

PlayUrls

Al
BBl
GET /?live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT
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Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: OSS YJJHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRugqcbmUJsIHw=

REH

HTTP/1.1 200

content-length: 656

server: AliyunOSS

connection: close

x-0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<ListLiveChannelResult>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>

<IsTruncated>true</IsTruncated>

<NextMarker>channel-0</NextMarker>

<LiveChannel>

<Name>channel-0</Name>

<Description> </Description>

<Status>disabled </Status>

<LastModified>2016-07-30T01:54:21.000Z </LastModified >

<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist. m3u8</Url>
</PlayUrls>

</LiveChannel>

AEOBEMpRiEERLiveChannel,
BKiEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

MO

1. YEEFSIFEMR LiveChanne #ERET , BIFSIE RSN,
2335, AEORSHEELiveChannel RS , FAMIBRIERAERIISIL.
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il

R

DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQYNbzQ=

iR [E)761

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x-oss-request-id: 57BE9F0AB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMT
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