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PIEE XIS IFIEBRSS ( Object Storage Service , f&#ROSS ) , RMERXIMEHRAEBE , T2, BEAX , &

AISEMNETFERS . FFELUEE A SRR BAIRESTullED |, E(HERE., (HTits, (HIEBEMNIEE
T HERTEEGRE. EFO0SS . AFaLBRESHESHEALSERLE, Wi, MAMEVESIESNEET

AHEEIEIIRSS

REFENB T ZEMEOERIEE. BRT6. REZRF , DRERZEONEESENS , BUSREH
TR RN S B =TT ARER.

TETREMEEFX LR , EFD TRROSSF Rk, (R IKES.

EXHZ

R HHI—EARIEBFSEOSS BRI

XTFService{E

API R

GetService BRI TR Bucket
XFBucketHIER{E

API ik

Put Bucket BlEBucket

Put Bucket ACL R BBucketif AR

Put Bucket Logging Fr/EBucketHE&

Put Bucket Website REBucket HEFSMULIEEIRT

Put Bucket Referer REBucketAIBH A HERIT

Put Bucket Lifecycle 12 & BucketObjectfIEApEHIFNI

Get Bucket Acl SR15Bucketipz[AJtFR

Get Bucket Location $X15BucketfTBRIEUEHRMUERER

Get Bucket Logging BEBuckettima) BEE BB
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Get Bucket Website
Get Bucket Referer
Get Bucket Lifecycle
Delete Bucket

Delete Bucket Logging
Delete Bucket Website
Delete Bucket Lifecycle
Get Bucket(List Object)
Get Bucket Info

FFObjectiiR{E

API

Put Object
Copy Object
Get Object
Delete Object
Delete Multiple Objects
Head Object
Post Object
Append Object
Put Object ACL
Get Object ACL
Callback

J%FMultipart Uploadfi2{E

API

Initiate Multipart Uploade
Upload Part

Upload Part Copy
Complete Multipart Upload
Abort Multipart Upload

List Multipart Uploads

BEBucketlEHEMISHTEINS
BEBucketfIBm A HERNY
&EEBuckethObjectiy4=apEHARIN
fipRBucket

KiFBucketiia] HEICRIIEE
KiFBucketUEFSMIATEEIRT
fHlF&BucketsObjectfy4-#sEHAXLN
$k15BuckethFrEObjectiIER
SRENBucket{5R

ik

Lf&object
#IN—"objectp B 9h—"object
$£AYObject

fIF&Object
fhIERZ1~Object
$%X180bjectiimetalS 5
fEFAPost -{£0bject
fEObjectEIEMN_LIE4UE
®EObject ACL
SRENObject ACLISR
EEEE

72

¥eatkMultipartUpload=4
PRGN

DREF L
SEREEANERIMuUltipart Upload E1&
EliEMultipart UploadZ{4

D HATEHFITHIIMultipart UploadSS{4
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List Parts iﬂﬂﬂ‘aﬁfﬁU pload IDEFERIRTE B _EERIN

Bt E RS (CORS)

API ik

Put Bucket cors fefgEBucketiz i E—1NCORSAIFLNY

Get Bucket cors SREEERIBucket BBIAYCORSHINY

Delete Bucket cors KIFHEEBUCket I M AICORSINAEFHBZSFRA NN
Option Object EiEinapreflightiEsk

al =15 ars)]

OSSi@idfEEHAccessKeyld/ AccessKeySecret I FRINEZAI T ARG R MEK A IXE S, AccessKeyldFd
TR . AccessKeySecret2FFRTINEEEF A BEFOSS RIS E FRIEBENZE , H
AccessKeySecretd/RE , RBEAFFIOSSHIE. AccessKey iRIERTEKSHIREB X S

- I =M AccessKey : BN IEZMSIRAAIACcessKey B XHBENRRE ISR

- RAMIkFAccessKey : RAMIKF HFTEE =MSBINER , FrififiYAccessKey B X5 E R RIRERTIE
YERUR

- STSIEEFAEELE : HESMKSSRAMIKS 4R , FriflIAccessKey7EfRER BNBE S ERR
PREAVIRIERIR, ITHIRBRILE,

FBIBESSE 0SS M@ ik S AL

HAPEUNASHROSSKIXEKRE , FEEIERIERNIEKIZBOSSIEEISAERERFRHH | AGE
FBAccessKeySecretf & B F R TINE~4HLIEE. OSSKWEIEKLE , SiBidAccessKeyldikEIXINAY
AccessKeySecret , LARFERIG ARG B FATERFNICIERS |, AR E HRAVIIERSFHREAI—HERIARNIZIE
KEEHH ; BN, OSSIHBRLAMERURIER , FHREHTTP 40348iR,

FIFRILATEHTTPiEK1EIN Authorization fYHeaderskREBE2EH ( Signature ) 52 , RIFX/NEREHIR

Authorization==BH+E/55%

Authorization = "OSS " + AccessKeyld + ":" + Signature
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Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

- AccessKeySecret FREZFENIER

- VERBZRZRHTTP i5kfIMethod , F=EHFPUT , GET , POST , HEAD , DELETEZ:

- \n REITRF

- Content-MD5 FRIEKRABHIENMDSE , XEERS ( AE#ELED ) ITEMDSERE128LUF
x|, Miz#Fid Tbase64miaMmEEl, ZERLTHATHEGZERNE ((HERNBRESRIEN
—3) , 41" eBSeJFlptWaXm4bijSPyxw=="", tBa]LAAZ, #ESERFC2616 Content-MD5

- Content-Type FREKAZSHIZER , 40" application/octet-stream” |, BATLAAZ

- Date F/RIRIRIERORTIE] , BAAGMTHET , 71" Sun, 22 Nov 2015 08:16:38 GMT”

- CanonicalizedOSSHeaders F&RLA x-0ss- ARIZRAYhttp headerfY==BaFHES!

- CanonicalizedResource R EE;)YOSSHEIR

Hrh |, DateflCanonicalizedResource RgERZT ; AR 1ERFAIDaterEF10SSIRS 2RAIATEIZ LS ¥ LA £
., OSSIRSZ = EIEEIZARSS . FHREIHTTP 4034R.

fg7ECanonicalizedOSSHeadersf8 5%

FrBLA x-oss- AEIZHIHTTP HeadertgFR9CanonicalizedOSSHeaders, BRItEEFENT -
1. BATBLA x-oss- ARIZRAIHTTPIER LB FEEHRAL NG . 40X-OSS-Meta-Name: TaoBao#&HEY,

x-0ss-meta-name: TaoBao,

2. WNERERKELASTSIRBMIACcessKeyldFfIAccessKeySecret &1%RT , FEEEFEBMIsecurity-
token{d , LA x-oss-security-token:security-token R I AR ZF /&,

3. B E—EEENREHTTPERIZRE FNF R TH .

4. MFRIERLFIAS Z B FRAFRmHIANERIZTHE, Wx-oss-meta-name: TaoBaok&#afY, : x-oss-
meta-name:TaoBao,

5. BE— 1 LMNER \n DR/ RHESRERICanonicalizedOSSHeaders,

==

==

- CanonicalizedOSSHeadersa]LARZ , TERINERGEI \n.
-WNRAIAB— , W0 x-oss-meta-a\n , FEERFAI\N.
-WREZ , MU0 x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, ;T=2HHEH

\n" ,

fagECanonicalizedResourcefyi/5%
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R AEERPERENOSS BiraiFE#HFR/ICanonicalizedResource, ERIMETTEINT !

=n/s

1. ¥CanonicalizedResource BT FH/FER " ;

2. MNEAIERIOSSHEIR /BucketName/ObjectName ( FcObjectNamell
CanonicalizedResource5” /BucketName/ " , dNRER;EEBucketNamelll s “/" )

3. MNRBERNFREIEF KR (SubResource) , BBAGATENFRIRIZIRFIE , WNEIXHEFIFFLA
& ADPRAEMTFREIRFRE, ECanonicalizedResourceFRFERREIRN ? I FRIFFRIR, LA
gYCanonicalizedResourcetll : /BucketName/ObjectName?acl&uploadld=Uploadld

4. NRAFEKRTEIERE L EifFFFE (QueryString , tBAYHttp Request Parameters) , FPAKBXLE
WFRFRREIEKERE FHE , NWNEIKHES , LA & ADRRT RS8R
CanonicalizedResourced, IttAFAYCanonicalizedResourcedl]

: /BucketName/ObjectName?acl&response-content-
type=ContentType&uploadld=Uploadld,

LA

- OSSHEISHFHF &R (sub-resource)&E
: acl, uploads , location , cors, logging , website , referer , lifecycle , delete , append
, tagging , objectMeta , uploadld , partNumber , security-
token , position , img , style , styleName , replication , replicationProgress , replication
Location , cname , bucketIinfo , comp , qgos, live , status , vod , startTime , endTime, s
ymlink , x-oss-process , response-content-type , response-content-
language , response-expires , response-cache-control , response-content-
disposition , response-content-encoding%
- F&JBE(sub-resource)E =FhHY
- BEFRR |, WFERTRacl , append , uploadld , symlink& |, i¥01%FBucketfy
BREFIXTFObjecthUR(E
- }EEIR[E|Header=Eg , 4l response-*** %N GetObjectfy Request Parameters
- {4 ( Object ) &MIEA , 40 x-0ss-process , FATFXHAMMES T, , tIE 4R

iFESEASAN

1. EBNFREBELIA UTF-8 18, BT NFRIEE ARV HIT UTF-8 73 , BS
AccessKeySecretitEREZER,
2. EBH5EERFC 2104 EXHIHMAC-SHALTS % |, EAKey 9 AccessKeySecret
3. Content-Type #1 Content-MD5 EERFPAEVART , ERNRBEKRFESZIIIE , EANIEL
#1TRF \n (K&,
4. EFEIEHTTPAREE X fheaderd , RBLA x-oss- Frskiheader , EEIIANSEFHE ; HitdE
HTTPiRrfEheaderi&#;OSSZ2RE ( 40 LAIFAIX-0ss-magicRBENMAERFRTERN ) .
5. LA x-oss- FrekiJheaderfE & B IIERIHREASIA TS
- headerIBFHFELHNE.
- headertz=F B B/ NEIKHER.
- HElheader namefllvaluefIE SRIFAEEE 1K,
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- 8\ HeaderZ [G&EMBE—MRITRF "\n" |, WWRIEE
Header , CanonicalizedOSSHeadersstig & Hzs,

o=t

Ra0AccessKeyld 2" 44CF9590006BF252F707" , AccessKeySecret2
" OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”

BX E2FFRITEAR E2F/H
PUT /nelson HTTP/1.0
Content-MD?5: “PUT\n

eB5eJF1ptWaXm4bijSPyxw=

Content-Type: text/html
Date: Thu, 17 Nov 2005
18:49:58 GMT

Host: oss-example.oss-cn-
hangzhou.aliyuncs.com
X-0OSS-Meta-Author:

Signature = base64(hmac-
shal(AccessKeySecret,

VERB + “\n"

+ Content-MD5 + "\n"

+ Content-Type + “\n”

+ Date + "\n”

+ CanonicalizedOSSHeaders
+ CanonicalizedResource))

eB5eJF1ptWaXm4bijSPyxw=
=\n

text/html\n

Thu, 17 Nov 2005 18:49:58
GMT\n
X-0ss-magic:abracadabra\nx-
oss-meta-
author:foo@bar.com\n

foo@bar.com /oss-example/nelson”

X-OSS-Magic: abracadabra

BT AEITEEE (Signature):
python7~IHLES :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext/htmN\nThu, 17 Nov 2005 18:49:58
GMT\nx-oss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

FA(Signature)ItELEERMNIZ A 26NBxoKdsyly4EDv6inkoDft/yA= , A 9Authorization = “OSS “ +
AccessKeyld + "+ SignatureffLA&fSAuthorization/g “OSS
44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #XIEH0_LAuthorizationstLRENREEEA
ERTER

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra
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1. INERENBIACcessKeyld AR fZE=,inactive , iR[E]403 Forbidden, $5i%A3 : InvalidAccessKeyld,
2. ZAFERLFAuthorizationfBAIERART , iIR[EI400 Bad Request, fEiRED
: InvalidArgument,

3. OSSERBERIBEREBLAFEAHTTP LINIERNGMTEIEE. E , HEBAUER : datel =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) EiARHR& =+ , “KX" A
#EE "2 DIGIT” ., Eitb, “Jun2” . “2Jun 1982" 1 “2-Jun-82" #BREIFERHAK.

4. MRS ZIAFAIRTIR | SLFIQBIENDateFiZHEHAIER , IRE403 Forbiddeni&iR. $&iRAD

: AccessDenied,
5. fENIEKAUBS B RTEOSSARSS 28 SRR A1 Z FFRI15 2 #LAR , BNIR[EI403 Forbidden, $HIRES
: RequestTimeTooSkewed,

6. AR AccessKeyld2actively , (BOSSHIRTRIFRIBR AL R IR , MiR[EI403 Forbidden , H7&
REIEFAFRresponsed iR AP IEMAIATFIIEINENEEFr/E. BFRELMRIEOSSH
responseXRiGEH IS B FHEHRERER. IREIRF) :

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a Oa 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 3539 3a 32352047 4d
54 0a 2f 75 73 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>
<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld>
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwWUV8=
</SignatureProvided >
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>
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/=
- OSS SDKEZSLIESE , FAF#EROSS SDKAFEXTEZ M, R
B , iI55F0SS SDKAYAS, OSS SDKEZSLMAISHAI T ¢
SDK Fozzios)|
Java SDK OSSRequestSigner.java
Python SDK auth.py
.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php
C SDK oss_auth.c
JavaScript SDK clientjs
Go SDK auth.go
Ruby SDK util.rb
iOS SDK OSSModel.m
Android SDK OSSUtils.java

- MREISIELE |, 51a)0SSHR SignatureDoesNotMatch $85i2Rt , 58 AMASEIH

INEBFHEBREIR,

=]
Content-MDSEHE %

Content-MD5HJiTE
LUBERZE"123456789" ki , iTEXNFRFEAIContent-MD5

IEFBRIH AL ¢

tEPEXNEEE R RIRE

1. e EMDSINERM T HIEeE (12847 ) ,

2. XA BRI Tbase644wTS ( TIARII32(FFFERMmD ) .

LAPythonAfilF :

TEITERRES

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

FEIR

IERBRYRE : hash.digest() , ITEHBHHIERAE ( 12847 )

IR T REINE

-

=]

s
A&
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>>> hash.digest()
"x\x1eA$]i\xb5A\x97\x9b\x86\xe2\x8d#\xf2\xc7'

EEREEENTE BRI 2(UFRIERIEHTbase644RT,

BIan , $8RAYE - hash.hexdigest() , IHHEERITT A3 2 FFERRD
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

HEIRMIMD5{Ei# Thase644RASERIER

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

BR T EFAuthorization Head , FIFIEATLATEURLFIIAERER , AP LUBIZURLELS S =L
ERGAaE),

SCELS=,

URLEEZ73:1:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**9I&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4
%3D

URLSSE , wiRE/D IS Signature , Expires , OSSAccessKeyld=/"&#L,

- Expires XMNSHHYER—NUNIXETE ( BUTCREIL9705F18 15 aa0FbE . #ERwiki ) , BFR
TRIZURLASEERTATIE], ANROSSEMEIXMURLIEKIAMRR FEZ PR SHEXpiresS4AT , NIRE]
TBIGEATAVEEIRMS. BIA0 : ZRIATELZ 1141889060 , FFAERLELIE—60FER AN
URL , MATLAIZ & ExpiresATia)91141889120,

- OSSAccessKeyld BIZ$A+AIACcessKeyld,

- Signature RRERER. AMBHNOSSKFEHIIERMEZMHeaders54y , FEURLFHITE BRI AT
Headerdh B BB BHIEZES—1F,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

Hrh , Sheaderh @S2 FEXFIANT ¢

1. BYURLEEERAT , ZaIRIDateS %A ExpiresS4L,
2. AXFFREAEURLANHead hEEES,
3. ANRENRYSignature , Expires , OSSAccessKeyld HIIAIE—IR , LISE—IR 0,
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4. B KRFEIEEKAT B2 T Expiresid|al , ARBIRIESA,
5. BERAFFAFBRMErlRY |, FEEXurli#{Turlencode

- IEFTAFURLES AT , FREHE security-token , #8=VaNF :

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT2
72YEAiv4%3D&security-token=SecurityToken

AHUES

URLHFEIIERZpython~Hifig

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

/=
- _FEApythonBY=EHED
- OSS SDKARRHt TIRMHURLE RS E | (ERZIAITSESDKXE R FIGRET &
- OSS SDKAJURLEESLI , IESE TR
SDK URLEZ T SEIRSZ {4
Java SDK OSSClient.generatePresign 0SSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK dOSSriCIient.GeneratePresigne OssClient cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object,s
C SDK oss_gen_signed_url oss_object.c

MO

10
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1. fEREURLPERIAT , SR RRNAIEEES EIRELRREEEEN L | BT EERXEE

2. PUTFIGETIERESZHFEURLPE R,

3. TEURLHHINEZRT |, Signature , Expires , OSSAccessKeyldIfEFETLARSHE , (B24N5E
Signature , Expires , OSSAccessKeyldf/DEFPHI—MEEZ | IR[E403 Forbidden, (5=
: AccessDenied,

4. QNSRBI RIRTEIM T iE kiR ERYEXpiresEta , iR[E]1403 Forbidden, $EiR3
: AccessDenied,

5. YNERExpiresATEIE TSR , IR[E1403 Forbidden, $£iR%5 : AccessDenied,

6. WNERURLFHE &£ #4Signature , Expires , OSSAccessKeyldhgg— e Z S , FEHead$thE
BEEHEE , IREHE400 Bad Request, $£i2%5 : InvalidArgument,

7. ERNEEFRIEN |, PRDateiif B ExpiresSEt , HFABE content-type, content-md5% F
BHENXHeader, (iEkFPEAIABDateXMaERk , (BERAFEEDatelI\EBFFFEF )

STSTME

OSSHILABII IR =STSHRSS | IR TGRSR, PIEZ=STS (Security Token Service) EA=ITERAFRH
RS5O WebiRSS. BIISTS |, ERILAAE =S NASEIBAR ( BRESMHEEECER ) MA— 18
EM R RFSPRASHIAEIE. =75 MBS R LERZ LR ST EEERRE =~ RAPL , BiE R
B R A SDKEIBIEI == FRAPI,

EAZBEBREAKEIER (AccessKey ) (AB=FMNA , RFEER—MAAISHEFIBESERS
=75 FARDA],

XN HERGHIEAR R A EREB T LIRS EE X,
EATEXRORPREHERR |, Hia<SRSBIER BRI,

LlappRFEAMI , REFIENTE :

2.3 4 AssumeRole

AppR 2 &R (8 % SR B A 0
ey MEERF Y
App 4.ClientApp S A STS T iE HAAK 3AESTSHEIE
#
5. L 4 I STS SE1E Bp <7 #y 3 A7 4 #9055 API3# £
0SS
k. 4
BERAFEMAEANT :
AppFFER.

11
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ZFRECEEAppAF , BENBHERERS , Al LUFERINEWebMS8,0penlD, MWFEMNE
BIApp KN , AppServera LARBLIMEE X HEMNApp AR IR/INMAIEINR.

AppServeriEKSTSIRSZIREN— 1N L2 <k ( SecurityToken )
FEREFESTSZAI , AppServerEEREApp P IIR/IMAIERSR ( FPolicyiZiAfiA ) ANRIEIRAT

HARYiE), BT IHASTSHIAssumeRole (IERAR ) EOFRKNZ 2. ABEESHERBXAE
IFSERAMERISETHIABEE,

STSIR[EIZ5AppServer— MNERNAEIAIEIE , BIE— 1L e S (SecurityToken), IIEATIHEZES
( AccessKeyld, AccessKeySecret ) LARziSTHARtE],

AppServerigipia)/EibR B ClientApp.

ClientAppE]LABTEHXMEIE, HEIFSMAT , ClientAppEERAppServerBRiEHAIARGAEIEIE
. Hetn | BIEEEESHIA LN , BRAClientAppR LA 30 #hEAppServeriE K E 5L,

ClientApp{EAAMEFRIAEIEIEXERKAlibaba Cloud Service API, =AREZSRKNSTSIHEIEIE
 HEEESTSERSS SREGIEHIRIEIE , HIERIML AFIEK.,

STSZEHHFE | FSERAMEAERTHIABREE. KEEEASTSIRSSEOAssumeRolesRIREVERL/1E]
EUERE], tBAILABEREEFSTS SDKRBMAIZAERTEEE.

$EFASTSEUHEIEERIE K

RPRNEFIRERISTSIGIT RIS | BIIES =2 ( SecurityToken ) LARIIGET5E)ETR ( AccessKeyld,
AccessKeySecret ) H2 &2, KIS EAIEEL N SEEERIRIKSHIACcessKeyfEtHeaderh Al 2 EE
A5, XEIERA

RIS R ASTSIRMATIGRT HIEEA ( AccessKeyld, AccessKeySecret) .

FREEEZRLSM (SecurityToken ) E7EiERKheaderh s Z LIS RS EIR/ZFNURIF, iX
FF I REEEREE— |, tNRERIERE , OSS2iR[EInvalidArgumentigiz.

fEheaderd 8 & 3LEBx-0ss-security-token : SecurityToken, i+EZR
CanonicalizedOSSHeadersiY , #x-oss-security-tokenit&fERA.

EURLAF#EFSHsecurity-token=SecurityToken, it+E&&ZCanonicalizedResourcefit
, Hsecurity-tokenZ3ffi—/ sub-resourceitEENA.

12
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OSSHRMHACL ( Access Control List ) #FRIzHI75% , OSS ACURMBucketBIRINBRIGIA)ES] , BucketB Rl
B=MiHaR : public-read-write , public-readfdprivate , B IR NI :

BURME AR BURRS 1R E BOPR

- (FAA ( BIEERIGR ) BT
iﬁfu{fﬁketEF'E’\JObjectﬁﬁii/—%/ﬂﬂﬂ
BRIBIE.

- BRI =4 A HRIZ
BucketfOwneri&iB , iEERIZIN
PR

- RBi1ZBucketlIOwnergi Z %1%
SR LSS FRIEEFHIObjecti#
TS /MbRR(E.

- HIA (BIEERIFE ) aTLARS
Objecti#{TisER(E,

- ABi1ZBucketfJOwnerg E1#E1Y
S A] LA FAIObjectif
1T/ S /BRIBLE,

- Bt \TERERINNBIR T AN
iaiZBucketIAYObject,

public-read-write AHIEFE

public-read

>
S
Wit
2
f
i

private WEES

5aBA :

- BFRIE—BuckethT , SNERAIEEBucketifR , OSS&B#IAiZBucketiZEprivatefiiR,
- WF—BEFERBucket , REERIBIEETTLUBEIOSSAH Put Bucket AclEIEHSIZ
BucketBIRR,

~iEsksk (Common Request Headers )

OSSHIRESTfuliEO S ER T —L N HiEkk, XEGERLATLAAAERIOSSIERFHER , EIFMENIT :
2R 0%

BFRIEEREEEANAIEER.

KA TR

HNE T

EEEE . FEREXK

RFC2616HEN HIHTTPIESRNBIEE,

Authorization

i KA . FFE
Content-Length BOAME -

FEAAE | FEROSSIEREURAIEK

RFC2616FE M HHTTPIERKNE R,
KA . FRFE

BANE : &

ERZR | FEMOSSIEAEIRANIERK

Content-Type

13
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Date

Host

HTTP L1HMYERIGMTHETE , s : Wed,
05 Sep. 2012 23:00:00 GMT
KA PR

BANE : &

il HosHE , #8=09 : <bucketname>.oss-cn-
hangzhou.aliyuncs.com,

KA FRFE

EHNME:

~HImiEL (Common Response Headers )

OSSHIRESTfulROER T —L AL, XN LA LISFTERIOSSIERFTER , HIFEEXIT

=

Content-Length
Connection

Date

ETag

Server

X-0ss-request-id

KFServicel R {E

14

1154

RFC2616FEMHHTTPIERANBKE,
KB FRFE

BANE : &

FEAHE | TFEROSSIEREURIEK

BB FimANOSSHRSS 88 2 [BRVREREIAE.
KA 118 BXE : open. close
HIME : &

HTTP 1. 11X RIERIGMTES A , fI40 : Wed,
05 Sep. 2012 23:00:00 GMT

KA FIEER

HNME &

ETag (entity tag) FE&ObjectERHIRHERE!
# , AT an— 1 ObjecttlIRNE., XFFPut
ObjectizkelIEHIObject , ETaglEEEREHY
MD5(E ; X FEMBAEIEZEAIObject , ETaglER
HRUABHNUUID, ETagBAILABEFHEEObjectIA
BEARETH.

KA . FFFE

FNE: T

4 RkResponsefIiRSS =S,
KA FFER
EIAE : Aliyun0OSS

x-oss-request-id2HAliyun OSSEIE , FIE—FR
IRiX M responsefJUUID, WNERTEFEFAOSSARSSHY
BRERE , ATLUEEZFRIFROSSTIEAR | 1R
JREZIBIR,

e i ]

BANE : &
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GetService (ListBuckets)

STFIRSHAHEGetimRATLURBIEREHERIFTEBucket , b /" FRRER.
eSS
BXKEE

GET / HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

=
iBREH
GetService(ListBuckets)is , AJLAUE S prefix , markerfimax-keysidlistifRE , IREIEFHOER.

BFR 1%

FREREIRIbucket namesslprefix{EARIZE
, AJLARNRE | MRENNILIERISER

prefix e ey

HNE T

REERMmarkerz [GiR=BHIFINE— 1A
marker RE , ATLAREE , MEERTMLFFAIRE]

HUEKR | FFEH

ZINE :

PRELRIREbucket IR AE , NEBEFIRE , B
max-keys TAA9100 , max-keysB{EABEATF 1000

HUERE | PR
EAIAME : 100

MRzrcE= (Response Elements)

2R A

{R1EGet ServicelmRERMNABE,
ListAllMyBucketsResult KA /2
® yRHcketsrest FT5m: Owner, Buckets

LR : None

RIXRERERIIAIE | Sbucket REFBRMEIATA

. E=]ligsg=|
Prefix KR . o
R M : ListAllIMyBucketsResult
Marker tREBIX R GetService(ListBuckets)B9igra , 4

15
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MaxKeys

IsTruncated

NextMarker

Owner

ID

DisplayName

Buckets

Bucket

Name

CreateDate

Location

16

bucketREE[REFTA BT R
KA FEE
R M : ListAllIMyBucketsResult

MRS KPR EIERAVRAEE  Hbucketke
R ERS A BT R

KA . FFE

RT3 : ListAllMyBucketsResult

EEBFIENEREERIRE : “true” T
REBREISEER ; "false” FRAXBLZIRE
TEEER, HbucketkEEBHREIRABIT A

KA MEFRER
BRYE : true, false
R M : ListAllIMyBucketsResult

F~ F—XGetService(ListBuckets)mJ LA
marker , BFRREIRZERIRE], Hbucket>kREEB
RERA BT A,

KR . FER

R M : ListAllIMyBucketsResult

FF=EmRBucketiiEEEEHRES.
AU . 588
R : ListAllIMyBucketsResult

Bucketii5EZHIAFID.
KA FiFE
R : ListAllIMyBucketsResult.Owner

BucketfiB&ERIZR (HRIFIID—E).
KA FFTER
RT3 : ListAllMyBucketsResult.Owner

RIFZ1 BucketiERHIESER.
A 588

FT55 : Bucket

RT3 : ListAllIMyBucketsResult

{RFbucketZERIARE.

KA ;7588

FT = : Name, CreationDate, Location
R : ListAllIMyBucketsResult.Buckets

BucketZ#R,
KA FRFE
AN

x-ljl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

Bucketfl3ZAT[E]

SREL : BYiE) (8=« yyyy-mm-
ddThh:mm:ss.timezone, e.g., 2011-12-
01T12:27:13.000Z)

Q:Ij'-.-l\\\

: ListAlIMyBucketsResult.Buckets.Bucket

BucketFrfEAIEUREAHC
%%‘J D R

x-ljl\\\
: ListAlIMyBucketsResult.Buckets.Bucket
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Bucketifsia)ag4 i3

KA - =
ExtranetEndpoint zz%éq_ﬁ

i

: ListAllIMyBucketsResult.Buckets.Bucket
RIKIHECSIRIBucketBIPIRILES

KA - =
IntranetEndpoint 3'3% L FRIER
X-Ijl\\\

: ListAllIMyBucketsResult.Buckets.Bucket

Bucket?zi#s8Y , 3735 “Standard” .
“Archive” , ( BRIRBZPD XEHF

“Archive” Z£8Y)
StorageClass w 7~
9 R | e
AN

XTRA

: ListAllIMyBucketsResult.Buckets.Bucket

DT

1. GetServicelXMNAPIRXIGIEBEIS AR FPBE .

2. NRBEKFIKBAFWIEHEE (BPESRAE ) |, IR[E403 Forbidden, $HiRfS : AccessDenied,
3. HFrEAYbucketEBREIRT |, IREIRIXMIFAE ZPrefix,. Marker, MaxKeys, IsTruncated.
NextMarkertsm , WISRIABELERAKIRE] , WIBIN AT R , HEFNextMarker A F4k4E 18T

“amarkerlif(E,

Nl

R I

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPnKmYZTEHYv2qUI5jI=

REERE I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>
<ListAlIMyBucketsResult>

<Owner>

<ID>51264</1D>

<DisplayName>51264 </DisplayName >

17
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</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint >
<Location>oss-cn-shanghai</Location>

<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

EREI O

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

REEREITT

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>

<ListAllIMyBucketsResult>

<Prefix>xz02tphky6fjfiuc </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>

<IsTruncated>true </IsTruncated>

<NextMarker>xz02tphky6fjfiucO </NextMarker>

<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>

</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
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<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>
<StorageClass>Standard </StorageClass>
</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

X

FBucketfY#{E

PutBucketFF8lli#Bucket ( RZFFERILIT ) . BIEAIBucketFTEAIRegionFlA&IZIBRAIENdpointFFRINL
fIRegion—E1, BucketFFTEHIEUEFOMAEESS | iZBucket FRIFFAObjectiS—EERIER AKX, BEER
B2 BucketiEHRHIL .

TKEE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?2xml

version="1.0" encoding="UTF-8"?>

<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

Mo

1. FJLAPutiEzk =AY x-oss-acl SLRigEBucketifiai R, HEIBucketG=FM5A4XpR : public-read-
write , public-read#private,

2. MNRIFKAYBucket BELFE , AEIBKERZMEE , IR[E1200 OKEKIA.

3. MNRIBERAIBucketBEFE , (BREARIBEREFHERY , 1XEI409 Conflict, iR
: BucketAlreadyExists,

4. ANERABRIEERRIBucket AT EMREAALE | IR[EI400 Bad RequestiBE. fHIRMD
: InvalidBucketName,

5. SNERAF&RFEPUT BucketiZkAIEHE , IRBENBFIIEER | RX[E403 ForbiddeniBE. &R
: AccessDenied,

6. {NERPutBucketfIRHRAIIELBITbucketiR A BIEEET , BAIA304 , IR[E]400 Bad RequestiER
. $HI=RS : TooManyBuckets,

7. BIEERIBucket , AIRIRBIEEILIINR , NBGVAGER Private 1R,
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8. BlEAYBucket , ATLIEEBuUcketiIFESEEY |, ATi%{EHStandardfIA, Archive,

Nl

R

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket ACLIZOFTF&XBucketifiai PR, HaIBucketG=#j5a4pR : public-read-write , public-
readfflprivate, Put Bucket ACLR/EBITPUtiEkfY “x-oss-acl” LFKIZE, XMEERBZBucketfit)
EEENIRHIT. WRIRERID , NIRE200 ; BNREENAVERIBIIERER.

TKIEE

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Ho/N\
I
1. WSRbucketzE , RERTHRISIRMEERIRA— | FRIBKAEE BbucketfiBER, 1%iFK
FeZEbucketNE |, BRESEHIUR.

2. AR AP AFEPuUt BucketiEkaVEHR | IRBENBRIIEER | IR[E403 ForbiddeniEE., $HIRME
: AccessDenied,
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3. WRBKRPEHE , “x-oss-acl” 3L, F#HiZzbucketBFE , HEFZEKREARE , WEHR
bucketiSPRAZE.

Nl

R

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

WNERZIE BAWIRATEIE , 71400 Bad RequestiHg. :
ERREITA

HTTP/1.1 400 Bad Request

X-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9</Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld >
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

Put Bucket Logging
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OSS#EHBucketimal HEN BHIEN T AEbucketiIBEEEEF NS rbucketAiHa){T., OSSIEMAHY
Bucketif[a| HEAMRIEICE FE—5AEER.

BucketfBE & RILASbucket FEiBIABEERINEE. XNEEFERE . OSSKEBEIMMERIAIAXMbucketigsk
HEEAERS |, FHRIBAFIEEIHN , LUNGARA |, iR BEEA—ObjectE NFIFEERIbucket,
OSS#Z{HtBucketiz|a] HERIBRZE N T/ EbuckethUBEEERF IS HTbucketfiniaI{T/H. OSSIRERY
Bucketifia) HEAMRIECR ME—&BHIER.

KIEE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled >
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

B RKTTE(Request Elements)

B Hiik BEBYVE
1) El :Mﬂ(’& SRS
BucketLoggingStatus ?ﬁ%; LoggingEnabled =
RITER: o
Pl =R ,%E’\JE%O XATTER
i FEF'H‘.T.—ﬁE , RIANAERE,
: KA. BFem =
LoggingEnabled FrtE: TargetBucket, a
TargetPrefix
Rt BucketLoggingStatus
EEFRIiEIA HERIBucket,
KB Y
TargetBucket ZEF RS BT
BucketLoggingStatus.Loggin
gEnabled
SRR B
TargetPrefix BUER, e
KRB FfF
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Ftz: None

RitE:
BucketLoggingStatus.Loggin
gEnabled

FiEGin BicRNobjectdi A RN

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

BN |, TargetPrefixd HEFFERE ; YYYY, mm, DD, HH, MM#FISS73 5l 2i1ZObjectifk SR AR {BEF
ME, B, B, BT, 28508 GEERZEL) ; UniqueString SOSSRALERMNFFE., — NIFRATFE
OSSifaHEAIObject ZFRGIFIT :

MyLog-oss-example-2012-09-10-04-00-00-0000

LB, “"MylLog-" RFF1EERIObjectgis ; “oss-example” RiFEbucketfy&ZFR ; “2012-09-10-04-
00-00" RizObject#EIEATAYILERESE ; “0000" ROSSHEAEEMAIFHIER.

LOGIZHHETL

2 Bl = aX
B RICRIIPHBIE ( Proxy{{IE

Remote IP 119.140.142.11 AP KIER s RmIZFER
)

Reserved - (REB=FER

Reserved - (REB=FER

. [02/May/2012:00:00:04 RPN
Time +0800] OSSIZEIEKAYRTIE)

Request-URI

"GET /aliyun-logo.png
HTTP/1.1 *

FBFRERRIURI(BEquery-
string)

HTTP Status 200 OSSIREIRHTTPIRZSHS
SentBytes 5576 FIFMOSSTHAIRE
RequestTime (ms) 71 SSRARIERAVATE) (=R )

http://www.aliyun.com/prod

=S S

Referer uct/oss BKAIHTTP Referer

User-Agent curl/7.15.5 HTTPAYUser-Agentsk
oss-example.oss-cn- RN

HostName hangzhou.aliyuncs.com BRI

Request ID 505B01695037C2AF032593A FATFI— AR sREgUUID

4
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LoggingFlag true EAFE TR BERE

s ¢ —1n . oy
Requester Aliyun ID 1657136103983691 BREMFESID ; BRI
Operation GetObject =P reSis]
Bucket oss-example EKiGAAYBucketZF
Key /aliyun-logo.png FIFi1EkAIKey
ObjectSize 5576 Objectx/)

=) N yivls

Server Cost Time (ms) 17 OSSHEég%&EZKU\lﬁXﬁ frigH

B (2= )
Error Code NoSuchBucket OSSIR[EIFVEEIRES
Request Length 302 FIFERRIKE ( Byte )
UserID 1657136103983691 Bucketili&&EID

Y g RN

Delta DataSize 280 E,Ej chethC/J\E’Jx%g FIRE

T -

== ERER - e
Sync Request - %E;TCDNE'E”%* A
Reserved - REFER

TN

1. iEBucketf1B¥RrBucketAEFE—EF.

2. FERTRAGERIEET , “BucketName” RREFEHEIAEICRM
bucket ; “TargetBucket” FiABIAEICREFANNbucket ; “TargetPrefix” T Fh&iHIEIH
HicRMobjectBFRIZR , FILAAZ.

3. iBbucketflBtxrbucketa] LAZR— Bucket , tBAJLAZAREAIBucket ; AP BT LUS S MYTR
bucketfLOGEHFIEER— BiRbucket®y ( EINFEEARRMITargetPrefix ) ,

4. ZXRA—BucketlipRI HFICRINEER , RERIEXE—1=MBucketLoggingStatusBia] , B{f75
ERLASE TEIERR,

5. FiBPUT Bucket LoggingiEa ks 5% , BIASIFER A,

6. ANERPUT Bucket Loggingisk&ife& A~ EiRbucket (iBERRFIFAIBucketName ) HUIHEE
, OSSIR[E4035EIRMG ;

7. tNRREbucketAFE , OSSIR[EIEIRES : NoSuchBucket,

8. YNERPUT Bucket LoggingigkkieB& A2 Birbucket (iEkflhfYTargetBucket ) KB E
, OSSIR[A1403 ; R BHirbucketAFE , OSSIR[EI$EIRED : InvalidTargetBucketForLogging,

9. IRBucketf1HfRBucket /B FR— 1 EUEH L , BUIREI4005HR | $EIRIGH
: InvalidTargetBucketForLogging.

10. PUT Bucket LoggingisRFHIXMLAE % , IREIFEIRED - MalformedXML,

11. JFEbucketf1Birbucketa] LAZR—1 Bucket ; FAF AT LMEARRERYREbuckethILOGERRIFER—
Birbucketl (FEEREIEEAERITargetPrefix ) ,
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Nl

12

14.

15.

16.

17.
18.

19.

. JEBucket#MiIpRAT , XIRAILogging RN ISR,
13.

OSSLU/INE B4 pkbucketip@fILog3 4 , (BHARXANNTHIRTEIERENICREIX T
ALOGNM R , tBERIBEHIME E— 1 aE T—MOGIZ {4,

OSSERAILogSZH-aEZMNAE “UniqueString” {{XE2OSSHEARKAIUUID , BFHE—RR
iz,

OSSAR—™bucketiialILog3Zt , EAF—RPUTIR(E , FHECRESBN=E , (EARIER~4%
HimE. LOGERSS , FAF T LUZRRREBRIObjectRIZBEIXLELOGIZ,

OSS&ZERIALAL “x-" FFkRquery-stringZ2%1 , {BiXNquery-string&#icREHALOGH
. NRFENBERHREEF , tir—MEFRRNIEK , JLEURLFFIN— “x-" FFLRY
query-string2#4, 40 : http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-
logo.pnghttp://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-
user=adminOSS4HE FEFEMNMER , LERE—HFRY, BREAHELOGH | (FRALUBIEZR "x-
user=admin” , RAEMEMHEITRCAIXMEK,

OSSHILOGHAHHIT—NFER , ERIEEHIL "-" | BFRAARNIEIEES FHRiERKIZF BRI,
RIEFRK , OSSHILOGIETUERSERESIANI—LFE | BHAREFFRLoghhE T BRtE EHRA N
AYEIRE,

WERAF _L1ET Content-MD51FKL , OSSKitEbodyAIContent-MD5SFHEE—EE: , tNEAR
—3 , iRElInvalidDigest{&i=g,

FrEbucketizial AEAERTH :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MylLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS
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Xi@bucketifia HEAGERMG

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Websitet2{ERTLUE—NbucketiR B EFSMubiTE R,
Y
BB

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html </Key>
</ErrorDocument>
</WebsiteConfiguration>

i&KITE ( Request Elements )

B A BEYA
ErrorDocument FroEKeylIRTTER &=
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IndexDocument

Key

Suffix

WebsiteConfiguration

MM

1. FrBsSMub 2 IS FrE W T RSB , BIEEFIRHITHIRIA |, flal)avaScript ; OSSA
2. INRIFAEER B CRYER SKIGIAE T buckethIEHSMuL , AJLUBITHECNAMERSEH, BIAECETS

3. AP — 1 bucketig BREHSMULEERTIRS , WIUEEZRSINH , SERTELZATIEA,
4. BFHB— P buckeiR EMFEFSMUFEEETIRS , IEERIZS IREMERAERZZbucket REI—1

5. FTEE— M bucketiREREHSMUHEERIUE | WESHWISRIEERIERLE , OSSKIREZRS|TRE

6. SNRFAF &7 Content-MD5iERL , OSS&itEbodyAIContent-MD5SFHIGE—EME , WNRF—

Nl

BRI

KA 588
RITE: WebsiteConfiguration

FroERSuffixBIRTTE.
KA RES
Rtz WebsiteConfiguration

IR [EI4045E5RATE RIS 42
RELFRIER QTR
WebsiteConfiguration.ErrorD
ocument

BEE - Z4ErrorDocumenti®
&Y, %

1R [E B RURLESZRINAYZRS 1344
B FEAE , BAEEs
/" BIENZRS ISR E A
index.html , Mif5E):0ss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/iXEERAIATIR
BOAEBHEZ T oss-cn-
hangzhou.aliyuncs.com/myb
ucket/index.html

SREVFREER

RtE:
WebsiteConfiguration.Index
Document

BXRAEES
KB . A
RTER: T

=
=

BEMN

i

i

e R EIBEIRSS SRR | FISIPHP , ISP, APS.NETZ,

B34 | BESUHEIBE.

object,

; MEFEWIERIE R ER TR , OSSIFIREGet BucketZER,

3 , $Bix[EInvalidDigest{&iRAg.,
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PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Referert®2/ERTLUE B — Nbucketfirefereri5ia) HZ B NE D /i refererER RN AE KA,
Bucket Refererfi &5k 24 ILOSSPh R E,

BKEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com </Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>
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iBRk7TcE= ( Request Elements )

= g

{RTFRefereric ENSHIB S
KA NEE

FHR

: AllowEmptyRefereriim,
RefererListTima

Ve S= ==

RER T

IBERA N FrefererFER AT

AgIEKiAIaEl,

KA MEFRTER =
AllowEmptyReferer R0 - truesifalse BUAME 2

. true

R : RefererConfiguration

{RiFrefererip BB EAISES
RefererList SIS

Q—H—

Tam : RefererConfiguration
FTm : Referer

BE—skrefereriza| 3R,
Referer KR . FRFER Gjvis
52+|—

W
]
#

i

RefererConfiguration

i

T : RefererList

Mo

1. RBBucketiUBEE FBEAFCPUt Bucket Refererig=k , BNR[E403 ForbiddeniEHE., EI=M3
: AccessDenied,

2. AllowEmptyRefererspig eV E1GE I Z BIAYAIlowEmptyRefererfic & |, iZFERAWEN , &S
FRERARIAIlowEmptyRefererBit & Htrue,

3. I FIEARefererListhRIE BB IRBEZRIRENO B RIIFK . ZFAF LERIRefererList =
B (A~EaRefereriZkitx ) , R FEBECRENBRRIIER , BIHRZEIEER
RefererList,

4. SNRABF E£7T Content-MD51ERL , OSS&itHbodyfJContent-MD5FHIEE—EME , WNRA—
# , $Bix[EInvalidDigest{&iRAg.,

Nl

BRI
A ERefererfUiERmrGl :

PUT /?referer HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 247
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Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

B &RefererfiERG :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Lifecycle

Bucketf9iiE & T LAEIT Put Bucket Lifecyclesgi&EBucketfLifecycleBtE., LifecycleFFf2fG , OSSISIZER
BLE , EEAEIMIRRE S SLifecyclefINIAEITACAIObject,

ITKIEE

PUT /?lifecycle HTTP/1.1
Date: GMT Date
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Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>RuleID</ID>

<Prefix> Prefix</Prefix>
<Status>Status</Status>

<Expiration>

<Days>Days</Days>

</Expiration>

<Transition>

<Days>Days</Days>
<StorageClass>StorageClass </StorageClass >
</Transition>

<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

&kt (Request Elements)

ER A BELE

EEMNMER 2B, BEIY

FIRMISO8601a9tE, , FHER

BUTCRIZ S, flan : 2002-

10-11T00:00:00.000Z Days#CreatedBeforeDate—
S - P i

R : Expirationg&

Transitiongi&

AbortMultipartUpload

EEHNENSRREESATES
BELbREA,

Days LR - PR
RT3 : Expirationg®
Transition

18 ObjectMINIBITHAE 4.
B it N

Expiration F M : Daysag
CreatedBeforeDate
R : Rule

EERFEAAIPart i NIASHER
'&o

i N

F5r : Daysak
CreatedBeforeDate

RXF A : Rule

CreatedBeforeDate

Days#lCreatedBeforeDate—
—

l

AbortMultipartUpload

iy

ID FNE—HIID, HEZH255FT

ol
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LifecycleConfiguration

Prefix

Rule

Status

StorageClass

Transition

Mo

Hpk. BAFIRAEE  HE%
BEAZET , OSSRARFER—

ME—E.
KA TR
FoR T
R : Rule

LifecycleEEBAEE  RETSD
ZR10005%HMI,

KA NEE

FTA : Rule

RER T

IBEMNFMEREIS. B
BCRISRAIXI SR A B] BEARZ AN Fr
2, AaJEE,

KA AR

FoR T

AN+

RXF A : Rule

iR —FNY

KA ;N5

TR

:ID, Prefix , Status , Expirat
ion

RETR

: LifecycleConfiguration

WEREENEnabled , BBA
OSSSEHHTIZAN ; aNR2
Disabled , 3BAOSS&ZHEZ

K,
KA FEGER
R : Rule

B3E : Enabled , Disabled
IBENISEEAERIOSSHI B 7%

e 3]

KB FRFE
-+ .

FER I

R : Transition

BEXE : IAsZArchive

1EEObjectE B4 dn AHE+

, OSS{AIRTERIREEERIIARE
ArchivefZfifZEa

it A

Fi : Dayss
CreatedBeforeDate

LRF = : Rule

fiD

i

i

i

N HiD

iy

, NIRRT ETransitioni® &

1. R5BucketffEE A BEAFCPuUt Bucket Lifecycleizsk , BNRE403 ForbiddenidE., 4R

: AccessDenied,
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2. MNRILALEHIRED Lifecycle , M ERBIE—FRILIfecycleficE ; BN , MBSTRINEE.
3. ATLAXIObjectizZEid HBRTIE) , thelLANIPartig Bl HART A, XERIPartfigRIRAS A EEA LT
 BREFRERND F.

4. 7¥5Standard BucketdriStandard Objectst&fig 1A, ArchivefZfE2£8! , Standard Bucketm LAt
Xf—ObjectERIECEFEAEIATIArchivefFESREHIN , RRNECERZRAEIATIArchiveXBUERT |, &
figArchivefIRT Bl RV EEREIARIRT EHS, BilENTransition IAIRE&Days 930 , Transition Archivei&
EDaysATIA, BN , fRInvalidArgumentis,

5. Objecti® BT BART AR A T NIATZ Archivefgadial, &N , #RInvalidArgumentis,

6. S23FIA BucketsObjectsi&fig/ArchivefziELEY,

7. A3z$EArchvie BucketBlEEERERIN,

8. ASZHFIAZERIODbjectiEfigoStandard,

9. A3z#FArchivessBObjectiEfig IIAR Standard,

Nl

R

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Thu, 8 Jun 2017 13:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:PYbzsdWSMrAIWAIMW8luWekJ8=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload >
<Days>1</Days>
</AbortMultipartUpload>

</Rule>

<Rule>

<ID>transit objects to IA after 30, to Archive 60, expire after 10 years</ID>
<Prefix>data/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>

<Transition>

<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>

<Expiration>

<Days>3600</Days>
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</Expiration>

</Rule>

<Rule>

<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>6</Days>

<StorageClass>Archive </StorageClass>
</Transition>

</Rule>

<Rule>

<ID>delete created before date</ID>
<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucket (List Object)

Get Bucketi2{EFaJFa3Elist BucketF i 0bjectiSE.
s
BEXIEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

iBk2#(Request Parameters)
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GetBucket ( ListObject ) B , ATLAIEID prefix , marker , delimiterfimax-keys3dlistiHfRE , R[EIERD 4
. B, FLlEZencoding-typexdiRElEEREFAIDelimiter, Marker, Prefix, NextMarkerflKeyiXitE

L CHEN
EA

delimiter

marker

max-keys

prefix

encoding-type

MR rcE (Response Elements)

=

Contents

CommonPrefixes

Delimiter

35

115

B— 1 ATXObjectBFHITHENFF. FiBE
FESEERIREE X HIdelimiter=fFZ
[BfJobjectfFA—4HTE=

——CommonPrefixes,

HUERE - FRIEB

HNE: T

igiﬁéat%}}\ma rkerZ [RIRFEHEFAISE— TR
&[],

ERE | SRR

FOME : T

PRELRIREobjectiIERAEL , WIRAIRTE , BUA
73100 , max-keysE{EABEATF 1000,

HiEEA . 25

ZUAE : 100

FREIREIobject keys Al prefix{ERIZR, iE
%“fi%ﬁprefixéﬁﬁﬁ , IREIRkey P ISEE
prefix,

HUERR | FRFE

VN

EEMREINASHI TR |, IEE/mEaIZEEL,
Delimiter, Marker. Prefix, NextMarkerfQ
KeyfSFAUTF-8=4F , {Bxml 1.OFmEARSTIERIT—
LeiEIFRT |, EbiNasciifEMORI1089=FFF. T8
2xml LOFRERSIFRIEHEIFR |, LB iERE
encoding-typeXtiREIRIDelimiter, Marker,
Prefix, NextMarkerf1Keyi#{T4wf3.

HUERE . 25

EOANE : &, BAEE : url

1154

REFEMNREIObject metafI& g,
KA . [EE
R4 : ListBucketResult

WNERiEKPIgEE T delimiters%y , MFEOSSIR[E
AR FEE CommonPrefixesstER. iZITE=IREA
BRLeL delimitersgE , FHEHERIZAJobject
FREVOES.

KA TR
R : ListBucketResult

E—METObjectBF=#HITHHENFR. FiE&
FEEIEEHRIKESE X EIdelimiter=fFZ
iEAYobjectfEN—4HITE
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EncodingType

DisplayName

ETag

ID

IsTruncated

Key

LastModified

ListBucketResult

Marker

MaxKeys

Name

36

——CommonPrefixes,
KA FRFE
R A : ListBucketResult

EERIRMIERPIRIDERAIZEE., NRIFKRISE
thiE%E 7 encoding-type , BPSXTIREILERFAY
Delimiter, Marker, Prefix, NextMarkerf
KeyXLeTRH{THRAD.

KA R

AN

R A : ListBucketResult

Object HBEEMNRZF.
KA FFER

R = : ListBucketResult.Contents.Owner
ETag (entity tag) FEEMObjectERAIRHERE L]
i# , BFtr—1NObjectiINE. XJFPut
ObjectiEsklERIObject , ETaglEEEREH
MD5{E ; XFEft5z(EIZEAIObject , ETaglE=2
HRESHUUID, ETagEAILABFICEODbjectiE
BERETH. FENAFPFERETagkIER
ObjectIBHIMD SKILEHETTEE M,

KA TR

R = : ListBucketResult.Contents

BucketfiEZRIAFID,

HKE  FfFE
A

R A : ListBucketResult.Contents.Owner

IEEEREFENEREESRME ;  "true” Fx
RREKBREAIEEER ; "false” BRARBEIR
BT £EPER.

KB - WEFRTER

BXUE : true. false

R ListBucketResult

ObjectfiKey.
KB FRFE
R A : ListBucketResult.Contents

ObjectRE#AEKAIRTIE],
i I 1=]]
LT : ListBucketResult.Contents

{R1FGet BucketiERKERMAEE.

KA - 588 F15= - Name, Prefix, Marker,
MaxKeys, Delimiter, IsTruncated, Nextmarker,
Contents

AN
X

T . None
FREAIXRGet Bucket ( List Object ) A9#Esa.
KA TR
Q¥ : ListBucketResult

WS R PE SR E.
ST AR

R A : ListBucketResult

BucketZ=
KA FGEB
R : ListBucketResult
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Owner
Prefix

Size

StorageClass

MM

RFBucketiiBEERNAER.
A . 88 715 : DisplayName, ID
LT /A : ListBucketResult

RRERERIIFTFIERILS.
KA FER
RF5 4 : ListBucketResult

Objectiy=FT54L.
KA R
AN

R A : ListBucketResult.Contents

ObjectfyfFti#EEY , 75 "Standard” |

“IA" . "Archive” . ( BRIRBES X
“Archive” Z8Y)

KA . FiFE

AN+

R A : ListBucketResult.Contents

1. Objectth AR BEENXAImeta , FEGetBucketiEKEIASiR(E,
2. YNRIBEAIBucket MFE , BERENIEE AR ARLERIELIZERBucket , RE404 Not

Found$&iz , {1289 : NoSuchBucket,

3. MNER&BIHANZBucketHIH R |, ¥R[E]1403 Forbiddent&iR |, $&1=F5 : AccessDenied,
4. YNRE Famax-keysHNRETIE—IRFEklisting , IREIZEREMAN— <NextMarker> , $27-4r4E
listingaT LALAUtE Amarker, NextMarkershp{E{37ElistéER 2 4,

5. IS EIRRT , BMEmarkersSEFREFIRFPAFE | IREIEMNFFEmarker=&HE A T— AT

EN. #n5Rmax-keys/vF0st#&AF1000 , #iR[EI400 Bad Requesti&iR, $HIRAS

: InvalidArgument,

6. &prefix , marker , delimiter2#AFSIKEZEK , IR[E]1400 Bad Request, fHIRHS

: InvalidArgument,

7. prefix , markerfs RIS TRETHR | SEEHKELNTF1024F75,

8. ANSRIEprefixiRARANHKE | BATLABFI AL prefix LRI | BMZ S M@BIFRIFTE RIS
HRFR, SNRBIEdelimiteriRE / B, IREHEMRABFNZ AR RIS | SR TRY

FEEIREIECommonPrefixesElyy , FI4FE BT EFINAG LK B, —

bucketfzE=" object :fun/test.jpg , fun/movie/001.avi, fun/movie/007.avi, FHigZEprefixA
" fun/” , MREI= object ; ANREINIREdelimitery “/" , NIREISZE" fun/testjpg” FIET

28" fun/movie/” ; BPSEEL T M{4RAYZEE.

EHinR

fEbucket “my_oss” WH4 M object , BFDHIA -

- 0Ss.jpg

- fun/test.jpg

- fun/movie/001.avi
- fun/movie/007.avi
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Nl

R

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z < /LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName >

</Owner>

</Contents>
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<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

ERTHI(SPrefix8%) :

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
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<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BERTB(Eprefixfidelimiter2E) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
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<Name>oss-example</Name>
<Prefix>fun/</Prefix>

<Marker> </Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/test,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>

</Contents>

<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>

</ListBucketResult>

Get Bucket ACLASZREIE N BucketBYip et R,
A= =Ty AL SN
=P 13|=|:_"l£

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R7cEE (Response Elements)

2R A
FEACLIERIAE
AccessControlList B iU N

RT3 AccessControlPolicy

{R1ZGet Bucket ACLEEERAYZSSE

AccessControlPolicy SN
R : None
Bucketi#BEMETR.. (HRIFIID—E)
DisplayName KB FRFER
RT3 AccessControlPolicy.Owner
BucketfJACLIR,
Grant KA | EFRTER
BXYE : private, public-read. public-read-
write
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ID

Owner

AN

RT3 AccessControlPolicy.AccessControlList
Bucketfig&HIFFID

KA . FiFE

R : AccessControlPolicy.Owner
RFBucketiiBEERNERR.

KA REE

RER

Mo

1. RBBucketfYBEF BEEAGet Bucket ACLIX/MEM.

Nl

R

GET /?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

REFRGE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>user_example </DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

: AccessControlPolicy

Get Bucket LocationEBF&EBucketFiBRIEUREFIOMIBEA,

iEskiEik
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GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

IWRrcER (Response Elements)

BR i)
BucketFrfERIX 15,
KA R
LocationConstraint Values: oss-cn-hangzhou, oss-cn-gingdao,

0ss-cn-beijing, oss-cn-hongkong. oss-cn-
shenzhen, oss-cn-shanghai

IO

1. REBuckethUilBE & 1 8EEEEBucketdJLocationfE 2 , BNR[E403 Forbidden$&iR fEi=m
: AccessDenied,

2. HaiLocationConstraintG%E : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-
cn-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1 , oss-us-east-1, oss-
ap-southeast-1 ; DBIXIMAVNEIRFL , SBEIREH0O |, ALREEF L. FBEEFO. RYIEL
fERO. EBEEERO. EERAHIESRD. EEHSRIAUEF ORI (Fi0E ) #HiEH0.

Nl

R

Get /?location HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNERElZF :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationConstraint
>
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Get Bucket InfolEFIFEBbucketiIiBX(ER. BENTRS :

- BIEEATIE)

- SMRI5IEEndpoint

- IRIEIEIEndpoint

- bucketfUHBEEER

- bucketfJACL ( AccessControlList )

KA

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWRzrcER (Response Elements)

AR 1%

{RFBucketZENENE S
KA ;2588

BucketInfo e
REm T
{RFBucketBEMEEHIAES
Bucket KR . A28

R : Bucketinfothg

BucketBlEATE], AIEHET

2013-07-31T10:56:21.000Z
KA - [E

R : BucketInfo.Bucket

Bucketifz/a]a94hedie
ExtranetEndpoint KA TR
R : BucketInfo.Bucket

A X1HECSiTABucketHIPI R
: 7
IntranetEndpoint R

R A : BucketInfo.Bucket
BucketFrEE+ ORI XI5,

Location KA - ISR
Q¥ : BucketInfo.Bucket

CreationDate

Bucket&=
Name KB FRFE
R A : BucketInfo.Bucket

FBFERBucketiiEE(=ZEH

Owner m
B,
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KA - 7558
RAFE : BucketInfo.Bucket
BucketiiB&EBIFFID.
ID §§2 : ?—ﬁ%
Q-ﬁl\\\

: BucketInfo.Bucket.Owner

BucketfiB&EBIRFR (HRIFN
ID—Z0),
DisplayName KR FRFER
RE=
: BucketInfo.Bucket.Owner

FEACLIERNEES
AccessControlList KA N2
R A : BucketInfo.Bucket

BuckethJACLIBR.

KA . TR

BE : private, public-
Grant read, public-read-write

AN+

X-Ijl\\\
: BucketInfo.Bucket.AccessC

ontrolList

MWD

1. W1RBucket R EE , IR[E40455R, $E1RAS : NoSuchBucket,

2. RBBucketfiUBEE FsEEFBucketfIEE , BNIREI403 Forbiddent&ix fEIRG
: AccessDenied,

3. IBKALUMNEE—OSSRIEndpoint/&it,

Nl

KB

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

FRIIZRENBucketE BHEEIRE |

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>username </DisplayName>
<ID>271834739143143</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

SEENAEERYBucket(SBAVIRELRA

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com </Hostld>
<BucketName>nosuchbucket</BucketName>

</Error>

FEGSERERIGEIIBucketiS RRIREFI :

HTTP/1.1 403

x-0ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>AccessDenied </Code>
<Message>AccessDenied</Message>
<Requestld>568D5566F2D0F89F5COEB66E </Requestld>
<Hostld>test.oss.aliyuncs.com</Hostld >

</Error>
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Get Bucket LoggingFiF&ZEBucketfyifia) HEE E1ET.
A= iy y At SN
BXKIEE

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

B fik

A SRS E RIS
KR 7588

BucketLoggingStatus FitE&: LoggingEnabled

RITER: T
pAEHERNERE. XN TTEREFABHNEE X
PR

LoggingEnabled SR Zeme

FItE: TargetBucket, TargetPrefix
RJtZ: BucketLoggingStatus

IBEFAR HEAIBucket,
KA

TargetBucket ZrE T
RITE: BucketLoggingStatus.LoggingEnabled
EE%%%EZ{%T?E’\JUH 18 B S 4RI,
i KL FR
TargetPrefix 52 None

RITE: BucketLoggingStatus.LoggingEnabled

===/ \,
5T
1. W1ERBucket ~REE , 1R[E]404 no contentiiR, $£iR%5 : NoSuchBucket,
2. RBBucketiUBE F8EEEBucketiUIhIR HERE BN , BNRE403 Forbiddeni&iR $51=3
: AccessDenied,

3. WNEREBucketzRi&ELoggingfNl , OSSIHFARE—MXMLUEEK , (BEFRY
BucketLoggingStatusTtEAZS,

N

BRI
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Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNARERRS :

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

RIRELOGRNIAGRELRG :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
</BucketLoggingStatus>

Get Bucket Websiteti{EFIFEEbucketlIEESMILITEIRT.
e AL SN
BB

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

IWRcER (Response Elements)

BIR 1

B
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ErrorDocument

IndexDocument

Key

Suffix

WebsiteConfiguration

MWD

FILEKeyRIRITER
KA 7RE%
RITE: WebsiteConfiguration

FITESUffixBIRITER.
A 7588
RJytZ: WebsiteConfiguration

IR[E140455IRATE RIS (42

RELFRFER TR
WebsiteConfiguration.ErrorDocument
B - HErrorDocumentiR &Y , ME

IREIBRURLEHRIIANZRS UGS FEAT , B
REER"/". HINRSIXHREN

index.html , Mif[E):0ss-Cn-
hangzhou.aliyuncs.com/mybucket/mydir/iXt£
TBERAIBHREIAEE = F3iEloss-cn-
hangzhou.aliyuncs.com/mybucket/index.html
SREVFREER

RITE&: WebsiteConfiguration.IndexDocument

IEKRAERE

KA . [EE

RITR: T

1. AR Bucket R EE , iR[E]404 no contentiiR, £E£1RFS : NoSuchBucket,
2. REBucketfHEE 7 8EEEBucket IS MubTEIRT , &MIR[EI403 Forbiddeni&EiR s8R

: AccessDenied,

3. AIRFEBucketRIREFFEMUGTEETNRE , OSSRIREIA044EIR | TEIRISA

: NoSuchWebsiteConfiguration,

Nl

KB

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRELOGHNEREIZH :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT

Connection: keep-alive
Content-Length: 218
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Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RIKELOGHNIAIIR [El77~6

HTTP/1.1 404

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld >
<Hostld>oss-example.oss-cn-hangzhou.aliyuncs.com </Hostld >

</Error>

Get Bucket Referert{EFAF&EbucketfyRefereriBXEIE., Bucket RefererfhiEsEE R ILOSSHEYE.

TKEE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cE (Response Elements)

EA 115

{R1FRefererB ENBHIT R

KA 7588
RefererConfiguration FTr . AllowEmptyReferertisa,

RefererListTi =

REM T

AllowEmptyReferer IEERERFrefererEBR ATAIEKITE,
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KA MEFITER BRUE ¢ true B false BUAE
. true
RT5m : RefererConfiguration

friFrefererpA AR BHIERR.
RefererList RE AR
erererts SZ*-FJ : RefererConfiguration

FT e : Referer

EE—%Krefereripl BB,
Referer KA FRTE
"**,\5“ RefererList

DT

1. QD%BuckeﬂzT—T— RE1404581R. $HiIRAS : NoSuchBucket,
HBEBucketfUiHE & 7 aEEEBucketfRefererftBEER , BNIRE403 Forbiddens&iR fE1R3
: AccessDenied,
3. tNERBucketKitiTReferertBXEE , OSSRIREIFAIARIAIlowEMptyReferer{Bf1z=fIRefererList,

Nl

R :

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

BigERefererfINENRERG :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>
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FigERefereriflMAREZF :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

Get Bucket LifecycleFFF&ZEBucketfiLifecyclefic E.
YEELSN Y
BXRIBE

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

T

1. REBucketfUiREE ZFALEEEBucketfiLifecyclefitE , BNIR[E403 Forbiddenttiz fE1=79
: AccessDenied,

2. ANERBucketafLifecycle AMELE , IR[E]1404 Not Found$Eig |, $5i=85 - NoSuchBuckets);
NoSuchLifecycle,

Nl

R

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BigELifecyclefViRElTA

HTTP/1.1 200
x-oss-request-id: 534B371674E88A4D8906008B
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Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FKigELifecyclefBRERE

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<BucketName>oss-example </BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld >
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

Delete BucketFBFHIERE NBucket,
SEES MY
lﬁgzlnlf

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. AR Bucket R EE , iR[E]404 no contentiEiR. (E1RAS : NoSuchBucket,
2. BT HLIERMIFREASE | OSSAIFRAFMIR—1NE=AIBuUcket,
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3. INRXEMBE— ARz HIBucket , IREI409 ConflictiiR |, 1R : BucketNotEmpty,
4. RBBucketiUfBE 7 BeMIFRIXNBucket, ANSRIXERMIPR—NLBXIRANRAIBuUcket , 1R[E]403

Forbiddenf&iR, f&iRAS : AccessDenied,

Nl

R

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

REFRG :

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Logging##{ERFKiHbucketizial HEICRINEE,
R
BEXKIEE

DELETE /?logging HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

==/ \
Mo
1. WNERBucket R EE , IR[E]404 no contentiiR , ££1R%5 : NoSuchBucket,
2. RBBucketfUiBE F8EXFBucketifnl HEICRINEE. WMRIAEREF— M ABTFAREY

Bucket , OSSiR[E]403 Forbiddens&iR , $iR85 : AccessDenied,
3. AR BrrBucketHi&EFigLoggingZige , AARMBIHTTPIRZEES 204,

Nl

=skohl

54



XIGRIFE OSS APl &%

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

BEE

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Websitet2{EFIFFFbucketfUteSMuiteEtE=,
\E \! :
=P lan:_"lf

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

TN

1. 4NERBucketR1Z7E , iR[E404 no contentfEiR , 8125 : NoSuchBucket,
2. RBBucketiUBE 786X FBucketlIEESMutItE =D, MRIXERE— M B TR0
Bucket , OSSiR[E]403 Forbiddent&iR , 51213 : AccessDenied,

Nl

KB

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

RERG :
HTTP/1.1 204 No Content
x-oss-request-id: 534B371674E88A4D8906008B

Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive
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Content-Length: 0
Server: AliyunOSS

Delete Bucket Lifecycle

iBidDelete Bucket LifecycleZiirigEBucketiyEmmEHIE &,

ERiEE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MM

1. N ESMIBRIEREBucketROFFERIEMRBRENIN. LS , ZBuckethAR&BEObjecti B aIER.
2. RBBucketfViBE 7 gefiFRBucketfLifecyclefitE. MNBXBRIF— I AETARH
Bucket , OSSiR[A]403 Forbiddens&iR , =8 : AccessDenied,

N

BRI

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

RERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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K TFObjectiRE

Put Object

Put ObjectlF_E1&E3Z14.
e AL SN
BB

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

& KkHeader

BFR

Cache-Control
Content-Disposition

Content-Encoding

Content-MD5

Expires

57
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1BE1ZObject# FERTAIMNIRAIEFITH ; BEiFH
HIRIESRERFC2616,

KR - G

RANE: T

IBEIZObjectt FEATHIETR | BiFMBAESR
RFC2616.

KA TR

HIME : &

1BEIZObject#li FEATHINBRIDIRT ; FifdmiE
RIESRBRFC2616,

KA 2GR

ZNE : T

IRIBEMMYRFC 18643TEENE ( AEIELER ) it
BEMDSEIRE128LUH T |, MizEFiHt T
base6447iE A— NEERIContent-MD5E, %15
KRBT ERSRENNE ((BEERNEREES.R
EN—E ) . BRIZIERLERNED , OSSEINA
FEERizERLH TiRE R E.

KA EER

2ANE : T

PRI -

BRI ; BB SIARFC2616,
K7 e

BANE : &
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R | OSSARXIX/MEHTIRBIFIEIE
fErEosslEobjectiHIIRSS ERim N RIDEE.

x-0ss-server-side-encryption KA R

E3E(E : AES256
1EE0ssBlEEobjectATAYIIIEINIR,

- SR - s
x-oss-object-acl KA FREE

&%/ : public-read , private , public-read-
write

I

1. SNRAF L& Content-MD5iERL , OSS&itHbodyAIContent-MD5HIGE—EE , ANRA—

¥ , $BiREInvalidDigesti&iRig,

2. ANRiFERLFAY “Content-Length” {B/INFERRIERKMR ( body ) HIERAIEIEIRE , OSS{HEMIN

BUEES4 ; {HObjectK/NRETF “Content-Length” FRENAIA/)N , EBEUIRISHER.

3. MNRIKEFINNObjectNIRIB A ELFE , HEBHIONIR, SRS G E=SRRAISF
. BxZIR[EI200 OK,

4. ANRFEPUtObjecthIRTR , #EHLAX-0ss-meta- ARTERHISEL , M Iuser meta , ELilx-oss-

meta-location, —{*ObjectA]LAEZNEURISEL , (BFfBRIuser meta/S K/NASBERBIH 8k,

5. iNRHead# 2B MAContent length&%§ , RiR[EI411 Length Requiredi&iR, fEiRtG
: MissingContentLength,

6. MNRIE 7 KE , BRIRAERXHEBody , HEKENbody KIIVINFLEEXR | REHFE—BESFF
, BZltime out , JR[E]400 Bad RequestiBE. $HI=HS : RequestTimeout,

7. WNERIXERINAODbject AFEAIBUcket RZELE , 1R[E1404 Not FoundiBiR. $&IRR3
: NoSuchBucket,

8. MR ERINAIObjectATERIBucketiZ B AR , 1R[E1403 Forbiddent&iR. i3
: AccessDenied,

9. RTINS EERBIYSG |, IR[EIEIRER400 Bad Request, $EiRA3 : InvalidArgument,

10. SNRENRIODbject keyiKEATF 102375 , iXEI400 Bad Request, 5EiRFY

: InvalidObjectName,

11. PUT—/NObjecthyRdE , 0SS5/ HTTP RFC2616tHiXiERIHeader B : Cache-
Control, Expires, Content-Encoding, Content-Disposition, Content-Type, 15 t{&
ObjectftigE 7iX¥Header , NIXMObject FEkAT , HHNRYHeader{BEa# Balik &k L1ERTHY
=R

12. fNR _EEObjectAfHgE T x-0ss-server-side-encryption Header , Mg BEUENAES256 , &
NI&REI400F0MEM fEIRERTS © InvalidEncryptionAlgorithmError, 18xEi%ZHeaderf5 , M@k
htbaiRElZHeader , OSSEXT HEHObjectFH TINERISTEE , =X Objecttiy FEET , ML
SLeh£f & x-oss-server-side-encryption , [E#HIREKIZObjectiIINZE A,

UV
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Content-MD5iHE AR IR

LAEAERIRE T 0123456789 Al , HHEIXMFFFeERIContent-MD5,

1. ISR
PR LA A B AR ¢

1. FitEH EEREHMDS |, HEE—1M28(17 ( 128 bit ) BT HHIEE.
2. BN ISR 1Tbase6447HT,

LAPythoniZ= /1 , IEFBITERIEES :
>>> import base64,hashlib
>>> hash = hashlib.md5()
>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

FEITR  XEEA hash.digest() FIEERIFIbase644miBHIBIN.

>>> hash.digest()
'x\x1eA $]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

2. SR EAT

BERA—MEREXNITEBEAY32FTS (32 bytes ) BY MDSZRFERERR #HiTbase644wt8, a0 , $EiRAYRT
hash.hexdigest() #{Tbase644wig :

>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7
>>>

>>> # TERERNITESER
>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30WIANmUyOGQyM2YyYzc="

3. BESX
AT LAR R AT -

1. BREITEHFEAIContent-MDS2—N24F 5] =455
2. 21 A 0123456789 {FE NS , HiAContent-MD52 eB5eJF1ptWaXm4bijSPyxw==

Nl

BRI
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PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

REERE :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-o0ss-request-id: 5650BD72207FB30443962F9A
x-oss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

Copy Object

EN—MEOSS LEZFERobject i B —"object , ATLARIE—PUTIERKLEOSS , HEPUTIERLHR
INJTE “x-oss-copy-source” EIEEENIR, OSSEEFIMIHXE—NCopyiE , HEEARSRRIT
IZIBE, WMSRENAT , MREFHIobjectER4ERAF. %R EERATEIVNFLIGBRN 4 , BFEN—P KT
1GBAYSZERY |, w/ifEREMultipart Uploadi2(E , Bk Upload Part Copy.

BKEE

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

i53kHeader
B A
X-08$-COpy-source SHIEEIE ( WRBRERR )
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X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

x-oss-metadata-directive

X-0ss-server-side-encryption

x-0ss-object-acl

gRzrcE= (Response Elements)

AR

CopyObjectResult

ETag

61

KA TR
HIME : &

WNERTRObjectfIETagEFIFFIRHAYETagES
, W THEEURME | FHRE200 ; BULRE412
HTTP{EIRAS ( FRLbIELENG ) .

KA TR
HANE : &

WNERITRObjectfIETagEFIF FIRHAHIETag A ES
, W THEIURME , FHRE200 ; BURE304
HTTP{&IRAS ( FRLbIELENG ) .

KA TR
HANE : &

NRENSE PRI RS T E R T ] SEfRMER
BE) , MIEEEESE , FHRE200 OK ; BRR
[E1412 precondition failed$giR,

KA TR
HANE : &

WRTRObject B M ERIRTBILAGHERDT
, MATHE IURME ; BNRE]304 HTTPEIRAD
( TRALERLERY ) o
KA . ISR

HANE &

BXEICOPYFIREPLACE, WNEZ(EIEAN
COPY , MIFFHIObjectiimetaZfMiEObjectS4!
I3k ; AR AREPLACE , NIZMEFBIR
ObjectfImetafs , MRARAFXIXIEKFIEEDN
metafg ; EfENRE400 HTTPERME, 2%
{E9COPYRT , JRODbjectfidx-oss-server-side-
encryptionfImetalEASHITEN.

KA FEE

ZRAE : COPY

B8 : COPY, REPLACE

gfﬁ&ossﬁﬂ@ﬁﬁo bjectAtHIIRSS 2R im RIS INES
Sem) - opreR
BEXE : AES256

1B osstliEobjectATHIIAIRIIR.,

KA FEE

&3%&E : public-read , private , public-read-
write

ik

Copy Objectz
KA .
BIAME -

#ObjectiVETaglE,
KA FREER
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RJtZ : CopyObjectResult

#FrObjectR /S EFATE.,
LastModified KB FRER
Rt : CopyObjectResult

TN

1. AJLAEE ¥ U EREIME M BB ObjectiymetalEE.
2. IR RFRYRODbjectitbitFIE#RObjectitbiitAHE , NIFIEx-0ss-metadata-directive AfA{E
, B EEEHREObjectfmetalS &,
3. OSSz#5HE IR ERIU N fTHeaderEEANRIESHIL , 1HALZIES W Get Objecti2ERIAT DT

4. IR EREBEREXREObject BN R,
5. JRObjectf1BFRObject/fE FE— M EUEFL , BNIRE403 AccessDenied , $HIRIEEA
: Target object does not reside in the same data center as source object,

6. EIIRERITERFITSXSRObject AFEAYBucke tiEII—R GetiE kX &L , HITHEHRObjectfr7ERY
BucketiE#NI—IRPutiESRIREL , LARABN AOHTIGFE=S A,

7. BIURES RERGERL |, #B2LL "x-oss-" FFLAY , FIABIIANERFRTEE,

8. B NIBRIEPIERE T x-0ss-server-side-encryptionigskk , HEIBEKRESEL ( HAES256) , T
FToIRObject 2 EIHTIHIRS 2Im NN RS |, ¥ Z fFHIBHRObjectEfai TIRSS e8im N RS
FEERERIER L 2B B x-0ss-server-side-encryption , {BE#IZE/ BirObjectlINNZEE X
. FEXNBRObjecttf FEAT , IMRSLH BB & x-0ss-server-side-encryption , {(BAFIREMKIZ
ObjectBUNNZEL ; &HIEIURIFPKRIEEX-0ss-server-side-encryptionigksk , MIFiCIEObjectE
A TITIRS SR HINZRS | N2 G B RObjectEB R AR TIIRS 28 im INZ RS INZRIEHE.

9. ¥ E{Edx-oss-metadata-directiveig=kLICOPY ( E0AE ) BF , HAIEIRObjectfIx-oss-
server-side-encryption{& , BJE#RObject @B H{TIRSS 5imNZ/mS RIFIECOPYIMERTIEE T
x-0ss-server-side-encryptionig kLR E,

10. E7ERE EPIEE T x-0ss-server-side-encryptioniEsksk , HEiEK{BEIFAES256 , NiR[E]

400F0FBMAYEEIRERR © InvalidEncryptionAlgorithmError,

11. ANERFEWAISHFRINKFLIGB , RIREI400F05E1RED « EntityToolarge,

12. IR EAR B BT AppendiBiN_ &SR =4 object,

13. SRS HEE | RIENRFSiEE.

14. WNERBucketdyZEBL 9Archive , NIABERERIZEO , BUREI40055R | $HIRFSH

OperationNotSupported,

AN
5

PUT /copy_oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 07:18:48 GMT
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X-0SS-Copy-source: /oss-example/oss.jpg
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

Get Object

FBF3REFEAObject , tHREEKAFXHZObjectBIENR.
== SEY
BRIEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange(FJif)

iBXk&#(Request Parameters)

OSSIFAFEAIXGETIERET , BENXOSSIXENEMN HR—EEHeader, ERRAFIERXAILScontent-
typeitiTEENIRE , HittHeaderl/EXRABFAERIGETIERVIUEFER, XEHeaderfF

BFR 1%

RBOSSIRENEKAIcontent-typesk , ERZiAEE
AILARE.
HA 2

ANE: T

REBOSSIR[E[FKAIcontent-languagesk
response-content-language KB FRER

BME T

response-content-type
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response-expires
response-cache-control
response-content-disposition

response-content-encoding

B5KkHeader

B

Range

If-Modified-Since

If-Unmodified-Since

If-Match

If-None-Match

TN

64

REOSSIRElEKMexpiressk
KA . PR
BIAME - T

REOSSIREiERM cache-controlsk
KR . FRFER
HANE : &

REOSSIRElERAIcontent-dispositionsk
KA . FFE
BINME -

®EOSSIREERAIcontent-encodingsk
KR FRFER

BANE : K

170

IEEXIHERATEEL. 2, 185 bytes=0-9 , 3£
TMEXFHEOFFEIX10MNFHT,
KA . FRFE

BANE : &

WNERIEERYAY B B FSEPrEeaATE) , MIIEFREIEL
%, #iR[E]200 OK ; FNKE304 not modified
KA - FGER

RNE:

BfiEM&=t : GMTHTIE] , fIgnFri, 13 Nov 2015
14:47:53 GMT

NFRENSE PRI EEF T B T S SEFME
R3E) , NIEEEEH , FREI200 OK ; B
[E]412 precondition failedf&i=

KA FiFE

HINME: &

AYEM&ZC - GMTRYIE] , I40Fri, 13 Nov 2015
14:47:53 GMT

ANRIENHRLEYETagFlobjecty ETaglLhz , MITE
BIEHNG , FR[EI200 OK ; BNRE412
precondition failedf&iz

KA . FFE

BINME -

WRIENAIETagEF1ObjectAETagAPLEL , NIIE
BEHIE, FHREI200 OK ; BMIRE304 Not
Modified

KA FIFER

ANE: T
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Nl

1. GetObjectiBidrange SR LASHFITRELAT | MTFELERARIObjectiZINfEABIZINEE.

2. IREERLPEARangeSsE ; NREIBEFLEBEEBNHHHKEMORERTSEE |, Hik0
: Content-Range: bytes 0-9/44 , F/RNENHKEH44 , WRIRERTSEEN0-9, MRAHFEE

EHIE , WEEENMH , HEREERFPIER Content-Range,

3. 8NR "If-Modified-Since” JTEPIZENREAFENT , BERERESH , FiR[E200 OK,

4. If-Modified-SincefIf-Unmodified-Since AT LARRIRYTFE | If-Match#0If-None-MatchtBaT LA Ay
FE.

5. iR EIf-Unmodified-Since F BAFEEE R SIf-MatchHEARRS |, IR[E412 precondition

failed

6. AR AIf-Modified-Since FEAFFEEE B AIf-None-MatchHBEARFE |, IR[E304 Not

Modified

7. MRS ARTFIE |, iIR[E]404 Not Found$BiR, $8iR15 : NoSuchKey,

8. OSSASHFEEZBIRMGETIEKF , BEHIERSHREE IR EE KR header,

9. EBENOSSIREERAPAI—LHeaderlt , REEKRIERIN ( BNRERS2008F ) , OSSA=HE

BEXATheaderZ B AR GETiER &IPS ERIE.

10. HizObject Nt TARSS 2R im BB INZETRAER , NAEGETERN<EaEEIRELAF , FEAER
RNEkeh |, £iR[E]x-oss-server-side-encryption , E{E#*AA1Z0bjectiVIRS _imINZELL,

11. FEBREIRNSHIT GZIPEREMIER , FEMEEKAIHeaderh E/RATUINAN Accept-
Encoding:gzip , OSSEHRIE{HHIContent-TypeF I3k /) , HIMERIRELAFEZIGZIP £
FERIEURE. WRRAT GZIPE4gENA=Mitretag (58, BEIOSSHFGZIPESERIContent-
TypeIHTML, Javascript, CSS. XML, RSS. Json , XHKNEARANF1k,

12. (NRIHEBAFFSHHE | IREIBFHNRNES. F8 , SkFContent-Length, ETag.
Content-Md5 ¥ BHR3E4HITTEE ; Last-Modified 2 B EFIFSAHENREAE | gk
FFEHHZERITTER.

13. (NSRBI AFFSHHE | AEBIRUFAFE |, R[E404 Not Found$&iR, fHIRAD

: SymlinkTargetNotExist,
14. MNERMHSEBHRFEHEE | HFEBRUFERELERFSHER | 1R[E400 Bad requestitix, fEixtG
: InvalidTargetType,

15. Xt FArchivel|Fr42E8Y | Object FEFEEIERZRestoreimK , HE{FRestore5efk ; RBET1EObjecthy
Restoret@{F5Em B BRIH , ObjectABEH &L
a. WIRIgBERRestoreidK , HEF E—IKIZ3ZRestoreBL&HEAT , MIR[EI40345 |, $5IRASN
: InvalidObjectState,

b. B EE&EZRestoreimXK , {BEUEAIRestorelZ2EIRIR BT , NIRE403%E |, $HIR8/9
: InvalidObjectState,
c. {BRestore5epk , BiIRBiER , HUEABEERE M.

R

GET /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 06:38:30 GMT
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Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9)fe8=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangei&skfi :

GET /oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

RERRG :

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
x-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

B R EEEHERTH

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

IREIRA
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HTTP/1.1 200 OK

x-oss-request-id: 559CCIBDC755F95A64485981
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: 732

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

SRR R

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-oss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIYmXvwCEeOfmi8JvOYilw==

Archivez(810bjectfRestoref{FE &SRk ATIIERTH :

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REE
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HTTP/1.1 200 OK
x-o0ss-request-id: 58F723894529F18D7F000053
x-0ss-object-type: Normal

X-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:38:30 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

Append Object

Append ObjectLUEINBHIA R EESTH, BidAppend ObjectiBEEIEAIObjectzEY9Appendable
Object , MiEIIPut Object L{&AJObjectNormal Object,

BKEE

POST /ObjectName?append&position=Position HTTP/1.1

Content-Length : ContentLength
Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

& KkHeader

EA

Cache-Control

Content-Disposition

Content-Encoding

Content-MD5

68
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1BE1ZObject# FEATAIMIRAIEFITH ; BEiFH
HIRIESRERFC2616,

KR - G

HNE

IBEZObjectli FEETHRFR ; FiFMEMABSR
RFC2616.

KA T8

HANE : &

FEEIZODbjectiil FERTRIAERISET. | BIFEHE
NESHERFC2616,
A FRFER

BANE : K

HRIEMIURFC 1864XHEARE ( ABIELER ) It
EMDS5EZRIG L1 28LAF T | IHZEFHHT
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Expires

X-0ss-server-side-encryption

x-0ss-object-acl

gfHeader

2R

X-0ss-next-append-position

x-oss-hash-crc64ecma

FIEMBERERIRE

base644wi3 H—NBERERIContent-MD5E, %iE
R HEFERESRTEINE ((BEERERESR
EN—E) . E’%Z :k;kE_JﬁgIﬁ OSSN
FERzIE kL TR iR E

KB FRFER

VN

PR - To

ISEARYIA] ; EIFAREAIESAERFC2616,
9?'.1 éﬂz
EJWME 7

fgxEosstliEobjectITAIIR S ERIm I 4RADEL £,
KR - 5ER
E3E(E : AES256

fEEoss Bl objectATAgIIEANR.

KA . FRFE
I:uﬂﬁ public-read , private , public-read-
write

fid

I T —IRIER LR HAposition, TR EFLE
LEIObjectikE., ZAppend ObjectpiIhiRME]

, BiER positionFf10bjecti EAITHL S [#2HY
4095512 , 283 ltheader,
KA 64 EER

FBAObjecth64iICRCIH, %641 ICRCIRIE
ECMA-182REITESH,
KA : 6A{yEEEY

TREexT— N IEAppendable Objecti#{TAppend ObjectigfE, #laN , BEEFE—EENormal
ObjectH‘J Append Objecti@iR[E409 , {8iRFEO0bjectNotAppendable,

2. W—PBELFERIAppendable Objectift{TPut Objecti®#{E , 3BAiZAppendable Object&#EFAY

ObjectB= , £BIZINormal Object,

3. Head ObjectiZ{F£iR[alx-0ss-object-type , FHFZRAFODbjectiI2EEY, IFFAppendable Objectsk

Wt , 1Z{EIAppendable, XfAppendable Object , Head Objectth &iR[E]_EiARAIx-0ss-next-

append-positionfx-oss-hash-crc64ecma,

4. Get Bucket ( List Objects ) iE3KEINIMXMLF , 2BAppendable ObjectfiTypeig /g

Appendable

5. AJLAEACopy Object kI ERIIRSS srim INZNRMEESEAFEENTTER. BaLUE
Appendable ObjectiZEIU B I—1314 | FHAISEBEAppendable Object,
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5o

1. URLE#JappendfpositiontgACanonicalizedResource , EBEGSEEZH.
2. URLIS# W /RE Sappend , FRIEEIXE— 1M Append ObjectiE{E.
3. URLEIISHIEm/ME & position , EfEIEEMNEEFHITIEN. BENRIEINEIERIposition/f

8.
9.

0, FEEENR/FRYposition2O0bjectfIHBIHKE. Ul , F—IXAppend ObjectiEKIiETE
positionfE0 , content-length/265536 ; B4 , £ _XAppend ObjectEEIgEposition
65536, BIRIR(ERING | IMAELEBX-0ss-next-append-positiont &R F—IRIENNAY
position,

. {0 positionAHEIZRIObjectiHKEAR—EL , OSSIRME409EIR | $HIRFD/

PositionNotEqualTolLength, &4 FIRTEIRET , FAFRILABE AR SLEBX-0ss-next-append-
position3k{§EI T—iRposition , FEXRFHITIEK.

. HPosition{E 08T , #NRiZBERERBAppendable Object , Bi&E&Appendable Objecti<E

0, iZiEREIN ; HfttlE M aPositionF10bjecti EARITEAIISHZ

. YPositionfE N0 , Bi&EREZObject’Z1E , BAAppend ObjectE]LAFIPut Objectisk—#E |, i8E

1 4lx-oss-server-side-encryptionZ 3hJi5kHeader, iX—mHInitiate Multipart Upload@—#F
B9, UNSRTEPositionIORIERET , AIN T IEREAIx-0ss-server-side-encryptionsk , BRAJSEEAY
Append ObjectlfiizsL &Rt ol & x-0ss-server-side-encryptionsk , EEXRBINZE%, LR
FEFHmeta , ALUERACopy ObjectiEsk,

- BFFHROXRE |, BMERFBpositionAYEIR T x-0ss-next-append-position , IZIERIKIARTHE

E79PositionNotEqualToLengthifs i,
Append ObjectF=4fJ0bjecti<EFRHIFIPut Object—#E,
&RAppend ObjectEfEHTIZObjectiH/FIEATIAE,

10. TEpositionfHEIEFRIER T , XWEFERIAppendable ObjectiEI—MKEAORIANS | IEER

SHEEObjectfYIRTE.

11. 305 BucketfyE HArchive , NIARBEAAIZZEO , ENIREI4005EIR |, EIREH

OperationNotSupported,

CRC6ARNTEGZC

Appendable ObjectfJCRCRAECMA-182tnkE , FIXZA9itEA—HF. FIBoost CRCEHRAIAIUREN NG

typedef boost::crc_optimal <64, 0x42FOELEBA9EA3693ULL, OxfffffffffffffffULL, OxfffffffffffffffULL, true, true>
boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)

{

boost_ecma crc;
crc.process_bytes(buffer, length);
return crc.checksum();

}

ay.2FAPvthon cremod&iA= 7

70



XIGRIFE OSS APl &%

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64( "123456789" )

Nl

=5 I

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

REFRG :

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-oss-request-id: 559CC9BDC755F95A64485981

DeleteObject T IF&EANObject,
\E Ay :
BKRIEE

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MO
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1. DeleteObjectERXH1ZObjectZEEERR.

2. ARERIBRAYObject R1FIE , OSSHIRENAZSFE204 ( No Content ) ,
3. ANERBucketA~fZfE , IR[E404 Not Found,

4. WNSRHRBVHFFSHEE | RRRFSiHEES.

Nl

R

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REFRG :

HTTP/1.1 204 NoContent

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Delete Multiple Objects

Delete Multiple Objectsi#{EziFAF@EIT— M HTTPIERMIERE—1 Bucketfy2/ Object, Delete
Multiple Objectst{EsziF—IRiEKARZMIFER10001NObject , FHEMHFFREHRER, : ¥4 (verbose)t&E=F0

EE(quiet) Rzt
- R - OSSIREIRTHRAFEB 2E—MHFRObjectiys
- EERT : OSSIREIRTER AR R B SMPRIIEF HIERIObjectER | NRATAMIBRERMINAYE , T
IRBHEIR.

TKIEE

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
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<Delete>
<Quiet>true</Quiet>
<Object>
<Key>key</Key>
</Object>

</Delete>

iB5k&#(Request Parameters)

Delete Multiple Objectsit , AJLUEIZencoding-typeXdiREIZERFRIKeyi 1 T4RED,
B A

EEXRERIKey#H T4RIG , BRISFUrlfmis.,
KeyfSFAUTF-8=4F , {Bxml 1.OFmEARSTIERT—
LeEsE= T | tblascifEMO0RI10M9=FRT, IF
KeyFr & Exml 1.OAREARSIFANESIFHT | AILIE
BfgEencoding-typeXfiREIRIKey I THRED,
HIRRE | FRFEH

encoding-type

NE: T
AJE(E : url
iBERKITE(Request Elements)
& -

{®7zDelete Multiple ObjectiEKAIZSEE.
KB AEs

Delete FPe - —PEENObjectitE |, AlEAIQuietsT
=

AN

R . None.

HIRObjectiyE .
ey SR : e
R : Object

ET?—/l\Objecﬂ%%E’ﬂﬁ%%o
. it NE
Object F35 : key

R : Delete

17 "fE8R" maARZAIFRK.
KA MEFREB
Quiet BRWUE : true. false
PRINE : false
R : Delete

Rt (Response Elements)

2R R
Deleted (R A IOMIBRAIObjectiYZSES.
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A 88
FA : Key
5% =)

5 : DeleteResult
{#47Delete Multiple ObjectiERERNEEE,
KA REE

DeleteResult FH & : Deleted

Key

-+

L2755 : None
OSSHITHIBRIZ/EAIODbjectB =,
KA FEE

AN

R A : Deleted

1EBER AR P RIB(FERIVRE, WRIBEKNSEH
rhigE T encoding-type , BRREIHIZLERSYT

EncodingType Keyi#1T4w3.

KA FEE
R BEs

T

Nl

. Delete Multiple ObjectsiEkw/iitEContent-LengthflContent-MD5=E&, OSSEIRIEIXLEFER

WIPKEIRGERIRZEIERRY | 2R 2PUTRIBRERE.

. g Content-MD5ZFEBRAE : B55EDelete Multiple ObjectiEsRAIAEZITMDSINZEER—

MN2BFHHE ; BB ZFHEEAbaseb4E 5B ; xAEEIN=RTERIZContent-MD5FE]
W§°

. Delete Multiple ObjectsiEkERIARiF4H (verbose)iEzt,
4. f£Delete Multiple ObjectsiEsk-lfr— N TFERIObject , FAIASIRRINAT,
. Delete Multiple ObjectsHSiBEARARIFZMBRIAZS , #id2MB&IR[EIMalformedXMLEEIREG

°

. Delete Multiple ObjectsigskixZ eiF—IXHIER1000Object ; #&i31000Object=iR[E]

MalformedXMLEIRES,

. WISRAF L1&7T Content-MD5iEREL , OSS&itEbodyhJContent-MD5SHGE—EM , WRA—

¥, ¥%iREInvalidDigestf&iRtg,

TR :

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
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<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

REFRGE :

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test.jpg</Key>

</Deleted >

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

BEREI

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBcab4kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test,jpg</Key>
</Object>
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<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Head Object

Head Object RIR[EIFAObjectfmetaflER | MREINHFARE.
yEE MY
18> 1|=|7£

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B5KkHeader

=

If-Modified-Since

If-Unmodified-Since

If-Match

If-None-Match

76
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NRIEERIRIB R TSEPRMERIE) , NRE200
OK#1Object Meta ; &NiRME]304 not modified
KA . FFE

BANE &

NRENSE PR RS T EE R T S EMERT
A48 , MRE200 OKFIObject Meta ; BNR[E
412 precondition failedgi®

KA PR

HNME: &

WNRIENERERIETagFNobjectdy ETagltED , MR
[E]200 OK#1Object Meta ; BMIR[E412
precondition failedf&iz

KA FIEER

FNE: T

WNERENRIETagEFNObjectiYETagAPLES , MR
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[E]1200 OKF1Object Meta ; BMX[E]304 Not
Modified
KR T8

BANE : &

DM

N

1. MEIEFIREI200 OKIERIFIERIR[E , Head ObjectEBRIREIHER.

2. HeadObjectsz#FEL ik EIf-Modified-Since, If-Unmodified-Since, If-Match , If-None-
MatchiY&EE&M. BEARMINIES N GetObjecthXIMATEIR. MNRIRBIEX , IR[E]304 Not
Modified,

3. tNER A TEPUtObjectiIRHEE N LAX-0ss-meta-JIFFLiuser meta , Hbfllx-oss-meta-
location , IREEERT , IREX%user meta,

4. NN HATFAER[E404 Not Foundi&iz.

5. HiZ0bject IH1TIRSZ 2 imIBIMASINIZEFERY , WEHeadiEXKIILNELH , iR[EX-0ss-server-
side-encryption , B{E&BIZObjectiViRFZ _imIIZEE .

6. ANSRMHREYRFE4ERE | AL+ Content-Length, ETag. Content-Md5 34 B#r34RITTIE
B ; Last-Modified 2 Birx3 4 FIFFSHEENRAE | HIARFSEETER.

7. MERIAHREVARFEERE | FFEBIRUSAFE | 1R[E404 Not FoundfEiR. f&IRMG
: SymlinkTargetNotExist,

8. ISR HREVARFEHERE | FFEBIRULEIERTSiEE | IR[E400 Bad requestifiR, HIRG
: InvalidTargetType.,

9. x-oss-storage-classfE7RObjectifFfiE2EY : Standard , IA , Archive

10. AR BucketzkBY HArchive , HFIFE&E3ZRestoreidgk , MNapsLH<LAx-0ss-restoreiR[@i%

ObjectfRestoredR7 , SN T UINIE

a. IS8 EIERZRestoredlZRestore BE&#BRT , NFIRERZFER,

b. ANERE R E3cRestore , HRestorei@BGT5eAL , MIREIRIX-0ss-restore{EA: ongoing-
request=" true” ,

c. iNERBEEZR3ZRestore , HRestoreB4&58HL , MIR[EIAIX-0ss-restore{E/9: ongoing-
request=" false” , expiry-date=" Sun, 16 Apr 2017 08:12:33 GMT" ,

R :

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=

REERE :

HTTP/1.1 200 OK
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x-oss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

x-0ss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

$23ZRestoreiFK{Brestorei A eRATHIIE KA

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: OSS elUnnbm1rgdnpl:KKxkdNrUBu2t1kqlDhOMLbDb99I=

RERRA

HTTP/1.1 200 OK

x-o0ss-request-id: 58F71A164529F18D7F000045
X-0ss-object-type: Normal
x-0ss-storage-class: Archive

X-0ss-restore: ongoing-request="true"

Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

{23xRestoreifssk Hrestore B 5e A EiE K31

HEAD /oss.,jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: OSS elUnnbm1rgdnplL:21qtGJ+ykDVmdu606FMJnn+WuBw=

RELRG

HTTP/1.1 200 OK

x-0ss-request-id: 58F725344529F18D7F000055

x-0ss-object-type: Normal

x-oss-storage-class: Archive

X-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:35:51 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 344606
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Get Object MetaFsFRENE M Bucket FHIEANObjectiIEAmetalS R , BFi1%0bjectfiYETag. Size ( 314
A/N\) . LastModified , HFRNREIEAS.

BKIEE

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

DT

1. TICIEEIREIFZIFIEREIRE] , Get Object MetatgNR[ELHER.

2. Get Object MetaEB & objectMetaigzk£4y , BNIZFRGet Objectiz=K,

3. MR HATFEIREI404 Not Foundi&ig,

4. Get Object MetatBttHead ObjectEiZ & , (WIREHEEODbjecti/ M EREAmetalES 2 , BIFZ
ObjectAYETag. Size ( 3{&FK/N) . LastModified , ErfrSizeflmiskContent-LengthA9%UEZR
e

5. NRZARERFSHER | IRAFFSI#HRASER.

Nl

R

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

REFRA

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS
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Put Object ACLIECOATFHEKObjectiyisnIfIR. EBEIObjectE=Fj5RAR : private, public-read,
public-read-write, Put Object ACUR{F@IZPutiZk+H "x-oss-object-acl” KiKE , XMEERE
Bucket OwnerGfRHI1T. SNSRIERERTN , MIREI200 ; BNREHENAERIGFHENMEE.

BKEE

PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Object ACLEEX
&K

private

public-read
public-read-write

default

o -

1170

IZACLRIBE N ObjectZ2AABHIR , BIRBIZ
ObjectfiJOwneriiEiZObjectiHESIR , Hith
RSB RIEIEZObject

ZACLEREARE AN Object2 AT ER , BIIEObject
OwnerRBiZObjectAiEAR , MObject
OwnerfiBi1z0bjectiNEENR

ZACLEREAENObject2NHEERIR , BIFFEHA
PBEXSZObjectiIEE R

iZACLEREAEMNObject 2B {EBucketiEEERFRAY
RIR , BIBucket@HAPR , Objectfi@HAN
PR

1. ObjectiiER{FEIE : GetObject , HeadObject , CopyObjectflUploadPartCopyhfidiFsource

objectf¥iE ; ObjecttNEIRIERIE
: PutObject , PostObject , AppendObject , DeleteObject , DeleteMultipleObjects , Complet
eMultipartUploadl A CopyObjectid#fIObjectii s,

2. x-0ss-object-aclFPRAVELTE LRSFHPRP. WMRBRET LIAFFRINPR , OSSIREI400
Bad RequestiB& , $HiRfS : InvalidArgument,

3. AFPRMYALUEIZ PutObject ACLEEKIZEObject ACL , IFAJLATEObjectiIS2/ERT , fEiBRKL
this_Ex-oss-object-acl3i&EObject ACL , SR SPutObjectA ACLE[E, fgNPutObjectif7EiH
A5 _Ex-oss-object-aclAJLAFE EE—1ObjectEIEHKER M ObjecthIACL,

4. JHEAObjectiR B REIABFIEEE MNObjecthy , OSSiR[E] 403 Forbiddenid2. , $HIxf5

: AccessDenied , 27~ : You do not have read permission on this object.
5. XWEANObjectiZBERIRIIAFRE RN Objectht , OSSIR[E] 403 ForbiddeniBE. , $51=E5
: AccessDenied , 27~ : You do not have write permission on this object.
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6. RBBucket OwnersZ i RERPutObjectACLEEXiZBucket F AN ObjectAYACL, JEBucket
OwnerifgFPutObjectACLET , OSSiR[E] 403 ForbiddeniEE |, $&i=R5 : AccessDenied , &7~
: You do not have write acl permission on this object.

7. Object ACL{It5 e =T Bucket ACL, flaNBucket ACLEZprivatefy , mObject ACLEpublic-read-
writefly , MHEIXNObjectht , SeI#TObjecthIACL , FTLARRE FAFERIAEIXNObjectiisai R
, BMfsEX BucketZprivate bucket, WRFENObject \NRIZIZEITACL , NIHEMREEBucket
ACL,

Nl

R

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Object ACLAESRFREVE MBucket FAYEANObjectiiaIaI IR,
e AL SN
BKIEE

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWRcER (Response Elements)

2R A
EFHEACLIEEN SRS
AccessControlList KA . N8

Ve ==xi

RT3 : AccessControlPolicy

AccessControlPolicy {#7FGet Object ACLEERIAEE
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DisplayName

Grant

ID

Owner

TN

KA ;7588
Q-H—

T : None
BucketfiBERIETR.. (HRIFID—E)
KA R
R M : AccessControlPolicy.Owner
ObjectiYACLINFR,
RKI : WEFRFS
BXUE : private , public-read , public-read-
write

R M : AccessControlPolicy.AccessControlList
Bucketfi§ZHIFFID

KA . FFE

RT3 AccessControlPolicy.Owner
RIFBucketiiB & EEAIEER.

%A RE.

R - AccessControlPolicy

1. RBBucketfIiBBEE 7 8EHEAGetObject ACLIX/MEFKEZBucket FEANObjectfJACL , IE
Bucket OwnerifgFHiziEORT , iR[E403 ForbiddeniBE., $HIRFS : AccessDenied , #27~You do
not have read acl permission on this object.

2. RN FRBEITENObjectiREITACL , MEAGetObjectACLES , OSSIR[EIFYODbjectACLER

default , ZBBiZ0bject ACLi&{&Bucket ACL,

BD : a05RBucketEprivatefy , MiZzobjectth 2

privateffy ; #N5RiZobject2public-read-writefly , MiZobjecttBEpublic-read-writef,

AN

KB

GET /test-object?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
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<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

Post Object

Post ObjectffEFIHTMLEE L& HEIfEEDbuUcket, PostfERPUtAIBNRE |, (FEETF LGS HESUEE]
bucketpkE]8E. Post ObjectfUiBELMBITZEREIET ( multipart/form-data ) 4&f5 , 7EPut Objectig
EFSEUBITHTTPIEKLEIR | TEPoSHREEFRSHNNENIB B LA AR R EE.

Post object
BRIEE

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
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Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

FREALE

&R )2 W

Bucket 5 EAIACcess Key
Id,
iy
BIME - T
OSSAccessKeyld ) - SbucketdEpublic- BEMHH
read-writeE ZRMH T
policy ( Z¢Signature ) K1
B, IR MLZEREA.

policy#lixe 7B KAVREFHNES
A, A B policyREEANE
KIBASRBERBK , HEREE
iBlalpublic-read-writefd
bucket, EiFHHAESET
X Post Policy,

policy KB FREB CESETN
EINME :
PR : ZbucketdEpublic-
read-writeEZ 1M T
OSSAccessKeyld ( g%
Signature ) REIFHET , MR
HiZREAL,

IR¥EACcess Key Secret#l]
policyitBR&EZEE , OSSig
ez
KNGEY. BiFRERES

X Post Signature, GEAGEY
KA FRFER

VN ER

FRE : ZbucketiEpublic-

;E(I\i

Signature
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Cache-Control, Content-
Type, Content-Disposition,
Content-Encoding, Expires

file

key

success_action_redirect

success_action_status

read-writeEZIRM T
OSSAccessKeyld ( g%

policy ) FEAT , DRRAR
FE,

RESTiERL , EZHYER WPt
Object,

KA YR

VN

NXHHNARS , WREREF
NE&E—NME. NSESamR
EHERIRIGE Content-
Type , SEBEAFIRE.
OSS—IRABE_HE—N 14,
KA TR

HANME: T

& HRJobjectZFR, W0
FEFERBR LERSUEBTRME
JIobjects , EH
${filename}iTE, a0 : GNR
AR E&E7T X4 b jpg | Mokeytd;
EREN
Juser/a/${filename} , £
object®&A/user/a/b.jpg. U
RHEZEREE |, MERBRSUSE
BHREEE , FIINABR EETX
#a/b/c/b.jpg , MESUEZ S
b.jpg , EkeylHANEIRE S
Juser/a/${filename} , =&
objectf& A/user/a/b.jpg

KA R

HNE: L

eI EEFimBEEEIRY
URL , IIRFIEEIZFRR , 1R
EI45RE
success_action_statusZEala)
18xE. WR LESN , OSSiR[E]
R , HAHTHEE.

KA YR

EANE -

KigE
success_action_redirectZRE 1z
B, iZRBRSIEE T LENIE
RELEEFIHIPIRSE. B
{E9200, 201, 204 ( BRIN ) .
WRIZIFAYE 92008 E

204 , OSSIR[EI—NES3ASF0HE
MAVRSEE. WMRIHAYER
£79201 , OSSIREI—NXMLIZ
HFI20 LIRS, ANEREERIR
EREREN—TEAE

, OSSIREI—NZSIAEF12044K
S8,

KB FRFE

VN
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FAFfEER user metafg,

X-0ss-meta-* ;ﬁmgggﬂ% ERI%(E. i
BIAME - T
féﬁgssﬁﬂﬁpbjectﬁﬁﬁgﬂﬁ%ﬁ

X-0ss-server-side-encryption ggﬁggi'i b

&35 : AES256
1EEossBlEEobjectATAYIIIEIN

PR,
) KA FEE .
x-0ss-object-acl %@ - public- aisk
read , private , public-read-
write

BRI RS TSR

A, WEEEEZIA

SecurityTokenfi9{& , AT

OSSAccessKeyldEEFRSZ
X-0ss-security-token BXtRYIERTAccessKeyld |, i+ aJ

BEE, SEREE

AccessKeyld&&ZH—FL.

A TR

HNE: L

=

lgifHeader
B HER

WNERIEKIBRE 1 x-0ss-server-side-encryptioniid

o o . 4R69 , W@ Headersh & & T1ZLE0 , 1888 TR
x-0ss-server-side-encryption IS,

KA TR

MIRIcE (Response Elements)

BIR A
RIFPoStERERAVERR.
PostResponse KA . BER
FT3r : Bucket, ETag, Key, Location
Bucket®&Z#R.
Bucket KB FRFE
R : PostResponse

ETag (entity tag) £ 1~Object4 A AIRHER S
&2 , PostigkElEAYODbject , ETaglEZ1%

ObjectZAIuuid , FTLUFIFHREZObject Iz
ETag SR,

KA R
R . PostResponse

, #rolEObjectAJURL,
Location KR - =
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RT3 : PostResponse

WD

1.

HITPosHREERITbucketEEHIR , TSR bucketgpublic-read-write , BILAR HEEZEE , &
MERINZIREHITSZIINE. SPutiR(EARRE , Postig{EfFEFAccessKeySecretidpolicyi#t {783
ITEHERFRFEIEASignatureREEIFANE , OSSESWIBZENMHIMIEBNEEM.

. FToiBbucketE2& Spublic-read-write , —H _E{£0SSAccessKeyld, policy, SignatureZR& g -ANE

B, NWSFRENRRE AER , FRFTOSSEIREREIRS : InvalidArgument,

. pPOSHREIRATREBIRIDN/NA "multipart/form-data” , BlheadershContent-Type/g

multipart/form-data; boundary=xxxxxxiXt#8I , boundary SIAFRFFFER,

RARFRBEAIURLSbucketidiZRIAT , AEEFEURLFIEEObject, BIERITREPOST / HTTP/1.1 , &

BEERPOST /ObjectName HTTP/1.1

. policyfiE T iR PostiEkPREFNEIEE . OSSEIREpolicy#IMNERINEIEMY | MRAEES

IR[EIFEIRAT : AccessDenied, fEtGEpolicy&IAMRT , policy NS RINFRRIHAFHITINE,

6. FEFpolicyHERUTF-84%S , policy LT UTF-84F8F1base644w3A9JSON,

. PostiERFa] LA AEIMURESY , OSSEIRIEpolicy T XX A E &AM,

8. AIRAF LT Content-MD5iERL , OSS&itEbodyfContent-MD5HAGE—FME |, ANERA—

9.

¥ , BiREInvalidDigestEiRFg,
SNERPOSTiERFPEEHeaderEZEBEURLERER , OSSAEX T/ IMIRE.

10. WIRIEKRFEF LAx-0ss-meta-HEIERH9FREL, , M Auser meta , Lbix-oss-meta-location,

— M ObjectA LIS EMISEL | BFFERIuser metaS K/ NAEERBIT 8K,

11. PostiEskiIbody SUSEARIFEIESG, EXHHKEITK , SIREHIRAS : EntityToolarge,

12

13
anl

R

. YNER _HEFEE T x-0ss-server-side-encryption Headerigski, , Nk EEEIAES256 , BN
2IR[EI400F15&1RAS : InvalidEncryptionAlgorithmError, 1g8EiZHeaderfg , I LFHEIR
[ElizHeader , OSS&XY E{EAYObjectiH I TINZEIRIDFE . X MNObjectt AT , MASLFSE
Bx-oss-server-side-encryption , {E#IZERLIZObjectiIIIEZEX.,

KRB AXKNEARGRD , (BERBEHVEIKNESURT.

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"
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200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition”

content_disposition
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhIn0sey)rZXkiOiAiQUJDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy
PostigskitpolicyR B BT IIFERNEIEM., policy S—EREZITUTF-8F1base644wBHIISONIIA , A

T PostiERUHERIFM. RAXITpublic-read-writefIbucket EAZRT , postaREAEIRTIETT , BeAi13ERN
ENERZIERIRFIPostiEK,
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policy7=fl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post policyshis/iil &expirationflcondtions,

Expiration

ExpirationIi}g5E 7 policyAiTHART A , LAISO8601 GMTRTEIER R, #lan” 2014-12-01T12:00:00.000Z" 18

E 7 Postiss kA4 E20145F12818125 2.

Conditions

Conditions@—1MI% , BlLARTFIEEPostERIIFRRFBHNEGAE. TR | RBEEWMAVEERICEpolicyZ g

HITH R, Bt |, policy iR BENRBIHRASIAEN SN T BZRIRRHAVE. Fla0 , NRigEkeyFRER

& Auser/userl/${filename} , FBFPRIS{EZ F9a.txt , MPost policy M ZiRER[ “eq” , “$key” ,
"user/userl/\${filename}" 1, MAE[ "eq” , "“$key” , "$key” , “user/userl/a.txt” ], Policydhsz#F

BEYconditionsIi T :
2R

content-length-range

Cache-Control, Content-Type, Content-
Disposition, Content-Encoding, Expires

key

success_action_redirect

success_action_status

X-0ss-meta-*

15

HEHRIR/ IR ASRIFA/N.  1Zconditionsz
#Fcontion-length-rangeltEZ A=,

HTTPiESR3L, Zcondition3ZiEHEHaITERFN
starts-withPCEZ /5=

&SR object&FR,  iZconditionsZF4EHEIL
FofOstarts-withPTEEA ..

HERIHEHIBEURLIIE, ZconditionSZiEHE
FPCHEIROstarts-withFCEE S =X,

kigTEsuccess_action_redirecty , HERKIHEH
REMASHS.  ZconditionsZHFiatRPLECFstarts-
withIChEe 5=,

FBAFiEERuser meta, iZconditionsZiEHEHAIT
EofOstarts-withPCEEA =K.

SNERPostiERPESEMAIREAE , AJLUGSXLERIMIRBEINAEpolicyfIconditionsH, conditions i K

HRBERASHTEEMEE.

ConditionsPCEAFA .
ConditionsPtEA T
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REREEVIEHEICE conditionsshERERYE,

= U WtEEkeyREIHAVBEL M Ma : { "key” : "a" }
BTSN : [ "eq” , "$key” , "a" ]
FRIFAEVRLIEEETTE. flaiisEkeyfdE

Starts With WilA/user/userlFHE : [ “starts-with” ,
"$key” , "/user/userl” ]
EERTI BRI AR/ INIER/NA N | gD

BRESHER/N FOHFRISUER/NA1EIL0FTS - [ “content-
length-range” , 1, 10]

BN TR

F7E Post policy F $ RIZEE |, FTLNRERIA § , FEERENFAS. BRItZIh , JSON By —L=fF
BTN, TEHEAT Post policy B9 JSON FEEEH1TH NHFHF.

BXFH

V
\

\"
\$
\b
\f
\n
\r
\t

\UXXXX

Post Signature

XIFIGIFRIPostiEK , HTMLEREF A S policyFlSignaturefSE., policyi=4liEkhBREEE i, it

HSignaturelIEMARIZES

1. BJEE— UTF-8 4mEEHY policy,

2. 15 policy i#T base64 43 , EERNJY policy REHZIENNE | BixEFABEERNFFES,
3. {2 AccessKeySecret WESBRIFARIHITER | ERBTESHead P ERZRIEZIEER (KBE

BRIFRTEEH policy BIAT )

7~ Demo

- Web inZ&REEE 0SS 7~ffl Demo : xR

90
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IV

R REEERELLOSSHIEKFIETHERNAICallbacke2l , BIgEsCIAENAE, BfEszHFCallBackfIAPI ZOH
: PutObject, PostObject, CompleteMultipartUpload.

faigECallBack&#{

CallBack&#2H—EZidbase644mionl)son=FE , AP XBEEIEEEREENIRSSE
URL ( callbackUrl ) AR EIERIAZ ( callbackBody ) , FERAYIsonFERINT :

FR ax

- & HERINFOSSHEurlA&
EEIEEK , BKAEN
POST , body’y
callbackBodyigEHINA. 1E
BERT , ZurlEEmRL
"HTTP/1.1 200
OK" , body# i AJSONIET
, @RSk Content-Lengthy4Zn
AEERNE , BAEIZ3MB,
- SEFENEERZ S url |, LA
;O oE|, OSSR RIEE
- NRRBEE J9ZSMI,
callbackurl B Ecallback,
- XHEFHTTPSHBYE,
- AT RIEERMNEFR S EER
, callbackUrlZ&ZfurlfmiBabiE
, Ebanhttp://example.com/m
X.php?key=value&HXZFR
=3B FERLAK
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&%E4%B8%AD%E6%96
%87%E5%90%8D%E7%AT7%
BO=%E4%B8%AD%E6%96%8
7%E5%80%BC

- KEREEERETHostskAYE
, RBE&E T callbackUrlad
TER.

callbackHost - RS BERE AJ LI
callbckHost , MR
callbackUrlsrgdurlH & fEtT
fhostiE7sZlcallbackHostH

- ?%@ﬁﬁﬁ%*bodyﬁ‘]ﬁ

, Fan e
callbackBody ' key=$(key)&etag=$(etag) WATSEIR

&my_var=$(x:my_var),
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callbackBodyType

MfljsonEBaNT

{

"callbackUrl":"121.101.166.30/test.php",

- XIFOSSRATE. BENE
BEMNEE  FHNRETENT
T~ . BENZENEA
{EPutObjectF]
CompleteMultipartsh 2iEiT
callback-varsf&i® , &
PostObjectH NI 2EZNEE

Bt R BRI SRAEE.

- &ZiEEmEEERAIContent-
Type , Sx#Fapplication/x-
www-form-urlencodedf]
application/json , BRAARIE

- fN&RAapplication/x-www- Elprant
form-urlencoded ,

callbackBodyshHIEr £
ZJurlimrorEE R , IR
Japplication/json , MI&#ZAR
JsontSERE IR,

"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",

"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",

"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m

y_var=${x:my_var}"

}

HrhcallbackBodyHaJLURBERIRAZER , HFimagelnfoft X FEIRTEI | MIRDIFEREREAZ

bucket
object

etag
size

mimeType
imagelnfo.height

imagelnfo.width

ax

bucket

object

Mf9etag , BREILEFAFAetagFER
objectX/)\ , CompleteMultipartUploadid /A%

“MobjectAIK/N

RIREE |, WjpegBE HHYRIRZEE JJimage/jpeg
EREE

BEREE
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imagelnfo.format ER1&( , Wjpg. png¥E

BHENXSH

BT LS callback-var8 kil E B EN S5,

BEEXSHE—Key-ValuetIMap , BFALIEEE CHEERIZHEIXMMap, EOSSKIEPOSTREIFIERAEY
AR | RISXLSER E—T AR RS IR REPOSTIERAIbody AT I EIE T 5RE.

EIEBENSH A A callbackSHI AR —HFRY | tBRLAjsont&TURIEE. ZjsonFRHEME—MES
FrEEENS#IKey-ValuefMap, XEEF/MFRIRTETRIMSHE | BREEXSHHIKey—EELXCTH
3k, B¥IRING. BRUIOSSEREREIR. BREAFPEEREMINEEXNSES B axvarlflxvar2 , SR
EH 5B Avaluelflvalue? , BRAMTIEHRKAYjsontEANT -

{

"x:varl":"valuel",
"x:var2":"value2"

}

MEEERERK

rE5eRk LiRRcallbackfcallback-varf N &z 5 , —HEBE=MHEELO0SS. Hcallback/aniESEL
, callback-varAniz£# , NRIREEEXSHINETLABRINcallback-varzEg, X=f5=aTF :

- EURLFIETHSE,

- fEHeader #5554,

- FEPOSTiEkAIbody R B KIETSEL , TEEAPOSTIEK LIEObjecthIRt & RBEERIXTS
ARIEEEESH.

X=MBXReEREIFERES—F , FUOSSEIREINvalidArgumenti&iz.

ERSHMEINZIOSSHERF , RS L XXERjson=FrrE{FAbase644wh3 , ARIZIRINI RIS AT INE!
OSSHYIBHK :

- WNRIEURLAHER 28, $Tcallback=[CallBack]g#& callback-var=[CallBackVarl{EA— N url &£
NIBEKEIX, iTEZEZCanonicalizedResourcelT |, callbackak# callback-varfii— N sub-
resourceit&EER

- WNEREHeaderd #5240, 1Bx-oss-callback=[CallBack]al&x-oss-callback-var=[CallBackVar]{E
A—PheadE NiFKEIE., TiFEZEZCanonicalizedOSSHeadershT , $x-oss-callback-varfx-
oss-callbackit&ER. WA :

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com
Accept-ncoding: identity
Content-Length: 5
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x-oss-callback-var: eyJ40m15X3ZhcilelmZvciljYWxsYmFjay10ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFjaOJvZHkiOiJidWNrzZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llVHIwZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2h0PSR7aW1hZ2VJbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VJbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl4:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
- MERFEEPOST L{EObjectiIRHEMIT EIESEHSHEMES—= |, callbackSEEFERIMIZAIRR
SkBOn , A0 FmEAYRA
--9431149156168

Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

REBENSHINE | FeEEESallback-varS HEEMINBIREET , 81 8E XS HEFEERM
MAIFREBESEMIN , #ENMF , WRAFRBENSEHjsonf

{

"x:varl":"valuel",
"x:var2":"value2"

}

ABAPOSTIEKHIREREAIZANT

--9431149156168
Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxIbmFtZSkmdGFibGU9JHt4ONRhY mxIfSISImMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"
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value2

BT LATEpolicyshifiNcallback& 44 ( iSRAFMcallback , MARIHZESHUMI EERIE ) 40

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6EwWLiEWMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEUMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFja0JvZHIUeXBlIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS11lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

AJEEEER

QNSRS EAERETD , OSSRIRIERFRIERPHIcallbackSEMBENSHL ( callback-var2# ) , BI5ERE
LAPOSTAZURIX LS N AR SS 25

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-

test&object=test.txt&etag=DSESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

R E|EEER

Eean iz FRRRSS s tmR EAYBINGERK S

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a""b"}

R[] HEER
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BAZEFIRHIIAERN

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-0ss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

BE LR , MK CompleteMultipartUploadiis | EREERAZbody-FHZ7ERE (40
XMIBRAIEE.) | (#F HEEARE S BARAIbody RN 2" b") , FEIHAHIFHMTANE,

[EjESEE

BRigEcallbackS#s , OSSEBILRBAFIZEN callbackUrl&iEPOSTEIE SRS AN RS e, NAR
ZBEKFIEEERZE , NRFERIFREEKHSLE/MOSSKRINE , BFArTLUBESEREF H &Z kG
UFOSSHIS5,

R

EREOSSImALE | RAERSAIEIFRAINES | FAHINERISIER

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n" + body, md5))

B : Erbprivate_keySFA$H , RBossHIER , path AEIEIEKARIRIERR , query_string AEIE=FFTER
, body AEERGEEMR , FRASRZIEHATILEAER :

- RERFER TS | RRRELDurfF#RE | I ERGRIERFRES |, I E— M E%ER , I LEEEE
SYZN

- RSAZ R : (ERMAFRFERFAFHRIHITER , EBAIhashFEIMd5
- BEBENERMbase6dRD , BEIREZNER , ERMERIEIBERXAJauthorizationske

aaT

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1
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X-0ss-pub-key-url: aHROcDovL2dvc3NwdWJIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==
bucket=yonghu-test

path/g/index.php , query_string9?id=1&index=2 , bodysbucket=yonghu-test , HREERERN
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCE8OkQDjC3uG3
3esH2txA==

WIFES

WIFELRNTRERAERANAITIE | ANARSRIGIE , TZNF

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

FEOINEEAIEPHIAER , H¥public_keySA%H , authorizationAEIASLHRIESE , BANGIEESE
SRS ALULTILE ¢

- EIEEKAYX-0ss-pub-key-urlSRFRIR A TBRurlitbiitibase644wtS , EItHEEXIHitibase64f#
TOEREEIATA | AP

public_key = urlopen(base64_decode(x-oss-pub-key-urlskA9{H))

XEBEEETFE , FAPEERYEx-0ss-pub-key-urlskAMERRLLhttp://gosspublic.alicdn.com/si&
https://gosspublic.alicdn.com/FFk , BHEN TIRIEXMpublickey 2HOSSHAR.

- 3k Ebase64fREEMNEE

signature = base64_decode(authorizationskHY{E)

- REFERFRER  IiEE58E—H

sign_str = url_decode(path) + query_string + "\n" + body

- IWIFE

result = rsa_verify(public_key, md5(sign_str), signature)
A5 -

- SRENEI 1B urldtie , Bp
aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ=
=213 baseb4fi#fB 5152 http://gosspublic.alicdn.com/callback_pub_key_v1.pem
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kKQeGTRccDKyHB3HI9VF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCESOkQ
DjC3uG33esH2txA=={fbase64#t ( BT/ TENFRT , TATRRHELEIER )

- SREVSFEZ =5 |, Blurl_decode( “index.php” ) + "?id=1&index=2" + "\n" +
“bucket=yonghu-test” , F#imd5

- WIFSH

Rz FRRRSSRE 7~

AT A—Epython~ffl , i@~ 7 — MERAINARSSE | TERRPRIESENGE , WRfIEERE
M2CryptojE

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return "

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : " + pub_key_url

print 'Get pub key failed!"
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self.send_response(400)
self.end_headers()
return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n' + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!"
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', 'application/json")
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init_ (self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if'_main_'==_name__:
server_ip = get_local_ip()
server_port = 23451
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server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HEESTHIRIN BRS{UT -
JavahlrA
- EdbiE - REXE
-1B51775% « fEIEBizfTjava -jar oss-callback-server-demo.jar 9000 ( 9000xtiz17A%RE , SJLAR
CHEE )
PHPhRAS:
- T - REXER
-1B177%  BiEEIApacheiMET , RAPHPASIESHMTR | BN —L8UELESRBTINE. ATlA
BILASE B FRIBRTEMEIE KL,
Pythonhig4s :
- FEGblt - REXE
-B1T75% | RIESEEISITpython callback_app_server.py , IE{TiZEFEELE rsaflIKER,
CHhRA
- I - REXE
-1B17737% © RIEfR2% READMEmd,
GOhfRA :
- ESbiE - REXE
- B1775% « #IEfE5% README.md,
Rubyhz4s :

- EEE - RERXE
-1&317755% ¢ ruby aliyun_oss_callback_server.rb

FeBlA

WNERIE N callbackagF callback-varF&ix , MEIRE40058R | $EIR1BA
" InvalidArgument” , AEEHIBEREIEUATILE ¢

- PutObject()f1CompleteMultipartUpload()&z = urlflheader@EHR{E A callback(x-oss-
callback)gl#& callback-var(x-oss-callback-var) &4

- callbackak#E callback-var(PostObject( Tk B callback-var2#y , FtLiRBIRE , T
E)SH K (#Bi5KB )

- callback&{#callback-varig52idbase644w3

- callbackal#E callback-variEidbase64f#i3 a2 aiEa7jsont&=t
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- callback&##tigcallbackUrIFEREERIurBIZIRS (54 ) , & urlhENEportA~E&
i% . Eean{" callbackUrl":"10.101.166.30:test", "callbackBody":"test"}

- callback&##HrfScallbackBody=E A%

- callbackz#f#trfacallbackBodyType=ERHYEARR" application/x-www-form-
urlencoded” ##&" application/json”

- callback&#i#rfScallbackBody=FEHEEANEKAEIL . AIEAME${var}

- callback-varS#f#EtT a2 THERRYjsont&T , FREBRIIETUAIZ D

{"x:varl":"valuel","x:var2":"value2"...}

ANERERELM , MIRE203 , $EHiRFEA" CallbackFailed” | [EAKKMARRROSSIZBKEFHARIE]
AN , AMURNARSFRKBEIREIEK ( LN ARSFRERNREAEsontsz ) , B
, BT E 2 AN 2 T OSS

[z FAARS3 28R [E O S SHINR M 4t 5 Content-LengthfiyHeader , Body A/NRE#BIT1MB,

Put Symlink

Put Symlink FBFBIEFRFSHEEE.
e MY
BKIEE

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

i5skHeader
B R
FrE4EEERAY BRI,
x-oss-symlink-target KA PR

BixE : aRAlEREObject,

===\
Moot
1. TargetObjectName[EObjectName—#¥ , EZEURL encode,

2. FFSHHERI BRI B BE TSR,
3. SISk,
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- MaBEBRXHREFE
- MBI ERRRS)
- MaBE B RE BRI
LALHEE |, #BHEREIGetObjectEEE A BFRSU4AIAPL,
4. NFHAERIINHEEFR , FEEHERIR. SRS EESRFEAY |, BRINREI200
OK,
5. ANERTEPUtSymlinkfAURHE , #EHLAX-0ss-meta- IBIERHIESEY , M Auser meta , LbNx-oss-
meta-location, —*ObjectA]LABZNEIUIISEL | (BFfBRYuser meta/ K/NAEEBIH 8k,
6. WNERBucketfy2LELArchive , NIABEREMIZIEO , BNIREI400ER |, FHIRIGH
OperationNotSupported,

Nl

R

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

RERRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

BFREGTS s | R EERAFINZAT STEHEEIENR.
\E N :
=P lan:_"lf

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MM Header
R 25

%
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T SRR BRI
x-0ss-symlink-target KA - en

Mo

1. R EHEHERFIEIREIA04 Not Found$&iR, $EiR%5 : NoSuchKey

Nl

BB

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60OhZ9)fe8=

IRERRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-o0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"

Restore Object

£tXJArchiveskEIRIObjectiElY , EE(HFIRestorefRFLL RSB IMHITIRIAES ., WNR—Object2
Standardz{ZIARE! |, RFEFRIZIEO. I340bjectiE{TRestoreRIGHMRSZIIIEUT ¢

a. —PMArchiveZEIRIObjectiTIARTMETIEHRIRTS ;

b. $23—/XRestorel2{Ef5 , ObjectiSAbFHRFT , IRBIHHUTIRE ;

C. FRSIHHITRRBRMEISE | ObjectFigeEH NIRRT | AT ATLAEEObject ;

d. FRIRSEOARZLR | BPALEEKEIREZTX , Z/a . Object X EIFIFIIARTAYSIFRIRT.

XF—MEFRRIASHIFREObjectifl{TRestoret#E , SF-4EUEINEIZER ; AR —1FAHObjectdhFRAF
HEBRGEEAANSH , BIXIRaZRestore , MASUENEEHREENEIZE A,

EREE
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POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DT

1. INERZEXFZObjectEE—IRiEArestoretz [ , NiRE202,

2. MNREBERINEARErestore 0 , BIRSmIETRET , BXERRIRE409, {HiRF5H
: RestoreAlreadyInProgress ; FRSSImRENZIER , (RIRSIHIEEH fTrestorel(E , BFRREE
EFEWSERY , ASEHRFATEA/NT,

3. tNREERINERIIrestoreiZ ] , BIRSFSIRRARSETEM , BXRAMBITIRE200 , B&Eobjecthy
B FEETEREK—X |, RSEKTRX.

4. iR object ™77 , MiR[E404,

5. WNERETRIIEArchiveZ£BUfObjectiRacrestore , NIRE4005E |, $EiR137
: OperationNotSupported,

Nl

BRigAzrestoreSiER~

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

REERA

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

BEXER , BrestorelRasemAd

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

REFRA

HTTP/1.1 409 Conflict
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Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyInProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008 </Requestld >
<Hostld>10.101.200.203 </Hostld >

</Error>

B/XEE , HrestoreB&s5emAT :

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:.u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

RELRG

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

FFMultipartUploadfig{/E

PRT1EIIPUT Objectiz_EAESHERIOSSLASM , OSSIFRM T BAM—Fh E{&E#E{——Multipart Upload, FF
BILATEAI ORI B SEN (ERPRTFLL ) |, HEMultipart Upload &&= |, 40 -

- BESHHTR LT,

- H{E#BIT100MBAR /NS

- MERFMIE | FIOSSHIRRSS BR < AIRTHERZ BHTFT.
- HESUHZRT , TOEE LESHFRIRN,

{EMultipart UploadiEzi &SRR , WRSCARIZEOREROSSHIIA— MMultipart Upload={4, %
EOSIRE—PMOSSIRS S8BEIZEIILBE—RIUpload ID , FHFHRREA X Multipart UploadZE4, FFELIR
EIXMNDEARBIEFAGERE , tndh1EMultipart Upload, ZifMultipart UploadZs,
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KIS

POST /ObjectName?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT date
Authorization: SignatureValue

iBk&#(Request Parameters)

Initiate Multipart Uploadfy , ATLAEIEencoding-typeXtiRBIZRFHIKeyiH 74D,

B

encoding-type

& KkHeader

BFR

Cache-Control

Content-Disposition

Content-Encoding

Expires

X-0ss-server-side-encryption

106

170

BENREIRIKey#HITHB , BaISZFurldwia.
Key(#FAUTF-8=4F , {Bxml 1.0ARHER IR —
Lhins= 7 |, tbilascifE M ORI 10M=FFF, T
KeysrB&xml 1.OFREARSTHFAEHIFRT , ATLAE
iFigxEencoding-typeXfiR[EIRKey#H1T4RED.
HUERE | B

ZONME : T ANEE : url

1%

1BE1ZObject# FERTAIMIRAIEFITH ; BEiFH
HIRIESSRERFC2616,

KR - G

HNE

IBEIZObjectily FERTHIRTR | BiFMEmAESMR
RFC2616,

KA TR
HANE : &

FEEIZODbjectiil FERTRIAERISET. | BIFMEHE
NESHERFC2616,
A FRFER

BANE : K

IIHARYIE ( milliseconds ) ; FiFMHAESER
RFC2616.

ESIINEE )
BANE : &

18 L1E1Z0bjectE M partBHHEARIIRSS SRim N
IRIDELE |, OSSENT HEMIE N part KBRS 28iH
INZ IR TS,

KA FIEER

Bi%(E : AES256
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R7cEE (Response Elements)

B A
¥Eat— MMultipart UploadZ54a9BucketZFR

KA . FFE
R : InitiateMultipartUploadResult

{®ZInitiate Multipart Uploadi&skERAISEE.
KA . AR

F5m : Bucket, Key, Uploadld

RF55 : None

¥atk— MMultipart UploadZ={4#90bjectZ#R
e Sem - ey
R : InitiateMultipartUploadResult

KE—trorit X Multipart UploadZ5{4#41D,

Bucket

InitiateMultipartUploadResult

Uploadld KA FFER
R : InitiateMultipartUploadResult

EFIREIERPIRISFERRIEE. NRBRNSE

F¥g%E T encoding-type , BRREILER ST
EncodingType Keyift{T4w13.

KA R

REm . B8

Mo

1. 1ZIBETENESBR0EHE , BN “?uploads” ZFJCanonicalizedResourcerh,

2. #iatEMultipart Uploadigsk , S0 FARERIHTTPIERL : Cache-Control , Content-
Disposition , Content-Encoding , Content-Type , Expires , LAKLA “x-oss-meta-" FFkAIFEF
BENXHeaders, B{AEXiESMPUT ObjectizO.

3. ¥ltaEMultipart Uploadigsk , HASHINEEFEMIEBobject,

4. RS RUEIIAMMultipart UploadiEkig , SIREI—MXMUSRANERME, HBERERE=ATT
% : Bucket , KeyflUploadID, FiER TEAHIUploadID , LABFRELAIMultipartiEIRE.

5. #4AMultipart UploadiBskRt , &Hi&E 7 x-oss-server-side-encryption Header , RI7ENER L
SIRElZHeader , FEE EERE  partht , RS insBoiXE parti# TERISINZFE , BHEl
OSSHRSS e8im RS HF 256 mMRINERE ( AES256 ) |, IEERMMESIRE400F BN RER
: InvalidEncryptionAlgorithmError ; £ EAEE partBt A BiR0x-oss-server-side-
encryption iERL , BEEIZIERLNOSSEIRE400F AR AYEIRIZT : InvalidArgument,

Nl

R
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POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:/cluRFIRWMTZpC2hTj4F67AGdM4 =

RERRG :

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<Uploadid>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >

</InitiateMultipartUploadResult>

¥ItaE— 1 "Multipart Uploadzf5 , RAILARIEIEERIODbject®Zf1Upload IDRS R ( Part ) &R, 88—
FERIPartEE— MRRERSHE ( part number , SEERZ1~10,000 ) . XFFE—Upload ID , iZSBEAE
EE—RRX—HREUE |, R T SRR X ERIEN S, NRIRAE—partSHB , LETHIEL
& | BRAOSS LEBRIX/ N SIBHIPartiE G ER. MR RE—RPartlis , Hftthdpartf/)\/9100KB ; &
fE—RPartiR B K/NRH.

KIEE

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

Mo

1. ERZEO HEPart#uERT , & 4TAMInitiate Multipart Upload#[ , 3XBY—NOSSPRSS 8EATARRY
Upload ID,

2. Multipart UploadZE3kprEE—1PartLAsh , EfttAIPartK/EREAT100KB, {ERUpload PartfZ
AHFSIZEIRE EEPartiI A/ ( EATAIEREARE—R) | RB=Complete Multipart
UploadiIRHEA 24256,

3. OSSR S RimILEIPartEHEAIMD SEMTEE TagL IR EILS FAF.

4. PartSTOAEREIR1~10000, MIFBHXNEE , OSSEREINvalidArgumentiIFEiReg.
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5. ZAMAInitiate Multipart Upload#ZOT , 8% 7 x-0ss-server-side-encryptionigskik , M&xd £
ERParti TN 4D , F1EUpload Partli ik HhiR[Ex-0ss-server-side-encryptionsk , BfE%
BRiZPartfIBRSZ SRR INZE % , BffMInitiate Multipart Upload#Z[, 6.8 7 {RIEEUIRENSEM
SRR AHIER , AR AREEKRI#E# Content-MD5 , OSS&IHE _HESIRRIMDS 5B EER
MD5{ELLE |, tnRA—EuREInvalidDigesti&iRts.

Nl

RTB:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

Upload Part Copy

Upload Part Copyi@id \—EIFEHIObjectrhi RS HE—  Part, Bid7EUpload PartiskAgEA
1Bhi— 1 Header:x-oss-copy-sourcekiARIZiE. HEN—NAFLIGBRISUART , #/afFEREUpload Part
Copyfyo Ut T, AIRBET B MRIEEIU/NTLGBRIN S , AJLIZ%E Copy Object,

TKIEE

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last
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iBkHeader
bR T BAAYiEKkHeader , Upload Part Copyigskai@id FMidHeaderfgE#E MAYREObjectitttibF1#E AT E.
B fiik
SHliEIE ( VIR EER )
X-0SS-Copy-source KA FFf
EAME :

IRObjectAyEIEREl, 4, IKRE bytes=0-9 , &

NMEXEORFEIXIONFRF, HIEMENER
X-08$-COpy-source-range ObjectBf A FERZIFXKHeader,

St 2 i)

HNE: L

TiAiEKHeader{/EFBTFx-0ss-copy-sourcetgERIRODbject,
B %

SNERIFObjectIETAGEFIFFIRAETAGIES

BT IURME ; BNRE412 HTTPIEIRED
X-0ss-copy-source-if-match ( FRALIRR )

KA FFTER

BAME -

gNSRIRObjectE NFFFEERIBTEILUG LIS B 2

B, MATHETURE | BRRE412 HTTPSER
X-0ss-copy-source-if-none-match 5 ( FRAbIER ) .

KA

BME -

NRENSHP RIS RIS T EE T S SERRE
AYiE) , MIIEREERESE , FiRE200 OK ; B

X-0ss-copy-source-if-unmodified-since [E]412 precondition failed$&i=.
KA FRFER
BNME -

WERIRObject B \FIFIEERIRTELARHRIESUT

, MBI THEDUERE ; BUREA12 HTTPEIRAS
x-0ss-copy-source-if-modified-since ( FRAbIESEW )

KA . 258

HANE : &

MAcE (Response Elements)

2R 1170

NRIRObjectETAGEFFBFIRHLAIETAGIESE
, WHATHEIURME | BNIRE4A12 HTTPIEIRD

X-0ss-copy-source-if-match ( FRRMERETY )
KA . iFE
BNME -
X-0ss-copy-source-if-none-match NRIRObjectE \AFIEERIREILUEHIS B 1HIE
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BOd , MFATHENEME | BNIRE412 HTTPHER
5 ( FRALIERN ) .
A FRFER
BINME -
INRENSE PRI B T 30 MR T S SEFMER
BE) , NIEEERESH , FHREI200 OK ; BRI
X-0ss-copy-source-if-unmodified-since [E]412 precondition failedf&iR.
A FER
EAME :
SNRIRObjectE NP ERIRSEILUSHIESHT
 WFRATHEIURME | BUREI412 HTTPIEIRES
x-0ss-copy-source-if-modified-since GITISESS ISR

KA PR

BANE : &

DT

Nl

1. EARZEO _HEPartuEay , /A AInitiate Multipart Upload#Z0 , SKEX—1NOSSHRSS 280ARY
Upload ID,

2. Multipart UploadZ:RERERfG—PartLAsh , HitbAIPartA/NEBEXF100KB, {EREUpload Partf
AFASIZARRYG EEParthI R/ ( EAFFIERE I&EE—R) ;| RBE=Complete Multipart
UploadB9RHRA 21258,

3. FfgEx-0ss-copy-source-rangeigkkhT , FRnFEMENRObject, HFEEZIBRLET , NiRE]
HEFPSE BN HRIRKEFIIRIZENATSEE |, #1480 : Content-Range: bytes 0-9/44 , FRI-EEA
MXHKER44 | IXENRFEER0-9, JEERSEEARTSBERCTER , MENEAN Y , HER
TEE5R iR Content-Range,

4. Z@Anitiate Multipart Upload#%[ORT , $§%E 7 x-0ss-server-side-encryptionigsksk , M&X £
ERIParti TN 4RES , FFEUpload PartlgizskmiR[E]x-0ss-server-side-encryptionsk , E{BEX
BRizPartfIBRSS2FimIIZEE % . BfANInitiate Multipart Upload#.

5. IZIBEARBEE BT AppendiBiN LER R =4 object,

6. ANRBucketfYRE S9Archive , NIABERAMAIZIEN , BNIREI400551R |, $HIRFEH
OperationNotSupported,

TRTB:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPMmMSW86bBAfMmMUmMW;l=
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756
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REERHG:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3e6abab2-1leae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

TS EEEREPartEp_ HE5ERIE , HAFComplete Multipart Upload APISRSEREEANSZAAIMultipart
Upload, TEHUTIZIRIERT , PO URHFrEERAIEIEPartfI7IZR ( 8iEpartSHBFIETAG ) ; OSSEIF
FiRRZHIPartfIRE , SF—WIEE M UEPartiIEM . JFTERIEEEPartiGIEEISfE , OSSIHEX LR
partBE— 1 EEAIO0bject,

BKEE

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

BXk&#(Request Parameters)

Complete Multipart Uploadht , AJLUEIFencoding-typeXtiREIZ5RHAIKey i T4RED.
BR fd

IBEXIREIRIKeyiH TS , BRISFUrlZHa.

KeyfEFBUTF-8=4F , {Bxml 1.0FRAEARSZIEARIT—

Letl= 7T |, tbiNascifEMORI10=F. 3T
encoding-type KeysB Exml 1.OFREARSTHFAEHIFRT , ATLAE

df8xEencoding-typeXdiREIHIKey 1 T4RAD.

IR . FFE

ENANE : T ANEE : url
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iBRkIcE(Request Elements)

B A

{®7FComplete Multipart UploadiEsk I FHIZSEE
CompleteMultipartUpload S 7558

TR —PEE N ParttR

RER T

PartpiIh_E1&fR , OSSIREIRVETaglE.
ETag KA FFE

R Part

REOE HEPart=ERA S8,
KA Z5E8

Part FT5r : ETag, PartNumber
R : InitiateMultipartUploadResult
Part#(8.

PartNumber KA B

R : Part

MR cE (Response Elements)

2R ik
BucketZ#R,
Bucket KA 58

AN

R CompleteMultipartUploadResult
{R7FComplete Multipart UploadiEkERAIZSSE

CompleteMultipartUploadResult SN
F5 M4 : Bucket, Key, ETag, Location

AN

R : None

ETag (entity tag) 781 Object4 R AIRHEHE !

## , BFtr—1ObjectlNE. Complete

Multipart Uploadissk@liZfJ0bject , ETag{E=Z
ETag HABHIUUID, ETaglERILAFFIQEObjectNE

BARET. .

KA YR

R : CompleteMultipartUploadResult

#BlEObjectiJURL,
Location KR . FRFER

R CompleteMultipartUploadResult
#FrelEZEObjectiIB=E.

Key KA . PR
R : CompleteMultipartUploadResult

1EBREIZLRPIRIBFERNEE, WREKNSE
Fh¥g%E T encoding-type , BRREIIER ST
Keyift{T4wm3.

KA . FFFE

EncodingType
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o
Ih
I}
%

Mo

1. Complete Multipart UploadBt , REEIABRERE—IRLASNRAIRAIA/NEEAFL00KB , FaEFHR
B A9PartlisthyE—{ \PartS#5F0Etag. FRLATE Ef&EParthy , ZEFinbR T HEICRKPartS134h
, RRBICREIR EtEPartiIhfE | RSZEHREINETaglE.

2. OSSktFEComplete Multipart Uploadisskiy , &Fs4—ERAdiEl, EIXEREHER , S1REFimil
OSSzjalfyskElis , OSSR EEEiEKM5T.

3. AF#ERAPart Listd, PartSASEILARNELLRY, BIaNE—RAIPartSHEREL ; B HRAIPartSHEIE
5,

4. OSS4hHEComplete Multipart UploadiEskmIhfE | iZUpload IDFESEERI.

5. E—Objecta LAFFHABEARBRIUpload Id , ZComplete—/ Upload IDf5 , iZObjectAIE b
Upload IDASE0,

6. & J8Hnitiate Multipart UploadiZ[Rt , $§%E 7 x-0ss-server-side-encryptionigsksk , ME
Complete Multipart Uploadfimghzsker , &iR[EIx-o0ss-server-side-encryption , E{EZXRFIZ
ObjectfYiRFZeRimINEE .

7. AR AP EE7T Content-MD5iFkk , OSS21tEbodyfyContent-MD5SHICE—E M , SNRA—
0 , $Bix[EInvalidDigestf&iRAg,

Nl

TR:

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>
</CompleteMultipartUpload>

IREIFRAI:
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HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>
<CompleteMultipartUploadResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

ZIEO R LRIER FRMAtAYUpload IDHRIEERSRAIMultipart UploadZf4, Z—"Multipart UploadZ5{44i
LS |, MABERERAXMUpload IDMIHTER(E , EE LIERIPartBIEB MR,

BKEE

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

DT

1. FR1lE—Multipart UploadS{48Y , sNREFFBRIFELPart{PAE EZ |, BRAIXRFLILRMEBTTE
MpRIXLEPart, FRLAMNISREFAEHRIBIERER , AT HIEREMROSS Lav==E , FEEA/LXAbort
Multipart Upload#z[.

2. ANEREANAIUpload IdARTFAE , OSSSIR[EA04481R | $8IRES9 : NoSuchUpload,

Nl

TRTB:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECI8E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

RERHE:
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HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

List Multipart Uploadsa] LABF K H{THAIMultipart Upload=S{4 , BIEEHAIIAHAIMultipart

Upload{BEFk#CompletegiZAbortiIMultipart Upload=4, OSSIREINEFERPHRESELEE1000
Multipart UploadfE2. fNERAEIEEOSSIREIZFIZERAMultipart Upload{SERIZIE |, AILAEIRKAHIHIN
max-uploads&#{, F5b, OSSIREIZFIEZERPAIIsTruncatedTTRIFARBIEBEMAIMultipart Upload,

TKEE

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iB5Xk&#(Request Parameters)

BFR 15

E—MNHETFIObjectBF=HITHHEMNFRT. Fie&

FEEIEENRIKESE X LI delimiter=fFZ
delimiter BfJobjectfEN—HITER

——CommonPrefixes,

KA PR

BREURIREMultipart UploadsSE4HI&AE B
, WRTFIEE , BAIAK1000 , max-uploadsE&E
ABEAXTF1000,

KB FEE

5upload-id-marker&#—REfEAKIEEIR Bl
RAGRIAGIE. | SR upload-id-marker&4ik
RE  HRERPES | fTE0bjectBFRIF
KTFkey-markerS#{ERIMultipart=44, | aNR
upload-id-marker2##KiRE , EIRERFER

: fTE0bjectEFAIF B F AT key-marker54{
{EfIMultipartZ=5{4F10bjectBFETF key-
marker2## , {BRUpload IDtbupload-id-
marker£#{EKAIMultipart UploadsZ{4,

KA FRFE

REIREIobject keysialAprefix{ERIZR. iE
BFERprefixaifhy , RERkeyHoEE
prefix,

KA FIEER

upload-id-marker Skey-marker2#—R(FAFIEEIREIZERATRE

max-uploads

key-marker

prefix
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encoding-type

MRzrcE= (Response Elements)

&R

ListMultipartUploadsResult

Bucket

EncodingType

KeyMarker

UploadIdMarker

NextKeyMarker

NextUploadMarker

117

B, | WRkey-markerS#RIZE , N
OSSZHgupload-id-markers#l, | 4% key-
marker8#iFiRE  ENERTES : G
ObjectZFHFH AT key-markerS(EH
MultipartZ{4F10bjectd FETFkey-marker£#§
{& , {BRUpload IDtbupload-id-marker£#(&
KAIMultipart UploadsZ5{4,

KR RS

EEMHREINIAEH TR | ISEmIDAIREL.,
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfKey{#FBUTF-8=4F , {Bxml

1. OWRAEASSTIRFR T — LB |, EbdilascifEM
0ZI10M=/F. XFEEXmI LOMRAERSIFAESE
=, AJLiEIgiEEencoding-typeXdiREIAY
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyi#{T4RA2.

HHERE TR

BAME - T

1170

{RfFList Multipart UploadigskERIAES.
HKE . NEE

FT M : Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadldMarker,
MasUploads, Delimiter, Prefix,
CommonPrefixes, IsTruncated, Upload

Q—H—

T - None
Bucket®&Z#R.
KA . FiFE
RT3 ListMultipartUploadsResult

EERIREIERPRIDFERIIEE., MRIEKRHISEH
Fhig%E T encoding-type , BRREIIER ST
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfKeyiX LTt =1 T4RA3.

S i

R/ : ListMultipartUploadsResult

FIFRAESIRObjectfI &,
A PR
RT3 : ListMultipartUploadsResult

HIZFRAIFEIBUploadIDAE,
KA . FFE
R ListMultipartUploadsResult

MERRZBIREIZEPER |, WAEKPERS
NextKeyMarkerst2= , FITHRBAREE FRIBEKRAY
KeyMarker{&,

KA . FFE

RT3 ListMultipartUploadsResult

RPRRBIREEHER | WABKPEES
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NextUploadMarkerst2 , FIFHrBEEE FRiEKAY

UploadMarker{g.

e Sl ]

R« ListMultipartUploadsResult

REIERAUpload#H.
MaxUploads KA . By

RT3/ : ListMultipartUploadsResult

RIERARIRERIMultipart Upload4552%13&

R ”t%e"ZK %Ex?ﬁ\iﬁﬁi’ilﬁ;l%ﬁﬁ%

; “false” AN D’(EL%E@T%HB—E%‘,
IsTruncated KA WEFRTE BYYE | false, true

BRIAE : false

R M : ListMultipartUploadsResult

{RFMultipart Upload M5 R ISR,
HKA R

FT5 4 : Key, Uploadld, Initiated
RT3 : ListMultipartUploadsResult

¥EatkMultipart UploadZ44#90bjectiZ =,
R Upload
Multipart UploadZ{489ID.,
Uploadld KA FFER
R : Upload

Multipart UploadZE{44IsaL IR E.
Initiated A HEH
Q—H—

Upload

T Upload

TN

1. "max-uploads” 2#&AE/1000,

2. FEOSSHIIREIERE FHRIRObject ZFFHFEF A ; X FRE—1Object , NZABRTIEF , FHF
HEF,

3. AILARIE M E R prefixS#tbucketWAJobjecti#{THEETR ( SRIUSIHRAIINEE ) .

4. List Multipart UploadsiEsksz#55fiak&4) : prefix , marker , delimiter , upload-id-
markerfimax-uploads, BITXLSHES  TLUZERIEMultipart UploadsS4a9#IR1 , 3X
SHRENEIRER.

il
R

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =
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REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-oss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>oss-example </Bucket>
<KeyMarker> </KeyMarker>
<UploadIdMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>
<Prefix> </Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated >
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8</UploadId>
<Initiated>2012-02-23T04:18:23.000Z </Initiated >
</Upload>
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </UploadId >
<Initiated>2012-02-23T04:18:23.000Z < /Initiated >
</Upload>
<Upload>
<Key>oss.avi</Key>
<UploadIld>0004B99B8E707874FC2D692FA5D77D3F </Uploadld >
<Initiated>2012-02-23T06:14:27.000Z < /Initiated >
</Upload>
</ListMultipartUploadsResult>

List Partss ST US| HigEUpload IDFTBRIFTE B2 LIERTPart,
L
IEZQh: lf

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

EkE#(Reauest Parameters)
R HR
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uploadld

max-parts

part-number-marker

encoding-type

MR rcE (Response Elements)

2R

ListPartsResult

Bucket

EncodingType

Key

Uploadld

PartNumberMarker

NextPartNumberMarker

120

Multipart Upload=4#9ID,
KA . FE

BIAME - T

MEEOSSIN FRIRAPart#H.
HKA . BB

ZAE : 1,000

fEEListhUtStafIE , RBPart Numberd{BXF
ZSEEPart2 5 H.

KA . B
INE &

BEXREINNSHITRS | I8EmiBaIZEEL,
Key(#FAUTF-8F4F , {Bxml 1.0AREAR ST —
Lhiz=7F |, tbilascifE ORI 10M=FRT, T
Keyr&&xml LOIREARSTHFAVEHIZRT , FJLUEB
Tf8xEencoding-typeXdiREIAIKeyH 1 T4RAD.
HUERE . e

EINME : 5, BIE(E : url

)%
{RTFList Partis=k{ERAVZSES.

KA . [EE

FT5m : Bucket, Key, Uploadld,
PartNumberMarker, NextPartNumberMarker,
MaxParts, IsTruncated, Part

AN

RER T

BucketZ#R,
KR . AR
R4 : ListPartsResult

1EEAXIR BRI TIRASERIRVZEEY., WRIBREY
SHPigE T encoding-type , FFLNHREILERF
AIKeyiH TR,

KA . FFFE

R ListPartsResult

Object&A#rR,
KA TR
RY5 A : ListPartsResult

Upload=4ID.,
KA R
RF54 : ListPartsResult

AR ListeEERRYPart Numberigiais.
AU ;B
QT : ListPartsResult

MBRRLEIREIEIPER |, WAEKRPEES
NextPartNumberMarkerjtz , BFiRBERE K
BEKagPartNumberMarkerf{H.

KA B
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AN

TR ListPartsResult
RENEKRPRAAIPartEH.

MaxParts SR - BE

AN

RLIE : ListPartsResult

TR EARIREIRILIst PartZE RS FRIFEMT.
"true” FRAKEKBRAISEER ; "false” F
IsTruncated AR BEIRE T 2EPER,
A WEFRTE BYE : true, false

AN

LI : ListPartsResult

RfFPartiEEHNAES.
KR FRFER
FTr . PartNumber,LastModified, ETag, Size

AN

R ListPartsResult

FroPartf9g=s.
PartNumber KA - BH
R A : ListPartsResult.Part

Part_E{EAYATIE],
LastModified A . HHR

RT3 : ListPartsResult.part

B L{EPartiEAIETag.
ETag R . FE

RT3 ListPartsResult.Part

B2_f&PartX/\,

Size KA - EEH
R ListPartsResult.Part

Part

Mo

1. List Parts3z¥max-partsflpart-number-markerffiEk 244,

2. max-partsSEBRAE /91000 ; FIAEHH1000,

3. FEOSSHUIR RIS IZRRPart SHIFFHE .

4. BTFRBRIEHTTREHSE | FTLARHEZFList ParttHsRAY4EER ( Part NumberflETagld ) SRERRGE
Complete MultipartfyPartFlz&.

Nl

R

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:4qOnUMc9UQWgkz8wDgD3IIsa9P8=

IREEA :
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HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload </Bucket>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98&quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98&quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
<ETag>&quot;7265F4D211B56873A381D321F586E4A9& quot; </ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

S E IR (CORS) eI WEBIRAYN FBAZ AL B T AN ERI R R, OSSIRME T CORSSZFFLATIEFIFOSSTH
RERERIWEBN AFTER. OSSIEMHZRMOSEAE EHIEELEAISMER,

Put Bucket corsi#{EBEIEERNbucket EIRTE—MEIHFIRILZ(CORS)ATHIN |, tNREMNIFENBZ=/EM
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PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from </AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod>HTTP method</AllowedMethod >
<AllowedMethod>...</AllowedMethod >
<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>
<ExposeHeader> headers in response that can access from client app </ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration >

{BEKITE ( Request Elements )

HHR iR BEYM
CORSHUMAYEEE , 1
CORSRule bucketRZ FiF10ZHNY =

KA NE8
RT3 : CORSConfiguration

S A ESERIOTER , 20
ERE N RS RS M
m*ﬁgﬁffﬁfg;¢

. e BEAG. AEISER _

AllowedOrigin o ERAETTEMER
BB,

SR - e
LR A : CORSRule

?Eﬁﬁitf:ﬁ\"]ft’%ﬁ'ﬁ%*ﬁ%o
iU e
AllowedMethod ( GET,PUT,DELETE,POST,HEA =
D)
RF5/a : CORSRule

ZHIFEOPTIONSTRENIE S
Access-Control-Request-
HeadersikthigERheader2
B, 1EAccess-Control-
Request-HeadersFhgEIE
A header&f it

1

AllowedHeader
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ExposeHeader XMLHttpRequestyd&, ) &

MaxAgeSeconds CORSRuleEEHE&ZAITFHII—
PAS

CORSConfiguration KA : 88

AllowedHeaderh5—&33 iz
IR, RFHERRZ—
" BERF
KA TR
R4 : CORSRule

BRI AN B FRIIE]
ARk ( fHlan—a
Javascriptfd

iy

UFER " BT
KA FTER
R4 : CORSRule

e S B B R RAYFREN
( OPTIONS ) iEKIREIEERAY
ZEEE , BAAR, —

i

Io
2R - R

R : CORSRule

BucketfJCORSHINIZSEE

ali

RER T

MM

Nl

1. BiAbucket@AFECORSINEE , FrEMEEIEKATOriginEB K STIT.
2. AT HERFERFHERCORSIIAEE , ELINM— P www.a.comBIRIiEEIS I B ERHY

XMLHttpRequestThgERIHIAOSS , FEBEAEOF&_ LECORSANEFFE. ZMNEXMLIZA
SkitiA,

. B buckethICORSIRERHEZ X CORSANIEER . B bucketimRZFIFLOFMN , LIERY

XML AHERZ 8IF16KBR/N,

. HOSSEI—MESIHIER ( B OPTIONSIER ) , iR bucketXIMAICORSHINY | ZAFRHHATHERL

AIRPRIEE, OSSSMRIGET MM , FASE—KITEAIMNIRAIFERFFIREIRT AT
header, UNERFFEFINIEBICESLMINAFT IME(RICORSHEXAIheader,

. CORSHEPCECATHAAGHE =4 , Bi5% . iIEKAIOrigini/RPLEt—InAllowedOriginIi , EUR

,IBXKAYGE (W0GET , PUTE ) 5B OPTIONSIEKAYACcess-Control-Request-Methodsk 33 RzfY
FEMRItEC—ITAllowedMethodIll , £2f5 , OPTIONSiEKHIAccess-Control-Request-
HeadersiL8 &1 MNheadergfJRltEi—INAllowedHeaderlid,

. SNSRAF EZT Content-MD51FKL , OSS&itEbodyRIContent-MD5H 10 E XM , (NRF—

¥ , BiREInvalidDigestEiRFa,

AxNbucketE a7 AIEINI A .
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PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT </AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucket corst{ERRTEBISERIBucket BEIRICORSHINY
A TS VAL SN
=P 1%15

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR rcE (Response Elements)

B fEid

I-I \ PN =2 = 3 52 |_|
CORSRule CORSHIMIANESEE , & MbucketBSFHFLORMM
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AllowedOrigin

AllowedMethod

AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

TN

R/ : CORSConfiguration

IEESVFRIBSENS KRR , SRIFERS I TTERE
BESMATHIRR. ARIFERSRS— ™ 8
Foff. WISRIEES " MFRFAVRTERIKIRER
AR,

KA TR
RP5 & . CORSRule

IEEAVFRIBEIERIT .
KAY : %€ ( GET,PUT,DELETE,POST,HEAD )
L7553 : CORSRule

RHIFEOPTIONSTRENS S H1Access-Control-
Request-Headerssk#igE R header@ B fBiF.
fEAccess-Control-Request-HeadersigEIE
NheadergBwimrEAllowedHeaderiE—&3T AL
NI, FERRZ— " BT

KA FEGEB
QLI : CORSRule

EERTRF MM RRERFFIEERImAEL (Flan—
MavascriptifXMLHttpRequestI S, ARFIFFE
R " BT,

KA TR
QLI : CORSRule

IEENEEE M E R RAYFREY ( OPTIONS ) i
REERNEEFRE , BAAR, —
CORSRuleEERZAIFHI—.

SKAY - B

L= : CORSRule

BucketfgCORSHIMZ538
e it NS
S

1. Y1ERBucketA~"1F7E , iR[E]404 no contentdEiR, FHRA : NoSuchBucket,

2. RBBucketfIEBEE A BERENCORSHIN , BNREI403 ForbiddenfHiR 4R35 : AccessDenied,

3. WNERCORSHIMAIFLE , #R[E]1404 Not Foundf&izR , f&i=fEBNoSuchCORSConfiguration,

Nl

KB

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4ArRK+zNhH1AcF51INNHD39zXw=
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BiRECORSHNEHR ElA :

HTTP/1.1 200

x-0ss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

Delete Bucket corsFiF X FEEBucket X REICORSIIREFF B2 FTA N,
SEEHSAEY
BKIEE

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. YNERBucketA~1F{E , R[A]404 no contentt&iR |, (21285 : NoSuchBucket,
2. REBucketiyiBEE 7 8EMIb&BucketxI R AICORSHN, tNRIXERIE— N ARETFRIY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i=f8 : AccessDenied,

Nl

=5

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

IREIRA
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HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

NS RIEBIHIE R Z RIS RE— M preflightiE=k ( OPTIONS ) Hs EAFERISKIRIS , HTTPS AR
headerfSE &R 0SSLURERAAXEIEAIERK., OSSHLUEZPut Bucket corsizRFFFBuckethy
CORS3z#F , FFIRCORSINREZ fE , OSSTEHREINIE =R preflightiE KT SRIBR ERIMNIIHERE RIFARIBER
. MEARFIFERECORSIIEERBFE |, IR[E403 Forbidden,

KB

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

i&kHeader
BR R
BICRIRE , RSB,
Origin KA FFFEH
HNME: &
FRELPRAERFIE=AEIRTTIE.
Access-Control-Request-Method KA . R
BAME -
FRELIRERPSAEIRRR T BELERZ MY
headers,
Access-Control-Request-Headers S - e
BAME -
IMRHeader
B fiEA
ERFPEERIOrigin , MRARIFAIEE AR Z1Z
Access-Control-Allow-Origin SLEB,

KA . FFFE

FFERPHTTPA L , IRARFZERK , AR
Access-Control-Allow-Methods 5%,

KA TR
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Access-Control-Allow-Headers

Access-Control-Expose-Headers

Access-Control-Max-Age

Nl

R

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

REERA :

HTTP/1.1 200 OK

x-oss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

FFLiveChannelfi2/E

FBFALAERRTMPI IS S SREE LIEZI0SS | #tEmiEeSiEIsnct. tEal , BRESREL

AFAEKIETheaderf95I3 | MIRIFEKFER
1&Z£i¢ﬂ’\]header  WABEZZKED | BRI
a4,

KA FEER

RFEZEFimJavaScripti2Farifaidheadersay
5'—]%0
KA FFE

NSRS EFpreflights5RAATE |, BT

K7 ; mR)

g—LiveChannel , LISRERS R AGHERBLIE , EIFARNSRISSEXINAIAPL

B RTMPHY LA ESHSREE ERIE LA TR

- REEEARTMPHERRIST | AL,
- KRB EIIR , BYSTREIUIH264,
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- B RNER , HERSGSAACED | Bt SRawmER.
- BB RSTIFHLSINY.
- —LiveChannelBRTREEE— N EFinAEHER.

RTMPHEFRHEUFZAN © rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
ELARRHNA: rtmp://${bucket}.${host}/live/${channel}?${params}

- live ARTMP#MYEYappBFR , OSSEIEFElive.

- params/JHERAISEY | W‘t'ﬁHTTP SkAIquery stringtBE , BIFZAN
" varA=valueA&varB=valueB *

- BucketAcl3Epublic-read-writeRt , #EfRMEIIFEBRSZATLUER ; £F/5EELOSSHIUrES |, B
BT FRAR |, BEXSEREARRIRIN,

RTMPHERSZFRUrl S 4L

SRR HR
%%?E;fﬁiﬁ!ﬁiﬂarggaéi#%ﬁﬂ | EEEE
. LiveChanne < o
playlistName R AR 3UB AR RN

" ${channel_name}/ "BIE%.

Rl RIS R RN

— N EE R RHEREIERZAN
: rtmp://${bucket}.${host}/live/${channel}? OSSAccessKeyld =xxx&Expires=yyy&Signature=zzz&${para

ms}
BHBWR fER
OSSAccessKeyld B X [FOSSEIHTTPEZAYACcessKeyld
Expires SHARGIEIEL | 80K UNit timestamp
Signature BEFHE  BEXSHEEITELE
params Hih24 , MBS HHRESS5ES

Signaturef9i+ERMMENT :

base64(hmac-shal(AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

=R fiid
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CanonicalizedResource B9 “/BucketName/ChannelName”

EiRparam key=FHEFHE" key:value\n” &R

7‘% BISEWHER , MRSEHANE0 |, FPAX—IN
CanonicalizedParams ¥R S SecurityToken,

OSSAccessKeyldFExpirel A} Signature,

B—1 param key RggHIl—Ix,

LiveChannel&##HStatus : enabledfdisabled , BFRILAERAZEOEMNStatus Z B TR, &F
disabledjR7&AT , OSSEE 1A EZLiveChannelHTHERIRIE ; tNERBAFEERZLiveChanneliEs , BB
LERNE RIS HEEHEIETT ( 8B 10sEaRIER ) .

BKIEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-
hangzhou.aliyuncs.comAuthorization: SignatureValue

TRSH

ER ik EENE
tgzELiveChannelf§Bx
NewStatus Status. 2

B%H : enabled. disabled

MM

1. H8E=EPigEiZLiveChanneliERRY , FAPutLiveChannel&E#6liELiveChanneltBB]LUAZENERL
Statush9BHRY,

2. ¥EEFimAEZLveChanneliERAT , FiA@EPutLiveChannelE#lEZLiveChannel , REEEISA
EO{&K LiveChannelfik7Z&Adisabled,

Nl
Bkl

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:X/mBrSbkNoqM/JoAfRCOytyQ5pY =
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RERA

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT

B RTMPHMY_HEEMSTEEER , ©RTRAIZEORLIE—LiveChannel, ZZEORIREIRTMPHETTEE
, ARSI NAURERUEiLE, AR LAERIRERIEIEHTHER. Bl S5, BPALURIEZLiveChanneli9&
RRARIEXRAVENE | NEIHERIRE. ENfERICR. RIHERS.

BKIEE

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription </Description>
<Status>ChannelStatus</Status>

<Target>

<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlayListName>PlaylistName </PlayListName>
</Target>

</LiveChannelConfiguration>

iBERKITE(Request Elements)

2R i
{RFLiveChannelft &892,

it

LiveChannelConfiguration FT5m : Description,
Status, Target
RER T

W
n~
#

fiD

LiveChannelggifiA (=8 , B
128=5,

Description KA . FRIR
FER T

Iy
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Status

Target

Type

FragDuration

FragCount

PlaylistName

TN

: LiveChannelConfiguration

gELiveChannel IR,
KA MEEFRTER
Fom T

Ve S= ==

x-ljl\\\
: LiveChannelConfiguration
BEE : enabled. disabled

RIFEMEECESRR,

KA RE.

FH= : Type.
FragDuration, FragCount,
PlaylistName

LU

: LiveChannelConfiguration

1B ERIREL,
KA EFRFER
FHR: %
R : Target
BXYE : HLS

LType AHLSHT |, IEEE MY
HHIRHE (8B4 : 7)) |, BUESE
El#9[1, 100]89%%4,
KA . FFFE

Fom T

SZ—H—

T Target
LTypeAHLSET , F§EM3u83Z
HhESts )N, BB
El79[1, 100]n9%E2%8.

RKE  FRIE

FORT

R : Target
HTypeIHLSEY |, $EEERKA
m3u83HRIEFR , WZmLA

" .m3u8” &R , KESEEN
[6, 128],

KA . FFE

FOR: %

R/ : Target

Py

A
Z{AME : enabled

2l

i

@

BRI - 5

Py

BAE: 3

@

[}
EIAE : playlistm3u8

1. ChannelName/ifF&ObjectNamefIas ZRE , B4 , ChannelNameFREBEREE" / “.
2. FragDurationflFragCounttIENAER BEREBRIEERN I 2L | EE 7THF— , WE—

AHEBOIUETE.

3. BRI NHLSEY |, OSSSAEEME MsItE | BHmM3u8XH | m3u8 RSB S KIAR

FragCount/Ms3Zi4,

4. BEEfESERVIHLSEY , B ARt S SREERI<IAZIFragDurationiSERIRTHK/S , OSSETEIR
ET— N RHEMRRHEDIRE T—Ms3EF ; aNERmax(2*FragDuration, 60s)fE{ARMEIT— K
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Il , OSSsEFIIHESZ(E: |, AT EIRES |REIERIAT R,
MR TCER

2R fid

{R7ZCreateLiveChannelig k& ERAVZSEE,
KA . [EE

FT35 : PublishUrls,PlayUrls

RER T

(RIFER IS S,
; St NS
PublishUrls Z5m Ul
R A : CreateLiveChannelResult

HERMbE,

Url KA . FRFER
Fom T
R = : PublishUrls

(RIEHERHUAVSES,
it N
Fe Ul

Q¥ : CreateLiveChannelResult
BRI,

Ul %7 - i
FHmR %
RT3 : PlayUrls

CreateLiveChannelResult

PlayUrls

Mo

1. #ERHIEE R INEZHurl , A8 bucket acl3Fpublic-read-write , BBAEEE S HHTE R A 80T
aial,
2. FBHUEHER RN ZHurl , W15 bucket aclAprivate , BRAEERESLHITE G A 8EHTIAIE.,

Ll
R

PUT /test-channel?live HTTP/1.1

Date: Wed, 24 Aug 2016 11:11:28 GMT

Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:hvwOZJRh8toAj3DZvtsuPgf+agA=

<?xml version="1.0" encoding="utf-8"?>

<LiveChannelConfiguration>
<Description/>
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<Status>enabled</Status>
<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
</Target>
</LiveChannelConfiguration>

R BB

HTTP/1.1 200

content-length: 259

server: AliyunOSS

X-0ss-server-time: 4

connection: close

x-oss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-oss-bucket-storage-type: standard
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<CreateLiveChannelResult>

<PublishUrls>

<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel </Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. n3u8 </Url>
</PlayUrls>

</CreateLiveChannelResult>

Ok /viEELveChanneERERR) | IEERNERMBItsSTHER— M RIERRERSIZR ( m3u8Xt

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

TS

fgxELiveChannelZ#R , 1% o
ChannelName LiveChannel /45 7E, =
PlaylistName B4 A RIB BRI ZRAI B R =
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, WAZREA ".m3u8” .
. BEEIEtsSAAYERIARTIE] | &
StartTime z{Unix timestamp, =
e dTime IREEISIIRIER, 1 o

L AAUnix timestamp,

TN

1. EndTimesZiAF StartTime , BRfEEEARGEATFLIK.
2. OSS&EEEEBERMETAZLiveChanne MERAERAIts ST | FRGEHER— BT,

ANl
TRl

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUnzv0=

REH

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

etag: "9C6104DD9CF1A0C4DOCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

AEOASSEEEELiveChannel fUHERIRSER,
sEES NS
BNIEE

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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IR TTER

=

LiveChannelStat

Status

ConnnectedTime

RemoteAddr

Video

Width

Heigth

FrameRate

Bandwidth

Codec

137

115

{#7FGetLiveChannelStatiR[EILERAVASE,
KA BB

FER

: Status , ConnectedTime , Video , Audio
RER 7T

LiveChannel 4BiRIHETVIASHEIR,
KB MEFRTER

FoR T

R A : LiveChannelStat
BRUE : Disabled , Live, Idle

HStatusHLivelt , FRHEBIEFinFFIAHERAIRT
18 , fEFRISO8601ETFR .

KA FIEER

Fom T

AN+

LT : LiveChannelStat
LStatusyglivel , FRnHRTHERZ FimATipitbilt

KA FEE
FPR T
¥ : LiveChannelStat

HStatusHliveld , (REFABAREEHIEE,

KA REE

FHR

: Width , Heigth , FrameRate , Bandwidth , C
odec

LR /A : LiveChannelStat

FREFWUIREERE (847 &XK).
KA FEEB

FoR T

R : Video

FREFWUAIRNEESE (84 8X).
KR T8

FoR %

R & : Video

FRABHISARAIER,
KA TR

Fom T

R A : Video

FRHBIHISARAVREER ( {5 : B/s).
KA FGEB

Fom T

RxF A : Video

FRHEESRAYRASIE .
KA WEFRER

FER %

R : Video
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Audio

SampleRate

Bandwidth

Codec

Mo

HStatusHLivelt , (RFEIMREEIEEE.
KA . [8
F1553 - SampleRate , Bandwidth , Codec

AN

R A : LiveChannelStat

FHBISIRAIREEE,
KA FHE

FoR T

RT3 : Audio

FRHBIESNAAIREER ( B : B/s).
KA S

FoR T

R : Audio

b ANl =P i T v e W
KA WEEFTER
Fom T

AN

R : Audio

1. Video , AudioBZgs R B 1EStatusHLiveldA<iR[E] , {BStatusHLivelt A—ESIR([E]
Video , Audio&S88 , ffltN , ZPimEEiEREF LiveChannel , Bk AESISTIEIERASIRE],

2. Bandwidth IE55T7 /A4
fIBandwidth{ErI8EA0,

Nl
R

—ERATIB A9 EL9REER |, LiveChannelQIFTHEZILivelR7SHT |, iR[E]

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIINQOJYyOA=

IR [E)7- Ul

HTTP/1.1 200

content-length: 100

server: AliyunOSS

connection: close

x-0ss-request-id: 57BESE89IB92475920B002164
date: Thu, 25 Aug 2016 06:22:01 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>
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<Status>Idle</Status>
</LiveChannelStat>

RHII

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:WeC5joEaRzfSSS8xK0tlo7WTK1I=

IR [E)7~ BT

HTTP/1.1 200

content-length: 469

server: AliyunOSS

connection: close

x-oss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>

<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>

<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>

</Video>

<Audio>

<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>

</Audio>

</LiveChannelStat>

AfEOAREEEELiveChannel IEE B (=,
R e
=B 155"15

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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WA RLTTER

=

LiveChannelConfiguration

Description

Status

Target

Type

FragDuration

FragCount

PlaylistName

TN

115

REGetLiveChannellnfoiR[BIZ5RIEEE,
KA A8

FT = : Description, Status, Target
LUKk

LiveChannelfSihR=E.
KA R
FoE T

AN

R/ : LiveChannelConfiguration

LiveChannelfJIRESEE.
KR WEFRTER
Fom T

AN

Tam : LiveChannelConfiguration
BE : enabled. disabled

{RfFLiveChannel#&fiEECEE R,

KA . [

FTr : Type. FragDuration, FragCount,
PlaylistName

AN

RT3/ : LiveChannelConfiguration

ZHTypeIHLSEY , fEEHERBTHRME SR,
KA WEFRFS

FOR %

R M : Target

BRE : HLS

*_l"l;ypeﬂsHLSHa‘ , IEEE MU ( B
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KA TR

Fom T

Q—H—

T Target
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KA PR
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R : Target

TargetfF5 mFragDuration , FragCount , PlaylistName R4 TypeBUEAHLSE A SR A,
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iRl

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyGvI0=

R Bl

HTTP/1.1 200

content-length: 475

server: AliyunOSS

connection: close

x-oss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description> </Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName>playlist. n3u8</PlaylistName>
</Target>

</LiveChannelConfiguration>

AEOAEEEEELiveChannel (OHERICS.

BKEE

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

IRTCER

EA 115

{#1FGetLiveChannelHistoryiREI55RAIZSSE,
KA RE8

FT e : LiveRecord

RPR T

LiveChannelHistory
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LiveRecord

StartTime

EndTime

RERERICREENSSE.
KA ;2588

FT e : StartTime , EndTime , RemoteAddr

R : LiveChannelHistory
HERFTIRRTE) , (FAEISO860118H KRR,
KA . FRFER

FhR %

Q¥ : LiveRecord

HEMEERAT(E) |, EFAISO860118I LR,
it =2

FhR %

R : LiveRecord

HERE FimAdipithit.

S . .—t—./r/r$
RemoteAddr =T
Fom T

AN

R E : LiveRecord

Mo

BRIRZaIREEELveChannel A 10ERICR.

Nl
iGNl

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo68k=

REISLA

HTTP/1.1 200

content-length: 1892

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelHistory>

<LiveRecord>

<StartTime>2016-07-30T01:53:21.000Z </StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861 </RemoteAddr>
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</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:53:35.000Z </StartTime >
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z < /StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632 </RemoteAddr>
</LiveRecord>

</LiveChannelHistory>

GET /?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

TS

R R EENE

BELEEREMmarkerZ [Gig=&

a~
marker RS — AR, 2
BrELMRELiveChannel 95
max-kevs KE, MRFKE , BOAS =
y 100 , max-keysEVEARBEATF BRIAME : 100
1000,
FREIREIRILiveChannel4Z@LA
refix prefix{EARIR. TRFEA =
P prefixeiflEy , REkey{)3 =
S8 8 prefix,
MRLTCER
2R A
{RiFListLiveChanneli53K45ER RIS EE,
ListLiveChannelResult KA . [EE
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Prefix

Marker

MaxKeys

IsTruncated

NextMarker

LiveChannel

Name

Description

Status

LastModified
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KA AR
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Fom T
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APl &%

PublishUrls

Url

PlayUrls

{RfFLiveChannelXd R AHE RIS 8,
KA ;2588

FHR : Url

R A : LiveChannel
LiveChannel3$RzpgHE I,

KA TR

Fom T

RT3 : PublishUrls
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KA REE

Fe Ul

Q¥ : LiveChannel

LiveChannel3d Rz pE Rt

Ul SR RfE
FHEF

AN

REA

Nl
ikl

GET /?live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRuqcbmUJsIHw=

REH

HTTP/1.1 200

content-length: 656

server: AliyunOSS

connection: close

x-0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<ListLiveChannelResult>

<Prefix> </Prefix>

<Marker> </Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>channel-0</NextMarker>
<LiveChannel>
<Name>channel-0</Name>
<Description> </Description>
<Status>disabled </Status>
<LastModified>2016-07-30T01:54:21.000Z </LastModified >
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<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>

<PlayUrls>

<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist. m3u8</Url>
</PlayUrls>

</LiveChannel>

AEORXkMpRIEERLiveChannel,
BKiEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WO

1. YEEPSIFERLiveChanne#ERRT , BIBSIERELSM,
23353, AEORSHERLiveChannel RS , FAMBRIERAERIISL.

a5l

R ant]

DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQYNbzQ=

RERA

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE9F0AB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMT
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