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GET / HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue
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ListAllMyBucketsResult.Buckets.Bucket
NTY MNP IERTZAVT—RX Y NRAALY

&
ExtranetEndpoint B X5
B/ —NK:

ListAllMyBucketsResult.Buckets.Bucket

A—Y—Y3YDECSHhE/\TY NMCTIERT

B2AVRIRYNRXAVE
IntranetEndpoint B X5

B/ —K

ListAllMyBucketsResult.Buckets.Bucket

NTYy RDAKNL—Y%5 47, “Standard”,

“IA”, and “Archive” B"FERIEETY,

(“Archive” [FBIRE—Y —Y 3 > TOHFIFATFIEE
StorageClass ISERS

Type: XF75

Parent node:

ListAlIMyBucketsResult.Buckets.Bucket
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1. GetService APl |&, FIESnfc1—F—ICHFLTOHFEHTT,

2.V IZ M TA—Y—RIADBERMEESNTLWRWES, DEDERT I/ ERDEEIE. 403
Forbidden pREh %9, T5—1— K& AccessDenied T9,

3.INRTONT Y hHRENTWBIFR, RSN D xml I/ — K Prefix. Marker. MaxKeys.
IsTruncated. & &' NextMarker [F&ENFHA, FIHRINTLWRWERNH 25EIF. £
D/ —RMEMENET, NextMarker (&, BFEDOITUDIY—H—%F DY TSHHICFER
INFEJ,

Bl

DITZARDH |

GET /HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jl=

RO {EDH |

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 556

Connection: keep-alive
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Server: AliyunOSS
Xx-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAllMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264</DisplayName>

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>0ss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>0ss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint>
<Location>0ss-cn-shanghai</Location>

<Name>app-base-oss</Name>
<StorageClass>Standard</StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>0ss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>0ss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>0ss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>lA</StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

YT EDF I

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jl=

ROEDE I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAlIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>
<Marker></Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiucO</NextMarker>
<Owner>



Object Storage Service APl 7 7L >R

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>

</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>0ss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>0ss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>0ss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiucO</Name>
<StorageClass>Standard</StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>
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PutBucket

Ny MEBLDBRICT B8 IC PutBucket ZFIALET (BZT7 V7 ERETR—KSINTLEERA) o
Ty NOERRY) — 3 VICW. XTIy RRICITRTOATIY 7 MIZDY —Y 3 VICFIBENE Y,
FICDWTIE. OSS PV EARX AV EZZSRL TS,

U TR MEX

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>

<StorageClass>Standard</StorageClass>
</CreateBucketConfiguration>
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1. x-0ss-acINv ¥ —DFERICED. NTYy NOF IV EAEREZBMICHED T, BENNTY NT7Y
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ERERIF. AHZFAEE. AHZFARD . FERFHAD3IDONHDFT,

2. UV IZARENNT Y NI TICHEET 2551F. 409 Conflicthkmanzxd, T7—I—K:
BucketAlreadyExists,

3MERRT B\ Y M@ ERAICHK > TWRWESIE. 400 Bad Request ERREINFT, TF7—
d— K. InvalidBucketName,

4. PUT Bucket Y27 TX b ORIBKICI—F —FAD BB EA SN TWERWESE, 403
Forbidden i"&RENn %9, TZ—I1—R: AccessDenied ,

5. PutBucket Y7 TR N ERA UL E S IMERTEZNT Y NOBRKE(T 7 4L T30) HNEBZ S
hrcm8a. 400 Bad Request B"&RRENET, T7—I1— K TooManyBuckets,

6. ERSNIc/NTw MC T 7 ERAFADIBESI N TWERWES. T 7 /)L k TPrivate7 7 £ XD
BAINZET,

7.3 UWRT Yy KDY 1 TZIBETE £, Standard. IA. &K T Archive HMERTIEETY,

vl

DI T kDOHF:

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

Xx-0ss-acl: private

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>
</CreateBucketConfiguration>

L AR Z0H:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: O

Connection: keep-alive

Server: AliyunOSS

PutBucketACL

11
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Put Bucket Acl

Put Bucket ACL 1 V% —7 1A/ X% FEAT 2L, \TY NDTF IV CREREZETEET, BE/\T vV
TERTZ27 7 ERERIF. XAZGHAEE. DNHZEAID . IERFAD 3 DT, Put Bucket ACL #1F%
BETBICIE. Put Y TZAKNT “x-oss-acl” Ny 5 —&ERLET, COREZETTEDZDIE/N\NT Y~
DIEREBERL T T, BIENEINT B &, 200 hSRENF T, kKT D&, WinddI7—I—K&7FAOv >
MXvE—IhREINET,

U TR MEX

PUT /?acl HTTP/1.1

x-0ss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=2

LNy "DBHCEELTED, UV ITRARNEEEDNBLTWSHA, VT T X NDERIBIFDE
RERL->TWRESE. NIy hOOAYTUVIIEBEINT ICEBRINEFRINE T,

2. Put Bucket U7 T X b OFBRICI— —RAEDBEHRENBA S N TWERWESIE, 403
Forbidden & WS X v E—IhRENE T, T5—I— K& AccessDenied TT,

3. UV IRMNCER x-oss-acl” Ny F—NEaFENTEST, N7y "MABRICFEELTWTU ST
ARNZEEZFICBELTWSEHEE, TO/\T Y NOERIIEFEINE A,

Bl

YI TR kDB

PUT /?acl HTTP/1.1

x-0ss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXgf3JIxrTZHiIA=

RO EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS
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Z DHREDERDEE LR WGEE(IE. 400 Bad Request EWS X v E—IDNKRREINET,

IZ—DREDEDHI:

HTTP/1.1 400 Bad Request

x-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" 7>

<Error>

<Code>InvalidArgument</Code>

<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9</Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

PutBucketLogging

NTy NA—=F—F. BAONTY N TPV ERAOVHEEZENICT DI ENTEXT ., COBEZBMIC
T2E FONTY MDY I IR NCET 2FHMIBERNEBNICEHRINT, BELLIL—ILICK>TT
JEAOATHEZRAENET T, 77ROV IE. BELENATY M 1 BESLICAT IV MNEULTES
AENET, /NIy hA—F—F, OSS M BT Z/\Uy hFor 2OV ZFEBLT. NIy hDT7I71ER
RRZEBFRICEEE LT TEET, OSS MBI Z/\ry hFr/ERAO71F, IRTOF VAL -
ROEHRSINTWB I EZRIETZ2HDTIEHD £ A,

NTy hA—F—F 0SS Bt 2/\ry hFI/EA0J7ZFERALT. Ty hOF7 7 A RRZ
HBEICIBES LU TEEXT, OSS MEHITZ/\Ty 77ROV, IXRTOFIEZAL O—
ROEFESNTVWE I EZRIAETHHDTIRHED XA

U TR MEX

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

13
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<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

UOITZXANDESR

A Bl WA
AJRF—%ABROIA>VTF

BucketlLoggingStatus B Ovr+— [=qa
F: LoggingEnabled
£ AN

OJBBROIYTFH—s TOE
RiE. OV ZEHMICT DHEEIC
DODHEFEELET (O ZEHIC
ITE2HERIFFELEREA)

B aAvr+—

F: TargetBucket.
TargetPrefix

#: BucketLoggingStatus

Y—N\—=TFIELAO7%EINT
BN\Ty hZEELERT,
B =5

TargetBucket F B U
E3oN
BucketlLoggingStatus.Loggi
ngEnabled

COBEZRZFERIZE,. AU T
FAIDIEINEINDZ ATV TV
NOTFLT7 4w A%ZEIBETE
ESCH

TargetPrefix B X5 AYAY-§
F 2L
ETN
BucketlLoggingStatus.Loggi
ngEnabled

LoggingEnabled WWZ

CDEREF. Y—N=T77EX
AZICEMEDRETT,

FOEAOTZEMT 2ATI o hDnaiRAl

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

ZDmEMRAITIE, TargetPrefix [F1—H—A¥EELE I, YYYY. mm, DD, HH. MM, SS (ciZ. £
BEEOE, B, H. K 2. B 7 IE7HFTRESINET HIHITERL TLZE W), UniqueString

14
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[Z. OSS YRFTAILL>TEMEINDIXFITY, 0SS 77ROV DIRMNICERINDZATI I D
ZEIDEFZUTICRUE T,

MyLog-oss-example-2012-09-10-04-00-00-0000

LEoflTliE. "MyLog-* [d1—H—DEELIEATI UV N TL 7 4 v R, "oss-example” (&A1) T\
Ty hD&EL "2012-09-10-04-00-00" (A 7Y = 7 h OEBBE (JERIBHRFRE)., "0000” (& OSS ¥ X
TALIC K > TER ST NEXFFITY,

R A
077741 )ILOER
ZHl Bl B
U TXNHREBEINEIP 7
RLA(ZDZ71—=ILRIF. 7
Remote IP 119.140.142.11 AFP1—HY—T747 7%
—lic&->TTOvIEIN%E
BNHDET)
Reserved - FHT7 1« —ILR
Reserved - FHT7 1 —ILR
Time [02/May/2012:00:00:04 OSS WU IV ITANEZELL
+0800] =5
) “GET /aliyun-logo.png I—H =AU I ITZ MU URI
Request-URI HTTP/1.1” (U TUXEIEED)
0SS hsikEnfc HTTP X7
HTTP Status 200 —HZO—R
1—H—HM 0SS 545 o0
SentBytes 5576 CRLULERS T 4w s
RequestTime (ms) 71 COUTTANMTE T HHT

http://www.alicloud.com/pro

IChD o felfE (BAzIE S V)
YJIXARDHTTP U7 7Z

Referer duct/oss _
User-Agent curl/7.15.5 HTTP User-Agent A\ % —
o0ss-example.oss-cn- PORBAVIIZARNDRXAY
HostName .
hangzhou.aliyuncs.com &
505B01695037C2AF03259 DV ITRANZEZ—EICHAT
Request ID 3A4 27 ifERE 3 UUID
S A .-
LoggingFlag true ;J\Otl AYMENEHNES
U TXKNEEEZED Alibaba
Requester Alibaba Cloud ID 1657136103983691 Cloud ID (BE&7 7 ZRDGE
& “-)
Operation GetObject DOITANYAT
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FOEARZEVIVITZANEhic\

Bucket oss-example by kD&
Key /aliyun-logo.png 1I—H—UIIANDF—
ObjectSize 5576 ATV RNFAX
0SS —N—HzDUI TR
Server Cost Time (ms) 17 NDAIBICEY U FFE (BN
XU
Error Code NoSuchBucket %SS MERENETT I
—H 1 N
Request Length 302 i‘ I\)ﬂ VI LA DRE N
UserlD 1657136103983691 Ty hA—=7F—D ID
. NTy N A XDOEE) (ZENH
Delta DataSize 280 RNBE I )
CNDIS DNy 7Y =Y —X
Sync Request - UOITZARNMESH, (3T
BWEEI ")
Reserved - FHWT71—ILR

=20

-Y=ZNTy b=y MN\TY NERIUI—T—ICBLTWARENH D XT,

- FDY 7T A MEX T, "BucketName” (&7 7 XO7%#H#MICT B/\ v h, "TargetBucket”
X7 7207 DRELD/I\NT Y ~, "TargetPrefix” &7 7 XAV %#&NT2ATI 7 hD4A
BIOTL 74y 7R (NUlICT 2R EHTEXRY) Z2iELET,

- =ZANTy hEY=Ty NNy M . BU/NAT Y R THERIO/NNT Y hTENFEFWEH A, B
DY —ZAN\Ty hoOJ%ZRUY =7y M\T Y MRETEES (TargetPrefix ZRlIDEICERE
T2 ETZREOHLET),

-\ NOT7 VROV EEEZ BEMNICT BIciE. BucketLoggingStatus WD) U T X k&%
IBETTT, FHFBICOVWTIE, UTOYIIZXARNDHIZSRLTLLIZE W,

- IARTO PUT Bucket Logging J 7 TAMNCBADNRETT, Lich>T. BERT V7 ERIEHR
—hEIhTWEEA,

- PUT Bucket Logging Y7 TX M ZRB LI DYV —N\TY KN (UIZIXNDFID
BucketName) DA —7+—TRHRWEE, T7—I—K 403 hiREIhE T,

-V =N\ MBFEELUAZWESIE. T7—3— K NoSuchBucket hREh 9,

- PUT Bucket Logging Y7 TX N ZRHBE LI D5 —Ty N\ Ty s (UIJIZZXNDOHID
TargetBucket) DA —7+—TRWEE, T5—O—K 403 pNRENFET, —7 v Ty kA
FEELRWESIE. TF—3—K InvalidTargetBucketForLogging hSRE 9,

- =ZNTYy NEF=TYRN\TYNERUT—F VY —ICBLTWBRENHDET, BLT
WERWESIF. T7— 400 MiRENEJ, TZ—I— K& InvalidTargetBucketForLogging T
ED

- PUT Bucket Logging Y 7 TX k® XML W EMTH SHEE. T7—I1— K MalformedXML

16
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MRENET,
Y =ZNTy Y=Y NN\Ty MERICUNAT Y R TEDNFVWERA, BROERKRSDY —Z/\T
v hOATZERUCY =Ty R\Ty NMCRETEZX T (TargetPrefix ZRIDIEICEKRET 2HEHLH
DEI),
V=ZN\Ty hDEIBREND & WISTBATIIL—ILBEIBRENET,
NTYy NFZOEXO7 774U 1 BEZEICERSINEF TN, ZOREARADOIRTOIY I IR
A ZDREOOY 7 7 A JVICEEFESND EFRD EE A, FIOAT 7 71ILPROOT T 71 )L
ICREEENDHEEHD T,
OSS IC& > TEMENZOT T 7 A ILOaARAID “UniqueString” (&, OSS ATV U h%&
—BEICHAT BoHICERT S UUID TY,
NTy NFOEXO7 7 7AILDM RSN OIC. PUT #ERX ATV hah, EBAR—INE
BENFID. EHRSNER T T r v 7 RBREERSINEFT A ERSNOV 7 7)LiE. BEOA
7YV MNEUVTERETEERT,
) EWSTLT 4y I ATV TUXFIINT A= —IE, 0SS TEINTEHFEINEIN
72OV ICRBERINE T, KEDF IV ROV THEDY I IANIN =D Z[IFT3ICiE
X EWSTL T v I AN WY TUXXFFINT A= —% URL [CBMTEFT, Fi:
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png
http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-user=admin
D220V T A KNE, 0SS OMEBHERIEE L TIA, FU/EXOY T “x-user=admin” Z &
RKIDE VN—VZ[MFIVIIRANZTEPLLRDIIBIENTEET,
0SS OV D7« —JLRDED “-* ICB> TWBIZBEDH D KT, Ihid. T—IDNTREATH B\
ZDT7A—ILRMBEDY IV IAMNIH UL TENTHEDIEZRLET,
fRMIC. 0SS AV 7 7 A IILDOKEICBEICIH LTI« —ILRMEBMENE T, OTLEBY —)L%
AT DERICIE. AREOBEZERICAND ZEZ2BE8HLET,
Content-MD5 UV ZZX A& —%7 v FO— R UIcBEEIE. AXD Content-MD5 HEtE I
T, WMEDLPRLCTHZIHDESHDHEREINT T, EBZHRIF. TF7—I—N InvalidDigest 1%iR
ENFEI,

Bl

DOTZARDF Ny NFIEZAOT%BRICT BIER):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqgf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketlLoggingStatus>
<LoggingEnabled>
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MylLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

17
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RO EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

YIIZZAMOF N7y NFOEAOTEB\MICT 2HE):

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqgf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

RO EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

PutBucketWebsite

Put Bucket Website

Put Bucket Website i #tEZ2 BRI 2 &, NT v hZEE Web U+ MR T4 VI E—RNICERETEZET

o

U TR MEX

18
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PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>errorDocument.htmi</Key>
</ErrorDocument>
</WebsiteConfiguration>
UOIANDER
2l B WA
FERKeyDHER,
B aAvr+— -
ErrorDocument mEm%. (AIAY-4
WebsiteConfiguration
FERSUffixXDEREX,
B Oyvr+—
IndexDocument . (&L
WebsiteConfiguration
AXX VS AT —DFHEU
BRICERT S 7 71 )%,
B XTI HER:
Key WebsiteConfiguration.Error EFIcEL 3
Document

£ ErrorDocument HM8E
INTWBEEIFNE

RF¥aXYNIL—hZERET S
EEEBFLEERTY YA

(/) BEENLZWV, fcExE
AVTYIRT AN
index.ntml M#F &, oss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/ IC7 VRT3

Suffix E. T 74k Tldoss-cn- [=qA

hangzhou.aliyuncs.com/myb
ucket/index.html &EZE7 2
TATHBI &,
B x5
HER:
WebsiteConfiguration.Index
Document

DTANOOAYTF—,
WebsiteConfiguration B avr+— =4
HER U
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Bl

CEER Web U/ M &ld. IRTD Web R=IDENIVTVY (V7147 Y K TEITSNS

JavaScript BED RV U TR ZEE) TEBHINTWS Web U1 hTY, 0SS T, H—/\—
TUET ZNENHZ AT (PHP, JSP. APSNET 72 &) [FHR—hanTWEH Ao

BADRAA Y BEFERBLTNT Y MR—=ZXDFEK Web ¥+ M7 72X %1551 CNAME

RXAVEZEFERATEET, EFRNLARESEICOVWTIE. E73¥3> 340 THhAIIYA XK
XA VZDINA Y Ry Z5RUTLREEI L,

NIy M EE Web YA RRRAT 4 VI E—RIREI BBERICIE. A1 VTV I AR—IZEEY

ZNEABDET, T5—R—IJFA TV 3V,

Ny N EEE Web A MRRAT 4 VI EBE—RICKRET D& BELIEA YT Y IAR=IET

F—R=IDPNTY NRADATI I MTBEDET,

Ny &) Web Y1 NIRRT 1 YO E—RICRET B &, B Web U hDJL— K KX

VEANDEZT VAL TIEA YT Y I AR=IDRE N, EH Web T hDJL—K KXo
VEANDEZNET I ERICK U T Get Bucket DFERMNREND LS ICBED XS,

.Content-MD5 U T A AV HF—%T7 v O—RUIHBEIF. AXD Content-MD5 A EtE

nT. MELPRACTHZNESHIERSNE T, EABHEIF. T7—I3— K InvalidDigest A
BENET,

DIITR kDA

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXgf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

RO EDE:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

20
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PutBucketReferer

Put Bucket Referer

Put Bucket Referer itk {EHT D&, NIy hNDY T 75 —FI7EARTA NI NE

775—74— LR null THZBT7IERAYIVITANE
Referer Anti-leech Protection D& IC D W T I,

U TR MEX

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

UOITXNDESR

A1 Bl

V77 Z7—RED
RECLERAIND
B Oy —

RefererConfiguration 7/ —NK:

s

RELED, U
FRIT BN ESHEEELLD TEXY, Bucket

FOSS Anti-leech R, ZZR U TS L,

AYFUYD
| \/7__7__0

[F Ly

AllowEmptyReferer / — K.

RefererList ./ —
|/ —R: 20

K

V7 75—74—ILRD null

THBT7TIEAY
AIYdhESH%E

AllowEmptyReferer

21
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RefererList

RefererList

=2

B B3 F 5

BRRME: true & false 77 #
JU NME: true

B/ —K:
RefererConfiguration

V7 72—=70€ARTAKY
ANDREFICERESNZ VT
j__'o

B aAvr+—

B/ —K:
RefererConfiguration
7/ —K: Referer

D775 —=70ARTARKY
AREEELED,

iciy =2l

]/ — R: RefererList

=4

1. Put Bucket Referer UV TX N ZHBTEDZDIE/NT Y NA—F—2IFTT, o1 —F—H'F
BLELSET B E, 403 Forbidden EWS X wE—IhRENEzT, T7—I— KL

AccessDenied T9,

2. AllowEmptyReferer TIEE L2 E . BID AllowEmptyReferer DR EZ BRI E I, &

D7 4—ILRIFHEATY, T7AILEMTIE. AT LD AllowEmptyReferer @

o

= —

X AE

& true T9

3. ZDBEERERTITEE. LEICEREULRRTA MU X MH RefererList /R MU X ~NTLEE
EINFI, 7vO— KU RefererList "2 TH 3 (Referer Y TARNEBEENEETFN TV
W) HEH. REFADKRTA NI AN EEESINET (LETICERTE Uz RefererList AYHIR

nE9)

4.Content-MD5 U T X Ay HF—%T7 v O— R UIHEEIF. AXD Content-MD5 A EtE
nT, MEHNEUTHEINESHIDERINETT, ERDEHHIE. TF7—I3—NK InvalidDigest »°

BRENET,
Ul
VIR kDB

DI ITZXKDF (Referer BNEXFNTVLEWES):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<RefererConfiguration>
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<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererlList />
</RefererConfiguration>

) TX DA (Referer MEENTWBIFR):

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXgf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

RO EDE:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

PutBucketLifecycle

Put Bucket Lifecycle

INTw N A —F—I&, Put Bucket Lifecycle Y TARNZFERBUTN\TY NDZA T7HA VI ERETEF
T ZATHAVINEEBNCTZE. ZA 71 7IIL=IVICHIET DA T 7 NHAEEHNICHBRESNE
EP

VO ITXABMNEY
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PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue

Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>

<LifecycleConfiguration>
<Rule>

<ID>RulelD</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>
</LifecycleConfiguration>

UOITXNDES

&Hl

CreatedBeforeDate

Days

Expiration

AbortMultipartUpload

#iA

IW=ILDXWDEMICR B DR
KEZEELE T, BFE
ISO8601 e ICEML TWS
RENBDET, FHIFEICTF
g1 0 I (UTC) T9Y,

B XX FF

# ./ — R Expiration

ATV MDREICEESN
THEMEBRICIL—ILHERIC
BENEEELX T,

B IFOEH

# ./ — K: Expiration

JL—ILDEFIEARD 7 0/87 «
ZEEULE I,

B Oy —

%7/ —NK:Days £7l&
CreatedBeforeDate
#_/—R:Rule

fleSnTWaWNS—KNIL—IL
DBEMHREMEZIEELE T,
B aOyvrS—

%7/ —NRK:Days £7cl&
CreatedBeforeDate

]/ —K:Rule

IL=ILDO—ED D, RED L
Bix 255 /N1 hTF, TDIE
EIRELBD S CIZEP. ED
null DZEIE. BEINIC—ED

24
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LifecycleConfiguration

Prefix

Rule

Status

=2

BENERESNET,
2. X F7F
BT =R L
#/—RK:Rule

ZA 794U )LERTE DIINIC(E
%én%jy?j__o E-ij(
1000 DI —ILZ=RFT=E
—g_o

B aOvr+—

7./ —R:Rule

B/ —K: U

I—ILDNEREI NS L 70w
JRAEBELVLE T, BT 2T
L7414y I REFEODATI Y
NMcoHIL—ILDBERENEY

B =3
HJ/—R:BU
#]./—K:Rule

=Lz LET,

B Ovr+—

%7/ —NRK:ID. Prefix.
Status. Expiration
B/ —K
LifecycleConfiguration

Z D{EN Enabled T 3155&
. ZDIL—=IVIFTEHRICETS
nxd, ZnfEH Disabled T
H35HE. TOIL—ILISERS
h%d,

B 2775

./ —K:Rule

Bih7i{E: Enabled. Disabled

=4

[F Ly

[y

=4

1. Put Bucket Lifecycle V7 TR N EZRBTEZDEF/N\T Y NA—F—FIFTT, tDI—HF—H
AL LS &ET B &, 403 Forbidden WS Xy E—IUhREINET, T7—I—RIi&E

AccessDenied T9,
2. LIENICZ4 717 I)Lh
ESINTWBEEIE. BID

A —]

X AE

RENEEESNET,

ENTVWARWESIE. FILWSA TV A JILEREIMERSNE T, K

3. ATV MFERIBZIN—NOBRHEZZRET DD TEET, 2 T/N—MNETILF/IN—K
7y 7O—RDHDREHIEAZSHETEET,

Bl

DT DA
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PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXgf3JxrTZHiIA=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>

</Rule>

<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled</Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z</CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z</CreatedBeforeDate>
</AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

RO EDE:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

GetBucket (List Object)

Get Bucket & ERAT D E. NI Y NADATI TV NDIFEREITNTCRRCEET,
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U TR MEX

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

YIITARNNKFGA—5—

GetBucket (ListObject) U7 T X M &BHtA9 % & =lc. prefix. marker. delimiter, max-keys D%&/{Z
A= —%ZFERUTHRZEET 2L, BONLGBERZINEIZIENTEET,

2l BLL]

ATV NEETIN—FIT Z-DICERT S

XF, BELETIL T4 VI ANSERID

delimiter F TO&BIZRFOATI U MEITAN
delimiter TEHZEDYIL—7 (CommonPrefixes) & L T

BELEY,

T—H B XF5|

FT7AILNME: U

FILT 7Ry KNET marker 2ORIDOIV RN
NoREREERT LSICEELET,

marker F— 58 =5
F7A4)ME: IR U

THOVIIAMNIHULTRENZAT IV L
DERABZHRLET, EESNTVWRWEED
77 # )L MEE 100 TF, max-keys DfElE

max-keys 1000 LU FIc g 2 %805 D %7,
F_ R
77 4L ME 100
BENBA TV 1o N E—ICiERICELETL Y
YO ADMEE NG ENSHREERLET.
LTIy REERATEITUhSRENDF
prefix —ICIFZFDTL 74 v I REEEND I EITER
LT REE 0,
F_ 7. =7

T 7 A ME: U

BEn2AVTFYYOIYA—T 4V 7TV
—TAVTDIATZIBELE S, ATV I~
F—7lF UTF-8 XEMMERINFEIH. XML
1.0 EETIE, 0~ 10 O ASCIl EZELXFR
EDREDFIEHNFOBTIFYR—~IhTnE
encoding-type Hho XML 1.0 BETHR— kI TWERWH
HXFLNA TV 7 hF—ICEENTVWBRIHEIE
. encoding-type ZEEL TRENZ ATV x
JhF—ZI>I—RTEZXT,
T—45 8 XF7
77 AL NME: RU
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SEDER

E2Y:11

Contents

CommonPrefixes

Delimiter

encoding-type

DisplayName

ETag

IsTruncated

28

#A

RENDBIRTOATI T MDXY DRTFIC(E
Fﬁén%j\/j__j__c

B Oy, —

# ./ — R ListBucketResult

TR KIC delimiter /NG X—7—%3BE L
HZEa. 0SS hERENBIHEIC
CommonPrefixes BEENEENET, CODEXR
&, RED delimiter T, @D TL T v IR
D, A7V hODEYNERULETD,

B =75

¥ ./ — K: ListBucketResult

ATV NAZTI—TILT B HICFERT S
XF, BEULLEIL T4 v I ADSKRID
delimiter £ TOEZFZF OATI TV MMEIAN
TEZRDY)L—7 (CommonPrefixes) & U TH#
BELET,

sk g= 27

]/ — R ListBucketResult

RENZAFERICETDTA—FT oV TDIAT
ZIEELEI, YV ITX KT encoding-type %
EEULRBEIE. RENDERICEWT
Delimiter. Marker. Prefix. NextMarker.
Key REDERNTYI—-REINET,

Bl X F75

]/ — R ListBucketResult

ATV MA—F—DEHIL
Bl =3
R/ — K: ListBucketResult.Contents.Owner

ETag (T T4 T4 57) & AT D&
BEFICERR S, AT Yz bV TV Y ER
IleHIicfERINE I, Put Object YUV T A K
EERUTERSNEEAT I 7 hDFE.
ETag OfEIFA 7Yz boa>7>Yd MD5
BETY, TDMDAETERSNIcA TV b
DiZa. ETag OERIA TV /7 oy T2y
D UUID ©9, <D ETag DEZFERAL T, A
TV MDAVTFVYDNERINTVNEMNES
NEHERTEET,

i e

]/ — R ListBucketResult.Contents

NTy NA—F—021—%— D,
Bl X F7F
# ./ — R: ListBucketResult.Contents.Owner

IRTCDERMREI NN ESHERLET,
"true” DIFEIE. SEIRI NN > BRI H D
9, "false” DHEIF. IRNTOFERIMREIN
TWET,

B Bl ZEF T
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BihE: true & false
./ — K. ListBucketResult

ATV RDE—,
Key il vg=2r ]|
# ./ — K: ListBucketResult.Contents

A7V MPREICEESINZHE,
LastModified 2 HiF
# / — R ListBucketResult.Contents

Get Bucket Y7 TR M DERDREFICFERIN
A>T+ —,

Bl Oy 757+ — Y7 /—K: Name. Prefix.
Marker. MaxKeys. Delimiter.

IsTruncated. Nextmarker. Contents

B/ KU

HED Get Bucket (List Object) U7 T X~ ®D
HHBMNEZRULET,

B X =75

]/ — R ListBucketResult

JIITRMIHU ORENDEROBRRE,
MaxKeys B 3XF5
#] ./ — R ListBucketResult

INT N,
Name B: X775
M/ — R ListBucketResult

NTy hA—F—ICEBT 2BHROREFICFERIN
5AVTFH—,

Bl: v 75+ — %7/ —NK:DisplayName. ID
]/ — R ListBucketResult

JITYDREDHERDOREBIL 74 v IR,
Prefix B: 377
# / — R ListBucketResult

ATV hDINA M,
Size Al X F7F
# / — R ListBucketResult.Contents

ATV RNDANL—Y510T, BEFMBTE
5D “Standard” “IA” & “Archive” 4 T4
o (Archive¥« ZIFIRER—"Y—>3 > TDH
FEFIBETY . )

ity =2l

]/ — R ListBucketResult.Contents

ListBucketResult

Marker

Owner

StorageClass

=2

-GetBucket YV IAKNTIF, ATV /7 DIV —FERAYIFRSNEFF A,

- PO EREDODNT Y ROFELBWEEP, BEOMBFAICHE > TOWRWHITERTEHRWNE
&l¥. TF— 404 Not Found hiREN %9, T7—I— K& NoSuchBucket TF,

-INT Yy NMET7 U 2R T BERMNRWVEEIF. T5— 403 Forbidden hhREh &9, T5—I—R
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I& AccessDenied T9,

- max-keys DFREDZHICIHEREZ—EICRTRTERWVESIF. IRINBHERIC <NextMarker> h%E
Eh 9, NextMarker (., HENHDIEERIV—N—ERBRIIENTEET,
NextMarker DEHFERICEFEFNE T,

-EZEI T TIE. EBRICIEY R M marker AEFENTWELS TH, REINZERIE. ZILT7 7N
v NMIET marker OXRICHET DTV NUMNSRRINET, max-keys DEH 0 & D/ Wnh
1000 & hKEWGEIL. ITZ— 400 Bad Request iR nxd, To7—I1—KIZ
InvalidArgument T9,

- prefix. marker. delimiter DWFNHD/ST X —F —DREDEHEHTZ U TVWRWSE L.
400 Bad Request YiR&ENF 9, T7—I— K& InvalidArgument TY,

-INT A= —0 prefix & marker ZEAT 2L, R—IPDEERIBTEEXT, NTA—F—DF
ZF 1024 N4 MEKRBETHI2DENHD T,

-7ANT——BOERIETL 74 v I REVLTRETDE. ZEDTLT AV I ATHESZ 77101
MNIBEINT, ZOT7ANT—DIRTDT77AILES T 7 ALY —DBRUICEINET, 5
IC delimiter &= “/* ICRET D&, BREINBEICE T7AINLT—DT771ILDOHENEEN. YT T+
JLE —IF& CommonPrefixes €7 ¥ 3 VICRENE T, YT TAINY—RNOT7AILET AT —
FEBHICERRSNEBA, HEXE. NTYRNIRD 3 DOATI VMW H>7&ELET,
fun/testjpg. fun/movie/001.avi. fun/movie/007.aviprefix & “fun/“ ICERET B &, 3 DD
ATI TV MMREINET, S 5IC delimiter = “/“ ICRET D&, 7741 “fun/testjpg” &7
L7« v R “fun/movie/* hSRENET, DFN. 7AINF—OYvINKRBEINFET,

> UAH

NIy bk *my 0ss” IC4 DDATI I DB, ZNZNRDELSBEFIHTITESNTVWET,

- 0ss.jpg

- fun/test.jpg

- fun/movie/001 .avi

- fun/movie/007 .avi
YO TX kDAL

GET / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

RO EDH:

HTTP/1.1 200 OK
x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
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Content-Type: application/xml
Content-Length: 1866
Connection: keep-alive
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix></Prefix>

<Marker></Marker>

<MaxKeys>100</MaxKeys>

<Delimiter></Delimiter>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jog</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3CTA2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>0ss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>&quot;5B3CTA2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>
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<Owner>

<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>
</Owner>

</Contents>

</ListBucketResult>

Y TAKNDPB (prefix ZE5EIHE):

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

B hEDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker></Marker>

<MaxKeys>100</MaxKeys>

<Delimiter></Delimiter>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3CTA2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user_example</DisplayName>
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</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3CT1AZE053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

I TX kDA (prefix & delimiter Z&TIHER):

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx718U9IOIY 1vY=

RO EDE:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker></Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3CTAZ2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>

<Size>344606</Size>
<StorageClass>Standard</StorageClass>

<Owner>

<ID>00220120222</1D>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<CommonPrefixes>
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<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

GetBucketAcl

Get Bucket ACL

Get Bucket ACL #{ERT 2 &, NIy hNOTF7 U AEREZRETCEET,

U TR MEX

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SEDER

il B
ACL B OMICERE NIV T+ —,
AccessControlList el

# ./ — R: AccessControlPolicy

Get Bucket ACL OfERDRFICERINS 3
AccessControlPolicy 527_:?_/_7—0_7__
B/ —RK. 0

Ty NA—F—DE&FT BBTE. T OEHIENYT
_ yhA—F— 1D ERUTY),
DisplayName Bl 3X=F75)

./ — K: AccessControlPolicy.Owner

N7y h @D ACL #EBR,

B FIZEXFT

BWXME: private. public-read. public-read-
write

B/ —NK:
AccessControlPolicy.AccessControlList
Ty NA—=F—D1—H%— D,

ID B x5
./ — K: AccessControlPolicy.Owner

Grant
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NTy NA—F—ICEAT 2BERORFICHEHRAIN
Owner 51 ‘/7_‘3'—0

B avr—

# ./ — K: AccessControlPolicy

i AT

1. Get Bucket ACL ¥ ¥ —7 =4 R &ERTEZDEIN\T Y hA—F—FFTT,

Bl

)T kDAl

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmMOFmgbrQO=

RO EDH:

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>

<AccessControllList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

GetBucketLocation

GetBucketLocation #EHT2 &, NIy MBI 2T —F VY —DERDBERERRTCE=ET,
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U TR MEX

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SEDER

el A

NTy RD$H2)—Y3vzBELET,
B XX BRI

LocationConstraint {&: oss-cn-hangzhou, oss-cn-gingdao, oss-
cn-beijing, oss-cn-hongkong, oss-cn-
shenzhen, and oss-cn-shanghai

=20

-I\Ty NDOBFAIDBEBRERRTEDDIF/NT Y NA—F—FIFTT, tDI—HF—HMERRLELDE
9% &, IF— 403 Forbidden pNiRENF 9, TZF—I1— KRiE AccessDenied TY,

-IR7E. LocationConstraint DB 7% {ElE. oss-cn-hangzhou. oss-cn-gingdao. oss-cn-
beijing. oss-cn-hongkong. oss-cn-shenzhen. oss-cn-shanghai. oss-us-west-1. 0ss-us-
east-1. oss-ap-southeast-1 T3, Zh5DEIK. Zh2h. il (FEE 1) . 55 (FEI
1) . bR (FEALE 2) B Rty (FEEE 1) . BE (FEEE2) . U IVNL— (K
EEIL 1) . N—=I=Z7 KEERZL 1) . PVAR—ILOEY—IaVICBHELET,

Bl

DIITR DA

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

V& —rofl (A7 IL—ILHBIICRES N TWSHBR):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<LocationConstraint xmins="http://doc.oss-cn-hangzhou.aliyuncs.com">oss-cn-hangzhou</LocationConstraint >

GetBucketinfo

GetBucketinfoigfElx. /N7y MEBZRRT DcHICHERHINET,

ESCI
- YRR R ]

AV —RYRNTIEIAIYRRA Y~
-AVRNTRYRNTIEBIAIYRRA Y M

-\ SEITEEBR

- )\ v RACL (AccessControlList)

U TR MEX

GET /?bucketinfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

LARVR BR

&l

Bucketinfo

Bucket

CreationDate

ExtranetEndpoint

e

INTy NMEROKNB=ZFRET 3
aAvr+

A : container

%7/ —R : Bucket node
bl N A )

NTy NEBERZHRET 2]
VTS

B : container

#./— K : Bucketinfo/ —R

Ny N OERLERR . BFREIFER
: 2013-07-
31T7T10:56:21.000Z

B time

#./— K : BucketIinfo.Bucket

NTY NMETZITERATBA VY
—RY R RXA U
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IntranetEndpoint

Location

Name

Owner

DisplayName

AccessControlList

Grant

F I AT

B string
#./— K : Bucketinfo.Bucket

RAUY—Y3YHDECSHS/N
TYNITIERTBIEHDA
VRIRYMRXAVE

B : string

# ./ — K : Bucketinfo.Bucket

Ty "ARESNTWST—
YLy sy—DY—I 3>

B string

#./— K : Bucketinfo.Bucket

NIy N2
B string
#./— K : Bucketinfo.Bucket

Ty bIEEICEY 5158 %Z
REIZIVTFH

B : container

]/ — R : Bucketinfo.Bucket

NTy NFrEEDOI—Y—ID
B : string

B/ —RK

. Bucketlnfo.Bucket.Owner

NTy NFrEEDOEZR] (RER
IDERU)

B string

B/ —R

: Bucketlnfo.Bucket.Owner

ACL BBzt 5> 77
Type : container
]/ — R : Bucketinfo.Bucket

NIy N DACLIERR

B 7| &string

B3R {E : private. public-
read. public-read-write
B/ —R

: Bucketinfo.Bucket.Access
ControlList

LNy "DBEEUVLLWGS. T7— 404 hhREhFEFY, TZ—II—NK : NoSuchBucket,
2.\ NOFTEER TNy NOIBBRERDCENTEET, MBOI—F—D\T v MERA

FIEALESETBRETT— 403 HNRENFT,

I Z—1—K : AccessDenied.

3. UV IAMIMEEDOSSTY RiR+a Y A SHIBTEET,

Bl

38



Object Storage Service APl 7 7L >R

DITZA DB :

Get /?bucketinfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51TNNHD39zXw=

V—20f : N7y MEBRDERICERFEINIESR)

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Bucketinfo>

<Bucket>

<CreationDate>2013-07-31T10:56:21.000Z</CreationDate>
<ExtranetEndpoint>0ss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>0ss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>0ss-cn-hangzhou</Location>

<Name>oss-example</Name>

<Owner>

<DisplayName>username</DisplayName>
<ID>271834739143143</ID>

</Owner>

<AccessControlList>

<Grant>private</Grant>

</AccessControlList>

</Bucket>

</Bucketinfo>

V& —rofl: N7y MERBEELRZWESR)

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchBucket</Code>

<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld>
<BucketName>nosuchbucket</BucketName>

</Error>
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Yy—yDfl : N7y MEBAD 7V ERERNZWNESR)

HTTP/1.1 403

x-oss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
<Requestld>568D5566F2DOF89F5COEB66E</Requestid>
<Hostld>test.oss.aliyuncs.com</Hostld>

</Error>

GetBucketlLogging

Get Bucket Logging

Get Bucket Logging Z#Ed2 &, NIy hNDF7 VL RAOVKREZRRTCEET,

U TR MEX

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

D& DESR

H&Hl Bl
WEDAVTF—,

BucketlLoggingStatus B Avr+—
HER U

AOJBROIVTF— COEREZDFERIT

CATDNBEHICE S TWBBRICORFELET
LoggingEnabled o BMICIE > TOWRWEHIFTFEELEEA,

B Ovr—

#HER: BucketLoggingStatus
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COEREF. Y—N\=Fr 207D REEND
NTy hZIEELET,

TargetBucket B =5
HER
BucketLoggingStatus.LoggingEnabled

O 7 71ILDMEIRNENZF—DTFL T v IR
ZRREULET,

TargetPrefix B X5
HER
BucketLoggingStatus.LoggingEnabled

=20

1.\ RO EELRBRWEEIE. T5— “404 no content” hSREnEd, T7—1—K(&
NoSuchBucket ©9,

2.0\ NDF IV AOVEREERRNTEDDF/INT Y hA—F—F2FTT, tHOI—HF—HRRL
£>5&9%&. TT— 403 Forbidden RS &9, TF—1— K& AccessDenied T9,

3. V=N y MO IL—=ILATRESNTWEWEE, XML Xy t—IDARILHREI NF T H,
BucketLoggingStatus 5% null IC72 D £,

1

DIITR DA

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

EhEDH (O IL—ILABRICRES N TWLWSIHR):

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LoggingEnabled>

<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>

</LoggingEnabled>

</BucketLoggingStatus>

RO EDA (LOG IL—ILHEE SN TWRWES):
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HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketlLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
</BucketLoggingStatus>

GetBucketWebsite

Get Bucket Website

Get Bucket Website IR 2 &, /Ny MDD Web U1 NRAT 4 VI AT —F A% KRRTE
£9,

U TR MEX

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ISEDER

Al SiBg
Key 2201V 7TF+—
ErrorDocument B Oy —

#: WebsiteConfiguration

Suffix BRIV T F—,
IndexDocument B Ovr—
#: WebsiteConfiguration

AXX VAT =D REUVIBRICERT A
717 hDF—%,

B X5

#H: WebsiteConfiguration.ErrorDocument &
ff: ErrorDocument AMEE SN TV BIHE E
A

Key
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Web 4 NIV RRAYhDT LI MNYICK

TRV IANTEBMENZT 70 v IR (lc&

ZIE. Y74 v ZH indexhtml TH BIHEIC

. samplebucket/images/ [cHT B YT T A~
Suffix %EEEE?% &, F¥—%h" images/index.html T

HB2ATITIVRNDT—IMRINEFET), Y7

AVIRAZEEILTDIERFRTEEEA, ATYY

1ZEHBIEHTEF A

B X7

. WebsiteConfiguration.IndexDocument

UUJTANDAYTF—,

WebsiteConfiguration B Oyvr—
U

=2

1. N7y ROFEELUBWESIE. TF— “404 no content” hREnEd, T7—1— K&
NoSuchBucket ©9,

2.\ y N DE Web U1 NRRAT 4 VI AT —H RAERRTEDDIFNT Y NA—F—12FTT
o HDI—HF—-HARRLLSETSE. TF— 403 Forbidden MRS Exd, T7—I— K&
AccessDenied T3,

3. V=T Y N TE Web Y+ NIRRT « Y 7HBENEESNTOLRWESIF. T57— 404 1
BRENFT, TF—3—RidE NoSuchWebsiteConfiguration ©9,

1

DIITRKDA:

Get /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51TNNHD39zXw=

ROEDS (AT —ILHBRICRES N TVWDEAR):

HTTP/1.1 200

x-0ss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: close

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>
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<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

RO EDH (LOG IL—ILHARES N TWRWEE):

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example</BucketName>
<Requestld>505191BEC4689A033D00236F</Requestld>
<Hostld>o0ss-example.oss-cn-hangzhou.aliyuncs.com</Hostld>

</Error>

GetBucketReferer

Get Bucket Referer

Get Bucket Lifecycle #fzfERI 2 &, NIy MDDV T 75 —HREZRRNTEEYI, Bucket Referer
Anti-leech Protection @EMIC DWW TIE. TOSS Anti-leech {£5&) #2R UL T2,

U TR MEX

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SEDER

E2Y:11 LA

RefererConfiguration VI 77 —REOAYT VY OREFIEREND
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B avr—

%7/ —RK: AllowEmptyReferer / — K,

RefererList / — R

B/ —RK: 2L

VI775—7«4—ILRB null THBT7 =AY

VIARNZHATEINESNZIBELE T,
AllowEmptyReferer B 5| FT BWARE: true & false 77 AL

NE: true
# ./ — R: RefererConfiguration

V7 75— EARTA Y X NDREFEICER
én%) :] yj__j__o
RefererList i Y
# ./ — K: RefererConfiguration
%7/ —R: Referer
VI 75— CARTA NI ANEBELET
RefererList 7. 7=
./ — R: RefererList

=2

LTy MREELVLRWGSRIE. T5— 404 hREEzd, TT7—I1— Kk NoSuchBucket ©9

2.NNT Y hDY T 7S —RBRELXERRCEDDIFINT Y NA—F—E2IFTF, thO1I—HF—HFRRL &L
S5&d%E. IT— 403 Forbidden hHEENE T, TF7—I— K AccessDenied TY,

3.N\T Yy hTY T 7 Z—FRENTONTWEWEE(E. AllowEmptyReferer 77 # )L MEEZED
RefererList hS RS E 9,

1

DIITRKDA:

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51TNNHD39zXw=

EBDEDH (V77 Z7—IL—ILDERICRES N TWBES):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

RBOEDH (V7 75—IL—ILHBRESNTWEIWES):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

< RefererlList />
</RefererConfiguration>

GetBucketLifecycle

Get Bucket Lifecycle

Get Bucket Lifecycle ZfEREd2&. NTY DA 7 AV IIEKRELZRRTEET,

U TR MEX

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

i AT

LINTY RDZATHAVIIBREERRCEDDEFNT Y NA—F—F2IFTT, BDOI—F—HNKK
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L&S5&93E, TT— 403 Forbidden hhREn 9, TF—I— K& AccessDenied T9,
2.0\ NERIZZ14 71 7D FEELLBRWVWEEIF. T5— 404 Not Found phlRahxd, T
Z—1— KNI& NoSuchBucket F7cl& NoSuchLifecycle T3,

Bl

DI T kDOHF:

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

ROEDH (514 791 VILHBICRESNTWSIEAR):

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>

<Days>1</Days>
</Expiration>

</Rule>
</LifecycleConfiguration>

ROEDH (54 791 VILBRESNTWRWESE):

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>

<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099</Requestld>
<Hostld> oss-example.oss.aliyuncs.com</Hostld>
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</Error>

DeleteBucket

Delete Bucket

Delete Bucket #{#ERT 5 &, N\ v hEHIBRTEE T,

U TR MNEX

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

i AT

1.7y RO EELRBRWEEIE. T5— “404 no content” hSREnEd, T7—1— K&
NoSuchBucket T9,

2.1\ hZBRSTHIBRT 22 EDBVNEDIC, ETRWNYT Y MIBIBRTERBRWVWEL S ICB > TVLE
ER

3. ZBTRHRVWAT Y NZHIBRLE S &5 &, T5— 409 Conflict MRENET, TT7—I— K&
BucketNotEmpty T3,

4. N7y N ZHIBRTEZDRNT Y NA—F—T21FTT, HEROBWIT Y hZHIBRLESET D E
. I5— 403 Forbidden pRE N F 9, TF—I— K& AccessDenied TT,

Bl

)T kDA

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gn6qgrrgxo2oawukb3otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

RO EDH:
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HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

DeleteBucketLogging

Delete Bucket Logging

Delete Bucket Logging #EZzEEd 2. NIy NDF7 VROV KEEZEMNICTZIENTEET,

YIIAMBX

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=2

1. \7y RHAFEELUBWESIE. TF— “404 no content” hREnFd, T7—1— K&
NoSuchBucket ©9,

2NNy NOF VRO HBEZENICTEDDEE/NT Y NA—F—RIFTT, BDDHDTIFHRL
INTy N EBIELEKSETBE. TF5— 403 Forbidden hREn%Exd, T7—I— K&
AccessDenied T9,

3.9—7 v NI\ y TPV EAATEENEMICHE > TOWERWESRIE, HTTP X7 —4%X3—R
204 MRENZET,

1

DITZA DB

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:6ZVHOehYzxoC1yxRydPQs/CnMZU=
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RO EDH]

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

DeleteBucketWebsite

Delete Bucket Website

Delete Bucket Website ##1E&{ERT 5 &, /Ny N DFEH Web Y+ MRRFT 4 VI E—REEWNICT S
ZENTEFET,

U TR MEX

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=2 iy

1.7y ROEFEELRWESIE. T5— “404 no content” MRS Ed, T5—I—Ri&
NoSuchBucket T9,

2.\ N D& Web U1 NRRT 4 YO E—REZEHCTZIENTEZDRE/NT Y M A—F—
EiFT9, BADHDTIEBRWT Y hZ2BIELLS & T2 &, T5— 403 Forbidden hhiRE 1
9, TT7—1— K[ AccessDenied T,

]l

IRy Q1)L

DELETE /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Date: Fri, 24 Feb 2012 05:45:34 GMT
Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

EDEDHI:

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

DeleteBucketLifecycle

DeleteBucketLifecycle RT3 &, IBELN\TY RDZA 7Y A 7 IILERELHIBRTE XTI,

U TR MEX

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

i AT

CORBETIE. BELENATYRNDSATHA7ILIL—ILATRTHIBRENET, T Z0
Ty NOATY 7 MIEEWICHIBRENEE Ao

NTY RDOZATHAIIIEBELZHBRTEZDIINTY hA—F—F T TT, BOOEHDTIEAW
Ny hZEBELES ETBHE. T5— 403 Forbidden piREn£xzd, T7—I—KiZ
AccessDenied T9,

1

VI TR DB

DELETE /?lifecycle HTTP/1.1
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Host: oss-example.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT
Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:6ZVHOehYzxoC1yxRydPQs/CnMZU=

RO EDH:

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

AT 0 DR

PutObject

Put Object

Put Object &, 77 LEF Y 7O—RT 21HIcERALET,

U TR MEX

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

UOTARAY S —

A SR
ATV MDY O O—REINBEBED Web R
Cache-Control —IDF vy YagEEREELE T, FEMicDW

Tid. TRFC26163 2ZWUL TS W,

52



Object Storage Service APl 7 7L >R

Bl =3
T A NE: RL

ATV MY O YO-—REINZBOATI T

JRNDERZEEELEX T, FMlicOWTIE, T
Content-Disposition RFC26161 ZZH L T<EE L,

B X F75

T 7 A4)NME: RL

ATV MO YO-RSh2BOIVTY

YOIYIA—T a4 VIEREEBELE T, FHMllc
Content-Encoding DWTlE, TRFC26161 ZZRU T EE LY,

B 375

T 7 AL NME: R U

RFC 1864 TEEINTWBLSIT, Xvt—
VOARRB Ny —%zR<) BNEtEShT 128 £
v N DEIED MD5 ENEEBINET, ZDHE.
base64 Z#{#EAL TZ OEIEH Content-MD5
fBEcTyd—RENEI, COUIVIRAMAYS
—lF. XvtE—YD0EWME. D2FEFDXvE—ID
ABNRESNTCHABE—HLTWENESHh%E
BRI DEOHICERTELFT, CDUTIAMN
yH—FA T g>TIH 0SS Tl DU Y
IAMNYST—HEIVRY—ITVRDFTVIIC
FRITZCENHERINET,

B =3

FI7AILNME: L

H#: 2 L

BVHRE S UMBMTIEELE T, SFMicDoW
Expires Tlx. TRFC26165 #ZBL T f2E L\,
P AU 88
FT7 AL ME: U

0SS IC&>TAT VU hHMERENBBRDY
. . —N\—RIOBESEZILT ) XLZEBELF T,
x-0ss-server-side-encryption . <=5
BaiafE: AES256

OSS IC&>TAT YTV MDMERRESNBBEDT
VL AEREIEELE T,

x-0ss-object-acl 7 35
B7R{E: public-read. private. public-read-
write

Content-MD5

i AT

-Content-MD5 UV IR AV H—%T7 v 7O— R UBEIE. AXD Content-MD5 MEstE
T. MEDRUTHZINESIDERSINE T, ELRDHESIF. TF—I1—K InvalidDigest HYR
ENEI,

-V TZAMAYE =D Content-Length DENEERDY 7V TXMEANTEEINZT Y DRS %
TREIZBETH, ATV MIMERSINETH, A7V 7 1 XE Content-Length TEZ
SNTWBHAZXERUICED, BDODOT—FIFHIBRENET,

-EBIMT2AT IV RO T 7AILDBRICHEES 2BEICIDATI I MDD T UV REREZR -
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FAQ

TW3 e, BEO77AILDFHULCEBMULIE7 7 ILIC&>TEEZE S, 200 OK Xy E—IH

BEINET,

PutObject Y7 T X KT x-0ss-meta- EWS FL T 4 v 7 ADMTW/ING X =T —NEFNhTW

ZHE. TOIGAXA—F—|F1—H— X% (x-oss-meta-location 72 &) & U T«RbNET, 1 2D

ATV MTHUTEAKRDINT A=Y —ZBHEREIT DI EETERIN, IRNTOLI—H—X
BEY A XL 8KB UTICTZRENHD XTI,

AVTIVYDORINTG A= —HANYF—CEBMEINTWEWEEE, 411 Length Required %

vE—YhREINET, T 77— 11— Kid MissingContentLength T9,

RIFRESINTVEIDLX Y E—IRXHEEFEINGWER, EREIEESNLAXXDY 1 XHE

EULETAXELDENSTWEEIE. 4 L7 7T NERIC 400 Bad Request X v E—IhREINET

o IZ7—1—NKI{& RequestTimeout T, CDEE, OSS ICHZ D7 7L ILORBIXT7 v 70

—RUET—FICBE>TWET,

BT 2A 7YV DNy MAFELUBWES(IE. 404 Not Found Xy Z—IhREINET

o LZ—1—KI& NoSuchBucket T9,

Lbﬂ@“%ﬂf?/:? NDNT Y NMZT 7R TBERNRVWESIE. 403 Forbidden X v t—
RENEFT, TF7—3—KIE AccessDenied T,

Lbﬂ@“%>7j 1ILDREHN 5 GB ##BZ 31FEIE. 400 Bad Request X v tz—IhREINET,

I Z—3— K& InvalidArgument TY,

ZIES ATV hF—DRIN 1023 N1 hZBZ %HEIE. 400 Bad Request X vtz —

IhiRENFT, T7—I1— K& InvalidObjectName T,

A7V OMNE7YyTO—-RI B 0SS Tld. TRFC26161 TEEZINTLS Cache-

Control. Expires. Content-Encoding. & & U Content-Disposition ® 4 DDA\Y 5 —7 1 —

IR R—KEINET, ATV V7 bDT7 Yy 7O—-RBICINSEDANY T —%RTELIBEEIE.

RICZDATI I MM O YO—REIdEElL, BT 2AYT—ENT Y TO—RKREIniE

ICEEMICRESNE T,

A7V U hDOF7y 7O REKIC x-0ss-server-side-encryption N ¥ —%ZiEET 5HE. <D

Ny —DIElE AES256 ICERET DRENHD £9, TNUNTHKRELBEEIE. 400 X vt—

¥'& I Z5—1—NK InvalidEncryptionAlgorithmError hSRENEd, CDAY Y —%ZIBET S &,

IGEANY T —ICHIDAYFT—hEFEFN, Py IO—RShicATI I NOBES{EFZILITY XL

ﬂﬁéhiioZ@#?ﬁ:ﬁh@?ﬁ/D—FﬁLB\méNVQ—k 3. ENCDOATI Y

NDEESE7 LT ZAICERE S TLWS x-oss-server-side-encryption & EhnF 9,

Content-MDb5ETEAEL S —

AAVARES

9,

Far7>w T0123456789) HlE UTERAENE T, XFFDContent-MDSENFTEE

IEULWEHERE

BEY HIEETERINTWVWSTZILIY XALFE. LTO 7O X cContent-MDb%2EtET iz ICERAT N

9,
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1 {EMN28E Y hD/\A FUESITH ST v FO— RKContent-MD5%=5E UL F 9,
2. )\A4 FVUEy%#Base64cT>yI1—RKRULZET,

Pythonh'fll& U TERAENTWE T, EUVLWHEI-REIROEED T,

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update('0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF 1 ptWaXm4bijSPyxw=="

R © hash.digest()D#ERIE. Baseb4TyI1—F 4 VI DAHELTERSINET,

>>> hash.digest()
'x\x1e7$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

RO EEAE

KL< HBEEWNE, FFEINEZ32/N41 D MD5XFF%Base64TLY A—R9 352 &ETY, NERH]
: Base64 T hash.hexdigest()Z > 1—RKNU7iBE -

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

>>>

>>> #RISTIEREBEEGER T,

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30WI4ANmMmUyOGQyM2YyYzc='

R E

ROFEEFEALUTCHERTEET,
1. BICETE S hicContent-MD5(&. 24/\4 N DRREBELRXFFTT,

2, Av7>YE LT 0123456789 %A L T, Content-MD5A' eB5eJF1ptWaXm4bijSPyxw ==T3
BENESHEERLET,

Bl

)T kDOFI:

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT
Content-Encoding: utf-8
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Content-Disposition: attachment;filename=oss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKwbx2PRrk=

[344606 bytes of object data]

L AR Z2DH:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: O

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-0ss-bucket-version: 1418321259

ETag: "A797938C31D59EDDO8D86188F6D5B872"

CopyObject

Copy Object

Copy Object i#. 0SS OBEEDA TV 14 hEHNDATI 14 McAE—F B HICERLET, 0SS I
PUT UZIZZARMZXREL. PUT U IR AV T —ICERK “x-08s-copy-source” ZEIML T, AE—TT%
IBETEZXY, 0SS TldInh' Copy Object #ETH 2 EBHFRICHFI SN, ZDBRIENT—N\—BITE
BEETINET, Copy Object BIENERICETI D&, FILWATI 7 MBI 2BEHRMESINET,
CDE]EIE T GB RKFEDAT IV MOBRINET, 1GB Z2BA2A TV /7 h2dE—d53ICF. ¥
IWFN—=KT7y 7O—-RBEEEZERITIDENSH D £T, CDREDFHEMICOVTIE. TUpload Part
Copys Z=RULTLLZE W,

ER : CopyObjectDBIETIE. V—RI\T v hET—=T Y hNN\Ty "D EUCY =Y 3>V THIHED

HHET o

U TR MEX

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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x-0ss-copy-source: /SourceBucketName/SourceObjectName

UOITAMNY S —
2l B
IE—TTDOY—AFZRKRLAZEELET (V7T
ARNTBICIE. V— 117/17F®mﬂmoﬁ
X-0SS-COpYy-source RHOBRETT ),
B X5
T 7 A4 NME: 2L
V—2ATI UMD ETAG [E& 1—H—H'1E
T~ U7z ETAG BN —8T 255 (1E. Copy
Object BIENETEINE T, TNLUADEBEEE
X-08s-copy-source-if-match . 412 Precondition Failed X vtE—IhRan
i@'o
B 35

T 7 A ME: 73U

I—H—HIEEUVCHBUEICY — XA T )
AOZBEINTWERWESIE. Copy Object #
EREITEINET, TNUANDBEIF. 412
Precondition Failed X vtE—yhREnEzd,
B 2775

T7 A NME: RL

RIFE S Te/NTA—=F—lc K> THEESN-HE

N7 71IVDEEHRER UM ZENLUETH 515

Elx. 771D EEICERIXEINT 200 OK X
x-08s-copy-source-if-unmodified-since vE—IDNREINET, TNLHNDEEIF. 412

Precondition Failed X v t—YhWRaINE T,

B 35

T7 A NE: RU

1—*7“‘—73“ BEEUCHBUREICY — XA TV s
EBEINTWSBAEIE. Copy Object 2

b\iﬁéni‘% FNLANDEZERIE. 412

Precondition Failed X vtE—yhiREnEzd,

B 37

T7 A NME: RU

BRREICIE COPY & REPLACE ' D £9,
ZDINTA—5—h' COPY ICRRESNTWSIE
BlE. FILWATI I RNDAINY —RATY
7 hDSIE—2NFET, CONTA=F—N
REPLACE [CERESNTWDIHEIE. V—XAT
VIV MDIRTDXYE b\ﬂﬁéh\ DUy
TANTEEU XY BEIMMEREINET, D/N
. . T AX—%—h COPY & & U REPLACE LIS DfE
x-oss-metadata-directive CREZNTNDEAR. 400 Bad Request X
YE—IMREINET, TD/INFTX—=F—N
COPY [CERESINTWBRHZETH, V—XAT
31V hD x-oss-server-side-encryption M X
FEFIE—NFEFE A,
7 375
7 7 # )L NME: COPY
B7fE: COPY. REPLACE

X-0SS-copy-source-if-none-match

X-0ss-copy-source-if-modified-since
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OSS IC&>TH =4y NATI U MAERE
nN3BOY—N\—BIOBSk7ILTY X LZIEE
LEY,

Bl X F75

B E: AES256F 7= (ZKMS

HR CKMSES7Z I TY X LZFERYT BICIE

. AV —=ILTKMS (F—BEY—ER) =FH
MCTBDRENGD £, FNUNDIGEF.
KmsServiceNotenabled TS — 11— RH$RE S

X-0ss-server-side-encryption

nxd,
OSS IC&>TAT YTV MDMERRESNBDBDT
T AERZEELEX Y,

x-0ss-object-acl B X7
B7{E: public-read. private. public-read-
write

INEDER

2l B
Copy Object D#ER,

CopyObjectResult B X =F5

T4 NME: B U

FLWAT YT hD ETag &,
ETag B XXF5
HER: CopyObjectResult

FLWAT YU NDORIKREHFHE,
LastModified B 3 =F7)
HER: CopyObjectResult

=2y

- Copy Object #E%#ERALT. BEDOA TV 17 NDOX Y BERELETE=ET,

- Copy Object BIETY —ZAATI TV RNDTFRLANY =Ty NATI I RDT7RLRERUE
&ld. x-oss-metadata-directive DEICEARG, V—AATI I DX IBERNVEEBEZTRZ
5nEJ,

- Copy Object U7 TX Mcid. 4 DOEFHIBIANY T —Z W DTHEDHDIENTEFT, BE
ITEO0VvIDFEMDOVNWTIE. Get Object @ TEHMNIT) ZSBL TSIV,

- Copy Object #EZETT BIcid. V—AATI U NOHHEDIERNBETT,

S =RAATIIVRNEY—TYRNATIT I MNERALT—9 VI —ICBLUTWBIRENRH D FT
o BLUTWRWEAIL. 403 AccessDenied X vt —'&. "Target object does not reside in
the same data center as source object” & WS T 7 —I1EHRARINFE T,

- Copy Object BIEDRBEHETTIE. V—RATI I DN\Ty NHT Get YT TZXNDEN 1
IOWR, Y—TYRATIIRDONTY NHTPUt YZVIZMOEN 1 $DEX. ZNICH
UCTARNL—YREMNEBMEINET,

- Copy Object #{ETld. BBEIT DV IV IA MY FT —(ETNT x-0ss- THE D2, BELAXF
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BT 2ENBDET,

- Copy Object 'J 7 TR kT x-oss-server-side-encryption N\ ¥ —ZigE L IBEIC. ZDE
(AES256) hEMTHNIE. T—/N—fITY—XATI I MBS NTVEHLE SHICERK
75<. Copy Object B#EOERTRICH—N—QITY—T v hATI I MDBESLENET, Fic
. Copy Object BREANY T —ICIE, ENT =Ty ATV hOBESETILTY ALICHRES N
TW3 x-oss-server-side-encryption N&&ENE T, CDF—T Yy hATIz IV hDF U >rO—
REFICH. BBEANY I —ICIF. ENCDY—T Yy AT MOBSTILTY XLICEESN
TW3 x-oss-server-side-encryption N& & E 9, Copy Object #&{ET x-oss-server-side-
encryption Y 7 TZX MY F—ZEELEWESEF. T—N—fITY—-XATI 7 hHES{L
SNTVBIHESHICEREL, §—T Yy ATV 7 NEY—N—flITHESLEINBZVWT—%IC
BmDES,

- Copy Object 'J 7 TX b @ x-oss-metadata-directive v % —h COPY (77 # )L ME) ICRTE
INTWBREBEETH, V—RXATI 17 hD x-oss-server-side-encryption OfEld IE—= =
Bho DED, =TV ATV MDY —N—fITES{LINZDIE. Copy Object VU TR
N T x-oss-server-side-encryption Z38E U2 E 721 T,

- Copy Object 'J 7 T X kT x-oss-server-side-encryption N ¥ —%Z3gE L. ZDEHN
AES256 TRWE&EIE. 400 X vtE—Y & T F—I0—K InvalidEncryptionAlgorithmError A%R
INEJ,

-AE—9377MILOY A XN 1 GB 2R 2HEEIF. 400 Xyt—YET5—0—R
EntityTooLarge RSN £,

-g@ﬁWTM EBMENEPZ Yy 7O—RAV Yy RTERSNcAT I/ b2 IE—TEF Ao

FANTA TN ORIy I IV OFE VR I IV IOHMNIE—INET,

Bl

DI T ~DOHI:

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-COpy-source: /oss-example/oss.jpg

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd+iPkL259A+n0=

EDEDHI:

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
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<ETag>"bB3CTA2E053D763E1B002CC607C5A0FE"</ETag>
</CopyObjectResult>

GetObject

Get Object (3. ATV MBI Z2DICERALET, ERIBICIE. 2OATI I MNDOFHEHIDIE
RAKNETT,

U TR MEX

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange (Optional)

YITARNNKFGA—5—

OSSTlE, CETERZXET 2L EIC, IBBFERADOW ONDAY T —ZNAINA R TEEFT, BERL
—Hd content-typefZ I3 Z HRAINA XT 2 ENTEET, HOANY T —DiFE., GETUVIZANIE
ZNETEETIRENBDET, INSDAYY—E. UTEBRDET,

&l A

0SS MsiRENS Y 7 T X KD content-type

Ny —ZEELERT, ERI—Y - JIVT
response-content-type IVEGA TNV T —ZIBET DI EHTEEXT,

B 375

T 7 A4 NME: 2L

0SS MhslRENS ') 7 T A KD content-
language Ny ¥ —ZIEEL X T,

B X =75

T A NE: RL

0SS hB5iREND )V T A KD expires N5
response-expires ?_'é%)i%tj RS

T 7 A ME: U

0SS meikEN3 Y U7 T X KD cache-control
’\‘77\—72&?‘57@[}?3—0

ity gz

T7 A NE: RU

response-content-language

response-cache-control

response-content-disposition 0SS M5iRENS YT T XKD content-
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disposition Nv ¥ —ZIBELE T,
B 375
T7 A NE: RU

0SS M5lRENS ) 7 T A MD content-

i W A =1~
response-content-encoding %TCQ%%% NYY—EHELET .

FT7AILNME: U

»
JUOITARANY S —
&Hl BtEA
77 AIEBREDEEHZEEL X T, fc&XE &
F%Z bytes=0-9 [CREULBEIF. /N1~ 0~
Range 9 MEEEINET,

Bl =3
TF7AILNME: 2L

EEUHEPEBROZERR L DEITH 25
&, 771D EREICEXRZT 200 OK X
T—IhiREINET, TN DHEEIL. 304
Not Modified X wvE—IYhRESNET,

Bl X775

T7 A NE: RL

B GMT, #1: Fri, 13 Nov 2015
14:47:53 GMT

DTS2/ TA—F—lc k> THESN-HE

N7 7MIVDEEHRERUNENLETH 215

ElE. 771 EEICEESTNT 200 OK X

vE—IMRINET, FNUADBEF. 412
[f-Unmodified-Since Precondition Failed X v tE—YhiREhEd,

B =75

T7AINE: RL

L GMT, #l: Fri, 13 Nov 2015

14:47:53 GMT

ZltE-fc ETag & A 7Y 27 hD ETag h'—

I 2551k, 77MILDERICEREINT

200 OK XvE—yhiREnFEzT, TRUANDE
[f-Match &lx. 412 Precondition Failed X t—IhNR

INFE,

ity =2l

FT7AILME RU

ZlFE-fc ETag &A 7Y 27 h@ ETag h'—

HUBWERIE, 777D EBICEEINT

200 OK Xy E—IpRaEnxd, N ni5
[f-None-Match &ld. 304 Not Modified X v tE—IY RSN ZF

—g_o

Bl 3 =F75

TI7AILNME: R L

[f-Modified-Since
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=20

10.

11. 3R

12.

13. 7

14. 7

.Get Object Y7 ZZXR®D Range I\ XA =9 —%H{RET D&, TL—UR1 Y MO SERABER

T—IEREZYNR— RN TEEXT, COBBERA TV M A IDKREVERICHEREINE T,

I IAMNAYET =T Range NI A=Y —ZIBELLGEIF. BRESNZAvE—JILT7IILE

HTORS ESERSNEEENRSNET, fc&ZIE. Content-Range: bytes 0-9/44 (3. 7 7
TILE2HEDOREIN 44 TSERSNICEHEMN 0 ~ 9 THZ I EZRLTWET, HEOEHIHE
FEENTWEREWEEIE. 7 71 IL&EMN XS n, ERIC Content-Range [FRENEE Ao

. If-Modified-Since IC& > TIEES Nt AR EREOEBHBA—H UL BWEEIE. 77 7IHE

FIRENT 200 OK Xy E—IhiRENZFET,

. If-Modified-Since & If-Unmodified-Since &R TE£9, If-Match & [f-None-Match

HTEeEd,

.U T X M If-Unmodified-Since & FEnTE D, If-Unmodified-Since & EBROZEEHE

—HURWES., £EYIJIZ NI I-Match A&FENnTH D, If-Match &A TV 7 hD
ETag "—H LB WEEIL. 412 Precondition Failed X v t—IYhiREINE T,

.U T X MC If-Modified-Since g cH . If-Modified-Since & EBROZEEHEN—KL

BTWBE, £/2ldU 7T XM f-None-Match & ENTE D, If-None-Match &ATY ¥
N ® ETag "—E U BRWHEEIE. 304 Not Modified X v E—IhRENE T,

7 7AIDFEELRWESIE. 404 Not Found Xy E—YhNRENET, T7—I— R

NoSuchKey T9,

.0SS Tld. BE&7 7 tXHIC GET Object YV TA KDY I ITARNSX =5 —%FERAL T,

0SS H5REND VI IARDANY T —ZEHAAIRAXTZZERFTEEEA,

.OSS N5BRENBY IV TRARNDAY T —ZNAINAALICEZIL, ZNEDANY T —H GET

Object YV ZARD/INFA—F —THEEUVIBICREINZDIF. VI7IANDERICLESIN
feBE. DFD 200 OK Xy E—I MRS NBERE T T,
P—N—fllccoATI 7 bHEBSEINTWDIHEEIE. GET Object U7 TRk DZEHFIC
EE DRI NcAT Y =7 MPBEINITRE N T, IGENY ¥ —T x-0ss-server-side-
encryption hREINFEF, x-oss-server-side-encryption DMElIL. A7 0 kDY —/\—fl
DODES{E7ZILITY XLZRULET,
REN 270 V%E GZIP TEMU TEET 2RENH 25EIE. YV IAMY ST —DERR
E— RI(Z Accept-Encoding:gzip ZEBMNT 2HENH D FT, 0SS TlF. 771> Ty
VEIATETAZTICEDNWT, GZIP THEffESNfcT—9 ZRI M ESHHHFIENET, dv
TYYN GZIP TEMBINTWEIHE., Z0IAV TV VIClE Etag E&EhEtA. BHE. 0SS
Tl¥. HTML. Javascript, CSS. XML, RSS. &V Json DAV FYVHA FIcHd 3
GZIP EfEM U R—KhEINTWET, 77MIILTAXIE 1 KBULETHZIRENHD FT,
T7ANIATE YRV IUYY DiFE 9=y RT7MILDOAVTYYNR>TEE
ﬁo oo LRKRYZAANYH D Content-Length, ETag. Content-Md5 /(T X —% (&, TR
FAILDATERERDET, Last-Modified /ST X =5 (F5—T Y N T F7AILEIVRY Y
’7 UV IDRKEICHEDET, MMOINRTDNTA=FF, VR IZ IV IDAYIERICK
n%xJ,
FANWTATE IIRYYIIYVY T, =0y 771 ILHFEELBRWEE. 404 Not
Found X v E—YhSRENET, TZ7—I1— KNid SymlinkTargetNotExist ’C@*o
FANIATEIVRYYI UV T 9Ty hT770ILEI YR I UV T DBE.
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400 Bad Request error X v E—3IMiREINET, T7—I1—KIF InvalidTargetType T,

F—=NATIATE ATV MY VO—-RIBHENIC. VARNTFEREUXNFET DK
ENAIETT ., YRARNFPEBEOROAI VYO—RINBZATI VNI F1LT7IRETIC
TTULEY,
-ERDIRESNTEST. REOURARNFRIEN YA LTI NUEBEE. 403 T5—¢&
BDhFJ, TF7—I3—NKIZF “InvalidObjectState” ¢9,
-ERDIRESNTED. UARNTRIEDNTET ULah >1ciEa, 403 T5—&@hFT,
I Z—1— K& “InvalidObjectState” ¢ 9,
-URRTPRIEDTT UL FALTIRDRELVBH STIZEBEDH. T—F EEES VY
O—KREnx9,
7l
YT DB

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:UNQDb7GapEgJCZkcde60hZ9Jfe8=

RO EDE:

HTTP/1.1 200 OK

x-oss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c4 1
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "7DCA4FDCA3F27655940C866D52B04C39"
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Range ZE LY 7T X L DOfl:

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:qZzjF3DUtd+yK16BdhGtFcCVknM=

RO EDH:

HTTP/1.1 206 Partial Content
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x-0ss-request-id: 28f6508f-15ea-8224-234e-cOce40734b89
x-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "6B3C1A2E053D763E1B002CC607C5A0FE"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606

Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object datal

BENBAYE—INYIT—HXIIAL XLV I X DB

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-
content-type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

RO EDH:

HTTP/1.1 200 OK

x-oss-request-id: 1144d124-055¢c-4052-2c65-a1€3439d41c1
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "7TDCA4FDCA3F27655940C866D52B04C39"
Content-Length: 344606

Connection: close

Content-disposition: attachment; filename:testing.txt
Content-language: Chinese

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

YvRUw U oDY YT X NDOH:

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:qZzjF3DUtd+yK16BdhGtFcCVknM=

RO EDH:
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HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC021 1ED1FOA2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: glYmXvwCEeOfmi8JvOYiJw==

P=NATBEATIz I MDOUYRRNPRIEILEITDV I TX hOFI:

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

EDEDHI:

HTTP/1.1 200 OK

x-0ss-request-id: 58F723894529F18D7F000053

x-0ss-object-type: Normal

x-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "6B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

AppendObject

Append Object (. 777 ILEEBME—R TPy 7O—RKFZ7HICERBLET. Append Object ##1ET
EREN29 4 7DOATI 0 NMEBIMETEEA TS =0 T, Put Object #fE 7y 7O—Rahd514~7
DATI U NFBEEATI U hTT,

YIIAMEX
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POST /ObjectName?append&position=Position HTTP/1.1
Content-Length: ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

»
JOIARANYSY —
A B
ATV MDY IO-RENBED Web R
—IDF vV YagEEIEELE T, FEMlicDW
Cache-Control TlE. TRFC26161 =B T fEE L\,
Bl xxF75
FT7AILNME: U
ATV MDY O O—RENZBOATI T
UV hD&FIZEEBELES, FMllcoOoWTIFE, T
Content-Disposition RFC26165 &R U T EE L,
Bl 3 =F75
TI7AILNME: R L
ATV NN OyO-REnzBoaAY7Yy
YOIYA—T 4 VI HREEBELE T, FHMIC
Content-Encoding DWTIE, TRFC26165 #2RB UL TLZE L),

Bl x5
T A NE: RL

RFC 1864 TEZEINTWA LS. Xvt—
VOARARB NV —%R<) NEtEEIhT 128 £
v N DEIED MD5 ENREBINET, ZDHE.
base64 Z#{#EAL TZ DE{EH Content-MD5
BlcIyd—RanExd, COYVIAMMYS
—lE. XyE—YD0BME. DEDXvE—ID
ABNXRESNCHABE—HLTWENESHh%E
RILHICFERATEEXET, COYUTITIIA
wH—FA T a>TIh. 0SS TlFZDU Y
IZRMAYST—=ZIVRY—IVRODFzvIIC
FRITDCEMNHEREINE T,
B =75
FI7AILNE: R U
HIH: 2L

EMEERE S BB TIEELET, Ao L
Expi Tld. TRFC2616y ZZHBL TLIEEW,
xpires A B

T 7 A ME: 2L

OSS IC&>TAT VLU MDMERE N B ERDY
—N\—llOBSE7ILT) X LEZBELET,
B =75
B3E: AES256 F£7=l& KMS
x-0ss-server-side-encryption AR CKMS BB 7IL TV X LZFERT 3ICIE
vV —I)LTKMS (F—BEBY—ER) 28
ICTB2RENHDET, 25 ULRBRVWESIE
KmsServiceNotenabled TS —3— RARE S
nxd,

Content-MD5
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0SS L&k > TAT Y U RHMER SN BBED T

Ve AEREZIBELE T,
x-0ss-object-acl B =5
B7{E: public-read. private. public-read-
write
INENY 5 —
2l Bz

ROV IRANTIRIRT Z2RENHDMABZIEE

LEd, cnld. BRICFBEDA TV TV hD

REITYd, 2DAYF—IE. Append Object I
x-0ss-next-append-position FUTHIIA Yy E—IDREINBE. ldfL

BEATITI MOREIVD—HLGEWHIC

409 TS —DRAEUHZEICEENETT,

B 64 HTDEHK

A7V MDD 64 Y hD CRCEZIEEL X
¥, 2D 64 EY hdDCRC &, ECMA-182 I
> TRHESNET,

B 64 HTDEH

x-0ss-hash-crc64ecma

ftb DRAE & DEIEN

- Append Object (&, EBIIAREA TV 7 RUACIGEREINE T A, fc& ZIE. RAUAROE%E
* 7Y 14 MABICTEIET 318A1C Append Object IBEEETT 2 &, 409 Xy E—JET5—
J— K ObjectNotAppendable hhREE T,

- BEFEOBMEEEA 7 27 MM U T Put Object #B1E%2RTI 2 &, ZOBMATEA TS TV b
BHFLWAT IV NTEEEZE SN, COATITINDIATMEEAT VU MCEEINFE
ED

- Head Object #F2E{Td 2 &, ATV hDY A F%RT x-0ss-object-type hiRINF T
o ATV U NMEBIMAREAT Y 7 b THBHAE. x-0ss-object-type DfElE Appendable TF
o BINFIEEA TV 17 hDIFEIE. Head Object #1E% 5179 % &, x-0ss-next-append-
position & x-oss-hash-crc64ecma HRENE T,

- Get Bucket (List Object) Y 7 TR hDIHE XML Tld, BIIAEA TV 7 DY 1 71
Appendable ICRESNTWVWET,

- Copy Object AL CGEIAIEEA 7Yz b2 E—9328H. COATI V7 DY —/)\—
BlOBSItBEBEZEEIT &b TEEHA, 22U, Copy Object ZFERALTHRINYAXETN
X T—9ERTBHIERFTEEXT,

SFil 4

-2 DM URL /8T X—% — append & & T position (&5 5% CanonicalizedResource T, &
BICEENTWIRENHD T,
-URL /X X =% —|Cld. #fEH' Append Object 1ETH D Z & EIEE T % append Z &6 Zuh
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ENHDFET,

-URL 7T U/IRFA—=F—[ClE, BIMORHKMNEBEZIEET D position ZEHBIRENH D FT, &
#D Append Object #IED position DfEIE O ICFT Z2HENH D, ZDHEDIEIED position @
BIFREDOAT IV NOREITY, fc&ZXIE. &AID Append Object Y7 TN THEEUL
position DEAY O T, content-length DEA 65536 DHE. 2 FEH®D Append Object J 7 T
A NTIEET % position DfElF 65536 ICHREIT DHDENHD XTI, ZREVEFRICTT TS L&,
IEE Y &' —D x-oss-next-append-position (€ HXD Append Object J 7 TX k DIBH RS
nxd,

- position DEEREDA TV TV FhORINERLRZHEIE. 409 Xy -y &I 5 —0—RK
PositionNotEqualToLength MMRENFE T, TDOXSBIT—DNRELBEEIE. RD Append
Object V7 TR M DHIEZIGENY Y —D x-0ss-next-append-position MSEUF L T
Append Object U7 IR RN ZHEEET DI ENTEET,

- position DIEN 0 TRILABIDBIMAREA 7 7 MAFELBZWES. £ER UAFIDENM
AgEA 7YV hOREIH 0 DiFEIE. Append Object BIENEEICEITEINET, TNUND
BEIE. MBEAT VIV ORI —HBUGBVWERBEINET,

- position DIEN O TRILABIDA TV 7 hHFEELZWESIE. Put Object U7 TR ~ &A1k
IZ. Append Object U7 T X kT Y% — (x-0ss-server-side-encryption R &) ZRETE X
9, <& Initiate Multipart Upload @& &R U TY, position OfEH O T, IEL L) x-0ss-
server-side-encryption Ny & —hHU I T KNBIIENTWSESK. FDED Append
Object Y7 TAMCHT 2MEDAY Y —ICH, BS{F7ILTY X L%ZRY x-0ss-server-side-
encryption "&FENF T, B TAYDEENMEICK > cHBAIE. Copy Object YU T X K&
BHTEZxd,

- WITAIEHARE T, position DE% x-oss-next-append-position [CRELBETH., DY Y
I X kA PositionNotEqualToLength (€ & D kBT 2 RTEEENH D £ 9,

- Append Object Ic &k > TEREINZD ATV 7 hORZDHIRIE. Put Object [Tk > TERETN
A7V NORIOHBRERU T,

- % Append Object BEDETRIC. TOA TV V7 NORKEEARNEFINE T,

- position DEHMNIELWEE, RSN 0 DAV T VY EBEDEBMEEEA TV T MOEINT %
ETlE. ATV TV MNDAT—F RARIEBEINEF A,

-INTY RIATNT—HAATTEDA VI =T A RZHVPET I ENTERVEEF, Y RAT A
[FTZ—3—K 7400, “OperationNotSupported”ZziRUL £,

CRC64 DOFHEAE

BINATEEA 732V b D CRC [F. ECMA-182 ICfE> TEHEENE T, ZDOFEAER XZ OFERELR
UTY, CRC64 [F. boost CRC EY 1 —ILZFERALTRDLSICFHETEXT,

typedef boost::icrc_optimal<64, Ox42FOET1EBAQEA3693ULL, OxfFFFffffffffffffULL, OxfIFfffffffffffffULL, true,
true> boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)

{

boost_ecma crc;

68



Object Storage Service APl 7 7L >R

crc.process_bytes(buffer, length);
return crc.checksum();

}
F7c. Python crcmod ZERAUTRDLSICEHE TSI EHTEET,

do_crc64 = crcmod.mkCrcFun(Ox142FOETEBA9EA3693L, initCrc=0L, xorOut=0OxffffffffffffffffL, rev=True)

print do_crc64("123456789")

1

DT DA

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=oss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKwbx2PRrk=

[1717 bytes of object data]

&

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
x-0ss-next-append-position: 1717

x-0ss-request-id: 559CCI9BDC755F95A64485981

DeleteObject

DeleteObject l&A4 7> =7 N ZBIBRT B HICERLE T,
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U TR MEX

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=2 iy

- DeleteObject THA 7YV 7 hZBIBRT 2 (ClE. CDOATI I NDEZAHERIDHDETT,
-HIBRS 2A 7Y U RAFEELARWES(IE. 204 No Content X v t—IhREINE T,
-ATI TV MDINT Yy MBFEELBWESIE. 404 Not Found Xy tE—IhREINE T,
-77ANTATIE IR I IV OFa. YYIRUY I UV IRFMNEIBRESNET,

]l

IRy Q1)L

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

IE DB

HTTP/1.1 204 NoContent

x-0ss-request-id: 559CC9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

DeleteMultipleObjects

DeleteMultipleObjects ZEAT 2 &, AU/NT Y NRAOBEHEOA T o h%& 1 B HTTP U TR K
THIBRTZEF T, 1 [ED DeleteMultipleObjects IRETHIBRTE 24 7Y 7 hD&RAEIF 1,000 T, #
ATE—REEAMEETE—RD 2 DOREE—RMPABEESINTVET,

FHMHE—R:OSS NERENZX Y E—IAXITE. BA TV 7 M DHIRERIERTEINE T,
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- HAOHEIE—R: OSS hSiRENZD X Yy E—IARX(ICIF, BRI —DHRELIcATI U O
ROHNKRRENET, INTOATI 7 MHEBICHBRESNIIHEE. X v E—IERXTREN
Ft A,

U TR MEX

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>
UJIRARNIKNGA—%

BEOATI U SDHIFRRIERIC, TVA—-RFYAATZEAL T RENERICF—ZII—-RT3

ZENTEFEY,
2l s
WENEHERIC, F—OTYA—FT VI 547
EIELEY, BE. URLTYOA—FT a1 v IhY
R—hEhTWET, Keyl@UTF-8TvI1—F
encoding-type VT ERALET,

AY: string
T 7 AL NME: R U
A7 3 > 0fE: url

YIOIANDER

el A

DeleteMultipleObjects 'J 7 TX N & {#7F 9 % 0
V?‘ﬂ'—%?ﬁﬁ?bi?o

B Oy —

Delete B/ —R: 1 DBE®D object BREA T 3
> quiet B3R
H/—R. B0

HIBRIT ATz hOARIZIEEL XTI,

Key AY: string
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# ./ —K: Object

ATV MBI BERERFI S IV T —
ZIEELET,
Object B Oyvr+—
H 7/ —R:Key
# ./ —NK: Delete

HAOMEE—REBHEIFEMDICLET,
B 5| E X FF
Quiet B3h7E: True. False
77 # )L ME: False
#]./—RK: Delete

BEN2AVTFYYOIYA—T 4V 7TV
—TAVIDIATEEBELE T, ATV I
F—7lF UTF-8 XEMMERINEITH. XML
1.0 E#ETIE, 0~ 10 O ASCIl EZELXFR
EDREDFIEHNF OB R— K~ IhTnE
encoding-type HFho XML 1.0 BETHR— kI TULWERWH
HXFLNA TV 7 hF—ICEBENTVWBRIHEIE
. encoding-type ZEEL TRENZ ATz
JhF—ZIT>OA—KRTEZXT,
7 —% 8l string
T 7 AL NME: BRU

EDER

&0 i

EBICHBREINA TV M2 RETZAVT
F—ZREELEXT,
Deleted B avr+—
H7/—NRK: Key
# ./ — R DeleteResult

DeleteMultipleObjects 'J 7 TR h DIERZREF
92T FH—%BELET,
DeleteResult B ayvrt—
%7/ —R: Deleted
B/ —RK: kU

0SS T & > THIBRBIENEf TS NIcA TV ¥
hD&RIZEELX T,

B string

#./—R: Deleted

RENDERICE DT A—FT oV TDIA T
EIBELEY, YUY IR MT encoding-type &
. EELIEAE. BENZERICEVNT Key A
Encoding-type TV a—RanEd,
AY: string
# ./ —K: Container

Key

i AT
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1. DeleteMultipleObjects 'J 7 T X k Ti& Content-Length 7 + —JL K & Content-MD5 7« —JL
REIBETD2DENHNDEFT, 0SS TlE. ZELAVE—IAXNELWI ENZD 2 DDT
1 —ILRIZEDWTKRIEE N, HIFRBIEDNETEINET,

2. Content-MD5 7« —)L KORAZ AR T Bicld. MD5 % {#EFH U T DeleteMultipleObjects 'J
JIXANZERBSIL. 128 /N1 KOS ZEE L T, Baseb4 ZEAL DRI ZTYI1—R
UEd, REMICES U XFSIN Content-MD5 7 « —)LKRORARICIED £,

3. DeleteMultipleObjects U 7 TX M DIGEE—RIF. T 74 M TREFME—RTI,

4. DeleteMultipleObjects Y 7 TR M ZERAUL THEELBWAT I 27 M EHIBRUCBETH, %
DBREIFBINERBEINE T,

5. DeleteMultipleObjects U 7 TXAKMCIEF, RRK2MB DXy E—IAXZEHD I ENTEEXT
o XYVE—IVARXDTA AN 2 MB ZiBZ3HEIF. MalformedXML T5——RKAWRENE
ERS

6. DeleteMultipleObjects J 7 TRk TlE, —EICRKX 1,000 #OATI 7 b ZHIBRTE T,
—EICHIBRT 2A TV 7 MDY 1,000 28X %55 1E. MalformedXML T5—IJ— RANRE
nxEd,

7. Content-MD5 U 7 TZX hAY & —% 7w TO— R UIciFHIE. AXD Content-MD5 HEtE S
nNT, MENRLTHZINESHDERINET, EHS55HEIE. TF7—I3—NK InvalidDigest A
RENET,

Bl

DOTZARDOH I

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhngLBJFiIKkPSBO1eNaUA==

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y /jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

&6
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HTTP/1.1 200 OK

X-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>

<Key>test.jpg</Key>

</Deleted>

<Deleted>

<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

DITADB I

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhngLBJFiIKkPSBO1eNaUA==

Authorization: OSS gn6grrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>

<Key>test jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

ISE5:

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS
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HeadObject

Head Object &7 7 1 ILOABZRS TICRHEDA TV TV MDA Y ERZ RS feHICERLET,

U TR MEX

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

O ITRARAY S —

el A

EBEUCHRNIEBROZEERRL DEITH25HE
. 200 0K Xy =TI EATIT I RDXIH
BEEnNXT, 2nlsloizald. 304 Not
Modified X v E—IhREINET,

AU string

T 7 AL NME: RU

DTS2/ TA =S —lc k> THESNIHE

N7 71 DOEBROZEEHRER UM ZNLET

H5HEIE. 2000K Xyt—y&EATI I~
[f-Unmodified-Since DAIDIREINE T, ZNLNDHEIE. 412

Precondition Failed X v tE—YhiRE £,

AU string

T7 A NME: RL

R >fc ETag &A T3 27 hD ETag H'—
B9 25B51F. 2000K Xy =y &A TV 1Y
RDXIMNRENE T, ZNLANDHEIF. 412
Precondition Failed X v t—YhNRENE T,
AU string

T 7 A4 NME: RU

ZFE>fc ETag &A TV 27 hD ETag Hh'—
BURWESIF. 2000K XytE—y ATV
TRDAXIDRENE T, TN DBEE.
304 Not Modified X v t—IhREh %9,
AU string

T 7 AL NME: R U

[f-Modified-Since

[f-Match

[f-None-Match
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=20

- Head Object Y 7 TR b DEEEIE. 200 OK Xy E£—IDIRINDZNIT—XA v E—I RS
NEMCBEFREL. XAvE—YARN IR NEE A
- Head Object Y 7 TR kDA & —T(&. If-Modified-Since. If-Unmodified-Since. If-
Match, If-None-Match D&V T RHEZRETET XTI, REIL—ILOFEBICDWTIE, Get
Object YV X MDEET 1 —ILRZEZSRLU T LTV, TEMNMZ SN TLWRWESIF. 304
Not Modified X v tE—IhRENFE T,
- Put Object U 7 TX b MFERFIC x-0ss-meta- EWS L 70 v I ADMFWeI—H—X 5 (x-
oss-meta-location &) =7 v 7O— K U7cBEIE. T —XIDRENET,
71ILDFEELRBRWESE. 404 Not Found Xy tE—IhRE %9,
ﬂ—/\—TEU'Cc_0)7r7y::7 NoT> hOERS{EINTTONTWSEEIF. Head Object U7 TR
MTHT BIEDA Y 5 —T x-0ss-server-side-encryption hRE N EJ, x-0ss-server-side-
encryption DB, A7V 7 hOY—/N\—BIOBESE7ZILTI A LEZRLET,
-TFANIATNIYRYY IV VI DFE. LARY ANy D Content-Length, ETag.
Content-Md5/XZ XA =% &, WRI7 7AIDAFEREMRDFT, Last-Modified/VZ XA —% (&
=Ty RNTF7AINEIVYRIYY IV I DRKEICHEDET, HOITRNTD/INTXA—=FE, Vv
/‘l'i"J VIV DAIBERICHED ET,
FAIWNIATNIYRIYIVVIT 99— NT7AIDFEELRBWVWES. X7 AIF404
Not FoundTZ2—%ZiRU XY, T Z7—I1—NK : SymlinkTargetNotExist,

FAIWNIATNIIYRIYIVIIT =T RNT7AINIATHRIVRY YT )7 D5
. /XTAL;MOO Bad RequestT 2 —%Zi1RULEI, T Z7—I—NK !InvalidTargetType,

NTYy NIATHRT—hA4TDHFE, ATI I MNDANL—I5 A FIFIHENY F —ITx-0ss-
storage-class C/RE N9,

NTY NIATHRT7—HA4T T YRARNTZERNTTIy RSN TWBEHEE, ATV 7 hDUR
N 7IREE(X. IEEAN Y Y —Cx-0ss-restorelc &> TRENET, </ br>

c URARTFERDEEINBWNTALTIRNUIEE, 74 —ILRIERISNEFRA. </
br>

c URARTFERDEEINTY A LTI K UBEWES, IRENSx-0ss-restoreDfElF
ongoing-request = “true” 9, </ br>

- UZARNTPERDEES N, BT UGS, RSN Bx-0ss-restoreDfElL. ngoing-
request = “false”. expiry-date = “Sun, 16 Apr 2017 08:12:33 GMT" 9, >

Bl

)7 TX kDHFl:

HEAD /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Date: Fri, 24 Feb 2012 07:32:52 GMT
Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:JozF2L xZUtanlJ5dLA092wpDC/E=

)& —> Df:

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731¢c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

GetObjectMeta

GetObjectMeta (/N7 Y NADA T I 17 NOEAX Y IERZIE T 2 eHicFERINEITHA. NI v b
DAVTFUYERULEFHA, AFIERICIE. Etag. Size (Z71ILY1X) . &LV LastModified h'& =%
nxJ,.

U TR MEX

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=i AT

- GetObjectMeta J 7 TR "X ES e, VAT LANOKA Yy E—IZRUTHIT—XvE—
IEIBRLTH, XAvE—IAILEEINEE Ao

- GetObjectMeta & ObjectMeta YV TR ND/INTX—H ZIBET Z2HENHDEI, BELR
Wi5&IFE. GetObject DUV ITAMEULTAIEEINET,

-7 7AILDFELRBRWES,. Y X7 Ald 404 Not FoundT 2 —%:RU %9,

- GetObjectMeta TE/N\T Y NADATI 17 NDEAX S ERDOHHRI 26, Header
Objectk WEETY, XHFIERICIE. Etag. Size (77 1ILT1RX) . LU LastModified A
EFENnEd, 1 X, Content-Length Ny ¥ —DETHESINET,

-7F7ANTATHRIIRIY I UV IDFEE. VR YTV BEROBROHIEINETD,

77



Object Storage Service APl 7 7L >R

Bl

DITZNDHF

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQO=

EDH

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "6B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

PutObjectACL

PutObjectACL ZA 7Y 1V hDT7 VL AEREZEET Z1cHICERLET,

REATYV I NTHERTEZ 7V ERERIE. T 7406, EARH. ARZEAHID., AERHEZD 4 D
TY, 7V ERAERZERET BIciE. PutObjectACL Y ¥ T X kT x-oss-object-acl N & —%{FRHL %
To COBRIEZEFTTEDDIEFENT Y MA—F—F2FTY, BENEINT D&, 200 hREINEFT, KT
328 WMHIBLT—OA—REFAOY TR XA yE—IMRINET,

U TR MEX

PUT /ObjectName?acl HTTP/1.1

x-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ATtk ACL DES

2l A
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CDACLIE, ATI U MHIEARRY Y —RATH

ENG: BILERLET, COATI T bDFHED

i FREEABERAFTEDOM. COATT
VDA —F—RFTY,

COACLIE, A 7T T bHNT Uy 7 ICFEAHER

DARER Y —RATHB I EZRLET, DA
7917 hOHmAMD B LVESAHZETTE

DR ED 20, COATI LY hOA—F—FF T,
ZOMDI—HY—EZDATI U b DFHED
DHBEEFTEET,

ZDACLIF, ATV "D TYU Yy T CHHIE
i EZAHEARYY —ATHBIEERLET, TAT
/\BBZE 7, =
ARmAES DL—HF—HZDATI T FDFHED & &
EXNHEETTEET,
ZDACLIE. ATV T4 RDNT Y hDFEHELD
=Lk JESAHHAERETDIUY —RATHDIEx
7 RUET, DD, Ny heEATIT I NG
BUERERSXT,

== g i

ATV U NDFEAHEDEEICIE GetObject. HeadObject. CopyObject. & & O
UploadPartCopy #EICHIT2Y —XATI 1V NOFRHRONEEFNET, ATV I NDES
IAHBIEICIE PutObject. PostObject. AppendObject. DeleteObject.
DeleteMultipleObjects. CompleteMultipartUpload. & & U CopyObject #1EICEF B FH L L
AT NOEZTAHNEENET,

- x-0ss-object-acl [FFHERD 4 DDERDWITNMICEKRET 2HENH D FI, ZNLUNDHZE.
OSS & 400 Bad Request X v tE—Y%iRU. T5—I1— Ki&invalidArgumentTd,

- PutObjectACL Z RT3 &, ATV MD ACL ZRETEET, £fes ATV I MZES
ADRRIC, YV I AN Y S —IC x-0ss-0object-acl ZEHTATI TV hD ACL Z{REIT D &
HTEFT, MREIF PutObjectACL ERIU TY, fz& ZIE. PutObject Y7 TR RDAY & —|C
x-oss-object-acl MEFEFNTWEHERIE. ATV I MOT7 Yy 7O—-RBICATI I MDD ACL
ZRECTCEET,

ATV NOFHBRDERNZVWI—F—DNCDATI I N Z2HmHNESET S E, 0SS &
403 ForbiddenX v t—Y %3R8 U, TZ—30— K& AccessDenied IC7&D £9, ®REN 37O
> 7~ iE “You do not have read permission on this object” T,

ATV TV NDEESAHMERNBZVWI—F—DNZDATI I N Z2EZTAE5ET5E. 0SS &
403 Forbidden X v t—Y%3RUL. TZ—3— K& AccessDenied IC7&D £9, Rnahd 70
> 7~ iE “You do not have write permission on this object” T9,

- PutObjectACL ZER L T/\Ty NNOATI 2V h®D ACL ZEETEZD(E. ZD/\Ty ~D
A—F—rFTd, \Tyv hA—F—BANDI—H—hH" PutObjectACL ZEH S &9 25 &. 0SS
I& 403 Forbidden Xvt&—3Y%ikUL., T5—1— K& AccessDenied (72D 9, RRIhd
ZOY 7 k& “You do not have write acl permission on this object” T9,

ATV NACLIZNTY N ACL KDHBEREINET, fc& ZIE /N7y b ACL WNIERRETA
7V 8 ACL WRFAZRAEZTDHZE. I——DNATITIMNTFIERTBZRICIK. £9
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DATITVRD ACLIRFzvIEINET, BRELT. ZONT Y MHFERFENTY N TH-
TH, ZDAT IV MTEIRTODA—HF DT I EATEET, ATV TV bD ACL H'&E
SNTVWERWES, ZOATIz VDO ACLIEFAT IV MDA ERBESNTWSBNT Y kD ACL &
BUICREDET,

Bl

DI T kDOHF:

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3JxrTZHiA=

&I

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

GetObjectACL

GetObjectACL /N7y NADAT I 1 I MADT7 U RERZESLE T,

U TR MNEX

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

L ARV A DESH

2l BLL]

ACL BRDIEMICERI N2V T+ —,

AccessControlList - 9> 57—
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APIYZ7 7L YR

AccessControlPolicy

DisplayName

Grant

Owner

=2y

# ./ — K AccessControlPolicy

GetObjectACL D#ERZREI AV T F—%
BEELEI,

B avr+—

H/—R U

N7y MA—F—0D%&H] GRE. ZOAFNZ/NT
v EA—F—1ID ERAUTY),

AY: string

# ./ — K: AccessControlPolicy.Owner

ATI VD ACL ERZEBELE T,

BY: FIZEFT

BEM7R{E: private. public-read. public-read-
write

#H/—K:
AccessControlPolicy.AccessControlList

NTy NA—=F—D1—%—ID,
AY: string
# ./ — R AccessControlPolicy.Owner

NTy M A—F—ICET 2EROREFICEASIN
%:l \/7——7__0

B Iavrt—

# ./ — R AccessControlPolicy

- GetObjectACL ZER L T/\Ty NRADA TV 7 hD ACL ZES TE5DIE, /Ny NA—F
—EFTY, N7y hA—F—LISA GetObjectACL U 7 TR h&XE L ZEHIE. 403
Forbidden X wvE—IYhiRan£xd, TZ7—I— K& AccessDenied T9, Rnrshd 7OV
k& “You do not have read acl permission on this object” T9,

- GetObjectACL VI T AR ZXELEAAT I 7 D ACL AAEESI N TLWRWERIE, 0SS
ME5RENS ObjectACL AT 7 AL NCEDET, Ihld. 2DATI I ~D ACL B\ Ty
NACLERIUTHZZEZRLTWET, DFD. N7 v DTV ERERIIFEARDZEIFZ
DATI VU NDT7 IV CRAERLIERNRHICED, Ny NOF7 U AERIRNHZAZEDIHEEIE
CDATITINDT I ERERBLAFAFZAHEZICED FT,

Bl

IR/ § N1)7 'R

GET /test-object?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQO=

L AR ZDA:
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HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>

<Owner>

<ID>00220120222</1D>
<DisplayName>00220120222</DisplayName>
</Owner>

<AccessControlList>

<Grant>public-read </Grant>
</AccessControlList>

</AccessControlPolicy>

PostObject

Post Object I&. HTML 74 —ALZBRAL 7 7AILZBELL/\Ty M7y 70— RI2HICERL
F 9, Post Object (& Put Object DRBEFE T, 77V —ICEDWTT7AILEN\Ty MNPy 70—
RTZE %9, Post Object DX v tz—I AL, multipart/form-data ZER LTIy I—RIh£d,
Put Object B1ETIE. /NTA—=F—IE HTTP UV TR AV F =Tk I 9, Post Object BIETIE
INTGA=I—RBEAYE—IERXD T A—LT 41— ILRELTEmESINE T,

Post object

DI ITRARMEX

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length: ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect

82



Object Storage Service APl 7 7L >R

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=oss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="OSSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
-9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

T7x—LT714—ILR

2l e BADES H

INTy N A—7F—D Access
Key ID ZHEEL XY,

Bl X F75

FT7AINME: BRU

K COT7A—LT14—ILR
= AN A N 67Nty == N
Fa SN TLWRWES, £l
Policy (F7zl& Signature) 7
A—LT7 14— IJLRDIEESINT
WBIGEIEMATT,

OSSAccessKeyld EHICL B

DOIANDTA—LT 14—l
ROBEMEZIEELE T,

policy Policy 7+ —AL7 4« —JLRH EtFic& 3
EENTVWREVWI VI X NIE
ZVIITXRELTHRDN, &
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Signature

Cache-Control, Content-
Type. Content-
Disposition. Content-
Encoding. Expires

file

key

FAmAEENFIENTNBN
TYRNZDHTIERATERT
o FEMllcDOWTIX, 5741 T
Post Policy; #z&RUL T
=LY,

Bl 3=F75

T7 A NE: BRU

i DT A—LT4—ILR
& N7y N TABFRHEEN
SN TWRWEES, £k
OSSAccessKeyld (F7zl&
Signature) 7 A —L7 1« —JL
RAMEE SN TWBIHE T
T,

Access Key Secret & Policy
ICEDVWTEHEE N2 ELER
ZIEELEY, OSS TiE. &
DEZEBRZF v LT
Post Object Y7 TXA~NDH
MMERIELE T, FMICDOL
Tl&. 5.7.4.2 "TPost
Signature; ZZR LTS
(A

B X7

T 7 A4 NME: 2L

Hi: DT A—LT71—ILR
i N7y N TRHEZEHEEN
FFaEnTuWaWwgas, id
OSSAccessKeyld (F7zi&
Policy) 74 —L7 1 —JLRA
BEESNTVWRIERIINATY

o

RESTUV IR MAYY —, 5
fHICDW\WTIE, Put Object @

BEET 3z RL TS
W\,

B X5

T7AILNME: R U

T77AIFERIETFANIVT
UVEEELET, DT 11—
IWRIEZ7A—LDBEICIEET
ZRENBDET, T —
T Content-Type 7 71 )L
HATICEDVWTHEIMICEKRTE
Ih, - —RENLEESS
nExJ, 0SS TIF—EIC 1
D207 F7AINDHFET Y TO—
NTE%xd,

B X775

T7 A NE: RL

7y 7O—RIBT77A1ILDA
TITIUMNEEEBELET,
7y 7O—KRg2T771ILD%
BiEAT7Y U MEEULUTHER
TEIHENH ZIBEIL.
${filename} Z#H=FEAHALFXT
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success_action_redirect

success_action_status

X-0ss-meta-*

. foEzIE. bjpg 77 AILE
7w 70— RI3HEIC Key
Z14—ILRN
Juser/a/${filename} [CERE S
nTwse, RENBATI T
7 M&l& Juser/a/b.jpg IC7
DEF, 7F7AILEICICAN
BEENTVWBEER. 771
HADSNRZHIBRLET, c&
213, a/b/c/bipg 7 71 ILE
7y 7O—R9358@F. 77
1I)L% bjpg ZERALET,
Key 74 —JLRH
Juser/a/${filename} ICERE S
nTwsd e, RENBAT Y T
7 N2l Juser/a/b.jpg IR
D&EI,

B =5

T AINME BRU

7y 7O—RKPNEEICETIN
R4 7 MDY AL
JhEN% URL ZIELET
o ZDTA—LT4—ILR%EI
FEURBRWGEEIFE, RENZER
% success action_status T
BELEY, 7y FO—NRIC
KEUIGBEIEIS—3—RN
REN, V54TV MIED
URLICHUFAILI hEhZE
Ao

B x5

T7AINE: RL

success_action_redirect '
BESNTLWRWEEICEWNT
 BRRO LS IICT Yy FO— KD
EEICETEINERICI AT
VNORENBDAT—F A O—
REEELET. BIMEREIC
& 200, 201, &KV 204
(T7AIBN) BHDFET, &
D7 +14—I)LK%Z 200 £clE
204 [CERE UGS IE. ZED
T7AINERBTEZAT—F R
d—RMSRENET, D7
4—JLR% 201 [CRE LG
&lE. XML 77L& 201
ATF—HZd—RKRHREINET
o CDT714—ILRZEBELR
WEE. KIEEMREICEE
LiigalE. Z07 71L&
204 A7 —HZAJ—RphkE
niaﬂo

Bl X F75

FT7AILNME U

I—H—PEELII—H—X
FEZEELET. 0SS TIF
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X-0ss-server-side-encryption

x-0ss-object-acl

X-0ss-security-token

IBEANY T —

ey

X-0ss-server-side-encryption
BEDER

e

PostResponse

COERFvIENT. FER
HEINFEA.

B X5

T 7 AL NME: RU

OSS [C&>TAT YV b
EERENBBERDOT —/\—RIDEE
SEZILITVXLZEBELET

Bl 3 =F75

BWEE: AES256F /= 1FKMS
FEE  KMSES{7)ILTUX
LZFERT 3ICE. VY=
TKMS (F—BEHY—EX

) EEWMCT ZHRENHDET
o TNLANDGZEIF.
KmsServiceNotenabled T <
—Id—RAHESNFT,

OSSlc&k>TAT YV bA
ERENZEDO7 VR ERZ
BELET,

B X5

B {E: public-read.
private. public-read-write

DT U RITSTSO—RF 7R
FAMNMERINDEEIF. ZH
IE B [cSecurityTokenfBIC 1§
ETDRHENHDET., R
[c. OSSAccessKeyldig. X
TR 2 fe— 7R
AccessKeyldZ{ER T 20 E
RHHEI, BELEER. —
972 AccessKeyldE 4 & —
BULTWET,

B =5

T7 A NE: RU

Bl

7,

FTav

') TX kT x-0ss-server-side-encryption %z
BELBEIF. ERINEESE7ZILIY XA
TR DAY —DREICEENET,

A2l X F7F

e

Post Object Y7 IR N DIERZREFEIT 2 IV T
j—_%jﬂé’ﬁ L/ ia_o

B Oy —

7/ —K:Bucket. ETag. Key. Location
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NTy NBZEELET,
Bucket B 35
# ./ — K: PostResponse

ATV NDERKEICIERESNZIYT T«
%7 (ETag) #18E U £J, Post Object TIERK
SNcAT IV hDOFHE, ETag BIFA TV x
KO MD5ET, A7Y I b0V TYN
EEEINTWEIDESHZMHER T BHICERT
=X,

B X F75

# ./ — K: PostResponse

HiclcfERESNicA 7Yz D URL ZIBEL
. x9,
Location - % =]
# ./ — K: PostResponse

ETag

2k

- Post Object #fZ2ETT 2ICIE. N\T Y FDEZAHMERDNETT, /\T v NTRHRHAEE
NN TVWBBEEIE. BRABHREZ7 Y 7O—-RUBWESIGBIRTEEXT, ZNUNDHEEIE
. Post Object BIE CEZ DRI ZETT 2RENH D I, Put Object &IFR%D, Post
Object Tl Access Key Secret #FRLTRY Y—DELEHEL X T, SFEINEELZXF
5% Signature 74 —L7 4 —)LRDBEE L THERLET, OSS TlF. COEZF v I ULTE
ZOBEMEZRIEL £,

-\ N TREAZGAESHHFITINTVWS M E SHICBERZR <. OSSAccessKeyld. Policy.
Signature D7 A—AL7 4 —)LROWIThhE7Yy TO—RIT D& BODD 2 DDT7A—LT 14—
IWRIEREBICIEDE T, BODD 2 DD T7A—LT74—IILRZBELLGWVWERIE. T7—3—RK
InvalidArgument AHRE N E T,

- Post Object EC#IET 274 —LAT Y OA—T 4 V7 1. "multipart/form-data” T#H 2 HEH
HDFET, 2ED,. Ny HF—0D Content-Type (& multipart/form-data; boundary=xxxxxx & L)
SERICTZHRELNHDEFF, T, boundary IFEBERXFHTI,

SRETA—LD URLIZINT Y RDORAAVEICTDENTEXT, URL TAT IV 7 hEIEE
TEMEEFHDFHA, DFED. YTZIANTIE POST /HTTP/1.1 &7, POST
/ObjectName HTTP/1.1 &R IT B & FTEFRE A

-RY > —7Tl&, Post Object YV IRANDT7A#—LT7 4 —ILROBWREZIBELEFT, OSS T
F ORI Y—CEDWTI I IANOEMMEZF v I LET, VIIRANDENTHDHE
l&. TZ—1—NK AccessDenied hiREn &9, RUI—DFMMEZF v 793 0SS TlE
R Y—HNOEBRRBR 7 A—LT71—ILRIEFFzvIhEthA,

-7 A—LERIY—E UTF-8 TZYA—RITI2RENHDFT, RYI—I& UTF-8 & Base64
TIYI—RKRENk JSON T+ A KT,

- Post Object U7 T ANMICIE, BMD 74 —LT7 4 —ILREEHZDZENTEET, 0SS Tld.
RIY—CEDWTZDELSBTA—LT7—ILROBWEZF Y7 ULET,

-Content-MD5 UV TR AV H—%T7 v 7O— KR UBEIE. AXD Content-MD5 WEstE I
T. MEDRUTHEINESHIDERSINE T, ERLRDHESIF. TF—I1—K InvalidDigest HYR
ENEYI,
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- Post Object Y 7 TR Mt~y ¥ —EZF/zld URL BEENEEFNTWBEEHEA. 0SS TIEINSD
BRARFrvIInNEzLA

- Put Object Y 7 TR KT x-0ss-meta- E WS FL T4 v I AW e T A —LT7 4 —ILRIEFE
NTWBBE, CDT7A4—L7«—JLRIEI—H—X% (x-oss-meta-location 72 &) & U Thkibh
F9, 1 20ATI I MU TEERDINTGA =T —ZBEHBRET DI EIETEEITN, IXRT
DA—HF—XFDEFY A XL 8KB UTICT2RENHD T,

- Post Object Y TAMNDAXEEDRZIE 5 GB £$3TTY, 7711 INKETETZEEIE
. TZ—1—R EntityToolLarge hRENF T,

- X-0ss-server-side-encryption NV —ZEELL VI IANE7 v TO—RI2HE. TOAY
¥ —0DfElE AES256 FTcld KMS ICERET 2HENH D FT, TNLMNCEKRE L HBEIE. 400
XwE—Y&ITZ—0—NK InvalidEncryptionAlgorithmError hMNRENE T, DAY Y —%IETE
THE BNV —ICHEIDAYIT—PEEN. Py TO—REShicATI 7 NOBES{ETIL
JVZXLDNREINET, COATI I MDD I7VO—RKICH, IREANYY —ICIE, [ENZDA
TV MOBEESETZILTY XAICKRES N TUWLS x-0ss-server-side-encryption N&FENE T

o

-7 A—=LT7 4 =L R TRAXFINXFREFENEEADN, ZDETRERRIIENET,

1

DIITRKDA:

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

9431149156168
Content-Disposition: form-data; name="key"

Juser/a/${filename}
-9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition
9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid

-9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="OSSAccessKeyld"

44CF9590006BF252F707

88



Object Storage Service APl 7 7L >R

-9431149156168
Content-Disposition: form-data; name="policy"

eyJleHBpcmFOaW9uljoiMjAXxMyOxMiOwMVQxMjowMDowMFoiLCJjb25kaXRpb25zljpbWyJjb250ZW50LWxIbomdO
aClyYW5nZSIsIDASIDEWNDg 1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSIGICJhinOseyJrZXkiOiAiQUJDIN1dfQ

--9431149156168
Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKwbx2PRrk=

9431149156168

Content-Disposition: form-data; name="file"; flename="MyFilename.txt"
Content-Type: text/plain

abcdefg
9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

&

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

Post Policy

Post Object Y7 ZA KD policy 7A—AL7«—ILRIE, YIVIXANDBEWNEZRIET 27/HICFERLET
o MY Y—(&, UTF-8 & Base64 T Id—K&Ehifz JSON 7+ X hTY, Post Object U7 TR A
I RENHZEHEZRUET, post 7A—LT714—ILRIE. RAZFHEEHFAIINTWENTY h&T
v 7AO—RI2BEEATIaVyTIN, 2OT7A—AL71—I)LR%ZEFERL T Post Object Y7 T X k%l
[BgdZez@<BEIGHLET,

Y >—ofl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post Object U7 T hTl&. Y ¥ —Ic expiration & conditions Z&H2HENH D £,
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expiration

expiration Tl&. 1SO8601 GMT TRENZRU VY —DBEMHREIRELE T, & ZiE. "2014-12-
01T12:00:00.000Z" |&. Post Object Y7 T X% 2014 F 12 B 1 H 12:00 & DHIEET Z2HEN
HBIEERBHEKLET,

conditions

conditions (. Post Object YV TARDT7A#—L7 1 —I)LRDEMREZIEET 25&HE") A NTT, TR
7 A—LT4—I)LRDEIF. 0SS TRUY—DFryvIInfcBICERINET, LA >T. RUP—
TRESNTWSETA—LT—IILROBRER. BRAMO7A—LT7«—I)LROEERALTY, fc&X
(&, key 74 —AL7 1 —)L KA user/userl/$ffilename} ICRESNTHD., I—F—DT7 71 ILAN a.txt
THBHBAEE. Post Object U TA D policy 74—L71«—ILR%

[“eq”,”$key”,"$key”,"user/user1/a.txt] Tld7< [‘eq”,”Skey”,"user/user1/\${filename}’] ICFRE T D
ENHDET, RUY—THR—RINTVWBEEREZRDORICRULET,

E2Y:11 FiHA

FYyI7O—RIT2T7AIDODERFRTA LR
NEEFBRY A XEIBELET., ZORETIE

content-length-range content-length-range & D—3E— KH'HR—

hEhZFzEd,
HTTP U I A RAY ST —, ZOFHETRTE
Cache-Control. Content-Type. Content- R CHE—RE— KA — Rk ERE

Disposition. Content-Encoding. Expires
7y 7O—KR92T774INDATI U N&%EE
key TFULXY, ZODEBETIETEE—HE—RERTA
—HE—-RBYR—hEhZxzd,
7y Z7O— RN EBICETINRICIZAT Y
) ) AU LI NSN3 URL ZIBELET, &
success_action_redirect DEM RS —BE— R &3S —BE— KA
R—hkEhZxzd,
success_action _redirect Mg E SN TWLVAR L
BEICEVWT, 7y 7O—RKRAERICETIN
success_action_status BIORENDAT—HYRAIA—REEELE T,
CDEHETIETE—HE—REFA—HE—RN
YR—bSh%Ed,
I—H-HPNERELII——XFIEEFELEXT,
x-0ss-meta-* CDEHETIERE—HE—REMA—BHE—RN
YR—bEhZ%E9d,

Post Object Y7 TRAKNCZFDMD T A —LT7 4 —ILRNEENTVWBHEEIF. ZTOBMD T A—LT 14—

IWRZERY D —DEREITEBIMTEEXT, 0SS TlE. FHEIREEFNTVWEWT A —ALT 1 —IL KOBEHEIEF
ey 7 énit{-/uo

FHEO—HE—NR
ZEO—HE—R B
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BELEZ7AILYAX

TIRT—TX=F

Post Object U7 TRXA KD policy 7A—AL74—I)LRTld, ZFaRIHIC S Z2EBLET, LichH >
T, $ZERTBICIFTRAT—TXF\S 2EAIT2BENHD £I, F/c. JSON XFFD—FDXF &
IRT—7ENFEY, Post Object YT T XKD policy 74—L7 «—I)LR®D JSON XFFANDLFE %R
DRICRLET,

IRT—TF

\/
\

\
\$
\b
\f
\n
\r
\t

\UXXXX

Post Signature

TA—LT7 14— ILRDENPEHETEESNTNS
BERLBICAUTHIRENHD £T, fc& L
. key 7A—LT 14— I)LRDEN a TRIFTNIE
BREBWERIEF. &% ("key™ “a"} il
[‘eq”, “$key”, “@”] ICT 2RENHD XTI,

TA—LT7 4 —ILRDEDKBEINEELETH
ZRENBHDET, fc& ZIE. key DIEDIKEN
Juser/user] TRIFNIERSKRWNEEIX. &H
%Z [*starts-with”, “$key”, “/user/user1”] [c 9
ZRENRHDET,

Fy7O—RTEZ771ILDRRKTAXERN
PAXEBELVLET, IEXIE 771ILDOHFE
HAZXH 1 ~ 10 N1 hDIHFEIE. &H%
[“content-length-range”, 1, 10] IZ 9 Z2EH
HHET,

BEA

A7v2a

Ny TAZy2a
—E3IAF
NILEC=
ANR—XK
L=

g7
FrUyIUy—y
KEY T

Unicode X=F

Post Object U7 TR b DIRFED = lcid. HTML 7 %+ —AlC policy & signature Z&®H 2ENH D &
9, policy Tid. JVIXAKNTHBSINDMBEZIEELEX T, signature Z5HE T D HDFIRIFRDEED

TY,

1. UTF-8 Ty d—RaEhfoR) v—ZERLEF T,
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2. ZMRYY—% Baseb4 TIYI—RUET, TVI—T 1 VT DHEREMN policy 74 —L7T 1 —
ILRDEICRD, COENELTBXFINELTERINET,

3. AccessKeySecretZ AL T DXFIICERALE T, BRAEF. NVIT—DEZDHEAE
ERAUTY, 2FND, BRI ZXFI% policy 7A—LT71—=)LRICESEIFT, Fillld A
T—N\DEZLDEME B LS W,

> )L Demo

-web 7A—LT4—I)LRDS OSS [C/INTA—H%EETTE: 22U v I ULTLIEE W,

Callback

=)Ly U ZETTBICiE. BEETZI—IL/I\Y T /INT XA =5 Z0SSICEE I NEEKICORT T 51T
9, WEI—IL/N\y I EHYR—KNT BAPlciE. PutObject, PostObject. CompleteMultipartUpload7x
ERBOEFT,

dA—ILINY IIRSA—5 ZREET 3

O—JLINY 7 IXT X —% %, Baseb4 Ty I—RSINJSONXFI TR SN TWET, ERI—)L/\y
2% —/X—URL (callbackUrl) &3—JL/\wv &3> F > (callbackBody) %#i8ET 2 ENBETT,
SEAAJISONT 4+ —ILRIERDEE D T,

Z4—JLR J={73

-77AIIHAERICTY 7O—
Rahad&, OSSiECd
URLIC =)Ly U EsR &k
BFBULFERIT, YITIARXY YR
[FPOSTT, bodyl&
callbackBodyICiEE & iz 3
YTV TY, BEDIRRLT,
ZOURLA THTTP / 1.1 200
OK,) IKIGE T Z2MENH 15
B, LZARY ZAAEIFISONF
callbackUrl XTI nER5d. LRARY WA
ANy &' —Content-Lengthid
BiET. 3MBEBZLWN
MENBHDET,
- COWREEZEERTS S, 1—
H—x Ty TRYS5DD
URLZRETEE T, D
EERISEMNREIND X T,
OSSIFERZ1DFTDEELE
g‘o
- URLAYEETE SN TWRWLD,
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callbackHost

callbackBody

callbackBodyType

ENLnullDIZE., =)Ly
BRENGEWEHRBREINET,
-HTTPSHA U R—KkEhTwn
S

- FEBEXFNELCLES
5KDICT BT
callbackUrl#T>1—K93%
RENHD T, fc& 2L
http://example.com/Chines
e.php?key=value&Chinese
Name=Chinese Value%
http://example.com/%E4%B
8%ADWEBE%I6%87.php?key
=value&%E4%B8%ADEG%
96%87%ES%I0%EDWET %A
7%B0=%E4%B8%ADY%EG6%
96%87%ES5%80%BCD & 5
CEHBULET,

- d—=ILI\y VEBEKRZHIKRT 2
e DIRA kA 5 —{E,
callbackUrIh' 88 €T3
BEICDOHFENTY,

- callbackHosth s&EZ L TW
WA, callbackUrld
URLAEER S ., BERERICE
BRI
callbackHostic A Ed

o

- =)Ly DRI iz s
EDOVIITANEXDE, fck&
ZIE, key =8 (key) &etag
=$ (etag) &my var =

$ (x:my_var) o
-OSSYRTLEH, hARY L
T, BLOEHZTR—KL
9, YR—hEThTWBIXR
TLEHICOWTIE, TR WA
TEHHBEULET, IRYLEZHIE
. PutObject&
CompleteMultipart® J—)L
Ny J-varic & BXEICL>T
HR—KNEHTWET, Post
ObjectiZETld. SZHIZ 7
A—LT7 1 —ILRZN L TEE
IhFEJ,

- d—IL\y JEK
MDContent-Type, Z 1l
application/x-www-form-
urlencoded &
application/json%z HR—k U
. BIEET7AIMETT, FAFv3zv
- Content-Typeh®
application/x-www-form-
urlencodedICERESEINTWLS
55, callbackBodyDZ# (&
URLTYIO—REhifEICE
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EMMZ5NEI, Content-
Typehtapplication/json(T &%
ESNTVWBIHE, INSDOE
HIFIJSONFER ICHE > TEZ
ZA5NET,

JSONDLFFDHNERD EFED TI,

{

"callbackUrl""121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType},\"size\":${size}}",
"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&ima
gelnfo.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}
&my_var=${x:my_var}"

}

Z 2. callbackBodylCRRETE 2V AT LAEHICIE. RDEHEDHHD £, BEAMICIE. imagelnfoldiEl
B7A—< vy NETY, FEHBHERADOBEIEFEEHADEFICLTLIZET L,

VAT LEE BRR
bucket INT Y~
object A7V b
7 74 )LDetag. 1—F—ICiRESfcetag” «
etag .
—JLR
ATV VMDY X
size CompleteMultipartUpload#{ER. ZnidAt 7

VIV hEEOYAXTY,
Y =547, jpegt X—IDigE, UV—2X

mimeType 5 1 Zldimage/jpegT9,
imagelnfo.height BROES

imagelnfo.width EIRDIE

imagelnfo.format jpgPpngR EDEIRT A —< v

ARG LINGA—5

callback-var/S S X —45 #FERUTHRAYT LINTA =Y BRI TEET,

ARG LINTGA=FE, F—EDONY T T, VY TICRHRBERINTA—FZRETEET, POSTOI—ILN
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VIBEREHKTDEE, OSSEINSDNTX=FELEDEI Y a Y THRAUVILIYATLINGX =5 %
POSTERDAREKICANE T, IhicED. -y IREENINSDINTA—F ZEHRICRETES
£IICBDFET,

D=L\ VIRGA =G DR ERUAERTHRI LINGA—F EERTEELT, HAYLINTA—=FIF,
JSONFER TEET 22 & HTEXT, JSONXFIE, IRTDHRILINGA—5DF—ExELIY T
TYo DRILINGA—FDF—F. x: CHRED, I\XFICTIDELHDET, 2DDNATLINTA—
Fx:ivarlEx i var2E8RETD2NENH D, 2DD/NF X =5 DENZFNEhvaluel Evalue2T#H 3 ERTE
IT5E. BEINZDISONERIEIROKLSICHEDET,

{
"x:var1":"valuel",
"x:var2":"Value2"

}

A=\ O VI TAMZERT S

callback® & Ccallback-var/\o X = hBEI N, 3DDAET/INTA—5%Z0SSICEETEEXY, O
— LIV VIR A =5 [EZBE T, callback-var/N\Z A —=FEA T2 30T, AT LINTA—FEZFZREL
TWGE X, callback-var7 « =)L RZEBMT 2NEIEH D T A, BIELIDDOAEIFATD®ED TH S,

-URLIC/NS X =45 % &8 B,

SAYFICINTGA—=I % ED D,

-7A—LT7 1 —I)LRZFERAL T, POSTERDOAREKIC/NT A —F —%HH#AD, POSTZFERALT
ATV M7y 7O0—-RITZEBEIEDHA, ZOAY Y REFERALTI=ILNYIITAXA—F5%
BETEET,

3DDAHERMDAETT, ZhUADHE. OSSiEInvalidArgumentT > —%RUFE T,

OSSERIC/INTA = ZEHDICIE. BH)ICBaseb4ZERAL T LETHEELISONIZFS|Z T I—RK U,
LITICERBET Z2XY Y RZ2ERL TXFINZ0SSEKXRICEDDZHENHD T,

-URLIC/INZX—=FZ&8BIciF. URL/INZ A —% & U T ‘callback = [CallBack] & 7z & ‘callback-
var = [CallBackVar]ZfERALTY VT AN EHICEELFT, L DCanonicalizedResourceh’
B a3 &, callback¥/zldcallback-varh’ 7Y —ZX &L TEERBINE T,
NYHICIRTG A =S HEHDICIE. ‘x-0oss-callback = [CallBack] 7z iZ ‘x-oss-callback-var =
[CallBackVar]ZHBICHERUL T I IA RN EEHICEELET, CanonicalizedOSSHeaders of
the signatureh"st&E 311 % &, x-oss-callback-var &x-oss-callback " EE I E 9, UTICHZ
~UET,

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-0ss-callback-var: eyJ40m15X3Zhcil6lmZvciljYWxsYmFjay 10ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)
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x-oss-callback:
eyJjYWxsYmFja1VybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIleC50dG1sliwglCJjYWxsYmFjaOJvZHkiOiJidW
NrZXQ9JHtidWNrzZXR9Jm9iamVjdDOke29iamVjdHOmMZXRhZz0ke2VOYWd9JInNpemU9JHtzaXplfSZtaW 1IVHIwZ
TOke21pbWVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW T1hZ2VJbmZvLmhlaWdodHOmaW 1hZ2VJbmZvLndp
ZHRoPSR7aW1hz2VJomZvLndpZHRofSZpbWFnZUIuZm8uZm9ybWFOPSR7aW 1hZ2VJbmZvLmZvemThdHOmb
XlfdmFyPSR7eDpteV92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7b14:5a74vhd4UXpmyuudV14KaenbcY4=

Test

ST T A=A T4 —ILRZFERLUTI—ILINY TI8S X —45 ZHFADHENG D1z,
POSTAERUL AT Yz 27y 7O—RTBEEC, A=Y ITINTA—FHEDHZDN
DUEMHTT, UTOAZSEL T I,

9431149156168
Content-Disposition: form-data; name="callback"

eyJjYWxsYmFja1VybCI6EWLJEWMS4xNjYuMzAB0DA4My9jY WxsYmFjaybwaHAILCJjYWxsYmFjaOhvc3QiOilxMC
AXxMDEUMTY2LjMwliwiY2FsbGJhY 2tCb2R5ljoiZmIsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4OnRhYmxIfS
ISIMNhbGxiYWNrQm9keVR5cGUIOiJhcHBsaWNhdGIvbi94L Xd3dy T mb3JtLXVybGVuY29kZWQifQ==

NRILINTA—9DB2HE. T7A—LT«—)URI(Ccallback-var/{\S XA — 9 2 BEEEHZ I EFTEX
Tho MIZUTCTA—LT4—ILREFEHU TR DAY LISOA—F EHHFADRENGDFT, fc&z21E
« DRI LIRT A= DISONA :

{
"x:var1™"valuel",
"x:var2":"value2"

}
POSTUVIARDT7A—LT714—ILRIF ROLSICTIHENHDFT,

--9431149156168
Content-Disposition: form-data; name="callback"

eyJiYWxsYmFja1VybCIBEWLIEWMS4xNjYuMzABODA4My9jYWxsYmFjay5waHAILCJjY WxsYmFjaOhve3QiOilxMC
4AxMDEUMTY 2LjMwliwiY 2FsbGJhY 2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt40nRhYmxIfS
IsiImNhbGxiYWNrQm9keVR5cGUiOIJhcHBsaWNhdGIvbi94LXd3dy 1 mb3JtLXVybGVuY29kZWQifQ==

9431149156168
Content-Disposition: form-data; name="x:var1"

valuel

9431149156168
Content-Disposition: form-data; name="x:var2"
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value?2

FERFIC. R Y—lcd—=)LI\y I&EEBINTEET (I—I/L/NyIREBIMENTVWRWNGEIE. D/
X—ATF7vy TO—RRIHZETINETA) » HIZIE:

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback™:
"eyJjYWxsYmPFjalVybCI6lJEwLJEwWMS4xNjYuMzA60DA4My9jYWxsYmFjaybwaHAILCJjYWxsYmFjaOhvc3QiOilxM
CAxMDEUMTY 2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkiL CJjYWxsYmFjaOJvZHIUeX
BlljoiYXBwbGIjY XRpb24veC13d3ctZm9ybS11cmxlbomNvZGVkinO="},

["starts-with", "$key", "user/eric/"],

]

}

OA—=)LI\y VERZRKRT S

T7AIDEEICTYy 7O—REhicigE. OSSIEFPOSTXY w RZEFEHL T, I—IL/INyTIXTX—% &
A—HF—DERDHRY LINT A—4 (callback-var/X\S X —%) ICEDWTF U r—y 3 v —/N—|[C
BEODIVTUYERELE T,

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-

test&object=test.txt&etag=D8ESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&ima
gelnfo.height=&imagelnfo.width=&imagelnfo.format=&x:var1=for-callback-test

d—JLINy U OfERZERT

feezE, 77V =3y —N—EROBEEKRZRLUET,

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a""b"}
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7y 70— NEReEEY

DAVTIYNI AT NIEESNE T,

>

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "DSESFCA2DCOF896FD7CB4CB0O031BA249"
Server: AliyunOSS

x-0ss-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548

{"a""b"}
CompleteMultipartUpload2 ED U 7 TXA N DIFE, BENLU VT ANAXICE AV TV YDFEET S

ZEIERLTLLEE W (e 2 XMITERDOER) o 7y 7O—RI—-IN\y VEKZERITZE. T
DAXDARBN EEZTZINEY Bl “a”: ") » INZHKENIBICRKEL TIEZE W,

d— LNy V284

A=Y INRSGXA=IHRESND &, 0SSId. T—F—HERE U ccallbackUrlicEDWT, POSTO—
Wy VERZELA—HY—DF TV Ir—2a v —N—CXELET, -V IERERELLE 77
V—2ar8—/)\Na=)L\y TERNOSSICL > THRIBS N TWENESHZERT 25551E. I/
Ny JBERICVTRXF v ZE5HTOSS IDZEHERBTEXT .

BELEERT S

E2(30SSAITHLE L. RSA Asymmetric EncryptionZER U TEZINE T, KDL S ICWERE%FH
LTEAZBSIETEXT,

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + \n’ + body, md5))

iR - private_keyld. OSSICOAH SN TWSMERZRLE T, /AR E. =LYy VERDUY—2X
IKRZRUET, query_stringldZ TUXFHNZRULET, AXE. I—ILN\NY I DAYy E—I KX ZRL
£9, LIeh>T. BRARUTORTY 71D £,
-EBRYENFHINERETS YUY —R/NRADURLNTI—REh, @7 TUXFS), Fv vy
VE—>, BEOCD—INY I XAy E—IARXIC K> TBMENET,
-RSAZ % : MBEEFEAL CENOXFINICBLZULET, BLD/\ v Y 1BEHIEMD5TY,

-Base64Zz AL T, BENEDOHERZIY I-RUTRERNBELZERELEY, EEZ2zI1—)
INY DERDEBANY T —ICANET,

UFichlzRLET,
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POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:

kKQeGTRccDKyHB3HIOVF+xYMSrmhMZjzzI2/kdD TktNVgbWEFYTQGOG2SU/RaHBovRCES8OKQDjC3uG33esH2tx

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

X-0ss-pub-key-url:
aHROcDovL2dve3NwdWJsaWMuYWxpY2RuLmNvbS9jYWxsYmFja19wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

JXRIE / index.php. query_stringid ?id = 1&index = 2T D . A& bucket = yonghu-test & D .
RIRMRE LR IFkKQeGTRccDKYHB3HOVF + xYMSrmhMZjzzI2 / kdD1ktNVgbWEFYTQGOG2SU /
RaHBovRCE8OkQDjC3uG33esH2txA ==Y,

BRERIALT B

Z2Z2REE. BLOYOTOELRATY, BEARF 7 UTr—yay—N—lcL>TRIEESh. 7OERIERX
DESICIHEDET,

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + ‘\n’ + body),
base64 decode(authorization))

T4—ILRIE BLRWERCERSNOEALBEKERSET, public_keyld. AREERLET, RA
. A=Y I~y S —DBELERLET, BLAORITR, ROFIBTERSNET,

- =)L)y P ERDx-0ss-pub-key-urlNy ¥ —(C &, Base64TILY A— R INARHBOURLA
BMENET, RDELSIC. NvF—%Base64TT A— KU TRHBEEIREIT Z2RENHD FT

o

public_key = urlopen(base64_decode(Value of the x-oss-pub-key-url header))

x-0ss-pub-key-url~y # D& lEhttp : //gosspublic.alicdn.com/+https : //gosspublic.alicdn.com/ T4
FORIFNIEFLBRSBVWT LITERL T RS WARHENOSSICK > THREICERHEINDLSICLET,

-Baseb4TTFI—RanicEBEL42zWMELET,

signature = base64_decode(Value of the authorization header)

-EBART7ORATHALEOEBUAET, BEIBIZNFHNEZERELED,

sign_str = url_decode(path) + query_string + \n’ + body
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-ELEERUEXT

result = rsa_verify(public_key, md5(sign_str), signature)
LEROY VTN ZEFELTERLEXT,

- PNHEBOURLZERS LT,
aHROcDovL2dve3NwdWJsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLn
BlbQ ==%Baseb64http : // gosspublic.alicdn.com / callback_pub_key v1.pem  TE&E{L L £
ER

- ZaNY %S kKQeGTRccDKyHB3HIVF + xXYMSrmhMZjzzI2 / kdD1ktNVgbWEfYTQG0G2SU
/ RaHBovRCE8OkQDjC3uG33esH2txA ==(&. Base64T7rd—RahFxzd (FOaA—RNIhi
RiF. RRTERBRVWXFITHIILHDERRTEEEA) »

- BAZXFS. url_decode ( “‘index.php”) + “?id = 1&index = 2” + “bucket = yonghu-test”%
BREULET, Ric, MDEF v I Z2ETLET,

-BEREERLULET,

P2V Tr—3 3 —/)\—0fl

Pythonld, 77U —> 3> —N\—NNEREZRIET 2 HEZRIHOFAE LU THERAINTVWET, D
B TlE. M2CryptoZ 1 72V %ZA VY AN—=ILT2RENRHD ET,

import httplib

import base64

import mdb

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket. AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return "

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):
#get public key
pub_key url ="
try:
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pub_key_url_base64 = self.neaders['x-oss-pub-key-url']

pub_key_url = pub_key_url_base64.decode('base64)

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : ' + pub_key_url

print 'Get pub key failed!'
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64’)

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + \n' + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5')
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS
resp_body = '{"Status":"OK"}'
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self.send_response(200)
self.send_header('Content-Type', 'application/json’)
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init_ (self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if' main_'==_name_:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HOEBTCEEINTWVWER 7 VT —r 3 v —/N—E ROEED T,
Java/\—y 3
-FOYO—R7ZRLR 227D
-SRITAE I\ —Y%EERIUL. java -jar oss-callback-server-demo.jar 9000% 217U %9
(9000(FR— rES T, DEICHUTEETEXY)
PHPD/N—Y 3 :
- OvO—RKRFZRLR 2 ®'IUYY
-RITA%E 7OV Z L% ApachelRIBICT 704 LE T, PHPEEDH#IZ. BESLL DHDA
YHERRTBIEIKFELTWBRIEZRELET, COFIZSRLT. BROREZZTET S
ZENTEXT,

Python/\—Y' 3 > -

SO YO—RFZRLR &IV Y
-RITAE Iy —Y%EER L. python callback_app_server.pyzB#X{TULEXd, OO
ZLZETIBICIF. RSAKREFREFRZA VA N—ILT2RENHD FT,

C#HO/N—I g :

SOV O—RFPRLR:zZ2® VYYD

SEITAE Ny —U%8EL. READMEmMdZZSBUL TSV,
Go/N\—Y' 3>

-AOvO—RFPRLR &Y

SEITAE NNy —I%EL. READMEmMdZSBUL TSV,
Ruby/\—> 3> :

- OvO—RFZRLR 22 ®&IUYY
- R177% © ruby aliyun_oss_callback_server.rb
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Rl iR

- AADA=ILINy 7 IRS X =% £ zldcallback-var/S T X —4 NEMHRIGEIE. T5—1—RK
“‘InvalidArgument” & & H(T400T 5 —HNRENEX T, BHRRITIFIROEED TI,

- PutObject () & & U*CompleteMultipartUpload () > % 7 £ —AX Tl
callback (x-oss-callback) Z7cldcallback-var (x-oss-callback-var) /X X—%hH'
URLE KONV F =T 4 —ILRICEARFICAASINET,

. callback X7z ldcallback-var/{\Z X =N RI £ 9 (5KBLU E) . PostObject () &
callback-var/SZ A =4 H VWD TZ DHIROFRICIEHS T, LTOBEEERAKTI,

. callback & fz(Zcallback-varh'Base64 LY A— R I TULVR W

.- Base64m7 01— R#. callbackZ /zlcallback-var/{Z X —4 BN EXRISONFER Tl
HOFEEA

. callback/{Z X —% DfER%E. callbackUrl 7 « =)L KI5 EDURLAAEENTWSH
. FRIEURLOADR—NHEM T (o & ZIE{" callbackUrl " - "
10.101.166.30:test ", " callbackBody " : " test "})

- callback/\Z X —% DR, callbackBody” « —JL NIFEHTY,

. callback/{Z X —% Df#ER%. callbackBodyType” « —JL KDEIL. “application/x-
www-form-urlencoded” & 7z (& “application/json” T9,

. callback-var/\5 X —% Of#ER#%. callbackBody 7 « — /U RICIZEMRERDEEN S
FNTVWET, BRI $ {var} TY,

- callback-var/\Z X =% fER&, 74—~ v MIEFEINBISONT A —N v K TIEFHD
Fttho, FREINZERIEIROEED TY, {"x:varl ":"valuel ", "x:var2":"
value?2 "...}

callbackk¥ g s &, Y AT LIF203T5—%RL. TZ5—13— K “CallbackFailed"ZiRU £ 3,
J—ILNNy I ORKIF, 77U —yay—N—AO—)LN\yIEREZELTVWRVWI EEE
K9 2D TIERL, OSSHFHEINZA—IN\Ny IREEZZELLEGI >l EZRULET (&R
. 77V T5—2 a3 —N—H5DEEFISONERTIEHD FEA) « 5. COFRET
I, Z7C0ILIEERICOSSICZy 7O—RKRanTWET,

FIVT—2 3 v —/\—m50SSICRI N B MEICIE. Content-LengthANy ¥ —HEFENTW
RiInEasd, AXOY1 XF1 MBZBZA 5 ZEETEEFA,

Put Symlink
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Put Symlink

Put Symlink [&. OSS E® TargetObject Z#1EI >V RY v I UV I ZERT dlcHicERINET, 1
—H =g rRY v oY %FERLT TargetObject IC 7V A TEET,

U TR MEX

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

YO ITAMNYT—
2l B
VVIRUY I UV IPERTZY—T Y T 74
NNZERmUET,
x-o0ss-symlink-target &4 7 . string

BIE  HEZBAZATI 12 FORBREE
BLTY.

=2y

1. ObjectName DH& &@HkIC. TargetObjectName (& URL T d—RKa&EhZxd,
2.V VRIY I IDI—=TYRNTFAINIATE YR I YV IICTBIEETEREA

o

3.VVRYY I IV I RERT B EEIL
=TV RNTFAIDBEETZIHESHEF VY LRV,
SWROTFAIIATHEWINE S ZF v LR,
SHI=TYRNTFAIIANDT IR EF TV I UBWTLEET W, BIRDOF v 71,
GetObject MY —T Y N7 71D AP I 7V ZAT 20BN HDETITOhIET Ao

4. BT 27 7AILDTTICHEEL. 77MIT I AEEF > TWRIEA, FIiLLBINEhET7 7
TIVEBFED 7 7ML EEE L. Y AT ALIE 200 OK ZiRUL T,

5. PutSymlink ZXXIC#885 |8 x-oss-meta- MITWTWBIHBE, NI A—F[FI1—HF—AXF &L T
Tonxd (B : x-oss-meta-location) o 1 DDA TV U MNMERDBEHKD/ICT X —5 %RE
TEFEIN, IRTCOI—HY-—AYDEFHY A XIE 8KB 2R DI EETERE Ao

6. \TY NIATNT—HATDFE., CODAVI—T 1A RAERVPHEIT ZERFETEEFFA. Tl
ADIZEIF. TF—I— K “OperationNotSupported” & &I T5—400h5RSNE T,
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]l

DITXRNG:

PUT /link-to-oss?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=o0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKwbhx2PRrk=
x-0ss-symlink-target: oss.jpg

V&—2pl:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: O

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDES6AS
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

Get Symlink

N
VR UV ORE
IYRUy oYUYo OEEBIEEIR. SRADERNNEICEDET,

ERDEX

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

LARYZAAY S

2l s
x-0ss-symlink-target VYRV I UV IMEURSY—T v RNT7A
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o
Y47 XF5)

=2y

1. VYR I UV INFEELBWES. ¥ X T ALIE404 Not FoundTZ—%RULET, T5—1
— K NoSuchKeys,

1

DOTZXRNG:

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc:UNQDb7GapEgJCZkcde60hZ9Jfe8=

VEy—2pl:

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: O

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD0O8D86188F6D5B872"

AT NOETT

T=hATIATDATI U M aHANDICIE. BTBRIEERTLUT, —N—lcATIV I hE2ETSE
BET, ATV TV MDY A FTHStandardE£ 2 IZIADIFE L. Restorer V45 7 1 —XZ2RUPHEEHRWTL
20,

DX NTFBERIBRO T —HATENfcA TV NORBEZEZOCIEZLTICRULET,

1L7=HAATIATDATI U MR BT —HATENET,
2. BRI\ EIND & U—N—EFATI I hOETZERABLET,
JT—N—DERINTETITSE. ATV MDMETEN, ATI I M EHHMBIENTERY

o
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4. BEEDREIR. TT7AINMTRIEBERE. RATHETERTEEXY . BIHRNMINE. A
79z NEBUOT7—A17ENnET,

P=AATENEAT IV MU TERBEFZRTISE, T—IRBIADRELTT, BT
BEECETENTWE T —AAT7AT I MU THIDETERZRIBL TH., ZTnULDOT—FEUS
AANEHEELE A,

U TR MEX

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

F I AT

1. RNCATI U hDRestoreq V4% 7 —ANHOCHE I NBEE. Y ATLIF202%RL £,

2 VRARNTZA V=T =AMV, VRANZHNI TISEITHT, 19 —7 1 —XAH2EH
IKEOHENEEE. Y AT AIFITZ—I3—K “RestoreAlreadylnProgress™z iR U T409% & L
F9, Ihid. T—/N\—DUZXKFEREEZERTLTED., BT X TRATARERFLRFTNIERD
Tt Ao

3.Restoref % —7 1 —ZHAMHPHIN, VARNTFHIRT L&, 125 —7 1 —AHLBEFUEH
IndE, YRATARK200%ERL, FUrO—RaERBIIETR (BK7H) ERShEd,

A ATV MHFEELBWGE, VAT AIF404%2RULET,

5. 7—HNATIATTRIBWAT V7 MU TERERN ARSI nEE, T7—1—RK
“OperationNotSupported”& &I TZ—400h RSN E T,

Bl

EBAICEBRIhEYV ANV IIX NOF

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnpl:y4eyu+4yje5ioRCr5PB=

RDEDS

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74
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DRARZHRETLTWRWE ZICBERVHE IRV I X NOA

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS eTUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

RO EDSI

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

Xx-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadylnProgress</Code>

<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008</Requestld>
<Hostld>10.101.200.203</Hostld>

</Error>

UARNZHET Uit SILBERUTEHSNEY I X MO

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS eTUnnbm1rgdnpl:u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

RO EDHI

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

7 7 A Hl{H
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11— —EBLDRE

OSS &, Access Key ID/Access Key Secret OXES{EARZFERALTY VT A NDXEED ID Zi&
SELE 9, AccessKey ID (21—t —%HAILE I, AccessKey Secret (&, I—H—Ic L2 BEZXFFHD
E51b&. OSS ICKBEBEELXFIND Access Key DIRFEICEAINE T, AccessKey Secret (&, 1—1
—¢& 0SS BIACIFASNBWLSICT 2RENH D £, AccessKey l&. Z7HT Y RFA FICEDVWTXR
DA TICHETEXT,

Alibaba Cloud 7717 > k@ AccessKey: & Alibaba Cloud 7 h7o > MMk > TiRftan s
AccessKey ICld. ZD VY =T DELBIERNMTSEINET,

RAM 7 A7 > k®D AccessKey: RAM 77170 > K&, Alibaba Cloud 7 17> ~ DERM S ICE
DWTERSINET, RAM ZHT > kD AccessKey ITlE. BEDY Y —RICH T 2 BIEHERD
HEEINET,

STS O—KRHL T 7 E XAERIBHR: —KFNBZEREHIE. Alibaba Cloud 717> k Ffcld RAM
FPHOY N> TERENE T, —FHRERIBERD AccessKey IClE. FED Y Y —RICHT
SBREERNEARMZE THEINET, BVHRZIBED CHERIPID BEINET,

FMICDOWTIE, OSS 7O%V RDRF1AVRD TP R ID ORI 228U TS W,

4D ID &LTOSS YUY IR N%ZXET SHIIC. 0SS DREDERICHE > TY T ITA M DELXFS
EERTZDRENGDET, 51T, AccessKey Secret ZFER L TZFDELXFI EBSLL T, BRID
—RZ&ERUET, OSS . VI IR MZZET S &, Access Key ID ICEDWTKIGT % Access Key
Secret ZRD T, BEXFHNERIAEI—RZEAUAETIEULET, BSURIEI— R ERHEINR
HEA—RAPEUCESBE. FOUVIIANEIBEMERBEINET, AU TR HESIF. TOUIIRX
NIIEF SN T, HTTP 403 TS5 —REnFET,

YT —~NDELZ DB

Authorization N5 —%ZBIMUL T, HTTP UV T X MNCEZBEREZEHZENTEET, chlckbD.
ZFDOAYE—IDIERMEBEATHD I ENRENET,

Authorization 7 1+ —JL RDEHE
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Authorization = "OSS " + AccessKeyld + ™" + Signature

Signature = base64(hmac-shal (AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

- AccessKeySecret 13, BAICBLERF—ZRULET,

-VERB (&, HTTP U TX KXY v K (PUT. GET. POST. HEAD. DELETE) Z/RUZXY,

-\nFH®ITTY,

-Content-MD5 (&, UZITXAKIAVFTYYT—9D MD5 DfEZRULET, XvE—IJDHE (N
v —%BR<) . 128E'Y NDOEIETHZIMDHEZIE T ZeHICETEEINE T, ZOESIE
Base64TContent-MD5fEICTY A—RENFT, BERANVIT—ZFERAL T XvE—JDEMN
MZEFTVvITEIENTEEXET, 2FD, XAvE—IDABN “eB5elF1ptWaXm4bijSPyxw
=="IREDEFEINLIAVT VYV E—RITINEDIHZERTEERT, FMlllconwTidE, T
RFC26165 ZZH L T<iEE L,

- Content-Type (&, U7 IR NAVTIYDY A TZRULET, "application/octet-stream” D K
SIBBHDTHD, ZNIFETHINBULNEE A

-DATE (. BEOHBZRLET, HTTP1.1 THR—rENTWVWS GMT EXTHDIHENH D
£,

- CanonicalizedOSSHeaders (&. 7L 7«1 v 7 AN “x-0ss-“ TH B HTTP ANy F—DF7 > TV
zmRULET,

- CanonicalizedResource (&, 21— —H77220&5E0LTWVWSE 0SS UY —X%ERULET,

Zhs5m>5, DATE & CanonicalizedResource (&, EZZEHICT D ENTEFEFA, VIZITIXRD
DATE DfEE OSS H—/\—DEADZEN 156 %EBZTWDE, 0SS H—/NN—FH—EX%EZEELT
HTTP 403 To—%RUZE I,

CanonicalizedOSSHeaders D{ERL

TL T4V AN “x-088- THDIRTD HTTP N ¥ —% CanonicalizedOSSHeaders &V & 9,
CanonicalizedOSSHeaders Z1ER T 2 HEZ U TICRUE T,

1. 7L 7149 AN x-08s- THZINRTD HTTP UV IZA MY T —DZFIZINLFICEBRUET
o & ZIE. X-0SS-Meta-Name: TaoBao% x-oss-meta-name: TaoBao ICE#L X9,

2. HIOFIETH/ONCINRTO HTTP UV TR Ny S -2 HERBFORIETENEZET,

3. TRFC26161 D% 4.2 Bl >T. ABUABDVIIAMY Y —%EEGULET (2 DDfEEZD
VY () TRYIDET), Tc& ZIE. "x-0ss-meta-name” EWS U T IR RAYYT—H 2 DHD.
fED “TaoBao” & “Alipay” TH3i5E. EZHEEY % & x-0ss-meta-name:TaoBao,Alipay (7%
DET,

4. VIV IAMDANY ST =AY T Y DRICHBZRYIDESOMAIDAR—ZAZHIBRLET, fc&x
I¥. x-oss-meta-name: TaoBao,Alipay % x-oss-meta-name:TaoBao,Alipay ICZE# UL X9,
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5, 3RTDOAY S —=EAVTUYDRT %, KYIDEFIC \n” Z2FEBLTXYD XTI, IhT.
CanonicalizedOSSHeaders N5 LUE T,

- CanonicalizedOSSHeaders H' null @&, KEIC \n ZEBMT 2LEIEHD £ A,

ANV =P DIETDIHE. x-0oss-meta-a\n DL SICTZHRENHD XTI, REIC \n ITE
BLTLLIEE L,

- BHRDONY T —DH BHE. x-0ss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n D & 5
IKRDET, REIC\NITERELTLRLE W,

CanonicalizedResource D{ER

I—H—PEETBZVI/IAMIIEBESINTWEY—4 v k 0SS UY—X% CanonicalizedResource &
EONE 9, CanonicalizedResource Z1ERR T 2 A EZ L TICRUE T,

1. CanonicalizedResource ZZZHDXFS (") EUTHRELE T,

2. 707 1EA9% 0SS UV —A% ‘/BucketName/ObjectName’ DR TEIMUL £, (
ObjectName H&EFE LxWHESA. CanonicalizedResourceld /BucketName/T9,
BucketNameME#E LA WEA. CanonicalizedResource (& “/“ T,

BUIIRRNTBVY—RICHTVY—=ZADNEENTWBEHEEIFE, INTOHFTVY —RzFHEAIE
FORIETENREZ T, RYIDESIC & ZFEALTRYID, 77UV —IAXFIZERLET,
FOYTIY —ZAXFH %, "?" &I CanonicalizedResource XFFDKREICEBMULET, &
D55, CanonicalizedResource (&, 7z & Z(d /BucketName/ObjectName?acl
&uploadid=Uploadld ® & 3 Z7&2D F£9,

4, 1—H—YU IR T ITYXFH (QueryString. HTTP U TR NS X =5 &M ENET
) MEESINTWBRHRIF. NS5O/ TUXFNEY —hU, HEBRORIBETEZZERL., /X
L—% ‘& &EBLTIVTUXFINEERBEZDBHL. NIX—FICEDVWTZENSZE
CanonicalizedResource IEBMMU XY, ZDHA. CanonicalizedResource 1FXD K S IC7&D
F 9, /BucketName/ObjectName ? acl&response-content-
type=ContentType&uploadld=Uploadld® £ 3 IC7& D £,

-IHTE. 0SS THR—KhEInTWaH 7YY —XIcld. acl. uploads. location, cors,
logging. website. referer. lifecycle. delete. append. tagging. objectMeta.
uploadld, partNumber. security-token. position. img. style. styleName.
replication, replicationProgress, replicationLocation, cname, bucketinfo, comp, qos,
live, status, vod, startTime, endTime, symlink, x-oss-process, response-content-type,
response-content-language, response-expires, response-cache-control, response-
content-disposition & & U* response-content-encoding,

-HTUY—RITIFRD 3 EENHDET,

- Y —Z#AF (acl. append. uploadld. & symlink 7YY —2# &) ,
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SHHICOWTIE Ty NEEDIRE EATY 7 NEEDBRIEZZIHRL T L
W) o

- response - ** DL SBRLARYANY ST T4 —)LRZBELET, Filld. Get
ObjectzZ L T 2E Ly,

s ATV U MLEXY v KR x-0ss-processiRE, hld, 1 X—IP—ERDF7 Y
CAN=IBEDATI I MUBXY y REULTHERINET,

BNV —DFEDIL—I

1. BRICERT 2XFE UTF-8 B THIDENH D X T, EFZBLEAXFIICH L TR,
UTF-8 T A—T 1« VI %ETI2RENHD £T, D%k, Access Key Secret& HICHERL
TRENGELZEHETEEXT,

2. BRAEICIE. RFC 2104 TEHEINLTWS HMAC-SHAT AR RASINTWET (Key (&
Access Key SecretT9),

3. U TR h® Content-Type & Content-MD5 [FEIEFIEETY ., BRADKRIENKRERIFEE null
EEWIT \n” ICBEHZET,

4, INTOIFBEHTTIP AT —D>55, BEAXFIDNUDERDIE, "x-0ss-* THREDNVT -
7 TF, ZDMDIFZEE HTTP Nv & — (EDHID x-oss-magic 72 &) (&, OSS TIFEEINFE
ED

5. “x-08s-* THREDANY Y —ZBZDORIEICERT 2 ICIF. ROTIRICELL TWBIRENHDFT

AV —BDNNXFICEEIN TS,

ANy —NIHERBEFORIETEREZ SN TV,

AV Y —DEFIEEZXYIZ 0V ORI AR—IDRN,

- BEANY T —DRICHIT \n” BNH B, Ny —HRWEE, CanonicalizedOSSHeaders
& null ICERESNET,

F200

Accessld h' “44CF9590006BF252F707” T, Access Key Secret H'
“OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV” TH 3 & T2 &, BLZZEBIMT 2HERD L SIC
BmDET,

APIYZ7 7L YR

IRy § EXAXFIEER EHXF
Egl‘tégili/log;TTp/] i Signature = base64(hmac- e%%gﬁr;] ptWaXm4bijSPyxw
E?5e‘”:] ptWaXm4bijSPyxw shal(AccessKeySecret, ==\n
- ) VERB + “\n” text/html\n
Content-Type: text/html + Content-MD5 + “\n” Thu, 17 Nov 2005 18:49:58
Date: Thu, 17 Nov 2005 + Content-Type + “\n” GMT\n
18:49:58 GMT A

+ Date + “\n X-0SS-

Host: oss-example.oss-cn-
hangzhou.aliyuncs.com
X-0SS-Meta-Author:
foo@bar.com

+ CanonicalizedOSSHeaders
+ CanonicalizedResource))
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X-OSS-Magic: abracadabra

BLOHEAERFIROEE D TT,
Python J1— R )#l

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7 SwPzILwy8Bw2 1 TLhquhboDYROV",

"PUT\neB5eJF 1 ptWaXm4bijSPyxw==\ntext/ntmI\nThu, 17 Nov 2005 18:49:58 GMT\nx-0ss-
magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson", sha)
base64.encodestring(h.digest()).strip()

print("Signature: %s" % Signature)

SFE I %E AL 26NBxoKdsyly4EDv6inkoDft/yA= ©9, T Authorization = “OSS” + AccessKeylD
+“ 7 + Signaturelc K lE. FAIDEIFOSS

44CF9590006BF252F707 : 26NBxoKdsyly4EDv6inkoDft/yA= T9, ZDfEIF. EEINB2 XA v E—
VEMT DIeHICRIENY T —E EBIBMENE T,

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5b: eB5eJF 1 ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

=20

1. AccessID W"ZETNRVWEEY. ZfE U AccesslD "7 7« 7 ThWEHIF. TF5— 403
Forbidden pRE %9, TZ—1— K& InvalidAccessKeyld T95,

2. 1—H—YU I T XA YHF—0D Authorization DIENES TH BH5EIE. TF— 400 Bad
Request N RSN £ d, TZ7—I— K& InvalidArgument TY,

3.0SS DIRTOYIVIZA LT, HTTP 1.1 ZAKMINICL > THRES N TWS GMT B =
BRI ZBLENHDFET, RO 3 DOBMERZFERTEE I, datel = 2DIGIT SP month SP
4DIGIT; day month year (fl: 02 Jun 1982) E® 3 DO HMAFER TIE. "day” ' “2 DIGIT” IR
S>TWET, LeA> T, "Jun 27, "2 Jun 1982", "2-Jun-82" (3 N TEMZAMFERICARD
E N

4. Date B’y ¥ —ICADEINTVWEWEEP, BEADORIETEANEL K BLWEHMTEhBEIR
. 75— 403 Forbidden pR&ENF 9, TF—I— K& AccessDenied TT,

5. V7T KFE. 0SS H—N\—DREDKLICEDVWT 15 ZUAICANT 2HENHDFT, %
SUL%WE, T5— 403 Forbidden " RE £ 9, TZ—I— K& RequestTimeTooSkewed
TY,

6. AccessID [Z7 V7« 71EH. I—H—U I IZARNDEELNEL L BWEHETEINZBHIF. T3
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— 403 Forbidden hE&E . BIEEERSEDILHDIEL WEELZXFINI—F—(CHEAvE—
VTREINET, D 0SS DIGFICEDIVWT, BEXFINELWNE SO EERTELXT, R
D EDH:

<?xml version="1.0" 7>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key
and signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c 20 31 31 204d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32
352047 4d 54 0a 2f 7573 7265 61 6 74 65 73 74 3f 61 63 6C
</StringToSignBytes>

<Requestld>

1E446260FFOB10C2

</Requestld>

<Hostld>
0ss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHVPEWUV8=
</SignatureProvided>
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

=¥
-OSS SDKNEAZEHEUL X U, OSS SDKOFERFICERZDHEBICDWTHE T 2 E

HDFEFA, FHEDEBOEBLEEDFMICOVWTIE, OSS SDKOOI—RZSRL LS
W, OSS SDKOEBZZEETZLHDT 7AILIF. ROKDEE D TY,

SDK BHDERE

Java SDK OSSRequestSigner java

Python SDK auth.py

Net SDK OssRequestSigner.cs

PHP SDK OssClient.php

C SDK oss_auth.c
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JavaScript SDK clientjs

Go SDK auth.go
Ruby SDK util.rb

i0S SDK OSSModel.m
Android SDK OSSUtils java

S HBEM
Y5> MDb O & A

Content-MD5 calculation
The message content "123456789" is used as an example. The Content-MD5 value of the string

is calculated as follows:

The algorithm defined in related standards can be simplified to the following:
1. Calculate the MD5-encrypted 128-bit binary array.

2. Encode the binary array (instead of the 32-bit string code) with Base64.

Python is used as an example.

The correct calculation code is:

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update('0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF 1 ptWaXm4bijSPyxw=="

Note:

The correct code is: hash.digest(), used to calculate a 128-bit binary array
>>> hash.digest()

'x\x1e"$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7'

A common error is encoding the calculated 32-bit string code with Base64.

An incorrect example: hash.hexdigest(), and a visible 32-bit string will be calculated.
>>> hash.hexdigest()

'"781e5e245d69b566979b86e28d23f2c7"

Result of encoding the incorrect MD5 value with Base64:

>>> base64.b64encode(hash.hexdigest())
'‘NzgxZTVIMjQ1ZDY5YjU2Njk30WI4ANmMUyOGQyM2YyYzc='

URL ANDE £ DEN

115



Object Storage Service APl 7 7L >R

URL NDE&DE

ERNMEFH TV A REET B(CIE. Authorization Ny ¥ —%FERAT 3 (FMIC. URL [CEBLIEEHR%=EM
ULTH—RN—FT v ICEXTDIEHTEXT,

REFE

EZZ388 URL Ol

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3

D

URL OBA&ICIE. 2 < &6, Signature. Expires. OSSAccessKeyld @ 3 DD/NTA—F—h&Fh
TWBRENRHDET,

- Expires: URL %1 L7 U hNREZRUE T, ZD/INTX—4%—0D{EIE UNIX FKET9 (1970 &
1TH1HBFEIOK 020 (UTC) S DfF@mW#, FHMllic DLW TIE Wikipedia Z&H), 0SS
MNMURL U ITXANEZEULELDN. BAICETFN TS Expires /NTX—5—DEL DB >
HEEE. VIIANDNIA LT IR U EZRIIZS—O—RIREINET, & E, BE
DEZIN 1141889060 TH BHZHIC. 60 WiRICHBICEMICRS URL Z1ERT B I3,
Expires MfE%Z 1141889120 (cE&KEL X,

- OSSAccessKeyld: Access Key ID Z/RU&E 9,

- Signature: EEZIEHRZRLET, 0SS TlF. TEIFHRIVIIARNEAY T —/INTA—=F =Y
R—=hEINTWEITH, URL ICBZZEMT ZHO7ILTY X LlFE. Ny T —~DELZDEIND
FILTU XL EEARMICEALD T,

Signature = urlencode(base64(hmac-shal (AccessKeySecret,
VERB + "\n"

+ CONTENT-MD5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

EWIRDEED TY,

1. 24N URL [CBIIZ 5 &, Date /NT X —% —h Expires /NTAXA—F—ICBEBIS5NEFT,

2. BA% URL &Ny —ICAFICEDH D LIFTEFEF A

3. E¥DZ{ESignature. Expires. F7zldAccessKeyldENMERRIRERISE L. HAIDMEIMERE
nxE9,
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4. Y0 T ~DIEFZH Expires DL KL DEVWHNE SNIBLDRIICKRIEESNE T,
5 Z2XF5%ZURLICIEAT % & =id. URLOUrIEncodeZz b3 =T LTLEE L,

- —BHAI - —DOURLICERZEMT 235E(E.  Tsecurity-token) Z1EET D2HENHDET
o RIERDELD T,

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272Y
EAiv4%3D&security-token=SecurityToken

HyF)La—R

URL IcE4%EBIN9 % Python J1— KD

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

R
- EEEIEPythono Y > 7))L A— KT,
- OSS SDKI(&. URLICE®&AZEMY A EZRRH#LET, FEAAEICDVWTIE, SDKT7 71
D "FUOLEAFA 2SR LTLLIEE W,
- OSS SDKOURLICE&ZEBIMT 2ERICDOVWTIE., TROREZSRBL T LI W,
SDK URLE&ZAR REEIT7FAI
Java SDK 0OSSClient.generatePresig 0SSClient java
nedUrl
Python SDK Bucket.sign_url api.py
Net SDK OssC_Iient.GeneratePresign OssClient. cs
edUri
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object.js
C SDK 0ss_gen_signed_url o0ss_object.c
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=20

1.URL ICEBR&ZEBINYT 2 A EZFEAT 2568, EREEEHDT—7d. BHHERITIND &1V
=Y N TCRAINET, COFEEFERTZIRICITERL TSIV,

2. URL ICEZ%ZEBMNT D H%IE. PUT & GET OADY Y TAKNTHR—RMENTWET,

3. BZN URL l0BMME 3 &, Signature. Expires. OSSAccessKeyld DIEFENZEE SN 3155
M b £, Signature. Expires. OSSAccessKeyld D& /T A —F —NNFRTHI> TLIEW
&. I 75— 403 Forbidden piRE 1 E 9, TZ—I1— KiE AccessDenied TY,

A BWEDT 7 ARZHNY 7 TZX ~D Expires DFRERZ L DEWEEIE. T5— 403 Forbidden
MRENEFT, TF7—I—KIE AccessDenied TY,

5. Expires OEZIOFERXNEL K BmWEEIE. T5— 403 Forbidden hiREhxd, T5—I—K
I& AccessDenied T9,

6. URL Ic Signature. Expires. OSSAccessKeyld OD&/IXTX =47 —H 1 DB EEEFNTWSE
BlIL. Ny —ICBABEBIEENTWS E, TF— 400 Bad Request MR &9, TF7—
J— K& InvalidArgument T3,

7. BEHXFHINER I NS &, Date /NT XA —% —h Expires /NG A= —ICBEERZI SNEITH,
ANt Y > 3 Y THBA LTz content-type ¥ content-mdb R EDAY Y —EZDFEFEENF
9 (Date VI IRAMAYY—@FERLEV IV IRANHEET 26, BELXFIIC Date Ny & —%
BT 20ER>EHDEEA)

—BNRIERZESTEF 7R

—RRT 7 E ABERER

STS DHE

OSS Tl&. Alibaba Cloud Security Token Service (STS) Z{#EB U T. 7Vt RIC—RHNRIERZ 5T
5 ENTEET, Alibaba Cloud STS (Security Token Service) &l&. 72V RKRaAYEa—FT0>J 1
—H—c—BRBR T IR N0V ZRH TS Web HY—ERXTF, STS ZFEHAT D&, U—RK/N\—F &
OFFVT—2a Vv PEETZI—F—ICF I/ ERERBREZNETEEX T, EREBDHEBENRI YA
Ag22EHTEFT (A——IDZBETEEXS), Y—RNRN—FTABOFTVIr—ya v PEET I
—H—lF. ThSsDT7 I/ EAERBHRZ=FERL T, Alibaba Cloud 7O% 7 kD APl Z#EEFOHE LD,
Alibaba Cloud 7A%' 7 h® SDK ZFERLTI 2T RTIOF I KD AP ICF VA LED TEET,

-H—RKNR—=F 4 BOT7 V-3 VICREF— (AccessKey) Z AT 2RERIHD T A, 7
JECAN—=0 VB UTH—RNN—FT B T7 V5= g VICXETBLEITTEHET, <DL
— VDTV EAEREBHIPABIEHRINA A TEZXT,
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-ERDEMICOVWTRIENT 2RESH D TR A, 77 EAERBRIZ. BIHARLYINS & BE
RICEMICIRD T,

P7VZFELT, PORDOTOERAZUTICRULE T,

2. Request AssumeRole
1. App user login (customized policy settings and
> EXpiration date
App User E Alibaba Cloud <
user with AK 3. Return STS credentials

4. ClientApp cache 5TS
S—— credentials

5. Create valid OS5 APl requests using STS credentials

ZDYYVa—raroaFlzEUTICRLET,

1. 77 1—H—-LTcOd1>UET, 77U I—H—D ID EIREENEELET, ID BEVX
TLENAINARATZZED, AEBD Web 7HU > ¥ OpenlD 2B 252 & HTEET
o AppServer T, BWRT7Z 7V 1Y — L CRINRD 7 IV L RIEREZHN K EETEEXT,

2. AppServer »* STS l[czF 27«4 h—72 > (SecurityToken) Z UV TXAMUFET, STS &I
OCHTHEIIC, 77V I —DRIROT 7 RIER (R > —EXTRl) EHERMSDOEMER
RERETZIDELNHDET, RELZS. STS ® AssumeRole 1 V¥ —7 =4 AEHOH UL
TEFaVUTa b=V VZBEBLET, O—ILOBEBEFERAEOFMICOVWTIE. TRAM 21—
H—H1 Ry OREDEBZSRL T ZE L,

3.STS »5 AppServer ICEWRT 7 EXAERBEBDIRENE T, COF7 T EAERBRICIE. €
Fallra b= >, —BMNB7 7 tXF— (AccessKeyld & AccessKeySecret). BIEIEN
BENET,

4. AppServer 15 ClientApp £ 7 7 L XERRIBEHRIIRENE T, ClientApp (EZ DEKRIEHRZ*
vvYaUET, ERBEBIEMICE >TSS, AppServer ICHFILWERR T 7 £ XERIBHRE Y
JIZANTDZREAHDET, fcEZlE. 7 RERBROGHEEN 1 BETHDH5E
AppServer IC7 7 EXAEREROEFH%Z 30 #EIC VIV TARNTEXY,

5. ClientApp (. O—AIIcFv v a1 U7 I AERBR=ZFERL T Alibaba Cloud H—EX
DAPIZY YV ITARNULET, ECS (&, STS D7V ERERBEHRZFRHML. STS ZFEHL TEK
BRERIEL T, 2—F—U I T X MTETICIGELET,

STSOtEFaVUTFa h—0YDFMICOVTIE, TRAM 2—H—H+4 Ky ORIDEEESBL TS
Wo TZTORA Y KMiE. STS ® AssumeRole 1 ¥ —7 =4 A&IFVHIT T TERR T 7 € RAEKIE
HERBTEDIETT, TOXY Y RIE, STSDSK #EHALTHPET L TEET, HMIEIE5
a7 )y LTLIEEW,

STS DERBERZEAL TERANEV I AN ZERT S

A—F—DU 147> I STS O—KHNLBERBRZMEI 2. Z0ERBEROEF2UT =TV
(SecurityToken) & —BfiU727 7 2 X F— (AccessKeyld & AccessKeySecret) Z{ER U TERAZIER L
x99, ERMEEFEH TV CADBRZERT DHEIE. —KFHDU Y NEERT S AccessKey Z{E> T
ANY S —CEREBINT 2HEEEANICALTT, RD 2 DORA Y MIEFRELTLIZE W,
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YDA BBAF I STS Ic k> TRHSNB—BHRT 2 £ XF— (AccessKeyld

& AccessKeySecret) T9,

-tF*aYUFa =2 (Security Token) YV TZARAY T —(CEH DI YT IZARITA—

F—EUTURICEDDRENGHDET, <D 2 DOAEZRBICERTZIEIETEEEA
BERFICERY 2 &, InvalidArgument TS —hANREINE T,
- Ny & —[C “x-0ss-security-token: SecurityToken” Z &% £J, x-0ss-security-token
l&. B D CanonicalizedOSSHeaders A\stEInd & ElICEBINE T,
- URL [C/XZ X—% — security-token=SecurityToken Z&& £ 9, security-token (&
. B CanonicalizedResource NEtEINZ EZICERB SN, TTUY—RERRBS
nx9,

INT Yy S HERR O i1

0SS &, NT vk - LRILDOFZ IV ERAEFEDIHDT 7 AHEY X~ (ACL) #B#ULET, HE. \T
w T, TV Y I I—=KR/Z4 8, XTYUY I U—=R, TZAR=KD I3 DDT7IIENHDET,

B

HEEDOTF U= AHR

-#ETH (BR7VIVERZEZED) NIy NAROATY
7 hDOFHAH EEZAH BLTHIRDFAIBEETT

o

INT Uy URBED [EEAH

INT Uy UERHELD

T5AR—h

-ZFOESBIBEICE > TERET IR, Ny
OFFEENEBIEULET., COHFAIFEEICHERL TL
72E W\,

-\ NOFEE EHFA SN I~ I
W RARDATI 7 MU TEZAMRIE & BIBRIE
EER{TTEET,

-#MTH (BRT7IVEREED) Ny NNOATY
TV N ERFNDENTEXT,

-\ y NOFFEE RIS Nfc - -2 FH, N
Ty RHRDATI 7 MR T B5mAAH, ESAH
. BEVHIBRBIEZEITTEZX I,

-1 —HY—iF. NIy NROATI I MTT Y
TRIBHIEEFTEFE A

AHERMEES N TOWRWH L LY Y MR E B &, 0SS BEBMIC/NT Y RO TS5
N— NI ERELET,

-BEONT Y hDBAE. N7y bOEREDHD. 0SS HR#F % Put Bucket Acl > %
— 7T A REFALTEDN—Iy Y aVEEECEET,
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TILFIN—hFP vy FO—RigE

RIVFIN—rT7yTO— ROHE

NILVFIN—KrZy7TO—RKOHE

0SS T77A )7y 7O—KR3IBIClE. PUT Object 15 —7 A ADEMNIC, YILF/IN—=r7v 7O
—RE-—RZFEAIZIEDBTEXRT, YIFN— Py TO-RE-RZERATEZ YT UADFZUT
RULET (LHL, —H#REIRA S D X, LITZ2ERK),

-TL—=0MRAY b7y TA—RZHWEHAREA

-7y T7A—RITBZT7AIDTAXH 100 MB 2B TWBIER

- XY RT =T DEREMNEBL. 0SS H—/N\— L OERABERICTMENDIHE

-77ANET Yy TA-RTBHEIC. 77 MIILOTA XZHETERWNES

InitiateMultipartUpload

Initiate Multipart Upload

T—HEXIFIN—KF7vTO—RKRE—RTEXT S, Initiate Multipart Upload 1 % —7 4 X%
MUOHLT, YILFN—=r7yFO-RAXRY N Z[ABRT 2L 5T OSS [GBEHT 2RENHDFT,
Initiate Multipart Upload ¥ % —7 14 A&, TDVILFIN—r 7y TO—RARY N ERET B7HIC
0SS H—N\—lc k> TE SN/ O—/NILIC—ER7ZYy 7O—R ID ZRULEXT, <D ID ICEDWT,
NILFIN—K 7y 7O—=ROFRIEPTILF/IN—K 7y 7O—-ROBRGEDRIEEZRBTEET,

U TR MEX
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POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

UJITAN INTGA—5—

NILFIN—=Kh7y 7O—RE—RZHEPLT S EE. encoding-type/N7 X —F —ZFBL TRENZ T Y
JI—RF*—%ZiEE0ETI,

&0 FieA

BEINERIC, F—DOIYA—FT a1 v/ B%EIE

EULET, BE. URLTYI—F o I HHR—

REhTwixd, KeyldUTF-8T>I—F V7

ZFRBALTWEIHA. XML 1.0ZE T,

ASCIMED O~ 1073 & DFFE D il fEI S F D BT I

HR—RENTOWE A, BU. KeylcXML 1.0
encoding-type Standard THR— k INTVLRWEIEXXELE

FNTVBBEEI. REShicKeyz Ty I—R9

bz®icencoding- HEIEET DI EMNTEX

ER

B xFy

TI7AINE: RL

A7V 3 DME : url

»
UOIARNANY Y —
A B
ATV M TooO0-RENBEBED Web R
—IDF vy IaBEEIEELE T, FHMICDOW
Cache-Control TlE. TRFC26163 #ZHBLTLIEE L\,
Bl =3
FT7AIME BRU
ATV MDY IV O-RENBBEOATI <
JRhDEZFZEEELE T, FfllcOoWTE, T
Content-Disposition RFC26165 =2 L TS,
Bl X F75
FT7AILNME: U
ATV MY ovO—REhzBoadYy 7YV
YOIYA—T a4 VI ERERELE T, Fifllc
Content-Encoding DWTIE, TRFC26165 #2RUL T ZE L,

B XT3
T 7 A ME: 73U

BWERZE S UMBRATEELE Y, FMllcoWn

Expi TlE. TRFC26165 &L TLZE L,
xpires A BEgh

FT7AILNME: B U

x-0ss-server-side-encryption ATV hDEIIN—bDT Y FTO—RIcfE
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B9 20 —N\—fIOESt7ILITYXLEEEL
£9, OSS &, 7y 7A—Rahlik&/\—h%
H—NN— DS ICEDVNTIRINL £,

B x5

B E: AES256

ISEDER

280 Bz
TILFIK—KhT7y TO—RARY N ERB LN
/7- Y I\ o)%ﬁﬁo

Bucket Rl =

./ — R InitiateMultipartUploadResult

Initiate Multipart Upload 'J 7 TX ~ D#ERD

BNICEREIN5IYTF—,
InitiateMultipartUploadResult B avr+—

7/ —R:Bucket. Key. Uploadid

B/ —R. U

NIVFN—=r7y7O—RAXRY NZRBLIA
K 7310 ~D%&F,
& I ]
./ — R InitiateMultipartUploadResult

NIVFIR—KT7y 7O—RARY AD—ED
Do

B x5

# ./ — KR! InitiateMultipartUploadResult

BRIFERICTYOA—- R T=2IBELET, U

IZAMOAR, TYI—RIATHEESNIZES
EncodingType IVIO—REIhfF—IREINET,

B =7

]/ —RK: Container

Uploadld

=2y

- ZOREEFERAL CRIIELEEE T %1551, "?uploads” % “CanonicalizedResource” IZiB10
TE2RENHD XY,

- Initiate Multipart Upload Y 7 T X k Tld. Z#D HTTP U2 T X kw4 — Cache-Control,
Content-Disposition. Content-Encoding. Content-Type. Expires &. "x-oss-meta-* &W >
TL74 v AW e I—F—EROANY Y —DFR—rINTVET, INS5DAYT—DE
FRBRERICDWTIE. TPUT Objectsy 1> —T7 x4 RAZ2SRLTLLIZE LN,

- Initiate Multipart Upload Y7 TX &, EUCRBIOBEGFEOA TV 7 MCREELEE A,

- Initiate Multipart Upload V7 TXA R ZZET D&, T—/N\—lFU 7 T XA AKX Z XML FEHX TR
ULEd, YV ITAMEXICIE Bucket, Key, UploadlD @ 3 DDEZRMNH D £I, DHDTIL
FIN— MNRIED Tz Ic UploadID Z ik L THWVWTL 2SN,

- Initiate Multipart Upload 'J 7 T X kT x-oss-server-side-encryption N\ & —HhE&E I 11T L)
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3%6. T—N\—RBIOANYT—ZERENYT—TRULET, &/N\—~DFvFO—REIC. T—
N—FIY FOEBESICEIVWTZENRSD/\— N ZBENICIEINL £, BHE. 0SS F—/\—T
i& 256 Ev N DEERSLIEE (AES256) DHAMNTR—KINTWET, ZOMDZEEDEZE
EUBE, 0SS H—N\—ETZ5— 400 &g 2T 7— OV 7k
InvalidEncryptionAlgorithmError ZiRU &9, &/\—hkZ7 v 7O—KF BERIC. x-0ss-
server-side-encryption J 7 TX ANy & —ZEBIMNT 2HEFHDEFRA, TOUITIARNYS
—ZEELUEE, 0SS IFTZ— 400 &MIng 5T 7—FOY 7k InvalidArgument ZR U &
ED

Bl

DI T ~DOHFI:

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:/cluRFIRWMTZpC2hTj4F67 AGdM4=

B EDHI:

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 42c25703-7503-fbd8-670a-bda0Teaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket> multipart_upload</Bucket>

<Key>multipart.data</Key>

<Uploadld>0004B9894A22E5B1888A1E29F8236E2D</Uploadld>
</InitiateMultipartUploadResult>

UploadPart

Upload Part

NILFIR—=K7y 7O—RARY N ERBLES, BELEAT YV h2E7y 7O—RK ID ITEDWT,
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T—YEN—NMNAFTFZYyTO—RTEXY, 7Y TH—RENB/A—KCEF 1~ 10,000 OEHED
IN—REBESWEDETENET, ALT7YFO—R D OFE. CON—hESICE>T. 2OT—F/8—h
RITRE77AINE2EIECE T2 ZDN—hDUBEDLHNENET, BU/N—rESZEALTHLLT —
Y7y 7IO-—RIBdE CON—hESTHAINSNZHRGFEOT IV LEEESNFTT, RED/\— K4
DIN— b DRNFA Z& 100 KB T o RED/\— b DY XITIFHHIEH D T A

U TR MEX

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

=20

- Initiate Multipart Upload ¥ > % —7 14 AR VOHELTTF—%/{—hE2 7 v 70— K9 BHIIC,
IDAVI—T A AERFPHL T, 0SS H—N\—C &> THEFTINZ 7y 7O0—K ID £#BET
ZRENBHDET,

-RIWFN—=hT7yv7O—-RE-RTIH. RED/—MUAD/C—KMEFTRT 100 KB £BZTWD
MENHDET, 722U, Upload Part 1 ¥ —7 24 ATld. 7y 7O—Rahiz/\—hDH o
AT SIS ND DT TREBED FEA (FD/X—KH x?ﬁo)/\— KR ESHD OISR
Jo ZYT7O—REIN/N—bDOYARIE, YILF/N—KTZYyTO-RMNET L THH RIS N F
ER

-0SS &, ZELET—%/\—~D MD5 fE%Z ETag NV ¥ —ICEEBL. TNz 1—H—IRULFE
ER

- )I\— MBS OEH(E 1 ~ 10,000 T, /{—hFEENTOHEFHAEBZ TWDHE, 0SS &
InvalidArgument TZ>—J—RKZRUE T,

- Initiate Multipart Upload ¥ > % —7 =4 X2 UH U fc & Z (T x-0ss-server-side-encryption
YOI IRAMNY Y —%ZIBELHA. 0SS &7y FO—Ranf/\—~ziES{t L. Upload Part
IGE N\ w5 —T x-oss-server-side-encryption N\ 4% —%iRU £9, x-oss-server-side-
encryption DfElE. ZD/X\—KMIERT 2 —/N\—RIOES{E7ILTY X L%ERULET, FHMIC
DWTIE.  Tnitiate Multipart Uploady 4> % —7 24 XAZZR UL T IEE LN,

- XY N —URBEATEESINLET—FYICT TNV EZERT BHic. VIITANK
Content-MD5 Z&&® %9, 0SS Tld7 v 7O—REInfic7—4 D MD5 ELFES . 1—H—
N7y 7O—RUfc MD5 EE KRS NF T, ZN5DOEN—HULBEWEGEE, 0SS (&
InvalidDigest T2 ——KZiRU %KY,

Bl

R Janly SN
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PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6EC98E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qgrrgxo2oawukb3otfjbyc:J/IICEXEvVPmMmMSW86bBAfMmMUmMWjl=

[6291456 bytes data]

B EDHI:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-0ss-request-id: 3e6abab2-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

UploadPartCopy

UploadPartCopy Z {3 2 &, BIFEOA TV S T7—9%2IE—UL, FDT—FD/I\—hET VS
A—RT&E%£9, UploadPartCopy 1 ¥ —7 x4 AZHUH T IclF. Upload Part Y7 T X M x-0ss-
copy-source \NwH¥ —ZBIMULET, 1 GB ZBZ22A TV M2 AE—9 355(F. UploadPartCopy
AVy REERTIRENHNDET, 1 GBRKEDATIY 7 bz -7 3FEIF. "Copy Objects %
SRULTLLEE 0,

> : UploadPartCopy #1ETld. V—AN\T vy hEY—=Sy M\ MEZRAUY =Y 3 vRICREITR
D Et A

U TR MEX

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

Xx-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

UOTZARAY Y —

HBEYIIZAMNYY =%, RICRYT Upload Part Copy Y7 TA DAY Y —%FEHRLT. IE—TT
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DY—RATIVz I RDFZRLAEAC—HEEEELX I,
&nl Bz

IE—TTDY—RXAF7RLRAZIEBELET (VI T

ANTBICE, V=ZAATI U NDFEHEDIE
X-0SS-COpYy-source RHOBRETT),

B X7

T 7 A4 NME: 2L

=DV —RATYV /7 hOIE—EH, Iz

EZIE. BE%E bytes=0-9 [CRTE U IFGEIZ.

N4~ 0 ~9PMEImEINET, CTOYYVITAK
X-0SS-COpy-source-range ANYF—F, V=RATV I heFzIE—7

BHERIEFTETY,

B 2

T 7 A NME: RL

RDV T ITARNYEF—F, x-0ss-copy-source TIEELRY —AATI I MW UTHERLET,
&l EA

V—2ZATYV UMD ETAG fE& 1—H—H'E

T~ UTc ETAG BN — T 235G 1E. Copy

Object BIENETEINE T, TNLUADEBZEE
X-08s-copy-source-if-match . 412 Precondition Failed X v z—YhWRE N

x5,

B X7

T 7 AL NME: R U

I—H—HPEEULARBLUEICY — XA TV
AOZEEBEINTWERWESIE. Copy Object #
EREITEINET, TNUANDZEIF. 412
Precondition Failed X vE—IyhiREnEzd,
ity =2l

FT7AILME RU

RIS/ TA =Y —[CL>THEESINHE

N7 71IVDEEHRERUNZENLETH 215

Gld. 771 IAEBICEE TN T 200 OK X
x-0ss-copy-source-if-unmodified-since vE—IDREINET, TNLHNDOEEIF. 412

Precondition Failed X v t—YhWREINE T,

B =5

T7 A NE: RU

I—H—HPEEULARBLUEICY — XA TV
AAZEINTWSHEEIE. Copy Object &1
NEITEINET, TNLANDHEF. 412

X-0Ss-copy-source-if-none-match

X-0ss-copy-source-if-modified-since HTTPI 2 — X vt —3(indicating
preprocessing failure)hSRE £ 9,
B =75

T4 ME: U

ISEDER

2l A
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X-0SS-copy-source-if-match

X-0SS-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

=20

V—2ATI T hDETAG BEEI—H—HYE
T~ UTc ETAG BN — T 235G 1E. Copy
Object #ENETINE T, TNUNDHEEIE
. 412 Precondition Failed X vt—YyhhRSh
353_0

Bl 3 =F75)

T7AIME RU

I—H—HEEUVHBUREICY — XA T )
AOZBEINTWERWESIE. Copy Object #
EREITEINET, TNUANDBEIF. 412
Precondition Failed X vtE—yhiREnEzd,
B 2775

FT7AILME R U

FRITHS 2N X =T —IC &> TIEESNIHEF
N7 71 IVDEERBFERUNZFNLUETH D15
ElE. 771D EEICERXE ST 200 OK X
yE—INRINET, ThUNADEEIE. 412
Precondition Failed X vE—IyhREnEzd,
Bl 3 =F75)

T A ME RU

IA—H—IEEUVCHRBUEICY —XATI Y
K ZEEINTWBEEIFE. Copy Object 1
NEITEINET. TN OHEIF. 412
HTTPTZ 2 — X wt—3/(indicating
preprocessing failure)hSRE £ 9,

B =5

T7 A NE: RU

- Initiate Multipart Upload 1 % —7 24 A= VOHL TTF—%/\— &2 7 v 7O— K9 ZHiIC.
DAV —T A RZFVPHL T, 0SS H—N\—lc &> THRITSN2 7y 7O0—K ID 2E59

BHENBD XY,

-WIFIRN=KT7yZ7O—RKRE-RTIE. BEDO/X—KUAND/IXS—KEITRT T00KB ZBZTWD
MENBHDFT, /2L, Upload Part 1 ¥ —T7 24 ATlE. 7y 7O—REINfc/\—~DT o
AT CICRIASND DT TIEH D EEA (FD/S—MDBED/S— MHHIBTTER W), 7V
TO—REInfc/\—bOYAXiFE, YILF/IN—KTZyTO-RNET L THH RIS NET,

- X-0ss-copy-source-range J 7 TA AV ST —ZEBEULBWEGIE, V—RATI 7 h2FHN
AE—2hFEd, COUIIRAMYT—ZRBELHERIR. RENDZAvE—JILT7IIL2E
ORS & AE—FHENRINE T, fc& ZIE. Content-Range: bytes 0-9/44 (. 7 71 IL2E
DREIN 44 TAE—FHEN 0~ 9 THDZEZRLTWET, IBELLERELEHEIL—ILITH
> TWRWERIFZ, 770MIIle2fENIE—23 1. #ERIC Content-Range IF&FENE A,

- Initiate Multipart Upload ¥ > % —7 =4 A= UH U fz & = (T x-oss-server-side-encryption
DOIRAMY Y —ZIBELHEA, 0SS &7y 7O—Ranf/\—hziES{ L. Upload Part
IBEN Y &' —T x-0ss-server-side-encryption N 4% —%iRU 9, x-oss-server-side-
encryption DElE. ZD/X— M ERT T —N\—RIOBESLT7ILTI X LERLUET, SEMlIC
DWTIE, Tinitiate Multipart Upload) 1> %—7 24 XZSHR L TS,
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- ZOBREEHRMG 7Yy 7O—-RK XYy NICK DER S hizobjectz IE—TE £ A,
-NTY NIA TR —hA4TDIHEE. DAV F—T 1 —A2FUOHIT I EETELFEA, FNLL
ADHZEIE. TZ—3—R “OperationNotSupported”& &6 ICTZ—400hRENE T,

Bl

DI T kDOHF:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECO8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length:6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:J/IICFXEVvPMmMSW86bBAfMmUmMWjl=
X-0SS-COpy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

RO EDE:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3e6abab2-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"bB3CTA2E053D763E1B002CC607C5A0FE"</ETag>
</CopyPartResult>

CompleteMultipartUpload

Complete Multipart Upload

IRTCDT—F/\—r%EF7v7O—-KUL75. Complete Multipart Upload APl ZIFOCH LT, 771 )L

EHROYIWNFN— 7y T7O—RETTI2RHEDNHDET, COBRETIE. IRNTOEMNBT —F/\—K

DIRAK (A=K FES L ETag 280) 2B ITZ2HENHDFT, FELL/N\—KNYZXN%E OSS HFZET
&, BT Y= NOBMEMIMERICRIIENE T, IRNTODT—F/\—rhiERIES NS &, 0SS FTh
5D/\—h%Z 1 DOREBATI I MHEELET,
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U TR MEX

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

;-/CompIeteMuItipartUp[oad>
UOITAN ISGA—5—

NIWFIN=h7yT7O—-RE-RZHHILT 5 & &, encoding-type/\TA—F—ZFIBL THRENhZ T
O—RF—ZEEAETY,
E=X:11 A
BENZIYI-RF—%HEELERT. BE

URLZTYOI—ROAYR—KULET, F—I&

_ UTF-8O Ty 11— RZEZHRALET,
encoding-type Bl X775

TF74)LME: 2L
A7 3 V1E: url

YIOIANDER

&l A

Complete Multipart Upload Y7 TX bD >
TV DRNICERSI NSV T —

CompleteMultipartUpload B avr—
Y7/ =K1 DB ED Part %
B/ —RK: 2L

F—HIS— KPR EEICTYTO—Rahd &
0SS M5ikRE N3 ETag &,

ETag R =7
#|/—NK: Part
7y 7AO—RaEhfcT—4%/8— N DERICERS
n% :l yj—_j__o

Part B Oy —

%7/ —NK:ETag. PartNumber
# ./ — R: InitiateMultipartUploadResult

PartNumber IN—RES,
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WEDESR
281

Bucket

CompleteMultipartUploadResult

ETag

Location

Key

EncodingType

=2

AU 2
B/ —NK: Part

A

NTy hE2ZIEELEXRT,
B =5
./ — K: CompleteMultipartUploadResult

Complete Multipart Upload J 7 T X k DfER
DIRMICEREINZ IV TH—

B Ovr—

7/ —NR:Bucket. Key. ETag. Location
B/ —R. 20U

ETag (TV T4 T4%70) ld. A7V 7 hD&E
BEFICER SN, A7V /7 b0V TYYaER
FrOICERSNET, ATV M.
Complete Multipart Upload Y 7 TR kM cED
WTER SN £ 9, ETag DfEIF. A7V b
OA>v7>YD UUID T, 2D ETag DfE%=
FERALT, A7V h0aAVTFYYHNEREIN
TWBENESHZEERTEXT,

B =5

#H ./ — K: CompleteMultipartUploadResult

HlclcERESNfeA 7Y/ D URL ZIBEL
ESC

B X7

¥/ — K: CompleteMultipartUploadResult

HICICER S NIcA TV 27 M D%&FE
B =5
./ — K: CompleteMultipartUploadResult

BRIGRICTYOA—-RKRYA TZ2iEELET, VD
IX MO, TYIA—RYA4THEESNIIGE
. IvOA—RaEhlcF—pRENET,

B 375

]/ —R: Container

- 0SS &, Complete Multipart Upload Y7 TA RN ZZETZ L. BED/I— M ERIIRTD/N
—K~MN100KB & KEWC EZHERL, I—HF—DSEKEIN/N\—NIIANDE/I-LESE
ETag #ANET, Lich'>T. 7= /X\—r%E 7 v 7O—-RKRFZRICIE. /= ESLEIFTRHL
IN—RDEEIT Y TO—REIN B0 0SS SRS 3 ETag fEHREIRT 2ENH D &

ERS

- 0SS @ Complete Multipart Upload Y 7 T X k DALIBICIEEADDID T, ZDEICY 4TV
KAY OSS M suitichtd, YV IR NDUNEBIFFKITESNET,
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-RETB/IN—MUR KD ESE, EHRLUTWRLTENFEFVWEEA (1 DED/N—KESH
1T 2 2OBHD/IX—KESH 5 KE),

- Complete Multipart Upload Y 7 TX MM IEEICAIES NS &, WIS 27y 7O— K ID HYER
72D £,

-ACAT VIV MIEHROELRZ 7Yy 7O—-RKID Z2H2586H0DET, WIhhDF7 vy FO—
RIDMAWETLTH, ZOAT Iz hOMO7y 7O—RK ID ICIEFFELEH Ao

- Initiate Multipart Upload 1 % —7 =+ XAZF U U fc & ElC x-oss-server-side-encryption
DO ITAMY Y —%IBELEES. 0SS (& Complete Multipart Upload [G&ENY 5 —T x-
oss-server-side-encryption N 4% —%3R U %9, x-oss-server-side-encryption DfElE, D
A7V NMERTZT—N—RIOBES{t7ILITY I LZEZRULET,

- Content-MD5 Y 7 TR Ay —% 7 v 7O— K UIBEIE. AXD Content-MD5 AstE S
T WENRUTHEINESIDEREINE T, ERZHEIE. T5—3— K InvalidDigest HYiR
INEI,

Bl

DI T kDOHF:

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMTO=

<CompleteMultipartUpload>

<Part>

<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9"</ETag>
</Part>

<Part>

<PartNumber>5</PartNumber>
<ETag>"8EFDABBE206636A695359836FEOAOEOA"</ETag>
</Part>

<Part>

<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92"</ETag>
</Part>

</CompleteMultipartUpload>

RO EDH:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-0ss-request-id: 594f0751-3b1e-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT
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<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example</Bucket>

<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBES40DD-3</ETag>
</CompleteMultipartUploadResult>

AbortMultipartUpload

CDAVI—T A R EFERTZE BELEZ Yy Z7O0—R ID [CEWTYILF/IN—Rh 7y TO—R4ARY
NEFRIFTCEFET, YILF/IN—hTZyvO—RARXRY M FRIEEShEE, 207y 7O—R ID #ERL T
i ETTELRLLARD, Py O—RankeT—9/\—cDEIBRESNET,

U TR MEX

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

=2

-NIWFN—=KFZy7O-—RARXRYNZFRIELTE, 7Yy 7O—RHO/—KIBBRESNEEA. U
feh¥> T, ET7 7 EANERET Bi5EE. AbortMultipartUpload 1 > % —7 1 X & [AEH I
CHU T, 0SS DAR—RZFZLICUY Y- TZ2RENHDET,

-ABULEZYy 7O0—KR D AMFEELBWESIF. T7— 404 MNREINEIT, T7—I1—RiF
NoSuchUpload 9,

A1

)T ~DOHFI:

Delete /multipart.data?&uploadld=0004B9895DBBB6EC98E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:J/IICFXEVvPMmMSW86bBAfMmMUmMWijl=

L 2R~ 2 Dfl:
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HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads

EITROYILFIN=rT7yvTO—RARY b~ Ftf - BT XEFALESNRTWRWIIILFN—=KT7y FO—
RaRY hE—EBFRRT S5HEE List Multipart Uploads 1 4% —7 1 —XZFERLE I, OSSICL>T
BENdYZMDERICIK. RBR1I000DTIILF/IN—r7y 7O—RXyvE—IDNEENTVWET, OSSIC
Ko TGRENEVZARNDERTYILFIN—K 7Yy TO—R XAy =Y DHZIEELIZWESIE. max-7v 7
A—RNSA—FEBMTZIENTELFTIUIIAL, I5(T, OSSICL>TREND U R MERD
IsTruncatedE=HRIE. MDOTILF/IN—hT7 Yy TO—RKRAvE—INEEFNTVWEINESHLZEZRLET,

U TR MEX

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

YO ITAMNINGAX—=5—

NFA—=5—% &

%Il

BA

ATV N&ETIL—TT
B1-HICERT 2XF, EEL
7L 749 ADSERAD

delimiter String delimiter F TCD&RIZRFOA
TV MNEIRTEZDY L
— > (CommonPrefixes) & U
THREL T,

THDOUIITAMINULTRSE
ns~¥J)LFN\—rr7y7O—R
AN KDERE. EESNT

max-uploads String WERWEEDT 7 A )L MBI
1000 ©9, max-uploads d
fElF 1000 U TICT 2RED
HOEI,

upload-id-marker /X X —%

key-marker String — A EDLETEAL T, R
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SNBEROFBMEZEEL
£9, |upload-id-marker /X
TA=YF—ZREL TWRWE
B, 7T UBERICIE. #EXIE
FOIRTODATI v hEH
key-marker /\Z X —% —D{&
EBATWBYILFIN—KhAR
YEDRRREINEFT, |
upload-id-marker /XS X —%
—ZRELTWREHEE, 71TV
fERICE. #FERXIRERDOINT
DA T U MED key-
marker /N X —4% —D{E% B
ZTWBIYIFIN—rAIXV K
&L ATV U MED key-
marker /T X —4 —D{EE R
U7y Z7O—R ID A
upload-id-marker /X X —%

—DEEZBIZTVWEZITNTDOY
JIWFIS— K7y FO—Ra4RY
AORRENET,

RENZBATY U MF—ICIE
EILIHCITL 714y I AT
5xns WS HIRZEAL X
prefix String o TLT14v I R %&ERTS
JITI)hBIRENDF—ITIEZ
DILT71vIRAbEEND
EITERLTLIZE W,

key-marker /X X —% — & 48
HEDETHERAL T, BEIND
BEROMBNEBEZIEELET,
key-marker Z&E L TULZRL)
5. upload-id-marker (&£
HENET, | key-marker &
FRELTWRHEE, JTUHER
IClE, HERNEFOTRTOA
731U h&hd key-marker
DEZBZTWVWSYILF/IN—K
ARV KNE, ATV REN
key-marker OfEER U DT
v 70— K ID ¥ upload-id-
marker DEZBZ TWVNHIN
TORILFIN—K~F7y7O—NK
ARV NDRREINET,

upload-id-marker String

BEnzdAyvrFrYoILyd—
FTAVIEIYA—T AT D
YA TZIBELET, A7V
7 N F—Tl& UTF-8 XEHME
FAahExgh. XML 1.0 2%
Tix. 0~ 10 ® ASCIl fE%=
BUXFRE DREDHIENXF
DRI R— M EThTWEE
ho XML 1.0 EZBETHR— K
SN TWERWEIEICELA TV
TV hF—ICEFNTWDES
I&. encoding-type ZE L

encoding-type String
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L ARV A DESR

NS A—H—4%

ListMultipartUploadsResult

Bucket

EncodingType

KeyMarker

UploadldMarker

NextKeyMarker

NextUploadMarker

Container

String

String

String

String

String

String
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TRENZAT IV M F—%
ITYOA—RTEFET,

A

ListMultipartUploads 'J 7 T
A b DREROBWICEREND
A5+ —,

7/ — K: Bucket,
KeyMarker,
UploadldMarker,
NextKeyMarker.
NextUploadldMarker,
MasUploads. Delimiter.
Prefix, CommonPrefixes.
IsTruncated. Upload

B/ —R: 72U

N7y hEZIEELET .
#H/—K:
ListMultipartUploadsResult

BEINZERICHBITZTYO—
TAVITDIATZIBELET
o YU IX KT encoding-
type ZIEE LIBRIE. RS
N2HERICE VT Delimiter,
KeyMarker. Prefix.
NextKeyMarker, Key 7% & D
ERENTYI-REINFET,
B/ —NK:
ListMultipartUploadsResult

UZNHNOBEBA TV hD
IVA=1)

B/ —K:
ListMultipartUploadsResult

DX RNADREBY Yy 7O0—K
ID DE,

B/ —K
ListMultipartUploadsResult

SERE NI > TERMH 2
B IREY I IARNCR. R
DIVITIRANCEITS
KeyMarker OfE%RY
NextKeyMarker BN &£
ESCIN

B/ —NK:
ListMultipartUploadsResult

SERINBHI > BRI H 2
BE BBV IIANCE. X
DYIIZANIBITS
UploadMarker Q&% Rd
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NextUploadMarker E&nE
FNFI,
#H/—K:
ListMultipartUploadsResult

0SS hsiREN 27y 70—
K DRAE.

B/ —K:
ListMultipartUploadsResult

BRENLTILFIS—R 7y 7O

—RDERIVANMIDETS

NTWahESHZIB/ELET

o "true” [HRENEh o fefE

BEH B ERERL, "false”
IsTruncated enumerative string FITRNTOFERMREI NI &

ZnRUZEI,

BWME: true & false

77 # )L MME: False

B/ —K

ListMultipartUploadsResult

NILFINN—=r7yFO—RA4NX
>~ MBI B IBERDBMICER
SN Y7+ —

Upload Container %7/ —NK:Key. Uploadld,
Initiated
B/ —NK:
ListMultipartUploadsResult

NILFIN—KT7 vy 7O—R4A4NR
. oDy
# ./ —RK: Upload

NILFN—=K7y7O—RKAN
Uploadld String > ~D D,
# ./ — K: Upload

NIVFIN—Kh7y 7O—RKRANX
Initiated Date DANOLECI=]SN
# ./ —K: Upload

MaxUploads Integer

F I AT

- “max-uploads” /\Z X —% —D &R XfEIE 1000 TY,

-0SS hSiRENZHERIF. ATV NAOHEXBRICEDWTREIETY XN ENET, AUA
7V hOHE BREIKEAORIETIANEINET,

-prefix NKoA—=F—%ERATZE. \NTY NKNOATI 2V N ) —TENTRRICEETEX
T (T ALY —HEREICETVWET),

- List Multipart Uploads U 7 T X k Tl&. prefix. marker. delimiter. upload-id-marker,
max-keys ® 5 DDY IV IAKNINGA=F—DPYR—rINTVNET, INS5D/TA—F—DHH
HEDRICEDVWT, YILFN=KTZyTO-RAIRYRZBRUTENOV T UEREB S
DIL—ILERETEEXT,
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Bl

DI T ~DOHF:

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:JX75CtQgsmBBz+dcivn7kwBMvOY=

L AR > 2 DF:

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-oss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket>oss-example</Bucket>

<KeyMarker></KeyMarker>

<UploadldMarker></UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F</NextUploadldMarker>
<Delimiter></Delimiter>

<Prefix></Prefix>

<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>

<Upload>

<Key>multipart.data</Key>
<Uploadld>0004B999EF518A1FE585BO0C9360DC4C8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>

</Upload>

<Upload>

<Key>multipart.data</Key>
<Uploadld>0004B999EF5A239BB9138C6227D69F95</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>

</Upload>

<Upload>

<Key>oss.avi</Key>
<Uploadld>0004B99B8E707874FC2D692FA5D77D3F</Uploadld>
<Initiated>2012-02-23T06:14:27.000Z</Initiated>

</Upload>

</ListMultipartUploadsResult>
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ListParts

List Parts

ListParts Y Y R&EFERAT 2 &, EECTY TO—RESNBEDT7 Yy 7O—RK ID OIXRTD/N\—~Z Y
ANTEZET,

U TR MEX

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

YOI ITAMINGA—5—

& FEA
NILFIR=r7y7O—RA4XRY LD ID,
uploadid B =75

T 7 AL NME: RU

0SS DILEICERREIND/N\— N DERAE,
max-parts B B
77 # )L ME: 1,000

BEDY X b DRBAE, /\—ME. £D/{—hk

BENZD/INTA—F—DELDKEWVNZEICD
part-number-marker HIARNENZET,

AU B

T 7 A4 NME: RU

BENZAVFYYOIYA—T 4V 7TV
—TAVIDIATZIBELES, ATV I~
F—TlE UTF-8 XEMMERENEIH. XML
1.0 E#ETIE. 0~ 10 O ASCIl EZETXFR
EDREDHIEXFO@EITIFYR—tIhTWE
encoding-type Bho XML 1.0 ZEETHR— K TN TUVARLE]
HXFNAT Iz hF—ICEFNTVWBRHEEIE
. encoding-type ZIEEL TIRENZA Tz
JhF—%HIYIA—RTEET,
T—45 8 XF
T7 A NE: RU
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SEDER

A1 Bl
List Parts U7 T A M DFEROEIMICFER NS
| yj__j__o
B avrt—
. %7/ —K:Bucket., Key. Uploadid,
ListPartsResult PartNumberMarker.

NextPartNumberMarker. MaxParts.
IsTruncated. Part
|/ —R: 50

Ty NE2EIEBELET,
Bucket il g=a |
¥/ — R ListPartsResult

BENZBERICRFZTYyA—T I DIAT
ZIEELEFT, YV I XM Tencoding-type %

BEULEEHEIE. BREINDBERICEWVT Key A

IvIA—RaIhxd,

B X =75

]/ — R ListPartsResult

ATV NE,
Key il vg=ay |
¥/ — R ListPartsResult

7y IAO—RKAXRY KD ID,
Uploadld B X5
./ — K. ListPartsResult

U2 MERRD/IN— ~ESDORBME,
PartNumberMarker Ry =k
]/ — R ListPartsResult

SERRINGBI > ERIH ZHE. BEY I
ANICIE. RODYTVTZAMNIHITS
PartNumberMarker O{E%ZRT

EncodingType

NextPartNumberMarker NextPartNumberMarker EZEAA £ £
Bl B
#] ./ — K. ListPartsResult
BENFEVIVIZANIRREINS/IN\—MDERKRE
MaxParts

7. sk
# / — R ListPartsResult

List Parts ICXt U TRENHER D A MAWWID &

TENTWBEMNE DD, "true” IR hiah -7

ERENB D EHRL, "false” [T RN TDFER
IsTruncated MESNZ EERLET.

Bl FIZEFT) BIRE: true & false

# ./ — K: ListPartsResult

IN—NBEBROIEMICERAEIN2 IV TFH—
Bl 3 =F75)

Part %7/ —R: PartNumber. LastModified.
ETag. Size
# ./ — K: ListPartsResult
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/\o_ h%%o
PartNumber B B2
# / — R ListPartsResult.Part

IN—=hkD7v 70— RKBF.
LastModified iCH SR
# ./ — R ListPartsResult.part

7y ZO—Ranz/X\—k0aYTFYRD
ETag f&.

sk gz

#/ — R ListPartsResult.Part

7y Z7O—RENfc/NN\—hDYA X,

Size B B
./ — K. ListPartsResult.Part

ETag

=2y

- ListParts Tl&. max-parts & part-number-marker @ 2 DD Y I TR KN/ST X =45 —HHR—
REhTWwxd,

- max-parts /XN X —4% —DHRAEIE 1,000 T, 74/ MMEDH 1,000 TY,

-0SS MERENZHERIF. N—rEFESICEDVWTEIBTYURNEINET,

- XY NT—=UEETI T —DRET 2 A EEENH S 76, List Parts DFER (/{—hBES & ETag
8) Z{#F L T Complete Multipart D&#&/N\—KN U AR ZER LBV EZHBEHLET,

Bl

IR/ QN7

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:4qOnUMcOUQWgkz8wDgD3llsa9P8=

ISE DB

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListPartsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com">
<Bucket>multipart_upload</Bucket>

<Key>multipart.data</Key>
<Uploadld>0004B999EF5A239BB9138C6227D69F95</Uploadld>
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<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>

<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z</LastModified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastModified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</Size>

</Part>

<Part>

<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot;</ETag>
<Size>1024</Size>

</Part>

</ListPartsResult>

Cross-0Origin Resource Sharing

XU &IC

CORS (Cross-Origin Resource Sharing) Zf#Ed2 &, Web 77U T—ya UMD R X 1> DY Y —
ATV EATESZLSICHEDET, <D CORS OHYR—KickbD, OSS TlE. £DFEHLK Web 77V
T—=2aYvORENERINET, OSS DA VI —T 1A RA%ZFERALT. VARARXA VYT IEADSIFES
FRERZBRICHETEEI,

PutBucketcors

PutBucketcors & {FERT D &, FBELR/NT W D CORS L—ILERETEET, TTOIL—ILHTEE
TEGEEIREEETINET,
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U TR MEX

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>

<CORSConfiguration>

<CORSRule>

<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>+--</AllowedOrigin>

<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>--</AllowedMethod>

<AllowedHeader> headers that allowed browser to send</AllowedHeader>
<AllowedHeader>--</AllowedHeader>

<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>---</ExposeHeader>

<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>

<CORSRule>

</CORSRule>

</CORSConfiguration >

UOITAMDESR

E2Y:11 A R

CORS L=V FF—,
INTy hSEIZRKR 10 DJ)L—
ILDEFRIEnE T,

AY: container

R/ —K:
CORSConfiguration

JOARAA VYT ITANIFF
AEhTWsdAY YV ERLE
I, BHOERZFEAL T, 7F
AahdAY Iy zERIEET
X, BIL—ILTIIILR
- H—K“* % 1 DEHTEE
AllowedOrigin To ™ HIEESNTVIIES
CIRTOAVIVYOIARR
XAV )T ANDFAISINE
—g_o
BY: string
#./— K: CORSRule

CORSRule [Zq0

=4

JAOXARAAV YU ITRANTE

AllowedMethod TEnaAYy REEELES

[Euy
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AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

F I AT

7. enumeration (GET.
PUT. DELETE. POST.
HEAD)

# ./ —K: CORSRule

OPTIONS ZYU 7 zwvF OV Y
N ® Access-Control-
Request-Headers TIEE I
ey F—ZFHFRTE2NESH
ZHIE L £ 9, Access-
Control-Request-Headers T
BESNEANY Y =N
AllowedHeader DfEE—Z L
TWBRENHDET, &IL—
IWTITALILRA—R “* & ]
DHERATEEXT,

AU string

# ./ —K: CORSRule

IGEANY Y —ZBEL T, 1—
P77V 5—23y
(Javascript @
XMLHttpRequest A 7Y
KNgxE) DB T7IERTES X
SiUbEd, TA4IRKRA—R
“FFERETEER YA

AY: string

./ —RK: CORSRule

BEDYY —AICRTZTTY
H—71U 7 v F (OPTIONS)
UIIXANDRERDF vy
HEZEELET, BEPT
9, CORSRule c&ic 12
EETEET,

AU integer

#./—K: CORSRule

I\ k@D CORS JL—JLD O
\/7__j__o

B container

B/ —K: U

WWZE

(AYAY-$

(AYAY-$

[=qW

-T7AIKTIE. CORS BN\T Y NTEMCHE>THED., INTOYVARARXA VI IITARD

AVIVHEEENET,

-7V —23>7T CORS ZERT 3(Ci (7775 —D XMLHttpRequest 8% {#ER L T
www.a.com N5 0SS I 7V ERAT 258WE). DA VF—T x4 XA %&FERLTFEHT CORS
I—ILET7y 7AO—RKRULT. CORS ZBMICT Z2MENHDET, DIL—ILiE XML RFz X>

MR U E T,

- &Iy h®D CORS REIFEMD CORS L—LICL>THESENET, Ny hTEICREK 10
DIL=ILAFAENET, Pv7O—RT2 XML RF 2 XY KNEYAZXH 16 KB AT TH 20
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ENBHODFET,

-0SS (E. VARARXA VYT IRAN (FIFOPTIONS UV IRAN) Z2RETDE. NIy kD
CORS L—ILZsmHED ., BET ZEREZERLE T, RIL—IZIBFICANRT, RYWIC—HUI
W=ILZEFERULTIV I IR EZER L. BTNV T —2RULET, — KT 2/ —ILHBWEES
. CORSA\y¥—lFEdENnF A,

-CORS JL—ILIc—E T BIclE 3 DDEREEFBZLTWVWIZRELRHDEI, £, YVIALD
Origin ' AllowedOrigin & —% U TW2REAH D FT, Ric, JIZIARDAY v K (GET,
PUT &2 &) ¥, OPTIONS U2 T X k® Access-Control-Request-Method N\ & —(CxIHd %
XYy KA AllowedMethod &—E U TWBRENRH D £J, mEIC. OPTIONS UV I X ~D
Access-Control-Request-Headers ICE N TWEEAN Y ¥ —h' AllowedHeader &—3 L T WL
ZRENHDET,

- Content-MD5 Y 7 TR Ay —% 7 v 7O— K UBEIE. AXD Content-MD5 AstE S
T WENRAUTHEINESIDEREINE T, ERZHEIE. T5—3— K InvalidDigest HYiR
INnEd,

Bl

N7y k@ CORS JL—)L%ZEIN9 55

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqgf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>

<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>

<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-test1</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration >

HEDH:

HTTP/1.1 200 OK
x-0ss-request-id: 50519080C4689A033D00235F
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Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: O

Connection: keep-alive

Server: AliyunOSS

GetBucketcors

GetBucketcors a2 ERT 2 &, BELENT Y NOBED CORS JL—I/LZEETE%XY,

U TR MEX

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SEDER

el A

CORS =IO vTF—s NTY KT EILR
K10 DIL—ILDFRIENE T,

AY: container

# ./ — R: CORSConfiguration

JAARXA VU IZRMNDHFRIIESNTWDAY
IVvERULET, EROERZFERL T, HFAS
N34V I VZaBEHIEETEFRT, &HIL—IT
JAILRA—RKR % 1 DERTEEXET, ™ H
EESNTWREHE, INTOAYIYO/OX
RAA VU TRANDPHFATEINET,

AY: string

]/ —K: CORSRule

JOXARAA VY I TZARNTHAIINEZAY YR
ZIEELED,

AllowedMethod A: enumeration (GET. PUT. DELETE.
POST. HEAD)
./ —K: CORSRule

CORSRule

AllowedOrigin

OPTIONS 7Y 7 v FONX Y KD Access-
Control-Request-Headers TiEE S NfeAy ¥
—ZHATENESHEHIELET, Access-

AllowedHeader Control-Request-Headers TIEE S /e &AW
5 —h' AllowedHeader DfEE —H L TWDHE
RHEDET, FIL—ILTITALILRA—K “* % 1
DEATEET,
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AU string
#./—R: CORSRule

IBEANY Y —ZIEELT, -7V Ir—

¥ 3 (Javascript ® XMLHttpRequest #+ 7'

VI RBE)YDPSTIERATESZLSICLET
ExposeHeader C TALRA—R “ FEETEF A,

AY: string

# ./ —K: CORSRule

BEDUY—RIINT BT 0 —-TV Ty F
(OPTIONS) U2 T X h DFERDF v v < 21 HifE
ZHEELE T, BUEIWTY, CORSRule &&

MaxAgeSeconds i1 DlEETEET,

A integer

# ./ —K: CORSRule

NNy kd CORS =LAV TF—,
CORSConfiguration BY: container

B/ —RK: 12U

=2y

1.y ROFEELRWESIE. T5— “404 no content” MRS Ed, T5—I— K&
NoSuchBucket T9,

2.CORS L—ILEEETEZDENT Y NA—F =217 T, DI —HMNERRLELSETDE
. IZ— 403 Forbidden " RENn%xd, TZ—I1— KNid AccessDenied TT,

3. CORS JL=ILHEELRZWSEEIE. "404 Not Found” T —hRENFT, TT7—I—NKN&
NoSuchCORSConfiguration ©9,

Bl

IR/ QN7

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

IEDH (CORS IL—ILHERICRRES N TWBHRR):

HTTP/1.1 200

x-0ss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
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<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>

DeleteBucketcors

Delete Bucket cors Z{#EHT % &, IBELZ/\T v T CORS #EZXEMICL T, IXNRTDIL—ILZHIR
TE%E9Y,

U TR MNEX

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=2

-\ RAEELRWEEIE. T5— “404 no content” MRS Ed, TZ7—I—Ri&
NoSuchBucket T9,

-7y h®D CORS JL—ILZHIBRTEZDIFE/NT Y hA—F—FE1FTT BEDDHDTIFBRWNYT
v NZIRELE S ET B E. TF5— 403 Forbidden hiREnEd, T7—— K&
AccessDenied T9,

Bl

YI TR kDB

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

HEDBl:
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HTTP/1.1 204 No Content

x-0ss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: O

Server: AliyunOSS

OptionObject

720 —F JOXRAA VU I IARZXEETBRIIC. BEDAUI Y HTTP XV v Rl AvF—iF
BzaL 7V T4 KM )T XK (OPTIONS) Z OSS ICXfELT. EBOUY I I X RNZEXETZ2NESH
ERELET,

0SS Tl&. PutBucketcors 1 ¥4 —7 x4 X% FEALT/\NTY N TCORS ZAEMCT DI ENTEFRT
o CORS ZE#MIcT D&, T30 —DTIVITIA NI VIRANEHFATEZNESHD, BELIIL—ILIC
EOWTFHMich2&L5ICHmDET, TOUITZAMDHFATINAVWESGY. CORS NEXICR > TWS1E
&ld. T5— 403 Forbidden hNEEh %9,

U TR MEX

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

O TRARAY Y —

E2Y:11 LA

YOIANDAYY Yy JOXRXAYUIITRX
NEBARIT ZIchICERINET,

B string

T 7 AL NME: RL

EBEDOU IV IXANTEREINZE AV YR,
Access-Control-Request-Method AY: string
T7#ILNME: R U

EBEDOU IV ITANTERENZAY Y — (B
ANy F—FBR<)o

AY: string

T 7 A4 NME: 2L

Origin

Access-Control-Request-Headers
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\Y
IENY T —
2l Bk
DIIRANMNCEENZA VIV, 2OANYY—IF
- N ~ B A4 A
Access-Control-Allow-Origin 1__“:@ VO TA RSB WEEEEINE
BY: string
YO TANTERAENS HTTP XV v R, 20
W — nd | \= ~ I=IPAN
Access-Control-Allow-Methods géihgﬁ;;@ )7 TANDEFRIS B WSS
BY: string
DI IANCEENZAYVY—UX N, BlEZh
TWBANYT—DUIIANTEFNTWDEGE
Access-Control-Allow-Headers E. 2OV —FEENT. UVIIARNDES
Ih%xd,
BY: string
724 7> D JavaScript 7 7T — 3 v
Access-Control-Expose-Headers 57T EATEBIAYT—UR K,
AU string
TI20F—=mNTFV 754 MaRZ/\y 7 7—ITR
Access-Control-Max-Age FTE28H. BAEHWTY,
Al integer

Bl

DIITR DA

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

ISE DB

HTTP/1.1 200 OK

x-0ss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: O

Server: AliyunOSS
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LiveChannel operations
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