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OSS API 3 t5iEif

PIEZXSSAFHEIRSS ( Object Storage Service , fEJFROSS ) , BMEZRIIINEHAGEE , &£, BRE , &

RN FERS. AP LIBI AR MRV BRAIRESTIulEED , FE(HEE. Hats, FHOERMNIRE
LT BRI AR, ET0SS , BRALEZHSMSHAs=/MuG, M, MAMEWESESHFET

AIREIERIARSS .

RIEFANE T EMRORBEKIEL. BRF. RERA , DIRERZONIEESNS | BUEREE
TZRFF RSB =T 5AREEM.

BRI LR , BRSO THROSSF MR, SERiMY T IEES=.

APIHESE

EXHER

A PHIAT—EARIEESEO0SS EAXHE

KTFServiceF{E

API KA

GetService BRiZMKF TErEBucket
FEFBucketfHiR{(E

API R

Put Bucket Bll#EBucket

Put Bucket ACL ZEBBucketif AR
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Put Bucket Logging
Put Bucket Website
Put Bucket Referer

Put Bucket Lifecycle
Get Bucket Acl

Get Bucket Location
Get Bucket Logging
Get Bucket Website
Get Bucket Referer
Get Bucket Lifecycle
Delete Bucket

Delete Bucket Logging
Delete Bucket Website
Delete Bucket Lifecycle
Get Bucket(List Object)
Get Bucket Info

KTFObjectiUR{E

API

Put Object
Copy Object
Get Object
Delete Object
Delete Multiple Objects
Head Object
Post Object
Append Object
Put Object ACL
Get Object ACL
Callback

FFEBucketH&

REBucket HERSRUHEERT
REBucketdIBH AT SERIN
1REBucketObjectiy4-apEHARIN
$R15Bucketipz[AJtpR

$R15BucketfT BRI MUEER
EEBucketlipR HEEE BN
EEBucketlIERSMUHEENAZS
BEBucketRIBI AN
BEBucketObjectfy&Ap AN
MFRBucket

KABucketizia) H&ZICRINEE
KiFIBucketfIFRSMILTEERT
fHIp&BucketdhObjecti4An R EBRANY
$R18BuckethFTBEObjectiIER

$£EXBucket(z 2

R

LfEobject

#IL— 1 objectpkFB7h—"object
FRENObject

fHERObject

s Object
5%180bjectiimetalS2
fEAPost_E{&Object
fEObjectEIEMN_LIE4UE
REObject ACL
FRENObject ACLIER
LR
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J%FMultipart UploadfigfE

API

Initiate Multipart Uploade
Upload Part

Upload Part Copy
Complete Multipart Upload
Abort Multipart Upload

List Multipart Uploads

List Parts

ESIEIRIZ (CORS)

API

Put Bucket cors
Get Bucket cors
Delete Bucket cors

Option Object

BRI

- APIFIRSHR
- API Explorer
- APEEIRAF

el

P ERIIE

115

¥IgaMultipartUpload=s5{4

PR EAESH

PREH L&
SERREEAN S IMultipart Upload Ef&
EiEMultipart UploadZs{4
BHIHAERITHRRIMultipart UploadZ4

Byt Upload IDAT/ERIFTE B& L&D
Part

i35
EIEEBucketizE— 1N CORSHIFRNY
SEEEERIBucket B ETHICORSHIN

KIAHEEBuUCcket I RIAICORSIREHEZATEHINY

iR preflightiEsk
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OSSiEid{#FFAccessKeyld/ AccessKeySecret IFRINERAY G AREUER MEKIAXE SD. AccessKeyldFd
TP |, AccessKeySecret@FAF AT INESZFRFEFIOSSARIEEZFRIENZH , H
AccessKeySecreth/lifRE , RBFFFOSSHIE. AccessKey tRIEFMBWSHIKEBMX

- IR =K AccessKey : SMTRE =M SIRHAYACcessKeyIHBXHBERN R RE 2R

- RAMIKFAccessKey : RAMIKF EFTEE =S RINER , FriffYAccessKeyilB X E R RIRERTIR
YERUR

- STSIERNEIEEIE : HIERMKSHRAMKS AR, , ATHRYAccessKey R ERBINHB T ERIR
PREARIERIR, 1SHAINPRUIE],

FFIEEEE 0SS M EiaRSHIRIE

HBAPELUNASHROSSKIXEKRE , FEEFTEREANERIZIBOSSIEEISNEREZFRE | ARE
FiAccessKeySecretXd&Z FRIEBHITINZETEIIETS. OSSWEIEKRLE , S@idAccessKeyldiEIXTRAT
AccessKeySecret , LARFEHIS ARG B FRTERFNICIERS |, AR EHRAVIGIEBFHREAI—HEERARIZIE
KEEHH ; BN, OSSHELAMERURIERK , FHREIHTTP 40348iR,

{EHeaderh g 53

FIFEILATEHTTPiE kR0 Authorization fJHeaderskB &% % ( Signature ) 58 , RIFX/NEHEEHIFN

Authorization==Bh+ &A%

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

- AccessKeySecret RRERFIEAIZH

- VERBZR/RHTTP i&kfIMethod , FEHPUT , GET , POST , HEAD , DELETESZ

- \n RBATRF

- Content-MD5 FRRIBKABHIEANIMDSE , MEERE ( FEIELES ) iHEMDSEIXE 128U
] |, Wiz FitiTbase64wmi3mMiSal, ZERLATRTEEEEANE (HRABSEESRE
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—&1) , 20" eB5eJFlptWaXm4bijSPyxw==", BaJLIAZ, 1FIESERFC2616 Content-MD5
- Content-Type XRIEKANEHIZEA |, 40" application/octet-stream” , BAJLAKZ
- Date FRILRIRIERIRTIE] , BRAGMTHERL | @0” Sun, 22 Nov 2015 08:16:38 GMT”
- CanonicalizedOSSHeaders &L x-0ss- ARIZRAYhttp headerfY==BaFHES!
- CanonicalizedResource FRFEFEEISEAIOSSHEIR

Hrh , DateflCanonicalizedResource ARBEAZ ; A1RIBKFAIDatedFBF10OSSIRSE2EAIRTIEIZ 155 ¥ LA b
, OSSERSSe8151E481ZARSS . FHREIHTTP 40345i1%.

$¥g7ECanonicalizedOSSHeadersf{ /5%

FrBLA x-0ss- ABIERAIHTTP Headeri#rsCanonicalizedOSSHeaders, SHIMES RN :
1. BB LA x-oss- SRIRAIHTTPIERLIEFHEIRAL NS . 21X-0SS-Meta-Name: TaoBao¥&1py,

x-0ss-meta-name: TaoBao,

2. MNERBEKEZLASTSIRBAIACcessKeyldFIAccessKeySecret &Ki%RT , iFEEIGIRBHIsecurity-
token{d , LA x-oss-security-token:security-token R I A RIS ZF /&8,

3. B E—ERRAEHTTPIER IR E FRIF HEH T FHET.

4. MFRIBHRLFAAS Z B FRAFRimHIANEEZE, Wx-oss-meta-name: TaoBao¥&ipy, : x-0ss-
meta-name:TaoBao,

5. BE— LN ER \n DR o R ERAERICanonicalizedOSSHeaders,

R

- CanonicalizedOSSHeadersa]LANT , ITTEFINRGEH \n.

-WNERAIABF— , W0 x-oss-meta-a\n , FEEREAI\N.

-MNERBZ , M0 x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, ;F=Z&EHI
" \n"

f¥gECanonicalizedResourcefi/53%

BRARXEKRPEIFIINOSS Bir& RiFR ACanonicalizedResource, BRIEESENT :

1. ¥§CanonicalizedResource B Z=F/HE "" ;

2. FINEiRAERYOSSHEIR /BucketName/ObjectName ( FoObjectNamell
CanonicalizedResource/J" /BucketName/ * , AR ERFBi&EBucketNamellls “/" )

3. IRIB KR REIE FRIR(SubResource) , BPAKFTBINFRIFIZIRFHE , WINEIXHFIFLL
& A PRFFERTFEIRFRTE, £CanonicalizedResourceFRFERERIN ? I FRIRFRR, IS
AYCanonicalizedResourcetll : /BucketName/ObjectName?acl&uploadld=Uploadld

4. (NRAFIERIEISE T EIRAFFE(QueryString , tBIYHttp Request Parameters) , BRAGIXLEE
HFRIEREERERER FHFE , NNEIKHS , L & ADIRET | IRESERME
CanonicalizedResourcerf, IttAfAYCanonicalizedResourcedll
: /BucketName/ObjectName?acl&response-content-
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type=ContentType&uploadld=Uploadld,

- OSSHRISHGFAIFHIR (sub-resource)B1&
: acl, uploads , location , cors , logging , website , referer , lifecycle , delete , append
, tagging , objectMeta , uploadld , partNumber , security-
token , position , img , style , styleName , replication , replicationProgress , replication
Location , chname , bucketinfo , comp , qos, live , status , vod , startTime , endTime , s
ymlink , x-oss-process , response-content-type , response-content-
language , response-expires , response-cache-control , response-content-
disposition , response-content-encodingz%
- F&iE(sub-resource) g =FhERY
- BEAHR |, WFEIEFRacl , append , uploadld , symlink& , ¥ FBuckethd
BEFIXTObjectiVIR(E
- IExEIR[EIHeader=Eg , 4l response-*** %0 GetObjectfy Request Parameters
- 37f4% ( Object ) M5, , 0 x-oss-process , FEFHAMMEST, , NEELE

g k=S

1. BBRFFRFEBEVMA UTF-8 18R, SBPXFRINEZFRBOmITiHiT UTF-8 w5 , BS
AccessKeySecretit EREEA,
2. ERMGERRFC 210452 X AIHMAC-SHAL 5% |, EifKey A AccessKeySecret'
3. Content-Type 1 Content-MD5 fEEKRHP AR , (BERNRERFESZIIE , EANELL
1TRF \n K&,
4. ERFEIEHTTPIREE X fheadersh , RBLL x-oss- FFekfheader , EEMARZF/FE ; HitbiE
HTTP¥rAEheaderi&# OSSZEE ( 40 LFIFhfIx-0ss-magicREEEBINANRZFEREN ) .
5. LA x-0ss- FFekRheaderE & BRI TR 2 S LA TS :
- headerIZFEELM/NE,
- headerik=HFB/INEIXHRF.
- &lheader nameflvaluefYESHIFFEERTIE,
- B M HeaderZ [FERE—METR "\n" |, IRIKB
Header , CanonicalizedOSSHeadersstig & A=,

o=t

BRa0AccessKeyld2” 44CF9590006BF252F707" , AccessKeySecret2
" OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”

BR EEFHRTEAR BRFHES

PUT /nelson HTTP/1.0 Signature = base64(hmac- “PUT\n

Content-MD5: shal(AccessKeySecret, eB5eJF1ptWaXm4bijSPyxw=
eB5eJF1ptWaXm4bijSPyxw= VERB + "\n” =\n

= + Content-MD5 + "\n” text/html\n
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Content-Type: text/html

Date: Thu, 17 Nov 2005 Thu, 17 Nov 2005 18:49:58
18:49:58 GMT + Content-Type + “\n” GMT\n

Host: oss-example.oss-cn- + Date + "\n” X-0ss-magic:abracadabra\nx-
hangzhou.aliyuncs.com + CanonicalizedOSSHeaders oss-meta-
X-0OSS-Meta-Author: + CanonicalizedResource)) author:foo@bar.com\n
foo@bar.com /oss-example/nelson”

X-OSS-Magic: abracadabra

AL AAITEEE (Signature):
python7~fIHLES :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext/htmN\nThu, 17 Nov 2005 18:49:58
GMT\nx-oss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

EA(Signature)ItELEERMNIZ A 26NBxoKdsyly4EDv6inkoDft/yA= , A 9Authorization = “OSS “ +

AccessKeyld + "+ SignatureffLA&fSAuthorization/g “OSS
44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #AfGHN_EAuthorizationskRABREFTELR
ERTER

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

MO

1. ANRENBIAccessKeyld A fFfEainactive , 1R[Al403 Forbidden, #5iRf3 : InvalidAccessKeyld,

2. ZRFERLFAuthorizationERIRER AT , iR[E1400 Bad Request, (HiRED
: InvalidArgument,

3. OSSFERNBEKRERERAHTTP L1YEIERIGMTREET. He , HHIAEILA « datel =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) EIARHEA& =+ , “X" B
(ZSERE "2 DIGIT" , AL, “Jun2” | “2Jun 1982" 1 “2-Jun-82" #BRIEEHHAER.

4. INREZWIFRAHE | kPiRBEN\Dates EEALEH , IR[E1403 Forbiddent&iR, fHIRA3

: AccessDenied,
5. e NIEKAYBT RIS FE OSSR S 2R SRRt Al Z fFRIL5 5 #PLAR , BNIR[EI403 Forbidden, fHiIRAD
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: RequestTimeTooSkewed,

6. AN AccessKeyldRactivefy , {(BOSSHIFTREFRNERAESZiER , NiR[E403 Forbidden , FH1E

R[EIZ5FFRresponser &R IERIR T IIENNZRISE /R, AR LURIEOSSHY

responseX(iEH RIS R FATRESIER. RERM

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c¢ 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>
<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld >
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwUv8=
</SignatureProvided >
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

/=7
- OSS SDKEELIER , FAFEAO0SS SDKAREXTE R, WREE THREMESHE
B, 1I55E 0SS SDKAYAS, OSS SDKEZ LIRS T ¢
SDK Fog=ul
Java SDK OSSRequestSigner.java
Python SDK auth.py
.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php
C SDK oss_auth.c
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JavaScript SDK clientjs

Go SDK auth.go
Ruby SDK util.rb

iOS SDK OSSModel.m
Android SDK OSSUtils.java

- LIRESSTIELS |, 51E10SSHR SignatureDoesNotMatch $8iRAt , iS5 A4S TH
INSBHHERER.

=]
Content-MD5SEIHE 5%

Content-MD5/SIHE
LUBBAZE/9"123456789 ki , itEIXMNFRFERIContent-MD5

IEHRITET -

NERENNEEERRRHME |

1. SEitEMDSINER " HHIEAE (12841 ) .

2. BTt Tbase644mhY ( MIARINI 32 RFERRAT ) .

LAPythonAf5lF :

TERTERIRIES

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

EEIE

IERHYR : hash.digest() , TTEHHHERAE ( 12847 )
>>> hash.digest()

'x\x1e” $]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

BEIEREEEITEHA3 2R RRIEH {Tbase644RHD.

flan , $ERAYE : hash.hexdigest() , 1HESZRIRT NAI3 2T ERRD
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"

EIRAIMD 5B Thase644RIDEAIEER

>>> base64.b64encode(hash.hexdigest())
"NzgxZTVIMjQ1ZDY5YjU2Njk30WI4ANmUyOGQyM2YyYzc="
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FURLHEEER

1% 7 ff5FIAUthorization Head , FIFYARTIUZEURLEFIMN &I, , IXEEFIF BT UEIZURLEEL S =700
BRI,

SCELS L

URLEZ73:4:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4

%3D

URLER , WREMDE S Signature , Expires , OSSAccessKeyld=/"&#],

- Expires XPMSEHAVEE—UNIXEIE ( BUTCRYEI19705F1 B 150781 . 1¥Wikipedia
) . BFRRIZURLAYEERTATE], SNSROSSEMEIX N URLIERAIEHEMR FEE P SRIEXpiresSE]
BY . NRENESEITAIEEIRE. FlU0 : ZHaiAdERE1141889060 , A EHRELIE— 60 EREN%k
BAHJURL , MIeTLAIZ EExpireshyia)91141889120,

- OSSAccessKeyld BlZ$H+AIAccessKeyld,

- Signature RRERER. ATBRIOSSIFAIBEKFZMHeaders4y , FEURLFFHITE BN AT
Headerh B &8 ZIWEIZEA—IE,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

Hr , Sheaderh & SERBLEEXFIANT :

1. BEURLEEEERT , ZRIRIDateSEGRMKEXpiresS&E],

2. AHSEREURLAIHeadF &R,

3. AIRIENHISignature , Expires , OSSAccessKeyld BEIARIE—IR |, LASE—IR I,
4. {ERFIIEEKIT B EEE T Expiresitia) , AEHERIESS.

5. BEFFREBBurlET , JEEESurli#fTurlencode

- IEFTAFPURLEZRT , BEHET security-token , #=a0F -

10



PUEEZE O APl &%

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?OSSAccessKeyld=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT2
72YEAiv4%3D&security-token=SecurityToken

HUCES

URLFRIIERRIpython~Hlfig

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

R
- FEApythonBY=EHED
- OSS SDKARRHt TIRMHURLE RIS E | (ERZIAIBTSESDKMM R FLAET &7
- OSS SDKRJURLE R LI , IESE TR
SDK URLEE 5% SERSZ {4
Java SDK OSSClient.generatePresign 0sSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK (?SsriCIient.GeneratePresigne OssClient cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object,s
C SDK 0ss_gen_signed_url oss_object.c

e
T
1. ERREURLPERIIAT | SRR BB LARBREEE BN L | BTRSTHh AKX
2. PUTAIGETiEREBSTHFEURLFE R,
3. FEURLFINERZRT , Signature , Expires , OSSAccessKeyld|IfFFRTLAEH, , (BE24NR

Signature , Expires , OSSAccessKeyldf/bEHI—Nai&E 2 , IR[E1403 Forbidden, &R
: AccessDenied,

11
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4. ANERA B RIRTEIM T AR iR ERYEXpiresEta , iR[E]1403 Forbidden, $EiRT5
: AccessDenied,

5. WNERExpiresATEN& TSR , IR[E403 Forbidden, $EiR%3 : AccessDenied,

6. WNERURLFHE &£ #4Signature , Expires , OSSAccessKeyldhgg— e &Z S , FEHead$thE
BEEEE | IREHE400 Bad Request, $£i2f5 : InvalidArgument,

7. EREBFTERRT |, BRDatetli=Z AL ExpiresBE5h , I%AB & content-type, content-md5%& &
THENIHeader, (IBEKRFERIBAEDateixXMEKL , (EAEEREDateIINEBZZFTEF )

IimATRZGAIE]

STST v

OSSHILAUEBI IR =STSIRSS |, IGRTHTIERGAIE], FIERZ=STS (Security Token Service) EA=ITERFIRH
IERTHIA<SEAIWebiRSS. BIISTS |, EalLIAS=ANEsBINEF (BRSO HEEECSER ) Mk— 18
E N FFIABRAAIEENE, $5=75 N s EAFR A el LAERIZiA I S B A AR E == RAPL , 5&{HFEM
B R HAISDKEH R == AP,

EAFTEEREAIKIIZN (AccessKey ) (BB =77NA , AFBEN—MEASHEFGOERLESE
=75 FAR0A],

XA REANTHIEAUR R B XERRER T LIRS B E X
BAFTEXROBPRIFER |, hia<SRSEIEm B RN,

LappRiFAMI , RREFZINTE

2.3 & AssumeRole

L AppR R R (4 % S K o i 39 )
M2z —| 215
AR A B ASTS i L 3E FISTSHEAE
gz
5. AL % (R AISTS SE4E B T #7547 A #9055 API i £
0SS
BERAFEMARAANT :
AppAFER.

12
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ZFRECEEAppAF , BENBHERERS , Al LUFERINEWebMS8,0penlD, MWFEMNE
BIApp KN , AppServera LARBLIMEE X HEMNApp AR IR/INMAIEINR.

AppServeriEKSTSIRSZIREN— 1N L2 <k ( SecurityToken )
FEREFESTSZAI , AppServerEEREApp P IIR/IMAIERSR ( FPolicyiZiAfiA ) ANRIEIRAT

HARYiE), BT IHASTSHIAssumeRole (IERAR ) EOFRKNZ 2. ABEESHERBXAE
IFSERAMERISETHIABEE,

STSIR[EIZ5AppServer— MNERNAEIAIEIE , BIE— 1L e S (SecurityToken), IIEATIHEZES
( AccessKeyld, AccessKeySecret ) LARziSTHARtE],

AppServerigipia)/EibR B ClientApp.

ClientAppE]LABTEHXMEIE, HEIFSMAT , ClientAppEERAppServerBRiEHAIARGAEIEIE
. Hetn | BIEEEESHIA LN , BRAClientAppR LA 30 #hEAppServeriE K E 5L,

ClientApp{EAAMEFRIAEIEIEXERKAlibaba Cloud Service API, =AREZSRKNSTSIHEIEIE
 HEEESTSERSS SREGIEHIRIEIE , HIERIML AFIEK.,

STSZEHHFE | FSERAMEAERTHIABREE. KEEEASTSIRSSEOAssumeRolesRIREVERL/1E]
EUERE], tBAILABEREEFSTS SDKRBMAIZAERTEEE.

$EFASTSEUHEIEERIE K

RPRNEFIRERISTSIGIT RIS | BIIES =2 ( SecurityToken ) LARIIGET5E)ETR ( AccessKeyld,
AccessKeySecret ) H2 &2, KIS EAIEEL N SEEERIRIKSHIACcessKeyfEtHeaderh Al 2 EE
A5, XEIERA

RIS R ASTSIRMATIGRT HIEEA ( AccessKeyld, AccessKeySecret) .

FREEEZRLSM (SecurityToken ) E7EiERKheaderh s Z LIS RS EIR/ZFNURIF, iX
FF I REEEREE— |, tNRERIERE , OSS2iR[EInvalidArgumentigiz.

fEheaderd 8 & 3LEBx-0ss-security-token : SecurityToken, i+EZR
CanonicalizedOSSHeadersiY , #x-oss-security-tokenit&fERA.

EURLAF#EFSHsecurity-token=SecurityToken, it+E&&ZCanonicalizedResourcefit
, Hsecurity-tokenZ3ffi—/ sub-resourceitEENA.

13
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BucketiN Rzt

OSSIZHACL ( Access Control List ) #R{EHI75i% , OSS ACLIRHBucketR BIRISRIGIEEE] , Bucket BT
B=MAEAR : public-read-write , public-readfprivate , BiJANE&XIT :

BURME FPIEFR BRI AOPRE!
- (A (BREERILR ) HaLiy

iZBucketdHJObjectiH#{Ti/S /Ml
BRIBME.

public-read-write ~IES
- FTEIX L= RO 2R FI FIZ
BucketfyOwneri&iB , EEFHiIZAN
PR.
- RBizBucketiIOwneraZ &1V
gj%ﬁleXﬂj?EﬁEHEFE’\JObjectiE
public-read nIE , FAEE frS/MIFFERAE.

- (FAA ( BEERGE ) aTLART
Objecti#{ T E.

- RB1ZBucketlIOwnerg & 51X
SR LSRR FAIObjecti#
S 1T/ S /MIRRIRE,

private
- Hftt \ERERINNBER T AN
iaiZBucketIAYObject,

WiBH

- AP BEE— M Bucketht , WNIRAFEEBuUcketifR , OSSEH@NNIZBucketiREprivatetlfR.
- WF— 1 EEFERIBucket , REERIBIFEETTLABITOSSHY Put Bucket AcHZEEXIZ
BucketfIRR,

NHEHTTPLEY

ry

~iEsksk (Common Request Headers )

OSSHIRESTfuliEzMPERT —EAHIERL., XEBERLATLBARIOSSIEXETER , HIFMENXIT
BIR 172

14
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Authorization

Content-Length

Content-Type

Date

Host

BFEIEESREEHAIAEEE.
KA FIEER

ANE: T

FEEFS | FERIBK

RFC2616HEN HIHTTPIESRNBIEE,

KA T8
HANE : &

ERFE | FEMOSSIEREIRANIEK

RFC261655E M HIHTTPIE RN SR,
KA TR

HNME : T

FERE | EEMOSSIEHIENIEK

HTTP L1HMYAERIGMTHETE , RN : Wed,
05 Sep. 2012 23:00:00 GMT
HKA PRI

BANE : K

ifiEHostE , #8=(8 : <bucketname>.oss-cn-
hangzhou.aliyuncs.com,

=/

KR =5

BANE : &

~HIERSL (Common Response Headers )

OSSHIRESTfulROIER T —LAIMASL, XEANRN LA LISFTARIOSSIERFTER , HIFEEXIT

BFR

Content-Length

Connection

Date

ETag

Server

15

1%

RFC2616-EN HHTTPIESRABEE,
KA YR

ZKNME : T

ERIZE | FEMOSSIRATHIEATIBK

TRBAZ Pimf1OSSHRSS 28 < [ARVSERDIAZS.
A W3 BRUE - open, close
NE : T

HTTP 1.1#mMY S HIERIGMTETE , f5Ig0 : Wed,
05 Sep. 2012 23:00:00 GMT

KA =

RANE:

ETag (entity tag) ZEB 1 Object4 A AIRHEH S
# , BT R — 1 ObjecttlIRNE. T Put
ObjectiEskplzEAIObject , ETaglEEENEH
MD5E ; 3T Efth75z(EZAIO0bject , ETaglEZ
HRAKUUID, ETaglEALARFHEEObject I
BERRET,

KA . FRrE

HNME: &

4Rk ResponselIfiRSS =5

KB FEE

EIAE : AliyunOSS
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X-0ss-request-id

KFServicelR{E

GetService (ListBuckets)

GetService (ListBuckets)

x-oss-request-id2HAliyun OSSElE , HME—FR
XA responsefJUUID, WNSR7E(FROSSIRSS AT
BEa , ATLAEEZFRIKROSSTIEAR | 1R
BEERL AN,

KA TR
HIME : &

X TFARS AL EGetiE R LUREIEREHBRIATEBucket , b /" FMEER.

BKIEE

GET / HTTP/1.1

Host: oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

kS

GetService(ListBuckets)iT , rJLUEIT prefix , markerfiimax-keys3glistifRE , IREIEPHER.

2R BENMR
prefix =
marker =

16

R

REIREIRIbUucket namedAsm
W prefix{EARILZR , JLARKE
, FMEERNRTRRIKER
HUERA . 25

HNE &

RELERMmarkerz [5ig=8
HEFRE— N FFAIRE] , ATLAR
RE  FMRERMLFFIRIRE]
HUERR | FRTE

HANE: &
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max-keys

Il

R7cEE (Response Elements)

=

ListAlIMyBucketsResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

Owner

ID

DisplayName

Buckets

17

BREMIRIRE]buckethIRAEL
 MRAFKTE |, BOAS

100 , max-keysEUBARBEARTF
1000

HIEER . 5

ZKIAE : 100

115

{R1ZGet ServicelEKERAISER,
KA REE

FT2: Owner, Buckets

R : None

RIRERERIFIZ , ZbucketREERIREIRZ
BT

KA 5

R : ListAllMyBucketsResult

FREAIXR GetService(ListBuckets)f9#e = , 24
bucketREZHREIITAB TR

KA . ZFEH

R M : ListAllMyBucketsResult

MRAEKNIREIZERAVGRAEE , Zbucketke
EBREIRTA BT R

KA . FiFE

RT3 : ListAllMyBucketsResult

EIREEAENEREERIRME : “true” FRA
TEBREISEER ; "false” FRAXBLZIRE
TEWER, YbucketkEEBREIRABIT =

KA MEFRFER
BXE : true. false
RT3 : ListAllIMyBucketsResult

%~ F—kGetService(ListBuckets)BILALALL A
marker , EFRIREIRVZERIRE], Hbucket>REEB
RERNA BT A,

KA 2R

RT3 ¢ ListAllMyBucketsResult

FFEBucketiE & EEAES.
KA . [
RF5 4 : ListAllIMyBucketsResult

Bucketii5ZHIAFID.
XA FRFER

R M : ListAllIMyBucketsResult.Owner
BucketfiB&ERIZR (HRIFIID—E).

KA . FFE
RT3 : ListAllIMyBucketsResult.Owner

RFZ 1 Bucket(ZEA9AER.
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Bucket

Name

CreateDate

Location

ExtranetEndpoint

IntranetEndpoint

StorageClass

TN

1. GetServicelXMAPIRXIGIEBEIS AP B,

2. ANRIEKRPZEAPEIHER ( BIE®RIA5E ) |, iR[E]403 Forbidden, $&iR%2 : AccessDenied,

KA 7588
FT5r : Bucket
R M : ListAllIMyBucketsResult

{RfFbucketZRHISES.

eIt

FT 2 : Name, CreationDate, Location
RT3 : ListAlIMyBucketsResult.Buckets

BucketZ#R,
KR 58
AN

X-Ijl\\\
: ListAlIMyBucketsResult.Buckets.Bucket

BucketflzEAT[E]

38 : BYE) (4&3C : yyyy-mm-
ddThh:mm:ss.timezone, e.g., 2011-12-
01T12:27:13.000Z)

R

: ListAlIMyBucketsResult.Buckets.Bucket

BucketRERYEUESL

HKE  FfFE

LRI

: ListAllIMyBucketsResult.Buckets.Bucket

Bucketifalag4hwiiale2
i,%% D 5

X-Ijl\\\
: ListAllMyBucketsResult.Buckets.Bucket

EIX1HKECSi5iaBucketBypa Mita 42
%%‘J L R

XTR
: ListAlIMyBucketsResult.Buckets.Bucket

Bucketfz(ig2£8Y , ¥#F “Standard” . “IA" .

“Archive” , ( BRIRBZPD XEHF
“Archive” Z£81)
¥% D R

X-Ijl\\\
: ListAllIMyBucketsResult.Buckets.Bucket

3. HETERbucketEBRERT , IREIRIXMIFARE S Prefix,. Marker, MaxKeys. IsTruncated.

NextMarkertsm , iIRIABEPoERFIRE] , WD EIAT R , ENextMarker B F4r4&EE1aAY

tamarkermi{E.

Nl

18
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R I

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

REFRGI I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<ListAllIMyBucketsResult>

<Owner>

<ID>51264</ID>

<DisplayName>51264 </DisplayName >

</Owner>

<Buckets>

<Bucket>

<CreationDate>2015-12-17T18:12:43.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com </IntranetEndpoint >
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

<StorageClass>Standard </StorageClass>

</Bucket>

<Bucket>

<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>

<Name>atestleo23</Name>

<StorageClass>IA</StorageClass>

</Bucket>

</Buckets>

</ListAllIMyBucketsResult>

EREI I

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

RERAITT

19
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HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiucO </NextMarker>

<Owner>

<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>

<Buckets>

<Bucket>

<CreationDate>2014-05-15T11:18:32.000Z </CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>
<StorageClass>Standard </StorageClass>

</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

FFBucketfU{E

PutBucket

PutBucketFF8lli#Bucket ( RZFFERIGIT ) . BIEAIBucketFrTEAIRegionFlA&IZIBRAIENdpointFFRINL
fIRegion—E, BucketFFTEHIEUEFOMAEESS | iZBucket FRIFFAObjectiS—EERIERMABK, BEER
2N pEEEFEERO .

iSskiEik

PUT / HTTP/1.1

20
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-o0ss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

MM

1. aJLAPutiEk Ay x-oss-acl kKK EBucketifiailpR, BErIBucketE=FfEIAR : public-read-
write , public-readfprivate,

2. AIRIERAIBucketBLE7FE | IR[E409 Conflict, $&iRES : BucketAlreadyExists,

3. tNRAEBIEAIBucket RFESHBIE , IRME400 Bad Requestifs., EiRf3
: InvalidBucketName,

4. AIRAFKREEPUT BucketiZBkAUBHR , I BEANRFWIEERE |, IR[E403 ForbiddeniBE., HIRED
: AccessDenied,

5. #I5RPutBucketfEHER MBS BITbucket RABIZEERT , BAIA304 , IR[E]400 Bad RequestidE
. $HIRRG : TooManyBuckets,

6. BEEAIBucket , ANRIZBIETEHUR , MEAAER Private 1R,

7. BUEEAYBucket , BTLAEREBucketfITFESREY | AIi%(EAStandardFIA, Archive,

Nl

BT

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-0ss-acl: private

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

<?xml version="1.0" encoding="UTF-8"?>
<CreateBucketConfiguration>
<StorageClass>Standard </StorageClass>
</CreateBucketConfiguration>

REERE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

21
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PutBucketACL

Put Bucket ACLiZO FATF&XBucketihiai R, EaIBucketG=#5a4pR : public-read-write , public-
readflprivate, Put Bucket ACLEMEBIIPutiEk+AY "x-oss-acl” LKIRE., XPMEERBIZBucketiIE!
EEENRNIT. WRBEMID , MIRE200 ; BNLREFENAFEIRISFHIEREE.

BKIEE

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. WNRbucketFE , KIERHANRIEGRIRA— | FEIBEKRKRIEEZbucketiliB &R, 1ZEK
FaiZbucketRE |, EREEFNR.

2. tNRAF&FEPUt BucketiZBRRIANHE , IRBEANBFPRIHER , 1R[E403 ForbiddeniBE. $HIRMG
: AccessDenied,

3. WNERIERFRE , “x-oss-acl” 3k, FHizbucketBFE , HETZEKARE , N4HSEHR
buckettfRAZE,

Nl

R

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

RERA :
HTTP/1.1 200 OK
x-0ss-request-id: 534B371674E88A4D8906008B

Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

22
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Connection: keep-alive
Server: AliyunOSS

WNRIZIR ERIPRAFIE |, 7~151400 Bad RequestiBA :
EiRRETA

HTTP/1.1 400 Bad Request

X-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9 </Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld >
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

PutBucketLogging

BuckethOHIBZETTLAAbucket FEHRIHEICRINEE. XNIHEEFEE . OSSKEBEMICRIBIEXMbucketiER
FIFAER | FHERAFEERIRN |, LUNTARAL , HinR BB EA—ObjectENABF{EERIbucket,
OSSiEftBucketiza] AERIBRIE N T 3 EbucketiBEEEIISTTbuckethUizET o, OSSIRALAY
Bucketiiz[a) HEAMRIECR FE—FRIAEIER.

A8 : OSSiZftBucketina] AERIBRIZN T I3 EbuckethIlBEEFEM S TbuckethIHIENT A,
OSSIEAIBuUcketifs[A) HEAMRIEER FE—FKINENER.

BKIEE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

23
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<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled >

</BucketLoggingStatus>

&kt (Request Elements)

BFR % BB

R HTRSEENEEE
KA Neg
FJt2: LoggingEnabled
KRR T

pEAHEENERE, XM TE
EFFF‘H]‘.—ﬁ% KANARE.
KA 7558

Ft: TargetBucket,
TargetPrefix

RJtE: BucketLoggingStatus

EEFRIAIE HERIBucket,

TargetBucket fj_ng 7 SR HSRRHES R
BucketLoggingStatus.Loggin
gEnabled

ig EE"—?%?EZ{%??E’\J%»E 18 B34
BIER,
KA FRF
TargetPrefix FtZ: None
RITE:
BucketLoggingStatus.Loggin
gEnabled

i

BucketLoggingStatus

Iy

LoggingEnabled

iy

FiEhinASicENobjectipZ N

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

BN |, TargetPrefixd BEFFERE ; YYYY, mm, DD, HH, MM#FISS735l2i1ZObjectif SR RIPIHR{HEF
B, B, B, /MBS, 2HF0R (7FRMZEL) ; UniqueString SOSSEFEMNFFRFER. — LR ATFE
OSSiAal HERIObject ZF/FIFU0T -

MyLog-oss-example-2012-09-10-04-00-00-0000

24
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FHiIR, "Mylog-" ERFHEERIObjectBiss ; “oss-example” EiEbucketfy&ZFR ; “2012-09-10-04-
00-00" RixObjecttBIFERTAYILIRATE ; "0000" ROSSHEFELEMIFFHIE.

LOGIZ4HE,

2
Remote IP
Reserved

Reserved

Time

Request-URI

HTTP Status
SentBytes

RequestTime (ms)
Referer
User-Agent

HostName

Request ID

LoggingFlag
Requester Aliyun ID
Operation

Bucket

Key
ObjectSize

Server Cost Time (ms)

Error Code
Request Length
UserID

Delta DataSize

Bl F

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1 *

200
5576
71

http://www.aliyun.com/prod
uct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true
1657136103983691

GetObject
oss-example
/aliyun-logo.png
5576

17

NoSuchBucket
302
1657136103983691

280

25

aX

ERAFAIIPIHLIE ( Proxy{IR
AP XIEN fe FRIZ R
)

(REBFER

(REBFER

OSSWEIIERAYATIE]

FBFERRIURI(BEquery-
string)

OSSIREIRIHTTPIRZSHES
BARMOSSTHARE

SR ANIRIEKAYATIE) (=R )
BKAIHTTP Referer
HTTPAYUser-Agentsk

EIGEE=

AT E—trmiziskRIVUID

REFET HAEAE
EREOTEEID ; ELHITN

THREE
iBEKizAAYBucketZ=F
FAFiE*kAIKey
Objectx/h

OSSHRSS AR AIRIBERFTIER
RiE) (27 )

OSSIR[EIFVEEIRS
BRPIEKE<E ( Byte )
BucketiBG&ID

Bucket /NN E ; &R
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T -
Sync Request : EAECDNEIFEK ; E42
?g u_n

Reserved - (REB=FE

I

- JEBucketf1BirBucketEFRE—1BF.
- FEFRENERIELES , “BucketName” FrREFEIHHATIEEA

bucket ; “TargetBucket” FRifRIAEFCEEFANbucket ; “TargetPrefix” FTREFMEHIDHE
iCRAobjectBEFRIZR , AILAAZS,

- iBbucketfl1Birbuckets] A2 FE—"Bucket , AT LAEARERIBucket ; AR RILUS S MR

bucketfLOGEMFIEER—Birbucket® ( EiFEEARAITargetPrefix ) ,

- HXF—BucketfisRI HEICRIMEERT , RERX— P =AIBucketLoggingStatusBia] , B{R75i%

ALSE TENERTG.

- FiBPUT Bucket LoggingiEkwiisesa , RBIAIFERIAAE.,
- ANERPUT Bucket LoggingiEk &ie&AR~EiRbucket ( FRFIFAIBucketName ) HUHHEZE

, OSSIR[EI4035HIRG ;

- INERiEbucketA~F7E , OSSIR[EFEIRTD : NoSuchBucket,
- 3NERPUT Bucket LoggingiEk&e& R 2B irbucket (BEXKrFIhHITargetBucket ) FiEE

, OSSIR[E403 ; aNERBFrbucketA~fZE , OSSIR[EIFEIRAD : InvalidTargetBucketForLogging.

- IRBucketf1BRBucket BT RI— M EEREHL , BNNIRE40054R | HIRFD

: InvalidTargetBucketForLogging,

- PUT Bucket LoggingiEsRHHIXMLASEZ |, IRESEIRAS : MalformedXML,
- IRbucketf1BRbucketfa] LIZR—Bucket ; BRBAILAEAERIREbuckethlILOGERRIFER—

Birbucketly (I FEEIEEARAITargetPrefix ) .

- IEBucket#MiIBRAT , XIRAILogging NIt IE#E bR
- OSSLUNEY R4 R bucketihEfLog X | (BH AR XAV NI IERENCREX NN

LOGXHA , tBEAREHIME E— P EE T—MLOGI 4,

- OSS&ERAILog e B MNAEY “UniqueString” {{ZOSSHAHEAERKIIUUID , BFHE—RRIZ

X,

- OSSHERE—NbucketifEAILog i | BIE—IRPUTIRME , FHERELBNZE , (EARICR4EN

nE. LOGEME , BFELURIREEAIObjectRIBIFXLLOGI M4,

- OSS&RRRIEFRALAL "x-" FFkIquery-string2% , {BiX N query-stringS#FIcREHIELOGH,

NRIFAENEEATHRATS , n—MEARRIEK , AILMEURLFRII— "x-" FFkA9query-
string2%f, 40 : http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-

logo.png , http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-
user=admin,

- OSSbIE FEFMMEXK , ERE—HHY. (BREHELOGH , RATLIBETER "x-

user=admin” , RAEEMHEIFRCHNIXMNMEK.

- OSSHILOGHAHEHE—NFER , #ETREHI "-" | BFRTARNEIESXS FHRE 2 TR,
- 1RIEFK | OSSHILOGISTUSRARAEREIMIN—LFER | IBHREARLoghE T BRI EEHRAMR
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[AJEL,
- YNERFF £ T Content-MD5iERL , OSS£itEbodyfContent-MDSHIGE—E1E , ANRF—
¥ , $%REInvalidDigestEiRFg.,

Nl

FrEbucketiial AEAERTH :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Xi@bucketifia HEAGERDMG

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK
x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
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Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

PutBucketWebsite

Put Bucket Websitetl#{ERTLUE—Nbucketi® B RSt ERET,
\E \Es
BB

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html </Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

iB5K5t%= ( Request Elements )

G ik BB
FIEEKey R TE

ErrorDocument AU 528
RtE: WebsiteConfiguration

FIeESuffixfIRITE.
IndexDocument HKE R88
RITE: WebsiteConfiguration

IREIA045EIRATEFRRIS -2

SRELFRTER ﬁfiﬁ%
WebsiteConfiguration.ErrorD .
ocument B
B : HErrorDocumentig

B, ©3F

i

i

Key
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IR[E] B RURLESRIDAZERS 3244
& FEATE , BAEEs
/" BINERS ISR E S
index.html , Mif5E)0ss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/IXFEFKAYEHER
Suffix EIAERHEZ T AIEoss-cn-
hangzhou.aliyuncs.com/myb
ucket/index.html
KA FRFER
RtE:
WebsiteConfiguration.Index
Document

ERNEER
WebsiteConfiguration KA 88
RTE: 7

i

i

TN

1. FmBES ML Z2ISTE RN A RFEFSR SR , BIEEFmHITHIMA | fl)avaScript ; OSSA
SRS R BIRERS IR | BIENPHP , JSP, APS.NET,

2. ANRAFEEF B CRIEEKHIE T bucketlUEFEML | ATLUBITIHECNAMERSTH, BINEES
EN3.47  BENIEEZSE.

3. BFB— 1 bucketiZ BRFEHSMILTEEREIR , WIEERS | INHE , fSRNENZEEIEN.

4. BFB— 1 bucketiZ B RFESMILTEEREINRT , 18EMNERS IREFERRTERZZbucket IAT—
object,

5. FES— 1 bucketiR EMFEFSMUHTERIVE | XFFSMNuRIEZRIERE , OSSKIREIZRS |NE
; XIS RIARIE B RIS Ri(E) , OSSHEIR[EIGet BucketER,

6. WNERAF &7 Content-MD5iE3K:kL , OSS&itEbodyrIContent-MD5HGE—EME , MNRA—
¥ , BiREnvalidDigestEiRHg,

ANl

BRI

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
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</ErrorDocument>
</WebsiteConfiguration>

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketReferer

Put Bucket Referernt®/ERTLUE B — bucketfirefereri5ia) HZ B NE R /i refererER RNSAE KA,
Bucket Refererfi st B4R ILOSSEh &R s,

BKEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com </Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

iB5K5t%= ( Request Elements )

%ﬂ-{ iR BEENE
{RFRefererft ENTHIEER

RefererConfiguration KA 588 2
FA
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: AllowEmptyRefererii g,
RefererListTim=
REm L
IRERGiFreferers RN
AgIEKIAIaE],
KB WEEFRTER
= =
AllowEmptyReferer EME - truekfalse BIAE =
. true
R : RefererConfiguration
{RiFrefererip BB RAISES
RefererList it SN =
R/ : RefererConfiguration
FT 3 : Referer
IBE—%Krefererif BB,
Referer KB . FE agk

Q¥ : RefererList

Mo

1. RBBucketfBEE A BEA#2Put Bucket Refererissk , ZNIRE403 Forbiddenigs., iR
: AccessDenied,

2. AllowEmptyReferer{EEIE B BIHYAllowEmptyRefererfc & |, iZFERAWIEIR , %
FEARYAIlowEmptyRefererfit & /atrue,

3. iEFEARefererListhRIE BB IRBEZRIREND B RIIFK . ZFAF LERRefererList =
B (B &RefereriEkitsR ) |, WM FEBECEBENERERSIE | BIMBRZRIECER
RefererList,

4. MNERFF _E££7T Content-MD51E3%k:k , OSS&it&EbodyfyContent-MDSHIGE—E14 , MRA—
¥ , $BiREInvalidDigesti&iRig,

Nl

BRI
e ERefererfliERnpl :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>
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B &RefererfiEkaGl :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

PutBucketLifecycle

Put Bucket Lifecycle

BucketfUifB & LUEITPut Bucket Lifecycleski&EBucketfiLifecycleit®, LifecycleFEfa , OSSIEER
S , EHIEsIMIREEEE SLifecycleiNIFEICEZRIObject,

KIEE

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
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Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>

<Expiration>

<Days>Days</Days>

</Expiration>

<Transition>

<Days>Days</Days>
<StorageClass>StorageClass</StorageClass >
</Transition>

<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

iBKTTE= (Request Elements)

B iR EENE

BRI BURYEEH T

Lifecyclefiil, BHHAAFEARM

ISO8601/YtE, , HELEZE

UTCHIZE . a0 : 2002-10-

11T00:00:00.0007Z , F£R~E&

SIS 20%%-10- J

11T00:00:00.000Z AIODbjectf Days#CreatedBeforeDate—
CreatedBeforeDate RIS T A

X ETERYObject A= IRR

BEELE,

KA FIEER

R M : Expirationgi&

Transitiong&

AbortMultipartUpload

EEMNEN SR ESENATET
BEMOREM,

Days KA - PR
R : Expirationg&
Transition

1EEObjectiINIBNTHEE 4.
KA ;7588

Expiration FTr : Daysal
CreatedBeforeDate

AN

LRXF A : Rule

Eﬁ%%ﬁiﬁ’ﬂ Part{iIRTHAE
Fr : Daysag

Days#lCreatedBeforeDate —
H—

iy

AbortMultipartUpload

iy
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ID

LifecycleConfiguration

Prefix

Rule

Status

StorageClass

Transition

MM

CreatedBeforeDate
R : Rule

MNE—ID, HESH255FT
ARk, HFEPREIEE  3&Z
EAZET , OSSEABPER—
ME—E.

KA FFER

Fom T

Ve S= ==

L1 4 : Rule

LifecycleFcBIRES | &RETR
21000541,

it SN

FT A= Rule

Ve S= ==

RER T

EEMNFMEREIS. RET
BCRISRAIXI SR A BT BeRZ HN Fr
2n, AAEE,

KA R

FEm %

RXF A : Rule

FiA—FAN

KA 588

TR

: ID, Prefix , Status , Expirat
ion

: LifecycleConfiguration

WNERE(ENEnabled , BBA
OSSEEETIZAIN ; aNRZE
Disabled , 3BAOSS& M
HU,

i,‘g% D T

L& : Rule
E%&E : Enabled , Disabled

IEENISREEERIOSSHY B nfrhiE

A
KA TR
Fom T

QI : Transition

BRYE : IAgEArchive

1EEObjectE B & dn AHAH

, OSS{aRTIERISERMERIIARE
ArchivefZ g8y

KA . 7NE8

F5r : Daysgg
CreatedBeforeDate

AN+

RXF A : Rule

i1y

i

fiD

i

i

, MR ATransitionig &

N HiD

Iy

1. RBBucketfUBEE A BEAFCPut Bucket Lifecycleigsk , &BNIiR[EI403 ForbiddeniBE., $&iRD
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: AccessDenied,
2. NRIEIRBIRE I Lifecycle , IHR{FSREE— MRILIfecycleftE ; BN , MBESTRINEE.
3. ATLAXIObjectizBEidHBRTIE) , thELANIPartig Bl HART A, XERIPartfigRIRAS A EEA LT
M BREFRERND F.

4. 7¥%Standard BucketshStandard Objectsi&figAIA, ArchivefZ 38! , Standard Bucketa]LAst
X—Object BB ERLAEIATIArchive?FHERTININ , RRECEFEEIAFIArchivesRBUERT |, 3
figArchivefIRTEA/RELEEHEIARYRTIENS, BN Transition IA{E&EDays 930 , Transition Archivei&
EDaysATFIA, BN , fRInvalidArgumentis,

5. ObjectiZ BiTHAR RN ATEEAIAT ZArchivefAdial, B , RInvalidArgumentit,

6. S23FIA BucketsObjectsi&figArchivefziELEY,

7. A"#EArchvie BucketlEEEHEMIAI,

8. FSHFIAZLBIObjectiEfiEgStandard,

9. A3z#FArchivessBIObjectiEfig IIAR Standard,

Nl

R

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Thu, 8 Jun 2017 13:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:PYbzsdWSMrAIWAIMW8luWekJ8=

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload >
<Days>1</Days>
</AbortMultipartUpload>

</Rule>

<Rule>

<ID>transit objects to IA after 30, to Archive 60, expire after 10 years</ID>
<Prefix>data/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>

<Transition>

<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>

<Expiration>
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<Days>3600</Days>

</Expiration>

</Rule>

<Rule>

<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>

<Status>Enabled </Status>

<Transition>

<Days>6</Days>

<StorageClass>Archive </StorageClass>
</Transition>

</Rule>

<Rule>

<ID>delete created before date</ID>
<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucket

Get Bucket (List Object)

Get Bucketi®{Fa] FAsklist Bucketdr AT ObjectiIE 8.,
\E \! :
BKIEE

GET /HTTP/1.1
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: SignatureValue

iBXk&#(Request Parameters)

GetBucket ( ListObject ) Bt , JLLE S prefix , marker , delimiterfimax-keysdlistififRE , IREZBHD LR
. B4, FLUEZencoding-typedtiREILZERFTHIDelimiter, Marker, Prefix, NextMarkerfIKeyiX£t5t2
HITHRD.

EA 1%

B 1 HETXIObjectB=# 170 EN=FR. FiBH&
FEEIEENRIEZESE IR EIdelimiter=fFZ
[BfYobjectfEA—HTTER

——CommonPrefixes,

HUREE | R

HNE: T

igfﬁé%%%}\ma rkerZ [RIRFRHEFRISE— A
IR[E,

ERA | SRR

BME : &

BRELRIRElobjectfIFAEL , MNRAFIRE , BIA
79100 , max-keysBUEAREATF 1000,

BIERA . =5

ZUAE : 100

BREIREIRJobject key L Aprefix{EARISR. iF

EfEMprefixEifiy , RERkeyPNaBS
prefix prefix,

FIERE | FRFER

BINME - T

EEMMREINAEHI TR |, IEE/mIEaIZEEL,

Delimiter, Marker, Prefix, NextMarkerf[

Key(FFHUTF-8=%F , {Bxml 1L.OFREASTIFENT—

LesEI=RT |, tbalascifEMOZI10M=FRT. XNTE&
encoding-type Bxml LOWRERSIFRIEHIZR |, ILUBIIEE

encoding-typeXtiR[EIgYDelimiter, Marker,

Prefix, NextMarkerflKeyi#{74%13.

FESRE . =R

EOANME : &, BEE - url

delimiter

marker

max-keys

R cEE (Response Elements)

2R A
{REEMREIObject metafyZS a8,
Contents KA N8

R4 : ListBucketResult

WNEREKRAPIEE T delimiters%y , MIZEOSSIR(E]

CommonPrefixes BRI -hELS CommonPrefixesstsk. et
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Delimiter

EncodingType

DisplayName

ETag

ID

IsTruncated

Key

LastModified

ListBucketResult

Marker

38

BRLELAdelimiterERE | FHEHRERIZRAIobject®d
FREVES.
KA FRFE

AN

R A : ListBucketResult

B— 1 ATXObjectBFHITHENFF. FiBE
FEEIEENRIEKESE—IREIdelimiter=fFZ
[BfYobjectfEA—HTTE

——CommonPrefixes,

HKA R

AN

R ListBucketResult

1SR EIER P IRISFRRE. WMRIEKNSE
thigE T encoding-type , BRERHREILERFHY
Delimiter, Marker. Prefix, NextMarkerfQ
KeyXLLTRH1THRAD.

KA YR

LT = : ListBucketResult

Object HEHMEF.
S AR

RF /A : ListBucketResult.Contents.Owner

ETag (entity tag) £ Object4 R AIRHEH !
i# , BTt —1ObjecttIRNE., %FFPut
ObjectizkeliEAIObject , ETagEERENEN
MD5{H ; Xt FEAMEFLEIEAIObject , ETaglER
HABAIUUID, ETagEAILABETFHEObjectiE
BEREZW. FEWEPERETagRIER
Object I BAIMDSIRIG SRS EL 14,

eI =2

AN+

R A : ListBucketResult.Contents

BucketiliEERIFEFID,

KA FEE

R & ListBucketResult.Contents.Owner
IEEREFENEREESRME] ; "true” Fx
RREERAIEEHER ; "false” FRARELIR
BT £EPER,

KA MEFRTEB

BRWUE : true, false

R ListBucketResult

ObjectaIKey.
KA S
LT : ListBucketResult.Contents

ObjectRfE#I{E M AYRTIE],
258 : A
R4 : ListBucketResult.Contents

{R1FGet Bucketis R RIS EL.

KA - 2588 FT5 - Name, Prefix, Marker,
MaxKeys, Delimiter, IsTruncated, Nextmarker,
Contents

LRXF = : None

FREBIXRGet Bucket ( List Object ) A9,

KA R
R A : ListBucketResult
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MRE K IREIERIVRAEE.
MaxKeys KA . FRIER
LT /A : ListBucketResult

BucketZ=

Name KA . FRFER
RF5 4 : ListBucketResult

RFBucketifiB &5 RRIAHS.

Owner A 528 7 m : DisplayName, ID
R A : ListBucketResult
RRERERIIFFIRRILS.

Prefix KA =GB
R ListBucketResult
ObjectfI=F7534.

Size KB FRFE
R ListBucketResult.Contents

ObjectfyfFtiELEY , 75 "Standard” |
"IA" . "Archive” ., ( BRIRBEDXIFSHF
StorageClass “Archive” Z£8Y)
KA FIEE
LT = : ListBucketResult.Contents

Mo

1. Objecth AP BEENY lmeta , #EGetBucketiERITALIRME,

2. ANRipEABucket~FE , BIEHENRIE AT BALETIELIERBucket |, R[E1404 Not
Found$&i® , $81=H3 : NoSuchBucket,

3. WERgALEZBucketlIR R , #X[E]1403 Forbidden{&iR , {&1=f3 : AccessDenied,

4. ANERE Imax-keysHNEETIE—IR5Thklisting , IREIZERSHIINI— <NextMarker> , f27R4r4E
listingBTLALAtE g marker, NextMarkershpO{E(ATElistER 2 .

5. EMIFRMAEIER , BMfEEmarkersSEfREFIRFAFE | IREIENFEmarker=BHFN T — 1T
EN. tn:Rmax-keys/\F0EEATF1000 , #iREI400 Bad Requestitiz, iR

: InvalidArgument,
6. &prefix , marker , delimiter2#AFSIKEZEK , IR[E]1400 Bad Request, fHIRHS
: InvalidArgument,

7. prefix , marker RSO RENIR , SEEUKELNT1024F15,

8. tNERIBprefixi@ AFEANERE |, HATLABFILAL prefix L9324 , Bl TEFRIFrERIX
HRFSUE, NRBiBdelimiterig B / B , IREHEFMRBFNRZIH TR | iZ3HFETH
FHZIREFECommonPrefixesEfsy , FIFE BRI HEAEE R T1—
bucketfzE=" object :fun/test.jpg , fun/movie/001.avi, fun/movie/007.avi, FHigZEprefix
" fun/” , MIREI= object ; NREINZEdelimiter/s “/" , NMIRESE" fun/testjpg” FIHI
&" fun/movie/" ; BPSEIL T S4RANZIE,

FEHP7R

fEbucket “my_oss” WHE4 M object , BFEDHIA :
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- 0SS.jpg

- fun/test.jpg

- fun/movie/001.avi
- fun/movie/007.avi

Nl

R

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REFRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z < /LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

40



XIGRIFE OSS APl &%

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>8&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass >

<Owner>

<ID>00220120222</ID>

<DisplayName>user-example </DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BRI Prefix2%y) :

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REERA :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>
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<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>

<DisplayName>user_example </DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

</ListBucketResult>

BREI(Eprefixdildelimiter£#) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712
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Connection: keep-alive
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>

<Prefix>fun/</Prefix>

<Marker> </Marker>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/test.,jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard </StorageClass>

<Owner>

<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>

</Owner>

</Contents>

<CommonPrefixes>

<Prefix>fun/movie/ </Prefix>

</CommonPrefixes>

</ListBucketResult>

GetBucketAcl

Get Bucket ACLFISRZRENE /N BucketA9i iR,
= SEL
BKIEE

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRzrcE= (Response Elements)

&R 1170

FEACLISRRIERS

AccessControlList e e
KA . [EE
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AccessControlPolicy

DisplayName

Grant

ID

Owner

IO

AN

RT3 AccessControlPolicy

{R7ZGet Bucket ACLLEERRYZSEE
il SN S
AN

LR A : None

Bucketii5&RIZFR.. (BRIFIID—E)
%%%‘J | FRTER

R : AccessControlPolicy.Owner

BucketBJACLIBR,

KA MEFHRFER

BYYE : private, public-read. public-read-
write

AN

RT3 AccessControlPolicy.AccessControlList

BucketiiBERIFFID
KA . FiFE
RT3/ : AccessControlPolicy.Owner

{#FBucketiE & EENEE,
KA . [EE

R : AccessControlPolicy

1. RBBucketfUABEE A BEEAGet Bucket ACLIXMEM,

Nl

R

GET /?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 04:11:23 GMT
Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REERE :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
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<DisplayName>user_example</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

GetBucketLocation

Get Bucket LocationEBF&EBucketFiBRIEUREFIOMIBEA.,

TKEE

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

R7cEE (Response Elements)

R ik
BucketFTEAIX 1,
KA . iFE
LocationConstraint Values: oss-cn-hangzhou, oss-cn-gingdao,

0ss-cn-beijing, oss-cn-hongkong, oss-cn-
shenzhen, oss-cn-shanghai

TN

1. RBBucketf B EFBEEEBucketfLocationfEE , BNR[EI403 Forbiddenf&iR 2R
: AccessDenied,

2. BrijlLocationConstraintG%{{& : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-
cn-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1 , oss-us-east-1, oss-
ap-southeast-1 ; DBIIMAUNEIRFL , FBEIEHC |, ACREIEF L. FBEIEHO. RYIEL
Ehl. EsgEdO. EERSHIERO. EEHRERIEYEFOFILA (#nK ) #dE+0.

ANl

=kl
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Get /?location HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNANREIZE :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationConstraint
>

GetBucketInfo

Get Bucket Infol2{ERTEEbucketfBXER. SFEUTRE !

- BIEERTIE)

- SMI5EEndpoint

- WMiBIRIEndpoint

- bucketfHHIBEER

- bucketfJACL ( AccessControlList )

BKIEE

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRzrcE= (Response Elements)

2R 1)
RFBucketZRAERIERS

BucketInfo KA RER
F1 A Bucketti
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Bucket

CreationDate

ExtranetEndpoint

IntranetEndpoint

Location

Name

Owner

ID

DisplayName

AccessControlList

Grant

REm I

{RfFBucketBAERRIBES
KA AEE
R : Bucketlnfofix

Bucket@lzZATiA), ASEIHED

2013-07-31T10:56:21.000Z
AU BE

R : BucketInfo.Bucket

Bucketifsa)ag4hiia3
KB . FFFE
QLI : BucketInfo.Bucket

BXIHECSiAIEIBucketAI PRI
&

it IR =2
AN

R : BucketInfo.Bucket
BucketFrfEEiE O A X g,

KA 58
RF¥ A : BucketInfo.Bucket

Bucket&=¢
KB FRFE
Q¥ : BucketInfo.Bucket

BFEHBucketiiE & =EM
it N
R E : BucketInfo.Bucket

BucketiiB&EBIFFID.
KA FTER
: BucketInfo.Bucket.Owner

BucketfiBERIBFR (HRIFN
ID—E)),

KA FTER

: BucketInfo.Bucket.Owner

EFHEACLEENSES
KA . 7558
R¥E : BucketInfo.Bucket

BucketfYACLIRE,

HKE . EFRTER

BWE : private, public-
read, public-read-write

: BucketInfo.Bucket.AccessC

ontrolList

DT

1. ANERBucketR~ZFE |, IREM044EIR, $51RFS - NoSuchBucket,
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2. RBBucketfUBEE 7 8EEEBucketfIER , BNIR[EI403 Forbiddenf&iR faiRt5
: AccessDenied,
3. IBRATLUMFEA—1OSSHIENndpointA&ite,

Nl

R

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

FEhERENBucket{S B AR E]E

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>username </DisplayName>
<ID>271834739143143</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

EEATHERBucketiSBER BRG]

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

REGEERBRIGEIRIBucketSRANREIRA :

HTTP/1.1 403

x-o0ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied </Message>
<Requestld>568D5566F2D0OF89F5COEB66E </Requestld >
<Hostld>test.oss.aliyuncs.com</Hostld >

</Error>

GetBucketLogging

Get Bucket Logging B F&E&BucketiUinR HEEE B,
Py
BRIBE

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRzrcE= (Response Elements)

AR 1%

R HERSEENEES
AU 588
F5t=: LoggingEnabled
RITE: T

BucketLoggingStatus
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BRI EHEENERE, XNTHEREFENFEE X
AR ATE
LoggingEnabled A RS
FJtZ: TargetBucket, TargetPrefix
RJtZ: BucketLoggingStatus

IBEFERGAIB HERIBucket,
KA

TargetBucket ZrE T
RITE: BucketLoggingStatus.LoggingEnabled
Eiﬁ%ﬁ%ﬁﬁﬁﬁ’ﬂiﬁ 1) B S 4RI,
ST

TargetPrefix KB Y

FitE: None
RITE: BucketLoggingStatus.LoggingEnabled

TN

1. AN BucketA~FE |, iIR[E404 no contentfdiR, $HIRAS : NoSuchBucket,

2. RBBucketiUBEE A BEEEBucketlNHA HEEEIBR . BNIRE403 ForbiddenfHiR $51RED
: AccessDenied,

3. AR EBucketKigELoggingfMN , OSSHFAREI—MNXMLEBEAK , (EEFH
BucketLoggingStatusTtE A=,

ANl

BRI

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNARERRS :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled>
<TargetBucket>mybucketlogs </TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>
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RIKELOGHNIAgIRE77- :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >

</BucketLoggingStatus>

GetBucketWebsite

Get Bucket Website#2{EFITFEEbucketiIEFSMutFEEIRT.

BKEE

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRzrcE= (Response Elements)

&R

ErrorDocument

IndexDocument

Key

Suffix

51

fER
FrtEKeyRIRTTR

KA RE.
RITE: WebsiteConfiguration

FITESUffixfIRITER.
A 7588
RJytZ: WebsiteConfiguration

IR[E140455RATE RIS (42

RELFRFER TR
WebsiteConfiguration.ErrorDocument
BEM . ZErrorDocumenti®ERY , HE

IR[EHRURLESRIIAERS UGS |, AEAZ , B
REER"/". HINRSIXXHREN

index.html , Mif[E):0ss-Cn-
hangzhou.aliyuncs.com/mybucket/mydir/iXt£

IEKABHEECAZBE = Tih5[E0ss-cn-
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hangzhou.aliyuncs.com/mybucket/index.html
e
Ryt WebsiteConfiguration.IndexDocument
IR NENENES
WebsiteConfiguration KR . Beg
Qe %

Mo

1. AR Bucket R EE , iR[E]404 no contentiiR. (E£1RES : NoSuchBucket,

RBEBucketfUiBEE 7 8EEEBucketBIRFSMUHEEIRZ , BRIRE403 ForbiddentfiR i3
: AccessDenied,

3. ANRIRBucketRIREFFSMULFEETIRE , OSSHIR[E4045EIR | FHIRIZA
: NoSuchWebsiteConfiguration,

Nl

R

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRELOGHNASREIZF :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

FRELOGHRNIANR B!

HTTP/1.1 404
x-o0ss-request-id: 534B371674E88A4D8906008B
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Date: Thu, 13 Sep 2012 07:56:46 GMT

Connection: keep-alive
Content-Length: 308
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Code>NoSuchWebsiteConfiguration</Code>

<Message>The specified bucket does not have a website configuration.</Message >

<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld >

<Hostld >o0ss-example.oss-cn-hangzhou.aliyuncs.com</Hostld >

</Error>

GetBucketReferer

Get Bucket Refereri{EFF&EZEbucketfiReferertBxficE. Bucket Refererf5:&sEE AL OSSEHERSE,

KIEE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

MRzrcE= (Response Elements)

B

RefererConfiguration

AllowEmptyReferer

RefererList

Referer

53

05
{RiFRefererfic EN SIS

B NS

Fm : AllowEmptyRefererfi /.
RefererListTim

RER T
IBERAtirefererFBRATRIENILA,
KA WEFREB BYE : true 7 false BIAE
. true

RT3 : RefererConfiguration
{Rizrefererma B FBISEE,

KA 7588

RT5 : RefererConfiguration

FT 3 : Referer

IBE—%Krefererif AR,
KA ISR
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AN

T : RefererList

Mo

1. AR Bucket R EE | IR[E404551R, $E1RAS : NoSuchBucket,

REBuckettYiEE & A& EBucketfYRefererftEEE , BNR[EI403 ForbiddentiR (E1R15
: AccessDenied,

3. W18 Bucketki{TReferertBXBCLE , OSSAIREIZKIARIAllowEmptyReferer{EF1=SfYRefererList,

Nl

R

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BigERefererfINIEHREF :

HTTP/1.1 200

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com </Referer>
</RefererList>
</RefererConfiguration>

FKigEReferer INESRE T

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

GetBucketLifecycle

Get Bucket LifecycleFFF&ZEBucketfiLifecyclefic E.
\E \ES
BKRIBE

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MO

1. RBBucketflBEE 7 BeERBucketfiLifecycleBcE , BNR[E403 Forbiddeni&iR &3
: AccessDenied,

2. W05 Bucketd}LifecycleAF7E |, iIR[EI404 Not Foundf&iR , $5i=A3 : NoSuchBuckets};
NoSuchlLifecycle,

ANl

ERTH

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

EigELifecyclefNRER :
HTTP/1.1 200
x-oss-request-id: 534B371674E88A4D8906008B

Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
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Content-Length: 255
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FKigELifecyclefBRERA

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<BucketName>oss-example </BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D89060099 </Requestld>
<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

DeleteBucket

Delete BucketFBTFHIBRE N Bucket,
A TS VAL SN
=P 13|=|:_"l£

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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Mo

Nl

1. YNERBucketA~1F{E , R[A404 no contenttE&iR. $EiR85 : NoSuchBucket,
2. AT HHLIERMIBRAI RS , OSSARIFRFPMR—NEZRYBucket,

3. MR EMBE— N AR AZ=HIBucket , IR[EI409 ConflictiiR |, $4iRA3 : BucketNotEmpty,
4. RGBucketiIfiBE Z BEMBRIXMBucket, FNSREMBR—NIKBIIRAPRAIBuUCKet , R[EI403

Forbiddens&iR, 1R85 : AccessDenied,

BB

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

IRERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLogging

Delete Bucket Loggingi2{EFFXFbucketifia) HEICRIIEE.

KB

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo
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1. WNERBucket~ELE |, iR[E]404 no contentiEiR , $51=9 : NoSuchBucket,

2. RBBucketiUBEE A BEXFBucketinHFICRINEE., MRAEEREF—NABTRN
Bucket , OSSjR[E]403 Forbiddenf&iz , $51=%9 : AccessDenied,

3. NRBRBucketFHigBFiELogginglige , {HFAREIHTTPIRZSAS 204,

Nl

KB

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REERA

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketWebsite

Delete Bucket Websitet&{EFIF X FbucketfUEaSMutitEtE=,
S
BB

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

DM

1. WNERBucket R EE , IR[E]404 no contentiiR , ££1R%5 : NoSuchBucket,
2. RBBucketiUifBE 7 8EXFBucketlIEHSMUHEEIRT. MRXERIF— I FE TR
Bucket , OSSiR[E]403 Forbiddent&iR , $iR85 : AccessDenied,
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Nl

R

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:.LnM4AZ10elduZF5vGFWicOMEkVg=

REFRG :

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

DeleteBucketLifecycle

Delete Bucket Lifecycle

iBidDelete Bucket LifecycleZiirigEBucketiIEmEHIELE.
s
BKRIBE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

I

1. N ESMIBRIEREBucketAIFFERIER BN, LS | iZBuckethAR&BObjectis B aIER.
2. RBBucketiIBEE A BEMIiRBucketfiLifecycleficE, MNRIREIRIE— N ARBETIRHY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i1=8 : AccessDenied,
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Nl

R

DELETE /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REFRG :

HTTP/1.1 204 No Content

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

K TFObjectiR{E

PutObject

Put Object

Put ObjectFBF_E1&3244.
v T
BKEE

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

60



XIgAFE OSS

APl &%

B5KkHeader

=

Cache-Control

Content-Disposition

Content-Encoding

Content-MD5

Expires

X-0ss-server-side-encryption

x-0ss-object-acl

Mo

1. INRAF LT Content-MD5iERk , OSS&itEbodyfIContent-MD5SFHIEE—HME , MNRAF—
# . BiREInvalidDigest{&iRf.
2. ANERERLAEY “Content-Length” {B/NFSCRRERIR ( body ) FREHIEIRKE , OSSIHERKIH

115

IEEZObjectil FEBTRIMRAVETF T ; EiFH
HAESRERFC2616,

KA TR
HANE : &

1EEIZObject#i FEAETHIRTR | BiFMHEAEER
RFC2616,
KB FRFE

BANE : K

FEEIZObjectiil FERTRIASRISET. | BIFMEH
RESHERFC2616,
KB FRFE

BANE : &

RIBIYRFC 1864XHERE ( AEIELER ) it
BEMD5ERE128LUH ST |, Mzt T
base644gi3I— NEEAIContent-MD5E, ZiE
KR HEFERESRGENE ((BEEREREES.R
E—E ) . BRIZIERLERED , OSSEINA
FERZIER L TR E NS E.

KA TR

NE: T

PR : To

THARTIE) ; B IESARRFC2616,
KA R

HANE : &

AR | OSSASIHXAMERH1TRRHIFIEIE

BreosstliEobjectAtAVIRSS S ImINZ MBS E .
KA R

&3A(E : AES256 8 KMS

IR APEEEEHIETEKMS ( ZPEERSS
), ZAR{FERKMSINZEEL , BSiR
KmsServiceNotEnabled$&i=13

1EE0ss Bl objectATAYIIIEINIR,

KA . FFFE

&%/ : public-read , private , public-read-
write

B4 ; {BObject K/NREF “Content-Length” ENBIA/N | BBEIRIEHEER.
3. AIRHAENFIIAIObjectEB M EEFE , HFEBNIAUR. FnAMIASHSEERFRAUS:
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, FZhiR[E]200 OK,

4. PNRFEPUtObjectfATR , #EHLAX-0ss-meta- ARIZHISEL , M Iuser meta , ELiIx-oss-

meta-location, —ObjectAILIBZNEUNESEL , (BFiBMuser meta/s K/NABEBIH 8k,

5. $NFRHead$;2H 1A Content length£#§ , 2IR[EI411 Length RequiredifiR, fHIRIY
: MissingContentLength,

6. IRIKETKE , BRIZEAXBEBody , iEKEMbody K/IVNFEEXR/N , [RBHEES—BESH
, Bftime out , }X[E]400 Bad RequestiE., RS : RequestTimeout,

7. AR ERINEIObjectATEAYBucket R1ZE |, iR[EI404 Not Found{EiR, $HiIRAS
: NoSuchBucket,

8. ANERIXERINAYODbjectFrEAIBucketiREIHIAIIR , IR[E]403 Forbidden&iR, fEiRF3
: AccessDenied,

9. USRI ERBISSG |, IR[EFEIREE400 Bad Request, $EiRF3 : InvalidArgument,

10. ANERENAIODbject keyKEAF1023=75 , iR[E]1400 Bad Request, fHiRFD

: InvalidObjectName,

11. PUT—/ ObjectfdRHE , OSS3z#54 HTTP RFC26161iXHlE K Header =FE% : Cache-
Control, Expires, Content-Encoding. Content-Disposition, Content-Type, 15 &
ObjectifigE 7 iX&Header , MiX/Object NEET , HHNAIHeaderfBE B aigE M HERTHY
E.

12. 4NER F{EObjectAtHEE T x-0ss-server-side-encryption Header , MA/iig & (B IAES2565,
KMS , BUIEIRE400FIHERESRIET : InvalidEncryptionAlgorithmError, fgEiZHeaderf5

, Rk FtheiRElZHeader , OSSEXT EERIObjecti I TINZERIBFME , X Objectiii ™
AT, ImASLPafEx-oss-server-side-encryption , (EFIREMIZObjectiUINEEE. XTIR
ZEIHINZNEZEE | 152 E RS ERRINZRD

)3
Content-MD5iHE SR

VA EAERIRE T 0123456789 Jofill , T EIXPFfFeRIContent-MD5,

1. IERROH G

tNERENNEEERERHE

1. B EH EERBAIMDS | B{ER—1M28(1 (128 bit ) R #HHIEE.
2. B ZHHEEH Thase644RT.

LAPythoniE=/9f1 , IEMETERIESA

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="
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FEIRE  XEZEH hash.digest() RIZER{E/Ibase645mABHIHIN.

>>> hash.digest()
'x\x1e” $]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

2. SEIRAGT RS

BERA—MEREXTTEEA325T (32 bytes ) B9 MD5SZF IR #H{Tbase64mi3. HIUl , FEHRAIXT
hash.hexdigest() #{Tbase644wh3 :

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2¢7"

>>>

>>> # TEESRITEER

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc="

3. BESSE
AR AT RS TR -

1. BREITEHFEAIContent-MD5 2— N 24F A W15 &
2. Ei1F 0123456789 fEARNE , HtAContent-MD52 eB5eJF1ptWaXm4bijSPyxw==

ANl

BRI

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

R[ERE
HTTP/1.1 200 OK
Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0
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Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

CopyObject

Copy Object

#EM—/MEOSS B object B —"object , AILAKRIE—NPUTIERLZOSS , HEPUTIERLATR
JNcZEx-0ss-copy-sourceRIEEE IR, OSSSBFIRTHIXE— N CopyR{E , HEETRSEEIHHITIZIR
E. WNSRFENRIN , MIREFHobjectEELE AR,

IZIREERTEIVNFIGBRIS Y | HFEN—NAT1IGBRISERT , w/RfFERIMultipart Uploadi®2(E , BRI
Upload Part Copy.

Copy#2/EaYiRBucketf] BirBucket:RERE—Region , KERegionfJBucket R EeH{TCopy ObjectiR(E

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

i&kHeader
B R
SHRHIE ( WRBRERR )
X-08$-COpy-source KB IR
HNME: &
WNERIRObjectlETaglBEFIFFIRMHAETagtEE
TR IEME |, FIRE200 ; BRNRE412
x-0ss-copy-source-if-match HTTP$EIRES ( FRbIERM ) .
KA PR
HNME: &

SNSRIRObjectiIETagEFIFBFRMHAIETag A EE

X-0ss-copy-source-if-none-match BT NIRME  FHEE200 ; AMIRE304
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X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

Xx-o0ss-metadata-directive

X-0ss-server-side-encryption

x-0ss-object-acl

MWRzrcER (Response Elements)
&R

CopyObjectResult
ETag

LastModified
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HTTPEIRAS ( FRAMEESRM ) .
KA R
FOME : T

INFRENSHP R RIS T EE R T S SEfRIE
BE) , MESRERSUY , FRE200 OK ; BRR
[E]412 precondition failedf&iR.

KA FiFE

BME: E

WRIRObject B \FIFIEEAIRTIBLARHRIERT
, MFATHEIUERAE ; BRRE]304 HTTPEEIRAD
( FRALERE ) «

KA TR

HNE

BXEICOPYFIREPLACE, tNRiZERH
COPY , MIFHIObjectilImetaBMREODbject S|
3K ; ANERIZHREPLACE , NIZMFRETR
ObjectfImetafs , MRARAFPXIRIEKFIEED
metal® ; EftENHIRE400 HTTPEIRTS, iF=i%
{E9COPYHT , JRObjectfdx-oss-server-side-
encryptionfImetafBASHITIEN,

KA FIEER

ZAE : COPY

B3 : COPY, REPLACE

ggossﬁﬂﬁEﬁ\objectﬁiﬂgﬂﬁ%ﬁﬁﬁiﬁﬁﬁgbﬂ%‘
KA YR

BRE : AES256 BF KMS

IR ARREEEHIETEKMS ( ZREERS
) AEIERAKMSIZEREL |, USSR
KmsServiceNotEnabled{&i=i3

1ExEosstliEobjectATHIIAIRIIR.,

KA FEE

&3%&E : public-read , private , public-read-
write

ik

Copy Objecté

KA PR

BME: &
#FObjectiYETaglE.

KA TR

RJtZ : CopyObjectResult
#Objecti/m B HTET A,
KA . FRIR

5t : CopyObjectResult
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Mo

1. AJLAEIg#E IR ER LI E M E B ObjectiImetalS R,
2. IR RERYIRODbjectitbitFIEFRObjectitbittHE , MFEiEx-oss-metadata-directive A{Al{E
. BB EEEHRObjectlmetalEE.
3. OSS>z#5E RERI N HeaderE2ANRIETHIL , 1HALZIES W Get Objecti2ERIAT DT

4. MM EREBKEXRObjectBIEAUR,

5. IRObjectfNB#RObject/E T E— MR+ L , BUIREI403 AccessDenied , fHIRERSA
: Target object does not reside in the same data center as source object,

6. ¥ IRERNTERFITSISRObject AFEAIBucketiEII—R GetiE kX &L , HITBHRObjectfR7ERY

BucketiE#I—IRPutiEsRixREL , LARABR AOFTIGEFE=S A,

7. BIUREIS R ERGERL |, #BR2LL "x-oss-" FFLAY , FRLABNIAERFFTEH,

8. BTEIEIURIEHPISE T x-0ss-server-side-encryptionigzksk , FEIFKESRIE ( HAES2568]
KMS) , NIFIEIRObject B TISIRSZ 2RImIIZRIS , # N ZEABRObjectE 1 TIRSS 2in
INZ%mE. HEEIURENmEELHSEEx-oss-server-side-encryption , {EFIZREM B R
ObjecthIINEE L., EXEFRObjectt FEkET , MRSkt &EEx-0ss-server-side-
encryption , {E#IREMIZObjecthIINEEE ; H1E IURIEHARIEEX-0ss-server-side-
encryptionigskzk , MFICIRObject EEHITIS RS eRIRINZRIS , N Z/EAIBRObjectEER
T ARSS 2R im N RS NI RIEUE.

9. #MiR{/Edhx-oss-metadata-directiveizksk ICOPY ( BRIAME ) BF , FAEIRObjectAIx-oss-
server-side-encryptionf , BJEI#RObject @& H 1 TIRSS e8im N Z RIS RIRIECOPYIRERBIEE 7
x-0ss-server-side-encryptioniExKLKRE,

10. BHEFEIR(EHISE T x-0ss-server-side-encryptionig=kk , HEIGEKEIEAES256 HIEKMS , M
IREI400FIHERAVEIRIETR « InvalidEncryptionAlgorithmError , BEZIRBEHINZEE |, i55%
SSRGS ERim NSRS

11. INRFENAISFAR/NATLIGB |, 2IR[EI400F15EIRIE « EntityToolarge,

12. R EAR B BT AppendiBiN_ &A= object,

13. WNRIHEB RS HEE | RIERTSHEE.

14. #N5RBuckethY2EE A Archive , MIABEERIZED , BNRE4005ER | FEHRBA
OperationNotSupported,

Nl

BB

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-Ccopy-source: /oss-example/oss.jpg

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT </LastModified >
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

GetObject

Get Object

FATFREERE N Object , HEMFEKRRAFHZObjectB IR,

BKEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange(aJi%)

iBk&#(Request Parameters)

OSSIFAFEAIXGETIERAT , BEXOSSIXENEMN HHI—EHeader. ERRAFIERXAILScontent-
typeiH{TEEMIRE , BfttHeaderMZEXRAFAIXHIGETIERUUEHER. XEHeaderB1E :

&7 i

IRBOSSIREERAIcontent-typesk , BERiAES
response-content-type g%&%&%

E;fk:{ﬁ 75
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response-content-language
response-expires
response-cache-control
response-content-disposition

response-content-encoding

B5KkHeader

BFR

Range

If-Modified-Since

If-Unmodified-Since

If-Match

If-None-Match

68

RBOSSIR[ENEKAIcontent-languagesk
KA TR
ANE: T

REBOSSIREEKAYexpiressk
e d=c
NME : &

RBEOSSIR[EFRAcache-controlsk

KA FIFER

NE: T

R EOSSIREERAIcontent-dispositionk
HKA . =R

HNE : &
REBEOSSIR[ENEKAIcontent-encodingsk
KB FRFE

NE: T

15

BEXHERASTEE. W, RTE bytes=0-9 , &
TMEXEFOFFEIX10MNFHT,

KA TR
HIME : &

WNERIEERIAT B B FSEPrERaATE) , MIIEREIES
%, FHR[E]200 OK ; FNiR[EI304 not modified
KA . FFFE

HNE : &

ASfEHE=t « GMTHYIE , BIgnFri, 13 Nov 2015
14:47:53 GMT

INFRENSHP IR RIS T EE R T S SEfRE
B, MESREESUY , FRE200 OK ; BRR
[E]412 precondition failedf&i=

KA FFE

BME : &

RIS : GMTRY{E , f5I%0Fri, 13 Nov 2015
14:47:53 GMT

ANERAE NEAEEAYETagFlobjecty ETagPtE , MIIE
BRI, FHRE200 OK ; BRE412
precondition failedfgix

KA FiFE

HNME: &

WNSRIENRIETag{EFIObjectiYETagAPLEL , MIIE
BEAEHE FHREI200 OK ; BNIRE304 Not
Modified

KA FRFE

BANE : &
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Mo

Nl

1. GetObjectiBidrange S ATLISTIFMTRELE |, X FLERARIObje BN EFIZINEE.

2. MNRAIERLFFEARangeS# ; MIREIEEFSE BN HIHKELXIREIRTSTEE | Fign
: Content-Range: bytes 0-9/44 , F/AENNHKEN44 |, IORRERFEEN0-9, MRAFETE

EHEE , WEXEANM | FEREERFIEN Content-Range,

3. MR "If-Modified-Since” FTTEFIRERRNEAFESIE , ERERERH , FHiR[E200 OK,

4. If-Modified-SinceFIf-Unmodified-SinceAJ LABRSTFAE , If-Match#If-None-MatchtB e AR
FE.

5. AR B EIf-Unmodified-Since F BAFESTHE B SIf-MatchHEAFRTS | IR[E412 precondition

failed

6. NRESIf-Modified-SinceFF BRFFATHE B SIf-None-MatchHEARES , iXE304 Not

Modified

7. SNRSHATEIE | IR[E404 Not Found$EiR. $&iRf3 : NoSuchKey,

8. OSSAZIFHEZHDMNGETIERF , B IERESEkEEREEKAheader,

9. EBE N OSSIREIERFHI—LHeaderft , IEBERIERT ( BNRERS/I2008F ) , OSSHA=HE

iBEXfIheaderiZ B AP GETIER S FisENE.

10. HizObject I TIRS ERImEMISINZEFMER , NEGETIERI<BaRZRELSHEF , HEAER
Nk, 2iR[Elx-0ss-server-side-encryption , E{EZRFiZObjectiIiRSRimINZE £,

11. FEBRENEHT GZIPEREERNAF | FEAFKAIHeaderh BRI Accept-
Encoding:gzip , OSSEIRIES 4 HIContent-TypefISEK/ , FIMETIRELAFEZLIGZIP £
HEREIE. WRRAT GZIPEENA =M Eetag 58, BHRIOSSXIFGZIPE4EHIContent-
TypeAHTML, Javascript, CSS, XML, RSS. Json , X4 K/NEARANF1k,

12, ANRIHB RS HEE | IREIBRMIIRS. #E , rEkFContent-Length, ETag,
Content-Md5 A BRMHRITTER | Last-Modified 2 BRI SHEERIRAE ; HtS
FrEEENTTER.

13. ANRHB RS HEE | FEBRUGAZE | R[E404 Not Found$iiR, $EiRD

: SymlinkTargetNotExist,
14. NRAEBUARFEEEE | FFEBRUEEEIERS 55 | IRE400 Bad requestigir. HIRED
: InvalidTargetType,

15. X3 FArchive| 31428 | Object FEEEIRIZRestoreidzk , HEFRestoresghk ; RBETEODjecthy
Restoret{Eschk B EHTRI , ObjectABEM T :

a. MNERigBIERRestoreidK , BiE E—IXiZ3ZRestoreB&ERT , NIREI4035E | FHIRBA
: InvalidObjectState,

b. & E&E3ZRestoreimK , {BEIEAIRestorel{FIRIRET . NIRE4035 |, $HIREA
: InvalidObjectState,

c. RBRestoreTehY, , HISHiER , RS REERE T2,

BB
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GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60OhZ9)fe8=

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangei&skf :

GET /oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 206 Partial Content

x-oss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
X-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BRESCREHBSENERZME -

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: 32

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

FFSHERAERTA :

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

RERRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-o0ss-object-type: Symlink

Content-MD5: gIYmXvwCEeOfmi8JvOYilw==

Archivez2kBIObjectfRestorefR{FEESERATHIERTA :

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

IREERAI
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HTTP/1.1 200 OK

x-oss-request-id: 58F723894529F18D7F000053

X-0ss-object-type: Normal

X-0ss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

AppendObject

Append Object

Append ObjectLUBIIBRIA T E1E3E, @idAppend ObjectifERIEAIObjectzE S9Appendable
Object , Mi@idPut Object H{&£AJO0bjectNormal Object,

KB

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

iB5KkHeader

EA 115

IBEZObject#l FEETHMIARIEFITH | FHifH
RIS HBRFC2616,

KA TR

HANE : T

1EEIZObject#i FHAETHIRTR | BiFMHAEER
RFC2616,
KB FRFE

BANE : K

Cache-Control

Content-Disposition
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Content-Encoding

Content-MD5

Expires

X-0ss-server-side-encryption

x-0ss-object-acl

g Header

B

X-0ss-next-append-position

x-o0ss-hash-crc64ecma

FIEABBRERORER

FEEIZObjectiil FERTRIAE RIS | BIFMEHE
RIESHERFC2616,
A FRFER

BANE : &

RIBIYRFC 18643 HERE ( AEIELER ) it
EMDSEFRE128LUIF ST | MiZiE=ilT
base644mig A— N HERContent-MD5E, %5
KRAATFHESEMNNE ((BERREREESX
EA—E) . BAZIERLEAE , OSSEINA
PERZER SO TIREREE.

KA TR

HNE

PR& : T

SEARYE) ; EIFREAIE S ARRFC2616,
2R B

HANE : T
fgxEosstliEobjectITAIIR S BRIR I 4RADEI £,

KB FRFE

AIiAE : AES256 8 KMS

IR . BRPEEREEEHaEKMS ( ZREERSS
), AEfERKMSINERE | Bk

KmsServiceNotEnabled$&i=13

g2 osstlEobjectRHAIAIEIR.

KB FRrE

B3%&E : public-read , private , public-read-
write

fEid

1B T —IRIERM iRt Aposition, SCPREFE
LHIObjectiKE. Append ObjectfiIhiR[E]

, BiERE positionf10bject< EAILEL TS [#2HY
409%81RAT , 2B & lttheader,

KA ;G4 EERY

FBHObjecth64iICRCIH, %641 ICRCIRIE
ECMA-182REH S,
KA 64 EERY

1. 7gExd—IFAppendable Objecti#{TAppend Objecti#fE. flan , EEFE—RENormal
Objecthd , Append ObjectiEFAiRE409 , $&iRF30bjectNotAppendable,

2. JTW—NELEFEERIAppendable Objecti#{TPut Objecti®fF , BBAiZAppendable ObjectS4ERHY

ObjectB= , 2£8IZINormal Object,

3. Head Objecti#{E&iR[Alx-0ss-object-type , B FZAAODbjectiY3EE, XdFAppendable Objectk
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4,

5.

%, ZfEAppendable, XtAppendable Object , Head Objectti&iR[E] LiAMIx-0ss-next-
append-positionfix-oss-hash-crc64ecma,

Get Bucket ( List Objects ) iIERRIMRXMLF , £3BAppendable ObjectiyTypeikf
Appendable

BILAMEACopy Object kI BRIIRS S=imINZHNEMESERAFEENTER. BaLUE
Appendable ObjectiE I pk B34 |, FHISHFEEAppendable Object,

5o

1. URLE#appendFpositiontdACanonicalizedResource , EEGQETEEZF.
2. URLEIS#wslitl &append , FSEISEIXE—Mppend Objecti®fE,
3. URLEIBZEE /B Sposition , EEFSEMNTHITIEN. BEXENMRFAIpositions i

8.
9.

0, FEEENR/FRYpositionZ2O0bjectfIHBIHKE. Ul , F—IXAppend ObjectiEKIgETE
positionfE0 , content-length/265536 ; B4 , £ _XAppend ObjectEEIgSEposition
65536, ERIEBERINGG | MRRSkEBx-0ss-next-append-positiontB &R F—ENNHY
position,

. SnRpositionAHEFNHRIObjectAHKEA—EL , OSSRIREI409EIR | $EIRIDH

PositionNotEqualTolLength, &4 FIRTEIRES , FAFRILABE IR SLEBX-0ss-next-append-
position3k{§E| T—iRposition , FERFEITIEK.

. ZPositionfEA0RT , MNRIRBERERZAppendable Object , B E&EAppendable ObjectiKE R

0, iZiEkpIh ; HittlE R IPositionF1ObjectiK EAILE IS .

. HPosition{E 90 , E}8EREObject?Z1E , BB4AAppend Objecta]LAFIPut ObjectiEk—#E , 188

&Ux-oss-server-side-encryptionZ 2kAiEKkHeader, X—mfInitiate Multipart Upload@—#¥
1. SNERFEPositionI0RYIERAT , I T IEHEHIX-0ss-server-side-encryptionsk , BRAS4H
Append ObjectlfiisLERti o & x-0ss-server-side-encryptionsk , EEXRBINZEX, LR
wEFYmeta , AILMFEACopy ObjectiEsk,

. BTFHARXER , BfERPIEpositionfEIR /I T x-0ss-next-append-position , iZiEKIKSARTBE

E79PositionNotEqualToLengthmmsi,
Append ObjectF=4AJ0bjecti<ERHIFIPut Object—#¥,
&RAppend Object&fEHTZObjectiH/FIEATIE,

10. fEpositionfEIERAIER T , XWEFERIAppendable ObjectiENI—MKENONNE | IZIRIER

SHEFObjectfVIRTE.

11. 4NERBucketA92EE HArchive , MIABERAZZEO , BNIREI4005E1R | fEIREA

OperationNotSupported,

CRC64RNTEGZC

Appendable ObjectfyCRCRAECMA-1821r/ |, FIXZAYITE SN —1F. FIBoost CRCIEEIRRIA I RENX NG

typedef boost:crc_optimal <64, 0x42FOELEBA9EA3693ULL, OxffffffffffULL, OxFffFfFfffffffULL, true, true>
boost_ecma;
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uint64_t do_boost_crc(const char* buffer, int length)
{

boost_ecma crc;

crc.process_bytes(buffer, length);

return crc.checksum();

}
2 MPython cremodfiyATA -

do_crc64 = cremod.mkCrcFun(0x142FOE1IEBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)

print do_crc64( “123456789" )

ANl

BRI

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

REERE :

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-oss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-0ss-request-id: 559CCI9BDC755F95A64485981

DeleteObject
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DeleteObject T IF&EANObject,
EEHSH/Y
BRI

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MM

1. DeleteObjectEK3$iZObject EG SR,

2. ANREMFRAIObjectMFEIE , OSSHIREINRZSEE204 ( No Content )
3. IR Bucket~EEE | IR[E]1404 Not Found,

4. IR HREV SR | RRRFASitEES.

Nl

BT

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

RERRG :

HTTP/1.1 204 NoContent

x-0ss-request-id: 559CCIBDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

DeleteMultipleObjects
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Delete Multiple Objects

Delete Multiple Objectsi2{EsziFRF @I — NHTTPiEkMIFRE—1BuckethadZ /1 Object, Delete
Multiple Objectst{EsiF—IRIEKARZMERL000NObject , FHEMHFFNRENRET : 1F4H(verbose)tEAN
B (quiet) &

- FEET - OSSIREIRSHEAFEE S8 — MIFRObjecthI4s
- RS ¢ OSSIREIRYHE AR RESMFRIEHHERIObject R ; WNRATEMIBRERRINAIE . T
IRBHER,

ERITE

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>

</Object>

</Delete>

iBk2#(Request Parameters)

Delete Multiple Objectsft , FJLAEIZ encoding-typeXdiREIZ5RPRIKeyiH THRED,
B R

IBEXHREIRIKeyiT4RES , BRisHFurldHie.
KeyfEFBUTF-8=%4 , 1Bxml 1.OFREARSTIFRT—
L= |, thilascifE ORI 10M=FRT, T
KeysrBExml 1.OFREARSTHFANEHIZRT , ATLAE
TfExEencoding-typeXdiREIAIKey 1 T4RAD.
HUERR | FRFE

encoding-type

ENE - C
A%(E : url
iB5KkTc&(Request Elements)
B R
Delete {R7zDelete Multiple ObjectissKEIZSEE,
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Key

Object

Quiet

MuRrcE= (Response Elements)

B

Deleted

DeleteResult

Key

EncodingType

Mo

KA . REe

g*ﬁ - —NEENObjectits |, TiEAIQuietTs
ﬁz*ﬁﬁ None.

R Objectly B =,

KA TR

RT3 : Object

{%ﬁ_/l\o bJ ect{%:%ﬂl‘]gg%o
KA . [
FIR ¢ key

AN

R : Delete

177 "fE8” mAARIURIFK,
KA MEEFRTER

BYUE : true, false

ZRINE : false

R A : Delete

170

(REFH L IOIBRAYODbjectiYS =S,
e it NS

FH : Key

R : DeleteResult

{®7FDelete Multiple ObjectiERERMIESEE,
KA . Ree
FTm : Deleted

AN+

LT A : None

OSSHIfTHHFRIEIERIObjectZ =,
KA ISR
LT /A : Deleted

1EBER AR PIRIBFERNEE, WREKNSE
Ffg%E T encoding-type , BRREIIER ST
Keyift{T4wm3.

KA R

REm . B8

1. Delete Multiple Objectsigski4 /T Content-LengthflContent-MD55ER, OSSEIRIEIXLLFER
IEEIRERARIERN | ZE4SHITHIBREIE,

2. £piContent-MD5FERRZE 5% : BSciEDelete Multiple ObjectiE RN BLRIIMD5 I E5E)—
M2BFTHHA ; BEZFT5EERbase6AFERD ; RBEINFAERIZContent-MD5FE;

3. Delete Multiple ObjectsiEKEAIAZ IS (verbose)tE=,
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4. f£Delete Multiple ObjectsiEsk-lfr— N TFERIObject , 3FAIASIZRINAT,
5. Delete Multiple ObjectsHSiBRARANIF2MBIINES |, #Bid2MB&IR[EMalformedXMLEE RS

6. Delete Multiple ObjectsiEsk&xZ 71T —IXHIPR1000~Object ; #&iZ1000Object=iR[E]
MalformedXMLEIRAD.

7. SNRAF &7 Content-MD51&3k:L , OSS&itEbodyiContent-MD5HIQE—5E , INRA—
. ¥BiREInvalidDigest{&iRfg,

Nl

TR :

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAXBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

RERRG :

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>

<Key>multipart.data</Key>

</Deleted>

<Deleted>
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<Key>test.jpg</Key>
</Deleted>

<Deleted>
<Key>demo.jpg</Key>
</Deleted>
</DeleteResult>

TR

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>

<Object>
<Key>test.jpg</Key>
</Object>

<Object>
<Key>demo.jpg</Key>
</Object>

</Delete>

RERRG :

HTTP/1.1 200 OK

x-o0ss-request-id: 559CCIBDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

HeadObject

Head Object

Head Object RIR[EIFAObjectfmetaflER | MREINHFARE.
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KIS

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B53KkHeader

2R fid

SNSRI RERIRT IR R TSERMERTIE) , NREI200

If-Modified-Since OK#1Object Meta ; &NIR[EI304 not modified

KA . FFFE
HANE : &

NRENSE PR RS T B R T S LFME

1A , MREI200 OKFIObject Meta ; &NiR[E]
If-Unmodified-Since 412 precondition failedfgiz

KA 5

HNME: &

WNRIENEBAERIETagFNobjecty ETagltEE , MR
[E1200 OK#AObject Meta ; BNx[E412

If-Match precondition failedfgix
KA FiFE
HNME: &

SNERENRIETag{EFNObjectiIETagAILEL , MR

[E1200 OK#1Object Meta ; BMX[E]304 Not
If-None-Match Modified

KA FiFE

HNME: &

Mo

1. NMEIEFEIREI200 OKRZIFIEREIRE , Head ObjectZB R EIHREMA.

2. HeadObjectsz#F LI xElf-Modified-Since, If-Unmodified-Since, If-Match , If-None-
Matchf9EIE&M, BAINESIGetObject iyt MAGEIN., dNRIZEIEH , IR[E1304 Not
Modified,

3. AIRAFPTEPUtObjectiIRHEE NLAX-0ss-meta-AFFsLHuser meta , LEilx-oss-meta-
location , IR[EBERT , IRElXLuser meta,

4. NRXHATFEIRE404 Not FoundigiR.

5. &H1ZO0bject I TIRSS SRR BRI INEZERY , WEHeadiERIIFELF , SIR[E|X-0ss-server-
side-encryption , E{E&BIZObjectiIiRS 2einIIZE £,

6. WIERS{HLBARFEHERE , RSk Content-Length, ETag. Content-Md5 ¥ BHR34-89TTS
B ; Last-Modified @ Bir XA HIFRFSHHENSEAE ; Bt AFFSitETER.
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7. NSRS REYARFSHERE | FAEBRSUS AT | 1R[El404 Not Found$EiR, $5iRM5
: SymlinkTargetNotExist,

8. WIERSH2REYHRFSHEREE | FFEBIRUEEIERFSHEE | IR[E400 Bad requestifiR, $HIRID
: InvalidTargetType,

9. x-oss-storage-classfRZRObjectfyF#E3EE! : Standard , IA , Archive

10. aNERBucketzkBgArchive , BFIFER1R3zRestoreiEk , MIARSkFELx-0ss-restoreiR[Eli%
ObjectfiJRestoredkz , U1 TS,
a. IR EIRERRestorem&RestoreBEE#BRT , NAIREIZFER,
b. INRELE3ZRestore , ERestorei&BRI5EA , MiR[EIFIX-0ss-restore{E9: ongoing-
request=" true” ,
c. .NRBELEIEAZRestore , ERestoreE24258A% , MIREIHIx-0ss-restorefE3: ongoing-
request=" false” , expiry-date=" Sun, 16 Apr 2017 08:12:33 GMT" ,

Nl

R

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
X-0ss-object-type: Normal
x-0ss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

#@3ZRestoreifk{Brestorei B eMETHIE KRG

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: OSS elUnnbm1rgdnpl:KKxkdNrUBu2t1kqlDhOMLbDb99I=

REE

HTTP/1.1 200 OK
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x-oss-request-id: 58F71A164529F18D7F000045
x-0ss-object-type: Normal
x-0ss-storage-class: Archive

X-0ss-restore: ongoing-request="true"

Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

123zRestoreif KB restore B 5e AT ETiE R~ HI

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdu606FMJnn+WuBw=

RERRA

HTTP/1.1 200 OK

x-oss-request-id: 58F725344529F18D7F000055

x-0ss-object-type: Normal

x-oss-storage-class: Archive

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:35:51 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "fba9dede5f27731c9771645a39863328"

Content-Length: 344606

GetObjectMeta

Get Object MetaFBSFAEEE MBucket FHIEMNObjectidEAmetalE 8 , B1E1ZObjectAYETag. Size ( 314
A/N) . LastModified , HFRREEAS.

KIEE

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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1. TICIERIREIRZIFIERRE] , Get Object Metaty RRELHEIR.

2. Get Object MetaFE8 & objectMetaiazk&41 , BNIZFRGet Objectiz=K,

3. MR ATFEIREI404 Not Foundi&iR,

4. Get Object MetatgBttHead ObjectEiZ & , (WREHEEODbjectiy/ M ERAmetal5 R , BIFZ
ObjectBYETag. Size ( {&FK/N) . LastModified , EfrSizeHimiskContent-LengthB9%UEZR
e

5. NRAREFFSHER | IREFFSIHRASER.

Nl

R

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

RELRG

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

PutObjectACL

Put Object ACL

Put Object ACLECIFIFHEObjecthYihIEIMIR. ERIObjectE I ia)#YER : default , private, public-
read, public-read-write, Put Object ACLI{Ei@IIPutiEzkf “x-oss-object-acl” LFKIRE , XMEER
BBucket OwnerGBRINIT, SNREBIERLT , NiR[EI200 ; BNREHENAIEIRIGIIERES.
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BKRIEx

PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Object ACLEEX
&R

private

public-read
public-read-write

default

5o -

1. ObjectAisER{FEIE | GetObject , HeadObject , CopyObjectflUploadPartCopyhfidiFsource

objectHiE ; ObjecttBiR{ERIE

: PutObject , PostObject , AppendObject , DeleteObject , DeleteMultipleObjects , Complet

fik

IZACLERIAE N Object 2FABHIR , BIRBZ
ObjectfOwnerffi5iZObjectiNiEEIR , Hith
RSB RIEIEZObject

IZACLERBEE A Object@ N HERIR , BIEObject
OwnerRE1ZObjectAYiESR , MObject
OwnerffiBi1z0bjectiYiEENR

ZACLERBBEANObjectEAHIEERR , BIFfEH
PREXSZObjectiIEE R

ZACLEBEE N Object 28 EBucketiE SR
IR , BIBucket2HAIPR , Objectfi 24N
bR

eMultipartUploadl A CopyObjectXd#fIObjectiI 5,
2. x-oss-object-aclFHPRAHELIRTE LIRAFIPRF, NREAET Lik4FaIER , OSSiR[EI400

Bad RequestiBR , $HixAS : InvalidArgument,

. BPAMYETLAEID PutObjectACLIZEORiIZ B Object ACL , IXATLATEObjectiISHR{ERT , 1EiFRL
ths_Ex-oss-object-acl3i8EObject ACL , SR SPutObjectA ACLE[E, fgNPutObjectif7EiH
H A5 _Ex-oss-object-aclAJLAFE EE—1ObjectlEIRHKER MObjecthIACL,

. SAFEAObjecti GBI RAIFAFEEEMObjectht , OSSIR[E] 403 ForbiddeniHR , $5IRF3

: AccessDenied , 27~ : You do not have read permission on this object.
. SIHEANObjectiBERIRIVAEFSH N Objectht , OSSiR[E] 403 ForbiddeniER , $4iR5
: AccessDenied , 27~ : You do not have write permission on this object.

. RBEBucket OwnerZABINRIEAPuUtObjectACLIIEKIZBucket FENObjecthJACL, FEBucket

OwnergFPutObjectACLES , OSSiR[A] 403 ForbiddeniB& , $&iRES : AccessDenied , &7
: You do not have write acl permission on this object.
. Object ACLItck =T Bucket ACL, #HlanBucket ACLRZprivatefly , fObject ACLEpublic-read-
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writefl , MBEIXNObjectht , SeI#TObjecthIACL , FTLARRE FAFERAEIXNObjectiisai R
, BMsHX/BucketEprivate bucket, WRFENObject \JERIEEITACL , MHEHPRE EBucket
ACL,

Nl

R

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetObjectACL

Get Object ACLAESRFREVE MBucket FAYEANObjectiiaIaIM R,
e AL SN
BKIEE

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWRcER (Response Elements)

2R A
EFHEACLIEEN SRS
AccessControlList KA N8
AN

T/ : AccessControlPolicy

86



XIGRIFE OSS APl &%

{F17Get Object ACLEERIIAE

AccessControlPolicy SN
R4 None
Bucketii5&RIZFR.. (BRIFIID—E)
DisplayName KB FRFER
RT3 AccessControlPolicy.Owner
ObjectAYACLI R,
KA . EFRTER
Grant BXUE : private , public-read , public-read-
write
RT3 AccessControlPolicy.AccessControlList
BucketiiBEHFFID
ID KA FRFER
AN

T /M : AccessControlPolicy.Owner

{RFBucketifiE & EENAES.
Owner KA - NE.
AN

R : AccessControlPolicy

MWD

1. RBBucketfyBEE 4 BefFEFGetObjectACLIX MEOFRENIZBucket FEANObjectAYACL , JE
Bucket Ownerf@HiZiZORT , iXE403 Forbiddenig &, $£iRf3 : AccessDenied , #£7~You do
not have read acl permission on this object.

2. NERMZEXIFENObjectiREITACL , NiFAGetObjectACLAT , OSSIREIAIObjectACLERE
default , &BA1ZO0bject ACLIEZfEBucket ACL, BD : #tNERBucketRprivatefd , MliZobjectt,E
privatefy ; #NERiZobjectEpublic-read-writefd , MiZobjecttEpublic-read-writefd,

Nl

KB

GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

REERE :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS
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<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

PostObject

Post Object

Post Object{EFAHTMLERE L& 4EIEEbUCket, Post/EAPUtiVEE | EE TN HE3U4E!
bucketpf/5uT8E. Post ObjectfiBRELAEBITZEREME ( multipart/form-data ) &5 , 7EPut Objecti£
{ERSEIBEHTTPIERLEE |, FEPosHRERESEHINIENHRTAFRIREIREE,

Post object
BKRIBE

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168

Content-Disposition: form-data; name="Content-Disposition”

attachment;filename=o0ss_download.jpg
--9431149156168
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Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

REALE,

= g D

Bucket #iHEEBIACcess Key
Id,
e
NN
OSSAccessKeyld ) - BbucketdEpublic- BEMH
read-writeaZ2H T
policy ( &Signature ) Z=&ai
B, MR AhiZR R,

policyflzE TIBKAIREFHNE
EtE, AEEpolicyREIHATIE
KA RERIEKR , HEREE
PAiEpublic-read-writefd
bucket, BEIFMAEABESET
X Post Policy,

policy KB FHER BEHN
HNME :
PR : ZbucketdEpublic-
read-writeE BIRH T
OSSAccessKeyld ( &%
Signature ) FREAERT , R
fHizZReasE,

;:Sﬁ
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Signature

Cache-Control, Content-

Type, Content-Disposition,

Content-Encoding, Expires

file

key

success_action_redirect

success_action_status

HR¥EACcess Key Secret#l]
policyit BRI RER , 0SSk
IBZE B EENMIIEZPostiE
KOEEM. BFEEAESE
X Post Signature,

KA FRFER

VN ER

PR : ZbucketdEpublic-
read-writeg Z it T
OSSAccessKeyld ( g%

policy ) FEEAT , DRRAZ
TR,

RESTiER:L , BELZAYERWPuUt
Object,

KA R

EINME :

XHHNARE , WREREF
NERE—ME. NEESBR
B EIRIZEE Content -
Type , SEBEAFIRE.
OSS—IRREE_EE—/N 4.
KA PR

HANME: L

& HRJobjectZFR, W0
FEFERBR LERSUEBTRME
JIobjects , EH
${filename}ZTE, HIa0 : N
AR EE7T X4 b jpg | Mokeytd;
EREN
Juser/a/${filename} , £
object®&A/user/a/b.jpg. U
RHEZEREE |, MERBRSUSE
BHREEE , FIINABR EETX
#a/b/c/b.jpg , NMESHUEZ S
b.jpg , HEkeyHAMEIREN
Juser/a/${filename} , =&
objectf& /user/a/b.jpg

KA R

HNE: L

eI EEFimBEEEIRY
URL , WIIRFIEEIZFRR , 1R
EI45RE
success_action_statusZRE1s;
18xE. WR E{E5KN , OSSiR[E]
R , HAHTHEE.

KA YR

EANE -

KigE
success_action_redirectZRE 1z
B, iZRBSIEE T LENIE
RELEEFIHIPRSE. B
{E9200, 201, 204 ( BRIN ) .
WRIZIHAYE 20085

204 , OSSIR[EI—NES3ASFE
MAVRSEE. WMRIIHAYER
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X-0ss-meta-*

X-0ss-server-side-encryption

x-0ss-object-acl

X-0ss-security-token

lgpzHeader
SR

X-0ss-server-side-encryption

MRz T2 (Response Elements)
&R

PostResponse

Bucket

ETag

B79201 , OSSIRE—NXMLIZ
020 LASES.  ANREERIR
BNERER—EAE

, OSSIRE—PESIAEFI2044K

5.

KA YR

NE: T

FIF18ERJuser metaf&.

OSSAate BT EFRHI%E. .
KA FRFER ik
L VNER
?‘é‘}xj’EOS@E@UgoibjectE?E’\Jﬂﬁ%%%
IRINZIRIBEE, .
SR - e FIiE
Bi%(E : AES256
fgxEosstliEobjectATHYiIAIIY

R,

HKA . R .
2%/ : public- g
read , private , public-read-

write

BARRIGE2EERASTSIRRT RN

AR WEEREEZIA
SecurityTokenf9{& , BRT
OSSAccessKeyldEEFRESZ
BEoxda9laRTAccessKeyld |, it& EIpvis

BB, SEREE
AccessKeyld&& 75—,

KR T8
HANE : &

1%

WNRIBKISTE 1 x-0ss-server-side-encryptioni
P53 , MmpiHeader &2 TiZLER , +8BB TR
ERNINZRIE.

KA PR

AR
(RIFPostiE kGRS

it
FT55 : Bucket, ETag, Key, Location

BucketZ#FR.
KA TR

R : PostResponse

ETag (entity tag) 75 Object4 Ak AIRTEME!
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&2, PostiExKEiZAYObject , ETaglER1%
ObjectiFRuuid , BATLABFHREIZObjectIE
BARETK,

KA FiFE

RT3 : PostResponse

#relEObjectilYURL,

Location KA 2R

AN

T : PostResponse

WO

/N

]

/7

1. #4TPostREERITbucketEBR , fNEbucketApublic-read-write , ATILAR LIESEEE , &
MERIHZIREHITERIUE. SPUtiEEARR , Postig{E(FEFIAccessKeySecretXipolicyi# {7854
ITEHEEFRFBEEASignature REIFAYE , OSSRINIEZENTMHIMTEBRIGIAME.

2. FToiebucket2& Spublic-read-write , —B E{£0SSAccessKeyld, policy, SignaturezREiEHa9E
B, NSREANRRE LT , FREFITOSSSIREREIRES : InvalidArgument,

3. postBEIRATRPIRIBLNA “multipart/form-data” , BlheaderdiContent-Type/s
multipart/form-data; boundary =xxxxxxXt£AIFZ, , boundary BiLFR=FTER,

4. IRRFREMURLIbucketifZBIE] , AFEAEURLFFEEObject, BIEXRITEPOST / HTTP/1.1, &
BESRPOST /ObjectName HTTP/1.1

5. policyfITE TiZRPostiE R REIFHIEIRE , OSSEIRIEpolicyHIlTERIE RN , NRAEIES
IR[ESEIRTS : AccessDenied, 7EMGEpolicy&iEERT |, policysh A IR BRI TIRE,

6. REMpolicy/RfERRUTF-84%3 , policy ARTUTF-84migf1base6447FBAIJSON,

7. PostiZEsRFP el LAB S EIMIZRERL, , OSSRIREpolicy WXLk BAIGE &AM .

8. fNER A £ T Content-MD5ERL , OSS£itEbodyfIContent-MD5FHHEE—EME , ANERAF—
3 , $Bix[EInvalidDigestf&iRAg,

9. WNIRPOSTIEKF B EHeader&EZEEEHURLEZ(ER | OSSARW B HIGE.

10. ANERIEK L Ax-0ss-meta- HRIERAIZR ST , MM user meta , EEalx-oss-meta-location,

— N Objecta] LA SN RIS 2L, (BFERYuser metaR K/ N\AgEBIT 8k,

11. PostiEakMbody ZHKEARIFRIZSG, EXMHKET KX , IREEEIR : EntityToolarge,

12. MR HEHEE T x-0ss-server-side-encryption Headerigskis, , Mg B EENAES256 , BN
£1R[E400F1FE1RHS : InvalidEncryptionAlgorithmError, (g§EiZHeaderfg , FENMASLFHEIR
[ElizHeader , OSS&XY_HERIObjectHITINZmIDFE | ZXMObjecttff NEAT , IMASLHE
Bx-oss-server-side-encryption , {E#IZEMKIZObjectiIINFEX.

13. REFHAXNERGRR , (ERFRERIEA /NS,

BB

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

92



XIGRIFE OSS APl &%

--9431149156168
Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmFO0aW9uljoiMjAxMyO0xMiOwMVQxMjowMDowMFoiLCljb25kaXRpb25zljpbWyJjb250ZW50LWxlbmd0aCl
yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhInOsey)rZXkiOiAiQUJDIn1dfQ==
--9431149156168

Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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Post Policy

PostigkfipolicyRBFATFIIEBEKRNEEM. policy S—EREZITUTF-8F1base644IZHIISONX A |, FEH
T PostiERHERIFM. BT public-read-writeA9bucket EAERT , postREEIRTIETT , BeAl13ER!
I ERZIESRIRFIPostiEK.

policy7z<fl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post policyshis/fl & expirationflcondtions,

Expiration

ExpirationBHEXE 7 policyAUidHARTE , LAISO8601 GMTHYEIZ R, 4" 2014-12-01T712:00:00.000Z" 3§
FE T PostiE kiR 4E7E2014512 B 1H 122 /.

Conditions

Conditions@—1MIER |, AL BETFIEEPostiEkIFRBEIGNS I AE. 5 | REEXIMAYEEIEEpolicyZ g
BTV R, Bt , policydig BERRBEIAIS I BN SN T BZBIRREEANE. Policys7iHHY
conditionsII T~ :

B fik

HESHRISR/INIRKISIF AR,  1iZconditionsz

content-length-range #contion-length-rangelt& A .

Cache-Control, Content-Type, Content- HTTPiERL, iZconditionsTipkEHaITECH]

Disposition, Content-Encoding, Expires starts-withPCHEC 5.

ke L& HRJobjectBFR, iZconditionsZFAEHAIT
y Eiflstarts-withITEC S5,

HERINEHIBEURLIENE, ZconditionsZiFHE
FPCERFOstarts-withPChE A =,

kigzEsuccess_action_redirectit , _H{ERINEHY
success_action_status IREMASIE. ZconditionZiFiEHaPTE A starts-
withCEE /5=,

FBFgERuser meta, iZconditionSZiFF5HAIT
EdfOstarts-withPCEE A =

success_action_redirect

X-0ss-meta-*
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SNERPostiERPESEMAIREAE , JLUSXLERIMIRBEINAEpolicyfIconditionsH, conditions i K
RRBESASHTEIAMRE.

ConditionsPLEeS =,
ConditionsPtHgA =, A
R EVTSHITE conditionsshERBAY(E,
FEtRILED g EkeyREHAYEL N Ha © { "key” : "a”" }

BTSN : [ "eq” , “$key” , "a" ]

FEEHEBEVRLAIEEEFR. flanigxkeydyE
Starts With wiabl/user/userlFFE : [ “starts-with”
"$key” , “/user/userl” ]

TERERT T EABRISI R AR /INIER/INA/ |, 5040

FERESHRN FEHFRISZ A/ NALEIL0Z5 © [ “content-
length-range” , 1, 10]

=3V
FHE Post policy 1 $ FRRETE , FTLIAIRERIA § , FEFERENFNS. BRItZ5 , JSON Bid—L=fF
BTN, TERHAT Post policy B9 JSON FREEHI T NAFR.

V R

\ RRFIT

\" ELE)

\$ E v

\b g

\f I

\n BT

\r [E%E

\t IKEHIRRT
\UXXXX Unicode =fF

Post Signature

I FIIERIPostiEk , HTMLEREFIE S policyfl1Signature(SE. policyisHliERpEREER T, it
B SignaturefI BRI

1. BEE— UTF-8 4mfEHY policy,
2. 4% policy i#1T base64 Jwf5 , E{ERIJ policy REWIZIENNE , BIZBEIENBEEZSZNFTE.
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3. £F8 AccessKeySecret WESEN=MHRHITER , ERH E5EHeadpEZITESEER (BE
BRNFRER policy BIA] ) |, i5&MlfEHeaderhE8EEE,

7~ Demo

- Web =B EE 0SS 7~f5l Demo : SFHiXE

Callback

H&ElE

IR REBERELGOSSHEKPERERNAYCallbackS#y , BIREsCIENE, IAESZHFCallBackfAPI #0085
: PutObject, PostObject, CompleteMultipartUpload.

FaigsCallBack&#

CallBack&# 2 H—F8RiTbase644RiBHIson= s , AP X gEEisEiE REENIRS
URL ( callbackUrl ) AR [EEKINZ ( callbackBody ) , F4AHIIsonZFERUNT :

FR aX

- X4 EERINEOSSAELtburls

EEEEK , BKAER
POST , body/s

callbackBodyigEHINA., 1E

BERT , ZurlEEmL

"HTTP/1.1 200

OK" , bodyw /i AJSONIE
, IRzsk Content-Lengthy4k
AEEE , BAEZ3MB,

- XEENEERZ S url |, LA

" SE|, OSSERREIEE

callbackUrl KEZBE—MRERINALL. WASEIR

- MRRERESHEEATNIA

Nig&BEcEcallback,

- STHEHTTPSHutLE,

- AT RIS RPN EER
, callbackUrlZEurlJgiBabie
, Etanhttp://example.com/d

X.php?key=value&HXEFR

=8 FERBHK

http://example.com/%E4%B8

%AD%E6%96%87.php?key=v

alue&%E4%B8%AD%E6%96
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%87 %E5%90%8D%E7%A7%
BO=%E4%B8%AD%E6%96%8
7%E5%80%BC

- KFEENEE KT HostskAE
, REEIRE T callbackUrlat
=R

callbackHost - RS EERE It
callbckHost , <&
callbackUrlsrfqurlHigfEtr
ByhostiEF:ZcallbackHostH

- KEcEERERbodyfYE

, f5gn

. key=$(key)&etag="$(etag)

&my_var=$(x:my_var),

ENEE , FNRFETEWNT AL
callbackBody . EENTEmSEs | O8N

U FEPuUtObjectf

CompleteMultiparteh 2T

callback-vars{&is , £

PostObjectH NI 2EZNEE

Bt R BRI RAEE.

- KiEEEBERAIContent-
Type , x¥Fapplication/x-
www-form-urlencodedfQ]
application/json , BRIAAEIE

callbackBodyType - AR Aapplication/x-www- EIptan
form-urlencoded ,
callbackBody-hHIEE 2 15EH
ZidurliRiBaYERRE , R
J9application/json , MR
jsont8AEEHEPHETE,

MfljsonBaNT

{
"callbackUrl":"121.101.166.30/test.php",

"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,
"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",
"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m
y_var=${x:my_var}"

}

HrhcallbackBodvFaI LS EHNRATER . HRimaaelnfoft X FE E1&, . (DR AIER FRLEAZ .
RRETE aX
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bucket bucket

object object

etag Xf4Vetag , BRESAFNetagFER

size objectX/)\, CompleteMultipartUploadHi /9%
“MobjectBIK/N

mimeType RIREE |, WjpegBE HAYRIRZEE Juimage/jpeg

imagelnfo.height BRsE

imagelnfo.width BR=EE

imagelnfo.format B A&, Wjpg. pngZH

BENXSH

BPELLED callback-var8 kil E B EN S5,

BHENXSHE—Key-ValuetIMap , BFALIEEH CHEERIZHEIXMMap, EOSSKIEPOSTREIFIERAEY
AR | ISXLSER E—T AR RS IR REPOSTIERAIbody AT I EITE T 5REX.

EIEBENSHM A A callbackeHIAER—HFRY . tBRLAjsont&TURIEE. ZjsonFRHEME—MES
FrEEENS#HIKey-ValuefMap, XEF/MFRIRETRNMSHE | BREEXSHHIKey—EELCTH
3k, B¥IRING. BRUIOSSEIREEIR. BREAFPHEEREMIMEEXNSHS B axvarlflxvar2 , SIRH
B8 ovaluelfiivalue? , BBASIEHRAYSoNtEZVANT :

{

"x:varl":"valuel",
"x:var2":"value2"

}

MEEERR

MEseRk idfcallbackflcallback-var NS4z fa , —HBE=FMUTIUELSOSS. Hepcallback AESEL
, callback-varyalit24y , NRIREEENSHRNET LAAERNcallback-vareR, X=FM73ZT :

- EURLFIETHSE,

- fEHeader #5554,

- FEPOSTIEkAIbody R BIESKIETTSEL . EMHERPOSTIEK L{EObjectiRT & REEERIXM TS
ARIEEEESH.

X=MHXReeEIFEREF—F , FUOSSEIREINvalidArgumenti&iz.

EGSHINFIOSSHIERT , ESEE EiEnjsonF 4B FAbase644mi3 , AR RIS EMIINZ!
OSSHIiEK :
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- WNSRTEURLAHER 28, $Tcallback=[CallBack]g#& callback-var=[CallBackVarl{EA— N url &£
NIBEKEIX, iTEZZCanonicalizedResourcelT |, callbackal# callback-varZfii— N sub-
resourceit&ERA

- WNEREHeaderd 52480, 1Bx-o0ss-callback=[CallBack]gl&x-oss-callback-var=[CallBackVar]{E
A—PheadE NiFKEIE., TiFEZEZCanonicalizedOSSHeadershT , $x-oss-callback-varfx-
oss-callbackit&ER. WA :

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3Zhcil6eImZvciljYWxsYmFjayl0ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyljYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIeC50dG1sliwgICljYWxsYmFjaOJvZHkiOiJidWNrzZX
QI9JHtiIdWNrzXR9Jm9iamVjdD0ke29iamVjdHOmMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1llIVHIwWZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1hZ2VIbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VIbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl14:5a74vhd4UXpmyuudV14Kaen5cY4=

Test
- RFZEEPOST LZObjectiIRHEMITHRIASHSTHMEI— | callbackSEEFHRIMZAIFREE,
KO0, AN ERYRG
--9431149156168

Content-Disposition: form-data; name="callback”
eyJjYWxsYmFjalVybCI6LJEwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD

EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4ONRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dylmb3JtLXVybGVuY29kZWQifQ==

WMRAEEENSHENE | TREEEScallback-varSHEEMINEIRAET , 51 EEXNSEEFEFERM
MAYZREBESRMIIN , 2E0MF |, RAFPIBENXSHRYsonA

{
"x:varl":"valuel",
"x:var2":"value2"

}
ABAPOSTIERAIRBINAZINT

--9431149156168
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Content-Disposition: form-data; name="callback"

eyJjYWxsYmFjalVybCI6LEwLiEwMS4xNjYuMzA60DA4My9}YWxsYmFjay5waHAILCJjYWxsYmFjaOhve3QiOixMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlIsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt40nRhYmxIfSIsImNhbGx
iYWNrQmokeVR5cGUiOihcHBsaWNhdGlvbig4LXd3dy1mb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"

value2

BRI LATEpolicyshifiNcallback& 44 ( iSRAFMcallback , MARIHZESHU EERRIE ) 40

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6LjJEwLJEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5SwaHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEuMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFjaOJvZHIUeXBIIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS1lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

ATEEEER

AR EERTN . OSSEtRIBRFRYERFHIcallbackSEFNEENSE ( callback-varg#1 ) , BHENE
LAPOSTA TR XL N ARG5S 5.

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-
test&object=test.txt&etag=DSESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

R E|EEER

EV40RT FARR SR 28R RIANRIN SR
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HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

R[E EEER

BAEFRIIASTS

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ES8FCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-oss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

EEFENE , WRFE{ CompleteMultipartUploadiX#EIiEX , FEREIEKRKASbodyhFEERS (4
XMIERXAUER ) | B LEREEE e B EREMbodylIAEI{"a":"b"} , T EXTILAMEETFHIRTALIE,

[EEES

FFig&callbacke#i/s , OSSR & &R callbackUrl &iXPOSTEEERG BRI FRIRSES. MR
SEREIREBRZ G | NRAEWIERIEIBKESSEHROSSRREAYE | BBARLIBE R+ EEE2 KN
IEOSSHIB7.

SR

BRAEOSSImALE | RARSAIEIFRAINES |, FAHINERISIED

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n" + body, md5))

5BH : Erhprivate_keySFA$H , RBo0ssHIEE , path AEIEEKIEIRIZR , query_string HEIE=F R
, body AEIERGEER , FRLASRZIEHATILEAER :

BSERFMHEH  FRBRETurl#SE | I LREHNEaFRES |, N E—ME%ER , N EREEH
WK

SARR : ERNANIGERFRRHTES , EBRIhashEEIMmdS

- BERBENERMbase64fwis , BRIRENER , ERMERIEERYauthorizationskH

S

Pl

R
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WA

POST /index.php?id=1&index=2 HTTP/1.0
Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1
x-0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

pathg/index.php , query_string/9?id=1&index=2 , bodygbucket=yonghu-test , RERE LR}
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCE8OkQDjC3uG3
3esH2txA==

KIFER
WA RESHEAINEANIITTE , BRFIRSSSEIIE , 9RRTT ;

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

FEINBNEESAIEPHIAER , H¥public_keyS%E , authorizationAEIEASLHRIEE , BANGIEESE
ISR D ALATILE ¢
- [EEIBEKAIX-0ss-pub-key-urlSHRFHIR A HRurlibitiIbase644R78 , RIttFEEIIEtbase64f#
BEIREXEINSR | BP

public_key = urlopen(base64_decode(x-oss-pub-key-urlskH{E))

XBEEEIE , BPEERIX-0ss-pub-key-urlskA9EX ML http://gosspublic.alicdn.com/z&
https://gosspublic.alicdn.com/FFk , BHEN TIRIEXNpublickey 2HOSSHAR.

- $XElbase64fRTE/EHIEE

signature = base64_decode(authorizationskAY{E)

- REFERFRER  IiE58E—H

sign_str = url_decode(path) + query_string + "\n" + body

- IWIFEE
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result = rsa_verify(public_key, md5(sign_str), signature)
LAEBIZS5) -

- SRENEI 1B urlitie |, Bp
aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ=
=213 baseb4fi#fB 5152 http://gosspublic.alicdn.com/callback_pub_key_v1.pem
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGO0G2SU/RaHBovRCESOkQ
DjC3uG33esH2txA==ffbase64f#td ( BT /9IHFTENFRT , TATRHELERIER )

- KBS Z=FHFE |, Blurl_decode( “index.php” ) + “?id=1&index=2" + "\n" +

"bucket=yonghu-test” , Ftfmd5

- IFEE

Rz FRBRSS =871

AT A—Epython=ffl | iER 7 —MERAINAEIRSS =R | TERRBIIESRBIGE | WRfIRERR
M2CryptojZE

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():

try:

csock = socket.socket(socket. AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return ""

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']

pub_key_url = pub_key_url_base64.decode('base64')

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
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pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : ' + pub_key_url

print 'Get pub key failed!"
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + "\n" + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5’)
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', 'application/json")
self.send_header('Content-Length’, str(len(resp_body)))

104



XIGRIFE OSS APl &%

self.end_headers()
self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):

def __init_ (self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if' _main_'==_name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HEESSCHIRIN ARG [/UT ¢
JavairA~
- TEttt - mExXE
- iBE1T7757%  iRESi={Tjava -jar oss-callback-server-demo.jar 9000 ( 90005tz AR , BTLAE
CHERE )
PHPhRAS:

- TR« mEEXE
-1B17730% - BBERIApacheiME T , BAPHPARESHMGR , IN—LHIELHSKBM TR, ATlL
BJLASE B FHRIBRTEMRIZ L,

Pythonhiz4s :

- FEdbit - AEXE

- B1THE | ESEEE{Tpython callback_app_server.py , iIB{TZiEFFEE LS rsaflYikift.
CHRA :

- FEtit - SFXE
- 1IB17/% © #EEES%& README.md.,

GOhRA :

- TEtE  SEXE
-1B175% © #EEES%& README.md.,

Rubyh4s :

- TR - mEEXE
-1&17755% ¢ ruby aliyun_oss_callback_server.rb

FBlIAl
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WRENRcallbackgiE callback-vari&ix , M&IRE4A0055IR | $EIRIEH
" InvalidArgument” , A&EHIBEREIEUTILE ¢

- PutObject()f1CompleteMultipartUpload () =urlflheader@ERHE A\ callback(x-oss-

callback)g#& callback-var(x-oss-callback-var) &4

- callbacka#callback-var(PostObject() BT i& A callback-var2#y , EIGEEIIRE , T

E)SHudK (#BiI5KB )
callbackagZ callback-varigBE&idbase 6445

- callbackak# callback-var% Jibase64ﬁ’$ﬁ%1=7f'z5.:.,£ﬂﬁjson7r§‘t
- callback&#EtfrigcallbackUrI=ERE SRurliBIBRE (54 ) , BFurlPENIport A&

% , Eean{"callbackUrl":"10.101.166.30:test", "caIIbackBody":"test"}

- callback&###r/iScallbackBody=Ex A=
- callback&##tri5callbackBodyType=FERAVUEARR" application/x-www-form-

urlencoded” =¢#&" application/json”

- callback&#f#trf5callbackBody=FERHEEANENAEIL ARSI A${var}
- callback-var&#EtT e A~ EEARYjsont&= , FEARIECRIZ A

{"x:varl":"valuel","x:var2":"value2"...}

ANERERELM , NIRE203 , $EHiRFEA" CallbackFailed” | [EAKMARRROSSIREWEIFHIRIE]
AR , AMRM RS FRKBIEIREIBX ( LN ERSFMRERNRE A Esontsz ) , B
, RSB EEEI T OSS

Nz FARRSS 28R M OS SHIN R & 4fiHE 5 Content-LengthfHeader , Body A/NRZE#BiT1MB,

PutSymlink

Put Symlink

Put SymlinkeJ F3F41X30SS EiTargetObjectBI2RFS4EE , AR LUBIIZFFSHE A TargetObject,
BRERRR |, iI55E T,

BKEE

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName
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igkHeader
BR R
SRR m B,
x-oss-symlink-target KA 5

BiLE : RAERObject,

Mo

1. TargetObjectName[EObjectName—#£ , FZEURL encode,
2. FrSitER B S U RE RN R S kL.
3. BIERTSHtERT,
- MEBEBIRXHREAFE
- MEBEBRXGRERE R
- MaEB IR EE ARG
LAESE |, #HEREIGetObjectFEFEEAIn BAr34AYAPL,
4. NFRERIINXHERFE , AEBEHERR, ARSI BERRAISUE |, BIHRE200
OK,
5. ANER7AEPuUtSymlinkBIRHE |, #EHLAX-0ss-meta- ABISRAISEL , M user meta , ELUNx-0ss-
meta-location, —ObjectAILIBZMNEUNESEL , (BFiBMuser meta/s K/NABEBIZ 8K,
6. WNERBucketfyZEEHArchive , NIAGEEMAIZIZED , BNIREI4005ER , FEIRIDH
OperationNotSupported,

Nl

R

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE5S6A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"
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GetSymlink

BFRETS5HE | IR EEKRB P NZAr S5HEEIENR.
vEE Y
153Rh=| lf

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

g Header

B u
P FFSHEEIREI BRI,
x-oss-symlink-target KR - e

-\
Mo
1. NRFFESHEEARTFEREIA04 Not Found$tiR, 2R3 : NoSuchKey

ANl

ERTH

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9Jfe8=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive
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x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg
ETag: "A797938C31D59EDD08D86188F6D5B872"

RestoreObject

TR ObjectiZRY , FEiFFIRestoreObjectiZMILIRSIHHITHEFES ., WNER—ObjectErmE)
ESnpRRE , AERRZEA.

YR ObjectfEfTRestoreFISHPRSTHUIFZN T

1. —MFEERERIObje IRl T IR

2. f23Z—IXRestoref{Ffg , ObjectiGALTAREAPAPRE | IRSBZIHHITHER.

3. FFIRSIHHITRRARIAESS | ObjectHE NRRIARIAZ | AT FIFRTLASEER Object,

4. RIFRINSEOAFFERLR | 24N\ BRI ARestoreObjectiIZONRERAS S BERER 24/ |, &

HRERTR , ZJa , Object X EIZNIARIATL IR,

ISR HISRE R ERIBXRER AT -

B

- = MEF S HRIRSAIObjectiiiTRestoret2E , -4 #IEENEIZRA.,
- BRIRSREZERKTR, AN ABESKEEIRENEZA.
- FRRIRSERS |, Object N EIRISHFIRES | BRI ERZIEIES W EE IR =22,

Ki&;

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MWD

- INRZETXFZObjectEE—IRiHFARestoreObject# [ , MiREI202,
- NREERINEAIZ RestoreObjectiE , BIRSSIR{PATRRAF | BIXERIREIA09, FEiRE55

. RestoreAlreadyInProgress, IRSSHMIRENZER , NEIRSHIEIEH Trestorelf , FAFREE
SEESEAISER, | BKSEAEITIAA N,

- IREE IR RestoreObjectiz[ , BIRFZIREHREZTSH , FXERITIRE200 , BRE

objectfya] FERTEREK—K , REILEKTK.

- tNERobjectAF1E , MIiR[EI404,
- SNERETRIARITALSRELAIObjectiERrestore , MIR[EI400 |, $5iRES 79 - OperationNotSupported,
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Nl

BRigAzrestorelNiE R~

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: OSS elUnnbm1rgdnply4eyu+4yje5ioRCr5PB=

REERA

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

BEXER , BrestorelRasemAd :

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: OSS elUnnbm1rgdnpl:21qtGJ+ykDVmdy4eyu+NIUs=

REFRA

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT
Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>RestoreAlreadyIlnProgress</Code>

<Message>The restore operation is in progress.</Message >
<Requestld>58EAF141461FB42C2B000008 </Requestld>
<Hostld>10.101.200.203 </Hostld >

</Error>

BEXEE , BrestoreB&semAT :

POST /oss.jpg?restore HTTP/1.1
Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:29 GMT
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Authorization: OSS elUnnbm1rgdnpl:u6O6FMJnn+WuBwbByZxm1+y4eyu+NIUs=

REERA

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

FZFMultipartUploadfJi&{/E

iVl

BRTEIZPUT Objectiz_EESAHZIOSSLASN , OSSIARM T BIM—Fp_E&Ez{——Multipart Upload. FBF
AL FRIN A SR (BARRTFLL ) |, fEFMultipart Upload Ef&&E= , 40 :

- BESHFTR LA,

- &8I 100MBAR/NISZ 14,

- MERFMIRE | FIOSSHIRRSS Re < [AIRTHERZ BT,
- HEHZRT , TTEE LESFRIRN,

InitiateMultipartUpload

Initiate Multipart Upload

{FEFMultipart Uploadi&=U{EHIEUERT , MRSERIZIEOSRIBRIOSSHItAt— MMultipart Upload={4. %
EO<IREI— OSSR e56EI2BME—RIUpload ID , AAFHRRA R Multipart UploadZ4, FBFEILAR
IEXNDEARIBXARIE , t0h1EMultipart Upload, ZifIMultipart UploadZ,
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KIS

POST /ObjectName?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT date
Authorization: SignatureValue

iBk&#(Request Parameters)

Initiate Multipart Uploadfy , ATLAEIEencoding-typeXtiRBIZRFHIKeyiH 74D,

B

encoding-type

& KkHeader

BFR

Cache-Control

Content-Disposition

Content-Encoding

Expires

X-0ss-server-side-encryption

112

170

BENREIRIKey#HITHB , BaISZFurldwia.
Key(#FAUTF-8=4F , {Bxml 1.0ARHER IR —
Lhins= 7 |, tbilascifE M ORI 10M=FFF, T
KeysrB&xml 1.OFREARSTHFAEHIFRT , ATLAE
iFigxEencoding-typeXfiR[EIRKey#H1T4RED.
HUERE | B

ZONME : T ANEE : url

1%

1BE1ZObject# FERTAIMIRAIEFITH ; BEiFH
HIRIESSRERFC2616,

KR - G

HNE

IBEIZObjectily FERTHIRTR | BiFMEmAESMR
RFC2616,

KA TR
HANE : &

FEEIZODbjectiil FERTRIAERISET. | BIFMEHE
NESHERFC2616,
A FRFER

BANE : K

IIHARYIE ( milliseconds ) ; FiFMHAESER
RFC2616.

ESIINEE )
BANE : &

18 L1E1Z0bjectE M partBHHEARIIRSS SRim N
YRIDEL , OSSN HEME N part R ARS8 in
MRS TS,

KA FIEER

B3E(E : AES256 B KMS

IR BPEEERHSTEKMS ( ZPEEERS
), ARfEBRKMSINZE % , TSR

KmsServiceNotEnabled$&i=Ri8.
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R7cEE (Response Elements)

B A
¥Eat— MMultipart UploadZ54a9BucketZFR

KA . FFE
R : InitiateMultipartUploadResult

{®ZInitiate Multipart Uploadi&skERAISEE.
KA . AR

F5m : Bucket, Key, Uploadld

RF55 : None

¥atk— MMultipart UploadZ={4#90bjectZ#R
e Sem - ey
R : InitiateMultipartUploadResult

KE—trorit X Multipart UploadZ5{4#41D,

Bucket

InitiateMultipartUploadResult

Uploadld KA FFER
R : InitiateMultipartUploadResult

EFIREIERPIRISFERRIEE. NRBRNSE

F¥g%E T encoding-type , BRREILER ST
EncodingType Keyift{T4w13.

KA R

REm . B8

Mo

1. 1ZIBETENESBR0EHE , BN “?uploads” ZFJCanonicalizedResourcerh,

2. #iatEMultipart Uploadigsk , S0 FARERIHTTPIERL : Cache-Control , Content-
Disposition , Content-Encoding , Content-Type , Expires , LAKLA “x-oss-meta-" FFkAIFEF
BENXHeaders, B{AEXiESMPUT ObjectizO.

3. ¥ltaEMultipart Uploadigsk , HASHINEEFEMIEBobject,

4. RS RUEIIAMMultipart UploadiEkig , SIREI—MXMUSRANERME, HBERERE=ATT
% : Bucket , KeyflUploadID, FiER TEAHIUploadID , LABFRELAIMultipartiEIRE.

5. #4AMultipart UploadiBskRt , &Hi&E 7 x-oss-server-side-encryption Header , RI7ENER L
SIRElZHeader , FEE EERE  partht , RS insBoiXE parti# TERISINZFE , BHEl
OSSHRSS88im A SHFAES256FIKMSINE |, EEHMERIREI400FIHENAIEIRIE
: InvalidEncryptionAlgorithmError ; £ EAEE partBt A BiR0x-oss-server-side-
encryption iERL , BEEIZIERLNOSSEIRE400F AR AYEIRIZT : InvalidArgument,

Nl

R
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POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:/cluRFIRWMTZpC2hTj4F67AGdM4 =

RERRG :

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> multipart_upload</Bucket>

<Key>multipart.data</Key>
<Uploadid>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >
</InitiateMultipartUploadResult>

UploadPart

¥ItatE— 1 "Multipart Uploadzf5 , RILARIEIEERIODbject®Zf1Upload IDRS R ( Part ) &R, 88—
FEHIPartEE— MIRERSE ( part number , SEERZ1~10,000 ) . XyFE—Upload ID , iZSEAE
HE—RRX—HREUE |, R T SR EEN X ERIEN S, NRIRAE—partSHB , LETHIEL
&, BRAOSS LEBRIX/ N SIBHPartiE G ER. MR RE—RPartlis , Hftthdpartiz/)\/9100KB ; &
fE—RPartiR B K/NRH.

KIEE

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

Mo

1. ERZEO _EEPartdiEal , w/ABInitiate Multipart Upload#2[ , 3REX—{>OSSHRSZ 21U RY

114



XIGRIFE OSS APl &%

Upload ID,

2. Multipart UploadZRERERf5—PartlAs) , EfAIPart K/EREEATF100KB, {E:2Upload Parti%
AAFAEIZEIREE EEPartlI A/ (EAFRIIEREI&RE—R ) ; RBZComplete Multipart
UploadfBHEA =156

3. OSSR RS e8imIIEIPartZHEAIMD SERMTEETagL IR EILS .

4. PartSERESEEIZL~10000, MNFBHXANEE , OSSKIRMEINvalidArgumentIsEiRED.

5. ZAMAInitiate Multipart Upload#Z T , 8% 7 x-0ss-server-side-encryptionigskik , M&xd £
fEHOParti TN 4R , F7EUpload PartlidizskehiR[E]x-oss-server-side-encryptionsk , H{EX
BEiZParthiUpRSZ BRim N &% , Bk MInitiate Multipart UploadiZ[, 6.8 T{RELGREMSIER
SRR ARHIEIR | AP REERIFER Content-MD5 , OSS&iHE_HEAIRRIMDS SR L&/
MD5{ELEER |, IRF—EuREINvalidDigestf&iRig,

Nl

TRTB:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

[6291456 bytes data]

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

UploadPartCopy

Upload Part Copy

Upload Part Copyi@id \—"EFERIObjectrhiE MRS H{E— Part, @Id#EUpload PartiEskAyEH -
@IN—Header:x-oss-copy-sourceXkiERiziEM. ZFEN— AT LGBRISHET , L/fERUpload Part
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CopyH9A=#1T#£ M, Upload Part Copy RUiEBucketitbhitF B #RBucketitbtit 2 E— Region, {NEEE

B MR IUNT1GBRYSY |, AJLAS%E Copy Object,

BKIEE

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Content-Length: Size
Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

X-0Ss-copy-source-range:bytes=first-last

&53XHeader

b& T iEARiEKkHeader , Upload Part Copyiskahi@Eid FidHeaderfg e MAYRObjectittit-FNiE NASEE.,

BFR

X-0SS-Ccopy-source

X-0SS-COopy-source-range

1%

SHREENE ( REEHERR )

KA FHE

ENE - ©

JRObjectd#EIEE. o, %% bytes=0-9, &

MEESEORENXI0NFRF, LIENEBANE
Objectit A~EEziEkHeader,

KA ; FERY
FIME :

TiAiEkHeader{EFIFx-0ss-copy-sourcefgERIRObject,

EA

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

116

1%

SNSRIRODbjectlIETAGIEFIRFRRMAVETAGHES
 WFRATHEIURME | BUEREI412 HTTPIEIRRS

( ALK )

KB FRFE

HNE: L

SNRIRObjectE NRFISERIRTRILAGHI R B #HIE
BSOS, AT R | BNIRE412 HTTPHER
19 ( TR ) .

KB PR

BANE : &

INRENSE PRI EE T a8 iR T SO SEFRMERL
RgiE) , MIIERERENE , FiR[E200 OK ; BIE
[E]412 precondition failed$&ix.

HKA : FRF

BINME - T

SNERIRODbjectE N PSRRI RIS HIESHT
, MFRATHEIURME | BUREI412 HTTPIEIRES
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( FRALERIEN )
KA S
BMME: E
MWRcE (Response Elements)
BR iR
NRIRObjectETAGEFNFAFIRILAIETAGIES
 UHITHEIUERME ; BNRE412 HTTPIEIRED
X-0ss-copy-source-if-match GITISESS IR
KA R
EAME :
gNSRIRObjectE NFFHEERIBTEILUSELIR B (2
B, WHTHEINEME ; BNRE412 HTTPEIR
X-0ss-copy-source-if-none-match 3 ( FRGhFRS ) .
KA =5F
EAME : T
ANRENSE PR EIE T R TS LFMERT
BE) , MEREESUE , FR[E200 OK ; BRR
X-0ss-copy-source-if-unmodified-since [E]412 precondition failedf&iR.
KA =5
HNME: T
gNSRIRObjectE \FEFHE BRI RIS HIE SIS
 UHATHEIUERME ; BNRE412 HTTPIEIRED
X-0ss-copy-source-if-modified-since ( FORbIEL )

eI i
BNME : &

TN

1.

5.
6.

Az _LEPart#iERT , w/uAnitiate Multipart Upload# , 3REX—NOSSHRSS 28R RY
Upload ID,

. Multipart UploadZ3KirEzf5—MPartlLAyh , HftbAIPart K/NEBEKF100KB, {EZUpload Partiz

AHARZEIRE EEParthiI R/ (EATIESENRE—IR) | RBEZComplete Multipart
UploadASRHEA <154,

. ANEREX-0ss-copy-source-rangeigkLhy , FaEENEANEODbject, ZHigEiZiERLAT , MIRE

HEFSE BN HIKEMIENASER |, 40 : Content-Range: bytes 0-9/44 , &
XHKER44 | IRENRSEER0-9, BIEERSEEARSEERETER , MENEANUY , HER
fEEER iR Content-Range,

. HiEMInitiate Multipart Upload#&[ORT , 8E 7 x-0ss-server-side-encryptionig=kk , &3 £

ERParti TN 4D , FH1EUpload Partli ik HhiR[Ex-0ss-server-side-encryptionsk , H{E%
BEiZPartiiRSSimINEZE % , BfRWInitiate Multipart UploadiZO.

IR ER RS BT AppendiEIN L&A A=t object,

gnSRBuckethYZEE HArchive , NIABEARZIED , BNREI400551R , FHIRFE/
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OperationNotSupported,

Nl

TRB:

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPMmMSW86bBAfMmMUmMW;l=
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

CompleteMultipartUpload

ESBEEUEPartEp L1ERE , WA Complete Multipart Upload APISRFEREENSEAIMultipart
Upload, FEHUTIZIR(ERT , P RIIRMIFTE BRAIEHEPartiI5IZR ( BiEpartSAEFIETAG ) ; OSSHEIR
FiRaRIPartfIRfG . SF—WIEE M EUEParttIBE . JFTERIEEREPartiIEEE /G , OSSIEIBIX LR
partB&E— 1 5EAI0bject,

KIS

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature
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<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

5 k&% (Request Parameters)

Complete Multipart Uploadit , AJLUEIZencoding-typeXdiREIZ5RFRIKeyiH T4RD,
B fEA

IBEREIRIKey#HITMHB , BRISTFurlgwis.

Key(#FAUTF-8=4F , {Bxml 1.0VRHERSTIEET—

LEREI= R |, tbilascifEMOZI10MI=FRT. XIF
encoding-type KeyFr & &xml LOREASHFRIEHIZFRE , SJLUE

igtgEencoding-typeXdiREIHIKeyiH THRAD.

HUBEE . R

FONE : T ANEE : url

iEkTE(Request Elements)

BR )%

{RFEComplete Multipart UploadiEsk SIS
CompleteMultipartUpload §§2 CBER

FHR M EE A PartitR

RUR

PartpkIh L1EfE , OSSIREIRVETaglH.
ETag KA FIEER

RF /A : Part

REFEE HEPartEERIBES.

KA . 7588

Part FT5r : ETag, PartNumber
R : InitiateMultipartUploadResult
Part#gH.

PartNumber KA B

RF /A : Part

IWRcER (Response Elements)

B A
Bucket&Z#R,

Bucket A e
AN

Tm : CompleteMultipartUploadResult
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CompleteMultipartUploadResult

ETag

Location

Key

EncodingType

MM

{#7FComplete Multipart UploadiERERAE 25

HKE . [eg
FT M : Bucket, Key, ETag, Location
R : None

ETag (entity tag) 781 Object4 R AIRHEHEE!
i, BFtn— 1 ObjecttINZ. Complete
Multipart UploadiEsk@li£#IObject , ETag{ERZ
HPASHUUID, ETagEALABFIEEODbjectE
BAERET. .

KB FHE

R - CompleteMultipartUploadResult

#rolEObjectAJURL,
KA FiFE
R : CompleteMultipartUploadResult

FrelEObjectiIE=F,
KA . FFE
R : CompleteMultipartUploadResult

1EIRIREER P IRIDFERNRE., NRBEKIISE
th§%E 7 encoding-type , BRREIRIZER SIS
Keyi#t174m13.

KA YR

R B8

1. Complete Multipart Uploadiy , SEIARRERE—IRESMNIERAIA/NEBAT100KB , FHEERF
1EaZRIPartlisthRYE—\PartSf3FEtag, FRLAE Ef&Partld , ZF kR 7 EEiCRkPartSH5H
, REBICRER EEPartakIhfE | IRSSEFIREIETag(E.

2. OSS4EComplete Multipart UploadiEskET
OSSZ [BRIsEEENTIE , OSSINEMELIGIERMGT.

3. FAF1E3HIPart Listh, PartSTERTLARAESRY. AINSE—RAIPartSH3RL ; B_HRAIPartSIEE

5

, S ERE. EXRIEA , IRE iR

4. OSShhFEComplete Multipart UploadigskmIhfE , iZUpload IDFEEER TR,
5. @—Objecta]LARRHABARKIUpload Id , 24Complete—/Upload IDJF , i%ObjectiEth

Upload IDASZE/M,

6. &V@FInitiate Multipart UploadiZ AT , 5% 1 x-0ss-server-side-encryptionigsksk , M7
Complete Multipart Uploadfdiafzska , £iR[E|x-oss-server-side-encryption , E{EXREIZ

ObjecthIfRSeRIRIIZEIX.

7. MR &7 Content-MD51EkK:L , OSS&itEbodyRIContent-MD5HGE—EME , MNRF—
3 , $Bix[EInvalidDigestf&iRAg.,

Nl

BRI
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POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>
</CompleteMultipartUpload>

IREE:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>
<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

AbortMultipartUpload

ZEOTLURIERAFRMHIUpload IDFIEEIIMAIMultipart UploadZ3s4, 23— Multipart UploadZ{44%
FibfE , BABEERERXMNUpload IDMUHIIRIE , B4 EERIPartSdEtSHMIER.

EREE
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DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

T

1. fIE—Multipart UploadZ=4ad , AIREFFERIRLEPart{BATE L& | APAKRFILREBTIE
MERIXLPart, FRLANRFAEFLABEINER , A THEREMROSS LR=SE) , FEEMBJLXAbort
Multipart Upload#,

2. NRHAHIUpload IdFRTFIE , OSSSIR[E4044E1R |, $5I1RF39 : NoSuchUpload.

Nl

RTB:

Delete /multipart.data?&uploadld=0004B9895DBBB6ECI8E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:J/IICEXEVPMmMSW86bBAfMmUmMW;I=

RERE:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

ListMultipartUploads

List Multipart Uploads®]LABFIHFE R THAIMultipart UploadZE{4 , BIE&##IRAIMultipart

Upload{EE2*#CompletedZ AbortfMultipart UploadZ{$, OSSIRENEFIZERFHEEZLEE10004
Multipart UploadfSE. #ISREHEEOSSIREITFIZERAMultipart UploadSRHI#4E , ATLAFEIBKEIN
max-uploads£#§, FB4h, OSSIREIZFEERFHIsTruncatedTTRIFAAR B IEBEEHMAIMultipart Upload,

KIEE

122



XIgAFE OSS

APl &%

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iBXk&#(Request Parameters)

BIR

delimiter

max-uploads

key-marker

prefix

upload-id-marker

encoding-type

123

70

E—1METFIO0bjectBF=#HIToHENFR. FiEH&
FESIEENRIREE— X HIdelimiterF=fFZ
iBfJobject{EA—HTE

——CommonPrefixes,

KA FEGEB

FRELXIREIMultipart UploadsE4HISRAEE
, SIRANIRE , BIAZ91000 , max-uploadsEUE
ABEAF1000,

KR R

Supload-id-marker&#—RIfEARIEEIREIL
SRATECIAN/E, | gN5Rupload-id-markerS4k
RE  EHERPES  fTB0bjectBFRIFHFFE
KTFkey-marker&#{ERIMultipart={4, | a0R
upload-id-markerS#iFisE , ERERTES

: FTB0bjectEFHIF B AT key-marker&4
EfYMultipartZ={4F10bjectZFE T key-
marker£#{& , {82Upload IDtbupload-id-
marker2£{EKAIMultipart UploadsZ{4,

HKE . FER

IREIRERobject keyalAprefix{ERIZR, i+
EFEAprefix&@i@hd , IREfkeyHNEEE
prefix,

KA FEE

Skey-markerS#—REARIEEIREILERATE
YarIE, | tnSRkey-markerS#kigE , N
OSS7Z#&upload-id-marker&#§, | 41Rkey-
markerZ28KIRE , ERERTES : T8
ObjectZFHIFE AT key-markerS#4(EHJ
MultipartZ{4F10bjectd FETFkey-marker2£§
{& , {B2Upload IDtbupload-id-marker£#(&
KBIMultipart UploadsZ{4,

KA R

HEEXREINAEH TR | I8EmIDAIRE,
Delimiter, KeyMarker, Prefix,
NextKeyMarkerf1KeyfsEFBUTF-8=% , {Bxml

1 OWRAEASST IR — L4 |, EbdlascifEM
0ZI10MI=FF. XITFEExml LOTRERSIFAEH
F% , FJLABIdEEencoding-typeXHiREHY
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyift {743,

HERE  FREE

BINME -
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R7cEE (Response Elements)

=

ListMultipartUploadsResult

Bucket

EncodingType

KeyMarker

UploadldMarker

NextKeyMarker

NextUploadMarker

MaxUploads

IsTruncated

Upload

Key

124
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{F4FList Multipart UploadiEskE RIS R,
HKA N8

FT3m : Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadIldMarker,
MasUploads, Delimiter, Prefix,
CommonPrefixes, IsTruncated, Upload

AN

R : None

Bucket&Z#R.
KA . FiFE
R : ListMultipartUploadsResult

1ERRIREIERPIRIDERIIEE, NRBERISH
FRERE T encoding-type , FBREIIERSST
Delimiter, KeyMarker, Prefix,
NextKeyMarkerflKeyiX L5t #1473

e i e ]

R« ListMultipartUploadsResult

FIZRAYECIRObjectii &,

KA PRI
RT3 : ListMultipartUploadsResult

FFAERIRUploadIDAE.,
j,'g%” D 5

R« ListMultipartUploadsResult

WMRAFRGEREESEPER |, MAEKPEER
NextKeyMarkerstzx , A FiRBEE TRiEK
KeyMarker{&,

KA YR

AN+

R M : ListMultipartUploadsResult

MRRREEIREISEER |, MAERFIEES
NextUploadMarkerstZ , B FHREEE FRiEKAY
UploadMarker{&,

KA FFE

AN+

R M : ListMultipartUploadsResult

IREEIEAUpload#E.
KA . BB
RT3 : ListMultipartUploadsResult

FRBIEEAXIRERIMultipart Upload455R513%
WEMT. “true” BRANRKBIREISEPE

; “false” RRARERIRE T £ERER,
KB - WEFRTER BXUE : false, true

ZAE : false

AN

RT3 ListMultipartUploadsResult

fRFMultipart UploadS={HEEHE=R.
HKE . Neg

FT = : Key, Uploadld, Initiated
RT3 ListMultipartUploadsResult

¥EatkMultipart UploadZ44A90bjectiZ =,
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KA TR
AN

R : Upload

Multipart UploadZ49ID,
UploadId A PR
R Upload

Multipart UploadZ {4414 AR al.
Initiated A HER
R Upload

I

1. "max-uploads” SE&HEAKER1000,

2. FEOSSHIIREIEER B F/HRIRObject B FFHFEF A ; X FRE—1Object , NZEBRTEF , FHF
HEF,

3. JLAREHEEAprefix2#dbucketAfYobjecti#{THHETR ( SRIUSIHHRAITHEE

4. List Multipart UploadsiEksz#55fEk&%8 : prefix , marker , delimiter , upload-id-
markerfmax-uploads, BIFIXESHHVAS , AILARESEMultipart UploadsS4RIEINN |, 3%
SHAEEEIRSER.

Nl

=5 I

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListMultipartUploadsResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>oss-example</Bucket>
<KeyMarker> </KeyMarker>
<UploadldMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>
<Prefix> </Prefix>
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<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>

<Upload>

<Key>multipart.data</Key>

<UploadId>0004B999EF518A1FE585B0C9360DC4C8</Uploadld>

<Initiated>2012-02-23T04:18:23.000Z </Initiated >

</Upload>
<Upload>

<Key>multipart.data</Key>

<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>

<Initiated>2012-02-23T04:18:23.000Z < /Initiated >

</Upload>
<Upload>

<Key>oss.avi</Key>

<UploadIld>0004B99B8E707874FC2D692FASD77D3F</Uploadld>

<Initiated>2012-02-23T06:14:27.000Z < /Initiated >

</Upload>

</ListMultipartUploadsResult>

ListParts

List Partsan <> AILAZFIH#EREUpload IDFR/ERRIFTE B4 L& IhPart,

BKEE

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: Signature

iB5Xk&#(Request Parameters)

BFR

uploadld

max-parts

part-number-marker

126

1%

Multipart UploadZ{4#4ID,
KA . FFE

NE : &
METEOSSIgM FAYER APart 8.
KR . B

ZRIAE : 1,000

IEEListAvteiafIE , RBEPart Numberd B AT
ZEHHIPart#FIH,

LR - B
HNE T
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encoding-type

Rt (Response Elements)

EA

ListPartsResult

Bucket

EncodingType

Key

Uploadld

PartNumberMarker

NextPartNumberMarker

MaxParts

IsTruncated

Part

127

EEMIREIFIRNEHI TR , 15 E/mIBHIRE,
KeyfEFBUTF-8=%% , 1Bxml L.OFREARSTIFRIT—
Lot =#E |, EbiNasciifEMORI10M=/F, T
KeysrB Exml 1.OFREARSTHFAEHIFRT , ATLAE
igfgxEencoding-typeXTiR[EIAKey#H1T4RED.
HUEREL | FRFEH

ONE : T, BIIEE : url

1%

{RiZList Partiss k& RIS,

KA . 7588

FT3r : Bucket, Key, Uploadld,
PartNumberMarker, NextPartNumberMarker,
MaxParts, IsTruncated, Part

AN

RER T

BucketZ#R.
KB FRFE
QT : ListPartsResult

1EBEXIR BILE R TIRIDERAIZEEL, tNRIFKRAY
S¥hIgE T encoding-type , BFEXHREIZRH
AIKeyH1T4RED.

KA YR

R ListPartsResult

Objectf&a#rR.,
KA FREE
AN

R ; ListPartsResult

UploadZ44ID,
KA TR
QI : ListPartsResult

AR ListZEERAIPart Numberietai s,
KR B
Q¥ A : ListPartsResult

NERAGRERBIESIPER |, WAEKFEES
NextPartNumberMarkerjtz , BFiRBEE K
BEKagPartNumberMarker{H.

KA . B

Q¥ A : ListPartsResult

IRENEKRFERARPartEH.

KR - B
QI : ListPartsResult

FRIBEBRAKIREIFList Part/SR 5 ZR1EEHT.
"true” BRARKBIREISEPLER ; "false” &
AR BEIRE T 2EPER,

KA WEFFRTE BYE : true, false

AN

R ListPartsResult

RFPartiZERISES.
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KA YR
FTr . PartNumber,LastModified, ETag, Size

R¥5 A : ListPartsResult

trPartByEi=.
PartNumber SR - B

AN

R ListPartsResult.Part

Part L&RIATIE.
LastModified K8 HEA
R : ListPartsResult.part

B EfEPart i FAJETag,
ETag KA FRFE
R ListPartsResult.Part

2 {EPartk/,
Size KA - BHY
QT : ListPartsResult.Part

MM

1. List Parts3z¥Fmax-partsfpart-number-markerfgfiEsk S48,

2. max-partsSHRAE 91000 ; FIAET1000,

3. EOSSHIIREIZEFRIZERPart SAEF FRHEF I,

4. HFMBIEHETEHE | FTLARHEZRList PartHi>RAYEER ( Part NumberflETaglE ) SRERRRE
Complete MultipartfyPart7lZ,

Nl

BRI

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:4qOnUMc9UQWqgkz8wDqD3IIsa9P8=

RERRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>

<ListPartsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload</Bucket>
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<Key>multipart.data</Key>

<UploadId>0004B999EF5A239BB9138C6227D69F95 </Uploadld>

<NextPartNumberMarker>5</NextPartNumberMarker>

<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated >

<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98& quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A98&quot; </ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified >
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>

</Part>

</ListPartsResult>

B IRH = (CORS) o WEBIRHIN FRFE RN AN B T AERIEIR. OSSRt T CORSSTIFLATSERIFAOSSTH
REREHIWEBN FFTER. OSSIEAHZEMOSEFAE EHIEEEASMSR,

7t

PutBucketcors

Put Bucket corsiBFiSfEiEERIbucket EIRE—MNEEZRIRILZ(CORS)AIMNY |, AIREMUFENBETFN

JUR
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KIS

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from </AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod>HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >
<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>
<ExposeHeader> headers in response that can access from client app </ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response </MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration >

iB5K5t%= ( Request Elements )

ks sk RENR
CORSHUMIAIESES | E/I\
CORSRule bucket&RZ 7e1F 105N =

KA NES
RF5 1 : CORSConfiguration

S AP RORE B SRAGSE | o
BRSNS S M
agaz;ﬁ%mﬁﬁ%@j%;\
. e R QRIS _

AllowedOrigin o WETAGFEEE |
AR,
e S oY=
L= : CORSRule

IEE TSI RTT X,
HKEY - HrEs
AllowedMethod ( GET,PUT,DELETE,POST,HEA =
D)
R : CORSRule
HITEOPTIONSTHREUES =
AllowedHeader Access-Control-Request- =
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ExposeHeader XMLHttpRequestyd&, ) &

MaxAgeSeconds CORSRuleEEHE&Z AT HII—
PAS

CORSConfiguration KA : 88

HeadersikthigEfheader2
BiF. fEAccess-Control-
Request-HeaderssHigEISE
“Nheader&BRTE
AllowedHeaderdhE—&33 AL
I, FFERRZ—

" SEBBECRT

KR AR

R4 : CORSRule

BRIV AN B FRIIE]
ARz ( fHlan—a
Javascriptfd

iy

SUFER " BT
KA FTER
R4 : CORSRule

e S B B R RAYFREN
( OPTIONS ) iEKIREIEERAY
ZEEE , BAAF, —

i

Io
2R - R

R : CORSRule

BucketfJCORSHINIZSES

ali

RER T

MM

Nl

1. BiAbucket@AFECORSINEE , FrEMEEIEKATOriginEB K STIT.
2. AT HERFERFHERCORSIAEE , ELIIM— P www.a.comBIRIiEEIS I EEERAHY

XMLHttpRequestTHgERHIAOSS , FEBEAEOF&_ LECORSANEFFE. ZMNEXMLIZA
SkitiA,

. B buckethICORSIRERH LS CORSANIEER . B bucketimRZ FIFLOFAN , LIEAY

XML AHERZ BIF16KBR /N,

. HOSSEI—MESIHIER ( B OPTIONSIERK ) , i bucketXIMAICORSHINY , ZAFRHEATHERL

AIRPRIEE, OSSSMRIGET AN , FASE—KITEAIMNIRIFERFFIREIRT AT
header, UNERFFEFINIEBICELMINAFT IME(RICORSHEXAIheader,

. CORSHIPCECR T AGHE =4 |, Bi5% . iIEKAIOrigin/RPtEt—InAllowedOriginIi , EUR

,IBXKATGE (W0GET , PUTE ) 5B OPTIONSIEKAYACcess-Control-Request-Methodsk 33 RzAY
7RIt EC—ITAllowedMethodIRl , £2f5 , OPTIONSiEKAIAccess-Control-Request-
HeadersiLB &1 MNheadergfJmltEL—INAllowedHeaderlid,

. SNSRAF EZT Content-MD51FKL , OSS&itEbodyRIContent-MD5FH 10 E—EME , (NRF—

¥ , BiREInvalidDigestEiRFa,
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s NbucketESEHEERAMIZG :

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT </AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader> Authorization </AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

REERE :

HTTP/1.1 200 OK

x-oss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

GetBucketcors

Get Bucket corsi{ERTF3REFEEAIBucket HEIHICORSHINI,
SRS
BB

GET /?cors HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
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Date: GMT Date
Authorization: SignatureValue

WMo (Response Elements)

BIR fER
CORSHINIRIZRS , B bucket&ESAIFL05MN
CORSRule KB R

RF5r : CORSConfiguration

IEEAVFAESE AR | SUFERS N TIR

IEES N ALHIR, AERES— B
AllowedOrigin IS, SORIER " RIS

A P

Q%575 : CORSRule

IEESVFRIBSIEIE KT %,

AllowedMethod ZEAY - M1z ( GET,PUT,DELETE,POST,HEAD )
QLY . CORSRule

EHIFEOPTIONSTRENIE<S HAccess-Control-

Request-Headerssk/higiEfIheader@8 721F.

TEAccess-Control-Request-HeaderssigEHE
AllowedHeader “MheadergfwisifEAllowedHeaderd B —5& 3Rz

IR, IFER&EZ— " BERT

KB FRFER

L7551 : CORSRule

BT MR BRERFIEERImAEL (Flan—

“Mavascripthf9XMLHttpRequest ISR, RIIHFE
ExposeHeader R " BT

KA 5

LT &1 : CORSRule

SEENEREXI S E SIRAYREN ( OPTIONS ) 153K

REERNEFRE , B, —
MaxAgeSeconds CORSRuleBEHESHZAITFHI—.

KA . R

L7551 : CORSRule

BucketfgCORSHINZS 28

CORSConfiguration KA . [

I

1. AR Bucket R EE , iR[E]404 no contentiEiR. (E1RAS : NoSuchBucket,
2. RBBucketfUHEE 7 8E3REXCORSHIN , BNRE]403 Forbiddent&iR $51=F3 : AccessDenied,
3. YIRCORSHIMIAIZLE , iR[E1404 Not Found$iR , $EiRfBNoSuchCORSConfiguration,
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Nl

R :

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRECORSHMEHRERA :

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

DeleteBucketcors

Delete Bucket corsFFxFfEEBucket TN AICORSIHREF BN,
s
15?214:75

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo
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1. 4NERBucketR1F7E , iR[E404 no contentfEiR , $E£iRF5 : NoSuchBucket,
2. RBEBucketfyiBEE 7 8eMiIbRBucketx IR AICORSHIN, WNRIXERIE— N ARBEFIREY
Bucket , OSSiR[E]403 Forbiddent&iR , 51213 : AccessDenied,

Nl

R

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

REFRG :

HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

OptionObject

NS EREBIEIEKZ RIS RIE— M preflightiEzk ( OPTIONS ) s EAFEHIRIRIS . HTTPAA
headerSBZA0SSLUREERKZEIERIER, OSSHLUEIZPut Bucket corsiEskFFEBuckethy
CORS3z#% , FFECORSINAEZ S , OSSTEUWEIIL 28 preflightim KAt SRIER EAMINIE 2B RFARIER
. WIRA7IFEECORSIIEERBFE |, IR[El403 Forbidden,

BKEE

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

iEskHeader
R ok
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Origin
Access-Control-Request-Method

Access-Control-Request-Headers

g Header
SR

Access-Control-Allow-Origin

Access-Control-Allow-Methods
Access-Control-Allow-Headers

Access-Control-Expose-Headers

Access-Control-Max-Age
]
BRI

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT

Access-Control-Request-Headers:x-oss-test

REFRG :

HTTP/1.1 200 OK
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BRERE, , ARIRESEIEK,
KA . FFE8
HNE :

FVELIRMSR P SBRINITIE.
A FRFER
BME : &

FELfRERPEARIRRR T B ELE /MY
headers,
ST PR

BANE : &

70

E*EP@%:E’\JOrigin , RARVFRNER B 2%
5B,

HKE : FRIER

AFERPHTTPSE , MNRARIFZIERK , WA
BEZLER,
KA FEE

RIFEkETheaderf¥53R | MIRIBFKRPER
i&%ﬁﬂ’ﬂheader  WABZZKEB | BERIGH
a4,

KB PR

FVFEE FimlavaScriptiFHipaaJheadersiy
FIE,
KB R

RN SR F preflightZERAYRTIE) , BARIOFD

KA BA
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x-0ss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

FFLiveChannelti2{/E

LiveChannelfg4}

FRFRILAMERRTMPISOG ESREE LERI0SS | #fEisERiEI . £Ea1 , BFRELHEES
g2—LiveChannel , LERERSRAYHERIELL , EIFMAREEIESEXIMAIAPL

BIRTMPHMY EESISTEGEERIBLATIRS

- HEBFEARTMPHERRIAG T | AIFHLR.
- WRE SR . BRBTRISNAH264,
- SR RNERY , HERXIFAAGER | EftsNSIMRsmER.
- Bt RSTHRFHLSTY.
- —LiveChannelERf REEE— & FimAIEHER.

RTMPHEE IR 2

RTMPHEARHEUFZAN : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
EARGFRNA: rtmp://${bucket}.${host}/live/${channel}?${params}

- live ARTMP1#iYiSapp&EFR , OSSEIEEMlive,
- paramsAHERIISE , 18 EHTTPiERAIquery stringiBRE , BIFZAN

" varA=valueA&varB=valueB "

- BucketAcl3Epublic-read- wrlteﬁjL MBS Z AT LUEA | BRAEEPIOSSHUrES |, B

BT ERARR | R SRR RGN
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RTMPHERSZFHIUr S

=

playlistName

IR S 2 RN

— NS RAHERIBIEZN

: rtmp://${bucket}.${host}/live/${channel}?OSSAccessKeyld =xxx&Expires=yyy&Signature=zzz&${para

ms}
SHEMR
OSSAccessKeyld
Expires
Signature

params
SignatureRJiHEMNLIT :

base64(hmac-shal(AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

BIR

CanonicalizedResource

CanonicalizedParams

PutLiveChannelStatus

138

R
FsRIEEERAIM3uSHEIR , HIEES
LiveChannelh gyt &,

R AERAIM3USEFRMBASHIAIN
" ${channel_name}/ “BIZ3.

)%

BN EOSSHIHTTPEZAIACcessKeyld
ISHARTEIE , F8TURARUnit timestamp
BEL2FHE | EXREAEITEITE
Hitt240 , FrENSHEFESSER

A
B9 “/BucketName/ChannelName”

1ZfBparam key=FEiFHHE" key:value\n” IGAT
BRISEIHIEE , RS0 |, BBAX—IR
SRR S SecurityToken,
OSSAccessKeyldfExpire LAz Signature,
&B—param key REEHI—IR,
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LiveChannelB##HStatus : enabledfdisabled , BFPRILAERAZEOEMStatusZ B TR, &F
disabled’A7Sht , OSSSZEEIEFFMAIZLiveChannelIFH{THERIE(E ; MNREBEFIEERIZLiveChanneliER , BB
LHERIIE iR BEaHETT ( TaEB10sAGHYZER ) .

KB

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-
hangzhou.aliyuncs.comAuthorization: SignatureValue

RSH

B iR BENE
tgELiveChannel®§Bix
NewStatus Status. =

B%YE : enabled. disabled

TN

1. BgBEEFigmAEZLiveChannel¥#ERRET , FFPutLiveChannelEgtlELiveChannel B a] LUXEIHEEL
StatusgIBHY.

2. ¥EEFimAEZLiveChanneliERET , FoixJEREPutLiveChannelE#tlELiveChannel , REGEISA
ZOEH LiveChannelg9ik&adisabled,

AN
Rl

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:X/mBrSbkNogM/JoAfRCOytyQ5pY=

REA

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

x-oss-request-id: 57BE8422B92475920B002030
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date: Thu, 25 Aug 2016 05:37:39 GMT

PutLiveChannel

B RTMPY LIEESHSEERT | HSSERIZZAREE—MiveChannel, ZZAXIREIRTMPHEF L
ARSI NATIERbE. PR LAERIREIRIHEAATHER. . S5, BPALURIEZLiveChannel 43
RRARAEXAVIRE , WEERRS. EfERICR. FIHERS,

KB

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription </Description>
<Status>ChannelStatus</Status>

<Target>

<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlayListName>PlaylistName </PlayListName >
</Target>

<Snapshot>

<RoleName>Snapshot ram role</RoleName>
<DestBucket>Snapshot dest bucket</DestBucket>
<NotifyTopic>Notify topic of MNS</NotifyTopic>
<Interval>Snapshot interval in second </Interval>
</Snapshot>

</LiveChannelConfiguration>

iEKTTE(Request Elements)

2R ik
{RfFLiveChannelBtERISES.

HKA : Neg
LiveChannelConfiguration FTm : Description,
Status, Target

AN

RER T

W
us
#

fiD

Description LiveChannelfJf&itMER | &I

iy
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Status

Target

Type

FragDuration

FragCount

PlaylistName

Snapshot

RoleName

128=73,
KA FTER
Fom T

: LiveChannelConfiguration

gxELiveChannel IR,
KA EFRTER

TR %

Q%I\\\

: LiveChannelConfiguration

BEXHE : enabled, disabled
(RIFELERCEIAES.

KA RE.

FH= : Type.
FragDuration, FragCount,
PlaylistName

: LiveChannelConfiguration

1EEREERYREL,
KA WEFRE
Fhm %
R : Target
BXE : HLS

HType AHLSHT |, IEEE MY
HHIRHE (A6 : 7)) |, BUESE
El#9[1, 100]89%%4,
KB . FFFE

Fom T

SZ—H—

T Target
LTypeAHLSET , F§EM3u83Z
HPE s BUESE
El/9[1, 100]R9EE%L,

KA FRFER
FER %
SZ-H—

T : Target
HType/IHLSEY , FEE4ERAY
m3u83HRIFFR , IRLA
" .m3u8” £ , KESEE/I
[6, 128].

KA . FFE
FOR: %

AN+

R/ : Target

RIF=EER(ESnapshot i
IR ES.

KA. Ree

FH=

: RoleName , DestBucket ,
NotifyTopic , Interval , PornR
ec

Q-l—l—

T - Snapshot
AT SnEE R IR BRI
, KB DestBuckethISIR
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BAE: 3

Py

[}
EIAE : playlistm3u8
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FOENotifyTopickBEAIR

KA FiFE
FhOR %
RT3 : Snapshot

(RIFEsEE BfRBucket , &
k5 LaiBucket2F—
Owner,

KA PR

FER T

RF5 = : Snapshot

AT ENRF SREE R AR
AIMNSHTopic.
NotifyTopic A FFTER
FoR
RT3 : Snapshot

EIEERERRKE , 88

s , RZRAMREERIREX

S (It ) |, APAIZIEFRAT A
Interval FEE.

KA

FER T

RT3 : Snapshot

DestBucket

Iy

iy

i1y

T

1. ChannelName/ifF&ObjectNamefIas ZHE , B4 , ChannelNameFREERE" / “.
2. FragDurationflFragCounttIENAER BEREBFRIEERN T 2L | EE THF— , WE—

MBS IIERE.
3. BEAESRUHLSEY , OSSREEME MsXHT | BFm3us | m3u8HhRZE SR
FragCount/Ms3Z{4,

4. BRI HLSEY , BRIt XIS ISEERT KA FragDurationfSERIRTIKIE , OSSRTEIR
BT REIMBIRHRIIRE T —Mts34 ; WERmax(2*FragDuration, 60s)/R5RKEIF—1X#
i, OSSSEHITIHASIMH: | AT RIRES [RCREANAT -RIR.

IR TTER

2R fid

{R7ZCreateLiveChannelig k& ERAVZSEE,
KA . [EE

FT35 : PublishUrls,PlayUrls

RER T

Eﬁﬁiﬁﬂﬂmﬂ’%‘%&c
: KA AR
PublishUrls F5 - Url

AN

R : CreateLiveChannelResult

CreateLiveChannelResult

Url HERTBLE,
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KA TR
FPR: T
RF¥5E : PublishUrls

(RIEHERIB U RIZSEE,
KA REE

Fe Ul

QA5 : CreateliveChannelResult
FERSbE,

KA FFE

Fom T

AN

RF5m : PlayUrls

PlayUrls

Url

Mo

1. HERMIERARINES B Rurl |, W15Rbucket acliEpublic-read-write , BBATEEE T TSR A BEFHT
E,
2. BERUIER RIS ZRurl , 218 bucket acl/gprivate , BPATEETHITE R A B TIAA.

Ll
R

PUT /test-channel?live HTTP/1.1

Date: Wed, 24 Aug 2016 11:11:28 GMT

Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:hvwOZJRh8toAj3DZvtsuPgf+agA=

<?xml version="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>

<Description/>

<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>

</Target>

<Snapshot>
<RoleName>role_for_snapshot</RoleName>
<DestBucket>snapshotdest</DestBucket>
<NotifyTopic>snapshotnotify </NotifyTopic>
<Interval>1</Interval>

</Snapshot>

</LiveChannelConfiguration>

IR EwAI
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HTTP/1.1 200
content-length: 259
server: AliyunOSS
X-0ss-server-time: 4
connection: close

x-0ss-request-id: 57BD8419B92475920B0002F1

date: Wed, 24 Aug 2016 11:11:28 GMT
x-oss-bucket-storage-type: standard
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<CreateLiveChannelResult>

<PublishUrls>

<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel </Url>

</PublishUrls>
<PlayUrls>

<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. n3u8</Url>

</PlayUrls>

</CreateLiveChannelResult>

PostVodPlaylist

KO RXviEELveChannelERERRY | IEERNEIRRARAItsIHERN— N RIBRRIEIRT IR ( m3u8X {4

).

BKIEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

kS
B

ChannelName
PlaylistName

StartTime

EndTime

i

fgxELiveChannelB#R , %
LiveChannelJRZE1E,

BRI BB IS I RAIBTR
, WARLA “.m3u8” .

IBEEIAtsXHATEmRaTE | 18
z{AUnix timestamp,

IEEEIRtS S FRIRIERTIE | 18
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z{AUnix timestamp,

Mo

1. EndTime AT StartTime , BRTEEEARGEATFLIK.
2. OSSeEEEEEERAFTE ZLiveChanne MERAEREIts ST | FHEEHERN—MEHRTIZE.

Nl
1G]

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUnzv0=

R [E76Y

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

etag: "9C6104DD9CF1A0C4DOCFD21F43905D59"
x-0ss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

GetLiveChannelStat

AEOPSEFEIEELiveChannel fUHERIRSE A,
Ry
15??11:75

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

145



XIgAFE OSS

APl &%

IR TTER

=

LiveChannelStat

Status

ConnnectedTime

RemoteAddr

Video

Width

Heigth

FrameRate

Bandwidth

Codec

146
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{#7FGetLiveChannelStatiR[EILERAVASE,
KA BB

FER

: Status , ConnectedTime , Video , Audio
RER 7T

LiveChannel 4BiRIHETVIASHEIR,
KB MEFRTER

FoR T

R A : LiveChannelStat
BRUE : Disabled , Live, Idle

HStatusHLivelt , FRHEBIEFinFFIAHERAIRT
18 , fEFRISO8601ETFR .

KA FIEER

Fom T

AN+

LT : LiveChannelStat
LStatusyglivel , FRnHRTHERZ FimATipitbilt

KA FEE
FPR T
¥ : LiveChannelStat

HStatusHliveld , (REFABAREEHIEE,

KA REE

FHR

: Width , Heigth , FrameRate , Bandwidth , C
odec

LR /A : LiveChannelStat

FREFWUIREERE (847 &XK).
KA FEEB

FoR T

R : Video

FREFWUAIRNEESE (84 8X).
KR T8

FoR %

R & : Video

FRABHISARAIER,
KA TR

Fom T

R A : Video

FRHBIHISARAVREER ( {5 : B/s).
KA FGEB

Fom T

RxF A : Video

FRHEESRAYRASIE .
KA WEFRER

FER %

R : Video
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Audio

SampleRate

Bandwidth

Codec

Mo

HStatusHLivelt , (RFEIMREEIEEE.
KA . [8
F1553 - SampleRate , Bandwidth , Codec

AN

R A : LiveChannelStat

FHBISIRAIREEE,
KA FHE

FoR T

RT3 : Audio

FRHBIESNAAIREER ( B : B/s).
KA S

FoR T

R : Audio

b ANl =P i T v e W
KA WEEFTER
Fom T

AN

R : Audio

1. Video , AudioBZgs R B 1EStatusHLiveldA<iR[E] , {BStatusHLivelt A—ESIR([E]
Video , Audio&S88 , ffltN , ZPimEEiEREF LiveChannel , Bk AESISTIEIERASIRE],

2. Bandwidth IE55T7 /A4
fIBandwidth{ErI8EA0,

Nl
R

—ERATIB A9 EL9REER |, LiveChannelQIFTHEZILivelR7SHT |, iR[E]

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIINQOJYyOA=

IR [E)7- Ul

HTTP/1.1 200

content-length: 100

server: AliyunOSS

connection: close

x-0ss-request-id: 57BESE89IB92475920B002164
date: Thu, 25 Aug 2016 06:22:01 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>
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<Status>Idle</Status>
</LiveChannelStat>

RHII

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:WeC5joEaRzfSSS8xK0tlo7WTK1I=

IR [E)7~ BT

HTTP/1.1 200

content-length: 469

server: AliyunOSS

connection: close

x-oss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>

<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>

<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>

</Video>

<Audio>

<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>

</Audio>

</LiveChannelStat>

GetLiveChannellnfo

AEORASEFRIEELveChannel EE (SR,
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KIS

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

IR TTER

2R fid

{RZEGetLiveChannellnfoiRBILEERVEE.
KA [E8

F155 : Description, Status, Target
RBR T

LiveChannelgJiiiR(s 8.,
KA FGER
FER T

AN

RT3/ : LiveChannelConfiguration

LiveChannelfPIREER.
KA EFRTER
Status FER T
R M : LiveChannelConfiguration

B%YE : enabled. disabled

frfFLiveChannel#&fitEC BRI AR,
KA . RE

Target FT3m : Type. FragDuration, FragCount,
PlaylistName
R M : LiveChannelConfiguration
ZHTypeIHLSEY , EEHERBTHRME ST,
KA WEFRIS

Type FER T
R M : Target
BIE : HLS

ZHType/sHLSET , FEEE MRS (B

LiveChannelConfiguration

Description

SE) .
FragDuration SR - Saren
FER: T
R Target
*_—L’lgpe?ﬂHLSHa‘ , FEEM 33U R St ST
o
I -]
FragCount SR - e
FPR: T
R M : Target

ZHTypeSHLSHEY , IEEEMAIM3uBITFIIEFR,
KA FFTER

FHR: %

R : Target

PlaylistName
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===/ \,
Mo
TargetfFT5mFragDuration , FragCount , PlaylistName REHTypeBUEIHLSE A <iR[E,

Nl
Bkl

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyGvI0=

REH

HTTP/1.1 200

content-length: 475

server: AliyunOSS

connection: close

x-oss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description> </Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName>playlist. n3u8</PlaylistName>
</Target>

</LiveChannelConfiguration>

GetLiveChannelHistory

AEOAFRIREUEELiveChannel IHERRICR.

iSskiEik
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GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WdRLTTER

BIR 72

{#1FGetLiveChannelHistoryiR[EZ5 RIS EE,
it N

F5 : LiveRecord

RER T

LiveChannelHistory

A S

REKERICREENAES.
KA NEE
FT A : StartTime , EndTime , RemoteAddr

RT5 : LiveChannelHistory

LiveRecord

HERFFEARTIE , FAISO86018FE .
i A P
StartTime gt
RF5 4 : LiveRecord

{Eiﬁéﬁ%}ﬁyﬂ , (HAISO860 8RR,
EndTime ?%5?_1%$

Q¥ : LiveRecord

Ei@%ﬁﬁﬁ”ﬁﬂ’\]ipﬁﬂo
RemoteAddr $%£%§$

AN

LA : LiveRecord

-
o
a2 aiREEELveChanne BIEHI10HERICR.
]l
=g ol

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo68k=
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REISLA

HTTP/1.1 200

content-length: 1892

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelHistory>

<LiveRecord>

<StartTime>2016-07-30T01:53:21.000Z </StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861 </RemoteAddr>
</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:53:35.000Z </StartTime >
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z < /StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632 </RemoteAddr>
</LiveRecord>

</LiveChannelHistory>

ListLiveChannel

BKIEE

GET /?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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iBRSH
i

marker

max-keys

prefix

IRATTER

B

ListLiveChannelResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

i RELE
BEERMmarker [EiR=8 -
HEFFRIE— N FIAIRE], =
RELXIRE|LiveChannel i35

K, NBRFEE , BiAA &

100 , max-keysEEARBERTF

1000,

BRIA(E - 100

FRERERILiveChannel 4Rl

prefix{EARISR. F=(EH
prefix&iflt , IREIRIkey]3

288 prefix,

153

i

fEid

{RiFListLiveChanneiE K& RIAEE.

KA REE

: Prefix , Marker , MaxKeys , IsTruncated , N
extMarker , LiveChannel

RER T

RRERERIIFFIRRILS.

KA . FFFE

FoR T

R : ListLiveChannelResult
A& ListLiveChannelf9f2 s,
KR 58

Fom T

R ListLiveChannelResult

MRS R AR EIEROSEAEE.
KA TR
Fom T

AN

R A : ListLiveChannelResult

ISR ERTERARECERME ; "true” FR

RREBRAIEELER ; "false” BRARELIR

BT £EPER.

KR R

Fom T

R ListLiveChannelResult

MERARRERAIEIPER | WABEKRPEELE
NextMarkerstz , FIFHRBEEE TRiEKAY
Marker{&.

KA - FIGEH

FER %

-+

R : ListLiveChannelResult
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RFREE M LiveChanne (S EHIAES.

KA ;2588

FhR

: Name , Description , Status , LastModified
, PublishUrls , PlayUrls

R ListLiveChannelResult
LiveChannelf9Z#R,

KR 58

FEm %

R & : LiveChannel

LiveChannelpyiiA,

i
Description ?%5?—%$

Q

LiveChannelfRzs,

KA MEFRER
Status FER T

&\-H—

LiveChannel

Name

-

T2 : LiveChannel

e : LiveChannel
B%YE : disabled , enabled

LiveChannelBtBERVESIEXATE | (FF
ISO86011&F&~.
LastModified KA FRFER
FER T
LR A : LiveChannel

{R#FLiveChannel 3 RATHE RIS RS,
KA . REE

F5R2 : Url

LT : LiveChannel

LiveChannel3g RzAHEAELE,
KR T8

FORT

75 : PublishUrls

{®7FLiveChannel3I M AIEHUtEHE IS ES,
KA . Ree

Fr Ul

R A : LiveChannel

LiveChannelXd RSBt
url KA TR
Fom T

AN+

R = : PlayUrls

PublishUrls

Url

PlayUrls

Al
BBl
GET /?live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT

154



XIGRIFE OSS APl &%

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: OSS YJJHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRugqcbmUJsIHw=

REH

HTTP/1.1 200

content-length: 656

server: AliyunOSS

connection: close

x-0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<ListLiveChannelResult>

<Prefix> </Prefix>

<Marker> </Marker>

<MaxKeys>1</MaxKeys>

<IsTruncated>true</IsTruncated>

<NextMarker>channel-0</NextMarker>

<LiveChannel>

<Name>channel-0</Name>

<Description> </Description>

<Status>disabled </Status>

<LastModified>2016-07-30T01:54:21.000Z </LastModified >

<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist. m3u8</Url>
</PlayUrls>

</LiveChannel>

DeleteLiveChannel

AR OFSRMIREELiveChannel,
BKEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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WD

1. HEZEAEIFEBLiveChanneERRT , BIFSIERESLM,
235, AEORSHERLiveChannel K , AaMIBRIERAE AT,

5l

R

DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQYNbzQ=

iR [E)7561

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE9FOAB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMT
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