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Ef% , EEHERSTUEE. XM TFE TR LR EEFin EERIRED | Bt EELER | B
HERERIERZFEAERT, ZEXAFEHTRE.

HXIZE  BABFinREECIEHELEEMTE | Fiid MQTT R T EaAME kS FiniRE S
HiHR. BEEFR s  ERinE CEBRAKUNE CRFIEEHENHER. WREAT , EFRiRECS
VNGNS
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RN 2R e R
BRI

1. Z2RmEHE  DEHBERAPUKEREGERRNES | RENBSFEFITF.
2. BF USRI,
3. PN TF—HEER.

=3

- RBIGHFESFHEHREEE AW EEEENG | TERARERRZHRRUIBEEER. FElit
 BEREBERRMEMERESAEAIER | RAUEFIBLHE | OAFHFBELEEINZES
BEERENE, XTBEHSRIR AR , & IERRE.

- EPIRINRFEERENER | FEUEERE ENE—MOREBRRAREK  BURRLRR
BRI | BHRIREEFH X R AR,

- BRI ERRSAEHERISEN30%K | EF RGBS RAVRASIERIRG 795K/,

- BFInE R CEHRERL , RAEENAKRIESEIHEXEIE G , FIEFimEZEToREIN ACK
HEFLIRE, IREFIRAENTIR , RETERRR—HERERRIGER | ENES | SE R
FESHR , BAR—RAGEREIRBREE ACK,

HIEVELRHBWEX API
RIEVELHR
&% Topic : $SYS/getOfflineMsg

AZ : JSONString

RBEER :
B it A
"DESC" &&" ASC" , 155
pushOrder String RENETIERRBIEENRR
T ERIEY
—RESHEEERIRE , 88
maxPushNum Integer SBEIN1-30 , BTSRRI
|
IREHE

TERY PubAck 332,

~OFER
MQTT EFimf{EA Demo
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public void testOfflineMsg() throws Exception {

String broker = "tcp://XXXX:1883";

String clientld = "GID_XXX@ @ @XXXX";

final String topic = "XXXX/11";

final String topicFilter[] = {topic};

final int qos[] = {1};

MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printin("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[J{broker});
connOpts.setCleanSession(false);
connOpts.setAutomaticReconnect(true);

/**
* BRIRKIHERTIRE OBRIE |, 8iY100s LIT |, 88 |, IRSimsiihEsE
*/

connOpts.setKeepAlivelnterval(90);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

sampleClient.subscribe(topicFilter, qos);

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printIn("recv Msg from " + topic);

}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

sampleClient.connect(connOpts);

JSONODbject object = new JSONObject();

object.put("maxPushNum", 20);

object.put("pushOrder", "DESC");

sampleClient.publish("$SYS/getOfflineMsg", new MqgttMessage(object.toJSONString().getBytes()));
Thread.sleep(1000000);

} catch (Exception e) {

e.printStackTrace();

}

}

IRENE P IR LTS

RN BIMEBREY MQTT B im M RIELIET.

RIF7SR

- Bl S E P EEREE P in RS LR RAE LIS TIZIE
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- BT ERE M EE P IR SRR G

- RSB InR B S Fin L EEiE T AR A — L TE AN,

EFE

MQTT BRSSimXS_EiRTHEERR

KR T 2MREG | SRIRRELSERRAURSE L TEER.

BLEIIZEONSTVEESR |, BRFEE RN RIDER HTTP 75(AY APl S EE iRl ELE
i ZANREERENEFRIFSEIPRES | BRTXENEFiRIPRESFIRT.

S F BN ENAEEENNSR , A Fin LS NESMRAR . MQTT RSESEaRER MQ #E
E—HRLETHER. APRRSh—RESEMEZNRSSE L. APIRSHETITRXS MQ iHESRIRE
FrEEFRI_ETEE. ZHNBTRERAMEZEFIRIVATS , BRAZINE L T4, MAFESRS , i
RRERIES R RIS EFT DT HE PR,

R BrESEOREANRIEIRIISIRE | Hig LR EANAERR | (EREEIRI = in
W&, LTRERNEARAHESES  NSHITENSSR , EiRAREMEX , (BZGETUETEGO S

N FIRANE TR,

FEEEEEO (2UHEE )

MQTT BRSSimxySMEE HTTPIMY S BRETAZEO |, EiRRORIERNENT
iR RSEAROARER RN T AR , (BRARIUL region R , RESHERM region FFHERSS.

HimiEn

https://mqtt-xxx.mqtt.aliyuncs.com/route/clientld/get

Hrp :

- OIS AWSESLAIRHR N RUIE.

- YA HTTP & HTTPS , WA75zUNER GET 75k,

24BI%

BHEBR

accessKey

resource

timestamp

signature

e S
String

String

Long

String
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FRER , RBWATREIALE

=

- timstamp 2#ATHEILIFAIHIER , FERENISHIEIE , RABTRIESDIREXE.
- signature DIERSHAIER | KHEMSHIFAFEEFRE | ERAWF SKITEER, BTHIRIGIE
MFGLEBRER. BRTESHSEH,

REIZR

MQTT IRFSiREIEIERERE , SHTEOSEEE , MTFEENEEBERREZR ZFIRAIELEZ.
BNRENEAITNRTR

HTTP &1 izl

400 IEEER , TaERiEO URL RIEM , SiE S5
ES

403 WPRIGIEEN , PIRERERITEEIR | BE KA
FREAIRTRAY clientld 7S

200 BERANERRIH

IREIEERS , bR HTTP R3S , HTTP content BB SIINAGREILER | IREIZ5RY JSON 1820, BIRRY

FERBRETAOT :
FERBR St} WA
code int iﬁ*ﬁfiiﬁ%ﬁﬁﬁ% . FBTF#IRRr
HEnEKEBINFIEMIRE
success boolean true/false , KEZ=BAE2EID
HBIE PindEEFA top EREE
online int , ATRERE-1 , REEIERK
0, ERURTHIRT AL
. ERMBEREAR |, BFHIER
message string R o

TR : EiRERYF online FEONOATRAEL: | ATORFEL | RISIF LR top E2E , NASMT
BZFBRATIURFEESERRR. BRSRGERSER  SER/IVIRHILRE-119ER  AFE85
FRA  @NNAER | SEET SRR BRT I

Hrh code fEIRIBUBAINT :

code izl
0 BRI

SR, BESHIERTE
BRTEER  gEESSITEIRE
PRITIEEIR , @G ESRIKSEEEIETZIR

w N
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#HArERY Groupld
A EREARIE , RIS timestamp FREE
HEESDEA

FP T EEA

W EXFTA |, ERERL ETRBAS | EFEMFRNXNSEHSMETEI MQ BBRH | iZBEXIMNAY
Topic GpZISER : “GroupIlD” HHEFR " MQTT”

PINEFRERIE GID_XXX@@@YYYYY KA MQTT Z iR , ABAXIMNAYEMH Topic g
GID_XXX_MQTT, EAEANTESEWNT :

1. GIEES4 Topic

HRIE EXRIENME |, BPXIEWE Group ID SHRIIRE |, BUBIEXIMAISY Topic , B Topic 5ikiEE2%
RIENHESHTHSE_ : SIERIR.

2. [RBIRITER

{#_E—S B elEEA) Topic , BIRTIREI TR MQTT 2% E F&SEM., MQ BKGERESEITIHEE.
Heh , #EENA0T -

SHREME MQ B Tag 1 , KRR LELEE T4,

MQTag : connect/disconnect/tcpclean

Hep

- connect R FRE Fin_ &N,

- disconnect EHAFREZFinERIMHERE. KR MQTT thi} , EFIHEMTFT TCP EREZBINIZA
% disconnect R , IRSZIHEUE! disconnect IR EfitAIZEELEE., WRFLEE=ERIG SDK i85
RRRINAIX disconnect IR , BRSIRHERN T ZRERZEE.

- tepclean SEHHLERSCPRAY TCP &M, TiCEFPIRERRAEXT disconnect 1R , REXHH]
TCP iEEWTF R SfA tcpclean 14,

R : tcpclean HERFREFiRMEEEENESCHT. YR , disconnect BRI EFREFimETNE
BT TEIRY. SRTEFHISCH , A ESFERERHESSH disconnect HRIFSBIEERIE. Eit
FIIMRE i 2SR tcpclean 44,

#UEARAJ9 JSON 81 | 18XAJ Key 21T :

- Clientld ({FEMZE ;

- time RFAOXREHERIATE] ;

- eventType AREMRE | #ft MQTT ERIRX S EHEE ;
- channelld {F&/ TCP iEENB—RR ;
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=~

clientld : GID_XXX@ @ @XXXXX
time:1212121212
eventType:connect/disconnect/tcpclean
channelld:2b9b1281046046faafe5e0b458e4f553

TR HIETE RS R RSN IREREINRE— RIS , MERES L TEEBRRIRRER
S

BORFIRTRRNL0T

- A clientld &% , P4 L LB RINFELAREE, SRS,

- E— clientld B9 % , ATREIFESIRINET , Bt , HEITLBESRT , —EZ4RIE channelld =
EFIRTR R RN TCP &R, BMs2 , T&EEREEES channelld HEN TLHES , (RT
ZHERY channelld 7~—# , RE eventindex &5 , th A BEEE.

FREVIRZSHI Demo 30F

public static void main(String[] args) throws InterruptedException {

i REMEZAY AccessKey , FAT4HY

fi/nal String acessKey ="XXXXXX";

i REMEZRY SecretKey , FAT4HY

fi/nal String secretKey ="XXXXXXX";

i RS BPE RIS Topic , FEMRE MQ EHIEE6IE
fi/nal String topic ="GID_XXX_MQTT";

i ConsumerID,EE5E MQ #2418 B 6

*/

final String consumerID ="CID_XXXX";

Properties properties =new Properties();

//PropertyKeyConst. ONSAddr #HHERIESCRRE RIS BILA R LSEHITRIN :

[/AFHEEFERME ¢ http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddréclient-internal
J/AERNNERE ¢ http://onsaddr-internet.aliyun.com/rocketmq/nsaddréclient-internet
/NSRBI ¢ http://jbponsaddr-internal.aliyun.com:8080/rocketmq/nsaddr4client-internal
J/FMRYIEIRES - http://mg4dfinance-sz.addr.aliyun.com:8080/rocketmq/nsaddréclient-internal
TRFRELIAHZING ( RIERTFHIME ECS ) : http://ap-southeastaddr-
internal.aliyun.com:8080/rocketmq/nsaddr4broker-internal
properties.put(PropertyKeyConst. ONSAddr,
"http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddr4client-internal");/ /It AN HE = A FEME S
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);

Consumer consumer =ONSFactory.createConsumer(properties);

/**
* RIREIROSEM | 1RIE Tag KO R EZIER T4 , body &4 JSON FFE
*/
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consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
String event = message.getTag();
if(event.equals("connect™)){

// this is connect event

}else if(event.equals("disconnect")){

// this is client disconnect event

}else if(event.equals("tcpclean™)){

// this is tcp disconnect

}

String body = new String(message.getBody());
JSONObject object = JSON.parseObject(body);

String clientld = object.getString("clientld");

long time =object.getLong("time");

return Action.CommitMessage;

}

i

consumer.start();

System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer.MAX_VALUE);
consumer.shutdown();

System.exit(0);

}

Token JR5%

MQTT Token RS &7

MQTT i&id Token £URSHE MQTT ZEFIRIBHIEHILSIEAIR. @i MQTT Token IRSZAILUEAMIKSF
FEENRAFPMURIRETAERIEIE | FREEEMR , SEHX SR —E i , B—RIRIRR R BRES.
ih1E MQTT BRRISPRIAE—R D AL TR NS,
- 35— R MQTT NS A E— |, frE MQTT ERImETHEMNER R | BERN LEHET— MK
=,
-8 7 . AFBECATHIKS RS , FENHERKSHSHMTRIFS |, FrE MQTT EFimaIHe:
BT ARRAIK S EE.

ImE—, EAEWSEEL , FfrEER MQTT FBSERET—1NKS | FRLiRB v EBRHMBMHINREI
W53, R MQTT BUARISPRIZFIR SR |, RIffE SR in BB ERWSHI AccessKey FIEZRIANIR
BISHD.
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HmRT , BABITH MQTT ZERIREFEARBETRE—THWEZKS  BREFTESTHKS (IL5S5H6]
HER—E i) UABXSD. IS —NENRERKSEENTEHRE. FISERNRHR  EFin
EIGAENFFING | RIS RERIFZAUEIR— s , BAIRRERZAUEIR—FR  MIEKSHERE

MQTT Token IRSZEPARMFR DAGR TR, BREARIKSEIRE | JLREFintRislard i
(Token) , ZEFimfERIGR FEIERMSEPRANSSi5E). Token AFRE—E2FRAIGIT S , AWSEERER
TEi% Token FTABERISIR. RRFIRMILRSRE, BRSERRAT

A5 LSBT AR
MQ STURRIIGERSAEIEIE , 1
Token (GBS EIE RE—E PR E R IRATEE)
R
R EEAKSHIRSSS | B
AppServer N FBRRSS 88 FEEFinEISERE Token
AR5 HIRL A
MQ BUPRIAIEARSS =8 | FsRAL
AuthServer INIERRSS =5 I AppServer &i#2h] Token
PSRN

MQTT Token $HI7E

AR

MQTT Token £RGHREN T ERF7R,

BAMQTTZES i | 1 ErESHEEa FFRFERSEE | 2 s@siEtorenss . MQIMIERRZS 8 MQiE 8BRS =%
- EwmEzTooczE | | [ Tokenmzmmzs
D I I o= Ry MY~ S = H

4. FHIRFEEToken

6. BT ESTopic_HEToken ;
INPEITER  EEEHEREToken

BARSENT :

1. BEFmigEil , SESuEEE SN ARG S XIS,

2. ZERimA N RS 2R RIS B CFFRiIRTE Topic BIRSR.

3. N ARG ERIIEFisERE VER/ERTER Topic AIBSR , MRIGFEENIE MQ IAIFIRS2EH
TBXINEIRAY Token,

4. MQ TNIERRSS 2850IERRIE Token B9IEK , #IMr&iAZ BIREIXTRAT Token,

5. MQTT EFimi& R FAIRSS EHRERT Token IHAMNEIAM , SWENEFinas 2AINPREAR Token {5
B—NRET,
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- BEFIREMEsIHTIEIEN , NIRRT LUREIZEFRY Token , BRESHIE ;
- EFinE#TERIE Token , INIEIRSSESUMR TN , NMARS AT AEHIREIZE Fin 2 B
1519 Token,
6. MQTT EFimiERz MQTT HERSE,
7. EFiRERURBRZBILUED QoSl A EEBSH Token, & Token Bid RiXE—FRIGHANHE
B3RO, BEABRIEKESE T,
8. EFIRIEERIAIES. MRIRSImFIKT Token 558 , BISAUASINY , EFIRRIZERNTAEHRIE
Token B9iEK,
9. #£ Token 534(H1 5 K , IRBImBSHEE—REIBEMHER , EFiRTAGIMZHELERRIE
¥ Token,

BEFIR{THLIR

1. &% Pub/Sub #R3ZR1 , WIRFTRA MQTT =6k L& Token,

2. MIRLARIE AIEET 1€ Token , BiEE QoS MRIREN 1, LUBIERS imRiREZ BiASK AR
B, BNSIREE ST EE.

. WA/ Proxy BTRE THERY Token SSAVIERTER.

. WLZ Token SBTHES | BFIHW/REFTERIE Token,

. BFIGROZX N RS 2R EIRY Token IFAN, , BRAEIREIEESRBE—HEH Token,

. B PR R ISR R MAZ S IMTE CRY Token 2R/K , tIRKNEE S cEFHHIE Token BE
&, FRRERTLASE RSN MERSER | LUK Token BIBEXUBHR.

RIFRRRS5 2RI T HEIR

1. MRS SRUIBSIEE CHEFRES G  BRE RS RS{DEHIE Token,
2. NFARRSSBRNIZAT Token MIEFIRIXRHITER | BRE—EFIRESEA.
3. RS HFEMAMER , BRELEIANERS SEE A RS SHEE,

18>< API

MQTT A9 Token ERUFRAEEIERAT APL 5THL,

Token NFRIBFIREEERHEMNARSSGE | 1 MQ IANERSSEEZ @ HTTPS B9 Open AP #1732 H.
BMEOEEKIET AccessKey FIERERZMRMBMHIGIE. BEIFFHLEIE Token, M Token LARIREE
Token [,

o 00~ W

MQTT ZFinlIEE L& Token, 1l Token SSUSR. , LAK T Token IEEEE=1MEO.,

Token JR551btt

B&l Token [RBXIFERNAHRUMFFIFINSIE , FAIFS/=. BARIRSHHILNT

R S5 bk Token fRS5E8MEHE
k2 mqgauth.aliyuncs.com
N mgauth.aliyuncs.com
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K1 mqauth.aliyuncs.com
182 mqauth.aliyuncs.com
| mqauth.aliyuncs.com
Hrhnig mqauth.ap-southeast-1.aliyuncs.com

coR= bl

18RI FBRR S 88 B AERR S 28 FRIBFNETE Token B , EEGIERSEURIBIEE SN HIFHHE | AANEER
R |, SASERMA secretKey NIZERIEE,

BOR95RANNT

- SEIER key=value 183 ;

- BEIZIEER & DR ;

- SEINES , BIRESE , FRES " HR;

- ITESER | FEBSEXRE key NFHFHEF , SEXNRE , BHEEERFHEFHRF.

Bl
HANESATASRAD HTTP 7342

https://mgauth.aliyuncs.com/token/apply

SRS :

parama=a
paramc=c2,cl
paramb=b2,b1,b3

LSS UL key HEF | 1851 ¢
parama=a
paramb=b2,b1,b3
paramc=c2,cl
BRRE—SHANERRRFEFATF  SHREAEES SR, 153!
parama=a

paramb=b1,b2,b3
paramc=cl,c2
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parama=a&paramb=b1l,b2,b3&paramc=

cl,c2

AISEF secretKey fEA®TH , HmacSHAL BiEITEBRIES.

b2 N

- HTTP &8 Token B , BJLAI%RS HTTP 8¢& HTTPS , RMAE{TIERE.
- HTTP F5EaT USSR GET g POST |, N AFIMERER POST |, MIXFMERTLAERA GET,

AFR[EWE

HTTP iSREHEINIERRSS 285 | [ERIEESIRELSERISIEA , 25802 JSON FF8 | AR RIEFRRE

tH JSON HFERIHE.

JSON =7F&M] Key-Value BREFUOT :
Key
success

message

code

tokenData

Hep | {HIRIG7IRWT -

Code

200

400

407

409

410

1

2

3

ey
boolean

String

int

String

28

588
RERI.
WBERER , B FERA.

IR[ERS , AIFRIE code HIHTr4B0
BRI E RS fEIRRE,

Token FfFER , FRIE Token |
EOSIREZE.

i8R

5%

SHIRITER
BEITEER

Token &4 EEFEIR
Token FRHHLLIREM
foits Token , RETf#HfT
Token B£&53HE
Token E&#RHE
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Hi5 Token [0

&0
https://{tokenServerUrl}/token/apply
EREH
BIR pSic] ks

Token BUINPREEY , &
n RII ( "Lﬁ ) , IIWII ( :5'
. . , IIR’WII \;.:' DE E
actions String %Lé_-ﬂ e =N ;DE%EH‘%%%Q*D
SRR, "R" F "W" Z[E)
EEHESEH.

WIEBFR , Bl MQTT
Topic , 24 Topic LUES

resources String i gsBE 44 token BEEIE
1TEREL00NEIR,
accessKey String HRNERFERRIKSH AK,
% =, \\g|fE =
expireTime long Zg;ﬁn RRE, ShiRiRR
/0
Token 358! , 15 MQTT , HTTP
proxyType String g, Kafka , MQ , 1R¥ELPR~mm
o5,
serviceName String E mq , HthSEFTK .
BEFHME  AMERFETES
signature String BHIFER
actions , resources , expireTi
me , serviceName,
Bl

public void applyToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://XXXXXX/token/apply";

Map <String,String >paramMap=new HashMap <String, String>();
paramMap.put("resources”,"topicl/1,topic2/2");

paramMap.put("actions”,"R W");

paramMap.put("serviceName","mq");

paramMap.put("expireTime", String.valueOf(System.currentTimeMillis()+1000000));
String signature= Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put(“proxyType","MQTT");

paramMap.put("accessKey","XXXXX");

paramMap.put("signature”,signature);
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JSONObject object = Tools.httpsPost(apiUrl,paramMap);

System.out.printIn(object);
}

EOMBNIESENMIRIBESE ST RITIEE,

i Token #=[

&0

https://{tokenServerUrl}/token/revoke

RS
=

token

accessKey

signature

bl

et
String
String

String

izl
FEMREBLIERN Token
HENEKRFERRNKER AK

BRFME , MEKTEIHES
BHI=ZERZ Token

public void revokeToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://XXXXX/token/revoke";

Map <String,String >paramMap=new HashMap <String, String>();

paramMap.put("token”, " XXXXXXXXXXXXXXX");

String signature=Tools.doHttpSignature(paramMap,"XXXX");

paramMap.put("signature”,signature);
paramMap.put("accessKey","XXXX");
JSONODbject object = Tools.httpsPost(apiUrl,paramMap);

System.out.printin(object);
}

EOMBEN RS ENRAIRBESE X TRITIES.

28] Token £

M

H
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https://{tokenServerUrl}/token/query

RS
2R - Sit]
token String
accessKey String
signature String

EOMBHIEG AN AIRBESE T RITIES.

TRGER

AMEHSMEORRNITRS A , GNEHEES , AR HTTPS
{EFZIRKEEERIN HTTP ZFURAKER , S5WTF

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld >
<version>4.5.2</version>

</dependency>

itz
FEEIARY Token

LRIERERIKSAHI AK

BRFME , MEKFEHES
BRIFERZ Token

iBkFEO,

ARG H— Demo 187 , SEiREE EERRT | ISHRIEWSBIRBITH0E HTTP iBRaMURE.

public class Tools {
/**
*HEER , SHOBIRSHENIUARER

* @param requestParams S , IS5 ES NS
* @param secretKey — Z4H

* @return EZFRIER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String doHttpSignature(Map <String, String> requestParams, String secretKey) throws

NoSuchAlgorithmException, InvalidKeyException {
List<String> paramList = new ArrayList<String>();
for (Map.Entry<String, String> entry : requestParams.entrySet()) {
paramList.add(entry.getKey() + "=" + entry.getValue());
}
Collections.sort(paramList);
StringBuffer sb = new StringBuffer();
for (inti = 0;i < paramlList.size(); i++) {
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if (i > 0){
sb.append('&');
}
sb.append(paramList.get(i));
}
return macSignature(sb.toString(), secretKey);

}

/**
* @param text = BERZHINA
* @param secretKey fi/EE = MQ secretKey
* @return JIZERIFRTER
* @throws InvalidKeyException
* @throws NoSuchAlgorithmException
*/
public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {
Charset charset = Charset.forName("UTF-8");
String algorithm = "HmacSHA1";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));
return new String(Base64.encodeBase64(bytes), charset);

}

/**

* BlEE HTTPS ZEF i

*

* @return BEIHEAIE Fin

* @throws KeyStoreException

* @throws UnrecoverableKeyException
* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

private static HttpClient httpClient = null;

public static HttpClient getHttpsClient() throws KeyStoreException, UnrecoverableKeyException,
NoSuchAlgorithmException, KeyManagementException {
if (httpClient != null) {
return httpClient;
}
X509TrustManager xtm = new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override
public void checkServerTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override

public X509Certificate[] getAcceptedIssuers() {
return new X509Certificate[]{};

}
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%

SSLContext context = SSLContext.getInstance("TLS");

context.init(null, new TrustManager[l{xtm}, null);

SSLConnectionSocketFactory scsf = new SSLConnectionSocketFactory(context,

NoopHostnameVerifierINSTANCE);

Registry<ConnectionSocketFactory> sfr = RegistryBuilder.<ConnectionSocketFactory>create()
register("http", PlainConnectionSocketFactory INSTANCE)
register("https", scsf).build();

PoolingHttpClientConnectionManager pcm = new PoolingHttpClientConnectionManager(sfr);

httpClient = HttpClientBuilder.create().setConnectionManager(pcm).build();

return httpClient;

}

/**
* &2 HTTPS Get 53K , FHEZIRER JSON iRz
*
* @param url  # URL
* @param params ST
* @return
* @throws IOException
* @throws KeyStoreException
* @throws UnrecoverableKeyException
* @throws NoSuchAlgorithmException
* @throws KeyManagementException
*/
public static JSONObject httpsGet(String url, Map<String, String> params) throws IOException,
KeyStoreException, UnrecoverableKeyException, NoSuchAlgorithmException, KeyManagementException {
HttpClient client = Tools.getHttpsClient();
JSONODbject jsonResult = null;
J/55% get R
List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();
for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));
}
String paramUrl = URLEncodedUtils.format(urlParameters, Charset.forName("UTF-8"));
HttpGet request = new HttpGet(url + "?" + paramUrl);
HttpResponse response = client.execute(request);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);
}
return jsonResult;
}
/**
* TE7% , K%E— HTTP POST i&k , H&Eidi5NaREE#R7 JSON
*
* @param url  FKAYAEER URL
* @param params 233
* @return ANSRIEKRAIINIRE] JSON , BN FEEEFIREIZS
* @throws IOException
*/
public static JSONObject httpsPost(String url, Map <String, String> params) throws IOException,
UnrecoverableKeyException, NoSuchAlgorithmException, KeyStoreException, KeyManagementException {
JSONObject jsonResult = null;
HttpClient client = getHttpsClient();
/13 get iEK
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HttpPost request = new HttpPost(url);

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();

for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));

}

HttpEntity postParams = new UrlEncodedFormEntity(urlParameters);

request.setEntity(postParams);

HttpResponse response = client.execute(request);

if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);

}

return jsonResult;

MQTT Token EFumiEE]

A48 MQTT ZF s E1& Token, Ml Token SXUER. Ml Token IBAEE="MROMIER , 745
BRRORBLHESE,

2 Pim & Token &

&i% Topic : $SYS/uploadToken

AZ : JSONString

REER :
P e 488
. WNEREFimER Token &I
Token String NS HE Token =,

Token 28 , AW, R, RW

H=F, XIN=FPRSEEIR
type String Token, —MEFImRZHAX

3/ Token , REEIRAIETS

SEPRRIGLIEIR.

REE
EiEHY PubAck #832, EFIRREFRNZIBAA BEHT F—F Pub B Sub #(F , BNIIRSimAJRERERK
WMSEUEZHTIT.

EFiRISITRIRESSAE Token {58
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=W Topic : $SYS/tokenExpireNotice

AZ : JSONString

RBER :
B St A
1Z Token BIGFHARHMRKLY
expireTime int . —RRARBIS D ERIEAD , RiEA]
—R.
Token 281, 99 W, R, RW
type String H=F , W= s EER=F
PRZEERY Token,
Ry :

ZFimE] Token BIEEMASERR , EERRIBREFERIE Token FIEHE , LIBIERUAEE LY,
ZPEISTR Token IEXAE

1ZUZ Topic : $SYS/tokenlnvalidNotice

AZ : JSONString

HEER:
B -S| WA
code int Token BEGSMIFISEEY,
Token Z£8Y , 58 W, R, RW
type String H=F |, MW= EER=F
RBRZEAIA] Token,
NER

ARG5S Token K38 , REHMENKW | IRSIne M, WMAEHEZR , RBIGREE FiRiEER
A9 code , ZEFImRYE code BIRTFIMIRE.

type code R
{i& Token , A~ETfEHT

2 Token B&idHH

3 Token E&#HMBHE

4 BiEA] Token A<ITEE

5 RBRZEELFN Token AL
8 BEFEE

-1 KSTPRAEIE
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pa o=

- IRSSUm FHE Token IEARNERfS , SEEWTIER. EEBR FNEPiRMZEERBZEBNFINESS
EHE Token,

-REBRT  TJetEREIERN , BIESiERE. WINEFinmE2HIRRSTH Token 2EBZIHR , a0
SRiRCEaRZIRRRTE) , WSTEE Token BEIE,

ORER

public static void main(String[] args) throws MqttException, InterruptedException {
String broker = "tcp://XXXX:1883";
String clientld = "GID_XXX@ @ @XXXX";
final String topic = "XXXX/XXXXX";
MemoryPersistence persistence = new MemoryPersistence();
final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printin("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[] {broker});
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
sampleClient.setCallback(new MqttCallbackExtended() {
@Override
public void connectComplete(boolean reconnect, String serverURI) {
/[EZRY] | FREEHTEAE Token
JSONObject object = new JSONObject();
object.put("token", "XXXX"),//i&& Token A&
object.put("type", "RW");//i&&E Token 28! , #£75 RW , R, W =fhal
MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
try {
sampleClient.publish("$SYS/uploadToken", message);
sampleClient.subscribe(topic, 0);
} catch (MqttException e) {
e.printStackTrace();
}
}

@Override

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");
throwable.printStackTrace();

}

@Override
public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
if (topic.equals("$SYS/tokenInvalidNotice")) {
//Token IEEATEBAN
} else if (topic.equals("$SYS/tokenExpireNotice")) {
//Token BIIGSZAHIIERN
}
}

@Override
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
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}

System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}
i
sampleClient.connect(connOpts);
JSONODbject object = new JSONObject();
object.put("token”, "XXXX");//iZ& Token HNZ
object.put("type", "RW");//i& & Token B HE RW , R, W =fha!
MqttMessage message = new MqttMessage(object.to)SONString().getBytes());
message.setQos(1);
MqttTopic pubTopic = sampleClient.getTopic("$SYS/uploadToken");
MgqttDeliveryToken token = pubTopic.publish(message);
token.waitForCompletion();//FI£51F HEER
//Token EERETH , FEFHAIERERINSSHEWIR
sampleClient.subscribe(topic, 0);
while (true) {

sampleClient.publish(topic, message);

Thread.sleep(5000);
}

BNTHI

Java BN

MQTT ZEFiEliE MQTT EA

AN EENBIEIEER MQTT ZEFIRICR MQTT HE | FHaHRBMHAIEIFRNILSE | BiERREIE
. RS, RO, TRERS.

b 5= 3

AL HAISSAIET Eclipse Paho Java SDK SEI , SDK FEiS& M MQTT #BNES. WEREME=A
MEFis | BEAEH,

1. HREIE

55 MQ 289 MQTT BRSS , BEREZEN AR Topic RIEERREECIE  NREE | Xt
BelE Topic, Group ID F&IR.
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Bl R R ERIET RIEEI RN Region , FI80 MQTT FEERSAL2098AN A | FPA4 Topic ERIFEFE
b2 i , BRZENESIREN HESTHTER_ : SIEHIR.

R MQTT RS RT Topic FEZAIE , (AFRRERERT |, ;8EMR4,
2. INEHER

A MQTT thilCRIKRBR | EERIBNAESEESENE G, ARFIs{TE Java £& |, {FH Eclipse
Paho Java SDK #33#, BE%3|\ Maven {&#fi , POM XAECEWNT :

<dependencies>

<dependency>
<groupld>org.eclipse.paho</groupld>
<artifactld>org.eclipse.paho.client. mqttv3 </artifactld >
<version>1.2.0</version>

</dependency>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld >
<version>1.10</version>

</dependency>

</dependencies>

<repositories>

<repository>

<id>Eclipse Paho Repo</id>
<url>https://repo.eclipse.org/content/repositories/paho-releases/</url>
</repository>

<repository>

<id>snapshots-repo</id>
<url>https://oss.sonatype.org/content/repositories/snapshots </url>
<releases>

<enabled>false</enabled>

</releases>

<snapshots>

<enabled>true</enabled>

</snapshots>

</repository>

</repositories>

3. MQTT RiXER

REAFIRIEETIER MQTT ERiRREEBHEM P2P N RER , HFAZNTIAR
MacSignature &%,

public class MQTTSendMsg {

public static void main(String[] args) throws IOException {

/**

* G EMRIEFFABR MQTT FEAS. BlItARE(ER XXX , SChMEREEIRAFPECEAS. BARRETS AR
, EEFIE IR MQTT Ll , BRI SE—MEAREE,

*/

final String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";

/**
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* IREMEZAY AccessKey , BT

fi/nal String acessKey ="XXXXXX";

i RBFIE R SecretKey , BT

fi/nal String secretKey ="XXXXXXX";

i RIHBSERII—R Topic , FESKME MQ I=HIEEEIZE
fi/nal String topic ="XXXX";

/**

* MQTT #9 ClientID , —RRHFER54EAL , GroupID@ @ @DevicelD

* Hreh GrouplD 7 MQ =HIE Bz

* DevicelD HZFSIRE | JRERREHRSSE , FEE— , SNRSIHELESH ClientID &

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*HEERE | BEZIER MQTT fY password,

* ERITETTIE , £%5 T H3 MacSignature , —1244Z ClientID RIRIHEES , BI GroupID
* ETANSHITE M SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
connOpts.setMqttVersion(MQTT_VERSION_3_1_1);
sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/[EERRY) | BELEEFIRFIBINTIEXR

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

D;

sampleClient.connect(connOpts);

for (inti=0;i < 10; i++) {

try {

String scontent = new Date()+"MQTT Test body" + i;
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[NHAEERARRFEEEN byte HUEARIRT , W FEMREAIHES | BRI HEIEERIIRER
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);

/**

SHERIEEIFEANER Topic , FIAITEIXA™ Topic RUIREEBREMEIXMNER.

* BfE MQTT BYRFITIFIRGE , Topic BAJLARE K Topic, MAMRE T RIXEI 4 Topic

*/

sampleClient.publish(topic+"/notice/", message);

/*7\'

* MR AIE P2P IBE , 4% Topic 2 "p2p" . =% Topic 2B ClientID
* NS ERI=4 Topic BFEEZMT5HY ClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}

}

4. MQTT EUGER

RERARIERAAER MQTT ZEFRIRITREER | BEBERUR RS RIER.

public class MQTTRecvMsg {
public static void main(String[] args) throws IOException {

iiﬁﬁé’l%ﬁﬁﬁ)ﬂﬂﬁﬂ’ﬂ MQTT AIEAR. BUINLAMTRERER XXX , SERMERRERAFECHIRAR. BARBEREUT AR
, FEEHIEeIE MQTT 326l , BPEFRBE DR —MEAREE.

fi/nal String broker ="tcp://XXXX.mgqtt.aliyuncs.com:1883";

i REMEZAY AccessKey , FAT4HY

fi/nal String acessKey ="XXXXXX";

i REMEZRY SecretKey , FAT4HY

fi/nal String secretKey ="XXXXXXX";

i RIBEERN—RK Topic , FESAE MQ I=HIEELIE

*/

final String topic ="XXXX";

/**

* MQTT #9 ClientID , —RREHFER54EAL , GroupID@@ @DevicelD

* Heh GrouplD £ MQ #=HIEEREIZ

* DevicelD HZFSIRE |, RERIRERSS , FEM— , BNIRSHELESH ClientlD &5
*/
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final String clientld ="GID_XXXX@ @ @ClientID_XXXXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MqttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*ITEEE | BEEIEA MQTT B9 password

* BEERTETTE | £%F T H MacSignature , — 1222 ClientD AIRIERS , BI GroupID
* BEANSHITERE =M SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);

/**

* REITIIIITIIRT Topic &5 |, HANERE MQTT ARTEIHINY , ATLAR—4 Topic , —%k Topic , P2P jERIEIT1/p2p
*/

final String([] topicFilters=new String[]{topic+"/notice/" topic+"/p2p"};
final int[Jqos={0,0};

connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/&R, BE L EEFIRFTERNTEIRR
sampleClient.subscribe(topicFilters,qos);

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

/1EFIRER EEERR EEB SIS RANTEXR | BN SEESERIGER
sampleClient.connect(connOpts);

/BN EFIRRSAFFEIMIEXRR |, BHREITRESERSEWAZEIHE
sampleClient.subscribe(topicFilters,qos);

Thread.sleep(Integer. MAX_VALUE);

} catch (Exception me) {

me.printStackTrace();

}

}

}

ERBAZIIEZE MacSignaturejava 21 :

public class MacSignature {
/**
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* @param text BEEZHXA

* @param secretKey fi/EE= MQ SecretKey

* @return JIEENFRFE

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

*/

public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {

Charset charset = Charset.forName("UTF-8");

String algorithm = "HmacSHA1";

Mac mac = Mac.getInstance(algorithm);

mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));

return new String(Base64.encodeBase64(bytes), charset);

}

/**

* RIEFEERE

*

* @param clientld MQTT ClientID

* @param secretKey fI/EEx MQ SecretKey
* @return INZEAYFRTER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String publishSignature(String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

return macSignature(clientld, secretKey);

}

/**

*JRBFERTTE

*

* @param topics EiTIHY Topic £&

* @param clientld MQTT ClientID

* @param secretKey fIEE= MQ SecretKey

* @return INZEAYFRTER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(List<String> topics, String clientld, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {
Collections.sort(topics); /LA EL|IFFHER

String topicText = "";

for (String topic : topics) {

topicText += topic + "\n";

}

String text = topicText + clientld;

return macSignature(text, secretKey);

}

/**

*TRAERTTE

* @param topic ZEiJ[AY Topic

* @param clientld MQTT ClientID

* @param secretKey fi/EE= MQ SecretKey
* @return NEGRIFFFER

* @throws NoSuchAlgorithmException
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* @throws InvalidKeyException

*/

public static String subSignature(String topic, String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

List<String> topics = new ArrayList<String>();

topics.add(topic);

return subSignature(topics, clientld, secretKey);

}
}

MQ EFimlisE MQTT BR

BRTEA MQTT ZFImICA MQTT iHE , MQ tB37#+#A MQ ZFimkirag MQTT jBE |, SEHl MQ FABTHH
AN MQTT Y Z [ERVEEEE.

MQTT EEEBHMIRANHEMY , —ARBNEZFIRAIIEREIERLRSS. Bt MQTT thiliERTRERELS
Fin , (EREMEFRERERIIER. M MQ EHRRSRIVERSIE , BIMEFinitIEE® , TPS S
 BRTIRSEHTAMELIESTASR. Bt , —AREFERIRRE LER MQTT |, MEMRSS imh AN
ERAMQ.

fuan , A5 EETFHHERIEREERR MQTT EFix LEHIE | IRIIRSSIHATLAR MQ EFimissE
, B BRI AR TR X e R AR IR,

MQ JEEF MQTT JEERIXI MK RN N EIF

MQiEELEHE MQTT;E B

£/ MQ ZEFisAITEXEER , 152 MQ TCP Java SDK .

1. MQ EFiRAIX MQTT HE
ANE/MBIIEER MQ B SDK [ MQTT @& &,

UserProperties:
Map<String, String>

43



HEBAFI MQ OERBAFI MQ for IoT

£ MQ ZEFin MQTT IREAEEAIAIAER MQ EFinH MQ RERBRINANEBEXE , RRER
EFK , B MQTT F9Z% Topic i2EEI MQ RIBREEMY , RISEEEM Tag 5 MQ2MQTT RiH],

Heh , K2 MQTT BEXS R ERERERNENY , BAFIRNT
B key value SOAME e

1ZiHEHY QoS
G

ZHER
cleansessionfla cleanSession fx
g true/false true % (X P2P 4B

FRE
ZBEAF
mqtt ndT i .
pig SecondTo topic , ANERAIR

AT

ERHKEIER
A 2/RAYtopicE
T
mqttRealTopic mqttRealTopic =58 7 %EEPEZ;%‘&EU
P2PiERATAILA
ERKFEAR L
Ftopic

QoS goslevel 0,1,2 1

CleanSession

i
q
i
H}

subTopic

HUES

public class ONSSendMsg {
public static void main(String[] args) throws InterruptedException {

i RBMEZLA AccessKey , FITERN

fi/nal String acessKey ="XXXXXX";

i RBIERM Secretkey , FHFLM

fi/nal String secretKey ="XXXXXXX";

i RHBRERIN—% Topic , BESKAE MQ =HIEE8=
fi/nal String topic ="MQTTTestTopic";

i ProducerID , FESE MQ EHIGEOZE

*/

final String producerld ="PID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Producerld, producerld);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Producer producer = ONSFactory.createProducer(properties);
producer.start();

byte[] body=new byte[1024];

final Message msg = new Message(
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topic,//MQ iEEH Topic , EEEOIE

"MQ2MQTT"//MQ Tag , & MQ [ MQTT EFinAEER , MIUEE MQ2MQTT {EA Tag , Hith Tag SHERNREES
H MQTT EFIHIIAEIER

body);//iEE4R , #1 MQTT B body 8z

/**

* 5 MQ EFimis MQTT iR&EAIX P2P HERT , FEAE MQ iIBEHIRE mqttSecondTopic B
*IRENER “/p2p/" +Bfx ClientlD

*/

String targetClientID="GID_MQTTTestTopic@@ @DeviceID_0001";
msg.putUserProperties("mqttSecondTopic", "/p2p/" +targetClientID);

//RIEER , REAREMIENRI,

SendResult sendResult = producer.send(msg);

System.out.println(sendResult);

/**
* PNER{RA&IE Pub/Sub iHE , NRFEIRELIR MQTT iTEAI Topic BIAT |, STFRE— K Topic
*/

msg.putUserProperties("mqttSecondTopic", "/notice/");
SendResult result =producer.send(msg);
producer.shutdown();

System.exit(0);

}

}

2. MQ EFm#EI MQTT iBR
ANSNBINER MQ (9 SDK HaeRE MQTT IRERIEIEE. M MQ ZFifEl MQTT REHIHE
FIEHE MQ ZPiRIGERIRERE] . MQ ZFIHREEITF MQTT f9—4 Topic BIE.

public class ONSRecvMsg {
public static void main(String[] args) throws InterruptedException {

i REMEZAY AccessKey , FBTEMN

fi/nal String acessKey ="XXXXXX";

i REMEZAY Secretkey , FATYHY

fi/nal String secretKey ="XXXXXXX";

i WCHE SR —Z Topic , FERAE MQ EHIGERIE
fi/nal String topic ="MQTTTestTopic";

i ConsumerID ZEE%7E MQ =HIGEEIE

*/

final String consumerID ="CID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Consumer consumer =ONSFactory.createConsumer(properties);

/**
* gk MQ ZEFIHRFEITIEY MQTT H9—4& Topic Bia]
*/
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consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
System.out.printIn("recv msg:"+message);

return Action.CommitMessage;

}

Dk

consumer.start();

System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer.MAX_VALUE);
consumer.shutdown();

System.exit(0);

}

MQTTE i A&IEIRFFHE

AXEBNBUEHER MQTT EFHAEIIFES.

R
AR HRISLAIIET Eclipse Paho Java SDK st , EftiESHITFERISSIG AR , I5B1TXIRRIEN,
1. Topic BllE

MQTT Y ASEE BRISTF S IRFAE |, BIAJLAMRIEEMER MQTT MM FikkEERIERIRFFRY
 BEHAMREEEEKRINFR. 26INS | MBS EREE RIS MR RENEIER I L E80E]
. IHERIIETT |, RIERSS IR FRRTLAGERE MQ 1hilHY SDK SEIRFHZE.

{5 MQTT kRIRfFEE , EFcHEMRIL topic AEESFFIRFR , B topic NEIZLNEES XINFHE 2B
2B, BEERBESE (BNESR) — &

R : (EFEE topic &iX , BMEREFRAIER , EREREIFYE. 20X, MQTT IREUREEBHNAER
IFFRS | ARFEIFRE |, BER MQ YIRS iRiEE.

2. s ARIE T

£ MQTT R ARINFER | FEEELERLE | BARERER RS E PR ERINFEIUAH
B REHEHTIEBNISAE | EHRERELERIEUMBNNEERE—R. BRSELIT Demo
EF.

public class MQTTSendMsg {
public static void main(String[] args) throws IOException {

/**

* IRESRIAFFABAI MQTT RSN, BN REMER XXX, SEARERIEEIEAF B EAR. BEARRREUT A2
 EEHIGeIE MQTT L6l , BPLFRSDE—MEARES.

*/

final String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";

46



HEBAFI MQ OERBAFI MQ for IoT

i RBMEBE=A AccessKey , FITEY

fi/nal String acessKey ="XXXXXX";

i RBMELH] SecretKey , FBFEMN

fi/nal String secretKey ="XXXXXXX";

i RIHBSERI—R Topic , FBESKE MQ =HEEEIZE
*/

final String topic ="XXXX";

/**

* MQTT #9 ClientID , —RHFER54EAL , GroupID@ @ @DevicelD

* Hrp GrouplD 7 MQ =HIEEeIE

* DevicelD HZFSIRE | JRERIREHRSSE , FEE— , SNRSIHRELESH ClientID &k

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MgttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printin("Connecting to broker: " + broker);

/**

*HEERE  BEZIER MQTT fY password,

* EETESE . 2% T HZ% MacSignature , 55— 18412 ClientID B98I#E8% . BI GroupID
* ETANSHITETM SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());

connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);

connOpts.setAutomaticReconnect(true);
connOpts.setMqttVersion(MQTT_VERSION_3_1 1);
sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

[/EERT | B PRI RIS

JSONObject object = new JSONObject();

object.put("order”, "true"),//AR BT ZEAIFRC

MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);

sampleClient.publish("$SYS/enableOrderMsg", message);

}

public void connectionLost(Throwable throwable) {

System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printin("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
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}

DK

sampleClient.connect(connOpts);

for (inti=0;i<10; i++) {

try {

String scontent = new Date()+"MQTT Test body" + i;

[/MASERRRTEEN byte FERNT , WTFHEMEERGER | iBR1TR i HIEHRAEE,
final MgttMessage message = new MgttMessage(scontent.getBytes());
message.setQos(0);

System.out.printin(i+" pushed at "+new Date()+" "+ scontent);

/**

RIS R Topic , FTELTIAIXA Topic UREABRENENX M.

* 181 MQTT FARMITIINEE , Topic tBAJLARSH Topic, HAMRETRIEEI”H Topic,
*/

sampleClient.publish(topic+"/notice/", message);

/**

* WNERAKIE P2P JHR , 4% Topic RE "p2p” . =% Topic 2B#xHY ClientID,
* HAMEBERI=% Topic EEEEUTSHI ClientID,

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);

} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {

me.printStackTrace();

}

}

}

SSL 752UENTH

RN EENBIAER MQTT B9 SSL INEBERITAHE.
b5 g
SSL AEANFTEIRSHSIT , RIS Region 3¥ SSL BERSHFIERIESERMRERE LRI,

RIS HRIRBIYET Eclipse Paho Java SDK sEH , SDK T&iE£ W MQTT ENERE., SEREMMSE=T
BEFiE , BESEH.

EFimRE SSL Bt
EFINEH CERIRSS | BETRM AR FIRS AR ORI ERAEIAR MQTT iR —E, Bl
BT -
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public static void main(String[] args) throws IOException {

i RELRIAFFABH MQTT AU, BIANLSNRERER XXX |, SERERES A B CHEAR. BARIBRES AR
; rEHaeE MQTT sl , BN EFEE DB —MEARES.

fi/nal String broker ="ssl://XXXX.mqtt.aliyuncs.com:8883";

i BEME LA AccessKey , FATF4HY

fi/nal String acessKey ="XXXXXX";

i REBMEZRM SecretKey , FBFFER

fi/nal String secretKey ="XXXXXXX";

i RBEERIN— Topic , TFENRAE MQ I=HIEEIE

*/

final String topic ="XXXX";

/**

* MQTT #9 ClientID , —iREFERS4ERL . GroupID@ @ @DevicelD

* Erh GrouplID 7£ MQ =HI&a B

* DevicelD HMNFGIRE | AIERIRERESE  FEE— , BNIRSIHELESH ClientlD &E#

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHREESE , BER(FR MQTT /Y password,

* BEMITETE , £ETHZ% MacSignature , 55— S#2 ClientID RYBTESRS , BI GroupID
* BANSHITELR SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(false);

connOpts.setKeepAlivelnterval(100);
connOpts.setAutomaticReconnect(true);
connOpts.setMqttVersion(MQTT_VERSION_3_1_1);
sampleClient.setCallback(new MqttCallback() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

throwable.printStackTrace();

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printin("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
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System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

sampleClient.connect(connOpts);

for (inti=0;i<10;i++){

try {

String scontent = new Date()+"MQTT Test body" + i;

final MgttMessage message = new MgttMessage(scontent.getBytes());
message.setQos(0);

System.out.printin(i+" pushed at "+new Date()+" "+ scontent);

/**

W REIR R Topic , ATELTIAIXA Topic UREABRENENX MR

* 181& MQTT FARMITIIREE | Topic BAJLARSZ S Topic, HAMRE T RIEEI”S Topic
*/

sampleClient.publish(topic+"/notice/", message);

/**

* JNSRALE P2P JER . 4 Topic RE "p2p” . =4 Topic 2B#5MY ClientID
* HAMEBRI=2 Topic EEE#EUI5HI ClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);

} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}
R @ R SSL AT | BRSSURAIMBIEINSGEIRE ST ssl : /XXX, FREAER tep : /XXX, EftbEpo s
JFInEEE—EEE,

Android :

BN

R EENBIAEER Android ZFimKIAR MQTT iEE. [E79 Android # Java &% EHI@ | ATLARIREG
tH Android FFPAINERIECE , WATERFNBIESE Java 1B,

1. Android #kEiZsn
ANLEHAY Android 7RG TF2ER Gradle ©ETREEEKE., £ Android THEHKE] app THIECE 14
build.gradle, IR,

dependencies {
compile 'org.eclipse.paho:org.eclipse.paho.client. mqttv3:1.1.0'
compile group: 'commons-codec', name: ‘commons-codec’, version: '1.5'

}
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2. k& ER Demo I8

HF Android #1 Java i&ZEi& , FrLAKABERIBELAE R Java B9RE , BfkiE&*%Android Demo T

(=R

C

BNTHI

AXEBENBUEER C BRHECE MQTT BR |, FHaHRAIRBHAIEFANHe %,
TR

RIEHRISLBIIET Eclipse Paho C SDK SKH , iz SDK TEIEEM MQTT NS, EREME=TS
M= Fin , BESESRG.

1. BRI

{5/ MQ 2MHE MQTT iRSS , BeF BN AR Topic KREEEEZEIE , NRRBBREEHE
ElIE Topic , Group ID F&R.

BRI R ERIE R KIEEXI AT Region , BI40 , MQTT FEFEMALEAL 2 AAR | BBA Topic EHIRH
L 2 gl , RIRGIZEMBES IREN HESTHILER_ : QI@ER.

A MQTT (ERNS KT Topic FEEAE , KISEEERT | JRamRs,
2. C B imikist

Paho MQTT C ZF s SDK NEM TEIRBRE , £ X TRIZLE. TaeEEREUTNTAEMNTIE.

openssl| : HFEEITHE.
cmake : AFmFRGIER | TR LMRIES IRIEARMRETE,

3. MQTT K& iHR
ABRPIIBRTANMAER C ZFIHICR MQTT M. , HebmETRER CMake,
CMakelLists.txt 3214

cmake_minimum_required(VERSION 3.7)
project(mqttdemo)

INCLUDE_DIRECTORIES(

${CMAKE_SOURCE_DIR}/src
${CMAKE_BINARY_DIR}
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)

SET(CMAKE_BUILD_TYPE "Debug")

SET(CMAKE_CXX_FLAGS_DEBUG "$ENV{CXXFLAGS} -O0 -Wall -g2 -ggdb")
SET(CMAKE_CXX_FLAGS_RELEASE "$ENV{CXXFLAGS} -O3 -Wall")

set(CMAKE_C_STANDARD 99)
add_executable(mgttDemo mqttDemo.c)
TARGET_LINK_LIBRARIES(mqttDemo crypto)
TARGET_LINK_LIBRARIES(mqttDemo paho-mqtt3as)

KRHERER :

#include "MQTTAsync.h"

#include <signal.h>
#include <memory.h>
#include <stdlib.h>
#include <unistd.h>
#include <openssl/hmac.h>
#include <openssl/bio.h>

volatile int connected = 0;
char *topic;

char *userName;

char *passWord;

int messageDeliveryComplete(void *context, MQTTAsync_token token) {
/* not expecting any messages */

printf("send message %d success\n", token);

return 1;

}

int messageArrived(void *context, char *topicName, int topicLen, MQTTAsync_message *m) {
/* not expecting any messages */

printf("recv message from %s ,body is %s\n", topicName, (char *) m->payload);
MQTTAsync_freeMessage(&m);

MQTTAsync_free(topicName);

return 1;

}

void onConnectFailure(void *context, MQTTAsync_failureData *response) {
connected = 0;

printf("connect failed, rc %d\n", response ? response->code : -1);
MQTTAsync client = (MQTTAsync) context;

}

void onSubcribe(void *context, MQTTAsync_successData *response) {
printf("subscribe success \n");

}

void onConnect(void *context, MQTTAsync_successData *response) {
connected = 1;

printf("connect success \n");

MQTTAsync client = (MQTTAsync) context;

//do sub when connect success
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MQTTAsync_responseOptions sub_opts = MQTTAsync_responseOptions_initializer;
sub_opts.onSuccess = onSubcribe;

intrc =0;

if (rc = MQTTAsync_subscribe(client, topic, 1, &sub_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to subscribe, return code %d\n", rc);

}

}

void onDisconnect(void *context, MQTTAsync_successData *response) {
connected = 0;
printf("connect lost \n");

}

void onPublishFailure(void *context, MQTTAsync_failureData *response) {
printf("Publish failed, rc %d\n", response ? -1 : response->code);

}

int success = 0;

void onPublish(void *context, MQTTAsync_successData *response) {
printf("send success %d\n", ++success);

}

void connectionLost(void *context, char *cause) {

connected = 0;

MQTTAsync client = (MQTTAsync) context;

MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
intrc =0;

printf("Connecting\n");

conn_opts.MQTTVersion = MQTTVERSION_3_1_1;
conn_opts.keepAlivelnterval = 60;

conn_opts.cleansession = 1;

conn_opts.username = userName;

conn_opts.password = passWord;

conn_opts.onSuccess = onConnect;

conn_opts.onFailure = onConnectFailure;

conn_opts.context = client;

[/ANR(ERINEEssIRAE | IR EAN , BUIREANULL
conn_opts.ssl = NULL;

//MQTTAsync_SSLOptions ss| =MQTTAsync_SSLOptions_initializer;
//conn_opts.ssl = &ssl;

if ((rc = MQTTAsync_connect(client, &conn_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);
exit(EXIT_FAILURE);

}

}

int main(int argc, char **argv) {

MQTTAsync_disconnectOptions disc_opts = MQTTAsync_disconnectOptions_initializer;
MQTTAsync client;

//MQTT {EFERY Topic , HFE—RR Topic FEAE MQ =HIE5LEIE

topic = "XXXXX";

//MQTT BN |, & MQ =HI8 WL ELAIEEN DBtz S REFERNEsIfA | HEEXE
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ssl://XXX.mgtt.aliyuncs.com

char *host = "XXX.mqtt.aliyuncs.com";

//MQTT ZFimsS4E Id |, BESLAE MQ 1ZHIE 6=

char *groupld = "GID_XXXXXX";

//MQTT BFimgE Id , BFB1TER  FERIESTRE TCP EEEBlE—

char *deviceld = "XXXXXXX";

//M&S AK

char *accessKey = "XXXXXXX";

//M&5 SK

char *secretKey = "XXXXXXX";

//BRSSiRO , (5 MQTT HhilAtis E1883, EthiilSE MANEE & &, MR 21N ssIfiFin 128883
int port = 1883;

//QoS | BEERHKG , SE IHEESENE

int qos = 1;

//cleanSession , EH/IZEIFARIE , MRFEEL BB cleanSession M2 false , QoS WIREL
int cleanSession = 0;

intrc =0;

char tempData[100];

intlen = 0;

HMAC(EVP_shal(), secretKey, strlen(secretKey), groupld, strlen(groupld), tempData, &len);
char resultData[100];

int passWordLen = EVP_EncodeBlock((unsigned char *) resultData, tempData, len);
resultData[passWordLen] = "\0';

printf("passWord is %s", resultData);

userName = accessKey;

passWord = resultData;

//1.create client

MQTTAsync_createOptions create_opts = MQTTAsync_createOptions_initializer;
create_opts.sendWhileDisconnected = 0;

create_opts.maxBufferedMessages = 10;

char url[100];

sprintf(url, "%s:%d", host, port);

char clientldUrl[64];

sprintf(clientldUrl, "%s@@@%s", groupld, deviceld);

rc = MQTTAsync_createWithOptions(&client, url, clientldUrl, MQTTCLIENT_PERSISTENCE_NONE, NULL,
&create_opts);

rc = MQTTAsync_setCallbacks(client, client, connectionLost, messageArrived, NULL);
//2.connect to server

MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
conn_opts.MQTTVersion = MQTTVERSION_3_1 1;

conn_opts.keepAlivelnterval = 60;

conn_opts.cleansession = cleanSession;

conn_opts.username = userName;

conn_opts.password = passWord;

conn_opts.onSuccess = onConnect;

conn_opts.onFailure = onConnectFailure;

conn_opts.context = client;

//ANREFERNINEssIREE | HAFEEIAM , BSNIREANULL

conn_opts.ssl = NULL;

//MQTTAsync_SSLOptions ss| =MQTTAsync_SSLOptions_initializer;

//conn_opts.ssl = &ssl;

conn_opts.automaticReconnect = 1;

conn_opts.connectTimeout = 3;

if ((rc = MQTTAsync_connect(client, &conn_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);

exit(EXIT_FAILURE);
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}

//3.publish msg

MQTTAsync_responseOptions pub_opts = MQTTAsync_responseOptions_initializer;
pub_opts.onSuccess = onPublish;

pub_opts.onFailure = onPublishFailure;

for (inti=0;i< 1000;i++) {

do {

char data[100];

sprintf(data, "hello mqgtt demo");

rc = MQTTAsync_send(client, topic, strlen(data), data, qos, 0, &pub_opts);
sleep(1);

} while (rc '= MQTTASYNC_SUCCESS);

}

sleep(1000);

disc_opts.onSuccess = onDisconnect;

if ((rc = MQTTAsync_disconnect(client, &disc_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start disconnect, return code %d\n", rc);
exit(EXIT_FAILURE);

}

while (connected)

sleep(1);

MQTTAsync_destroy(&client);

return EXIT_SUCCESS;

}

NET NP1

A FENBUEER NET SDK Wk MQTT EE. , FHAHRECBEHEIEIF XS %,
=

RIS HARBIYET Eclipse Paho .NET SDK sl , SDK F&iE& M MQTT #ENER. MFEAEME=S
REFiG , BESESTRA.

1. Rl

A MQ =489 MQTT BRSS , BEEEZELNATSFERR Topic RIRERCECIE, WRIZH | iBLERS
BAtl&E Topic , Group ID &R,

RS RIS ERETRIEEIRA Region , 6130 MQTT FEMHEREAL209ANS | HP4 Topic EXRIREFAE
b2 tl. BRZENSSIREN HESTHSER_ : SIZHIR.

R - MQTT ERNSRT Topic FESAIEE , ARERERHEMET | j2amRs,
2. INFHER

NET SDK {RERRGHINTLABRITHEZR. JLAERMEA NuGet B EIER RS , SiE BITIRIBIRLmE , BNRD
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RIFBESE paho BN, AXENBEREAGEERTEMB K.

Install-Package M2Mqtt -Version 4.3.0

3. MQTT i&iER

RIS AR MQTT .NET SDK AEMHREIER.. FBE IS HELER | KRIER
FRIDEEN— M ERITRE. LRV AEMNMNEEFIRTEEEFRER  RURRESFPREERE 1
MECEEFIRENERE.

using System;

using System.Collections.Generic;

using System.Ling;

using System.Net;

using System.Security.Cryptography;

using System.Text;

using System.Threading.Tasks;

using uPLibrary.Networking.M2Mqtt;

using uPLibrary.Networking.M2Mqtt.Messages;

namespace MQTTDemo

{

class MQTTDoNetDemo

{

static void Main(string[] args)

{

[NHAMESSEAEEIRT MQTT BEARIEE

String brokerUrl = "XXX.mgqtt.aliyuncs.com";

//HAMESITEZRIKS AccessKey

String accessKey = "XXXXXX";

//HAMESIERIKS SecretKey

String secretKey = "XXXXXX";

JIHEEMESE MQ 1=HI& IR Topic , {9 MQTT B9—4% Topic

String parentTopic = "XXXXX";

/NHAMESZ i Clientld , FERIEEBE— , HFRIERERED Groupld FEGAE MQ =HIG eI
String clientld = "GID_XXXX@ @ @XXXX";

MqttClient client = new MqttClient(brokerUrl);

client.MqgttMsgPublishReceived += client_recvMsg;

client.MqgttMsgPublished += client_publishSuccess;

client.ConnectionClosed += client_connectLose;

String userName = accessKey;

IHEER

String passWord = HMACSHA1L(secretKey, clientld.Split('@")[0]);
client.Connect(clientld, userName,passWord,true,60);

//3TIE Topic , 3554 Topic , LARZ4R Topic

string[] subTopicArray = { parentTopic+"/subDemol", parentTopic+"/subDemo2/level3" };
byte[] qosLevels = { MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE, MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE };
client.Subscribe(subTopicArray, qosLevels);

client.Publish(parentTopic + "/subDemol", Encoding.UTF8.GetBytes("hello
mqtt"),MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCEfalse);

//R3% P2P JHR , Z4K topic XIE p2p,. =% topic EZEEFimkY clientld
client.Publish(parentTopic + "/p2p/"+clientld, Encoding.UTF8.GetBytes("hello mqtt"),
MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCE, false);
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System.Threading.Thread.Sleep(10000);

client.Disconnect();

}

static void client_recvMsg(object sender, MqttMsgPublishEventArgs e)
{

// access data bytes throug e.Message

Console.WriteLine("Recv Msg : Topic is "+e.Topic+" ,Body is "+Encoding.UTF8.GetString(e.Message));
}

static void client_publishSuccess(object sender, MqttMsgPublishedEventArgs e)
{

// access data bytes throug e.Message

Console.WriteLine("Publish Msg Success");

}

static void client_connectLose(object sender, EventArgs e)

{

// access data bytes throug e.Message

Console.WriteLine("Connect Lost, Try Reconnect");

1

public static string HMACSHAL(string key, string dataToSign)

{

Byte[] secretBytes = UTF8Encoding.UTF8.GetBytes(key);

HMACSHAL hmac = new HMACSHAL(secretBytes);

Byte[] dataBytes = UTF8Encoding.UTF8.GetBytes(dataToSign);

Byte[] calcHash = hmac.ComputeHash(dataBytes);

String calcHashString = Convert.ToBase64String(calcHash);

return calcHashString;

}

}

}

MQTT iOS #2731

RXEBNMBUAIEER I0S EFiRICR MQTT IBR | FHEHRAIRIEMHAIEFANESE | GEKIROIE.
INGES. THIRE. TEEIE,

bE S —

A HAVSEASRETE =751 MQTT-Client-Framework SCH , SDK FEIEEM MQTT ENESR. fE
FEftE=SEZ s | BESEK=0,

AHiRCE

A MQ 2K MQTT RS , BtREZSENAFERN Topic BIREREEEEE. NIRIRE | BiEEH
BAelE Topic , Group ID F&IR.

BRI R ERIET RIEEIRA Region , FI30 MQTT FEERLAL209NA | FP4 Topic ERIFEFE
b2 g, FREZEMBSUREN WESTHSE_ : SIZER.
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R : MQTT (RIS HRT Topic FREGIR , (ISEERERRT , RERA.
NRES

iOS INETH A MQTT EFIHERF | —RIKIFRENSE =77 FrameWork , BT SR MEEIRER | BIGERE
Object-c JRERIIEZE , tban MQTT-Client-Framework

=75 FrameWork —f&aTLF CocoaPods EE&EEEG/KIH, BB RENT :

CocoaPods LRI E

CocoaPods {&#t Ruby SFEAHINEG, BRRLRD Ruby , AEBERNREGREFEEIR , 12
BRRE T HIEE,

/[EERHR

gem sources -I

//TEEHERIAR TR

gem sources --remove https://rubygems.org/
[IIINEERTR

gem sources -a https://ruby.taobao.org/
EHFTHIE | BITUATHS , FE—RIJAEERIAET pod TR :
sudo gem install cocoapods
EFRE

MQTT-Client-FrameWork $5=751E28% 5 pod BEAR , ELFINKHREEARBREE RN
Podfile FRANNMKIREIRT , IEMT :

pod 'MQTTClient’'
target '${yourprojectname}' do
end

H target IMATBERIEFR , AS7E Podfile BRFETLAT®S , EFKEHENA.,

pod install

FEAETH
MR

MQTT-Client-FrameWork SE4tHIZ ST MQTTSession 1 MQTTSessionManager , Ei{FRGE%
SRR, MECSIRFENEEFZE. VRUIHEEEANBXNNESEH., BT :
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self.manager = [[MQTTSessionManager alloc] init];
self. manager.delegate = self;
self.manager.subscriptions = [NSDictionary dictionaryWithObject:[INSNumber numberWithInt:self.qos]
forKey:[NSString stringWithFormat:@"%@/#", self.rootTopic]];
//passwordfit& A2 | fFfsecretkeyfgroupldifhmac& &% , BRI S #E macSignWithText/5i%
NSString *passWord = [[self class] macSignWithText:self.groupld secretKey:self.secretKey];
[self.nanager connectTo:self.mqgttSettings[@"host"]
port:[self.mqttSettings[@"port"] intValue]
tls:[self.mqttSettings[@"tls"] boolValue]
keepalive:60 //ILBkEIRREAIS AT 120s
clean:true
auth:true
user:self.accessKey
pass:passWord
will:false
willTopic:nil
willMsg:nil
willQos:0
willRetainFlag:FALSE
withClientld:self.clientld];

A INELEREO
FIXNERLERPAT , IS MNAYEERO , ATLA AR S5 ZAE bR,

[self. nanager addObserver:self

forKeyPath:@"state"

options:NSKeyValueObservingOptionlnitial | NSKeyValueObservingOptionNew
context:nil];

- (void)observeValueForKeyPath:(NSString *)keyPath ofObject:(id)object change:(NSDictionary *)change
context:(void *)context {

switch (self.manager.state) {

case MQTTSessionManagerStateClosed:
break;

case MQTTSessionManagerStateClosing:
break;

case MQTTSessionManagerStateConnected:
break;

case MQTTSessionManagerStateConnecting:
break;

case MQTTSessionManagerStateError:
break;

case MQTTSessionManagerStateStarting:
default:

break;

}

}

userName #{] passWord fiZ&

AT RSIHHENZ P TSN, AEEENEER userName 1 passWord, userName i&E 2470
FBFEY AccessKey , password RIIZEH MQTT Z i GrouplD NERBF/REH |, ERITELNEFEH
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SecretKey %3 GroupID ff HmacSHAL %02, BiAGi£1E5% Demo $H9 macSignWithText B,

+ (NSString *)macSignWithText:(NSString *)text secretKey:(NSString *)secretKey

{

NSData *saltData = [secretKey dataUsingEncoding:NSUTF8StringEncoding];

NSData *paramData = [text dataUsingEncoding:NSUTF8StringEncoding];

NSMutableData* hash = [NSMutableData dataWithLength:CC_SHA1_DIGEST_LENGTH J;
CCHmac(kCCHmacAlgSHAL, saltData.bytes, saltData.length, paramData.bytes, paramData.length,
hash.mutableBytes);

NSString *base64Hash = [hash base64EncodedStringWithOptions:0];

return base64Hash;

}

Demo TH#ETEH

R EFiRUB RIS % Demo T, BB SHERELENETERTERE,

ZNGI

JavaScript:

AEBNBIMAER JavaScript ZRIRICE MQTT JHE | FHEHTRAIRBEHEIIFANNSE.
b 5= 3

AL HRISEHIET Eclipse Paho JavaScript SDK SCH , 1% SDK FEiESIMQTT #BNES. WFEREMD
B=AEFR , BESERRA,

1. HREIE

55 MQ 1289 MQTT iRSS , BEREZXEN AR Topic KIREREEEE RSB BELEEHE
ElIE Topic , Group ID F&R.

BRI R ERIER RIEEII A Region , 680 , MQTT FEFEREAL2H9NR | HP4 Topic SRR
b2 i , BRZENESIREN HESTHLER_ : SIEHER.

R 1 MQTT (RIS HRT Topic FRECIE , RIDEBRERNT | RHRH.
2. MQTT KRHR

REGRBIRASERANMAEER JavaScript ZRiRKER MQTT ER.
config.js 34

host = "XXX.mqtt.aliyuncs.com';// RELRIAFREARES , EARRBUTAFSFRNESEL Y |, SSEEHatlE
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ST

port = 80;//WebSocket YRS imO , SAREE HTTPS |, i&&H443ix0

topic = "XXXXXXX';//FBER{ER Topic

useTLS = false;//2&ENZE HTTPS , A& FE HTTPS , iRE A true

accessKey = "XXXXXX';//McEH] AccessKey , R =Z4IQEE

secretKey = 'XXXXXX=",//MEHIH] SecretKey , FME=EHIEEE

cleansession = true;

groupld="GID_XXXX';

clientld=groupld+'@@ @XXXX";//Groupld@@ @Deviceld , FHZ=HIEBIZEAI Group ID F1ESEERY Device ID AEHIRL

KRHERER :

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-
transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" >

<head>

<title>Aliyun Mqtt Websockets </title>

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<script src="mqttws31,js" type="text/javascript"> </script>

<script src="config.js" type="text/javascript"> </script>

<script src="crypto-js.js" type="text/javascript"> </script>

<script type="text/javascript" >

var mqtt;

var reconnectTimeout = 2000;

var username =accessKey;

var password=CryptoJS.HmacSHAL(groupld,secretKey).toString(CryptoJS.enc.Base64);
function MQTTconnect() {

mqtt = new Paho.MQTT.Client(

host,//MQTT 143

port,//WebSocket ix[] , SNR{EERA HTTPS MNZNIECE /9443 SNIECESO
clientld//Z i Clientld

)

var options = {

timeout: 3,

onSuccess: onConnect,

mqttVersion:4,

onFailure: function (message) {

setTimeout(MQTTconnect, reconnectTimeout);

}

b

mqtt.onConnectionLost = onConnectionLost;
mqtt.onMessageArrived = onMessageArrived;

if (username != null) {

options.userName = username;

options.password = password;
options.useSSL=useTLS;//4NRMEFE HTTPS INZENIELSE A true
}

mqtt.connect(options);

}

function onConnect() {
// Connection succeeded; subscribe to our topic
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mqtt.subscribe(topic, {qos: 0});

message = new Paho.MQTT.Message("Hello mqtt!!");//set body
message.destinationName =topic;// set topic
mqtt.send(message);

}

function onConnectionLost(response) {
setTimeout(MQTTconnect, reconnectTimeout);

2
function onMessageArrived(message) {

var topic = message.destinationName;

var payload = message.payloadString;
console.log("recv msg : "+topic+" "+payload);
b
MQTTconnect();
</script>
</head>
</html>

Python =4I

REZNBUAEER Python ERiRICR MQTT BE , FHEHRGMUIBMRTHAFLUIESE, SERREE
C INRHER. R, IR,

R
ASTAHEIRBILIET Eclipse Paho Python SDK SZHI , SDK FEiB£ M MQTT NS, tEmEihsE=
BHEFin , imESERRal.

1. HBiRelE

5 MQ 289 MQTT RS , BEREZEN AR Topic KIEEREACIE. MRSE |, Bkt
Bel&E Topic, Group ID &R,

B ERREERIERKILEINAY Region , Fla0 MQTT ZEEFEALEIL209ANR | HBA Topic EERME
b2 tlE. BRAZERIMESDNREN HESTHSER_ : SIZER.

R - MQTT ERNSHRT Topic FHELIR , AIDEEREMAT , iRERE.
2. NEAES

ABIER Python IES4RE , Python ZEFIRMKIEASRINATLAEITIER. —AKRA pip BEESRRAE B
L L BIES%E paho B3,

62



HEBAZI MQ OERBAFI MQ for IoT

BE7IRABERIAS SNL, SNRFEREA SSLNERIEETT | IBEE LTS EREIR patch LISTHF SN, 54k
FEEH SDK AYRRA :

pip install git+https://github.com/exosite/paho.mqtt.python.git@openss|_sni_support --upgrade

3. MQTT i&iER

ABBIISETAMARER MQTT Python EFimAXHIRLEGES.
IREVROIRBRA A RIS | 155 MBI SR AN RIREL.

#1/usr/bin/env python

import hmac

import base64

from hashlib import shal

import time

from paho.mgtt.client import MQTT_LOG_INFO, MQTT_LOG_NOTICE, MQTT_LOG_WARNING, MQTT_LOG_ERR,
MQTT_LOG_DEBUG

from paho.mqtt import client as mqtt

#accessKey get from aliyun account console
accessKey = "XXXXXX'

#secretKey get from aliyun account console
secretKey = "XXXXX'

#MQTT GrouplD,get from mq console
groupld = 'GID_XXX'
client_id=groupld+'@@@"+'TEST00001'

# Topic

topic = 'XXXX/python/test'

#MQTT endPoint get from mq console
brokerUrl="XXXXXXXXX'

def on_log(client, userdata, level, buf):
if level == MQTT_LOG_INFO:

head = 'INFO'

elif level == MQTT_LOG_NOTICE:
head = 'NOTICE'

elif level == MQTT_LOG_WARNING:

head = "'WARN'

elif level == MQTT_LOG_ERR:
head = 'ERR'

elif level == MQTT_LOG_DEBUG:
head = 'DEBUG'

else:

head = level

print(‘%s: %s' % (head, buf))

def on_connect(client, userdata, flags, rc):
print('Connected with result code ' + str(rc))

def on_message(client, userdata, msg):
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print(msg.topic + ' ' + str(msg.payload))

def on_disconnect(client, userdata, rc):
if rc!=0:
print('Unexpected disconnection %s' % rc)

client = mqtt.Client(client_id, protocol=mqtt. MQTTv311, clean_session=True)
client.on_log = on_log

client.on_connect = on_connect

client.on_message = on_message

client.on_disconnect = on_disconnect

password = base64.b64encode(hmac.new(secretKey.encode(), groupld.encode(), shal).digest()).decode()
client.username_pw_set(accessKey, password)

client.connect(brokerUrl, 1883, 60)

client.subscribe(topic, 0)

foriin range(l, 11):

print(i)

rc = client.publish(topic, str(i), qos=0)

print ('rc: %s' % rc)

time.sleep(0.1)

client.loop_forever()

4. SSL 5VERARS

{£F Python ZEFiniEid SSL HTURERIRSS | FE=Fimszis SNL

AR E Paho IRHAIZ iR , i51RIE Release Note HRAEREHE SNI, HERISH |, BIRBANE2E-HIEHE
T|HIRBAZREE patch,

HERERR |, 68 SSL ARBREERUATRA

- IR NI E /98883,
- FESNRSIHAIHIES , HECE TLS 241, IEP FEMERAIT © cacrt

i , KB EREEEEZR , SANIEBXHFHIREEER broker ik,

client.tls_set('XXX.crt', server_hostname="XXXXXXX")
client.connect(brokerUrl, 8883, 60)

M

HEBASIEE

€ll# GroupID
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FMEORGWVHSHEFER | BREEWASIREEREEFE.

R

OnsMqttGroupldCreate R ERSS S LEIEE MQTT 5348 ( groupld ) .
(ERESR

TN L 26RT , 7RI Topic BFE  WIRFEMFA MQTT BEFRHIAES | FEHSE MQ I=HamE T
FHiz API glli2 groupld ,

BRSE
BFR 8 EERYM R
i—L'!%TJEi@\M\Q FREX
OnsRegionld String = igtnglzl;ﬁ%st 5
SREN
OnsPlatform String B ]F,ggﬁp;"tz,;iﬁ  FOARM
[ ]
oA s
PreventCache Long = %;&g&;ﬁaﬂpgg
. BIERY MQTT HA
Groupld String = groupld
Topic String =2 {s5EFBRY Topic
R[E25
BFR il R
: ARHSE , BNERN
Requestld String Requestld JE—7—
HelpUrl String FEEDSERE
#8< API
- OnsMqttGroupldList : 3XEVFFERY Groupld 73K,
=1

ARBIFE daily XigiglE® 9 GID_MingduanTest ,

public static void main(String []args) {
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String regionld = "cn-hangzhou”;

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com®;

/**

“TRIEE CHRERINXIFERE Region , FIREXMAMENR

*/

try {

DefaultProfile.addEndpoint(endPointName , regionld , productName , domain);
} catch (ClientException e) {

e.printStackTrace();

}

IClientProfile profile= DefaultProfile.getProfile(regionld , accessKey , secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttGroupldCreateRequest request = new OnsMqttGroupldCreateRequest();
/**

*ONSRegionld 28REZE API i1a MQ B MXIEHIEIER

“RIEREIRIE OnsRegionList 7IRENAISIFISIARLE , B9 OnsRegionld REFNY , FHSSERE
*/

request.setOnsRegionld("daily");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setTopic("Mingduan_67dd");

request.setGroupld("GID_MingduanTest");

try {

OnsMqttGroupldCreateResponse response=iAcsClient.getAcsResponse(request);
System.out.printIn(response.getRequestld());

} catch (ServerException e) {

e.printStackTrace();

} catch (ClientException e) {

e.printStackTrace();

}

}

HifjoESIR

OnsMqttGroupldList #OAFEITB R Region BXHgIEFFABRIFRE Groupld,

$EFER

SKEY Groupld FIRAEC—RRFRTEEAFFTA Groupld RUIZE , BIAKEGIE | AT LAs @A
Groupld #{THEXAIEIREIS.

EkS¥FIE
= Sl BEUR 1115
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OnsRegionld

OnsPlatform

PreventCache

REISH5IZE
BR
Requestld

HelpUrl

Data

MqttGroupldDo ¥uR4EH

B
Id

Channelld

OnsRegionld
RegionName
Owner

Groupld

Topic

Status
CreateTime

UpdateTime

THIRISFIR

7

18< API

String

String

Long

KB
String

String
MqttGroupldDo

ESicl
Long

Integer

String
String
String
String

String

Integer
Long

Long

Hm

iy

Hm

ZRERERY MQ FRTE
Xi , FIEERAHAK

E=DALET]
IBICRIR , BUARM
POP &

F3F CSRF &% , 98
HNERGTERIASERIA]

A

ARESH, BNERE—FKZ
, FATFHEEE

FEENSEE

Groupld {ER#IEEH

fnA

HiERS

IDRARRRRS | WERAREH
0

MQ B Regionld
MQ BJ Region AFR
Groupld FrEWS
Groupld

iZ Groupld XEXAY Parent
Topic

SRPAE (0 RS 154 2
&iF)

BlEERdE) , R 2= R AR

E?ZEE?}EEB‘I’EU , BEZRRIE
e

- OnsMqttQueryClientByGroupld : 1R Groupld Zf4E1ELE FiniiE
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- OnsMqttQueryHistoryOnline : 1R4% Groupld ZifH S 1ELESeit sk
{sEF7~HI

FPRERE—NEE | NUHRAREN | SREUWUMN Region IR Groupld,

public static void main(String[] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
“MRIEE SRR Region [ RBXMANEA S
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttGroupldListRequest request = new OnsMqttGroupldListRequest();
/**
*ONSRegionld 2f5{FHZ API i8] MQ BRMXIHAIEIR.
HMZ{BEYRERYE OnsRegionlist 75Z3RENIFIRFGIAFFIECE , B9 OnsRegionld 23119 , T HEBEEEIEE
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
try {
OnsMqttGroupldListResponse response=iAcsClient.getAcsResponse(request);
List<OnsMqttGroupldListResponse.MqttGroupldDo> groupldList=response.getData();
for(OnsMqttGroupldListResponse.MqttGroupldDo groupDo:groupldList){
System.out.printIn(groupDo.getld()+" "+
groupDo.getChannelld()+" "+
groupDo.getOnsRegionld()+" "+
groupDo.getRegionName()+" "+
groupDo.getOwner()+" "+
groupDo.getGroupld()+" "+
groupDo.getTopic()+" "+
groupDo.getStatus()+" "+
groupDo.getCreateTime()+" "+
groupDo.getUpdateTime());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}
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ETREHEEER

OnsMqttQueryClientByClientld #ARTEAEEREBNELERIARITRXRFE  SRFER

clientld,

$EFRAR

EREERIVEO—RATH DEFREMREBNETNERAIEER. B clientld AIEZINMIRERE
£ IREHE , LURSRIRNTRXREFER.

{sEFaPR !

BFOpenAPIHARZSEAFEENEEFR , RSHARXTRIGERFTIRG (ZH#H30K ) , BAE
A SHEREPERAAEO, WFAMNRBEEEEE  BEARE L THIENIIEE.

ITRSHIIE
&R

OnsRegionld

OnsPlatform
PreventCache

Clientld

REISHFIE
&R

Requestld

HelpUrl

Data

MqttClientinfoDo EiREHH4
BR
Online

Clientld

sem

String

String

Long

String

ESicl
String

String
MqttClientInfoDo

ey
Boolean

String
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=
=

iy

palil

Hm

ftik
SERIER MQ F7E
b7, FESMALA

E.

BICEIR , BUARM
POP 4,

F3F CSRF &5 , i9&
HNERGTERIASERIA,

FETANBR
clientld,

115

ARHSE, BMERIE—F—
, BT HEEAMIT,

HEhHERE
IRETELEREREN

fk
REEGHEL

BEM clientld BFR
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SocketChannel String IREGIERY 1P fthik

LastTouch Long REEHATE

SubScriptonData List(SubscriptionDo) ZREHAANT RXRES
SubscriptionDo ¥iE45H

2R i) R

ParentTopic String MQTT B9—Zx A Topic

MQTT KI5 F Topic , AR

SubTopic String &EN7 NULL,

Qos Integer WFIRZEAY QoS %3
HiRBIZR
7o
#82% API

OnsMqttQueryClientByTopic : #R4E Topic ZifX4ERTZ Topic FITEAEFIHEE,

ERTH

FPERE—NEE | NFUHRAREN | EIfEE clientld ROTELAUE.

public static void main(String([] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
*IRIEE CAERXIE55%R Region 5, iR EXTMANEN .
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryClientByClientldRequest request = new OnsMqttQueryClientByClientldRequest();
/**
*ONSRegionld Ig(FHRE AP 118 MQ BIMKEATATR.
“R{ERIREIRIE OnsRegionList 75 AERAVIIFIFSAIEHIECE , B9 OnsRegionld £EFHY , FHEBSEREE.
*/
request.setOnsRegionId("XXXX");
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request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setClientld("GID_XXX@ @ @XXXXX");
try {
OnsMqttQueryClientByClientldResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryClientByClientldResponse.MqttClientInfoDo clientinfoDo =
response.getMqttClientInfoDo();
System.out.printin(clientinfoDo.getOnline() + " " +
clientinfoDo.getClientld() + " " +
clientinfoDo.getLastTouch() + " " +
clientinfoDo.getSocketChannel());
for (OnsMqttQueryClientByClientldResponse.MqttClientinfoDo.SubscriptionDo subscriptionDo :
clientinfoDo.getSubScriptonData()) {

AEEEBRASI MQ for IoT

System.out.printIn(subscriptionDo.getParentTopic() + " " + subscriptionDo.getSubTopic() + " " +

subscriptionDo.getQos());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();

}
}

RS HEZHE

OnsMqttQueryClientByGroupld #0#R#E Groupld &itEFiZHEH FRITELISZHNEHE.,

$EFER

EELIREHENRO—MRATIS S , Fit—1 Groupld DETEImREBHNERIEE.

{sEFaPR !

FBFOpenAPIEERZSEBFEENEEFR , RSHRXNIRAGERITIRG (ZH#H30K ) , BIAE
Al SHERERERAEO,

iTREHGIR

B il BEYM A
LETRER MQ FTE
OnsRegionld String 2 Xig , FESIAHAR
IEHE
sE NU=|
OnsPlatform String & 1'%2?;'\;,'2\' ARARA
POP {5
PreventCache Long 2 F3F CSRF &5 , i9&
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FEGLRIRIERIAS

== N L —/ N\l

Groupld String = %GFT%%}?E’J st
BEIS#FIR

2R Sl R

- RARHBE, BNERIE—TZ

Requestld String B HEE R

HelpUrl String FEEpHEE

MgqttClientSetDo MgqttClientSetDo DR SR BRSNS
MqttClientSetDo ¥@E4Eta

B il R

OnlineCount Long DEFFBELREHE
IR
7o
#83< API

- OnsMgqttQueryClientByTopic : #R{E Topic EiAXENRTREZ Topic BTELE FimiE

fEFBI

FPERE—EE |, NFUHRAREN | HEIfiEE groupld RELHERER.

public static void main(String([] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

“TRIEE CRTERIXIRIER Region /5, IREXIMAHEAR
*/

try {

DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {

e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
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}

OnsMqttQueryClientByGroupldRequest request = new OnsMqttQueryClientByGroupldRequest();
/**
*ONSRegionld 25{RHEE API A MQ B MXIHATE TR,
ZIEWRERRIE OnsRegionList 73iZ3KEXAYZIZRFIEIFFIBCE , )9 OnsRegionld RT#AY , T EEBSEEE
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setGroupld("GID_XXXXX");
try {
OnsMqttQueryClientByGroupIldResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryClientByGroupldResponse.MqttClientSetDo clientSetDo = response.getMqttClientSetDo();
System.out.printin(clientSetDo.getOnlineCount() + " " +
clientSetDo.getPersistCount() + " ");
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}

18 Topic HifELEE

OnsMqttQueryClientByTopic ZORYE MQTT B9 Topic FEiHTIRiZ Topic RELIREHIHE.
(ERmSR

1RiE Topic ENELIREHENZORATIS O, WS EITREMSE Topic NRE—RESSEMNS
PREDIANIRE , TLURIE Topic B2 SIZEMRREEHE.

{sEFRPR !

BT OpenAPIEERIZREAFEEX EEFA , RSHRESINTRIVERETIRA (Z20H30K ) |, FIAE
EAWSHEREPERRNED. NFAMNREESEE  BEMRRE L TEERIEE.

iTRSHGI%R

2R il BBV M A

LETHRIERY MQ FRE
OnsRegionld String 2 Xig , FESLAHEAR

IBRHE

EEGS ST SAN=
OnsPlatform String 7= 1%*;'\;’1&, ZHAZM

POP 4

&y é AaY

PreventCache Long 2 FAT CSRF &30 , iR&E

FNERSLRIRIERIES
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. . BESHNE
ParentTopic String 2 m%ﬁlﬂgi%j%opic
RETANEIRT
SubTopic String 7 Topic , SNRIKBUA
L]
R[E2¥5Z=
BFR %8 R
- ARHBE, BNMERIR—TZ
Requestld String BT AR
HelpUrl String FEENSEE
MgqttClientSetDo MgqttClientSetDo PEELEREUREN
MqttClientSetDo #iR4ita
B S fng
OnlineCount Long DHMBELIREHE
IR
7
8% API
- OnsMgqttQueryClientByTopic : #R#E Topic EIAXENRTEIZ Topic TELEFiniE
(=7~

ARBUURE—NSE |, MURARIEAN , EIfERE groupld RIELEERER.

public static void main(String[] args) {
String regionld = "cn-hangzhou”;
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

“HRIEE CAMERIX IR Region [, I8EXIMANEN R

*/

try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);

} catch (ClientException e) {
e.printStackTrace();

}
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IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryClientByTopicRequest request = new OnsMqttQueryClientByTopicRequest();
/**
*ONSRegionld 21E{REE AP i8] MQ B MNXEAIETR.
Z(EWRERRE OnsRegionList 75i23REXAYFIZRFIEIFFIBCE , )9 OnsRegionld 2L#RY , T EEBSEEE
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setParentTopic("XXXX");
request.setSubTopic("/secTopic/0/1"),// AL INERREF topic NIAE , (NRE , —EERTEME
try {
OnsMqttQueryClientByTopicResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryClientByTopicResponse.MqttClientSetDo clientSetDo = response.getMqttClientSetDo();
System.out.printIn(clientSetDo.getOnlineCount() + " " +
clientSetDo.getPersistCount() + " ");
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}

ﬂ

=

}

LSSt

OnsMqttQueryHistoryOnline #OR#E Groupld £4BF04A ERIRT BIERE A SEAELIR R AVEE ML,
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public static void main(String[] args) {

76



HEBAFI MQ OERBAFI MQ for IoT

String regionld = "cn-hangzhou”;

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
“TRIBE CAERIXIRIERE Region [, 1R EXIMATEN .
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryHistoryOnlineRequest request = new OnsMqttQueryHistoryOnlineRequest();
/**
*ONSRegionld ZIE(RFE API i3i8] MQ B XIHATEIR.
MZIBEWRERRHE OnsRegionList 73i23RENAYFIZRFIEIFFIACE |, EJ9 OnsRegionld 2T#AY , T EEBEEEE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setGroupld("XXX");
request.setBeginTime(System.currentTimeMillis()-1000*3600);
request.setEndTime(System.currentTimeMillis());
try {
OnsMqttQueryHistoryOnlineResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryHistoryOnlineResponse.Data data =response.getData();
System.out.printIn(data.getTitle()+"\n"+
data.getRecords());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

HEES
l N
OnsMqttQueryMsgByPublnfo EORIEAXIHEEETHE.

EFnR

RIELAXSERERHEENEO—RBTEL LHETR , TR FEERERRERENSER. FER
ANREDRIFREERENFEREE. FAHEH , R HAESMSTH, RGBSR Traceld Z/5R1F]
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1RIE Traceld A OnsMqttQueryTraceByTraceld %L HERISLIREXE,
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Requestld String AT HEE IR,
HelpUrl String FoENSERE
MgttMessageDos List(MqttMessageDo) LECEIATEIER
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BIR Sl A
PubTime Long HE RS RIXAT 8]
Traceld String HEME—RY Traceld , 1RIEZ
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ey

7

18X API

OnsMqttQueryTraceByTraceld : #R#Z Traceld ZiEEEHEAUHEXE,

{sEFH

FPRE—NEE |, NUHRAREN | EIEEEEERFEFRMNEHR.

public static void main(String[] args) {

String regionld = "cn-hangzhou";

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
*TRIEE CERI X% Region 5,8 BEXIMANEN A,
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryMsgByPubInfoRequest request = new OnsMqttQueryMsgByPubInfoRequest();
/**
*ONSRegionld ZIEfRFFE API iia] MQ B XIHAYEIR.

MZ(EWINENRYE OnsRegionList 73/E3REXAVFIZRFIEFECE |, B9 OnsRegionld 2&#IHY , FREBSEIEE.

*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setBeginTime(System.currentTimeMillis()-1000*60);
request.setEndTime(System.currentTimeMillis());
request.setClientld("GID_XXX@@ @XXXX");//&i%=5HI clientld
request.setTopic("XXX/XX/XXX");
try {
OnsMqttQueryMsgByPubInfoResponse response = iAcsClient.getAcsResponse(request);
List<OnsMqttQueryMsgByPublInfoResponse.MgttMessageDo> msgList =

response.getMqttMessageDos();

for(OnsMqttQueryMsgByPubInfoResponse.MqttMessageDo msg:msgList){
System.out.printin(msg.getpubTime() + " " +msg.getTraceld());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
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public static void main(String[] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
“TRIEE CAERIXIENERE Region 5, R BN RATENA.
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryMsgTransTrendRequest request = new OnsMqttQueryMsgTransTrendRequest();
/**
*ONSRegionld ZIE(RFFE API i5ia] MQ B XIHAYEIR.
MZ(EWINEIRYE OnsRegionList 73/EREXAYFIZRFIEFECE , /9 OnsRegionld 2&#IHY , FHEBEEIEE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setParentTopic("MQTT_TOPIC_ONSMONITOR_BJ");
//request.setMsgType("sub");
request.setTpsType("SUM");
request.setTransType("PUB");
//request.setQos(1);
request.setBeginTime(System.currentTimeMillis()-1000*3600);
request.setEndTime(System.currentTimeMillis());
try {
OnsMqttQueryMsgTransTrendResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryMsgTransTrendResponse.Data data =response.getData();
System.out.printin(data.getTitle()+"\n"+
data.getRecords());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

HEMEXEER

OnsMqttQueryTraceByTraceld 1ZORIEHER Traceld BifisEHEAEXE.
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public static void main(String[] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
“RIEE CATERIXIHIEE Region [5,18 BXMATHEEA A,
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryTraceByTraceldRequest request = new OnsMqttQueryTraceByTraceldRequest();
/**
*ONSRegionld 2{RFHE API i) MQ B NMXIFAIRIR.
MZ(EWINEIRYE OnsRegionList 73/EREXAYFIZRFIEFECE , /9 OnsRegionld 2&#IHY , FHEBEEIEE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setTraceld (" XXXXXXXXXxXXX");
request.setTopic("XXX/XX/XXX");
try {
OnsMqttQueryTraceByTraceldResponse response = iAcsClient.getAcsResponse(request);
System.out.printIn("pushCount:"+response.getPushCount());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

& EER
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