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PassWord &%, EASEWT :

=T Mo k1 Hpgl #R1 k2 o) & Hihg

o
Lo MOTT S£HH (ks )

AT FAEE

. AE(essKe"MOTF Groupld : | yourgroupld ‘SecretKe' ‘ oursk WE
wHEE vy yeurgroupl Y| ¥

MQTTETE

MQTT ZpiEE MQTT UserName yourak

MQTT Groupl DETE MQTT PassWord iFEelpTeMrVHHyg3BtSIa890014=
MQTT TopicEif
MOQTT kst

MQTT T2

AR | T RE{UUERNEESENR JavaScript SERIHE | FHFASEE Secretkey F MQ Bis , BILARHEL
SecretKey jtthEHIXIES,

16
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MQTT ZREXBZ&iHE

B HRERZR

- 78— BEFRASNBLHERIMSRILRE , RERIERZEEEHATLL
-BRT BRI TRAEETEARGE | BEKRICISERT,

HXmR—, EA MQTT AN ITIHERRIA S | BFm LR , BEEEASIMAMEE | 2iEREENE
Bf% , EIEHERATUEE, XM TFEFL R LEEFin E&ARAED | AT EELES | B

HERERIERZREAERA, ZEXATEEHTRE.

HXIZEZ , BARFihmEE CEtBELEEMTE | FTbd MQTT R T EahaEE kAt = FiniRE S
HLHE. AEEFn LR  ERinE CEREORANE CHAEEEHERNER. ET  EFRiREC

FEHIRIENAIRT ) PRAOSR 2L,

FaAENEZiH S EAEA
BARLBNT

1. ZRmEHE  DEHERAFUKEREGERRNES | RENBSFHFHIT.
2. BF USRI,
3. RN T—HLER.

TS

- EFIRIIRFBEEAEIRL | BROEEREVENE—MOBEBALERK  SNRFSERR
BRI |, BHRIREE AR R LR,

- BRI RSHEGERRIEE 305 | B i A EIE KR ASRERIRE SR/,

- ERiInREE CEHAEE , RABERMWEEESIHEXRREIE iR , FIE inEZETomEN ACK
HEFLIRE, IREFIHAENTIR , RETARR—HERERRIGES | ENES | SE R
FESRHEE | FAR—XRIBEREIREEE ACK,

PV LRHBWEX API
RIEVEZ&HR
&K% Topic : $SYS/getOfflineMsg

AZ : JSONString

REES
B ESid ihieA
pushOrder String "DESC"8(&"ASC" , 55IZE

17
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NEFERREEZNREHR
AIEX

—RESHEGBERIFRE , IRE

maxPushNum Integer SBEIN1-30 , Bd=LA R
g8
IR[EHE

HBAY PubAck B2,

R
MQTT ZEF iR Demo

public void testOfflineMsg() throws Exception {
String broker = "tcp://XXXX:1883";
String clientld = "GID_XXX@ @ @XXXX";
final String topic = "XXXX/11";
final String topicFilter[] = {topic};
final int qos[] = {1};
MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[l{broker});
connOpts.setCleanSession(false);
connOpts.setAutomaticReconnect(true);
/**
* BRImKHEER RS OPEIAR , #IN100s LI | 8 |, IRSinSIEE
*/
connOpts.setKeepAlivelnterval(90);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
sampleClient.subscribe(topicFilter, qos);
}
public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("recv Msg from " + topic);
}
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
;
sampleClient.connect(connOpts);
JSONObject object = new JSONObject();
object.put("maxPushNum", 20);
object.put("pushOrder", "DESC");

sampleClient.publish("$SYS/getOfflineMsg", new MqgttMessage(object.toJSONString().getBytes()));

Thread.sleep(1000000);

} catch (Exception e) {

e.printStackTrace();

18
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IR Pim SR

AXNBIMEBREN MQTT B i S BIELIET.

RIFRZ R

- BB REPEEREE IR RS SRR ERLUE TIZE |
- BT ERE M EE IR SRR
- RSB InREA S Fin L2 E T AR AR — e AINME,

ERRE

MQTT BrSSimxd_DIRTHREFRIEMH T 2MEREU5 T | DA BRI EEZOLIRSE L T @A,

A EIRRONSTVENES , BRFPETHRANEANRIEUDER HTTP 75089 APl Sl ER FinhIEL(S
5 ZANREERENEFRIFSEIPRTS | BRETXENEFiRIPIRESFIRT.

S F BN ENAEEBNNAR , AEFin LS NESEMHRAR . MQTT RSESEa[ER MQ #
E—HLETHHER. APRRSRNA—RESENECARSSE L , JLUBEITEXE MQ HESSKEE
EFIRIN_ETENE, ZHANBTRERANIEFRIGRS , BRAZIIIR L T4 MIFELRS  NAT
ERESH R ENREFFI ST HE PRI,

IR BPESRORERLRE RIS | Hie RSB ERR | (EREENRE iR
H&. ETERERNRAREHDES  WSANENSHR , BiRATREYEX , B25ETUETEHSIS
NE PRSI TATEIE,

FELZEEEO ( 2NEE )

MQTT BRSSimxySMEE HTTPIMY S BRETAZEO |, EiRRORIERNENT
IR : ARSEERORERRT T AR |, MBRARIUL region 8/ , RESHERM region FFHERSS.

=IO

https://mqtt-xxx.mqtt.aliyuncs.com/route/clientld/get

19
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Hep .

- Ot S FAWSESEHIRHEN RUSE,
- YA HTTP 2 HTTPS | ERAAUIER GET 534,

24BI%=

BYEWR ¥ 488
accessKey String UBTERIEFIER AK

= MRS P Al
resource String EEEINEFiRK clientld , R

BEEIAHRIKS BRI clientld
Y932 HRTIBRAYUNIX ZRVATIE]

timestamp Long & , IR BAR B 0 SRIE S
A ERIE 558
T s e et
signature String X HRIERSHITEERINES

FE , RERATRENE

Hep .

- timstamp 24ATIRIEAFAIHEK , FRRENIRIELAE , RESTDRIESHIMREXIE,
- signature AIERSHIER , KEMSEFAFERF/AEH | ERWKF SKIHTESEER , BT HERIGIE
MBGIEERER. BFRHESHSE,

REIER

MQTT fRSimEEIEREKRE , SHTEOSHEE , NTFEENEEHEREREZE ZFimAIELERE.
BIRREIERIN IR

HTTP K71 BR

400 IEEREK , ATREREEO URL RIEM , SiESEER
%

403 BPRIGIFENY |, ATReRERITEEIR | BiEIREIN
FREARIRNAY clientld IKZ&

200 ERAIERTH

REIERS , Bfr HTTP 7SS , HTTP content b 2B SFIMAGREILER | IRMEILERF JSON 18z, BIKRY

FERARGTUNT :
FEEMR i) oL
code int i%%jﬁﬂf%%ﬁﬁﬁ% . FBFFIkT
LRIEREBMIIAKBRE
success boolean true/false , KEREIBDE AL
online int SR FiImdERF top EREL

, RS-l , RRERERK

20
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message string

A ERTHIAEL

SRR R L | BTHIS
HIRE

TR ERERT online FRIAMNERAMEL , KTORFTEL: | RNSEE IS top R4, MAAMT
BIZFRATIFEESERER. BRSREERLSER , 2RR/IVERHINRE-10ER , ARERE

FRA , NUNASEH , EETRERRTHIE.
H code fEIRFBIRABINT :

code

0

1

2

FP T i@

583

BRI IR AT

SHIRK | BVRBESEIRST
EBREER  @EEERTETRE

NPRIGIEEEIR , @G ESRIKSEEEIZTIZIR
=F/EAY Groupld

EKATEBNTER |, BIIEE timestamp FERER
HEIESS A

SNEXFA , ERRE ETEENNGI , E TS FiX N EHRIREIE MQ RIER Y | IZiHEXIMNAY

Topic WEIER : “GrouplD” HHEESE “_MQTT”

PINEFERE GID_ XXX@@@YYYYY BRI MQTT = Fn , ABAXIMAISEH Topic B

GID_XXX_MQTT, BEMEANLZRSEUT

1. BIZEEE44 Topic

HRIE ESRIENE |, AP XKIERL Group ID SARIIRE | BLEIEXIMNAISE Topic , B Topic 5i%iEE%E

TR IEER.

2. RBIRITFHHER

{ER E—$Bh eIz Topic , BIRTKRISEN MQTT EFIE L TEEM. MQ BKIEFESEITIRES.

Hep , #yERzlaT -

BT MQ B Tag |, KRR LEER T4,
MQTag : connect/disconnect/tcpclean

Hep :

- connect EHEREFin EL&wIE.

21
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- disconnect EHFREFinEaltihERE. ZIR MQTT thi} , EF G TCP EEZBINIZA
1% disconnect #R3 , IRSSIHAENKE] disconnect IR EMAIZEELEE., WRFELZ G SDK i85
AR A% disconnect R , BRI TIENEZES.

- tepclean SEAHUZRSLIRAY TCP EZWTFT. TCEFRERRIAIZN disconnect {13, REZHE]
TCP T RSAtA tcpclean 5S4,

R tepclean HRAREFIRMEEIEFIEMTT. XWHAY , disconnect BRI EFZZFinEEaA
BT TR, ZRTFEFIRNECH , EIEEFiRRERHESSH disconnect IERIFSBIEERE. Elt
FITE i 2B (ER tcpclean S,

#IEAE /I JSON 28 | 1BKAY Key 10T -

- Clientld ({FEMZE ;

- time RERARE4-AIATIE) ;

- eventType AREMEE |, #ft MQTT BEFIRXDEMHRE ;
- channelld {F&E4 TCP iEEZEAM—IRR ;

<l :

clientld : GID_XXX@ @ @XXXXX
time:1212121212
eventType:connect/disconnect/tcpclean
channelld:2b9b1281046046faafe5e0b458e4f553

TR FIETE PR SRR S ELA RN REREINRE —RERRRE , MBRES L T &HEBREIEXRE
el

BORFIRTARNLIT

- [E— clientld 9= Fim , =4 L TEEHSBEIRFLAREIE, ST,

- [@— clientld &R , AIREFREZIRIANT , Bt , HKWEITELBERRY , —EZ1R#E channelld ==
EBHIMTEE SR TCP &R, BmsL , MBEEREEEZEER channelld PR , 2R
channelld 7~—#£ , RE eventlndex &3 , BB =.

SREVIAZSAY Demo W0 :

public static void main(String[] args) throws InterruptedException {

i IREMEZRA AccessKey , BTN

fi/nal String acessKey ="XXXXXX";

i REMEZAY Secretkey , FATEN

fi/nal String secretKey ="XXXXXXX";

i IR RAIEH Topic , BESRAE MQ EHIEEeIE
fi/nal String topic ="GID_XXX_MQTT";

5
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* ConsumerID, FE5 T MQ 1=HIEEEE

*/

final String consumerID ="CID_XXXX";

Properties properties =new Properties();

//PropertyKeyConst. ONSAddr INERIESLIRIE RIS R LA T I LEEHTRIN

[/AHZTEFIAME © http://onsaddr-internal.aliyun.com:8080/rocketmg/nsaddréclient-internal
[/AHZNMIRE © http://onsaddr-internet.aliyun.com/rocketmg/nsaddréclient-internet
[/FUNER=IME : http://jbponsaddr-internal.aliyun.com:8080/rocketmq/nsaddré4client-internal
JITNRYIZIRE - http://mgéfinance-sz.addr.aliyun.com:8080/rocketmg/nsaddréclient-internal
J/REREBIARZING ( RIESRFENE ECS ) : http://ap-southeastaddr-
internal.aliyun.com:8080/rocketmq/nsaddrdbroker-internal
properties.put(PropertyKeyConst. ONSAddr,
"http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddréclient-internal”);//IttRE AN = A F=ERE S5
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);

Consumer consumer =ONSFactory.createConsumer(properties);

/**
* SRIBEIRISY | TRIE Tag KO R EEER T4 , body 24> JSON FfF&
*/

consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
String event = message.getTag();
if(event.equals("connect")){

// this is connect event

}else if(event.equals("disconnect™)){

// this is client disconnect event

}else if(event.equals("tcpclean™)){

// this is tcp disconnect

}

String body = new String(message.getBody());
JSONObject object = JSON.parseObject(body);

String clientld = object.getString("clientld");

long time =object.getLong("time");

return Action.CommitMessage;

}

i

consumer.start();

System.out.printin("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer.MAX_VALUE);
consumer.shutdown();

System.exit(0);

}

Token RS
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MQTT Token RS &1

MQTT i@ Token £EIRSSE MQTT ZFiniRHFEERGANR, BT MQTT Token IRSZETLUEAMKS F
FEEMNRAFPURIRETANERIEIE | FRRGEIEEMR | LISEIIX R —F iy , B8RRI PRES.

i5a) MQTT BIRAIBSPRINE—RD AL TR MR,
-HE— A MQTT BkS758— , Fre MQTT ERmE{THMETE , BEEY EEET— MK

=.
-8 AFECAERIKS RS , FEMHERWSHSHMRIFS |, FrE MQTT ZEF iR §E:
BT ARERNAIKSTEE.

HmR—, BATWSEEL , FrEER MQTT FZSRERBET—IMKS | FLUSBEUERMSMHINREIM
. £ MQTT BUARISIRIZHIR SRR |, BIffEEFInEREENEZRIKSH AccessKey MIERRIRNIR
BB,

HIBRT , EAEITH MQTT ZERREFEARRETR—THNEZIKS  BREFTESTHKS (AL5S5H]
HER—EFin ) NABKXS. WEHE—ENNERKSEERTEHE. FRIRERnIR , i
EIREBAEEFANG , EIEAREHFEACEI R —= i , BSIREFTEAUEIR—R , MIEKSHE

MQTT Token FRSSEPRRMER EIAAR_RITER., BPEATHKSERSE | NELFREFinHiEInRT Ik
(Token ) , ZFunfERAIGRT EIERMSERRAILSSI5E), Token AFRB—FFIRAIGETS4 , AW SEERERE
TEiZ Token FTiBBRINIR, HRFIRINALAZEEL, BRZRMERENT

N L e L)
MQ SURRIIGEHBIEIEIE |, 4
Token IEEEIE REPE—EFIRREERIRAYAIE
PR
FFREEAKSHIIRSSS ,
AppServer RzFRARSS 25 REEFihERIFFIEE Token
ARSSHIRLFE
MQ BUPRIAIEARSS =8 | FRAL
AuthServer TAIERSS 88 I8 AppServer &i#2hY Token
HEXRANERK

MQTT Token XSHU7E

SRR
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MQTT Token £ NEFR,

| BEMQTIZRE | HPREERSE | | MQINIESHE | | MQEBESE |
RIS HEET, EREmETOkenE R, , |
BREEODICGER TokenBBEE ; 5
1 = ! ] o | 5
“— o I o | : e ! 5
= i, o
‘ | [tersrigtToken | | '

| BT FEETopic EfEToken ; SNFRIAELR , FEEHFiEToken

BARTET :

1. EFimfEsR |, BELEEE CRIN ARG SH[WIESH.
2. ZFimAMN RS FHIEE CATRRIATE Topic RIRER.
3. MAERSB NI EFinE B E VERIEFRER Topic AR , WNREIEEINE MQ IAIEIRS 25
TBEXINRIRAY Token,
4. MQ TAIEARSS2E5GUEFRIS Token BUIEK , #IMrE A2 EIREIXIRAY Token,
5. MQTT EFimE N RS SR EIRY Token FHAMLEIRM , MEBNEFindE ZHIRPRLAK Token (5
B —NRET,
- BEFIREMSEsIHTIEION , MRS SR LUREIZEFRY Token , BRESHIE ;
- B imEEATERIE Token , INIERRSFEFUNRTIMNL , N AIRSS 5 IA=IREIE FinZ B
1BAY Token,
6. MQTT EFimiEsz MQTT HERSER,
7. ZEFiRERUR B R ZBIRUED QoS1 A EEBESH Token, & Token BId RIXE—FRIFHANB
Bkl , BREEEASE T,
8. BEFIRIEERIAIES. MRIRSGSIHFIKT Token 558 , BISAASIEKNY , EFIRRIZERNAEHRIE
Token BYiEK,
9. 7t Token A 5 0 , IRFBImtESHEX—IRBEIERIBNER , ZFPim LASITZEE LAMERRIE
¥ Token,

BEFIR{THLIR

1. Ki% Pub/Sub #R3AT , ©/R5ERA MQTT =6k L€ Token,

2. BIRLARZRIFEL L& Token , BiHE QoS #RIRE N 1, LURIERSImAREI ZBIASBURH
B BNSEESHTEE.

- WIRERIT Proxy AJRE TR Token KREXRIERIER.

. izl Token SHRIHES , EFIRmP/RERTERIS Token,

. BPumAIZIS R RS ERIREIRY Token fUFALL | BEREIREIEERERBE—HFAY Token,

. BFin KIERERET AT RIZSCHITE 2RI Token BEKM , MIREUEE/EHERIF Token FHE
&, FlERETISEIRS W MERGER | LUK Token RIBRUEEA.

RIFRRRSS AR T HLIR

1. MRS SRS CEFPIRES G , BREFinEBS0HIE Token,

o 01~ W
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2. NFARRSSRRMIZAT Token MIZEFIRIRRHITER | BRE—EFRESEA.
3. NAIRSZSHFEMAMER , BRELEIAERS EE A RS SHEEE,

¥8>< API

MQTT B9 Token EUFAEEIERAT APL 5THL,

Token RIERIBFIRHEERHMNARS SR | #1 MQ IAERSSESZ BB HTTPS A9 Open APL #1732 HE.,
BNMNEOESERBT AccessKey FIIEREBMMRMSHINIE. BEBIFTHLERE Token, MH Token LAKREG
Token £,

MQTT ZFimNIEFE L& Token, 0 Token KUSR , LA MNT Token IREEE="1MEO,

Token BRSSHbhE

Efl Token IRBIFERNAHEAMISFAFIMRIME , A Gef=, BEANRSHIT

PR3 HhiEy Token BR4528ithht

#4b2 mqauth.aliyuncs.com

AT mqauth.aliyuncs.com

<yl mgqauth.aliyuncs.com

HR2 maqauth.aliyuncs.com

Egl mqauth.aliyuncs.com

Hrinig mgauth.ap-southeast-1.aliyuncs.com

coR=bahinl:

BRI AR SS 25 IAAIERR S5 ES FRIBFIEER Token BY , TEBBERSEURBIEEANHIFIHE | HERGER
R |, SAISEFA secretKey NIZERIEE,

BOR95MANNT

- SEHERA key=value 183 ;

- B ZENER & DR ;

- SEIRED  MEESE, FRES " 2%

-ITHESEN | FEESEHRER key NFHFHIF , SRR, BEEFEAFHEHR.

<l

EranERtaiEska HTTP 7% ¢
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https://mgauth.aliyuncs.com/token/apply

SEHFRS :

parama=a
paramc=c2,cl
paramb=b2,b1,b3

BBASTISSEUZRIR key HiFF | 153
parama=a

paramb=b2,b1,b3
paramc=c2,cl

BRRE—SHANERRRFEFRTF  SHREEES O

parama=a
paramb=b1,b2,b3
paramc=cl,c2

REHIREITER T S

parama=a&paramb=b1l,b2,b3&paramc=cl,c2

= /B -
[I’T‘ljl E:Ztu .

IEEF secretKey fEAZSH . HmacSHAL BiAIHEBRIES.

b 5= g

- HTTP =18 Token B , EJLASER HTTP B HTTPS , RIFBE{TIEE.
- HTTP F5iARILAESE GET B POST , ENAEFIARAER POST , MIKIARATLAER GET,

AFR[EWE

HTTP IBRENRINERRS 88 | ERGEERRELEERSIN , 3REE

tH JSON HHFERNE.

JSON =7F&H9 Key-Value BREFEIT :
Key -3
success boolean
message String

27
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code int

tokenData String

Hep | {HIRIGIRWT -

Code

200

400

407

409

410

1

2

3

H1& Token O

&0

https://{tokenServerUrl}/token/apply

KB
BR i)
actions String
resources String
accessKey String
expireTime long

IR[ERS , AIFRIE code FIHr4a0
ERGEBE RS fEIRRE,

Token &R , FRIE Token |
EOSIREZE.

i8R

5%

SRR
BEITEER

Token &pRAbIREEIR
Token FRHLLIERT
it Token , RETfEHfT
Token B£&53HE
Token E&#RHE

583

Token BUINPREEY , &

“R" (&), "W (B

) . “RW" ({Ef15 ) =
A, 3R NREREEEN
BR8P, “R" 1 "“W" ZJd
EERESIEH.
BIRZWR , B MQTT
Topic , 21 Topic LUES

" okE 84 token &REZIE
{TEME1I00NMNEIRE,
LENEKRFERIOWKSAHY AK,

Token B34 , &/\EFRRE
6070,

28



HEBAZI MQ HIERRATI LMQ

Token 258! , I5 MQTT , HTTP

proxyType String g, Kafka , MQ , 1R¥ELPR 50
PN
serviceName String E mq , HttSEFT .
BEFHH  FBEKFEITEE
2=
signature String BRIFRE

actions , resources , expireTi
me , serviceName,

bl

public void applyToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://XXXXXX/token/apply";

Map <String,String >paramMap=new HashMap <String, String>();
paramMap.put("resources”,"topicl/1,topic2/2");

paramMap.put("actions”,"R W");

paramMap.put("serviceName","mq");

paramMap.put("expireTime", String.valueOf(System.currentTimeMillis()+1000000));
String signature= Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put(“proxyType","MQTT");

paramMap.put("accessKey","XXXXX");

paramMap.put("signature”,signature);

JSONObject object = Tools.httpsPost(apiUrl,paramMap);
System.out.printIn(object);

}

EOMMBNIRESENMIRIBIESE ST RITIEE,

i Token #=0

£0
https://{tokenServerUrl}/token/revoke
BRESH
B i) L)
token String FEMmRIENIER Token
accessKey String LRIEKEEFARIKSHY AK
signature String gﬂ%;%?; Tgiﬁn*ﬁgﬁ%
Al
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public void revokeToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://XXXXX/token/revoke";

Map <String,String >paramMap=new HashMap <String, String>();

paramMap.put("token”," XXXXXXXXXXXXXXX");

String signature=Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put("signature”,signature);

paramMap.put("accessKey","XXXX");

JSONObject object = Tools.httpsPost(apiUrl,paramMap);

System.out.printin(object);

}

EOMENIESGENRRIIRBESE X TRITIER.

#8) Token #[0

£#0
https://{tokenServerUrl}/token/query
EREH
BR 3E L]
token String EEEIFAY Token
accessKey String HENERFERIKSH AK
signature String g%ggiﬁ; %ﬁﬁxﬁﬁﬁﬁ-ﬁﬁ

EOMENIESGENRRIIRBESE T RITIER.

N
TEAERSE
ANXAHESMEOMRENTELSZRE , S2WITESE |, WIAfRe HTTPS B3kE&EO,
FEEIZMLEEERIN HTTP 2Rkt , ST

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld >
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<version>4.5.2</version>
</dependency>

WG H— Demo &% , SEin EERRT | iSHRIEWSBIRBITH0E HTTP IERaMAE.

public class Tools {
/**

public static String doHttpSignature(Map<String, String> requestParams, String secretKey) throws

No

*HESE  SHOBIRSEIUARER

* @param requestParams 243 , (IS 5iEEENSE
* @param secretKey  Z%4H

* @return EFFRTEH

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

SuchAlgorithmException, InvalidKeyException {
List<String> paramList = new ArrayList<String>();
for (Map.Entry<String, String> entry : requestParams.entrySet()) {
paramList.add(entry.getKey() + "=" + entry.getValue());
}
Collections.sort(paramList);
StringBuffer sb = new StringBuffer();
for (inti = 0; i < paramlList.size(); i++) {
if (i >0){
sb.append('&');
}
sb.append(paramList.get(i));
}

return macSignature(sb.toString(), secretKey);

}

/**

public static String macSignature(String text, String secretKey) throws InvalidKeyException,

No

}

* @param text BERZHINA

* @param secretKey fi/EE = MQ secretKey
* @return INEEHIFFTER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

*/

SuchAlgorithmException {
Charset charset = Charset.forName("UTF-8");
String algorithm = "HmacSHA1";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));
return new String(Base64.encodeBase64(bytes), charset);

/**

* Bl HTTPS Z ik

*

* @return BHHEAIE P

* @throws KeyStoreException

* @throws UnrecoverableKeyException
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* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

private static HttpClient httpClient = null;

public static HttpClient getHttpsClient() throws KeyStoreException, UnrecoverableKeyException,

NoSuchAlgorithmException, KeyManagementException {

if (httpClient != null) {
return httpClient;
}
X509TrustManager xtm = new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override
public void checkServerTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return new X509Certificate[]{};

}
k
SSLContext context = SSLContext.getInstance("TLS");
context.init(null, new TrustManager[l{xtm}, null);
SSLConnectionSocketFactory scsf = new SSLConnectionSocketFactory(context,

NoopHostnameVerifier INSTANCE);

Registry<ConnectionSocketFactory> sfr = RegistryBuilder.<ConnectionSocketFactory>create()
.register("http", PlainConnectionSocketFactory.INSTANCE)
register("https", scsf).build();
PoolingHttpClientConnectionManager pcm = new PoolingHttpClientConnectionManager(sfr);
httpClient = HttpClientBuilder.create().setConnectionManager(pcm).build();
return httpClient;

}

/**

* /&2 HTTPS Get i5K , F5ZiREAY JSON Mz
*

* @param url  #£[ URL

* @param params S5

* @return

* @throws IOException

* @throws KeyStoreException

* @throws UnrecoverableKeyException

* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

public static JSONObject httpsGet(String url, Map<String, String> params) throws IOException,

KeyStoreException, UnrecoverableKeyException, NoSuchAlgorithmException, KeyManagementException {

HttpClient client = Tools.getHttpsClient();

JSONObject jsonResult = null;

/%% get 5K

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();
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for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));
}
String paramUrl = URLEncodedUtils.format(urlParameters, Charset.forName("UTF-8"));
HttpGet request = new HttpGet(url + "?" + paramUrl);
HttpResponse response = client.execute(request);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);
}
return jsonResult;

}

/**

* TEAE , KE— HTTP POST iRk , F=idSIaniEies JSON

*

* @param url  BFXAIGEZ URL

* @param params S%E

* @return ANSRIBEKRATINIRE] JSON , BN FFEEE IREIZ

* @throws IOException

*/

public static JSONObject httpsPost(String url, Map <String, String> params) throws IOException,

UnrecoverableKeyException, NoSuchAlgorithmException, KeyStoreException, KeyManagementException {

JSONObject jsonResult = null;

HttpClient client = getHttpsClient();

//KRIE get 53K

HttpPost request = new HttpPost(url);

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();

for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));

}

HttpEntity postParams = new UrlEncodedFormEntity(urlParameters);

request.setEntity(postParams);

HttpResponse response = client.execute(request);

if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);

}

return jsonResult;

MQTT Token ZPumiE

RXANE MQTT Z=Fim L€ Token, 5l Token KSR, W Token IBEER="MZORIER , 45
=R SANLRE DG

ZFiE HE Token EilF
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&i% Topic : $SYS/uploadToken

AZ : JSONString

HWEER :
2R E-Sic] izkl
Token String WNERZEFimikF Token &L

. WFEE L& Token FHFER,

Token 228 , 39 W, R, RW

H=F, JIN=FPRSEEIR
type String Token, — P EFiREZAEIX

34 Token , REEIRIERS

SEPRRIGLIEIR.

EEE
B PubAck B, ZFRAREENZIELA ST F—2 Pub Su Sub IR(F , ENRSHTHLENE
WS EGERT,

EFimilTRPREEY Token (58

1ZUW Topic : $SYS/tokenExpireNotice

ARZ : JSONString

RBER :
B S A
1Z Token BPIGFHARHMRKLY
expireTime int . —RRARBIS O ERIEAD , RiEA]
—R.
Token 281, 99 W, R, RW
type String H=F , MNZE s EER=F
PRZEERY Token,
Ry :

ZPiIE) Token EMEAHATEETS , EERRIMNESHTERE Token BIFNE , LABISRMATEELM,
EFigislr Token IEZA9EN

1ZUZ Topic : $SYS/tokenInvalidNotice

AZ : JSONString

HEER:
2R S ¥R
code int Token 1&EGSMIAIZERY,
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Token 258Y , AW, R, RW

type String H=F |, W= EER=F
BRZEELAT Token,
MR

RSB ImMIIE Token L% , SSEESINENY |, RS EoRIFTiEE, BITTHEHECH , IRBIHSEEFiniEEL
HY code , ZFmIRIE code BIaTHIKTRE,

type code HieSH

{191& Token , A<EJfiRAT

2 Token E&IZHA
3 Token BE&MBH
4 BRIRFN Token APUAC
5 RBRZEEIFN Token AILED
8 BEREE
-1 KSTPRAGIE
=

- IRS5Um FHE Token IEEMNERfS , SEEWTERE. EEBR FMEFinZEeRIBZBNFINESH
EHE Token,

- FREBERT , FReERKENER]  AIEEMER. WIEFintk2FIMRSTHY Token 2EZIHA , 20
SRefgscizr2IRRRTE) , WSTHIS Token BEE

THREF

public static void main(String[] args) throws MqttException, InterruptedException {
String broker = "tcp://XXXX:1883";
String clientld = "GID_XXX@ @ @XXXX";
final String topic = "XXXX/XXXXX";
MemoryPersistence persistence = new MemoryPersistence();
final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MqttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[] {broker});
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
sampleClient.setCallback(new MqttCallbackExtended() {
@Override
public void connectComplete(boolean reconnect, String serverURI) {
[/ |, FREHT L& Token
JSONObject object = new JSONObject();
object.put("token”, "XXXX");//i&& Token A&
object.put("type”, "RW");//iXE& Token 38! , HH RW , R, W =fhs8Y
MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
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}

try {
sampleClient.publish("$SYS/uploadToken", message);
sampleClient.subscribe(topic, 0);
} catch (MqttException e) {
e.printStackTrace();
}
}

@Override

public void connectionLost(Throwable throwable) {
System.out.printin("mqtt connection lost");
throwable.printStackTrace();

}

@Override

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {

if (topic.equals("$SYS/tokenlInvalidNotice")) {
//Token JFEERYEHN
} else if (topic.equals("$SYS/tokenExpireNotice")) {
//Token BRIEZAA9IER
}
}

@Override
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
;
sampleClient.connect(connOpts);
JSONObject object = new JSONObject();
object.put("token”, "XXXX");//i%& Token &
object.put("type", "RW");//iR & Token 8 5 RW , R, W =fhaY
MgttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
MqttTopic pubTopic = sampleClient.getTopic("$SYS/uploadToken");
MqttDeliveryToken token = pubTopic.publish(message);
token.waitForCompletion();//EI£5EF LIEER
//Token EERETN , AEFHAIERANSSHRBR
sampleClient.subscribe(topic, 0);
while (true) {
sampleClient.publish(topic, message);
Thread.sleep(5000);
}

Nl

36



HEBAZI MQ HIERRATI LMQ

Java B

MQTT EFimiltR MQTT iER

AXEENBIEEER MQTT ZFIRICR MQTT HE | At ANIESE | BiERREIE
. INRER. RARES. TEERE.

ba o7 —

AL HHISEHIET Eclipse Paho Java SDK SEI , SDK FEiS&M MQTT #ENES., WIERAEME=S
=P | BEXEN,

1. BRI

FA MQ 1289 MQTT RS , BEHEZEMNAPFEERN Topic REREECEE  IRIRE | BiEEH
&6l Topic, Group ID F&IR.

RS R EERET RIEEIIRNA Region , 6130 MQTT ZEEERLAL289AS |, FP4 Topic EXRIRFAE
402 g2 , RRIERNEES IR RER.

R . MQTT ERNS KT Topic FEZIE , (BRI | i2amRsl,
2. INFHER

5 MQTT il RAER , SERENAFEIERESENEFiG. ARHiEiTE Java & |, (#H Eclipse
Paho Java SDK #33&. BE%:3|\ Maven &% , POM SAECEWNT :

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupld>
<artifactld >org.eclipse.paho.client. mqttv3 </artifactld >
<version>1.1.0</version>
</dependency>
<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.10</version>
</dependency>
</dependencies>
<repositories>
<repository>
<id>Eclipse Paho Repo</id>
<url>https://repo.eclipse.org/content/repositories/paho-releases/</url>
</repository>

37



HERATI MQ HUEERAT LMQ

<repository>
<id>snapshots-repo</id>
<url>https://oss.sonatype.org/content/repositories/snapshots</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>

3. MQTT RiXER

REREMESE AR MQTT BRI ARXEBHEH P2P R mEE , HFAZEINIA
MacSignature &£,

public class MQTTSendMsg {
public static void main(String[] args) throws IOException {
/**
* IRBEHFIAFFABR MQTT AU, BNt RERfER XXX, SEARERIEERAF ECIHEAR. BARAERETS
AR EEHEtIE MQTT 326l , 8N EfEss i —MEAREZ.

fir/1al String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";
/* REMEZRY AccessKey , FAT4HY

fir/1al String acessKey ="XXXXXX";

/* REBFIE R SecretKey , FAF4MY

fiéal String secretKey ="XXXXXXX";

/* RIEEERAN—R Topic , FESAE MQ =HIEELE

*/

final String topic ="XXXX";

/**

* MQTT #9 ClientID , —fREHFEBS4EA , GroupID@@@DevicelD

* Hrh GrouplD £ MQ i=HI&ERelE

* DevicelD HINZFESIRE |, FJRERIREMES , FEM— , BNRSHELESH ClientlD &

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*HERE , BEEIER MQTT /Y password,

* SRR SE , £ THZ MacSignature , 5—1MS#2 ClientID Y385 . BD GroupID
* ETABHITE LAY SecretKey

*/
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sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);
connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
//EERT , BB EEEFHAINTRXER
}
public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));

}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
;
sampleClient.connect(connOpts);
for (inti=0;i<10;i++){
try {
String scontent = new Date()+"MQTT Test body" + i;
[NHAEERARRFEEEN byte HUEARITT , W FEMRAAES | BRI _HEIEHRITER
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);
System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);
/**
RIS ER Topic , FTALTIIXA Topic RREHBRENENX MEE.
* EfE MQTT RURMITIFIRETE , Topic BRTLIZZ4K Topic, HANMRE T RIEEI"Y Topic

*/

sampleClient.publish(topic+"/notice/", message);

/**

* JNERAIE P2P JEHR . 4% Topic WRE "p2p” . =% Topic 2B#xH ClientID
* IHAMEERI=4 Topic EEREEUMTTHY ClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {
e.printStackTrace();
}
}
} catch (Exception me) {
me.printStackTrace();
}
}
}

4. MQTT ZHGER

RERAEETRAAER MQTT ZFIRIIFHHR | BIEERIHRIUR R RIER.
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public class MQTTRecvMsg {
public static void main(String[] args) throws IOException {
/**
* IRELRIFFFABR MQTT FHEANA. BNt RE/ER XXX |, SEiREREERAFPECHEANS. BASRSEETS
AR, EEHE0EE MQTT L4l , BNLflESsE—MEARES.

figal String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";
/* REMEZAY AccessKey , FITEMN

figal String acessKey ="XXXXXX";

/* REMEZRY Secretkey , FAT4HY

fir<a| String secretKey ="XXXXXXX";

/* KBBERI—R Topic , FEIE MQ EHIGEEE

*/

final String topic ="XXXX";

/**

* MQTT A ClientID , —fZEFEEH2ERL . GroupID@ @ @DevicelD

* Erh GroupID £ MQ &=HIE 26l

* DevicelD HNFAHIRE , TR IRERES  FEE— , SNRSIHELESH ClientlD &k

*/

final String clientld ="GID_XXXX@ @ @ClientID_XXXXXX";
String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEEE , BEE(FH MQTT &Y password

* BEATETTE | £%F T H2 MacSignature , 5—1MS#Z ClientID RIRI¥EES , BD GroupID
* BASHITERAY SecretKey

*/

sigh = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);

/**

*IREITIFEAITEN Topic £& | HANEE MQTT ROITEIHN , BTLAR—4k Topic , —4k Topic , P2P {HRiELTIH
/p2p

*/

final String[] topicFilters=new String[]{topic+"/notice/" topic+"/p2p"};
final int[]Jqos={0,0};
connOpts.setUserName(acessKey);
connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
/&R BE HERFmTERNTRXERE

sampleClient.subscribe(topicFilters,qos);
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}
public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));

}

public void deliveryComplete(IMqgttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
;
/IEFimEIR EEER R EHER CAME S RANTHAR | AN SEIHEZEEER
sampleClient.connect(connOpts);
/BN EFIRRSAIFFEICMIEXRER | BHIREFTRESERSEAZEDER
sampleClient.subscribe(topicFilters,qos);
Thread.sleep(Integer. MAX_VALUE);
} catch (Exception me) {
me.printStackTrace();
}
}
}

ERIBAZIIEZE MacSignaturejava 21 :

public class MacSignature {
/**
* @param text EBEZHINA
* @param secretKey fIEE = MQ SecretKey
* @return INZEAYFRTER
* @throws InvalidKeyException
* @throws NoSuchAlgorithmException
*/
public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {
Charset charset = Charset.forName("UTF-8");
String algorithm = "HmacSHAL1";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));
return new String(Base64.encodeBase64(bytes), charset);
1
/**
* REFERTTE

* @param clientld MQTT ClientID
* @param secretKey fEEx MQ SecretKey
* @return IIZEAYFRER
* @throws NoSuchAlgorithmException
* @throws InvalidKeyException
*/
public static String publishSignature(String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {
return macSignature(clientld, secretKey);
}
/**
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“ITREERTTE

* @param topics EiT[FEAY Topic £&
* @param clientld MQTT ClientID
* @param secretKey fIEE = MQ SecretKey
* @return INZEAYFRTER
* @throws NoSuchAlgorithmException
* @throws InvalidKeyException
*/
public static String subSignature(List<String> topics, String clientld, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {
Collections.sort(topics); //LAZEEIGFHER
String topicText = "";
for (String topic : topics) {
topicText += topic + "\n";
}
String text = topicText + clientld;
return macSignature(text, secretKey);
}
/**
*TRAERTTE

* @param topic  EJIHY Topic

* @param clientld MQTT ClientID

* @param secretKey /2= MQ SecretKey

* @return INZESRIFRTER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(String topic, String clientld, String secretKey) throws

NoSuchAlgorithmException, InvalidKeyException {

List<String> topics = new ArrayList<String>();
topics.add(topic);
return subSignature(topics, clientld, secretKey);

}
}

MQ EFimiA MQTT iHE

BT (R MQTT ZFiRICR MQTT JHE , MQ t357#FER MQ ZEFimRIKAZ MQTT SER |, LI MQ FABH
WA MQTT thil Z [BIEUR EIE.

MQTT SEEBNHAGEENMY , —RREBENEFiRRICIEREEHERELEEE. Eitk MQTT thiiERTREELE
Fif , BB MNEFimBEERMI%SE. T MQ ZEHMRRZIHANERSIZE , PNMNEFimtIREE R , TPS &

, BERTRSmHIT A ELESTIESE. Bt , —AEFERoimRE EFER MQTT |, M7EIRS in BN
FAMQ.,

ign | Ak EBFHEERERREMER MQTT ZFin LEAHE |, RRSRHMAILAE MQ ZFiniEE
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. BRI 2R rehiX e R aR E R I,
MQ BEEF MQTT HE RIS R K ZR AN T EFf-

MQiE=ta MQIT:&E

Topic:String < ———————————— >| Topic:String

UserProperties:

Map <String,String> >| SecondTopic:String

-
-——
e e
-——
L ——

mqttSecondTopic 4

Body:Byte[] <rr———————————— )‘ payload:Byte[]

{#FA MQ ZFiRAIEFIREA , B2 MQ TCP Java SDK #2,
1. MQ BEFimA&IX MQTT EHE

ANBNBAEER MQ B9 SDK @ MQTT I8FRIEHE,

£ MQ EFiRF MQTT IREAERBIASIIEE MQ ERRAERIRBEXS , REEREFK , & MQTT

% Topic iIREZR MQ KIEEEMS , EiHEEEER Tag 8 MQ2MQTT BpA],
Hrh |, K3 MQTT fUBERSFEEELBRHBNERES , BAPIRNT :
=] key value ANE

QoS goslevel 01,2 1

cleansessionfla

CleanSession g true/false true
subTopic gwi?ttSecondTo FRrER =
mqttRealTopic mqttRealTopic FIRFER 7

43
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ZHEM QoS
S G]

ZHER
cleanSession tx
&, X P2PER
R E

ZEHERF
topic , JNRAE
AR

ERiREIER
At EftopicE
R, IZBEM—RR
FATFP2PEE

, BIE iR E!

P2PiEERTAILA

SRAETRERA L
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HHES

public class ONSSendMsg {
public static void main(String[] args) throws InterruptedException {

/* REMEZAY AccessKey , BT

figal String acessKey ="XXXXXX";

/* WEMEBEZRAY SecretKey , AT

fir<a| String secretKey ="XXXXXXX";

/* RHBER—R Topic , FESE MQ EHIGEEIZE
fiéal String topic ="MQTTTestTopic";

/* ProducerlD , FE5%HE MQ =HIEEREI2

*/

final String producerld ="PID_MQTTTestTopic";
Properties properties =new Properties();
properties.put(PropertyKeyConst.Producerld, producerld);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Producer producer = ONSFactory.createProducer(properties);
producer.start();
byte[] body=new byte[1024];
final Message msg = new Message(

topic,//MQ iHER Topic , EEEOIE

"MQ2MQTT",//MQ Tag , & MQ @ MQTT EFin&EER , WEE MQ2MQTT {F4 Tag , Hith Tag 5t&

NEEHESE MQTT ZFRIHIAZIES

body);//iBE4& , F1 MQTT B9 body X[z
/**
* #F MQ EFimts MQTT & AIX P2P JHERT , FEAE MQ iHEHIRE mqattSecondTopic Bt
*IREER "/p2p/" +B75 ClientID
*/
String targetClientID="GID_MQTTTestTopic@@@DeviceID_0001";
msg.putUserProperties("mqttSecondTopic", "/p2p/" +targetClientID);
/IREBR , REANSEREM.
SendResult sendResult = producer.send(msg);
System.out.printIn(sendResult);

/**
* YNER(YAIX Pub/Sub BER |, MREZIZESER MQTT 1TRAY Topic BIA] , STHERZE "4 Topic
*/

msg.putUserProperties("mqttSecondTopic", "/notice/");
SendResult result =producer.send(msg);
producer.shutdown();

System.exit(0);

2. MQ EFimiEl MQTT iBR
ANTNBIMTER MQ (9 SDK S26eRE MQTT IRERIXAIEE. 5/ MQ ikl MQTT iREATHE
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MEE MQ ZFIRIGHEIRBRXE , MQ EFRImRFELTHE MQTT A9—4K Topic BIF].,

public class ONSRecvMsg {
public static void main(String[] args) throws InterruptedException {

/* REMEZAY AccessKey , BT

fiﬁal String acessKey ="XXXXXX";

/* WEMEBEZRAY SecretKey , AT

fir<a| String secretKey ="XXXXXXX";

/* WGERERRI—ZR Topic , BESE MQ =HEEEE
fiéal String topic ="MQTTTestTopic";

/* ConsumerID EB%7E MQ =H GBI

*/

final String consumerID ="CID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Consumer consumer =ONSFactory.createConsumer(properties);

/**
* Itk MQ ZEFImRFEITEY MQTT A9—4% Topic RIFT
*/

consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
System.out.printIn("recv msg:"+message);
return Action.CommitMessage;
}
D
consumer.start();
System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer.MAX_VALUE);
consumer.shutdown();
System.exit(0);

MQTTEFinAXIRfFHR

ANEBNBIMAGER MQTT EFIRAIEIFES.
e
RIESHAISERIYET Eclipse Paho Java SDK st , EfBIESFHIFERISEIT AR , BEITHRIER.
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1. Topic Bz

MQTT Y AYEE BRISTFSHFINF AR |, BIAJLRIEEMER MQTT MY FiRkIiEE ARSI
, BEHNMRUEEEEKEINFN. 20IMS , YEMMRE REE R MEREE R ENSIE RN L &R
. HRAYRLETT | BIERSS IR AT LAGER MQ 11T SDK SAMEIFHZE.

£ MQTT RINfFHESE , BSeHEMRIL topic ABR>HFINFR | B topic NEIZMNEESRINFHEEE
IFRE, BEERIBEE (BNESE) —&.

TS : EFEE topic &iX , BMERFAAILER , EREREIFE. X, MQTT IRESMREERINAERE
IRFFEY , ANRFEIRFHE | E6EA MQ YIRS FiRHEE.

2. IoFF AIE )

£ MQTT iR AEINFEE  FEERILER R , BieREE IR IR SE iR ERIFEIUAH
B, AEBEHTEBNWSERIE | EHREREDEEN B NNEERE—IR. BRSELIT Demo
R,

public class MQTTSendMsg {
public static void main(String[] args) throws IOException {

/* REZRIAFFABH MQTT AR, BRI RERSERE XXX, SCAMEREEIRAFECHEAR. BARRSRES
P ,*EE%HE‘QUE MQTT £l , 8P EFIE DR —MEARES.

fiéal String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";

/* REMELAY AccessKey , FAF44Y

figal String acessKey ="XXXXXX";

/* REFIE=AY SecretKey , T4

figal String secretKey ="XXXXXXX";

/* KBS ERI—ER Topic , FESAE MQ ZHEEEE

*/

final String topic ="XXXX";

/**

* MQTT # ClientID , —fREFIEBS4HRYL . GroupIlD@ @ @DevicelD

* Erh GrouplID 7£ MQ =& B

* DevicelD HEFGIRE , THEERERES  FTEE— , BURSIHELESH ClientlD &k

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEEE | BEEIEA MQTT B password,

* EEINTEGE  £FTHEZ MacSignature , —PMS#Z ClientID RIFTHERS . BP GroupID
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* BETASHPIEZRA SecretKey
*/
sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);
connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
[/ERERY , R R FHRIRFESIR S
JSONObject object = new JSONObject();
object.put("order”, "true"),//AREIFF ZEHIFRC
MgttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
sampleClient.publish("$SYS/enableOrderMsg", message);
}
public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printin("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));

}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
b
sampleClient.connect(connOpts);
for (inti=0;i<10;i++){
try {
String scontent = new Date()+"MQTT Test body" + i;
/NHAEHBIRRFEZEN byte #UERNT] , WTHMEBNTEE | BBIT5TA—HEHIEIERTEE,
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);
System.out.printin(i+" pushed at "+new Date()+" "+ scontent);
/**
SHEREEIFEANE/ Topic , FIAITIFIXA™ Topic AUIREHRREEIXMNER.
* 1Bf& MQTT FARMITIIREE , Topic tBAJLARSH Topic, HAMRE TRIEEI”H Topic.
*/
sampleClient.publish(topic+"/notice/", message);
/**
* WNERAIE P2P JHR , 4% Topic MRE "p2p” . =% Topic 2B#xHY ClientID,
* AN ERI=2R Topic FERRIKTSHY ClientID,
*/
String p2pTopic =topic+"/p2p/GID_mqttdelay3@@@DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {
e.printStackTrace();
}
}
} catch (Exception me) {
me.printStackTrace();
}
}
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SSL 75VENH

R EENEIAEER MQTT B9 SSL I BERITA RS,
b5 g
SSL AN REIRSSIm>cRF , BRISA Region XY SSL BERHERIESE N ERET IS,

RS HARBIYET Eclipse Paho Java SDK SCHI , SDK F#iE& N MQTT #ENEE, IEREME=
=R, BESEH.

EFimRE SSL B
FEFRINEH CERIRSS | BEERM RIS FIRSS AR IR ERAERAR MQTT iR —FE, Bl
BT -

public static void main(String[] args) throws IOException {

/* RELFIAFRAEN MQTT AYEANR, BIRNILARERER XXX , ShMERBEIRAEFECIHEAR, BARATREUS
B EEHIGEEE MQTT L6l , 8NLHERE DB —MEARES.

fiﬁal String broker ="ssl://XXXX.mqtt.aliyuncs.com:8883";

/* REMEZRY AccessKey , FBFEIN

fir<a| String acessKey ="XXXXXX";

/* REMEZRY Secretkey , FAT44Y

fir/1al String secretKey ="XXXXXXX";

E/Zi‘ié’%ﬁﬁ%ﬂ’ﬂ—é& Topic , FESHKE MQ =HIEEEE

final String topic ="XXXX";

/**

* MQTT A9 ClientID , —fZEFEFH4EAL . GroupID@ @ @DevicelD

* Hrh GroupID £ MQ &=HIE 26l

* DevicelD HMFAHIRE , TR IRERES  FEE— , SNRSIHELRESH ClientlD &k

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
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}

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEESE | BERIES MQTT i password,

* EERTEAGE  £ETHZK MacSignature , —1MS#Z ClientID RYFIHER%S . BD GroupID

* BIANSHIIERM SecretKey
*/
sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);
connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(false);
connOpts.setKeepAlivelnterval(100);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallback() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
}
public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");
throwable.printStackTrace();
}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printin("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));

}
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
b
sampleClient.connect(connOpts);
for (inti=0;i<10;i++){
try {
String scontent = new Date()+"MQTT Test body" + i;
final MqttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);
System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);
/**
SHERIERIFEAER Topic , FrBITIRIXA Topic ANREEHEMEIRMNHEE
* 1Bf& MQTT BATIREE , Topic BAJLARS S Topic, HAMRE TRIEEI—S Topic
*/
sampleClient.publish(topic+"/notice/", message);
/**
* YNERAIE P2P JHE , 4% Topic ME "p2p” , =% Topic 2B#xHY ClientID
* IHAMSERI=4% Topic FERIEWITHY ClientID
*/
String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {
e.printStackTrace();
}
}
} catch (Exception me) {
me.printStackTrace();

}
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R : (55 SSLIEARY , BRSSIRAIMIHMGEIRE S ssl : /XXX, REfER tep : /XXX, EfthEBo g EM
eIz EE—EEIE.

Android A4

RN EEN B Android ZFimEIAR MQTT i8R, E79 Android 1 Java i&% EHIE , FILARIREG
tH Android FFERINEHECE | WAERFNRBIESE Java 15550,

1. Android #&#310

A5 HRY Android 7RI TFEEA Gradle BJEIRREEERKH. £ Android TFEH#LE app TRIECE A
build.gradle, FRIMKEEIT.

dependencies {
compile 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.1.0'
compile group: '‘commons-codec', name: ‘commons-codec’, version: '1.5'

}

2. & EE Demo T2
HF Android #1 Java i&£ZEi&E , FrLAKA BRI LIS A Java A9RS , BfRiE£&% Android Demo T
2,

C AW

ANXFENBUEER C ZRiglis MQTT BE , FHAHREICBHBIEIF ANiXs %,

=

ANSEHHISEFIIET Eclipse Paho C SDK 3L, i% SDK FE:iES MQTT #ENES. WEAEME=S
NEFE , HEXSIEH.

1. BiRelE

5 MQ =24t89 MQTT BRSS | BEEEZELNATSFER Topic KIRERCEEIE |, RSB HE
tl& Topic , Group ID F&R.

SRR R BRI R KIEEXIRIAY Region , BIa0 , MQTT FEFERALAL 2 BIEAR | 3BA Topic EEIRH
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f£tede 2 i |, BWREIZBRINESN SIgRR.
ER : MQTT ERIZHF Topic AREOIZE | NIBEERERAIT , iIRERH.

2. C BFImHKE

Paho MQTT C ZFim SDK NEM TEIRIRE , S5 TRIFRE. UREEEREUTNTRENTE,

openssl| : FHFEEITE.
cmake : BFRFRGIFER  SLrtBrI LMRIES IRGAEmETLR.

3. MQTT & ER
AERAIRESERAEER C ERmKCEZ MQTT iBR , HPmFEI AR CMake,
CMakelists.txt 314

cmake_minimum_required(VERSION 3.7)
project(mqttdemo)

INCLUDE_DIRECTORIES(

${CMAKE_SOURCE_DIR}/src

${CMAKE_BINARY_DIR}

)

SET(CMAKE_BUILD_TYPE "Debug")

SET(CMAKE_CXX_FLAGS_DEBUG "$ENV{CXXFLAGS} -00 -Wall -g2 -ggdb")
SET(CMAKE_CXX_FLAGS_RELEASE "$ENV{CXXFLAGS} -O3 -Wall")

set(CMAKE_C_STANDARD 99)
add_executable(mgttDemo mqttDemo.c)
TARGET_LINK_LIBRARIES(mqttDemo crypto)
TARGET_LINK_LIBRARIES(mqttDemo paho-mqtt3as)

KRHBER :

#include "MQTTAsync.h"

#include <signal.h>
#include <memory.h>
#include <stdlib.h>
#include <unistd.h>
#include <openssl/hmac.h>
#include <openssl/bio.h>

volatile int connected = 0;
char *topic;
char *userName;

char *passWord;

int messageDeliveryComplete(void *context, MQTTAsync_token token) {
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/* not expecting any messages */
printf("send message %d success\n", token);
return 1;

}

int messageArrived(void *context, char *topicName, int topicLen, MQTTAsync_message *m) {
/* not expecting any messages */

printf("recv message from %s ,body is %s\n", topicName, (char *) m->payload);
MQTTAsync_freeMessage(&m);

MQTTAsync_free(topicName);

return 1;

}

void onConnectFailure(void *context, MQTTAsync_failureData *response) {
connected = 0;

printf("connect failed, rc %d\n", response ? response->code : -1);
MQTTAsync client = (MQTTAsync) context;

}

void onSubcribe(void *context, MQTTAsync_successData *response) {
printf("subscribe success \n");

}

void onConnect(void *context, MQTTAsync_successData *response) {

connected = 1;

printf("connect success \n");

MQTTAsync client = (MQTTAsync) context;

//do sub when connect success

MQTTAsync_responseOptions sub_opts = MQTTAsync_responseOptions_initializer;
sub_opts.onSuccess = onSubcribe;

intrc =0;

if ((rc = MQTTAsync_subscribe(client, topic, 1, &sub_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to subscribe, return code %d\n", rc);

}

}

void onDisconnect(void *context, MQTTAsync_successData *response) {
connected = 0;
printf("connect lost \n");

}

void onPublishFailure(void *context, MQTTAsync_failureData *response) {
printf("Publish failed, rc %d\n", response ? -1 : response->code);

}
int success = 0;

void onPublish(void *context, MQTTAsync_successData *response) {
printf("send success %d\n", ++success);

}

void connectionLost(void *context, char *cause) {

connected = 0;

MQTTAsync client = (MQTTAsync) context;

MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
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intrc =0;

printf("Connecting\n");

conn_opts.keepAlivelnterval = 10;

conn_opts.cleansession = 1;

conn_opts.username = userName;

conn_opts.password = passWord;

conn_opts.onSuccess = onConnect;

conn_opts.onFailure = onConnectFailure;

conn_opts.context = client;

[/ANR(ERINEEssIRAE | IR EAN , BUIREANULL
conn_opts.ssl = NULL;

//MQTTAsync_SSLOptions ssl =MQTTAsync_SSLOptions_initializer;
//conn_opts.ssl = &ssl;

if ((rc = MQTTAsync_connect(client, &conn_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);
exit(EXIT_FAILURE);

}

}

int main(int argc, char **argv) {

MQTTAsync_disconnectOptions disc_opts = MQTTAsync_disconnectOptions_initializer;
MQTTAsync client;

//MQTT fEFRY Topic , EFE—RR Topic FEE MQ 1=HI&E keI

topic = "XXXXX";

//MQTT BN | & MQ =HI8 WL ELAIEEN DBtz & REFERNE A | HEEXE
ssl://XXX.mqtt.aliyuncs.com

char *host = "XXX.mqtt.aliyuncs.com”;

//MQTT BFimHD4HE Id |, BELAE MQ ZHIa6IE

char *groupld = "GID_XXXXXX";

//MQTT BFimigs Id , BRBEITER . FEFUES TS TCP EEEBHE—

char *deviceld = "XXXXXXX";

//ME AK

char *accessKey = "XXXXXXX";

//M&5 SK

char *secretKey = "XXXXXXX";

//BRSSiRO , (£ MQTT thilAtig E1883 Hththi &% MANEE & &, MR 2NN ssIfiFin 128883
int port = 1883;

//QoS | BEERHKG , SE IHEESERE

int qos = 1;

//cleanSession , ERZEIFASIE , IRFEELHEN cleanSession /2 false , QoS MRE1L
int cleanSession = 0;

intrc=0;

char tempData[100];

intlen = 0;

HMAC(EVP_shal(), secretKey, strlen(secretKey), groupld, strlen(groupld), tempData, &len);
char resultData[100];

int passWordLen = EVP_EncodeBlock((unsigned char *) resultData, tempData, len);
resultData[passWordLen] = "\0';

printf("passWord is %s", resultData);

userName = accessKey;

passWord = resultData;

//1.create client

MQTTAsync_createOptions create_opts = MQTTAsync_createOptions_initializer;
create_opts.sendWhileDisconnected = 0;
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create_opts.maxBufferedMessages = 10;

char url[100];

sprintf(url, "%s:%d", host, port);

char clientldUrl[64];

sprintf(clientldUrl, "%s@@@%s", groupld, deviceld);

rc = MQTTAsync_createWithOptions(&client, url, clientldUrl, MQTTCLIENT_PERSISTENCE_NONE, NULL,
&create_opts);

rc = MQTTAsync_setCallbacks(client, client, connectionLost, messageArrived, NULL);
//2.connect to server

MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
conn_opts.keepAlivelnterval = 90;

conn_opts.cleansession = cleanSession;

conn_opts.username = userName;

conn_opts.password = passWord;

conn_opts.onSuccess = onConnect;

conn_opts.onFailure = onConnectFailure;

conn_opts.context = client;

//ANSMERNNESSINA T | ALEERIIAM , BNREHINULL

conn_opts.ssl = NULL;

//MQTTAsync_SSLOptions ss| =MQTTAsync_SSLOptions_initializer;
//conn_opts.ssl = &ssl;

conn_opts.automaticReconnect = 1;

conn_opts.connectTimeout = 3;

if ((rc = MQTTAsync_connect(client, &conn_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);

exit(EXIT_FAILURE);

}

//3.publish msg

MQTTAsync_responseOptions pub_opts = MQTTAsync_responseOptions_initializer;
pub_opts.onSuccess = onPublish;

pub_opts.onFailure = onPublishFailure;

for (inti=0;i < 1000; i++) {

do {

char data[100];

sprintf(data, "hello mqgtt demo");

rc = MQTTAsync_send(client, topic, strlen(data), data, qos, 0, &pub_opts);
sleep(1);

} while (rc '= MQTTASYNC_SUCCESS);

}

sleep(1000);

disc_opts.onSuccess = onDisconnect;

if (rc = MQTTAsync_disconnect(client, &disc_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start disconnect, return code %d\n", rc);

exit(EXIT_FAILURE);

}

while (connected)

sleep(1);

MQTTAsync_destroy(&client);

return EXIT_SUCCESS;

}
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NET N6

A FE/NMBUEER NET SDK Wk MQTT EE. , FHAHREKCBEHEIEF XS %,
=

A HHIRBIIET Eclipse Paho .NET SDK s£I) , SDK F#EiESN MQTT #ENES. WEREME=S
NEFig , EEAEN,

1. BiRelE

5 MQ 1289 MQTT RS , BEERLMAHFEAN Topic KRERCECE. WIRLE | BEET
BAtl&E Topic, Group ID &R,

R R R ERETRIEEIRA Region , 6130 MQTT FEFEREAL209NS | HP4 Topic ERREFE
b2 tlE. BREIZEBRINKESIEZEEIR.

R - MQTT RS KT Topic FEEAIEE , ARRERHERET | J2aMRs,
2. INEHER

NET SDK {KiREGRINATLABITIER. TTLAERER NuGet B ETREERE |, 3iE BITRIBIREME , BNERD
RIFBSE paho BANE. AXENBEREALEERTEMB K.

Install-Package M2Mqtt -Version 4.3.0

3. MQTT Kr&iHR

REHIRESETAMEER MQTT .NET SDK AKIXHHRIGHE. FE IS RS HEIERE | WKHR
FRAEZA— N ERERE, LRV AEMMNAMEE iR EEF SR  RURREEFIRERRE , A&
SMECNE =P IRENERE.

using System;

using System.Collections.Generic;

using System.Ling;

using System.Net;

using System.Security.Cryptography;

using System.Text;

using System.Threading.Tasks;

using uPLibrary.Networking.M2Mqtt;

using uPLibrary.Networking.M2Mgqtt.Messages;

namespace MQTTDemo

{
class MQTTDoNetDemo

{
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static void Main(string[] args)

{

[/HAMEE ISR MQTT A RIS

String brokerUrl = "XXX.mqtt.aliyuncs.com";

J/IHSMESITERE RIS AccessKey

String accessKey = "XXXXXX";

[/HIMESTE RS SecretKey

String secretKey = "XXXXXX";

/NHAMESTE MQ #ZHIS I Topic , 1F8 MQTT B9—% Topic

String parentTopic = "XXXXX";

/NHAMESZE g Clientld , FEAIELBE— , HHRISESED Groupld F25%AE MQ =HIatIE
String clientld = "GID_XXXX@ @ @XXXX";

MqttClient client = new MqttClient(brokerUrl);

client.MgttMsgPublishReceived += client_recvMsg;

client.MqttMsgPublished += client_publishSuccess;

client.ConnectionClosed += client_connectLose;

String userName = accessKey;

IHTEER

String passWord = HMACSHAL(secretKey, clientld.Split('@")[0]);
client.Connect(clientld, userName,passWord,true,60);

//3718 Topic , 3554 Topic , LIRZ4 Topic

string[] subTopicArray = { parentTopic+"/subDemol", parentTopic+"/subDemo2/level3" };
byte[] qosLevels = { MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE, MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE };
client.Subscribe(subTopicArray, qosLevels);

client.Publish(parentTopic + "/subDemol", Encoding.UTF8.GetBytes("hello
mqtt"),MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCE,false);

//RI% P2P EE , Z4 topic Z p2p,.=% topic EEEFimkY clientld
client.Publish(parentTopic + "/p2p/"+clientld, Encoding.UTF8.GetBytes("hello mqtt"),
MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCE, false);
System.Threading.Thread.Sleep(10000);

client.Disconnect();

}

static void client_recvMsg(object sender, MqttMsgPublishEventArgs e)

{

// access data bytes throug e.Message

Console.WriteLine("Recv Msg : Topic is "+e.Topic+" ,Body is "+Encoding.UTF8.GetString(e.Message));
}

static void client_publishSuccess(object sender, MqttMsgPublishedEventArgs e)
{

// access data bytes throug e.Message

Console.WriteLine("Publish Msg Success");

}

static void client_connectLose(object sender, EventArgs e)

{

// access data bytes throug e.Message

Console.WriteLine("Connect Lost, Try Reconnect");

}

public static string HMACSHAL(string key, string dataToSign)

{

Byte[] secretBytes = UTF8Encoding.UTF8.GetBytes(key);

HMACSHAL hmac = new HMACSHA1(secretBytes);

Byte[] dataBytes = UTF8Encoding.UTF8.GetBytes(dataToSign);

Byte[] calcHash = hmac.ComputeHash(dataBytes);

String calcHashString = Convert.ToBase64String(calcHash);

return calcHashString;

}
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MQTT iOS #2731

RXEBNMBUAIEER I0S ZERRICR MQTT IBR | FHEHRAIRIBMHAIFANNESE | GEKIROIE.
NGRS, TR, IR,

=

RIS HRISLHNIRET B =751E5R MQTT-Client-Framework SEHl , SDK FIES U MQTT IENHER. WfE
REMSE=S1E iR , BETEX.

HiRoIE

5 MQ 1289 MQTT BRSS , BEREZEN AR Topic RIEEREACIE. MREE |, Bkt
Bel&E Topic , Group ID F&IR.

IR R R ERIET RIEEIRA Region , FI30 MQTT FEFEREAL209ANS | FP4 Topic ERFEFHE
42 gl , WReIEENES IR RIR.

AR . MQTT FERNSRF Topic AEECRE , KSEEZGERET |, i8R

INEER

iOS IMETHAE MQTT ZFIRIERF , —IRIKESERNSE =75 FrameWork , HF SR MEEIREER | Ei0%EF
Object-c [R&4AIHESR , tban MQTT-Client-Framework

%=75 FrameWork —f&rTLAF CocoaPods REEFRFESKH. EMEERENT :

CocoaPods Z%EfE

CocoaPods it Ruby FEAINE. BHREEET Ruby , AEKERNREGREFEER , 12
BRRE THIEE,

/[EBRHR

gem sources -|

/BRI

gem sources --remove https://rubygems.org/
[IIANEERTR

gem sources -a https://ruby.taobao.org/
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BT | BTUATHS , FH—RISAEERIAET pod TR :

sudo gem install cocoapods

ST R R

MQTT-Client-FrameWork S5=751E2837#F pod EEA , FIRIMKRFEERERERE
Podfile FADAMKEREDET , AEAIT :

pod 'MQTTClient'
target '${yourprojectname}' do
end

Hrh target IEANTIBRIEFR , /5% Podfile BRMEITLAT RS , BERTKEENA.

pod install

FEAETH

et EFin

MQTT-Client-FrameWork E2{tH922 P MQTTSession #1 MQTTSessionManager , B {EREE4E
SRR, MECEHEFEmEESFEE. RUIHEEERNEXNNESE. BT :

self.manager = [[MQTTSessionManager alloc] init];
self. nanager.delegate = self;
self. nanager.subscriptions = [NSDictionary dictionaryWithObject:[NSNumber numberWithInt:self.qos]
forKey:[NSString stringWithFormat:@"%@/#", self.rootTopic]];
//passwordfSitEAIE | FHsecretkeyxIgroupldffhmacEZE5% , BARSLHISE macSignWithText/5i%
NSString *passWord = [[self class] macSignWithText:self.groupld secretKey:self.secretKey];
[self.manager connectTo:self. mqttSettings[@"host"]
port:[self.mqttSettings[@"port"] intValue]
tls:[self. mqttSettings[@"tls"] boolValue]
keepalive:60 //ILBKEIFEASATF120s
clean:true
auth:true
user:self.accessKey
pass:passWord
will:false
willTopic:nil
willMsg:nil
willQos:0
willRetainFlag:FALSE
withClientld:self.clientld];

A INEEREO
FNEELEADRE | RO EEREEED | eTLIA TR SZHENME.
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[self.nanager addObserver:self
forKeyPath:@"state"
options:NSKeyValueObservingOptionlnitial | NSKeyValueObservingOptionNew
context:nil];

- (void)observeValueForKeyPath:(NSString *)keyPath ofObject:(id)object change:(NSDictionary *)change
context:(void *)context {
switch (self.manager.state) {
case MQTTSessionManagerStateClosed:
break;
case MQTTSessionManagerStateClosing:
break;
case MQTTSessionManagerStateConnected:
break;
case MQTTSessionManagerStateConnecting:
break;
case MQTTSessionManagerStateError:
break;
case MQTTSessionManagerStateStarting:
default:
break;
}
}

userName #{] passWord lig&

AT RS IHEENE Pt T8, EEEENEIER userName F1 passWord, userName i & 792471
FAFHY AccessKey , password M&EH MQTT 22/ GrouplD S SE , SRIHESREEMA
SecretKey XJ GroupID f#f HmacSHAL 85IN%%, BixGi%iEE% Demo HHY macSignWithText BREL,

+ (NSString *)macSignWithText:(NSString *)text secretKey:(NSString *)secretKey
{
NSData *saltData = [secretKey dataUsingEncoding:NSUTF8StringEncoding];
NSData *paramData = [text dataUsingEncoding:NSUTF8StringEncoding];
NSMutableData* hash = [NSMutableData dataWithLength:CC_SHA1_DIGEST_LENGTH J;
CCHmac(kCCHmacAIgSHAL, saltData.bytes, saltData.length, paramData.bytes, paramData.length,
hash.mutableBytes);
NSString *base64Hash = [hash base64EncodedStringWithOptions:0];

return base64Hash;

Demo TFET#

EXHEANE FinUBEARSIINIES%EDemo T2, BRIEWSHEKESEREBRTE L,

JavaScript NI
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ANXFENBUaER JavaScript ZRimlA MQTT BR |, HLAEHRFISHBIEIFANKSE.

FE

ARILAHRILAFISET Eclipse Paho JavaScript SDK SCH , i%Z SDK FEIESWMQTT IEmNER. WERE
FB=FNE L , BESEH,

1. BiFelE

5 MQ 1289 MQTT RS , BEERELMAHFEREN Topic RREREECE , IRRERLEEHE
£l& Topic , Group ID F&R.

IR R R ERIETRIEEII A Region , 5180 , MQTT FEFEREAL28HENS | HP4 Topic SRR
b2 tl | WREIZERIKESIEZEEIR.

IR MQTT RS HRF Topic ARECRZE , ABEEEMERRA , IRERH.

2. MQTT KTEiHR
ARERBIRHSERANMEIER JavaScript ERiRA MQTT iBE.
config.js 0%

host = 'XXX.mqtt.aliyuncs.com'// REXRIAFIHEAREE , BARRBUTEESERNESED N | SAEHatlg
S

port = 80;//WebSocket i} iRSiwO , SARZEE HTTPS |, i8E443im0

topic = "XXXXXXX';//FBER{ER Topic

useTLS = false;//2&EIZE HTTPS , a8 E HTTPS , iRE A true

accessKey = 'XXXXXX';//MSHY AccessKey , EMERIEFHIEEE

secretKey = 'XXXXXX=",//MESHIH] Secretkey , TEIE=EHEEE

cleansession = true;

groupld="GID_XXXX;

clientld=groupld+'@@ @XXXX";//Groupld @@ @Deviceld , FHZ=HI&BIZEAY Group ID F1ESEERY Device ID AEHIRL

KR HSER

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-
transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" >
<head>
<title>Aliyun Mqtt Websockets < /title>
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<script src="mqttws31.js" type="text/javascript"> </script>
<script src="config.js" type="text/javascript"> </script>
<script src="crypto-js.js" type="text/javascript"> </script>
<script type="text/javascript" >
var mqtt;
var reconnectTimeout = 2000;
var username =accessKey;
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var password=CryptoJS.HmacSHA1(groupld,secretKey).toString(CryptoJS.enc.Base64);

function MQTTconnect() {
mqtt = new Paho.MQTT.Client(

}

host,//MQTT &%

port,//WebSocket i1 , SNR{EEA HTTPS MNZNIECE /9443, BNECESO

clientld//Z ik Clientld
)i
var options = {
timeout: 3,
onSuccess: onConnect,
onFailure: function (message) {
setTimeout(MQTTconnect, reconnectTimeout);
}
h

mqtt.onConnectionLost = onConnectionLost;
mqtt.onMessageArrived = onMessageArrived;

if (username != null) {
options.userName = username;
options.password = password;
options.useSSL=useTLS;//4NE{ER HTTPS INZNEE S true
}

mgqtt.connect(options);

function onConnect() {

}

// Connection succeeded; subscribe to our topic
mqtt.subscribe(topic, {qos: 0});

message = new Paho.MQTT.Message("Hello mqtt!!");//set body
message.destinationName =topic;// set topic
mqtt.send(message);

function onConnectionLost(response) {

i

setTimeout(MQTTconnect, reconnectTimeout);

function onMessageArrived(message) {

b

var topic = message.destinationName;
var payload = message.payloadString;
console.log("recv msg : "+topic+" "+payload);

MQTTconnect();

</script>
</head>
</html>

Python =
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RN EBNMBUAER Python ZRimIIA MQTT JBE | FHAHRAMUIBHRIAFLUINSE. BERREE
. INRER. RO, TRERE.

b3 g
RIS HAYRGIIET Eclipse Paho Python SDK SKHL , SDK TIESM MQTT NS, WEAEMSE=
HNEFiE , BaSER,

1. BiFelE

5 MQ 1289 MQTT iRSS , BEEZELMAHFEREN Topic KRERCECE. WIRRE | BEET
&el&E Topic, Group ID F&IR.

R R R ERIET RIEEIRA Region , F130 MQTT FEEREAL209NS | FP4 Topic ERIFEFHE
b2 tlE. BREIZERIKESIEZEEIR.

IR MQTT ERNSHRF Topic ARECRZE , NBEEEERRA , IRERH.

2. NEHER

BIER Python IESRE | Python ZEFIRIKEFORINAILABITIER. —MXA pip BEHERLE B
L= BIES%E paho BT M.

BSWRABERIASF SNL, SNRFEREA SSLNERIEZETTT , BEELUTEEREER patch LISZ#F SN, /548
EEHEH SDK AR :

pip install git+https://github.com/exosite/paho.mqtt.python.git@openss|_sni_support --upgrade

3. MQTT &iER

ARERFIRESERAEIER MQTT Python EFimAIEFIZKIES.

#!/usr/bin/env python

import hmac

import base64

from hashlib import shal

import time

from paho.mqtt.client import MQTT_LOG_INFO, MQTT_LOG_NOTICE, MQTT_LOG_WARNING, MQTT_LOG_ERR,
MQTT_LOG_DEBUG

from paho.mqtt import client as mqtt

#accessKey get from aliyun account console
accessKey = "XXXXXX'

#secretKey get from aliyun account console
secretKey = 'XXXXX'

#MQTT GroupID,get from mq console
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groupld = 'GID_XXX'
client_id=groupld+'@@@"+'TEST00001'
# Topic

topic = 'XXXX/python/test'

#MQTT endPoint get from mq console
brokerUrl="XXXXXXXXX'

def on_log(client, userdata, level, buf):
if level == MQTT_LOG_INFO:
head = 'INFO'
elif level == MQTT_LOG_NOTICE:
head = 'NOTICE'
elif level == MQTT_LOG_WARNING:

head = "'WARN'

elif level == MQTT_LOG_ERR:
head = 'ERR'

elif level == MQTT_LOG_DEBUG:
head = 'DEBUG'

else:
head = level

print('%s: %s' % (head, buf))

def on_connect(client, userdata, flags, rc):
print('Connected with result code ' + str(rc))

def on_message(client, userdata, msg):
print(msg.topic + ' ' + str(msg.payload))

def on_disconnect(client, userdata, rc):
if rc!=0:
print('Unexpected disconnection %s' % rc)

client = mqtt.Client(client_id, protocol=mqtt. MQTTv311)
client.on_log = on_log
client.on_connect = on_connect
client.on_message = on_message
client.on_disconnect = on_disconnect
password = base64.b64encode(hmac.new(secretKey.encode(), groupld.encode(), shal).digest()).decode()
client.username_pw_set(accessKey, password)
client.connect(brokerUrl, 1883, 60)
client.subscribe(topic, 0)
foriin range(l, 11):

print(i)

rc = client.publish(topic, str(i), qos=0)

print ('rc: %s' % rc)

time.sleep(0.1)

client.loop_forever()

4. SSL I5zVEREIRS

{£F8 Python ZFimEId SSL HTURIEEIRSS , B imsads SNL
SNSRZ Paho RIAIEFin , 1B1RYE Release Note HHARESHF SN, WIRIRE | SRR S22 -
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BEAYRBAZREE patch,
HELRER R | 52 SSL AR REERLATRA

- & A RR & /98883,
- RESANRSHAPIED | FHEE TLS 281, IEPBTHIHENT © cacrt

B2 , (B LFECERZRISNILERXY | FHREERA broker #thil,

client.tls_set("XXX.crt', server_hostname="XXXXXXX")
client.connect(brokerUrl, 8883, 60)

LMQ &g

tll# GroupID

FEOREWVIHESREFER | ISR HSREUINEETIFE.

H#in

OnsMqttGroupldCreate £ FF1EIRSS S LEIEE MQTT 548 ( groupld ) ,
e R

FNFE_EZRT , 7E0IE Topic RiFE | MRFEER MQTT ZERIRIILER | FERESTE MQ =FI8sE
FAiz API Il groupld

BEXKESH
B E-Sic) BEYR A
;‘_—i‘éﬁﬁﬁiﬁ M$ FREX
. . 5 , ATLAEE
OnsRegionld String = OnsRegionList 753
FREN
. - IZIERKIR , BOARM
OnsPlatform String B POP E&
= F3F CSRF %38 , iRE
PreventCache Long b= RS EEN
Groupld String 2 Bl MQTT 54
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groupld

Topic String {sEFBRY Topic

Hm

IREISE
SR S R

ARHSE , BMEKRE

Requestld String Requestld #—7—

HelpUrl String FEENSEE

8% API

- OnsMqttGroupldList : 3XEVFFERY Groupld 73K,

{sEFH

ARBITE daily XigelE& 5 GID_MingduanTest ,

public static void main(String [Jargs) {

String regionld = "cn-hangzhou";

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com®;

/**

“RIEE SR EHERIKEER Region , FRREXIMAHEAR

*/

try {

DefaultProfile.addEndpoint(endPointName , regionld , productName , domain);
} catch (ClientException e) {

e.printStackTrace();

}

IClientProfile profile= DefaultProfile.getProfile(regionld , accessKey , secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttGroupldCreateRequest request = new OnsMqttGroupldCreateRequest();
/**

*ONSRegionld 2f5{REE APl if5ja) MQ MM XIHHIETR

MZ{BERIREARE OnsRegionList 75i23RENAIFIZRFIEIFIECE , B9 OnsRegionld 23FafY , NEEBEEEE
*/

request.setOnsRegionld("daily");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setTopic("Mingduan_67dd");

request.setGroupld("GID_MingduanTest");

try {

OnsMqttGroupldCreateResponse response=iAcsClient.getAcsResponse(request);
System.out.printin(response.getRequestld());

} catch (ServerException e) {
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e.printStackTrace();

} catch (ClientException e) {
e.printStackTrace();

}

}

ERSHIR

OnsMqttGroupldList O BT EiIBR Region BXFIHFFHBEERFE Groupld,

$EFmS

$KEX Groupld FIERAHZEO—RR AT EEMBFRTE Groupld KIS |, B4FEGIER , AL IR
Groupld FH{THEHXHIEUEEIS.

BRSHBIE
B 8 EERYM A
RHE(ERY MQ FTTE
OnsRegionld String 2 Xig , FESIAHAR
IERE
OnsPlatform String B }D%O;"E;F,'Ji’ ARARA
=
= F3F CSRF &38| i88
PreventCache Long = R B AR AR A
BESHEIZE
BIR il A
- AREBE, BNERIR—TZ
Requestld String | FRTHEE TR
HelpUrl String RN
Data MqttGroupldDo Groupld (SR B
MqttGroupldDo ¥uELEH
B Sl g
Id Long HERS
Channelld Integer HENRERS | ERIMES
0
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OnsRegionld String MQ AY Regionld
RegionName String MQ HY Region &FR
Owner String Groupld FrEMKS
Groupld String Groupld
Topic String }I_Z Groupld KEXRY Parent
opic
Mz =y ‘;{( AS Q:t
Status Integer fﬁiqh’“‘ (O BRSSeh 174 2
&)
CreateTime Long GUEEATE) , AR ERORTEIEL
= Srac == Nt
RS
7c
FE2< API

- OnsMqttQueryClientByGroupld : 1R#& Groupld EifXFIELE FinilE
- OnsMqttQueryHistoryOnline : 1R4E Groupld Eifi7 Bt IS

ERTH

FPERE—NEE |, NUMEARIEN | ZREUUMN Region RIFTE Groupld.,

public static void main(String[] args) {
String regionld = "cn-hangzhou”;
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
*IRIEE CAERXE55%R Region 5, iR EXTMAHEN
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttGroupldListRequest request = new OnsMqttGroupldListRequest();
/**
*ONSRegionld RHE(FHE AP i8] MQ B MISEIER.
MZIEWENRIE OnsRegionlList 75iZ3RENAIZIZRRIEFEFIRCE , EJ9 OnsRegionld &MY , A e SEERE
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*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
try {
OnsMqttGroupldListResponse response=iAcsClient.getAcsResponse(request);
List<OnsMqttGroupldListResponse.MqttGroupldDo> groupldList=response.getData();
for(OnsMqttGroupldListResponse.MqttGroupldDo groupDo:groupldList){
System.out.printin(groupDo.getld()+" "+
groupDo.getChannelld()+" "+
groupDo.getOnsRegionld()+" "+
groupDo.getRegionName()+" "+
groupDo.getOwner()+" "+
groupDo.getGroupld()+" "+
groupDo.getTopic()+" "+
groupDo.getStatus()+" "+
groupDo.getCreateTime()+" "+
groupDo.getUpdateTime());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

ETRREZER

OnsMqttQueryClientByClientld # 1 BTFEIEEERENELEELUARITRXAESHE  SEKME
clientld,

EFnR

EREERIVEO—RATE LERREMRENETNERAFEEIR. B cientld AITEZINMNIRERE
% , @, IR SERIRTRRREFES.

{sE PR

HFOpenAPIEHMRAZEZAFEEN EEFA , IREIFSINIHRABEHTIRR (ZoH30K ) |, EItAE
R SHEREPERAZEO. NEFNMSSEEELE | BFERIRE L TEERTEE.

iBREHHIFR
=R A REYR fEk
OnsRegionld String =2 HFEHRIERY MQ FRTE

Xt , FESNAHEAR
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5,
rMEHS Y o
OnsPlatform String & LEOZE;F,'JE’ FRARM
Ho
= FF CSRF &38| i88
PreventCache Long = NEFHFIRS EEPE,
. : =EaENBER
Clientld String = clientld.
RE2¥5Z=
B it A
- ARHBE, BNERIR—TZ
Requestld String TR IR
HelpUrl String FEENHERE
Data MgttClientInfoDo REBEXEEEUESH

MgqttClientinfoDo EiREHH4

BR

Online

Clientld
SocketChannel
LastTouch

SubScriptonData

SubscriptionDo ¥@R45H4

=

ParentTopic

SubTopic

Qos

FRIRISFIR

7

#8< API

e S
Boolean
String
String
Long

List(SubscriptionDo)

ESicl
String

String

Integer

ik

REEAHEL

B clientld BFR
IREIERRRY IP byt

e B
IZREHRINNTRXRES

R
MQTT g9—Zx A Topic

MQTT FIZ 2+ Topic , AR
BN NULL,

WK ERR QoS 3!

OnsMqttQueryClientByTopic : #R4E Topic ZifX4ERTFZ Topic FITEAEFIREE,
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fsER7GI
AU NEE |, WRNEAREN , EIEE clientld fOTELHR.

public static void main(String([] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryClientByClientldRequest request = new OnsMqttQueryClientByClientldRequest();
/**
*ONSRegionld ZE{RFE API i8] MQ B MXIHAIEIR.
MZ(EWINERYE OnsRegionList 73/E3REXAIFIZRFIEFECE , B9 OnsRegionld 2FAIAY , FHEBSEIEE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setClientld("GID_XXX@ @ @XXXXX");
try {
OnsMqttQueryClientByClientldResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryClientByClientldResponse.MqttClientInfoDo clientinfoDo =
response.getMqttClientInfoDo();
System.out.printin(clientinfoDo.getOnline() + " " +
clientinfoDo.getClientld() + " " +
clientinfoDo.getLastTouch() + " " +
clientInfoDo.getSocketChannel());
for (OnsMqttQueryClientByClientldResponse.MqttClientInfoDo.SubscriptionDo subscriptionDo :
clientinfoDo.getSubScriptonData()) {
System.out.printIn(subscriptionDo.getParentTopic() + " " + subscriptionDo.getSubTopic() + " " +
subscriptionDo.getQos());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}
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RS HEZRHE

OnsMqttQueryClientByGroupld #[1#R#E Groupld FitEFiZo A FRIELISZHNEHE.,

$EFRAR

EFELIREHENRO—RATIS S , Fit— Groupld DETEImREBHEREE.

{sEFaPR !

BFOpenAPIEARZSEAFEENEEFR , RSHARXITRIGERRTIRG (ZH#H30K ) , BAE
Al SSHERIERERAEO,

ITRSHFIE
&R

OnsRegionld

OnsPlatform
PreventCache

Groupld

REISH5I%E
BR
Requestld

HelpUrl
MqttClientSetDo

MqttClientSetDo EuRgEHa
B

OnlineCount

ey

sem

String

String

Long

String

i
String

String
MqttClientSetDo

ESi]
Long
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7

18< API

- OnsMgqttQueryClientByTopic : #R#E Topic EAXENRTEIZ Topic BTELE FiniE

{sEFR~H

FrERE—NEE |, NFUHRAREN | EIffERE groupld FELHERER.

public static void main(String[] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
*IRIEE CFERIXIEIERE Region 5 IREXIMANENR
*
/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryClientByGroupldRequest request = new OnsMqttQueryClientByGroupldRequest();
/**
*ONSRegionld ZIE(RFFE API i5ia] MQ B XIHAYEIR.

Z(ER/RERSE OnsRegionList 75Z3RENVFIRFIEEAECE | B9 OnsRegionld 23aH) , FEEBEEIEE

*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setGroupld("GID_XXXXX");
try {
OnsMqttQueryClientByGroupldResponse response = iAcsClient.getAcsResponse(request);

OnsMqttQueryClientByGroupIdResponse.MqttClientSetDo clientSetDo = response.getMqttClientSetDo();

"o

System.out.printIn(clientSetDo.getOnlineCount() + +
clientSetDo.getPersistCount() + " ");
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}

}
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tRE Topic HifELEE

OnsMqttQueryClientByTopic #Z[tRHE MQTT Y Topic FiHiTEiZ Topic RITELIRSHIEE.

$EFRAR

HRiE Topic ENELIRBHERNZEO—RATWS S, WS ETREMTE Topic HIRE—RESSREMS

PRESNRYIEE , BTLURIE Topic EiBS 5z REE.

{sEFaPR !

BFOpenAPIEARZSEAFEENEEFR , RSHARXIRIGERRTIRG (ZH#H30K ) , BAE
A SHEREPERAAEO, WFAMNRBEEEEE  BERRE L TXERNIIEE.

iTRSHFIE
&R

OnsRegionld

OnsPlatform
PreventCache

ParentTopic

SubTopic

REISEZIR
BIR
Requestld

HelpUrl
MqttClientSetDo

MqttClientSetDo ¥@E4EHta
B

OnlineCount

sem

String

String

Long

String

String

sl
String

String
MgttClientSetDo

S
Long
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ey

7

18X API

- OnsMgqttQueryClientByTopic : #R#E Topic EAXENRTEIZ Topic BTELE FimiE

{sEFH

KPERE—NEE | NFUHRAREN | EIffERE groupld RELHERER.

public static void main(String[] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

*TRIEE CERIX1E5%R Region 5, iR BEXIMAHEN A

*/

try {

DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();

}

IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);

[AcsClient iAcsClient= new DefaultAcsClient(profile);

OnsMqttQueryClientByTopicRequest request = new OnsMqttQueryClientByTopicRequest();

/**

*ONSRegionld 2f5{FHZ API i18) MQ BRMXIHAIEIR.

MZ{BEYRERYE OnsRegionlist 75ZA3KENIIFIRFGIAZEFIECE , B9 OnsRegionld %119 , T HEESEIEE

*/

request.setOnsRegionId("XXXX");

request.setPreventCache(System.currentTimeMillis());

request.setAcceptFormat(FormatType.JSON);

request.setParentTopic("XXXX");

request.setSubTopic("/secTopic/0/1");//tEAMNRIZHEF topic WAE , INRE , —ERTEAEE

try {
OnsMqttQueryClientByTopicResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryClientByTopicResponse.MqttClientSetDo clientSetDo = response.getMqttClientSetDo();
System.out.printIn(clientSetDo.getOnlineCount() + " " +

clientSetDo.getPersistCount() + " ");
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}
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LRSS

OnsMqttQueryHistoryOnline #201R#E Groupld 5B EMAT EERE IR SR IR R RIEE RIZ.

$EFRAR

Eih R ELIRE AR —RABT ERLSRE.

{sEFaPR !

BFOpenAPIEARZSEAFEENEEFR , RSHARXITRIGERRTIRG (ZH#H30K ) , BAE
A SHNEREPERAAED, WFAMNRBEEEEE  BEARE L THERNIIEE.

ITRSHFIE
&R

OnsRegionld

OnsPlatform
PreventCache

Groupld

BeginTime

EndTime

REISHBIR
BIR
Requestld

HelpUrl
data

Data HUBEEN
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sem
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String
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=

iy
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Hm
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Xt , FESNAHEAR
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BRI, BARM
POP &,

F3F CSRF &5 , i9&
HNERGTERIASERIA,

mEaalERDE
Groupld,

ERIERIARTE]

EERYLRIERTIE , L
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EX , BlEm=E5]
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ARFESH, BMEKIR—FT
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Title String table B9BFR

Records List(StatsDataDo) XKELEE
StatsDataDo EiR&EEN

BR i) ik

X Long T, EMREE.

Y Float Y\, BB,

FRIRISFIR

7c

#8< API

OnsMqttQueryClientByGroupld : 1R#E Groupld EiFXMEIELEFinilE.

{sEF7~H1

FROERE—NEE |, NFUNEAREN | EIfiEE Groupld EEX—/NIJRIELHERE.

public static void main(String][] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
“1RIEE CARERIXIEERR Region 5 iR EXIMANEN A,
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryHistoryOnlineRequest request = new OnsMqttQueryHistoryOnlineRequest();
/**
*ONSRegionld ZIF{FEE AP 1515 MQ BAMXIRAIEIR.
R{EREARIE OnsRegionList 75 KERAUBISERILIENIECE , B9 OnsRegionld RTFRY , TEEBSERE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setGroupld("XXX");
request.setBeginTime(System.currentTimeMillis()-1000*3600);
request.setEndTime(System.currentTimeMillis());
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try {
OnsMqttQueryHistoryOnlineResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryHistoryOnlineResponse.Data data =response.getData();
System.out.printIn(data.getTitle()+"\n"+
data.getRecords());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

HEES

OnsMqttQueryMsgByPublnfo EORIERXIHEEETHEE.

ERnR

BRERXSEEEEEENEO—RATE LHEDR , ZEaRFKERREXIAEEGEER. TER
NEEBHFEREEREMFERIER. KbdEH  LEHABERWEH. SKNEESAY Traceld Zf5R0H]
TRHE Traceld @A OnsMqttQueryTraceByTraceld EAEIAZ5HEHISEFRHEXE

{sE PR

BT OpenAPIERRIZRERAFEENX EEFA , RSRESITRIVERHITIRA (Z2H30K ) |, BELAE
EWSHEMEFERARED. NFFNRERESEL  BEMRE L TEEAEE.

BRSEBIR
B e Sid] RABYM 1R
HRIEER MQ ATfE
OnsRegionld String 2 IZiCJZ FESIAHEAR
ll:lo
sE Y =]
OnsPlatform String ) }aﬁoj;;';l}i ARARM
Ho
= FBF CSRF %% , iRE
PreventCache Long b3 e T S CIEICIR
' i = meaIiERNTEE
Topic String = Topic.
: : ZHBRIRIETS
Clientld String = Clientld,
- = HERIEREREIEE
BeginTime Long E &,
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EndTime Long

REIZEGI=

R St
Requestld String
HelpUrl String
MqttMessageDos List(MqttMessageDo)
MqttMessageDo EiE4Ha
2R KA
PubTime Long
Traceld String
HiiayIR
7
fE>< API

OnsMqttQueryTraceByTraceld : #R#F Traceld EIEHEEHRAHEXE.

{sER7BI

BRI 2% |, NWFUHRAREAN | BEINiEEEREAT

public static void main(String][] args) {
String regionld = "cn-hangzhou";
String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";
String productName ="Ons";
String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

*/
try {

Hm

|

A
%

HERIERERYR IS
. BYESEEE/ &I
HASH , BOARRITE
17303 ¢ X,

A

ARHBE, FMERIE—TF
AT HEEAITE.

HENSEE
PLECEIRIFAIHE

fk
iH S RIAEH XA A

TEEMK—Y Traceld , 1RIE1Z
ID FILEIARIHEEE,

HHIFTRIHER.

DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);

} catch (ClientException e) {
e.printStackTrace();
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}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryMsgByPubInfoRequest request = new OnsMqttQueryMsgByPubInfoRequest();
/**
*ONSRegionld ZIE(RFE API i3i8] MQ B XIHAYEIR.
MZIEWRERRIE OnsRegionList 75i23RENAYZIZRFIEIFFIACE , EJ9 OnsRegionld 2Z#AY , T EEBEEEEE.
*/
request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setBeginTime(System.currentTimeMillis()-1000*60);
request.setEndTime(System.currentTimeMillis());
request.setClientld("GID_XXX@ @ @XXXX");//%&i%7587 clientld
request.setTopic("XXX/XX/XXX");
try {
OnsMqttQueryMsgByPubInfoResponse response = iAcsClient.getAcsResponse(request);
List<OnsMqttQueryMsgByPubInfoResponse.MgttMessageDo> msgList =
response.getMqttMessageDos();
for(OnsMqttQueryMsgByPubInfoResponse.MqttMessageDo msg:msgList){
System.out.printin(msg.getpubTime() + " " +msg.getTraceld());
}
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

HECRSET

OnsMqttQueryMsgTransTrend #1R#E Topic HHEEERHELEERAE.
ERR

B EHERBURIZINRE— R T EREURIRE | RTUSHIESHR,

{sE PR

BT OpenAPIERRIZREAFEENX EEFA , RSHRESITRIVERHITIRG (B2H30K ) |, BEILAE
W SHERMEFERAEDO. NFFNREEEEL  BEMRE L TEEAEE,

ITRSEBIR

BFR -] BEYUMR R
OnsRegionld String a2 LEHRER MQ FTTE

Xt , FESNAHEAR
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B,
OnsPlatform String &= }D%OZE;F’IE' RRIAZM
Ho
= T CSRF &5 |, 1IRE
PreventCache Long b= e S E I
. . FETA—RR
ParentTopic String = Topic.
: : - RESEERRER
SUbT0p|C Strlng E il'opic 'f%_n% ) E.]-L\/LZ:LE\
iﬁ%\%?yﬂﬁ p2p iEEZ%I "
= .
, = 2 sub , WNRAENE
MsgType String 2 IEFENE | EE
BT,
EvEIES TPS;)Z%
. SUM , oERES
TpsType String = i@f—élii%jz% TPS Eﬂ%
, Hft{EX.
WA 251 1{%%%2?
, . 2 SUB , REEAA
TransType String = SRS BfbET
A,
=i Q;)ES é)}}%ﬂgjz
= 1 01112 1 Hm{ =
Qos Integer = ETRHA DA
BeginTime Long = EHAERIAETE)
HRRLRIERTE] , f2LE
i = BB BRI /R AT REE
EndTime Long = 5%, BN
RE[S¥EIZ=
2R it A
. M Aoy e —
Requestld String RSB, GIERIB—F
HelpUrl String FEENfERE
data Data HIRES
Data #UREEN
2R it )
Title String table BYBFR
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Records List(StatsDataDo) KELEE
StatsDataDo HHEEEEN
2R e Sikl R
X Long T, EREEK.
Y Float i, R (TPS HERE ) .

FRIRISIIR

7c

#8< API

7c

{sER7HI

FRPERE—NEE | NFUNEAREN | EIiEE Topic SX—/\HASTERREHERR.

public static void main(String([] args) {

String regionld = "cn-hangzhou";

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**
*IRIEE CAERN X IE5%R Region 5, iR EXTMAHEN .
*/
try {
DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);
} catch (ClientException e) {
e.printStackTrace();
}
IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
IAcsClient iAcsClient= new DefaultAcsClient(profile);

OnsMqttQueryMsgTransTrendRequest request = new OnsMqttQueryMsgTransTrendRequest();

/**
*ONSRegionld R5{RFHEE API i) MQ B MXIFAIRIR.

MZ(ERINERYE OnsRegionList 75/A3REXAIFIZRFIEFAECE , B9 OnsRegionld 2F&IAY , FREBEEIEE.

*/

request.setOnsRegionId("XXXX");
request.setPreventCache(System.currentTimeMillis());
request.setAcceptFormat(FormatType.JSON);
request.setParentTopic("MQTT_TOPIC_ONSMONITOR_BJ");
//request.setMsgType("sub");

request.setTpsType("SUM");

request.setTransType("PUB");
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//request.setQos(1);
request.setBeginTime(System.currentTimeMillis()-1000*3600);
request.setEndTime(System.currentTimeMillis());
try {
OnsMqttQueryMsgTransTrendResponse response = iAcsClient.getAcsResponse(request);
OnsMqttQueryMsgTransTrendResponse.Data data =response.getData();
System.out.printin(data.getTitle()+"\n"+
data.getRecords());
} catch (ServerException e) {
e.printStackTrace();
} catch (ClientException e) {
e.printStackTrace();
}
}

HREXEER

OnsMqttQueryTraceByTraceld #ZORIEHER Traceld BifisEHRAEXE.

SEFER

HRIEHE Traceld EifiHEHEXEANEO—RATE LHIERR , ERIHFEREREXRERSzELHIE

°

{sEFaPR &l

BT OpenAPIERRIZRERAFEEX EEFA , RSRESITRIVERHITIRG (B2MH30KX ) |, BEILAE
EWSHERMEFERAEDO. NFFNREESAES  BEMRE L TEERNEE,

ITRSEBIR

2R il BBV fng
LEHRER MQ FfE
OnsRegionld String = Xig , FESHAHEK
igo

BICRIR , BUAZMN
POP &,

F3F CSRF &% , 98
HNERGTERIESERIA,

HEEIRHRRE
Topic,

ZHER] Traceld , B
OnsMqttQueryMsgB
yPublnfo &,

OnsPlatform String

iy

PreventCache Long

Hm

Topic String

el

Traceld String

Hm
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REIZEZI=R

BR KB

Requestld String
HelpUrl String
PushCount Long

ey

7

18X API

OnsMqttQueryMsgByPublnfo : fRIE&IZSEEETHEE , FEGEEM Traceld,

{sEFH

RNRSER M —

public static void main(String[] args) {

String regionld = "cn-hangzhou";

String accessKey = "XXXXXXXXXXXXXXXXX";
String secretKey = "XXXXXXXXXXXXXXXXX";
String endPointName ="cn-hangzhou";

String productName ="Ons";

String domain ="ons.cn-hangzhou.aliyuncs.com”;

/**

*TRIEE CERI X% Region 5, iR BEXIMAHEN A

o

*/
try {

11115

ARESH , EMEKIR—FT
, BT HFEEMIT,

DRk
iHERISCRRHERE

NEE , MNUMRAREN | RIBEER Traceld EIWHEXE.

DefaultProfile.addEndpoint(endPointName,regionld,productName,domain);

} catch (ClientException e) {
e.printStackTrace();
}

IClientProfile profile= DefaultProfile.getProfile(regionld,accessKey,secretKey);
[AcsClient iAcsClient= new DefaultAcsClient(profile);
OnsMqttQueryTraceByTraceldRequest request = new OnsMqttQueryTraceByTraceldRequest();

/**

*ONSRegionld 25{RFTE AP A MQ B MXIRAIETR.

MZ(EWINENRYE OnsRegionList 73/E3REXEVFIZRFIEFECE , B9 OnsRegionld 2&#IAY , FREBSEIEE.

*/
request.setOnsRegionId("XXXX");

request.setPreventCache(System.currentTimeMillis());

request.setAcceptFormat(FormatType.JSON);
request.setTraceld (" XXXXXXXXXxXXX");
request.setTopic("XXX/XX/XXX");

try {

OnsMqttQueryTraceByTraceldResponse response = iAcsClient.getAcsResponse(request);
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System.out.printIn("pushCount:"+response.getPushCount());

} catch (ServerException e) {
e.printStackTrace();

} catch (ClientException e) {
e.printStackTrace();

}
}

e

MQTT sLAIEH
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