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AIEPTREAANINAY Region BIE—PSE , FHERMNAYEARIILEARS. WEEBE MQTT SLAESERIR
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.
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A MQTT SRVEaAiHR



HEBAZI MQ

HUEEBRASI LMQ

LA Main 7550Es1 MQTT ZFmIAIRS.
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BN FREREY

RIBV S B RBEZEZFEAEA Region , FERRIESSEFEXTMAINIRE , ASEXIRAY Region HRELA|
, GroupID E&R, HIELAIEEIEEREECHERHZEAR URL, BRARESE FRBIF Y.

5 MQTT WATBEFESLMWE MQTT 3L/ , FHERE Topic 1 MQTT Group ID FiR , BNIRSimeiE4aIE
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WISt MQTT 36 (2017 5 4 B 24 HislbIE )
MBS MQ BRHAWSIEH , HEE MQ FRETUSHIL, HISRIET -

F§ RAM ESER MQ Z#I8 | AEMSH=ERE MQTT &I > MQTT sLFIEE,

iR : RAM FIKSAEERIE MQTT Ll , FEEFIEthAEEE MQTT LAIER. | BREWRSHIT
RS,
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P ERETEER
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:
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TS BRa B fafd 2=l
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| S BA%I ( Light Message Queue )
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Atk EEEE
ERTS
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== .
LS, -
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- BIRIEWSIHRME TPS, EEEFNITRHXER |, EESEME. SR/ NS
RS IRImE NS5,

- MSCEBRRSLISERT AR , WLXHSMRELAIRE MQ Bl ARNMAERE | LHNETHIS
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WEFREEIAE MQ =515 MQTT LAIEEREERISLAMER.
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S MQ el %Rl YRl YR R EiMR
Topic BT MQTTELfEE Ei-=2]
» EEIREE
Ha
> e e PSE  iTER
LR =D BASEES fEE R R RER GRS A FUEARdTE =i
¥ bR 2017-04-  2017-05-
- - - el 100000 20000 100000 [EEGH 06 07 EHREE
MQTT LhiEE _ - 21:08:38  00:00:00
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» — ) 10 20 50 =+ I 07 3]
MQTT TopicEifl 20:46:31  00:00:00
MOTT Wt ‘H-
< EEEE

BA : LTS AR RS I BTl SRR R TR S aiE.

ERiF MQTT Topic

A MQTT A EE , EERiE MQTT B Parent Topic ( —A Topic) , B%KF Topic FTERS , B
FEERBHERRD.,

NZRIERER MQ BfEL BT Topic , NEREHIE Group ID BIF], NSRBI , i55FHIE Topic,
R WNSRERR Topic REAIFER | &£ MQTT iR FAMRIERRIY. BEILZEINERTR Topic,

ERig MQTT Group ID

MQTT Group ID FFiEE—EZENEE — T RERNAS , KF—XERNEeR%RE. Group ID f
Device ID £EHEMETFIREI MQTT ZFimhY Client ID,

£ MQ =& Topic EERE , #E| E—LHiER Topic , BEAMNBRIFEI=AIERE MQTT
Group ID,

| TopicEE m m

EEiflEe  @me et e

m Fif# 2016-10-20 1%:57:57 SERE ﬂ"lﬁl} B | B EEER | SERE

E] sss 2016-10-20 17:53:57 SWES | SETE | HEMQTT GrouplD | Bl | B | EEEN | EERE

E3 s8s 2016-10-19 19:08:20 SEAS | BIEITE | HEMQTT GrouplD | Bl | BN | EEER | SEEE

E3 e 2016-10-15 19:37:52 SEES | SETHE | SEMQTT GrouplD | B | Bl | EEEW | SERE

- = m FES 2016-10-02 11:11:24 SEHET | HETR | GEMOTT GrouplD | BIE: | B | SESER | SEEE

=) s 2016-09-26 15:59:32 SEEE | BETA | SEMQTT GrouplD | B | B | SESN | BEEE

£ 2016-09-22 14:42:25 SRS | HEIE | EEMQTT GrouplD | Bl | B | EEEN | HEEE

=t 2016-09-14 22:06:18 SFHS | GETE | GEMOTT GrouplD | EiR: | B | EEEN | EEEE

AR 2016-09-14 22:01:47 SEMH | BBITE | SEMQTT GrouplD | EIF: | BN | EEEN | EEEE

TR HAIRHEE M AR EHIBH Group ID FEATRE.

iR : MQTT Group ID RIS RWALA “GID_" FF3k , IRERGIET7-320FH , AE(NRTEFH
FH, MRBAFGEFANHEREITE | BETSHRIHER.
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| |
EB{EMQTT Group ID
Topic:
TopicETE Group ID:
MQTT Group IDEIREIET-323% |, ALAGID_Fk , PSR
FE=IERE
INFEFRED , WEAEMOTT ENES
EEMQTT GrouplD
mE ElEMQTT GrouplD
EEMQTT GrouplD
1 EE 2016-10-15 19:37:52 BiEER BiETHE | SEiEMQTT GrouplD
=t 016-10-02 171:11:24 Bt A TR EEMOTT GrounlD

FRiEHE2BkEER] MQTT Group ID EHNE. 1ZRHEER=8] Region THEIKSHERN
MQTT Group ID,

e MQTT Groupl DI

LA

b HeES

- voTrm =mEm=a e = 2016-10-20 T53:09:10 HAEN | QEEN | HRET | 8
MQTT GrouplDHzS - = = n - 2016-10-15 k112031 [EE  #R6EN | @sEN | EBERT | 8B
MOTT Topiciifl B B 2006928 a3 [l KOEN @eEN EBEER 8B

MOTTELE

v R

=

- BA{E MQTT Group ID BT E Topic BHESHUR.
- Bai#edt 1 Region A MQTT |, FHittizHl& Lo ERIEXINAYE IR,
- YNER Group ID AEGEA |, iBRATHIER.

RXENEFER MQTT WAERHEERZINERRNTE AR ERES & TREMERRITTIE.

£ MQTT KEHE. | IRSZInFHEXIEFimAISOEHITIRRGE , FtE P imia Rk EmE T &R LR
515,

MQTT SDK i5aiH/S IRS52E

MQTT ZFisscfriziz MQTT iBEIRSS 20T , £ connect IR HFEE HE username F] password, Erh
username G AccessKey , password 2% Group ID {EAFEEZ=F/E , A SecretKey {EATLRITES
FRER.

tbanz=FimAY Client ID 2 GID_AAA@ @ @BBB001,
ISR FRTEFEE Client ID 898148 , B Group ID,  “GID_AAA”

PAJSFA SecretKey {EAFME , £/ HmacSHAL 5N EEAGFESEFRIEMEZITEER— T HEE
, REXZZHGIEE M Base64 RDISEIGRLLHY password BEFRFEH , Bl "eqweq+adwe23fssf”
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Hmac RIEESEH , B MESEPEIIARIREE | BETER.

EREHaEMER
BRI SHSEHIREER , LMQ EIaRM T S I TRMS S,

BNEFERRIMES AccessKey , SecretKey LUK Groupld , BIRJ{5EF2FHHEEIZRERT UserName 1
PassWord &%, EASEWT :

HEMT MQ #3k1 el Rl #k2 #aR2 =8 HilE
TopicEE N R
MQTT E&IHE (EsREAtsTaL )
SR
F— A:cessKey:MO'l'r Groupld : | yourgroupld ‘SecretKey B ‘ yoursk e
i
MQTTETE ! -
MQTT HIEE MQTT UserName yourak
MOQTT GrouplDETEE MQTT PassWord iFEe1pTeMrVHHyg3BtSIa890014=
MQTT TopicEif
MOTT Wizt
MOTT A

AR - T RUERNYEERNR JavaScript BRiHE | HASEH SecretKey F| MQ JGiw , BILAREHE
SecretKey jthRHIXIBL.

B HRERZR

- 78— BEFRASNBLHERIMARILRE , RERIERZEEHATLL
-BRT BRI TRAEESTEARAGIE | BEKRICISERT,

HXmR—, EA MQTT BNANITIHERRIA S , BFm LR , BEEEASMAMEE | 2EREENE
BfR , EIEHERATUEE, XM TEEF R L EE i EARAED | M EELES | 8%
HERERIERZREAERA ., ZEXATEHTRE.

HXIZEZ | BARFihmEE CiEtBELEEMTE | FTbd MQTT R T EahaEE kA= FiniRE S
HLHE. AEEFR LR  ERinECEREORAUNE CHAEEEHERNER. EXT  EFRiRBEC
FEHIRIENAIR BB PRANSR 2L,

AR iR e

BALEBT :

1. BRmEME  LEFIEERPURRAEEERES | IREREREMIRT.
2. BF USRI,
3. RN T—HLER.

T
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- BEFIRIIRFEERENEL | BEUEEEEIENE—MOREHAKERK , SURASIZR
BatEz |, BHRIREE AR AR,

- EFIRERRSAEGERRIEEN30F | B AGEREIE KR ASRERIRE SR/,

- EFinREE CEHAEE , RAERMNERESEHEXRREIE R , FIE iniEZETomEN ACK
HERLIRE, NREAIHAEIR , REUTAZIR—HEIREMRIER | EREE | BER
FESHER , BAR—RRBRIEZEEE ACK,

PRIV LLHSWEX API

AR |
&KX Topic : $SYS/getOfflineMsg

AZ : JSONString

REER
B il iR
"DESC"&{#&"ASC" , DBIE
pushOrder String NEEFMEBREVEENRRHR
RIEX
—IRRZAELHERISRE  IRE
maxPushNum Integer SBEIN1-30 , Bd=LA LRI
g8
IR[EHE

HEAY PubAck B2,

TR
MQTT EFimfER Demo

public void testOfflineMsg() throws Exception {

String broker = "tcp://XXXX:1883";

String clientld = "GID_XXX@ @ @XXXX";

final String topic = "XXXX/11";

final String topicFilter[] = {topic};

final int qos[] = {1};

MemoryPersistence persistence = new MemoryPersistence();

try {
final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[l{broker});
connOpts.setCleanSession(false);
connOpts.setAutomaticReconnect(true);
/**
* BRIRKIEHEREIRE OPSERR , #iN100s LAT |, 8 , RSmelriEs:
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*/
connOpts.setKeepAlivelnterval(90);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");
sampleClient.subscribe(topicFilter, qos);

}
public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("recv Msg from " + topic);

}
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
b
sampleClient.connect(connOpts);
JSONObject object = new JSONObject();
object.put("maxPushNum", 20);
object.put("pushOrder", "DESC");
sampleClient.publish("$SYS/getOfflineMsg", new MqttMessage(object.to)SONString().getBytes()));
Thread.sleep(1000000);
} catch (Exception e) {
e.printStackTrace();
}
}

AT BUAEIRSIHIEE MQTT 2R E FATMEZSIRSEA,

- RS IHHERIBSE Client]D FUTELARSHBIETR ;
- IRSS I B B = i L AEE T AR ibA —LETE X RIEIIE.

EARE

MQTT IRSSimER Finm A NSRS , KRG MQ HE—% ETERER. FAFPIIRS A —HRER
EEMERARSHREL , TUABEITRXE MQ iBRRRIATE = FinhY L N,

Hep , FTFERMERIXANEHEXIRIAY Topic AEHEER : GroupID+/E8 MQTT

BHINERERIE GroupID_AAA@@@XXXX B MQTT Z s , BBAXIRAISE Topic B2
GroupID_AAA_MQTT,

IR
1. EHiEEH4: Topic

16
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HRIE EXRIENME |, APXIEWL GrouplD S4ERNRE |, BERBXINAIEE Topic , B Topic 7551 %
TR BiERR.

2. RS ER

{HAE—$BhBiER Topic , BPAEIS TR MQTT ik E TS, MQ NIEKEFESEITIREE,
Hep , $UEEaT

EHERE MQ B Tag |, KRR LEER T4,

MQTag : connect/disconnect/tcpclean

Hep

- connect SHURE Fim L ZanfE.

- disconnect EHFRZFiHERRTFIERE. KR MQTT thi} , EFIHIEMTFT TCP EREZRINIZA
1% disconnect 13 , IRSSIHEIE] disconnect R EAAIZEEER. INRFELLZ IR SDK &G
ZRRIMYURIX disconnect 3R3 , HERABESTIENEZBES.

- tepclean SEHLERSCPRAY TCP IEZWTH. TICEFIRERRRAXT disconnect 1R , REXHH]
TCP iEEWTF R SiA tcpclean 14,

TR : tepclean HBRAFREFInMEEEZENELEF. XM , disconnect HEMURREFZZFimEXaA
ETTER. ZRTEFIRNEH , BiEEFRRERHSSE disconnect BRFIHIKBIEERE. Hibt
HIrE= Fim T 2eimER tepclean B4,

#UEAE /I JSON 28 | 18XAY Key 210F -

- Clientld {FEMISH ;

- time FEAREHAORT ) ;

- eventType AFREMHEE | (ft MQTT EFRIHXDEHEE
- channelld {FE&EA TCP EZEAIME—IRR ;

- eventIndex NFESH=EREBEIEITFF.

Ml

clientld : GID_XXX@ @ @XXXXX
time:1212121212
eventType:connect/disconnect/tcpclean
channelld:2b9b1281046046faafe5e0b458e4f553
eventlndex:1493772130197

TR HIETE PR RI RSN MIREEEINRE—RERRRE | MERES L T REBRIRRER

AT,
BAFIRTHIIINT
- A clientld & , P4 ETEEEARITEINFLL eventindex JoiE, @AM , ABeLART
IEIRAFIMT (RIEAK) .

17
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- [@— clientld W& Fin , PIREREZIRIANT , Bt , HKWEITEERRY , —EZ2R#E channelld ==
EBFrER RS TCP &R, Mmse  THBERREEEEER channelld AR |, IR
channelld ~—#F , RE eventlndex &5 , tBABEES
SREURZSHY Demo #1F

public static void main(String[] args) throws InterruptedException {

/* REMEZAY AccessKey , FIFEMY

figal String acessKey ="XXXXXX";

/* REMEZRY Secretkey , FAT4HY

fir<a| String secretKey ="XXXXXXX";

/* RSB R A Topic , BB MQ SIS ERE
fir/1al String topic ="GID_XXX_MQTT";

/* ConsumerID,FESAE MQ =65 EeHiE

*/

final String consumerID ="CID_XXXX";

Properties properties =new Properties();

//PropertyKeyConst. ONSAddr #IHERIESLFME RIS RILA T LSEHI TR :

[/AHEREFINE : http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddr4client-internal
JIAHERNIAE © http://onsaddr-internet.aliyun.com/rocketma/nsaddréclient-internet
//FUNERZIAME : http://jbponsaddr-internal.aliyun.com:8080/rocketmg/nsaddréclient-internal
J/ENRYI IR © http://mg4finance-sz.addr.aliyun.com:8080/rocketmq/nsaddréclient-internal
JTEREFRELARERINE ( RIERTFHIME ECS ) : http://ap-southeastaddr-

internal.aliyun.com:8080/rocketmqg/nsaddr4broker-internal

properties.put(PropertyKeyConst. ONSAddr,
"http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddraclient-internal");//ILAL AN TR EFEIME
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Consumer consumer =ONSFactory.createConsumer(properties);
/**
* QBRI | RIE Tag KO 2 AR T4 , body 21 JSON FRFER
*/
consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
String event = message.message.getTag();
String event = message.getTag();
if(event.equals("connect™)){
// this is connect event
}else if(event.equals("disconnect™)){
// this is client disconnect event
}eles if(event.equals("tcpclean™)){
// this is tcp disconnect
}
String body = new String(message.getBody());
JSONObject object = JSON.parseObject(body);
String clientld = object.getString("clientld");

18
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long time =object.getLong("time");
return Action.CommitMessage;
}
1
consumer.start();
System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer.MAX_VALUE);
consumer.shutdown();
System.exit(0);

Token RS

MQTT @i Token £E/XIRSSE MQTT ZFiuniRHFEHRGAIR, BT MQTT Token IRSZATLUEAMKS F
FEENRAFPURIRETAEREIE | FRHEEEEMR | ISEIIX 8 —E i , B—8RAR R PRES.

i MQTT BRRISPRIAE—R D AL TR MR,
-3H8— A MQTT MBS HE— |, e MQTT ERImETREMNER R | BERN LEHET— MK

=,
-8 AFBECARIKSRS , FEMHERWSHSHMRIFS |, FrE MQTT ZEFIREIHE
BT ARRNAIKSTEE.

HXpR—, BATWSEEL , FfrEER MQTT BZSREIRBET—IMKS | FLUSBEUEBRMSMHINREIM
. £ MQTT BUARISIRIZHIR SRR |, BIffEEFIREREENEZRIKSH AccessKey FIERRIRTIR
BISD.

HXIBRT , EAEITH MQTT ZERREFEARRBETR—THNEZIKS  BREFTESTHKS (ALS5H]
HER—E i) NABXS. WEHE—ENNERKSEERTEHE. FRIRERRIR , Z i
HIGAEFFNGE | BRERIFEAUEIR—5 s , BSRRERZANEIRE—FR , MIEKS4HEE

MQTT Token FRSSEPRSRAER DA AR _RITER., AFEATHKSERE | HELFREFinHiEIRRT ) EIE
(Token) , EFumfERIGR FEIERMSEPRENNSSi5A). Token AFRE—E2FHAIGITSD , AWSEERERE
TEiZ Token FTiBBRINIR, HRFIRINLAZEEL, BRZEMERENT

ANE FR3ZEFR iBE
MQ MARIIGRSARIEILE | 1
Token (IR IE R —E P ERRIEE
RUR
BREEAWSHIRSES | B
AppServer N FERRSS =S REZFinRIETIERE Token
IRSSHIN B
AuthServer TNIERRSS 85 MQ BURIAIIERR 585 , PRSRAL

I8 AppServer %icH) Token
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UEPSENIER
SRR
SE80A
MQTT Token ERGRFEIN FEFIR.
 BEMQITERG | BRNEESE | | MQADEEE | | MouEEsE |
‘
EFEETopicEiR TokenFHEIEEY !
: P, == : ; : E
: B : | =
—— 0 = — — V|
o
|IJ“E1‘1%§ETopicJ:ﬁToker; | M, EEEFATon

1. BEFimiEsiE , EEfTEEE SN RS SIS,
2. ZEFimAN RS 2RI B CREIRTE Topic FIRUR.
3. NARSBENIEEFinEa B L ERIERTER Topic AINR , tNERIGUEEINIA MQ IAIERSS2SE
TBEXIRRIRAY Token,
4. MQ TANIEBRSS28IQIERRIS Token UIEK , FIMrE A2 EIREIXTRAY Token,
5. MQTT ZFimEN ERSEHREIRY Token IFALEIARM , WEBNEFIHEZHIBPRLAR Token (5
B —NRe,
- BEFImEFERIHTIAERY , MRS EFTLUREIEZA Token , HRESHE ;
- BFimEE TR Token , INIEBRSFEFUNRTIAN , N AR s IAZHIREIE FinZ BT
1519 Token,
6. MQTT ZFimiEsE MQTT HEMRSS =S,
7. ZEFiRERUR B R Z B UED QoSl A EEBESH Token, & Token BIF RIXE—RIFHANB
BRI, BREEEASE T,
8. EFImIEEWIRIER. MNRIRSSHFIMT Token 5538 , BISHASIKRNY | BFIHPOIZEF T AERIE
Token AUIEK.
. 7 Token 534H1 5 2 , IRSBimtBSHEX—IRBEMELMRIERN , ZEFima] LARIMZERLAERRTE
¥ Token,

BEFIRITRHLIR

1. 1% Pub/Sub #R3ZHET , /R5ERF MQTT =253k L& Token,

2. WIRLARIE AT 1€ Token , BiEE QoS MRIREN 1, LUBIERS mRIREZ BiASKAH
B SlSREEEHEE.

3. WIREIT Proxy BJRE MR Token SLXMAYEATHE.

4. 7%l Token HHIBRE . BRI ER RIS Token,

©
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5. B FimMIZXI N RS 2RIREIRY Token AL | EREIREIEERIE—HA Token,
6. B i R INEREARUT AT RLZSTHIMTE 2RY Token @EKM , MNRKMHEE/EHHAIE Token BE
&, FlEREIISERS W MEIGER | LUK Token RIBRUEERA.

RIFRRRSS AR T HLIR

1. MRS CEFPRESGIX , BREFinEBS0HIE Token,
2. NFARRSSRRMIZAT Token MIEFIRIXRHITER | BRE—EFRESEA.
3. RS HFEMAMER , BRELEIANERS EE A RS SHEE,

¥8>< API

MQTT #J Token SEAAHEEISTERAT API SK5ThL,

Token NFRBFIREEERHMNARSGE | 1 MQ IAERSSEEZEEIE HTTPS B9 Open AP i#1732H.,
BMEOEEKIEIT AccessKey FIIERERMRMBMIIE. ERIFFRLERIS Token, B Token LAKALES
Token #1.

MQTT ZFinllIEE L& Token, W&l Token SSUER , LAK T Token IREEEE=1MEO.

1SRN FERR S5 2815 BN AMEAR S5 28 FRISFNETE Token BT , EEGIESKSEURIBIEE SV HEFHHE | BANGER
R |, SAISEFMSE secretKey NIZERIEE,

BOREIRMNENT

- BEIER key=value 183 ;

- BEXIZAER & 2

- SEINER , IEESE , FRES " HR;

- ITES RN, FEBSEXRE key NFHFHEF , SENRE , BEEFERFHEFHR.

a5
H ARSI HTTP J54E

https://mgauth.aliyuncs.com/token/apply

BHHIERE :

parama=a
paramc=c2,cl
paramb=b2,b1,b3

BRASTESEURER key HER | 185 :

parama=a
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paramb=b2,b1,b3
paramc=c2,cl

BREE—SHANERERFEFRF  SHNEESHRE , 53!

parama=a
paramb=b1,b2,b3
paramc=cl,c2

REHIREITER TS |

parama=a&paramb=b1,b2,b3&paramc=cl,c2
AIS{EF secretKey fEA®SH , HmacSHAL BIEITRBRIES.
=

- HTTP & Token R , ATLAER HTTP 8t HTTPS , RIFIE{TIEE,
- HTTP 73ARJLAIGHEE GET & POST , SN IMEFA POST , X IMERTLAER GET.

HTTP iSREEINIERRSS 285 | [ERIERSIRELSERISIEN , 25802 JSON FF8 | AR ARIEFRRE
tH JSON eI E.

JSON =7F&M] Key-Value BREFUOR :

Key -] A

success boolean ey AV

message String WIBERER , B FEREA.

code int EEE : ETEE cod\ejq&ﬁ%ﬁﬁ

IERGEE R E EREE,

tokenData String T};T?IEIZ ES;EEE% Token A9
Hep , SEIRIE5IRWNT -

Code i8R

200 nav)|

400 SRR

407 ERIHEER

409 Token ApEAMEEEEIR

410 Token MHAMESIN

1 it Token , RETf#HfT

2 Token B&i3HH
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3 Token E&HEMHE
#N
https://mqgauth.aliyuncs.com/token/apply
EREH
BIR ESic) L]
Token AIUPREEY , B R (i
. . W (E) , RW (Ef1E
actions >tring s R R
R, FERESET.
WIREZMR , B MQTT
resources String Topic , 21 Topic LUES
“I” ﬁj\BEO
accessKey String SRNERERIIKSH AK,
Ve = i ==
expireTime long 'gg%(;n R0 BRI
Token 28! | I 5 MQTT , HTTP
proxyType String g Kafka , MQ , 1RIBSCFRF5
J‘i;%ﬂ
serviceName String i mq , 38T .
BEFHH  ABEKFEITEE
signature Strin BHFRE
9 9 actions , resources , expireTi
me , serviceName,
G

public void applyToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://mqgauth.aliyuncs.com/token/apply";
Map <String,String >paramMap=new HashMap <String, String>();
paramMap.put("resources”,"topicl/1,topic2/2");
paramMap.put("actions","R,W");
paramMap.put("serviceName","mq");
paramMap.put("expireTime", String.valueOf(System.currentTimeMillis()+1000000));
String signature= Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put("proxyType","MQTT");
paramMap.put("accessKey","XXXXX");
paramMap.put("signature”,signature);
JSONODbject object = Tools.httpsPost(apiUrl,paramMap);
System.out.printin(object);

}

EOMENIESGENRIIRBESE X TRITIER.
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£0
https://mqgauth.aliyuncs.com/token/revoke
BREH
B St A
token String =R EELIERY Token
accessKey String SRNERERRIIKSHY AK
IR Sz 2 dt ‘= TR TR oy
signature String %‘Eggg ’TileﬁnX%gﬁ_%u
gl

public void revokeToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://mgauth.aliyuncs.com/token/revoke";
Map <String,String >paramMap=new HashMap <String, String>();
paramMap.put("token"," XXXXXXXXXXXXXXX");
String signature=Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put("signature”,signature);
paramMap.put("accessKey","XXXX");
JSONODbject object = Tools.httpsPost(apiUrl,paramMap);
System.out.printin(object);

}

EOMENIESGENRRIIRBESE T RITIER.

£
https://mqgauth.aliyuncs.com/token/query
EREH
BFR i) L]
token String FEEAY Token
accessKey String HRIEKRAEEAIIKSHY AK
cignature String EETHE  ABKEEIEE

BHI=FERZ Token

EOMENIESGENRRIIRBESE X TRITIER.

FIEHBEMNEOMBENITETSER , 8NEHEES |, (@A HTTPS iIEREFEZO.
ERZMINEZERIN HTTP ZFiRAMKE , S5WTF ¢
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<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld >
<version>4.5.2</version>

</dependency>

WRHE(NREG H— Demo 27 , SERREZ EERRT | BIRIBSERB1TEIE HTTP IB5KRAIES.

public class Tools {
/**
*IHEER |, SHHHIRSHENURER

* @param requestParams S#%7 , IS SITESENSH
* @param secretKey %4
* @return EEFFFH
* @throws NoSuchAlgorithmException
* @throws InvalidKeyException
*/
public static String doHttpSignature(Map <String, String> requestParams, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {
List<String> paramList = new ArrayList<String>();
for (Map.Entry<String, String> entry : requestParams.entrySet()) {
paramList.add(entry.getKey() + "=" + entry.getValue());
}
Collections.sort(paramList);
StringBuffer sb = new StringBuffer();
for (inti = 0; i < paramlList.size(); i++) {
if (i > 0){
sb.append('&');
}
sb.append(paramList.get(i));
}
return macSignature(sb.toString(), secretKey);

}

/**
* @param text BEZRINA
* @param secretKey fI/EE = MQ secretKey
* @return INZESRIFRTER
* @throws InvalidKeyException
* @throws NoSuchAlgorithmException
*/
public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {
Charset charset = Charset.forName("UTF-8");
String algorithm = "HmacSHA1";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));
return new String(Base64.encodeBase64(bytes), charset);

}

/**
* QlEE HTTPS B %

*
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* @return BEHEAIE P

* @throws KeyStoreException

* @throws UnrecoverableKeyException
* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

private static HttpClient httpClient = null;

public static HttpClient getHttpsClient() throws KeyStoreException, UnrecoverableKeyException,
NoSuchAlgorithmException, KeyManagementException {
if (httpClient != null) {
return httpClient;
}
X509TrustManager xtm = new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override
public void checkServerTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return new X509Certificate[]{};
}
}2
SSLContext context = SSLContext.getInstance("TLS");
context.init(null, new TrustManager[l{xtm}, null);
SSLConnectionSocketFactory scsf = new SSLConnectionSocketFactory(context,
NoopHostnameVerifierINSTANCE);
Registry<ConnectionSocketFactory> sfr = RegistryBuilder.<ConnectionSocketFactory>create()
register("http", PlainConnectionSocketFactory INSTANCE)
register("https", scsf).build();
PoolingHttpClientConnectionManager pcm = new PoolingHttpClientConnectionManager(sfr);
httpClient = HttpClientBuilder.create().setConnectionManager(pcm).build();
return httpClient;

}

/**
* &S HTTPS Get i3k , FHEZLREAY JSON Mgz
*

* @param url  #E[ URL

* @param params ST

* @return

* @throws IOException

* @throws KeyStoreException

* @throws UnrecoverableKeyException

* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

public static JSONObject httpsGet(String url, Map<String, String> params) throws IOException,
KeyStoreException, UnrecoverableKeyException, NoSuchAlgorithmException, KeyManagementException {

HttpClient client = Tools.getHttpsClient();
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JSONODbject jsonResult = null;
//RI% get iEK
List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();
for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));
}
String paramUrl = URLEncodedUtils.format(urlParameters, Charset.forName("UTF-8"));
HttpGet request = new HttpGet(url + "?" + paramUrl);
HttpResponse response = client.execute(request);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);
}
return jsonResult;

}

/**

* TEAE , RIE— HTTP POST i5k , F=iiEImEE %A JSON

*

* @param url  iEKAT5EZ URL

* @param params SR

* @return YISBFRATHNIRE JSON |, BNMFERERES

* @throws IOException

*/

public static JSONObject httpsPost(String url, Map <String, String> params) throws IOException,

UnrecoverableKeyException, NoSuchAlgorithmException, KeyStoreException, KeyManagementException {

JSONODbject jsonResult = null;

HttpClient client = getHttpsClient();

//%i% get iEK

HttpPost request = new HttpPost(url);

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();

for (Map.Entry<String, String> entry : params.entrySet()) {
urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));

}

HttpEntity postParams = new UrlEncodedFormEntity(urlParameters);

request.setEntity(postParams);

HttpResponse response = client.execute(request);

if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String strResult = EntityUtils.toString(response.getEntity());
jsonResult = JSON.parseObject(strResult);

}

return jsonResult;

AXNE MQTT ZFim & Token, Y50 Token £UEE. 10T Token IBXEE=AMEONER |, HE
BB TS E,

EPin & Token FiE

&i% Topic : $SYS/uploadToken

AZ : JSONString
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RBER :
SR e 3488
: WREFim%kF Token &
Token String  MUTEE HE Token =4,

Token 2881 , 99 W, R, RW

H=Ff, IR =FPRZEEN
type String Token, —MEFIRRSHEX

3/ Token , IREFEIRAIERS

SEBPRISEIR.

IREUE

EERY PubAck R, EFIRIRERNZIIN A BeH T F—% Pub 8(& Sub 12/ , BNIRSZIHATAES SNk
W ESBUEZRTTT.

E iR Token ER

12U Topic : $SYS/tokenExpireNotice

AZ : JSONString

RBER :
BFR il oL
1Z Token BIIGFHARHMRKEY
expireTime int , —RRIERISERIEAN , RiEA]
—R,
Token 2884 , AW, R, RW
type String H=M, SN E i EER=F
BRZEAUAT Token,
A

ZFixIE Token BIEEMHNERG | FERPLNIEEFRIE Token BIENE | LARIEMNKIAIHERM.
ZFERSIT Token 3B ZA0EH]
12U Topic : $SYS/tokenInvalidNotice

AZ : JSONString

HEER :
2R - Sid) Izl
code int Token IGMAYZERY,
Token 258 , 58 W, R, RW
type String H=H , MMRE PG EER=F
IPRZEEIRT Token,
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MRy :
AR5 imtRe Token K30 , SEHERNEN , RSBIma oM iEE, MAEEZR , RSheEE iRk
ME code , ZEFIHIRIE code BIRTH#IRTREA.
type code R
itk Token , ZEJf#HT

2 Token B£&i3HA
3 Token BEE#BHE
4 HIEF] Token ARITED
5 RPRZEEFN Token AL
8 BEREE
-1 KSR GIE
b= g

- IRSSUm FHE Token IEARNEAIfS , SEEWTTERE. EEBR MEPiRMZEERIBZEBENFINESS
EHE Token,

-BREBRT  TJetERIEIERN , BIESiERE. WINEFinm2HIRRSTH Token 2EBZHR , a0
SRiRCEARZIRARTE) , WSTEE Token BEIE,

TOREF

public static void main(String[] args) throws MqttException, InterruptedException {
String broker = "tcp://XXXX:1883";
String clientld = "GID_XXX@ @ @XXXX";
final String topic = "XXXX/XXXXX";
MemoryPersistence persistence = new MemoryPersistence();
final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MqgttConnectOptions connOpts = new MqttConnectOptions();
System.out.println("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[] {broker});
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
sampleClient.setCallback(new MqttCallbackExtended() {
@Override
public void connectComplete(boolean reconnect, String serverURI) {
/[EZRY] | FREEHTEAE Token
JSONObject object = new JSONObject();
object.put("token”, "XXXX");//iZ & Token AE
object.put("type", "RW");//i%&E Token 28! , #£55 RW , R, W =fhal
MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
try {
sampleClient.publish("$SYS/uploadToken", message);
sampleClient.subscribe(topic, 0);
} catch (MqttException e) {
e.printStackTrace();
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}

}
}

@Override

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");
throwable.printStackTrace();

}

@Override

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {

if (topic.equals("$SYS/tokenlnvalidNotice")) {
//Token FEEAVIEAN
} else if (topic.equals("$SYS/tokenExpireNotice")) {
//Token BPEIZMA0EH]
}
}

@Override
public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}
b;
sampleClient.connect(connOpts);
JSONODbject object = new JSONODbject();
object.put("token”, "XXXX"),//i&& Token RE
object.put("type"”, "RW");//i&E& Token 38 #+8H RW , R, W =78
MgttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);
MqttTopic pubTopic = sampleClient.getTopic("$SYS/uploadToken");
MqttDeliveryToken token = pubTopic.publish(message);
token.waitForCompletion();//Els&1% HEER
//Token 8RN , AEFHAIERRISSHRKR
sampleClient.subscribe(topic, 0);
while (true) {
sampleClient.publish(topic, message);
Thread.sleep(5000);
}

Nl

Java #EENH

AN EBNMRUAER MQTT ZFIRIULZ MQTT HE , FEHIUTIBHBIEIFLNINSE , BIERIRRIE
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. MRS RO, TRERF.
=

AL HHISEHIET Eclipse Paho Java SDK SEII , SDK FEiE£I MQTT #ENES, WEREME=S
NEFin , BEAEH.

1. FIRHE
5 MQ 12489 MQTT BRS5 | E5cBBLSERIFI-RERINY Topic MRRETERE , MRQH , Bt

BHIE Topic , Group ID E&HIR.

ERISR IR R ERIEFERIEEXINAT Region , Hla0 MQTT FEFEALIL2AIEAR | BBA Topic FRIRHIAE
£4b2 |if , BRPIBEKFESIHE MQ &R,

B MQTT RIS RT Topic FEERS , (AFRREREMT | ;SEMR4,
2. INFHER

£ MQTT RITAIRR | BERENAFEEEGENE iR, 2nMIs{TE Java 5 , £/ Eclipse
Paho Java SDK #32, B%c5IA\ Maven {k#i , POM XAECEINT :

<dependencies>

<dependency>

<groupld>org.eclipse.paho</groupld >

<artifactld >org.eclipse.paho.client. mqttv3 </artifactld >
<version>1.1.0</version>

</dependency>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld >
<version>1.10</version>

</dependency>

</dependencies>

<repositories>

<repository>

<id>Eclipse Paho Repo</id>
<url>https://repo.eclipse.org/content/repositories/paho-releases/</url >
</repository>

<repository>

<id>snapshots-repo</id>
<url>https://oss.sonatype.org/content/repositories/snapshots </url>
<releases>

<enabled>false</enabled>

</releases>

<snapshots>

<enabled>true</enabled>

</snapshots>

</repository>

</repositories>

3. MQTT RiXHB
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REREUCISETUME(ER MQTT EFiR&EEEHEHM P2P NRXAEHE  EFAZINTA
MacSignature 2% T3,

public class MQTTSendMsg {

public static void main(String[] args) throws IOException {

/**

*IRELFIEFFAER MQTT A, FINLLANRERR XXX , SEhRMERBERAPECHHENS. BASRESEE
, TEEHIEERIE MQTT L6l , 8N LflES S T— MEARIEE.

fi/nal String broker ="tcp://XXXX.mgqtt.aliyuncs.com:1883";
i RBMEBE=M AccessKey , TSN

fi/nal String acessKey ="XXXXXX";

i REMEZRAY Secretkey , TSR

fi/nal String secretKey ="XXXXXXX";

i RIBEERN—RK Topic , FESAE MQ I=HEERE

*/

final String topic ="XXXX";

/**

* MQTT #9 ClientID , —AREHFER54EAYL , GroupID@ @ @DevicelD

* Hrh GrouplD £ MQ Z=HI&8 B HiE

* DevicelD HZFEIRE |, JRERIRERSS | FEM— , BNIRSHELESH ClientlD &5

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEEE , BEEEN MQTT B password,

* EERTETTIE | £%F T H2 MacSignature , —1N2#4Z ClientD RIRIERS , BI GroupID
* ETANSHITE LM SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

[EERT | RE EEEFRTERTEXR

}

public void connectionLost(Throwable throwable) {
System.out.printin("mqtt connection lost");

}
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public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}

K

sampleClient.connect(connOpts);

for (inti=0;i<10;i++){

try {

String scontent = new Date()+"MQTT Test body" + i;

[NHAEERRRFTEEN byte HUEERITT , W FEMREAES | BRI _HEIEHRIIER
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);

/**

“HERIEBIR MR Topic , ATALTIINA Topic UREABREKE MR,

* E1E MQTT RURMITIFINETE , Topic BRTLIZZ YK Topic, HANMRE T RIEEI"Y Topic

*/

sampleClient.publish(topic+"/notice/", message);

/**

* JNERAIE P2P JEHR . 4% Topic WRE "p2p” . =4 Topic 2B#xH ClientID
* IHAMEERI=4 Topic EEREEMTTHY ClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@@DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}

}

4. MQTT ZHGER

RERARERAAER MQTT ZERIRITRER | BIEBAERUR RS RIER.

public class MQTTRecvMsg {

public static void main(String[] args) throws IOException {
/**

* RE ARG MQTT MEAA. FIIMARERER XXX , SMERBRERARESORAR, BASKRIUS LR
, FEEHIGERIE MQTT Ll , 8N LAEEDE—MEARES.
*/

final String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";
/**

* IFEMEZRAY AccessKey , TR

*/

final String acessKey ="XXXXXX";

/**

* IREMEZ=AY SecretKey , BT

*/

33



HERATI MQ HUEERAT LMQ

final String secretKey ="XXXXXXX";

/**
* RiBRERI—% Topic , FFESAE MQ =FI8EHE
*/

final String topic ="XXXX";

/**

* MQTT B9 ClientID , —REAFERS4ERL , GroupID@ @ @DevicelD

* Hrh GrouplD £ MQ ZHI8ERiE

* DevicelD HNAHIRE | AIRERIREBRSSE , FEHE— , BNRSIHIELESH ClientlD &

*/

final String clientld ="GID_XXXX@ @ @ClientID_XXXXXX";
String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*HEEE  BERIER MQTT B9 password

* BEHITETE , £E T B3 MacSignature , —1MN2242 ClientID RIRTEERS , BD GroupID
* ETASHIIEZM SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);

/**

*IREVTIEAITEN Topic &£& | AMNERE MQTT RUITEIHI , BTLAE—4 Topic , —%k Topic , P2P {BRiEITIH/p2p
*/

final String[] topicFilters=new String[]{topic+"/notice/" topic+"/p2p"};
final int[Jqos={0,0};

connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/&R, RE LERFIHRATERITRXR
sampleClient.subscribe(topicFilters,qos);

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

D;

/IEFimEIR EEE I EER ST RANTHXR | BN SEIHEZIGER
sampleClient.connect(connOpts);

/BN EFIRRZRIFFEICNMIEXER | BHRHTESEFSHWAZEBLIHE
sampleClient.subscribe(topicFilters,qos);

Thread.sleep(Integer.MAX_VALUE);
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} catch (Exception me) {
me.printStackTrace();

}

}

}

ERBAZIIEZE MacSignaturejava 21 :

public class MacSignature {

/**

* @param text EEZHXA

* @param secretKey fiJEEZz= MQ SecretKey

* @return JIZEERIFFFE

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

*/

public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {

Charset charset = Charset.forName("UTF-8");

String algorithm = "HmacSHA1";

Mac mac = Mac.getInstance(algorithm);

mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));

return new String(Base64.encodeBase64(bytes), charset);

}

/**

* RIEPEEIE

*

* @param clientld MQTT ClientID

* @param secretKey B2 MQ SecretKey

* @return IIZEEAYFRER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String publishSignature(String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

return macSignature(clientld, secretKey);

}

/**

*TRBEERTTE

*

* @param topics EiTIHY Topic £&

* @param clientld MQTT ClientID

* @param secretKey B2 MQ SecretKey

* @return NSRS

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(List<String> topics, String clientld, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {
Collections.sort(topics); //LAZFEL|FFEHER

String topicText = "";

for (String topic : topics) {

topicText += topic + "\n";

}
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String text = topicText + clientld;
return macSignature(text, secretKey);

}
/**
* TR ERITE

* @param topic ZiJ[FAY Topic

* @param clientld MQTT ClientID

* @param secretKey /2= MQ SecretKey

* @return IIZEAIFRIER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(String topic, String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

List<String> topics = new ArrayList<String>();
topics.add(topic);

return subSignature(topics, clientld, secretKey);
}

}

BT 2R MQTT ZFimica MQTT iBE , MQ th3Z#¥ER MQ EFimkKUZ MQTT iBR , SE MQ AR
AN MQTT Y Z [ERYEEEE.

MQTT 2HEBHiRATEEMY , —ARBENEFiRRIEEEIERELERES. FEItt MQTT MUERTRERLSE
Fif , B8 MEFmEERIIZR. T MQ BERRSHATHESIZE  BNEFinitEeEE , TPS 3
 BRTRSHHTAMELES TR, Bt , —REFERmRE EER MQTT , MEiRSS i AN
£ MQ .,

ign | Ak ERFHEERVERREMER MQTT ZFin LEAHE | RRSHRHMAILAE MQ ZFiniEE
. L ERI BRI hX G R A UEAIAL I,

MQ EEF MQTT HE RIS R K ZR I T EFfS

MQiER At MQITiE S5

Topic:String € ——————————— — ] > Topic:String

UserProperties:

Map <String,String> >| SecondTopic:String

-
-
e e
-
L ——

mqttSecondTopic <

Body:Byte[] € r-———————————— >| payload:Byte[]

FF MQ ZEFiumAIHEXIEE , 1520 MQ TCP Java SDK #ZA.
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1. MQ EPFiR&ix MQTT iHR

FNEEWIAISEER MQ B9 SDK [ MQTT iR RIXHE.

£ MQ EFiRF MQTT IREABEBIASTIEE MQ ERRABERIRBEXS , REEREFK , & MQTT
BI—%K Topic IREERI MQ KHEEMY , BRHEEHERI Tag 73 MQ2MQTT BiH],

Hep , WKE MQTT FEXIFURZREIHENESS , BATIRNT

B key value EAE PiBg
ZHER QoS
QoS goslevel 01,2 1 5
ZERRY
. cleansessionfla cleanSession fx
CleanSession g true/false true % {3 P2P HE
R E
ZHBRF
subTopic gﬁi?ttSecondTo FRrER = topic , tNRAFIKR
AT
EMRES

public class ONSSendMsg {
public static void main(String[] args) throws InterruptedException {

i REMEZAY AccessKey , FBTEN

fi/nal String acessKey ="XXXXXX";

i REMEZAY Secretkey , FAATEN

fi/nal String secretKey ="XXXXXXX";

i RHBERIN—% Topic , FESLAE MQ =FIEEHE
fi/nal String topic ="MQTTTestTopic";

i ProducerlD , FE%AE MQ EHIGERE

*/

final String producerld ="PID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Producerld, producerld);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Producer producer = ONSFactory.createProducer(properties);
producer.start();

byte[] body=new byte[1024];

final Message msg = new Message(

topic,//MQ JEEH Topic , EEELHE

"MQ2MQTT",//MQ Tag , i&d MQ @ MQTT ZEFinkERRT , KIUEE MQ2MQTT {E3 Tag , Hfth Tag SiERRERGS
HMQTT ZEFIRKAZER

body),//iEBK , #1 MQTT I body 33Kz
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/**

* (A MQ /5844 MQTT @& 41E P2P AR , BEAE MQ & HiEE mqttSecondTopic Bl
*IREMER “/p2p/" +B*R ClientlD

*/

String targetClientID="GID_MQTTTestTopic@ @ @DeviceID_0001";
msg.putUserProperties("mqttSecondTopic", "/p2p/" +targetClientID);

/IREHER , RETSENEAN.

SendResult sendResult = producer.send(msg);

System.out.printin(sendResult);

/**
* AN AIE Pub/Sub (BE , MRFEZEZESFR MQTT 17989 Topic BIFT , Z#FH&E "4 Topic
*/

msg.putUserProperties("mqttSecondTopic", "/notice/");
SendResult result =producer.send(msg);
producer.shutdown();

System.exit(0);

}

}

2. MQ EFimiEl MQTT iBR
ANTNBIMTER MQ (9 SDK B26eRE MQTT IRERIXAIEE. (5 MQ EFisiEl MQTT REATHE

MEE MQ ZERIRIGHERIRBXE , MQ ERmARAFEITE MQTT B9—4K Topic BIF],

public class ONSRecvMsg {
public static void main(String[] args) throws InterruptedException {

i RBMERM AccessKey , FEFL

fi/nal String acessKey ="XXXXXX";

i RBIERM Secretkey , FHFLM

fi/nal String secretKey ="XXXXXXX";

i KGEBEERRI—E Topic , HFESE MQ EHIEERIE
fi/nal String topic ="MQTTTestTopic";

i ConsumerID BB MQ isHIEEHE

*/

final String consumerID ="CID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Consumer consumer =ONSFactory.createConsumer(properties);

/**
* Itk MQ ZEFIRRFEITEY MQTT AI—4R Topic BIEJ
*/

consumer.subscribe(topic, "*", new MessagelListener() {

public Action consume(Message message, ConsumeContext consumeContext) {
System.out.printIn("recv msg:"+message);

return Action.CommitMessage;
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}

D

consumer.start();

System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer. MAX_VALUE);
consumer.shutdown();

System.exit(0);

}

RXEENMBUEER MQTT ZFmARXIRFHER.

R

IS HAISLHRYET Eclipse Paho Java SDK sCHl , EftESFIFEHISTING AR |, iERITXIRIER.
1. Topic EHiE

MQTT Y AYEE BRISTFSHFINF A , BIAJLAMRIEEMER MQTT M A FimkIiEE AIEZ2INFFRY
A BEARNMRIEEREERINF. 26IMs | WENUERERFERIEE MERERENEIERINT LERIA]
. HRAYRLETT | BIERSS IR AT LAGER MQ #hiXAT SDK AR HZE.

£ MQTT RIRFFER | BeHRERIE topic REESIFIUFHY | B topic FIEBRUIEES KINFeE 2B
FRE, BEZERIBEE (BNESE) —&.

S : (EFEE topic &iX , BMEREFAEILR , BREREFYE. FX , MQTT IRESUREERBINAERE
IFFEY , ANERTEIRFEE | E6EA MQ YIRS FiRHEE.

2. IoFF AIE

£ MQTT iR AEINFEE  FEERILERLZR , BRI IR IR SE PR ERIFENAH
B, AEBEHTEBNWSEARE | EHREREDEENEHUMBNNEERE—IR. BARSELIT Demo
N

public class MQTTSendMsg {
public static void main(String[] args) throws IOException {

: RELRIAFABR MQTT BUEAR. BIANLANREGER XXX, SEnERBERARECIEAR. BARKBRBUTIER
K EEHIEHE MQTT 32l , 1M LBEnT—MNEARER.

fi/nal String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";

i BEME LA AccessKey , FETF4HY

fi/nal String acessKey ="XXXXXX";

i REMEZAY Secretkey , FAT4HY

fi/nal String secretKey ="XXXXXXX";

g/ﬁiﬁ%ﬁﬁﬁﬂ’ﬂ—é& Topic , FES KA MQ I=HIRERIF
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final String topic ="XXXX";

/**

* MQTT i ClientID , —fZHFERS4ER . GroupID@ @ @DevicelD

* Erh GroupID 7£ MQ =HIEEHIS

* DevicelD HNFGIRE | IRERIRERESSE  FEE— , BNIRSIHELESH ClientlD &

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*HEEE , BEE/ER MQTT B9 password,

* BEHITESSE , &2 TH% MacSignature , 5—NS#2 ClientID AIRTEERS , BD GroupID
* BIANSHPIE=R SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());

connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);

connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/&R | R HER PRI EEIRSL

JSONObject object = new JSONObject();

object.put("order", "true");//IREIMFRIEAIRC

MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);

sampleClient.publish("$SYS/enableOrderMsg", message);

}

public void connectionLost(Throwable throwable) {

System.out.printin("mqtt connection lost");

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqgttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

1

sampleClient.connect(connOpts);

for (inti=0;i<10;i++){

try {

String scontent = new Date()+"MQTT Test body" + i;

[NHAEHERRRFZEN byte HUERITT , }TFEMEBNGEE | BRIT5EA IR,
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printin(i+" pushed at "+new Date()+" "+ scontent);

“HERIERIFEANER Topic , AT Topic RNREEREKEIXNER.
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* 181& MQTT BATRITIRIAGE , Topic tBAJLIRZZK Topic, AMRET &IXEI—4 Topic.

*/

sampleClient.publish(topic+"/notice/", message);

/**

* YNERALE P2P JER . 4% Topic RE "p2p” . =4 Topic 2B#xAY ClientID,
* IHAMEBERI=% Topic EEEEUISHI ClientID,

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@ @ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}

}

A FENBUEER MQTT B9 SSL INEBERIKAEES.
=SS
SSL AR EIRSImsRF , BRIR Region X7 SSL BEASHHERIESE N EEETAIAY,

ARG HARFISET Eclipse Paho Java SDK 3CHR , SDK T#iE£ M MQTT INER. WEREME=
BEFiE , BESEH.

EFImgE SSL Bl
FERNZHROEERS | EETEMNANRE RS inAis DAY SEEFNENAR MQTT thlA—#E, BifixR
BIENT :

public static void main(String[] args) throws IOException {

iiﬁ%ﬁﬁﬁﬁﬁ)ﬂﬂﬁﬂg MQTT AIEAR. BINLAMTRERER XXX , SEMERRERAFECHIRAR. BARBEREUTAR
. FEEHIGEIE MQTT L6l , B PRSI —MEAREE.

fi/nal String broker ="ssl://XXXX.mqtt.aliyuncs.com:8883";

i REMEZAY AccessKey , FAT4HY

fi/nal String acessKey ="XXXXXX";

i REMEZRY SecretKey , FAT4HY

fi/nal String secretKey ="XXXXXXX";

i RIBEERN—RK Topic , FESAE MQ I=HIEERE

*/

final String topic ="XXXX";

/**
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* MQTT A9 ClientID , —AREHFIEBD4ERL , GroupID@ @ @DevicelD
* Eeh GrouplD 7 MQ 1&H& R
* DevicelD HWRFIRE , JRERIRERSSE , TEE— , BNRSIHEBESR ClientlD &

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MgttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*HEERE  BEZIER MQTT #Y password,

* EERITESE . 2% THZ% MacSignature , 55— 18412 ClientID BI8IHE8% . BI GroupID
* ETANSHITETM SecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(false);

connOpts.setKeepAlivelnterval(100);
connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallback() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

throwable.printStackTrace();

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

sampleClient.connect(connOpts);

for (inti=0;i < 10; i++) {

try {

String scontent = new Date()+"MQTT Test body" + i;

final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);

/**

SHERIEEIFEANER Topic , FIAITEIXA Topic RIIREERREMEIXMNER

* B1E MQTT BAMITIFIGE |, Topic tBRJLAR S Topic, IWAMRE T &XEI—4 Topic

*/

sampleClient.publish(topic+"/notice/", message);

/**

* YNERAIE P2P JHR , Z4% Topic RE "p2p” . =% Topic 2B#xH ClientID
* IHAMRERI=2 Topic FEREREWTFHI ClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
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} catch (Exception e) {
e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}

FERK : EF SSLEENRY , BRSSIRAHIEIGEIRE ST ssl : /XXX, REAER tep : /XXX, Bt EHN
JEInEEE—HEI.

AXEENEIAER Android ZFiRUZ MQTT JEE. BEJ9 Android # Java &% EEIE , FTLARIRE
tH Android FFRINMERIECE | KURRERUERIESE Java 55,

1. Android {&EZI0

ALEHAY Android 7RBITFZEER Gradle SEIRREIEKE. £ Android TEHKE] app THIBCE 4
build.gradle, FIMKEENT.

dependencies {
compile 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.1.0'
compile group: 'commons-codec', name: ‘commons-codec’, version: '1.5'

}

2. EiER Demo T2
BT Android #1 Java 55818 , FrLAKCA B ERIE eI LAS A Java RIS , B{ki5&%& Android Demo T
=,

AXEBNBUEER C BFRmECE MQTT HR |, FHaHRAIRBHEIIIF A%,

b2 3

IS HAILHIIET Eclipse Paho C SDK LY , % SDK TEiES M MQTT #NAES. WEREME=S
BEFiE , BESEH.

1. BIREHIB

5 MQ 1289 MQTT RS , BEREZCN AR Topic KREREEHE RSB ELEEHE
ERi% Topic , Group ID &R,

RIS RIFN 5 2RIE T RIEEXIRAY Region , filg0 , MQTT FEEAL 2 AR , B4 Topic FRIFH
fEtedt 2 BiE , RIFRIBRNEESN Hig MQ &R,

IR 0 MQTT ERNSHRT Topic ARERIT , NBEERERRA , IRERH.

43



HEBAZI MQ HIERRATI LMQ

2. C EF ikt

Paho MQTT C ZF s SDK NE M FERBE 2 I TRIERE, e EREUTHAENTIR.

openss| : HFEEITHE.
cmake : BFmFRGIFER  SLrtBrI LURIES IREAEmETLR.

3. MQTT ¥I&ER
AERAIRESERAEER C ERmKECE MQTT BR , HPmEFI AR CMake,
CMakelists.txt 314

cmake_minimum_required(VERSION 3.7)
project(mqttdemo)

INCLUDE_DIRECTORIES(

${CMAKE_SOURCE_DIR}/src
${CMAKE_BINARY_DIR}
)
SET(CMAKE_BUILD_TYPE "Debug")
SET(CMAKE_CXX_FLAGS_DEBUG "$ENV{CXXFLAGS} -O0 -Wall -g2 -ggdb")
SET(CMAKE_CXX_FLAGS_RELEASE "$ENV{CXXFLAGS} -O3 -Wall")

set(CMAKE_C_STANDARD 99)
add_executable(mgttDemo mqttDemo.c)
TARGET_LINK_LIBRARIES(mqttDemo crypto)
TARGET_LINK_LIBRARIES(mqttDemo paho-mqtt3a)

KRHBIER

#include "MQTTAsync.h"

#include <signal.h>
#include <memory.h>
#include <stdlib.h>
#include <unistd.h>
#include <openssl/hmac.h>
#include <openssl/bio.h>

volatile int connected = 0;
char *topic;

char *userName;

char *passWord;

int messageDeliveryComplete(void *context, MQTTAsync_token token) {
/* not expecting any messages */
printf("send message %d success\n", token);
return 1;
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int messageArrived(void *context, char *topicName, int topicLen, MQTTAsync_message *m) {
/* not expecting any messages */
printf("recv message from %s ,body is %s\n", topicName, (char *) m->payload);
return 1;

}

void onConnectFailure(void *context, MQTTAsync_failureData *response) {
connected = 0;
printf("connect failed, rc %d\n", response ? response->code : -1);
MQTTAsync client = (MQTTAsync) context;

}

void onSubcribe(void *context, MQTTAsync_successData *response) {
printf("subscribe success \n");

}

void onConnect(void *context, MQTTAsync_successData *response) {
connected = 1;
printf("connect success \n");
MQTTAsync client = (MQTTAsync) context;
//do sub when connect success
MQTTAsync_responseOptions sub_opts = MQTTAsync_responseOptions_initializer;
sub_opts.onSuccess = onSubcribe;
intrc=0;
if (rc = MQTTAsync_subscribe(client, topic, 1, &sub_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to subscribe, return code %d\n", rc);

}

void onDisconnect(void *context, MQTTAsync_successData *response) {
connected = 0;
printf("connect lost \n");

}

void onPublishFailure(void *context, MQTTAsync_failureData *response) {
printf("Publish failed, rc %d\n", response ? -1 : response->code);

}
int success = 0;

void onPublish(void *context, MQTTAsync_successData *response) {
printf("send success %d\n", ++success);

}

void connectionLost(void *context, char *cause) {
connected = 0;
MQTTAsync client = (MQTTAsync) context;
MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
intrc=0;

printf("Connecting\n");
conn_opts.keepAlivelnterval = 10;
conn_opts.cleansession = 1;
conn_opts.username = userName;
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conn_opts.password = passWord;

conn_opts.onSuccess = onConnect;

conn_opts.onFailure = onConnectFailure;

conn_opts.context = client;

conn_opts.ssl = NULL;

if ((rc = MQTTAsync_connect(client, &conn_opts)) '= MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);
exit(EXIT_FAILURE);

}

}

int main(int argc, char **argv) {

MQTTAsync_disconnectOptions disc_opts = MQTTAsync_disconnectOptions_initializer;

MQTTAsync client;

//MQTT {5 Topic , HFE—RKR Topic HFEE MQ =HIELHIE

topic = "XXXXX";

//MQTT RSENIEE |, 7 MQ =HIl 8L 2L AlfEEN D BrixiHE

char *host = "XXX.mqtt.aliyuncs.com";

//MQTT ZFimso4E Id , FESE MQ IEHIEHIS

char *groupld = "GID_XXXXXX";

//MQTT BEFimigs Id , BRBE1TER . SEFRIENTE TCP iEEEEH—

char *deviceld = "XXXXXXX";

//M&S AK

char *accessKey = "XXXXXXX";

//HS SK

char *secretKey = "XXXXXXX";

//BRSSIHA , R MQTT WMYATIR & 1883, Bt S& RS 1ER

int port = 1883;

//QoS | HEERMHA , SENIBESIERE

int qos = 1;

//cleanSession , EHZEIFASIE , MRFEELIEEN cleanSession MIRRE false , QoS MIREL

int cleanSession = 0;

intrc =0;

char tempData[100];

int len = 0;

HMAC(EVP_shal(), secretKey, strlen(secretKey), groupld, strlen(groupld), tempData, &len);

char resultData[100];

int passWordLen = EVP_EncodeBlock((unsigned char *) resultData, tempData, len);

resultData[passWordLen] = "\0';

printf("passWord is %s", resultData);

userName = accessKey;

passWord = resultData;

//1.create client

MQTTAsync_createOptions create_opts = MQTTAsync_createOptions_initializer;

create_opts.sendWhileDisconnected = 0;

create_opts.maxBufferedMessages = 10;

char url[100];

sprintf(url, "%s:%d", host, port);

char clientldUrl[64];

sprintf(clientldUrl, "%s@@@%s", groupld, deviceld);

rc = MQTTAsync_createWithOptions(&client, url, clientldUrl, MQTTCLIENT_PERSISTENCE_NONE, NULL,
&create_opts);

rc = MQTTAsync_setCallbacks(client, client, connectionLost, messageArrived, NULL);

//2.connect to server

MQTTAsync_connectOptions conn_opts = MQTTAsync_connectOptions_initializer;
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conn_opts.keepAlivelnterval = 90;
conn_opts.cleansession = cleanSession;
conn_opts.username = userName;
conn_opts.password = passWord;
conn_opts.onSuccess = onConnect;
conn_opts.onFailure = onConnectFailure;
conn_opts.context = client;
conn_opts.ssl = NULL;
conn_opts.automaticReconnect = 1;
conn_opts.connectTimeout = 3;
if (rc = MQTTAsync_connect(client, &conn_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start connect, return code %d\n", rc);
exit(EXIT_FAILURE);
}
//3.publish msg
MQTTAsync_responseOptions pub_opts = MQTTAsync_responseOptions_initializer;
pub_opts.onSuccess = onPublish;
pub_opts.onFailure = onPublishFailure;
for (inti =0;i < 1000; i++) {
do {
char data[100];
sprintf(data, "hello mqgtt demo");
rc = MQTTAsync_send(client, topic, strlen(data), data, qos, 0, &pub_opts);
sleep(1);
} while (rc '= MQTTASYNC_SUCCESS);
}
sleep(1000);
disc_opts.onSuccess = onDisconnect;
if ((rc = MQTTAsync_disconnect(client, &disc_opts)) != MQTTASYNC_SUCCESS) {
printf("Failed to start disconnect, return code %d\n", rc);
exit(EXIT_FAILURE);
}
while (connected)
sleep(1);
MQTTAsync_destroy(&client);
return EXIT_SUCCESS;

A FEENBAMEIFER C# BEFimKCE MQTT JHE | HAHTRAIBHEIEIFZI{s%E.
=

AL IR BIIET Eclipse Paho C# SDK sEIL , SDK FEiS£ M MQTT BN ER. WEREME=AN
ZPis , IEESER.

1. BIREHE

5 MQ 1289 MQTT RS , BEERLMAHFEAN Topic KRERCEHE. WIRLE |, BLEE
A& Topic, Group ID &R,

RS AR EERIEERIEEIINA Region , HiE0 MQTT ZEE(A4I200E NS , BBA Topic E&REMIE
#4t2 i, BRABEERSSIRE MQ BR.
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R . MQTT NS KT Topic FEERS , (ARREEEMEIT | J2amRs,
2. INFHER

KHIER CHIESRE | CF ERIRKBRGAIITLABTER. JLUERER NuGet B8RSR, 5iEH
ITIRIERDmIE | ENRIBRIFIESE paho B, A MEERERAE EIERRL R E .

Install-Package M2Mqtt -Version 4.3.0

3. MQTT YrkiHR

REHIRESETAMEER MQTT C# EFIRAIXFIEIGHE. TR IR HEIERE | WARHR
FRIEEN— ERITRE. LRV AEMNMNEEFIREEEFRR  RURRESFPmEERRE  FE
SME BN = FIREERE.

using System;

using System.Collections.Generic;

using System.Ling;

using System.Net;

using System.Security.Cryptography;

using System.Text;

using System.Threading.Tasks;

using uPLibrary.Networking.M2Mqtt;

using uPLibrary.Networking.M2Mqtt.Messages;

namespace MQTTDemo
{
class MQTTDoNetDemo
{
static void Main(string([] args)
{
/MBS SEEIR MQTT EA RIS
String brokerUrl = "XXX.mqtt.aliyuncs.com”;
//HAMESREZRMKE AccessKey
String accessKey = "XXXXXX";
//HAMESIERIKS SecretKey
String secretKey = "XXXXXX";
//HAMESTE MQ 1=HI&FRIERY Topic , 1E9 MQTT B9—%% Topic
String parentTopic = "XXXXX";
/MBS Z g Clientld , FEFRIELBE— , HPRIZEERDED Groupld FEfRAE MQ =HI &S
String clientld = "GID_XXXX@ @ @XXXX";
MqttClient client = new MqttClient(brokerUrl);
client.MqgttMsgPublishReceived += client_recvMsg;
client.MqgttMsgPublished += client_publishSuccess;
client.ConnectionClosed += client_connectLose;
String userName = accessKey;
/ATESE
String passWord = HMACSHA1(secretKey, clientld.Split('@")[0]);
client.Connect(clientld, userName,passWord,true,60);
//ATI5) Topic , 328551 topic , LIRZH topic
string[] subTopicArray = { parentTopic+"/subDemol", parentTopic+"/subDemo2/level3" };
byte[] qosLevels = { MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE, MqttMsgBase.QOS_LEVEL_AT_MOST_ONCE
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client.Subscribe(subTopicArray, qosLevels);

client.Publish(parentTopic + "/subDemol", Encoding.UTF8.GetBytes("hello
mqtt"),MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCE,false);

//%3% P2P jEE , 4% topic MR p2p, =4 topic 2EIREF iR clientld

client.Publish(parentTopic + "/p2p/" +clientld, Encoding.UTF8.GetBytes("hello mqtt"),
MqttMsgBase.QOS_LEVEL_AT_LEAST_ONCE, false);

System.Threading.Thread.Sleep(10000);

client.Disconnect();

}
static void client_recvMsg(object sender, MqttMsgPublishEventArgs e)

{
// access data bytes throug e.Message
Console.WriteLine("Recv Msg : Topic is "+e.Topic+" ,Body is "+Encoding.UTF8.GetString(e.Message));

}
static void client_publishSuccess(object sender, MqttMsgPublishedEventArgs e)

{
// access data bytes throug e.Message
Console.WriteLine("Publish Msg Success");

}

static void client_connectLose(object sender, EventArgs e)

{
// access data bytes throug e.Message
Console.WriteLine("Connect Lost, Try Reconnect");

}
public static string HMACSHAL(string key, string dataToSign)

{
Byte[] secretBytes = UTF8Encoding.UTF8.GetBytes(key);
HMACSHA1 hmac = new HMACSHA1(secretBytes);
Byte[] dataBytes = UTF8Encoding.UTF8.GetBytes(dataToSign);
Byte[] calcHash = hmac.ComputeHash(dataBytes);
String calcHashString = Convert.ToBase64String(calcHash);
return calcHashString;

AXZEENBUMEER JavaScript EFImIA MQTT JBE , FAERHIRBHEBIEFAUINESE.

e g

ARILEHBILFIEIET Eclipse Paho JavaScript SDK SCH |, i% SDK TEIESIMQTT #NES. WFERHEMD
BEHNE i, EESEK.

1. FIRERBE

5 MQ 1289 MQTT RS , BEERLMAHFEREN Topic RREBCEHIE , IRREBLEREHA
ER{& Topic , Group ID XA,

iSRRI BRI RIEERIMAY Region , 0 , MQTT HFEEALAL2A9ENR |, HP4 Topic EXRIREHIE
te4b2 HBif , WRFIBEKES BT MQ &R,

IR MQTT RS HRT Topic ARERIT , NBEEEMERRA , IRERH.
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2. MQTT T&iEE
REGRBIRASERANMAEER JavaScript ZRiRKEE MQTT ER.
config.js 34

host = 'XXX.mqtt.aliyuncs.com’;// IREHRIFAFIEAREE , ARG ZESERNESET XY , SEEFSHE
S

port = 80;//WebSocket i iRSimO , ANERZE HTTPS | i§H443i%m0

topic = "XXXXXXX';//ZEH2FH) Topic

useTLS = false;//2&EEIMNZ HTTPS , WNERE HTTPS , i8E 7 true

accessKey = "XXXXXX';//MSH] AccessKey , ERE=ZHIEEE

secretKey = 'XXXXXX=",//MSHIH Secretkey , HEME=IZHEEE

cleansession = true;

groupld="GID_XXXX;

clientld=groupld+'@@@XXXX';//Groupld @@ @Deviceld , Fi=HIEEHIER Group ID F1E 2HEEMI Device ID HEMIAL

KR EBRER

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-
transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml|" >
<head>
<title>Aliyun Mqtt Websockets </title>
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<script src="mqttws31.js" type="text/javascript"> </script>
<script src="config.js" type="text/javascript"> </script>
<script src="crypto-js.js" type="text/javascript"> </script>
<script type="text/javascript" >
var mqtt;
var reconnectTimeout = 2000;
var username =accessKey;
var password=CryptoJS.HmacSHA1(groupld,secretKey).toString(CryptoJS.enc.Base64);
function MQTTconnect() {
mqtt = new Paho.MQTT.Client(
host,//MQTT &
port,//WebSocket i , aNER{ER HTTPS INEZENIEE 9443, BNEES0
clientld//Z i Clientld
)i
var options = {
timeout: 3,
onSuccess: onConnect,
onFailure: function (message) {
setTimeout(MQTTconnect, reconnectTimeout);
}
}2

mgqtt.onConnectionLost = onConnectionLost;
mqtt.onMessageArrived = onMessageArrived;

if (username != null) {

options.userName = username;
options.password = password;
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options.useSSL=useTLS;//N5RMER HTTPS INZENIELE A true
}

mqtt.connect(options);

}

function onConnect() {
// Connection succeeded; subscribe to our topic
mqtt.subscribe(topic, {qos: 0});
message = new Paho.MQTT.Message("Hello mqtt!!");//set body
message.destinationName =topic;// set topic
mgqtt.send(message);

}

function onConnectionLost(response) {
setTimeout(MQTTconnect, reconnectTimeout);
h
function onMessageArrived(message) {
var topic = message.destinationName;
var payload = message.payloadString;
console.log("recv msg : "+topic+" "+payload);
)3
MQTTconnect();
</script>

</head>
</html>

AXEENEUAER Python ZRiRECE MQTT JHR , AEHRAIRBERIRAANNSE, BEKFRHRIE
. INEER. RARES. TEERE.

a5 —

RIAHAIRGIEIET Eclipse Paho Python SDK 3C3] , SDK FHiE2 R MQTT BNAER. WFEAEMSE=
FHEFE , HESIEH,

1. HRERIB

5 MQ 124489 MQTT RS , BEEERENAERN Topic RREECEHBE. NREE | BikiEs
BHEE Topic, Group ID F&IR,

iSRRI B ERIETRRIEEXIRAY Region , filE0 MQTT FEFEREAL2HENR , FPA Topic ERIREFHE
462 i85, HRHBRNFSIEHE MQ HiF.

R . MQTT RS HRT Topic FREME , (BEEREMRUT , RAERH.
2. NS

ARBIER Python IBES4RE , Python ZEFIRKEASHRINCILABTIER. —MRRA pip BEESRAE , B
HLELBIES%E paho BEAXM.

BE7IWRAERIASTF SNL, NRFEREA SSLNERIEETTT | IBEE LTS EREIR patch LIS SN, 54k
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EEHEH SDK AR :

pip install git+https://github.com/exosite/paho.mqtt.python.git@openss|_sni_support --upgrade

3. MQTT i&iER

ABRRBIISETRAMARER MQTT Python EFimAXHIRLEGES.

#!/usr/bin/env python

import hmac

import base64

from hashlib import shal

import time

from paho.mqtt.client import MQTT_LOG_INFO, MQTT_LOG_NOTICE, MQTT_LOG_WARNING, MQTT_LOG_ERR,
MQTT_LOG_DEBUG

from paho.mqtt import client as mqtt

#accessKey get from aliyun account console
accessKey = "XXXXXX'

#secretKey get from aliyun account console
secretKey = "XXXXX'

#MQTT GrouplD,get from mq console
groupld = 'GID_XXX'
client_id=groupld+'@@@'+'TESTO0001'

# Topic

topic = "XXXX/python/test'

#MQTT endPoint get from mq console
brokerUrl="XXXXXXXXX'

def on_log(client, userdata, level, buf):
if level == MQTT_LOG_INFO:
head = 'INFO'
elif level == MQTT_LOG_NOTICE:
head = 'NOTICE'
elif level == MQTT_LOG_WARNING:

head = "WARN'

elif level == MQTT_LOG_ERR:
head = 'ERR’

elif level == MQTT_LOG_DEBUG:
head = 'DEBUG'

else:
head = level

print('%s: %s' % (head, buf))

def on_connect(client, userdata, flags, rc):
print('Connected with result code ' + str(rc))

def on_message(client, userdata, msg):
print(msg.topic + ' ' + str(msg.payload))

def on_disconnect(client, userdata, rc):
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if rc!=0:
print('Unexpected disconnection %s' % rc)

client = mqtt.Client(client_id, protocol=mqtt. MQTTv311)
client.on_log = on_log
client.on_connect = on_connect
client.on_message = on_message
client.on_disconnect = on_disconnect
password = base64.b64encode(hmac.new(secretKey.encode(), groupld.encode(), shal).digest()).decode()
client.username_pw_set(accessKey, password)
client.connect(brokerUrl, 1883, 60)
client.subscribe(topic, 0)
foriin range(l, 11):

print(i)

rc = client.publish(topic, str(i), qos=0)

print ('rc: %s' % rc)

time.sleep(0.1)

client.loop_forever()

4. SSL 73R EREIRSS

{£F3 Python ZFimiEd SSL STURERIRS | FEZFm>FF SNL

SNSRZ Paho RIAIEFin , 1B1RYE Release Note HHAREHF SNIL, WIRISH |, iSRIEANSE 25 - M
BEAYRBAZREE patch,

HELRER R | 52 SSL AR HREERUATRA

- & A RIR & /98883,
- FESNRSBHAIHIES , HECE TLS 241, EB TEIHENT : ca.crt

B2 , (B LFECERZRISNILERXY | FHREEERA broker #thilk,

client.tls_set("XXX.crt', server_hostname="XXXXXXX")
client.connect(brokerUrl, 8883, 60)

FEhl & EFErEr

AR EEIARS MQTT SehligtfT4e2%. HECRIZHEEE,

MQTT sLf4esk

MQTT sEFIZIERZ BI7 RS RRIKSLEXIMAITFHAIXER | ERATEREE, WNRFIHAREE | GREBLAI7X
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, TRIGRREOZEE A,

£ MQ EHEZEMRSHZIERE MQTT S >MQTT LAIEE.

BRRELIRIILHIHENLBFRER,

Topicf

pess ] s
> T
> HEER S
v MQTTEE P i k- BUEERY(E : 2017-04-06 21:08:38 FKAed(E) : 2017-05-07 00:00:00

MQTT ZfiE= RS EIR - 100000 TPSER : 20000/53 TEFAA LR : 100000

MQTT Groupl DETE

P ———
MQTT TopicEsial
e = )
MQTT kST -

BTG LA |, PRI E - ma 2R .

LFEE

SERIEHR

HESE PR 1054 ITERRE LR 1055 EETPS LR 2R &/
Hbigf: SRS, HA SRy

FUHARTIE]: 2017-5-7

e

WEEHS: 118

MQTT s&fizsEd

IRSSIZITHAE , WRAMBTUSIRIER | FENREMERILERTT &  WFEEHTEE.

EEHIEENSH=ERE MQTT SEAIERE | REFRER(FRISEAIHENSEAFER.

BEREA LASEAIFREE , BRI E =~ R AC .
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LEIEE

RIS

ek bR 1054~ TERFRE LR 1054 IESTPS iR 2R&/f e 118
Sidsk: i 2 @il

EH#ARHIE): 2017-5-7

EETE
EEE EIR 3051 5054~ 10074 2004~
LETPS R ST/ 105584 2055 SO/
1] =2 MRV |, HEER FQoS1f1QoS2EER T RLAM FAHEEE,
&
b3
b1
3. SH4RQSZH A 000 , BB TPS B2 : 10°(1000+1000)=20000
TEARE LR 501 100551 2004~ 500754
==
3 .
A

- BBRRSEAIFHRECE—ARSCRTAERY | HER—ARFE MQ BAARNAN | SFE—E/E
. FHREREARSS B TASZ RIS,
- SLOIRFECHSERIAERY , (BB , ARl BN IE 2 RIsLGIS 22 EHARDIS S5 oRAT Bt TR ECR
1E.
- SEIEFCAREISRAIRME |, BIEEBRITIEZEENHER | SHERBARERE TR,

MQTT SLAliE4E

SLHNSTRAE AT LIS B SRISEAIRIA SEKAIE , BFEREWIA TPS, RRELGERE. TTIXEHEFER
 BALURESLAIRE | SCRTiRi=sLAIfERELR.

ERLAER
1 (EEHIA MRS MQTT €32 > MQTT SLpiER.

ERREEENLAHNLAFERE , AITEERKER.

55



HEBAFI MQ FHIHEBATI LMQ

b i1
=I5 =gy SRR - 2017-04-06 20:46:31 EJH104/) : 2017-05-07 00:00:00
SR 10 TPSER : 2045 TTRAXRLR : 50
SIS AR
ERG8SWHEER LB BT ST X R
800 4
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400 2
200 ‘ ‘ 1 |
|
|
o ! 0 !
0s:00 09:00 10:00 11:00 0s:00 09:00 10:00 11:00
HEWETPS LfIE P IRERE LRSTRARR

IR ESLAIRE

BRT ATEABSEKA , MQ M 7 iR ETIRE. HENRISShMEREETRENKRESNER , MQ 2
BREAFIAERERS | RERIRFENE.
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