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HiERBA% LMQ

AXEENE MQ HIHBERBAFI ( Light Message Queue , &R LMQ ) , 8iF MQTT tMYERBEE. MQTT
IREBHIEEREBLIR MQTT i EENNAZS. WMAERRESMNFIESEMQTT EA.

f&afr

X3 FA PR s B EAR LA R DB A RS IR HEE K . MQ T MQTT 1Y AYFEE .
HEBATENEH ( Message Queuing Telemetry Transport , &#R MQTT ) 2—FizE8 , EFAHITIH
TEEVRIRIRTE WY, SO, R , FEXIFFE | LT LUERT BB R/ MR EREk
, BB e BB FIIB IS E RS .

I EF R EIE

- ERRMATHEEER |, BRE—XNSHEED K | BT NAEFZERES |

- WRBREFRIHEER

- {23 TCP/IP fR{HLERFIMARIZESS ;

- B=MRBIRHBRIEERSS

- NEUER , RN (B KEAISKERR2FTY ) | thlIRE/IME | LIHEMESSRE.

R

MQ FEEESZHE MQTT 3.1.1 #hY , BT MQ #ZOFIEARE 1IN MQTT i KA XIS EEAR _EAIZ i
RHIRS. BRI TERR

Embedded
ECS Server App T App Browser
C++ Java C# C++ Java i0s Android Js Python
SDK SDK SDK SDK SDK SDK SDK SDK SDK
Private MQ HTTPS TLS Flash Websocket
MQ Protocol Service MQTT Protocol Service
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Hep, MQ Core Service ARKERTEESFENS LR , LESGF MQ FABINNYARSSZRLAK MQTT il /IKAR
Sam. MQTT MXASFMAFAI MQTT ZEFiREMIRS | BRE MQTT MHiAlER MQ FABMMNAYEEHE,
FET/RNT :

1. 12t MQTT BRSS , AR MQTT BEEEEHRM/EIR MQ HEFEE] MQ UORSY |, SEIEEL
1TRE.
2. BCRE MQ RUEE. | FHEHBERIEMIIRA MQTT HR | #EXis MQTT EFin , SCIEUETT

EFRDT :

- i/ MQTT thiAIZ IR EABEIRIEAN MQ , —IRDELRIME | LATBRATNIRE. BEiFH
< PR, XERRZSRRIFE L.
- £ MQ i AIZ Fin—AR{E9LSS ERIBRSIHIEAN MQ |, RiZEBEMIEZAY ECS iR,

RIS SRS

MQTT {E/9RBENEERRLARATER IR E RN , MABRFE. Bl MQ RH8 MQTT IRSZELEST
UHBFTNA |, BE T EEEN. FEN. SR, BINIIREZ MR, RIS, MQTT IRSIERASHI
BT, RRTRRAMRE , STMEGEAILERKET R | (RESE USSR ERERTEE

; T Wi
e
: SRR BT
O A\ivare MQJRSS asnor:
&R
Y

BELE iR ERS , EF MQ 89 MQTT IREBEBLI T
1. TR MQTT thiY , REBATTHEAIRGS , LTS,
2. AILASZ e hin MQTT jEHEMRSHm MQ [BERERERE , LIRS SIS ETIE.,
3. IS B RARES] , FH32#: SSL/TLS MNZHE(S | iR EmELeT R,
4. FERHAZIE MQTT 3.1.1 tYHY SDK , BEEAZEEIRFAZE=STFES.

AXEBENE MQTT YA —ELEAKBEURENERIMEER MQTT WREINEZMSHAE, MQTT #
ANESESRERZRIESE MQTT fREESBAS.

GAES

Instance
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FRFEEWE MQTT RSZAISEAETT , 81 MQTT LRI N— M &BE—RIIRSEARURL, A MQTT
AIEPTREAANINAY Region BIE—PSE , FHERMNAYEARIILEARS. WEEBE MQTT SLAESERIR
BiE,

Parent Topic

MQTT tHh¢ETF Pub/Sub 1&E&! , EIHHEERERE T Topic. RIE MQTT il , Topic FEZSHK , EX
—4% Topic 92 Topic ( Parent Topic ) , {#F MQTT Hi , 1% Parent Topic FELE MQ =HI8 S,

Subtopic

MQTT B9—% Topic , BE=% Topic #EX Topic FRIFX. R , ERABRERERE , TFHE. FE
IEERIZR MQTT PR Parent Topic #1 Subtopic FIRUKE 64N FFR , IIRBHKEREISESHEFihS

Al

'%0
ClientID
MQTT K9 Client ID EMNEFHNE—IMR , Ek2BE— , FAERRY Client ID &z MQTT IRESSHIE
“h,
Client ID SRS ER , BERFZ 9 GrouplD@@ @DevicelD, Client ID FIKEREIF64ANFERF , REEH
A FFH.
- Group ID: BFiEE—HiBEEETE— M AEBAER , KF—XBEh8EANEE. Group ID
FEE MQ I=HIERIBATER , BiEiEESEHERE.
- Device ID: BMEEH—TL"AIRR |, HISHECIEE. FEfRIEERE— , AN MEREHRE
SNEZI=N
PR
Username

£ MQTT ZEFiIRKIAERR , MQ £RIERFIZRER Username 1 Password EHH T, SRGZEGE
[ A —HIRERASTE. it Username iR B NFIE =AY AccessKey BIE],

Password

MQ EKFF1E GrouplD {EAERFER , SecretKey {ERMER , (8 HmacSHAL EiAITEEEFRE |, H
BREEZFHHRIZES Password SEFHRATEN, XTFENNEZITENNBFSERSESET, BN
KRBT LIS EZ MESHRARIdemoiZfF.,

TIPS

ServerUrl
MQ 249 MQTT BREZHIENS URL , 22K URL , BET MQTT BENS T TR AN AY1883ik

. FIRIASZIFINE SSL, WebSocket , Flash 5=, ARURLEERIBEAZEEHE  FZERE.
FRIELAESERRRBERETI.
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SRR
QoS

QoS ( Quality of Service ) IEHEEBHRESHRE., ©EIEQ0S0 (FREHA—IX) . QoSl ( E/MAE—
R ) 1 QoS2 ({XpE—IR ) =5,

cleanSession
cleanSession tr&2 MQTT WY FIT—MNERiHREY TCP IEERERFRODZAMAESHNEN., BMMENINT ¢

- cleanSession=true : EFimAEIR_ELAT | >I—¢T E?EIL‘,\ZEUFEE ARTXRUNRBEER.,
- cleanSession=false : ZEFiRER _L&AT , FEEMEZFINELER |, MZBIENTRXRBSFE

£
a4
- MQTT EKREBNEFIRERIEREATHY cleanSession iREMRAERE , AAFNTEMN , BEUNESSHE
ZEERIFRTEIR.
- MQTT BEEIXIh QoS2 iEEASIHE cleanSession , AIREFiHLL QoS2 ARITEE , BMEES
cleanSession=false thAAS4M,
- P2P jBEHI cleanSession FIMTLARIX S E FinRIBCE NI,
- QoS # cleanSession FIAREHEFERIERIN TR
QoS4 5l cleanSession=true cleanSession=false
QoS0 F%%%% , EEBEREIE 9:&%%%% , EERBEREE
—R —IR
QosS1 TELHER , ALBERRIEANA BEZLER , FiEEERIERL
F%’%%  EEHERIRIERE e
QoS2 Zr AT

Demo T#&

A Demo FEBRIETEEVIREM LMQ NIEIN , —2—2P18Z LMQ X T#E. Demo #2FLA Java A
5, BIEFER MQTT thilltk MQTT JBR |, EHN%E SSL & MQTT iIBELAKR(ER MQ itk MQTT
THERG,

%% IDE

REJLASEFE IDEA 5 Eclipse, A3\ IDEA J9l,
IB1E https://www.jetbrains.com/idea/ T&; IDEA Ultimate ki , FHSEIDEA BB TR,
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T LMQ Demo T78

£ https://github.com/AliwareMQ/Img-demo T&; LMQ Demo TF2ZIAiE

£ AliwareMQ / Img-demo @Wach~ 4 Star 0  YFork 0

<> Code Issues 0 Pull requests 0 Projects 0 wiki Settings Insights

Dema for LMQ

Edit
Add topics

D 4 commits ¥ 1 branch © 1release A1 1 contributor

Branch: master v New pull request

Create new file  Upload files  Find file Clone or download

zhongliang.czl add Imq token demo

Clone with HTTPS @ Use 5SH
B Use Git or checkout with SVN using the web URL.
B Img-java-demo add Img token demo 9
https://github.com/AliwareMQ/1lmq-demo.¢ [
[E .gitignore init Imq java demo

[E] README.md Initial commit

Download ZIP
README.md

TH = EMERIERIAIFIE T Img-demo U4,
Demo T#ERECSUT/IINEE.

LMQ Demo T#E34-S A IDEA
AR NRAMERREE IDK |, 1Bk PR,
1. XU IDEA [ERFTFF IDEA,

%63 Import Project , %% mq-demo-master {43,

]
Goe ¥

9 mg-demo-master
Name

¥ B spring

» |1 java-spring-demo
¥ [ http

» |1 java-http-demo
¥ B tep

» I java-tcp-demo

1284 Import 38,
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® ] Import Project
Create project from existing sources

© Import project from external model

& Eclipse
[ Flash Builder

| S —

BOANRE Next , HEISA5Thl. Demo TIZFENHMKERY JAR & , AILSASEFTESFF2-30
.

FRiE LMQ iR

5 MQ Z=HIEME LMQ 321, 8 Topicilik& S ID (GID) , BNRHESITEELMQENESETH
BIREIS,

= LMQ Demo

FREEX fttest.properties , BARIIREI AR :

- brokerUrl : IEZEMQTTIRSHIE N sitbhit , MISESLIF RN MizH S SKENE [ Z B,

- ssIBrokerUrl : EFNNZ L TEEITRERCEILLSE , MbrokerUrlfigZ—F , REMMYEEEMIRO
=

- topic : EMQIEI G HBHKAEEN—RER , MQTTIMYFRERLREEHTE,

- accessKey : IR RMKSHIOIREL.

- secretKey : FIEE RIS HLFREN,

- groupld : MQTTEFIRECERISEID , EEHIEHRIBEFER,

- gos : WRHBIZREIQoSHK S, BEASEMQTTINUEA,

- cleanSession : REEFIHKINISIEEEERFAMER , EASEMQTTREMNNIRA,

- producerld : FRAMQEFin&HE IR ERICE.

- consumerld : EFAAMQEFinllEEINHRERE.

A MQTT SREaMIAHR

LA Main 752UE5) MQTTEFRIAES. |

1. 517 MqttSimpleRecvDemo ZEiTEIER , AJLABNEBHRIZKGTEINEE.

2. 1517 MqttSimpleSendDemo E&IXHE. , ATLAENEEHAEMAINFIENNAE.

3. ER MQEEHE , AAMRREIEEEEER>Topic Hif] , 1EE Topic FffiTE , AILIER
IHEB&RIXE Topic,
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A MQ HREaMAiER

1. 517 MgRecvMqttDemo ZEEE MQTT EFiRARIXANHR.
2. 1517 MgSendMqttDemo 2£[F MQTT ZFig&iEE,

BESRIR EEIEEMLL

PA SSL5EaRHR

11T MqttSSLSendDemo SEFERNNZE A UEERSINAXHEHR.

NS

FNEENE MQTT MAFECHAVESTE , 88 MQTT ZFIRER. RBBEANEEFHA.

B miEic
MQ 244489 MQTT RSF=HSE(E MQTT3.L1 gt , B0 FESBIERRRTAHI MQTT 270 , (ERHEAES
DEFUFERT LRSI, S MQTT FRSMITS | BER=r ST

ERPE ERIS=75 SDK (L

Java Eclipse Paho SDK http://wva.eclipse.org/paho
/clients/java/

. T https://github.com/ckrey/M
i0S MQTT-Client-Framework QTT-Client-Framework

Android Eclipse Paho SDK https://github.cpm/eclipse/p
aho.mqtt.android

http://www.eclipse.org/paho

JavaScript Eclipse Paho JavaScript Jclients/js/

. https://pypi.python.org/pypi
Python Eclipse Paho Python SDK Jpaho-matt/

HESHEFim SDK 80 PHP SFEINEBRENE. WBHmE LG
http://www.eclipse.org/paho/downloads.php #17 %L,

IRSSNEE

MQ ELERE=E Region FFEI MQTT RS , B Region FUIEANREESNTER. B, MQ BRIFFK
B MQTT RS T SHERERI MQTT MY |, iA£523F MQTT SSL . WebSocket, WebScoket TLS, Flash,
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XIMAIBRSS RO T | IERIESE IR RIS,

Region % RN SsL Websock Websock Flash -
wE =

R w0 B ssLigmy  WeH

pljmEZ N
£/,

1883 8883 80 443 843 Topic &
IR PRL
i

25| wiGls
:'?‘;)%J:ﬂlq

#e4t2 1883 8883 80 443 843 %ﬁ?’%‘
IR BRLE
it2

HIRL(f
e 5
E5(5F

-y emy | 1883 8883 80 443 843 Topic &
IR
Rl

R2(E
i’@}fé%_tﬁ
SER

0, 1883 8883 80 443 843 Topic &
IR{XBREE
2

LRl (R
I}II};%J:W
% % I

gl 1883 8883 80 443 843 Topic &
IR pREE
Bl

1R
g
- )2 EIRR
Sh—1
2?*342 1883 8883 80 443 843 55F
= Topic &
RN RE

Bt

5
Ry

R
5 MQTT Bt , —EEAEXINAY Region ERIE Topic FiR , YIRE Region HRSKAZEIER.
N\ REREL

RIS FREEFTZERW Region , ERIRIESIEREMNAIMNIKRE , AREXINAT Region ERIFLHI
. GroupID F&IR, HELAFRIAAEE CRFAIEZEAR URL, BINTIESERIRBIENE,
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5 MQTT WA BEFESLME MQTT 3L , HERE Topic 1 MQTT Group ID #HiR , BNIRS imeiBLaIE
3509 Client ID gOiE#E,

TIE MQTT 3265 (2017 &£ 4 B 24 HdMLE )

JUEEER MQ #£HI8WLLE , siERE MQ FRENREWE, =HaRFENT

FA RAM EKSER MQ ZHlE | AEMSHEEE MQTT 312 > MQTT LEIEE.

iR : RAM FIKSAEERIE MQTT Ll , FEEHIEthAEEE MQTT LAIEE | BREWRSHIT
BRI,

SRS FRSES~ & BFNE A AccessKeys THiRsS - &% EBS~  mg onli*****@aliyun-test.com »

HEMF MQ oy PRSI el Rl e R g

TopleER MQTTEGETE
» ETETREE

=D AN ] RS BIEERE)
]

s _E
MQTT ZHEE
MQTT GrouplDER
MQTT TopicEif)

MQTT frastit

> BEEE

fEscpIEETmmE |, BEA LAFELAIRE | BMERNER T RWERE. RIEEChSIERIEE
TS BRa B fafd Z&sLhl.

| {4ERAFI ( Light Message Queue )
MQ-$H2IR MO-E (2 LMQ-TRIFE
E=i kel HAHEEE]
L
LR SR
K iRz
B 254 5B
o &Y 188.00
E =l T EREFH TCP SRS, - =
" HEASBE - PISREE A0
SZRIRSE
EESEES ooty 1TRA STHEAD STRA A
2BRA
HEEATPS : IREHHERLMOTISIIN | 81T LTS AT MTEE R e,
THHRS SRR >
TRERAY 1A 5AA 1054 2051 S0BT
1004
TSRS | RS LMQ [ AR ST I R .
HHRNS SR >
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| 452 BA%1 ( Light Message Queue )
MO-giR MO-HRE T 2 LMQ-FRfd# LMQ-ZE T
LR
ww Bzl
s EHERA
B 1 sl
= P st i 52 B
¥ 0.30 znome
§ e TRRRH
§ EBHERIEREY | IR TP L FHENE TCP SRR, TRANIASE  WABEAE. ¥ 0.02 JT/1004
I " S
¥ 4.00 maoms
HEUCEE : EEBLMQISEID , T 3 . ERAERER e
R St - ¥ 0.00 sw
N i RmEERROR
iITRXRY : BFE LMQ [BSE EAHRSOTEMNIGHE. [HRRENSX  IEEERE.
RS EEEE >>
R
It -

- B FAFPESA Region T, S0 EELAIBRIRWELY , BI—MRFPE—

Region TREME—MEMIRFI—MEEIRSIA.

- BIRIRASSIZRIGE TPS, EEEITRXER | ERAEIIS, ERT/ NS SMA

RS PRI SS o

- WSEEBhRSEBISERIAERL , WEHEMSEAIFE MQ FIRARNAERE | LHIFNETHS

BRI

WLseRkfERIAE MQ =Hl& MQTT SLAIEEREEZISLHIR.

SRS Mo e m em s s sne
Topic T2 MQTTSHIERE s
» EEIRER
HE
s - EEY  TPSE  TAX
HEER ZEID N7 Zopem R [ RER RS SR B{E
v MQTTEE 2017-05-
[EESTET]) 100000 20000 100000 06 LS
MQTT spisE 00:00:00
MQTT Groupl DETE 2017-05-
Eiresg) 10 20 50 ZEPHFE
MQTT TopicEsif) 00:00:00
MQTT kgt . - )
S Eme=

BA : ETES AN RIS T BTSSR R TR aIE,

EAiE MQTT Topic

5 MQTT thilleRIBR , FERIE MQTT A9 Parent Topic (—4&& Topic) . Z%%F Topic THHPIE , B

BB ERRIA.

SNZAEFERER MQ RIELHIEID Topic , NEHRERIS Group ID BR], (IKRISBHRIE , H5EHIE Topic,

R INRFEAR Topic XEAIAFHEHE , £ MQTT R TAMRBIEERINF. EEERTR Topic.

ERiE MQTT Group ID

10
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MQTT Group ID FAFEE—HZiEREE— T Rt ENER , KF—SERINEERNIRE. Group ID
Device ID £EEMATFIREI MQTT ZFimAY Client ID,

£ MQ =& Topic EERE , #E| E—LHiER Topic , BEAMNBRIFEI=RIERE MQTT
Group ID,

| Topicti® | ) opic m

Topic ® ESfiEe mme et e e

- [ FfEE 2016-10-20 1%:57:57 BEEE ssﬁ‘q B | B SEER | SERE

it-F 4 2016-10-20 17:53:57 SEEE | HETE | GEMQTT GroupD | Bk | Bl | SEER | SEEE

- L 2016-10-19 19:08:20 SEET | GEIA | SEMQTT GrouplD | B | BIR | SEER | SEEE

- . FES 2016-10-15 19:37:52 SEES | HETA | H#EMQTT GroupD | HE | B | EEER | EEEE

o mEE 2016-10-02 11:11:24 SEEF | SETE  SEMQTTGrouplD | HiIE | BN EESN  SEEE

ne'n an FE& 2016-09-26 15:59:32 SEEE | GBTE | @EMQTT GrouplD | EIE: | BT | EEEN | HEEE

E 2016-09-22 14:42:25 SEST | HETA | HEMQTT GrouplD | Bl | Bl | EEEN | REEE

= = izt 2016-09-14 22:06:18 SEMT | BEITE | EEMQTT GrouplD | B | B | EEEN | EEEE

= " iz=r 2016-09-14 22:01:47 SEAE | HETA  HEMOTT GrouplD | EiR | B | EEER | SRR

TR HARHEE I AR EHIBH Group ID FEAHRE.

iR : MQTT Group ID RIssRWALA “GID_" FH3k , RERGIE7-320FH , AENRTEFH
F&, WRBMNAGEFHHERERATS , BETSHRIUER.

s ~ Qigz @=eur A B . = ; ‘ m
BEMQTT Group ID
PN Lel
Topic: - -
TopicEHE ) Group D
MQTT Group IHEEIRFIFET-325°11 , M4/ALIGID_FFsk | BT
RHFOANERE
N WFR | EREREMQTT EAES
EiMQTT GrouplD
W EiEMQTT GrouplD
T EFiEMQTT GrouplD
1 FEE 2016-10-15 19:37:52 Mgk | BiETE | BiEMQTT GrouplD
Fasa 2005.00-02 000000 BEEE S sENOT counlD

EiEToRE=BEEE] MQTT Group ID EIENHE. ZAHERERE] Region THRIKSHBER
MQTT Group ID,

oo
s | MOTT GroupiDMT2
b TR
b e Topic Group ID ) SE
ar mm e - 20161020 FF30910 [ KOEN | REEN | ASMRSE |8
¥ MQTTEE
MOTT GroupIDETE — N ——— e - 20061015 EF1L291  [CEQl  KOED  @EEN | EBERST | #R
MOTT Topici =y L 2016-9-28 FF1:48:32 REEN | REEN | HRLEST | B
MOTTH R
v R

11
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bE o — W

- EBi5 MQTT Group ID »/iBEYEE Topic BNESHER,
- BAi#dL 1 Region BEARSIE MQTT , FItiE4I& ETARiENAEIR.
- 4NR Group ID REBfEF |, iSRRI,

RIXENEBFER MQTT KW AERHEERRINER AT RSN EREHI S TREMERRITTIE,

£ MQTT iAHR | IRSBIHFENZFIRIISOETRIRRIL , EitEFimiERPEHEES L& LELS
51n.

MQTT SDK iAiais B RS 28

MQTT ZEFimsthriERE MQTT iHEMRSSE8ET |, £ connect iR HFFZE LE username # password, HH
username G2 AccessKey , password N24E Group ID {EAFEEZ=FE , A SecretKey {EATRITES
FES.

EbanZ= FimaY Client ID 2 GID_AAA@ @ @BBB001,
AT FE B FRFEFEMN Client ID 895148 , BD Group ID,  “GID_AAA”

SAIEFE SecretKey {EAFSE , (FF HmacSHAL 7553 L EEFSE = EMERITEERI— N THEIEE
. RIEXHZZHEIEUEM Base64 FRIBSRIRLLHY password EFFFFEH |, Bl "eqweq+adwe23fssf”

Hmac RIEIESLHL , ' MESEPEIARIREE | BETER.

EREHSEMER

ABERFHIEE CHEZTEREIER , LMQ =H8iRE T E2THETRHESELX.

ENTEREBAIMKS AccessKey , SecretKey LAK Groupld , BIRJ{5EIfERFHHEIRER UserName F
PassWord &%, EASEWT :

HZglrm w1 sl ke s BB AR
R MQTT BEE (SR
STRED
BEE AE(QSSKQYZ"‘OWG'D”PH yourgroupld ‘Se[l’et}(ey ‘ yoursk e
MOQTT 2ol MQTT UserName yourak

MQTT Groupl DETE MQTT PasswWord IFEelpTeMrVHHyg3BtSIa890014=
MQTT TopicEif
MOQTT kst

MQTT T2

AR | T RE{UUERNEESENR JavaScript SERITE | FHFASEE Secretkey F MQ Bis , BILARRHEL
SecretKey jtthEfHIXIEGS,

12
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BHRERER

-8R BEFIRASNBLHERIMTRILRE , RERIERZEEHATLL
-BRT BRI TBEAESTEARAGIE | BERICISERT,

HXmR—, EA MQTT BNANTIHERRIAIH | B LR , BEEEASMAMEE | EEREEE
BfR , EEHERSIUEX, XM TR Z LR Fin L4RRIED | MENEELER | B4
HERERIERZHEAERA, ZEXAFEHTRE.

HXIZEZ , BABFinmEE CIERBELEEMTE | FTbd MQTT R T EahAMEE kM= FiniRE S
HHE. EEFn LR ERinECREREORANE CHAENEEHENER. IEXT  EFRikRBECS
VRN EIEEEZ RS S 8

NI R LR SRR

BIRPRT

1. Z2RimEHE  EHBERIP AR EGERRIES | IRENESERIT.
2. BEF RS A IR,
3. REFIENT—HEER.

TS

- ERIRIIRFEERENEL | BHUEEREENE—MOEIAKERK , SURASIRR
BaEz |, BHRIREE AR R LR,

- EFIRERRSHEGERRIEEN305 | B AR BIE KR ASRERIRE SR/,

- BEFInREE CEHABE , RAEBMNERIESIHEXREIE iR , FIEFiniHZE oA EINACKE]
BRLEE. WREFRANBITR , FETEAER—HEREMRIES | ENES | BEREE!
BEERER | ENRI—RASERIERBREISACK,

PR R H/SWERAPI

AEVEEHR
&% Topic : $SYS/getOfflineMsg

AZ : JSONString

HNBEER :
B St WiEA
"DESC" z&" ASC” , o3l
maxPushNum String RENETERAEBEENER
HERIEY
—IRRZRBUHEERISRE  1RE
pushOrder Integer SBEIA1-30 , BTEL R

g
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IREHE
EZEHY PubAck 832,

aHIRER
MQTTEFiw{#ER Demo

public void testOfflineMsg() throws Exception {

String broker = "tcp://XXXX:1883";

String clientld = "GID_XXX@ @ @XXXX";

final String topic = "XXXX/11";

final String topicFilter[] = {topic};

final int qos[] = {1};

MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[]{broker});
connOpts.setCleanSession(false);
connOpts.setAutomaticReconnect(true);

/**
* BRIRKIHEREIRE OBSERR , #iIN100sLAT | @8t , IRSinsihERE
*/

connOpts.setKeepAlivelnterval(90);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

sampleClient.subscribe(topicFilter, qos);

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("recv Msg from " + topic);

}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

;

sampleClient.connect(connOpts);

JSONObject object = new JSONODbject();

object.put("maxPushNum", 20);

object.put("pushOrder", "DESC");

sampleClient.publish("$SYS/getOfflineMsg", new MqgttMessage(object.toJSONString().getBytes()));
Thread.sleep(1000000);

} catch (Exception e) {

e.printStackTrace();

}

}

KN BAAEIRS ISR MQTT ZRH E FATHESIRSEA,

14
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RIS

- RBIHFBEXRFFEN Client]D (HARME E&L | HARMETE ;
- RSB ERIESE ClientlD RITELIRSENEIETIIE |
- IRSSImE B = i L AEE T AR A —LETE X AIEIIE.

EARRE

MQTT IRSSimER Finm LA NIRRT , RFfGIm MQ HE—& ETERER. FAFPIIRS A —HRER
EEMERARSHREL , TUABEITRXE MQ iBRRRITEE FinhY L T,

Hreh , ETFEEERNX NI RAY Topic 5 BEE : GroupID+/588_MQTT

FIRIEEESRE GroupID_AAA@ @ @XXXX ZEAIFT MQTT E s , ABAXMAIEH Topic 2
GroupID_AAA_MQTT,

SRR
1. ERiEEH4 Topic

HRIE EXRIENME |, APXIEWE GrouplD S4ERNRE |, BERBXINAIEE Topic , BRI Topic J5iAIE%
TR BiERR.

2. RS FER

{HAE—$BhiER Topic , BPAIEI TR MQTT ik E TS, MQ IEKEFESEITIREE,
Hep , $UEENT

EHERE MQ B Tag |, KRR LEER T4,

MQTag : connect/disconnect/tcpclean

Hep

- connect SHURE Fin L ZanfE.

- disconnect EHFRZFinERRTFIERE. KR MQTT thi} , EFIHIEMTFT TCP EREZRINIZA
1% disconnect &3 , IRSSIHEWE] disconnect R EMIAIZEEER., INRFELLZ IR SDK &G
ZRRIMYURIX disconnect 3R3 |, HERABESTIENEZBES.

- tepclean SEHHLERSCPRAY TCP IEZMTH. TICEFIRERBRAXT disconnect 1R , REXHH]
TCP iEEWTF R SiA tcpclean 14,

TR : tepclean HBRAFREFIMEEEZENELEF. XM , disconnect HEMURREEZFFimEXaA
ETTER. ZRTEFIRNEH , BIEEFERERHSSE disconnect HRFIHIKBIEERE. Hib
FIrE= Fim T 2eimER tepclean B4,
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ZUEMZE S JSON 8! | 18xAY Key 80F :

- Clientld KFREFRIEE ;

- time KFRAXRSBHHIRTE] ;

- eventType AREMEE |, ft MQTT EFIRXDEMHEE
- channelld XZ&&4 TCP EENE—RR ;

- eventIindex NERSHF=4ERBIEITF.

A

clientld : GID_XXX@ @ @XXXXX
time:1212121212
eventType:connect/disconnect/tcpclean
channelld:2b9b1281046046faafe5e0b458e4f553
eventIndex:1493772130197

R HIETE RS ATR BN IRBEKEINRE —REENRE , MBEES L TEEE AR

SRHIBT.
BERFIRTHRIRIENT

- F— clientld IR , 74 L NESHSEIRFLL eventindex Jor, SRS , AEELART
[EIRMFIRT (RIEAK ) .

- E— clientld B9 s , ATRSIFESIRINET , B, HWEITLBESR , —EZ4RIE channelld =
EFINTEEELEIMY TCP &, AMmas . TEERREEB=ER channelld FIRZ , 1R
channelld "—#¢ , R& eventlndex &5 , L RREE=.

SREVIAZSAY Demo W1F -

public static void main(String[] args) throws InterruptedException {

iiﬁEBﬂEEE’JAccessKey . FBFER

fi/nal String acessKey ="XXXXXX";
i1‘&%@2&&’9SecretKey . TSR

fi/nal String secretKey ="XXXXXXX";
itﬁi&%ﬂiﬂﬁf&ﬂ’ﬂ%ﬂﬂopic  RESAEMQIEHIS RIS
fi/nal String topic ="GID_XXX_MQTT";

i ConsumerID, BEFHEMQE GBS

*/

final String consumerID ="CID_XXXX";

Properties properties =new Properties();

//PropertyKeyConst. ONSAddritthHERESLFRE R YT RILA T LS TIRA -

[/AHZEFIAME © http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddréclient-internal
[/AHZNMIRE © http://onsaddr-internet.aliyun.com/rocketmg/nsaddréclient-internet
[/FUNER=IME © http://jbponsaddr-internal.aliyun.com:8080/rocketmq/nsaddré4client-internal

16
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JIFNRYIEERE © http://ma4finance-sz.addr.aliyun.com:8080/rocketmq/nsaddréclient-internal
[TKRFREBIAHRING ( RIERFHIMKECS ) : http://ap-southeastaddr-
internal.aliyun.com:8080/rocketmq/nsaddr4broker-internal
properties.put(PropertyKeyConst. ONSAddr,
"http://onsaddr-internal.aliyun.com:8080/rocketmq/nsaddraclient-internal");//ILAL AN A FTEME )
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);

Consumer consumer =ONSFactory.createConsumer(properties);

/**

* SMBWEIRISEM | RIETagR 22 ELIRRE T4 , body2NSONFRiE

*/

consumer.subscribe(topic, "*", new MessagelListener() {

public Action consume(Message message, ConsumeContext consumeContext) {
String event = message.message.getTag();

String event = message.getTag();

if(event.equals("connect™)){

// this is connect event

}else if(event.equals("disconnect")){

// this is client disconnect event

}eles if(event.equals("tcpclean™)){

// this is tcp disconnect

}

String body = new String(message.getBody());

JSONObject object = JSON.parseObject(body);

String clientld = object.getString("clientld");

long time =object.getLong("time");

return Action.CommitMessage;

}

DK

consumer.start();

System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer. MAX_VALUE);

consumer.shutdown();

System.exit(0);

}

Token R5%

MQTT @i Token £EXIRSSE MQTT ZFiniRHFEEREAINR. BT MQTT Token IRSFATLUEAMKS F
FEERRFULIGISESEEIE , FRRENSEMR , LSS BE—E s , B—RIRAER R,
iala) MQTT BIRAIBPRINE—RD AL TR MR,
-HE— A MQTT BkS758— , Fre MQTT ERmIE{THMETE | BEENY EEET— MK
=.
-8 AFECAERHIKS RS , FEMHERWSHSHMRIFS |, e MQTT ZFimaI§E:
BT ARRNAIKSTEE.
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mR—, BATWSEEL , FrEER MQTT FBSRERIRET—IMKS | FRLIRBUEBRHMSHINRBI
3. ER MQTT BUARISPRIZHIR SR |, RIffE S in eI EERWSHY AccessKey FIESBIANIR
BISHD.

HHER" , FAETH MQTT EFREFEARBETE— I NEZKS , EREFELFRMIKS (LS
BESR—EFin) NAEKS. RS —XENNERKSHEMTERE. SIRERNRGR , EFih
EIGAEENIFNG , PR RIERIFEAUEI R —5 s , BARRERZAUEIR—FR , MIEKSHEE

MQTT Token IRSSEPFSRAFR AR — TR, BREARIKSEIRE | JSLiRE P intRislhrd e &EiE
(Token) , EFinfERIGR FEIERMSEFREN 5558, Token KFRE—EZFRAIGET S , AWSEERER
TEi% Token FHABERIIR. RRFIRMILRSRE, BARSERRUT

RNiE 2B E=T A
MQ PRARIIGERSAIEEIE | 4
Token [ Rp=AS KRB REERIRAYEE
AR
FFEEARMKSHIRSES , B
AppServer Rz FRARSS =% EEEFIRERIBFIETE Token
ARSSH9R
MQ BRIAIEARSS S | F>RAL
AuthServer TNIERRSS 88 1 AppServer %i2f Token
EXRAGER

AR
MQTT Token SR IEAN BRI,

APMQTTERE | BPREERES | | MQAEESHE | | MQEEEESE |
%
EHiEETopicEiR TokenTTEEREEY. H

: == : = ;

! == -
EETokenZIZ % o SREY , JEEToken
‘ | [FeraraerToken | | '

| iR Topic FEToken ; AFHAFSR , FEEFHEIOken |

BALEBT :

1. BEFmER , FECERE RN ARSHRIESD.

2. ZFimE N FRIRSS 2R ERIEE CATERIFTE Topic AR,

3. N ABIRSG IR Finea B L ERIERTEN Topic IR , SIREIEEZNR MQ INIERSSH
ISXIRERIRAY Token,

4. MQ INIEARSSBRIGIEERTS Token RYIEK , HIMr&iZZ/RIREIRINZAT Token,

18
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5. MQTT EFimE R RS EHREIRY Token FHAMNEIRM , MBNEFinds ZHIRPRLK Token (5
B —NRe,
- BEFIREMEsHTIEIEN , MRS SR LUREIZEFRY Token , BRESHIE ;
- EFinE#TERIE Token , INIEIRSESUMR TN , NMARS eI AEHIREIZE Fin 2 B
1519 Token,
6. MQTT EFimiERz MQTT HERSES,
7. EFiRERUR B R ZBILUED QoSl A EEBSH Token, & Token @id RiX—FRIGHANHE
B3R, BEABRIEKESE T,
8. EFIRIEERIAIES. MRIRSImHFIKT Token 558 , BISAUASINY , EFIRRIZERNTAEHRIE
Token B9iEK,
9. #£ Token 534(H1 5 K , IRFBImBASHEE—REIBEMHER , EFiRIAGIMZHELERIE
¥ Token,

BEFIRITHLIR

1. &% Pub/Sub #R3ZA1 , WIRSTRA MQTT =6k L& Token,

2. WIRLARIE AIEET 1€ Token , BiEE QoS MRIREN 1, LUBIERS imRiREZ BIASKAH
B, BNSIREE ST TS,

. WA/ Proxy BTRE THERY Token SSAVIBATER.

. WLZ Token SMRTHEG | BFIHW/REFTERIE Token,

. BFISROZX N RS 2R EIRY Token IFAN, , BREIREIEESRBE—HEH Token,

. B PR ISR R MAZ S HIMTE CRY Token 2R/5 , HIRKEE S cEHHIE Token BE
&, FRRERTLASE RS R MERSER | LUK Token HIBEXUBHR.

RIFRRRS5 2RI T HEUR

1. MRS SR IBSIEE SRS FRES G RS RS RS{DEIE Token,
2. NFARRSSBRNIZAT Token MIZEFIRIIXRHITER | BRE—EFIRESEA.
3. RS HFEMAMER , BREDEIANERS SEE A RS SHEE,

18>< API

MQTT A9 Token EUFRAEEIERAT APL 5THL,

Token NFRIBFIREEERHMNARSGE | #1 MQ IAEIRSSEEZ @I HTTPS B9 Open APL #1732 H.,
BMEOEEKIET AccessKey FIERERZMRMBMIGIE. BEIFFHLEIE Token, MBH Token LIRS
Token 1.,

D 0~ W

MQTT ZFinllIEE L& Token, 1l Token SSUSR. , LAK T Token IEEEE=1MEO.
BRI FRERSS 2 RHIERAIEARSS 2R ERIBAIEE Token BY , FEGBERSEURBIEEHHIFHIE | AAMTFESR

R |, SAISEFMSE secretKey NIZERIEE,
BRI :

19
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- BEIER key=value 183 ;

- BEIZIEER & DR ;

- BEINES , IRESE , FRES " DR,

- ITESER |, FEBSEXRE key NFHFHEF , 8RS , BHEEERFHRFHRF.

Nl

ELANREAIERAT HTTP 7572 -

https://mgauth.aliyuncs.com/token/apply

SRS :

parama=a
paramc=c2,cl
paramb=b2,b1,b3

BBASTESEURER key HEF | 1851 ¢

parama=a
paramb=b2,b1,b3
paramc=c2,cl

BRE—SHANERERFEFRT , SHNEESHE , 53!

parama=a
paramb=b1,b2,b3
paramc=cl,c2

REHIREITER TS

parama=a&paramb=b1,b2,b3&paramc=cl,c2

RIEfERA secretKey {EA%SH , HmacSHAL EiAITREEIEA.
AR

- HTTP &2 Token RS , AJLASEA HTTP & HTTPS , NFABE{TIERE.
- HTTP 73iERJ AR GET 8¢& POST , #iNAF-IMEER POST , MIAIAEAJ LA GET,

HTTP IERENXINIERSS#7/E | IERLEESRELEERS ML , 2802 JSON =78 | BRI RIEFRKE
tH JSON eI E.

JSON =758 Key-Value BREFUO :
Key -] A
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success

message

code

tokenData

Hep , {HRIB7IRNOT

Code
200
400
407
409
410

1

2

3

&0

boolean

String

int

String

https://mqgauth.aliyuncs.com/token/apply

EREH
EA

actions

resources

accessKey

expireTime

proxyType

serviceName

signature

e

String

String

String

long

String

String

String

21

RERI.
SHBERER | BESEREA,

IR[ERS , AIFRIE code HIHT4a0
BRI E RS fEIRRE,

Token &R , FRIE Token |
EOSIREZE.

i8R

5%

SRR
BEITEER

Token &4 EEFEIR
Token FRHHLLIRLMN
foits Token , RETf#HfT
Token B£&13HE
Token E&#RHE

588

Token BIPRZEEY , B R (i
) W(E) ,RW (E5E)
=HpRA | INRERTEE2FY
IR, EEAESEH.

RIFEFR , B MQTT

Topic , 24 Topic LUES
)

HRIBKAEEARIIKSHY AK,

Token B34 , &/NEFRE
607D,

Token 8! , & MQTT , HTTP
% Kafka , MQ , 1RYESCRR =43
rici =N

H mq , BhS4FTN .
ER2FNEH , MBERFEUEE
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BHFERRE
actions , resources , expireTi
me , serviceName,

bl

public void applyToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://mqgauth.aliyuncs.com/token/apply";

Map <String,String >paramMap=new HashMap <String, String>();
paramMap.put("resources","topicl/1,topic2/2");

paramMap.put("actions","R,W");

paramMap.put("serviceName","mq");

paramMap.put("expireTime", String.valueOf(System.currentTimeMillis()+1000000));
String signature= Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put("proxyType","MQTT");

paramMap.put("accessKey","XXXXX");

paramMap.put("signature”,signature);

JSONObject object = Tools.httpsPost(apiUrl,paramMap);
System.out.printin(object);

}

EOMENIESGENRIIRBESE T RITIER.

#0
https://mqgauth.aliyuncs.com/token/revoke
BERSH
BFR il oL
token String R EMBELIER Token
accessKey String HRIEKAEEFARIIKSHY AK
signature String %Egi];g?; Tﬁzﬁn*ﬁgﬁ_
Bl

public void revokeToken() throws InvalidKeyException, NoSuchAlgorithmException, IOException {
String apiUrl="https://mgauth.aliyuncs.com/token/revoke";

Map<String,String >paramMap=new HashMap<String, String>();
paramMap.put("token”, " XXXXXXXXXXXXXXX");

String signature=Tools.doHttpSignature(paramMap,"XXXX");
paramMap.put("signature”,signature);

paramMap.put("accessKey","XXXX");

JSONODbject object = Tools.httpsPost(apiUrl,paramMap);

System.out.printIn(object);

}
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EOMENIESGENRRHIRBESE X TRITIER.

£#0
https://mqgauth.aliyuncs.com/token/query
EREH
BR S L]
token String EEEFAY Token
accessKey String HENERFERIKSH AK
signature String ggggiﬁ; %ﬁﬁxﬁﬁ%ﬁﬁﬁ

EOMENIESGENRIIRBESE X TRITIER.

FIEEHBEMNROMBENIESESR , 880EHEES | (AR HTTPS IEREFZO.
ERZMINEZERIN HTTP ZFuRAUKE , S5WTF ¢

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld >
<version>4.5.2</version>

</dependency>

WHHARREGH— Demo &% , SEink EERRT | iSHRIBWSSBEIRBITH0E HTTP I5RaMARE.

public class Tools {
/**
*HEER , SHHHIRSHENURER

* @param requestParams S0 , IS SIESENSH

* @param secretKey %55

* @return EEFFFH

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String doHttpSignature(Map <String, String> requestParams, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {

List<String> paramList = new ArrayList<String>();

for (Map.Entry<String, String> entry : requestParams.entrySet()) {
paramList.add(entry.getKey() + "=" + entry.getValue());

}

Collections.sort(paramList);

StringBuffer sb = new StringBuffer();

for (inti = 0; i < paramList.size(); i++) {

if (i > 0) {

sb.append('&');
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}

sb.append(paramList.get(i));

}

return macSignature(sb.toString(), secretKey);

}

/**

* @param text BEZHIA

* @param secretKey fI/EE=MQ secretKey

* @return IIZEAIFRIER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

*/

public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {

Charset charset = Charset.forName("UTF-8");

String algorithm = "HmacSHAL";

Mac mac = Mac.getInstance(algorithm);

mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));

return new String(Base64.encodeBase64(bytes), charset);

}

/**

* BIEEHTTPS Z iR

*

* @return BHHEAIE P

* @throws KeyStoreException

* @throws UnrecoverableKeyException

* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

private static HttpClient httpClient = null;

public static HttpClient getHttpsClient() throws KeyStoreException, UnrecoverableKeyException,
NoSuchAlgorithmException, KeyManagementException {

if (httpClient !'= null) {

return httpClient;

}

X509TrustManager xtm = new X509TrustManager() {

@Override

public void checkClientTrusted(X509Certificate[] arg0, String argl)

throws CertificateException {

}

@Override
public void checkServerTrusted(X509Certificate[] arg0, String argl)
throws CertificateException {

}

@Override

public X509Certificate[] getAcceptedIssuers() {
return new X509Certificate[]{};

}

b

SSLContext context = SSLContext.getInstance("TLS");
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context.init(null, new TrustManager[l{xtm}, null);

SSLConnectionSocketFactory scsf = new SSLConnectionSocketFactory(context, NoopHostnameVerifier INSTANCE);
Registry<ConnectionSocketFactory> sfr = RegistryBuilder.<ConnectionSocketFactory>create()

register("http", PlainConnectionSocketFactory.INSTANCE)

register("https", scsf).build();

PoolingHttpClientConnectionManager pcm = new PoolingHttpClientConnectionManager(sfr);

httpClient = HttpClientBuilder.create().setConnectionManager(pcm).build();

return httpClient;

}

/**

* RASHTTPS GetiEk , FEEIREIAIISONINGRL

*

* @param url #[CJURL

* @param params S

* @return

* @throws IOException

* @throws KeyStoreException

* @throws UnrecoverableKeyException

* @throws NoSuchAlgorithmException

* @throws KeyManagementException

*/

public static JSONObject httpsGet(String url, Map<String, String> params) throws IOException, KeyStoreException,
UnrecoverableKeyException, NoSuchAlgorithmException, KeyManagementException {
HttpClient client = Tools.getHttpsClient();

JSONObject jsonResult = null;

//KEgetiER

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();

for (Map.Entry <String, String> entry : params.entrySet()) {

urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));

}

String paramUrl = URLEncodedUtils.format(urlParameters, Charset.forName("UTF-8"));
HttpGet request = new HttpGet(url + "?" + paramUrl);

HttpResponse response = client.execute(request);

if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {

String strResult = EntityUtils.toString(response.getEntity());

jsonResult = JSON.parseObject(strResult);

}

return jsonResult;

}

/**

*TERE , RE—PHTTP POSTiEK , HEM G REE%ISON

*

* @param url IEKAIFIEZ URL

* @param params S

* @return MNBFERAMEEYSON , BNS A EEELS

* @throws IOException

*/

public static JSONObject httpsPost(String url, Map <String, String> params) throws IOException,
UnrecoverableKeyException, NoSuchAlgorithmException, KeyStoreException, KeyManagementException {
JSONObject jsonResult = null;

HttpClient client = getHttpsClient();

//RiEgetiERK

HttpPost request = new HttpPost(url);

List<NameValuePair> urlParameters = new ArrayList<NameValuePair>();

for (Map.Entry <String, String> entry : params.entrySet()) {
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urlParameters.add(new BasicNameValuePair(entry.getKey(), entry.getValue()));
}

HttpEntity postParams = new Url[EncodedFormEntity(urlParameters);
request.setEntity(postParams);

HttpResponse response = client.execute(request);

if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {

String strResult = EntityUtils.toString(response.getEntity());

jsonResult = JSON.parseObject(strResult);

}

return jsonResult;
}
}

AXNE MQTT ZFim L& Token, 150 Token SUEE. W50 Token IFAEE=MEONER |, F4EH
BERARBLHESE,
&P im L& Token ik

&i% Topic : $SYS/uploadToken

ARZ : JSONString

RBER :
B it A
; INREFimiA Token R
Token String , MFZE H1& Token FFER.
Token 2884 , 39 W, R, RW
H=F, WR=MIPREEE
type String Token, — "M"EFIHRZIHEEIX
3/ Token , IREfRIRAIEES
E’ﬁﬁﬂ[‘ﬁ’fﬁﬁ’ialﬁ
REHE
EIBAY PubAck 1R3, EFImARERRZINN A BEFH T N —2 Pub 8(& Sub B2 , BNIIRSimrIseasssk
WS EUERMTFT.
EFRISITRIE ST Token 52
1= Topic : $SYS/tokenExpireNotice
AZ : JSONString
RBER :
B St e
1Z Token BIIEFHARMRERL
expireTime int —ﬂszeﬁIJS/ >EPIERD , REKd
—Xs
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Token 258!, 39 W, R, RW
type String H=F |, W= EER=F
RBRZEEUH) Token,
MR
ZFinlEl Token BIEEMATERE . FEREIEERRIE Token HIENE , LIRIERIIRBERM.
EFimLEIT Token IEEASER
1= Topic : $SYS/tokenInvalidNotice

AZ : JSONString

HEER :
2R St} 15AH
code int Token #IGSMAYZERY,
Token 258Y , 58 W, R, RW
type String H=F |, WNE PG EERI=F
IPRZEEIRY Token,
NRE :

IRSZImMEE Token L300 , SEHESINENY |, IREIHSEoMITFiEE, MITHEZH , RS ImSBEFinHEXL
WHY code , ZFimIRIE code BIRTHIRTRE.,

type code Hieo<hY

{791& Token , A<aTfEHT

2 Token B&idHA
3 Token B2 RH
4 &iEF0 Token A<ITED
5 IPRZEEIFN Token APTED
8 o N =17
-1 HKENRASIE
bE S —
- [R55im N Token IBZRNERE | SEENER. EEER N EFRMZERBZENFESHS
EHE Token,
- SEBRT , TJeeERIEEN , BIBSERE. W EFinSmEr MR Token 2/BFIHE , 40
SREfRSCEITZEIEARTE) , NSTERIE Token BEIE,
~HFRRE
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public static void main(String[] args) throws MqttException, InterruptedException {
String broker = "tcp://XXXX:1883";

String clientld = "GID_XXX@ @ @XXXX";

final String topic = "XXXX/XXXXX";

MemoryPersistence persistence = new MemoryPersistence();

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);
connOpts.setServerURIs(new String[] {broker});
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);

sampleClient.setCallback(new MqttCallbackExtended() {

@Override

public void connectComplete(boolean reconnect, String serverURI) {
[T, FTBEFT L& Token

JSONObject object = new JSONObject();

object.put("token”, "XXXX");//iIZETokenI%

object.put("type", "RW");//iR&ETokenZE! , H£HRW , R , W=Fh3aY
MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);

try {

sampleClient.publish("$SYS/uploadToken", message);
sampleClient.subscribe(topic, 0);

} catch (MqttException e) {

e.printStackTrace();

}

}

@Override

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");
throwable.printStackTrace();

}

@Override

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
if (topic.equals("$SYS/tokenlnvalidNotice")) {

//TokendEAH9IEAN

} else if (topic.equals("$SYS/tokenExpireNotice")) {

//TokenBIiESHIEAN

}

}

@Override

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

1

sampleClient.connect(connOpts);

JSONObject object = new JSONODbject();

object.put("token", "XXXX");//iZETokenIE

object.put("type", "RW");//i&8 B TokenZa HBERW , R, W=FhEHY
MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);

MqttTopic pubTopic = sampleClient.getTopic("$SYS/uploadToken");
MqttDeliveryToken token = pubTopic.publish(message);
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token.waitForCompletion();//B$&E LR
//Token LA&ERTN , EFHAIERERISHEBIR
sampleClient.subscribe(topic, 0);

while (true) {

sampleClient.publish(topic, message);
Thread.sleep(5000);

}

}

NP

Java NG

RN EENBAEER MQTT ZFiRICE MQTT HE | FEHTRAIBHAEIFAUNSE | BERRHE
. RS, RARE. TRERF.

b 5= g
RIEHAISEBIIET Eclipse Paho Java SDK sKH , SDK F#iIE2W MQTT NS, MEAEME=
M= i , BESEN.

1. FIREHIS

55 MQ 1B MQTT BRSS | BcmEZELMAHFERAR Topic KIREREERIE , IRRE | BtEE
&R Topic , Group ID &R,

RIS RIFN 5 2 RER KIEEXIRAY Region , fil0 MQTT FEEAEAL2HENR , FPA Topic ERIFFHE
462 15 , ARFIBERAESIEHE MQ HiR.

R : MQTT NS RT Topic FEERE , (AFBEEREMIT , 8EMRE.
2. INEHER

A MQTT thilCRIKATBR | EERIBNAEEEESENE G, ARFIs{TE Java & |, {FH Eclipse
Paho Java SDK #33#, BE%3|\ Maven {&#fi , POM SXAECEWNT :

<dependencies>

<dependency>
<groupld>org.eclipse.paho</groupld>
<artifactld>org.eclipse.paho.client. mqttv3 </artifactld >
<version>1.1.0</version>
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</dependency>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld >
<version>1.10</version>
</dependency>

</dependencies>

<repositories>

<repository>

<id>Eclipse Paho Repo</id>
<url>https://repo.eclipse.org/content/repositories/paho-releases/</url>
</repository>

<repository>

<id>snapshots-repo</id>
<url>https://oss.sonatype.org/content/repositories/snapshots</url>
<releases>

<enabled>false</enabled>

</releases>

<snapshots>

<enabled>true</enabled>

</snapshots>

</repository>

</repositories>

3. MQTT RiXHB

REFIRISETRNEER MQTT ZRiHRAEEBHEM P2P N RER , HTAZNIA
MacSignature £# TR,

public class MQTTSendMsg {

public static void main(String[] args) throws IOException {

/**

* G ELMEIEPFAENMQTTHHEA S, BINANRE(ERAXXX , LiHEAEERARE NS, EASRRRTEE
, EEHIERIEMQTTLS , BN TR—MEAREE.

fi/nal String broker ="tcp://XXXX.mgqtt.aliyuncs.com:1883";
1 REMEZRMIAccessKey , FIFEIN

fi/nal String acessKey ="XXXXXX";
iiﬁ%ﬂﬂiiﬂ’\JSecretKey . FBFER

fi/nal String secretKey ="XXXXXXX";
i?iiﬁ%@%ﬁg—éwopic  RESAEMQIEHISERIE

*/

final String topic ="XXXX";

/**

* MQTTEYClientID , —RZEAFIERS4EAY . GroupID@ @ @DevicelD

* ErhGrouplDEMQIESI S B S

* DeviceDHRIFASIRE | AIRERRBERES , TEM— , BSUIRSIHIEEESHIClientIDIER
*/
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final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MqttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEER | BEBIEAMQTTHpassword,

* BEERTETTE | &% TH%EMacSignature , £— 1202 ClientIDRIFIHERS , BIGroupID
* EANSHITE=AISecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/&Y, FE HEEFIRFTERNTIRXR

}

public void connectionLost(Throwable throwable) {
System.out.printin("mgqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.println("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printin("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}

DK

sampleClient.connect(connOpts);

for (inti=0;i<10;i++){

try {

String scontent = new Date()+"MQTT Test body" + i;

[/HAEERIRRFEE NbyteSUHRITT , X FHEMRERTEE | BRI _HEIEHRITER
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printIn(i+" pushed at "+new Date()+" "+ scontent);

/**

“HRRREIR N EMTopic , FTAITIIX M TopicHREABRL R .

* BEMQTTRIAMITIINGTE | TopictBRILIRZHKTopic, IWAMRE T AIXEI"HKTopic

*/

sampleClient.publish(topic+"/notice/", message);

/**

* INRAIEP2PEE , “RTopich/mE "p2p" , =HKTopicEBirAIClientID
* HAMEBI=HKTopicRER KIS AIClient]D

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);

} catch (Exception e) {

e.printStackTrace();

}
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}

} catch (Exception me) {
me.printStackTrace();

}

}

}

4. MQTT ZHGRER

RERAEETRAEER MQTT ZFIRIIFHHR | BIEBRIHRIUR A RIER.

public class MQTTRecvMsg {

public static void main(String[] args) throws IOException {

/**

* IZEMEIAFPABIMQTTHHENR. BFIRILAREERXXX , SLAREREEIRAFBCIEAR. BARIERES L2
, EEFIERIEMQTTLA , 8PN DE—MEARITEE.

fi/nal String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";
iiﬁ%B@E—E\E’JAccessKey , BTFEN

fi/nal String acessKey ="XXXXXX";
iiﬁEBﬂEEE’JSecretKey . BFEN

fi/nal String secretKey ="XXXXXXX";
iﬁiﬁ%ﬁﬁﬁﬁ'ﬂ—ﬁ&Topic | BESRAEMQIEHIEERIE

*/

final String topic ="XXXX";

/**

* MQTTEIClientlD , —RRERFEEES4EAL . GrouplD@ @ @DevicelD

* HehGroupl DIEMQIZHI S B

* DeviceDHRFEHIRE | JBERRBREE , TEMH— SRS IHEHEESHIClientIDiEE

*/

final String clientld ="GID_XXXX@ @ @ClientID_XXXXXX";
String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);

final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHEER |, BERIEAMQTTHpassword

* BEANTEE , & T HZ%EMacSignature , E—PSEEClientIDAIRTEERS , BIGroupID
* EANSHITE=HISecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);

/**

*IRETRAITENTopicks |, AMERBMQTTRYTEIFIN , sJLAR—%KkTopic , 4 Topic , P2PiEEISITRE/p2p
*/

final String[] topicFilters=new String[]{topic+"/notice/" topic+"/p2p"};
final int[lqos={0,0};
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connOpts.setUserName(acessKey);
connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(90);
connOpts.setAutomaticReconnect(true);
sampleClient.setCallback(new MqttCallbackExtended() {
public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

/&Y, BE HEEFIRFTERNTRIXR
sampleClient.subscribe(topicFilters,qos);

}

public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

/1B FimEIR EEE W EEB AT RANTHXR | BN SEIHEZIGER
sampleClient.connect(connOpts);

/BN EFIRRSRFFEIOMITIXRER | BHREIITRESER SEUAZEERDER
sampleClient.subscribe(topicFilters,qos);

Thread.sleep(Integer.MAX_VALUE);

} catch (Exception me) {

me.printStackTrace();

}

}

1

FRBAZIIEZE MacSignaturejava 21F :

public class MacSignature {

/**

* @param text EEZHXA

* @param secretKey fIEEZ=MQ SecretKey

* @return INZESRIFRTER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

*/

public static String macSignature(String text, String secretKey) throws InvalidKeyException,
NoSuchAlgorithmException {

Charset charset = Charset.forName("UTF-8");

String algorithm = "HmacSHA1";

Mac mac = Mac.getInstance(algorithm);

mac.init(new SecretKeySpec(secretKey.getBytes(charset), algorithm));
byte[] bytes = mac.doFinal(text.getBytes(charset));

return new String(Base64.encodeBase64(bytes), charset);

}

/**

* RIEFEERE

*
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* @param clientld MQTT ClientID

* @param secretKey fIEEZ=MQ SecretKey
* @return IIZEERIFRTER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String publishSignature(String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

return macSignature(clientld, secretKey);
}

/**

*ITREERTTE

*

* @param topics EiTRETopickES

* @param clientld MQTT ClientID

* @param secretKey fIEEZ=MQ SecretKey

* @return IIZEEAYFRTER

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(List<String> topics, String clientld, String secretKey) throws
NoSuchAlgorithmException, InvalidKeyException {
Collections.sort(topics); /LA EL|IFFHER

String topicText = "";

for (String topic : topics) {

topicText += topic + "\n";

}

String text = topicText + clientld;

return macSignature(text, secretKey);

}

/**

*TRBEERTTE

*

* @param topic EiTEHITopic

* @param clientld MQTT ClientID

* @param secretKey fIEEZMQ SecretKey

* @return NSRS

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String subSignature(String topic, String clientld, String secretKey) throws NoSuchAlgorithmException,
InvalidKeyException {

List<String> topics = new ArrayList<String>();
topics.add(topic);

return subSignature(topics, clientld, secretKey);
1

}

BT ER MQTT ZFimiUR MQTT JHR , MQ tB3ZFEM MQ ZFimkIA MQTT iHE , SEBL MQ FABTH
AN MQTT Y Z [BRYEEEE.

MQTT REEBHMIRANEEMY , —AREBENEZFiniIEEIERRSES. Bt MQTT hiERTREELS
Fif , B8 MEFmREERIIZR. T MQ BERRSHATHESIZE  BNEFinitEERE , TPS B
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 BRTRSHHTAMELES TSR, Bt , —REFERmRE EER MQTT |, MEiRSSinn AN
£ MQ .,

Bign | A5 EBEFHEERIERREMER MQTT ZFin LEAHE |, RRSRHMALAE MQ ZFiniEE
. AL ER BT pX EE R A UEAIAL IR,

MQ JEEF MQTT JEERIXI MK RN N EIF

g MQITHE 5t
Topic:String € ——————————— — ] > Topic:String
UserProperties:
Map <String,String> __——» secondTopic:string
mqttSecondTopic (4~ sy
Body:Byte[] i ———————————— )‘ payload:Byte[]

(2R MQ EP AT , 15200 MQ TCP Java SDK A,
1. MQ EFimAIE MQTT 58

RNTSNEIMAER MQ BY SDK [ MQTT i RIXER.

5 MQ EFimMA MQTT IgFABEAIEE MQ EFmABEIZBXE , REEREFTK , & MQTT
BRI 2% Topic iIZEZE MQ FUEEEMS , BRHEEEER Tag 5 MQ2MQTT AfH],

Hep , WKE MQTT RIEXRAFIREREZHRNEMES , BATIZRNT !

B key value RAME izl
1ZiHERY QoS
QoS goslevel 0,12 1 53
ZHEH

cleansessionfla cleanSession fx

CleanSession g true/false true % {7 P2P HE
SFRE
ZHEERF
subTopic rr;gttSecondTo FrFER = topic , WIRAIR
p AT
URES

public class ONSSendMsg {
public static void main(String[] args) throws InterruptedException {
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iiﬁ%ﬁﬂiﬁﬁ’\JAccessKey . FBFER

fi/nal String acessKey ="XXXXXX";
iiﬁEBﬂEEE’JSecretKey , FBFEN

fi/nal String secretKey ="XXXXXXX";
i?’ifﬁ%ﬁﬁﬁﬂ'ﬂ—?&Topic , BREGAEMQIETHIS RIS
fi/nal String topic ="MQTTTestTopic";

i ProducerlD , EESEMQIEHISEHE

*/

final String producerld ="PID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Producerld, producerld);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);

Producer producer = ONSFactory.createProducer(properties);
producer.start();

byte[] body=new byte[1024];

final Message msg = new Message(

topic,//MQiEEHITopic , FREESTHIB

"MQ2MQTT",//MQ Tag , BIEMQEMQTTEFiRKIHERT , HAUEEMQ2MQTT{EATag , HfttTagai ERRERE S
MQTTE iR EIES

body),//iBEk , FAMQTTAIbodyXS Az

/**

* EAMQEFIREMQTTIRERIXP2PIHER] , FEAMQHERFIREmMqttSecondTopic/EtE
*RERERE “/p2p/" +B#RClientID

*/

String targetClientID="GID_MQTTTestTopic@ @ @DeviceID_0001";
msg.putUserProperties("mqttSecondTopic", "/p2p/" +targetClientID);
IIREHER , RETSENENN.

SendResult sendResult = producer.send(msg);
System.out.printin(sendResult);

/**
* INSMYRIEPUb/SUbER | MIRBERELFRMQTTIT A TopicBIET , SZHAKE i Topic
*/

msg.putUserProperties("mqttSecondTopic", "/notice/");
SendResult result =producer.send(msg);
producer.shutdown();

System.exit(0);

}

}

2. MQ EFimiElt MQTT iBR
ANTNBIMTER MQ (9 SDK B2IeRE MQTT IRERIXAIEE. (5 MQ ZEFisiEl MQTT iREATHE

MEE MQ ZERIRIGERIRBXE , MQ EFRmARAFEITH MQTT B9—4K Topic BIFT.,

public class ONSRecvMsg {
public static void main(String[] args) throws InterruptedException {
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iiﬁ%ﬁﬂiﬁﬁ’\JAccessKey , FBTFEN

fi/nal String acessKey ="XXXXXX";
iiﬁEBﬂEEE’JSecretKey , FBFEN

fi/nal String secretKey ="XXXXXXX";

i K EERIN—RKTopic , FELEMQIEHIEERE
fi/nal String topic ="MQTTTestTopic";

i ConsumerID ,EELEMQESI A EHIS

*/

final String consumerID ="CID_MQTTTestTopic";

Properties properties =new Properties();
properties.put(PropertyKeyConst.Consumerld, consumerID);
properties.put(PropertyKeyConst.AccessKey, acessKey);
properties.put(PropertyKeyConst.SecretKey, secretKey);
Consumer consumer =ONSFactory.createConsumer(properties);

/**
* EAEMQE IR RFEITEMQTTHI—ZK TopicBIRS
*/

consumer.subscribe(topic, "*", new MessagelListener() {
public Action consume(Message message, ConsumeContext consumeContext) {
System.out.printIn("recv msg:"+message);

return Action.CommitMessage;

}

D

consumer.start();

System.out.printIn("[Case Normal Consumer Init] Ok");
Thread.sleep(Integer. MAX_VALUE);
consumer.shutdown();

System.exit(0);

}

AXEENZWAEER MQTT BEFRImAIEIRFER.
=
AL HRISEHISET Eclipse Paho Java SDK LI , HtESFISEARISCIN T A3 , iSBEITXIRRISHL,

1. Topic EHiE

MQTT Y ASEE BRISTFSHFINF A |, BIAJLAMRIEEMER MQTT MY A FinkIiEE ARIEZ2INFFRY
A BEARNMRIEEREERINF. 26IMs | WENUEERFERIES MERERENEIERINT L ERIA]
. HERAYRLETT | RIERSS IR ARTLAGER MQ #hiXAT SDK AR HZE.

£ MQTT RINFFHEE . BScHEMRIE topic ABRSHFINFR | B topic MBRIBLUEESRINFHEEE
IEFE, EZERESE (BNER) — &

R : SEFIEIRE topic &% , AMEREFRALR , WRERERFE. BX , MQTTIRGFFIEEERNAIXE
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IFFRS | SRFERIF R |, EER MQ N IRFEFiRiEE.

2. s A&

£ MQTT R ARINFER | FEEELERLE | BARERER RS E PR ERIFEIULH
B REHEHTIEBNISAE | EHREREDERIEURBNNEEZRE—R. BRSELIT Demo
*E}%O

public class MQTTSendMsg {

public static void main(String[] args) throws IOException {

/**

* BB UFIAFFAENMQTTHIRN S, FINANRE[RAXXX , LIMERESRAFECEAS, BARNRES LR
, EEHIERIEMQTTLS , BN R—MEAREE.

fi/nal String broker ="tcp://XXXX.mqtt.aliyuncs.com:1883";
iiﬁ%B@EEE’JAccessKey , BFEN

fi/nal String acessKey ="XXXXXX";
iiﬁ%ﬁﬂiiﬁ’\JSecretKey . TSN

fi/nal String secretKey ="XXXXXXX";
iﬁi%%ﬁﬁﬁﬂ’ﬂ—ﬁwomc  RESAMQIEHIS ERIE

*/

final String topic ="XXXX";

/**

* MQTTEYClientID , —RZEFEEH AR . GroupID@ @ @DevicelD

* ErhGrouplDIEMQIESI S B S

* DevicelDHRIFGIRE | AIRERIREBRES  TEHE— , BNRSZIHERAESHClientIDiER:

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MqttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHESE | BEBFHIMQTTHIpassword.

* EERTETTE | £%F T H%MacSignature , £— 1202 ClientIDRIFIHERS , BIGroupID
* EASHITEZAISecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());

connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(90);

connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallbackExtended() {

public void connectComplete(boolean reconnect, String serverURI) {
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System.out.printIn("connect success");

/&R | R HERFIRIFEEIRSL

JSONObject object = new JSONObject();

object.put("order”, "true"),//iZEINF ZEHIFRC

MqttMessage message = new MqttMessage(object.toJSONString().getBytes());
message.setQos(1);

sampleClient.publish("$SYS/enableOrderMsg", message);

}

public void connectionLost(Throwable throwable) {

System.out.printin("mgqtt connection lost");

}

public void messageArrived(String topic, MqttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}

1

sampleClient.connect(connOpts);

for (inti=0;i<10;i++){

try {

String scontent = new Date()+"MQTT Test body" + i;

/IR RRFEEN\byteSiBRITT , X FEAREAGHE | BRI SRR,
final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printin(i+" pushed at "+new Date()+" "+ scontent);

/**

“HRRREEISANE/Topic , FTELTIIRANTopicRUIR S ABABIEIR NS,

* WEMQTTRIATRTSINGE , TopictiRILUE SR Topic, IHAHIE T RIXEI—RTopic,

*/

sampleClient.publish(topic+"/notice/", message);

/**

*INRKRIEP2PIER , “HKTopickiiiig “p2p” , =K TopicZBirIClientID,
* IAMEERI=R TopicR EREUTAIClientID,

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@ @ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);
} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {
me.printStackTrace();

}

}

}

A EENBUEISFER MQTT B9 SSL InEBERKIRIES.

=SS

SSL AR EIRSInsRF , BRIR Region X7 SSL BEASHHERIESE N EEETAIAY,

RIS HAIRFIIIET Eclipse Paho Java SDK 3CH , SDK TS MQTT BNER. WEREME=S
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KB , BESEY.
EFimRE SSL B

ERNNZiRIEERSS | FE LTSN ARINRIEHIRSS IRAROFMEREFNENARY MQTT lA—F, BiAxR
BN -

public static void main(String[] args) throws IOException {

/**

*IRELURIAPABRIMQTTRHEAN S, FINtA~EFERAXXX |, SLiRERSERAFPECHEAS. EASRRIG AR
, EIEHIEEBRIBEMQTTSEA , BN EFIES DB — MEARIEE.

fi/nal String broker ="ssl://XXXX.mqtt.aliyuncs.com:8883";
iiﬁ%B@E—E\E’JAccessKey , BTEN

fi/nal String acessKey ="XXXXXX";
iiﬁEBﬂEEE’JSecretKey . TSR

fi/nal String secretKey ="XXXXXXX";
i?i;‘%%ﬁﬁﬁﬂ‘]—?wopic , BEFAEMQIEHISERIE

*/

final String topic ="XXXX";

/**

* MQTTEYClientlD , —iRFEFERS AR , GrouplD@ @ @DevicelD

* HehGroupl DIEMQIZHI S B

* DevicelDHRIFGIRE | AIRERIRERSS  HEHE— , BNRSZIHEAESHIClientIDiEE:

*/

final String clientld ="GID_XXX@ @ @ClientID_XXXX";

String sign;

MemoryPersistence persistence = new MemoryPersistence();
try {

final MqttClient sampleClient = new MqttClient(broker, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();
System.out.printIn("Connecting to broker: " + broker);

/**

*IHESE | BEBFHIMQTTHIpassword.,

* BERITEITIE | &5 T HE%MacSignature , 5— 12402 ClientIDRIRIHERS | BIGroupID
* EASHIWEZAISecretKey

*/

sign = MacSignature.macSignature(clientld.split("@@@")[0], secretKey);
connOpts.setUserName(acessKey);

connOpts.setServerURIs(new String[] { broker });
connOpts.setPassword(sign.toCharArray());

connOpts.setCleanSession(false);

connOpts.setKeepAlivelnterval(100);
connOpts.setAutomaticReconnect(true);

sampleClient.setCallback(new MqttCallback() {

public void connectComplete(boolean reconnect, String serverURI) {
System.out.printIn("connect success");

}
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public void connectionLost(Throwable throwable) {
System.out.printIn("mqtt connection lost");
throwable.printStackTrace();

}

public void messageArrived(String topic, MgttMessage mqttMessage) throws Exception {
System.out.printIn("messageArrived:" + topic + "------ " + new String(mqttMessage.getPayload()));
}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());
}

DK

sampleClient.connect(connOpts);

for (inti=0;i<10;i++) {

try {

String scontent = new Date()+"MQTT Test body" + i;

final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

System.out.printIn(i+" pushed at "+new Date()+
/**

SHEREEIFEANERE Topic , AMAITIIX M TopicANREEBRENEIXNER

* BREMQTTRIARMITIFNETE , TopictBRILAZZ %K Topic, IAMRE T RIEZEI"HKTopic
*/

sampleClient.publish(topic+"/notice/", message);

/**

* WERKIEP2PIEE , “RKTopiciiE “p2p”  =KTopicEERHIClient]D

* NS ERN=KTopicEERZEI5HIClientID

*/

String p2pTopic =topic+"/p2p/GID_mqttdelay3@@ @DEVICEID_001";
sampleClient.publish(p2pTopic,message);

} catch (Exception e) {

e.printStackTrace();

1

}

} catch (Exception me) {

me.printStackTrace();

"o

+ scontent);

}

}
FERX : (EF SSL AT , BRSSIRAMHIHIGEIRE ST ssl : /XXX, FREAER tep : /XXX, Bt E
JEInEE—HEI .

R EZENBUEER Android ZF IR MQTT iHE. EJ9 Android #1 Java IEEZ EE®@ , ATLAARINES
tH Android FFRIMERIECE | WARRFRIZIESE Java IBSRHA,

1. Android {&kEZI0

ALEHAY Android 7B TF2E Gradle SEIRREEKE. £ Android TEHKE] app THIBCE X4
build.gradle, FIMKEEOT.

dependencies {
compile 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.1.0'
compile group: 'commons-codec', name: ‘commons-codec’, version: '1.5'
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}

2. A& ER Demo T2
BT Android #1 Java 55818 , FrLAKCA B ERIE eI LAS A Java RIS , B{fi5&%& Android Demo T
=,

AXEBNMBUAER I0S ZERiRTR MQTT IBR | FHEHRAINIEHEIFANNSE | BEKIRHE.
INGES. THIRE. TEEIE.

b= N

ARIAHRILFIIE T E=751EZE MQTT-Client-Framework SLH , SDK FEiES I MQTT #ENESR. WfE
FEtE=S1E s , i5ETEX,

HIRERIS
5 MQ =4t MQTT BRSS , BEEEZELNATSFER Topic RIRERCEHE. IRIZH | iBLERES
& ERiE Topic , Group ID &R,

ERIE R B ERIER KIEEXIRAY Region , fi0 MQTT FBEFALEAL269AR , B4 Topic EEREME
£1b2 |if , WRPFIBEKESIRIE MQ &R,

ER : MQTT EBIIZRF Topic AREHIF , NBEERERRAIA , iIRERHE.

INEHES

iOS IMETHA MQTT ZFinfER , —RIKIRSENSE =7 FrameWork , BF SR NEEIRER |, BI0EE
Object-c [RERIHEZE , tbal MQTT-Client-Framework ,

=75 FrameWork —f&rTLAF CocoaPods REBRREAKH. EMEERENT :

CocoaPods ZiERLE

CocoaPods #k#i Ruby SEMINE, BREZET Ruby , AEEERNBRGEREEHRNEER , 12
BRRE THEE.

//EERHIR

gem sources -|

//EEHEERARYEAETR

gem sources --remove https://rubygems.org/
//IINEERTR

gem sources -a https://ruby.taobao.org/

BT |, BTUATHS , FH—RIJAEERIAET pod TR :
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sudo gem install cocoapods

ST R R

MQTT-Client-FrameWork S5=751E2837#F pod EEA , EIRIMKRFEERERERE
Podfile FNAMKEREDET , AEAIT :

pod 'MQTTClient'
target '${yourprojectname}' do
end

Hrh target IEANTBRIEFR , /5% Podfile BRMEITLAT RS , BEHRTKEENA.

pod install

FEAETH

et =i

MQTT-Client-FrameWork E2{tHI2 P MQTTSession #1 MQTTSessionManager , B {EREE4E
SRR , MECSHEFEmEESFEE. YRTIHEEENEXNNESE. BT :

self.manager = [[MQTTSessionManager alloc] init];
self. manager.delegate = self;
self.manager.subscriptions = [NSDictionary dictionaryWithObject:[NSNumber numberWithInt:self.qos]
forKey:[NSString stringWithFormat:@"%@/#", self.rootTopic]];
//passwordfitE AR | Ff8secretkeyxdgroupldfihmac& & &% , BARSLHISE macSignWithText/5i&
NSString *passWord = [[self class] macSignWithText:self.groupld secretKey:self.secretKey];
[self.nanager connectTo:self.mqttSettings[@"host"]
port:[self.mqttSettings[@"port"] intValue]
tls:[self.mqttSettings[@"tls"] boolValue]
keepalive:60 //IBEBIRRASATF120s
clean:true
auth:true
user:self.accessKey
pass:passWord
will:false
willTopic:nil
willMsg:nil
willQos:0
willRetainFlag:FALSE
withClientld:self.clientld];

A INELEEEC
FIRIERSRPAT  INIIXIRAOEEEZO |, AL TARRATL S5 iEAbE,

[self. nanager addObserver:self
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forKeyPath:@"state"
options:NSKeyValueObservingOptionlnitial | NSKeyValueObservingOptionNew
context:nil];

- (void)observeValueForKeyPath:(NSString *)keyPath ofObject:(id)object change:(NSDictionary *)change
context:(void *)context {

switch (self.manager.state) {

case MQTTSessionManagerStateClosed:
break;

case MQTTSessionManagerStateClosing:
break;

case MQTTSessionManagerStateConnected:
break;

case MQTTSessionManagerStateConnecting:
break;

case MQTTSessionManagerStateError:
break;

case MQTTSessionManagerStateStarting:
default:

break;

}

}

userName #{] passWord lig&

AT IRSIHEENE iR TEN , BHEEENEGER userName F passWord, userName i&E 2450
FAFRY AccessKey , password MigE 79 MQTT ZF ik GrouplD NEEZF/RH , &EZiTEASEMER
SecretKey 3 GroupID fff HmacSHAL EFIIN=, BiK75i%iES% Demo $iJ macSignWithText ERE],

+ (NSString *)macSignWithText:(NSString *)text secretKey:(NSString *)secretKey

{

NSData *saltData = [secretKey dataUsingEncoding:NSUTF8StringEncoding];

NSData *paramData = [text dataUsingEncoding:NSUTF8StringEncoding];

NSMutableData* hash = [NSMutableData dataWithLength:CC_SHA1_DIGEST_LENGTH J;
CCHmac(kCCHmacAlgSHAL, saltData.bytes, saltData.length, paramData.bytes, paramData.length,
hash.mutableBytes);

NSString *base64Hash = [hash base64EncodedStringWithOptions:0];

return base64Hash;

}

Demo TiET#

AN E FinUBEARSIIIES%EDemo T2, BRIEUSHEKESEREBRTE R,

KX EENEIAEER JavaScript EFIRICA MQTT iBE | FEHRGMUIBHEIEIFFLUINESE,
=23

AL HRILAFISET Eclipse Paho JavaScript SDK SLH , i%Z SDK FEIESWMQTT IENER. WERE
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B=FNEFin , BESEK,

1. RIS
R MQ 1249 MQTT BRS5 | E5eBENLCERFI-RERA Topic WRETTARE | MEREBLEEEHE

ERi{& Topic , Group ID &XIR,

RIS RN 3 RIE T SRIEEXIRAY Region , filf0 , MQTT FEEREAL2AMENR |, APA Topic ERIFHME
462 815 , ARHFBRAESIEHE MQ HiR.

R : MQTT ERINSHRT Topic FEEHE , (IEEREMAT , RERE.
2. MQTT &iHR

RERHMASERUMAIER JavaScript ZFimllR MQTT JEE.,
config.js 34

host = 'XXX.mqtt.aliyuncs.com’;// IREHRIAFIBEAREE , ARG EESERNESET XY , SEEFSHRiE
f5)

port = 80;//WebSocketth{iR53imA , MREEHTTPS , i&E443iK 0

topic = "XXXXXXX';/ /B E2/FAYTopic

useTLS = false;//E&BEMZHTTPS , fNREHTTPS |, iRE Htrue

accessKey = "XXXXXX';//McEHIAccessKey , B RIZHAEES

secretKey = 'XXXXXX=",//McE#I8Secretkey , EHE=ZEFIEEE

cleansession = true;

groupld="GID_XXXX';

clientld=groupld+'@@@XXXX";//Groupld @@ @Deviceld , HiZ=#|EEiEIGroup IDFIESigEAIDevice IDHEEMIBL

KR EERER

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-
transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml|" >

<head>

<title>Aliyun Mqtt Websockets </title>

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<script src="mqttws31,js" type="text/javascript"> </script>

<script src="config.js" type="text/javascript"> </script>

<script src="crypto-js.js" type="text/javascript"> </script>

<script type="text/javascript" >

var mqtt;

var reconnectTimeout = 2000;

var username =accessKey;

var password=CryptoJS.HmacSHA1(groupld,secretKey).toString(CryptoJS.enc.Base64);
function MQTTconnect() {

mqtt = new Paho.MQTT.Client(

host,//MQTTi%&

port,//WebSocketiz , dNER{FAHTTPSIIZNEE 443, BNEE0
clientld//ZFizClientld

)i
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var options = {

timeout: 3,

onSuccess: onConnect,

onFailure: function (message) {
setTimeout(MQTTconnect, reconnectTimeout);
}

)3

mqtt.onConnectionLost = onConnectionlLost;
mgqtt.onMessageArrived = onMessageArrived;

if (username = null) {

options.userName = username;

options.password = password;
options.useSSL=useTLS;//ANER{FERHTTPSIIZENEE Ftrue
}

mqtt.connect(options);

}

function onConnect() {

// Connection succeeded; subscribe to our topic
mqtt.subscribe(topic, {qos: 0});

message = new Paho.MQTT.Message("Hello mqtt!!");//set body
message.destinationName =topic;// set topic
mgqtt.send(message);

}

function onConnectionLost(response) {
setTimeout(MQTTconnect, reconnectTimeout);

%
function onMessageArrived(message) {

var topic = message.destinationName;

var payload = message.payloadString;
console.log("recv msg : "+topic+" "+payload);
b2

MQTTconnect();

</script>

</head>

</html>

R EBNMBUIEER Python ERiHICR MQTT JBE | FHAHRANIEAHBIIFLANESE, BERRHE
. INERER. RARES. ERERE,

bE S —

AL HHIRFIIET Eclipse Paho Python SDK LI , SDK TikiEE&M MQTT NS, WfEFAEME=
BFRZEFG , BEXREK.

1. BiIRERH

£ MQ R8I MQTT BRSS |, BIeFERSENAFERR Topic KIFRBCEHE. MRRE | BiEEd
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HHIE Topic , Group ID F&IR,

ERIE R IR R RIERE RIEEXINAY Region , AN MQTT FEFEALLIL2AVENR | BRA Topic FRIRHMA
te1b2 i, BRFIBEKESIHIE MQ &HIR.

AR 1 MQTT RIS R T Topic FRBHE , RIDEBERERNT | RERH.
2. RS

PIER Python IESHRE | Python ZFURIKEAIRINTAILABITIER. —HXA pip BEERLE B
L ELTES®E paho BRI,

BARABRIASH SNI, ANRFERF SSL INBRNEELT | BSEIUUTEERLE patch LASZHF SNI, f542
FEHEH SDK AURRA :

pip install git+https://github.com/exosite/paho.mqtt.python.git@openssl_sni_support --upgrade

3. MQTT Kr&iHR

RERGIESETANAER MQTT Python EFImAIXFIZIGER.

#!/usr/bin/env python

import hmac

import base64

from hashlib import shal

import time

from paho.mqtt.client import MQTT_LOG_INFO, MQTT_LOG_NOTICE, MQTT_LOG_WARNING, MQTT_LOG_ERR,
MQTT_LOG_DEBUG

from paho.mqtt import client as mqtt

#accessKey get from aliyun account console
accessKey = "XXXXXX'

#secretKey get from aliyun account console
secretKey = "XXXXX'

#MQTT GrouplID,get from mq console
groupld = 'GID_XXX'
client_id=groupld+'@@@'+'TEST00001'

# Topic

topic = 'XXXX/python/test'

#MQTT endPoint get from mq console
brokerUrl="XXXXXXXXX'

def on_log(client, userdata, level, buf):
if level == MQTT_LOG_INFO:

head = 'INFO'

elif level == MQTT_LOG_NOTICE:
head = 'NOTICE'

elif level == MQTT_LOG_WARNING:
head = "WARN'

elif level == MQTT_LOG_ERR:
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head = 'ERR'

elif level == MQTT_LOG_DEBUG:
head = 'DEBUG'

else:

head = level

print('%s: %s' % (head, buf))

def on_connect(client, userdata, flags, rc):
print('Connected with result code ' + str(rc))

def on_message(client, userdata, msg):
print(msg.topic + ' ' + str(msg.payload))

def on_disconnect(client, userdata, rc):
if rc!=0:
print('Unexpected disconnection %s' % rc)

client = mqtt.Client(client_id, protocol=mqtt. MQTTv311)
client.on_log = on_log

client.on_connect = on_connect

client.on_message = on_message

client.on_disconnect = on_disconnect

password = base64.b64encode(hmac.new(secretKey.encode(), groupld.encode(), shal).digest()).decode()
client.username_pw_set(accessKey, password)
client.connect(brokerUrl, 1883, 60)
client.subscribe(topic, 0)

foriin range(l, 11):

print(i)

rc = client.publish(topic, str(i), qos=0)

print ('rc: %s' % rc)

time.sleep(0.1)

client.loop_forever()

4. SSL 73R EREIRS

{£F3 Python ZFimiEd SSL STUKIERIRSS | FEZFm>FF SNL

AR E Paho IRHAIZFiE |, i5HRIE Release Note HBAEEHE SNI, MRIRE |, BIRBANE2E-RHHE
FBHIRBEZEE patch,

BHARES |, A SSL AR BEEFRLATRAS

- & RR & /98883,
- FESNRSBIHAIHIETS , HECE TLS 241, IEP FEMERAIT : cacrt

B2 , B LFECERZRISNILERXY | FHREEERAR broker #thil,

client.tls_set("XXX.crt', server_hostname="XXXXXXX")
client.connect(brokerUrl, 8883, 60)
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bl & ErER

RXNRWNARS MQTT Lt T4e28, R HER,

MQTT LHlseER

MQTT sEBIZIERZ BI7 RSERRIKSLEXINAIFHLAIRER | IERATEER, NRFIHIREEE | JGREBLAI7X

, TRIGRREROZEE A,

£ MQ EHEZEMNRISHZIER MQTT S >MQTT LA,

BRRELIRILOENLHRFIER.

e sEBh#E
> REIEEE
> e SR
v MQTTEE =PE - BUEEAT(E) : 2017-04-06 21:08:38 FUIAT{E) : 2017-05-07 00:00:00
MQTT ZpIEE JEES EJR - 100000 TPS E[R : 2000053 TR LR 100000
MQTT GrouplDETE

MQTT TopicEsis)

MQTT Bt

BEHENEA AR |, PRI E LR R .,

E =

SERIEHT

PR 1054 ITERRE R 1057 HETPS LR 25518 HEEH: 1A
g AR ST AR

FUHARTIE: 2017-5-7

SLflsEes

=i 2 3 4 5 6 7 8 9 g lF

il
=]
r
H
B
i

MQTT s&fiz5Ed

IRSSIZITHAE , WRAMBTUSIRIER | FENREMERILERTT &  WFEEHTRE.

EEHIEENSH=ERE MQTT SEAIERE | BREFREIRFRISLAIHENSEARFER.
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BENEA LASEAFRIRE , BRI E - R U,

LEIEE

SERIEH

ek bR 1054~ TERFRE LR 1054 IESTPS iR 2R&/f e 118
Sidsk: i 2 @il

EH#ARHIE): 2017-5-7

ECETE

EEE EIR 3051 5054~ 10074 2004~
LETPS R ST/ 105584 2055 SO/
& ik HHREHA 5B b I ) o

S8, T QoSIHIQoSZEER

EXERE

3. 00
TERFH LR 507 100731 20073 500734

a7 —

BBIRSEAIFHRECE—ARSERTERY | HER—RFE MQ BAARNMA | SFE—E/E
. FHREREARSS B TASZ RIS,

- SLOIRFECHSERIAERY , BB , ARl BN IE 2 RISLGIS 22 EHARDIS S5 R AT B TR ECR
1E.

- SEIEFECAREISMRAIRE |, BIEEBRITIEZENHER | SHERBARERE NEEIR.

MQTT sLAliE4E

SLHNSTRAE AT LIS B SRISEAIRIA SEKAIME , SR REWIA TPS, RRELGERE. TIXEHEFER
 BALURESLAIRE | SCRTiRi=sLAIfERRR.

ERLAER
1 (EEHIA MRS MQTT €32 > MQTT SCpiER.

ERREEENLAHNLAFERE , AITEERKER.
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b i1
=I5 =gy SRR - 2017-04-06 20:46:31 EJH104/) : 2017-05-07 00:00:00
SR 10 TPSER : 2045 TTRAXRLR : 50
SIS AR
ERG8SWHEER LB BT ST X R
800 4
600 ‘ 3 —
400 2
200 ‘ ‘ 1 |
|
|
o ! 0 !
0s:00 09:00 10:00 11:00 0s:00 09:00 10:00 11:00
HEWETPS LfIE P IRERE LRSTRARR

IR ESLAIRE

BRT ATEABSEKA , MQ M 7 iR ETIRE. HENRISShMEREETRENKRESNER , MQ 2
BREAFIAERERS | RERIRFENE.

IREEERAINSHT70% , REREFUREFRETLUBERE. RESNUAT :
ESLHIFIBI |, BEA AR R,

REFTERERIURESE  BEHE.

| |
FiEChER
]
#3249 1D
St *mrid
HEREEE ERE 8
*EETPSIREEE 10
LR - matt-cn- AtE - 2017-05-07 00:00:00
HTRXARESRE 40
S5 HR 10 prELR: 50
HESFER *67 v
wem  SUARSRENMISNT0% WA TERATSAMEOESESH
- Esd
2017-
-
& IR TE AR BRAT IR X R 3

RIERMREIE—FA R Client ID , AILIEMIZIREHIELINSUNIT X RFER.
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£ MQ 48 MEEEL%ERE MQTT S > MQTT Group ID &8,
EFREEER Group ID AMBHERFERAYZEEL.

HNERRY Device ID (SR EERHRER.

BENR MQ i HEREL EREL R fR2
TopiciE
B | MQTT GroupIDiE

)} EEmTEEE

» meEs s Group 1D SRR EDE
MOTTEE MQTT_TOPIC_ONSMONITOR_PUB GID_ACUTEST 2016-10-20 F3:00:10 (R  oEN || REEE | ROt | 8
MOTT GrouplDETE TopicaTraceTest_cn-gingdac-publictest  CID_TopicdTraceTest_cn-qingdao-publictest  2016-10-15 t511:29:31 m PEEN | SNEN | RRERST | W
MQTT TopicEif MQTT_TOPIC_ONSMONITOR PUB CID_MQTT_ONSMONITOR_FOR_PUB 2016-9-28 FF1:48:32 HEES || OEES | HBEEST | B
MOTTHCRRE

> AR

s

ENERESHHD
- EEIER - BEIRER [P LI RS EEZAIRTIE,

TR : 87380 Client ID E12A9FFE Topic LAK QoS HKIIEE.

ieEES

ClientlD :| CID_MQTT_ONSMONIT( @@@& | TESTDEVICE_D01

Key value

ClientlD CID_MQTT_ONSMOMITOR_FOR_PUB@@@TESTDEVICE_001
EETE true

Erimittht f121. = mwi:39566

BEENE 16-10-24 T47:19

iTHRXE
Topic QOSs
MQTT _TOPIC_ONSMONITOR_PUB/secTopic/0/ 0
MQTT TOPIC_ONSMONITOR_PUB/secTopic/ 2
MQTT TOPIC_ONSMONITOR_PUB/secTopic/1/ 1
MQTT TOPIC_ONSMONITOR_PUB/secTopic/2/ 2
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WEEH

HRIBRFERY Group ID , IRATLAEAZET Group ID FEFRRYIRBELAIHER | —RATAEUSRIT. KREEH
RIANORIF MQTT Group ID &M@,

£ MQ =EHIEEMRRZEE MQTT 1 > MQTT Group ID &I,

EFRETER Group ID AMBATRFEAIATESR , BRI SREUERAEL S B AR R,

AN MQ o #m ER w2 g2
Lo | MOTT Groupl D
P BEITEER
b e
— MQTT_TOPIC_ONSMONITOR_PUB GID_ACUTEST 2016-10-20 TFx00:10 (B | AAES | jeEEN RBGEET  BE
ATEE TopicdTraceTest_cn-gingdao-publ CID_TopicdTraceTest cn-gingdao-publictest  2016-10-25 k112931 ([EEE HEES | |QEEE | ESGRET | B
RS MQTT_TOPIC_ONSMONITOR_PUB CID_MQTT_ONSMONITOR_FOR_PUB 2016-9-28 L4832 [EEl | KOEN | jREEN | REEEET B8
o
Ll

TR BRI 1508 , LAZ Group ID ARIRANREELAITENE  ZRHEETHHR
HERREBMIE | PR RM D ERNRE.

RE=E

Group ID : CID_MQTT_ONSMONITOR_FOR_PUB

LpnEiEsh 1

HERUE HBHER

HEHRME B RNERILS2HRIZ Group ID MEEHEEEAEIRENE. ZHEREIRNUT
B REFHPARTEITRXRIHESEIREXIRE ACK FRERIHMEZE | FAAREIIRIHER
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BRI, —RATIHESEIKSIERRE |, B

Iy
Rt
Bt
i
SO
4R

RE=iG

Group ID : CID_MQTT ONSMONITOR_FOR_PUB

LR 1

HEHERE HEER

HBMHE

0.5

| \
22:05 22:10 22:15 22:20

RIE MQTT B9 Topic (B8 , ILAEIEIT % Topic BIFFBIREER | LAKIZ Topic &I 15 S ARESERIL
KiER.

£ MQ =HEEMEBEZERE MQTT 2 > MQTT Topic Eifl.

BMA\5TEN Topic ERAIATEAMREER.
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-
RN | MQTT TopicEif)

-

ATETAEE

> HEES

v MQTTEE

MQTT GrouplDETE

MQTT TopicEif

MQTTI RS
b AREE
EB SR 2 )
R =

s

HEMF MQ #4961  fEml | #m1 #dR | #fR2

—#fTopic : | FA—HTopicEs Fopic : | AT TopiclEE

o

| MQTT TopicEsif]

—ifTopic : MQﬂjDPICﬁDNSMDb{T’TUp(L ‘ [secTopic/0f R

40
Topic MQTT_TOPIC_ONSMONITOR_PUB/secTopic/0/

EPEEES 1 o

3FQOSOEEE 0 20

22:00

HEEENE

40 0.6

30
0.4

20

0.2

22:00 22:05 22:10 22:15 22:20 22:00

HEEFHE

2210 2215

HBHETPS

2210 2215

ERILAE MQ =B5I8EE MQTT Fraf Topic KR BEEL. WEIASISSHET

=ifl.

£ MQ EHIEEMERRZEE MQTT &3 > MQTT g4Stit.

MANEREEAIR AR T EE I N AYHIEEE.
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s | MO
HTRER

b Hesm Topic : | videojj BIiEFEE | 2016-10-24 19 "z 58 . 20161024 21 T: 2

< e FTopic . A AR mmnn m ws oos:| o |1 |2 asen : | merm || mm E =
MQTT GroupIDigEe 00 ERErHE

BN

AR E

B

b SHABETXCIAT)

AIRAL : SR
RHA :
- MQTT BRSBIHTEER Fim A% Publish 0 Subscribe 3RS AIRHEFITAPRIGIE , ANRPRIGIELEMNE
WS,
- AEMEFiERER Client ID &2 MQTT RS , SRS .
Y ZRIEMEREECH Client ID £B— , AEZE1EE , FAMIFHREEIESIE,
[BIRE2 : ZERT SR Topic BB ELEHEE
RE :

MQTT X PITRXRERFFANR , EILNRAFZTHRLE Topic , FEYEA unsubscribe 75EBGHEIT X

[BIRE3 : AASE—RFSiEER , BRIEEERAIER
BEA :

MQTT BRS5 iR TF1T X RAYLECKME 2 ERIERHR(ERY . BRIEHAS . B —RITRE MR Parent
Topic , MIXP#EY Topic MINEEIKEIE—FHERBERRZ S5 , < ERIHBEE—REESVREE.

iBlRR4 : J9t24BH Topic BiBEEEEKE , BRIKAZ
BHA :

B MQTT ZEFIRAIHFRINTRXREERRS . BRIZE301. MR EFiRLENT BT iR ER
Topic , NIEHWEFR , SEWAZIXEDIHR.
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