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Python SDK & & {7~

ABLRGI A ER I aERSDKE R ZOR I TH A, ARPEMRIEATE | aiEARG  FeEsfzO—
PHITHK.
Hr , FiESHRISE AR MNREL R R Kt TR,

- glE Vault

from oas.oas_api import OASAPI
from oas.ease.vault import Vault

# Bl OASAPI 3952
api = OASAPI('[Server Host]', '[Access Key ID]', '[Access Key Secret]’)

# Gz Vault
vault = Vault.create_vault(api, '[Vault Name]')

- R Vault

# GUEE OASAPI 335
api = OASAPI('[Server Host]', '[Access Key ID]', '[Access Key Secret]')

# FRIERFREREN Vault

vault = Vault.get_vault_by_name(api, '[Vault Name]')

# tR4E ID 3XKEY Vault
vault = Vault.get_vault_by_id(api, '[Vault ID]")

- L&t

archive_id = vault.upload_archive('[File Path]')

- fHiE& Archive

vault.delete_archive('[Archive ID]")

- 4% Multipart Upload {£5%
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uploader = vault.recover_uploader('[Upload ID]")
uploader.resume('[File Path]’)

- 3KEY Archive 53

job = vault.retrieve_inventory()
job.download_to_file('[File Path]’)

- &k Archive

job = vault.retrieve_archive('[Archive ID]')
job.download_to_file('[File Path]’)

- MOSS H#fi#ObjectE|OAS

job = vault.pull_from_oss(conf.osshost, conf.bucket, conf.object, "test desc")

- MOAS _L#Ef#EArchiveEJOSS

job = vault.push_to_oss(archive_id, conf.osshost, conf.bucket, archive_id, "test desc")

Python SDK SEE{sFEMUIS

THEEREFtest_single_archive_uploadigfftEa—3z{4archive 1% ;

ER#test_multi_upload() fERsdk{EEOSTIMDER L% ;

& test_uploader(){EAsdkSHIROLEE L& ( SEUEAT64MBEY , SEIERSREE) |
ER#Etest_vault_retrieve()SLHlvaultiEE2 &I ;
BRiZtest_download_archive(archive_id)sC¥larchive R ;
BRi#test_delete_archive(archive_id)sE¥archiveffifg.

BRi#test_pull_from_oss ( ) SCHIMOSSEIRZHEEZIOAS

ERi#{test_push_to_oss() SLEIMOASE#ZEEEZIOSS

import random
import time
import logging

import logging.handlers
from oas.oas_api import OASAPI
from oas.ease.api import APIProxy
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from oas.ease.exceptions import *
from oas.ease.response import *
from oas.ease.utils import *

from oas.ease.vault import *

from oas.ease.uploader import *
from oas.ease.job import *

import os

LOG_FILE="test.log"

handler = logging.handlers.RotatingFileHandler(LOG_FILE, maxBytes = 1024*1024, backupCount = 5)

fmt = '%(asctime)s - %(filename)s:%(lineno)s - %(name)s - %(message)s'
formatter = logging.Formatter(fmt)

handler.setFormatter(formatter)

log.addHandler(handler)

log.setLevel(logging.DEBUG)

class TestConf(object):

def __init__(self):

self.host = 'oasi##g'

self.accesskey_id = "f&f9access key Id"
self.accesskey_secret = "f&faccess key secret”
self.vault_ name = "normal"
self.vault_name_test = "test"

self.osshost = "{&EEfEJossiE & "
self.bucket = "EEEAERYbucket”
self.object = "1RELEAERObject”

conf = TestConf()

class TestDemo():
_MEGABYTE = 1024 * 1024

def _init__(self):

self.api = OASAPI(conf.host, conf.accesskey_id, conf.accesskey_secret)
self.api_proxy = APIProxy(self.api)

self.vault_name = conf.vault_name

self.vault_name_test = conf.vault_name_test

self.file_big = "random100M.bin"
self file_big_size = 200*self._MEGABYTE

with open(self-file_big, 'wb+") as f:
self.write_random_data(f, self.file_big_size)

self-file_small = "random30M.bin"
self-file_small_size = 30*self._ MEGABYTE

with open(self.file_small, 'wb+") as f:
self.write_random_data(f, self.file_small_size)
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def write_random_data(self, file, size):
remaining = size

while remaining > 0:

n = min(remaining, 1024)
random_data = os.urandom(n)
file.write(random_data)

remaining = remaining - n

n = min(remaining, 1024 * random.randint(256, 1024))
file.write('\0' * n)
remaining = remaining - n

def test_single_archive_upload(self):
print "

L0 b b b e b e e o e o e o e e e e e o e e e e e e e o e e e e e b e e e e e e e e
HHHHH T AT A T

Using the low level api method to upload a small archive

T T I T T N T T T T T I T T T I TR I I T N T I TR I T TR T TR N TR T T TR TR TR T TR T TR TR TR TR TR L]}
nHHHHH AT AT

res = self.api_proxy.create_vault(self.vault_name)
vault_id = res['x-oas-vault-id']

etag = compute_etag_from_file(self.file_small)

tree_etag = compute_tree_etag_from_file(self.file_small)

with open(self.file_small, 'rb") as f:

content = f.read()

res = self.api_proxy.post_archive(vault_id, content, etag, tree_etag)
archive_id = res['x-oas-archive-id']

print "archive_id",archive_id

#test the multipart upload by the proxy api, and this is low level api
def test_multi_upload(self):
print ""\n\n\n

TR TR TR R TR R T T T TR TR T T T TR T T TR T TR T T T R T T TR T TR TR TR T T TR T TR T TR T TR TR T TR T TR TR TR TR TR TR T TR TR TN TT}
HHHHHHH AT A A HH

Using the low level api to invoke the multipart api and implement the archive uplod

TR T I T R N T R T T T TR I R T T T I TR I IR TR R T I TR R TR TR T TR TN T I T T TR IR T TR I T TR TR TR TR L]}
L £ € e £ £ £ £ € e € £ £

res = self.api_proxy.create_vault(self.vault_name)
vault_id = res['x-oas-vault-id']

part_size = 1024 * 1024 * 64

etag_array= []
tree_etag_array= []
offset = 0

cur_part_num=0

cur_start_pos = 0

cur_end_pos =0

print "1. comput the etag,tree-etag”

print "1.1 comput the etag , tree_etag of part"
while True:

tmpsize = part_size

if(cur_start_pos + tmpsize > self.file_big_size):
tmpsize = selffile_big_size - cur_start_pos;
cur_end_pos += tmpsize -1
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etag_array.append(compute_etag_from_file(self.file_big, cur_start_pos, tmpsize) )
tree_etag_array.append(compute_tree_etag_from_file(self.file_big, cur_start_pos, tmpsize))

cur_start_pos += tmpsize
cur_part_num +=1

if(cur_start_pos > = self.file_big_size-1):
break;

print "1.2 comput the total tree_etag of the archive"
tree_etag_total = compute_combine_tree_etag_from_list( tree_etag_array) ;

print "2.1 init the upload task, and get the uploadld”

res = self.api_proxy.create_multipart_upload(vault_id, part_size)
upload_id = res['x-oas-multipart-upload-id']

print "upload_id",upload_id

f = open(self file_big, 'rb")

cur_part_num =0

cur_start_pos = 0

cur_end_pos =0

while True:

tmpsize = part_size

if(cur_start_pos + tmpsize > self.file_big_size):
tmpsize = selffile_big_size - cur_start_pos;

cur_end_pos += tmpsize

print "2.2 upload every part to oas server, and the etag of the part will be used. current part is:", cur_part_num+1
self.api_proxy.post_multipart_from_reader(vault_id, upload_id, f, tmpsize,('%d-%d" %(cur_start_pos, cur_end_pos-1)),
etag_array[cur_part_num],tree_etag_array[cur_part_num])

cur_start_pos += tmpsize
cur_part_num +=1

if(cur_end_pos> = self.file_big_size -1):
break;

print "2.3 complete the multipart task, and the total etag will be used"
res = self.api_proxy.complete_multipart_upload(

vault_id, upload_id, self.file_big_size, tree_etag_total)

print "output the archive id"

archive_id = res['x-oas-archive-id']

print "archive_id",archive_id

return archive_id

#test the uploader to upload big file, and this is high level api
def test_uploader(self):
print ""\n\n\n

TR TR R T TR T TR TR TR TR TR R T TR TR TR TR TR R TR R T TR TR T TR TR TR T TR T TR TR T TR T TR T TR TR T TR T TR TR TR TR TR TR TR TR T T}
L £ £ e £ £ e £ € € £

Using the High level api to invoke the multipart api

vault = Vault.create_vault(self.api, self.vault_name)
print "initial a uploadId"

uploader = vault.initiate_uploader(self.file_big)
uploader_id = uploader.id
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print "uploader_id",uploader_id

print "start the multipart"
archive_id = uploader.start()

print "finish the upload, and output the archive_id"
print "archive_id",archive_id
return archive_id

#to inquire the archive list of vault
def test_vault_retrieve(self):
print ""\n\n\n

TR TR T T T T TR TR TR T TR T TR T TR TR TR TR T TR T TR TR TN TR TR TR TR TR RN TN TR TR TR TR TR TN TR TN TR TR TN TR TR TR TN TR TR TR TR TN TR T T
HH T T T T T A T

Retrieve the vault info, and inquire the archive list of the vault

Bl b b e b e e o e b e b e e e e o e e e e e e e e e e e e e e e e e o e o e e e e o e e e e e e e T
THH T A T T T T

vault = Vault.create_vault(self.api, self.vault_name)
job = vault.retrieve_inventory()
job.download_to_file(job.id)

#to test download archive
def test_download_archive(self, archive_id):
print ""\n\n\n

TR TR TR TR TR T TR T TR TR TR TR T R T TR TR TR TR TR R TR TR TR T TR TR TR TR TR TR TR TR T TR T TR T TR TR T TR T TR TR TR TR TR TR T TR TR TR
T

Submit the archive job and download the job to local
B
vault = Vault.create_vault(self.api, self.vault_name)

job = vault.retrieve_archive(archive_id)

job.update_status()

if not job.completed:

job.download_to_file(file_path = job.id, block = True)

#test delete archive
def test_delete_archive(self, archive_id):
print ""\n\n\n

TR TR TR R TR R T TR T TR TR TR TR TR R T TR TR TR TR T TR TR R T TR TR T TR TR TR T TR TR TR TR T TR TR TR T TR TR T TR TR TR T TR TR TR TR TR TN T T}
L £ £ e £ £ e £ € £ £ e

Delete the archive

TR T R R T T R T R T T T TN IR TR T T IR IR TR IR R TR N T N T R T TR TR TR TR T TR IR TR IR TR TR TR TR ]|
A

vault = Vault.create_vault(self.api, self.vault_name)
vault.delete_archive(archive_id)

def test_pull_from_oss(self):
print ""\n\n\n

L 1 2 b e e e b e b e e b A e A e e e A e e e e e b e e b b e
HHH T A T T T H

submit a pull-from-oss job and OAS will finish the pull of OSS object to OAS

T T T T T T I T T T T I T T T T TR IR I T R T I T I TR T T T T T R T T TR T TR T T T T T T TR TR TR T L]}
HHHHH A A T H

vault = Vault.create_vault(self.api, self.vault_name)

# create vault

job = vault.pull_from_oss(conf.osshost, conf.bucket, conf.object, "test desc")
job._check_status(block=True)

# delete archive

print "bucket:%s object:%s finish pull from oss,\n archiveld:%s" % (conf.bucket, conf.object, job.archive_id)

def test_push_to_oss(self):
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(ES

¥

print ""\n\n\n
Bttt A A

e e e e e S e e
submit a push-to-oss job and OAS will finish the push of OAS archive to OSS
e Yy

TRTIL]
TH

vault = Vault.create_vault(self.api, self.vault_name)
archive_id = vault.upload_archive(self.file_big)

job = vault.push_to_oss(archive_id, conf.osshost, conf.bucket, archive_id, "test desc")
job._check_status(block=True)

print archive_id + " finish push to oss"

if _name__ =='_main_"
t = TestDemo()

t.test_single_archive_upload()
t.test_multi_upload();

archive_id = t.test_uploader();

t.test_vault_retrieve();
t.test_download_archive(archive_id)
t.test_delete_archive(archive_id)

t.test_pull_from_oss()
t.test_push_to_oss()

AliyunOASClientfJArchiveManager

AliyunOASClientflArchiveManagersS BIEMEM N, BREOMACNIS , FEEAN LTS EREIE]
| FRHSEARRRITTA , B AliyunOASClientFlArchiveManagerfIEEFEIX B a3,

i EASIRRHINAY aliyunOASClient 32 AliyunOASClient S£f5ll , archiveManager 152
ArchiveManagersL/l

AliyunOASClient3Cfi4t

// AccessldfJAccessKeyfe &

ServiceCredentials credentials = new ServiceCredentials(
"[yourAccessld]", "[yourAccessKey]");

// EEBEEFImEE

ClientConfiguration clientConf = new ClientConfiguration();

// IEEEIEEARSS L

ServiceHost serviceHost = new ServiceHost("http://cn-hangzhou.oas.aliyuncs.com");

// FBOAS I 3%15AliyunOASClient3d5:
AliyunOASClient aliyunOASClient = OASFactory.aliyunOASClientFactory(
serviceHost, credentials, clientConf);



ST =Edy

// SEE T EXEE |, @BidServiceCredentialsFiurl EiZEIZEAlyunOASClientXds:
AliyunOASClient aliyunOASClient = OASFactory.aliyunOASClientFactory(
credentials, "http://cn-hangzhou.oas.aliyuncs.com”);

ArchiveManagersLfit,

// EFRERAECE

ServiceCredentials credentials = new ServiceCredentials("[yourAccessKeyID]", "[yourAccessKeySecret]");

ArchiveManager manager = OASFactory.archiveManagerFactory(
credentials, "http://cn-hangzhou.oas.aliyuncs.com”);

// BEXEEEClientConfiguration

ServiceCredentials credentials = new ServiceCredentials("[yourAccessKeyID]", "[yourAccessKeySecret]");
// IEEEIEEARSS L

ServiceHost serviceHost = new ServiceHost("http://cn-hangzhou.oas.aliyuncs.com");

// EEEEFIHEE

ClientConfiguration clientConf = new ClientConfiguration();

ArchiveManager archiveManager = new ArchiveManager(serviceHost, credentials, clientConf);

// {EFBAliyunOASClient#J#att
AliyunOASClient aliyunOASClient = OASFactory.aliyunOASClientFactory(
credentials, clientConf).withLogger();
ArchiveManager archiveManager = OASFactory.archiveManagerFactory(aliyunOASClient);

Vaulti{E
tl&Vault

- NERIBERTRAVault A~ F7E |, MEFEVault ;
- NBRIBERTRAVaultBFE | AHATEIESNE |, IREIVaulthiIEE.

// vaultNameJRiEE S F 21544 ¢

// 1. BKEE3~632/8 (2#E3F63) ;

// 2. RRFEERLUTER :

/] 0-9E&),

// a-z(NBEXFH),

//  -(E1E),

// _(FXl%)

// Eob 5t 70 THIZ ARBEEAvaultNamefSFFLFNER ;

String vaultName = "oas_demo";

// RiEGIEvaultifsk

// BEVaulthl&FR , FCreateVaultRequestsRigE

CreateVaultRequest createRequest = new CreateVaultRequesty().
withVaultName(vaultName);
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// KFEBIZEVaulthigsk
// MMRBEERvaultizfE , OASRIREIEERvaultiivaultld , TIASHATEIRENE
try {
CreateVaultResult result = aliyunOASClient.createVault(createRequest);
logger.info("Vault created vaultld={}", result.getVaultld());
logger.info("Vault created vaultLocation={}", result.getLocation());
} catch (OASClientException e) {
logger.error("OASClientException Occured:", e);
} catch (OASServerException e) {
logger.error("OASServerException Occured:", e);

}

& Vault

// Hikgvault@EEEE . FittReg@dvaultld ki
DeleteVaultRequest deleteVaultRequest = new DeleteVaultRequest().withVaultld(yourVaultld);

try {
OASResult result = aliyunOASClient.deleteVault(deleteVaultRequest);
logger.info("Delete Success! {} {}", result.getRequestld(), result.getDate());
} catch (OASClientException e) {
logger.error("OASClientException Occured:", e);
} catch (OASServerException e) {
logger.error("OASServerException Occured:", e);

}

_FfEArchive
B e

- ArchiveManagerfiupload#ZOSRIESUG K/ NFITR B HERERMultipart H& |, To/RABFIE

#

KT EHIEOArchiveManagerfJIFHIA | 2% OAS Java SDKERIZEONH .

// java sdk EBIFBF5SRk vaultName | vaultld AY%EH
// BB T AP —iKSBvaultldf9iciz&aiE
String yourVaultName = "oas_demo";
File file = new File("oas_demo_data/random10M.bin");
try {
UploadResult uploadResult = archiveManager.upload(yourVaultName, file);
logger.info("File {} uploaded complete. Archiveld={},md5={},treeEtag={}",
file.getAbsolutePath(), uploadResult.getArchiveld(),
uploadResult.getHashValue(),
uploadResult.getHashTreeValue());
} catch (OASClientException e) {
logger.error("OASClientException Occured:", e);
} catch (OASServerException e) {
logger.error("OASServerException Occured:", e);
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}

{RiEUploadId_L1&

File file = new File("oas_demo_data/random120M-2.bin");

//3%#8uploadld

[/SHERINGIRKTFL00MB |, BRISH S EIRRAEE L E=OHT EE

String uploadId = archiveManager.initiateMultipartUpload(vaultName, file, "Hello OAS!");
//ANREE S uploadld , E#EFRZBIFAEUGEAuploadld

//String uploadld = "[yourUploadId]";

System.out.printIn("Get uploadld=" + uploadId);

UploadResult uploadResult = archiveManager.uploadWithUploadld(vaultName, file, uploadId);
System.out.printIn("Archive ID=" + uploadResult.getArchiveld());

ESHT

THASRETRRES. THESHEHNSLTERNTR  ESHFENE | &% OAS Java SDKEHRZEN
X,

IRATIREHES

String yourVaultName = "oas_demo";
String yourArchiveld =

"6086C62DBFFD4A68BAEESD1B680EC77C8FE6AE617FF47BCD3DB3CB71AFAE29B33431AED14D06D9C4AD251F17C
173F3CD",

JobMonitor jobMonitor = archiveManager.downloadAsync(yourVaultName, yourArchiveld);

HiTInventory

JobMonitor jobMonitor = archiveManager.downloadInventoryAsync("oas_demo");

T#JobiH

archiveManager.downloadJobOutput(yourVaultName, jobld,
new File("oas_demo_data/mySaveFile.bin"));

BeEProcessListener

L E{EArchive gl

ServiceCredentials credentials = new ServiceCredentials(
DemoConstants. ACCESS _ID,

10
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DemoConstants. ACCESS_KEY);

// @I I ZFkiBarchiveManagerizd
ArchiveManager archiveManager = OASFactory.archiveManagerFactory(credentials);
File file = new File("[pathToYourFile]");

final BaseTransfer<UploadResult> bt = archiveManager.uploadAsync(
"[yourVaultName]", file);

/NREEKRFRE , BIAB3 , &AAL0

bt.setNumConcurrence(5);
bt.addProgressListener(new ProgressListener() {

@Override

public void onStart(String id) {
// {ESFFARTER , ErhidJgMultipart Upload{ESID |, XF—#E HEESid R
System.out.printIn("Start! Upload ID: " + id);

}

@Override

public boolean onError(Range range, Throwable t) {
// BEERTER | rangeRHBNFTEE , t2EMNAYER
// ZiR[Etruelt , BaseTransfer&iH{TE, , falseliE
System.out.printin("ERROR!!!");
return false;

}

@Override

public void onCompleted() {
1/ ES RS ER
System.out.printIn("Upload complete");

}

@Override
public void onProgressed(long current, long total) {
/] ESHE | total AXHFTHAR/N , currentH=HRIE LEF T4
System.out.printin("Progress: " + current + " / " + total);
}
b;

bt.start();

final Timer timer = new Timer();
timer.scheduleAtFixedRate(new TimerTask() {

@Override
public void run() {
System.out.printIn("Running time: " + bt.getRunningTime() + " seconds");
System.out.printin("Completed size: " + bt.getSizeCompleted() + " bytes");
System.out.printin("Total size: " + bt.getSizeTotal() + " bytes");
System.out.printin("Average speed: " + bt.getAverageSpeedInBytesPerSecond()
+ " B/s");
if (bt.isComplete()) {
timer.cancel();
synchronized (bt) {

11



bt.notify();
}
}
}

}, 0, 1000);

synchronized (bt) {
try {
bt.wait();
} catch (InterruptedException e) {
logger.error("", e);
}
}

/] ESER

System.out.printin("===============z==============");
System.out.printin("Running time: " + bt.getRunningTime() + " seconds");
System.out.printin("Completed size: " + bt.getSizeCompleted() + " bytes");
System.out.printIn("Total size: " + bt.getSizeTotal() + " bytes");
System.out.printIn("Average speed: " + bt.getAverageSpeedInBytesPerSecond() + " B/s");
UploadResult uploadResult = bt.getResult();

System.out.printin("Archive ID: " + uploadResult.getArchiveld());
System.out.printin("Hash Value: " + uploadResult.getHashValue());

adupsR{H Lk
=iV AN

adupRETFRED T Rduplicity , (£RpythoniESC , S HEEEERD |, SN UHIBEH

RETHERFEFENSEH TR, duplicty ABRE— 1N SINBEAMITIZRISE MDY | SHFSMERFE
N EMNftp. sshAlEERTIFE.

otk

- RS RRS{TERAR

- ERArsync IR EIRHITIZE D | RS RMEERISXUF A
- (RS T B EEHSTIGNU-tar , RS EHUREITIEM
- STNTIEFEATRISTS  MEREEE | AWSE

T
debian&Z{ThRZA

12
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sudo bash deploy_debian.sh

redhat/centos&Z{ThR4~

sudo bash deploy_rh.sh

LRG|, E#IAdt-oas-backup.sh ERE/usr/local/bin/ T,

ERTR
S

BLE AT HITS04dt-oas-backup.sh , AT SRR TR EIRINER

# fEredhat/centos KITHRAFEEIRES , debiantMEFRILUGEIFRE
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/usr/local/lib

# [ RIFEEMEFIOSSIKSER

export AliCLD_OAS_HOST="alicloud_oas_host"
export AliCLD_OSS_HOST="alicloud_oss_host"
export AliCLD_ACCESS_ID="alicloud_access_id"
export AliCLD_ACCESS_KEY="alicloud_access_key"

# &7
export PASSPHRASE="gpg_passphrase”

# BHER
ROOT="/home/"

# InfEf B AT fEvault
DEST="oas+http://oas-backup-101"

# LECE SHIRMHIERE
# > 7E | INCLISTRORRIZAZELL /' 45R |, BURS LIEEREMMIREELXMRE
INCLIST=( "/home" )

# ILECHEH SRR
EXCLIST=( "/home/xuser" )

# BSEMER
LOGDIR="/tmp/"

# duplicity aTHUTSHER R | —RRTEpythonFIEEEMbINBER T
DUPLICITY="path_to_python/bin/duplicity”

13
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bash dt-oas-backup.sh --full

iE  FORPUTEDES , @TEERD.

- MEED

bash dt-oas-backup.sh --backup

- RO EHEE

bash dt-oas-backup.sh --verify
Verify complete. Check the log file for results:
>> /tmp/duplicity-2015-11-19_10-02.txt

- FIHE M HFIR

bash dt-oas-backup.sh --list-current-files

Local and Remote metadata are synchronized, no sync needed.
Last full backup date: Thu Nov 19 10:01:32 2015
Wed Oct 21 10:12:14 2015 .

Tue Oct 20 15:28:23 2015 core

Mon Aug 31 09:44:12 2015 core/__init__.py
Wed Aug 19 09:51:05 2015 core/asyncoro.py
Mon Sep 28 17:20:57 2015 core/job.py

Wed Aug 19 16:29:09 2015 core/policy.py

Wed Aug 19 21:03:34 2015 core/resource.py
Wed Sep 23 10:33:42 2015 core/scan.py

- IRE R

ERSXHRERRIET |, ATLAHTMD S TS

bash dt-oas-backup.sh --restore-file core/job.py /tmp/j.py
YOU ARE ABOUT TO...

>> RESTORE: core/job.py

>> TO: /tmp/j.py

Are you sure you want to do that ('yes' to continue)?

yes
Restoring now ...

- BB cronEfHES

MBRRR2RETEH 795

14
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crontab -e
0 2 * * * bash /usr/local/bin/dt-oas-backup.sh --backup

15
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