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443i% )
- IP4->ECS5 (iZH#EBKRMN , (XFFL22i%0 )
- IP5 : EARINIDNATHLR
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BIEVPCSECS, FRECSELAIFARERIRFELWIP,

VPCSECSHEIFAEXIERAT
- VPC ID: vpc-11af8ixxx
- ECSHIZR
SEAIEFR FARIIP
ECS1 192.168.1.1



NAT 3%

ECS2 192.168.1.2
ECS3 192.168.1.3
ECS4 192.168.1.4

CUTETH

BFIGE TFECLIT A,

LinuxERis N T LAEZERwgetap ST T EL,

wget http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/42691/cn_zh/1468947102311/api.py

BllEAccessKey

BEENERAPIIKSEIEE—PMAccessKey , BFEMIIE. 1FEEERIFEACcessKey,

ACUT HBEEAccessKey

leeSdeMacBook-Air:api-cli lee5% python api.py config --id=gVgg8LSA --secret='

T E— BlIFENATRC

A CreateNatGatewayiz [ BIFENATRE,

APLIRA3 :

[admin@tester:xxx]$ python api.py CreateNatGateway Regionld=cn-shanghai Vpcld=vpc-11af8Ixxx
BandwidthPackage.1l.IpCount=4 BandwidthPackage.1.Bandwidth=150 BandwidthPackage.1.Zone=cn-
shanghai-a Name=MyNatGW Description="My first NAT Gateway"

https://ecs.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-
11af8Ixxx&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.1l.IpCount=5&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=I4KKhWgjldImTqgk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae4
9¢-2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1.Bandwidth=150&BandwidthPackage.1.Zone=cn-
shanghai-a&Description=My+first+NAT +Gateway

"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"



NAT 3%

]
b
"ForwardTablelds": {
"ForwardTableld": [
"ftb-11tcbxgmv"

]

L
"NatGatewayld": "ngw-112za33e4",

"Requestld": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"
}

iEA DescribeNatGatewaysiZIEENATRFHHEMEE.,

APLRA

[admin@tester:xxx]$ python api.py DescribeNatGateways Regionld=cn-shanghai Vpcld=vpc-11af8Ixxx

https://ecs.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lxxx&Format=json&TimeStamp=2016-
05-23T03%3A27%3A14Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNatGateways&SignatureNonce=3
el424eb-2096-11e6-bc31-2cf0ee28adf2

"NatGateways": {

"NatGateway": [

{

"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

2

"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:23Z",
"Description”: "My first NAT Gateway",
"ForwardTablelds": {
"ForwardTableld": [

"ftb-11tc6xgmv"

]

b

"InstanceChargeType": "PostPaid",
"Name": "MyNatGW",
"NatGatewayld": "ngw-112za33e4",
"Regionld": "cn-shanghai”,

"Spec": "Small",

"Status": "Available",

"Vpcld": "vpc-11af8lxxx"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "FE4C442C-9778-449A-BF7F-7F36C3AF5611",
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}

TotalCount": 1

J@FDescribeBandwidthPackagesi#zN&EE BN ZHHREHFEHER.

[admin@tester:xxx]$ python api.py DescribeBandwidthPackages Regionld=cn-shanghai
NatGatewayld=ngw-112za33e4

https://ecs.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=KNOC2Q4TUZtfECBn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureN
once=1e8941ae-2097-11e6-acbb-2cf0ee28adf2

"BandwidthPackages": {
"BandwidthPackage": [

{

"Bandwidth": "150",
"BandwidthPackageld": "bwp-1lodxu2k7",
"BusinessStatus": "Normal”,
"CreationTime": "2016-05-23T03:26:24Z",
"Description™: "",
"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount": "5",

"Name": "",

"NatGatewayld": "ngw-112za33e4",
"PublicIpAddresses": {
"PubliclpAddresse": [

{

"AllocationId": "nateip-11liopy3sl”,
"IpAddress": "139.xxx.xx.107"

L

{

"AllocationId": "nateip-11pt1fph”,
"IpAddress": "139.xxx.xx.55"

b

{

"AllocationId": "nateip-111ul670c",
"IpAddress": "139.xxx.xx.79"

7

{

"AllocationId": "nateip-110gfjj85",
"IpAddress": "139.xxx.xx.59"

)

{

"AllocationId": "nateip-11s2jempe”,
"IpAddress": "139.xxx.xx.58"

}

]

b

"Regionld": "cn-shanghai”,
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"Status": "Available",
"Zoneld": "cn-shanghai-a"
}
]
B
"PageNumber™: 1,

"PageSize": 10,

"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1

}

B BEDNAT

J@FCreateForwardEntry B IiRINANI FAFREASRE -

-IP1:Any -> ecs-ipl:Any, protocal=Any
-IP2:Any -> ecs-ip2:Any, protocal=Any
-1P3:80 -> ecs-ip3:80, protocal=TCP

-1P3:443 -> ecs-ip3:443, protocal=TCP

IP4:22 -> ecs-ip4:22 , protocal=TCP

APLRAF :

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.107 ExternalPort=Any Internallp=192.168.1.1 InternalPort=Any
IpProtocol=Any

https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.107&SignatureVersion=1.0&Format=json&TimeStamp=20
16-05-23T03%3A53%3A18Z&Regionld=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D
&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tcéxgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-
2099-11e6-b548-2cf0ee28adf2&InternalPort=Any

=====Request URL end======

====== Got Response ======

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.107 ExternalPort=Any Internallp=192.168.1.1 InternalPort=Any
IpProtocol=Any

https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.107&SignatureVersion=1.0&Format=json&TimeStamp=20
16-05-23T03%3A53%3A18Z&Regionld=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D
&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tcéxgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-
2099-11e6-b548-2cf0ee28adf2&InternalPort=Any

=====Request URL end======
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{

"ForwardEntryld": "fwd-119smw5tk",

"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.55 ExternalPort=Any Internallp=192.168.1.2 InternalPort=Any
IpProtocol=Any

=====Request URL======
https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.55&SignatureVersion=1.0&Format=json&TimeStamp =201
6-05-23T03%3A53%3A42Z8&Regionld=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.2&Signature=mFBn%2BCd4LfHkKj53MwmWyMhzyfs%
3D&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=f09c1b38-
2099-11e6-aa80-2cf0ee28adf2&InternalPort=Any

"ForwardEntryld": "fwd-11dz3ly9l",

"Requestld": "5SDBC8F86-2D76-4BF4-B839-7FF31B61D516"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.79 ExternalPort=80 Internallp=192.168.1.3 InternalPort=80
IpProtocol=TCP

https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.79&SignatureVersion=1.0&Format=json&TimeStamp=201
6-05-23T03%3A54%3A10Z&Regionld=cn-
shanghai&ExternalPort=80&Internallp=192.168.1.3&Signature=0pTui3SKbAjKXy6gKRoJb%2B9Lazg%3D&
AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=01c41d5c-
209a-11e6-905e-2cf0ee28adf2&InternalPort=80

"ForwardEntryld": "fwd-11r23r7p5",

"Requestld": "67B7AAFD-E7AB-4EB8-AA5C-AA38CFFB4A95"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.79 ExternalPort=443 Internallp=192.168.1.4 InternalPort=443
IpProtocol=TCP

https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.79&SignatureVersion=1.0&Format=json&TimeStamp =201
6-05-23T03%3A55%3A22Z&Regionld=cn-
shanghai&ExternalPort=443&Internallp=192.168.1.4&Signature=X%2BZtHbTeKY{8xU%2FVWhPAmMg%2B5s
cc%3D&AccessKeyld=jZgi0oyrQ6ihgKp9&ForwardTableld=ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=2c3f2573-
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209a-11e6-be0f-2cf0ee28adf2&InternalPort=443

"ForwardEntryld": "fwd-11cdhpjlk",

"Requestld": "260A9673-5522-4F66-844A-1F1AB47CD21C"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry Regionld=cn-shanghai ForwardTableld=ftb-
11tcbxgmv Externallp=139.xxx.xx.59 ExternalPort=22 Internallp=192.168.1.5 InternalPort=22
IpProtocol=TCP

https://ecs.aliyuncs.com/?Externallp=139.xxx.xx.59&SignatureVersion=1.0&Format=json&TimeStamp=201
6-05-23T03%3A55%3A44Z8&Regionld=cn-
shanghai&ExternalPort=228&Internallp=192.168.1.5&Signature=%2FZWf5%2ForHr%2BUR446eEBLC4LNYe8
%3D&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld=ftb-11tc6xgmv&SignatureMethod=HMAC-
SHA1&Version=2014-05-26&IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=39863cf3-
209a-11e6-8f6d-2cf0ee28adf2&InternalPort=22

"ForwardEntryld": "fwd-11iv34uj7",
"Requestld": "0884BC12-8EAD-4AAA-826E-30E5435D7C27"
}

VAR DescribeForwardTableEntriesiZEO0&EE& SR INHIDNATERH,

APLRAI

[admin@tester:xxx]$ python api.py DescribeForwardTableEntries Regionld=cn-shanghai
ForwardTableld=ftb-11tc6xgmv

=====Request URL======
https://ecs.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A56%3A18Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=x4%2B6oNYXIRBmND8rcIbJM9EJ8ts%3D&action=DescribeForwardTableEntries&Signatu
reNonce=4db93223-209a-11e6-81eb-2cf0ee28adf2

"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp”: "139.xxx.xx.107",
"ExternalPort": "any",
"ForwardEntryld": "fwd-119smw5tk",
"ForwardTableld": "ftb-11tcéxgmv",
"Internallp”: "192.168.1.1",
"InternalPort": "any",

"IpProtocol": "any",
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"Status": "Available"

B

{

"Externallp": "139.xxx.xx.79",
"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk",
"ForwardTableld": "ftb-11tcbxgmv",
"Internallp": "192.168.1.4",
"InternalPort": "443",

"IpProtocol”: "tcp”,

"Status": "Available"

)

{

"Externallp”: "139.xxx.xx.55",
"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.2",
"InternalPort": "any",

"IpProtocol": "any",

"Status": "Available"

)

{
"Externallp”: "139.xxx.xx.59",

"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",
"ForwardTableld": "ftb-11tcéxgmv",
"Internallp™: "192.168.1.5",
"InternalPort": "22",

"IpProtocol”: "tcp”,

"Status": "Available"

b

{
"Externallp": "139.xxx.xx.79",

"ExternalPort": "80",
"ForwardEntryld": "fwd-11r23r7p5",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp”: "192.168.1.3",
"InternalPort": "80",

"IpProtocol”: "tcp”,

"Status": "Available"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "C84FDDCF-8550-4024-B89C-01E7459D7CF9",
"TotalCount": 5

}

HUEEXIRE



NAT 3%

N2 RPN

SREESAMIPE , AILIEREHEESHRIBINLWIPNEY , FOXLFEINANAMIPZRINIDNATEIR,
fEaTLAEFIAddBandwidthPackagelpsiE I hNA MIPANEL,

AP

[admin@tester:xxx]$ python api.py AddBandwidthPackagelps Regionld=cn-shanghai BandwidthPackageld=bwp-
11odxu2k7 IpCount=6

=====Request URL======

https://ecs.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=pSjC98nbDGgMI1tdjcXARIfW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cfO0ee28adf2&IpCount=6

=====Request URL end======

"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"
}

/N Ly

SRERO—LRWIPE , AILEREHEE P RIREERNAMIP, MERET , BRIZIPIREHDNATARISA.
NERBSIR , FESMBFENAIDNATHIRY,

& LA AERemoveBandwidthPackagelpsiz CE /D2 RIIP N,

AP

[admin@tester:xxx]$ python api.py RemoveBandwidthPackagelps Regionld=cn-shanghai
BandwidthPackageld=bwp-1lodxu2k7 RemovedIpAddresses.1=nateip-1110a2l48 RemovedIpAddresses.2=nateip-
11s2jempe

=====Request URL======

https://ecs.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-1lodxu2k7&Format=json&TimeStamp=2016-05-
23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedIpAddresses.1=nateip-
1110a2148&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34f3f3-209b-11e6-b183-2cf0ee28adf2

"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C”
}

IR IR S
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BEEWSENRIT(L , AR LAHRE S R SEAY 2.
f&aTLAEEModifyBandwidthPackageSpecdl& X,

AP

[admin@tester:xxx]$ python api.py ModifyBandwidthPackageSpec Regionld=cn-shanghai
BandwidthPackageld=bwp-1lodxu2k7 Bandwidth=200

=====Request URL======

https://ecs.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-
shanghai&Bandwidth=2008&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014-05-
26&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon
ce=42429561-209b-11e6-b869-2cf0ee28adf2

"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

EHESNATRISH BB ZINATRIS

LIES NS 226 VPCEF'E:_FECS?"LTSNATM% ISR AETNATRKSIIAISNAT |, A LISRE
BESNATRKIFRR | BHITNATRKAIBIEEE. EIZRFRSESNATINEEHIT—RATE.

RIGRH—MIBRESE | FIRRBRN—ES (XFER "SRKEREFEN" ) |, THNBESNATRXEIER
NATRIKEIFEEHE, IS , FHIISNATINEEARRT A |, (NER—BRE A4 2B TCPERIIRTF
' /\ﬁ‘Er_FH 'fTEEEDEJo

RIS

VPCHEFHNECSSEA

- i-9410jxxxxELE T EEEAISNATRX, IXEECS E4FET—NEIP , HEFE TEAIRS.
BcE TiptablesfIUILASCHISNATEE &,
- i-94kjwxoox I EESNATINALKIS I8 B RAIIRSS 28,

VPCRIBSEHRE L , iMINT —REENXERH ( BinkER/90.0.0.0/0 ) , BARISEIERE RS-
9410jxxxX,

10
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BELR

EVPCHIRINSKIEMAE |, MRBHBHAHTES.

BB BFRMEES81791.0.0.0/8,. 2.0.0.0/7. 4.0.0.0/6. 8.0.0.0/5. 16.0.0.0/4. 32.0.0.0/3.
64.0.0.0/2, 128.0.0.0/1 , T—kt979i-9410jxxxx,

T IR RRRIREISILEREN |, 2SR FRSIE&ISAIRERE | MATERIPHLAYEIER

, B IECEX

8&hy—%% ; Al , 0.0.0.0/01xX%%

AR FBEABERT.

THASEY
I BEBEXEER &9 ~
gz
D:  vrt-94ou 2015-11-17 20:58:54
358,
wEABERP
| BaRANR
B0 i F—8% F—Rt%m E ®iE
vtb-84dvtmgoB pL: 128.0.0.0/1 1-8410js ECS %41 BEX B
Vib-94dvtmaos b 6400072 1-9410j¢ ECS %51 BEX Bk
¥tb-84dvtmaos B 320003 1-9410j ECS 581 BEX B
Vib-94dvtmaoB 18 16.0.0.0/4 1-9410}; ECS %01 BEX Bisw
vib-84dvtmgoB DIz 8.0.0.0/5 1-9410js ECS %41 BEX B
Wio-g4avtmaos a8 400076 1-9410j¢ ECS =5l BEX BBk
vtb-94dvtmaod BE 20007 1-9410j¢ ECS R4 BEX RS
Wtb-84dvtmaos B 1.000/8 1-9410j ECS S8l BEX B
vib-34dvtmqo8 =] 0.0.0.0/0 1-9410js ECS %41 BEX foLS
vtb-84dvtmgoB BIA 1721 R
Wio-g4avtmaos A8 100.64.0.010 £

B B #RMIEE790.0.0.0/0RYEE AR B

BIEENATRX, SUEENATRIKET , RFE=BNHMN—

%:0.0.0.0/089F8H , FEAINATRIK,

| s T
BREEID 275 B #RRE m m .
| vtb-94dvimaoB B 0.0.0.0/0 ngw-s3 EENX Bk
vib-84dvimgoB TH 128.0.0.01 i-9410jeoSi EGS 541 BEX BER
vtb-94dvtmgoB ] 84.0.0.072 i-9410jeoSi EGS 54) BENX B
vib-94dvtmgoB A 32,0.0.0/3 i-9410jeo5i ECS &4 BEX BIRR
ENATRRH |, BIE— M HE=HE.

R BENATRKH EE

FECESNATHIN,
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FBRVPCHRINAYBAER RS E | FEIRHRRICARILIIIER A BIERLEESNAT , MR KS
NATRIK,

Eitt , ER5eA T NEESNATRKEIFERETINATRKAISNATIDRER £ BRI HERAE.
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