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Quick Start

Preparations

Start to Use Alibaba Cloud Message Service

Alibaba Cloud Message Service provides you with professional message middleware service which
facilitate you to do system decoupling and deal with massive concurrent requests.

The document Overview contains the concepts you should know before using Message Service, such
as the details of the 2 models (Queue and Topic) and the difference between them.

Next, you can do the operations of Queue and Topic on the Console of Message Service or in your
application code with the SDK.Please refer to the Development Guide of Message Service.

This section guides you how to practice the operations of Queue or Topic on the Console of Message
Service.

Practice Steps for Using Message Service
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Activate Service

Activate Message Service

Open the homepage of Alibaba Cloud, move arrow of mouse on Procducts > Application
Service > Message Service and click on the Message Service to the home page of Message

Service.

Why Us v Solutions v Pricing

Elastic Computing Enterprise Mail 4N

Storage & CDN

Networking

Database Services
API Gateway

Security
Monitoring & Management
Domains & Websites

DirectMail
Analytics & Big Data

Blockehain as a Service {B&ta

Media Services

Middleware

Click the button Get it Free on the page as below.

WhyUs v Products v Solutions v Pricing  Marketplace

Clou Product Message Service

Message Service

A message queuing and natification service that facilitates smooth transfer of messages between applications

Get it Free Contact Sales

Accept Service Terms and Active Service in the Activate Page by clicking Activate Now.
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Get AccessKey

Note: Skip this step if you have already got the accesskey.

Open the home page of console of Alibaba Cloud at https://home-intl.console.aliyun.com.

Note: this page requires user to log in first and find Message Service by moving arrow of
mouse on Products > Base Services > Application Services> Message Service.

m froducs

Security

Documentation

Qa 1@

Biling Management ~ Support  ICP  Enterprise Xucks**@sinacom  English

Recently visit Elastic Computing API Gateway

ApsaraDB
E-MzpReduce

Domain Services Storage & CDN

Message Service
Networking
Analysis
Cloud Communication
Monitor znd Mznzagement

Application Services

Alicloud Mobile Services

= Elastic Compute Senvice P ApsaraDB for RDS @ Object Storagr  ~ % Server Load Balancer introduce how to analyze website data with E
MapReduce.

& virtual Private Cloud € ApsareDB for Redis A Table store @ virual prvate Cloud

2 ad Bala & Apsar . be S Ea

& Server Load Balancer & ApsaraDB for Memcache X Alibab Cloud CON 8" Elastic Ip Address

W uto Scaling Dtz Transmission Service &° ExpressConnect

Monitor and Management

Move arrow on Account Name at the top right corner of website. And click accessskeys in
the pop-up dialog.

a6 Documentation XUCF*** @sina.com English

Products v Q Billing Management Support cp Enterprise

Message Service Queue List  china North 2 (Bejing) [ SXSESUCTIION Hong Kong  China North 1 (Qingdao) 8 o] a

China East 2 (Shanghai) China South 1 (Shenzhen) Asia Pacific NE 1 (Tokyo) Asia Pacific SE 1 (Singapore) Userinfo  Securty  Securty
L4 Queve Settings Console
Asia Pacific SE 2 (Sydney) EU Central 1 (Frankfurt) Middle East 1 (Dubai) US West 1 (Silicon Valley) -
L4 Topic e
; accasskeys
U Queue Query : Only prefix search is supported. Fuzzy search s not suppo | | Search
Hel
& - Number o Number of Number o Sign out
a Message Life Cycle  Message Delay ~ Active Inactive Delayed Messages
L Queve Name sec Messages ~  Messages + Logging Enabled Action
]
You have no queues yet, Create Now

Get the accesskey from the Accesskey Management website by clicking show.

Note: if there is not any access key, you can create a new key by clicking the button Create
Access Key.
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Products v Q & @@ silingManagement  Support  ICP  Enterprise  Documentation  xuct***@sina.com  English

< LTAIGG7U2kichivn Show Enabled 2017-0120 13:48:56 Diszble  Delete
AR Show Encbled 20161212 23:17:36 Disable  Delete
£y
LTAPOSOUXNSHz3 Show Encbled 20161122 16:45:48 Disable  Delete
LTAIBMfdYoVUghity Show Encbled 2016-09-09 11:56:37 Disable  Delete

Get Endpoint

Get Endpoint for Accessing Message Service.

Log in console of Message Service(mns.console.aliyun.com).

Select a region and click the button Get Endpoint at the top right corner to get the
endpoints for regions.

Note : There are 3 types of endpoints for each region: Public(access from internet),
Private(access from Alibaba Cloud ECS VM) and VPC(access from Alibaba Cloud VPC).

Products v Q A @  BilingManagement  Support  ICP  Enterprise  Documentation  Xxuct***@sinacom  English
URVUU PR .. . oo [T S | casmpen
Chinz East 2 (Shanghai)  China South 1 (Shenzhen)  Asiz Pacific NE 1 (Tokyo)  Asia Pacific SE 1 (Singapore)
& !
Asia Pacific SE 2 (Sydney)  EU Central 1 (Frankfurt)  Middle East 1 (Dubai)  US West 1 (Silicon Valley)
- Top
S Log Management Queue Query Search
L 4 Help
]
ou have no queues yet, Create Now
®

Queue Operations
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Queue operations

Queue operations

CreateQueue

As an example, to create a queue named MyQueue on Alibaba Cloud MNS as follows.
Click Create queue.

Specify the attributes of the queue on the displayed dialog box, then click OK to create the

queue.

XUCk***@sina.com

e :

English

- Base senvices

& virtual Private doud

P T— Topic * Curent Region : s Pacific SE 1 (Singapare)

& Elastic P Address. Log Management Queue Long-polling Wait Time (sec)

@ ApsaraDB for ROS. Help

Invisibility Timeout (sec)
& Server Load Balancer
Maximum Message Size (bytes)

= Hlastic Comoute Servi

> Security MyQue Message Retention Period (sec)

»  Domain Services Message Delay (sec)

Enable Logging V‘; 11”

SetQueueAttributes

After MyQueue is created successfully, set the attributes of MyQueue.
Click Modification settings in the action list to the right of MyQueue.

Modify attributes according to your demands on the dialog box displayed on the console,
then click OK.
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Products v Modify Queue brise  Documentation  xuck¥**@sina.com  Englis
m
Message Service Quel Queue Name MyQueue 2 Refresh Get Endpoint
Base services
Virtual Private Cloud Queue
Long-polling Wit Time (sec) 0 o
Coud Monitor Topic
Maximum Message Size (bytes) 85536
Elastic IP Address Log Management -
Message Retention Peiod (sec) 345600
ApsaraDB for RDS Help
Server Load Balancer | Message Delay (sec) 0 |
Elastic Compute Servi Tnvisibility Timeout (sec) 30 e Modification Settings | Delete
S ol T
Creation Time 20170321 14:38:14 20:29
Domain Services =
Last Modfication Time @ : | 20170321 14:38:14 170321
5:14
ol oo, T
Number of Active Messages 0 5:14
Number of Inactve Messages o Wodification Settngs | Delete
sg-al true
Number of Delayed Messages @ : | 0
Ensble Logging
Cancel

GetQueueAttributes

After MyQueue is created successfully, obtain the queue attributes of MyQueue.

By default, basic queue attributes are displayed on the console. You can view them directly.

Products v ICP  Enterprise English
Message Service | QuevelList  china North 2 (Beiing)  China East 1 (Hangzhou)  Hong Kong  China North 1 (Qingdao) < Refrash Get Endpoint
China East 2 (Shanghai)  China South 1 (Shenzhen)  Asia Pacific NE 1 (Tokyo) [EEEiEei-BYCIIENIEY
Queue
Asia Pacific SE 2 (Sydney) ~ EU Central 1 (Frankfurt) ~ Middle East 1 (Dubai) ~ US West 1 (Silicon Valley)
Topic
T Queue Query 3 MyQueue Search
=D NUmDer of - NOmDer Of - Number of Time o
Message Life Message Active Inactive Delayed Creation, Logging
Queue Name Cycle (sec) Delay (sec) ~ Messages »  Messages v  Messages + Modification Enabled Action
izlzﬁn'lzlg'““ Modification Settings Delete
MyQueue-161104-142033 1800 5 [ 0 0 0164104 true Send Message
142020 Receive Message
izlz’g'“ffl Modification Settings Delete
MyQueue 345600 0 1 0 0 izt false Send Message
14:38:14 Receive Message

ListQueue

List all queues with a given prefix under an account.

Input the prefix in the Query Queue box, then click Search. All queues with the specified prefix are
listed on the console.
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Message Service | Queuelist china North 2 (Beffing)  China Ezst 1 (Hangzhou)  Hong Kong  Chinz North 1 (Qingdo) < Refresh Get Endpoint.
China East 2 (Shanghai)  China South 1 (Shenzhen)  Asia Pacific NE 1 (Tokyo) [CITEe I SYETIERND]
Queue
Asia Pacific SE 2 (Sydney)  EU Central 1 (Frankfurt)  Middle East 1 (Dubai) US West 1 (Silicon Valley)
Topic
R Queue Query { MyQu Search
Hel
= Numberof  Numberof  Number of Time of
MessagelLife  Message Active Tnactive Delayed Creation/Last  Logging
Queue Name Cycle (sec) Delay (sec)  Messages ~  Messages - Messages ~ Modification Enabled Action
islzﬁn-lzlg-m Modification Settings Delete
MyQueue-161104-142033 1800 5 0 0 0 20164104 true Send Message
14:20:20 Receive Message
521378'“;21 Modification Settings | Delete
MyQueue 345600 0 0 0 0 20170301 false Send Message
14:38:14 Receive Message

DeleteQueue

After MyQueue is created successfully, delete MyQueue.

Click Delete to the right of MyQueue and click the Delete on dialog box to finish the deletion.

English

Xuc****@sina.com

Documentation

Products v

Prompt
< Refresh Get Endpoint

Message Service Queui
corresponding queue / theme to send the request pressure, otherwise the APT

o Warm tip: before deleting the queue / topic, please stop the request to the
request for the queue / theme instance will still incur costs.

Are you sure you want to delete this queus?

Topic

Log Management Queue:

Help

2016-11-04

2
MyQueue-161104-142033 1600 5 ) ) ) » true
MyQueue 345600 ) 0 ) ) false
sg-aliyun-msc 86400 ) ) ) ) true

SendMessage

After MyQueue is created successfully, send a message to MyQueue.

Click Send Message to the right of MyQueue and input the message in the displayed dialog box, then

click Send message.
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Message Service Queul

Queue
Topic
Log Management Queue:
Help
MyQud
byGug

Send Message

Destination Queue Name :

Message Delay (sec)

* Message Content

MyQueue

0

test messsage

Waming: If the curent queue is in use, proceed with caution as this may cause exception in your
application dequeue.

Cancel

Documentation Xuck ¥+ @sina.com

Get Endpoint

2 Refresh

ReceiveMessage

English

After MyQueue is created successfully, get the message from MyQueue and compare it with the
message you sent to MyQueue. Confirm the consistency between the 2 messages and record the

returned ReceiptHandle.

Click Receive message to the right of MyQueue to check attributes of the received message displayed

in dialog box.

m R

Message Service Quel
Queue
Log Mznagement -
Help
MyQ
MyQ

Destination Queue Name :

Message Handle

Created Time

Dequeue Count

First Dequeue

Next Dequeue

Message Content:

Warning

MyQueue

1-0DU40TkzNDUSMy0XNDkwMDCS || Copy
2017-03-21 14:56:42

1

2017-03-21 14:56:56

2017-03-21 14:57:26

test messsage

1 Delete received messages automatically ¥
Base64 Decoding

1. Tf the current queue is in use, proceed with caution as this may cause exception in your

application dequeue.

2. 1f copying fails, it may be because you haven't installed Flash or the Flash version is too low.

Please copy manually.

I Receive Message I Cancel

DeleteMessage

Documentation

Z Refresh Get Endpoint

true

Xuc****@sina.com

After verifying that the message is correct, use the ReceiptHandle you obtained in the previous step

to delete the received message.

In the Receive Message dialog box, select Auto delete received messages, and click Receive message.
The current message is deleted, and the next message is obtained.



Message Notification Service

Quick Start

Documentation XUCE*** @sina.com Englist

Products Receive Message
Message Service Que ; . 2 Refresh et Endpoint
Destination Queus Name e I
Queue
Message Handle 1-0DU4OTKNDUSMyOXNDkwMDgy | Copy
Topi
Created Time 2017-03-21 14:56:42
= Queu
Dequeue Count 2
Help
First Dequeue 2017-03-21 14:56:56
Next Dequeue 2017-0321 15:10:28
MyQ Message Content T —— true

Waming

on dequeue.

ing f:

1. TF the current queue is in use, proceed with cautior

it may be because you b

I‘\!‘ Delete received messages automatically I'!l
Base6d Decoding

this may cause exception in your

tue

version is too low.

ven't installed Flash or the

Cancel

Topic Operations

Create Topic

To create a topic named MyTopic and list it as following steps.

Log in the console of Message Service(skip it if you have already logged in the console).

Click Topic at the left side bar.

Click Create Topic on the top right corner.

Products v Biling Management ~ Support  ICP  Enterprise  Documentation  xuck***@sinacom  English

Message Service
& Queue
Log Manzgement
L 4 Help
a5
x

Topic List China North 2 (Befing) KSUCIZSSNCLULEME Hong Kong  China North 1 (Qingdao) CRefresh  Get Endpoint | EEEREY

China East 2 (Shanghai)  China South 1 (Shenzhen)  Asia Pacific NE 1 (Tokyo)  Asia Pacific SE 1 (Singapore)

US West 1 (Silicon Valley)

Reminder: From 2016-09-26 topic models will incur official charges. Topic creation may incur costs. For details, ses product prices

Tips: When total topics exceed 1000, only the first 1000 topics will be shown alphabetically under topic name. You can search for a specific topic by its name, or obtain all topics through SDK.

unte Maximum Messa

rch is supported. Fu

Topic Name ¥ | | Only prefix

bytes) Message Retention Period (sec) Logging Enzbled s Action

Topic Name® Mess

(@ Could not find any record that met the condition.
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Input topic name Mytopic and other attributes.

Click Ok to create it.

Documentation ~ xuck***@sinacom  English

Create Topic

Message Service

Queue

Topic

Log Management

Help

Topic List CRefresh | Get Endpoint

* Topic Name MyTopic |

Asia Pacific SE 1 (Singapore)

* Current Region

(AR A | Maximum Message Size (bytes) 65535

Tips: When total topics excet

topic by its name, or obtain all topics through SDK.
Enable Logging

Topic Name ¥

Cancel

D Could not find any record that met the condition.

Delete a topic

Delete a topic

To delete the topic by following two steps:

Find the topic to delete and Click the Delete button in the right action list of this topic.

China East 1 (Hangzhou) Hong Kong  China North 1 (Qingdzo) S Hefresn Get knapoint

Message Service

Queue

Topic

Log Management

Help

| 10PICLIST | China North 2 (Beijing)

China East 2 (Shanghai) China South 1 (Shenzhen) ~Asia Pacific NE 1 (Tokyo) [EEEEGIIBNCLRENID]

US West 1 (Silicon Valley)

Reminder: From 2016-09-26 topic models will incur efficial charges. Topic creation may incur costs. For details, see product prices.

Tips: When total topics exceed 1000, only the first 1000 topics will be shown alphabetically under topic name. You can search for a specific topic by its name, or obtain all topics through SDK.

Message Retention Period (sec)®  Logging Enabled ® Action

Topic Name®  Message Count$  Maximum Message Size (bytes) &
Get Address | Subscription List

86400 false Configuration | Publish Message

Total: 1 item(s) , PerPage: 20 item(s) | « | « -

MyTopic 0 65535

Clicking Delete.

10
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Entemrise  Documentation XUCK***@sina.com English

Prompt

Message Service pic List China North

C Refiesh Get Endpoint

—— o Warm tip: before deleting the queue / topic, please stop the request to the
U corresponding queue / theme to send the request pressure, otherwise the APT

Queue request for the queue / theme instance will

AT you sure you want to delete the topic?

Log Management (Tl ol AT |

Cancel
Help Tips: When to ic by its name, or ¢

Name ¥

MyTopic 0

86400 false uration | Publish Message | Delete | Get Address | Subscription List

Set topic properties

Set topic properties
To set the properties of a topic by following setps:

Find the topic and click on the button Configuration in the action list of this topic.

Message Service | TopicList  China Notth 2 (Befjing) China East 1 (Hangzhou) Hong Kong  China Notth 1 (Qingdzo) SrRefresh | GetEndpoint  [ECERTN
China East 2 (Shanghai) ~ China South 1 (Shenzhen) Asiz Pacific NE 1 (Tokyo) [EEEENIISRECIEED]
Queue
US West 1 (Silicon Valley)
Topic
T Reminder: From 2016-09-26 topic models will incur official charges. Topic creation may incur costs. For details, see product prices.
Help Tips: When total topics exceed 1000, only the first 1000 topics will be shown alphabetically under topic name. You can search for a specific topic by its name, or obtzin 2l topics through SDK.

Topic Name®  Message Count®  Maximum Message Size (bytes) & Message Retention Period (sec) ¢ Logging Enabled

Action

MyTopic 0 65535 86400 false Publish Message | Delste | Get Address | Subscription List

Total: 1 ftam(s) , Per Page: 20 ftem(s) | « | < - .

Change the properties in the pop-up dialog and click on Confirm.

Home Products

ling Management ___Subport ___ICP___Enterprise  Documentation XUt ¥X@ m  English
Configuration
Message Servica Topic List | China North 2 CRefresh Gt Endpoint
SrmE=iaE ‘Topic Name : MyTopic
Queue
)5 West 1 (silid
Topic Region Asia Pacific SE 1 (Singapore)
Log Management CEIniler G Maximum Message Size (bytes) 65535 I
o Tips: When ce by its name,
Message Retention Period (sec) 86400
Name v
Create Time 2017-0319 13:24:20
Last Modification Time 20170319 13:24:20
MyTopic 0 uration | Publish Message | Delete | Get Address | Subscription List
Enzble Logaing
Cancel

11
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Get the subscription i

Get the subscript

on list

To get the subscription list of a topic(every topic includes one or more subscription) in following

steps:

Find the topic MyTopic in the topic list, then click on Subscription List of the topic in the
action list:

Queue
US West 1 (silicon Valey)
Topic
TR Reminder: From 2016-09-26 topic models will incur officizl charges. Topic creation may incur costs. For detais, see product prices,
Help Tips: When total topics exceed 1000, only the first 1000 topics will be shown aphabetically under topic name. You can search for 2 specific topic by its name, or obtain 2l topics through SDK.
Name®  Message Count®  Maximum Message tes)®  Message Retention Period (sec)®  Logging Enabled ¢
MyTopic 0 65535 86400 felse Configuration | Publish Message | Delete | Get Address
Total: 1 item(s) , Per Page: 20 item(s) | «
Message Service SuUsIPIUI Ls |2 Dot Lo 1opi L, e on e |
Quese
Tips: When total subscriptions exceed 1000, only the first 1000 subscriptions will be shown alphabetically under subscription name. Search for a specific subscription by name or obtain all subscriptions using the
Topic
e Subscription Nay Endpoint® Notify Strategy & Notify Content Format Push Type Action
MySubscriiption hitp://mycallback.oox.com/ BACKOFF_RETRY XML HTTP Configuration | Delete | Get Address
testsubscription itps//mycallback.so.com BACKOFF_RETRY XML HTTP Configuration | Delete | Get Address

Total: 2 item(s) , Per Page: 20 item(s) | < n

Search the subscription with prefix of its name such as My.

Message Service Subscription List | + Back to Topic List < Refresh Get Endpoint. m

Queue

Tips: When total subscriptions exceed 1000, only the first 1000 subscriptions will be shown alphabetically under subscription name. Search for 2 specific subscription by name or obtain all subscriptions using the
SOK.

Notify Strategy &

Topic

Log Management

Help

Push Type

/ BACKOFF_RETRY XML HTTP Configuration | Delete | Get Address

Total: 1 item(s) , Per Page: 20 item(s) |« -

12
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Create a subscription

Create a subscription

To create a subscription named MySubscription for the topic MyTopic by following steps:

Click the Subscription List on the action list of MyTopic.

List obtained successfully.
Message Service TopicList  China North 2 (Befiing)  China East 1 (Hangzhou) Hong Kong  China North 1 (Qingdao) < Refreanr s EnupUI

China East 2 (shanghai)  China South 1 (Shenzhen) Asia Pacific NE 1 (Tokyo) [ECCEZIeBYCLIETO)

Queue
US West 1 (Silicon Valley)
Topic
o Reminder: From 2016-09-26 topic models will incur official charges. Topic creation may incur costs. For details, see product prices.
Help Tips: When total topics excead 1000, only the first 1000 topics will be shown alphabetically under topic name. You can search for a specifc topic by its name, or obtain al topics through SDK.
I TopicNames Message Count®  Maximum Message Size (bytes)®  Message Retention Period (sec) ¢ Logging Enabled & Action
MyTopic 0 65535 86400 false Configuration | Publish Message | Delete | Get Address

Total: 1item(s) , PerPage: 20 item(s) |« | < -

Click the button Subscribe at the top right corner to generate a dialog box.

Message Service Subscription List | + Back to Topic List Z Refresh Get Endpoint  [REETEEZTY

Queue
Tips: When total subscriptions exceed 1000, only the first 1000 subscriptions will be shown alphabetically under subscription name. Search for a specific subscription by name or obtain all subscriptions using the:
Help

Subscription Name Endpointe Notify Strategy ¢ Notify Content Format & Push Type Action

(@ Could not find any record that met the condition.

Input the subscription name MySubscription and set other attributes such as receiving http
endpoint, retry strategies, format of message, message filter tag etc. Then Click Ok.

Home Products v Billina Management Support 1CP Enterprise Documentation Xuck¥** @sina.com English
Subscribe
METeen TRefresh et Endpoint
Topic Name MyTopic
Queue
Tips: Whe |
o Push Type HTTP v
Help -
: * Endpoint http://mycallbacksooox.com/
Message Filter Label ;
* Notify Strateay ® BACKOFF_RETRY DECAY_RETRY
* Notify Content Format @ : SIMPLIFIED JSON @ XML
m] el

13
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Delete a subscripton

Delete a subscripton

To delete the subscription by following steps:

Enter the subscription list of a topic and find the subscription to delete.

Queus
bscriptions will be shown alphabetically under subscription n: h fe ific subs by name or obtain all subscriptions e
nnnnn
»»»»»
Notify Strategy & -
e .

Click Delete button in the action list of subscription and confirm to delete in the pop-up
dialog.

N xuct***@sinacom  English

Set subscription properties

Set subscription properties

To set the properties of a subscription by following steps:

14
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Enter the subscription list of a topic, and then click Configuration button.

Message Service | Subscription List | + Back to Topic

Qu
= Tips: When total subscriptions exceed 1000, only the first 1000 subscriptions will be shown alphzbetically under subscription name. Search for  specific subscription by name or obtain all subscriptions using the.
Topic SDK.
Log Management Subscription Name ¥ | | Only prefix search is supported. Fuzzy search
R Subscription Names Endpoints Notify Strategy ¢ Notify Content Format & Push Type Action
/ BACKOFF_RETRY L HITP Delete | Get Address
m BACKOFF_RETRY AL HTTP Configuration | Delete | Get Address

Total: 2item(s) . Per Page: 20 item(s) | « | « - »

Change the properties in the pop-up dialog and click on Confirm.

Home Products v na Management ___Subport ___ICP___Enterrise  Documentation  xuc****@sinacom  English
Configuration
E=raCTTe Subscription List < Ref
Topic Name MyTopic
Tips: When total subscription] or 2 speciic subscription by name or obtain all subscriptions using the
Subscription Name MySubscription
ubscription Name ¥ Endpoint http:// mycallback xeex.comy
Help .
Notify Strategy ) BACKOFF_RETRY
bscription © DECAY_RETRY TP figuration et Addre:
estsubscription Notify Content Format XML TP figuration et Addre:
Creation Time 201
Last Modified Time 2017
Cancel
I b I I h
I b I I h
Message Service | TopicList  china North 2 (Beijing)  China East 1 (Hangzhou) Hong Kong  China North 1 (Qingdao) T Refresh Get: Endpoint
China East 2 (Shanghai)  China South 1 (Shenzhen) Asia Pacific NE 1 (Tokyo) [ECELEN IS RYCTETID)
Queue
US West 1 (Silicon Valley)
Topic
T e Reminder: From 2016-09-26 topic models will incur official charges. Topic creation may incur costs. For details, see product prices.
Help Tips: When total tapics exceed 1000, only the first 1000 tapics will be shown aphabeticzlly under topic name. You can search for 2 specific topic by its name, or obtain ail topics through SDK.
Topic Name®  Message Count®  Maximum Message Size (bytes)®  Message Retention Period (sec)#  Logging Enabled ¢ Action

MyTopic 0 65535 86400 false Configuration Delete | Get Address | Subscription List

Total: 1item(s) , PerPage: 20 item(s) | « | < - »

15
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Input the content of message and set the push type filter label(optional) then click Send
Message.

A @ siling Management Support

Help Message Content test message

Push Type 4 Queue ¥ HTTP () AlisMS () Email [ Eapss

Message Filter Label : ‘

Access By RAM User

RAM operations

RAM operations

Create RAM User

Log on to the Alibaba Cloud console, then click Resource Access Management from the
left-side navigation bar to open the RAM console.

m Praducts + A @  Biling Management Support P Enterprise Documentation XUCE ¥*X @sina.com English
ource Acc

Security ApsaraDB
Message Service

Domain Services Storage & CDN
E-zpReduce
Networking Key Management Service
Anzlysis
Cloud Communication

I Monitor and Management I

Applic

Alicloud Mobile Services

You have ( 26 ) users(s) Youh . )group(s) Youhave (3) custom You have (11 ) role(s)
s

Click Users on the RAM console.

16
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Click New user on the User Management page.

Input a login name and other details, tick on Automatically generate an Access key for this
User, then click OK.

Products v [o} A @8 Bilina Management _ Suoport ___ICP Enterprise Documentation Xuc****@sina.com Englis|
Create User
Dashboard
. Names must be 1-64 characters long.
o : They may only contain lowercase letters
- a7, numbers 0-9, and these special
characters: (@) () (1) (-)
Groups
Policies Join Group
Display names must contain 1-12
= characters. They may include Chinese o i
un characters, lowercase letters 32, h7-03-01 16:47:15 Menage | Authorization | Delete
. numbers 0-9, and these special Join Gr
Settings characters: (@) (.)( 1) ().
ra h7-03-21 05:52:34 Manage Authorization | Delete
Remarks : Join Group
y
lanage Authorizatior elete
testh - 17-03-01 16:50:00 e et o
Iautomatically generate an Access key Join Group
for this user.
anage | Authorizatio ete
izocu — Manag; ithorizztion | Da
Join Group
Join Group
Click Save Access Key Information to download the AK file
Products v Q a B3 Billing Management Support ICP Enterprise Documentation Xuc***¥* @sina.com English
Create User
RAM User 2 Refiresh
This is the only time a user's Access key can be downloaded. Save the Access key now.
Dashboard
Login
Users
@ Access key successfully created.
Groups.
i . Manage | Authorizetion | Delet
Policies fat! [16-00-01 15:53:40 ‘
Roles I Access Key Details v o A
. L/ 0301 164715 Mencge | Authoriation | Delete
Join Group
Sattings
mnskal Save Access Key Information | | NSRRI Manage | Authorization | Delete
- 0321 16:05:0
] Join Group
S b aliyun container senvice use this account to provide enhance. 2017-03-21 05:52:34 feneee futhoriten pece
Join Group

Create RAM Policy

Click through policies > custom policy > New Authorization Policy on the RAM console.
Select Blank Template in the pop-up dialog.

Edit the policy and fill in the Remarks , then click New Authorization Policy.

17
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Products v Q A B8 siling Management Support 1CP Enterprise Documentation XUCE***@sina.com Englis|

Create Authorization Policy

Step 2: Edit permissions and submit.

* Authorization Policy ‘ adminPolicyfortINS ‘
Users Neme :

Dashboard

Names must be 1-128 characters long. They may only contain the letters
A2, numbers 0-5, and hyphens.
Groups

Remarks ‘ admin policy for test ‘

Roles. Policy Content

Settings

Authorization Policy Frmat
Authorization Policy FAQ

Previous New Authorization Policy Cancel

A sample policy for Message Service:

{

"Statement”: [

{
"Action": "mns:*",
"Effect": "Allow",

"Resource": "acs:mns:*:*:*"

}
1,

"Version": "1"

}

Please refer to the RAM document for more instructions of the policy format.

Authorize RAM User With Policy

Click Users on the left-side bar on the RAM console.
Find the RAM user, click Authorization in the right action list.

Find the policy in pop-up dialog, and select it to right list, then click OK.
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Available authorization policy names Type Selected authorization policy name Type

Groups admin C\‘ adminPolicyfortNS @

admin policy fort e Delete
Policies cess System P

AdministratorAcces:

: Provides full acce.
Roles

Test to access MNS by RAM user. Here is python SDK for example:

i. Download the latest version of Python SDK.

ii. Set sample.cfg Config file with AK() and the endpoint.

iii. Run $python sample.py.

iv. The RAM user can access the Message Service if there is no error.

Policy Samples

Sample 1: Add limitation on source IP for accessing Message
Service.

Message Service allows access from 42.120.88.0/24 and 42.120.66.0/24.

{

"Statement": [

{

"Action”: "mns:*",

"Effect™: "Allow",
"Resource": "acs:mns:*:*:*"
}

I
"Version": "1",

"Condition":{

"IpAddress": {

"acs:Sourcelp": ["42.120.88.0/24", "42.120.66.0/24"]
}

}

}

Sample2: Deny the source IP.

Messaae Service denies anv operations which are not from source IP 42.120.88.0/24.
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{

"Statement": [

{

"Action": "mns:*",

"Effect": "Deny",
"Resource": "acs:mns:*:*:*"
}

I

"Version": "1",
"Condition":{
"NotlpAddress": {
"acs:Sourcelp": ["42.120.88.0/24"]
}

}

}

Sample3: Readonly for RAM user.

Only query queue/topic operations are allowed.

{

"Version": "1",
"Statement”: [

{

"Effect": "Allow",

"Action": [
"mns:ListQueue”,
"mns:ListTopic",
"mns:GetQueueAttributes”,
"mns:GetTopicAttributes"
I

"Resource": "acs:mns:*:*:*"
}

]

}

APIs to Policy Action Mapping

Message Service API Policy Action

ListQueue mns:ListQueue
CreateQueue mns:CreateQueue
DeleteQueue mns:DeleteQueue
SetQueueAttributes mns:SetQueueAttributes
GetQueueAttributes mns:GetQueueAttributes

20

Resource

acs:mns:$region:$accountid:/
queues

acs:mns:$region:$accountid:/
queues/$queueName

acs:mns:$region:$accountid:/
queues/$queueName

acs:mns:$region:$accountid:/
queues/$queueName

acs:mns:$region:$accountid:/



Message Notification Service

Quick Start

SendMessage/BatchSendMe
ssage

ReceiveMessage/BatchReceiv
eMessage

DeleteMessage

PeekMessage/BatchPeekMes
sage

ChangeMessageVisibility

ListTopic

CreateTopic

DeleteTopic

SetTopicAttributes

GetTopicAttributes

ListSubscriptionByTopic

Subscribe

Unsubscribe

SetSubscriptionAttributes

GetSubscriptionAttributes

PublishMessage

mns:SendMessage

mns:ReceiveMessage

mns:DeleteMessage

mns:PeekMessage

mns:ChangeMessageVisibilit
y

mns:ListTopic

mns:CreateTopic

mns:DeleteTopic

mns:SetTopicAttributes

mns:GetTopicAttributes

mns:ListSubscriptionByTopic

mns:Subscribe

mns:Unsubscribe

mns:SetSubscriptionAttribute
s

mns:GetSubscriptionAttribut
es

mns:PublishMessage
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queues/$queueName

acs:mns:$region:$accountid:/
queues/$queueName/messa
ges

acs:mns:$region:$accountid:/
queues/$queueName/messa
ges

acs:mns:$region:$accountid:/
queues/$queueName/messa
ges

acs:mns:$region:$accountid:/
queues/$queueName/messa
ges

acs:mns:$region:$accountid:/
queues/$queueName/messs
ages

acs:mns:$region:$accountid:/
topics

acs:mns:$region:$accountid:/
topics/$topicName

acs:mns:$region:$accountid:/
topics/$topicName

acs:mns:$region:$accountid:/
topics/$topicName

acs:mns:$region:$accountid:/
topics/$topicName

acs:mns:$region:$accountid:/
topics/$topicName/subscript
ions

acs:mns:$region:$accountid:/
topics/$topicName/subscript
ions/$subscriptionName

acs:mns:$region:$accountid:/
topics/$topicName/subscript
ions/$subscriptionName

acs:mns:$region:$accountid:/
topics/$topicName/subscript
ions/$subscriptionName

acs:mns:$region:$accountid:/
topics/$topicName/subscript
ions/$subscriptionName

acs:mns:$region:$accountid:/
topics/$topicName/message
s
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