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Android SDK

TizkcE

EETLAEFYIER SE & 1R A4th9ANdroid SDK |, IR E S RinAIN R RE. SDKEZREMSEM. A
EEAIEE E N TRUEOFAE.

Android SDK Demo

Android SDKiE{tDemo , {itiE&E(FH,
BT EAndroid SDK Demo, T ADemoZENEREERRAFI MY,

AcE

fEAndroid THER B R FAYbuild.gradle EftECEN 4 , IMAMEZCELL , HITOERKE.

allprojects {

repositories {

jcenter()

google()

// PR G Rt

maven {

url "http://maven.aliyun.com/nexus/content/repositories/releases/"
}

maven {

url "http://maven.aliyun.com/nexus/content/repositories/snapshots”
}

}

}

fEEHRAY build.gradle &, FRINSDKAYKESR , 5|\ SDK :iot-linkkit,

compile(‘com.aliyun.alink.linksdk:iot-linkkit:1.6.6")
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== =1

# linkkit API

-keep class com.aliyun.alink.**{*;}
-keep class com.aliyun.linksdk.**{*;}
-dontwarn com.aliyun.**
-dontwarn com.alibaba.**
-dontwarn com.alipay.**
-dontwarn com.ut.**

# keep native method
-keepclasseswithmembernames class * {
native <methods>;

}

# keep netty
-keepattributes Signature,InnerClasses

-keepclasseswithmembers class io.netty.** {

*.
r

}
-dontwarn io.netty.**
-dontwarn sun.**

# keep mqtt
-keep public class org.eclipse.paho.**{*;}

# keep fastjson
-dontwarn com.alibaba.fastjson.**
-keep class com.alibaba.fastjson.**{*;}

# keep gson
-keep class com.google.gson.** { *;}

# keep network core
-keep class com.http.**{*;}

# keep okhttp

-dontwarn okhttp3.**

-dontwarn okio.**

-dontwarn javax.annotation.**

-keep class okio.**{*;}

-keep class okhttp3.**{*;}

-keep class org.apache.commons.codec.**{*;}

TAIEST
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SN BT SOK FHAH, , BTGB SRR,
IEIAIE
BRSNS , R AEASTRISE.

- FA=TENEAT | EERFPAEMESIRMProductkey, DeviceNamefIDeviceSecret,

- EREESEMHAEST, , EEHBProductKey, ProductSecretflDeviceName , HIEEH S FFEIE
.

- (EAID2IAMES

=FHENES,

=BINEATBIREER BIEERNEMREIRE T Productkey, DeviceName, DeviceSecret , iFEBEN
IREN=TTERE—H , BTUSHI—NMEE LESHBI—MEE TENER.

IRHAABAN AT

/**

*IFEIRB=ITAER

*/

Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey;// F=aassEY
devicelnfo.deviceName = deviceName;// i85 &FR
devicelnfo.deviceSecret = deviceSecret;// 18 %545H

/**

*IREREERIWIRINSE , BUERENamEEIIRE BT

* NRXEHABHEAE | RSB SRR S BB EAIIRE.

* BRERYIEE HRENZE | WRESEIERIEER.

*/

Map<String, ValueWrapper> propertyValues = new HashMap <> ();

1/ 51

// propertyValues.put("LightSwitch", new ValueWrapper.BooleanValueWrapper(0));

IoTMqttClientConfig clientConfig = new IoTMqttClientConfig(productKey, deviceName, deviceSecret);

LinkKitInitParams params = new LinkKitInitParams();

params.devicelnfo = devicelnfo;

params.propertyValues = propertyValues;

params.mqttClientConfig = clientConfig;

/**

* IREIIRICEER

* onError IACERERAIN | FEAFEHANRN. WENKERMSEHIIBLRK.
* onInitDone #MAILARTD

*/

LinkKit.getInstance().init(context, params, new ILinkKitConnectListener() {
@Override
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public void onError(AError error) {
/] TEIEN error@8 EWIIBEIRER
}

@Override

public void onInitDone(Object data) {
// WTEIERTD data {EATREESE

}

1

s}

Eﬂ%?iiﬂﬂiﬁiﬁﬁtﬂrﬁﬁ%%?ProductKey ProductSecretLAK DeviceName , EfiDeviceName 2 B1EE
, BEAZENMACHIIIEESN , BFREERNEEITEREFTERSMACHIEESN | ﬁﬁl«)\ﬁﬁﬁﬂlu
Eﬂﬂﬁ’fﬂ]‘uﬁr &R MEN , B IProductKey, ProductSecreta] LATEZFEISHHITIEE.

IS FMEENTIIRENS EHIDeviceSecret , RIEAFER=TTENES R SRR ERHITIREZIAUE. Fr
iR ERBKEIRDeviceSecretfF AW E , RIRREHTOTAFER. BEBRZEINAEE.

NSRRI Z [EABE RTINS | REEN FEREED ( @?ﬁﬁﬂ%‘zf% i35 ) BBBENFANEFE
FIREN=T7TH , AEHITIIRWERL ( BI=mEANEA R EmEIEE ) .

/] ###HHSH —B A EAHECOITRE ######

/**

IR AESEMRY  RELEZE | FREERITIGEN , ciheREIEEMERER.

* EI AP RN B R B TS R SR EREUT deviceSecret , [FHREUSHIER NE

* AR EAMEE O AIRE deviceSecret

*/

Devicelnfo myDevicelnfo = new Devicelnfo();

myDevicelnfo.productKey = productKey;

myDevicelnfo.deviceName = deviceName;

myDevicelnfo.productSecret = productSecret;

LinkKitInitParams params = new LinkKitInitParams();

params.devicelnfo = myDevicelnfo;

/] REMZEMEK path #1153 , HEFEREOARIE

HubApiRequest hubApiRequest = new HubApiRequest();

hubApiRequest.path = "/auth/register/device";

LinkKit.getInstance().deviceRegister(context, params, hubApiRequest, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

// aRequest FAFRNISKEUE

if (@Response = null && aResponse.data != null) {

ResponseModel <Map<String, String>> response = JSONODbject.parseObject(aResponse.data.toString(),
new TypeReference <ResponseModel<Map <String, String>>>() {

}.getType();

if ("200".equals(response.code) && response.data != null && response.data.containsKey("deviceSecret") &&
ITextUtils.isEmpty(response.data.get("deviceSecret"))) {

devicelnfo.deviceSecret = response.data.get("deviceSecret");

// getDeviceSecret success, to build connection.

/1 FAM deviceSecret FIIAHEEEXAIRHRTRZ

// TODO FFFERBLMASIANREN=tAER , BFREANEE
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// BEIFREX deviceSecret , JEFR#IMAKIZOERES
// TODO ARIREVIIAEEL

}

}

}

@Override

public void onFailure(ARequest aRequest, AError aError) {

Log.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");
}

N
[/ ####H — RS MBI ER ######

ID2IZFINIE

SDK#RAIRHERINLA NRE

/**

* iR BIREGER ITLS TAESHATIRER XA AR N

* Frmreesl ID2 N

*/

IoTMqttClientConfig clientConfig = new IoTMqttClientConfig(productKey, deviceName, deviceSecret);
clientConfig.channelHost = productKey + ".itls.cn-shanghai.aliyuncs.com:1883";
clientConfig.productSecret = productSecret;

clientConfig.secureMode = §;

linkKitInitParams.mqttClientConfig = clientConfig;

SDK [#liatt

NRFELHDAMN BRI TEO.

// BUEIER notifyListener , notifyListenerSSSHEFLEMAVBHZRR— NI
LinkKit.getInstance().unRegisterOnPushListener(notifyListener);
LinkKit.getInstance().deinit();

HfthigE
=FSAES

FIFFSDKRERE ST

Alog.setLevel(ALog.LEVEL_DEBUG);
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RS

NRFERIMREN L TEER | =i MRIETEEUE | JLARELI T RIS,

IConnectNotifyListener notifyListener = new IConnectNotifyListener() {

@Override

public void onNotify(String connectld, String topic, AMessage aMessage) {

/] =i MTEIEEE

// connectld &R topic T topic; aMessage TR

//String pushData = new String((byte[]) aMessage.data);

// pushData 7=ffll {"method":"thing.service.test_service","id":"123374967","params":{"vv":60},"version":"1.0.0"}
// method fRSZZAY ; params THEEUERS

}

@Override

public boolean shouldHandle(String connectld, String topic) {
/] EFERETLIEREA topic FITTEERE

// AIRFLMEE A opic , MonNotify R ZIRI fitopiclI F1TE0R
return true; //TODO fRESLFRERIRE

}

@Override

public void onConnectStateChange(String connectld, ConnectState connectState) {
// SIROEZEZERANERSTEE | BREEIRESS%E SDK ConnectState

}

}

[ ERTTSE  EKERIASII =G NMTROSE

LinkKit.getInstance().registerOnPushListener(notifyListener);

R

SHEOEKRERZ | ESEENTAREESHISNES.
MQTTiH AR E SDKYIIRAIFHERIILA TR E.

// BB Mqtt iERIEA LinkKitInitParams #J#ALE%1

IoTMqttClientConfig clientConfig = new IoTMqttClientConfig(productKey, deviceName, deviceSecret);

// 1B 188 mqtt 5K , ZRA productKey+".iot-as-mqtt.cn-shanghai.aliyuncs.com:1883" AN FCE AV
SEKR, BABRE.

//clientConfig.channelHost = "xxx";

linkKitInitParams.mqttClientConfig = clientConfig;

—E—E R IR E SDKAI EMAIRHERIILL TR E.,

HubApiRequest hubApiRequest = new HubApiRequest();

// —Bd—=a 42 BXIA "iot-auth.cn-shanghai.aliyuncs.com”

// hubApiRequest.domain = "xxx"; // NFTHFHAEK , FEIRE
hubApiRequest.path = "/auth/register/device";
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Mqtt EEZ24

- IBEMqtt Keep-Alive Aiijd]

// interval EB{(\[FD
MgttConfigure.setKeepAlivelnterval(int interval);

- qOSIRE

MqttPublishRequest request = new MqttPublishRequest();

//3FFOF L, ERIAO

request.qos = 0;

request.isRPC = false;

request.topic = topic.replace("request”, "response”);

String resld = topic.substring(topic.indexOf("rrpc/request/")+13);

request.msgld = resld;

// TODO FRFHESEIRIEREAS (VS*%

request.payloadObj = "{\"id\":\"" + resId + "\", \"code\":\"200\"" + "\"data\":{} }";

- cleanSession IR &

IoTMgttClientConfig clientConfig = new IoTMqttClientConfig(productKey, deviceName,
deviceSecret);

// SINL receiveOfflineMsg = !cleanSession, BRARNESELEE
clientConfig.receiveOfflineMsg = true;

PHERBIF A

iﬁ%?l«lﬁﬁﬁ%’fﬁ*”ﬂ]‘ﬁ“é  THEMER (W ERRERE ) . B4R ( LRRERESER ) MRS EA
(BE =ImE IR ERMHAIRS ) .

getDeviceThing() IR[EIAY IThing [ MA£ M IThing ApiReference,

iRERt
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RERME LR

// 7% IR
Map<String, ValueWrapper> reportData = new HashMap<>();
// identifier RximE M AIBMERIE—IRR | valueWrapperZBHHHIE
// reportData.put(identifier, valueWrapper); // £&545 , EZ{FEREEE2%demo
LinkKit.getInstance().getDeviceThing().thingPropertyPost(reportData, new IPublishResourceListener() {
@Override
public void onSuccess(String resID, Object o) {
// B EIRAEIN resID R E BRI RAIE—IRR
}

@Override

public void onError(String resld, AError aError) {
/] B R

}

b

IREBMHIRE

// TR45E identifier SRERARMIREL iz BRI E
String identifier = "xxx";
LinkKit.getInstance().getDeviceThing().getPropertyValue(identifier);

// IRENFR B
LinkKit.getInstance().getDeviceThing().getProperties()

EE
BT IR

HashMap <String, ValueWrapper> hashMap = new HashMap<>();
// TODO FFRiEirERIRE
// hashMap.put("ErrorCode", new ValueWrapper.IntValueWrapper(0));
OutputParams params = new OutputParams(hashMap);
LinkKit.getInstance().getDeviceThing().thingEventPost(identifier, params, new IPublishResourceListener() {
@Override
public void onSuccess(String resld, Object o) { // 4 L3RBLIN
}

@Override

public void onError(String resld, AError aError) { // Stk IR
}

i
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RS

- IR ARSEIEEN Service Y& Service API Reference,

// FRBUR B IHFTEIRSS
LinkKit.getInstance().getDeviceThing().getServices()

RERS ARG =i RMNIZRIRSE |, SREZRSHVERST , HServiceshficallType FER
F~. ELIRGS AR callType="sync" ; BERFZAMAcallType="async"., i&REBMHIREFIZRENDE
REYRSARERALILN=HRSH A,

SERS R REFTEMRSILIERITES | SRRMAFLIRSERIER , TS
RSFGEMRIT=RF. —MRESBSIIRS | BEFEIMAEIRSHGIREITS.
onProcess RIREIEINZIR MRS ER | F— 1 SHEFERAIRSIINATY
identifier , B AILARIE identifier (identifier RRinfEeIE B EEHEIRSAIRHRR
R, AILERIR mAIIhREE BB B I E S MRS I N Aidentifier ) AR
AR, mIRERRERSHINER  REFEAWENIRERESRE  BRAIREHIITESRF

. B RE iR FBIEIRSE L AEA.

// PR LAMRIESERME M B C R EAIIRS A ITES
LinkKit.getInstance().getDeviceThing().setServiceHandler(service.getldentifier(),
mCommonHandler);

// RS handler

private ITResRequestHandler mCommonHandler = new ITResRequestHandler() {
@Override

public void onProcess(String identify, Object result, ITResResponseCallback
itResResponseCallback) {

/] WEI =i SEIRSS VAR identify iREInBMEEIRSSHE—ITR result TTARSS B
// iotResResponseCallback FAF#MESEIRS AR Z Bl =i 2A4FERESN Demo iig
try {

if (SERVICE_SET.equals(identify)) { // set RS ER

// TODO FIF#ZRESLREENER RERENEL

[/ REFTELRERMZE , HRRETHREILHE

// FAF RIS R A MR R AR E KD XENHEREREIKI

boolean isSetPropertySuccess = true;

if (isSetPropertySuccess){

if (result instanceof InputParams) {

Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ((InputParams)
result).getData();

// MRz SRR

itResResponseCallback.onComplete(identify, null, null);

}else {

itResResponseCallback.onComplete(identify, null, null);

}

} else {
AError error = new AError();
error.setCode(100);

error.setMsg("setPropertyFailed.");
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itResResponseCallback.onComplete(identify, new ErrorInfo(error), null);

}

} else if (SERVICE_GET.equals(identify)){ // get2E RS EHA
// A RIRHEIS EIABEBERSR | IR NS E R E R EFRIE

} else { // AFEX RS ER

/] TRIEARRRIBRSMARRIAE | IRERRRSBEXR

OutputParams outputParams = new OutputParams();

// outputParams.put("op”, new ValueWrapper.IntValueWrapper(20));
itResResponseCallback.onComplete(identify,null, outputParams);

}

} catch (Exception e) {

e.printStackTrace();

}

}

@Override

public void onSuccess(Object o, OutputParams outputParams) {

// BRSSIEMRID tag : FAFfEANAItag , SRAEFEI outputParams : FEEIERMINANREIEE
,outparamsZL8)

}

@Override

public void onFail(Object o, Errorlnfo errorinfo) {
// BRSSERRIE

}

%

ELIRSZER BLRZBEAE—" RRPCIEA, APELIEM—TTEUERNT , Sxin

fRIRSSVERERT , BTLATE onNotify IKBIRREI MTIRSEA. WEIRRI TMTIRSERZ
& . BPHREEIRIRS B IREMIRS LR | LB ERERERIRIEK , BIRH—
HAGMRERERE=n. HRRRARINT SHFERBENXRRPC , RiGHRSIRS R

TTREBEXRRPCEE T , APEARKSDKZ ETRX A,

if (CONNECT_ID.equals(connectld) && !TextUtils.isEmpty(topic) &&
topic.startsWith("/ext/rrpc/")) {
showToast("KEI=IHEENXRRPCTT");
// ALog.d(TAG, "receice Message=" + new String((byte[]) aMessage.data));
// BRSSImIREIEHEZ G
{"method":"thing.service.test_service","id":"123374967","params":{"vv":60},"version":"1.0.0"}
MqttPublishRequest request = new MqttPublishRequest();
//ZFFOFL, ERIAO
// request.qos = 0;
request.isRPC = false;
request.topic = topic.replace("request”, "response");
String[] array = topic.split("/");
String resld = array([3];
request.msgld = resld;
// TODO RFPRESLIMERES HS%E
request.payloadObj = "{\"id\":\"" + resld + "\", \"code\":\"200\"" + "\"data\":{} }";
// aResponse.data =
LinkKit.getInstance().publish(request, new IConnectSendListener() {
@Override

10
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public void onResponse(ARequest aRequest, AResponse aResponse) {
Log.d(TAG, "onResponse() called with: aRequest = [" + aRequest + "], aResponse = [" + aResponse + "]");

}

@Override

public void onFailure(ARequest aRequest, AError aError) {

Log.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");
}

1;

}

HEMXMQTT TopiciE(g

Android SDK 2t 7T 5RImIKIHZRIEMBENZD | BPALERERXEROTHREENX Topic HXAITHEE
. IRMAYERLEENENE - &7, T8, BUEITIH. RRPC, iTHTT. WMRAEFERAYEE , oJLABDXER D
OsER =R ETT.

V) ==
HTEOEKR
VR L{TEkED , SDKEEET &AM, TTRFMEGETRSEO,

/**

* Kk

* @param request &5
* @param listener Y5025
*/

void publish(ARequest request, IConnectSendListener listener);

/**

* 17153

* @param request iTFERK

* @param listener Y0f28

*/

void subscribe(ARequest request, IConnectSubscribeListener listener);

/**

* BGHETTE

*

* @param request BUGEIT B

* @param listener Y028

*/

void unsubscribe(ARequest request, IConnectUnscribelListener listener);

11
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YA : QoS IRERILISRIZRAIFHTIRE.,

/1 &%
MqttPublishRequest request = new MqttPublishRequest();

request.isRPC = false;

// topic EigpkFF B SHFER A topic

request.topic = topic;

//%& qos

request.qos = 0;

// data B FFPEERMRIEE

request.payloadObj = data;

LinkKit.getInstance().publish(request, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {
/1 RF0pEH

}

@Override

public void onFailure(ARequest aRequest, AError aError) {

VI LS

}

DK

// 1717

MqttSubscribeRequest subscribeRequest = new MqttSubscribeRequest();
// subTopic B AR ESRET I topic

subscribeRequest.topic = subTopic;

subscribeRequest.isSubscribe = true;
LinkKit.getInstance().subscribe(subscribeRequest, new IConnectSubscribeListener() {
@Override

public void onSuccess() {

/1 1TIERETH

}

@Override

public void onFailure(AError aError) {

// TR

}

i

// BUELTIR

MqttSubscribeRequest unsubRequest = new MqttSubscribeRequest();
// unSubTopic B A E 2R ZEUHITIFRY topic
unsubRequest.topic = unSubTopic;

unsubRequest.isSubscribe = false;
LinkKit.getInstance().unsubscribe(unsubRequest, new IConnectUnscribeListener() {
@Override

public void onSuccess() {

// BUET BRI

}

@Override

public void onFailure(AError aError) {
// BUBIT IR

}

i

12
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/—
TR
FITSUBMIFATLUE RRPC s E R — R T2RIAI S,

/**

* RRPC [

*

* @param request RRPC i&3k

* @param listener YIS

*/

void subscribeRRPC(ARequest request, IConnectRrpcListener listener);

/**

* EM N TEUER RS

* @param listener Y5028

*/

void registerOnPushListener(IConnectNotifyListener listener);

/**

* BGHIFM T iRITES

*

* @param listener YIS

*/

void unRegisterOnPushListener(IConnectNotifyListener listener);

BTG (EdERT) ¢

/] ™TEURLS 0T

IConnectNotifyListener onPushListener = new IConnectNotifyListener() {
@Override

public void onNotify(String connectld, String topic, AMessage aMessage) {
/] NTEUEER

}

@Override

public boolean shouldHandle(String connectld, String topic) {
return true; // BEFELIE 1% topic

}

@Override

public void onConnectStateChange(String connectld, ConnectState connectState) {
/] EEIRSERA

}

L

/1 ER

LinkKit.getInstance().registerOnPushListener(onPushListener);

// BUEiER

LinkKit.getInstance().unRegisterOnPushListener(onPushListener);

BRATAI (RRPC)

13
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final MqgttRrpcRegisterRequest registerRequest = new MqttRrpcRegisterRequest();
// rrpcTopic B AR B SEENXA RRPC topic

registerRequest.topic = rrpcTopic;

// rrpcReplyTopic E#apkFF B S EXAIRRPC ML topic
registerRequest.replyTopic = rrpcReplyTopic;

/ HRIEREIES | —RAE

// registerRequest.payloadObj = payload;

// $23T1%) rrpcTopic

/] TiHRIERBE rrpcTopic

/] WEITTEEE ME = ( rrpcReplyTopic ) B{kA]£% Demo B IRS AR
LinkKit.getInstance().subscribeRRPC(registerRequest, new IConnectRrpcListener() {
@Override

public void onSubscribeSuccess(ARequest aRequest) {

// VT FRREH

}

@Override

public void onSubscribeFailed(ARequest aRequest, AError aError) {
/1 TR

}

@Override

public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
[/ R =G T

// WARZRENEXTH

if (iConnectRrpcHandle != null){

AResponse aResponse = new AResponse();

/] 4t5% | BNREIRIGAEYERFRIESERE R dataZ5ig ik
aResponse.data = "{\"id\":\"" + 123 + "\", \"code\":\"200\"" + "\"data\":{} }";
iConnectRrpcHandle.onRrpcResponse(registerRequest.replyTopic, aResponse);
}

}

@Override

public void onResponseSuccess(ARequest aRequest) {
// RRPC IRz %I

}

@Override

public void onResponseFailed(ARequest aRequest, AError aError) {
// RRPC I8R5

}

DK

TEECE

ERZINEERT , FERRA B RITEE &, TEEETUATENMRSNERERER  BERENES
2. WESHEHERRIRES,

14
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WA IR ERXIEOS N %% [DeviceCOTA,

ERERENECE

String COTA_get = "{" + " \"id\": 123," + " \"version\":\"1.0\"," +
"\"params\": {" + "\"configScope\": \"product\"," + "\"getType\": \"file\"" +
"1" + "\"method\": \"thing.config.get\"" + "}";

RequestModel<Map> requestModel = JSSONObject.parseObject(COTA_get, new
TypeReference<RequestModel<Map>>() {

}.getType();

LinkKit.getInstance().getDeviceCOTA().COTAGet(requestModel, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

/] FREUTFEBe B AR AL

}

@Override

public void onFailure(ARequest aRequest, AError aError) {
/] FRBUEAEECE R

}

b;

1T RIZREN
BB TR

//ER  minERaHeRE , — Mt REE2ME T A—R COTA &
LinkKit.getInstance().getDeviceCOTA().setCOTAChangeListener(new IConnectRrpcListener() {
@Override

public void onSubscribeSuccess(ARequest aRequest) {

// VT RRREH

}

@Override

public void onSubscribeFailed(ARequest aRequest, AError aError) {
/1 TIEIR

}

@Override

public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
// B EEEEC E ™I

if (@Request instanceof MqttRrpcRequest){

/] =i TR IREEEERFIZ Demo

// (MgttRrpcRequest) aRequest).payloadObj;

1

}

@Override
public void onResponseSuccess(ARequest aRequest) {

15
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/] EIEITrEEC BTN
}

@Override

public void onResponseFailed(ARequest aRequest, AError aError) {
// BISITEBtERY

}

DK

BROTARFER

OTAERTIE :

1. 18&F LRRAS

2. 18175 OTA #8%topic

3. £ OTA FafE OTA 1155 | FJLMRSHEMBEETRANRE , it
https://iot.console.aliyun.com/product

4. BRINTIR Y OTA HEXtopicHIRBELRIBLER OTA (E54 |, IRFESWEI—MEX(EE , HEb8iE
i. I ARARRAS
i. @&t , A/, MD5

5. THEMH , FHaTHR , 7 EIRFHRHE
6. Frsemila . Bal LIRFHIRAES | B4 OTA IELER

Qe

EIEBEE OTA FHRESS , $REX OTA sLf

mOta = LinkKit.getInstance().getOta()

HEFOTATHRESS . BRIBENZERRA LR | 1715 topic, 5% ota xRS , QBT
I0ta.STEP_RCVD_OTA [Ei :

mOta.tryStartOta(mConfig, new OtaListener(){

public boolean onOtaProgress(int step, IOta.OtaResult otaResult) {
int code = otaResult.getErrorCode();

Object data = otaResult.getData();

16
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switch (step) {

case IOta.STEP_REPORT_VERSION:
/] EIRARA

break;

case IOta.STEP_SUBSCRIBE:

// 1T1REE

break;

case I0ta.STEP_RCVD_OTA:

// BFROTARE |, iIREltrue LT
break;

case I0ta.STEP_DOWNLOAD:

// TEEH
break;

}

return true;
}
D

KEIHEERIOTA B, IR[Eltrue SBEHTEHE , FEFHEBEZIOta. STEP_DOWNLOAD [l
4. EWF TGRS | IRE M B CORIOTA AlAHRIRERIA

TR ASDKRIZHEIETE | X, T# , BROTA HEFEAAEEECEN , BigEO
reportProgress() 5eh%, , ERTSDKIEAHED reportVersion() FBF _EIRhRASIHEE.

TREE

YN EiE FIRAE R |, LURBRSEIRS,
YA IRBIREEXIZOSNIE IDevicelabel,

EitnsE

// TREER key , valuefIfZal ATLAEIR attrKey # attrValue

String update_label = "{" + " \"id\":\"123\"," + " \"version\": \"1.0\"," +

"\"params\": [" + " {" + " \"attrKey\": \"Temperature\"," +

"\"attrValue\":\"36.8\"" + "}" + "]," +

"\"method\": \"thing.deviceinfo.update\"" + "}";

RequestModel<List<Map> > requestModel = JSONODbject.parseObject(update_label, new
TypeReference <RequestModel<List<Map>>>() {

}.getType();

LinkKit.getInstance().getDevicelLabel().labelUpdate(requestModel, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

17
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/] BEHREERTN
}

@Override

public void onFailure(ARequest aRequest, AError aError) {
/] EFHRER

}

DK

MBRIREE

FIREEE

RIANIREBEZE— K | BIZMXTHFREFTEANSR , WFEERFREEEE

/] FR&ER key , valueR9fzz RTLAE R attrKey #0 attrValue

String deleteLabel = "{" + " \"id\": \"123\"," + " \"version\": \"1.0\"," +

“\"params\": [" + " {" + " \"attrKey\": \"Temperature\"" +

"1+ " 1" + "\"method\": \"thing.deviceinfo.delete\"" + "}";
RequestModel<List<Map>> requestModel = JSONObject.parseObject(deleteLabel, new
TypeReference<RequestModel<List<Map>>>() {

}.getType();

LinkKit.getInstance().getDeviceLabel().labelDelete(requestModel, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

// BHBRAREE BRI

}

@Override

public void onFailure(ARequest aRequest, AError aError) {
/1 BRARES R

}

DK

MXFIREEERRM T FRENSEM. FBDIRMNX T FREIIR. FIIFRE. MkFRE. FRELE

~

MXABE—NEEREVERER DANBRRTERE]. MXMFIREZERIER

°

FIRE T, BTFREEBEMOMER. REFRE LTI

R WX FIREEEEXEOSNIRE IGateway
RESRINERNIHNRETERAAMNMI. E%0.

18
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S S sl

- T EEMENTEEEX MK m (BMREESRM ) [ RE "TRER" 8 WX IRENXE
BMNIEE | FRIERXIIEEE L topicBiEEXIRE | FASMRAIENET FENRENXE S8
DOREHITITA .

LU FIREAVETEINRE

S FIREBRIRIISIERINGE | %#BOIIREH] mB1TSEM , FMEFRIEHRKINAAIILL
RANMANS FIR IR EIR KA CABSEEL

SIMARE=ITTERRES R, TENRSEN B/ VR FRE=TANS M B5*E

HRMKERFR— N FIRBEREINKG , IREEZ FREEBEEVEN A TIT
EEE | FEEASDKIMIFREZOGESIMIENTE | FIIZRBEREZT
REN=TTAER ; AEEMASDKRENFIRE LEENBAWEMNTS , BAMR—
FIRBUTBELNRE | MRTIESFIREHITES |, WENFERERREIAW. A2
B S KIXEM K Z G FHERIER B B

SR ERMIEBMFE— P FIRE LEZE | FERFREVINSER LRTRLMRET
REEZRIPRSS IR FREIRE . FHIRERIREE L FIREINEER , FiR
B LR ERENR BB

SWRA— N ERIEMWIERRFERFIREBEN , MXFRRRFIREBLEOSY
BRFEX N FIREEEL ;

S MEETFRBNBERERMWET | BFESLIT SIS

HWKRBEEF R LAY (LEINMEERITTT  SENXER ) |, MXFENAEERN
FIRHIFREROEARNNIFREED , BROBBAFRELEED RN ET
RENEESMNXBER IR ZRIES—E , BBANXFER FRENGEHBIERX
EiR=m.

SRR EREYIEANFE FIRERIEHIEERS | MU ITZE R FIRER

BB REEFIRE , WX At 7L

FiREFRIE

19
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RE BEYENFEEN FRE M (BitRaESRR)  RE "TRER" 5 "RE" | RE
FEmAISHDIAIERT

PEHAEFIRE LREMEMISDK , BIERKIMIAIFRE. MEIEEFRE. MRIMITAIFIR
BLEEEEZ. MRUTEREMENFEERIMSREEL FIRE | WHNX B5FRE AEX
TYFFSEEL

- — —
FigF =T AR,
1o R BT E ST | N R R TSNS T TE SR, TEEM
SR TR =LA VR, | e SRR CAOSTRR IS S5 -
M TR TS =5
B ST E AR — BN, MR SEET RS , RGeS =T, e
SEYNSTHL | R R S TS R TR S5
 REREFSEN=TtA
R RS A B S DR TR , HEREH T HHEE S EA TSN AEe
| BB RIS =, R, AR L,
B TS E = oA
BT LB SR Y ST SRS T | FRIE TR EMEE ( model ) LURME—HRR ( HATSN.
MACHESE ) | (BEHRAIEFIEEDeviceSecret, T FiE B ENE BT AT REY (=
AN TIREAERProductKey ) , FEETILET FIZERE ( model ) IR EBNTAProductey AT
5T (R SRAER% LTI ) | PRSI — R e R BN A DeviceName , AASIE

B BB =R S S TR RIS EMINREM R imsREN FiR EfYDeviceSecret , NMGEIZEAIFIREHI=ITAERE
2.

FIRERIREM

(EFPK&DNZIZATAR

FEEDIRERTEEMINE , JUBRERSZD , BTRRFRE=TH. FIREMIZIMNXZEIE
T THIR IR FIRE=TARER , MRAHEGFRE=TARGE , TLBIEX—2., NRFREER
BHAEREMMNKRIRE |, SIS EMASREZFREN=TCAEER.

LinkKit.getInstance().getGateway().gatewaySubDevicRegister(getSubDevList(), new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {

20
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ALog.d(TAG, "onResponse() called with: aRequest = [" + aRequest + "], aResponse = [" + (aResponse == null ?
"null" : aResponse.data) + "1");

try {

/1 FEENE ML

ResponseModel<List<Devicelnfo>> response = JSONObject.parseObject(aResponse.data.toString(), new
TypeReference <ResponseModel <List<Devicelnfo> > >() {

}.getType());

// 14 response FIEUEFIKTRE AN code=200

//TODO REFREN=TTAER

} catch (Exception e) {

e.printStackTrace();

}

}

@Override

public void onFailure(ARequest aRequest, AError aError) {
/] FRENSEMRY

}

Dk

(EFPK&DN &PSHhZSFAf

EENEXMSEMANS REIFRENpkEESGAN | ReMSRTE—FaiSEMmal. RS
UE 2EFiREMIproductKey, deviceName, productSecret582 , FEEEHTIEGRIZNEM , WETLL
{5 L*EFTJ' N TFARFNSEM. SRS | BIEHEMXREHENFRE=TTAHBERIRE,
HEFET mImTiEAcE N (COTA ) FARFIREAIPK. DN, PSEEZRIMXIZE  AEERHTFEARXNSE
fift.
NGRS | SRR FRENARKIERBMXANER , AREESBERMX, EFAPK&ADNSHRNERE
FIRBHREARKEL , BIRAHINCR | RARSBEIHINKRER.

/1 ZHNS T R B RAAIE FiR & IproductSecret , REMSH FH—MFRENTEME—R
/1 ERERSEMA D LAE SFRICOTA-IZIZRCE FRECAHER , Ein MARTFIRENIpk, dn, ps, MXIEIF
1/ SERLENFSER

/] ERTREERABERRIER , RIREMEMMNXIRENFIRE
MqttPublishRequest request = new MqttPublishRequest();

final RequestModel requestModel = new RequestModel();

requestModel.id = String.valueOf(IDGenerater.generateld());
requestModel.version = "1.0";

requestModel.method = GatewayChannel METHOD_PRESET_SUBDEV_REGITER;
request.isRPC = true;

JSONObject jsonObject = new JSONODbject();

JSONArray jsonArray = new JSONArray();

for (inti = 0; i < presetSubdevList.size(); i++) {

Devicelnfo itemDev = presetSubdevList.get(i);

Map<String, String> itemMap = new HashMap<>();
itemMap.put("productKey", itemDev.productKey);

itemMap.put("deviceName", itemDev.deviceName);

itemMap.put("random”, RandomStringUtil.getRandomString(10));

String sign = SignUtils.hmacSign(itemMap, itemDev.productSecret);
itemMap.put("sign”, sign);

itemMap.put("signMethod", "hmacshal");

jsonArray.add(itemMap);

21
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}

jsonObject.put("proxieds”, jsonArray);

requestModel.params = jsonObject;

request.payloadObj = requestModel.toString();
LinkKit.getInstance().getGateway().subDevicRegister(request, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

ALog.d(TAG, "onResponse() called with: aRequest = [" + aRequest + "], aResponse = [" + aResponse + "]");
try {

showToast("WEIFIREMSLER");

ResponseModel<Map<String, List<Devicelnfo>>> responseModel =
JSONObject.parseObject(aResponse.data.toString(),

new TypeReference<ResponseModel <Map<String, List<Devicelnfo>>>>() {

}.getType();

// TODO (RFFIREN=TTEEE

ALog.d(TAG, "onResponse responseModel=" + JSONObject.toJSONString(responseModel));
//

non "o won

{"code":200,"data":{"failures":[],"successes":[{"deviceSecret":"xxx","productKey":"xxx","deviceName":"xxx"}]},"id":"1","
message":"success","method":"thing.proxy.provisioning.product_register","version":"1.0"}

/] ShESEMRINFIZR

List<Devicelnfo> successList = responseModel.data.get("successes");

/] ShESEMKRME IR

List<Devicelnfo> failList = responseModel.data.get("failures");

} catch (Exception e) {

e.printStackTrace();

}

}

@Override

public void onFailure(ARequest aRequest, AError aError) {

ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");
}

Dk

RIFRETIZR

SREN K RIE I i S B R IR,

LinkKit.getInstance().getGateway().gatewayGetSubDevices(new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

/] SRENFIRETIRER

try {

ResponseModel<List<Devicelnfo>> response = JSONODbject.parseObject(aResponse.data.toString(), new
TypeReference <ResponseModel<List<Devicelnfo> > > () {

}.getType();

// TODO HRHESCRRN R RAME

} catch (Exception e) {

e.printStackTrace();

}

}

@Override

22
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public void onFailure(ARequest aRequest, AError aError) {
/] FREBIFREETIFREM

}

1

N A)
s
FRENSEMERLE , TNBS RS T RS FIEIRXT,

final Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey; // =jtH F=RELE (WIE)

devicelnfo.deviceName = deviceName; // =7t48 i8&iR1 (4IE )
LinkKit.getInstance().getGateway().gatewayAddSubDevice(deviceinfo, new ISubDeviceConnectListener() {
@Override

public String getSignMethod() {

// ERNEEEE

return "hmacshal”;

}

@Override

public String getSignValue() {

/1 3RBUER , FAFfERA deviceSecret SXEERER

Map<String, String> signMap = new HashMap<>();
signMap.put("productKey", info.productKey);
signMap.put("deviceName", info.deviceName);

// signMap.put("timestamp"”, String.valueOf(System.currentTimeMillis()));
signMap.put("clientld", getClientld());

return SignUtils.hmacSign(signMap, info.deviceSecret);

}

@Override

public String getClientld() {
// clientld BT AEEE
return "id";

}

@Override

public void onConnectResult(boolean isSuccess, ISubDeviceChannel iSubDeviceChannel, AError aError) {
// INEER

if (isSuccess) {

/] FRERINATI , #TRATLAMH iR F4ea0iBiE

// subDevOnline(null);

}

}

@Override

public void onDataPush(String s, AMessage message) {

// RN F8EE TTHUE topic=" + s + ", data=" + message

// SNEEFR ik B4R IRE. IRSERS RENIEIEmMessage.data 2 byte[]
}

DK
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HpRFiRE

TRBRIIK TR FIRE.

final Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey; // =7t4H F=REIE (H)

devicelnfo.deviceName = deviceName; // =7t iI8&HRR ( HE )
LinkKit.getInstance().getGateway().gatewayDeleteSubDevice(deviceinfo, new ISubDeviceRemovelListener() {
@Override

public void onSuceess() {

/] BB FiREE MIBRZRITRT So FEiRME

}

@Override

public void onFailed(AError aError) {
// BB FIRERK

}

i

FigE H4

ERTIRE LA BHREDERTIREFN. NERNTREE LNETE , BEENSHTIRE L4
| FigE HAT ERLMUTFIREATIN. RTERME.

R BTEOERRESS , FIRE LS ORETREFINT—TER , RSN FREFIR
T EEE .

final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =7t F=REIE (E)
devicelnfo.deviceName = deviceName; // =5t48 8RR (4IE )
LinkKit.getInstance().getGateway().gatewaySubDeviceLogin(deviceinfo, new ISubDeviceActionListener() {
@Override

public void onSuccess() {

/] REBFRE L&D

// L2 IEEITIR MIRRFIEE AR ™ TIBA]

// subDevDisable(null);

// subDevDelete(null);

}

@Override
public void onFailed(AError aError) {
ALog.d(TAG, "onFailed() called with: aError = [" + aError + "]");

}
N

FIRE %
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ZFREBELZE  NXFESH DR FRERS , MBERRRRAFREREXIE. FRE TERZEATLIH
T ARENR. 1T, BUBITISEE,

final Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey; // =JtH FFRES (#4E)

devicelnfo.deviceName = deviceName; // =754 8B HHR ((W41H )
LinkKit.getInstance().getGateway().gatewaySubDeviceLogout(deviceinfo, new ISubDeviceActionListener() {
@Override

public void onSuccess() {

/] REBFIRE TN

}

@Override

public void onFailed(AError aError) {
/] RIS TR

}

Dk

BT FREER

MRIZRFUTLAERMRFFIRE  MEAFIRE. BRFRE. MRMFRSIHEINRR. BRRSIRASHF
FRFREIMTEN. RESREEBFIREMHES FIREM FELE | REMIERENEFRENS
G

final Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey; // =JtH FFRELS (4E)

devicelnfo.deviceName = deviceName; // =754 BB HHR ((W4H )
LinkKit.getInstance().getGateway().gatewaySetSubDeviceDisableListener(deviceinfo, new IConnectRrpcListener() {

@Override

public void onSubscribeSuccess(ARequest aRequest) {

// VT IFRKEH

}

@Override

public void onSubscribeFailed(ARequest aRequest, AError aError) {
/1 TR

}

@Override

public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
/] FiREZEREA

iConnectRrpcHandle.onRrpcResponse(null, null);

}

@Override

public void onResponseSuccess(ARequest aRequest) {
Log.d(TAG, "onResponseSuccess() called with: aRequest = [ + aRequest + "]");

}

@Override
public void onResponseFailed(ARequest aRequest, AError aError) {

25
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Log.d(TAG, "onResponseFailed() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");
}
i

RE AL FYEE T
 FIREERA

FIREWEENIAN L EFREZMIZINKT , BFIREELXERIBIRN S TLIEA.
IR BTFEOERRERSHN  FREWEREACEOFEEFREERNT—TER , MEEREFR
EERACHNEREREA.

Devicelnfo devicelnfo = new Devicelnfo();

devicelnfo.productKey = productKey;

devicelnfo.deviceName = deviceName;

// devicelnfo.deviceSecret = "xxxx";

Map <String, ValueWrapper> subDevlnitState = new HashMap<>();

// subDevlnitState.put(); //TODO FAFRIELARIEIZ R

String tsl = null;,// BFPRIBLIRERIZRE | BOANT EENSRFREUERAAY TSL
LinkKit.getInstance().getGateway().initSubDeviceThing(tsl, devicelnfo, subDevInitState, new
IDMCallback<InitResult> () {

@Override

public void onSuccess(InitResult initResult) {

// YEESIIRIRIh 2 IE RILMBARSS I EAR EIREIRE

}

@Override

public void onFailure(AError aError) {
/] FIRERIRIRTE

}

i

FIREWIEEER
EROERTEEREIMEEER— , 3R IThing O SCIERN TS TUREL.

// %8R IThing 4

IThing thing = LinkKit.getInstance().getGateway().getSubDeviceThing(mBaselnfo).first;

// thing BREIEEAT , IIFRERER. WIRELRYBHK. FRERFIFINK., FRELTEERNESE.
// error {SE7E LinkKit.getInstance().getGateway().getSubDeviceThing(mBaselnfo).second iR[H]

/] BERfGEEHIE

thing.thingPropertyPost(reportData, new IPublishResourceListener() {

@Override

public void onSuccess(String s, Object o) {

/] &g HRIRSAIN

}

@Override

public void onError(String s, AError aError) {
// 1&E LIRS EY

}

26



& &ZEALink Kit SDK Android SDK

D

FIREIERRR
RAMAHIEE | EENRRESHEAREENEER. WERALTTE.

LinkKit.getInstance().getGateway().uninitSubDeviceThing(mBaselnfo);

REBEFRFEM ETT
B BERT TR EUE L T4,

final Devicelnfo devicelnfo = new Devicelnfo();
devicelnfo.productKey = productKey; // =7t F=REIE (H)
devicelnfo.deviceName = deviceName; // =5t48 i8&iRR (4IE )
String topic = xxx;

String publishData = xxx;

// 1Ti5
LinkKit.getInstance().getGateway().gatewaySubDeviceSubscribe(topic, deviceinfo, new ISubDeviceActionListener() {
@Override

public void onSuccess() {

/] REBAREITIFRII

}

@Override

public void onFailed(AError aError) {
/] REBEFEEITIRHEM

}

i

/1&%

LinkKit.getInstance().getGateway().gatewaySubDevicePublish(topic, publishData, deviceinfo, new
ISubDeviceActionListener() {

@Override

public void onSuccess() {

[/ REBFRERMAI

}

@Override

public void onFailed(AError aError) {
/] REBEFRERHRY

}

i

// BUEITIR

LinkKit.getInstance().getGateway().gatewaySubDeviceUnsubscribe(topic, deviceinfo, new ISubDeviceActionListener()
{

@Override

public void onSuccess() {

/1 REBFREEHITER

}
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@Override

public void onFailed(AError aError) {
// REBFZEBHITRES

}

i

Y EfPermitoin

WRMKBIENSREETFES (MR EHESES ) | MXEERKEIRB=imPermitloinBERT , BiERE
FigE. LURAINFiRE. BaRAIRATIZEIPermitloinfiEisE (BET— & T ) |, TLUE
= TFEASESLIING Permit) oinjE B AI4MER :

MAXFEXZRMFEHEEERSHFIRE | WRMNIBAZEERSHFIRE |, BBAMLEIIFIR
& | MIFRENRONAEEmAN HFIFRE"

NRMXKIEIPermitloinZf5 , KIMKIERE T S MEERSHFIRE | RABTmMIEF— P FIR
=R

“java// 1T RAF SRR permitJoin ’4TLinkKit.getInstance().getGateway().permitJoin(new
IConnectRrpcListener() { @Override public void onSubscribeSuccess(ARequest aRequest) {
ALog.d(TAG, "onSubscribeSuccess() called with: aRequest = [ “ + aRequest + 1" );
showToast( “permitJoin subscribe success.” ); }

@Override
public void onSubscribeFailed(ARequest aRequest, AError aError) {
AlLog.e(TAG, "onSubscribeFailed() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");

}

@Override

public void onReceived(ARequest aRequest, IConnectRrpcHandle iConnectRrpcHandle) {
ALog.d(TAG, "onReceived() called with: aRequest = [" + aRequest + "], iConnectRrpcHandle = [" +
iConnectRrpcHandle + "1");

showToast("#ZziEIpermitloinfg<");

// TODO user add sub device &

if (aRequest instanceof MqttRrpcRequest){

/] =i MTEE 5

// (MgttRrpcRequest) aRequest).payloadObj;

// ResponseModel<Map<String, String>> responseModel = JSONODbject.parseObject(((MqttRrpcRequest)
aRequest).payloadObj, new TypeReference <ResponseModel<Map <String, String> > >(){}.getType());
// REEHETG

//gid"", /BRI

// “version” :" 1.0" , //ALinkiMYH9RRAS// “params” :{// “productKey” :" xxx" , //FIREFZHIHE
, MRABHE , FEMERIHEAFIREEN// "time” 60 //MERMESFNFIREHEORTE , intZER
. BARTRFD//V// Y // TODO B0, FhD. &R Fig
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/] MR FREIRINRRRN, BRE
if (iConnectRrpcHandle != null) {
AResponse response = new AResponse();
// EIE7x~{5] TODO edit by user
// response.data BBfY id FEREESWEIRY permitloin jHERY id (REF—EL
response.data = "{\"id\":\"xxx\", \"code\"\"200\"" + "\"data\":{} }";
iConnectRrpcHandle.onRrpcResponse(((MqttRrpcRequest) aRequest).replyTopic, response);
}
}
}

@Override

public void onResponseSuccess(ARequest aRequest) {

ALog.d(TAG, "onResponseSuccess() called with: aRequest = [" + aRequest + "]");
}

@Override

public void onResponseFailed(ARequest aRequest, AError aError) {

ALog.d(TAG, "onResponseFailed() called with: aRequest = [" + aRequest + "], aError = [" + aError + "]");
}

.
&S

NRBFFRARSYRENIEES | JUIBYRER FRAMREBNSRITNEEFE 2R, ZiREFIIE—
EHTHY JSON B&E , FERF B CRIEIMER MR, YWEEESESRIVNRER FE , BEREST
B, B, RSHIRIRER , FERRTERFINHSLEIER.

WA 1IREE FHEIEOS NI IDeviceShadow
/—
g 1T

- R RIS T
- BRI SR T
- Wb =R SR F

// RBURESF BiR550]£%E Demo

String data = "{" + "\"method\": \"get\"" + "}";

/] EINR B F EEREREEINIREE FEEUREIRY versionfE , TEEFAIRHE {ver} i gversion+1
// String data = "{" + "\"method\": \"update\"," + "\"state\": {" + "\"reported\": {" +

// "\"color\": \"red\"" + "}" + "}," + "\"version\": {ver}" + "}";

/BB EEF color B {ver)EEEiR

// String data = "{" + "\"'method\": \"delete\"," + "\"state\": {" + "\"reported\": {" +
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// "\"color\":\"null\"" + "}" + "}," + "\"version\": {ver}" + "}";
LinkKit.getInstance().getDeviceShadow().shadowUpload(data, new IConnectSendListener() {
@Override

public void onResponse(ARequest aRequest, AResponse aResponse) {

/] REFF RN

/] EORETSE IR T 178 Demo

}

@Override

public void onFailure(ARequest aRequest, AError aError) {
/] RERFEHRERY

}

h;

HHETT

BITRImIRER FEUREHN , —AR(EFE APP Ri=HigEHIEHE, APPIEHIRENAHE B =in FRIRER
FEHINRER , RERZEI RN MIPRERFZ/E | 1RIE desired RUEEHUTIREEH.

// RIS RS FER
LinkKit.getInstance().getDeviceShadow().setShadowChangeListener(new IShadowRRPC() {
@Override

public void onSubscribeSuccess(ARequest aRequest) {

[/ TR BT F NMTEUERTD

}

@Override

public void onSubscribeFailed(ARequest aRequest, AError aError) {
/] TSR F M TEUERY

}

@Override

public void onReceived(ARequest aRequest, AResponse aResponse, IConnectRrpcHandle iConnectRrpcHandle) {
// B EIRIREUETT , TTEUETE aResponse 18EH

try {

if (@Request != null) {

String dataStr = null;

if (aResponse.data instanceof byte[]) {

dataStr = new String((byte[]) aResponse.data, "UTF-8");

} else if (aResponse.data instanceof String) {

dataStr = (String) aResponse.data;

} else {

dataStr = String.valueOf(aResponse.data);
}

// Log.d(TAG, "dataStr = " + dataStr);

// REEEERG

//{"method":"control","payload"{"state":{"desired":{"mode":2,"color":"white"},"reported":{"mode":"1","color":"red"}},"
metadata":{"desired":{"mode":{"timestamp":1547642408},"color":{"timestamp":1547642408}},"reported":{"mode":{"ti
mestamp":1547642408},"color":{"timestamp":1547642408}}}},"timestamp":1547642408, "version":12}

/] (Us%

ShadowResponse <String> shadowResponse = JSONObject.parseObject(dataStr, new

TypeReference <ShadowResponse<String>> () {

}.getType());
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if (shadowResponse != null && shadowResponse.version != null &&
TextUtils.isDigitsOnly(shadowResponse.version)) {
version = Long.valueOf(shadowResponse.version);

}

AResponse response = new AResponse();

// TODO RFPLIl=HiRE

// FAPESigEZE HREFIERIRin

/] ERREZ FRIEEI =R

// tRAEZSRISCRRE iR

response.data = shadowUpdate.replace("{ver}", String.valueOf(version + 1));
/] F—"ME replyTopic BERUAME BRAREIRE
iConnectRrpcHandle.onRrpcResponse(null, response);
}

} catch (Exception e) {

e.printStackTrace();

}

1

@Override

public void onResponseSuccess(ARequest aRequest) {
/] TR JE BRI

}

@Override

public void onResponseFailed(ARequest aRequest, AError aError) {
/] MTREZ fo IR

}

DK

Bregreset

BRI migit Tresetizi , BFAMRIRE LAVEE | IHRERERIH/MRE | XLETHEERIRE) mAS. B
EENEET , REHH R meriRE AT T resetiBfE , BBAFREAMLInk Kit SDKIZHAIAPIE =R

°

AndroidigE RBEBF it AresetAANGS | IR RHSERRIRHEF & & TARASDKAresetiz
resetffiZ/E , SDKOFNNAFELLER

(1) WRigREL , BRresetZOR=im , IHZEHEEEMinkkit (JARdeinit ) |, KMIRERRIZ240E ;
(2) MRIRFEAEL , RE—resetfUindEiL , ARHEBREAinkkit , FELlinkkitiFEFHYIBCRIARHER | 1R
REBIXA resetinSUAEREMNINZ [EBERAresetiZ |, reset5ehiliZ EA RMMNIREAIALIN ; UIERAPPEIR,
HMBRAPPEIEZ S , NITREHNAEH I TresetB(E Y , in& SR T ;

LinkKit.getInstance().reset(new IConnectSendListener() {
@Override
public void onResponse(ARequest aRequest, AResponse aResponse) {
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ALog.d(TAG, "reset onResponse ");
}

@Override

public void onFailure(ARequest aRequest, AError aError) {
ALog.d(TAG, "reset onFailure");

}

DK

BREETEFT NP ReRRIE

BEREA :

R mEENERIOTREREEEFITEEIEM , BBARFRREEITFIAPPSREZ AEIBERRZE
. AREXIREHHTIES]. NRRBWHERBRILE T BIM—TAF | BBAFRAF T LIET itiRresetiRiE SN
ZIRRRRESRBPISERR | BRRAFIHRE I LR T,

AR EVAM LinkKit.getinstance().reset RS =inAEIRIREFSIREBFPIYEXR.

SRR TS AR

EEREA -

AR ERESAUEER T eI EMINEE |, IREH IMRFEERSProductKey, ProductSecret , 18 &i1EREZME
BRI S LB s AT IR A ENIR A0 DeviceSecret ; (B2 XiGBIFENE] T DeviceSecretZ 5 , tNR
B EMIEEIREUEZ/IDeviceSecret , TGS,

Fitig ik ZEIDeviceSecretZ f5 , FEEDeviceSecretE{LEFFN AFES , FHERMERFfitikresetiRiEay
HENEAPPEREMFRAPPEUEEAE G DeviceSecretififfis, MNRIZHRENFLRESEDeviceSecret#iiflia
. ATILZIR BB | FRERERZIgENProductkey, DeviceNameiBgR T3k , ZIfTE=IEH
EffiiR3sRdeviceName 1% , AREHEIE—MERdeviceNamefUigREIE], | REEFRER AR

FERAIF I deviceSecreta LA A MBI

B

it

L2

ek (HTIE )

& DR

THixS FIEIRED 1170 &E
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1101100 ERROR_SDK_ERROR SDK #Jtaiv NEp R
ERROR_SDK_INIT ER
1101101 ROR
ST1HA —REE
120 ERROR_PARAMS_DE *Brf;gfcﬁz“'ﬁ{“'”
VICEINFO INVALID Proc Yoo
deviceName A%
Rt =7cH
121 5?5? SREEQETAI\ICIEJ_L?_E deviceSecret (&%
- - Z5H ) A=
ERROR PARAMS SE 70118 WIS, {8
122 CURE_MODE_ITLS_ AE=JL= -
WITH PS NULL productSecret (7=
- RZ5H ) 732&
mqttZEI R EE
EMEIEE ;
.33 MQTT_CONNECT_ER = HE=THEEIEH ;
ROR 1 EEBRIREIFHE ;
BAZMEREFERE—
N=7cH
HTTP i&EkizOEIR
, I—B—Z IS AR
DM 2T
BIFfE
REZ{EE-"" ;
%éﬁﬂj‘lﬁj BIEEE ;
1101220 ERROR_COTA_GET_P REUTFRECEIE RS E
ARAMS_ERROR BiR
1101230 ERROR_SHADOW _IN SDK& k¥t EmS
VALID_STATE B FHEXEO
SFEMEY , B
ERROR_SHADOW _U
1101231 PDATE FAILED W%El%{n:%\%:%erl’or
message
ERROR_SHADOW _P
- ~ %
1101232 ARAMS, INVALID BREEFEHSEER
ERROR_GATEWAY_P permit)oiniEFEAYAT
1101312 ERMIT_JOIN_DEVICE (EIR AR RERT
_INFO_INVALID 3
ERROR_GATEWAY T s
ERROR_GATEWAY_S A st
1101301 UBDEV_NOT _LOGIN FREHRER
ERROR_GATEWAY_S A [ i o
1101302 UBDEV_WRAPPER 1 SDKPYERF (=R
NFO_NULL =
ERROR_GATEWAY_S
1101303 UBDEV_WRAPPER_N SDKAEBFIREAFEIE
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1101304

1101305

1101306

1101307

1101308

1101309

1101310

1101311

1101200

1101201

1101202

1101203

1101020

100

101

510

514

517
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ERROR_GATEWAY_S
UBDEV_THING_NOT
_INITED

ERROR_GATEWAY_S
UBDEV_LABEL_NULL

ERROR_GATEWAY_S
UBDEV_SHADOW_N
ULL

ERROR_GATEWAY_S
UBDEV_COTA_NULL

ERROR_GATEWAY_S
UBDEV_INFO_INVALI
D

ERROR_GATEWAY_S
UBDEV_DISABLED

ERROR_GATEWAY_S
UBDEV_DELETED

ERROR_GATEWAY_L
ABEL_PARAMS_INVA
LID

ERROR_TMP_INIT

ERROR_DM_GET_TSL
_INFO_INVALID

ERROR_DM_INIT_THI
NG_PARAMS_INVALI
D

ERROR_DM_GET_TM
P_IDEVICE

ERROR_DUPLICATE_
SDK_INIT

ERROR_DUPLICATE_
SDK_INIT_DM

ERROR_DUPLICATE_
SDK_INIT_LK

ERROR_CMP_PARA
MS_ERROR

ERROR_CMP_REGIST
ER_CONNECT_ERRO
R_EXIST

ERROR_CMP_SEND_
ERROR_CONNECT_N

FIREWIRBRAIBMN

REFIREIrENT

, —RRERFIRERNN
[FER

RN FIREFIRER T/
F , —REFIRERR
nEER

R FIR B E S
T, —REFRERNR
EER

FIRE=TTREET

FIREEH=IMEER

FIREEHEMIR

IREBERSETT
IR, TMPY]
SRR
IR, SREX
TSLIERT

IR, YIEEIER
eSS

IR, YIEEIER
HIESU

BEERN , SEHIA
}EE;—EEJZEE%IEE%M’E}

}%%%ﬂ*ﬁikig?‘ﬂﬁé

LinkKit SDKES#t4
%

CMP 24558iR

IZHHERBE M, —
RRATLAZZ

BT | LR
RITAFE
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521

529

4201
4101

4102
4103

Rl

OT_FOUND

ERROR_CMP_SEND_
ERROR_CONNECT_N
OT_CONNECTED

ERROR_CMP_REGIST
ER_CONNECT_IS_RE
GISTERING

ERROR_UNKNOW

ERROR_NETWORK_E
RROR

ERROR_SERVER
ERROR_BUSINESS

RRPCEIEMEHE , IREIFEIRIZ4201

[ . HiRERIEEIRRPCEAE | RIEMNEHE | HiRi54201
HERE : ZFPAENEIEAZ— P IERRISONSYE | SEUERITHIE,

714 10591-10591/com.haier.intelrefriger D/ConnectSDK: send() common request
714 10591-10591/com.haier.intelrefriger D/PersistentConnect: send()
715 10591-10591/com.haier.intelrefriger D/MgttNet: getConnectState()

715 10591-10591/com.haier.intelrefriger D/MgttNet: getConnectState() pahc state = true

728 10591-10591/com.haier.intelrefriger E/MgttSendExecuters

rtpayload-0bj to byte array error

P
728 10591-10591/com.haier.intelrefriger W/System.err: ]{va io. NotserlallzableExceEtlon or; json.JSONObject

728 10591-10591/com.haier.intelrefriger W/System.err:
729 10591-10591/com.haier.intelrefriger W/System.err:
729 < 91-10591/com.haier.intelrefriger wW/System.err:
k.1

729 10591-10591/com.haier.intelrefriger W/System.err:
729 10591-10591/com.haier.intelrefriger W/System.err:

at java.io.ObjectOutputStream.writeObject0 (ObjectOutputStream.java:
at java.io.ObjectOutputStream.writeObject (ObjectOutputStream.java:3:
at

v=dk.channel.core.persistent.mgtt.send.b.asyncSend (MgttSendExecutor.java:124)

at com.aliyun.alink.linksdk.channel.core.persistent.mgtt.b.asyncSenc
at
k.linksdk.channel.core.persistent.PersistentNet.asyncSend(PersistentNet.java:75)

RIRIDNE | BRIEREIRFEIRAIERRISONSUES | HHRER

b S R e g N i)

Q W]%?ﬁi?lx%ﬂlu&ﬂﬂgim ﬂ]lux/Iﬂﬂ%ﬁ%?iﬁ%ﬁ”% Ej#'lﬁ\
? A BRIBEIRME NN SEZEAYREA

- FIRERFFENSEM |

- FIREEBEWFIIRIEMERKRET T

SRR IE AR

= FinEREIR
ngﬁalﬁ

WSS RIKEEIR
J.L%%EI 1S

[EERARTD | (BRIREIRIZIR A

Q MRXREFREFNSEM , hSEMIIREE3NFRE , mmREEMANER  BRRIRE T 2MNFRE

=S8 ? ASRuZEEA]

35

BERRERR TIZIREARTTENSEM. FINEIEERKIRET |,

EEARERFRERER



& &ZEALink Kit SDK Android SDK

HEEIR ;

EERES M

Q: LinkKit SDKFIZEMEARY , SEWREKRN , TR ? ATRIERFATEER

" SSLHandshakeException:
com.android.org.bouncycastle.jce.exception.ExtCertPathValidatorException: Could not validate
certificate: null” , IERIERBEIEX =R , mottEBEKH T 0 , [REZBFIRSEEFFERTE.,
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