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EHTTIEE

AR

AR ERRSS28mAPI

LHEFENEECHNIS RSN , S LERRSSEIHAPISTIRER , BT ERSSR A EEAEECH

REF,

IoTEHRRRME T UM AEIBINESXIMAISDK , EEANJAVA, PHP, Python. .NET

AERBI

Bhi

XTAPLZ AR EITHAPIFIRSSIHHEIEZIXHTTP GET/POSTIERK , FHZEBEZEOIHBEERFPIINERIER
SECRTAHM ; RIEEKILEER , RASRELMEER,

IEKRE
RNESH

REIER
. BRHH

5w NP

s KRG
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AiRSs it

IoT APIRYRRSSEENIEAEDS

72 : iot.cn-shanghai.aliyuncs.com
FTIME : iot.ap-southeast-1.aliyuncs.com
SEEPESPL : iot.us-west-1.aliyuncs.com

oMl : iot.aliyuncs.com

TE{SHY

XFRETHTTPEHTTPSBEHITIE KBS, A THREESNTSM | HFEERHTTPSEBERIEBK,
BXTiE

SIEFHTTP GETHEREXIEK , XA MERkSHEEESTEKRAIURLY |, iR EgetEEXTSEHIR/T
urlencode, MRILA{ERPOST,

RSH

BNEREBFERIEERITIVRE | BlActionS4 (flanSub ) , LIRS MNEFHREEEANATHERSLM
IEERM P EINE RS,

FRIm

BERNIR EIEREFEAUTF-8FRIEH TS,

N

NHSH

NEBRSE

NHBERSHRIET MEOEFEERZIRERSEL.
BFR i) REYHR 1)
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IREWERISEEY | 3755
JSONEXML, EiAH
XML

APIRAS , HEHHEIF
= : YYYY-MM-

DD , &FfhRAS
2017-04-20 , §NE
AR LAFFES NS

P =R LSRRI
[E)ARSS AT ARV SRID

ERERSB , XTER
BitES%  BER
E2HH.

wHHH , BRI
HMAC-SHA1

ERAYAT B, HERRS
IZABISO86014R
= HEEEH
UTCRYEl, &0
YYYY-MM-
DDThh:mm:ssZ a0

, 2016-01-
04T12:00:00Z ( F9it
mATE20165018
04H20520930%) )

EREXRE , Bk
AZE10

E—REER , AT
MERENINE. AFE
RIS KIBEEAAE
HIBEHNEE

EY{& cn-shanghai

Format String

i

Version String

i

i

AccessKeyld String

2l

Signature String

fiD

SignatureMethod String

Timestamp String

i

i

SignatureVersion String

il

SignatureNonce String

i

Regionld String

a5l

https://iot.cn-shanghai.aliyuncs.com/

?Format=XML

&Version=2017-04-20
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHAL
&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyld=...

&Timestamp=2017-07-19T12:00:00Z
&Regionld=cn-shanghai
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A3
AFHIREISE
BPRRENSREDBRER , TERNSE , RABLEE—ME—RAERequesIdamF,
a5l

XMLz

<?xml version="1.0" encoding="UTF-8"?>

<\ —EERAMRER-->

<$#ZOFFR+Response>

<! —REIERIRE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
<! —REIEREE-->

</#ZEOB&FR+Response>

JSONZ=f

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216"

/* IREEESREHE */
}

IREIER

EFRAPIRS EIREEERAR—E , REIRIHTTPIRZSIE2xx , RERERARTI ; IRE4AoESXXEIHTTPIRZS
IERFERLIY. ERRINRENEIESEZEXMLAISONFH , SNBRFARTLEERIMEANSEKTIE
IREIREERS , BOAAXMUSEN, AEPRSRERGIATETRRES | M EzE | SRREER
BIREH T T, MEHEFRIERY,

FXEIER

XML

<?xml version="1.0" encoding="UTF-8"?>
< —ZERAGRER-->
<$ZO&ZFR+Response>

<! —IREIERIRE-->
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<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
<! —REIZEREE-->
</#ZO&FR+Response>

JSON7RH

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216"

/* IREIEEREEE */
}

ERGR

ERZEALER  BAREERE. BRASITRES MEANMISHRIEIAR FiA2.3 30 HEIRBEE
(ERIRE.,

HIFAHER , HTTPIERIRE— Mo S @IHTTPRESE, IRERERAHEEARIERBRERER.
BINEBZ—NERME—HRIERID : RequestldflI—MEZXIBERIGEAANLRID : Hostld, TEERSHAZSE
IRRERS , TLERRAEREZR , FigftizHostidMRequestld , LA IR IRE SRR T,

XML

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5</Requestld >
<Hostld>iot.aliyuncs.com</Hostld >
<Code>UnsupportedOperation</Code>
<Message>The specified action is not supported.</Message>

</Error>

JSONZ={

{
"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Hostld": "iot.aliyuncs.com”,
"Code": "UnsupportedOperation”,
"Message": "The specified action is not supported.”

}

PR
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o=tk

[oTEHSXEMARRNERFITEMINIE , FILATICFERHTTPIARHTTPSIIMMIRRIEK , #EEmiak+aE
B%% (Signature ) 58,

BEZEREEHIE Access Key EIR TUHEIATS Access Key ID #1 Access Key Secret , #H{TXIFRINZSRAGIUE
BRREEBMD. HY, Access Key ID FIFHRRIGIEIE S ; Access Key Secret R FINEZEEAFFTEH
RS ERMIGIEE B FRTERAIESH | WITHEIRE.

IR : [oTEHEMt T)ava, Python, PHPIESHIIRSSIHSDK , AILAREEXIEREI L TIRIDHIFIL,

TRBRE
BHERIAR , FERETENDENEKHTEELE,
SIS EAAIERFMFER ( Canonicalized Query String ) .

BREHBHTHIF.

RRSHATRNFHINFIERFERERSER TR 81F "2HERkE3H (F
% Signature 24§ ) MIZANBEXSH.

R : B GET FARKIEKET | IXLSHEEIBK URI FRISEERS (AP URI
o " ZIEH & EEERD ) .

S BFRISEEHTT URL 43,

BIRFEZEER UTF-8 ZRF&#H T URL 4Rf5, URL ZmASRIANIZNT :

i T/ A~Z, a~z, 0~9 LARZFRF "-" . " . "0 "~ KRS

i. HEFRRIDAL %XY RUET0 , B XY 2F R ASCII #BRY 16 #HHIFRN.
ECUNSESZRINE 1S (" ) SINAVRISSH %22 ;

iii. X3FH RAY UTF-8 75, TmtBAk %XY%ZA... B8 ;

iv. X () BRIBE %20 , MAZNS (+) .

AR | —IRSIFURLIRRSAYE ( Lbin Java HRY java.net.URLEncoder ) EB2HER

"application/x-www-form-urlencoded” A9 MIME SEEUA9FINIH T4%A5RY. SCIR
AT LA RIX R A TS | IERBENFREFMS ( + ) B %20, 2
S (%) BHERL %2A. %7E BIEIRRS ( ~) , BIEEE| LARINERRmE TR
£,
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IRISERISHERMEERENES (=) #HTEE,

BREHENFHINF | CRNEFSEREAFARIORER & FF5EE , EEINE
WIERFHIER,

MIEWES B TR,

R

ETLR 1 B eHFRaEERTIHEE2NFRE | ISEUT™HL

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Hep .

- HTTPMethod 2423ZiEKARY HTTP 757% |, tLil GET,

- percentEncode( “/" ) RIRERLEE 1.i AR URL GASMANIRIFRE /" BHT4mASSEY
BYE , BP %2F,

- percentEncode(CanonicalizedQueryString) X448 1 PSSR = FRIRL
I8 Lii AR URL RSN SRS 15RIRFRTEE,

itE HMAC {E.
2R RFC2104 RUENX |, ERLR 2 BRINFAFHITEES HMAC E.

R - ITEEZAERN Key #EE35FEMI Access Key Secret FilE—1 "&" =F
(ASCIL:38) |, ERRIRHEEIARZ SHAL,

HESHEE.

12H8 Base64 fRABHIN B8 3 PR HMAC {BE4RRSRFRTE | RISZISHE(E ( Signature ) ,
MR,

BEEIREREIES Signature SEGRINEIERSH S , RIS IERERANTIE.

IR FENEREEEARENERSHEIRAIRSHN , ENEESH—F , 2R
RFC3986 FURLNIETT URL A3,

ANl

LAPubizEO 96 , Ri&{HEARACcess Key Id/gtestid , Access Key Secret/gtestsecret , BRAZKEZRIRNEK
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URLY :

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVsbG93b3JsZA%3D&Action=Pub&Timestamp=2017-
10-
02T09%3A39%3A41Z&SignatureVersion=1.0&ServiceCode=iot&Format=XML&Qos=0&SignatureNonce=0715a395
-aedf-4a41l-bab7-746b43d38d88&Version=2017-04-20&AccessKeyld=testid&SignatureMethod=HMAC-
SHA1&Regionld=cn-shanghai&ProductKey=12345abcdeZ&TopicFullName=%2FproductKey%2Ftestdevice%2Fget

TTEEIIFERFREStringToSign/s :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DPub%26Format%3DXML%26MessageContent%3DaGVsbG93b3Js
ZA%253D%26ProductKey%3D12345abcdeZ%26Qos%3D0%26Regionld%3Dcn-
shanghai%26ServiceCode%3Diot%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%3D0715a395-aedf-
4a41-bab7-746b43d38d88%26SignatureVersion%3D1.0%26Timestamp%3D2017-10-
02T09%253A39%253A417%26TopicFullName%3D%252FproductKey%252Ftestdevice%252Fget%26Version%3D201
7-04-20

Ef9Access Key Secret/gtestsecret , FrLABTFITEHMACHKey/gtestsecret& , iTEBREINSHZERS :

Y9eWn4nF8QPh3c4zAFkM/k/u7eA=

BEZIEASignature2HIIAZIURLIE RS , REEZIFIURLA :

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVsbG93b3JsZA%3D&Action=Pub&Timestamp=2017-
10-
02T09%3A39%3A41Z&SignatureVersion=1.0&ServiceCode=iot&Format=XML&Qos=0&SignatureNonce=0715a395
-aedf-4a41-bab7-746b43d38d88&Version=2017-04-
20&AccessKeyld=testid&Signature=Y9eWn4nF8QPh3c4zAFkM%2Fk%2Fu7eA%3D&SignatureMethod=HMAC-
SHA1&Regionld=cn-shanghai&ProductKey=12345abcdeZ&TopicFullName=%2FproductKey%2Ftestdevice%2Fget

JAVA 7~HHES

FPIAFERMEBE=SrES , JUERER , E2LBRIN T,

MIERHGEHRNERFATES (HFFRURLERS ) .

public static Map <String, String> splitQueryString(String url)

throws URISyntaxException, UnsupportedEncodingException {

URI uri = new URI(url);

String query = uri.getQuery();

final String[] pairs = query.split("&");

TreeMap<String, String> queryMap = new TreeMap<String, String>();
for (String pair : pairs) {

final int idx = pair.indexOf("=");

final String key = idx > 0 ? pair.substring(0, idx) : pair;

if (lqueryMap.containsKey(key)) {
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queryMap.put(key, URLDecoder.decode(pair.substring(idx + 1),
CHARSET_UTF8));

}

}

return queryMap;

}

[ WSEBRSEEH TURLIRIS ™/

public static String generate(String method, Map <String, String> parameter,
String accessKeySecret) throws Exception {

String signString = generateSignString(method, parameter);
System.out.println("signString---" + signString);

byte[] signBytes = hmacSHA1Signature(accessKeySecret + "&", signString);
String signature = newStringByBase64(signBytes);
System.out.printIn("signature---" + signature);

if ("POST".equals(method))

return signature;

return URLEncoder.encode(signature, "UTF-8");

MG ERIIF T,

public static String generateSignString(String httpMethod,

Map<String, String> parameter) throws IOException {

TreeMap<String, String> sortParameter = new TreeMap <String, String>();
sortParameter.putAll(parameter);

String canonicalizedQueryString = UrlUtil.generateQueryString(
sortParameter, true);

if (null == httpMethod) {

throw new RuntimeException("httpMethod can not be empty");

}

[ MEFE ERIFRFE */

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(httpMethod).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);
stringToSign.append(percentEncode(canonicalizedQueryString));

return stringToSign.toString();
}

HHEFERFAHERN HMAC E.

public static byte[] hmacSHA1Signature(String secret, String baseString)
throws Exception {

if (isEmpty(secret)) {

throw new IOException("secret can not be empty");

}

if (isEmpty(baseString)) {

return null;

}
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Mac mac = Mac.getlnstance("HmacSHA1");
SecretKeySpec keySpec = new SecretKeySpec(
secret.getBytes(CHARSET_UTF8), ALGORITHM);
mac.init(keySpec);

return mac.doFinal(baseString.getBytes(CHARSET_UTF8));
}

private static boolean isEmpty(String str) {
return (str == null || str.length() == 0);
}

%R Base64 mABMINIRISRFITER | SRENERIE.

public static String newStringByBase64(byte[] bytes)
throws UnsupportedEncodingException {

if (bytes == null || bytes.length == 0) {

return null;

}

return new String(new BASE64Encoder().encode(bytes));
}

public static String composeStringToSign(Map <String, String> queries) {
String[] sortedKeys = (String[]) queries.keySet()
.toArray(new String[0]);

Arrays.sort(sortedKeys);

StringBuilder canonicalizedQueryString = new StringBuilder();
for (String key : sortedKeys) { canonicalizedQueryString.append("&").append(percentEncode(key))
.append("=")

.append(percentEncode((String) queries.get(key)));

}

StringBuilder stringToSign = new StringBuilder();
stringToSign.append("GET");

stringToSign.append("&");
stringToSign.append(percentEncode("/"));
stringToSign.append("&"); stringToSign.append(percentEncode(canonicalizedQueryString.toString()
.substring(1)));

return stringToSign.toString();

}

public static String percentEncode(String value) {

try {

return value == null ? null : URLEncoder

.encode(value, CHARSET_UTF8).replace("+", "%20")
replace("*", "%2A").replace("%7E", "~");

} catch (Exception e) {

}

return "*;

}

/**

* get SignatureNonce

** */

public static String getUniqueNonce() {

UUID uuid = UUID.randomUUID();

return uuid.toString();

}

/*'k

* get timestamp

10
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**/

public static String getISO8601Time() {

Date nowDate = new Date();

SimpleDateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'"HH:mm:ss'Z'");
df.setTimeZone(new SimpleTimeZone(0, "GMT"));

return df.format(nowDate);

}

NINER.

public static String composeUrl(String endpoint, Map <String, String> queries)
throws UnsupportedEncodingException {
Map<String, String> mapQueries = queries;
StringBuilder urlBuilder = new StringBuilder("");
urlBuilder.append("http");
urlBuilder.append("://").append(endpoint);

if (-1 == urlBuilder.indexOf("?")) {
urlBuilder.append("/?");

}
urlBuilder.append(concatQueryString(mapQueries));
return urlBuilder.toString();

}

public static String concatQueryString(Map<String, String> parameters)
throws UnsupportedEncodingException {

if (null == parameters) {

return null;

}

StringBuilder urlBuilder = new StringBuilder("");

for (Map.Entry <String, String> entry : parameters.entrySet()) {
String key = (String) entry.getKey();

String val = (String) entry.getValue();
urlBuilder.append(encode(key));

if (val '= null) {
urlBuilder.append("=").append(encode(val));

}

urlBuilder.append("&");

}

int strIndex = urlBuilder.length();

if (parameters.size() > 0) {
urlBuilder.deleteCharAt(strindex - 1);

}

return urlBuilder.toString();

}

public static String encode(String value)

throws UnsupportedEncodingException {

return URLEncoder.encode(value, "UTF-8");

}

}

11
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72

SDK &

72

SDKFZE

- JAVA SDK

- Python SDK
- PHP SDK

- .NET SDK

SDK Demo &

- SDK Demo

SDK Demof&&JAVA, Python, PHP, .NEThR4As

SDKhix 48814

2017-12-08

- IR 2T ke NETHRZAHISDK

2017-12-01

-SSR EEE REED
2017-07-26

- FHEETMQTTHMNYAIRRPCEEN |, AJLAKIBEAIREFHFEILIREINE L

2017-05-25

- FBIRER . RIS EEXANEO

12
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2016-11-18

- FHRSDKIRAZEI2.1.0
- g melE. RERTSEIFEN

2016-08-15

- A SDKhRASZE2.0.3
- IENNARSS IR & L &API
- IEINPublish;E R QosiE iy

2016-01-26

- IEINE BT FtopicizEOl

- IEINESEE EIREEO

- IEINEX BRI RIS B EREO

- IS Topica F iR &AW

SDK{Ef&*

JiiBH-java

JAVA SDK{saFi5iEH

)\

LD
AR S EBYMR
accessKeyld String WS
accessKeySecret String IR

13
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PIIEEZ=AYACcess Key
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Secret
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- accessKeyldFlaccessKeySecret TEPTER=E RIZHISIREN https://ak-
console.aliyun.com/#/accesskey
- BENEEREERE ProductKey FEloTiEHIE BEProductKey#iiE.

5IASDK

*1 Maventltxr :

<l-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->
<dependency>

<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-iot</artifactld>

<version>4.0.0</version>

</dependency>

KA

<dependency>
<groupld>com.aliyun</groupld>

<artifactld >aliyun-java-sdk-core </artifactld >
<version>3.2.10</version>

</dependency>

*2 SDKiRREHELFES - github https://github.com/aliyun/aliyun-openapi-java-sdk/tree/master/aliyun-
java-sdk-iot

Rtk

String accessKey = "<your accessKey>";

String accessSecret = "<your accessSecret>";

DefaultProfile.addEndpoint("cn-shanghai”, "cn-shanghai", "Iot", "iot.cn-shanghai.aliyuncs.com");
IClientProfile profile = DefaultProfile.getProfile("cn-shanghai”, accessKey, accessSecret);
DefaultAcsClient client = new DefaultAcsClient(profile); //#1ta{t SDKZ R

KiEEA

LI fiHEEITopicafl

PubRequest request = new PubRequest();

request.setProductKey("productKey");
request.setMessageContent(Base64.encodeBase64String("hello world".getBytes()));
request.setTopicFullName("/productKey/deviceName/get");

request.setQos(0); //BRIsz#FQoS0F1QoS1

PubResponse response = client.getAcsResponse(request);
System.out.printin(response.getSuccess());

14
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System.out.printIn(response.getErrorMessage());

3588 -python

Python SDK

JirEA

\,

é—\ \N=
2R ikl BEYM R
accessKeyld String AT EEE‘Z—EI’\JAcceSS Key
accessKeySecret String AR FTEE =AYAccess Key

Secret

- accessKeyldflaccessKeySecret 7EfE=E MIEHIEFIRE https://ak-
console.aliyun.com/#/accesskey

- BANEHEERZ ProductKey fEloTiz4lE BEProductKey#iiE.

3| APython SDK

Z%EPython SDKE :

sudo pip install aliyun-python-sdk-core
sudo pip install aliyun-python-sdk-iot

EPython3Zf45| \Python SDKFEXIZf4 :

from aliyunsdkcore import client
from aliyunsdkiot.request.v20170420 import RegistDeviceRequest
from aliyunsdkiot.request.v20170420 import PubRequest

ARALY.

15
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accessKeyld = '<your accessKey>'
accessKeySecret = '<your accessSecret>'
clt = client.AcsClient(accessKeyld, accessKeySecret, 'cn-shanghai’)

KiEiER

PApublish#aE21i & /9.

request = PubRequest.PubRequest()

request.set_accept_format(json’) #i2BiREIFIERET , BUASIXML
request.set_ProductKey('productKey')
request.set_TopicFullName('/productKey/deviceName/get') #iEE&IXZ I TopiceR
request.set_MessageContent('aGVsbG8gd29ybGQ=") #hello world Base64 String
request.set_Qos(0)

result = clt.do_action_with_exception(request)

print ‘result : ' + result

1AEH-php

PHP SDK{sH5iE8

FAN

L7
BIR Sl BRI
accessKeyld String WA
accessKeySecret String WS

- accessKeyldfaccessKeySecret FEE=EMIEHIGIREN https://ak-
console.aliyun.com/#/accesskey
- BNEEHPHREERE ProductKey floTiEHI& EEProductKey#iE.

5| A\PHP SDK

- ’#;PHP CORE SDK {5 PHP-SDK
EPHPIIIRE AR (ERIIHSEEER ) |, W :

16
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<?php
include_once "../aliyun-php-sdk-core/Config.php’;
//Do something below

stk

<?php

include_once "aliyun-php-sdk-core/Config.php’;
use \lot\Request\V20170420 as Iot;

/1R ERHIAccessKeyld/AccessSecret/ProductKey
$accessKeyld = "";

$accessSecret = "";

$iClientProfile = DefaultProfile::getProfile("cn-shanghai", $accessKeyld, $accessSecret);

$client = new DefaultAcsClient($iClientProfile);

KiEiRA

LApublish#iE2g & /951

$request = new Iot\PubRequest();

$request->setProductKey("productKey");
$request->setMessageContent("aGVsbG93b3JsZA="); //hello world Base64 String.
$request->setTopicFullName("/productKey/deviceName/get"); //iSE & IXF I Topic2 .
$response = $client->getAcsResponse($request);

print_r($response);

JiiBB-.net

.NET SDK

JirEA

\
é—\/\é
BR C3id) BEYM ik
accessKeyld String = EEEZ_KEI’\JAcceSS Key
i = I =fIACcess Key
accessKeySecret String 2 Socrot

17
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- accessKeyld#laccessKeySecreta] LA FIEE =iZ4I 8 BE N EiE,
- EiEFARRproductKeyfldeviceNamerT LA ot HI & 2.

TEIoT .NET SDK

- .NET SDK

5| \.NET SDK DLL

- SINFJEEZ.NET SDK#ZLE, M.NET SDKEMFIZR TR ESDKIRLENERES | #REFIAEDLLY
.
- IR OEERIS A, TEvisual studiolY ARG ERZTRETERS &b , IthEIE A% 5/ , 8
AUSRERFRIESR 005 A8, FESRHHAANING | RASEERMR | iGi WIS | iRl NEGHREFRIDLLI G
. REHEABRDE],

et

using Aliyun.Acs.Core;
using Aliyun.Acs.Core.Exceptions;
using Aliyun.Acs.Core.Profile;

IClientProfile clientProfile = DefaultProfile.GetProfile(" <your-region-id>", "<your-access-key-id>", "<your-access-
key-secret>");
DefaultAcsClient client = new DefaultAcsClient(clientProfile);

KiEiER

LAaltopickfaiEE a5

PubRequest request = new PubRequest();

request.ProductKey = "<productKey>";

request.TopicFullName = "/" + request.ProductKey + "/<deviceName>/get";
byte[] payload = Encoding.Default.GetBytes("Hello World.");

String payloadStr = Convert.ToBase64String(payload);
request.MessageContent = payloadStr;

request.Qos = 0;

try

{

PubResponse response = client.GetAcsResponse(request);
Console.WriteLine("publish message result: " + response.Success);
Console.WriteLine(response.ErrorMessage);

}

catch (ServerException e)

{

18
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Console.WriteLine(e.ErrorCode);
Console.WriteLine(e.ErrorMessage);
}

catch (ClientException e)

{

Console.WriteLine(e.ErrorCode);
Console.WriteLine(e.ErrorMessage);

}

19
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