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1.1 HTTPS

RIEHTTPSIEREALEHRITSSU/TLSIESF | BFIEABUT ¢

1. BEFRAREFEK  EHEEIS. SHSEEIIRSFSH.

2. RBWBENER , IBRESENEE | TRABIERRENEL.

3. EFIRMIRSIMERHTRIC , FARIEMIEER | ZERERARINE.

4. PRSSImEITFAIERENEN L EUE R,

5. SARIELA L3R BSR4 session ticket , FIFIZEE IR ERIIINIZEE.

LR TiEH , FIHTTPDNSEXRRIZSR3E | EFInHELIERS R MAINES | WIBTREEUTHIMER
1. EFHARRFIRIEBEIERE | #ARSH MRS B EEA IR,
2. EFimR B EIEBRIdomainEi il Bl , EREESAXIBEKAhost,

SNER EARRERRISEY | MULRSRRIRS mEAEER  SUMEATEE  NIPI=anEE.

HBEFin{ERAHTTPDNSHETIRZR , BKURLFAIhostAF R HTTPDNSHEMTHSRAVIP , FTLATEIMERIRIE
528, StHIdomain RILECHIEN , SESSL/TLSIEFARI.

1.2 SNI

SNI ( Server Name Indication ) 87 A — MRS EMFERZ MERFHEBAISSL/TLSY B, SR ITIERE
T

1. EEER RS ESE SSLEEE Z Bifc RE B 5nluh mAYE# ( Hostname ) .
2. IRSEBBRIEXMARIRE— N EIEANES.
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Bal , ASERIFR SNSRI LBFHSIFSNGT & , OpenSSL 0.9.8thELNEIX—TII8E.

EiidiEed , BEFiRERHTTPDNSHEITERRS | IEKURLFAIhost2A & #apH TTPDNSHEHTHISRAIIP , S
KRS 2RIRENEAUIEE 9T AYIP | FTiEHECECHIIES , REBREIFVGAFERESERIRE] , FILASHIL
SSL/TLSIEFARIOAYEIR.

EEanSRFEBIHTTPSISECONSIRAY , CONAJuGREEIRSS T RSAIER |, FTAFEEISNIEER
PRROIEERIE B TIBIE.

2. HTTPS3%8 (JESNI) fRG=R

£t3t "domainRILER” (R , AJLARFBI FARMBER : hookiEBRIGHTEFE2S | BIPEREIRMFRAYE,
2, BHUTIEBREIL,

(ER] EFZARKENEIEK , BRESSLEIGHEIR |, LLaNiOSEFRIEKCFStreamErrorDomainSSL, -
9813; The certificate for this server is invalid , Android Z&#R$aSystem.err:
javax.net.ssl.SSLHandshakeException: java.security.cert.CertPathValidatorException: Trust anchor for
certification path not found. , IBICENAZHREE/ASNI ( BIPSHTTPSIEE ) .

TESEIFHANDroidfliOSFEE AR FULED.

2.1 Android7=f

IR FHttpURLConnectioniz [,

try {
String url = "https://140.205.160.59/?sprefer=sypc00";
HttpsURLConnection connection = (HttpsURLConnection) new URL(url).openConnection();

connection.setRequestProperty("Host", "m.taobao.com");
connection.setHostnameVerifier(new HostnameVerifier() {

/*

* RFXAMEORGREE | 755305

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the

* peer's identification hostname.

* {FFHTTPDNS/FURLEIRERIhostname N EimZRYEHE (U:m.taobao.com) , SUEFBAUARIEAILEL |

* Android HttpsURLConnectionigfit 7 ElERE i LR RMEXFESIIA R,

* FEHAHTTPDNSIR[EIRGRILIP S SessionEmHIPER—EUE | BRI AR S AR IS RO IEE = B0 FRATE S 2
(RN

*/
@Override

public boolean verify(String hostname, SSLSession session) {
return HttpsURLConnection.getDefaultHostnameVerifier().verify("m.taobao.com”, session);
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return false;
}
i

connection.connect();
} catch (Exception e) {
e.printStackTrace();

} finally {

}

2.2 iOS7A3

IR FIERFNSURLSession/NSURLConnectionizZ[,

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust
forDomain:(NSString *)domain

{

/*

* BIEIEPARIG SRS

*/

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(__bridge_transfer id)SecPolicyCreateBasicX509()];

}

/*

* PERILRIREIIR S IRANETR £
*/

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/*

* i ZRTserverTrust2&aE(E

* B Eresult = kSecTrustResultUnspecified B kSecTrustResultProceed

* BOIEN FserverTrustB] LA#IGIEEIT , https://developer.apple.com/library/ios/technotes/tn2232/_index.html
* XFSecTrustResultTypeSi M EiES#ESecTrust.h

*/

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

/*

* NSURLConnection

*/

- (void)connection:(NSURLConnection *)connection
willSendRequestForAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge
{

if (Ichallenge) {

return;

}
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/*

* URLEBEAIhost7E(EFIHTTPDNSRIER FRIRER TIP , ttAEMHTTP Headersh3REXE S &
*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@ "host"];

if (host) {

host = self.request.URL.host;

}

i¥Uli=ﬁchaIIengeE@%fﬁSﬁiEﬁii%E‘%NSURLAuthenticationMethodServerTrust ( HTTPSIER, T TIZ DI
L ———

*

if/([chalIenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust])
i{f ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {

*

iEﬁiIE?T:L‘,LE , BEMIE—1NSURLCredential K145 &5

*

l\{SURLCredentiaI *credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

} else {

/*

* IOUFSE | I NEOALLIE TS
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];

}

} else {

/ *

* S TFEMIGIE S A B R TMRETRAE
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];

}
}

T 1111111177777
T 1111171711117
T 171717711177171777
i

/*

* NSURLSession

*/

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge

completionHandler:(void (*)(NSURLSessionAuthChallengeDisposition disposition, NSURLCredential * __nullable
credential))completionHandler

{

if (Ichallenge) {

return;

}

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaultHandling;
NSURLCredential *credential = nil;
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/*

* SREURIREEER.

*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
if (host) {

host = self.request.URL.host;

}

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust]) {
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
disposition = NSURLSessionAuthChallengeUseCredential;

credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

1

// SFFEABAIchallenges B {FFIFAIARISGIE 5 2
completionHandler(disposition,credential);

}

3. HTTPS (SNI) 5853

3.1 Android SNIiz&

FEHTTPDNS Android Demor4tXtHttpsURLConnection$#[1 , 12t 7 ESNIV 175 FHEAHTTPDNSHIR
B,

TEFISSLSocketFactory , fEcreateSockethd&E# AHTTPDNSHIIP , Fi1TSNI/HostNameVerifyfit&.

class TIsSniSocketFactory extends SSLSocketFactory {

private final String TAG = TIsSniSocketFactory.class.getSimpleName();

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

}

@Override
public Socket createSocket() throws IOException {
return null;

}

@Override
public Socket createSocket(String host, int port) throws IOException, UnknownHostException {
return null;

}

@Override
public Socket createSocket(String host, int port, InetAddress localHost, int localPort) throws IOException,
UnknownHostException {
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return null;

}

@Override
public Socket createSocket(InetAddress host, int port) throws IOException {
return null;

}

@Override

public Socket createSocket(InetAddress address, int port, InetAddress localAddress, int localPort) throws
IOException {

return null;

}
// TLS layer

@Override
public String[] getDefaultCipherSuites() {
return new String[O];

}

@Override
public String[] getSupportedCipherSuites() {
return new String[0];

}

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

n

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection");
try {

java.lang.reflect.Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable”, e);
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}
}

// verify hostname and certificate
SSLSession session = ssl.getSession();

if (lhostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);

Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;
}
}

MFFRERESNIER |, BEFEEEOHK , ~IPBEHTEERBERILETZE.

public void recursiveRequest(String path, String reffer) {

URL url = null;

try {

url = new URL(path);

conn = (HttpsURLConnection) url.openConnection();

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip '= null) {

// BIFHTTPDNSHRENUPELT , #HTURLEHEFIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpsURLConnection) new URL(newUrl).openConnection();

// ZEHTTPiEKkHosti

conn.setRequestProperty("Host", url.getHost());

}

conn.setConnectTimeout(30000);

conn.setReadTimeout(30000);

conn.setInstanceFollowRedirects(false);

TIsSniSocketFactory sslSocketFactory = new TlsSniSocketFactory(conn);
conn.setSSLSocketFactory(sslSocketFactory);

conn.setHostnameVerifier(new HostnameVerifier() {

/*

* XFXAMEORNRAE , EAAEA

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the

* peer's identification hostname.

* fEAHTTPDNS/FURLE R ERIhostname R ZItEHIEN A (f0:m.taobao.com) , SIERMAHMHAITES |
* Android HttpsURLConnectionfgfft 7 BlE#EE L FFRMEXFESIT R,

* FEFAHTTPDNSIREIRVFLEIPSSession S MNIPER—E | @RI RIE S A EFRIHE BB ARSI E SR Z i
(EETIR

*

*/

@Override

public boolean verify(String hostname, SSLSession session) {
String host = conn.getRequestProperty("Host");

if (null == host) {

host = conn.getURL().getHost();
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}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

Dk

int code = conn.getResponseCode();// Network block
if (needRedirect(code)) {

/IR EEBEF KA EEEB I ocationfI X/ NEEX S
String location = conn.getHeaderField("Location");

if (location == null) {

location = conn.getHeaderField("location");

}

if (!(location.startsWith("http://") || location
startsWith("https://"))) {

[/RER RS EREhost , RIREIEEMIpath , FRLAZEZE 2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

recursiveRequest(location, path);

}else {

// redirect finish.

DatalnputStream dis = new DatalnputStream(conn.getInputStream());
int len;

byte[] buff = new byte[4096];

StringBuilder response = new StringBuilder();

while ((len = dis.read(buff)) = -1) {
response.append(new String(buff, 0, len));

}

Log.d(TAG, "Response: " + response.toString());

}

} catch (MalformedURLException e) {

Log.W(TAG, "recursiveRequest MalformedURLException");
} catch (IOException e) {

Log.w(TAG, "recursiveRequest IOException");

} catch (Exception e) {

Log.w(TAG, "unknow exception");

} finally {

if (conn != null) {

conn.disconnect();

}

}

}

private boolean needRedirect(int code) {
return code >= 300 && code < 400;
}

3.2 i0S SNz &

SNI ( BRIPZHTTPSIES ) 1552 , iIOS_EEMZEENSURLConnection/NSURLSession;R G 1R HEHT
SNIFFERHECE | FEILFTEZESocket ERMIEREMBEGIUNICFNetwork , SRECIIIPEIEMEIEKIEEC S, ME
FCFNetworkBUfRR A RFEFAE L BEUEINNA. BEEM. BE. REFFAE ( CFNetwork2IFEERER
MBI ) |, BHEFARESEITHLIZD=AVFERXGE.
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1. ERi5EH

Banims FONSHRE T HRE N NEBREER AR BA—E7D. —HEETUDPRlocal DNSEETESE
BERABNNEEINE T ESZ BT |, B—75EESS ML TDNSHETATS I NRIsIHEEZ R
MLFER B ANEINE TN SERIRIE | BERIMEFIERAR,

2. BERBE

HTTPDNSTERRR T &S AT AN RS IMERITENER , BRETHAEERENONSEES., &
SAEEFRSIENAHTTPDNSEIERRES | FJEEaEBMEIDNSHTOIER |, KIBIEFSSMIAR FHIMLSIE
R,

DNS#TOERRI 2 BB ELE
- M EPIRDNSER ;

BYSEAIDNSER | B IBREXNEZERIDNSHETERRMAFTIREUPESE , NI AIEMEHEDNSHETI
He RIBWSHAR , BARTLSITEFENETRE  AREIEERET  ILMERSIRINSR TERE
EEFNARIEERLBIREIPESR | B METIREH TR EIRES | NFIDNSKESETTHE. S5, Bl
ERTLASINIPAUEE AT | EE P iRE R RENSIEEIHEIPER | KIBREF BTN,

- PRI TR

, BEEARFRENEREENIPES | BREFDNSHIRESTTE.

- FEEATERA
ARG PISHBIPERREANE | F3I2ERIRAPPRIGERAERAR | HEETREAIPEER
HER (FRLSSAERIN ) . EUERATTLARI FADN S RS RSCI TTLIS ERFSAIDNS IR, FriB
DNSHEHTRERRNZ Fin A ERREE RS RIPRITTLASE) , B SERFERAE MW SEHZE , ERRTE
FHREIZSEHASNAIPHETER. RIPFETERNTILESE , WEEEHI TR DNSHERITSET
EREH. BT LAKE , BRIFTEDNSETEESATRE | #% T WSS I NFREER,

2.1 Demo7~:fl

FAIEHTTPDNS Demo githuberi2t T Android/iOS SDKLAKHTTPDNS APLECIRMERAGIRE |, IXERH(E
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IfEEAANdroid SDKAYIFRERUN{AISCHI0ZEIRAIHTTPDNSARSS.

public class NetworkRequestUsingHttpDNS {

private static HttpDnsService httpdns;
/1 ENIEHIHTTPDNS accoutiDiER , EAILAMHTTPDNSIZHIGIREIZ SR
private static String accountID = "100000";

private static final String[] TEST_URL = {"http://www.aliyun.com”, "http://www.taobao.com"};

public static void main(final Context ctx) {
try {
// IREAPP ContextfJAccount ID , H#Jsa{¢tHTTPDNS
httpdns = HttpDns.getService(ctx, accountID);
// DegradationFilter BT BE X EKkiBiE
// @3 sEMshouldDegradeHttpDNS /5% , JLUMRIEEE |, RERENR
DegradationFilter filter = new DegradationFilter() {
@Override
public boolean shouldDegradeHttpDNS(String hostName) {
// WAETLA B E N B4R |, BiliNwww.taobao.comA~sEFEHttpDNSEHT
// B&HttpDNS APIAY , HFAEREIHTTP(CERRY , ROEHEERES , (#FHLocal DNS
return hostName.equals("www.taobao.com") || detectIfProxyExist(ctx);
}
1§
// Efilterf&ifthttpdns , f@HTAtSEEshouldDegradeHttpDNSTE% |, FIKT 2K
httpdns.setDegradationFilter(filter);
[/ RETRETSESIER , BIERRN , BNSETURTRERIEAPPEHREFHIT. MBTRMEARETA £
FEEEHSENRAE
httpdns.setPreResolveHosts(new ArrayList<>(Arrays.asList("www.aliyun.com”, "www.taobao.com")));
// FFIRERSEARIIP |, BiTiREIFRENSEANIP , Beg RS EEEN |, FATATLASCEIDN ST E RS
httpdns.setExpiredIPEnabled(true);

/] RIEMLEIEKR
String originalUrl = "http://www.aliyun.com";
URL url = new URL(originalUrl);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
// BB EECZRENP |, SIP TTLISHARY , R F>RAIDNSHEEIRES , FTTLARRENAFRERIARIDNSENER | |
RYHTTPDNS SDK#E/=E BN EHXS RS AIRFITEER
ip = httpdns.getlpByHostAsync(url.getHost());
if (ip != null) {
// BITHTTPDNSIREUIPELT , HTURLEHRFIHOSTSLG B
Log.d("HTTPDNS Demo", "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = originalUrl.replaceFirst(url.getHost(), ip);
conn = (HttpURLConnection) new URL(newUrl).openConnection();
}
DatalnputStream dis = new DatalnputStream(conn.getInputStream());
int len;
byte[] buff = new byte[4096];
StringBuilder response = new StringBuilder();
while ((len = dis.read(buff)) !'= -1) {
response.append(new String(buff, 0, len));
}
Log.e("HTTPDNS Demo", "Response: " + response.toString());

} catch (Exception e) {

10
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e.printStackTrace();
}
}

/**
* MNEAEECRZIRENRIE , ESEHttpDNS APIZAY,
*/

public static boolean detectIfProxyExist(Context ctx) {
boolean IS_ICS_OR_LATER = Build.VERSION.SDK_INT > = Build.VERSION_CODES.ICE_CREAM_SANDWICH;
String proxyHost;
int proxyPort;
if (IS_ICS_OR_LATER) {
proxyHost = System.getProperty("http.proxyHost");
String port = System.getProperty("http.proxyPort");
proxyPort = Integer.parselnt(port != null ? port : "-1");
}else {
proxyHost = android.net.Proxy.getHost(ctx);
proxyPort = android.net.Proxy.getPort(ctx);
}
return proxyHost != null && proxyPort != -1;
}
}

XTFERHTTPDNS APERORIFAE | BHLEEFKmE CEFESN , FEFEEFERKIIHTTPDNSEIEE
i,

i0S 302FEEMIFSHR "IPEE" 755MHA

Bt

302% URL @SS I7=FEMRATA :

302 SEEMINELS |, AMAIERHRTEIEZIE | BRBEES | IKAFENT [P BiEZHE , £)X 302, theeE=
2,

3025 URL EEMSHRIRREEEHE POST 5k L, BAARNABRAEE/ LM

- e — &y GET
- IR POST ISKATHIEE MR

¥ URL i—&# GET , XM RAZFimXORMARIRAY , (IREAPIAR SR &TFHI. FIRFIHE
EMB WA, BBARAMEEITIE TAMERRR POST iEKISAVEER FE.

POST iERHEERIT&

XTF GET 5K , EEEEREAEER , FHAIEEITICT POST ERNEEREE , H FARASE TR

11
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.
TENE TEERAIRELU AR
BRI XP RN R
AEERER , TS IERAYE
300 Multiple Choices HTTP 1.0 e E A R
[iE 2RI EER.,
301 Moved Permancently HTTP 1.0 &};\T%EJ’\J:@EE%E’\JEEF@E’\J

IRRIEEER) , £ HTTPL.1 ik
SHEAR Found , iX/M0 300
; —& , (BRRBIERARIRIRES
302 Moved Temporarily HTTP 1.0 WELTSBISRH URL b 7ELUE
AJRERBREMEELL URL =
[EEEREFRNEE.

Z{F 301/302 , FEIZ4ME
T NRERRVEKZE

303 See Other HTTP 1.1 POST , Location SLiEEEVETE
[ BR S ASRNZIEIT GET $2EX
(HTTP 1.157) .

HAEWRETED - ©RARmA
304 Not Modified HTTP 1.0 &4 GET i53K , R THEE
FETF NS EFTRRIEIE.

EFERIERNIZET

305 Use Proxy HTTP 1.0 Location SLATERARMERIRSS
SRIREN (HTTP 1.1%7) .
306 HTTP 1.0 ERE , A EFER

#0302 ( Found ) 18E. &3l
RERtERtIEL 302 NEH
1TEED , BMEERRAVIERE
POST , BPfEEssthn EREETE
POST iERAINEZ 303 B 7
BEEEM. HATXNRE

307 Temporary Redirect HTTP 1.1 , HTTP L15R187T 307 , LME
EIEEX o LANRSRE
: I 303 MERT , WIS
BILABRBEEEMAY GET 70
POST i&E3K ; 452 307 B
. XSS 28 RBEERRERT GET 5
KRUEER. (HTTP L1H7)

EAENNEREMR A 301, 302, 303 307 , FRA TEHERRTX L FHAEERIGIESE.

HTTP1.0 32#47aY 302 (5301 ) K& , BN EREREFA , ©7F HTTPL.1 A7 303 #0307, &
T 303 #0307 MFEHAT 2 , BERS AR 302 (5301 ) LHHESCRR ER 303,
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HTTPDNS {ESMis
REREHME :
s RSB SGRE SCRRIER
HTTP1.0 302 (8301) REWUER PEXREFRMER
IB5302 (8301 ) #%
HTTP1.1 303 + 307 My, FERINERRIHT A EFRRE
AR

XLEHTIRMY A EEZERIEHIE POST IERIVEERLE L

33F301. 302f5locationthEEHEERuUr , tNEBREBERMethod ~EGETEIEHEAD |, BRANISSE 245 FHTh
EEME , BRIFSRIAFEA , BAPOST, PUTEHEBEKREIEESN ( BHER XIS KITIRSZ SRR 8L
ZRETTN)

BINERB07XMER , T2 POST RAEMEERA GET , FEHEEHRET URL IR, BEFEE
ER , HITFNEEM.,

BT S AERAIE3024/E3034MB Y (5, 3032HTTPL.1 AR , ESCMHTTPL.0{LE]
HTTPL1.1 , NISS8s+4&RiREN ) , BABKEE) HTTP MAHRI:ELERAY Location FERER , FAE— GET 15
X,

BATTLURREWSHEER | MARAPREIIMLIE | LAl LIRS 30IREAD A0 TR |

- location B E&EER URL HEEM
- WNR2Z POST iBKIERS GET 153k , FHE= body.
- /5= host (58

- EFTRIEMEEIER

(¢ AN/

NSString *location = self.response.headerFields[@"Location"];
if (location && location.length > 0) {
NSURL *url = [[NSURL alloc] initWithString:location];
NSMutableURLRequest *mRequest = [self.swizzleRequest mutableCopy];
mRequest.URL = url;
if ([[self.swizzleRequest.HTTPMethod lowercaseString] isEqualToString:@"post"]) {
// POSTEEMAGET
mRequest.HTTPMethod = @"GET";
mRequest.HTTPBody = nil;

}
[mRequest setValue:nil forHTTPHeaderField:@"host"];

FERAYSCE ¢

- {WKWebView BBLLHT)

- (HTTPIRZA3302, 303F1307HIHEE)
- HTTP 302 wiki

- RFC1945

- RFC2616

13
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Android Webview + HttpDnsE{EsCE:

1. #BR

AXHE9Android WebViewiz s FEAHttpDnsiISE 755 | IREAVBEXABEASENR | IE EEFE
IFzURS. BIETEFRRIEAS |, BTEIETEEHRHTIEAN. BTAndrold ESHRWE | & Bt
T T AEREENES  EERERAN | itk ERE. SaEWREREEIIIRER | SERIIREH
€.

2. 58
FIEEZ=ZHTTPDNS 2 dnsENFI—FEFEL | TIF SRS UHTTPS/SNI, okhttpZEEIERIELE
, (BfEwebviewlz & THI—BEIRTENRRTTE,

(EXHAEFEWebViewsa R TRAIITE T AERAHTTPDNS, E5L R Z1HRKAT LUBITHTTPDNSHH T
IPESE | AN EEAHANDroidiEHTTPDNS + WebViews{EsLH At S %,

3. &0

void setWebViewClient (WebViewClient client);

WebViewiZ{# T setWebViewClientiZOXMEIEKIFITI=EL , BITEZH WebViewClientfy
shouldInterceptRequest/gi% , FATATLEEHZEIFTBERIMLEIEXK

public class WebViewClient{

// API < 21

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {

}

// API >= 21
public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request) {

shouldInterceptRequestEBRMNRAS :

14
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- API < 21: public WebResourceResponse shouldInterceptRequest(WebView view, String url);
- API >= 21 public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);

4. ST
4.1 API < 21

API < 2187, shouldInterceptRequest/5iERRAS :

public WebResourceResponse shouldInterceptRequest(WebView view, String url)

AT BEFRERESSKURL |, 53K E. LEMESRLARbodyEgFo£3REY | @I THaizis RuTse o a2 TERAIN
N, FRLAZAPI < 2183 , ARSI THEE

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {
return super.shouldInterceptRequest(view, url);

}

4.2 APl >= 21

2API >= 2187 , shouldInterceptRequestiZ2 T #rhi :

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request)

HrehWebResourceRequestZ5ia/s :

public interface WebResourceRequest {

Uri getUrl(); // i§KURL

boolean isForMainFrame(); // R&HFEMainFrame’&k HANEHK
boolean hasGesture(); // E&R2BEFEMITHUIRI)IRA
String getMethod(); // &K%

Map<String, String> getRequestHeaders(); // kEHER

}

AJLABR , EAPL > = 218, fEE=EGEKAT , TLBREREINT™MER. ¢

- IBKURL
-i&5K755% : POST, GET...
-5k

421 {(F=EHGETHER

HFWebResourceRequestHig B igkbody(E 8 , FTLARBE=ZEIGETIEK , FEE=&POST:

15
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public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {
String scheme = request.getUrl().getScheme().trim();

String method = request.getMethod();

Map<String, String> headerFields = request.getRequestHeaders();

// FTiEt=gbody , =# G EREEIERMERTbodyRIIEK ;

if ((scheme.equalsIgnoreCase("http") || scheme.equalsignoreCase("https"))

&& method.equalsignoreCase("get")) {

} else {

return super.shouldInterceptRequest(view, regeust);

}
4.2.2 REXTHMER

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {

URL url = new URL(request.getUrl().toString());

conn = (HttpURLConnection) url.openConnection();

// $EOEREUP

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip !'= null) {

// BIHTTPDNSIRENIPELL) , HHTURLERAIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpURLConnection) new URL(newUrl).openConnection();

/1 FINRESLEMER

if (headers != null) {

for (Map.Entry <String, String> field : headers.entrySet()) {
conn.setRequestProperty(field.getKey(), field.getValue());
}

}

// BEHTTPIEKLHost
conn.setRequestProperty("Host", url.getHost());

}

}

4.2.3 HTTPSIERIEBRIE

INRE=EFANBEKZHTTPSIEK , FEFHTIEPIR :

if (conn instanceof HttpsURLConnection) {

final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)conn;
// httpsiz g |, IEPREE

httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {

String host = httpsURLConnection.getRequestProperty("Host");

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

16



HTTPDNS RIELHE
return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}
i
}
4,24 SNlig=

MRBEKSREISNIFS , FEBENSSLSocket , SISNIZEARAEHIFEFEILAS%ESNL:

TIsSniSocketFactory sslSocketFactory = new TlsSniSocketFactory((HttpsURLConnection) conn);
// snisps , BlFESSLScocket
((HttpsURLConnection) conn).setSSLSocketFactory(sslSocketFactory);

class TIsSniSocketFactory extends SSLSocketFactory {

private final String TAG = "TIsSniSocketFactory";

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection");
try {

java.lang.reflect.Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable”, e);

}

17
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}

// verify hostname and certificate
SSLSession session = ssl.getSession();

if (lhostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);

Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;
}
}

4.2.5 EEM

NRARSS ImIREEER , LATEEAMREERPEGEH cookie

- NRREEKIRLEECcookie , B cookieRLAHZ Sk B TEEN , EEMfGcookienif
ToiFIRENEIFERKURL HIcookie , FRLAMG =&
- INERAE cookie , EF AR IXIEK

int code = conn.getResponseCode();

if (code >= 300 && code < 400) {

if ({EkIRLFEHcookie) {

/] =B

return super.shouldInterceptRequest(view, request);

}

// Rt EEMFIX A EE Ml ocationflIANEEX S
String location = conn.getHeaderField("Location");
if (location == null) {

location = conn.getHeaderField("location");

}

if (I(location.startsWith("http://") || location
.startsWith("https://"))) {

/R RS ERghost , RIR[EISHEAIpath , FrLAZZE M2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location + ";path" + path);

KR IRIEK

} else {

// redirect finish.

Log.e(TAG, "redirect finish");

4.2.6 MIME&Encoding

18
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AMNER=BMLZIEK , FEIRE—"WebResourceResponse :

public WebResourceResponse(String mimeType, String encoding, InputStream data) ;

BlliEWebResourceResponseXf S B E2 (it

- IERAIMIMESSEY
- BRAYRES
- ERAYENIA

EHRiEREARETLUEIZ URLConnection.getInputStream()3XEYE| , TIMIMEZElencoding Bl LUEIT 5K
AYContentTypeskEXZE] , BPi@idURLConnection.getContentType(),40 :

text/html;charset=utf-8

(BHARBIEKEBEESEISSE contentType(S8. |, LARTETLASE U THRES

String contentType = conn.getContentType();
String mime = getMime(contentType);
String charset = getCharset(contentType);

// TMIMEZEBYATIERAIZE

if (TextUtils.isEmpty(mime)) {

return super.shouldInterceptRequest(view, request);

} else {

if (ITextUtils.isEmpty(charset)) {

// SR ERXREZEIMIMEFIcharseta] LA BT a2

return new WebResourceResponse(mime, charset, connection.getInputStream());
} else {

/REAE R ER

/] “HHIERTTRREE | AL T

if (isBinaryRes(mime)) {

Log.e(TAG, "binary resource for " + mime);

return new WebResourceResponse(mime, charset, connection.getlnputStream());
} else {

// EFTHBRFRERBER | =8

Log.e(TAG, "non binary resource for " + mime);
return super.shouldInterceptRequest(view, request);
}

}

}

private boolean isBinaryRes(String mime) {
/] AT R

if (mime.startsWith("image")

|| mime.startsWith("audio™)

|| mime.startsWith("video")) {

return true;

} else {

return false;

}

19



HTTPDNS

}

5 B

R ERMA | fEWebViewizR FANERIEZEIBEI AT |

Ho

(&

T

e {}

2
B EHTTPSIE: =
REIFHR

JFE@W
7z
ES
_E
SSLSocket

RTEEEER
PR
A< E&RWEMME >——R——
i & REHWEER

5.1 [ARoTREI%E]

- API Level < 21H9i8%%

- POSTiEK

- T EHRENEIMIMEZE BRI K

- TR R RS9I Tt IS HiE K

5.2 [AIRZR]

AUTRSM
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- API Level >= 21
- GETiEsk
- JLGRENEIMIMESE B K (S Bia K a2 i LUAEEIMIM EZR B " A IS gk

ARZR

- EEHTTPIER

- HTTPSiER

- SNk

- HTTPIRSLFAE cookielIEEMIFR

5.3 5TV

HTTPDNS +WebViewR{ELHTERIDIELS®E  GithubDemo

HTTPDNSHE=Z ##Tin 82 Tafr{sERCookie ?

I52E T X SAHTTPDNSIEZ ## AR T alfE/ERCookie ?

HttpDns+OkHttpER{ESCE:

HTTPS ( &SNI) W358 "IPEIE" ARRE—XNE T EHttpDnsiETkSipE TipEENERSE.
(BRUREEAndroidim{E AN BIEZRR OkHttp, Bid EAOKHtpIRMAAIEEN DnsiRSZZO , JLAF ML
FtthfEFAHttpDNSAYBRSS

OkHttp2— MEE M ZIFRAIFFFIE 2Androidim i KRR B RIELR, MBI fFSquare A EIREAFEF&
fLHttpUrlConnectionfJApache HttpClient, BEEOKHttpAIARRTALER , #KEZAIANdroid A& EH
OkHttptE/IMILRHESE,

OkHttpEIAERZRFDNSIRSS InetAddressE TR MNT , (ERIIFBRET BEXDNSIRSAYED | Bidixix
OFAIRTLACHE B ERH tpDns,

1. BRENDNSEO

OkHttpZREE 7 —"Dnsi , BIIEIIZED , BAITLABENDNsRSS :

public class OkHttpDns implements Dns {
private static final Dns SYSTEM = Dns.SYSTEM;
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HttpDnsService httpdns;//httpdns f#triRSS

private static OkHttpDns instance = null;

private OkHttpDns(Context context) {

this.httpdns = HttpDns.getService(context, "account id");
}

public static OkHttpDns getInstance(Context context) {
if(instance == null) {

instance = new OkHttpDns(context);

}

return instance;

}

@Override

public List<InetAddress> lookup(String hostname) throws UnknownHostException {
/B BT

String ip = httpdns.getlpByHostAsync(hostname);

if(ip != null) {

//ANRipAAnull , BEREFERZipHITMEIER
List<InetAddress> inetAddresses = Arrays.asList(InetAddress.getAllIByName(ip));
Log.e("OkHttpDns", "inetAddresses:" + inetAddresses);
return inetAddresses;

}

//A0FRIREInull , ERFDNSIRSETIHE

return Dns.SYSTEM.lookup(hostname);

}

}

2. B OkHttpClient

BUEEOkHttpClientydg , £ ANOkHttpDNsIISRAAEEIADNSIRSS :

private void okhttpDnsRequest() {

OkHttpClient client = new OkHttpClient.Builder()
.dns(OkHttpDns.getlnstance(getApplicationContext()))
build();

Request request = new Request.Builder()
.url("http://www.aliyun.com")
build();

Response response = null;
client.newCall(request).enqueue(new Callback() {
@Override

public void onFailure(Call call, IOException e) {
e.printStackTrace();

}

@Override

public void onResponse(Call call, Response response) throws IOException {

if (Iresponse.isSuccessful()) throw new IOException("Unexpected code " + response);
DatalnputStream dis = new DatalnputStream(response.body().byteStream());

int len;

byte[] buff = new byte[4096];

StringBuilder result = new StringBuilder();

while ((len = dis.read(buff)) !'= -1) {
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result.append(new String(buff, 0, len));

}
Log.d("OkHttpDns", "Response: " + result.toString());

}
N
}

LA EFREOkHttp+HttpDnsSEIAI S ERAT,

3. B&

LTS . OkHttp+HttpDnsBLA TR EEE

- ST ER ,\ﬁ-am_n;fpkiJanSE:dZIEIJ_Hz::)\H'c'chrwsHIEiAv~
- BRI REHTTPS, SNILARIZECookie LIz E2ER, I TIEPRRLE |, HBREERT

IZELEXYFRetrofit+ OkHttpREIFHER |, BECEIFAIOKHttpClientfE/
Retrofit.Builder::client(OkHttpClient) S#UEA\BIT],

iOS HTTPS SNI W55378 "IPEE" H=EiREE

Bt

SNI ( EEIPZHTTPSIES ) BT , iIOSLEMZEZE NSURLConnection/NSURLSession *}ﬁﬁ};‘%ﬁ‘—t}%[ﬁ_?—}
SNI = BeE , FUEFEZ Socket ERAIEEMLEEEFIGN CFNetwork , kLI IP EiEMKIEKIERT T2,
ETF CFNetwork NBRASRFEFREE BEUENKCER. BEEM. D, FFFE-A ( CFNetWOfkmﬂE%fE@
ERIRILESCER )

£1XS SNI$7RMIF52E , Socket ERAVEKEMLEEE , KEEFM

- EEF CFNetWork , hook iF1556 18,
- BEFRERRRE SNI ZERERERE |, toil libeurl,

TESErHEIRI—LHkE , IR NS EREENE—

4§+ Post 5K

{#F NSURLProtocol #2&; NSURLSession i&3kZE5k body , AL UMRRTT !
FAENOT :
{$5F8 HTTPBodyStream 3XEX body , F{&ZI body # , EARIEEIIT , ATLARR EEIREIRVAR
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//

// NSURLRequest+NSURLProtocolExtension.h

//

//

// Created by ElonChan on 28/07/2017.

// Copyright © 2017 ChenYilong. All rights reserved.
//

#import <Foundation/Foundation.h>
@interface NSURLRequest (NSURLProtocolExtension)
- (NSURLRequest *)httpdns_getPostRequestIncludeBody;

@end

/!

// NSURLRequest+NSURLProtocolExtension.h

//

//

// Created by ElonChan on 28/07/2017.

// Copyright © 2017 ChenYilong. All rights reserved.
//

#import "NSURLRequest+NSURLProtocolExtension.h"
@implementation NSURLRequest (NSURLProtocolExtension)

- (NSURLRequest *)httpdns_getPostRequestIncludeBody {
return [[self httpdns_getMutablePostRequestincludeBody] copy];
}

- (NSMutableURLRequest *)httpdns_getMutablePostRequestIncludeBody {
NSMutableURLRequest * req = [self mutableCopy];

if ([self HTTPMethod isEqualToString:@"POST"]) {

if (Iself. HTTPBody) {

NSInteger maxLength = 1024;

uint8_t d[maxLength];

NSInputStream *stream = self. HTTPBodyStream;
NSMutableData *data = [[NSMutableData alloc] init];

[stream open];

BOOL endOfStreamReached = NO;

//7<8EM [stream hasBytesAvailable]) #lif , {RE H SRR RX ERI[stream hasBytesAvailable]S1RZ4REIYES , &
FEwhileEEESEIEIR.

while (lendOfStreamReached) {

NSInteger bytesRead = [stream read:d maxLength:maxLength];
if (bytesRead == 0) { /S EBEIRIE

endOfStreamReached = YES;

} else if (bytesRead == -1) { //3ZHEEUEIR
endOfStreamReached = YES;

} else if (stream.streamError == nil) {

[data appendBytes:(void *)d length:bytesRead];

}
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}
req.HTTPBody = [data copy];

[stream close];

}
}
return req;

}

@end

e

FERTFEIBEKA NSURLProtocol B9F25sLIN /5% +canonicalRequestForRequest: F4h 8 request X35

+ (NSURLRequest *)canonicalRequestForRequest:(NSURLRequest *)request {
return [request httpdns_getPostRequestincludeBody];
}

TENETEXITERNER

//NSURLProtocol.h

/!

@method canlnitWithRequest:

@abstract This method determines whether this protocol can handle
the given request.

@discussion A concrete subclass should inspect the given request and
determine whether or not the implementation can perform a load with
that request. This is an abstract method. Sublasses must provide an
implementation.

@param request A request to inspect.

@result YES if the protocol can handle the given request, NO if not.

*/

+ (BOOL)canlnitWithRequest:(NSURLRequest *)request;

/A

@method canonicalRequestForRequest:

@abstract This method returns a canonical version of the given
request.

@discussion It is up to each concrete protocol implementation to
define what "canonical” means. However, a protocol should
guarantee that the same input request always yields the same
canonical form. Special consideration should be given when
implementing this method since the canonical form of a request is
used to look up objects in the URL cache, a process which performs
equality checks between NSURLRequest objects.

<p>

This is an abstract method; sublasses must provide an
implementation.

@param request A request to make canonical.

@result The canonical form of the given request.
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*/
+ (NSURLRequest *)canonicalRequestForRequest:(NSURLRequest *)request;

ET :

//NSURLProtocol.h

/¥

* @method:8IENSURLProtocolsEf5] , NSURLProtocoliFtz 5 , FFERINSURLConnectionEfSi@BTX NG A EE T
BiZHttpiEK,

@parma :

@return: YES : #£8izHttpiEkNO : FEHIZHttpiEK

*/

+ (BOOL)canInitWithRequest:(NSURLRequest *)request

/¥

* @method: NSURLProtocolifige 2 MESLHL, IBEBR FXEE— M HERE | BMANRHERBERERAIMYERE
—, EtXEERNMETLAERERE, —RER TRIIEASEEBOXMERR. WRIFEERN , thiltaXMrequestif
—title , BER—NFEIhttpiEK.

@parma: A tHttpRequestig=k : request

@return:EiEE &
*/

+ (NSURLRequest*)canonicalRequestForRequest:(NSURLRequest *)request
et

- +[NSURLProtocol canlnitWithRequest:] faZS it BRLef4RiE R BB F= &L
- +[NSURLProtocol canonicalRequestForRequest:] asRXIBEF=EHIMLEIERNSURLRequest i#
ITEIEIE,

XEBH—/NEERA ;. +[NSURLProtocol canonicalRequestForRequest:] BIHIITERMR +[NSURLProtocol
canlnitWithRequest:] JX[EHEA YES.

ERTEF=E NSURLSession i53KAT , FEIGATI=#IERATI NSURLProtocol RIFZE7INE!
NSURLSessionConfiguration &, BT :

NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSessionConfiguration];
NSArray *protocolArray = @[ [CUSTOMEURLProtocol class] J;
configuration.protocolClasses = protocolArray;
NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delegate:self
delegateQueue:[NSOperationQueue mainQueuel]l;

MR fhiRAt T SNIZBiic B 2 M VR R ERIESEE

WNRFERBE=FMEE : curl, FE—" -resolve FEARTLASLHIFERIERE ip 15iA) https Mk, iOS FEERK curl
B, &% curl>ty ;

BIME—REELUERT , BEEsE IPve IMERY , RFEZE(RE build BHARINL --enable-ipv6 BT,
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curl 3ZFFERE SNI 7R |, iIRE SNI R IREMGRISEIAN © {(HTTPSIE=}:443:{IPHhil}

BRIR{FEE). www.example.org , FIP/9 127.0.0.1 , BRABHIXNATRAERXIZE SNI B :

curl *—resolve ‘www.example.org:443:127.0.0.1°

iOS CURL

& Alibcurl @R | libcurl / cURL &/ 7.18.1 ( 2008438308 ) £ SNI ST#FF4miE— SSL/TLS TEH
, curl FE—A --resolve 7ZiARI LASLHN B Eipiaialhttpskiid,

FEIOS=HIA |, ARSI

//{HTTPSIZ}:443:{IPitiit}
NSString *curlHost = ..,;
_hosts_list = curl_slist_append(_hosts_list, curlHost.UTF8String);
curl_easy_setopt(_curl, CURLOPT_RESOLVE, _hosts_list);

Hrh curlHost #2440 :
{HTTPS142}:443:{IPitiit}

_hosts_list 245HaAZER hosts_list , JLURB S MNPSHostZ [ARIIETRZE. curl_easy_setopt/giEdEN
CURLOPT_RESOLVE &iZMEFREZ HTTPS iEKk+.

XA LUARIR ESNIFE /Y.

SEGER

- Apple - Communicating with HTTP Servers

- Apple - HTTPS Server Trust Evaluation - Server Name Failures

- Apple - HTTPS Server Trust Evaluation - Trusting One Specific Certificate

- {HTTPDNS > &{£3L# > HTTPS ( &SNI) W55 "IPEIE" FHZEIBEHTTPS ( &SNI) W55
= "IPE&E" JIXRE)

- (fE curl PERIERE ip SKFH{TIEK https)

- (SN sSCIRZS 2 R EHAISSL/TLSINIED

IOSIRWEEX + HTTPDNS E{ESCER

- WEEX + HTTPDNS iOS f#iR75% StreamfI4&iEK + HTTPDNS #HfhRAWeex SDK SCHI|BARA
Weex SDK il <image> RI4&iFK + HTTPDNS
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WEEX + HTTPDNS iOS f#5%

HFWebViewHAEELMFEDNSHEEL , EMEWebViewZzE FERHTTPDNSTIZEEEZ LRS! , (B0
RIBAWEEX, NATLABSSFHEANHTTPDNS | AN FENBEWEEXIHSE FEAHTTPDNSHI S =AY,

FEWEEXZITRIIRET , FrERUZ1E %%BAi’s'}%IJNatwe Runtimersh#i4T , MEEiERBAGISN. ERT
WEEXtHIRM T BE MAERSEIANED | BIYESMEIEKIEARS , BB AE S ANHTTPDNS, &
WEEXIZITINES , TEERFREIEK :

- Bid StreamF THIRILRIF R
- <image > REIEERINNEE FHIMERIER

StreamfZ&i5k + HTTPDNS
HrhAWeex SDK scHi

THELA weex iOS 0.17.0 hiRA541 :

Stream MIZEIERTE iI0S inExZSiEId WXResourceRequestHandlerDefaultimpl 5E5% , [ERT WEEX tH2{#
THENAYEOBE X MEERERRE. BRNEENT

F—F  SEEEXNMEIEKIEESS , LI WXResourceRequestHandlerHttpDnsImpl #0]

#import <WeexSDK/WeexSDK.h>
#import "WXResourceRequestHandlerDefaultimpl.h"

@interface WXResourceRequestHandlerHttpDnsImpl :
WXResourceRequestHandlerDefaultiImpl <WXResourceRequestHandler, NSURLSessionDelegate >

@end

B8 EWEEXYIIRHETIEMBEE X MSIERCRS , BRBAEERCS

[WXSDKEngine registerHandler:[WXResourceRequestHandlerHttpDnsImpl new]
withProtocol:@protocol(WXResourceRequestHandler)];

TELL weex i0S 0.7.0 frASMA :

StreamI4RIERTE i0S inRRLIEmITWXNetworkDefaultimplFea% , BRFTWEEXtIRH THEMNAVEOBENX
MLEIEKIEEC RS, ,JZISE'JEEEQD—F

B : AT MNEEKIER:E , ST WXNetworkHttpDnsImpl #00
#import <WeexSDK/WeexSDK.h>
#import "WXNetworkDefaultimpl.h"

@interface WXNetworkHttpDnsImpl : NSObject<WXNetworkProtocol, WXModuleProtocol ,
NSURLSessionDelegate>
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@end

B8 EWEEXVIIRUETIEM B E X MRIERCRS , BiRBIAERCS

[WXSDKEngine registerHandler:[WXNetworkHttpDnsImpl new] withProtocol:@protocol(WXNetworkProtocol)];

2 IEHIRMEiERkEe@ITWXNetworkHttpDnsImplsEI , FrlA RFEEFEWXNetworkHttpDnsImpleiE
HTTPDNS Z48808] , BRZERLISEM TS

#import "WXResourceRequestHandlerHttpDnsImpl.h"
#import "WXThreadSafeMutableDictionary.h"
#import "WXAppConfiguration.h"

#import <AlicloudHttpDNS/AlicloudHttpDNS.h>

@interface WXResourceRequestHandlerHttpDnsImpl () <NSURLSessionDataDelegate>
@property (nonatomic, strong) NSMutableURLRequest *request;
@end

@implementation WXResourceRequestHandlerHttpDnsImpl {

NSURLSession *_session;

WXThreadSafeMutableDictionary<NSURLSessionDataTask *, id<WXResourceRequestDelegate>> *_delegates;
}

#pragma mark - WXResourceRequestHandler

- (void)sendRequest:(WXResourceRequest *)theRequest withDelegate:(id <WXResourceRequestDelegate >)delegate
{

self.request = [theRequest mutableCopy];

NSString *originalUrl = [theRequest.URL absoluteString];

NSString *originalHost = theRequest.URL.host;

/1 ¥atthttpdnssfl

HttpDnsService *httpdns = [HttpDnsService sharedInstance];

NSString *ip = [httpdns getlpByHostAsync:theRequest.URL.host];

if (ip) {

// BSHTTPDNSIRENIPATS , #{TURLEHEFIHOSTLRE

NSLog(@"Get IP(%@) for host(% @) from HTTPDNS Successfully!", ip, originalHost);
NSRange hostFirstRange = [originalUrl rangeOfString:originalHost];

if (NSNotFound != hostFirstRange.location) {

NSString *newUr| = [originalUrl stringByReplacingCharactersinRange:hostFirstRange withString:ip];
NSLog(@"New URL: %@", newUrl);

self.request.URL = [NSURL URLWithString:newUrl];

[self.request setValue:originalHost forHTTPHeaderField:@"host"];

}

}

if (I_session) {

NSURLSessionConfiguration *urlSessionConfig = [NSURLSessionConfiguration defaultSessionConfiguration];
if ((WXAppConfiguration customizeProtocolClasses].count > 0) {

NSArray *defaultProtocols = urlSessionConfig.protocolClasses;
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urlSessionConfig.protocolClasses = [[WXAppConfiguration customizeProtocolClasses]
arrayByAddingObjectsFromArray:defaultProtocols];

}

_session = [NSURLSession sessionWithConfiguration:urlSessionConfig

delegate:self

delegateQueue:[NSOperationQueue mainQueuel]l;

_delegates = [WXThreadSafeMutableDictionary new];

}

NSURLSessionDataTask *task = [_session dataTaskWithRequest:theRequest];
theRequest.taskIdentifier = task;

[_delegates setObject:delegate forKey:task];

[task resume];

}

- (void)cancelRequest:(WXResourceRequest *)request

{

if ([request.taskIdentifier isKindOfClass:[NSURLSessionTask class]]) {
NSURLSessionTask *task = (NSURLSessionTask *)request.taskldentifier;
[task cancel];

[_delegates removeObjectForKey:task];

}

}

#pragma mark - NSURLSessionTaskDelegate & NSURLSessionDataDelegate

- (void)URLSession:(NSURLSession *)session

task:(NSURLSessionTask *)task

didSendBodyData:(int64_t)bytesSent

totalBytesSent:(int64_t)totalBytesSent
totalBytesExpectedToSend:(int64_t)totalBytesExpectedToSend

{

id <WXResourceRequestDelegate> delegate = [_delegates objectForKey:task];
[delegate request:(WXResourceRequest *)task.originalRequest didSendData:bytesSent
totalBytesToBeSent:totalBytesExpectedToSend];

}

- (void)URLSession:(NSURLSession *)session dataTask:(NSURLSessionDataTask *)task
didReceiveResponse:(NSURLResponse *)response

completionHandler:(void (*)(NSURLSessionResponseDisposition))completionHandler

{

id<WXResourceRequestDelegate> delegate = [_delegates objectForKey:task];

[delegate request:(WXResourceRequest *)task.originalRequest didReceiveResponse:(WXResourceResponse
*)response];

completionHandler(NSURLSessionResponseAllow);

}

- (void)URLSession:(NSURLSession *)session dataTask:(NSURLSessionDataTask *)task didReceiveData:(NSData *)data

{
id<WXResourceRequestDelegate> delegate = [_delegates objectForKey:task];
[delegate request:(WXResourceRequest *)task.originalRequest didReceiveData:data];

}
- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task didCompleteWithError:(NSError *)error

{
id<WXResourceRequestDelegate> delegate = [_delegates objectForKey:task];
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if (error) {

[delegate request:(WXResourceRequest *)task.originalRequest didFailWithError:error];
lelse {

[delegate requestDidFinishLoading:(WXResourceRequest *)task.originalRequest];

}

[_delegates removeObjectForKey:task];

}

#ifdef __IPHONE_10_0

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didFinishCollectingMetrics:(NSURLSessionTaskMetrics *)metrics

{

id<WXResourceRequestDelegate> delegate = [_delegates objectForKey:task];

[delegate request:(WXResourceRequest *)task.originalRequest didFinishCollectingMetrics:metrics];
}

#endif

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust

forDomain:(NSString *)domain {

/*

* BUERIFRARIG RIS

*/

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id) SecPolicyCreateSSL(true, (__bridge CFStringRef) domain)];
} else {

[policies addObject:(__bridge_transfer id) SecPolicyCreateBasicX509()];

}

/*

* BRI RIS R AR S IRAIER £

*/

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef) policies);
/*

* i RiserverTrust@ & A EE

* BN Eresult = kSecTrustResultUnspecified &} kSecTrustResultProceed

* BB FserverTrustB] LA#IGIEEIT , https://developer.apple.com/library/ios/technotes/tn2232/_index.html
* X FSecTrustResultTypefIFMEE1ES*E SecTrust.h

*/

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

#pragma mark - NSURLSessionTaskDelegate

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge completionHandler:(void
(M)(NSURLSessionAuthChallengeDisposition, NSURLCredential *_Nullable))completionHandler {

if (Ichallenge) {

return;

}

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaultHandling;
NSURLCredential *credential = nil;

/*
* RERIREEER.
*/

NSString *host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
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if ("host) {
host = self.request.URL.host;
}
if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust]) {
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
disposition = NSURLSessionAuthChallengeUseCredential;
credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
} else {
disposition = NSURLSessionAuthChallengePerformDefaultHandling;
}
} else {
disposition = NSURLSessionAuthChallengePerformDefaultHandling;
}
// 3FFEAMAIchallenges B (FFIBIARIIGIE S 22
completionHandler(disposition, credential);
}
@end

|BiRZA=Weex SDK 3CH

140.7.051F :

KgiEKEF=EITWXNetworkHttpDnsImplsEHL , FrLARFTEEWXNetworkHttpDnsImplHEA
HTTPDNS iZ48R0R] , BARIZEALISE N TS ¢

#import "WXNetworkDefaultimpl.h"
@interface WXNetworkCallbackInfo : NSObject

@property (nonatomic, copy) void(*sendDataCallback)(int64_t, int64_t);
@property (nonatomic, copy) void(”*responseCallback)(NSURLResponse *);
@property (nonatomic, copy) void(”receiveDataCallback)(NSData *);
@property (nonatomic, strong) NSMutableData *data;

@property (nonatomic, copy) void(”*compeletionCallback)(NSData *, NSError *);

@end
@implementation WXNetworkCallbackInfo
@end

@implementation WXNetworkDefaultiImpl
{

NSMutableDictionary *_callbacks;
NSURLSession *_session;

}

- (id)sendRequest:(NSURLRequest *)request withSendingData:(void (*)(int64_t, int64_t))sendDataCallback
withResponse:(void (*)(NSURLResponse *))responseCallback

withReceiveData:(void (*)(NSData *))receiveDataCallback

withCompeletion:(void (*)(NSData *, NSError *))compeletionCallback

{

WXNetworkCallbackInfo *info = [WXNetworkCallbackIinfo new];

info.sendDataCallback = sendDataCallback;
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info.responseCallback = responseCallback;
info.receiveDataCallback = receiveDataCallback;
info.compeletionCallback = compeletionCallback;

if (I_session) {
_session = [NSURLSession sessionWithConfiguration:[NSURLSessionConfiguration defaultSessionConfiguration]
delegate:self

delegateQueue:[NSOperationQueue mainQueuel]];

}

NSURLSessionDataTask *task = [_session dataTaskWithRequest:request];
if (I_callbacks) {

_callbacks = [NSMutableDictionary dictionary];

}

[_callbacks setObject:info forKey:task];

[task resume];

return task;

}

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didSendBodyData:(int64_t)bytesSent

totalBytesSent:(int64_t)totalBytesSent
totalBytesExpectedToSend:(int64_t)totalBytesExpectedToSend

{

WXNetworkCallbackInfo *info = [_callbacks objectForKey:task];

if (info.sendDataCallback) {

info.sendDataCallback(totalBytesSent, totalBytesExpectedToSend);

}

}

- (void)URLSession:(NSURLSession *)session dataTask:(NSURLSessionDataTask *)task
didReceiveResponse:(NSURLResponse *)response

completionHandler:(void (*)(NSURLSessionResponseDisposition))completionHandler
{

WXNetworkCallbackInfo *info = [_callbacks objectForKey:task];

if (info.responseCallback) {

info.responseCallback(response);

}

completionHandler(NSURLSessionResponseAllow);

}

- (void)URLSession:(NSURLSession *)session dataTask:(NSURLSessionDataTask *)task didReceiveData:(NSData *)data
{

WXNetworkCallbackInfo *info = [_callbacks objectForKey:task];

if (info.receiveDataCallback) {

info.receiveDataCallback(data);

}

NSMutableData *mutableData = info.data;
if ('ImutableData) {

mutableData = [NSMutableData new];
info.data = mutableData;

}

[mutableData appendData:data];
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}

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task didCompleteWithError:(NSError *)error
{

WXNetworkCallbackInfo *info = [_callbacks objectForKey:task];

if (info.compeletionCallback) {
info.compeletionCallback(info.data, error);

}

[_callbacks removeObjectForKey:task];

}

@end
<image> RI%&iEK + HTTPDNS

WEEXFH QB IRMHECARIE FEECe8sLI . FRAR PR B TSLIl A sESe B HiEkiBtE , BEAEBO AT
JLE

F—F  BENXBERIBEKERSS , SIMIWXImgLoaderAdapteriE

#import "WXImgLoaderProtocol.h"

@interface WXImgLoaderDefaultimpl : NSObject<WXImgLoaderProtocol, WXModuleProtocol>
@end

BT EWEEXADM R EAMZE FiEfces

[WXSDKEngine registerHandler:[WXImgLoaderDefaultimpl new] withProtocol:@protocol(WXImgLoaderProtocol)];

FrLAEIWXNetworkHttpDnsImpl—#£ , Fi1IREEWXNetworkHttpDnsImplfE NHTTPDNSIZ45E0H],

iOS WebView #f§ Cookie 4BV SEi8 "IPH
E" R

WebView 5§ Cookie &MBEWEiE "IPEE
" Bk

B
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AIFITIE RN AR -

- WKWebView ¥#F Cookie NEE—EHEEHIENR . BBA4 i0S11 EBHBHuH , NRE , tFFIAEX
FERTR ?
- XA P BIEAERE | kB imREIRY Cookie BBAY Domain FERBS(FEHE IP . W15 IP 25
BH , ARSI - BFFS H5 WESEMKRIRTF Cookie fEERSIE , M
WKWebView HiEkAFaBaiER Cookie,

WKWebView {§£F NSURLProtocol ¥=&i&k7523kE
Cookie R

iOS11EH 75789 API WKHTTPCookieStore B ERZ#E WKWebView § Cookie (S8
BiERFI0T :

WKHTTPCookieStore *cookieStroe = self.webView.configuration.websiteDataStore.httpCookieStore;
//get cookies
[cookieStroe getAllCookies: A (NSArray<NSHTTPCookie *> * _Nonnull cookies) {
NSLog(@"All cookies %@",cookies);
i

//set cookie

NSMutableDictionary *dict = [NSMutableDictionary dictionary];
dictNSHTTPCookieName] = @"userid";
dictNSHTTPCookieValue] = @"123";
dictNSHTTPCookieDomain] = @"xxxx.com";
dict[NSHTTPCookiePath] = @"/";

NSHTTPCookie *cookie = [NSHTTPCookie cookieWithProperties:dict];
[cookieStroe setCookie:cookie completionHandler:/{

NSLog(@"set cookie");

i

//delete cookie

[cookieStroe deleteCookie:cookie completionHandler:”{
NSLog(@"delete cookie");

1

FF i0S11 API WKHTTPCookieStore fifik WKWebView BENRIERAHEE
i Cookie B9 0/

[EREER : BTFFE H5 WSSERKRT Cookie {FERSIES , T WKWebView EiERASBEaMEH
Cookie, tbUN , WNSRARFENative EEM 7 EFHERIE , FKEN T CookiefS2 , A NSHTTPCookieStorage 7%
B TAM , {BEFER WKWebView FTFXIRIRTIET , MIURSAGTFHREFRRTS. WREEMHEEE WebView
B , SIASBEXANEE,

iOS11 f9 API AJLARRIZ AR , RERFAE WKHTTPCookieStore BBRY cookie , WKWebView EXRiERER
SHER , /E NSHTTPCookieStorage Hcookie , HASEREMET., TREESAKEER WKWebView i5KA
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& Cookie BYIRJRR,
R

EHIT -[WKWebView loadReques:] Fili& NSHTTPCookieStorage FRIAEEHIZE] WKHTTPCookieStore
i, LUESEIAE WKWebView Cookie sENRIBERY, TEIRIBIIT :

[self copyNSHTTPCookieStorageToWKHTTPCookieStoreWithCompletionHandler: A {
NSURL *url = [NSURL URLWithString:@"https://www.v2ex.com"];
NSURLRequest *request = [NSURLRequest requestWithURL:url];
[_webView loadRequest:request];

i

- (void)copyNSHTTPCookieStorageToWKHTTPCookieStoreWithCompletionHandler:(nullable void
(M)()theCompletionHandler; {

NSArray *cookies = [[NSHTTPCookieStorage sharedHTTPCookieStorage] cookies];
WKHTTPCookieStore *cookieStroe = self.webView.configuration.websiteDataStore.httpCookieStore;
if (cookies.count == 0) {

ItheCompletionHandler ?: theCompletionHandler();

return;

}
for (NSHTTPCookie *cookie in cookies) {

[cookieStroe setCookie:cookie completionHandler:”{
if ([[cookies lastObject] isEqual:cookie]) {
ItheCompletionHandler ?: theCompletionHandler();
return;

}

i

}

}

XNE 10S11 BIAPL, $133iOS1I1ZRIMNRS | TEBIMEE,

FURE i0S11 ZHiA API ik WKWebView BIRIERANEE
Cookie B9|nJA

BFLEE WKWebView HE=RE—4 WKProcessPool S£fl , BJLASEIIZ A WKWebView (g5
Cookie ( session Cookie and persistent Cookie ) ##E. A~ WKWebView WKProcessPool SLIfE app
FHEECESWES , S5 WKProcessPool HfJ Cookie, session Cookie #iEES , BRIEFIALH
WKProcessPool SEfIZAMtEIRTE, BTLAKEX cookie TN Header RI73iEE(H.

WKWebView * webView = [WKWebView new];

NSMutableURLRequest * request = [NSMutableURLRequest requestWithURL:[NSURL
URLWithString:@"http://xxx.com/login"]];

[request addValue:@"skey=skeyValue" forHTTPHeaderField:@"Cookie"];

[webView loadRequest:request];

HepxtF skey=skeyValue iXcookie{ERIFREY , thEJLAG—@iddomain3kEX , 3REXEYTSi% , TLASERTE
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o

HTTPDNSCookieManager.h

#ifndef HTTPDNSCookieManager_h
#define HTTPDNSCookieManager_h

// URLICEZCookieff
typedef BOOL ("HTTPDNSCookieFilter)(NSHTTPCookie *, NSURL *);

@interface HTTPDNSCookieManager : NSObject
+ (instancetype)sharedInstance;

/**
8= URLITAZCookie KR

@param filter PLACES
*/
- (void)setCookieFilter:(HTTPDNSCookieFilter)filter;

/**
QLFEHTTP ReponsettfiCookie H7fi&

@param headerFields HTTP Header Fields

@param URL fREICECHRASIRENE K URLKEAICookie

@return IREFFINZIFERICoOkKIe

*/

- (NSArray<NSHTTPCookie *> *)handleHeaderFields:(NSDictionary *)headerFields forURL:(NSURL *)URL;

/**
PLEEACookie?z i , IREIR URLAYrequest cookie= 55

@param URL fRIEILECERIRIEEE K URLKERRICookie

@return REFIMURLAJrequest Cookie==fFER

*/

- (NSString *)getRequestCookieHeaderForURL:(NSURL *)URL;

/**
Mipa7EfECcookie

@param URL tRIEILEE SIS E TR URLKEX A cookie
@return IRERLINMIBRcookie®

*/

- (NSInteger)deleteCookieForURL:(NSURL *)URL;
@end

#endif /* HTTPDNSCookieManager_h */
HTTPDNSCookieManager.m

#import <Foundation/Foundation.h>

#import "HTTPDNSCookieManager.h"

@implementation HTTPDNSCookieManager
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{
HTTPDNSCookieFilter cookieFilter;

}

- (instancetype)init {

if (self = [super init]) {

/**

Itahig ERICookiefNURLILERASLLIZEER , 1@EURL host2&E & CookiefidomainFE
1Eid A setCookieFilteriz g ECookie ILEISRES |,
EranarLligECookiefIdomain=ERFNURL. hostHIfEZEITEL | URLER & Cookiefpathi&E
TS OLECHINI AT S5 RFC 2965 3.3

*/

cookieFilter = ABOOL(NSHTTPCookie *cookie, NSURL *URL) {

if ((URL.host containsString:cookie.domain]) {

return YES;

}

return NO;

b

}

return self;

}

+ (instancetype)sharedInstance {

static id singletonInstance = nil;

static dispatch_once_t onceToken;
dispatch_once(&onceToken, ~{

if (IsingletonInstance) {

singletonInstance = [[super allocWithZone:NULL] init];
}

D

return singletonlnstance;

}

+ (id)allocWithZone:(struct _NSZone *)zone {
return [self sharedInstance];

}

- (id)copyWithZone:(struct _NSZone *)zone {
return self;

}

- (void)setCookieFilter:(HTTPDNSCookieFilter)filter {
if (filter = nil) {

cookieFilter = filter;

}

}

- (NSArray<NSHTTPCookie *> *)handleHeaderFields:(NSDictionary *)headerFields forURL:(NSURL *)URL {
NSArray *cookieArray = [NSHTTPCookie cookiesWithResponseHeaderFields:headerFields forURL:URL];

if (cookieArray != nil) {

NSHTTPCookieStorage *cookieStorage = [NSHTTPCookieStorage sharedHTTPCookieStorage];

for (NSHTTPCookie *cookie in cookieArray) {

if (cookieFilter(cookie, URL)) {

NSLog(@"Add a cookie: %@", cookie);

[cookieStorage setCookie:cookie];

}
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}
}

return cookieArray;

}

- (NSString *)getRequestCookieHeaderForURL:(NSURL *)URL {

NSArray *cookieArray = [self searchAppropriateCookies:URL];

if (cookieArray != nil && cookieArray.count > 0) {

NSDictionary *cookieDic = [NSHTTPCookie requestHeaderFieldsWithCookies:cookieArray];
if ([cookieDic objectForKey:@"Cookie"]) {

return cookieDic[@"Cookie"];

}

}

return nil;

}

- (NSArray *)searchAppropriateCookies:(NSURL *)URL {

NSMutableArray *cookieArray = [NSMutableArray arrayl;

NSHTTPCookieStorage *cookieStorage = [NSHTTPCookieStorage sharedHTTPCookieStorage];
for (NSHTTPCookie *cookie in [cookieStorage cookies]) {

if (cookieFilter(cookie, URL)) {

NSLog(@"Search an appropriate cookie: %@", cookie);

[cookieArray addObject:cookie];

}

}

return cookieArray;

}

- (NSInteger)deleteCookieForURL:(NSURL *)URL {

int delCount = 0;

NSHTTPCookieStorage *cookieStorage = [NSHTTPCookieStorage sharedHTTPCookieStorage];
for (NSHTTPCookie *cookie in [cookieStorage cookies]) {
if (cookieFilter(cookie, URL)) {

NSLog(@"Delete a cookie: %@", cookie);

[cookieStorage deleteCookie:cookie];

delCount++;

}

}

return delCount;

}

@end

{ER7TERA -
RIEFEK

WKWebView * webView = [WKWebView new];

NSMutableURLRequest * request = [NSMutableURLRequest requestWithURL:[NSURL
URLWithString:@"http://xxx.com/login"]];

NSString *value = [[HTTPDNSCookieManager sharedInstance] getRequestCookieHeaderForURL:url];
[request setValue:value forHTTPHeaderField:@"Cookie"];

[webView loadRequest:request];
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=k

FWSLIEEK

NSURLSessionTask *task = [session dataTaskWithRequest:request completionHandler:A(NSData *data,
NSURLResponse *response, NSError *error) {
if (lerror) {
NSHTTPURLResponse *httpResponse = (NSHTTPURLResponse *)response;
// f##fr HTTP Response Header , Ffifcookie
[[HTTPDNSCookieManager sharedInstance] handleHeaderFields:[httpResponse allHeaderFields] forURL:url];

}
i

[task resume];

1Bid document.cookie & Cookie f#AFLETRE(E1E)Ajax. iframe iE3AY Cookie [AJFR ;

WKUserContentController* userContentController = [WKUserContentController new];

WKUserScript * cookieScript = [[WKUserScript alloc] initWithSource: @"document.cookie = 'skey=skeyValue';"
injectionTime:WKUserScriptInjectionTimeAtDocumentStart forMainFrameOnly:NOJ;

[userContentController addUserScript:cookieScript];

CookieB2FZ IP SHEREINTE

FZFCOOKIEALHAIIARR , BRINEFimeES session 7ZE COOKIE , AN/ MHZEE TSNP |, [FERAEES
[ SEERT RIS A RICOOKIE |, ERAIPIAANIZFIEXSMIPARICOOKIE , RANaIEFRERE—MEZEENARE
IPifa) , 5 COOKIEfIZE FsessionsLzy

ANERAPPEEHIwWebview R HIFEAZEIR A COOKIEFHIE Fsession , ZRIAPPRTE A4 EKEERENZ
15, 2RLAFLFCOOKIERIZE Fsessionfy , {BIEAMBM LB R FERhttpdns[SXEIPIARE , SECXERER
iBiERIwebviewiERE R FCOOKIEFER B FsessionT ( RFCOOKIENMIPTY ) , IPEIERE , RESHIRME
CookieB N7 IP SEERRLAL

EARIPIHAE |, RS imRERcookieth 2IP, SEATseFERXIMNAYEZGR , FTiAFER A cookie , BiE(EA
REFE—MEBHARBIPEIFE , cookiethydA , SEESIHEN , 21T,

HXORIE R |

- Mizf5FcookiefziE , EFiHA.
-TRE L |, apilfZiREIEIP

BRI EDNSTEES M | AER, S—FEERENAT
EF i0S11 API WKHTTPCookieStore f&R WKWebView B Cookie
=g

LERIRSImiRE cookiefs , TEFRERIERHET NHUE | EAESER TP, ZJ:E?* IR L REB 2L
IPiT3A) , {EBR2hostF( IEBFINRA TS |, XFAHAFHERY cookie tBRiRENIS L

HAEED
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MBS |, SEMMEMIAINE |, EREAUAY domain B9 IP B9 Cookie #it IP 79 host 15#
ek,

- (void)updateWKHTTPCookieStoreDomainFromIP:(NSString *)IP toHost:(NSString *)host {
WKHTTPCookieStore *cookieStroe = self.webView.configuration.websiteDataStore.httpCookieStore;
[cookieStroe getAllCookies: A (NSArray<NSHTTPCookie *> * _Nonnull cookies) {

[[cookies copy] enumerateObjectsUsingBlock:A(NSHTTPCookie * _Nonnull cookie, NSUInteger idx, BOOL * _Nonnull
stop) {

if ([cookie.domain isEqualToString:IP]) {

NSMutableDictionary <NSHTTPCookiePropertyKey, id> *dict = [NSMutableDictionary
dictionaryWithDictionary:cookie.properties];

dictNSHTTPCookieDomain] = host;

NSHTTPCookie *newCookie = [NSHTTPCookie cookieWithProperties:[dict copy]];
[cookieStroe setCookie:newCookie completionHandler:”{

[self logCookies];

[cookieStroe deleteCookie:cookie

completionHandler:{

[self logCookies];

i

1

}

i

i

}

iOS11eR R T XIMNAT API H3R( 1AL IEE R Cookie AIRIHN , ARRLZE FERJAPIL :

@protocol WKHTTPCookieStoreObserver <NSObject>

@optional

- (void)cookiesDidChangelnCookieStore:(WKHTTPCookieStore *)cookieStore;
@end

//WKHTTPCookieStore

/*! @abstract Adds a WKHTTPCookieStoreObserver object with the cookie store.
@param observer The observer object to add.

@discussion The observer is not retained by the receiver. It is your responsibility
to unregister the observer before it becomes invalid.

*/

- (void)addObserver:(id <WKHTTPCookieStoreObserver>)observer;

/*! @abstract Removes a WKHTTPCookieStoreObserver object from the cookie store.
@param observer The observer to remove.

*/

- (void)removeObserver:(id<WKHTTPCookieStoreObserver>)observer;

&N :

@interface WebViewController ()<WKHTTPCookieStoreObserver>
- (void)viewDidLoad {

[super viewDidLoad];

[NSURLProtocol registerClass:[WebViewURLProtocol class]];
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NSHTTPCookieStorage *cookieStorage = [NSHTTPCookieStorage sharedHTTPCookieStorage];
[cookieStorage setCookieAcceptPolicy:NSHTTPCookieAcceptPolicyAlways];

WKHTTPCookieStore *cookieStroe = self.webView.configuration.websiteDataStore.httpCookieStore;
[cookieStroe addObserver:self];

[self.view addSubview:self.webView];

#pragma mark -
#pragma mark - WKHTTPCookieStoreObserver Delegate Method

- (void)cookiesDidChangeInCookieStore:(WKHTTPCookieStore *)cookieStore {
[self updateWKHTTPCookieStoreDomainFromIP:CYLIP toHost:CYLHOST];

}
-updateWKHTTPCookieStoreDomainFromIP J5i&HISCH , T E N ER4EH,

XTI RFEZFIRUEF—PIP —> HOSTRIBRETRER | TEREM IP RIAEHKE] HOST , iIXMEFRASIERTHE
=Y. TENET  BERrSE  R2i0S11 ZRRaESE

i0S11 ZRiRY4LIE A% : NSURLProtocal#2&/5 , EhET Cookie B97F
fif :

SRR - 1P EHRTRIRIE URL fR17Z] Header 1

+ (NSURLRequest *)canonicalRequestForRequest:(NSURLRequest *)request {
NSMutableURLRequest *mutableReq = [request mutableCopy];

NSString *originalUrl = mutableReq.URL.absoluteString;

NSURL *url = [NSURL URLWithString:originalUrl];

/] B OZREUPHENE
NSString *ip = [[HttpDnsService sharedInstance] getlpByHostAsync:url.host];
if (ip) {

NSRange hostFirstRange = [originalUrl rangeOfString:url.host];

if (NSNotFound != hostFirstRange.location) {

NSString *newUrl = [originalUrl stringByReplacingCharactersInRange:hostFirstRange withString:ip];
mutableReq.URL = [NSURL URLWithString:newUrl];

[mutableReq setValue:url.host forHTTPHeaderField:@"host"];

// shhoriginal Ur{RiZ/ERE4URL

[mutableReq addValue:originalUrl forHTTPHeaderField:@"originalUrl"];

}

}
NSURLRequest *postRequestincludeBody = [mutableReq cyl_getPostRequestIincludeBody];
return postRequestIncludeBody;

}
RIEIREXZEHES | FahEE Cookie :

- (void)handleCookiesFromResponse:(NSURLResponse *)response {
NSString *originalURLString = [self.request valueForHTTPHeaderField:@"originalUrl"];
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if ([response isKindOfClass:[NSHTTPURLResponse class]]) {

NSHTTPURLResponse *httpResponse = (NSHTTPURLResponse *)response;

NSDictionary <NSString *, NSString *> *allHeaderFields = httpResponse.allHeaderFields;

if (originalURLString && originalURLString.length > 0) {

NSArray *cookies = [NSHTTPCookie cookiesWithResponseHeaderFields:allHeaderFields forURL: [[NSURL alloc]
initWithString:originalURLString]l;

if (cookies && cookies.count > 0) {

NSURL *originalURL = [NSURL URLWithString:originalURLString];

[[INSHTTPCookieStorage sharedHTTPCookieStorage] setCookies:cookies forURL:originalURL mainDocumentURL:nil];

}
}
}
}

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
willPerformHTTPRedirection:(NSHTTPURLResponse *)response newRequest:(NSURLRequest *)newRequest
completionHandler:(void (*)(NSURLRequest *))completionHandler {
NSString *location = response.allHeaderFields[@"Location"];

NSURL *url = [[NSURL alloc] initWithString:location];
NSMutableURLRequest *mRequest = [newRequest mutableCopy];
mRequest.URL = url;

if (location && location.length > 0) {

if ([[newRequest.HTTPMethod lowercaseString] isEqualToString:@"post"]) {
// POSTEREMRAGET

mRequest.HTTPMethod = @"GET";

mRequest.HTTPBody = nil;

}

[mRequest setValue:nil forHTTPHeaderField:@"host"];

// TEXEJ9 request i#IN cookie (S&.

[self handleCookiesFromResponse:response];

[XXXURLProtocol removePropertyForKey:XXXURLProtocolHandledKey inRequest:mRequest];
completionHandler(mRequest);

} else{

completionHandler(mRequest);

}

}

RIEEKRAED , EiEKRFRIICookiefSA

+ (void)handleCookieWithRequest:(NSMutableURLRequest *)request {

NSString* originalURLString = [request valueForHTTPHeaderField:@"originalUrl"];
if (loriginalURLString || originalURLString.length == 0) {

return;

}

NSArray *cookies = [[NSHTTPCookieStorage sharedHTTPCookieStorage] cookies];
if (cookies && cookies.count >0) {

NSDictionary *cookieHeaders = [NSHTTPCookie requestHeaderFieldsWithCookies:cookies];
NSString *cookieString = [cookieHeaders objectForKey:@"Cookie"];

[request addValue:cookieString forHTTPHeaderField:@"Cookie"];

}

}

+ (NSURLRequest *)canonicalRequestForRequest:(NSURLRequest *)request {
NSMutableURLRequest *mutableReq = [request mutableCopy];
Moo
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[self handleCookieWithRequest:mutableReq];
return [mutableReq copy];

}
FBRAYSCE -

- Apple Docs > URL Session Programming Guide > Cookies and Custom Protocols
{WKWebView FBLt)
(HTTPDNSIH=Zf#Hi7=R FafaIfERCookie ? )

iOS WebView V55358 "IPEIE" HRixEA

Bt
AXFEENE , 5 DNS SRFETE WebView 7R TFNBEIN—LERE , RBRHE.

WKWebView F5iZ{$F NSURLProtocol :=#&;i5K

FXAZIARSE=AT

1. #2F UIWebView
2. EARTABAPLIHITIEMH=EL

A UlWebView FEAMEEA | inBA TNERTABAPIHITIEM=ETSA

//ERE S/protocol
[NSURLProtocol registerClass:[CustomProtocol class]];

//BIEEWKWebview

WKWebViewConfiguration * config = [[WKWebViewConfiguration alloc] init];

WKWebView * wkWebView = [[WKWebView alloc] initWithFrame:CGRectMake(0, 0, [UIScreen
mainScreen].bounds.size.width, [UIScreen mainScreen].bounds.size.height) configuration:config];
[wkWebView loadRequest:webViewReq];

[self.view addSubview:wkWebView];

//iEffscheme

Class cls = NSClassFromString(@"WKBrowsingContextController");

SEL sel = NSSelectorFromString(@"registerSchemeForCustomProtocol:");

if ([cls respondsToSelector:sel]) {

// @iZhttpFihttpsa9iEsk , FEREEEBAIScheme (BEREHEULR Loading System
[cls performSelector:sel withObject:@"http"];

[cls performSelector:sel withObject:@"https"];

}
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EFFAE APl IS —XBG 2R MERR |, Eban EERY browsingContextController 5tRAEE i0S 8.4 LG ARE
B, K scheme FY757% unregisterSchemeForCustomProtocol: 227 i0S 8.4 LU #aInidEkAY

, BX7H510S 8.0 ~ 8.3 HlBANIE , REeBESERZFERRASLEE] WKBrowsingContextController , i
BifAgeiEM , MIXLEFEAKR, EFAGERS  XMEABARKELD , B i0S Rk AZaiEtad
FRETUGEMRAY , B MIHERN—TEANR, X FARIGIFRIE , ANERGKEA i0S IRAHER 71X

APIL , BMRAIRERANE SRt 7 REAMRRS R | FARHEEAEARZERNNEBIGE T .

ERUBERTAM | Q05RAE - (void)viewDidLoad FriEff , FIRESEEMARE | SIARE. ZiNFE +load 75
BT,

RERESBE] (HTTPS SNIWSSims "IPEIE" 7555AE) EIRFIAIEF NSURLProtocol HEKAYEIRE
T ZRREmATT AR,

Cookief8<|a)f

Edpks . (WebView Ff9 Cookie fbVISS1AR "IPEIE" FH=XITAE) .

302EE R AR

FERRIE Cookie HEFEMR302i5KA Cookie [A , thal , H—MNERZE http://www.a.com , FAi
JBISTE request header E#5 E Cookie fi#iRiZiERAI Cookie [ARR , &AM 302843 http://www.b.com
 XAEHE http://www.b.com X/ MEKFATRER /IR B#ET cookie MAEIE. 2 , HFE—RUEB
HRIERRIAFAEE R -

- (void)webView:(WKWebView *)webView decidePolicyForNavigationAction:(WKNavigationAction
*)navigationAction decisionHandler:(void (*)(WKNavigationActionPolicy))decisionHandler;

BILATEIZ BRI A EEIZ#,302i53K , copy request , 7E request header F#5 E cookie FHEHT
loadRequest, ANHIXFHFEMKARRAAR T IIH iframe EIEIEKAT Cookie [ARE , 525 -[WKWebView
loadRequest:] RIEEINEL mainFrame 53K,

SEE

HERAYEE -

- GitHub : WebViewProxy

- GitHub : NSURLProtocol-WebKitSupport
- GitHub : happy-dns-objc

- Chrome For iOS

HERACE -

- {NSURLProtocol33WKWebViewHI4 E)
- (HJRERREMIIOSIHHttpDNsER S ZE)

45



HTTPDNS

- {WKWebView BRLL)

- {ik WKWebView 374 NSURLProtocol)

- {WKWebViewlysEFIFNSZMIAIARIRTTE ( OC + Swift ) )
aJLU&E R Demo :

- HybirdWKWebVIew
- {WWDC 2017-WKWebView FIRE)

WebViewll55378 “IPEIE" 73R

1. BERixE

EApp WebViewEMEIERIFET , Android/iIOSEFSAETFTRFAPIHHTMEIERIZE , FHSLMBEENE
EEN , SNfERHTTPDNSH TR FIPHEIES R, {BiIOSRFAEEWebviewliFE FEERKIEKG , EEBITE
EETIPHINEERIAE. SUERK. NEEEM. REMFED. Cookie, EFFHELE ; AndroidfirT LR
iIOSIBREIRYEEI , FAEMRAFROMBIMEIERIZEHEENEFFEES | LLA{ERMRAANdroid ROMETF RS
APHE=EIMEZIFTRSEKRBEKAGLE. Body[5R%E. 478K E , WebviewiZE THTTPDNSHIER ( IPEE#H
TREIEK ) TS | BRERRIIX MISRSIFRERE | BEE—LMHE , FEFAEESER
SBAIKIEE/OS Framework B CIDZR EERE I SRABFIAL LR,

2. 5 EMhA
2.1 Android

BT L AP WebViewi# TS ;

void setWebViewClient (WebViewClient client);

- BITEEWebViewClientrh LA T A £ =& WebViewIM&ZiE3K , $RENEKURL hostiH# T
HTTPDNSEZ T . BT mEMIEA R IE BMEIERK—E , B#URLhost=E: |, iIREHTTP
Header Hostls;, , &EIREIFTIERITMAIWebResourceResponse,

/**

* FZEWebView#&iEK ( Android API < 21)

* REE=EMEIERAIURL | iBKTTIE. B RANBETEEE

*

/

public WebResourceResponse shouldInterceptRequest(WebView view,
String url);
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/**

* $=#WebViewm#&i5EXK ( Android API >= 21)

* B fRHTWebResourceRequest ISR BN RIS KRS R

*/

public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);

- FEEAE#Android WebClient API,
2.2 i0S

- EEFNSURLProtocol A0SR % FETF FEMZEENSURLConnection/NSURLSession % IR
LIEK , WebViewk BRIBSKEHESER ;

BT TFEOEMEENNSURLProtocol , BT WebView FERLRIERK , HOIFEIHIMLZIEHRK
EERIERX. B, EERSLIEEE | BERRIBAERIGEK.

[NSURLProtocol registerClass:[CustomProtocol class]];

- BZE W NSURLProtocol MBI FRIA
- fEcanInitWithRequestiTEEEEMHTTPDNSIHZ MEFTANEX ;
- EKEESE | MHTTPDNSEZ T ;
- RtTSeRkfE |, REBIER—F , BHRURL.host=E; , B#RHTTP Header Hostls , FEEZ
ERIEERIX. FI. EEMFNE ;
- BINSURLProtocolClientAdiE , EiERAIBERRIREIWebViewFIAEK.
- NSURLProtocolfEFg&* Apple NSURLProtocol API , 3R E ARHIEE%EApple Sample Code
- CustomHTTPProtocol,

Androidis#WEEX + HTTPDNS B30k

HFWebViewHkREIMFEDNSHIED , EMEWebViewiz 2 FMERHttpDnsIFERZ T AR S , {B405E
EAWEEX MAT ABSFHEANHTTPDNS |, AN FEMNMBAEWEEXSHE TEAHTTPDNSAY S =M.

HEWEEXIZ{TRIINE T , FiaiiBiER&REaEmZNative Runtimed#fT , MERiEKBAEISN, FERT
WEEXERM T BE AR SEIAED | B EEMEISKIEHESS , BT S EERENHTTPDNS, £
WEEXiZ{TINES , TEERHMEIEXK :

- Bid StreamiF{ THIMRIFRK
- TR R ERIINELE A BYMIESIEK

1 StreamfZ&i5K + HTTPDNS

StreamRI&iEKIEAndroidin iR <Si@idDefaultWXHttpAdaptersea, , RIRTWEEX R THENAVEOEE
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N REiEKiETcEs. EARBENT
F—1  CIEBEEN MK IEKIEHES , SLMIWXHttpAdapteriEzl

public class WXHttpdnsAdatper implements IWXHttpAdapter {
@Override
public void sendRequest(final WXRequest request, final OnHttpListener listener) {

iZEOFEELsendRequest/sik | IZITEEA—1WXRequestXIRAISLH , IZISIBETLITER ¢

public class WXRequest {

// The request parameter

public Map<String, String> paramMap;

// The request URL

public String url;

// The request method

public String method;

// The request body

public String body;

// The request time out

public int timeoutMs = WXRequest. DEFAULT_TIMEOUT_MS;
// The default timeout

public static final int DEFAULT_TIMEOUT_MS = 3000;

}
BTZSRIATTLSREEERRL. URL, J3iELAKRbody,
BH  EWEEXVIIRURTIEM B E X MSBIEECRS , BRBOAEECS

InitConfig config=new InitConfig.Builder()
.setHttpAdapter(new WXHttpdnsAdatper()) // iEMEE X MEERIEESE

build();
WXSDKEngine.initialize(this,config);

ZEEANREEREFSEITWXHttpdnsAdatpersZHl , FRLAREZEEWXHttpdnsAdapterd g\
HTTPDNSIZIERIE] , BRZEALSEIN TR :

public class WXHttpdnsAdatper implements INXHttpAdapter {

private void execute(Runnable runnable){
if(mExecutorService==null){
mExecutorService = Executors.newFixedThreadPool(3);

}
mExecutorService.execute(runnable);

}

@Override
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public void sendRequest(final WXRequest request, final OnHttpListener listener) {
if (listener != null) {

listener.onHttpStart();

}

Log.e(TAG, "URL:" + request.url);

execute(new Runnable() {

@Override

public void run() {

WXResponse response = new WXResponse();
WXHttpdnsAdatper.lEventReporterDelegate reporter = getEventReporterDelegate();
try {

/] BUEEIERE

HttpURLConnection connection = openConnection(request, listener);
reporter.preConnect(connection, request.body);

private HttpURLConnection openConnection(WXRequest request, OnHttpListener listener) throws IOException {
URL url = new URL(request.url);

// BIE— MENHTTPDNSHYZESR:

HttpURLConnection connection = openHttpDnsConnection(request, request.url, listener, null);

return connection;

}

private HttpURLConnection openHttpDnsConnection(WXRequest request, String path, OnHttpListener listener,
String reffer) {

HttpURLConnection conn = null;

URL url = null;

try {

url = new URL(path);

conn = (HttpURLConnection) url.openConnection();

// BIE— MEAhttpdnsf9iZE:E

HttpURLConnection tmpConn = httpDnsConnection(url, path);

int code = conn.getResponseCode();// Network block
Log.e(TAG, "code:" + code);

// SNIZE BRSPS REER , EFEHERE

if (needRedirect(code)) {

Log.e(TAG, "need redirect");

String location = conn.getHeaderField("Location");

if (location == null) {

location = conn.getHeaderField("location");

}

if (location != null) {
if (!(location.startsWith("http://") || location
startsWith("https://"))) {
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//FERESERghost , RIREIfSHEAIpath , FRLAFZE M2 url

URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location + "; path" + path);
return openHttpDnsConnection(request, location, listener, path);
} else {

return conn;

}

} else {

// redirect finish.

Log.e(TAG, "redirect finish");

return conn;

return conn;

}

private HttpURLConnection httpDnsConnection(URL url, String path) {
HttpURLConnection conn = null;

// BITHTTPDNS SDKiE5KEXIP

String ip = HttpDnsManager.getlnstance().getHttpDnsService().getIpByHostAsync(url.getHost());
if (ip '= null) {

// BISHTTPDNSIRENIPATS , #{TURLEHEFIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

try {

conn = (HttpURLConnection) new URL(newUrl).openConnection();

} catch (IOException e) {

return null;

}

// ZEHTTPiEKkHostis
conn.setRequestProperty("Host", url.getHost());

// HTTPSiz S

if (conn instanceof HttpsURLConnection) {

final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)conn;
WXTIsSniSocketFactory ssISocketFactory = new WXTIsSniSocketFactory((HttpsURLConnection) conn);

// SNIZE , BlEESSLScocketBRSNIZE FABER AR
conn.setInstanceFollowRedirects(false);
httpsURLConnection.setSSLSocketFactory(ssISocketFactory);

// HTTPSIZR | IEBIREE
httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {
String host = httpsURLConnection.getRequestProperty("Host");
Log.e(TAG, "verify host:" + host);

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);

}
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DK

}

} else {

Log.e(TAG, "no corresponding ip found, return null");
return null;

}

return conn;
}
}

1.2 <image>R4&igsk + HTTPDNS

WEEXFSEIRMHBUANE FBEECEESTI |, R R BT A BEeiE FiskiBig , BIREES AT
JLE

F—F . BEXBRIEXIERRS , SLPIWXImgLoaderAdapteriz

public class HttpDnsImageAdapter implements IWXImgLoaderAdapter {

@Override

public void setImage(final String url, final ImageView view, WXImageQuality quality, final WXImageStrategy
strategy) {

BT EWEEXADIR R EAMZE FiSfces

private void initWeex() {
InitConfig config=new InitConfig.Builder()
.setimgAdapter(new HttpDnsImageAdapter())
build();
WXSDKEngine.initialize(this,config);

FRLAEWXHttpdnsAdatper—#¢ , FAiJRFEEHttpDnsImageAdapterfE AHTTPDNSZ4ER1A], B3
&% .

/**
* Created by liyazhou on 2017/10/22.
*/

public class WXHttpDnsImageAdapter implements IWXImgLoaderAdapter {

@Override

public void setlmage(final String url, final ImageView view, WXImageQuality quality, final WXImageStrategy
strategy) {

Log.e(TAG, "img url:" + url);

execute(new Runnable() {

@Override
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public void run() {

HttpURLConnection conn = null;

try {
conn = createConnection(url);

// BISEIRE RSBk InputStream

InputStream is = conn.getlnputStream();

// InputStream#&#apiBitmap

final Bitmap bitmap = BitmapFactory.decodeStream(is);
WXSDKManager.getInstance().postOnUiThread(new Runnable() {
@Override

public void run() {

view.setImageBitmap(bitmap);

protected HttpURLConnection createConnection(String originalUrl) throws IOException {
mHttpDnsService = HttpDnsManager.getInstance().getHttpDnsService();

if (mHttpDnsService == null) {

URL url = new URL(originalUrl);

return (HttpURLConnection) url.openConnection();

} else {

return httpDnsRequest(originalUrl, null);

}

}

private HttpURLConnection httpDnsRequest(String path, String reffer) {
HttpURLConnection httpDnsConn = null;

HttpURLConnection originalConn = null;

URL url = null;

try {

url = new URL(path);

originalConn = (HttpURLConnection) url.openConnection();

/] B EECIZRENP

String ip = HttpDnsManager.getlnstance().getHttpDnsService().getlpByHostAsync(url.getHost();
if (ip '= null) {

// BIFHTTPDNSIRENIPAT , #{TURLEHEFIHOSTLRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

httpDnsConn = (HttpURLConnection) new URL(newUrl).openConnection();

// REHTTPIEKLHost
httpDnsConn.setRequestProperty("Host", url.getHost());

// HTTPSi% 5
if (httpDnsConn instanceof HttpsURLConnection) {
final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)httpDnsConn;

WXTIsSniSocketFactory ssISocketFactory = new WXTIsSniSocketFactory((HttpsURLConnection) httpDnsConn);

// snith= , BlIEESSLScocketfASNIZE FARER ISR
httpsURLConnection.setSSLSocketFactory(sslSocketFactory);
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// httpsiz = , IEBRIE
httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {

String host = httpsURLConnection.getRequestProperty("Host");

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

i

}

} else {

return originalConn;

int code = httpDnsConn.getResponseCode();// Network block
if (needRedirect(code)) {

String location = httpDnsConn.getHeaderField("Location");

if (location == null) {

location = httpDnsConn.getHeaderField("location");

}

if (location != null) {

if ({(location.startsWith("http://") || location
.startsWith("https://"))) {

[/RER RS EREhost , RIREIEERIpath , FRLAZEZE 2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:
return httpDnsRequest(location, path);
} else {

return originalConn;

}

}

return originalConn;

}

}

n "

+ location + "; path" + path);

BIRAZ=FMAIDE - WeexAndroid
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