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1. ERi5EH

AXFENBHTTPS(ESND) IS5 FEANdroidimFliOSERSEI "IPEE" HIBRARSR, NREE
AndroidFF&# , FHELAOKHUpIEARIETFFRIESR , BT OKHttpIR{H T B U DNSHRSS BT LML TEHESEH
IPEZE. HOXRBEBRALSEENEREEERLER , #HEFES%EHttpDns+ OkHttpa{ELEEZ AHttpDns,

1.1 HTTPS

RIEHTTPSIERELEHITSSL/TLSEF |, BFIRBEARUT -

1. ZRinREEFER , BHEIES. SIFEEIIRFSH
2. RBIRILENERK | IBFREENEL , TRABIERHIRETIAL
3. BEFImIRSIMERHITIRG , FARXBIEER | %ERERARINE,
4. RSB ImBISFATIEREBEN SR,
5. WAHRIELA LR BRYEEERsession ticket , FfRZIER R IR EHIIINZER.
LEi#igizeh , FIHTTPDNSEXAIZER3E | EFinHERIERS I FARINES , WIEIEEUTRMER

1. EFmARREFIRIE BRI R | FARSH MRRIER B SER ML,
2. BFmHEEAEIEPRIdomainiBily Bl , ERE8IARIEKAThost,
IR EARRERILET , FUERSRRRSREEEN , SNMEFEE | NAPETHRIEER.

L= FuRFERHTTPDNSEEMTIEZRT , 5 KURLEPATIhostaAE A HTTPDNSERATHSRAYIP , FRLATEIERISIUE
IE2E |, HIldomain RAILEAIIER , SEISSL/TLSIEFEARRIN.

1.2 SNI

SNI ( Server Name Indication ) 87 A —MNRFZEMFERZ MNMERZFHEBAISSL/TLSY B, BRI ITIEREW
T

1. EEEEIIRSS AR SSLIHRE Z RISS RIEEILIAuE RAYELS (Hostname ) ,
2. RSERIEXMHEZIRE— N SIEASES.
Bal , ASERFR SIS RECLRFHSIFSNGT & , OpenSSL 0.9.8thELANEIX—II8E.

EgigiEed , ZEFiRfERHTTPDNSHEITERRS , IEKURLFAIhost2A & #apH TTPDNSHEHTHISRAIIP , S
HIRSSRBRIE A2 AT EAYIP | T ELECANES | REERERGARIERSHENERE , FrLASHE
SSL/TLSIEFAMINAYEIR.
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PN REEBIIHTTPSIHRICDNEIRAS , CONAYuE A EIRS TIRZA9E % |, FRLA S E @ ISNIEER
AR B TES.

2. HTTPSIZE& (JESNI) fBiR5E

£33 “domainRILER" [T , JLARBIN RARBR : hookiFPRIGIFEFE2S | BIPEREIRMFRAYE
2, BHUTIEBIIL,

[ER] ETFZARAENEZEFK , HIRUSSLREGHEIR | ELiliOSRFHREEKCFStreamErrorDomainSSL, -
9813; The certificate for this server is invalid , Android R%#RiESystem.err:
javax.net.ssl.SSLHandshakeException: java.security.cert.CertPathValidatorException: Trust anchor for
certification path not found. , IBHCERAHREEASNI ( BIPEZHTTPSIHE ) .

TESAIFIHANdroidfliOSEARIRAEITE.

2.1 Android=fl

B HttpURLConnectionis .,

try {
String url = "https://140.205.160.59/?sprefer=sypc00";
HttpsURLConnection connection = (HttpsURLConnection) new URL(url).openConnection();

connection.setRequestProperty("Host", "m.tacbao.com”);
connection.setHostnameVerifier(new HostnameVerifier() {

/*

* RFIXAMEORREE | 75830

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the

* peer's identification hostname.

* (FFHTTPDNS/SURLEIZ Bhostname R 22 EHE (U:m.taobao.com) , SIFBMARVIEAITE

* Android HttpsURLConnectionigfit 7 BliERE L FAFRMEXFERILIA R,

* FEFAHTTPDNSIREIRYRILIPS Session#EHRIIPER—EUE , SR LR EPISAAOIENE SRRk RSS2
1TIIE,

*/

@Override

public boolean verify(String hostname, SSLSession session) {

return HttpsURLConnection.getDefaultHostnameVerifier().verify("m.taobao.com”, session);
return false;

}

i

connection.connect();
} catch (Exception e) {
e.printStackTrace();

} finally {



}

2.2 iOS741

I ~FIETFNSURLSession/NSURLConnectioniZ[,

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust
forDomain:(NSString *)domain

{

/*

* BUEIE PRI SRS

*/

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(__bridge_transfer id)SecPolicyCreateBasicX509()];

}

/*

* PERILRIREIIRSIHADETR L
*/

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/*

* i ZRiserverTrust2 & A EE

* BN Eresult = kSecTrustResultUnspecified &} kSecTrustResultProceed

* BB TserverTrusta] LA#ISIEEID , https://developer.apple.com/library/ios/technotes/tn2232/_index.html
* X FSecTrustResultTypefNiFMEE1ES*E SecTrust.h

*/

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

/*

* NSURLConnection

*/

- (void)connection:(NSURLConnection *)connection
willSendRequestForAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge
{

if (Ichallenge) {

return;

}

/*

* URLEMEAYhostIEEFIHTTPDNSHYIEIR FHIRERL S IP , LEAEMHTTP Headers3REVESLIE &
*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];

if ("host) {

host = self.request.URL.host;

}
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/*

* ¥frchallengefISHAIRIE /T2 B/ ENSURLAuthenticationMethodServerTrust ( HTTPSKED, FEHHTIZEHIIETRIE
) o

* ERBEESHIIEFENER FHTEIARNMESKIRE,

*/

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust])

{

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {

/*
* INF=LAE , EEMIE—PNSURLCredential &1%48 KHE 7
&

NSURLCredential *credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

} else {

/ *

* IOIFSRY , IEANBRAL IR AR
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];

}

} else {

/*

* X FEARSIE AR R TRME AR
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];
}
}

i
i
i
i

/*

* NSURLSession

*/

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge

completionHandler:(void (*)(NSURLSessionAuthChallengeDisposition disposition, NSURLCredential * __nullable
credential))completionHandler

{

if (Ichallenge) {

return;

}

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaultHandling;
NSURLCredential *credential = nil;

/*

* FRENFIRIEAER.

*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
if ("host) {

host = self.request.URL.host;

}
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if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust]) {
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
disposition = NSURLSessionAuthChallengeUseCredential;

credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

// SFEfbAIchallenges BT FRER AT 22

completionHandler(disposition,credential);

}

3. HTTPS (SNI) 15853

3.1 Android SNIZ&

FEHTTPDNS Android Demor$t3fHttpsURLConnectionf#[1 , 124t TSNS 7S MMEAHTTPDNSHIR
BIFES,

EHISSLSocketFactory , TEcreateSocketRf&#IHTTPDNSHYIP , Hi#47SNI/HostNameVerifyfl &,

class TlsSniSocketFactory extends SSLSocketFactory {

private final String TAG = TlsSniSocketFactory.class.getSimpleName();

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

}

@Override
public Socket createSocket() throws IOException {
return null;

}

@Override
public Socket createSocket(String host, int port) throws IOException, UnknownHostException {
return null;

}

@Override

public Socket createSocket(String host, int port, InetAddress localHost, int localPort) throws IOException,
UnknownHostException {

return null;

}

@Override
public Socket createSocket(InetAddress host, int port) throws IOException {
return null;

}
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@Override

public Socket createSocket(InetAddress address, int port, InetAddress localAddress, int localPort) throws
IOException {

return null;

}
// TLS layer

@Override
public String[] getDefaultCipherSuites() {
return new String[O];

}

@Override
public String[] getSupportedCipherSuites() {
return new String[O];

}

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection”);
try {

java.lang.reflect. Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable", e);

}

}

// verify hostname and certificate
SSLSession session = ssl.getSession();

if (lhostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);
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Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;
}
}

MTRERESNINER |, BEFEEEEEK , AP BEHTEERBERILESZE.

public void recursiveRequest(String path, String reffer) {

URL url = null;

try {

url = new URL(path);

conn = (HttpsURLConnection) url.openConnection();

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip !'= null) {

// BISHTTPDNSIREXIPALLY , BETURLEEFIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpsURLConnection) new URL(newUrl).openConnection();

// REHTTPIERLHostiz

conn.setRequestProperty("Host", url.getHost());

}

conn.setConnectTimeout(30000);

conn.setReadTimeout(30000);

conn.setlnstanceFollowRedirects(false);

TIsSniSocketFactory ssISocketFactory = new TIsSniSocketFactory(conn);
conn.setSSLSocketFactory(sslSocketFactory);

conn.setHostnameVerifier(new HostnameVerifier() {

/*

* XFIXAMEORNREE | BAEXEmA

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the
* peer's identification hostname.

*

* {FFHTTPDNS/FURLE IR ERIhostname ANRImFZRIEHE (W:m.taobao.com) , SRR AITE
* Android HttpsURLConnectioni@{ft 7 Bl it PSRRI EFIIAR.

* EFIAHTTPDNSIREIASRILIPS SessionEHHIPER—EUE |, BRI LAERETS ERISAAIEE BiR 0 RRAVE ST =t
1THIE,

*

*/

@Override

public boolean verify(String hostname, SSLSession session) {
String host = conn.getRequestProperty("Host");

if (null == host) {

host = conn.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

i

int code = conn.getResponseCode();// Network block

if (needRedirect(code)) {

/GRS EEEFIRAEEMocationfI K/ NEBX S

String location = conn.getHeaderField("Location");
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if (location == null) {

location = conn.getHeaderField("location");

}

if (!(location.startsWith("http://") || location
.startsWith("https://"))) {

//FER RS ERhost , RIREIGEHEAIpath , ARLAREEh2url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

recursiveRequest(location, path);

} else {

// redirect finish.

DatalnputStream dis = new DatalnputStream(conn.getlnputStream());
int len;

byte[] buff = new byte[4096];

StringBuilder response = new StringBuilder();
while ((len = dis.read(buff)) !'= -1) {
response.append(new String(buff, 0, len));

}

Log.d(TAG, "Response: " + response.toString());
}

} catch (MalformedURLException e) {
Log.w(TAG, "recursiveRequest MalformedURLException");
} catch (IOException e) {

Log.w(TAG, "recursiveRequest IOException”);

} catch (Exception e) {

Log.w(TAG, "unknow exception");

} finally {

if (conn = null) {

conn.disconnect();

}

}

}

private boolean needRedirect(int code) {
return code >= 300 && code < 400;

}

3.2i0S SNIiz &

SNI ( BBIPZHTTPSIEH ) 2T , i0S EEMZENSURLConnection/NSURLSession; @GR AHEOHHT
SNIFERHECE | EItFEESocket BRMIEREMBEGIRICFNetwork , SRECHIPEIEMKZIERIEA LR, ME
FCFNetworkfIRRA REEFREEREUENKR. EEMR. S, EFZT™ ( CFNetworkZ2IFERER
MEESCHL ) |, HEFAE GBS ZIASANERX.

HEFEEXR (HTTPS SNIWSSi75R "IPEE" HERAY BT 7IEENTE.

1. ER5EA

Banims FONSHRE T HRE N NEBREEH AR BM—E7. —HEETUDPRlocal DNSETESE
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BERABNNEINE N ESRZ HIETEIREE |, B—75EESS MR TDNSHETATS I NRIHEEE R
MZFER B ANEINE TR M SERIRIE | BERIMAFIERAR.

2. RS

HTTPDNSTERER T eSS A SIS AR AR S ERIARRAIERS , BRH T HAEERERIDNSEESR. &
HHEEFiRSIENAHTTPDNSEIRRES | FJEEaeMEIDNSHETOIER |, KIBIEFTSSMIAE FHIMLKIE
=,

DNSETOIERRI 2 BB EIE

- IEE FiRDNSETF ;
BESEAIDNSER |, FAMBRERMEZZERIDNSHENTEZMAFHIREIPES | MIDAIEREEDNSHETF
H, RIBEWSHAR , BATLSITEFENETRE  REIEERET  TLMERSIIRNZR TERAE

EEFNIAREERERIERIPESR | B R MESIREE THERR RS | \BIDNSRIESEETFFHE. S5, Ffi]
ERTLASINIPAMEU B EAFME | P iRE R RENSERSEIPER | KIBRF BTN,

- RIS TR
EEFIREIIIRET |, FHITLUETRRES T A RERINETEAN. SEIERSIERKER
. BEEAREFHENEREEMIPES | BREZDNSHIMETHE.
- FEETERAR

EARZEH R P SEHANIPEEEEAIE | KR RERRAPPRIEREEAR | SR RERIIPEER
HEREEY (FRLSHERIN ) . EUEERATILARI FDN SHtEE R RS RSCI TTLIS ERFSAIDNSHIEET. Frig
DNSHEEFTERIRRI = Fin A E RIS ZXIMIPRITTLASE , K SERFEHRFEMSEHEN  E0REFE
FHRENZ I SSEARI N AVIPHEITER. RIPHETERNTILESE , WEEEaHITREDNSMERITSEF
EREH. BT LA , BRFTEDNSETEESAETRE | #% T W& E5 I NFREER,

2.1 Demo7~:fl

EAIEHTTPDNS Demo githubs#2{t 7 Android/iOS SDKLARHTTPDNS APHECORYERAGIRE , XEE( 1B
iZ{EAANdroid SDKAYFIFEERANEISE I 0FEIRAIHTTPDNSARSS

public class NetworkRequestUsingHttpDNS {

private static HttpDnsService httpdns;

// BNEHIHTTPDNS accoutDiER , ERILAMHTTPDNSIEHIEREUZER

private static String accountID = "100000";

/] BRI

private static final String[] TEST_URL = {"http://www.aliyun.com", "http://www.taocbao.com"};

public static void main(final Context ctx) {
try {
// iR BAPP ContextflAccount ID , H#¥Ea{LHTTPDNS
httpdns = HttpDns.getService(ctx, accountID);
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// DegradationFilter B FBE X EHZiE
// B3 LMshouldDegradeHttpDNS/5i% , ATLMRIEEE | iGRE TR
DegradationfFilter filter = new DegradationFilter() {
@Override
public boolean shouldDegradeHttpDNS(String hostName) {
// AT LA B E X PR SBEE |, flalwww.taobao.comAERIHttpDNSHEHT
// &8&HttpDNS APINAY , HFEHRBIHTTPACERRT , NIgEiREMES% , {FFLocal DNS
return hostName.equals("www.taobao.com") || detectIfProxyExist(ctx);
}
%
// Efilterf&ithttpdns , @HTATSEIEshouldDegradeHttpDNS 3% |, FIKTEEES
httpdns.setDegradationFilter(filter);
// BETRITSESIZER  HIEFER , B SETTREEAPPEHREIFHIIT. TUBITREARETH . 72
FEEREMSNRAE
httpdns.setPreResolveHosts(new ArrayList<>(Arrays.asList("www.aliyun.com”, "www.taobao.com")));
// FFRERTEBRIIP | BTiRERIPRENIEAVIP , BeaREEIEN |, FATTLASCIIDN S E RS
httpdns.setExpiredIPEnabled(true);

/] RIEWLEIER
String originalUrl = "http://www.aliyun.com";
URL url = new URL(originalUrl);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
// B REEOEREIP |, HIP TTLIHARY , BT RAIDNSHERRES | HITRTLAEENATRERIARIDNSHTER | [
BTHTTPDNS SDK7E/S & B SEHxd Bis 2 R ITLER
ip = httpdns.getlpByHostAsync(url.getHost());
if (ip '= null) {
// IBISHTTPDNSIRENIPELTD , #H{TURLEHEFIHOSTLIRE
Log.d("HTTPDNS Demo", "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = originalUrl.replaceFirst(url.getHost(), ip);
conn = (HttpURLConnection) new URL(newUrl).openConnection();
}
DatalnputStream dis = new DatalnputStream(conn.getlnputStream());
int len;
byte[] buff = new byte[4096];
StringBuilder response = new StringBuilder();
while ((len = dis.read(buff)) != -1) {
response.append(new String(buff, 0, len));

}
Log.e("HTTPDNS Demo", "Response: " + response.toString());

} catch (Exception e) {
e.printStackTrace();

}
}

/**

* IMNRAEEOERENE , BSEHttpDNS APIZAS,
*/

public static boolean detectIfProxyExist(Context ctx) {
boolean IS_ICS_OR_LATER = Build.VERSION.SDK_INT > = Build.VERSION_CODES.ICE_CREAM_SANDWICH;
String proxyHost;
int proxyPort;
if (IS_ICS_OR_LATER) {
proxyHost = System.getProperty("http.proxyHost");
String port = System.getProperty("http.proxyPort");
proxyPort = Integer.parselnt(port != null ? port : "-1");

10
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}else {
proxyHost = android.net.Proxy.getHost(ctx);
proxyPort = android.net.Proxy.getPort(ctx);
}
return proxyHost != null && proxyPort != -1;
}
}
XIFEEAHTTPDNS APIEORFAE | BRLIEEFinE CERES , FEFEEFERIHTTPDNSEIEREZE
t‘;ﬁo

1. %88

ANt Android WebVieW%%'FS‘%)\HttpDnsEI’J%%E* REAEXRBEASEREE |, L AT E
ERXARB. BENEERFEEEANE , HTEeEMEEEHTEAN. BTAndroidESEBRUTE |, & B@th
HITT AEREERES , EINERERA | HigE& ERE., SN EERIIRE | HERIIRET
.

2. B8]

PIEZHTTPDNSZiE R dnsMSFH—FEMFE | TEFSRIRARIIHTIPS/SNIL okhttpSEER{ELE
, 1BfEwebviewif R N AI—EIRTTRAIBIRTTE.

EXHAAEREWebViewiH R THA 1552 FTAFERHTTPDNS, B3 HRESH KA LUBIHTTPDNSHT
IPEIZE , AX E7EAHANdroidiiHTTPDNS + WebViewsR(ESLHAM &%,

3.%0

void setWebViewClient (WebViewClient client);

WebViewiZ{it 7 setWebViewClientiZz O MEEiE KT8, , BITEFH WebViewClienthfy
shouldInterceptRequest/zi% , FATRTLAE=EHEIFTBERIMEIEK !

public class WebViewClient{

// API < 21

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {

}

// AP >= 21
public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request) {

11
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}

shouldInterceptRequestEf MRS :

- API < 21: public WebResourceResponse shouldInterceptRequest(WebView view, String url);
- API >= 21 public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);

4. 30
4.1 API < 21

ZAPI < 218, shouldInterceptRequest/5iEBINRAS :

public WebResourceResponse shouldInterceptRequest(WebView view, String url)

AT BESRENEERKURL , KA. LEBERLARbodyEITAIRE , s@ T EiiE R rIse iR ZI ERRIT
N, RTLAZAPI < 218 , AXFERE TS,

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {
return super.shouldInterceptRequest(view, url);

}

4.2 API >=21

ZAPI >= 2187, shouldInterceptRequesti2ft 7 #hk :

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request)

ErfWebResourceRequest&igA

public interface WebResourceRequest {

Uri getUrl(); // i53KURL

boolean isForMainFrame(); // 2&HEMainFrame& HIGIERK
boolean hasGesture(); // EBRHEFETHMIRIMA
String getMethod(); // iEK7Ti%

Map <String, String> getRequestHeaders(); // kEHER

}

BJLABR , AP >= 21R) , FEE=EIEKET , TLBREREINTMER -

- #KURL
- B3  POST, GET...
- RSk

12
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HFWebResourceRequestHigBiRtigkbody(E 8 , FTLARBEZEIGETIEK , FEEI=&POST:

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {
String scheme = request.getUrl().getScheme().trim();

String method = request.getMethod();

Map<String, String> headerFields = request.getRequestHeaders();

/] FeiEEEbody | EETRRBERIMERHbodyHIER ;

if ((scheme.equalsIgnoreCase("http") || scheme.equalsignoreCase("https"))

&& method.equalsignoreCase("get")) {

} else {

return super.shouldInterceptRequest(view, reqeust);

}

4.2.2 RELEMER

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {

URL url = new URL(request.getUrl().toString());

conn = (HttpURLConnection) url.openConnection();

// #EOFREUP

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip '= null) {

// BIFHTTPDNSIRENUPELTI , HHTURLEHEFIHOSTLRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpURLConnection) new URL(newUrl).openConnection();

/] BINRELEMER

if (headers != null) {

for (Map.Entry <String, String> field : headers.entrySet()) {
conn.setRequestProperty(field.getKey(), field.getValue());
}

}

// ZEHTTPIERLHosti,
conn.setRequestProperty("Host", url.getHost());

}

}

4.2.3 HTTPSIERIEBRE

INSF=HIERNBEREHTTPSIEK , FEHTIEPRLE :

if (conn instanceof HttpsURLConnection) {

final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)conn;
// httpsiz R |, IEFHE

httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

13
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public boolean verify(String hostname, SSLSession session) {
String host = httpsURLConnection.getRequestProperty("Host");
if (null == host) {
host = httpsURLConnection.getURL().getHost();
}
return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}
i
}
4.2.4 SNIiz=

NEIBEKEREISNIZFE |, EERENSSLSocket , IISNIBFSEARSRAIAF TS ESNL

TIsSniSocketFactory ssISocketFactory = new TIsSniSocketFactory((HttpsURLConnection) conn);
// snisgE , BESSLScocket
((HttpsURLConnection) conn).setSSLSocketFactory(ssISocketFactory);

class TIsSniSocketFactory extends SSLSocketFactory {

private final String TAG = "TIsSniSocketFactory";

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT > = Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection”);
try {
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java.lang.reflect.Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable", e);

}

}

// verify hostname and certificate
SSLSession session = ssl.getSession();

if (lhostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);

Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;
}
}

4.2.5 EEM

IRRSZIWREEER , EFEEFMREIERPESS B cookie

- MREBIFEKLZ B cookie , EycookieRLAERE SRIEHITEIERY , EERGcookie R

ToFFRENEFMERKURL FHIcookie , FRLAMG=EL
- WA S cookie , EF AR TIRIEK

int code = conn.getResponseCode();

if (code >= 300 && code < 400) {

if (FEFIRLHEH cookie) {

/] =8

return super.shouldInterceptRequest(view, request);

}

//IEREEEFIRAEEMocationfI A/ NEBX S
String location = conn.getHeaderField("Location");
if (location == null) {

location = conn.getHeaderField("location");

}

if ((location.startsWith("http://") || location
startsWith("https://"))) {

[/ RS EREhost , RIREIEERpath , FRLAZEZE 2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location + ";path" + path);

BB TRIER

} else {

// redirect finish.

Log.e(TAG, "redirect finish");
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}
4.2.6 MIME&Encoding

WNR=EMLIEK , BEIRE—WebResourceResponse :

public WebResourceResponse(String mimeType, String encoding, InputStream data) ;

BlliEWebResourceResponseXf S B B2 (it

- ERAIMIMESLEY
- ERAVRES
- IERATEINR

HriERm N\ R LAUBIZ URLConnection.getIinputStream()3XEXZ! , TiIMIMEZ,EFlencoding A LUBITiEHK
fIContentTypesKENZ! , BPi@iZURLConnection.getContentType(), 40 :

text/html;charset=utf-8

BHARRBIEREBEESEISTE contentType(S8. , LARTETLAISE U THRES

String contentType = conn.getContentType();
String mime = getMime(contentType);
String charset = getCharset(contentType);

// TTMIMEZSBIRGIER AR,

if (TextUtils.isEmpty(mime)) {

return super.shouldInterceptRequest(view, request);

} else {

if (ITextUtils.isEmpty(charset)) {

// SR EREEEIMIMEFcharset A LABT =%,

return new WebResourceResponse(mime, charset, connection.getInputStream());
} else {

[REAERIBER

/] ZHHIERTTHRRER | AL TIEE

if (isBinaryRes(mime)) {

Log.e(TAG, "binary resource for " + mime);

return new WebResourceResponse(mime, charset, connection.getlnputStream());
} else {

/] EEZHBRFRERDER | =8

Log.e(TAG, "non binary resource for " + mime);
return super.shouldInterceptRequest(view, request);
}

}

}

private boolean isBinaryRes(String mime) {
/] AT R

if (mime.startsWith("image")

[| mime.startsWith("audio")
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|| mime.startsWith("video")) {
return true;

} else {

return false;

}

}

5 B4

&R ERmA , fEWebViewlz R FANERIZEIZEI TR |

Ho

APl ZEATF21

j— ‘
@

REEHEE

72
EJ
RE
SSLSocket

Ho

REEEEER
T
—& £ TRMEIMIME B
S & REEWERR =
TR _HHAR o E#EER

5.1 [AoTFi%E]

- API Level < 21f9i8%
- POSTiEK
- TS EHRENEIMIM EZEBU A5 K
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- TR B RIS AOE RIS AR
5.2 [AIRER]

AR -

- API Level >= 21
- GETiEsk
- JLGRENZIMIMESEBLA K i BiE K a2 1] LR EIMIM EZR B " A IS sk

RS

- EBHTTPIER

- HTTPSiER

- SNIEK

- HTTPiRSk A& cookieIEERIBR

5.3 TR

HTTPDNS+WebViewR{ELHKTERIDIEES®E  GithubDemo
B2 E oifitt X AYHTTPDNSE & f# iz S T anfE{ERE Cookie ?

HTTPS ( &SNI) W78 "IPEE" HRRIB—XNE T R AHttpDnsi#TkSip/Eit TipEDER B RS .
(BRUREIEAndroidim{EAIIMBIEZRRE OkHttp, BT AAOKHtpIRMAAIBEEN DnsiRSEZEO , JLAF ML
FtthfEFAHttpDNsAYBRSS

OkHttp 22— MEEMZIERASFRIL R, EAndroidim iR K ARYEERELR B aZ (I Square AR AT &
AHttpUrlConnectionflApache HttpClient, FEEOkKHttpRIARRTAZR , HkiEkZAIANdroidFF A&
OkHttpfE/IMILBHELE,

OkHttpEIAEFRFDNSIRSS InetAddressE TR MNT , (ERIFBRET BEXDNSIRSAMED | Bidixix
AFeJRTLAYLEE B SEA HttpDns,

1. BEXDNS#EO

OkHttpZREE 7 —"DnsiEO , BIIsEIIZiED , FAITLIBENDNsRSS :

public class OkHttpDns implements Dns {

private static final Dns SYSTEM = Dns.SYSTEM;
HttpDnsService httpdns;//httpdns fEHTARSS

private static OkHttpDns instance = null;

private OkHttpDns(Context context) {

this.httpdns = HttpDns.getService(context, "account id");
}

public static OkHttpDns getInstance(Context context) {
if(instance == null) {

instance = new OkHttpDns(context);

18



}

return instance;

}

@Override

public List<InetAddress> lookup(String hostname) throws UnknownHostException {
/[ BI RN TEOIREP

String ip = httpdns.getlpByHostAsync(hostname);

if(ip '= null) {

//A0RipAAnull , BEERZipH{TMEIEK

List<InetAddress> inetAddresses = Arrays.asList(InetAddress.getAllByName(ip));
Log.e("OkHttpDns", "inetAddresses:" + inetAddresses);

return inetAddresses;

}

//ANEEREINUll, EERFEDNSHRSS fFTIRE

return Dns.SYSTEM.lookup(hostname);

}

}

2. g OkHttpClient

BlEOkHttpClient3ds , £ NOkHttpDNsIISRAREEIADNSIRSS

private void okhttpDnsRequest() {

OkHttpClient client = new OkHttpClient.Builder()
.dns(OkHttpDns.getInstance(getApplicationContext()))
build();

Request request = new Request.Builder()
.url("http://www.aliyun.com")
build();

Response response = null;
client.newCall(request).enqueue(new Callback() {
@Override

public void onFailure(Call call, IOException e) {
e.printStackTrace();

}

@Override

public void onResponse(Call call, Response response) throws IOException {
if (Iresponse.isSuccessful()) throw new IOException("Unexpected code " + response);
DatalnputStream dis = new DatalnputStream(response.body().byteStream());
int len;

byte[] buff = new byte[4096];

StringBuilder result = new StringBuilder();

while ((len = dis.read(buff)) != -1) {

result.append(new String(buff, 0, len));

}

Log.d("OkHttpDns", "Response: " + result.toString());

}

i

}
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VAL ZOkHttp+HttpDnsSIAY AR,

3. B\&;

ML FBAE | OkHttp+HttpDnsBLATRRANEZEMLE

- SIS, REETSEHIDnsEOBIRTEAHttpDnsfRSS
- BRAMSE | 1iZARAEHTTPS SNILAKIZECCookieSA RIEMA. M TIERRE | HBZOEERT

1. E=REA

EApp WebViewIEMEEIERIFET , Android/IOSREFETET RFAPIHTMLZIERIZE, , FLHBEENE
EEN , WfEEHTTPDNSHETEFIPHIELES K, (BiIOSEAEWebviewlFE FEEMEERE , EERTE
EETIPHNKEKRIAX. SRR, WHEEEM. NEFE. Cookie, EFEHFFIE ; AndroidfrT LR
IOSIBEIMAS , AEIRAFIROMAIMEIERIZHEENEFEER | tLA{EIRAAndroid ROMETF RS
APH=ERIMEFKEEKRBEKGIE, Body[5R%E. FEXKE , WebviewifE FHTTPDNSHIER ( IPEEH
TEIEK ) TSRS | B EERIIX MIRISIFRERME | BFEE—YikfE , SEAREERR
SEAIMIZE/OS FrameworkAY IR E18E 0 RAER RN iR ERR,

2. 5 EEhA
2.1 Android

- BT LA AP WebViewi#{TELE ;

void setWebViewClient (WebViewClient client);

- BITEESWebViewClientrh LA T /A= WebViewIMEiEK , $REUSKURL hosti# T
HTTPDNSIHZ T , ARTTR RIS RATE EBMLALIERK—E , E#EURL host=FE; , IREHTTP
Header Hostls;, , &EIREIFTERITMAIWebResourceResponse,

/**

* FZEWebView#&i55K ( Android API < 21)

* REE=EMEIERAIURL | i5KT3E. B RABETEE

*/

public WebResourceResponse shouldInterceptRequest(WebView view,
String url);

/**

* $ZE WebViewk£&i5K ( Android API >= 21)

* BT WebResourceRequestXISEREN LSBT BARER

*/

public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);
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- ERARA &% Android WebClient API,
2.2i0S

- B FNSURLProtocolAJ#=&i0OS R &Z L ETF FEMZEENSURLConnection/NSURLSession& AR
L&IEK , WebView kK HAEKEHEEER ;

- BELAT™EOEMBRENXNSURLProtocol , T8 WebView EEMZRIFR , FEIEFTAIMLEIEK
EEIIEARE. Bl EEnECEZE  BERKRIREFRIREK.

[NSURLProtocol registerClass:[CustomProtocol class]];

- BEMNSURLProtocol {MBITFEHRA
- fEcanInitWithRequestiSIFEFTEMHTTPDNSIEZ ETHNEK ;
- KRS | MHTTPDNSHEZMRT ;
- iRteRlfE |, EEEER—E , BURL.host=2E] , B#RHTTP Header Hostl, , FHiEEi%
BREERE. Bl EEMmSLE ;
- JBIINSURLProtocolClientfJ#z0 , BiERQBLER KR IR WebViewRIRiEK.
- NSURLProtocolffFEFg&*%Apple NSURLProtocol API , 3R E A=FtEEEApple Sample Code
- CustomHTTPProtocol,

HFWebViewHREEMMSFEDNSHHED , EMEWebViewiFE FERHttpDNsEERS TS EIRS] , B4R
EAWEEX, MAT ABSFHAEANHTTPDNS |, AN FEMNMBAEWEEXSHE TEAHTTPDNSAY S EMTS.

FEWEEXIZfTRIMET | FrEMIBERLEPSEHEINative RuntimedF#ifT , RZIEREAFISL, ERT
WEEXHRH Y BE AR SEIAgED |, BIdEEMEIERIEERS , FiITLABR R AHTTPDNS, &
WEEXIZ{ TGS , EEEMMRIEIEK :

- Bid StreamiF{ THIMRIFR
- TR R ERIINELE A BYRIESIER

1 StreamfZ&igKk + HTTPDNS

StreamRI&iEKIEANndroidinEiR<Si@id DefaultWXHttpAdaptersea, , RIRTWEEX Rt T HENAVEOEE
N RgiEKIERCRR. EARINEEIT

F—2 BTN MNEIFKER:S , STIIWXHttpAdapteriEz[

public class WXHttpdnsAdatper implements INXHttpAdapter {
@Override
public void sendRequest(final WXRequest request, final OnHttpListener listener) {

ZiEOFEESsendReauest ik | ZFFEA—NWXReauestTEBISLAI . iZFTSIRETLITMER ¢
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public class WXRequest {

// The request parameter

public Map<String, String> paramMap;

// The request URL

public String url;

// The request method

public String method;

// The request body

public String body;

// The request time out

public int timeoutMs = WXRequest.DEFAULT_TIMEOUT_MS;
// The default timeout

public static final int DEFAULT_TIMEOUT_MS = 3000;

}
BETZSRIATTLSREEERIRL. URL, 73iELKRbody.
$L  EWEEXYIIA AT EM B E X WERETRS , EHREAERCES |

InitConfig config=new InitConfig.Builder()

setHttpAdapter(new WXHttpdnsAdatper()) // i EE X MBiERIEE S
.build();

WXSDKEngine.initialize(this,config);

ZEEAHNMEEREPETWXHttpdnsAdatpersEEl , FRARFEEEWXHttpdnsAdapterigA

HTTPDNSIZ4ERD] , ESIERILISEN T ¢

public class WXHttpdnsAdatper implements INXHttpAdapter {
private void execute(Runnable runnable){
if(mExecutorService==null){

mExecutorService = Executors.newFixedThreadPool(3);

}

mExecutorService.execute(runnable);

}

@Override

public void sendRequest(final WXRequest request, final OnHttpListener listener) {
if (listener != null) {

listener.onHttpStart();

}

Log.e(TAG, "URL:" + request.url);

execute(new Runnable() {

@Override

public void run() {

WXResponse response = new WXResponse();
WXHttpdnsAdatper.IEventReporterDelegate reporter = getEventReporterDelegate();
try {

/] B

HttpURLConnection connection = openConnection(request, listener);
reporter.preConnect(connection, request.body);
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private HttpURLConnection openConnection(WXRequest request, OnHttpListener listener) throws IOException {
URL url = new URL(request.url);

// BUIB— MEAHTTPDNSHIZER:

HttpURLConnection connection = openHttpDnsConnection(request, request.url, listener, null);

return connection;

}

private HttpURLConnection openHttpDnsConnection(WXRequest request, String path, OnHttpListener listener,
String reffer) {

HttpURLConnection conn = null;

URL url = null;

try {

url = new URL(path);

conn = (HttpURLConnection) url.openConnection();

// BIE—NENhttpdnsHIERS

HttpURLConnection tmpConn = httpDnsConnection(url, path);

int code = conn.getResponseCode();// Network block
Log.e(TAG, "code:" + code);

// SNBZE MBESREEN , EFEImER

if (needRedirect(code)) {

Log.e(TAG, "need redirect");

String location = conn.getHeaderField("Location");

if (location == null) {

location = conn.getHeaderField("location");

}

if (location !'= null) {

if ((location.startsWith("http://") || location
startsWith("https://"))) {

[/FRER RS EREhost , RIREIEEMIpath , FRLAZRZE 2 url

URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location + "; path" + path);
return openHttpDnsConnection(request, location, listener, path);
} else {

return conn;

}

} else {

// redirect finish.

Log.e(TAG, "redirect finish");

return conn;

}
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return conn;

}

private HttpURLConnection httpDnsConnection(URL url, String path) {
HttpURLConnection conn = null;
// @ITHTTPDNS SDK#ZEFKEXIP

String ip = HttpDnsManager.getlnstance().getHttpDnsService().getlpByHostAsync(url.getHost());

if (ip != null) {
// BITHTTPDNSIRENIPELT , HATURLEHZFIHOSTELS B

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");

String newUrl = path.replaceFirst(url.getHost(), ip);

try {

conn = (HttpURLConnection) new URL(newUrl).openConnection();
} catch (IOException e) {

return null;

}

// REHTTPiEkKkHostig
conn.setRequestProperty("Host", url.getHost());

// HTTPSiz=
if (conn instanceof HttpsURLConnection) {

final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)conn;
WXTIsSniSocketFactory ssISocketFactory = new WXTIsSniSocketFactory((HttpsURLConnection) conn);

// SNIZE , BIESSLScocketfBRSNIZ S FHIEHEIER
conn.setInstanceFollowRedirects(false);
httpsURLConnection.setSSLSocketFactory(ssISocketFactory);

// HTTPSIZE | UEBRREE
httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {
String host = httpsURLConnection.getRequestProperty("Host");
Log.e(TAG, "verify host:" + host);

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);

}

i

}

} else {

Log.e(TAG, "no corresponding ip found, return null");
return null;

}

return conn;
}
}

1.2 <image>R4&igsk + HTTPDNS

WEEXFH R BIRERARIE FiEcassE | FrLA B 2RBETSEIA
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JLE

F—% . BENERBEKIERR , STMIWXImglLoaderAdapter$z[

public class HttpDnsImageAdapter implements IWXImgLoaderAdapter {

@Override

public void setImage(final String url, final ImageView view, WXImageQuality quality, final WXImageStrategy
strategy) {

BT EWEEXADIRCEHEAMZE FiEfces

private void initWeex() {
InitConfig config=new InitConfig.Builder()
.setImgAdapter(new HttpDnsImageAdapter())
.build();
WXSDKEngine.initialize(this,config);

FrLARWXHttpdnsAdatper—#f , FAI1RE/EHttpDnsImageAdapterfE \AHTTPDNSZ4EE0a], BEARiEa]
5% .

/**
* Created by liyazhou on 2017/10/22.
*/

public class WXHttpDnsImageAdapter implements IWXImgLoaderAdapter {

@Override

public void setImage(final String url, final ImageView view, WXImageQuality quality, final WXImageStrategy
strategy) {

Log.e(TAG, "img url:" + url);

execute(new Runnable() {

@Override

public void run() {

HttpURLConnection conn = null;

try {
conn = createConnection(url);

/1 BEEIREIEREL A InputStream

InputStream is = conn.getInputStream();

// BInputStreamEiapkBitmap

final Bitmap bitmap = BitmapFactory.decodeStream(is);
WXSDKManager.getInstance().postOnUiThread(new Runnable() {
@Override

public void run() {

view.setimageBitmap(bitmap);

}
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protected HttpURLConnection createConnection(String originalUrl) throws IOException {
mHttpDnsService = HttpDnsManager.getlnstance().getHttpDnsService();

if (mHttpDnsService == null) {

URL url = new URL(originalUrl);

return (HttpURLConnection) url.openConnection();

} else {

return httpDnsRequest(originalUrl, null);

}

}

private HttpURLConnection httpDnsRequest(String path, String reffer) {
HttpURLConnection httpDnsConn = null;

HttpURLConnection originalConn = null;

URL url = null;

try {

url = new URL(path);

originalConn = (HttpURLConnection) url.openConnection();

/] FEEEOIZRENP

String ip = HttpDnsManager.getlnstance().getHttpDnsService().getIpByHostAsync(url.getHost());
if (ip '= null) {

// BISHTTPDNSIRENIPATS , #{TURLEHEFIHOSTLRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

httpDnsConn = (HttpURLConnection) new URL(newUrl).openConnection();

// REHTTPIEKLHost
httpDnsConn.setRequestProperty("Host", url.getHost());

// HTTPSi% S
if (httpDnsConn instanceof HttpsURLConnection) {
final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)httpDnsConn;

WXTIsSniSocketFactory ssISocketFactory = new WXTIsSniSocketFactory((HttpsURLConnection) httpDnsConn);

// snitze , BlIEESSLScocketfBRSNIZ S FHRET AR
httpsURLConnection.setSSLSocketFactory(sslSocketFactory);

// httpsiz = , IEPBRIE
httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {

String host = httpsURLConnection.getRequestProperty("Host");

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

i

}

} else {

return originalConn;

}
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int code = httpDnsConn.getResponseCode();// Network block
if (needRedirect(code)) {

String location = httpDnsConn.getHeaderField("Location");

if (location == null) {

location = httpDnsConn.getHeaderField("location");

}

if (location != null) {

if (!(location.startsWith("http://") || location
startsWith("https://"))) {

[/RER RS EREhost , RIREIEEMIpath , FRLAZEZE 2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location +
return httpDnsRequest(location, path);

} else {

return originalConn;

}

}

return originalConn;

}

}

; path" + path);

BIRAZ=FMAIDE - WeexAndroid
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