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1. ERi5EA

AXFENBHTTPS(ESND) IS5 FEANdroidimFliOSERSEI "IPEE" HIBRARSR, NREE
AndroidFF&# , FHELAOKHUpIEARIETFFRIESR , BT OKHttpIR{H T B U DNSHRSS BT LML TEHESEH
IPEZE. HOXRBEBRALSEENEREEERLER , #HEFES%EHttpDns+ OkHttpa{ELEEZ AHttpDns,

1.1 HTTPS

RIEHTTPSIERELEHITSSL/TLSEF |, BFIRBEARUT -

1. ZRinREEFER , BHEIES. SIFEEIIRFSH
2. RBIRILENERK | IBFREENEL , TRABIERHIRETIAL
3. BEFImIRSIMERHITIRG , FARXBIEER | %ERERARINE,
4. RSB ImBISFATIEREBEN SR,
5. WAHRIELA LR BRYEEERsession ticket , FfRZIER R IR EHIIINZER.
LEi#igizeh , FIHTTPDNSEXAIZER3E | EFinHERIERS I FARINES , WIEIEEUTRMER

1. EFmARREFIRIE BRI R | FARSH MRRIER B SER ML,
2. BFmHEEAEIEPRIdomainiBily Bl , ERE8IARIEKAThost,
IR EARRERILET , FUERSRRRSREEEN , SNMEFEE | NAPETHRIEER.

L= FuRFERHTTPDNSEEMTIEZRT , 5 KURLEPATIhostaAE A HTTPDNSERATHSRAYIP , FRLATEIERISIUE
IE2E |, HIldomain RAILEAIIER , SEISSL/TLSIEFEARRIN.

1.2 SNI

SNI ( Server Name Indication ) 87 A —MNRFZEMFERZ MNMERZFHEBAISSL/TLSY B, BRI ITIEREW
T

1. EEEEIIRSS AR SSLIHRE Z RISS RIEEILIAuE RAYELS (Hostname ) ,
2. RSERIEXMHEZIRE— N SIEASES.
Bal , ASERFR SIS RECLRFHSIFSNGT & , OpenSSL 0.9.8thELANEIX—II8E.

EgigiEed , ZEFiRfERHTTPDNSHEITERRS , IEKURLFAIhost2A & #apH TTPDNSHEHTHISRAIIP , S
HIRSSRBRIE A2 AT EAYIP | T ELECANES | REERERGARIERSHENERE , FrLASHE
SSL/TLSIEFAMINAYEIR.
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PN REEBIIHTTPSIHRICDNEIRAS , CONAYuE A EIRS TIRZA9E % |, FRLA S E @ ISNIEER
AR B TES.

2. HTTPSIZE& (JESNI) fBiR5E

£33 “domainRILER" [T , JLARBIN RARBR : hookiFPRIGIFEFE2S | BIPEREIRMFRAYE
2, BHUTIEBIIL,

[ER] ETFZARAENEZEFK , HIRUSSLREGHEIR | ELiliOSRFHREEKCFStreamErrorDomainSSL, -
9813; The certificate for this server is invalid , Android R%#RiESystem.err:
javax.net.ssl.SSLHandshakeException: java.security.cert.CertPathValidatorException: Trust anchor for
certification path not found. , IBHCERAHREEASNI ( BIPEZHTTPSIHE ) .

TESAIFIHANdroidfliOSEARIRAEITE.

2.1 Android=fl

B HttpURLConnectionis .,

try {
String url = "https://140.205.160.59/?sprefer=sypc00";
HttpsURLConnection connection = (HttpsURLConnection) new URL(url).openConnection();

connection.setRequestProperty("Host", "m.tacbao.com”);
connection.setHostnameVerifier(new HostnameVerifier() {

/*

* RFIXAMEORREE | 75830

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the

* peer's identification hostname.

* (FFHTTPDNS/SURLEIZ Bhostname R 22 EHE (U:m.taobao.com) , SIFBMARVIEAITE

* Android HttpsURLConnectionigfit 7 BliERE L FAFRMEXFERILIA R,

* FEFAHTTPDNSIREIRYRILIPS Session#EHRIIPER—EUE , SR LR EPISAAOIENE SRRk RSS2
1TIIE,

*/

@Override

public boolean verify(String hostname, SSLSession session) {

return HttpsURLConnection.getDefaultHostnameVerifier().verify("m.taobao.com”, session);
return false;

}

i

connection.connect();
} catch (Exception e) {
e.printStackTrace();

} finally {



}

2.2 OS5

I ~FIETFNSURLSession/NSURLConnectioniZ[,

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust
forDomain:(NSString *)domain

{

/*

* BUEIE PRI SRS

*/

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(__bridge_transfer id)SecPolicyCreateBasicX509()];

}

/*

* PERILRIREIIRSIHADETR L
*/

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/*

* i ZRiserverTrust2 & A EE

* BN Eresult = kSecTrustResultUnspecified &} kSecTrustResultProceed

* BB TserverTrusta] LA#ISIEEID , https://developer.apple.com/library/ios/technotes/tn2232/_index.html
* X FSecTrustResultTypefNiFMEE1ES*E SecTrust.h

*/

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

/*

* NSURLConnection

*/

- (void)connection:(NSURLConnection *)connection
willSendRequestForAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge
{

if (Ichallenge) {

return;

}

/*

* URLEMEAYhostIEEFIHTTPDNSHYIEIR FHIRERL S IP , LEAEMHTTP Headers3REVESLIE &
*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];

if ("host) {

host = self.request.URL.host;

}
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/*

* ¥frchallengefISHAIRIE /T2 B/ ENSURLAuthenticationMethodServerTrust ( HTTPSKED, FEHHTIZEHIIETRIE
) o

* ERBEESHIIEFENER FHTEIARNMESKIRE,

*/

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust])

{

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {

/*
* INF=LAE , EEMIE—PNSURLCredential &1%48 KHE 7
&

NSURLCredential *credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

} else {

/ *

* IOIFSRY , IEANBRAL IR AR
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];

}

} else {

/*

* X FEARSIE AR R TRME AR
*/

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];
}
}

i
i
i
i

/*

* NSURLSession

*/

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge

completionHandler:(void (*)(NSURLSessionAuthChallengeDisposition disposition, NSURLCredential * __nullable
credential))completionHandler

{

if (Ichallenge) {

return;

}

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaultHandling;
NSURLCredential *credential = nil;

/*

* FRENFIRIEAER.

*/

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
if ("host) {

host = self.request.URL.host;

}
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if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodServerTrust]) {
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
disposition = NSURLSessionAuthChallengeUseCredential;

credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];
} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

// SFEfbAIchallenges BT FRER AT 22

completionHandler(disposition,credential);

}

3. HTTPS (SNI) 15853

3.1 Android SNIZ&

FEHTTPDNS Android Demor$t3fHttpsURLConnectionf#[1 , 124t TSNS 7S MMEAHTTPDNSHIR
BIFES,

EHISSLSocketFactory , TEcreateSocketRf&#IHTTPDNSHYIP , Hi#47SNI/HostNameVerifyfl &,

class TlsSniSocketFactory extends SSLSocketFactory {

private final String TAG = TlsSniSocketFactory.class.getSimpleName();

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

}

@Override
public Socket createSocket() throws IOException {
return null;

}

@Override
public Socket createSocket(String host, int port) throws IOException, UnknownHostException {
return null;

}

@Override

public Socket createSocket(String host, int port, InetAddress localHost, int localPort) throws IOException,
UnknownHostException {

return null;

}

@Override
public Socket createSocket(InetAddress host, int port) throws IOException {
return null;

}
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@Override

public Socket createSocket(InetAddress address, int port, InetAddress localAddress, int localPort) throws
IOException {

return null;

}
// TLS layer

@Override
public String[] getDefaultCipherSuites() {
return new String[O];

}

@Override
public String[] getSupportedCipherSuites() {
return new String[O];

}

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection”);
try {

java.lang.reflect. Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable", e);

}

}

// verify hostname and certificate
SSLSession session = ssl.getSession();

if (lhostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);
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Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;
}
}

MTRERESNINER |, BEFEEEEEK , AP BEHTEERBERILESZE.

public void recursiveRequest(String path, String reffer) {

URL url = null;

try {

url = new URL(path);

conn = (HttpsURLConnection) url.openConnection();

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip !'= null) {

// BISHTTPDNSIREXIPALLY , BETURLEEFIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpsURLConnection) new URL(newUrl).openConnection();

// REHTTPIERLHostiz

conn.setRequestProperty("Host", url.getHost());

}

conn.setConnectTimeout(30000);

conn.setReadTimeout(30000);

conn.setlnstanceFollowRedirects(false);

TIsSniSocketFactory ssISocketFactory = new TIsSniSocketFactory(conn);
conn.setSSLSocketFactory(sslSocketFactory);

conn.setHostnameVerifier(new HostnameVerifier() {

/*

* XFIXAMEORNREE | BAEXEmA

* This is an extended verification option that implementers can provide.

* It is to be used during a handshake if the URL's hostname does not match the
* peer's identification hostname.

*

* {FFHTTPDNS/FURLE IR ERIhostname ANRImFZRIEHE (W:m.taobao.com) , SRR AITE
* Android HttpsURLConnectioni@{ft 7 Bl it PSRRI EFIIAR.

* EFIAHTTPDNSIREIASRILIPS SessionEHHIPER—EUE |, BRI LAERETS ERISAAIEE BiR 0 RRAVE ST =t
1THIE,

*

*/

@Override

public boolean verify(String hostname, SSLSession session) {
String host = conn.getRequestProperty("Host");

if (null == host) {

host = conn.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

i

int code = conn.getResponseCode();// Network block

if (needRedirect(code)) {

/GRS EEEFIRAEEMocationfI K/ NEBX S

String location = conn.getHeaderField("Location");
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if (location == null) {

location = conn.getHeaderField("location");

}

if (!(location.startsWith("http://") || location
.startsWith("https://"))) {

//FER RS ERhost , RIREIGEHEAIpath , ARLAREEh2url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

recursiveRequest(location, path);

} else {

// redirect finish.

DatalnputStream dis = new DatalnputStream(conn.getlnputStream());
int len;

byte[] buff = new byte[4096];

StringBuilder response = new StringBuilder();
while ((len = dis.read(buff)) !'= -1) {
response.append(new String(buff, 0, len));

}

Log.d(TAG, "Response: " + response.toString());
}

} catch (MalformedURLException e) {
Log.w(TAG, "recursiveRequest MalformedURLException");
} catch (IOException e) {

Log.w(TAG, "recursiveRequest IOException”);

} catch (Exception e) {

Log.w(TAG, "unknow exception");

} finally {

if (conn = null) {

conn.disconnect();

}

}

}

private boolean needRedirect(int code) {
return code >= 300 && code < 400;

}

3.2i0S SNz &

SNI ( BBIPZHTTPSIEH ) 2T , i0S EEMZENSURLConnection/NSURLSession; @GR AHEOHHT
SNIFERHECE | EItFEESocket BRMIEREMBEGIRICFNetwork , SRECHIPEIEMKZIERIEA LR, ME
FCFNetworkfIRRA REEFREEREUENKR. EEMR. S, EFZT™ ( CFNetworkZ2IFERER
MEESCHL ) |, HEFAE GBS ZIASANERX.

HEFEEXR (HTTPS SNIWSSi75R "IPEE" HERAY BT 7IEENTE.

1. ER5EA

Banims FONSHRE T HRE N NEBREEH AR BM—E7. —HEETUDPRlocal DNSETESE
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BERABNNEINE N ESRZ HIETEIREE |, B—75EESS MR TDNSHETATS I NRIHEEE R
MZFER B ANEINE TR M SERIRIE | BERIMAFIERAR.

2. BRI

HTTPDNSTERER T eSS A SIS AR AR S ERIARRAIERS , BRH T HAEERERIDNSEESR. &
HHEEFiRSIENAHTTPDNSEIRRES | FJEEaeMEIDNSHETOIER |, KIBIEFTSSMIAE FHIMLKIE
=,

DNSETOIERRI 2 BB EIE

- IEE FiRDNSETF ;
BESEAIDNSER |, FAMBRERMEZZERIDNSHENTEZMAFHIREIPES | MIDAIEREEDNSHETF
H, RIBEWSHAR , BATLSITEFENETRE  REIEERET  TLMERSIIRNZR TERAE

EEFNIAREERERIERIPESR | B R MESIREE THERR RS | \BIDNSRIESEETFFHE. S5, Ffi]
ERTLASINIPAMEU B EAFME | P iRE R RENSERSEIPER | KIBRF BTN,

- RIS TR
EEFIREIIIRET |, FHITLUETRRES T A RERINETEAN. SEIERSIERKER
. BEEAREFHENEREEMIPES | BREZDNSHIMETHE.
- FEETERAR

EARZEH R P SEHANIPEEEEAIE | KR RERRAPPRIEREEAR | SR RERIIPEER
HEREEY (FRLSHERIN ) . EUEERATILARI FDN SHtEE R RS RSCI TTLIS ERFSAIDNSHIEET. Frig
DNSHEEFTERIRRI = Fin A E RIS ZXIMIPRITTLASE , K SERFEHRFEMSEHEN  E0REFE
FHRENZ I SSEARI N AVIPHEITER. RIPHETERNTILESE , WEEEaHITREDNSMERITSEF
EREH. BT LA , BRFTEDNSETEESAETRE | #% T W& E5 I NFREER,

2.1 Demo7~:fl

EAIEHTTPDNS Demo githubs#2{t 7 Android/iOS SDKLARHTTPDNS APHECORYERAGIRE , XEE( 1B
iZ{EAANdroid SDKAYFIFEERANEISE I 0FEIRAIHTTPDNSARSS

public class NetworkRequestUsingHttpDNS {

private static HttpDnsService httpdns;

// BNEHIHTTPDNS accoutDiER , ERILAMHTTPDNSIEHIEREUZER

private static String accountID = "100000";

/] BRI

private static final String[] TEST_URL = {"http://www.aliyun.com", "http://www.taocbao.com"};

public static void main(final Context ctx) {
try {
// iR BAPP ContextflAccount ID , H#¥Ea{LHTTPDNS
httpdns = HttpDns.getService(ctx, accountID);
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// DegradationFilter B FBE X EHZiE
// B3 LMshouldDegradeHttpDNS/5i% , ATLMRIEEE | iGRE TR
DegradationfFilter filter = new DegradationFilter() {
@Override
public boolean shouldDegradeHttpDNS(String hostName) {
// AT LA B E X PR SBEE |, flalwww.taobao.comAERIHttpDNSHEHT
// &8&HttpDNS APINAY , HFEHRBIHTTPACERRT , NIgEiREMES% , {FFLocal DNS
return hostName.equals("www.taobao.com") || detectIfProxyExist(ctx);
}
%
// Efilterf&ithttpdns , @HTATSEIEshouldDegradeHttpDNS 3% |, FIKTEEES
httpdns.setDegradationFilter(filter);
// BETRITSESIZER  HIEFER , B SETTREEAPPEHREIFHIIT. TUBITREARETH . 72
FEEREMSNRAE
httpdns.setPreResolveHosts(new ArrayList<>(Arrays.asList("www.aliyun.com”, "www.taobao.com")));
// FFRERTEBRIIP | BTiRERIPRENIEAVIP , BeaREEIEN |, FATTLASCIIDN S E RS
httpdns.setExpiredIPEnabled(true);

/] RIEWLEIER
String originalUrl = "http://www.aliyun.com";
URL url = new URL(originalUrl);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
// B REEOEREIP |, HIP TTLIHARY , BT RAIDNSHERRES | HITRTLAEENATRERIARIDNSHTER | [
BTHTTPDNS SDK7E/S & B SEHxd Bis 2 R ITLER
ip = httpdns.getlpByHostAsync(url.getHost());
if (ip '= null) {
// IBISHTTPDNSIRENIPELTD , #H{TURLEHEFIHOSTLIRE
Log.d("HTTPDNS Demo", "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = originalUrl.replaceFirst(url.getHost(), ip);
conn = (HttpURLConnection) new URL(newUrl).openConnection();
}
DatalnputStream dis = new DatalnputStream(conn.getlnputStream());
int len;
byte[] buff = new byte[4096];
StringBuilder response = new StringBuilder();
while ((len = dis.read(buff)) != -1) {
response.append(new String(buff, 0, len));

}
Log.e("HTTPDNS Demo", "Response: " + response.toString());

} catch (Exception e) {
e.printStackTrace();

}
}

/**

* IMNRAEEOERENE , BSEHttpDNS APIZAS,
*/

public static boolean detectIfProxyExist(Context ctx) {
boolean IS_ICS_OR_LATER = Build.VERSION.SDK_INT > = Build.VERSION_CODES.ICE_CREAM_SANDWICH;
String proxyHost;
int proxyPort;
if (IS_ICS_OR_LATER) {
proxyHost = System.getProperty("http.proxyHost");
String port = System.getProperty("http.proxyPort");
proxyPort = Integer.parselnt(port != null ? port : "-1");

10
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}else {
proxyHost = android.net.Proxy.getHost(ctx);
proxyPort = android.net.Proxy.getPort(ctx);
}
return proxyHost != null && proxyPort != -1;
}
}

XTFERHTTPDNS APERORIFAE | BHLMEEFimE CERESN , FEFEEFERIHTTPDNSEIEE
t‘;ﬁo

LER

FIEZHTTPDNS 2R dnsEFF—MBENFER | EITFSFIARSRUHTIPS/SNL okhttpFERE &RIELE:
. (BfEwebviewip = FAI—EIRFTEAIMRRTTZE,

EXHAMLEEWebViewla = TNEA 12T AFEHAHTTPDNS, 5L FRZHEKRATLUBIHTTPDNS#H 1T
IPESE | AN EEAHANDroidiEHTTPDNS + WebViewR{EsLH A& %,

2. 30N

void setWebViewClient (WebViewClient client);

WebViewiZ{#t 7 setWebViewClientiZ ORI MEIEKFTI=EL , BT EH WebViewClientshay
shouldinterceptRequest/gi% , FAJATLAE=EZEIRTERIMEEIEK

public class WebViewClient{

// API < 21

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {

}
// API >= 21

public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request) {

shouldInterceptRequestEFMNRAS :

- API < 21: public WebResourceResponse shouldInterceptRequest(WebView view, String url);
- API >= 21 public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);

11
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3. L
3.1 API < 21

API < 2187, shouldInterceptRequest/5iERARA :

public WebResourceResponse shouldInterceptRequest(WebView view, String url)

IEAH{RBESRENRIESRURL |, iK%, LEMSELAR bodyS TR |, @I THEixiE R sE T A2 ERIT

Rz, RTLAZAPI < 218 , AXSERETIES,

public WebResourceResponse shouldInterceptRequest(WebView view,
String url) {
return super.shouldInterceptRequest(view, url);

}

3.2API >=21

2API >= 217 , shouldInterceptRequestiZ2 T #rhix :

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request)

HrehWebResourceRequestZ5ia/9 :

public interface WebResourceRequest {

Uri getUrl(); // iEKURL

boolean isForMainFrame(); // R&HEMainFrame’& HANEHK
boolean hasGesture(); // EB2BEFEMITHUIRI)RA
String getMethod(); // BX73i%

Map<String, String> getRequestHeaders(); // kEHER

}

BJLAER , EAPL > = 21R) , FEFE=EGEKAT , TLBREREINT™MER. ¢

- i5KURL
-i5KAi% « POST, GET...
Rk
3.2.1 {M=EGETiEK
HFWebResourceRequestFi&BiRtiERbody(EE , ATLARBEH=EGETIEK , FBE=#POST:
public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {
String scheme = request.getUrl().getScheme().trim();
String method = request.getMethod();

Map <String, String> headerFields = request.getRequestHeaders();
/] TiE=Eibody , FE EREEEFEIERTbOodYRIEK ;

12
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if ((scheme.equalsignoreCase("http") || scheme.equalsignoreCase("https"))
&& method.equalsignoreCase("get")) {

} else {

return super.shouldInterceptRequest(view, reqeust);

}
3.2.2 iR EBAEPER

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request) {

URL url = new URL(request.getUrl().toString());

conn = (HttpURLConnection) url.openConnection();

// #EOFREUP

String ip = httpdns.getlpByHostAsync(url.getHost());

if (ip '= null) {

// BIFHTTPDNSIREUPELTI , #HTURLEHEFIHOSTLIRE

Log.d(TAG, "Get IP: " + ip + " for host: " + url.getHost() + " from HTTPDNS successfully!");
String newUrl = path.replaceFirst(url.getHost(), ip);

conn = (HttpURLConnection) new URL(newUrl).openConnection();

/] BINRELEMER

if (headers != null) {

for (Map.Entry <String, String> field : headers.entrySet()) {
conn.setRequestProperty(field.getKey(), field.getValue());
}

}

// REHTTPIEKLHostiz
conn.setRequestProperty("Host", url.getHost());

}

}

3.2.3 HTTPSIERIEH#%4E

NREZHFANEREHTTPSIERK , FEHTIERRIE

if (conn instanceof HttpsURLConnection) {

final HttpsURLConnection httpsURLConnection = (HttpsURLConnection)conn;
// httpsif g | IEPREE

httpsURLConnection.setHostnameVerifier(new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {

String host = httpsURLConnection.getRequestProperty("Host");

if (null == host) {

host = httpsURLConnection.getURL().getHost();

}

return HttpsURLConnection.getDefaultHostnameVerifier().verify(host, session);
}

i

}

13
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3.24 SNIig&

MRBREREISNIZR | FEBEENXSSLSocket , XJYSNIZRARERIAFRILISESNL

TIsSniSocketFactory ssISocketFactory = new TIsSniSocketFactory((HttpsURLConnection) conn);
// snitgs , BIESSLScocket
((HttpsURLConnection) conn).setSSLSocketFactory(ssISocketFactory);

class TIsSniSocketFactory extends SSLSocketFactory {

private final String TAG = "TIsSniSocketFactory";

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
private HttpsURLConnection conn;

public TIsSniSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

@Override

public Socket createSocket(Socket plainSocket, String host, int port, boolean autoClose) throws IOException {
String peerHost = this.conn.getRequestProperty("Host");

if (peerHost == null)

peerHost = host;

Log.i(TAG, "customized createSocket. host: " + peerHost);

InetAddress address = plainSocket.getlnetAddress();

if (autoClose) {

// we don't need the plainSocket

plainSocket.close();

}

// create and connect SSL socket, but don't do hostname/certificate verification yet
SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);

// enable TLSv1.1/1.2 if available
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

// set up SNI before the handshake

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN_MR1) {
Log.i(TAG, "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, peerHost);

} else {

Log.d(TAG, "No documented SNI support on Android <4.2, trying with reflection”);
try {

java.lang.reflect. Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.class);
setHostnameMethod.invoke(ssl, peerHost);

} catch (Exception e) {

Log.w(TAG, "SNI not useable", e);

}

}

// verify hostname and certificate
SSLSession session = ssl.getSession();

14
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if (thostnameVerifier.verify(peerHost, session))
throw new SSLPeerUnverifiedException("Cannot verify hostname: " + peerHost);

Log.i(TAG, "Established " + session.getProtocol() + " connection with " + session.getPeerHost() +
"using " + session.getCipherSuite());

return ssl;

}
}

3.2.5 EEM

RIS mIREEER , LIFEAMREERPEGEH cookie

- MR REEKIRLEHcookie , B cookieRLAHZ kI B TIEIEN , EEMAGcookieR
TR RENRIETERURL A cookie , FRLAE =&
- WA B cookie , EF AR IRIEK

int code = conn.getResponseCode();

if (code >= 300 && code < 400) {

if (EXIRELFZHcookie) {

Y=

return super.shouldInterceptRequest(view, request);

}

// Rt EEEF XA EE M ocationflI A NEEX S
String location = conn.getHeaderField("Location");
if (location == null) {

location = conn.getHeaderField("location");

}

if (!(location.startsWith("http://") || location
.startsWith("https://"))) {

[/RERHEREREhost , RIREIEERIpath , FTAZEZE b2 url
URL originalUrl = new URL(path);

location = originalUrl.getProtocol() + "://"

+ originalUrl.getHost() + location;

}

Log.e(TAG, "code:" + code + "; location:" + location + ";path" + path);

KEIRER

} else {

// redirect finish.

Log.e(TAG, "redirect finish");

3.2.6 MIME&Encoding

AMNERI=BMLZIEK , FEIRE—"WebResourceResponse :

public WebResourceResponse(String mimeType, String encoding, InputStream data) ;

15
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BllEWebResourceResponseXt S R it

- ERAIMIMESLEY
- ERAVR
- IERATEINGR

HrhiERE AR LU@IZURLConnection.getInputStream()3XEYE] , TIMIMEZEfencodingBILAE
fJContentTypesRENE) , BNi@ITURLConnection.getContentType(), 40 :

text/html;charset=utf-8

BHARERBEREBEESEISTE contentType(SE. , LRTATLAISEUNTRES

String contentType = conn.getContentType();
String mime = getMime(contentType);
String charset = getCharset(contentType);

// TTMIMEZSBIRGIERAIZE,

if (TextUtils.isEmpty(mime)) {

return super.shouldInterceptRequest(view, request);

} else {

if (ITextUtils.isEmpty(charset)) {

// WNRFERRENZIMIMER charseta] LAE 524

return new WebResourceResponse(mime, charset, connection.getlnputStream());
} else {

/R EREHER

[/ ZHFIRFETERBER |, AT TS

if (isBinaryRes(mime)) {

Log.e(TAG, "binary resource for " + mime);

return new WebResourceResponse(mime, charset, connection.getlnputStream());
} else {

/] EEZHBRFRERBES | =8

Log.e(TAG, "non binary resource for " + mime);
return super.shouldInterceptRequest(view, request);
}

}

}

private boolean isBinaryRes(String mime) {
// AT R

if (mime.startsWith("image")

|| mime.startsWith("audio")

|| mime.startsWith("video")) {

return true;

} else {

return false;

}

}

4 RE
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HTTPDNS =fE

LR ERmiA |, fEWebViewlzR FANERIZEIZEI AT |

Ho

.
:

ERe] @a

EEHEBHE )

i*é@ﬁ
=
S

SSLSocket

ESZY)

Ho

ETEWIRE

E)

e

41 [FARER]

- API Level < 21H9i&%%

- POSTiEk

- THiFRENEIMIMESAIRiER

- ToEIRENERABRYAE SHHIS A K

4.2 (AR ]

AR
- API Level >= 21
- GETiEsk

- ATLBREEIMIMESRBILI R R S R B2 A LAEEIMIM ESS BRI — I S (4B K
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AR
- EEBHTTPIEK
- HTTPSiEK
- SNELSR

- HTTPRELHARE cookiefEEMIBK

4.3 5eEAED

HTTPDNS+WebViewR{ELHERIDIEES®E  GithubDemo
BE2%E mifit X XAYHTTPDN SI & s = Fafal{FERCookie ?

HTTPS ( &SNI) W358 "IPEIE" ARRE—XNE T EHttpDnsiETkSipE TipEENERSE.
(BERUREEAndroidim{EAIIMBIEZRRE OkHttp, Bid EAOKHtpIRMAAIBEEN DnsiRSZ =0 , JLAF ML
FtthfEFAHttpDNSAYBRSS

OkHttp2— MEIEMLEIERAIFRIE, 2Androidini K ARV ERIELE, BB (fSquare AEIRBIATE
fLHttpUrlConnectionfJApache HttpClient, BEEOKHttpAIARTALEL , #REZAIANdroid A& EH
OkHttp/EMLBIELE,

OkHttpBRAEFRSEDN SRS InetAddressit{TEIEREHT , (BRIHBRE T B2 Y DNSIRSMIED | BizE
OB TET LR E A H ttpDns,

1. BRENDNSEO

OkHttpZRE 7 —"Dnsi , BIIEIIxED , BAITLABENDNsRSS :

public class OkHttpDns implements Dns {

private static final Dns SYSTEM = Dns.SYSTEM;
HttpDnsService httpdns;//httpdns fEHfriRSS

private static OkHttpDns instance = null;

private OkHttpDns(Context context) {

this.httpdns = HttpDns.getService(context, "account id");
}

public static OkHttpDns getInstance(Context context) {
if(instance == null) {

instance = new OkHttpDns(context);

}

return instance;

}

@Override

public List<InetAddress> lookup(String hostname) throws UnknownHostException {
/B BT

String ip = httpdns.getlpByHostAsync(hostname);

if(ip != null) {

[MANRipAAnull , BREERIZIpEHITMESIEK
List<InetAddress> inetAddresses = Arrays.asList(InetAddress.getAllByName(ip));
Log.e("OkHttpDns", "inetAddresses:" + inetAddresses);

18



HTTPDNS

return inetAddresses;

}

//ANEIREINUll , ERFDNSHRSS#EITIRS
return Dns.SYSTEM.lookup(hostname);
}

}

2. 8 OkHttpClient

BlEOkHttpClient3ds: , £ NOkHttpDNsIISRAREEIADNSIRSS

private void okhttpDnsRequest() {

OkHttpClient client = new OkHttpClient.Builder()
.dns(OkHttpDns.getlnstance(getApplicationContext()))
build();

Request request = new Request.Builder()
.url("http://www.aliyun.com™)
build();

Response response = null;
client.newCall(request).enqueue(new Callback() {
@Override

public void onFailure(Call call, IOException e) {
e.printStackTrace();

}

@Override

public void onResponse(Call call, Response response) throws IOException {
if (Iresponse.isSuccessful()) throw new IOException("Unexpected code " + response);
DatalnputStream dis = new DatalnputStream(response.body().byteStream());
int len;

byte[] buff = new byte[4096];

StringBuilder result = new StringBuilder();

while ((len = dis.read(buff)) = -1) {

result.append(new String(buff, 0, len));

}

Log.d("OkHttpDns", "Response: " + result.toString());

}

i

}

LA LS EOkHttp+HttpDnsSEMAI S ERAT,

3. R&

BB E | OkHttp+HttpDnsBLATRANEEE

IfEe , REmITsEIDnsiEO IR AHttpDnsiRSS

BFISE , T EAEHTTPS SNILURIZE Cookie SR ZISER, MBTEHRY , HERESHT
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(ES

(Sl

=k

1. ERixE

TEApp WebView/NEMEIERIFZET , Android/iIOSEFETETRFAPIHTMEZIERIZE, , FLMBERENE
EEN , WIERAHTTPDNSHITEFIPHEIES K, (BiIOSEFEWebviewlf= F=8MNEZIEKE , EEETE
EETIPRINZEKRINAEX. SR, WHEHEER. NEMFE. Cookie, EFFZIE ; AndroidfRT LA
iIOSIBEIERRS , AREIRAFIROMBIMEIERIZEEENEFEER | LLA{EIRAAndroid ROMETF RS
APH=BHIMEFTKAEKBEKGIE, Bodyl5RE. GaXKE , WebviewizZE THTTPDNSHIER ( IPEEH
TMEIEK ) TRt S | B ERRENIX MARSHFHRERME | BFE—LiRfE , SEAREERR
SEAIRIZE/OS Framework A IBZR E4RE I SRANBFIML _LiRiA)RE,

2. HEMEHR
2.1 Android

BIELAFAPIXYWebViewiH{THLE ;

void setWebViewClient (WebViewClient client);

- BITEEWebViewClientth LA T /5% = E WebViewHIMEiEHK , SREGEKURL hosti# T
HTTPDNSIZ T , AT EIE S RATE BMASIERK—E , BHaURL. host=E; , IREHTTP
Header Hostld;, , &REIREFHERIIMAIWebResourceResponse,

/**

* i WebView4&iEK ( Android API < 21)

* HEg=EMSIERAIURL , i5K5E. BERABETLEES

*/

public WebResourceResponse shouldInterceptRequest(WebView view,
String url);

/**

* $ZEWebViewk£&i5K ( Android API >= 21)

* B fETWebResourceRequestiISIRENMLZiEKBXR(ER

*/

public WebResourceResponse shouldInterceptRequest(WebView view,
WebResourceRequest request);

- {EARAE#EAndroid WebClient APIL,
2.2 i0S
- EFNSURLProtocolT#2#i0SE % _EETF FEMLZEENSURLConnection/NSURLSession & IR
15K , WebViewk HAYEKEHFEREA ;

- BELATMEOIEMBEE X NSURLProtocol , FAF=EWebView EEMEIFK , FHEIZEHAIMEIZK
EEMERE. Bl EERFLIEEE  BERRIRGFIRIER.
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[NSURLProtocol registerClass:[CustomProtocol class]];

- BEXNSURLProtocol{METFEMA

- fEcanInitWithRequest i iEEZEEMIHTTPDNSIH A FETAYEXK ;

- IEKIZESE |, MHTTPDNSIRZREAT ;

- TSRS , AESEERK—RE , BEURLhost=E] , BHRHTTP Header Hostls, , FHEEi%
BERAEIERE. B EEmEGE ;

- JBIINSURLProtocolClientfJ#z0 , BiERQIBLER KR REIWebViewRIAIEK.

- NSURLProtocol{§FZ&* Apple NSURLProtocol APl , 3EERE A RAHLIEE%EApple Sample Code

- CustomHTTPProtocol,
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