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API
CreatePhysicalConnection
CancelPhysicalConnection
DeletePhysicalConnection
DescribePhysicalConnections
EnablePhysicalConnection
ModifyPhysicalConnection

TerminatePhysicalConnection
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API
CreateVirtualBorderRouter
DescribeVirtualBorderRouters

DescribeVirtualBorderRoutersForPhysic
alConnection

ModifyVirtualBorderRouter
RecoverVirtualBorderRouter

TerminateVirtualBorderRouter
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API A
ActivateRouterInterface KIERREOE S
ConnectRouterInterface RIS R
CreateRouterInterface S EEEEO
DeactivateRouterInterface KIRREOEHIFENE
DeleteRouterInterface pREE RS
DescribeRouterInterfaces EEIRAEEATIR
ModifyRouterInterfaceAttribute IEXR RO RS
ModifyRouterInterfaceSpec 1B AR OIS
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acs:vpc:$regionid:$accountid:routerinterface/$
routerinterfaceid
acs:vpc:$regionid:$accountid:routerinterface/*
acs:vpc:*:$accountid:routerinterface/*

RouterInterface

acs:vpc:$regionid:$accountid:physicalconnecti
on/$physicalconnectionid
acs:vpc:$regionid:$accountid:physicalconnecti
on/*

PhysicalConnection
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VirtualBorderRouter

RouteTable
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API

DescribeAccessPoints
CreatePhysicalConnection
DescribePhysicalConnections
ModifyPhysicalConnectionAttribute
EnablePhysicalConnection
CancelPhysicalConnection
TerminatePhysicalConnection
DeletePhysicalConnection
CreateVirtualBorderRouter
DescribeVirtualBorderRouters
ModifyVirtualBorderRouterAttribute
DeleteVirtualBorderRouter

DescribeVirtualBorderRoutersForPhysicalConn
ection

TerminateVirtualBorderRouter
RecoverVirtualBorderRouter
CreateRouteEntry
DescribeRouteTables
DeleteRouteEntry

CreateRouterInterface

acs:vpc:*:$accountid:physicalconnection/*

acs:vpc:$regionid:$accountid:virtualborderrou
ter/$virtualborderrouterid
acs:vpc:$regionid:$accountid:virtualborderrou
ter/*
acs:vpc:*:$accountid:virtualborderrouter/*

acs:vpc:$regionid:$accountid:routertable/$rou
tertableid
acs:vpc:$regionid:$accountid:routertable/*
acs:vpc:*:$accountid:routertable/*

acs:vpc:$regionid:$accountid:*
acs:vpc:*:$accountid:*

Hrh : ffH $regionid RIAEA region B9 ID , 8k&" * " ; & $routerinterface RIAFEANEIP A ID |, g
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Action

vpc:DescribeAccessPoints
vpc:CreatePhysicalConnection
vpc:DescribePhysicalConnections
vpc:ModifyPhysicalConnectionAttribute
vpc:EnablePhysicalConnection
vpc:CancelPhysicalConnection
vpc:TerminatePhysicalConnection
vpc:DeletePhysicalConnection
vpc:CreateVirtualBorderRouter
vpc:DescribeVirtualBorderRouters
vpc:ModifyVirtualBorderRouterAttribute
vpc:DeleteVirtualBorderRouter

vpc:DescribeVirtualBorderRoutersForPhysicalC
onnection

vpc:TerminateVirtualBorderRouter
vpc:RecoverVirtualBorderRouter
vpc:CreateRouteEntry
vpc:DescribeRouteTables
vpc:DeleteRouteEntry

vpc:CreateRouterInterface
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ConnectRouterInterface vpc:ConnectRouterInterface

DescribeRouterlnterfaces vpc:DescribeRouterlnterfaces
DeactivateRouterInterface vpc:DeactivateRouterInterface
ActivateRouterInterface vpc:ActivateRouterInterface
ModifyRouterlnterfaceAttribute vpc:ModifyRouterlnterfaceAttribute
ModifyRouterlnterfaceSpec vpc:ModifyRouterlnterfaceSpec

DeleteRouterlnterface vpc:DeleteRouterInterface
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Action

vpc:DescribeAccessP
oints

vpc:CreatePhysicalC
onnection

vpc:DescribePhysical
Connections

vpc:ModifyPhysicalC
onnectionAttribute

vpc:EnablePhysicalC
onnection

vpc:CancelPhysicalC
onnection

vpc:TerminatePhysic
alConnection

vpc:DeletePhysicalC
onnection

vpc:CreateVirtualBor

Resource

acs:vpc:*:$accountid:
*

acs:vpc:$regionid:$a
ccountid:physicalcon
nection/*

acs:vpc:$regionid:$a
ccountid:physicalcon
nection/*

acs:vpc:$regionid:$a

ccountid:physicalcon
nection/$physicalco

nnectionid

acs:vpc:$regionid:$a

ccountid:physicalcon
nection/$physicalco

nnectionid

acs:vpc:$regionid:$a

ccountid:physicalcon
nection/$physicalco

nnectionid

acs:vpc:$regionid:$a

ccountid:physicalcon
nection/$physicalco

nnectionid

acs:vpc:$regionid:$a

ccountid:physicalcon
nection/$physicalco

nnectionid

acs:vpc:$regionid:$a

Condition
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vpc:DescribeVirtualB
orderRouters

vpc:ModifyVirtualBo
rderRouterAttribute

vpc:DeleteVirtualBor
derRouter

vpc:DescribeVirtualB
orderRoutersForPhy
sicalConnection

vpc:TerminateVirtual
BorderRouter

vpc:RecoverVirtualB
orderRouter

vpc:CreateRouteEntr
y

vpc:DescribeRouteTa
bles

vpc:DeleteRouteEntr
y

vpc:CreateRouterInt

ccountid:virtualbord
errouter/*
acs:vpc:$regionid:$a
ccountid:physicalcon
nection/$physicalco
nnectionid

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/*

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/$virtualbor
derrouterid

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/$virtualbor
derrouterid

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/*

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/$virtualbor
derrouterid

acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/$virtualbor
derrouterid

acs:vpc:$regionid:$a
ccountid:routertable
/$routertableid

acs:vpc:$regionid:$a
ccountid:routertable
/*

acs:vpc:$regionid:$a
ccountid:routertable
/$routertableid

PR EERs

“vpd:PhysicalConne
ction” " acs:vpc:$re
gionid:$accountid:p
hysicalconnection/$
physicalconnectioni

d

VRouterd AL :
“vpc:VRouter” " a
cs:vpc$regionid:$acc
ountid:vrouter/$vro
uterid”
VirtualBorderRouter
PRYREEER
“vpc:VirtualBorderR
outer” :" acsivpc:$re
gionid:$accountid:vir
tualborderrouter/$vi

rtualborderrouterid
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erface

vpc:ConnectRouterln
terface

vpc:DescribeRouterl
nterfaces

vpc:DeactivateRoute
rInterface

vpc:ActivateRouterln
terface

vpc:ModifyRouterInt
erfaceAttribute

vpc:ModifyRouterInt
erfaceSpec

vpc:DeleteRouterInt
erface

RouterTypey
VRouter:
acs:vpc:$regionid:$a
ccountid:routerinterf
ace/*
acs:vpc:$regionid:$a
ccountid:vrouter/$vr
outerid

FriEi& s
RouterType3
VirtualBorderRouter:
acs:vpc:$regionid:$a
ccountid:routerinterf
ace/*
acs:vpc:$regionid:$a
ccountid:virtualbord
errouter/$virtualbor
derrouterid

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/*

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d

acs:vpc:$regionid:$a
ccountid:routerinterf
ace/$routerinterfacei
d
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