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MiERE
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L2249 R St

BB , TS , SR @:%%EEFH mAE’JFHF'% SHEBERES (B : owner ; B3
wehangenassword ). R B SHE RIAE Res BESZIE t Y &, TEFS :

* Welcome to Edgebox Initial Setup *
B T T T T T T T o T

This Setup will guild you completing the Edgebox initialization process.
Do you want to change your password? [Y/n]:

=M= oL nIm
i s i e i e i s e

* Welcome to Edgebox Initial Setup *

I Ty s T T e s sy

This Setup will guild you completing the Edgebox initialization process.
Do you want to change your password? [Y/n]:

n

Merging home partition to root...

[sudo] password for owner:

Home partition is merged to root

Config network, do you want to use manual mode? [Y/n]:
b

FHEEYE , BHEEECentOsEUASISIPECE N , 40 NEFT:
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—1 NetworkManager TUI F—

Please select an option

Edit a connection

Activate a connection
Set system hostname

Quit

- Edit a connection : BJE— N ETHOERS,
- Activate a connection : EiE S Bt B HYERS.
- Set system hostname ; IRERFHIFENZR.

Ethernet

System enol

ensgfo

enoz

ens4fl Deletex
ensdfo

ensgfl
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- Addresses : IRSSIPHEIE,

- Getway : RIXEZH,

- DNSS Servers : DNSXIFf#HT,

- Automatically connect : BaZERE,

- Available to all users : IEFRFETERF.

xR
BRI ERTRA , BrhSIEHHTIERE , #ilUEAutomatically connect5Available to all usersiEBg T

BBKE  BEMPMEEEBEER , iEi¥Activate a connection , BHTEEBRSIPEE , (I TR :
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—{ HNetworkManager TUI |—

Please select an option

Edit a connection

Activate a connection

|
|
|
|
|
| Set system hostname
|
|
|
|
|
L

Quit

" KRNCAIRSBIPERECERT , TEEHTEE , ITEMR
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| Ethernet (enol) <Deactivate:=

* System enol

Ethernet (eno2)
* eno?Z

Ethernet (ens4fd)
ens4fo

Ethernet (ens4fl)
ens4fl

Ethernet (ens8fd)
enssfo

Ethernet (ens3f1)
ens8fl
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Home partition is merged to root

Config network, do you want to use manual mode? [Y/n]:

n

[sudo] password for owner:

enol: flags=4163<UP,BROADCAST, RUNNING, MULTICAST= mtu 1500
inet 20.42.82.67 netmask 255.255.255.128 broadcast 30.42.82.127
inett fe8@::2a@:coff:fedd:0 prefixlen 64 scopeid @x20<link=
ether 00:00:c9:00:00:00 txgqueuelen 1000 (Ethernet)
R¥ packets 124034 bytes 26442825 (25.2 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 1060 bytes 191367 (186.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @
device memory 0x9d120000-9d13ffff

enoZ: flags=4099-<UP, BROADCAST, MULTICAST= mtu 1500
inet 38.42.82.49 netmask 255.255.255.255 broadcast 30.42.82.49
inett fe8@::502a:2b52:3971:3%ee prefixlen 64 scopeid 0x20<link=
ether 00:00:c9:00:00:01 txqueuelen 1000 (Ethernet)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX puackets @ bytes 0 (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @
device memory 0x9d100000-9d11ffff

1 flags=4099=UP, BROADCAST, MULTICAST= mtu 1500
ether 70:57:bf:f9:a1:24 txqueuelen 1000 {Fthernet)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

s = mtu 1580
ether 70:57:bf: 910l txqueuelen 1000 (Ethernet)

RX packets @ bytes @ (0.0 B)

RX errors @ dropped @ overruns @ frame @

T¥ packets @ bytes 0 (0.0 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

1 flags=4099<UP, BROADCAST, MULTICAST> mtu 1500
ether 3c:fd:fe:d?:3d:bc  txqueuelen 1000 (Fthernet)

IP, WNNEIF
EJJ,D\IPEEE%EJZE R EREFEREREBMRIREINEN , MARMREIEERERIETAERR , NN ERT

Is this network configuration O0K? [Y/n]:
¥

Setup user account...

Please input name for this dewvice:
devicedl

Please input user bind code:

Is this network configuration 0K? [Y/n]:
y

Setup user account...

Please input name for this device:
devicedl

Please input user bind code:

52995ded

BIEBEMANG B TZEREFRLE , DPSRIERIAL | #EHENHEHBEE. LI successful J9EGERIN
AIE , AN TFERR :
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Enable DPS

Optimizing system audit log

Start TOT Link Fdge Services...

cp: cannot create reqular file ome/owner.tar.gz’: Permission denied
tar: owner.tar.gz: Cannot open: No such file or directory
tar: Error is not recoverable: exiting now

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated.

Waiting for DPS activated.

Waiting for DPS activated.

Waiting for DPS activated.

Waiting for DPS activated.

DPS is activated

Start I0T Link Edge Services...

cp: cannot create reqular file ome/owner.tar.gz’: Permission denied
tar: owner.tar.gz: Cannot open: No such file or directory
tar: Error is not recoverable: exiting now

Services installed !

Your system has been initialized successfully !

FkkkkkdFFrFrrkkkdkrrFFrrbkkkkrrrF bbbk k kb kF ket

*  Welcome to Alibaba Cloud IoT Security Console *
FkkkkkdFFrFrkkkrkrrFFrrrkkdkrrrFrrkkdk bk F ket

[clish-info] clish execute : echo "Welcome “whoami™ it is “date™"
Welcome owner it is Mon Dec 30 01:13:49 EST 2019

attsemia ,H\ka TRIETTH |, Hﬁj‘ld:ﬁ;%%@ﬂ@sshﬁﬁ):‘ MANARPE. BRERESE  ARARE

Y]
Op imizing system audit log, thls may requlre administrator validation... ~
[sudo] password for owner:

KRR KRR KRR KRR KKK R KKK KK K

*  Welcome to Alibaba Cloud IoT Security Console *
KRR KA KA KA A KA KA A A A KA A A HA A A A I A KKK

[clish-info] clish execute : echo "Welcome ‘whoami' it is ‘date'"
[Welcome owner it is Thu Dec 12 15:36:34 CST 2019
>

>
>
>
>
add-gateway add-ssh-user change-passwd clock

del-gateway dynamic-net-down dynamic-net-up
help history if-down

ifconfig logout params
script set-dns show-network
-route system-reset top traceroute

add-gateway add-ssh-user

> add-ssh-user

[Add user sshuser for this Edgebox, please REMEMBER THE USER NAME FIRMLY for future useage
adduser: user 'sshuser' already exists

User sshuser has been created, please set password for it, MAKE SURE YOU USE STRONG PASSWORD !!!!
Changing password for user sshuser.

New password:

[BAD PASSWORD: The password is shorter than 8 characters

Retype new password:

passwd: all authentication tokens updated successfully.

User has been created

> v

BIEESSR I ERESSH | MARENRAFRSENE | ImEHEEN , S TEF
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pre-69...  1/32G/50G 4% /4% 2% /3% 2019-12-11 09:57:19 ] EdgeboxTism 1% SSH % ~

EFASSHIZEERMING | BHEEENEHG , WENHTIEHESIRE BB XHMEREENF , JRELE

e00c1233 200c1233 2019-12-12 11:00:40

Last login: Thu Dec 12 11:00:40 2019 from localhost

_ = [sshuser@iot-nhwirg-ol-35-121203 ~]§ stty cols 74 && stty rows 40 && expor
[sshuser@iot-nhwirg-01-35-121203 ~15 I

#8E & / home / sshuser Q

ERETHEENG— TR BEES>Re |, IEELLEIRYES |, WEEENENHTEE , W
TEFf :
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NFEERE SHHRPHNFERFEXNN AR TAREEE , SR EHIEE > B AU TR0, M
EHINREENE | B, Bim, T8, A%F  WTERx

DR BEEm AL S TR X

mysqlhatl

7S @ ETIER

TanE

FREM

appopen

mysqgl1211

%: GPU: 1850m | PA75: 5120M @
5 2019-12-11 14:36:53

[IFIRCE: MiKEAmysqlhal211

5 TR AT A
- B

| ==
FERS [k m] MBI RIE
® X% appopen: - B %2 &% I's 55
mysgl1211 mysqgl1211-1 P -
® E® mysql1211 3. mysgH211-1 - ¢ o BB 5E 2

3.2z AEE

BRANER

>IpRAL EHIP+iRAS , FIFFFRRORERREHITAE , I TFERFR

13



BB — A ERE

HAmTRENE (

EdgeBox&E¥ 30.42 i fvolume1/kBs

AR

> ! Link Visual 2458 1.0.0 BAEMH BiF

- Link Visual &— 484t . iEfE. R, aitHOISEE T AR,

! Link EdgeiB4i@&#A 1.00  E74f
[ Link Edgeilii /2 S MIHELERFRINY, FRMEEANAE, RARSUR, IR, HHX. BIR. BRRNTETHERS.

! BEAPIRX 1.0.0 EAAEMN
BIRAFILAPIRS S —FN. FHESTHANELEN.

.} ihigieEla 100 Ea@En ® EfTd
b

EARFET, AAPEREERRN. THAEANAD

1 AP 100 BEASf e ETP

SRR HIKS BIR, AR R —OAuthERGLED

5F "ﬁf&it:}i'lotedgeadmm" %‘_% "ERHERIET | APRSEBR—H , EREREFISHEED | iEEA

TS BIBERE

EDGE CLUSTER CONSOLE

BRAINIE  TREEENANNAERE  EANRFE B

RIFIETR

2] (]

3.3RFEHE

BEWSEE>MEWS  iF0 "SEERT (BAFP|. B, FS) | B, FSEER—, FHER
R FISERERZARENERE , I TEF

14



BReG— TR

NREEENNIGIEHENZEHTES | oTRGHEEE > HERAPHL > BB Ih8E | HIEEra%
EHEEREEN "BRIK iotedgeadmin” |, AT TFEF: :

SEEKEL EdgeBoxfERt it 30. TFE3E2: Nvolume/kBs
BRSSHER: - TR - SRR - BN
BREE BeFEE RIFAEE
BT
.’! Link Visual 04450 100 maif iR
~ 7 Link Visual B—MESIBTEE . M. %8, ait HONASTASS.
n nl Link Edgeil#&i@IgA 100  ExM@e
~ 4 UnkEdgeililE: B died, WMELTH, BN, BAK. BIR. BHMAAETHIRS,

SRR n.

&; WEAPIRRX 100 EAAN
% 9

HEAO: 30.
EARFET, HEFRATEREN. THOMEBHAOD.

=N
‘\ % HSERIE 100 ERESE e ETE E3

[ == |

EEEH

,_ BEAPPRL 1.00  BFEHF e BT
l e -

PENERREIES TR, AHERS—OAUE RN

0
P B SHET [ 5w

3. AR AR iz

BEzEEE> NAKE  TEENSEZEFTNNASR. NARE, fEirEER , BERETHE
=, AOIBEENARES , (N FER

(S [o— —
KEEG / EEENS
THEE
AnE| LR

ERATI&R

HRER [riEs<) s B B’

z_OauthTest WERE W EGR - TANIE

Yii1216mysql01 ERREA  EHR - BAFIR

yii1216redis02 WEEER v EFP , TAVIE

yit216%:801 WEEER v ETR hittp://30.42.82 TANE

BENARE> TRYIFRTEE LN AETRESROER , TNE

15



BReG— TR

CImEZ WSEE ESEE  oedgeadmn v

KBRS / EEWE /| TANE

BEER

PRAR
HASH ®S ABED SASE0 B
yiloauth1111 v ETR ‘yiloaut! 3042. i i

Bk uEER

BHEM CPU (®R#E |EHE) R (ERE| 2EE) ETEN

app- 0.38% | 0.11% 040%0.01% 30.42.82.41

CIMES sepss e iotedgeadmin v

Ll ]

EHEE

ENIIR
TAER PRRE wE Pt KE (CPUAH/EER) CPU (ifRE | RAE) AHERRE | AR SRR
Iot-zmopuc-o+-35-8 EdgeBox v R 3042 80G/268.96/8.7T 397% | 3.44% 194% 025% 2019-12-1619:53:28
iot-zmopuc-oi-39-1216 EdgeBox © &4 3042 4C/B.16/1193G ofo olo 2019-12-16 142450
iot-zmopuc-01-69-121602 EdgeBox © as 3042 16C/3366/221.9G ofo olo 2019-12-16 14:25:01
iot-zmopuc-o1-69-7 EdgeBox Vv iR 3042, 160/33.66/221.9G 5.32% | 6.06% 321%0.26% 2019-12-16 18:50:16

3.65-AHRIN

BEEER > FEUBASRBUTHAPKAER , EiS @SR fRENAR | T B

16



BRGNS ERE

PRR RS TS APIBS  TBENER  XHRO B3 v iotlinktest002 v

NRFRBEEBUAAS | EEHE x

SRR > SHER

£ FEC121-40-119-178
$EBfHRY: EdgeBoxSEEf TFiEithL: - e -
BRESHbHEER: - FREZE: - SEEHIAN: 180
nRER anER i SERHRAR
BEAIE * B S:
0 URTRE, ENTRHAER ‘
- « SEARIRAR
SRDENR [ SR [l
[IEdgebox Tiss TRIER TR
TREM Wi P = RIE
a0 ]
121-40... ® BT 1721688 GBI KT 2T 7% 7405% 20191105 1933435 I8 SEHA ES -

BHER S¥iEA
SERFTBERUR SRR A IR SRR P TR N AR E.

- STHSRIERUTT AR | IR B
REDERIIR IR TA B, SRR,

BRes—AREFM

LA RS

FENFHE , HEAZIRERE , X SERERANRFESERERRS (P : owner

SR R R 2 2o &, TERTE

AGEN IR

7

A
1= NdNdecDd wielge (=S )] B
FkkFhkkkrk bbbk rebr Rk EERkkhkErkbkkrrbk
* Welcome to Edgebox Initial Setup *
FkkFhkkkrr bbb EE Rk kR Rk ek bk
This Setup will guild you completing the Edgebox initialization process.
Do you want to change your password? [Y/n]:

RENIE  RECEAREFIRENSIP. MAY: 2, n: &, ITERMR:
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EXEEEEFEEFEFEE AL R FEEEF R EE

* Welcome to Edgebox Initial Setup *
ST ST S ST ST ST SRS T R R S L

This Setup will guild you completing the Edgebox initialization process.
Do you want to change your password? [Y/n]:

n
Merging home partition to root...
[sudo] password for owner:

Home partition is merged to root

Config network, do you want to use manual mode? [Y/n]:
b

BEERY , BEAFaHTRAHTNEEE ; B0 , /iEkEn , PHEECentOSEHHRIRT ML NESECE N

—{ NetworkManager TUI |—

Please select an option

Edit a connection

Activate a connection

Quit

|
|
|
|
|
| Set system hostname
|
|
|
|
|

- Edit a connection : 83— \ETROER: ;
- Activate a connection : EiECECBRNESEE ;
- Set system hostname ; IRBRFRIENEFR ;

E#EEdit a connectionBkEEAIECENT A (MO ) TWE. W FERR :

18
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Ethernet
ensgfo
enoz
ens4fl <Deletex
ensdfo
ensgfl

TR, EEARANE , ENINAN-REIRAR , BERIEINTRE ((MS% , LRERATRE
SFEEE,

...........

19
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= er;;s;ss0f1 ﬁnp9580f0 ) Tr[e”“’j, ’

- Addresses : BRSSIPHBIE+F RIS , 18TV AIP/#EED |, 401192.168.2.1/24 , X3KIP5192.168.2.1 , F
MRS /9255.255.255.0 ;

- Getway : WFZERH ;

- DNS Servers : DNSXIf#E#T ;

- Automatically connect : Ea%EE ;

- Available to all users : IEFRFEERF ;

20
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FE
BIGTIRNCEEZFRE , B SIRHTIEE | @iEAutomatically connect5Available to all usersiEIH T4

BSIPELE , W TNERTR

—{ MNetworkManager TUI |—i
Please select an option
Edit a connection

Activate a connection

|
|
|
|
|
| Set system hostname
|
|
|
|
|

Quit

" FRCHIRSIPERECEMNT) , TERHITIER , W NERTR
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| Ethernet (enol) <Deactivate:=

* System enol

Ethernet (eno2)
* eno?Z

Ethernet (ens4fd)
ens4fo

Ethernet (ens4fl)
ens4fl

Ethernet (ens8fd)
enssfo

Ethernet (ens3f1)
ens8fl

1
E
E
2
L}
E
s
E
s
S
s
s
s
s
s
2
E
s
E
E
s
s
s
s
s
2
o
2
s
E
E
4

EEENBHMEENSIP , BIEREDRIPERIE , enol AFIREIITIAIP , eno2 8 EIAFHEENT R
IP, WNTNEIF
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Home partition is merged to root
Config network, do you want to use manual mode? [Y/n]:

n

[sudo] password for owner:
enol: flogs=4163<UP,BROADCAST,RUNNING, MULTICAST= mtu 1500

inet 30.42.82.67 netmask 255.255.255.128 broodcast 30.42.82.127
inett fe8@::2a0:coff:fe@d:0 prefixlen 64 scopeid @0x20<link=
ether 00:00:c9:00:00:00 txqueuelen 1800 (Ethernet)

R¥ packets 124034 bytes 26442825 (25.2 MiB)

R¥ errors @ dropped @ overruns @ frame @

TX packets 1060 bytes 191367 (186.8 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

device memory 0x9d120000-9d13ffff

enoZ: flags=4099-UP, BROADCAST, MULTICAST= mtu 1500

inet 30.42.82.49 netmask 255.255.255.255 broadcast 20.42.82.49

inet6 fe80::502a:2b52:3971:3%e prefixlen 64 scopeid 0x20<link=

ether 00:00:c9:00:00:01 txqueuelen 1800 (Ethernet)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @

TX pockets @ bytes @ (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0
device memory 0x9d100000-9d11ffff

1ags=4899-UP, BROADCAST, , MULTICAST= mtu 1500

ether 70:57:bf:f9:a1:24 txqueuelen 1800 (Fthernet)

RX packets @ bytes @ (0.0 B)

RX errors @ dropped @ overruns @ frame @

TX packets @ bytes 0 (0.0 B)

TX errors @ dropped @ overruns @ carrier @ collisions ©

flags=4899-UP, BROADCAST,, MULTICAST= mtu 1500

ether 70:57:bf:f9:01:26 txqueuelen 1800 (Ethernet)

RX packets @ bytes @ (0.0 B)

RX errors @ dropped @ overruns @ frame @

TX packets @ bytes 0 (0.0 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

1ags=4099-<UP, BROADCAST,, MULTTICAST=> mtu 1500
ether 3c:fd:fe:d?:3d:bc  txqueuelen 1800 (Fthernet)

2. RIS

THSIPE

Fi= :

Is this network configuration 0K? [Y/n]:

¥
Setup user account...

Please input name for this device:
device@l
Please input user bind code:
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Is this network configuration OK? [Y/n]:

¥
Setup user account...

Please input name for this device:
device@l

Please input user bind code:
52995ded

3. EcE RO

AEIRENG |, BHITRERGREE , DPSRIERIANLE | iIREEIERIEE AT, SthMsuccessful miEhERITI

Enable
Optimizing system audit log

Start I0T Link Edge Services...

cp: cannot create regular file ‘/home/owner.tar.gz’: Permission denied
tar: owner.tar.gz: Cannot op No such file or directory

tar: Error is not recoverable: exiting now

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

Waiting for DPS activated...

DPS is activated

Start I0T Link Edge Services..

cp: cannot create regular file */home/owner.tar.gz’: Permission denied
tar: owner.tar.gz: Cannot open: Mo such file or directory

tar: Er is not recoverable: exiting now

Services installed !

Your system has been initialized successfully !

REEIEE , B EEMNTIRE. N TNER
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F D T R e g e e g S LI e ST T T

*  Welcome to Alibaba Cloud ToT Security Console ¥
FhkEkkFkEEFFEEEEERFREEEFFFEEEFFRREEERF R EFFFEREEERFEE

[clish-info] clish execute : echo "Welcome “whoami®™ it is “date™
Welcome owner it is Mon Dec 30 01:13:49 EST 2019

FENAIRURHABIS D3 |, Miaitsenlfa | PRSI EMEITH. INTEFT:

0 tIRTRE, EWTRNFERSSPRIDTRETARE,

TREM freod 1Pt BE CPU AF B E RETE WfF

node-1 ® EFH 30.42.82.77 8C/16G/50G 38% / 104% 26% / 109% 2019-12-26 14:43:20 = 31 SSH B ~

& FERFERENENR(ERIE | TS EERNG—AIIBEFFM
https://help.aliyun.com/document_detail/145504.html

Features

1. Product overview

Edge applications are applications that are deployed at the locations of the users. These applications
are suitable for scenarios that require data to be processed in real time in a secure and reliable
manner. For example, edge applications can be used for access control systems, building automation
systems, and video algorithm applications.

EdgeBox provides a new deployment model for edge applications based on Kubernetes. Resources of
edge hosts such as the CPU, memory, storage, and network are virtualized for scheduling, and
applications are containerized for orchestration. You can use EdgeBox for lifecycle management and
remote O&M of edge applications. Edgebox provides high security, high availability, reliable disaster
recovery, and efficient resource utilization for the applications.

Multiple Edgeboxes can be virtualized into a single resource pool that includes resources such as the
CPUs and the memory. Applications are packaged into containers and orchestrated within the
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resource pool. At the same time, EdgeBox ensures the reliability and security of the applications that
run in the resource pool.

2. Industry analysis

The current mainstream application deployment model often requires independent software vendors
(ISVs) or users to provide one or more servers in the on-premises data center. This model has several
problems:

Deployment and O&M

Without standardized infrastructure for edge applications, performing day-to-day tasks such as
updates, monitoring, and remote O&M of applications becomes a challenge. Users are often unable
to perform on-demand updates because ISVs often do not provide a dedicated channel for
application updates. Furthermore, hosts deployed at the edge often do not have a public IP address
and rarely allow remote access. This further complicates O&M and monitoring operations, and ISVs
must perform such operations on-site. This approach is time-consuming and costly.

Moreover, different applications may require different O&M strategies, which further increase the
difficulty of maintaining the applications.

Disaster recovery and fault tolerance

Disaster recovery and fault tolerance operations for applications require a large amount of workload
and training. EdgeBox solves this problem by providing a built-in KeepAlived component and
middleware (such as MySQL) that creates multiple data replicas. This enables users to achieve high
data and service availability in a distributed environment. EdgeBox also provides mechanisms to
monitor applications and interact with containers.

Resource scheduling

ISVs often deploy different applications on different hosts to reduce interference from other
applications and ensure the isolation of different applications. This inevitably leads to low resource
utilization. Customers can choose to use infrastructure as a service (IaaS) solutions such as VMWare
and OpenStack, but these solutions are costly and have high O&M requirements. Therefore, this
solution is not suitable for small-scale edge applications. However, without such virtual
infrastructures, it is also very difficult to scale applications and adjust resource utilization strategies
based on actual demands.
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Security

The mainstream model for deployment of edge applications introduces a series of security challenges
for IT engineers and operators to tackle. Such challenges can include physically securing the hosts,
responding to abnormal requests, detecting system looping holes, and performing timely updates.
These security issues are often overlooked despite the fact that they are critical to the application
deployment.

Integration and coordination

Companies with multiple branches often need to connect edge applications of different branches
with the cloud platform of the headquarters. Under the mainstream model, edge-to-cloud requests
can be achieved. However, cloud-to-edge communication is not possible and external users cannot
use the edge applications. Edge applications of different branches are isolated because there are no
dedicated communication channels or centralized account management.

3. Benefits

1. Efficient deployment and O&M

Application Life-circle

Management
Provide visual editing tools to quickly configure Qo
(o]0)
licati .
applications APP O&M
Provide version management, support application
creation, release and iteration = Host Mana gement
= One-click management of edge
Application Runtime O&M hosts
Support application runtime expansion and reduction = Crrm- = Support docker virtualization
-
Provide cloud SSH tool to support users to control — for GPU / X86 CPU
o HOST O&M -
applications from remote = = Support cloud edge monitoring
Support edge and cloud real-time monitoring of application host status
running status = = Support remote SSH control host

2. Reliable disaster recovery and high fault tolerance
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[ S

Network Reliable

Service Reliable

Data Reliable

3. High security

Power Reliable

Port white List

Network Perception

Security Tunnel

SSL Transport

Application License

Copy Proof

Isolation by namespace

Docker image scanning

|— Network
] é Security

R .
Application
Security

= =
= Host
[ Security

Log retrieve and analysis

System Object Percetion

Pogress Perception

0S security

Use case

1. Background

The Sunac property services group is a company that serves over 400 residential complexes. To
reduce operating costs and improve the experience of the residents, the company wants to transform
the residential complexes by using Al technologies. To standardize the Al system for delivery,
integration, and continuous O&M, the group came up with the idea “A closed-loop cloud
interconnected to multiple closed-looped edges” . To bring this idea to reality, the transformation

process requires the following:

1. Independent edges: The system at the edge can perform basic functions without the need
to be connected to the cloud. This prevents possible single-point failures from the

N
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headquarters and potential network instability.

2. Reliable edges: The system at the edge must support fault detection, data migration and
data recovery to ensure the overall reliability of the service.

3. Distributed replication: The overall system (including the subsystems) can be replicated and
deployed to multiple residential complexes to reduce the deployment time.

4. Remote O&M: The business system within each residential complex can be accessed
remotely for monitoring, alerts, updates, and various emergency operations.

2. Solution

The Sunac property group has partnered with Alibaba Cloud IoT team to deploy their solution by
using EdgeBox and Link IoT Edge. In the solution, applications can be independently managed at the
edge and the company can dispatch and deploy applications from the cloud to the edge. This
ensures high availability of edge applications and applications can be accessed, updated, and
maintained over a remote connection. At the same time, the IoT team developed a dedicated service
bus for information exchange so that the system is integrated from the cloud to the edge. By using
Edgebox and implementing the solution together with Link IoT Edge, the Sunac property service
group is able to quickly replicate and integrate the residence management system and greatly reduce
the cost of building smart residential complexes.

The solution:

1. Migrate business applications to and subsequently host them on IoT Platform. These business
applications include the pedestrian system, vehicle system, monitoring system, intercom system, and
access control system.

2. Two EdgeBoxes are deployed at each residential complex. Each EdgeBox is installed with
components for device access, high availability, data service, and threat detection.

3. During the deployment, applications are dispatched from the cloud to the EdgeBoxes and quickly
replicated across different residential complexes.

4. To implement central management, the system is integrated with the internal management system
of the Sunac property services group.
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Sunac property services group: HQ Management System

1

One click Integration
deployment DA Cloud and Edge

-
L Remote O&M Disaster recovery

Infrastructure of cloud

i
l Tunnel of Cloud and Edge l l i

Residential Complexes 1 - EdgeBox

[ EdgeBox - Infrastructure of Edge

Personnel Vehicle Video Access
access access monitoring I:tveernT control
N —— . Lem Residential Residential

Complexes Complexes
2

Device access component (Link loT Edge) n

I3 & &

Residential Complexes Devices

3. Results

By using Edgebox and implementing the solution together with Link IoT Edge, the Sunac property
service group is able to quickly replicate and integrate the residence management system and greatly
reduce the cost of building smart residential complexes.
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Specification

1. Hardware specifications:

. CPU: 40 vCPUs

. Memory: 256 GB

. Storage: 480 GB SSD, 24 TB (3 x 8 TB) HDD

.GPU:1 x T4

. Network port: 2 x Gigabit Ethernet ports, 2 x 10 GB optical ports (with optical modules)
. USB: 6

. Operating temperature: 5 °C to 45 °C

. Compact chassis

. Weight : 48.5 LBS

10. Data eradication: N/A. Once deployed, edge appliance is part of customer’ s private
deployment along with their on cloud control-plane functionalities. Therefore any data

© 00 N o 0o~ W NP
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eradication would be customer’ s responsibility.
11. Encryption : TPM Module embedded.

2. Features:

1. Supports lifecycle management and remote operations & maintenance (O&M) for
container-based edge applications.

2. Provides a graphical console to manage applications and a centralized account
management system.

3. Coordinates the cloud and the edge to synchronize data, services, accounts, and devices.

4. Protects software copyrights by using the Trusted Execution Environment (TEE) technology.

5. Supports communication protocols such as OPC UA, M-Bus, Modbus, KNX, BACnet, and
SNMP for device access.
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