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2017-03-28 sxpe [EEAR
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2017-03-28 19:13:08
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env_id=12625010655&msg_id=ac349efc
-0d79-489b-affa-f1 7T8dce3edde@alibaba.
com&account=ere@harpers.siteffrom=er
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14:22:43&status=0&event=deliver®ion=cn-hangzhou&err_code=2508&err_msg=250 Send Mail OK&}

env_id=12625010655&msg_id=ac349efc-0d79-489b-affa-
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f178dce3e49e@alibaba.com&8account=ere@zzztest.site&from=ere@zzztest.site&rcpt=dmtest@xyzte
st.com&recv_time=2017-03-28 19:09:49&end_time=2017-03-28
19:09:51&status=48&event=deliver®ion=cn-hangzhou&err_code=524&err_msg=524 Host not found
by dns resolve [@ou070302]

err_code J93E 250 , FRRARIELM.
err_code 9 250 , TRAIEMID.

fiF : REEAERSESIR

R R

env_id R&EA ID (ATFRIRERIE> )

msg_id HRHIRSL Message-ID &

account B

from R

rcpt K44 A Stk

recv_time HR{HHZUI N\ BABTE]

end_time HR{HIEB ST AT IR

ctatus BIESEPREETRAT (0-pkTD | 2-FoRuteht | 3-8l
TIANSELRER | 4-5K )

err_code RIBFeRET IS ESP IR[E]RS

err_msg RIBFER AT ESP IREERE

Fi3 IP B

S

7917 SMTP, APl RIsMI%REME | BRAHEEIRAL [P BIFTORE.

1. B EpHEXEHA.
2. EEMISH=HET HRHHRE > IP BiF , B IP BhiF TWHE.
3. @ik FE IP B | FORINASFERY IP, IP XA, =% IP BRI IP fGirE& 8,
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RN IPESHH
3. FRIPBLATIAE

e FE P ISP, HEEEAREPRLSTEPOLSFIRD, FFE PP, WREPEITR.
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HEPEIRE
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E o ERRS
1PBSE wLH U
1. F—TEAERN—TIPIPEEPE, BEXH10%,
T 2. EMPET, 1 o000, H1220.181.12.241,
3. IPEEHE, 0 x00000000000-)0000000000x,  11220.181.12.241-220.181.12.256,
. 4. PEHEST, 0 000000000, HI220.161.12.024,
M 5. WAL, 10 192.168.0.0-192,168.265.255, 172.16.0.0-172.31.256.256, 10.0.0.0-10.266.265.255,
6. AIMEEXFSMTP, APIEIEREA.
AT 7. AREEERTORISESMANE, BRREHELERIPSEAER, UONAEPREEE, WRNEFPLESR, TUHSRREAK,
BSHBE

BB :

BTN iFmA— IP/IP XiE)/IP B2, IP BRBERZHF 10 £,

BN TP &I, 10 1 xooooeoxexxx , 80 220.181.12.241, IP X[EHETZL , T : XXX XXXXXXXXX-

XXX XXX XXX XXX , 80 220.181.12.241-220.181.12.255, IP ERI&ZL , 40 : xxxxxx.xxx.xxx/N , Ul
220.181.12.0/24, iBE/MESAK IP tdk , 40 192.168.0.0-192.168.255.255 , 172.16.0.0-

172.31.255.255 , 10.0.0.0-10.255.255.255, AIfgEsZHF SMTP. AP &{E(ER. Fig IP BitFfE | RIEIP &
MBEEE P AREY , BUBREIERE. AMREEERITHAEES IR , 2RERIEINSGHRN IP 3
BEBHE , ENARE IP R4EZE , BRINEH IP ARE , BUBSEREEY.

AXHMG

Ve sy e e

BERIGRIZEMERITIRE , BRISTHEAEHEREMY | EASTFA B

RIEEFIIR

EEpHtEXES G | RIXEBERE |, BILEBIIBNRIEESTIR. KIEESIIRRER T8N REESHF
MER  BRERERE. BEREEMLIEATE.

B A E R HRE

1. B wpHEEEHE.
2. EEMSA=PEAT AGXEERE: , N RIEHBME TUH.
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3. BENEA LA MERIEES KT | BB MBI R ESTEE,
4. EERCECBIFAMUFATIR. BIRETR. AEHIE , KIEIESERIFEMARES | RERE KX,
RIEMIESEEGAR
- BEtbiE © BRRFENERRIBET SRR EHEIAYES,
- RISHIE © (RETREME.

ST RIS

HERTHE ZeEab SR

J SMTP &iXHB4

FiS SMTP A& {ST08E

BFREITFTR SMTP KISIIREA BEIEIT SMTP #ZOUAIXHMA.

1. B mpHEEEHE.

2. BERAEMSHES REMIE , BN RSB,

3. FEREHIY RS |, FHEGETTS SMTP RISTIRERIA(SHEIL , FEXINAYERFI=rhEa T {RE SMTP
3.

4. TSR HYNIFRIEFIES SMTP 15 , ARRE WE.

SMTP &fE75i%

SMTP i E—MERRIERHERINY , FIREETLUSEMAIRERIA. WY ERRSHINEEEZFinS
IRSERZEHERIRN, BIZEFRAE— 0 , RE|RE—INE., KIESSERTHT-A—8RE
» BRIESEHIXANE.

BEIeaHE0 SMTP RFC %2 RFC5321 ,
558 SMTP il AYBB4ARSS 88 55 O mRFd :
- —F A RIEIRSSES | BREUM smtpd , FEARMHAHITIAL.
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- —FAEMEHRKARSS SR | BRI mx , BN ER AP REBAE A A aIHb .
PR ZHBAHEXRTEREARSS 2R smtpd , FRUAFRZEHITRFIAL ( EXNERFEMEMAGI—E) | INE
RAFPEERAEANFIEE LB ER GHTIRE.

EFEFERA SMTP RIXHM4TLAERSMIESHY SMTP Library, FH&%E , B0 SMTP &R,
B SMTP Wl ARIXERE AR RS FZUNT

. BFim{EA telnet (i SERZISMTPIRS S | B SIE.

. BFiR&IE— HELO 5 EHLO &%,

 BEPiRAE—D AUTH INIEGSHTRPESR (£ smtpd AR ) .
. BFIREE—D MAIL SIEEREEA.,

. BFIRKRE— RCPT fSigEWEA.

. BPIREE— DATA eSSBS,

BRIRRE— . w9 (R ) Tn DATA 4R,

. BFIBEE— QUIT HSEREIE,

0 N o 00 b~ WDN PP

Nl

FIESENIEFESER SMTP SURIXBRAATATE | IREALLT telnet s SRIRTERA] | KA SMTP spSRiE
JUEEN

%t . Hh S KERSE , C KEZFim, aJLUERA Linux 854 echo -n Content|base64 #17 base64 473

°

$telnet smtpdm.aliyun.com 25

S:220 smtp.aliyun-inc.com MX AliMail Server(127.0.0.1)
C:EHLO test.com

S:250-smtp.aliyun-inc.com

S:250-8BITMIME

S:250-AUTH=PLAIN LOGIN XALIOAUTH

S:250-AUTH PLAIN LOGIN XALIOAUTH
S:250-PIPELINING

S:250 DSN

C:AUTH LOGIN

S:334 dXNIcm5hbWU6

C:dGVzdEBOZXNOLMmNvbQ== &t : FHF&test@test.comfibase644wh3
S:334 UGFzc3dvemQ6

C:dGVzdA== & : HFPZBtestibase644mA3

S:235 Authentication successful

C:MAIL FROM: <test@test.com> &iF : iFRH <> BERGEAT X
S:250 Mail Ok

C:RCPT TO: <test@test.com>

S:250 Rept Ok

C:DATA

S:354 End data with <CR><LF>.<CR><LF>

C:subject: test

C:from: <test@test.com>

C:to: <test@test.com>

C

C:test
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3
2017-3-2 19:31:48 4
3
4
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FEEIEIRIRINEE | 1555 | AU EEIREIRERINEE ?

BERIEFE

EETLMRIEERMEHESS AOCIEERTIE), RISMIE, WS, BMHRE. RBERIITIHFBEIA.

1. FEBMHEXERI S EMSHES | BT RIEFRS.
2. 5% MR, s, BBER KRBT &,

wHE - EREFEERE 30K,

=E=pmy i

1. fEERHEE RIS ZNSH=T | B FoRuliL,
2. 106% EbaRtiE) A0 45PRATE] , B\ XA, ARBE i,
3. RESHTUBULFE |, BE S,

B

- B EFEERS T 30 K.
- Z TR R E R,

BRI IR SS

HREHEX ta iR S5 /R At Web/APL RIS/, SMTP REHNIMKSREREX inlsigir. HEIEGSE

EEMHERIRSIRSNES , A i ETuR SR EML.

BRSO

ERHHEX IR AT R s a . ATLABIS I RIS TN

£ ERHEEEFIS SR TR N | DR S S AU mR X = T,
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v EiXeRfF
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—— SSWEOFNEE FE, WOFEMPBEER!
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HA misfsEtle, EENSHE | B cRSEE | ARSE iHHEE. SEHMHEXRERS
- g amse | Sl

lat 203 FEE A

Dashboard
WEB/APIE(E AL SRR what  EIEH  12de 1% 7R 2017-05-0309:26:41-2017-05-09 15:26:41 @
RS

TS SMTPIAEAIRQPS(Countming | W SMTPIAERLIIQPS(Countmin) | W SMTPHEIR-FREHEQPS(Countmin) | W
aH%E 15 15
A 1 10 Foxgin
v ERSHE N
5 B
THUEFRDSIR
. o o
e 12:00 14:00 12:00 14:00
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MR ARSS
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A=

- TR SRE 31 K.
- BRRZUEEIES 14 RIEEEUE.

REHEE R RSB RS

- BRI P IR [EIFD

- BRI R IR [E1F5

- BIEBMAHHEXIRENES

- BRSO RERES

- BB KEMHERSZBIRERESE

BB ATDIR EIRD
ORCHERALTY , WD AR, RIS : 250 send mail ok , FEAMATSIBESAL , d0fE
Bl RSB R,

EREHHRIBMLN | BRARIRREE , 75
- BT EM- R A BN T RARERE,
- BEITTBERIREHIENMAEIIRNBRE | AREHAREHME.
- IRMABRREERRFTEREIER | 57 RIREHIREM RS BeE. AbE.

HB{HB SR EIFD

RIS | RS SRR, ARG © 4xx , TR IR ; ISETS  Sxx , o
KR, BROTREIGHEES (EERS : 40 , LSS RETRE,

R MBS O T BSOS R,

EIHMHEXRENN

ERHHEEIR S R RN EZHMHEXIRESEANREES , BEREME KRB R SEMHERS | EEKMER
EREIRNRENE | 5iE BpHEETEREN BIRE KRS,

BERBDE BEHEE VISE Y abry
TAUESEIL,
TAUESEM 535 Authentication failure.

B RS E RS & A IEH

556 The number of RCPTs is HR{4E RCPT 20 =4BIR%!.,
over size

At R PR
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HB{H-HEIX FAF4EE
1 HapHE RS ER S
: 30, AAeTFEE PR,
557 The length of DATA
HR{EEAC/ NEB R content is achieved the R/ N PR,
maximum threshold
%ﬁ)\ﬂﬂiﬂ:ﬁﬂ . ERFRFTRIE
SrRTe 559 Invalid rcptto |
}igiﬁﬂﬂ.iﬂ:ﬁ%ﬁ& , BRI &
R
423 Dns resolve error W{EtHE MX RATEER,
. 524 Host not found by dns
MX BTSRRI resolve T AR ES AT OB AR
526 No data by dns resolve r (MX) iR,
BrENARENE |, BEEEK
) ;E_@?%_E’\JEM%@’W ( MX) iERAF
N 427 Socks Connect to Flt.
RN UNREACHABLE host
BB A BRI 22 ROMB{HAR
T (MX) IR,
552 Monthly sending quota
exceedgd ‘
R >>2 Daly sending quota SR BLHIRA.
552 Not enough sending
quota
S S pvand: s Sl PO Tl
?éiilﬂ’éi&ﬁﬁ%féﬁ?ﬂ%ﬁﬁ
REIRZEEER 554 Reject by content spam |
R TR (S, W
{Sibit, AdiE) , RS ARNED
HREEBNRGHINE T8,
%@ﬂﬁfﬁiﬂﬁ%ﬂ@l‘ﬁﬁﬁﬁ%ﬁ
BT 551 Main account EREERE,
= e unavailable = SRS TS
BRI S SR E
BEELHAIKARE,
= NEBoT B S0
HRHEFRIERN BRI E IR IR EI AR AT,
BEREo% IBEHH WEFTE
521 Recipient address - -
rej ected i;g%ﬂtzzﬁﬁs ﬁ%;ﬁuiiﬂjiﬂ:
AR 2o0 o1

https://support.google.com/
mail/?p=NoSuchUser
5505.1.1
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kSEZER

IP BEE

https://support.google.com/
mail/answer/6596

550 Invalid User

550 Mailbox not found

550 user not exist

550 user not exist

550 User not found

554 delivery error: dd Sorry
your message to $EMAIL
cannot be delivered. This
account has been disabled or
discontinued

554 delivery error: dd This
user doesn’ t have a
$DOMAIN account ($EMAIL)

BEREEUTER:
account does not exist
invalid address

invalid mailbox

invalid recipient

invalid user

is not a valid mailbox

is not a valid user
mailbox not found

no mailbox by that name
no mailbox here by that
name

no such address

no such mailbox

no such recipient

no such user

recipient does not exist
recipient is not exist
recipient not found
recipient unknown
unknown or illegal alias
unknown user

user not exist

user not found

user unknown

MEEGEZE

550 Mail s rejected by B ARENABEE, 33

reC|p|ents ] o %H}% .

550 sender in prision IEATEANAEZ S | S

550 User in blacklist PN e
IEO

450 DT:RBL

554 HL:IPB

550 DY-001

550 DY-002 &IEIP HIINEZR,

550 OU-001

550 OU-002 BIEX THRRE,

550 SC-003

550 SC-004

550 in an RBL
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R BR

IP SRR

RIEMKSIREEER

RISEHRTERER

LR R

550 ip in prision

550 Your IP address is
blacklisted

550 5.7.1 Service unavailable;
client [$IP] blocked using
$DOMAIN

553 5.7.1 [BLxx] Connections
will not be accepted from $IP
554 5.7.1 Client host [$IP]
blocked using $DOMAIN
550 5.7.1 Mail from IP $IP
was rejected due to listing in
Spamhaus SBL

550 IP $IP is blocked

554 1P in blacklist

598 ip address in blacklist

BEREEUTER :
denied by RBL

in a DNS blacklist

in the RBL

is filtered by RBL

is listed in RBL.

4504.2.1
https://support.google.com/
mail/answer/6592

550 Mailbox unavailable or
access denied

421 HLICC

421 HLIFC

421 RP-001

421 RP-002

421 RP-003

550 Connection frequency
limited

550 IP frequency limited

451 ML:SFQ
550 ML:STC
550 RP:TRC
554 ML:STC
550 Sender frequency limited

550 Domain frequency
limited

421 4.7.0 [xx] Message from
($IP) temporarily deferred
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BR{H- AR/ INERFR

HRFE=S Al

Y5 ImRS =

421 4.7.0 [xx] Message
temporarily deferred
4214.7.0
https://support.google.com/
mail/answer/188131

450 Requested action not
taken

451 DT:SPM

550 DT:SPM

550 SC-001

521 5.2.1: AOL will not
accept delivery of this
message

550 5.7.1 Message rejected
as spam by Content Filtering
550 Mail content denied
550 Suspected spam

554 Message not allowed

BEREE3UT™MER -

as spam

is spam

spam denied

spam detected

spam filtering

suspected spam

contain the spam contents

550 Message too large
552 Requested mail action
aborted: exceeded mailsize
limit

452422
https://support.google.com/
mail/?p=0OverQuotaTemp
452422
https://support.google.com/
mail/answer/6558

5525.2.2
https://support.google.com/
mail/answer/6558

550 mailbox limit exceeded
552 mailbox is full

552 5.2.1 Quota exceeded or
service disabled

BEARESU™EER
is over quota
exceed mailbox quota

400 the mta server of
unexpected closed

450 Service temporarily
unavailable

451 $DOMAIN Resources
temporarily unavailable

451 4.7.1 Sorry, the service is
currently unavailable
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451 Internal resource
temporarily unavailable
451 Resources temporarily
not available

451 Temporarily unable to
process your email

450 4.2.0 <$EMAIL>:
Recipient address rejected
451 4.7.1 Greylisting in
action

RIS SERBTTIRB R,
IFHEENRE , FERFKA

WSKkaE® 451 Grey bounce SN B S,
NRERIBEM , AP KRR
BEABESIT™MER fERYBBHIRSS IO E. bHE,
grey listed
 ad I AH AttBEAS A IE R
- Criram 501 Bad address syntax
AU URR 550 MLIMF ST ABEATERBHOBR ¢
520 ip and spf record not
s match RIEEBIKET SPF, BEEX
SPF LR 550 MLSPF ETRIE. :
550 SPF check failed
— R ARERFANRE1T /IR
TP 400 the mta server of SIREHICHIT | IRERS KR

R E S MX fRITEIRARIN

unexpected closed

427 Socks Connect to
423 Dns resolve error

BE WSt h TR,

—RRTCIUMIE | WARISHIIEZISR
ik AEEI.

F— MBS AT A A R

= P =1 A

KEABCERT 2% OverQuota f REE

et Ifiw;ansitkégen temporarily rate RESit,

otk 554 delivery error: dd %ﬁ%ﬁﬁﬁﬂ%*ﬁ&% AEE
2% Greylisted
try again later
come back later

WISRFRZERHE Internal resource temporarily AT , FESIX.
unavailable -
https://community.mimecast.
com/docs/DOC-1369#451

et 5 BAAT 454471 <SEMAIL>:Relay | i ppe it Attt

access denied

WA xR ERFFF  SEMAIL UK : dipftt ; $IP (3R : RS IP ; $SDOMAIN 3R : 152,

BAXHbGIRFSEREATRESE

BRI TS IBfSHCTSAA
QQ HpFE http://service.mail.qq.com/cgi-
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1w mpFE ( @hotmail.com, @live.com.

@live.cn, @outlook.comZ: )
Yahoo HF5E

Aol HRFE
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bin/help?id=20022

http://help.163.com/09/1224/17/5RAJALMHO
0753VB8.html

http://www.263.net/263/helpcenter/mailboun
ce/20150906/842.html

http://mail.sohu.com/info/policy

https://mail.live.com/mail/troubleshooting.as
px#errors

https://help.yahoo.com/kb/postmaster/smtp-
error-codes-sIn23996.html?impressions=true

https://postmaster.aol.com/error-codes
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