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W st FRPT R R {HEXARSS DirectMail, ERTLURIEZA SN RRY APL 33 DirectMail fRSSHHTHERIRIE,
ETRREERXEROR , B389 THE DirectMail *=mifaa. (ERHMUFIEET.

RNiER
R st 288

RSB B TR S TR Bl
—/NE{=HEtt, DirectMail g

Accounthame At B =YL ON
Uk,

Template — A R —

Receiver Wit ABIE ?ﬁtﬁiﬁi SETRBIE—NEA

IS EIRAEBRHbEA

DirectMail 338 NRFRIABRIAEIHIE. BMHER. HATIR. BMKSHAEHESNESEISERE
. TEf&EA DirectMail Open APL B} , 555 B W _E&EHRISIREMUFNZFAIEIRE : DirectMail =@Mk
SRR

HEEORBERS  MHANSHENEE. TR ESEN HAHRNEFRASRELETEN , SUERLE
BHREE.
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RISEMHEREEO

API
SingleSendMail

BatchSendMail

BRI

- AP1 RFSHR
- API Explorer
- APL $EiRA(

APIfRSS sk

Fu (4R 1) -
RegionId:cn-hangzhou
Host:dm.aliyuncs.com
Version:2015-11-23

N (TN )
Regionld:ap-southeast-1
Host:dm.ap-southeast-1.aliyuncs.com
Version:2017-06-22

M (&R ) -
Regionld:ap-southeast-2
Host:dm.ap-southeast-2.aliyuncs.com
Version:2017-06-22

ARSI

72
B—R(ERO | SHFRIEMAFIEMDER MR

gt%ﬁ%ﬁu , BT RERISTURIEE
B
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BhiR

j@idm DirectMail API FIBRSSImitbEA % HTTP §9 GET & POST 153K , FHEMRIZEOIRBBESRPIINBLNE
RESEKRFTHRT DirectMail APL AR, RIBBEKAERBR , RRESREMNEER,

FRER 520
- AR
N

- IR[ElEL
- SR

B REH

ARSSHBhE

DirectMail API YIRS ML

- #6781 : dm.aliyuncs.com
- WRZREA1 ( #hh03 ) : dm.ap-southeast-1.aliyuncs.com
- WKZRE82 (7B ) : dm.ap-southeast-2.aliyuncs.com

Ay = RS\

EB(SHMY

Z¥EREL HTTP 8¢ HTTPS BB TiEKEE. N TIREESNZEM | HFEFERHTTPS BERIXEK.
=k N

BRAE

32iF HTTP GET 5iEAIEIER , XMA MERSHFELSEBFKRE URL F, 32iF HTTP POST J5iEKIE
K, XML MERSHFEELSTEIERE BODY .,

RSH

BNMEKREEEISEEHITHHRIE , BDActionS28 (540 SingleSendMail ) , UREMMERZTEL SN
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TSR SEHIEE R FIT B INERSEL

FFmIS

BRI IR BIEREERUTF-8F R H T4RAS.

>

RHBREHRIBARESMNROBTEEEAIERESLL

Version

AccessKeyld

Signature

SignatureMethod

Timestamp

it

String

String

String

String

String

String

iy

i

ali

i

2l

i

1115

RENERIRE | 355
JSON 5§ XML, EiA
79 XML,

API R4S , ABEAF
= : YYYY-MM-DD,
WNERSE] RegionID 2
cn-hangzhou , MkR
AW /92015-11-

23 ; un&# RegionID
f=cn-hangzhou L4k
Elfih Region , tbaNn
ap-southeast-1, MY
hRAII N /92017-06-
22,

FE =R LERFAYE
B8RS R FRROZE R
ID,

ERERSE , XTER
BESE  BEIE
BH.

B, BRI
HMAC-SHA1,

BERAAT B, BERS
IRAR 1SO8601 FRt:
=~ HEEFEH
UTC il 8=
YYYY-MM-
DDThh:mm:ssZ, 4§l
40, 2015-11-
23T04:00:00Z ( f9dt
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AJE) 2015 £ 11 B
22H12=050%
)O

EREXRE , Bl
210,

ME—REMNEL , FFRHLE
MERENINE. AERY
B REERAARERIFEL
i, “eILAER
UUID ( BEtE ) |,
ALBEEX.
NBER , Baikds
cn-hangzhou, ap-

southeast-1, ap-
southeast-2,

i

SignatureVersion String

2l

SignatureNonce String

l

Regionld String

a5l

https://dm.aliyuncs.com/

?Format=xml

&Version=2015-11-23
&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgl%3D
&SignatureMethod=HMAC-SHAL
&SignatureNonce=e1b44502-6d13-4433-9493-69eeb068e955
&SignatureVersion=1.0

&AccessKeyld=key-test

&Timestamp=2015-11-23T12:00:00Z

AHIREISE

BRPARENSREOERBEX , TEANSE , RRHSRE—ME—IRBIIE Requestld,

28 Sl fiik
Requestld String gifﬁiiiﬁz‘?iﬁiﬂ’ﬂﬂﬁ—ﬁiﬂ
<5l

XMLz~

<?xml version="1.0" encoding="UTF-8"?>

< —ZERAGRE R -->
<$#ZOFFR+Response>

< —IREERIRE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
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< —REIZEREIE-->
</#O&KFR+Response>

JSONZ=f

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216"

/* IREEEREHE */
}

IREIER

AFEAPIRSS RIREEIER AR —E

- IR HTTP RSB 2xx , (KFRERBBID ;
- IREIRY HTTP RZSEE A 4xx 5 Sxx {SFRIERLM.

AR ERVETEETNEES XML 70 JSON Ff , SNBRSEA LB KIHEANSERFIER ERVETERET
. BOAJS XML &L

RIEFRIRERGIATETRAES | MBIV E | TRRESEREREHTIRT. FEtSRtEn

PSR
XMUf

<?xml version="1.0" encoding="UTF-8"?>

< —ERERER-->

<$ZOBZFR+Response>

< —IREHERIRES-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
< IREZEREYE-->

</¥OFFR+Response>

JSON7={

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216"
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/* IREIEEERETRE */
}

ERGR

ARZEOLERE  BAaREERE. BRSIRES MEAONMISHRIEIAR SRR KEERREE

°

LEAAHER , HTTP BRE— 4xx 5 5xx B9 HTTP IRARE. IREESEE RS2 BRI R R B IRE
B. BINFEE— I ERHE—HIEK ID : Requestld FlI—MEzRiEKHIAAYLSR ID : Hostld, FEEREAK
FEESRFEFR , JUBRAE=ZMR , FR#Z Hostld #0 Requestld , DAERA )R IRES SRR,

XML

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld>
<Hostld>dm.aliyuncs.com</Hostld >
<Code>InvalidTemplate.NotFound </Code>

<Message>The specified template does not found.</Message >
</Error>

JSONZ={5

{

"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Hostld": "dm.aliyuncs.com”,

"Code": "InvalidTemplate.NotFound",

"Message": "The specified template does not found."

}

coR=tilhl

R
- BEAMERRAA SDK , WEFEFERE. HRISHEMt Java, PHP, C# A9 SDK,
- EOSTFIEY GET #] POST 125153 , {822 GET #0 POST AJ StringToSign A~—#F,

HRHEXEIR S SXTE MARNERHITEMIIE , FrLATGICEER HTTP &2 HTTPS thilliRaiEK , HHmElts
KPEEEE (Signature ) (FR. BHHEXIEIIFER AccessKeyID #1 AccessKeySecret HTXIFRINZRYFT A
RIEERNREESH. AccessKeylD F AccessKeySecret HFIEREAMALE AR AccessKey {58
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(LB EnEHEAFEREEFEEMERE ) . H4 AccessKeylD BT RRIGRIENS G
; AccessKeySecret RRTFINZEESEFRIEMIRSS SnIIEEZFRABNER. AccessKey (SR IEIRE

SRR
FEEIRY | S0 R AR T

SERIERSEIIEBHRNERFRFE ( Canonicalized Query String )
a) HEFS& %4,

RSN FEINT |, SHERPAEIERSH ( SRS PEAN TSRS EHFNAEANEK
EONBENSH , ERERAHIBERSEHTPRY Signature ZHAS ) HITHER.

IR : H(EF GET J5ERASEKRRY | XESHEEERK URL RR9S4ERs (B URI 1 ? Z/5H &
ERRIERS )

b) 3B MERSERIBRFRAHEHI TR,

SHBMFERER UTF-8 55T URL fRiS. URL fREBRIZRASANIE :

-XNFFRFA-Z a-z, 0-9 LARFRF-. .. .. ~ AdwhS.

- ST EAMFRFRADAL %XY RIET , B XY 2FFFXIN ASCI 389 16 #HHZRz. tean+
BRNEIS " SHNARIEHE %22,

- T RAY UTF-8 =7F |, 4mASRK %XY%ZA... BIFE,

- FRIRBIZFANTHRERRIDE %20 , MAZINS +.

FER : —B&STE URL JRABRYEE ( Ekan Java FfY java.net.URLEncoder ) #BE2%AR application/x-
www-form-urlencoded §J MIME ZEBIRGHINIFH 798, RILABEIEFERIXESTUHITRD | 18RS
ERNZRERPINS + B %20, 25 * B %2A. %7E BRERRS ~ , BIAEEI_ LA
ARSI,

o) ERHANES = ERREENSHETRISEE.

d) £ & FFEEZFBEIBERSEH ( 2HHIFSER a (F—5 ) | BEEINEHERFE

A LSBT FRES | RRTEARNERT I EERNFr/r&:

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" ) +" &" +
percentEncode(CanonicalizedQueryString)
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Hrh HTTPMethod 223215KArY HTTP 73i% , ELaN GET #0 POST,
percentEncode( /" )Z2IZHR 1.b FrfEiARY URL fRISHININSZRT /B THmASSRIR0E | BD %2F,

percentEncode (CanonicalizedQueryString) 2315 1 SHFEAINSEHIERERSE , BXIZ 1b
FRHARY URL ZRASHINHTRIBEERINZRE, TR | XEBH percentEncode
(CanonicalizedQueryString) 2FRRBESEINER.

3.11H HMAC {B. %8 RFC2104 FUEN , EFZE 2 18RIRFRFER StringToSign i+E%%E HMAC
B, T2 iTESET, F81 Key BiEEHY AccessKeySecret il E—1 & ZfF (ASCIL:38) , {&#
FARIEHEIER SHAL,

4. 1TEEZ(E. 2R Base64 JRASMN , B8 3 BRI HMAC (B4RISA=RraE |, AIERISEE
( Signature ) ,

5. BRI EBEIEA Signature SELRINENERSEF | IZHIEREZIE, FE : BENEE
BEEABERSEUBIRAGHMHHEXIRSERAIEHE | EFNEMMSE—F | &8 RFC3986 AT
URL #®f8 ) .

o=yl

LA SingleSendMail $00 , i@ HTTPS k3% POST i&KiERRBEAMA :
iBKURLA : http://dm.aliyuncs.com/ ,
BRSO -

AccessKeyld=testid&AccountName=<a%b'>&Action=SingleSendMail&AddressType=1&Format=XML&HtmIBody
=4&Regionld=cn-hangzhou&ReplyToAddress=true&SignatureMethod=HMAC-SHA1&SignatureNonce=clb2c332-
4cfb-4a0f-b8cc-ebe622aala5c&SignatureVersion=1.0&Subject=3&TagName=2&Timestamp=2016-10-
20T06:27:56Z&ToAddress=1@test.com&Version=2015-11-23

BB StringToSign FiE

POST&%2F&AccessKeyld%3Dtestid%26AccountName%3D%253Ca%2525b%2527%253E%26Action%3DSingleSend
Mail%26AddressType%3D1%26Format%3DXML%26HtmIBody%3D4%26Regionld%3Dcn-
hangzhou%26ReplyToAddress%3Dtrue%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%3Dc1b2c332-
4cfb-4a0f-b8cc-
ebe622aala5c%26SignatureVersion%3D1.0%26Subject%3D3%26TagName%3D2%26Timestamp%3D2016-10-
20T06%253A27%253A56Z%26ToAddress%3D1%2540test.com%26Version%3D2015-11-23

BRan{ERARY AccessKeyld 2 testid , AccessKeySecret 2 testsecret , FBFitE HMAC Y Key #iE
testsecret& , NitBBRINSHER

[JfXJjBW3OacrVgxxsiTgYa¥Ym0=

ER&fE 133K http://dm.aliyuncs.com/ &ite POST i53kAY BODYRBESEUNT (1EI07T Signature SE4F1(1&
W TiEKSL Content-Tvpe: application/x-www-form-urlencoded ) :
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Signature=IlJfXJjBW3O0acrVgxxsITgYaYmO0==&AccessKeyld=testid&AccountName=<a%b'>&Action=SingleSendMail
&AddressType=1&Format=XML&HtmIBody=4&Regionld=cn-
hangzhou&ReplyToAddress=true&SignatureMethod=HMAC-SHA1&SignatureNonce=c1b2c332-4cfb-4a0f-b8cc-
ebe622aala5c&SignatureVersion=1.0&Subject=3&TagName=2&Timestamp=2016-10-
20T06:27:56Z&ToAddress=1@test.com&Version=2015-11-23

VL ERHRIZ RIS RIRIBODYIESEL | BNERFEENSHH TR | FHRSEERT

HEXAEES .
javahR

private static final String MAC_NAME ="HmacSHAL";
private static final String ENCODING ="UTF-8";

/**

* (£ HMAC-SHAL &8 /5 iEXdXencryptTexti# {7845

*@param encryptText #&EFIFRTER

*@param encryptKey 255

*@return

*@throws Exception

*/

public static byte[] HmacSHALEncrypt(StringencryptText, String encryptKey) throwsException {
byte[] data = encryptKey.getBytes(ENCODING);

[MRREEN T PEEE— N ER S _SHEE— M EREENER
SecretKey secretKey = new SecretKeySpec(data, MAC_NAME);
J/ER—MEE Mac E3EH Mac 3%

Mac mac = Mac.getIinstance(MAC_NAME);

//FEETEESAAIIAIE Mac 335

mac.init(secretKey);

bytel[] text = encryptText.getBytes(ENCODING);
//58R% Mac $#{E
return mac.doFinal(text);

}

@Test

public void test() throws Exception {
/*StringToSign=

HTTPMethod + "&" +

percentEncode( “/" ) +" &" +
percentEncode(CanonicalizedQueryString*/

String str
="AccessKeyld=testid&AccountName=<a%b'>&Action=SingleSendMail&AddressType=1&Format=XML&HtmIBod
y=4&Regionld=cn-hangzhou&ReplyToAddress=true&SignatureMethod=HMAC" +
"-SHA1&sSignatureNonce=c1b2c332-4cfb-4a0f-b8cc-
ebe622aala5c&SignatureVersion=1.0&Subject=3&TagName=2&Timestamp=2016-10-
20T06:27:56Z&ToAddress=1@test.com&Version=2015-11-23";

10
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String percentStr = "";

String[] strs = str.split("&");

for (inti = 0; i < strs.length;i++) {
String[] strl =strs[i].split("=");

if (strl.length == 1){

percentStr = percentStr + getUtf8Encoder(strl[0])+ "=" + getUtf8Encoder("")+ "&";
lelse {

percentStr = percentStr + getUtf8Encoder(strl[0])+ "=" + getUtf8Encoder(strl[1]) + "&";
}

}
percentStr =percentStr.substring(0,percentStr.lastindexOf("&"));

String percent = URLEncoder.encode("/","UTF-8");
percentStr = getUtf8Encoder(percentStr);

String toSign = HttpMethod.POST + "&"+ percent +"&" + percentStr;
System.out.printIn("-------------- "+ toSign);

/*POST&%2F&AccessKeyld%3Dtestid%26AccountName%3D%253Ca%2525b%2527%253E%26Action%3DSingleSen
dMail%26AddressType%3D1%26Format%3DXML%26HtmIBody%3D4%26Regionld%3Dcn-
hangzhou%26ReplyToAddress%3Dtrue%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%3Dc1b2c332-
4cfb-4a0f-b8cc-
ebe622aala5c%26SignatureVersion%3D1.0%26Subject%3D3%26TagName%3D2%26Timestamp%3D2016-10-
20T06%253A27%253A56Z%26ToAddress%3D1%2540test.com%26Version%3D2015-11-23*/

byte[] bytes = HmacSHALEncrypt(toSign,"testsecret&");

String base64Str = Base64.encode(bytes);
System.out.printin(base64Str);//IJfXJjBW30acrVgxxsITgYaYmO=
}

private String getUtf8Encoder(String param) throwsUnsupportedEncodingException {
return URLEncoder.encode(param, "UTF-8")

replaceAll("\\+","%20")

replaceAll("\\*","%2A")

replaceAll("%7E","~");

h

Pythonffy

import hmac

import base64
#EhStringToSignEEEHR AT NAINE.
message = b'StringToSign'

key = b'testsecret&'

h = hmac.new(key, message, digestmod="shal’)
# print(h.digest())
print(base64.b64encode(h.digest()))

PHPHT

11
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<?php

function encryptTokey($data){

$apikey = 'testsecret&;

$sign = base64_encode(hash_hmac("shal", $data, $apikey, true));
//printf($sign);

return $sign;

}

//EAStringToSignEESE AT MRS,

echo encryptTokey(StringToSign);

?>

R

APLERE BB

import com.sun.org.apache.xerces.internal.impl.dv.util.Base64;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.http.HttpMethod;

import org.testng.annotations.Test;

import javax.crypto.Mac;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.*;

import java.io.BufferedReader;

import java.io.InputStreamReader;
import java.io.UnsupportedEncodingException;
import java.net.HttpURLConnection;
import java.net.URL;

import java.net.URLConnection;

import java.net.URLEncoder;

import java.security.cert.X509Certificate;
import java.text.DateFormat;

import java.text.SimpleDateFormat;
import java.util.Calendar;

import java.util.UUID;

public class InnerHttpRequest {

private static final Logger logger = LoggerFactory.getLogger(InnerHttpRequest.class);
final static HostnameVerifier DO_NOT_VERIFY = new HostnameVerifier() {

public boolean verify(String hostname, SSLSession session) {

return true;

}

h

private static void trustAllHosts() {

12
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// Create a trust manager that does not validate certificate chains
TrustManager([] trustAllCerts = new TrustManager[]{new X509TrustManager() {
public java.security.cert.X509Certificate[] getAcceptedIssuers() {

return new java.security.cert.X509Certificate[1{};

}

public void checkClientTrusted(X509Certificate[] chain, String authType) {

}

public void checkServerTrusted(X509Certificate[] chain, String authType) {

}
W

// Install the all-trusting trust manager

try {

SSLContext sc = SSLContext.getInstance("TLS");

sc.init(null, trustAllCerts, new java.security.SecureRandom());
HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
} catch (Exception e) {

e.printStackTrace();

}

}

public String doHttpRequest(String url, String param) {
trustAllHosts();

String result = "";

BufferedReader in = null;

try {

String urlNameString = url + "?" + param;

URL realUrl = new URL(urINameString);

URLConnection connection = realUrl.openConnection();

connection.setRequestProperty("accept”, "*/*");
connection.setRequestProperty("connection”, "Keep-Alive");
connection.setRequestProperty("user-agent”, "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1)");

if (realUrl.getProtocol().toLowerCase().equals("https")) {

HttpsURLConnection https = (HttpsURLConnection) connection;
https.setHostnameVerifier(DO_NOT_VERIFY);
https.setRequestMethod(HttpMethod.GET.toString());

https.connect();

in = new BufferedReader(new InputStreamReader(https.getlnputStream()));

} else {

connection.connect();

in = new BufferedReader(new InputStreamReader(connection.getlnputStream()));

}

String line;

while ((line = in.readLine()) '= null) {

result += line;

}

} catch (Exception e) {

logger.info("InnerHttpRequest doHttpRequest ZIXGETIEREMEE | " + e);

13
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e.printStackTrace();
} finally {

try {

if (in '= null) {
in.close();

}

} catch (Exception e2) {
e2.printStackTrace();
}

}

return result;

}

public String doPostHttpRequest(String url, String param) {
trustAllHosts();

String result = "";

BufferedReader in = null;

try {

String urlNameString = url + "?" + param;

URL realUrl = new URL(urINameString);

URLConnection connection = realUrl.openConnection();

connection.setRequestProperty("accept”, "*/*");
connection.setRequestProperty("connection”, "Keep-Alive");

connection.setRequestProperty("user-agent”, "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1)");
connection.setRequestProperty("Content-Type", "application/x-www-form-urlencoded");
connection.setRequestProperty("Content-Length", String.valueOf(param.length()));

if (realUrl.getProtocol().toLowerCase().equals("https")) {
HttpsURLConnection https = (HttpsURLConnection) connection;
https.setHostnameVerifier(DO_NOT_VERIFY);
https.setRequestMethod(HttpMethod.POST.toString());

https.connect();

in = new BufferedReader(new InputStreamReader(https.getlnputStream()));

} else {

HttpURLConnection http = (HttpURLConnection) connection;
http.setRequestMethod(HttpMethod.POST.toString());

http.connect();

in = new BufferedReader(new InputStreamReader(http.getinputStream()));
}

String line;

while ((line = in.readLine()) != null) {
result += line;

}

} catch (Exception e) {
logger.info("InnerHttpRequest doHttpRequest ZIXGETIERHMEE | " + e);
e.printStackTrace();

} finally {

try {

if (in!= null) {

in.close();

}

} catch (Exception e2) {
e2.printStackTrace();

14
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}
}

return result;

}

public String prepareParamStrURLEncoder(String[] keys, Object[] values) {

StringBuffer params = new StringBuffer();

String param = "";

try {

for (inti = 0;i < keys.length; i++) {

logger.info(keys[i] + ":" + values][i]);

if (values[il.equals("") || values[i] == null) {

continue;

}

params.append(getUtf8Encoder(keysli]) + "=" + getUtf8Encoder(values[i].toString()) + "&");

}

param = params.substring(0, params.lastindexOf("&"));

} catch (Exception e) {

logger.info("InnerHttpRequest prepareParamStr(String[] keys, String[] values)i&#aurlfgiaEE ! " + e);
e.printStackTrace();

}

System.out.printIn("----- prepareParamStrURLEncoder----- " + param);

return param;

}

private final static String protocol = "https”;

private final static String host = "dm.aliyuncs.com”;

private final static String AccessKeyld = "";

private final static String AccessKeySecret = "";

private final static String AccountName = " noreply@***.club”;
private final static String Format = "JSON";

private final static String ToAddress = " noreply_test@***.club";
private final static String SignatureMethod = "HMAC-SHA1";
private final static String SignatureVersion = "1.0%;

private final static String Version = "2015-11-23";

private final static String AddressType = "1";

private final static String Regionld = "cn-hangzhou”;

private final static Boolean ReplyToAddress = Boolean.TRUE;
private final static String HtmIBody = "<html><body> <h3>Test send to email</h3> </body> </html> <a%b' + *
%7E> () | MAEBAIESL, IRIREREIERMAIIIUERS S © 123456";
private final static String Subject = "UiH{F/R";

private final static String TagName = "lixTag";

private final static HttpMethod method = HttpMethod.GET;

public String httpRequestSendEmail(String action, Object... objs) {

logger.info("httpRequestSendEmail start | action : " + action);

String result = null;

String utcTime = getUTCTimeStr();

String signatureNonce = UUID.randomUUID().toString();

String[] keys = new String[J{"AccessKeyld", "AccountName", "Action”, "AddressType", "Format", "HtmI|Body",
"Regionld”, "ReplyToAddress", "SignatureMethod",

"SignatureNonce", "SignatureVersion", "Subject”, "TagName", "Timestamp", "ToAddress", "Version"};

Object[] values = new Object[]{AccessKeyld, AccountName, action, AddressType, Format, HtmIBody, Regionld,
ReplyToAddress, SignatureMethod, signatureNonce

15
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, SignatureVersion, Subject, TagName, utcTime, ToAddress, Version};

String signature = null;

try {

signature = getSignature(prepareParamStrURLEncoder(keys, values), method);

} catch (Exception e) {

e.printStackTrace();

}

System.out.printIn("----- Signature----- " + signature);

String[] keys1 = new String[]{"AccessKeyld", "AccountName", "Action", "AddressType", "Format", "HtmIBody",
"Regionld”, "ReplyToAddress", "Signature”, "SignatureMethod",

"SignatureNonce", "SignatureVersion", "Subject”, "TagName", "Timestamp", "ToAddress", "Version"};

Object[] valuesl = new Object[]{AccessKeyld, AccountName, action, AddressType, Format, HtmIBody, Regionld,
ReplyToAddress, signature, SignatureMethod, signatureNonce

, SignatureVersion, Subject, TagName, utcTime, ToAddress, Version};

String param = prepareParamStrURLEncoder(keys1, valuesl);
System.out.printIn("----- url----- " + protocol + "://" + host + "/?" + param);
if (method == HttpMethod.GET) {

result = doHttpRequest(protocol + "://" + host + "/", param);

} else {

result = doPostHttpRequest(protocol + "://" + host + "/", param);

}

System.out.printIn("----- httpRequestSendEmail result----- "+ result);
return result;

}

/**

* SRS S

*

* @param param

* @param method

* @return

* @throws Exception

*/

private String getSignature(String param, HttpMethod method) throws Exception {
String toSign = method + "&" + URLEncoder.encode("/", "utf8") + "&"
+ getUtf8Encoder(param);

System.out.printIn("----- StringToSign----- " + toSign);

byte[] bytes = HmacSHAL1Encrypt(toSign, AccessKeySecret + "&");
return Base64.encode(bytes);

}

private String getUtf8Encoder(String param) throws UnsupportedEncodingException {
return URLEncoder.encode(param, "utf8")

replaceAll("\\+", "%20")

replaceAll("\\*", "%2A")

replaceAll("%7E", "~");

}

private static final String MAC_NAME = "HmacSHAL";
private static final String ENCODING = "UTF-8";

/**
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* £F HMAC-SHAL &7 75/ EX X encryptTextif#{T855&
*

* @param encryptText & ZNFFH

* @param encryptKey 248

* @return

* @throws Exception

*/

public static byte[] HmacSHALEncrypt(String encryptText, String encryptKey) throws Exception {

byte[] data = encryptKey.getBytes(ENCODING);

/RS ENF B EME— R B S8l — N A ANER
SecretKey secretKey = new SecretKeySpec(data, MAC_NAME);
J/ER—MERE Mac &5% B9 Mac 338

Mac mac = Mac.getinstance(MAC_NAME);

[/ FRLETEZSAYIMAL Mac X%

mac.init(secretKey);

bytel[] text = encryptText.getBytes(ENCODING);
//58R% Mac $#{E
return mac.doFinal(text);

}

private static DateFormat daetFormat = new SimpleDateFormat("yyyy-MM-dd HH:mm:ss");

/**

* SRIUTCHTE) , KBVAZERE |, 1808 "yyyy-MM-dd HH:mm:ss", BBk E]"yyyy-MM-ddTHH:mm:ssZ" <br />

* ANERZRENSEN |, IR[EInull

* @return

*/

public static String getUTCTimeStr() {

// 1. BUSAHBATIE :

Calendar cal = Calendar.getInstance();

// 2. BUSHEREE :

int zoneOffset = cal.get(java.util.Calendar.ZONE_OFFSET);
// 3. BYSESRTE :

int dstOffset = cal.get(java.util.Calendar.DST_OFFSET);

/1 4. WNAHBESE SRR ES |, BT LABYSUTCHE :
cal.add(java.util.Calendar.MILLISECOND, -(zoneOffset + dstOffset));
String date = daetFormat.format(cal.getTime());
System.out.printIn("Bg[&]------ " + date);

String([] strs = date.split(" ");

return strs[0] + "T" + strs[1] + "Z";

}

@Test

public void testUTC() {

String UTCTimeStr = getUTCTimeStr();
System.out.printIn("&------ " + UTCTimeStn);
}

/**

* https://dm.aliyuncs.com/?Action=SingleSendMail
* &AccountName=test@example.com

* &ReplyToAddress=true

* &AddressType=1

* &ToAddress=testl@example.com

17
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* &Subject=Subject

* &HtmIBody=body

* Q< NHERSH >

* <p>

* POSTAHREZE(EXIERL Content-Type: application/x-www-form-urlencoded
*/

@Test

public void testSingleSendMail() {
String action = "SingleSendMail";
httpRequestSendEmail(action, "");
}

}

LS

UM

host = "dm.aliyuncs.com” ;

AccountName = "HEHESHMMRISRATAEMBIE";
Version = "2015-11-23";

Regionld = "cn-hangzhou";

NI :

host = "dm.ap-southeast-1.aliyuncs.com" ;
AccountName = "IHEHINEIIKIT AV S
Version = "2017-06-22";

Regionld = "ap-southeast-1";

pE

host = "dm.ap-southeast-2.aliyuncs.com” ;
AccountName = "HESEMEX ISR AL EHBIE";
Version = "2017-06-22";

Regionld = "ap-southeast-2";

— MRS RIS R HNuriERFHOT™—-

https://dm.aliyuncs.com/?AccessKeyld =xxxxxxx8AccountName=noreply%40xxxxxxxx.club&Action=Si
ngleSendMail&AddressType=1&Format=JSON&HtmIBody=%3Chtm|%3E%3Cbody%3E%3Cimg%20a
[t%3D%22G0%E8%AF%AD%E8%A8%80%E4%B8%AD%E6%96%87 %E7%BD%91%22%20src%3D%22h
ttps%3A%2F%2Fstatic.studygolang.com%2Fimg%2Flogol.png%22%20%3E%3Cimg%20alt%3D%22%
22%20src%3D%22https%3A%2F%2Fgossd.vcg.com%2Fcreative%2Fvcg%2F400%2Fnew%2FVCG21117
3951082.jpg%22%20%3E%3Ch3%3ETest%20send%20t0%20email%20%EF%BC%88%EF%BC%89%EF
%BC%81%3C%2Fh3%3E%3C%2Fbody%3E%3C%2Fhtm|%3E%20%3Ca%25b%27%20%2B%20%2A%20
%257E%3E%20%E6%B5%8B%E8%AF%95%E9%82%AE%EA4%BB%B6%E6%AD %A3%E6%96%87%E3%8
0%82%E4%BD%A0%E6%AD%A4%E6%ACY%AL%ET%94%B3%E8%AF%B7%E6%B3%A8%E5%86%8C%E
7%9A%84%EI%AA%BCY%E8%AF%81%E7%A0%81%E4%B8%BA%EF%BC%9A123456&Regionld=cn-
hangzhou&ReplyToAddress=true&Signature=1PysI0HsZeOEHqQ%3D&SignatureMethod=HMAC-
SHA1&SignatureNonce=37161234-7747-419f-b433-
bc4719504b01&SignatureVersion=1.0&Subject=%E6%B5%8B%E8%AF%95%E4%B8%BB%EI%A2%98
&TagName=%E6%B5%8B%E8%AF%95Tag&Timestamp=2018-11-
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07T09%3A40%3A13Z&ToAddress=xxxxx%40xxx.com&Version=2015-11-23

AOEHB RSO

SingleSendMail

R

SingleSendMail #EOREBE—%{EEO.

TS

B il BEUMA A
BIEREOE  RENE
Action String WA S48, B8

: SingleSendMail,
EEEHaPRENA

AccountName String W (=i
FREEEePERE

ReplyToAddress Boolean WA RIEISHIE (RS
ERIEEY ) .
EYESBE 0~1: 0 J9pbg

AddressType Number IR TS ; 1 xSt
Bimitbil , 24> email

ToAddress String IR IR LA BES R
, REZ 100 MbhE,
RIS AR ASENT
15 NFRF,  BlanR1E
ABEFRIRE A" L
" RIEHEES

FromAlias String A% “test@example.co
m" , WEABRIRR
Sy " NI
"<test@example.co
m>,

Subject String ali% HRHERR , FINIEE,
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HtmIBody

TextBody

ClickTrace

HiiEkS4 , 520 A%

g
SR

InvalidMailAddress.
NotFound

InvalidMailAddressSt
atus.Malformed

InvalidToAddress

InvalidBody

InvalidSendMail.Spa
m

InvalidSubject.Malfo
rmed

InvalidMailAddressD
omain.Malformed

InvalidFromALias.Ma
I[formed

String

String

String

BREH.

)%

The specified
mailAddress does
not exist.

The specified
mailAddress status
is wrongly formed.

The specified
toAddress is
wrongly formed.

The specified
textBody or
htmIBody is wrongly
formed.

Sendmail rejected
by spam filter.

The specified subject
is wrongly formed.

The specified
mailAddress domain
does not exist.

The specified
fromAlias is wrongly
formed.
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o
=

Http K&

400

400

400

400

400

400

400

400

BR4 html IEXC , PR
28K,

MR{ text TESZ , PR
28K,

BYESBE 0~1: 1 4T
FHEGRIRERINEE; 0 /9
KRIEUEIRIRINEE. 1%
SHEMEN O,

EX
RISHIUEARTFAE,

RASHIDIKSAIER

°

Bt TER,

MR IESCASIE R,
textBody =
htmlIBody A~gEEIRT /9
f._EO

RIREEB R AR
Es oy ohavaisd: s

, BIERX, B
EH&B#WE%DE@% W&

=T o

ER{FERRPR I 100
PFRFLUA.

RASHEUEAGIS R IREA
IEH , BIEE MX,
SPF BCE RS IEH,

RIS NIEFRAIER | 15
KWEREARTRES
H , KEMNM/VF 15 4

=/
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InvalidToAddress.Sp Sendmail rejected

am by invalid address. 400

Nl
1G]

https://dm.aliyuncs.com/?Action=SingleSendMail
&AccountName=test@example.com
&ReplyToAddress=true

&AddressType=1
&ToAddress=testl@example.com
&Subject=Subject

&HtmIBody=body

& <RNHIFRSH>

IRERA
XMLIE=

<SingleSendMailResponse >
<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >
</SingleSendMailResponse >

JSON7=H

{
"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

BatchSendMail

HER

BatchSendMail #O BT AEHEhBE,

21
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iBRSH
i

Action
AccountName
AddressType

TemplateName

ReceiversName

TagName

ClickTrace

sem

String

String

Number

String

String

String

String

HERkSEIFEN AHBEREH.

RS

InvalidMailAddress.
NotFound

InvalidMailAddressSt
atus.Malformed

InvalidMailAddressS
endType.Malformed

InvalidReceiverNam
e.Malformed

g

The specified
mailAddress does
not exist.

The specified
mailAddress status
is wrongly formed.

The specified
mailAddress
sendType is wrongly
formed.

The specified
receiver name is
wrongly formed.
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=

=

=

o
B

HttptRZH8

400

400

400

400

ik

BEEOR , REAE
530, BYE
: BatchSendMail,

EEEHaPRENA
ik

BYESBEl 0~1: 0 9k
TKS | 1 Jok(Etbit
el s R
TEIRETR.

el E HE T W
ANBMH NFIZREFR,

BRI AR
BUYESerE 0~1: 1 93T
FHEGRIRERINAE; 0 79
KIDEUEIRIRINEE. 1%
SHENMER O,

BY

RISHIAREFE,

RASHIPIRSAIER.

RASHIIESERARIE R
, RESE Rt ESAN
KAiSHBE,

et ABIEEHRIER
| SR
I,
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InvalidSendMail.Spa
m

InvalidTemplateNam
e.Malformed

InvalidMailAddressD
omain.Malformed

ANl
TRl

Sendmail rejected
by spam filter.

The specified
template name is
wrongly formed.

The specified
mailAddress domain
does not exist.

https://dm.aliyuncs.com/?Action=BatchSendMail
&AccountName=test@example.com

&AddressType=1
&TemplateName=testl
&ReceiversName=test2
&TagName=test3
Q< NEHERSE>

IR [E]73-5)
XML

<BatchSendMailResponse>

<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >

</BatchSendMailResponse>

JSON7RG

{

"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"

}

TEIRUIER

23

400

400

400

RIREEB R AR

BRGN R ER
 BIERX, BaEH

HAHMERE,

TEIREFRAIER,

RASHEUERGIEE IS
IEff, iSEEHEIRS
, FTBR. MX,
SPFECEREIEH.
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B mHEiR

FREMEORERE:

- SingleSendMail,
- BatchSendMail,

ARSS 2R IRTEIR

R

ServiceUnavailable

InternalError

MissingParameter

Forbidden

)%

The request has
failed due to a
temporary failure of
the server.

The request
processing has failed
due to some
unknown error,
exception or failure.

The input parameter
<parameter name>
that is mandatory
for processing this
request is not
supplied

User not authorized
to operate on the
specified resource.

24

Http A7

503

500

400

400

EX

IRSAATA.

NEBEIR.

IR IR

, 151 E RAM B9FH
PR T R AHEEAR
SRR,
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