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ERUEGESRIOT

HRSENNSERIER

String stringToSign=

HTTPMethod + "\n" + //Method£ X5

Content-MD5 + "\n" + //Content-MD5 FEHHEEAZ , MRAZNELE , ERATHHFERIBRITR "\n"
Headers + //Headers IR ATZAFZERN\n" , FATHHeaderssfEE7T"\n" , i# I FEIZELRHeadersgfmiIA
Url

S

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(Sha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret J48ER! APl RIS 24H

*hFEHER

Content-MD5

Content-MD5 £%5 Body A9 MD5 {& , RE HttpMethod 3 PUT g¢#& POST H Body 83E Form
KEAE MD5 |, HEARH -

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes( “UTF-8" )));

Headers

Headers I8fTE&5EZ1TER HeaderfiYKey, Value, £5&Ei+EAY Header AY Key M
Request Header #isEEY , Key s : “ X-Ca-Proxy-Signature-Headers” , 24 Key FIR3IES %>
.
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FXIFES5ERITER Header RY Key ZRRFEHFR | 251 Header By Key #ipl/NE/GTEAR
TR FHE

String headers = HeaderKeyl.toLowerCase() + “:" + HeaderValuel + “\n" +
HeaderKey2.toLowerCase() + “:" + HeaderValue2 + "\n" + ... HeaderKeyN.toLowerCase()
+ “" + HeaderValueN + “\n”

Url

Url#g Path+Query+Body & Form £%f , ‘B4R757% : tNERE Query 8¢ Form S£EMINN ? , AT
Query+Form SEIRRF XY Key HTHEFGIRERUI T AiAHHE | WIRIKE Query 5; Form 53§
, W Url = Path

String url =

Path +

"+

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN
JERIXE Query 5 Form S#§R9 Value T8 £ , ZMIBHEREE— Value 258 E1tHE

AT HEEREBENSEL , LTS Debug HUHTREE, , BATTENT
TBKAPIRKAY Header Fi7f0 X-Ca-Request-Mode = debug

[GishARS37E Header #hiEEY X-Ca-Proxy-Signature-String-To-Sign BIET , EJ HTTP
Header R{EARIFEIRITH , BIIRITRAEERAL T " ©

73 : X-Ca-Proxy-Signature-String-To-Sign 7F&55iSKitE.
A AT IS

NREImFBEXSERE TR | FTLAE APL EX HFIEFRFSE "CaRequestHandleTime”
, [BEARRIKEERAEMEL GRTTE,
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OpenID Connect

tERIOpenID Connectt®= , JARAAPIRYCIBII AP B EEIRE Token , Z[EHIERAPLEREREIS
Token3EIGIE,

OpenlID Connect & FIEZ=APP

#£OpenID ConnectEfit FIEINAppkeyIAE , KFEAIIGIEAPLIEXKHH] AppkeyF1Token ( Token B
APLRILBERIRSIR , XAUA Appkey ) ,

FFROpenID ConnectAIFX Sl

OpenID Connect & IR Z=APPFEZEIAUEAPPkey , OpenID ConnectUIAFE., FTiCHFMED , &6
HEFEEEEMSAIAPP, IR ImEERIRIERRER.

ERXMFHAILLSTUEN « EEEFRERS , BRTESRPHTRONERFS/Z18.

{EFEtRAEOpenID Connecti&TTiEMERRYTHEE

- APPEY , FTifER.
- APPIGREIEH | AR E/TEE.
- MBERAFPRREES , TERE/TEE.

SCH R

{&£F3 OpenID ConnectiAilE , FREETE API RXECEIREUZAR API #11 AP35 API FFHSSEUAIAPL

— IRERIZHLAPI HFEFiETEEToken

OpenlD ConnectililE —

L kEEAP SRR SAPI, {FMATokenl@RA
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API Y% FAF$5Rs ( FFH% API)

OpenlD Connectihilf

OpenlD Connect Eﬂﬂﬁ
1. BPE/ERRETIEN TEEVIEHAR| ZHEFE/MERE NERS
OpenlD Connect & F|E ZAPP <<ihilAppkeys> .
{E R AppHey+ H F &/E AR 3 iAE T
B <}— s.iEEToken <}— 4356 Taken fifi & Token
APl
— G.{EMAppKey+ Token <AME TEPSthER —2|  lkEaE
<<fi i Tokenss

- SREUEAYAPL . BT ERIZFimskE Token , BCEIXPMAPIET , BFEESAAPIMXEToken I RAY
KeyFOf#tr Token{FARIAHE.

- bSO |, RISSRRAONSSED | tRIBREAF R, #ITEMEESE. BEEIXRAPIHT , (REES
XIAPIRIRARIERPRRTokenfISEBTR. HEFinfaHIXRAPIHNSKENXAPINXS , APINXHE
X MERAIAppkeyFIToken2EB &%,

TAIES,

EFRERA  "IRBURA API"  ZREXTokenRVifiig

i. EPimERAILE SRR Token |,

i. OpenlID Connect : FFE[BRAFHN "FAFR/ER" EH "SREUSI" APL3X
EXToken, ,

i. OpenID Connect & [IEEZ=APP : “Appkey &82" + "HFPE/ER" EH
"SREVIEAL"  API $KEXToken,
iii. JAFIAPLEZSHR © JAFIAPI

API pXUEIERfE , OpenID Connect & PIEZ=APPHEL{ ( OpenID ConnectiFEE
) INEER Appkeyfs | TERERIRSIKS KETAEREEN “"RAFPE/EE" .

EiHRESINBAERFRZ/Z5 |, @d/5IRE Token 514 , 76 Token kAR "B
API" |

EFimiERLLsS3E API |, SRBIIETHEE

EPinfER  REUSEI AP 15ZF Token 71 B2/SH Appkey skiEA “JLSSAPT” |
(VAFBAPLESAR : YEFRIAPI)

API RZIAIE, &4 Token BIRZ | 7115 Token B SHIAFEEEELSRIR.

15



API Y% FAF$5Rs ( FFH% API)

TELERTERAYIR(ET |, API RUIRMHERER S TUI TRE

a. KSR , 7e1F APL RIKXSERT FF&/E8 H1TIE | FHRIERKIE
HAYINETSC , A Token, FAABIESIR T AASEHL AS &R,

b. #£ API WXEX APL, FHRESMR T 7 API RIXECE APL
IR - AFPE/EB E2RBRAER | RGP ERFEX , BN
ERRIXI AR EBERINE | FHER HTTPS thilfEH.

SCENFS =T

MBS RS AN EERIERS

1. Authorization server ( AS) : TAIEIRSSES , tTAsR4ERY id_Token HE
TR 5AFATART.,

X—EEEREITSEI, SC/5% , B2 R T 7 AP RXECE AP,

5. id_token

4. success 3.U+P

& FE , fEERT

1. Consumer ( J@FE ) MAPIRMKXAIXIREY id_token TAUESK , LLN : BT EFNED
(U+P) B975L,

2. API RKEEZIFKE! AS,

3. AS [ Provider ( JRSZ#RATT ) KIXNERPERIBEX.

16



API Y% FAF$5Rs ( FFH% API)

4. Provider IIRAAIFEER | HEMNEZOMEREE.
5. INIEEERTN , AS &Rk id_token , id_token EET User (52 (AT B , Lol 88HMMERS
I% ) o

API x4 AS IR[EIRY id_token M5 Consumer,

B8 : AS FRVRZRIREZHINA | eI LASRAE Provider 1, FEEEMARFE(E id_token
ErrEfE |, FTERRY id_token XS OIDC ( 1.ORRA ) thXaY M5B,

2. Resource server (RS) : HiRIRSE: , th:ikLe id_token , FiFiTH
BRAER.

AR ISR, EJ9 APL MXBRIEEEM 7 RS Thee | IR REERIBEMATINZZ AN A5

id_token BEl=],

1.id_token

3. Response 2. User

&5 LE , FUEERNT

1. Consumer A id_token B9SE1EiEK API K%,

2. APl RX SRR ERRIATE | UEFH#EMT id_token SREXE AT User {SE4E45 Provider , &
WIERMUEEREERER.

3. Provider {MEERFHIREILERLE API X,

4. API (XiE(E Provider N AY455R4S Consumer,

iR : RS FEEAMARFIE(T id_token [EEERAE , 1A id_token BIEGET , ABiGEKE KL Provider,

17



API [3% FBF4ERs ( FFR APT)

{aISCHR AS &R
AS th{s§Fg OIDC 45} id_token ESixAR

- id_token , #1204 ID Token , 27 OIDC th{FENXI—F<$HE |, IFHART SN OpenID Connect
Core 1.0,
- id_token &£ FEZE KeyPair, keyld 5 Claims (BxClaimsEZ{5R1515(a) ID_Token ) .

Keyld 1%8H

Keyld Z/R{FIEME— , ELaNfERE UUID ERkAUKEZE /D3RI FRTE | AILIE IS FEHF+F5.
2270 (JAVA)

String keyld = UUID.randomUUID().toString().replaceAll("-", "");

&%

String keyld = String.valueOf(UUID.randomUUID().getMostSignificantBits()) +
String.valueOf(UUID.randomUUID().getMostSignificantBits());

KeyPair 5268

KeyPair 2—1MEF PKI AARAVIENFREIENATARES | 8—EELQE (publickey ) 5FAH
(privateKey ) ; RHRUETE RS F , 7ERGEE (verify ) BIfEFE , FASHRETE AS &, 7E4ERL id_token BiER
FEEBFER

KeyPair 8/ RSA SHA256 INEZF %L , ARIEEBZEHEINFRIUE/I2048 ;

AS th{$FBRY KeyPair 139 JSON #&HIEEE , —RBINT -

publicKey:

{"kty":"RSA","kid":"67174182967979709913950471789226181721","alg":"ES256","n":"oH5WungaqglopfOFBz9RfBVVII
c¢cmkOWDJagAcROKFiLIScQ8N\_nrexgbCMIu-dSCUWq7XMnp1ZSqw-XBS2-XEy4W412Q7rx3qDWYO0cP8pY83hqxTZ6-
8GErJm\_0yOzR4WO4plIVVWt96-
mxn3ZgK8kmaeotkS0zSOpYMb4EEOXFFnGFqjCThuO2pimFOimxiEWw5WCdREz1v8RW72WdEfLpTLIEOpP1FsFyG30OI
DbTYOqowD1YQEf5Nk2TgN\_7pYrGRKsK3BPpw4s9aXHbGrpwsCRwYbKYbmelst8MQ4AgcorE3NPmp-
E6RXA5jLQ4axXrwC0T458LIVhypWhDgejuw","e":"AQAB"}

privateKey:

{"kty":"RSA","kid":"67174182967979709913950471789226181721","alg":"ES256","n":"oH5WunqgaqlopfOFBz9RfBVVII
c¢cmkOWDJagAcROKFiLIScQ8N\_nrexgbCMIu-dSCUWq7XMnp1ZSqw-XBS2-XEy4W4|12Q7rx3gDWYO0cP8pY83hqxTZ6-
8GErJm\_0yOzR4WO4plIVVWt96-

mxn3ZgK8kmaeotkS0zSOpYMb4EEOXFFNGFqjCThuO2pimFOimxiEWw5WCdREz1v8RW72WdEfLpTLJEOpP1FsFyG30I

18



API [3% FBF4ERs ( FFR APT)

DbTYOqowD1YQEf5Nk2TqN\_7pYrGRKsK3BPpw4s9aXHbGrpwsCRwYbKYbmelst8MQ4AgcorE3NPmp-
E6RxA5jLQ4axXrwC0T458LIVhypWhDgejuw","e":"AQAB","d":"aQsHnLnOK-1xxghw2KP5JTZyJZsiwt-
ENFqqJfPUzmIYSCNAV4T39chKpkch2utd7hRtSN6Zo4NTnY8EzGQQbyvunaiEbWUkPyJ6kM3RdIkkGLvVtpOsRwPCZ2
EAYBIsMad9jkyrtmdCOrtf9jerzt3LMLC7XWbnpC3WAI8rsRDR1CGs\_-

u4sfZfttsaUbJDDOhDOg4NfLDCVOZoQ\ _8wkZxyWDAQGCe6GcCbubN81fTp2CSVbiBj7DST\ 4x2NYUA2KG8vyZYcwvi
NTxQzk4iPfdN2YQz\_9aMTZmmhVUGIMTvAjE5ebBqcqgKASONfhOQHg2uR46eBKBy\ OyVOLohsQ","p":"8 Tdo3DCs-
0t9JMtMOIYgPRP4wYJs37Rv6S-ygRui2MI\_hadTY9I2A199JMYw7Fjke\ wa3gqg)La98pbybdLWkrOxXbKEkwE4uc4-
fuNjLbUTC5tqdM5-
NXmpL887uREVYnk8FUzvWeXYTCNCb70Lw5I8yPJ1tR8aNcdOfINDKh98","q":"qlRrGSTsZzBkDgDilxlICoYvoM76cbmx
rCUK-
mc\_kBRHfMjlHosxFUnAbxqIBE4eAJEKVIILQrHFVIDjQb3kM9yImwMCu9f8u9DHrT8J7LSDILgDaXuiM2oiKtW3bAaBP
UiR7sVMFcuB5baCebHU487YymJCBTfeCZtFdi6c4w0","dp":"gVCROKonNsjiQCG-s6X4j-saAL016jJsw-
7QEYE6UIMHQgR\_6iJ\_uD1V8Vuec-
Rxaltyc6SBsh240eqsNoG7Ndaw7w912UVDwVjwJKQFCJDjUOv4oniltosKcPvM8MOTDUB1qZojuMCWWRYsJjNSWcvA
QA7JoBAd-h6I8AqT39tcU","dq":"BckMQjRg2zhnjZo2Gjw\_aSFJZ8iHo7CHCi98LdID03BB90oC\_kCYEDMLGDr8d7j3h-
1IQnoQGbmN\_ZeGy1170y3wpGITEWQEDEPYKOjWb7rBK79hN8I1CqyBIvLKS50i-
uYCaiHkwRQ4RACz9huyRxKLOz5VVvIBixZnFXrzBHVPIk","qi":"M5NCVjSegf\_KP8kQLAudXUZi\ _6X8T-
owtsG\_gBIxYVGnCsbHW8gccRocOY1Xa0KMotTWJI1AskCu-
TZhOJmrdeGpvkdulwmblcnjA\_Fgflp4lAjATCWmtRI6982hnC3XP2e-
nf\_z2XsPNiuOactY7W042D\_cajyyX\_tBEJaGOXM"}

LR, KeyPair £&7:45) (JAVA )

import java.security.PrivateKey;

import org.josedj.json.JsonUtil;

import org.josedj.jwk.RsaJsonWebKey;
import org.josedj.jwk.RsaJwkGenerator;
import org.jose4j.jws.Algorithmldentifiers;
import org.jose4j.jws.JsonWebSignature;
import org.jose4j.jwt.JwtClaims;

import org.jose4j,jwt.NumericDate;
import org.jose4j.lang.JoseException;

String keyld = UUID.randomUUID().toString().replaceAll("-", "");

RsaJsonWebKey jwk = RsaJwkGenerator.generateJwk(2048);

jwk.setKeyld(keyld);
jwk.setAlgorithm(Algorithmldentifiers.ECDSA_USING_P256_CURVE_AND_SHA256);
String publicKey = jwk.toJson(RsaJsonWebKey.OutputControlLevel.PUBLIC_ONLY);
String privateKey = jwk.toJson(RsaJsonWebKey.OutputControlLevel INCLUDE_PRIVATE);

4F% id_token &E LB

@i OIDC tYFEMAY Claims B (aud, sub, exp, iat, iss)SEBME , &£/ Claims(2FR

JwtClaims)

THHEBUAVA)

JwtClaims claims = new JwtClaims();
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API <

FAF1ERg (FFH API)

claims.setGeneratedJwtId();
claims.setlssuedAtToNow();

//expire time

NumericDate date = NumericDate.now();
date.addSeconds(120);
claims.setExpirationTime(date);
claims.setNotBeforeMinutesInThePast(1);
claims.setSubject("YOUR_SUBJECT");
claims.setAudience("YOUR_AUDIENCE");
[RINBEN S

claims.setClaim(key, value);

BT keyld, Claims, privateKey S{#ERRIEFEREL (RSA SHA256 )4EpL JWS( Json Web

Signature)

THIRTBUAVA)

JsonWebSignature jws = new JsonWebSignature();

jws.setAlgorithmHeaderValue(AlgorithmlIdentifiers.RSA_USING_SHA256);

jws.setKeyldHeaderValue(keyld);
jws.setPayload(claims.toJson());

PrivateKey privateKey = new RsaJsonWebKey(JsonUtil.parseJson(privateKeyText)).getPrivateKey();

jws.setKey(privateKey);

BiZ JWS 3£EY id_token (&

THIRTBUAVA)

String idToken = jws.getCompactSerialization();

— RS id_token 7R :

eyJhbGciOiJSUZIINIIsImtpZCI6Ijg4NDgzNzI3NTU20TI5MzI2NzAzMzA50TAOMzUxMTg1ODEINDg5In0.e
yJ1c2VySWQIiOilzMzcwMTUONDA20ODI1OTY4N)I3TiwidGFnTmFtZSIBImMNvbmFuVGVzdCIsImV4cCI6eMTQ4
MDUS5Njg30SwiYXVkljoiQWxpX0FQSV9Vc2VyliwianRpIjoiTm9DMFVVeW5xVONORUFEVjNoeElydylsimlh
dCI6MTQ4MDU5MzI30SwibmJmIjoxNDgwNTkzMjE5LC)zdWIiOiJ7ZGFOYU1hcDOne3VzZXJJZD0zMzcwM
TUONDA20ODI1OTY4N;jI3fScsIHNOYXR1cONvZGU9JzAnLCBIcnJvenM9J1tdJ30ifQ.V3rU2VCziStbuTgdCktYR
SIWKMEMsO_jUHNCCIW_Sp4qQ5ExjtwNt9h9ImTGKFRujk2z1E0k36smWfIPbNGTZTWmSYN8rvcQqgdsupc
C6LUIr8jreAIRw1CmmeWY4HsfBfelnrlwCFrEfZI6_QOtf3raKSK9AowhzEsnYRKAYuc297gmV8qlQdevAwU

75qtg8j8ii3hZpJgqTX67EteNCHZfhXn8wJjck|5sHz2xPPyMqj8CGRQ1wrZEHUmNPw-

unrUkténeMOUrSqcjlrQ25L8PEL2TNs7nGVdI6iS7Nasbj8fsERMKcZbP2RFzOZfKJuaivD306c)IpQwxfS1lu2be

w

£ API fXHECE API
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API Y% FAF$5Rs ( FFH% API)

API {RigIhRE | BEASEZ B L eIAIEEN OpenID Connect i%1R , iXf A EIHEET M
BZRAPPIAIEST | tEHRIRREHRENEY APP ABEERIXAS APIL,

22E i = APP v
fE = APP

OpenlD Connect

ML R | mAPRYE FIS | SEFERFESIS EHAPITIERT
INEERAE R SeEAPTE =R LR | FAEEERIAPIA R ER

13 OpenID Connect IXFIAIEA TG | 3 FRE%E OpenID Connect #85, , BFMNETT

220 CpenlD Connect v

OpenlD ConnecthS=, FHIFR AP M

i. SREZAL API : & FESEHREN Token B9 APL, Lk : @i U+P #2EY Token,
ii. V5% API : tEi RIRSB IR IRMIRSZH API , ARESIRZBIFREEIR Token fEANS
BTV,
OpenID Connect IAIEA R EES SRR LIXFF APT, 321555 55 BBXFIFRAPI
ZAEECER.
SREUZ AP AFEZERCE Keyld FIRE , WTE :
OpenlID ConnectE=l FEEEU AP ¥

Keyld 88483727556920326703309904351185815489

pac] {kty""RESA" "kid""88483727556029326703300904351185815480" "alg""ES256""n""ieOlKvt

Keyld : 221RFATRRS XIMAT—MIE— Id , B As BEEREAZRAERAY ; =M

88483727556929326703309904351185815489

A - AERWUEAREHT Token , H As #RIREASRAERRY , 7l

{"kty":"RSA","kid":"88483727556929326703309904351185815489","alg":"ES256","n":"ie0IKvKLd7Y3izHcZ
emdDsVVXg5QtWtGF7XEKILnn66R2\_3a30DikqV4090VL7HVOEIACgCaBLEgZeGHTcdLE1xxDTha8MMBNB
NuMVghvFERCKh8uzpxIQsfcnFd5IFdJWj1x5Tscetrow6lA3h5zYx0rF5TkZzC4DclxgDmITRam0dsHBxr3uk9
m9YYBz2mX0ehjY0px7vio7hZH2J3gODEPorIZkk3x8GPdlaA4P9OFAO4au9-zcVQop9vLirxdwDedk2p-
FOGP6UIQCIV2LTWakVw\_oPBfIRIh8Qdi19jA8SeCfzAXJZYIbOTK8dYAFAVEFsvXCFvdaxQefwWFw","e":"A
QAB'}

REFTXY , FHRENIZEIEEN APl —HT |, FELHAEERT

EECE APLIEZIEH AP, FRER Keyld FINIAERRAE APl K2 G4 2ER.
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API [3% FBF4ERs ( FFR APT)

A5 API EEFRLE TokenfiXdMAYSEIETR.

OpenID ConnecHEz, {FEAPI v

TokenTENISHET | ldToken| ‘

g0EFE , Token FRRIMAISENETR : HUEEMERA APL{EN id_token F{ERIISEIE
. AP X SIRBIXNSEIE | BERFRET.

REENSENF , WRBEX — M NESE , SNRFSHIGERES , WTE.

| ABEY

L BHE BHUE =3 Wi FAE ) = B

iii. REEENRRSE : WS APITE B APl BimfRSS rEF AN EREN EZHSH
 EMIF, WTRE

EEVFERSH @  EFFIM. WESsA0penldConnectss , FISEREERTEA Token , BLI"Ca0penid. + FERER A . MWTokenhEL BAFuserd . IHES Ca0Openld.userld.
FRENE EESHER g v b3 B
nnnnnnnnnnnnnnnnnnnnnnnnn i
— tean

: AS &REAY id_token FEIETHEAER userld , FBANIRILER FEIXHFERENNE | #
SHCNEREEIRAY id_token HEHTHRAY userld fEAIRSBZIRAT | EKBEHTVNRSR
SEE.

PRTLAE3SL , X AP EfttECEFIRIN—4F , B ABERT.

LALFRR S=MWSIAE OpenID Connect 7F APl RXEENSPHRES , fitiisk |

BEY HSIRGSEEAPIRAAEE

APIRXAN BEARSS SCICEE R AL, , B HEIRSETIAH TR HEER. T, SHERUDIE , B
LU BE5#%iEE)OSSa#Z MaxCompute,
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API 3%

FAF1ERg (FFH API)

=P API % i
BEEH

=—aQ

APIEIR R . pEms

BEZATRSIEEFSR | BSIRSHEI,

AERSENBRIS00MBSRZE | BAMMEESR | BERSEN.

1 ZgemEft
1.1 BRERE

IRIEAGHESRREFHTRENER. SR , JBRTUREMESERITES.

1.2 FERBE

ERILMSZRAPIERBFARSES

B 1R
apiGroupUid APIfy534HID
apiGroupName API4HBZFR
apiUid APIfYID
apiName APIZFR
apiStageUid APBARIZEID
apiStageName APIRERZIR
httpMethod JEARNHTTPIA
path BEKAIPATH
domain AR

23



API [3% FBF4ERs ( FFR APT)

statusCode HttpStatusCode
errorMessage HIRER

appld A& R FEID

appName VA& N AR

clientlp A& EFiRIP
exception EimRENEAEER
providerAliUid APLEHEKFID

region X1 , a0 : cn-hangzhou
requestHandleTime 1BEXKAEE , UTC
requestld BKID , 25—
requestSize BRI, BAL
responseSize IREEHRAIN BN - F
serviceLatency [EiRiER , =70

\J 5
14 BEXSHEZE
ERLRESITREREEERTMEENSITER BB ENLSEE.

1.3 MESITIRE

FRELLIRRIERER , APINKTUEN T —ERIHER (28 ) . 81  BREX/. W=, HRER, TEER
. VFAFAPINAPPHIE , fEiRIERSIt. TOP 94H. TOP APL. Top JEIREE,

2 (EFAEIRSEEAPIEE
2.1 BEcBEREIRSS

{EFAILLINRERT | IBHRRECETHE T BEMRSS | FelEProjectililogstore , mEEFHRBIEE.
ERILATEAPIRRAYEHI & ERECE | B LIEHSIRS =6 e LRk E.

2.1.1 FEAPIRKIERIGECE

1) $IFFAPIRKIZHIS - [FFIRAPI] - [HEERE] | SFEERSAENXKE , TELI%IE16)
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API 3%

FAF1ERg (FFH API)

APt !ﬁ; :.(ﬁﬁ() L1 (HS) 1k 2 (ER) e 1 (R EF2 (L) &H AR 1 (RO BGMPER 1 (R
~ FFRAPI WATRA 3 (SHE)
SEEE IRIZNEAPIIBRIA K
APIFIR sis project logstore #RE REBEAERS
R
uEEE EERRASEE
VPCH#E
AEEE
SOKIXBERER =
» HEAP
2) /E AEEAEEE" | #ABTERERT
tERFEE
HIFHFEE RS 2R B E RS Project#LogStore
HhiE: 1£3R 1 (HH)
*Project #1: i RIFT
APRZEGEMSLSHEAS, BEME  OsSAfE |
E?E:ﬁlﬁ? eS8
‘LogStore& #: N BIFT
B

3 ) RSB EM AN BERSAProjectei&E Logstore , BLIEIEE , Bmth "BNAEERE" | mTEiE

HITIRIURIE

THRRTEIRN

REHET: NRENABNE, HAERAMENEASEEDER, FRIENE URNERTESHLogRERME SR AR,

Logi# RIRER el fE = ERAIAN AR
TARRGCIRNFT oA, BILE, LogHH HEEIRIBNNHEIRR,

AllyunLogArchlveRoIe
e DEESRIAEALAE
mmEE: ATESEBSAchv

SRR

4) #NiE | STRMKS BEIRSSAIRER
5) FRRS|a5mEE

2112 ZAFRSEHEERE

]SSR © APIRKIBIEHE
BoESehklE , FRHIAPIEFFICREIETHN HEIRS HILogstore

22 55HF
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API 3%

FAF1ERg (FFH API)

{RATLASTEAPIRKIEHIE - [FFRZAPI] - [
\E% , ARERARRE. WA :

TEHE] - pREE" | BEREIESERe

3 abc laonew EEEE | 5% EESEE | Bek
*and 17 9249243 and 100 o AEF
1.2
0
11641853 118457453 126437453 13H175 1384575 14843743

BN R SR
RaE FitEE

BEESHT < i) ~¥ AE v

frH

1 12-29 14:33:17 source__ : log_service
topic__
apiGroupName : HBEIAB
apiGroupUid : 1857 3243
apiName : GetUser
apiStageName :
apiStageUid :
apiUid : ceScbcBefi 8849afab07b3885de63334
appld
‘appName :
clientlp: 106.1
domain : 1857831d7

apiGroupUid

49243-cn-hangzhou. m

REATERATRSEHEEERE

2.3 EfFE IR

, ISR - HiEAE

, RIERSIRSHE

MENEEE , RAPINXANT HERFFTER , MMEN—E45HRE | JAREAPIMXESIS- [FFl

API] - [BEFEE] - "BESH" KiniE. BaLEESRSEFHEXRES:

apigateway-accesslog-dashboard lacnew BB RE | EERE HAE E=

WA | 150 | 1554 | LM a0e | 1E |18 C eazmm

(v

backend_service_error_ratio sialilag A sucess_ratio il 2
1 2 1

08 ’

06 ) i

04

02 - 0
0102 15:01 0102 15:02 01-02 15:01 0102 15:02

® backend_service error_ratio

® success_ratio

request_pv ity A service_latency A1 et 2

e+ e s o

2.4 HENEIRER

RETLMRIEE B SHREBENEIRRE B3

3 & HE

BFTFFAPIRRI=RIG- [FFIRAPL] - [BEERE] |

SIRENTTIE - URE

1T "ENEE" SEMRRECE.
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API g% FAF$5Rs ( FFH% API)

- BHECE : AEIRHTH SRS HIProjectaiE Logstore , BEHEFRIAPLERHERBRE NN
Logstore , {BASREIRISRERE/RLogstored , A= IRMETRE.

- BRRECER : SMERAPINX S BEIRSHIIMETXR |, HREEASBRELAPIARBESRIBERS |, &
HA=MERLogstoreFREBRIEIE.

RAM &I API

API RXEEEEZILAES (RAM ) SRS AZIRR SINETE APL AP IREEETTLANR T FIKF
. FEFIARERR AR APL E1E,

- £ RAM FJLIRTFFIKS , EF. tlE. S, Wbk APISE. APL Y. RIERIESE. (BFK
SARRRNMEE , HRESURMERIER T LK EKSIKIE.

- EEEANE , BREEEEFET RAM FEIFEAR F0 API X API .

- BIEATILSIZER | EhEIED.

{RAJLAEFS RAM ROZHIE 5 APL SRIZINER(E.

F—Epo - RIRETE

ERGREE (Policy ) |, SRIEABSIIIEARRS , BRI TEGSWI( Effect ). &IE( Resource ), XT&IRFT
EFHIRIERPR( Action )LAKBRHIZE( Condition )iXJLNEAITE,

RBRBIRG

APl XBEMEB THNRFHIR , AliyunApiGatewayFullAccess#ll

0
HEHEH RAM BEBEE SRR < B

R

RERERE R SURAUERE
BrEE

BEAEE
BIRER LR #

peEs
RS (ApiGateway) IR [ =8
BE

E | AlyunapiGatewayReadOniyAce: ess RUHEIFXARS (ApiGateway) LR 1 =5

- AliyunApiGatewayFullAccess : EIRRIR , HBEEKS TEE API 54E. APL REHEE. NEAE
B RN ETESSR,

- AliyunApiGatewayReadOnlyAccess : BILIEE TS NEE API 54, APL izRlg. RA%EMT
BREIR , BRAILURE,

BB SRR RS

EALRIEREAENEIEMR |, SIUFEBMCENEN , JLUSENRE , B LREANEIR. 0 @ API
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API [3% FBF4ERs ( FFR APT)

GetUsers RY4RIEIIR. AJLIFE RAM $2Hl5-SRIBEE- BE N RINRKREECRE X IFHEEXRN 1 BENX
BEEE. . B MRTEEER | RIRIREE.,
BRIRBABTIESSAESMR © Policy EAITE # Policy 1AL FI TS AYRAERE.

ETERY - PR

RIS E—ERIRNES | CUA—MRIEIES KA. BITE AP aEHEM ISR , B EEHA AR
B AP SRR ISR RIR,

IERERANSIESHABESR : Policy 47T # Policy iBE45#1.,

<

{
"Version": "1",
"Statement”: [

{

"Action": "apigateway:Describe*",
"Resource": "*",

"Effect": "Allow"

}
]
}

PR © RIFTEREERE
Action ({FRFRFIR ) 1=\ :

"Action":" <service-name>:<action-name>"

Hep:

- service-name 75 : IR ==REFR , i51EE apigateway.
- action-name J3 : APLIZORFR , ISR TR | STFEECHT *.

"Action": "apigateway:Describe*" FRFIEHIEIERIE
" Action": "apigateway:*" /= APl MEFTEERIE

=589 : Resource ( #{EXIHFIZFR )

Resource BHETSRIEXISR , APIRIXHPRI APl 54H. iFRiziREg. NAEBHAR Resource , PEIE

acs:<service-name>:<region>:<account-id>:<relative-id >

Hrp :

- acs : Alibaba Cloud Service NE=Z84EE , FME=ZNAE=YES.
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API <

FAF1ERg (FFH API)

- service-name 73 : FIE R EETR , 1I5IHS apigateway,

- region : X(ER , AILMERABERASRAE , *Tr B X,

- account-id : IS ID , LkaN 1234567890123456 , thaJLAB*KE.
- relative-id : 5 API RIXIBRAIFRIRIEAERS | XA AMETHEIA SRR I T — NSRRI S

1.

=~

acs:apigateway:$regionid:$accountid:apigroup/$groupld

5 .

acs:apigateway:*:$accountid:apigroup/

5455 APL RIKHT APL Fiiff SkEE TR

action-name

AbolishApi

AddTrafficSpecialControl

CreateApi

CreateApiGroup

CreateTrafficControl

DeleteAllTrafficSpecialControl

DeleteApi

DeleteApiGroup

DeleteDomain

DeleteDomainCertificate

DeleteTrafficControl

DeleteTrafficSpecialControl

DeployApi

29

iR ( Resource)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/*
acs:apigateway:$regionid:$accountid:trafficco
ntrol/*

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld



API <

FAF1ERg (FFH API)

DescribeApi

DescribeApiError

DescribeApiGroupDetail

DescribeApiGroups

DescribeApilLatency

DescribeApiQps

DescribeApiRules

DescribeApis

DescribeApisByRule

DescribeApiTraffic

DescribeAppsByApi

AddBlackList

DescribeBlackLists

DescribeDeployedApi

DescribeDeployedApis

DescribeDomain

DescribeDomainResolution

DescribeHistoryApi

DescribeHistoryApis

DescribeRulesByApi

DescribeSecretKeys

30

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/*

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld
oracs:apigateway:$regionid:$accountid:secret
key/$secretKeyld

acs:apigateway:$regionid:$accountid:apigroup
/$groupid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/
acs:apigateway:$regionid:$accountid:blacklist/

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup

*
acs:apigateway:$regionid:$accountid:group/$
groupld

acs:apigateway:$regionid:$accountid:secretke



API <

FAF1ERg (FFH API)

DescribeTrafficControls

ModifyApi

ModifyApiGroup

ModifySecretKey

RecoverApiFromHistorical

RefreshDomain

RemoveAccessPermissionByApis

RemoveAccessPermissionByApps

RemoveAllBlackList

RemoveApiRule

RemoveAppsFromApi

RemoveBlackList

SetAccessPermissionByApis

SetAccessPermissions

SetApiRule

SetDomain

SetDomainCertificate

SwitchApi

CreateSecretKey

31

y/*

acs:apigateway:$regionid:$accountid:trafficco
ntrol/*

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:secretke
y/$secretKeyld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/

acs:apigateway:$regionid:$accountid:apigroup
/$groupld(acs:apigateway:$regionid:$accounti
d:secretkey/$secretKeyld
oracs:apigateway:$regionid:$accountid:trafficc
ontrol/$trafficcontrolld)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/
$blacklistid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld(acs:apigateway:$regionid:$accounti
d:secretkey/$secretKeyld
oracs:apigateway:$regionid:$accountid:trafficc
ontrol/$trafficcontrolld)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:secretke



API <

FAF1ERg (FFH API)

DeleteSecretKey

EEMLE VPC IMEF

y/*

acs:apigateway:$regionid:$accountid:secretke
y/$secretKeyld

i API

ERMEZEEMWEVPC , ATLWGE H—MRERIMNSEIRE , FAILABENXIP #lBTEE. MR, BEHEFRAONX
& s, A LUET T4/ VPN/GRESER S = EVPCESRRSEIDCHIEE , ERE =SS,

APIRX SRR B T BMNEVPCHRIBRSHIIAPL, EFRIENEZR , BHARESR TREBNWSE

VPCHYERRTTE.

EENRRRSEVPONE | FEHITIEMNAPINKIGIRIZA BT FFAERMAPL,  SIZ2APLRFEANT

1

2

BISHE ——w=|  ENAP
WPC ERVPCITRE

1

BRINS4BEVPC

HLAP|

FFEVPCRMERIAPL | BEGSTIFINAPIN XA ARVPCARIIARSS . RINATEIEEAPINK T LAISIER IR + ik

O, &0 : SLB g9443i%. ECS B980im.

- RTINS . APIRSH B )RG5 1a)VPCRERET IR
- I R 24 B EAPIR K IG e E R S i R
- APIRI KA BT B AR B AN A R IR E tn ]

folgn - FGVPC 1RSLB 18980t AL APIRIK | BRAAPINKX REEEvpc 1HSLB 14980k
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API 3%

FAF1ERg (FFH API)

ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
L - | L L |
ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
\
1.1 ERVPCIAEE
1) WEVPCIARRY , SLB, ECS , H1EEMRSS | FILISIRVPCERFM

2) BiAVPCER , EEHESWTVPCER

- VPC ID : #&/5imiRSFrERIVPCID

- SEBIID : EfRIRATERISERBIID , ATLARECSEE SLBRYSEHIID , HERTSLB ,

-imAS - EREEIRIRS MERNREOS

1.2 EAPIRIKIT(E)

HEN [APIRKIEHIE] - [FFARAPL] - [VPCE] | =i "CIEEiR”
HER) ER 1 GRHI) &S WA 1 (30

APIFIE BAGIR b1 (58) L3R 1 ()

> FIRAPI
BRak Vpc Id RFd
SEEE
AP
i sl
ERWH

SOKATHERER =

» VAP

HENRINE |, HEENER

#3k2

WOS BlRRRIR)

TRiR BRI

BRI

i

stok, EARFI0R n

BIESSLBRYSLHEIID

- VPCEFR : AR RTRTR |, HEIZAPIE R , LA T ETREERE | BRIE

L2 FRATME—,

33



API 3%

FAF1ERg (FFH API)

B EVPCHEHY

biut=n

“VPCHEIRAFn:

“WPC Id:

“ERHd:

it
|
Ji0

REHHE | FehldE

1 (HE)

ERNT. BRNFE. T, ENEIANTIE, PEE SFUENFE
SNFF L, 4~60TFH

VPCEHIE

ERETE, BT, ERANTIHE, i, ST aTk,
6~50-FFF, Il vpo-ufBSToecTInd2xoomx

FRHENFE. §F. EXRANTHE, P SabiFETRE Tk,
6~501=5F, #Hl: i-ufSbzeglprdoxoooxx

SARHT. 2-6FF, #u0: 8080

HH

HEGSAVPC, EEENS/ LA, wO , FESN LSRR

2 BlEAPI

BIEEAPIRYRIE SEMZREIAPIS N —E , B2 R : BIEEAPL
SR RIRARSSHBILRT |, 1B

- VPCIEIE : iBikiE "(FRVPCERE"
- VPCIZHY : iR KIS IR B A0SR

Hit#poAE  SEMAPIEX S
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API Y% FAF$5Rs ( FFH% API)

Hi & HTTPHTTPS
VPCFiE {EFVPCIEE 4
VPCIEL LisvPCntiEE 3 %lilvpcﬁﬁ
Eimi#ERPath

EfERPath IS &SRS &R Parameter Path, SR%E[F, thil/getUserinfo/[userld]

HTTP Method GET =
[Spat=ta) 1000 ms
Mock A{EFAMock %

RFE . WAPIBIESERL.

3 REHERN

MBERYTE - WTFEImEERASLE , BiERBMANIECSTLBRERIRAIAR | AILABS IS,
HIBAPINEmARSS HECS , BERITZ2H "WMAGE" HE%RE , FEEINMXAILEAIP,

HOPEES
APIRIS B0 CIPEEE S EFFESSAIGHOIP , BEEE | SOBIAPIRXEHE- [FIRAPI] - (H4EE
2] - (SIS EBEHEFELOIES

frr + BRI
261 | EAER
v FFHAPI s 4R 1 (B A Ftest APISEEID: Guiont 500 ToTs 10uas (1291 » 8. 5367
e
it AW EEA ¢ T 7T "l vmreme ezs5T7-cn-hangzhou.alicloudapi.com KA REA
i _ (EZ A REWRER, HER1000RVIEIMRE, HERRIAEFRES)
AP ame
ARVPCHES: RITE
FEREH UMEERFRREAFNVPC, HAERAEENALEVPCEBFE- MAE
oz 0]
FERG (VPC)
e 48QPS EE: 2500
L apigateway-cn-mp9181y1k003 apivieniiond EEH A SPRESAEEE
EHEE a Eaks witest
VPG
. A HTTPSZ 258 HTTPS2_TLS1_0 HttpsZ 2 SRR ILES
BEEE (5% F5fiHttpsPolicy RIS —50)

a2 [3£6] TWEEAEXINSEGIRIH OibiE

(o | mxewzn

]

| @ £E56) (VPC) : apigateway-cn-mp9181y1k003 foesy]
ket REEH whest &
> AP
AR SR 1(gh)
s
HTTPSZ 2 5H: HTTPS2TLS1 0 ZBHtpsi £
VPG SEBIEAVPC
ftgtast EEITR AIEEE: 2019-07-19 09:51:27
BAGYERY 2500
= SO SLA: 99.95%
apist.smal BRAHNGHE. s6
BALFRBHE 100M

47.96.168.155,47.97.155.13,47.97.249.133,47.97.166.114,47.97.264.79

O
PIFIVPC: 100.104.255.0/26
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API 3%

FAF1ERg (FFH API)

3 APIliz,

LB LA 5z RIAPI

- &I API
- T#SDK
- (EFEAPLERDemo

APIFIX BSIR 42k 1 (5 S) TR 1 () 43k 2 (k3 481 (7)) 43R 2 (13) B
~ FRAPI
EEE BEi Vpe Id EL N Z’: BilERA ) ®RIE
AP _E38SLB VPG vpe- Ib- 2017-03-09
& uf657qec ufédpmnr 18080 19,4346 e
TR
vallen_test s \ufbbzogiprdohsimdzt  sogo 20170307 R
T uf657qec7Ix42pawdasqo 19:30:09
VPG vpe- . o 2017-03-06
VRCIREL = Uf657gecTixd2pawdgsqe | UToPzegTprdohimdz 80 g g 0y F:
SDK/RMERER =

5 FAQ
ERIIhEER A BEWINER ?

&, LIRERZR(ER , FTEUIMER 4.

RAETLSBESZIVPC?

ALA , HERIRRRSESNVPC , AILURIIZ MR

AT LRTEEFZFRVPC

TAIRE 1 ()

BRI

iBHEIA , VPCID, LD -SHIER , FHRIERACREEFIVPCIER—MX .

ANAPINKIS , VPCREA ?

SERIVPCRARAPIRX AT IR , RXSVPCRIMERENE. ERESEM 7RG , ARIEMVPCHREIA,

1. REEHIEIUREE « RBVPCHIRTE EREBIRERAN.
2. BRUEAPINKX SVPCEI EZiBIE | th AR ERALLEIE.

3. EINENENRIRRD : ToEAbm s8R EIR,
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API Y% FAF$5Rs ( FFH% API)

Mock &89 API

EMBFRIRET  FERS MG —EAK , ZAGFSHEERE , MIXFMREED RSP SIENEER
2y, BERECSYRAKHE , EEWIBNTH. FLUEFRIRES , —RESER Mock &l
VFREANREIZER | KIEERIEFRE | MTTHRFAFFRZEE,

API X tB373%F Mock S SREE.,

BtE Mock

£ APl fREBTUE—[SIREARHE X , KECE Mock,
RUWEREY

hi ® HTTP/HTTPS

RIEIRS Ak A
SRS EAPIF XTI EERSHMEAREP, FE&Path

JEimER Path Iweb/cloudapi/[userid]

BifERPathS A & ERRE S P HParameter Path, 2&%[H, thi/getUserinfo/[userld]

HTTP Methed GET
==l 00 ms
{EFAMock [ |
Mock v TMERMock .
MockiE[EIE5 R

12552 Mock &I LAESEER Mock BiEARNMER Mock |, i&$%(ER Mock BT ZIXH#IA
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API 3% FBFt8Ea ( FFRL APL)

LEMN o

e R T EAMock, ZREBERIF=EABGSRES, WIMEE?

ES Mock iR[E]4 %Mock REIER , JLUESEESLANREILER. BRISZTIFRE Json, XMl XA
FIEES Mock IREIZEER, 0

{

"result": {
"title": " API R Mock JUiz",

R7fE Mock iIRERLY] | BIRIELIrmE &7 FiRaid EIRSH T | tBeTLAFE APLEIH IR
ATV,

A

BJLAERIE AP MEARE APL ERSRIHIRELS

< | wRem EER
. GET Iuser/[userid] 200
APIEX Date: Fri, 30 Dec 2016 07:05:31 GMT
‘Content-Type: application/json; charset=UTF-8
BRER path Content-Length: 74
X-Ca-Request-Id: FOBO6836-E627-43FB-BFE9-CACOSECI060F
BEFE “ | useri d = fsafdsa Latency: 1
st 1
Headers “result™: {
R|ER “title": "APIFI X Mock A",
head -
5 )
}
Query
ex

phone

BRIER MEERRERER HRBESR (X-Ca-Emor-Message FRAE

XFE Mock iR EBRIH.

&% Mock

HICFEMRR Mock , JLUSSE—IBEIREY Mock , 122509 AMER Mock BIF] , M Mock iR[EIERFIHERS

38



API 3%

FAF1ERg (FFH API)

#iEks , LMEEHEITT—IRAY Mock . 1EX5ERIEIE &1 , RERTEASEIEER.

INREE

Ho—RNRER

BRIE API DRB=1E | UK. TR L. HPEMEIAIME A RINREE API RHE
PRI |, Lo EINZTE/ AP P ERRYEE.

BT API 4B INSEE RENETESE , I API DENL. MR, & EREDFIEN— TR, KE
TESY , AT MMEEEXHNLTEESH. SEA APLE , AILUSSARSEE TERIERNVE | &
BBEARIRARSS. APl NXHEREIER PR SHIERRR DRI,

q H

AN
M) .f}: A APTFH P

v -

—

e ¥-Ca-Stapre

u 1 fglr :. HELEASE

“*I&\ lfll- --II-IIEE IIIII.-
¥ l
N N

) ish B 455 il 4 FF £

£ RE

INGZESHIETSE

Bt , £ APl SERY INREE &, AENNEIETE. R, & APLEX FERECEIEIMNEEE,

ELMBETIMNGBESHXDIERINE | BFAWA, k. ZE=1KE , S3FE— XE.
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API 3%

FAF$5Rs ( FFH% API)
Bl , 8 RRRTERERS 50 MAREE.
1. &R APl XEHE
2. %ﬁ..t SHER > ﬂﬁ%’ﬂ
| sarE (W) _ L 2 ({8 1 (RN o1 (W)
’ ;:zn‘ Foati] ) Et 2016-10-25 181829 ﬁ;’lﬂ?#!kl&':{?ﬁ
=Rum -
3 IEEREEIIEEAAMG | &b, Tk, SR , ARG TR, SFAFEINEENFIE—
TE,

HELERTRE , BRE Mg,

Name : BITENZERR , BF RF=TNRHHNAZEESFRER.
INREEZA APL, #i Name tRRBXREN , LIMEEEEN.

Value : TERVE.

SNERVARELIT &R AP MXEYEImARSS | Value [EIFIRSEMERENTEIRSS HeIEaIRSS
BIRHERHER. EFESERRS SIREE REETR , BUTEEEMRTIEREA APL
LXIZI?SZVI‘%HE%?JW —NRERSS | WA, AR, 2 BNSRIRTRD 1A

: TestServiceD. PreServiceD. ServiceD, (REGTEFINETEIRE , 5ESREGT
%Y*él ﬂ'i'%xso )7] API ﬁJ\QHE'J,lJl‘t k. &EREDBIEN —M0EE. TETWm

SMEPMEAFER S50 ER

[ “Name Service

EREXFH, WP BRI TR, PHE AIMEXRHFX, 4501
FH,

EAPIEX T ARINE), (H755)
ValuethiEHE

Value: TestServiceD

< R BS, 0~2001FH

[

AT LALARBIBFRRAR A Function (RS E |, FAZMNRESBIRES

£ APl EXEEERETE

APL EX Y , £ iERPath, ASEX. EX API [GiRRSZFHOMALE.

RIE - #EEBF#, W, #Service#, #Function#, 41, FEENLAREITEIEA APl RXEmIRSSES | KR
BRMFREBRE LN E IR
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API g% FAF$5Rs ( FFH% API)

e T
SR
- =Y
APIZIE
el mEESEL HTTP/HTTPS © FEite
==0E i S R Acion.
EREIRS
PiEEEs
= 52 (58
VPGEHR = -~ o B
EEENETESAPIFARER X SEEARSESHRRERS.
=iERT £ RIS . BEER-ERAE T ERE.
BEEE )
SDK/TRERER BEER
» BFAPL —
e

AN acsiram::5204593714859318:rolealiyunapigater

% B HERS | SR
FESEREUEE R | Al

JARIZ AR API

APl kfofa | {BAI&iE APL iR,
2 PSR

BEfZkie APLER , RIERL LR,
e NV

TARTUAINERY APL, MITEFER APLAY , £ Header IEANAS X-Ca-Stage: PRE , BIE[AFUAIRERY
API,

e N

EFHIMERY APL, WIFEVEFAE APLEY , £ Header IEIIAS X-Ca-Stage: TEST , BURJIEHIREAT
API,

AR EES APl RXEiRiRS

FEUTER— N SHIEIRIIRSS. REEVHRITILABRSEIRG] , BISENSHRER | 2SR RERIAT
. TIE , RENTESTFIL AP X(EASHIR. SIBRRERETENEIRRSSHI APLRS , API RIXSfdAE
RRIRREL , RENTBESBHTERRELS APLRIX,

API WX SRETENE , ATLALELL AP R eI IMNTIUSRIRER , FERFRIAL. REssl. HuEE
&R (&BF APLMXIEE ) .

SCHRIE
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API Y% FAF$5Rs ( FFH% API)

API RXIERREITEIRSE , 218 APl FIEXEIREIRN Map FEXUELERENTEIRS. RENTERSLHE
& , IZRETES Output Format AYME=UiR[A] statusCode, headers, body FHEXEIE. APl MEEIGREL
HEIREIRNASMETR] statusCode, header., body E(HIRELZE i,

AP| Gateway
Input Format of FunctionCompute's event:
7y QOutput Format of FunctionCompute:
"path™:"api request path”, {
"httpMethod":"request method name”, < . I :> "isBase64Encoded" true|false,
"neaders™{all headers}, "statusCode":httpStatusCode,
"gueryParameters":{query parameters}, "headers”.{response headers},
"pathParameters™:{path parameters}, "body":"..."
"body":"string of request payload”, v }
“isBaseB4Encoded" truejfalse
1
FunctionCompute

API RIXFEIRELTEIENSEIE

SLARETEE) AP RXAYERARSSAT , APl MXSICIERSEHBET — MEERT Map EHEEREITER
AZ event, REHEBISINTERIRNTENSE AR TLHE.

"path":"api request path”,

"httpMethod":"request method name”,

"headers":{all headers,including system headers},
"queryParameters":{query parameters},

"pathParameters":{path parameters},

"body":"string of request payload”,

"isBase64Encoded":"true|false, indicate if the body is Base64-encode”

b5 W

- 4N "isBase64Encoded" BYES "true" , T~ APl RKZLERENTER body AECHIT
Base64 mid, HREGTEEES I body NESHT Base64 RS HELLIE,
- iNER"isBase64Encoded" BIEA "false" , T API fKI&EXT body AE#H1T Base64 4xhT,

RET BRIREISEHE

FEITEFERHEATEINT JSON BIRELS API KX, LAE APL RIKAEHT,

{
"isBase64Encoded":true|false,
"statusCode":httpStatusCode,
"headers":{response headers},
"body":"..."

}
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API Y% FAF$5Rs ( FFH% API)

e o= g

- 2 body WEATIHBITRIBE , FEREITESDXS body WE#HIT Base6d 4wi5 , iRE
"isBase64Encoded" BIEA "true”, UNER body AEFE Base64 Jwh3 , "isBase64Encoded”
AYEA "false", API pX&=3XT "isBase64Encoded” BIEST "true" BY body WEH1T Basebd
fRIEfE IR ELE = Fih.

-’ Noder NEF , RELTEBEARNERIZE callback,

IREIRINEK : callback{null,{ “statusCode” :200,” body” "He.
- IR[EIFE : callback{new Error( ‘internal server error’ ),null}o
- IREEFiniEix . callback{null,{ “statusCode” :400,” body” :" param
error” }},

- IIRFFITEIREAFEENEKRAGREILZER , API MXIEIRE] 503 Service Unavailable 5%

Fif,

ACE API RIKfilA BRELTH

BCE API PXARA REITEIRSHIRIELSER

1. FEREG TR H S eI RN

2. BUEEHE M LAREIT B AEIRIRSSHI API
3. @it API

4. % APl &fnEllz -

ERELT R e tlERE

BUEARSS. BR REITEERIE  IMFEECIEIRSTRYR B , B FERsS |, HEd
HXHEEToRARSS Bl

TR : RSSOIEAINfE | TEERKYE, , iSEIHEE AR,

C) ememe FESES-
N i [FmEE w2 “m1 52 T 2 ) wE
” 1
2
= ST @ P
v
X | D = IE—T X ‘
- R sREREER R
a
. 00 0 GB-S 0 Byte
™

2. EEOIERIIRS S |, BIERE. MIZRSIAL  BE FERBUENRBEERE
i ERREENR, REGTERBIET | 27T Node,js 6 FRFEAY API RIK/GiHSCIUENR api-
gateway-nodejs6 H&FER, N5 api-gateway-nodejs6 #HiRAERERINEIFE | 1B
EF AR, EEER AR SRS | £ EMEERE PHIRERGECREINE
BIERERFRIEE |, LUE LR,
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mamEs semEEs wEEs EEEn

RS RIEE

copy-oss-object-python2?

EE == EERE = =

II 23| Fm>

i. fURRRECE. MIRARE IR FERMARS Bt 2.
ii. Eﬁtﬂﬂ‘ﬂ@ﬂé EEEMES. EEEH:E% ‘“%ﬂ?iﬁﬁ_;;\ %DEEEH E%ﬁ..t .

a
©
< EEEE
v S
Bit=2
FREEERS apitest v EEE
BFER
AR
* ETIRE nodejsé v
fezi g
KBS © BERE 0SS RiBaLE W= EE

callback(n

n
(o]

S & |

S & |

& (®

REE

* EgAO

CEHIERE 51208 v =
= =2

I w EREERE

iv. BRENRECE | BiERT T—36. RAFKIIERE RAM =HIE8EE THEMAY roleArn
HINR |, FRLAGESRFSIEE. SREE APl MEEEIE 72 APL AT, Bdy TRENIEIN

EIJEIEEJJ&HX&W
v. VFU{:.U, SE7ix  MAE Q. AThEZREUS  BRILIE REBIE & EERE)

lﬁléﬁlﬂ’ﬂ%ﬂiﬁm
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B FHE X AR BN /EmARSSHI API
(EETE APL FICESIE OIFE APL, HENIL AP RUSHHIRGS HIERAHL,
L B APLFIXEHA,

BEEHeENSHi=Hh SEER | BFESBFIRAME , BRE IESE. (NRELIESEH
1%&;\%”1’:59% )

TR MRRETES APL NMERIE |, BEEARIGEEHREITERS. EEUHdEL
EMMNSIEREREEK , BILEAPI SRELTE R,

SR 2

APIFIR
2R 1 () i1 (BR) 52 (7). £E 1 E) 52 (L) 7 TARR: 1 (5 B 1 (=)

v FrEAPI WRsRe 3 (S1EE) TAES L (ZX) WAt 5 (fehnix) ka1 (RF)

= i o< |

APIFIZE

= tost toests 20180507 18:05:31 IR eEEE  TEEE S

e apitest et 2018.05-07 14:40:16 mE  wEmE | EEE e
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aeEE
SOK/TRIE AL

> imRPT

TR

APl >4ERIEERING , ERLIET INSER At ERENETE, BRE=MIRE | UK. WL
. T, R Hiﬂ%ﬁ@:ﬁ}ﬁ mithiE A | SR LA MG 2 B S 4k LRI B F1E
. INRZEREITE , FEN NEEE

BIEFIENX APL

i. BEESERING . BEZORREE API S 2 , BAERAY API FIZR T,
ii. Eas Bl APL Bt API SIZFIE X

EHEEAER , BRE ™.

IR RIEEREN AR | Z APLEABEER T EEE,

==
st | SRR
APTFIFE
=] am| | M
=E0E wIEE | st 5
PiEEEE ST | FEEAP
VPG = BREE HmacSHA256
B=8E =2 AF @ #E

SNEE AR, SREAPIE A LR, A ERNAPITS B

SDK/REMNERL
. BE |G )
~ @FAr1
e
ElxEarl
EFRAPIESOK
P Tk
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FAF1ERg (FFH API)

EX APLIEXK , BBE T,

R R NSERIE BEA NSIEE | NIKIES API RXAISEL body RE
REGNE | B NS EAREIE.

v FaaL

SEEE

APIFIEE

s

BERE

IPimEEs

VPGEIR

BEEE

SDK/STRSENERL

~ A

EEE

ERERAPI

EEIAPIESSDK

|mﬁﬂ

EEuEE

ERPath

HTTP Method

ASERER

i\lm'ré—i

HTTP.

MEYLY

HTTPS

WEBSOCKET

ESEMEEE

8851631150420 a7F196584471d57HCn-shanghal. alicloudapi.com

est

Path, B2E(F , It jserinfo/[

POST

o

TEX APl [FimiRSS , BEE 5.

AR fEtkRmE ,

> FRARAPT

SEBE

AP

s

==id

PiATEHER

VPCEHR

E=EE

SOK/ SRS ERNEAL

~ EmanL

mEEE

Er=arl

EREHIAPIRISDK

RS

e .
2=

i. 155% [EimERSSRE u REIHE.

ii. 55 RSB NEE RETEEEE SIEAIRSER.
iii. IH5 REETR NEE R BEGE SIZAREETR.
iv. BATE FREURAN , BaREVAEE Arn, INRIXEE

— ISR RS

APl X EinARSSHIAERIN , HiRE KA f5 , R3%H RAM 1=
FISRIENUE, SFRE RAM ZEHERIEIUER , AFRE API gl

TERR R REURIN | 1ZABE ArmiSBa) B EEiiES,

| EMEREY

EERESER

-3

O HTTRHTTPS

FRFARBFUNCion e . ERILIR 1A S EoFunction.
FEREUET R RAPIR R RS

HE 2 (b

5,

[sen

apigatewayfc |

|@zazﬂ

test |

AN

fo=

ContentType

Mock

acsram:123157508552%1 23 rolefaliyunapigatey

DEEE FRST A, RRENE.
600 ms
EfEEFEContentTypesk

ZERMock

EMRELER | ARRE S,

==

DIREIESFERA R | BETEERE RETEREISHER .
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TsmI ) 0 DASS1ED DRSNS BRRL R
~ FHmAel .
 EEAPIIS
SIESE
APIEIZE
R A Y
pr =
sgEContentType JSON (application/json;charset=utf-8)
s R 1 -
i “izBasehdEncoded”: true |false,
VRCER = “satuEieds” BAESAatusteds,
“headers”: {response headers],

i “body™: " !
Eeem ) 4
SDK/RE R, SHERERSR | M

v @RI
mEER 4
EREAR
. EEEEY
ERIAPIEISDK
[ waEe =3 e

NFELZHE , 55 AP I,

iz, API

API B2, EMNTHE  REBPEE] APIFIZE W, SRR EZEH | XeIEH APL T E ST
A EKEREARIER.

1. 855 AP] &Rl TR 40, A APL R T

2. B MSHE i APL,

3MABREY , B REER, EELRESMIANEE. NRBLEERNESR , W%
APLILIEF. JORIEEES 0, XX, MFRFEER, 200 TRIHRIER 70 R

GET fapitest2

Headers

B 4

Query
Tan

PUT, DELETE, HEAD, OPTIONS, PATCH
HWith,X-Sequence X-Ca-Key,X-Ca-Secret, X-Ca-

SEET, FETNEMTIREATAIEY

<htmi><h1>hello FunctionCompute </h1></html>

RIE,
4. 45 APL 755! Uk FRES , M ELAIUE, WATIESS AP a]FE/S , TIRE APl 52X TT , 1§ APL &
5 TR i, RS B R TIRER | AETRrER.,

TR NRE AP EXFIRETINETE | FEFK Header FIEIIAS X-Ca-Stage:
RELEASE A BEIEH#IEFTUAIAERRT APL,

& APL 23l b

APLET AR , MEBARLAERE |, 714§ APL #1747,
1. 7£ APL 3% TRiE , BAk APl &fRey B8 1% , #\ API ©X TE.
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2. EEFEELE Z?ﬁ‘ﬁ &, §$H:'. Zv'ii‘ﬁ API Xj‘lﬁ’f[

BEERTLITAPL:

apitest2

IR AT -

BESEESE:
st

MRERFTHEAMock , STERUFLRARHSHES . BRI
FEER SN P EEAPIEES | EFEE

Itk API,

BEZRMEXET |, 5SS & APL

Nl

PATRE=ARE , 98175 - REISRAE). APLIERRAE. F1 APL RSIREIRG),

BREA A

ERET B PEERMUIERA.

module.exports.handler = function(event, context, callback) {

var responseCode = 200;

console.log("request: " + JSON.stringify(event.toString()));
//Geventi& L AISONRIS

event=JSON.parse(event.toString());

var isBase64Encoded=false;

//RRBEPHARstatusCodeiR[E] , AJFFMiHARstatusCodefJIE5R

if (event.queryParameters !== null && event.queryParameters !== undefined) {
if (event.queryParameters.httpStatus !== undefined && event.queryParameters.httpStatus !== null &&
event.queryParameters.httpStatus !=="") {

console.log("Received http status: " + event.queryParameters.httpStatus);
responseCode = event.queryParameters.httpStatus;

}

}

//A08RbodyEBase644wtERY , FChEERTbody NI THERD
if(event.body!==null&&event.body!==undefined){
if(event.isBase64Encoded!==null&&event.isBase64Encoded!==undefined&&event.isBase64Encoded){
event.body=new Buffer(event.body,'base64').toString();

}

}

//input2APIRMKLEFCRIBIANE

var responseBody = {

message: "Hello World!",

input: event

b
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API [3% FBF4ERs ( FFR APT)

//33bodyAB#H1TBase644whS , TIIRIEEEER
var base64EncodeStr=new Buffer(JSON.stringify(responseBody)).toString('base64’);

//FCEEAPIMSSREIRIIRT, , 440 FAi. isBase64EncodediRiEbody 2 & Baseb4RiBiE iR E
var response = {

isBase64Encoded:true,

statusCode: responseCode,

headers: {

"x-custom-header" : "header value"

b

body: base64EncodeStr

b

console.log("response: " + JSON.stringify(response));
callback(null, response);

b
iBRH)

LA POST 235K path A0 THI APL :

/fc/test/invoke/[type]

POST http://test.alicloudapi.com/fc/test/invoke/test?paraml=aaa&param2=bbb

"X-Ca-Signature-Headers":"X-Ca-Timestamp,X-Ca-Version,X-Ca-Key,X-Ca-Stage",
"X-Ca-Signature":"TnoBldxxRHrFferGlzzkGcQsaezK+ZzySloKqCOsv2U=",
"X-Ca-Stage":"RELEASE",

"X-Ca-Timestamp":"1496652763510",
"Content-Type":"application/x-www-form-urlencoded; charset=utf-8",
"X-Ca-Version":"1",

"User-Agent":"Apache-HttpClient\/4.1.2 (java 1.6)",
"Host":"test.alicloudapi.com”,

"X-Ca-Key":"testKey",

"Date":"Mon, 05 Jun 2017 08:52:43 GMT","Accept":"application/json",
"headerParam":"testHeader"

{"bodyParam":"testBody"}
API RISSRER)

200

Date: Mon, 05 Jun 2017 08:52:43 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 429

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS , PATCH

Access-Control-Allow-Headers: X-Requested-With, X-Sequence, X-Ca-Key,X-Ca-Secret, X-Ca-Version,X-Ca-
Timestamp,X-Ca-Nonce, X-Ca-API-Key,X-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld,X-Ca-Signature, X-Ca-
Signature-Headers, X-Forwarded-For,X-Ca-Date, X-Ca-Request-Mode,Authorization,Content-Type,Accept,Accept-
Ranges,Cache-Control,Range,Content-MD5
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API [3% FBF4ERs ( FFR APT)

Access-Control-Max-Age: 172800
X-Ca-Request-Id: 16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC
x-custom-header: header value

{"message":"Hello World!","input":{"body":"{\"bodyParam\":\"testBody\"}","headers":{"X-Ca-Api-
Gateway":"16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC","headerParam":"testHeader","X-Forwarded-
For":"100.81.146.152","Content-Type":"application/x-www-form-urlencoded; charset=UTF-

8"},"httpMethod":"POST", "isBase64Encoded":false,"path":"/fc/test/invoke/test","pathParameters":{"type":"test"},"que
ryParameters":{"paraml1":"aaa","param2":"bbb"}}}

# IarEs
A ARTERANREGIRS ?

ISASBAN R ERRSBRIREETRES S ER ST BEH & SZAIRS IR ERIBTR—EL.

REATLISS N REES— APl N/aimARSS ?

AEILA , BRT AP FIRER—X—HIXRFE.

FHTTP2.0

<t

APIRSCSZRFHTTP2.0

APIRIFKSZHFHTTP2.054M | SIFAPIERSZIEEF. XIFERLESE.

- ZHEER (MultiPlexing ) : iEBRT HTTP 1.x FHTRMEFNAIERTER R NG RATIT E MEZEAKIS.
AIEFIRFIRS I LUEBHTTPEE S BAEMEEHNM , AEILFRE  REBESIRIEElIEH
EETER, NMBREAVEIRER , IBAKMER , MEkENBANZS | BRI LR ER E
RS KRR KSR L.
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FAF1ERg (FFH API)

HTTP/2 Inside: multiplexing

Server Client

HTTP response 1 —

HTTP/2 —>

HTTP response 2 —>

HTTP response 3 —> Single TCP connection

- header/E4E : {0 EXXFATS , HTTP1.x fheader B KEEE , MESXEEES KX, HTTP 2.0
FEEPIHIRSENRER "EEE" RRFIFEZRIAZNEEY N TFHEEEYE | FAEEd
FRIERMMMNAE ; "BEER" 1 HTTP 2.0 FIEEFEHIRBAEE , HEFinMIRSSSHEEH

IR | B HETRENBEAEBNESAIRNARE | BEABMREPZRIE. NTEDEXIE
REVETEE.

Request #1 —

N
Client

Request #2 —

WHRIFFHTTP 2.0 ?

FEERIAPISAE ( 2017F7H148LE )

HTTPSEYAPIEBETLAERAHTT P2t T FimFIAPIREAES, (BT HTTP 2.0 RiFEHTTPS T
BT, FRAEESFE HTTPSATEHE HTTP 2.0)

FEAPISAE

ERRANES | EESIRANB TN,
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FAF1ERg (FFH API)

<t

& HTTPS

HTTPS £ HTTP RUEHL EAMAT SSL 1Y , IHEE. EIEINE , FRRIEEIEERNT S, MUNSH T ZE
Fa.

APIRIKBSZIFEFHTTPSXIEHIAPIE R TING. AILAFEHIE APL %51 , BMERTLASEHIEAY AP RSHF
HTTP, HTTPS BiEMEITSHT.

WERIGHIAPIEEIFHTTPS , AT IRERE :
FEI1ES

EREEFN TR

- — P ERUEEA.
- FIXAMERZ BB — SSLIER.

BEX LGS , SEUEP/FAE | 199 PEM 1820, IEPHEINREE (F : APINXTenginelRBZEET
Nginx , EIttRZIEENGInXBEEEAGSES , BIPEMIST).

SSLIFBALBEATIDAEXXXXX key, XXXXX.pem , BILAFERANXASIBEEF T,
5

KEY

SR HFESSLIET

HEEFLA LR, TETINTRIEHT | B0t APl WXEEEFIS [FFRAPL] - [(DEEE]  REES
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437 SSLIEBMISIE , EEHEHE,
743 SSLIES,, (BEERE AP S4 H4IE DEsTas]

7

; [ |
- AR | BAER [
HEEE s 3R (HS) 2 AR APISID: b St
APITIR FRMEE (QPS) : 500 523
s
a7
BHEE =
~ JERAPI A HERE
pr— ENE 7 CNAMERRHF SSLIES e
T api.lad.cn E + 3R A

(3R37E#2 ] -i380 SSLIES,

BIEIEH
BB FRSSLIED
HRENTE, BNFH, #1F. ZEXEENTHIE ATUEXFEGENFFL, 4~501F
FF
CIEFARE:
“FhER:

(pem#HD) #51

-IEPEIR - BREENER , LMEEEERS.
SIEBRE  IEBHNTERS | FEEH XXXXX.pem FHEHREA.

- FASH < IEBRIFAE | TEEH XXXXX key FHIRS. =T [#E] /5, 56 SSLIEBRISEE.

JEIm3 - APIGRE R

48 SSLUERfE | SRR APL I=HABANERIGT , 328F HTTP, HTTPS, HTTP #1 HTTPS =

, BFZe¥xE , BiNeEPECER HTTPS,

il v HTTP

-

HTTP #HIHTTPS
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BJLATE [FFERAPI] - [APIZISR] $EIERL AP, [APIEMN] -#RiE- [EREMEN] FHTIER.
APISZHRHMNY EHE :

HTTP : R¥F HTTP i5(a) , R4iF HTTPS,
HTTPS : RAF HTTPS iF(al , RS HTTP,

HTTP #0 HTTPS : & 19H],

EE)5 , API3ZfF HTTPS thiXECE5ehk. 18RI APLIGSZHF HTTPS ij3id,

IPi3iElz

IP ifializHlE API RIKIRAAY APl 22 fpiPEM e — , asEdl AP RIERRIR IP (SHFFIPER ) . EHJLAE
TEERA APLRY IP B2 8/BRBRAIT/IRERE N KRIIAPLIEX,

1Py e IP B&&

HZE - APP + IP BEgH

- BBR , IHEE IP 5#& APPID + IP E&HIAGE , AMEBRRSIRNBEKRGSHIES,
- IP BRE , RAFKENERKR IP BEKRIERIT.
- APPID + IP tkAPPID REETEIZTERT IP TimA) , Hith IP SRIRISHIE.

-BER  BaILECE IP EER |, BFZET IP AYHaNEH API KBS,
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FAF1ERg (FFH API)

: 5678
: 140.100.100.200

: 1234
: 140.100.100.101

SiF 1. IP: 140.100.100.100
2. APPID: 1234 , IP:140.100.100.101

i

BEe

1 1234
: 140.100.100.222

375i%
AR

EFEESCEIRIPILIEHRE | A ERIFEERHIRIAPLERI A 5ERiRE.

APPID: 1234 , IP:140.100.100.101

BIERIPIA 2] NS HEEAPI

BIZEIPiT; )z

FIFFAPIRIRI=HIG - [FFARAPI] - [IPiia)i=l]

| IPifiEEH)

e ERAME BN WIGM)  SR2W B8 ARSI SOHRE 1 GREEE)
~ FFHAPI WA 3 (EHEH)
Py
(L mEE s s REBX s
A Ra BN = LR 2018-01-15 20:09:¢3 AN | SHEAP | BIROE
L3 P s PTe 2018-01-15 19:55:08 AR | AP | BIRER
o, EMDTIOR -
VPCHER
[l =z
SDK/SCHEER

mi RIS | SRHIPhEERIeIEED
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tlZIPiHiE =S

iR R (HLM)

“ihle)E= B

SHNT, EINFE, HFE, ROUEIM TS, BAMRXFEUNFR

%k, 4~B0TFH

“ihlE)E AR S

R T80T FHE

BREKESHENESR  FHERmelE.

- R BRE
- {04 . g

AR

REiH

IR EREEESHENZEHIRE , BRBRLUESAPP, P 8(EAPPP+ [P, BRE , AILUES IP

H  tEEP TP

| EXFER
HEEHID: e233dffdc0es54adgae 781206166894
EHRE:

A

IRERL

SRERFIFR
O %M Cidrip

| P15160174003358 10.10.10.10

EER AR RRRE

EIEERTIE]): 2018-01-15 19:55:09

Appld

el
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FAF1ERg (FFH API)

TRONIPHEE I SEER

Appld: EHEappld MRAER,WARES

“IPSkIE: HIREIPEIPER, ZMELLSMRE, TEAER10T

HrEfE TeR RN,

SBREAPI

IP (Al B ELBERIAPLY A BEEIE A1 ER.
1£ 1P =I5 2R

IPIiE}E ]

2E1R 1 (M) ik (W8 ik 2 (Em) ERE 1 () LR 2 (L) EH AR 1 (HT0E) B ER 1 GE=RAE)
WA 3 (HHH)
EEEER ol iR BEEY B
REsNi iz REeWi 2018-01-15 20:02:43 mﬂﬁﬁ&llﬁﬁ%
Wi Jtir THEEMR 2018-01-15 19:55:09 RINEEETN | HUEAPI | FIRREEE

so%, BRETI0E n

HEVERENRE , _E "4BEAPL

HIEAPI
TR T RURERR AP

SEEEAN: RN

EEERMBAPL
- L N =
aliba x B
O APIE&ER =t BE
aliba
ot

HRESKIEEAERIAPIBD ] SERLSRRE.
T TICEREENEAEE | ff— PAPIREESE—SnIaEH.
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HHBRIP TS IE)oRES

BRFEE IP piai=h5URmmE |, BIPRERSRERENA,
iE . BYSEAPIRGLIRES) , FFEICREGBAPIB ML

Ei4BERIAPI

BRI 1P s B |, EiRtihaEHaYsRIgED AT,

FAQ

1. 4F7E/MIBS TP 5 alisH SEREEIRT ARy ? APIRISESRFASCRTSARE | 4BERnARy , FTiER,
2. —MAPIAEIMBER AR LGEARRR IP iialzs ? 289 , AL RREIRSFERR [P ihEis
#l. BWEROMEIMNG, AR, FPECIEE P |, FRPENRERNZ £,
3. A A& APP B2 ? APIAREERH{TAPPIRIN , HIREEIFEANAPPERA | MBRELSIENT
 TREERRE,

IfEERIAE ( AppCode ) AERAPI

1.480AR

PR R APIR KRS M I E PIRERNZSINES T, | BERNEZAPPIAEST. OpenlD Connectd, X4
F" FERAPP "IXFMAIEST , BRIBFAILURERFAIE

1. EBINIE ;

2. fEERIAIE,
MFBKNERINELT , JUSFIXNE | BRERGIIFAS
https://help.aliyun.com/document_detail/29475.html
RIFFREARRNESTRIRESTVAIERSI. BRIALE , MERNX , MSRAESTEERRRS
, BETERNEMERBNTRE. BRINESREEFERAPINKIIARAppCode fTRIAE , BRER
AppCodeiElERkt , EMBRERIIQuerySHHiHITEATAIE , SCHIREEFAPIRYEESN. TEHENE

NFAEHOHEA
1. APHE(HEAIZEAPIFIAHRLEIR" FIE=APP “AFER , BxiEAppCodel if ( FFE=MHRY
APIERIAESSZ3FAppCode ) ;
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2. APLEFEEAPINK" NAEE "GIE—1APP, izl ERHIAWLAPIR AHizR NEEIE
— APP;

3. APHRHESBRERIAPPHITAPIHRIN , BENAGRIBESE A :
https://help.aliyun.com/document_detail/29497.html

4. APIEREZIAPINXIEFIER" MAEE "#KEIAppCode/AppSecretiH{TEZIAERIEASE
AppCodefTiEIEIAIERIAPLEA.

2. BIESTRHESRIAIESTUAPI

1. APHRHETECIZAPIZSINE AR ERERE" MEZAPP" | 8#E1%EERE" Openld Connect & [
BEZX=APP “;
2. AppCodeiNiBETER 7 FAppCodel ANEAR AT L/ NEIR ;

BIEAPI ¢ EEAPIFIR

EHER
| BTRIER
kx| integration_fred & ERNE
APIZHR
REWE FI2RAPP

% EAppCode TATE
FERIE St¥FAppCodelAiE (Header)
S¥FAppCodelAiE (Header & Query)

AppCodeNT PRI J AppCodeiENER S RBHET

APLEIR T BB (ERLSABEX-Ca-NonceSH)
FIAWIE EEVPCAREL
S LRETG T LRER

R

TEFRE TAppCodel \IEPUMATRAYE ) TIFRRRE |

- PBREATIZEFE  BARTE | R EZRAPLEZRAT |, NISZEAppCodeifEHeadershif T
INIIE ;

- Z1FAppCodelAil : TTIEAPIRB LR , #AHE | #HREEASEHNER |

- 7e¥FAppCodelAiE ( Header ) : ZLEAPIRE F2RA™IG , #HE |, (BERSZFHEAppCodeifE
Headerdmi#4TIAIE ;

- 7t¥FAppCodelAiE ( Header & Query ) : TIBAPLEE LR =iz , #HFAE RS
AppCodefifEHeaderd , & EAppCodeFEQuery i TIALE ;

AR EXAPIZHRIR R , FREENIEEHAppCodefiskaiEHeader&#)

3. ARSI

APLEMEISAPLIRERLSITAppCodelIAZfE . APTEREMALUEREEINESIUHITRERT , AREBAES
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FinStlERNISEE LY. AERIINBTNEEIHEIAMELSNERAPL, EEZGWMAER , —f2%
AppCodeififEHeaderdiTiERA , —FhEKAppCodeiTEQueryS &t TR,

3.1 &AppCodeififEHeader

- {5 kHeaderdiiin—/" Authorization "£%§ ;
- Authorization=ERRIERIER 9 “"APPCODE + ¥A=5# + APPCODEE" ,

B

Authorization:APPCODE AppCodef&

M

Authorization:APPCODE 3F2504E04F8911D39A0C0305E82C3301

3.2 ¥AppCodeifEQuerys

- ERQuerysRINAY" AppCode "£#f (ERISZIE" appcode” , “appCode” , “APPCODE" |,
"APPCode” MUfEi%) ;
- Authorization=FERA{EAppCodefy(E,

=~

http://www.aliyum.com?AppCode=3F2504E04F8911D39A0C0305E82C3301

4. X P

BERIAESTVERIFEESE  RETERNERTE | BRICAppCodefF B EEMEPER , RHk—L
ZefE  FYEM

EFURFIAPIR X Z [BS5 WA ERHTTPSIHITIE(S | BREEAHTTP/WebSocketiiH\GH{THIRER. EI9EEIA
753, , AppCodefEf&RdiZEERBAS , MHTTP/WebSocketiE(EHHYSEINE , —BMBEFEHINSEE
WREME , BIEEAAIERAppCoderIX k.
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