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EHIREEEE TREIUTLSA

MEEHIREE T LIRS FRPAVSEE
ZREREPERIAPIE LIRS B #E FRRDIRELANRE

API it EfRH BIREE , BURERES . N, X, W
50000R /534,
APP PRl B APPIHZ RIS S ERY A —NAPIHEERATE]
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API g% FAF$5Rs ( FFH% API)

RAYERIREREEITIREE, g01500000R /N

BN IR S RIEFSEREAI— APL £
BURNEIRAERREA BT IR EE. — M

PR BRIKETEEEES APP , FRLIHEZKERN
RERFMEINZIKS TS APP YR ELSFIRY
BRI, %A 50 FR/K.

E— N RERBRER  X=MEJLUREIRE. 58 BPRRERGINAAT APLRERS , APP
NERFINAKTRFRERS, B APP REMRE <= AFRERT <= APLRERH,

5N | ERTLATE TR SRA TR IMSRALAS ( APP ) FIESIARBF . X450 | IREESRERERLAY APL it
BRI KRB , BRBEYMRE—MRBEIEIZ APP SiEZFAFIIRERTIE , Z(EFRERIT R
A9 APLRREPRS & , R RISEAAY APPREIRS 1 FAFMERE 3% APP BAEFSL.

S5&ZEPAIN , SECIEREIEHIRIERS , FEIEE Region , Region —BIEEAREN , BIXAE
#WALFAF-E— Region THY AP,

T API RIKPRGI , H1EIRE APL BRG] ERT , EI8E1 API SEEIATE LIRZ
500QPS (IZ(EAIBITER THAERES ) .

457 APL, ERJLUSRERGBET 21 AP, FiRIBRIBRHEIEAMFHISXiZ RGP ERIE— APL &
IRER. SIEYIE APLET , N5z APl EESENRIBINE , BAUKIRPISE R ZAIRISRES , SCAY
£

KRGS, WMNREBENMMTRNASERIARR | SFEIRENA ID B ApplD siERFIHER
HRREMR S,

£ API RIXIEHIE | BTSSR mEEHISRIRRICIE. 220, Mkk. EEFERNEF. BERIER
%5 APL RUSBERRSE , B EHIRIBIIAXIRAGNINMFR SR,

Rt T

- APIRK /R AT AL ROSERT IS sA IR, ERT LRSS MIAPIIARREEE | S RRE. RE
. WARSIE. HERDMFSMEE. SMIESRMAEIRESRITER. BIRSISHESESRR  LIESR
BEDT

- RERAISMESTHERRY | ARMREZIREESTT.

- AT LABCETRE | LUESERTERAPLE T,
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API [3% FBF4ERs ( FFR APT)

- BEEASENE APIRKISIREE

API pSsEFAPR

PRI PRI
{FEFBAPIM X IRSZAIFE RS FAFPE&ELFIAIE
P EIZEAPISEEERE BMNKST , APISEINNEERZ100N

- BMAPINET , £EATLAGIEE1000MNAPL, BIE
PR QURAPIER R IR 4\&&%%73%’751@@;00*1000 = 1000004 API,
FFBIAPISEEEEIR I A N PR BN ERZYPENIRIIRZ

FMAPIDEZZIAARITPS ERA500., ANFER
PRSI B EE =L,

A EURANE . APFXERHEIR

e W, e ET IR A TIOAP , RE

AP EET — Rl R RIS 1000/ K. BRI — R
SMBIAPIIRS.

BodyfuERISEL ( BiEFormFNIEFormfzzl ) &
SEK/INRF AABEET 2 Mb , EtMUBERISE ( 81F
HeaderflQuery ) SWKABERIT 128 Kb,

APIEITPSPRH!

[EimE A tHn A

it

- API kiRt iRIR HTTP IRSBERBIGIEINRE |, SIESBERHBEEZEIRIER API BIaHEEIRSS
B (BEEREWER , APl RXSXERHTINEFERRESRNZ2MT ) .

- FEEIRERE APl RXEFHHTTPIRSAVIBIERFIIERER | [Fim HTTP ARS31EE API X
NSEBFRE , AEXTREIRNERKSTAMEZITE | NSRS BEREST .

- IEEEMNNSHE 2 E5EE | BREEFANNUSSH. BEXNNEERRSHT APl MXRAS
#7 (40 CaClientlp &) ,

- [RimXS APl XIS EZFRAERINE , NRRIGKLNM , #IURE] errorcode = 403 ; errormessage
= "InvalidSignature” .
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API [3% FBF4ERs ( FFR APT)

- BIENERRS AVPCAER , BBERMIGE ( TBMEBVPCIMEFAPL) |, BAEERRRES
BEEBEZEN.

1EHY API MXERTTE

MXITERESAIRIFE Request B9 Header &, Header &R : X-Ca-Proxy-Signature

5% HTTP BRSBINETE

BEITERIFEM demo (JAVA ) 55884 © https://github.com/aliyun/api-gateway-demo-sign-
backend-java,

ERUESESRIOT

BRSENSERER

String stringToSign=

HTTPMethod + "\n" + //Method£ X5

Content-MD5 + "\n" + //Content-MD5 FEHHEEAZ , MRATNEE , ER2ATHHFERIBRITR "\n"
Headers + //Headers IR AZAFZERN\n" , FATHHeadersfEE 7T "\n" , i# I FEIZELRHeadersgfHiIA
Url

Ay kT

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(Sha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret I4EEZ APl ERISEZEA

*hFEHER

Content-MD5

Content-MD5 215 Body A9 MD5 {& , RE HttpMethod 3 PUT 8¢ POST H Body 83E Form
KEAE MD5 |, HEARH -

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes( “UTF-8" )));

Headers

Headers 1B 5&R1TERA HeaderfiUKey, Value, £5&Zi+HAY Header A9 Key M

16



API [3% FBF4ERs ( FFR APT)

Request Header #isEEY , Key s : “ X-Ca-Proxy-Signature-Headers” , 24 Key FHRIIES >

=R

Headers £H4E /5% :

LB E5EBITER Header B9 Key 1ZIBFHHERF |, AE1E Header B9 Key it/ NS SIERR
WTRAHHE

String headers = HeaderKeyl.toLowerCase() + “:" + HeaderValuel + “\n" +

u.n

HeaderKey2.toLowerCase() +
“" + HeaderValueN + "\n”

+ HeaderValue2 + "\n" + ... HeaderKeyN.toLowerCase()
+

Url

Url¥g Path+Query+Body & Form £%{ , ‘BR757% | WNERE Query 5% Form SN0 ? , AT
Query+Form SEIRRFENY Key HTHEFSIRERUI T /AiAHHE | WIRIRE Query 5; Form £3f
, I Url = Path

String url =

Path +

npn

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN
ERIXER Query B Form 24§R7 Value TIREE S , ZMHIBHEREE— Value £5821tH

AR
AT HERIREBRENSEN , LTS Debug BzUEH TR , BATSEUT !
BEKAPIRXAY Header Hi510 X-Ca-Request-Mode = debug

fEiRARs57E Header #risEEY X-Ca-Proxy-Signature-String-To-Sign BIA] , /3 HTTP
Header REARIFEIRITHRT , BRI TRARERL T | .

& : X-Ca-Proxy-Signature-String-To-Sign A& 5/Eim&S&itH.,
a7

AR EIHEBEITERF TR , ATLAE APL EX FIEER TS "CaRequestHandleTime”
, (BRI RS KSR ARTIE).

17



API <

FAF1ERg (FFH API)

APIR>< OpenID Connect {S5FHf8Ea

PR ZAPIRK#EOpenID Connectifi YRR ESEH Y —EE T A AR AP RIAPIE TR RIAHH
 RERAP MR EIRERIFER,

1. OpenID Connectf&jft

OpenID Connect@2014F4AmMIFRINE . BX 7 —FETFOAuth2 e ER(ERIG TURSRIZE AR 5S4
TNIE. BfEREEAIREST/ISONBRIMRIHL , FMlZBHEHE—FSMIANEMMAEEL , FFRETLUEIRERK.
OpenID Connect{f3 APl H{TEMHRERMELRE , SAIFEFiniRIEEIN RS sSATAIEEREEFHARFRNSH
, URGFEEANBFER | EEEWeb, #8350, JavaScriptiERRIFTE R FigkE ; S2FT BRIMY

. FOPFHR(EFRLCRTIEINRE | ANSHEUEIE. OpenlDIgEAIL. SIEEES.

1.1 OpenID Connect &1MH

1. BFim - BEfEA%mEFRERS

2. INIEBRSS : OpenID 12475 , @EHE— OpenID iNIERSSSE , BRENE=AMARBTIAIENID
Token

3. WS3ARSS - fRMHILSSARSS | thanEmmFERt

4. iR  IERERIFEREA

1.2 OpenlD Connect FifefiiA

18
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FAF1ERg (FFH API)

(1) BIFIAERR

1. BFRAIEINESRGINERS ;

2. BimFAPENENEH TIRAEA (BE)

3 INERRSIPAIEEKFTIE , &IEID Tokenf{Z i ;
4. ZERIHENSIEK |, iERFIETID Token ;

5. \VEZARSZWIFID Token2EE S EBIRENSNE ;

XNERISE LR ANAR , IRBIGAFEEFHRBA T AFRRES , S—SPaAESKPES T BF
BANERD |, BBATNERSERIE T BFREFIERGE , 8558 | L ERENEIRID Token, XFMENE
InfEiE | AR EAIAPIRFAIOpenID Connect3iFELHIRM , ASEIESE Z H{FHEA,

1.3 JWT(JSON Web Token)tg=\ &a=

INERRSSIREIRYID TokenEE=HZEFIWTISON Web Token)lIEN. , FEIZJWTUSON Web Token)HIE
NS -

1.iss : W70, Issuer Identifier , INIEBRSBEIE—IRIR , — MO AKNERhttps URL , 7E&
queryfifragmentZ8{4

2.sub : 4R, Subject Identifier , isst2HAIRIRFFAYRR |, FEissSEEARAKE— , &IKH25540
ASCINNZFF , RO KRN

3. aud : %47, Audience(s) , ¥RRID Tokenf9ZAX , B S0Auth2fclient_id , S A/NSH

FRIEBEA

.exp : WA, Expiration time , BT ILLATEIRIID TokenSfEE

.iat : 7R, Issued At Time , JWTHIKIZRART ]

. auth_time : AuthenticationTime , &ixHBFP5eRIAIERYRT(E],

. nonce : RIFNIESKARHRIZERIFENFFRIER |, BRBEENINE | BRI LIRRXEKE Fin

~N o 0o b
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API Y% FAF$5Rs ( FFH% API)

Session, WEnoncelFE , EFIHMRLIGIEnonce
8. acr : A%, Authentication Context Class Reference , &FR—"MAIE L T2 IBE , TR
SARFIAUE L33
9. amr : B]i%, Authentication Methods References , Rx—HIAIESG %
10. azp : TJi%, Authorized party , &5&aud{EA, REEFIANERN—AFIZAR (aud ) 7
A ERE  —fER MEMER

TEE—NEEEID TokenfI~Fl , its%

"iss": "https://1.2.3.4:8443/auth/realms/kubernetes”,
"sub": "547cea22-fc8a-4315-bdf2-6c92592a6e7c",
"aud": "kubernetes”,

"exp": 1525158711,

"iat": 1525158411,

"auth_time": O,

"nonce": "n-0S6_WzA2M;j",

"acr": "1",

"azp": "kubernetes”,

"nbf": 0,

"typ”: "ID",

"session_state": "150df80e-92al-4b0c-a5c5-8c858eb5a848",
"userld": "123456",

"preferred_username": "theone”,

"given_name": "the",

"family_name": "one",

"email": "theone@mycorp.com”

}

XFID TokenfFEIFMAHIENIESE - https://openid.net/specs/openid-connect-core-1_0.html

2. APIRI%OpenID ConnectW/Zifitz

FIEEZ=APIR & 0penID Connect/E N BHBINAPIN—FAILER, {EALTEFiHIIEHRSEH
APIR% |, RILAAEIRIRS ELIEID TokenfI&iLM | FHERBE2RRIRIRSIMANISIAID TokenfIiERE
APIRXEHSIELE T .

2.1 HEREE

FPBEEIEAPIMX FEELATHA , A REEHEERAPINXAIOpenID ConnectATEES; :

1. BEE—MRBUSAPL , FHEEXNAPLEEE— R |
2. B HRERPISAPLZE R /I0penID ConnectfydlS5APT ;

BUFECEDIFZNE=E.
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API Y% FAF$5Rs ( FFH% API)

2.2 \rEiniE

(1) BIFANEER

(5) MegZiEKR (ID Token) (BRI

"""""""""""""" g ifToken
(8) WHME

nmren s i

FERAPIRS:4EOpenID ConnectfIIBANLEHE , FEHAIFAXTIEMBAT -

1. EFImMAAPINKARIANESK , iERkP—ESEwZinAPNEFAfES ;

2. APIRREIE KRB R LE MRS |

3. EimfRSIEEUEKRFAEGIIEHER (LIPS, B8 ) #HTEIE | WibESEERTARERINERNID
Token , IREIZSAPIRIX ;

. APIRIFAEHERID TokenHIRBIREIAZ iR , ZFIREEZIXND TokenEF2AM ;

. BFIGRAPINX &IZWSSEK |, iBERPEETID Token ;

. APIR (s FBF IR BRI A SAXEKAIID TokenH#HTIIE , BB |, BiBERBELEHRRS ;

. BIRIRES AT SRS

. APIRYSRIG 53 R &R 145 2 i

o N O O b

EXNENIEF |, APIRKAIAOpenID ConnecthTAIEALE , SEI T R ERE CRIRFARXIE CAPLH
1THRINAIBES,

2.3 FBCEE SR

APIRA SN AFIRARID TokenERFIHAEAN54H FHIFFBOpenID ConnectdilZAPL, INRFEEFEH
NEMRIREE , FEEGIHRIRS E CHEIFID TokenFH THPRIAIE, APIRFESIGIFID Tokendfexp=rEs

, —BEIXNFEGIHET , APIRNXEIANIXND TokenFToMmiG A RKEZ A, iSHREX MEXNINRE |, F
Bidfprdia—E&ENF7X,

3. FEAPIECE OpenID Connect

AEFEHARFNAEAPINKEEOpenID Connect , FEE=4 :

1. HERE— N AFATHERT ;
2. BEE—MENAPL , TEXMNAPLEB N BEEY ;
3. BB APIZSIAERELGE HOpenID Connecttds,, TEEEMAMET,
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FIF1ErE ( FFH API)

3.1 EENHSFAA

FFEILATE X/ Migrahttps://mkjwk.org ZEAFIFID Token& i SIGIERIANSBSFATE , B BIAPIR KSR,
$ARTHINNBREL £ FIRSA SHA256 , RSARIAININZZAINIEL /92048,

Shared Secret

Key Size Key Use Algorithm LGl

Keypair

Contains both public and private keys.

Generate

2 New Key

Keypair set

Wraps keys in a key set.

Public key
Contains only the public key.

{ {
"kty": "RSA", keys": [
"d": "HSmya2NXKpJx61EYeZ4oquNMKIFN_uD6eAd {
SH7 B7tQSZKHoIj iFdDe3hh "kty": "RSA",
QMIMhDZ5)2NAZQ-Lz_B4SvDedsTypYm9lbesQLO7 fir "d": "HSmya2NXKpIxX61EYeZ4oquNMKTFN_uD

Li7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcq FFQBSZE1gWe

YpMe6qOHKIWkbSGaizm_x3D-FUYO5VV7t0G-NtrF5FA

506qVW7fgMqe0i619_~Nyldc1XKAOrmqzOu5GagLMky

N761_FYikNQiTdvReR51g6YYULHOrPcKsDB11alA0z1

HZQhYK7xC9AYYN2iEyQulQWwepirs1taUTsH6YoegeK

2sazwQ",
¥ "AQAB",

"kid": "uniq_key",

"alg": "RS256",

“n": "gbnCVY4XxM-MB1mseAInITtognv3LRuUHKVY
5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSELP-CCoSby
JUIhhNSS7_njDp6EX3WNGOKi FBrgxJ
1laidaaZxPYsIdjqiVijAris4@gRVZQ7aMtDc6RMUIIS
35640YJ0YRIGABL ZPVUXBESHNSXgQLMBY6BBLPO0] SK
ajApOK1QW6R1eQZZcMIuM;j00IbINWHQSDFm7PXYeQhx
pH_HfN1WMPO7t In5vhibi-vFIHIanWF1syZ9XROybas3

6eA4SH7woZA-2GB7tQSZKHoI jBXPBHUUavd@xiFdDe3
hhzoQMIMhDZ5]2NAZQ~-Lz_845vDe9sTypYm9lbesQLO
7firLi7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcqfFQB5ZE
1gWcYpMe6qOHkIWkb5GaizZm_x3D-fUYO5VV7t@G-Ntr
F5FAS@6qVW7 fgMqe01619_—Nyldc1XKAOrmqz0uSGag
LMkyN76I_FYikNQiTdvReR51g6YYULHOrPcKsDB1lal

A0Z1HZQhYK7XCOAYYN2iEyQwlQWwepirs1taUTsHEYo
egek2sazw(",

"n": "gbnCVY4XxM-MBlmseAInIItognv3LRu
HKVVSW-gF-yvXnY fi8t-L330F7314eyE9i4uSE1P-CC
0SbyJUJhhNSS7_njDp6EX3WNGOK i 3CFB
rgxJlaidaaZxPYsIdjqivijAris40gRVZQ7aMtDCERM

u1I53564dYIBYRIGABLZPVUXBESHNSXGQLMBY6BBLPO

“n": "gbnCVY4XxM-MB1nseAInITtognv3LRuHKVY
5W-gF-yvXnYfi8t-L330F7314eyE9i4uSEP-CCoSby
JUINhNSS7_njDpEEX3WNGOKimRSmXanD5453CFBrgxJ
1ai4aazxPYsIdjqiVvijAris40gRVZQ7aMtDC6RMUILS
3564dYJOYRIGABZPVUXBESHNSXGQLMBY6BBLPO0j SK
2jApOK1QW6R 1€QZZcMIuMj00IbINWHGSDFm7PXYeQhx
PH_HfN1MPO7t In5vWbi-vFIHJanWF1syZOXROybas3
YmMB] 7-YDUXF3_sTK-9T8UpWGECIM16Qn-C7eHCDMLZ
8XoSUw"

3

YmMBj 7-YDuxF3_sTK-9I8upWGECIM16Qn—C7eHcDMLZ
8XoSUw"
}

0j5Kaj ApOK1QW6R1eQZZcMIuMj 00IbINWHGSDFM7PXY
€QWxpH_HFN1WMPO7tIn5vibi-vFIHIanWF1syZ9XRay
ba53YmMBj 7-YDuxF3_sTK-9T8UpWGECIM16Qn-C7eHc
DMLZBX0SUw"
}
1
}

FEXANRUEE I A TART A3 LR ERIVAPL :

{

"kty": "RSA",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnlltognv3LRuHkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6Ex3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
dYJOYRIGA8BtZPvUX8ESHNSXgQLM8y6BBLp00jSKajApOK1QW6RieQZZcMIuMjOoJbINWHgSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMB;j7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}

1IN PR AR SERS FR T A ST AZE s pId TokengRAgAg S -

{

"kty": "RSA",

"d": "HSmya2NXKpJx61EYeZ4oquNMKIFN_uD6eA4SH7woZA-
2GB7tQSZKHolBXPBHUUavd0xiFdDe3hhzoQMIMhDz5j2NAzQ-Lz_84SvDe9sTypYm9lbesQLO7firLi7Qzkdxm6E-
1L1XsODUGBN1YZIBzUcqfFQB5ZE1gWcYpMe6qOHkJWkb5GaiZm_x3D-fUYO5VV7t0G-
NtrF5FAs06qVW7fgMqeQi6l9_-
Nyldc1XKAOrmqgzOu5GaqgLMkyN76I_FYikNQiTdvReR5Ig6YYULHOrPcKsDBIlalAOz1HZQhYK7xC9AYYN2iEyQwIQWwe
pirsltaUTsH6YoegeK2sazwQ",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnlltognv3LRuHkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6EX3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
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dYJOYRIGA8BtZPvUX8ESHNSXgQLM8y6BBLp00jSKajApOK1QW6RieQZZcMIuMjOoJbINWHgSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMB;7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}
3.2 BcEEAPIFILSSAPI
3.2.1 $FNAPI
= [===B v S [=R=] _ v ~1— 7 =a =t =
TERESFRINAPIE—R , BRSEEEN—N , K7 X—REI , FNAPINEREIIFNEBRIAPIEE
LR
RS 2% weSem T2 &%
AP BIEEAPI  t EEAPBIR
~ FFBAPI
| BHRRIER
SHEEE
APIFlZR A integration_fred $ s
TEE
APIZFR openid_auth °
HHWHA
REINE OpenlID Connect t
s #0{FIEFIOpeniD ConnectikiE?
BEERE OpenlID Cpnnectt#z: FREVFZARAPI
VPCIEAY
Keyld unig_key
HSEE
A { "kty”: "RSA", "e": "AQAB', "alg": “RS256", “n": "i0U2QfSY1G5EMDz
SDK/3CH B EI4ER
APIEIR BB S (ERAHSTAEEX-Ca-NonceS¥)
~ JERAPI FIEARIAE FRIEVPCAREE
mAEE ¥ LREMS TS LR
EMTAPI R FBIT20000 24
EATAPIRISDK
g ’

T

X—APREHFAGESIEAT

1. RLINIE : %3E0penID Connectd# OpenID Connect & FIE=APP |, XFEENXEIZR , 5ERR
THIEOpenID ConnecthIID TokenZ4bh , RFREIIFFIERECHIAPP , &% , BREREIZS
0 https://help.aliyun.com/document_detail/29475.html

. OpenID Connect 183, : EFIREUSINAPI ;

3. Keyld , IEE—"ESEEIRME—RIMNARIR , REFERRXIEF ;

4. 338, HERIAERNAE | RBNISONSBEFTEREN,

N

3.2.2 \55API

TEZEEOpenID Connect WSSAPIFE—IT , tEEREEMN—I , BRTX—ITES5 , OpenID Connect Al
S APIREhEC B9 IEBAIAPIECE1EEL.
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FIF1ErE ( FFH API)

#e®Bym Ta @x L XRSES w wrix (@

Openid Connect

MfFIEEOpeniD ConnectikiE?

e

idToken

T BIEERR (FRADADEX-Ca-NonceBH)
HIEARER SEVPCAREE
S LRETS T LR

FET20001NEH

1. ZLIAIE : #EFEOpenID Connectal?& OpenID Connect && fJE=APP , XWENXEFIZ , 5&
FRTIEIEOpenID ConnectVID Tokenz b , MFEEWIFIREABECRIAPP , &% , BEREEEX

2 https://help.aliyun.com/document_detail/29475.html

2. OpenID Connect #&5, : i%&RI5SAPI ;

3. TokenXIMAISEEFR , IHEBERFXIMAID TokenfISEEFR , ELaNidToken ;

) EERya
E APIFI BURAPI ¢ BEIAPBIR
- EAER
~ FFHAPI
v | BB HR
Pyt
-
AP
" P
b=
APIEHS
sxwaA
. T
1PiBRIEEE
@
. AEE OpeniD Cefnectizt
. VPO Token3{fIf S HAT
BEER
=
SDRIXAEBER
» EHFEAPI
R .
- A
BT APIL
.

APIRKIE R LABIE R4 5 TNBCEOpenID Connect , BNESE 3 -

https://help.aliyun.com/document_detail/103228.html

4. [FimARSSECHID TokendigR

import java.security.PrivateKey;
import org.josedj.json.JsonUtil;

import org.josedj.jwk.RsaJsonWebKey;
import org.jose4j.jwk.RsaJwkGenerator;
import org.jose4j.jws.AlgorithmlIdentifiers;
import org.jose4j.jws.JsonWebSignature;

import org.jose4j.jwt.JwtClaims;

import org.jose4j.jwt.NumericDate;
import org.jose4j.lang.JoseException;

public class GenerateJwtDemo {

public static void main(String[] args) throws JoseException {
//BEEFREAPIR KR Efkeyld
String keyld = "uniq_key";
/BB 3 275 Ak YKeypare
String privateKeyJson = "{\n"

+ " \"kty\": \"RSA\" \n"
F\d\

+

"\"O9MJSOgcjjiVMNJI4mBAhOMRHF_TlaVva70ImghtlgwxI8BLfcf1S8ueN1PD7xV6Cng8YenSKsfiNOhCéyZ_fjW1lsyn5r
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aWfj68eR7cjHWjLOVKjwVY33GBPNOvspNhVAFzeqf\WneRTBbga53Agb6jjNOSUcZdJgnelzz5JNdOGalzhacjH6YPJKpb
uzCQYPkWtoZHDqWTzCSb4mJ3nONRTsWy7Pm8LwG_Fd3pACI7JIY38lanPQDLoighFfo-
Lriv5z3IdlhwbPnx0tk9sBwQBTRdZ8JkqqYkxUiBO6phwr7mAnKEpQJEHVhZBQ1cCnYZ_nllrX9-I7qomrlELUoQ\" \n"
+"\"e\": \"AQAB\" \n"

+ " \"kid\": \"myJwtKey\" \n"

+ "\"alg\": \"RS256\" \n"

+ "\"n\": \"vCuB8MgwPZfziMSytEbBoOEwxsG7XI3MaVMoocziP4SjzU4IuWuE_DodbOHQwb_thUru57_Efe"

+
sfATHEa0Odv5ny3QbByqsvjyeHk6ZE4AmSAVIBsHYab6GWAQEZtnDceeeDcOy76utXK2XHhC1Pysi2KG8KAzqDa099Yh7s
31AyoueoMnrYTmWfEyDsQL_OAliwgXakkS5U8QyXmWicCwXntDzkIMh8MjfPskesyliOXQD1AMCXVV3h20pm1Amx0
ggSOOIINUR5YRD6MK049_cN-nrJWjtwSouqDdxHYP-4c7epuTcdS6kQHIQERBdA1ejdpAxV4cOtOFHF7MOy9kw\"\n"
Y

JwtClaims claims = new JwtClaims();
claims.setGeneratedJwtId();
claims.setlssuedAtToNow();
/SHE—EERE , HENF7X
NumericDate date = NumericDate.now();
date.addSeconds(120*60);
claims.setExpirationTime(date);
claims.setNotBeforeMinutesInThePast(1);
claims.setSubject("YOUR_SUBJECT");
claims.setAudience("YOUR_AUDIENCE");
[RINBENSE , FiEEIEEMERString2-EL
claims.setClaim("userld”, "1213234");
claims.setClaim("email”, "userEmail@youapp.com”);

JsonWebSignature jws = new JsonWebSignature();
jws.setAlgorithmHeaderValue(AlgorithmIdentifiers.RSA_USING_SHA256);

[/RE

jws.setKeyldHeaderValue(keyld);

jws.setPayload(claims.toJson());

PrivateKey privateKey = new RsaJsonWebKey(JsonUtil.parseJson(privateKeyJson)).getPrivateKey();
jws.setKey(privateKey);

String jwtResult = jws.getCompactSerialization();

System.out.printIn("Generate Json Web token , result is " + jwtResult);

}
}

LA ERAERID TokenfYavarmfiites , HPBELIT L MESFEERKT

1. keyldFE=HDH— , BLBE—:
- FEANZ3.175 |, https://mkjwk.org “ERFBERHES keyld;
- FEARS3.2.17518 ERkeyld ;
- ({53 r%keyld
2. JsonWebSignature 335:#9KeyldHeaderValue /iR E ;
3. privateKeyJson fEF33. 15 AIKeypair JsonZFfF & ( =ANHIERE—)
4. SHRRE—EERE , FENF7X;
5. M INBEEXSE , FB{EIEEREString288 ;

5. & e
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5.1 APPSEZIAUE

WRLLINIFIEFRE "OpenID Connect & [IEEZ=APP” BT , iEKep SR FERAMEZAKINZNEE , BIRS

BZANBENNH : https://help.aliyun.com/document_detail/29475.html

5.2 SwaggerSA\3Z3FOPENID CONNECTIE ?

BRI |

5.3 APIRIEEIRMEFIZR

StatusCode

401

401

401

401

401

401

401

401

401

401

ErrorMessage

“Openld Connect Verify Fail,
IdToken Not Exist”

“234, JWS set idToken
exception”

234, Not found by keyld”

235, JWS set Public-Key

exception”

" 237, Verify signature
failed ”

“245, IdToken is out of
scope”

238, JWS get payload
exception”

239, Parse payload to
JwtClaims exception”

239, idToken expired”

“Invalid Openld Connect
Config”

B HSIRGSEEAPIEAEE

=34
AVSSAPPIERFIKBIETHE N IF
HIIDToken&#4
fRATIDTokenAd tHIException

R#ETokendAIKeyld , HAE!
FFgEI R

R#ETokenmAIKeyld , FHEIAY
PERAATH

IS Z LM
BERPHIDTokenFBF LaT5
A\, TREin

IERFHIDTokenK A2
payload

#{payloady JwtClaims B
s

ERAAIDToken BRI 1A

APIECEEIR | FRENAE!
Openld ConnectiBxEcE

APIRKFIA SRS LI FAEER, , BT HERSERTLUHTSEN BEER. T, SHEERITHTE , Bal
LLiE HE$RIEEIOSSEE MaxCompute,
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FAF1ERg (FFH API)

=P API % i
BEEH

=—aQ

APIEIR R . pEms

BEZATRSIEEFSR | BSIRSHEI,

AERSENBRIS00MBSRZE | BAMMEESR | BERSEN.

1 ZgemEft
1.1 BRERE

IRIEAGHESRREFHTRENER. SR , JBRTUREMESERITES.

1.2 FERBE

ERILMSZRAPIERBFARSES

B 1R
apiGroupUid APIfy534HID
apiGroupName API4HBZFR
apiUid APIfYID
apiName APIZFR
apiStageUid APBARIZEID
apiStageName APIRERZIR
httpMethod JEARNHTTPIA
path BEKAIPATH
domain AR
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statusCode HttpStatusCode
errorMessage HIRER

appld A& R FEID

appName VA& N AR

clientlp A& EFiRIP
exception EimRENEAEER
providerAliUid APLEHEKFID

region X1 , a0 : cn-hangzhou
requestHandleTime 1BEXKAEE , UTC
requestld BKID , 25—
requestSize BRI, BAL
responseSize IREEHRAIN BN - F
serviceLatency [EiRiER , =70

\J 5
14 BEXSHEZE
ERLRESITREREEERTMEENSITER BB ENLSEE.

1.3 MESITIRE

FRELLIRRIERER , APINKTUEN T —ERIHER (28 ) . 81  BREX/. W=, HRER, TEER
. VFAFAPINAPPHIE , fEiRIERSIt. TOP 94H. TOP APL. Top JEIREE,

2 (EFAEIRSEEAPIEE
2.1 BEcBEREIRSS

{EFAILLINRERT | IBHRRECETHE T BEMRSS | FelEProjectililogstore , mEEFHRBIEE.
ERILATEAPIRRAYEHI & ERECE | B LIEHSIRS =6 e LRk E.

2.1.1 FEAPIRKIERIGECE

1) $IFFAPIRKIZHIS - [FFIRAPI] - [HEERE] | SFEERSAENXKE , TELI%IE16)
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APt !ﬁ; :.(ﬁﬁ() L1 (HS) 1k 2 (ER) e 1 (R EF2 (L) &H AR 1 (RO BGMPER 1 (R
~ FFRAPI WATRA 3 (SHE)
SEEE IRIZNEAPIIBRIA K
APIFIR sis project logstore #RE REBEAERS
R
uEEE EERRASEE
VPCH#E
AEEE
SOKIXBERER =
» HEAP
2) /E AEEAEEE" | #ABTERERT
tERFEE
HIFHFEE RS 2R B E RS Project#LogStore
HhiE: 1£3R 1 (HH)
*Project #1: i RIFT
APRZEGEMSLSHEAS, BEME  OsSAfE |
E?E:ﬁlﬁ? eS8
‘LogStore& #: N BIFT
B

3 ) RSB EM AN BERSAProjectei&E Logstore , BLIEIEE , Bmth "BNAEERE" | mTEiE

HITIRIURIE

THRRTEIRN

REHET: NRENABNE, HAERAMENEASEEDER, FRIENE URNERTESHLogRERME SR AR,

Logi# RIRER el fE = ERAIAN AR
TARRGCIRNFT oA, BILE, LogHH HEEIRIBNNHEIRR,

AllyunLogArchlveRoIe
e DEESRIAEALAE
mmEE: ATESEBSAchv

SRR

4) #NiE | STRMKS BEIRSSAIRER
5) FRRS|a5mEE

2112 ZAFRSEHEERE

]SSR © APIRKIBIEHE
BoESehklE , FRHIAPIEFFICREIETHN HEIRS HILogstore

22 55HF
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FAF1ERg (FFH API)

{RATLASTEAPIRKIEHIE - [FFRZAPI] - [
\E% , ARERARRE. WA :

TEHE] - pREE" | BEREIESERe

3 abc laonew EEEE | 5% EESEE | Bek
*and 17 9249243 and 100 o AEF
1.2
0
11641853 118457453 126437453 13H175 1384575 14843743

BN R SR
RaE FitEE

BEESHT < i) ~¥ AE v

frH

1 12-29 14:33:17 source__ : log_service
topic__
apiGroupName : HBEIAB
apiGroupUid : 1857 3243
apiName : GetUser
apiStageName :
apiStageUid :
apiUid : ceScbcBefi 8849afab07b3885de63334
appld
‘appName :
clientlp: 106.1
domain : 1857831d7

apiGroupUid

49243-cn-hangzhou. m

REATERATRSEHEEERE

2.3 EfFE IR

, ISR - HiEAE

, RIERSIRSHE

MENEEE , RAPINXANT HERFFTER , MMEN—E45HRE | JAREAPIMXESIS- [FFl

API] - [BEFEE] - "BESH" KiniE. BaLEESRSEFHEXRES:

apigateway-accesslog-dashboard lacnew BB RE | EERE HAE E=

WA | 150 | 1554 | LM a0e | 1E |18 C eazmm

(v

backend_service_error_ratio sialilag A sucess_ratio il 2
1 2 1

08 ’

06 ) i

04

02 - 0
0102 15:01 0102 15:02 01-02 15:01 0102 15:02

® backend_service error_ratio

® success_ratio

request_pv ity A service_latency A1 et 2

e+ e s o

2.4 HENEIRER

RETLMRIEE B SHREBENEIRRE B3

3 & HE

BFTFFAPIRRI=RIG- [FFIRAPL] - [BEERE] |

SIRENTTIE - URE

1T "ENEE" SEMRRECE.
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- BHECE : AEIRHTH SRS HIProjectaiE Logstore , BEHEFRIAPLERHERBRE NN
Logstore , {BASREIRISRERE/RLogstored , A= IRMETRE.

- BRRECER : SMERAPINX S BEIRSHIIMETXR |, HREEASBRELAPIARBESRIBERS |, &
HA=MERLogstoreFREBRIEIE.

RAM &I API

API RXEEEEZILAES (RAM ) SRS AZIRR SINETE APL AP IREEETTLANR T FIKF
. FEFIARERR AR APL E1E,

- £ RAM FJLIRTFFIKS , EF. tlE. S, Wbk APISE. APL Y. RIERIESE. (BFK
SARRRNMEE , HRESURMERIER T LK EKSIKIE.

- EEEANE , BREEEEFET RAM FEIFEAR F0 API X API .

- BIEATILSIZER | EhEIED.

{RAJLAEFS RAM ROZHIE 5 APL SRIZINER(E.

F—Epo - RIRETE

ERGREE (Policy ) |, SRIEABSIIIEARRS , BRI TEGSWI( Effect ). &IE( Resource ), XT&IRFT
EFHIRIERPR( Action )LAKBRHIZE( Condition )iXJLNEAITE,

RBRBIRG

APl XBEMEB THNRFHIR , AliyunApiGatewayFullAccess#ll

0
HEHEH RAM BEBEE SRR < B

R

RERERE R SURAUERE
BrEE

BEAEE
BIRER LR #

peEs
RS (ApiGateway) IR [ =8
BE

E | AlyunapiGatewayReadOniyAce: ess RUHEIFXARS (ApiGateway) LR 1 =5

- AliyunApiGatewayFullAccess : EIRRIR , HBEEKS TEE API 54E. APL REHEE. NEAE
B RN ETESSR,

- AliyunApiGatewayReadOnlyAccess : BILIEE TS NEE API 54, APL izRlg. RA%EMT
BREIR , BRAILURE,

BB SRR RS

EALRIEREAENEIEMR |, SIUFEBMCENEN , JLUSENRE , B LREANEIR. 0 @ API
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GetUsers RY4RIEIIR. AJLIFE RAM $2Hl5-SRIBEE- BE N RINRKREECRE X IFHEEXRN 1 BENX
BEEE. . B MRTEEER | RIRIREE.,
BRIRBABTIESSAESMR © Policy EAITE # Policy 1AL FI TS AYRAERE.

ETERY - PR

RIS E—ERIRNES | CUA—MRIEIES KA. BITE AP aEHEM ISR , B EEHA AR
B AP SRR ISR RIR,

IERERANSIESHABESR : Policy 47T # Policy iBE45#1.,

<

{
"Version": "1",
"Statement”: [

{

"Action": "apigateway:Describe*",
"Resource": "*",

"Effect": "Allow"

}
]
}

PR © RIFTEREERE
Action ({FRFRFIR ) 1=\ :

"Action":" <service-name>:<action-name>"

Hep:

- service-name 3 : IR =R ETR , i5IES apigateway
- action-name J3 : APL &R , iESRR TR , STHRHBECRT *

"Action": "apigateway:Describe*" FRFIEHIEIERIE
" Action": "apigateway:*" /= APl MEFTEERIE

=589 : Resource ( #{EXIHFIZFR )

Resource BHETSRIEXISR , APIRIXHPRI APl 54H. iFRiziREg. NAEBHAR Resource , PEIE

acs:<service-name>:<region>:<account-id>:<relative-id >

Hrp :

- acs : Alibaba Cloud Service NE=ZB4EE , FRMEZNAB=FE
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- service-name 73 : FIE=F=mEFR , IBES apigateway

- region : X(ER , AILUERABEASRAE , *Tr B X

- account-id : 2 ID , LbaN 1234567890123456 , thEJLAF*LE

- relative-id : 5 API RIXIBRAIFRIRIEAERS | XA AMETHEIA SRR I T — NSRRI S
14,

=~

acs:apigateway:$regionid:$accountid:apigroup/$groupld

5 .

acs:apigateway:*:*:apigroup/cbd157704e624ab58a204fd3e0b5ad79

5455 APL RIKHT APL Fiiff SkEE TR

action-name EOfR #%JE( Resource )

. Ny acs:apigateway:$regionid:$ac
CreateApiGroup ellfEvapic] countid:apigroup/*
ModifyApiGroup 134 acs:apigateway:$regionid:$ac

countid:apigroup/$groupld

. o~y acs:apigateway:$regionid:$ac
DeleteApiGroup Hfss>48 countid:apigroup/$groupld

DescribeApiGroups EHEYIR igﬁztpigg’lcoei\év?glzjir/eﬂ;gglSglz(;l):lﬁéac

. acs:apigateway:$regionid:$ac
CreateAp EUEAPI countid:apigroup/$groupld

. . acs:apigateway:$regionid:$ac
DeployApi ARABAPI countid:apigroup/$groupld

. . . acs:apigateway:$regionid:$ac
AbolishApi TNEAPI countid:apigroup/$groupld

. acs:apigateway:$regionid:$ac
DeleteApi HIFSRAPT countid:apigroup/$groupld

. : . acs:apigateway:$regionid:$ac
DescribeApis HIAPBIE countid:apigroup/$groupld

CreatePlugin o scsapigatenayregionidifac

. . " acs:apigateway:$regionid:$ac
ModifyPlugin Lty countid:plugin/$pluginid

. acs:apigateway:$regionid:$ac
DeletePlugin IR IR countid:plugin/$pluginid

. " — acs:apigateway:$regionid:$ac
AttachPlugin HSEIHBERIAPLE countid:plugin/$pluginld
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DetachPlugin
DescribePluginsByApi
CreateApp

ModifyApp

DeleteApp
DescribeAppAttributes
SetApisAuthorities
DescribeAuthorizedApps
SetVpcAccess
RemoveVpcAccess

DescribeVpcAccesses

iyapdimn ]l

KB AIAPIRRED

EIRAPLESBERYIERGS IR

BIEEMN A

(EBUVLE

TRz R

S VSIS

L5 APPHIY APL B BR

EIHAPIENGIER

IOVPCE

HBRVPCIEAY

ERVPCIEY

R TRTEAPINEIRME

{
"Version": "1",
"Statement": [

{

"Action": "apigateway:Describe*",

"Resource": [

"acs:apigateway:$regionid:$accountid:apigroup/$groupld”,
"acs:apigateway:$regionid:$accountid:app/$appld”

I
"Effect”: "Allow"
}
]
}

AR TAEAPINEEREME

34

acs:apigateway:$regionid:$ac
countid:plugin/$pluginld

acs:apigateway:$regionid:$ac
countid:plugin/$pluginld

acs:apigateway:$regionid:$ac
countid:app/*

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:apigroup/$groupld

acs:apigateway:$regionid:$ac
countid:apigroup/$groupld

acs:apigateway:$regionid:$ac
countid:vpcaccess/*

acs:apigateway:$regionid:$ac
countid:vpcaccess/*

acs:apigateway:$regionid:$ac
countid:vpcaccess/*
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{

"Version": "1",
"Statement": [

{

"Action": "apigateway:*",
"Resource": [

"acs:apigateway:$regionid:$accountid:apigroup/$groupld”,
"acs:apigateway:$regionid:$accountid:app/$appld”,
"acs:apigateway:$regionid:$accountid:vpcaccess/*"

I
"Effect™: "Allow"
}
]
}

& | Lrhlh , ZESRS LR R BN

EEML VPC IREF

i API

ERMERERBMWEVPC , TLUGEE—MRERIMNEIAR , FATLABENIP HICEE. WER. HRBFRIMMX
F ;s EALUEIT T4/ VPN/GRESERT LI = EVPCESESRIDCHIEE , BE IS,

APIRX SRR BT BMNEVPCHRIIRSHAIAPL, EFRIENEZR , BHABER THREBNE

VPCHYERTE.

EENEHRRSEVPONE | FEHITIENAPINKIGIRIA ST FFAERAPL, BIZEAPLRFEANT

1

2

BUSHE ———»| EXLAR
VPC ERVPCIRE

1

BRINS4BEVPC

HLAR|

FFVPCIMERIAPL , FEBESCIENAPINKENGRIEVPCAHRIIRSS . IRNA IS EAPINK T LAARIRI R +if

[, 40 : SLB f9443ix0. ECS A980IHM,
- RANPRENNE |, APIRIKHFIEIE AIMGI5RVPCAIERESIR

- BB RS R AP AR A
- AP AT ISR A R

a0 : RIEVPC 153SLB 1A980im LS APIN X |, ABAAPIKIR
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ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
L - | L L |
ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
\
1.1 ERVPCIAEE
1) WEVPCIARRY , SLB, ECS , H1EEMRSS | FILISIRVPCERFM

2) BiAVPCER , EEHESWTVPCER

- VPC ID : #&/5imiRSFrERIVPCID

- SEBIID : EfRIRATERISERBIID , ATLARECSEE SLBRYSEHIID , HERTSLB ,

-imAS - EREEIRIRS MERNREOS

1.2 EAPIRIKIT(E)

HEN [APIRKIEHIE] - [FFARAPL] - [VPCE] | =i "CIEEiR”
HER) ER 1 GRHI) &S WA 1 (30

APIFIE BAGIR b1 (58) L3R 1 ()

> FIRAPI
BRak Vpc Id RFd
SEEE
AP
i sl
ERWH

SOKATHERER =

» VAP

HENRINE |, HEENER

#3k2

WOS BlRRRIR)

TRiR BRI

BRI

i

stok, EARFI0R n

BIESSLBRYSLHEIID

- VPCEFR : AR RTRTR |, HEIZAPIE R , LA T ETREERE | BRIE

L2 FRATME—,
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B EVPCHEHY

biut=n

“VPCHEIRAFn:

“WPC Id:

“ERHd:

it
|
Ji0

REHHE | FehldE

1 (HE)

ERNT. BRNFE. T, ENEIANTIE, PEE SFUENFE
SNFF L, 4~60TFH

VPCEHIE

ERETE, BT, ERANTIHE, i, ST aTk,
6~50-FFF, Il vpo-ufBSToecTInd2xoomx

FRHENFE. §F. EXRANTHE, P SabiFETRE Tk,
6~501=5F, #Hl: i-ufSbzeglprdoxoooxx

SARHT. 2-6FF, #u0: 8080

HH

HEGSAVPC, EEENS/ LA, wO , FESN LSRR

2 BlEAPI

BIEEAPIRYRIE SEMZREIAPIS N —E , B2 R : BIEEAPL
SR RIRARSSHBILRT |, 1B

- VPCIEIE : iBikiE "(FRVPCERE"
- VPCIZHY : iR KIS IR B A0SR

Hit#poAE  SEMAPIEX S
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Hi & HTTPHTTPS
VPCFiE {EFVPCIEE 4
VPCIEL LisvPCntiEE 3 %lilvpcﬁﬁ
Eimi#ERPath

EfERPath IS &SRS &R Parameter Path, SR%E[F, thil/getUserinfo/[userld]

HTTP Method GET =
[Spat=ta) 1000 ms
Mock A{EFAMock %

RFE . WAPIBIESERL.

3 REHERN

TBERME W TFRimFEASLB , BHAR LB L,
EEAPIEIRIRS HECS , BEMEBiIZR2E "WMAAME" HIa5RE , EEEINMRIHOIP,

HOPEES
APIRIS B0 CIPEEE S EFFESSAIGHOIP , BEEE | SOBIAPIRXEHE- [FIRAPI] - (H4EE
2] - (SIS EBEHEFELOIES

frr + BRI
261 | EAER
v FFHAPI s 4R 1 (B A Ftest APISEEID: Guiont 500 ToTs 10uas (1291 » 8. 5367
e
it AW EEA ¢ T 7T "l vmreme ezs5T7-cn-hangzhou.alicloudapi.com KA REA
i _ (EZ A REWRER, HER1000RVIEIMRE, HERRIAEFRES)
AP ame
ARVPCHES: RITE
FEREH UMEERFRREAFNVPC, HAERAEENALEVPCEBFE- MAE
oz 0]
FERG (VPC)
e 48QPS EE: 2500
L apigateway-cn-mp9181y1k003 apivieniiond EEH A SPRESAEEE
EHEE a Eaks witest
VPG
. A HTTPSZ 258 HTTPS2_TLS1_0 HttpsZ 2 SRR ILES
BEEE (5% F5fiHttpsPolicy RIS —50)

a2 [3£6] TWEEAEXINSEGIRIH OibiE

(o | mxewzn

]

| @ £E56) (VPC) : apigateway-cn-mp9181y1k003 foesy]
ket REEH whest &
> AP
AR SR 1(gh)
s
HTTPSZ 2 5H: HTTPS2TLS1 0 ZBHtpsi £
VPG SEBIEAVPC
ftgtast EEITR AIEEE: 2019-07-19 09:51:27
BAGYERY 2500
= SO SLA: 99.95%
apist.smal BRAHNGHE. s6
BALFRBHE 100M

47.96.168.155,47.97.155.13,47.97.249.133,47.97.166.114,47.97.264.79

O
PIFIVPC: 100.104.255.0/26
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3 APIliz,

LB LA 5z RIAPI

- &I API
- T#SDK
- (EFEAPLERDemo

APIFIX BSIR 42k 1 (5 S) TR 1 () 43k 2 (k3 481 (7)) 43R 2 (13) B
~ FRAPI
EEE BEi Vpe Id EL N Z’: BilERA ) ®RIE
AP _E38SLB VPG vpe- Ib- 2017-03-09
& uf657qec ufédpmnr 18080 19,4346 e
TR
vallen_test s \ufbbzogiprdohsimdzt  sogo 20170307 R
T uf657qec7Ix42pawdasqo 19:30:09
VPG vpe- . o 2017-03-06
VRCIREL = Uf657gecTixd2pawdgsqe | UToPzegTprdohimdz 80 g g 0y F:
SDK/RMERER =

5 FAQ
ERIIhEER A BEWINER ?

&, LIRERZR(ER , FTEUIMER 4.

RAETLSBESZIVPC?

ALA , HERIRRRSESNVPC , AILURIIZ MR

AT LRTEEFZFRVPC

TAIRE 1 ()

BRI

iBHEIA , VPCID, LD -SHIER , FHRIERACREEFIVPCIER—MX .

ANAPINKIS , VPCREA ?

SERIVPCRARAPIRX AT IR , RXSVPCRIMERENE. ERESEM 7RG , ARIEMVPCHREIA,

1. REEHIEIUREE « RBVPCHIRTE EREBIRERAN.
2. BRUEAPINKX SVPCEI EZiBIE | th AR ERALLEIE.

3. EINENENRIRRD : ToEAbm s8R EIR,
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Mock &89 API

EMBFRIRET  FERS MG —EAK , ZAGFSHEERE , MIXFMREED RSP SIENEER
2y, BERECSYRAKHE , EEWIBNTH. FLUEFRIRES , —RESER Mock &l
VFREANREIZER | KIEERIEFRE | MTTHRFAFFRZEE,

API X tB373%F Mock S SREE.,

BtE Mock

£ AP fRiSTUE—/GinEME X , KECE Mock,

RS HTTP@)fEZ — VPC () E¥itH @ Mock
EIgE T EMMock, EFRERNFRBAIEHAES, BIMEHE?

MockECE

{EAMocki A

MockiEBI4R

HTTP Status Code: Py

Mock Header X

Header Name Header Value

R
EIRES S KR

1. 185 Mock jREI&ER
Mock IREIER , FJLUMESEESANREIER, BRISER Json, XMl XAFEREILIES Mock IREILER, a0

{

"result": {
"title": " API f3& Mock jizt",

}
}

R7/E Mock iIRERT) , BIRIESEIRGE &1 BINfaie EMEH T | T LAE APL Eid s T

2. 155 Mock i53kapzstatusCode

iERstatusCode BYEIN T , FEAHTTP 1.1 Response Status CodefUt&ZREI R ELIAR, tNSRIEE X
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statusCode METRERF |, RS ETT
http code
200
201
202
203
204
205
206
300
301
302
303
304
305
306
307
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415

41

http message

OK

Created

Accepted
Non-Authoritative Information
No Content

Reset Content

Partial Content

Multiple Choices

Moved Permanently
Found

See Other

Not Modified

Use Proxy

(Unused)

Temporary Redirect

Bad Request
Unauthorized

Payment Required
Forbidden

Not Found

Method Not Allowed
Not Acceptable

Proxy Authentication Required
Request Timeout
Conflict

Gone

Length Required
Precondition Failed
Request Entity Too Large
Request-URI Too Long
Unsupported Media Type
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416 Requested Range Not Satisfiable

417 Expectation Failed

450 Parameter Requried

451 Method Connect Exception

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not Supported
3. 8\ Mock Header

APIMAST I EEN Mock Header, ftiFHeader@7 , HeaderE X GBUEARBEAZR , iIREMockRT, Header
NameArRiFAZT , HFEREERHE. =8, T, #5446k, Header ValueRRiF A=,

7% Mock

HICTFEMRR Mock |, iEE/EmIRSEEEIR |, T Mock IRBIEERPRIEFASH B | LMEEHIT TR
9 Mock . EXGEREE & . RERMEASEEENS.

BTSN\ SwaggertiERAPI

Swagger@—FHFTHIRAPIEMAIALE , I 2N AT E X RSN RSAIAPL, BI7E , APIRIKSHS
S A\ Swagger 2.0093{43KEIZ2API , #EaTLAZEImportSwagger , BifERHI& HHTRE . A\ORTE:

ApiGateway JEE i m—
~ FFEAPI
e [ as | o

e
P S @~ st BEBY B (25 - e

AP

SE GEE) WR BB BENTARE

it

- - e S -04-26 14:
HitpDelete i BF NET_DEMO_TEST  HttpDeletelist 2017-04-26 14:57:19 % R | B

R

2 HitpGetit A NET_DEMO_TEST  HitpGetiit 2L 2 | B | SEXTARR

B B | TE

APIMXAISwaggery BETFSwagger 2.0 , BJLASIZRAPISLURAISwaggeriEX. , Fi&ESwaggerS A APIKIXFH
THECIERSE FTHAPISLIR, APINKHITBCE Eswagger2.0 , BRISFHFREAEoHISwaggerfilis , 8
FE—ENERM (SwaggerfkE MR ) .

AEDEENET SwaggerfIAPIRRY RIHITNEE | FHEMENATEIRIEARE.
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iE : SwaggertFTES¥SBUEIA/INGHUR

—. Swaggery & :

Swaggerf BFEE W TFswaggerF4Operation Objecti#fTH R , WAL, SEMSTUNGIRIRS ST B
. BRILZAN , BEINGRany SiERST R BT R ERLttpIE R AL, FTET EYLx-aliyun-apigateway-FF
L, BT RARBWT ¢

1.1 x-aliyun-apigateway-auth-type: }5

R | R FBTFOperation Object, FATETEIZAPIRGIANEEEY , Hep -
BYESEE:

- APP(ERIAMED): P ZAPIRIKAPPIZAR
- ANONYMOUS: B

<

paths:

'path/":

get:

x-aliyun-apigateway-auth-type: ANONYMOUS

1.3 x-aliyun-apigateway-api-market-enable: =335 37F

RINSEL | NATOperation Object, FTIEEIZAPLIRERILA LSRR ™ , He

BESEE:
- true
- false(ERIA)
B :
paths:
'path/":
get:

x-aliyun-apigateway-api-market-enable: true

43



API [3% FBF4ERs ( FFR APT)

1.4 x-aliyun-apigateway-api-force-nonce-check: &
NONCER:ES

IR | T Operation Object, FAT1EEIZAPIZEHITNONCEEH RIS , Hep -

BEERE:
- true
- false(BAIA)
H
paths:
'path/":
get:

x-aliyun-apigateway-api-force-nonce-check: true

1.5 x-aliyun-apigateway-paramater-handling: APIBREICHR

APIRGTRER, MFF-Operation Object , FITFIEEBERSHERIRRSZSEAIRGI KR, ZIRGTRFRIEZE
PASSTHROUGHHY , Parameter ObjectA3z#F x-aliyun-apigateway-backend-location #1 x-aliyun-
apigateway-backend-name g%,

BEEE:

- PASSTHROUGH (BRIAME): NSEE
- MAPPING: \&857

B
paths:
'path/":

get:
x-aliyun-apigateway-paramater-handling: MAPPING

1.6 x-aliyun-apigateway-backend: [GiigE,

[5imzEEY, N AT Operation Object, BFRERIRESER. RIEGERIRSEE  REEARNEN | 1¥FBW
:
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1.6.1 [SimARSSHELHTTP
HTTPHEim B T B ERinR Sttt , — BT RRBI I BRI E.
JRE5ER:
BHER il A
type string WME ; {EHTTP
address string WIE ; FFFRREIRIRS it
IR BT RREIRRSEE.
path string YIFEATE., BASIE
path{E+8E
method string WAE : fEImERTE
. . 1% |, BA910000, Z/E RN
timeout int (BSEEH[500,30000]
B

x-aliyun-apigateway-backend:
type: HTTP

address: 'http://www.aliyun.com'
path: ‘/builtin/echo’

method: get

timeout: 10000

1.6.2 [5iRARFAELHTTP-VPC

HTTP-VPCHRimEE AT RiRIRSZEVPCHERINGE , EESEIEVPCEIR , FHEVPCEIESA.
EEiREE:

BHER St )
type string WiE ; B9 : HTTP-VPC
WHE ; EIRE{ERIOVPCET
vpcAccessName string W | [ESHAR S {E FRIvp Ll
AR
IR BT R EIRRSEE.
path string XFHEETE, BIASIR
pathtB%
method string WHE : [RIRiERA
- - EIE , BAIAA910000, iZEMEEN
timeout int (ESBE[500,30000]
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<

x-aliyun-apigateway-backend:
type: HTTP_VPC
vpcAccessName: vpcAccessl
path: '/users/{userld}'
method: GET

timeout: 10000

1.6.3 joimARS5RELFC

APIMX GRS AL IFUNCTION COMPUTE,

Rt EA:
BHERR i) R
type string WHE ;B : FC
fcRegion string WE ; BREUTERTEXIE
serviceName string WHE: RETTEIRS S
functionName string WHE | RETTEREE
arn string 1HE , REGTERAMIEI
H:

x-aliyun-apigateway-backend:

type: FC

fcRegion: cn-shanghai

serviceName: fcService

functionName: fcFunction

arn: acs:ram:111111111:role/aliyunapigatewayaccessingfcrole

1.6.4 jRimARS5SRE: MOCK

MOCKRI/ZImRE , ARSI RYITERIREES

RE5ER:
BB CSid) R
type string WAE ; {E/9:MOCK
mockResult string WHE ; mockiR[EIZER
mockStatusCode Integer prii=|
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mockHeaders Header prini=|
Header B9 1i¢BB

BRI i R

name string WIE

value string WIE
~l:

x-aliyun-apigateway-backend:
type: MOCK

mockResult: mock resul sample
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

1.7 x-aliyun-apigateway-constant-parameters: EE££%{

HES¥, MFTOperation Object , BFENEIHRRSHEESEL

[EEEA:

BIERTR Sl g

backendName string WIE ; [GIRSHENR

value string WIE ; BEE

. , WE ; BESHIFHRAE |, Tt

location String {&:[query,header]

description string Ali% ; ATFXZEEHTIRA
.

x-aliyun-apigateway-constant-parameters:
- backendName: swaggerConstant

value: swaggerConstant

location: header

description: description of swagger
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1.8 x-aliyun-apigateway-system-parameters : [Figik3£&

[EiRARSS 248, R AT Operation Object , FEFENXAPIEIHRIRSHASSEL.

[EEEA:
RIEERFR
systemName

backendName

location

<

S
string

string

String

x-aliyun-apigateway-system-parameters:

- systemName: CaAppld
backendName: appld
location: header

R
WE ; RRESHER
WIE ; RS EER

IR ; BESHFIIE | 7k
{E:[query,header]

1.9 x-aliyun-apigateway-backend-location: [Fin& &

GRS EIE, NATF Parameter Object, iZ/EM{XIE x-aliyun-apigateway-paramater-handling:
MAPPINGIRERTAER , BT RESHMIE | AERRSIERINISHVE.

BYEEE:

- path
- header

- query
- formData

<

parameters:

- name: swaggerHeader
in: header

required: false

type: number

format: double
minimum: 0.1
maximum: 0.5

x-aliyun-apigateway-backend-location: query
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x-aliyun-apigateway-backend-name: backendQuery

1.10 x-aliyun-apigateway-backend-name: [FimS¥3FR

GRS FR, R FBFParameter Object, 1Z/EM{X7E x-aliyun-apigateway-paramater-handling:
MAPPINGIRERAER , BT IRESHIGTE | ERRiRSERITIISEHER.

<

parameters:

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery

1.11 x-aliyun-apigateway-query-schema: queryXfModel3z
i

[RiRSEZ TR, R 3T Parameter Object, FAF IQuery#THEEIEEN, HparametergStringZER! |, ERTENX
AquerySE0aT , AILAER.

<

parameters:

- name: event_info

in: query

required: true

type: string
x-aliyun-apigateway-query-schema:
$ref: "#/definitions/EvnetInfo"

1.12 x-aliyun-apigateway-any-method: ANYZ5)%

ANY7i%, RFEFPath Item Object , FFFREAPIALAEZEESEEAIhttpiEK,

=
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paths:
'path/":
x-aliyun-apigateway-any-method:

1.13 x-aliyun-apigateway-app-code-type: AppcodefgEiA

uE

AppcodefgEIAIE , i FATFOperation Object, FATFIEEIZAPIREIFAPPcodefGEIAIE , H :

BYESEE:

- DEFAULT(BRIAE)
- DISABLE: M

- HEADER: i®ZHEADER{E Aappcode

- HEADER_QUERY: AJLAi@id HEADEREL Qeuryf&E Nappcode

<

paths:
'path/":
get:

x-aliyun-apigateway-app-code-type: HEADER

—. FREREA

APIRX5SwaggerfiiBAEE X APIRITFE—EER T | 84F -

2.1 SwaggerS¥B 5RB APINCKBIRIRIBRER

Swagger3sal

- typetinteger
- format:int32

- type:integer
- format:int64

- type:number
- format:float

APIRICSHEY

Int

Long

Float

50

STRFRYRES S EUR AN
- mininum
- maxnum

- mininum
- maxnum

- mininum
- maxnum
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- type:number - mininum
- format:double Doulbe - maxnum
- maxLength
- type:string String - enumValues
- pattern
- type:boolean
- format:Boolean Boolean -

2.2 consumes=Eg7 35

HSwaggerfit EX{HFEformdataZiBIS AT , FEEEconsumesTim, APIRKIIERZHFapplication/x-
www-form-urlencoded2$8Y,

consumes:
- application/x-www-form-urlencoded

=. Swagger=fl

REDRM=AETAPINKHIswaggerl Bfl. THIVFRE 7B BRE , BT swaggeril REE
S APISLARRALER,

iE B pteE,

3.1 APIRRRimiRZ AIHTTPRYSwagger<fi

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-api-force-nonce-check: true
x-aliyun-apigateway-backend:

type: HTTP

address: 'http://www.aliyun.com'

method: get
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timeout: 10000

paths:

'/http/get/mapping/{userld}"

get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-auth-type: ANONYMOUS
parameters:

- name: userld

in: path

required: true

type: string

- name: swaggerQuery

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
x-aliyun-apigateway-constant-parameters:

- backendName: swaggerConstant

value: swaggerConstant

