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EHIREEEE TREIUTLSA

MEEHIREE T LIRS FRPAVSEE
ZREREPERIAPIE LIRS B #E FRRDIRELANRE

API it EfRH BIREE , BURERES . N, X, W
50000R /534,
APP PRl B APPIHZ RIS S ERY A —NAPIHEERATE]
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API g% FAF$5Rs ( FFH% API)

RAYERIREREEITIREE, g01500000R /N

BN IR S RIEFSEREAI— APL £
BURNEIRAERREA BT IR EE. — M

PR BRIKETEEEES APP , FRLIHEZKERN
RERFMEINZIKS TS APP YR ELSFIRY
BRI, %A 50 FR/K.

E— N RERBRER  X=MEJLUREIRE. 58 BPRRERGINAAT APLRERS , APP
NERFINAKTRFRERS, B APP REMRE <= AFRERT <= APLRERH,

5N | ERTLATE TR SRA TR IMSRALAS ( APP ) FIESIARBF . X450 | IREESRERERLAY APL it
BRI KRB , BRBEYMRE—MRBEIEIZ APP SiEZFAFIIRERTIE , Z(EFRERIT R
A9 APLRREPRS & , R RISEAAY APPREIRS 1 FAFMERE 3% APP BAEFSL.

S5&ZEPAIN , SECIEREIEHIRIERS , FEIEE Region , Region —BIEEAREN , BIXAE
#WALFAF-E— Region THY AP,

T API RIKPRGI , H1EIRE APL BRG] ERT , EI8E1 API SEEIATE LIRZ
500QPS (IZ(EAIBITER THAERES ) .

457 APL, ERJLUSRERGBET 21 AP, FiRIBRIBRHEIEAMFHISXiZ RGP ERIE— APL &
IRER. SIEYIE APLET , N5z APl EESENRIBINE , BAUKIRPISE R ZAIRISRES , SCAY
£

KRGS, WMNREBENMMTRNASERIARR | SFEIRENA ID B ApplD siERFIHER
HRREMR S,

£ API RIXIEHIE | BTSSR mEEHISRIRRICIE. 220, Mkk. EEFERNEF. BERIER
%5 APL RUSBERRSE , B EHIRIBIIAXIRAGNINMFR SR,

Rt T

- APIRK /R AT AL ROSERT IS sA IR, ERT LRSS MIAPIIARREEE | S RRE. RE
. WARSIE. HERDMFSMEE. SMIESRMAEIRESRITER. BIRSISHESESRR  LIESR
BEDT

- RERAISMESTHERRY | ARMREZIREESTT.

- AT LABCETRE | LUESERTERAPLE T,

14



API [3% FBF4ERs ( FFR APT)

- BEEASENE APIRKISIREE

API pSsEFAPR

PRI PRI
{FEFBAPIM X IRSZAIFE RS FAFPE&ELFIAIE
P EIZEAPISEEERE BMNKST , APISEINNEERZ100N

- BMAPINET , £EATLAGIEE1000MNAPL, BIE
PR QURAPIER R IR 4\&&%%73%’751@@;00*1000 = 1000004 API,
FFBIAPISEEEEIR I A N PR BN ERZYPENIRIIRZ

FMAPIDEZZIAARITPS ERA500., ANFER
PRSI B EE =L,

A EURANE . APFXERHEIR

e W, e ET IR A TIOAP , RE

AP EET — Rl R RIS 1000/ K. BRI — R
SMBIAPIIRS.

BodyfuERISEL ( BiEFormFNIEFormfzzl ) &
SEK/INRF AABEET 2 Mb , EtMUBERISE ( 81F
HeaderflQuery ) SWKABERIT 128 Kb,

APIEITPSPRH!

[EimE A tHn A

it

- API kiRt iRIR HTTP IRSBERBIGIEINRE |, SIESBERHBEEZEIRIER API BIaHEEIRSS
B (BEEREWER , APl RXSXERHTINEFERRESRNZ2MT ) .

- FEEIRERE APl RXEFHHTTPIRSAVIBIERFIIERER | [Fim HTTP ARS31EE API X
NSEBFRE , AEXTREIRNERKSTAMEZITE | NSRS BEREST .

- IEEEMNNSHE 2 E5EE | BREEFANNUSSH. BEXNNEERRSHT APl MXRAS
#7 (40 CaClientlp &) ,

- [RimXS APl XIS EZFRAERINE , NRRIGKLNM , #IURE] errorcode = 403 ; errormessage
= "InvalidSignature” .
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API [3% FBF4ERs ( FFR APT)

- BIENERRS AVPCAER , BBERMIGE ( TBMEBVPCIMEFAPL) |, BAEERRRES
BEEBEZEN.

1EHY API MXERTTE

MXITERESAIRIFE Request B9 Header &, Header &R : X-Ca-Proxy-Signature

5% HTTP BRSBINETE

BEITERIFEM demo (JAVA ) 55884 © https://github.com/aliyun/api-gateway-demo-sign-
backend-java,

ERUESESRIOT

BRSENSERER

String stringToSign=

HTTPMethod + "\n" + //Method£ X5

Content-MD5 + "\n" + //Content-MD5 FEHHEEAZ , MRATNEE , ER2ATHHFERIBRITR "\n"
Headers + //Headers IR AZAFZERN\n" , FATHHeadersfEE 7T "\n" , i# I FEIZELRHeadersgfHiIA
Url

Ay kT

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(Sha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret I4EEZ APl ERISEZEA

*hFEHER

Content-MD5

Content-MD5 215 Body A9 MD5 {& , RE HttpMethod 3 PUT 8¢ POST H Body 83E Form
KEAE MD5 |, HEARH -

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes( “UTF-8" )));

Headers

Headers 1B 5&R1TERA HeaderfiUKey, Value, £5&Zi+HAY Header A9 Key M

16



API [3% FBF4ERs ( FFR APT)

Request Header #isEEY , Key s : “ X-Ca-Proxy-Signature-Headers” , 24 Key FHRIIES >

=R

Headers £H4E /5% :

LB E5EBITER Header B9 Key 1ZIBFHHERF |, AE1E Header B9 Key it/ NS SIERR
WTRAHHE

String headers = HeaderKeyl.toLowerCase() + “:" + HeaderValuel + “\n" +

u.n

HeaderKey2.toLowerCase() +
“" + HeaderValueN + "\n”

+ HeaderValue2 + "\n" + ... HeaderKeyN.toLowerCase()
+

Url

Url¥g Path+Query+Body & Form £%{ , ‘BR757% | WNERE Query 5% Form SN0 ? , AT
Query+Form SEIRRFENY Key HTHEFSIRERUI T /AiAHHE | WIRIRE Query 5; Form £3f
, I Url = Path

String url =

Path +

npn

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN
ERIXER Query B Form 24§R7 Value TIREE S , ZMHIBHEREE— Value £5821tH

AR
AT HERIREBRENSEN , LTS Debug BzUEH TR , BATSEUT !
BEKAPIRXAY Header Hi510 X-Ca-Request-Mode = debug

fEiRARs57E Header #risEEY X-Ca-Proxy-Signature-String-To-Sign BIA] , /3 HTTP
Header REARIFEIRITHRT , BRI TRARERL T | .

& : X-Ca-Proxy-Signature-String-To-Sign A& 5/Eim&S&itH.,
a7

AR EIHEBEITERF TR , ATLAE APL EX FIEER TS "CaRequestHandleTime”
, (BRI RS KSR ARTIE).
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FAF1ERg (FFH API)

APIR>< OpenID Connect {S5FHf8Ea

PR ZAPIRK#EOpenID Connectifi YRR ESEH Y —EE T A AR AP RIAPIE TR RIAHH
 RERAP MR EIRERIFER,

1. OpenID Connectf&jft

OpenID Connect@2014F4AmMIFRINE . BX 7 —FETFOAuth2 e ER(ERIG TURSRIZE AR 5S4
TNIE. BfEREEAIREST/ISONBRIMRIHL , FMlZBHEHE—FSMIANEMMAEEL , FFRETLUEIRERK.
OpenID Connect{f3 APl H{TEMHRERMELRE , SAIFEFiniRIEEIN RS sSATAIEEREEFHARFRNSH
, URGFEEANBFER | EEEWeb, #8350, JavaScriptiERRIFTE R FigkE ; S2FT BRIMY

. FOPFHR(EFRLCRTIEINRE | ANSHEUEIE. OpenlDIgEAIL. SIEEES.

1.1 OpenID Connect &1MH

1. BFim - BEfEA%mEFRERS

2. INIEBRSS : OpenID 12475 , @EHE— OpenID iNIERSSSE , BRENE=AMARBTIAIENID
Token

3. WS3ARSS - fRMHILSSARSS | thanEmmFERt

4. iR  IERERIFEREA

1.2 OpenlD Connect FifefiiA

18
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FAF1ERg (FFH API)

(1) BIFIAERR

1. BFRAIEINESRGINERS ;

2. BimFAPENENEH TIRAEA (BE)

3 INERRSIPAIEEKFTIE , &IEID Tokenf{Z i ;
4. ZERIHENSIEK |, iERFIETID Token ;

5. \VEZARSZWIFID Token2EE S EBIRENSNE ;

XNERISE LR ANAR , IRBIGAFEEFHRBA T AFRRES , S—SPaAESKPES T BF
BANERD |, BBATNERSERIE T BFREFIERGE , 8558 | L ERENEIRID Token, XFMENE
InfEiE | AR EAIAPIRFAIOpenID Connect3iFELHIRM , ASEIESE Z H{FHEA,

1.3 JWT(JSON Web Token)tg=\ &a=

INERRSSIREIRYID TokenEE=HZEFIWTISON Web Token)lIEN. , FEIZJWTUSON Web Token)HIE
NS -

1.iss : W70, Issuer Identifier , INIEBRSBEIE—IRIR , — MO AKNERhttps URL , 7E&
queryfifragmentZ8{4

2.sub : 4R, Subject Identifier , isst2HAIRIRFFAYRR |, FEissSEEARAKE— , &IKH25540
ASCINNZFF , RO KRN

3. aud : %47, Audience(s) , ¥RRID Tokenf9ZAX , B S0Auth2fclient_id , S A/NSH

FRIEBEA

.exp : WA, Expiration time , BT ILLATEIRIID TokenSfEE

.iat : 7R, Issued At Time , JWTHIKIZRART ]

. auth_time : AuthenticationTime , &ixHBFP5eRIAIERYRT(E],

. nonce : RIFNIESKARHRIZERIFENFFRIER |, BRBEENINE | BRI LIRRXEKE Fin

~N o 0o b
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API Y% FAF$5Rs ( FFH% API)

Session, WEnoncelFE , EFIHMRLIGIEnonce
8. acr : A%, Authentication Context Class Reference , &FR—"MAIE L T2 IBE , TR
SARFIAUE L33
9. amr : B]i%, Authentication Methods References , Rx—HIAIESG %
10. azp : TJi%, Authorized party , &5&aud{EA, REEFIANERN—AFIZAR (aud ) 7
A ERE  —fER MEMER

TEE—NEEEID TokenfI~Fl , its%

"iss": "https://1.2.3.4:8443/auth/realms/kubernetes”,
"sub": "547cea22-fc8a-4315-bdf2-6c92592a6e7c",
"aud": "kubernetes”,

"exp": 1525158711,

"iat": 1525158411,

"auth_time": O,

"nonce": "n-0S6_WzA2M;j",

"acr": "1",

"azp": "kubernetes”,

"nbf": 0,

"typ”: "ID",

"session_state": "150df80e-92al-4b0c-a5c5-8c858eb5a848",
"userld": "123456",

"preferred_username": "theone”,

"given_name": "the",

"family_name": "one",

"email": "theone@mycorp.com”

}

XFID TokenfFEIFMAHIENIESE - https://openid.net/specs/openid-connect-core-1_0.html

2. APIRI%OpenID ConnectW/Zifitz

FIEEZ=APIR & 0penID Connect/E N BHBINAPIN—FAILER, {EALTEFiHIIEHRSEH
APIR% |, RILAAEIRIRS ELIEID TokenfI&iLM | FHERBE2RRIRIRSIMANISIAID TokenfIiERE
APIRXEHSIELE T .

2.1 HEREE

FPBEEIEAPIMX FEELATHA , A REEHEERAPINXAIOpenID ConnectATEES; :

1. BEE—MRBUSAPL , FHEEXNAPLEEE— R |
2. B HRERPISAPLZE R /I0penID ConnectfydlS5APT ;

BUFECEDIFZNE=E.
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API Y% FAF$5Rs ( FFH% API)

2.2 \rEiniE

(1) BIFANEER

(5) MegZiEKR (ID Token) (BRI

"""""""""""""" g ifToken
(8) WHME

nmren s i

FERAPIRS:4EOpenID ConnectfIIBANLEHE , FEHAIFAXTIEMBAT -

1. EFImMAAPINKARIANESK , iERkP—ESEwZinAPNEFAfES ;

2. APIRREIE KRB R LE MRS |

3. EimfRSIEEUEKRFAEGIIEHER (LIPS, B8 ) #HTEIE | WibESEERTARERINERNID
Token , IREIZSAPIRIX ;

. APIRIFAEHERID TokenHIRBIREIAZ iR , ZFIREEZIXND TokenEF2AM ;

. BFIGRAPINX &IZWSSEK |, iBERPEETID Token ;

. APIR (s FBF IR BRI A SAXEKAIID TokenH#HTIIE , BB |, BiBERBELEHRRS ;

. BIRIRES AT SRS

. APIRYSRIG 53 R &R 145 2 i

o N O O b

EXNENIEF |, APIRKAIAOpenID ConnecthTAIEALE , SEI T R ERE CRIRFARXIE CAPLH
1THRINAIBES,

2.3 FBCEE SR

APIRA SN AFIRARID TokenERFIHAEAN54H FHIFFBOpenID ConnectdilZAPL, INRFEEFEH
NEMRIREE , FEEGIHRIRS E CHEIFID TokenFH THPRIAIE, APIRFESIGIFID Tokendfexp=rEs

, —BEIXNFEGIHET , APIRNXEIANIXND TokenFToMmiG A RKEZ A, iSHREX MEXNINRE |, F
Bidfprdia—E&ENF7X,

3. FEAPIECE OpenID Connect

AEFEHARFNAEAPINKEEOpenID Connect , FEE=4 :

1. HERE— N AFATHERT ;
2. BEE—MENAPL , TEXMNAPLEB N BEEY ;
3. BB APIZSIAERELGE HOpenID Connecttds,, TEEEMAMET,
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FIF1ErE ( FFH API)

3.1 EENHSFAA

FFEILATE X/ Migrahttps://mkjwk.org ZEAFIFID Token& i SIGIERIANSBSFATE , B BIAPIR KSR,
$ARTHINNBREL £ FIRSA SHA256 , RSARIAININZZAINIEL /92048,

Shared Secret

Key Size Key Use Algorithm LGl

Keypair

Contains both public and private keys.

Generate

2 New Key

Keypair set

Wraps keys in a key set.

Public key
Contains only the public key.

{ {
"kty": "RSA", keys": [
"d": "HSmya2NXKpJx61EYeZ4oquNMKIFN_uD6eAd {
SH7 B7tQSZKHoIj iFdDe3hh "kty": "RSA",
QMIMhDZ5)2NAZQ-Lz_B4SvDedsTypYm9lbesQLO7 fir "d": "HSmya2NXKpIxX61EYeZ4oquNMKTFN_uD

Li7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcq FFQBSZE1gWe

YpMe6qOHKIWkbSGaizm_x3D-FUYO5VV7t0G-NtrF5FA

506qVW7fgMqe0i619_~Nyldc1XKAOrmqzOu5GagLMky

N761_FYikNQiTdvReR51g6YYULHOrPcKsDB11alA0z1

HZQhYK7xC9AYYN2iEyQulQWwepirs1taUTsH6YoegeK

2sazwQ",
¥ "AQAB",

"kid": "uniq_key",

"alg": "RS256",

“n": "gbnCVY4XxM-MB1mseAInITtognv3LRuUHKVY
5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSELP-CCoSby
JUIhhNSS7_njDp6EX3WNGOKi FBrgxJ
1laidaaZxPYsIdjqiVijAris4@gRVZQ7aMtDc6RMUIIS
35640YJ0YRIGABL ZPVUXBESHNSXgQLMBY6BBLPO0] SK
ajApOK1QW6R1eQZZcMIuM;j00IbINWHQSDFm7PXYeQhx
pH_HfN1WMPO7t In5vhibi-vFIHIanWF1syZ9XROybas3

6eA4SH7woZA-2GB7tQSZKHoI jBXPBHUUavd@xiFdDe3
hhzoQMIMhDZ5]2NAZQ~-Lz_845vDe9sTypYm9lbesQLO
7firLi7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcqfFQB5ZE
1gWcYpMe6qOHkIWkb5GaizZm_x3D-fUYO5VV7t@G-Ntr
F5FAS@6qVW7 fgMqe01619_—Nyldc1XKAOrmqz0uSGag
LMkyN76I_FYikNQiTdvReR51g6YYULHOrPcKsDB1lal

A0Z1HZQhYK7XCOAYYN2iEyQwlQWwepirs1taUTsHEYo
egek2sazw(",

"n": "gbnCVY4XxM-MBlmseAInIItognv3LRu
HKVVSW-gF-yvXnY fi8t-L330F7314eyE9i4uSE1P-CC
0SbyJUJhhNSS7_njDp6EX3WNGOK i 3CFB
rgxJlaidaaZxPYsIdjqivijAris40gRVZQ7aMtDCERM

u1I53564dYIBYRIGABLZPVUXBESHNSXGQLMBY6BBLPO

“n": "gbnCVY4XxM-MB1nseAInITtognv3LRuHKVY
5W-gF-yvXnYfi8t-L330F7314eyE9i4uSEP-CCoSby
JUINhNSS7_njDpEEX3WNGOKimRSmXanD5453CFBrgxJ
1ai4aazxPYsIdjqiVvijAris40gRVZQ7aMtDC6RMUILS
3564dYJOYRIGABZPVUXBESHNSXGQLMBY6BBLPO0j SK
2jApOK1QW6R 1€QZZcMIuMj00IbINWHGSDFm7PXYeQhx
PH_HfN1MPO7t In5vWbi-vFIHJanWF1syZOXROybas3
YmMB] 7-YDUXF3_sTK-9T8UpWGECIM16Qn-C7eHCDMLZ
8XoSUw"

3

YmMBj 7-YDuxF3_sTK-9I8upWGECIM16Qn—C7eHcDMLZ
8XoSUw"
}

0j5Kaj ApOK1QW6R1eQZZcMIuMj 00IbINWHGSDFM7PXY
€QWxpH_HFN1WMPO7tIn5vibi-vFIHIanWF1syZ9XRay
ba53YmMBj 7-YDuxF3_sTK-9T8UpWGECIM16Qn-C7eHc
DMLZBX0SUw"
}
1
}

FEXANRUEE I A TART A3 LR ERIVAPL :

{

"kty": "RSA",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnlltognv3LRuHkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6Ex3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
dYJOYRIGA8BtZPvUX8ESHNSXgQLM8y6BBLp00jSKajApOK1QW6RieQZZcMIuMjOoJbINWHgSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMB;j7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}

1IN PR AR SERS FR T A ST AZE s pId TokengRAgAg S -

{

"kty": "RSA",

"d": "HSmya2NXKpJx61EYeZ4oquNMKIFN_uD6eA4SH7woZA-
2GB7tQSZKHolBXPBHUUavd0xiFdDe3hhzoQMIMhDz5j2NAzQ-Lz_84SvDe9sTypYm9lbesQLO7firLi7Qzkdxm6E-
1L1XsODUGBN1YZIBzUcqfFQB5ZE1gWcYpMe6qOHkJWkb5GaiZm_x3D-fUYO5VV7t0G-
NtrF5FAs06qVW7fgMqeQi6l9_-
Nyldc1XKAOrmqgzOu5GaqgLMkyN76I_FYikNQiTdvReR5Ig6YYULHOrPcKsDBIlalAOz1HZQhYK7xC9AYYN2iEyQwIQWwe
pirsltaUTsH6YoegeK2sazwQ",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnlltognv3LRuHkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6EX3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
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dYJOYRIGA8BtZPvUX8ESHNSXgQLM8y6BBLp00jSKajApOK1QW6RieQZZcMIuMjOoJbINWHgSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMB;7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}
3.2 BcEEAPIFILSSAPI
3.2.1 $FNAPI
= [===B v S [=R=] _ v ~1— 7 =a =t =
TERESFRINAPIE—R , BRSEEEN—N , K7 X—REI , FNAPINEREIIFNEBRIAPIEE
LR
RS 2% weSem T2 &%
AP BIEEAPI  t EEAPBIR
~ FFBAPI
| BHRRIER
SHEEE
APIFlZR A integration_fred $ s
TEE
APIZFR openid_auth °
HHWHA
REINE OpenlID Connect t
s #0{FIEFIOpeniD ConnectikiE?
BEERE OpenlID Cpnnectt#z: FREVFZARAPI
VPCIEAY
Keyld unig_key
HSEE
A { "kty”: "RSA", "e": "AQAB', "alg": “RS256", “n": "i0U2QfSY1G5EMDz
SDK/3CH B EI4ER
APIEIR BB S (ERAHSTAEEX-Ca-NonceS¥)
~ JERAPI FIEARIAE FRIEVPCAREE
mAEE ¥ LREMS TS LR
EMTAPI R FBIT20000 24
EATAPIRISDK
g ’

T

X—APREHFAGESIEAT

1. RLINIE : %3E0penID Connectd# OpenID Connect & FIE=APP |, XFEENXEIZR , 5ERR
THIEOpenID ConnecthIID TokenZ4bh , RFREIIFFIERECHIAPP , &% , BREREIZS
0 https://help.aliyun.com/document_detail/29475.html

. OpenID Connect 183, : EFIREUSINAPI ;

3. Keyld , IEE—"ESEEIRME—RIMNARIR , REFERRXIEF ;

4. 338, HERIAERNAE | RBNISONSBEFTEREN,

N

3.2.2 \55API

TEZEEOpenID Connect WSSAPIFE—IT , tEEREEMN—I , BRTX—ITES5 , OpenID Connect Al
S APIREhEC B9 IEBAIAPIECE1EEL.
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FIF1ErE ( FFH API)

#e®Bym Ta @x L XRSES w wrix (@

Openid Connect

MfFIEEOpeniD ConnectikiE?

e

idToken

T BIEERR (FRADADEX-Ca-NonceBH)
HIEARER SEVPCAREE
S LRETS T LR

FET20001NEH

1. ZLIAIE : #EFEOpenID Connectal?& OpenID Connect && fJE=APP , XWENXEFIZ , 5&
FRTIEIEOpenID ConnectVID Tokenz b , MFEEWIFIREABECRIAPP , &% , BEREEEX

2 https://help.aliyun.com/document_detail/29475.html

2. OpenID Connect #&5, : i%&RI5SAPI ;

3. TokenXIMAISEEFR , IHEBERFXIMAID TokenfISEEFR , ELaNidToken ;

) EERya
E APIFI BURAPI ¢ BEIAPBIR
- EAER
~ FFHAPI
v | BB HR
Pyt
-
AP
" P
b=
APIEHS
sxwaA
. T
1PiBRIEEE
@
. AEE OpeniD Cefnectizt
. VPO Token3{fIf S HAT
BEER
=
SDRIXAEBER
» EHFEAPI
R .
- A
BT APIL
.

APIRKIE R LABIE R4 5 TNBCEOpenID Connect , BNESE 3 -

https://help.aliyun.com/document_detail/103228.html

4. [FimARSSECHID TokendigR

import java.security.PrivateKey;
import org.josedj.json.JsonUtil;

import org.josedj.jwk.RsaJsonWebKey;
import org.jose4j.jwk.RsaJwkGenerator;
import org.jose4j.jws.AlgorithmlIdentifiers;
import org.jose4j.jws.JsonWebSignature;

import org.jose4j.jwt.JwtClaims;

import org.jose4j.jwt.NumericDate;
import org.jose4j.lang.JoseException;

public class GenerateJwtDemo {

public static void main(String[] args) throws JoseException {
//BEEFREAPIR KR Efkeyld
String keyld = "uniq_key";
/BB 3 275 Ak YKeypare
String privateKeyJson = "{\n"

+ " \"kty\": \"RSA\" \n"
F\d\

+

"\"O9MJSOgcjjiVMNJI4mBAhOMRHF_TlaVva70ImghtlgwxI8BLfcf1S8ueN1PD7xV6Cng8YenSKsfiNOhCéyZ_fjW1lsyn5r
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aWfj68eR7cjHWjLOVKjwVY33GBPNOvspNhVAFzeqf\WneRTBbga53Agb6jjNOSUcZdJgnelzz5JNdOGalzhacjH6YPJKpb
uzCQYPkWtoZHDqWTzCSb4mJ3nONRTsWy7Pm8LwG_Fd3pACI7JIY38lanPQDLoighFfo-
Lriv5z3IdlhwbPnx0tk9sBwQBTRdZ8JkqqYkxUiBO6phwr7mAnKEpQJEHVhZBQ1cCnYZ_nllrX9-I7qomrlELUoQ\" \n"
+"\"e\": \"AQAB\" \n"

+ " \"kid\": \"myJwtKey\" \n"

+ "\"alg\": \"RS256\" \n"

+ "\"n\": \"vCuB8MgwPZfziMSytEbBoOEwxsG7XI3MaVMoocziP4SjzU4IuWuE_DodbOHQwb_thUru57_Efe"

+
sfATHEa0Odv5ny3QbByqsvjyeHk6ZE4AmSAVIBsHYab6GWAQEZtnDceeeDcOy76utXK2XHhC1Pysi2KG8KAzqDa099Yh7s
31AyoueoMnrYTmWfEyDsQL_OAliwgXakkS5U8QyXmWicCwXntDzkIMh8MjfPskesyliOXQD1AMCXVV3h20pm1Amx0
ggSOOIINUR5YRD6MK049_cN-nrJWjtwSouqDdxHYP-4c7epuTcdS6kQHIQERBdA1ejdpAxV4cOtOFHF7MOy9kw\"\n"
Y

JwtClaims claims = new JwtClaims();
claims.setGeneratedJwtId();
claims.setlssuedAtToNow();
/SHE—EERE , HENF7X
NumericDate date = NumericDate.now();
date.addSeconds(120*60);
claims.setExpirationTime(date);
claims.setNotBeforeMinutesInThePast(1);
claims.setSubject("YOUR_SUBJECT");
claims.setAudience("YOUR_AUDIENCE");
[RINBENSE , FiEEIEEMERString2-EL
claims.setClaim("userld”, "1213234");
claims.setClaim("email”, "userEmail@youapp.com”);

JsonWebSignature jws = new JsonWebSignature();
jws.setAlgorithmHeaderValue(AlgorithmIdentifiers.RSA_USING_SHA256);

[/RE

jws.setKeyldHeaderValue(keyld);

jws.setPayload(claims.toJson());

PrivateKey privateKey = new RsaJsonWebKey(JsonUtil.parseJson(privateKeyJson)).getPrivateKey();
jws.setKey(privateKey);

String jwtResult = jws.getCompactSerialization();

System.out.printIn("Generate Json Web token , result is " + jwtResult);

}
}

LA ERAERID TokenfYavarmfiites , HPBELIT L MESFEERKT

1. keyldFE=HDH— , BLBE—:
- FEANZ3.175 |, https://mkjwk.org “ERFBERHES keyld;
- FEARS3.2.17518 ERkeyld ;
- ({53 r%keyld
2. JsonWebSignature 335:#9KeyldHeaderValue /iR E ;
3. privateKeyJson fEF33. 15 AIKeypair JsonZFfF & ( =ANHIERE—)
4. SHRRE—EERE , FENF7X;
5. M INBEEXSE , FB{EIEEREString288 ;

5. & e

25



API <

FAF1ERg (FFH API)

5.1 APPSEZIAUE

WRLLINIFIEFRE "OpenID Connect & [IEEZ=APP” BT , iEKep SR FERAMEZAKINZNEE , BIRS

BZANBENNH : https://help.aliyun.com/document_detail/29475.html

5.2 SwaggerSA\3Z3FOPENID CONNECTIE ?

BRI |

5.3 APIRIEEIRMEFIZR

StatusCode

401

401

401

401

401

401

401

401

401

401

ErrorMessage

“Openld Connect Verify Fail,
IdToken Not Exist”

“234, JWS set idToken
exception”

234, Not found by keyld”

235, JWS set Public-Key

exception”

" 237, Verify signature
failed ”

“245, IdToken is out of
scope”

238, JWS get payload
exception”

239, Parse payload to
JwtClaims exception”

239, idToken expired”

“Invalid Openld Connect
Config”

B HSIRGSEEAPIEAEE

=34
AVSSAPPIERFIKBIETHE N IF
HIIDToken&#4
fRATIDTokenAd tHIException

R#ETokendAIKeyld , HAE!
FFgEI R

R#ETokenmAIKeyld , FHEIAY
PERAATH

IS Z LM
BERPHIDTokenFBF LaT5
A\, TREin

IERFHIDTokenK A2
payload

#{payloady JwtClaims B
s

ERAAIDToken BRI 1A

APIECEEIR | FRENAE!
Openld ConnectiBxEcE

APIRKFIA SRS LI FAEER, , BT HERSERTLUHTSEN BEER. T, SHEERITHTE , Bal
LLiE HE$RIEEIOSSEE MaxCompute,
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FAF1ERg (FFH API)

=P API % i
BEEH

=—aQ

APIEIR R . pEms

BEZATRSIEEFSR | BSIRSHEI,

AERSENBRIS00MBSRZE | BAMMEESR | BERSEN.

1 ZgemEft
1.1 BRERE

IRIEAGHESRREFHTRENER. SR , JBRTUREMESERITES.

1.2 FERBE

ERILMSZRAPIERBFARSES

B 1R
apiGroupUid APIfy534HID
apiGroupName API4HBZFR
apiUid APIfYID
apiName APIZFR
apiStageUid APBARIZEID
apiStageName APIRERZIR
httpMethod JEARNHTTPIA
path BEKAIPATH
domain AR
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statusCode HttpStatusCode
errorMessage HIRER

appld A& R FEID

appName VA& N AR

clientlp A& EFiRIP
exception EimRENEAEER
providerAliUid APLEHEKFID

region X1 , a0 : cn-hangzhou
requestHandleTime 1BEXKAEE , UTC
requestld BKID , 25—
requestSize BRI, BAL
responseSize IREEHRAIN BN - F
serviceLatency [EiRiER , =70

\J 5
14 BEXSHEZE
ERLRESITREREEERTMEENSITER BB ENLSEE.

1.3 MESITIRE

FRELLIRRIERER , APINKTUEN T —ERIHER (28 ) . 81  BREX/. W=, HRER, TEER
. VFAFAPINAPPHIE , fEiRIERSIt. TOP 94H. TOP APL. Top JEIREE,

2 (EFAEIRSEEAPIEE
2.1 BEcBEREIRSS

{EFAILLINRERT | IBHRRECETHE T BEMRSS | FelEProjectililogstore , mEEFHRBIEE.
ERILATEAPIRRAYEHI & ERECE | B LIEHSIRS =6 e LRk E.

2.1.1 FEAPIRKIERIGECE

1) $IFFAPIRKIZHIS - [FFIRAPI] - [HEERE] | SFEERSAENXKE , TELI%IE16)
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APt !ﬁ; :.(ﬁﬁ() L1 (HS) 1k 2 (ER) e 1 (R EF2 (L) &H AR 1 (RO BGMPER 1 (R
~ FFRAPI WATRA 3 (SHE)
SEEE IRIZNEAPIIBRIA K
APIFIR sis project logstore #RE REBEAERS
R
uEEE EERRASEE
VPCH#E
AEEE
SOKIXBERER =
» HEAP
2) /E AEEAEEE" | #ABTERERT
tERFEE
HIFHFEE RS 2R B E RS Project#LogStore
HhiE: 1£3R 1 (HH)
*Project #1: i RIFT
APRZEGEMSLSHEAS, BEME  OsSAfE |
E?E:ﬁlﬁ? eS8
‘LogStore& #: N BIFT
B

3 ) RSB EM AN BERSAProjectei&E Logstore , BLIEIEE , Bmth "BNAEERE" | mTEiE

HITIRIURIE

THRRTEIRN

REHET: NRENABNE, HAERAMENEASEEDER, FRIENE URNERTESHLogRERME SR AR,

Logi# RIRER el fE = ERAIAN AR
TARRGCIRNFT oA, BILE, LogHH HEEIRIBNNHEIRR,

AllyunLogArchlveRoIe
e DEESRIAEALAE
mmEE: ATESEBSAchv

SRR

4) #NiE | STRMKS BEIRSSAIRER
5) FRRS|a5mEE

2112 ZAFRSEHEERE

]SSR © APIRKIBIEHE
BoESehklE , FRHIAPIEFFICREIETHN HEIRS HILogstore

22 55HF
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FAF1ERg (FFH API)

{RATLASTEAPIRKIEHIE - [FFRZAPI] - [
\E% , ARERARRE. WA :

TEHE] - pREE" | BEREIESERe

3 abc laonew EEEE | 5% EESEE | Bek
*and 17 9249243 and 100 o AEF
1.2
0
11641853 118457453 126437453 13H175 1384575 14843743

BN R SR
RaE FitEE

BEESHT < i) ~¥ AE v

frH

1 12-29 14:33:17 source__ : log_service
topic__
apiGroupName : HBEIAB
apiGroupUid : 1857 3243
apiName : GetUser
apiStageName :
apiStageUid :
apiUid : ceScbcBefi 8849afab07b3885de63334
appld
‘appName :
clientlp: 106.1
domain : 1857831d7

apiGroupUid

49243-cn-hangzhou. m

REATERATRSEHEEERE

2.3 EfFE IR

, ISR - HiEAE

, RIERSIRSHE

MENEEE , RAPINXANT HERFFTER , MMEN—E45HRE | JAREAPIMXESIS- [FFl

API] - [BEFEE] - "BESH" KiniE. BaLEESRSEFHEXRES:

apigateway-accesslog-dashboard lacnew BB RE | EERE HAE E=

WA | 150 | 1554 | LM a0e | 1E |18 C eazmm

(v

backend_service_error_ratio sialilag A sucess_ratio il 2
1 2 1

08 ’

06 ) i

04

02 - 0
0102 15:01 0102 15:02 01-02 15:01 0102 15:02

® backend_service error_ratio

® success_ratio

request_pv ity A service_latency A1 et 2

e+ e s o

2.4 HENEIRER

RETLMRIEE B SHREBENEIRRE B3

3 & HE

BFTFFAPIRRI=RIG- [FFIRAPL] - [BEERE] |

SIRENTTIE - URE

1T "ENEE" SEMRRECE.
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- BHECE : AEIRHTH SRS HIProjectaiE Logstore , BEHEFRIAPLERHERBRE NN
Logstore , {BASREIRISRERE/RLogstored , A= IRMETRE.

- BRRECER : SMERAPINX S BEIRSHIIMETXR |, HREEASBRELAPIARBESRIBERS |, &
HA=MERLogstoreFREBRIEIE.

RAM &I API

API RXEEEEZILAES (RAM ) SRS AZIRR SINETE APL AP IREEETTLANR T FIKF
. FEFIARERR AR APL E1E,

- £ RAM FJLIRTFFIKS , EF. tlE. S, Wbk APISE. APL Y. RIERIESE. (BFK
SARRRNMEE , HRESURMERIER T LK EKSIKIE.

- EEEANE , BREEEEFET RAM FEIFEAR F0 API X API .

- BIEATILSIZER | EhEIED.

{RAJLAEFS RAM ROZHIE 5 APL SRIZINER(E.

F—Epo - RIRETE

ERGREE (Policy ) |, SRIEABSIIIEARRS , BRI TEGSWI( Effect ). &IE( Resource ), XT&IRFT
EFHIRIERPR( Action )LAKBRHIZE( Condition )iXJLNEAITE,

RBRBIRG

APl XBEMEB THNRFHIR , AliyunApiGatewayFullAccess#ll

0
HEHEH RAM BEBEE SRR < B

R

RERERE R SURAUERE
BrEE

BEAEE
BIRER LR #

peEs
RS (ApiGateway) IR [ =8
BE

E | AlyunapiGatewayReadOniyAce: ess RUHEIFXARS (ApiGateway) LR 1 =5

- AliyunApiGatewayFullAccess : EIRRIR , HBEEKS TEE API 54E. APL REHEE. NEAE
B RN ETESSR,

- AliyunApiGatewayReadOnlyAccess : BILIEE TS NEE API 54, APL izRlg. RA%EMT
BREIR , BRAILURE,

BB SRR RS

EALRIEREAENEIEMR |, SIUFEBMCENEN , JLUSENRE , B LREANEIR. 0 @ API
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GetUsers RY4RIEIIR. AJLIFE RAM $2Hl5-SRIBEE- BE N RINRKREECRE X IFHEEXRN 1 BENX
BEEE. . B MRTEEER | RIRIREE.,
BRIRBABTIESSAESMR © Policy EAITE # Policy 1AL FI TS AYRAERE.

ETERY - PR

RIS E—ERIRNES | CUA—MRIEIES KA. BITE AP aEHEM ISR , B EEHA AR
B AP SRR ISR RIR,

IERERANSIESHABESR : Policy 47T # Policy iBE45#1.,

<

{
"Version": "1",
"Statement”: [

{

"Action": "apigateway:Describe*",
"Resource": "*",

"Effect": "Allow"

}
]
}

PR © RIFTEREERE
Action ({FRFRFIR ) 1=\ :

"Action":" <service-name>:<action-name>"

Hep:

- service-name 3 : IR =R ETR , i5IES apigateway
- action-name J3 : APL &R , iESRR TR , STHRHBECRT *

"Action": "apigateway:Describe*" FRFIEHIEIERIE
" Action": "apigateway:*" /= APl MEFTEERIE

=589 : Resource ( #{EXIHFIZFR )

Resource BHETSRIEXISR , APIRIXHPRI APl 54H. iFRiziREg. NAEBHAR Resource , PEIE

acs:<service-name>:<region>:<account-id>:<relative-id >

Hrp :

- acs : Alibaba Cloud Service NE=ZB4EE , FRMEZNAB=FE
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- service-name 73 : FIE=F=mEFR , IBES apigateway

- region : X(ER , AILUERABEASRAE , *Tr B X

- account-id : 2 ID , LbaN 1234567890123456 , thEJLAF*LE

- relative-id : 5 API RIXIBRAIFRIRIEAERS | XA AMETHEIA SRR I T — NSRRI S
14,

=~

acs:apigateway:$regionid:$accountid:apigroup/$groupld

5 .

acs:apigateway:*:*:apigroup/cbd157704e624ab58a204fd3e0b5ad79

5455 APL RIKHT APL Fiiff SkEE TR

action-name EOfR #%JE( Resource )

. Ny acs:apigateway:$regionid:$ac
CreateApiGroup ellfEvapic] countid:apigroup/*
ModifyApiGroup 134 acs:apigateway:$regionid:$ac

countid:apigroup/$groupld

. o~y acs:apigateway:$regionid:$ac
DeleteApiGroup Hfss>48 countid:apigroup/$groupld

DescribeApiGroups EHEYIR igﬁztpigg’lcoei\év?glzjir/eﬂ;gglSglz(;l):lﬁéac

. acs:apigateway:$regionid:$ac
CreateAp EUEAPI countid:apigroup/$groupld

. . acs:apigateway:$regionid:$ac
DeployApi ARABAPI countid:apigroup/$groupld

. . . acs:apigateway:$regionid:$ac
AbolishApi TNEAPI countid:apigroup/$groupld

. acs:apigateway:$regionid:$ac
DeleteApi HIFSRAPT countid:apigroup/$groupld

. : . acs:apigateway:$regionid:$ac
DescribeApis HIAPBIE countid:apigroup/$groupld

CreatePlugin o scsapigatenayregionidifac

. . " acs:apigateway:$regionid:$ac
ModifyPlugin Lty countid:plugin/$pluginid

. acs:apigateway:$regionid:$ac
DeletePlugin IR IR countid:plugin/$pluginid

. " — acs:apigateway:$regionid:$ac
AttachPlugin HSEIHBERIAPLE countid:plugin/$pluginld
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DetachPlugin
DescribePluginsByApi
CreateApp

ModifyApp

DeleteApp
DescribeAppAttributes
SetApisAuthorities
DescribeAuthorizedApps
SetVpcAccess
RemoveVpcAccess

DescribeVpcAccesses

iyapdimn ]l

KB AIAPIRRED

EIRAPLESBERYIERGS IR

BIEEMN A

(EBUVLE

TRz R

S VSIS

L5 APPHIY APL B BR

EIHAPIENGIER

IOVPCE

HBRVPCIEAY

ERVPCIEY

R TRTEAPINEIRME

{
"Version": "1",
"Statement": [

{

"Action": "apigateway:Describe*",

"Resource": [

"acs:apigateway:$regionid:$accountid:apigroup/$groupld”,
"acs:apigateway:$regionid:$accountid:app/$appld”

I
"Effect”: "Allow"
}
]
}

AR TAEAPINEEREME

34

acs:apigateway:$regionid:$ac
countid:plugin/$pluginld

acs:apigateway:$regionid:$ac
countid:plugin/$pluginld

acs:apigateway:$regionid:$ac
countid:app/*

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:app/$appld

acs:apigateway:$regionid:$ac
countid:apigroup/$groupld

acs:apigateway:$regionid:$ac
countid:apigroup/$groupld

acs:apigateway:$regionid:$ac
countid:vpcaccess/*

acs:apigateway:$regionid:$ac
countid:vpcaccess/*

acs:apigateway:$regionid:$ac
countid:vpcaccess/*
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{

"Version": "1",
"Statement": [

{

"Action": "apigateway:*",
"Resource": [

"acs:apigateway:$regionid:$accountid:apigroup/$groupld”,
"acs:apigateway:$regionid:$accountid:app/$appld”,
"acs:apigateway:$regionid:$accountid:vpcaccess/*"

I
"Effect™: "Allow"
}
]
}

& | Lrhlh , ZESRS LR R BN

EEML VPC IREF

i API

ERMERERBMWEVPC , TLUGEE—MRERIMNEIAR , FATLABENIP HICEE. WER. HRBFRIMMX
F ;s EALUEIT T4/ VPN/GRESERT LI = EVPCESESRIDCHIEE , BE IS,

APIRX SRR BT BMNEVPCHRIIRSHAIAPL, EFRIENEZR , BHABER THREBNE

VPCHYERTE.

EENEHRRSEVPONE | FEHITIENAPINKIGIRIA ST FFAERAPL, BIZEAPLRFEANT

1

2

BUSHE ———»| EXLAR
VPC ERVPCIRE

1

BRINS4BEVPC

HLAR|

FFVPCIMERIAPL , FEBESCIENAPINKENGRIEVPCAHRIIRSS . IRNA IS EAPINK T LAARIRI R +if

[, 40 : SLB f9443ix0. ECS A980IHM,
- RANPRENNE |, APIRIKHFIEIE AIMGI5RVPCAIERESIR

- BB RS R AP AR A
- AP AT ISR A R

a0 : RIEVPC 153SLB 1A980im LS APIN X |, ABAAPIKIR
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ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
L - | L L |
ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
\
1.1 ERVPCIAEE
1) WEVPCIARRY , SLB, ECS , H1EEMRSS | FILISIRVPCERFM

2) BiAVPCER , EEHESWTVPCER

- VPC ID : #&/5imiRSFrERIVPCID

- SEBIID : EfRIRATERISERBIID , ATLARECSEE SLBRYSEHIID , HERTSLB ,

-imAS - EREEIRIRS MERNREOS

1.2 EAPIRIKIT(E)

HEN [APIRKIEHIE] - [FFARAPL] - [VPCE] | =i "CIEEiR”
HER) ER 1 GRHI) &S WA 1 (30

APIFIE BAGIR b1 (58) L3R 1 ()

> FIRAPI
BRak Vpc Id RFd
SEEE
AP
i sl
ERWH

SOKATHERER =

» VAP

HENRINE |, HEENER

#3k2

WOS BlRRRIR)

TRiR BRI

BRI

i

stok, EARFI0R n

BIESSLBRYSLHEIID

- VPCEFR : AR RTRTR |, HEIZAPIE R , LA T ETREERE | BRIE

L2 FRATME—,
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B EVPCHEHY

biut=n

“VPCHEIRAFn:

“WPC Id:

“ERHd:

it
|
Ji0

REHHE | FehldE

1 (HE)

ERNT. BRNFE. T, ENEIANTIE, PEE SFUENFE
SNFF L, 4~60TFH

VPCEHIE

ERETE, BT, ERANTIHE, i, ST aTk,
6~50-FFF, Il vpo-ufBSToecTInd2xoomx

FRHENFE. §F. EXRANTHE, P SabiFETRE Tk,
6~501=5F, #Hl: i-ufSbzeglprdoxoooxx

SARHT. 2-6FF, #u0: 8080

HH

HEGSAVPC, EEENS/ LA, wO , FESN LSRR

2 BlEAPI

BIEEAPIRYRIE SEMZREIAPIS N —E , B2 R : BIEEAPL
SR RIRARSSHBILRT |, 1B

- VPCIEIE : iBikiE "(FRVPCERE"
- VPCIZHY : iR KIS IR B A0SR

Hit#poAE  SEMAPIEX S
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Hi & HTTPHTTPS
VPCFiE {EFVPCIEE 4
VPCIEL LisvPCntiEE 3 %lilvpcﬁﬁ
Eimi#ERPath

EfERPath IS &SRS &R Parameter Path, SR%E[F, thil/getUserinfo/[userld]

HTTP Method GET =
[Spat=ta) 1000 ms
Mock A{EFAMock %

RFE . WAPIBIESERL.

3 REHERN

TBERME W TFRimFEASLB , BHAR LB L,
EEAPIEIRIRS HECS , BEMEBiIZR2E "WMAAME" HIa5RE , EEEINMRIHOIP,

HOPEES
APIRIS B0 CIPEEE S EFFESSAIGHOIP , BEEE | SOBIAPIRXEHE- [FIRAPI] - (H4EE
2] - (SIS EBEHEFELOIES

frr + BRI
261 | EAER
v FFHAPI s 4R 1 (B A Ftest APISEEID: Guiont 500 ToTs 10uas (1291 » 8. 5367
e
it AW EEA ¢ T 7T "l vmreme ezs5T7-cn-hangzhou.alicloudapi.com KA REA
i _ (EZ A REWRER, HER1000RVIEIMRE, HERRIAEFRES)
AP ame
ARVPCHES: RITE
FEREH UMEERFRREAFNVPC, HAERAEENALEVPCEBFE- MAE
oz 0]
FERG (VPC)
e 48QPS EE: 2500
L apigateway-cn-mp9181y1k003 apivieniiond EEH A SPRESAEEE
EHEE a Eaks witest
VPG
. A HTTPSZ 258 HTTPS2_TLS1_0 HttpsZ 2 SRR ILES
BEEE (5% F5fiHttpsPolicy RIS —50)

a2 [3£6] TWEEAEXINSEGIRIH OibiE

(o | mxewzn

]

| @ £E56) (VPC) : apigateway-cn-mp9181y1k003 foesy]
ket REEH whest &
> AP
AR SR 1(gh)
s
HTTPSZ 2 5H: HTTPS2TLS1 0 ZBHtpsi £
VPG SEBIEAVPC
ftgtast EEITR AIEEE: 2019-07-19 09:51:27
BAGYERY 2500
= SO SLA: 99.95%
apist.smal BRAHNGHE. s6
BALFRBHE 100M

47.96.168.155,47.97.155.13,47.97.249.133,47.97.166.114,47.97.264.79

O
PIFIVPC: 100.104.255.0/26
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3 APIliz,

LB LA 5z RIAPI

- &I API
- T#SDK
- (EFEAPLERDemo

APIFIX BSIR 42k 1 (5 S) TR 1 () 43k 2 (k3 481 (7)) 43R 2 (13) B
~ FRAPI
EEE BEi Vpe Id EL N Z’: BilERA ) ®RIE
AP _E38SLB VPG vpe- Ib- 2017-03-09
& uf657qec ufédpmnr 18080 19,4346 e
TR
vallen_test s \ufbbzogiprdohsimdzt  sogo 20170307 R
T uf657qec7Ix42pawdasqo 19:30:09
VPG vpe- . o 2017-03-06
VRCIREL = Uf657gecTixd2pawdgsqe | UToPzegTprdohimdz 80 g g 0y F:
SDK/RMERER =

5 FAQ
ERIIhEER A BEWINER ?

&, LIRERZR(ER , FTEUIMER 4.

RAETLSBESZIVPC?

ALA , HERIRRRSESNVPC , AILURIIZ MR

AT LRTEEFZFRVPC

TAIRE 1 ()

BRI

iBHEIA , VPCID, LD -SHIER , FHRIERACREEFIVPCIER—MX .

ANAPINKIS , VPCREA ?

SERIVPCRARAPIRX AT IR , RXSVPCRIMERENE. ERESEM 7RG , ARIEMVPCHREIA,

1. REEHIEIUREE « RBVPCHIRTE EREBIRERAN.
2. BRUEAPINKX SVPCEI EZiBIE | th AR ERALLEIE.

3. EINENENRIRRD : ToEAbm s8R EIR,
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Mock &89 API

EMBFRIRET  FERS MG —EAK , ZAGFSHEERE , MIXFMREED RSP SIENEER
2y, BERECSYRAKHE , EEWIBNTH. FLUEFRIRES , —RESER Mock &l
VFREANREIZER | KIEERIEFRE | MTTHRFAFFRZEE,

API X tB373%F Mock S SREE.,

BtE Mock

£ AP fRiSTUE—/GinEME X , KECE Mock,

RS HTTP@)fEZ — VPC () E¥itH @ Mock
EIgE T EMMock, EFRERNFRBAIEHAES, BIMEHE?

MockECE

{EAMocki A

MockiEBI4R

HTTP Status Code: Py

Mock Header X

Header Name Header Value

R
EIRES S KR

1. 185 Mock jREI&ER
Mock IREIER , FJLUMESEESANREIER, BRISER Json, XMl XAFEREILIES Mock IREILER, a0

{

"result": {
"title": " API f3& Mock jizt",

}
}

R7/E Mock iIRERT) , BIRIESEIRGE &1 BINfaie EMEH T | T LAE APL Eid s T

2. 155 Mock i53kapzstatusCode

iERstatusCode BYEIN T , FEAHTTP 1.1 Response Status CodefUt&ZREI R ELIAR, tNSRIEE X
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statusCode METRERF |, RS ETT
http code
200
201
202
203
204
205
206
300
301
302
303
304
305
306
307
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415

41

http message

OK

Created

Accepted
Non-Authoritative Information
No Content

Reset Content

Partial Content

Multiple Choices

Moved Permanently
Found

See Other

Not Modified

Use Proxy

(Unused)

Temporary Redirect

Bad Request
Unauthorized

Payment Required
Forbidden

Not Found

Method Not Allowed
Not Acceptable

Proxy Authentication Required
Request Timeout
Conflict

Gone

Length Required
Precondition Failed
Request Entity Too Large
Request-URI Too Long
Unsupported Media Type
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416 Requested Range Not Satisfiable

417 Expectation Failed

450 Parameter Requried

451 Method Connect Exception

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not Supported
3. 8\ Mock Header

APIMAST I EEN Mock Header, ftiFHeader@7 , HeaderE X GBUEARBEAZR , iIREMockRT, Header
NameArRiFAZT , HFEREERHE. =8, T, #5446k, Header ValueRRiF A=,

7% Mock

HICTFEMRR Mock |, iEE/EmIRSEEEIR |, T Mock IRBIEERPRIEFASH B | LMEEHIT TR
9 Mock . EXGEREE & . RERMEASEEENS.

BTSN\ SwaggertiERAPI

Swagger@—FHFTHIRAPIEMAIALE , I 2N AT E X RSN RSAIAPL, BI7E , APIRIKSHS
S A\ Swagger 2.0093{43KEIZ2API , #EaTLAZEImportSwagger , BifERHI& HHTRE . A\ORTE:

ApiGateway JEE i m—
~ FFEAPI
e [ as | o

e
P S @~ st BEBY B (25 - e

AP

SE GEE) WR BB BENTARE

it

- - e S -04-26 14:
HitpDelete i BF NET_DEMO_TEST  HttpDeletelist 2017-04-26 14:57:19 % R | B

R

2 HitpGetit A NET_DEMO_TEST  HitpGetiit 2L 2 | B | SEXTARR

B B | TE

APIMXAISwaggery BETFSwagger 2.0 , BJLASIZRAPISLURAISwaggeriEX. , Fi&ESwaggerS A APIKIXFH
THECIERSE FTHAPISLIR, APINKHITBCE Eswagger2.0 , BRISFHFREAEoHISwaggerfilis , 8
FE—ENERM (SwaggerfkE MR ) .

AEDEENET SwaggerfIAPIRRY RIHITNEE | FHEMENATEIRIEARE.
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iE : SwaggertFTES¥SBUEIA/INGHUR

—. Swaggery & :

Swaggerf BFEE W TFswaggerF4Operation Objecti#fTH R , WAL, SEMSTUNGIRIRS ST B
. BRILZAN , BEINGRany SiERST R BT R ERLttpIE R AL, FTET EYLx-aliyun-apigateway-FF
L, BT RARBWT ¢

1.1 x-aliyun-apigateway-auth-type: }5

R | R FBTFOperation Object, FATETEIZAPIRGIANEEEY , Hep -
BYESEE:

- APP(ERIAMED): P ZAPIRIKAPPIZAR
- ANONYMOUS: B

<

paths:

'path/":

get:

x-aliyun-apigateway-auth-type: ANONYMOUS

1.3 x-aliyun-apigateway-api-market-enable: =335 37F

RINSEL | NATOperation Object, FTIEEIZAPLIRERILA LSRR ™ , He

BESEE:
- true
- false(ERIA)
B :
paths:
'path/":
get:

x-aliyun-apigateway-api-market-enable: true
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1.4 x-aliyun-apigateway-api-force-nonce-check: &
NONCER:ES

IR | T Operation Object, FAT1EEIZAPIZEHITNONCEEH RIS , Hep -

BEERE:
- true
- false(BAIA)
H
paths:
'path/":
get:

x-aliyun-apigateway-api-force-nonce-check: true

1.5 x-aliyun-apigateway-paramater-handling: APIBREICHR

APIRGTRER, MFF-Operation Object , FITFIEEBERSHERIRRSZSEAIRGI KR, ZIRGTRFRIEZE
PASSTHROUGHHY , Parameter ObjectA3z#F x-aliyun-apigateway-backend-location #1 x-aliyun-
apigateway-backend-name g%,

BEEE:

- PASSTHROUGH (BRIAME): NSEE
- MAPPING: \&857

B
paths:
'path/":

get:
x-aliyun-apigateway-paramater-handling: MAPPING

1.6 x-aliyun-apigateway-backend: [GiigE,

[5imzEEY, N AT Operation Object, BFRERIRESER. RIEGERIRSEE  REEARNEN | 1¥FBW
:
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1.6.1 [SimARSSHELHTTP
HTTPHEim B T B ERinR Sttt , — BT RRBI I BRI E.
JRE5ER:
BHER il A
type string WME ; {EHTTP
address string WIE ; FFFRREIRIRS it
IR BT RREIRRSEE.
path string YIFEATE., BASIE
path{E+8E
method string WAE : fEImERTE
. . 1% |, BA910000, Z/E RN
timeout int (BSEEH[500,30000]
B

x-aliyun-apigateway-backend:
type: HTTP

address: 'http://www.aliyun.com'
path: ‘/builtin/echo’

method: get

timeout: 10000

1.6.2 [5iRARFAELHTTP-VPC

HTTP-VPCHRimEE AT RiRIRSZEVPCHERINGE , EESEIEVPCEIR , FHEVPCEIESA.
EEiREE:

BHER St )
type string WiE ; B9 : HTTP-VPC
WHE ; EIRE{ERIOVPCET
vpcAccessName string W | [ESHAR S {E FRIvp Ll
AR
IR BT R EIRRSEE.
path string XFHEETE, BIASIR
pathtB%
method string WHE : [RIRiERA
- - EIE , BAIAA910000, iZEMEEN
timeout int (ESBE[500,30000]
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<

x-aliyun-apigateway-backend:
type: HTTP_VPC
vpcAccessName: vpcAccessl
path: '/users/{userld}'
method: GET

timeout: 10000

1.6.3 joimARS5RELFC

APIMX GRS AL IFUNCTION COMPUTE,

Rt EA:
BHERR i) R
type string WHE ;B : FC
fcRegion string WE ; BREUTERTEXIE
serviceName string WHE: RETTEIRS S
functionName string WHE | RETTEREE
arn string 1HE , REGTERAMIEI
H:

x-aliyun-apigateway-backend:

type: FC

fcRegion: cn-shanghai

serviceName: fcService

functionName: fcFunction

arn: acs:ram:111111111:role/aliyunapigatewayaccessingfcrole

1.6.4 jRimARS5SRE: MOCK

MOCKRI/ZImRE , ARSI RYITERIREES

RE5ER:
BB CSid) R
type string WAE ; {E/9:MOCK
mockResult string WHE ; mockiR[EIZER
mockStatusCode Integer prii=|
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mockHeaders Header prini=|
Header B9 1i¢BB

BRI i R

name string WIE

value string WIE
~l:

x-aliyun-apigateway-backend:
type: MOCK

mockResult: mock resul sample
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

1.7 x-aliyun-apigateway-constant-parameters: EE££%{

HES¥, MFTOperation Object , BFENEIHRRSHEESEL

[EEEA:

BIERTR Sl g

backendName string WIE ; [GIRSHENR

value string WIE ; BEE

. , WE ; BESHIFHRAE |, Tt

location String {&:[query,header]

description string Ali% ; ATFXZEEHTIRA
.

x-aliyun-apigateway-constant-parameters:
- backendName: swaggerConstant

value: swaggerConstant

location: header

description: description of swagger
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1.8 x-aliyun-apigateway-system-parameters : [Figik3£&

[EiRARSS 248, R AT Operation Object , FEFENXAPIEIHRIRSHASSEL.

[EEEA:
RIEERFR
systemName

backendName

location

<

S
string

string

String

x-aliyun-apigateway-system-parameters:

- systemName: CaAppld
backendName: appld
location: header

R
WE ; RRESHER
WIE ; RS EER

IR ; BESHFIIE | 7k
{E:[query,header]

1.9 x-aliyun-apigateway-backend-location: [Fin& &

GRS EIE, NATF Parameter Object, iZ/EM{XIE x-aliyun-apigateway-paramater-handling:
MAPPINGIRERTAER , BT RESHMIE | AERRSIERINISHVE.

BYEEE:

- path
- header

- query
- formData

<

parameters:

- name: swaggerHeader
in: header

required: false

type: number

format: double
minimum: 0.1
maximum: 0.5

x-aliyun-apigateway-backend-location: query
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x-aliyun-apigateway-backend-name: backendQuery

1.10 x-aliyun-apigateway-backend-name: [FimS¥3FR

GRS FR, R FBFParameter Object, 1Z/EM{X7E x-aliyun-apigateway-paramater-handling:
MAPPINGIRERAER , BT IRESHIGTE | ERRiRSERITIISEHER.

<

parameters:

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery

1.11 x-aliyun-apigateway-query-schema: queryXfModel3z
i

[RiRSEZ TR, R 3T Parameter Object, FAF IQuery#THEEIEEN, HparametergStringZER! |, ERTENX
AquerySE0aT , AILAER.

<

parameters:

- name: event_info

in: query

required: true

type: string
x-aliyun-apigateway-query-schema:
$ref: "#/definitions/EvnetInfo"

1.12 x-aliyun-apigateway-any-method: ANYZ5)%

ANY7i%, RFEFPath Item Object , FFFREAPIALAEZEESEEAIhttpiEK,

=
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paths:
'path/":
x-aliyun-apigateway-any-method:

1.13 x-aliyun-apigateway-app-code-type: AppcodefgEiA

uE

AppcodefgEIAIE , i FATFOperation Object, FATFIEEIZAPIREIFAPPcodefGEIAIE , H :

BYESEE:

- DEFAULT(BRIAE)
- DISABLE: M

- HEADER: i®ZHEADER{E Aappcode

- HEADER_QUERY: AJLAi@id HEADEREL Qeuryf&E Nappcode

<

paths:
'path/":
get:

x-aliyun-apigateway-app-code-type: HEADER

—. FREREA

APIRX5SwaggerfiiBAEE X APIRITFE—EER T | 84F -

2.1 SwaggerS¥B 5RB APINCKBIRIRIBRER

Swagger3sal

- typetinteger
- format:int32

- type:integer
- format:int64

- type:number
- format:float

APIRICSHEY

Int

Long

Float

50
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- mininum
- maxnum

- mininum
- maxnum

- mininum
- maxnum
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- type:number - mininum
- format:double Doulbe - maxnum
- maxLength
- type:string String - enumValues
- pattern
- type:boolean
- format:Boolean Boolean -

2.2 consumes=Eg7 35

HSwaggerfit EX{HFEformdataZiBIS AT , FEEEconsumesTim, APIRKIIERZHFapplication/x-
www-form-urlencoded2$8Y,

consumes:
- application/x-www-form-urlencoded

=. Swagger=fl

REDRM=AETAPINKHIswaggerl Bfl. THIVFRE 7B BRE , BT swaggeril REE
S APISLARRALER,

iE B pteE,

3.1 APIRRRimiRZ AIHTTPRYSwagger<fi

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-api-force-nonce-check: true
x-aliyun-apigateway-backend:

type: HTTP

address: 'http://www.aliyun.com'

method: get
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timeout: 10000

paths:

'/http/get/mapping/{userld}"

get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-auth-type: ANONYMOUS
parameters:

- name: userld

in: path

required: true

type: string

- name: swaggerQuery

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
x-aliyun-apigateway-constant-parameters:

- backendName: swaggerConstant

value: swaggerConstant

location: header

description: description of swagger
x-aliyun-apigateway-system-parameters:

- systemName: CaAppld

backendName: appld

location: header

responses:

'200":

description: 200 description

'400":

description: 400 description
'/echo/test/post/{userld}":

post:

operationld: testpost

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP
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address: 'http://www.aliyun.com'

method: post

timeout: 10000

consumes:

- application/x-www-form-urlencoded
parameters:

- name: userld

required: true

in: path

type: string

- name: swaggerQueryl

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

x-aliyun-apigateway-enum: 1,2,3

- name: swaggerQuery?2

in: query

required: false

type: string
x-aliyun-apigateway-backend-location: header
x-aliyun-apigateway-backend-name: backendHeader
x-aliyun-apigateway-query-schema:

$ref: '#/definitions/AiGeneratePicQueryVO'

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
- name: swaggerFormdata

in: formData

required: true

type: string

responses:

'200":

description: 200 description

schema:

$ref: '#/definitions/ResultOfGeneratePicturesVO'
'400":

description: 400 description
x-aliyun-apigateway-any-method:
operationld: case2

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP

address: "http://www.aliyun.com'
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path: '/builtin/echo/{abc}’
method: post

timeout: 10000
parameters:

- name: userld

in: path

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100
x-aliyun-apigateway-backend-name: abc

x-aliyun-apigateway-backend-location: path

responses:
'200"

description: 200 description
'400":

description: 400 description
definitions:
AiGeneratePicQueryVO:
type: object

properties:
transactionld:

type: string

description: §#{FID
GeneratePictureVO:
type: object

properties:

id:

type: integer

format: int64
description: E|FID
name:

type: string

description: B F&FR
GeneratePicturesVO:
type: object

properties:

failSize:

type: integer

format: int64
description: KW=
list:

type: array

description: BIR%I%
items:

$ref: '#/definitions/GeneratePictureVO'
title: GeneratePictureVO
successSize:

type: integer

format: int32
description: B IHEE
totalSize:

type: number

format: float
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description: 53K
ResultOfGeneratePicturesVO:
type: object

properties:

model:

description: IRERZA

$ref: '#/definitions/GeneratePicturesVO'
title: GeneratePicturesVO
requestld:

type: string

description: {53KID

3.2 APIRE[GimiRSS IHTTP-VPCHYSwagger<fi

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https

paths:
'/http/get/mapping/{userld}"
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: HTTP-VPC
vpcAccessName: vpcNamel
path: '/builtin/echo/{userld}'
method: get

timeout: 10000

parameters:

- name: userld

in: path

required: true

type: string

- name: swaggerQuery

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerHeader

in: header

required: false

type: number

format: double
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minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
responses:

'200":

description: 200 description

'400":

description: 400 description

'/echo/test/post":

post:

operationld: testpost

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP-VPC

vpcAccessName: vpcName2

path: ‘/builtin/echo’

method: post

timeout: 10000

consumes:

- application/x-www-form-urlencoded
parameters:

- name: swaggerQueryl

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerQuery2

in: query

required: false

type: string
x-aliyun-apigateway-backend-location: header
x-aliyun-apigateway-backend-name: backendHeader
- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
- name: swaggerFormdata

in: formData

required: true

type: string

responses:

'200":

description: 200 description

'400":

56



API <

FAF1ERg (FFH API)

description: 400 description
x-aliyun-apigateway-any-method:
operationld: case2

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: PASSTHROUGH
x-aliyun-apigateway-backend:
type: HTTP-VPC

vpcAccessName: vpcName3

path: '/builtin/echo’

method: post

timeout: 10000

responses:

'200":

description: 200 description

'400":

description: 400 description

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https

paths:
'/http/get/mapping/{userld}":
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: FC

fcRegion: cn-shanghai
serviceName: fcService
functionName: fcFunction
arn: acsiram:111111111:role/aliyunapigatewayaccessingfcrole
parameters:

- name: userld

in: path

required: true

type: string

responses:

'200":

description: 200 description
'400":

description: 400 description
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3.4 APIMX/SimARSS AMOCKEISwagger<fi

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

paths:
'/mock/get/mapping/{userld}"
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: MOCK

mockResult: mock resul sample
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

parameters:

- name: userld

in: path

required: true

type: string

responses:

'200":

description: 200 description
'400":

description: 400 description

. falinEA

LUTREBEIIXSE | EiEfaswaggerfUSNIDEEER

~

)

4.1 SRR

ITMREFFERIFABIIEN.. SZrERAMEBEAFEZENXN , ENEREBENENE | &FF

» M5 FRIRA E R B,

- x-aliyun-apigateway-backend
- x-aliyun-apigateway-api-market-enable
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- x-aliyun-apigateway-api-force-nonce-check
- x-aliyun-apigateway-paramater-handling
- x-aliyun-apigateway-auth-type

4.2 Swagger DefinitionijiBg

swaggerSAIMESIHERIEN , (BR5FERswaggerilieiAEERERNE N FERTFSDKIIERL , il
FEREswaggerfEAIER_FIEIN T —LepREI 14

- swaggerdischematr& Nz4F © $refzsil

- swaggershDefinitionfdmodel{¥3ziFobject typeRIRIHERITE Y

- swaggerdiDefinitionfimodelshfFEarrayiE X , H5|ASreffi StitletrESESFER. arrayZSBIERA
FESDKAERRRI XS R4 AR ArrayList

APIRIXY A S SDKSEHERa

FIEREAPIRAIIMRENEIEREES , BT RHIISDKINEEAEIR , BLESBEMFPESEITRSDK , £
RAESDKASCHMETS AR , AP ERMERS ESIISDKATSE, APIRXESIRMHAIANdroidH]
Objective-CHISDK , BSeEESHFVEIBEN , FPRRFEALIS%E AndroidfliOSHIObjective-CAABAIRY
LB BRESHAISDK,

KT APIR KRR B SR ERREESE T EXAY :
https://help.aliyun.com/document_detail/66031.html

L. BEMNRIERGLT

EFimIAPIMXZ Bl WebSocketiBIEHTIB(S | BEELDPM | WRAPHIAZGS. EiEE LHIET
— LR EARTIEE AN

1.1 AP FBETSER

EFIRERAPL , ISRMNE R sontSlIFE | BRIEHTTPIERMSRIZIR sonfNE St aEHE
, AU FEHIX M ISREEWRsont&z

public class WebSocketApiRequest {
String method;

String host;

String path;

Map<String , String> querys;
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Map<String, List<String>> headers;
int isBase64 = 0;

String body;

}

TEE— MR, BERr—MRERHTTPIERIRY

POST /http2test/test?paraml=test HTTP/1.1

host: apihangzhou444.foundai.com

x-ca-seq:0

x-ca-key:12344133

ca_version:1

content-type:application/x-www-form-urlencoded; charset=utf-8
x-ca-timestamp:1525872629832

date:Wed, 09 May 2018 13:30:29 GMT+00:00
x-ca-signature:kYjdIuCnCrxx+EyLMTTx5NiXxqvfTTHBQAe68tv33Tw=
user-agent:ALIYUN-ANDROID-DEMO
x-ca-nonce:c9fl5cbf-f4ac-4abc-b54d-f51abf4b5b44
x-ca-signature-headers:x-ca-seq,x-ca-key,x-ca-timestamp,x-ca-nonce
content-length:33

username=xiaoming&password=123456789

WebSocketfEBSHIBHMRSGXNHTTPIERIR ST UL S FEAIF R BTV T8

{

"headers": {

"accept": ["application/json; charset=utf-8"],

"host": ["apihangzhou444.foundai.com"],

"x-ca-seq": ["0"],

"x-ca-key": ["12344133"],

"ca_version": ["1"],

"content-type": ["application/x-www-form-urlencoded; charset=utf-8"],
"x-ca-timestamp": ["1525872629832"],

"date": ["Wed, 09 May 2018 13:30:29 GMT+00:00"],

"x-ca-signature”: ["kYjdIuCnCrxx+EyLMTTx5NiXxqvfTTHBQAe68tv33Tw="],
"user-agent": ["ALIYUN-ANDROID-DEMO"],

"x-ca-nonce": ["c9f15cbf-f4ac-4a6c-b54d-f51abf4b5b44"],
"x-ca-signature-headers": ["x-ca-seq,x-ca-key,x-ca-timestamp,x-ca-nonce"]
b

"host": "apihangzhou444.foundai.com”,

"isBase64": 0,

"method": "POST",

"path": "/http2test/test”,

"querys": {"param1":"test"},
"body":"username=xiaoming&password=123456789"

1.2 WHEBEHS

ENEBEESREF | BRTIESEAPIER , BE—RIIEFIRIGS
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1.2.1 EFmEHt

WweF : RG

BN : TEAPIRKEMHSIERE | BT Deviceld

mORE | IBK

KK @ B
B2, : RG#Deviceld

~Mfl - RG#ffd3234343dae324342@12344133

@eF : RO

A : DeviceldiEMAINRT , APIRSKIR[EIRRT) , FHISERE—IRAFOBERicERE

SRA &
KXl : APIRIE

&=, : RO#ConnectionCredential#keepAlivelnterval

{5 : RO#1534692949977#25000

KWa$= : RF

BN APIRKIRE]EA RIS
pSRE N

KK © APIRISK

18zt : RF#ErrorMessage

7~ : RF#ServerError

1.2.2 ZP iR OB

weF  Hl

BY  BRIHOEEKRES
WO L FK

KX © B

REHMESEH  BEERERST

BLF 1 HO

A APIRRIREOBHRIFRIIN EE<S

SRE N

KK © APIRJSK

&=, : HO#ConnectionCredential
5 : HO#ffd3234343dae324342

1.2.3 F{TiEH]

weF : NF
BX : APIXAIE MTERIEK

pORE | iBK

Bk - AP
B HINF#MESSAGE
55 : NF#HELLO WORLD!

wSF - NO
BN BEFmR AR N TEEIN R
WORE N
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RiEiH | B
RBEMESH , ERKERSF

1.2.4 Bfth{F<

wdFE : 0S

B BEFIREREAEIAPINKTIRERE , APINXSAEFIHEAEXANGS | EEEFREaEEE  THEE. T8
EERESHNAPA, BUAPIRNXARR GEEMEHGOERE,

KA Bk

Rk« APIRIE

REHMSE , BEERAERST

HmoF : CR

BN EEAEKIEEEGER | APINASAEFRARXNNS |, BEEFInEsHRERE | FoEE. FOEEErS
NP, BNAPINAAA G EMHEHSIER.

WmORE | iBK

ik APIRE
IREHMESE , BEEAEGSFE

1.2.5 iREE—RR
Deviceld—HRTE HIOKIER: , 1 HUVID@AppKey , FEISRINAIAVASERL, FiaDeviceldfE

APPHE/EME—RY, BRHER—NAPP , AATFHIIESRDeviceld , BUEEMAIRHRSIRE.

String deviceld = UUID.randomUUID().toString().replace("-", "")+ "@" + appKey;

TEE— 1A : ffd3234343dae324342@12344133

2. 1BEE

TEZSDKFIAPINXZ [E32 BiftfeE
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g P APIR

Websocketi& 2 (BFEMINIHE)

&Ri%DeviceldSEMHER(RG)

TRIEMAPI

BahfREsOHERE, ERERTOHI(H)

A 4

TR EAAPI

TTRRSS i@ AN (NF)

TERIEHAPI

M EEFRFEAITLAER , SDKEEFETH— T LI :

- WebSocketiEE527 ( BIEMMYINE )
- KixEDeviceld;EAHEX ( RG)

- AR EARAPI
- BEINRFOBETR | EEAFREFOBE (H1)
- VA FIE{BAPI

- BT APIR X &I AIEED
- AR FHAPLIEK

PRTIESERE , SDKIEFELLELUTRERE

- bR

2.1 WebSocketiZERHE7 ( BFEHMYINE )

APIMXANELESEE T WebSocketsLHIRY , ZFimfIAPIM& 2 [BIRIEEE IR 2IERNWebSocketiE
EENIE. WebSocketiE 2 IITR 1552 WebSockettMlENX. (
https://tools.ietf.org/html/rfc6455) .

—RRENESEFS B WebSocketmMYE FimFHESCHL , tbalAndroid AR R OkHttpAIWebSocketFHRSCHL,

2.2 &i%DeviceldiFiEsk (RG)

EFimEWebSocketiEEEV 2/ , FED LRAAPIMXAIE—FIEMERK , IBXRPEEHEFT A Deviceld ;
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APIRKIEWEEMESE  SERNESIM—RBERER | FFEMEADeviceldimRIXFKIER. APINXZ
B FiniR B EM B IIRIR .

BMESIES L2 1R ESHER,

2.3 JEFEEAAPI

BERIRERETIEMESE  FED LRE—NEMAPIHIEK. FAPIREEAPINKIERIENTF , BN
EXTTEBEN (WEBEERER) ENE "
https://help.aliyun.com/document_detail/66031.html

APHERIIAIEEIVIBSNAN LI, EREEMAPIERIA R , FEESIATHS :

1. ZEAPIRRXIRGIE L IERN &R AAIE ;
2. BEEIN—MRREMAPIRIL : x-ca-websocket_api_type:REGISTER

2.4 [SRMRRRORERAR | ERIRIPOBE (HL)

B i 252 STMEAPINK RIE—MOBNER , APINXEZKEI OISR ESEHNAFPINELNEH ST
— OB R RIIRIRN S,

BiMESES 12205 SR,

2.5 R hAPI

EFimfEWebsocketiIEEEIF 25 | BERTETLARAPIRKRIEEBRIAPIER , RIEEES AR
1.1%5,

2.6 $EUTAPIRISK AIXHIER]

BEFImEEMAPIRIERT , FEKEIAPINKAI200RZ /5 | el LAEUHEEKIAPIR K RIEE kA N TIBA] 7
, MTERREAFERER | BEIANAIL2.3,

2.7 BB HAPIEK

ERIRERAPEREERZE , FERE—NEHAPIRIEK. FMAPIRETAPINKIZERIE X , BEARNENX
FiEBSN (WEBEFERERE) MREINEE | https://help.aliyun.com/document_detail/66031.html

APIERIAEENBS AN NL.1T, EAEFMAPIEKR R , FEIE—R | FEEIN—MoRIEM
APIFIL : x-ca-websocket_api_type:UNREGISTER

2.8 AMFRAPIN K AR SREIMTEEIEES

BRRKEERSFE— " EaEE | APINXANKIERE G EHIEAIESE2000 MAPHEREER. APIRNKXETE
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SEEFEL500MERAIAHE | (LB FIRARE—FREREFinEMIrEEENES (CR) |, BIMESHEAENEX
1.24, APIRXSEIKIEZANEREFAREI2000MERAIHE | MPRXFIERE.

EFIREREIMEEEXRIMESE | FESIE LR ERAPIRIXIEKR , FEAERXTEEEKEIRIAPLS
KE , EFNEZAPINK , EAIXTMHESTIEMAP] , SeAMEEIENISIE. BIESE—RAEHMAPIH
AR , KHEMAPIRIIESRISRETEAN | SRMTEEERIRHREEZERRIA,

2.9 SPFBAPIRIX AIE SRR S

APIRXBREIRS | EFIRAIERQPSIIRBIT IR SAAAPIMKAYTE | R RSEIAPINKAIX
A TIERERES (0S) , BIMESRINEEIAN1.2.47), XMHEREFmAIZEHIRAKIEERE.
IIREBFIHAERUES , FHEILQPSISEUEK , APIRKXAMBRIXFZIIERS,

=R

3.1 RS

E—3KE/SE— N SFAPIR I EESHISDKFEMIPLESIE
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&P i APIR) %

................................................ IR S

RG#{fd3234343dae324342@12344133 EMESHER (RG)

EMELHE (RO) RO#1534692949977#25000

{

*headers": {

pplication/json; charse
bsocket api type": ["REGI!
‘apihangzhou444 foundai.com’
"x-ca-seq”: ['0],

"content-type”: ["application/x-www-form-urlencoded; charset=utf-8'],

E imestamp’: [*1534692948795"],

‘date": ['Sun, 19 Aug 2018 15:35:48 GMT+00:00"]

"x-ca-signature”: ['ktzwzOePw-+uS3068XeXqHYP8IK6mjivenEtQI QQUIE="]
‘user-agent": ["ALIYUN-ANDROID-DEMO"], =
"x-ca-nonce": [‘fdaa6ba7-d901-4fdd-b376-b98e322755¢0"]. A ["status™: 200,

“x-ca-signature-headers”: ['x-ca-websocket_api_type x-ca-seq,x-ca-keyx-ca- “body": *(Headers\"(\'content-type\":\'application\/x-www-form-
timestamp,x-ca-nonce'] urlencoded; charset=UTF- leviceid\"\'07dde0a4@23524193\",
. \'connection\'\'Keep-Alive

*host": "apihangzhou444.foundai.com’,

‘isBase64": 0,

‘method": *POST*

“path’; *fregister"

“querys": ()

*body'": ‘username=testdpassword=testdUsername=test&Password=test"

S 'Date™: ['Sun, 19 Aug 2018 15:24:48 GMT", "Sun, 19 Aug 2018
API 15:24:48 GMT'],
Wl “Content-Type": "application\json;charset=ISO-8859-1",
R *Access-Control-Allow-Methods"
“GET,POST,PUT,DELETE,HEAD, ONS,PATCH"
‘Access-Control Origin
Content-Lengt
'X-Ca-Re« -Id": "FBA5C710-7C2E-4D4F-85F9-600746038776",
"x-ca-seq": "0’
*Access-Control-Allow-Headers": “*X-Requested-With,X-Sequence X-

Ca-Key,X-Ca-Secret X-Ca-Version,X-Ca-Timestamp,X-Ca-Nonce,X-Ca-

API-KeyX-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld X-Ca-

Signature X-Ca-Signature-Headers, ignature-Method  X-

Forwarded-ForX-Ca-Date X-Ca-Request-Mode,Authorization,Content-

Type, Accept, Accept-Ranges,Cache-Control, Range, Content-MDS",
"Server": “Apache-CoyoteV/1.1"}}

H1 FRIFOHER (H1) !
RIFOEE (RO) HO#1534692949977

RIFLHEE (RO) NF#Hello world!

NO FRIFOER (H1) i

T EIBAPINE R E RS TANEMAPIRIE RN ER IS E Y |, BB,

3.2 {iEeF

ERIAPIKKAIANndroidf10bjective- CELBEBWEIB(EAES , FEMSZBRIATAGESTIAY. TERIE

FAANndroidaIASsRiEL T 58 —EFREIFEXAUEAISEIN.

3.2.1 WebSocketiE##7 ( SIEHIMNINE )

//{EFR4BRERILE,Z N800 1 E iRttt

String websocketUrl = "ws:" + yourdomain + ":8080";

[/FE—NclientydgR

OkHttpClient client = new OkHttpClient.Builder()
.readTimeout(params.getReadTimeout(), TimeUnit.MILLISECONDS)
writeTimeout(params.getWriteTimeout(), TimeUnit. MILLISECONDS)
.connectTimeout(params.getConnectionTimeout(), TimeUnit. MILLISECONDS)
build();
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//#3IWebSocketiEEEEAIHttpRequestiFk
Request connectRequest = new Request.Builder().url(websocketUrl).build();

/IR TR IR TSR
webSocketListener = new WebSocketListener() {

[T
client.newWebSocket(connectRequest, webSocketListener);

3.2.2 KiXDeviceldiEAER/OBEER

String deviceld = generateDeviceld();
webSocketListener = new WebSocketListener() {
@Override
[ERERTE |, BIRATSE
public void onOpen(WebSocket webSocket, Response response) {
/IRIEFMES
String registerCommand = SdkConstant. CLOUDAPI_COMMAND_REGISTER_REQUEST + "#" + deviceld;
webSocketRef.getObj().send(registerCommand);
}

@Override

//WEIAPIR XSRS | ERATSE

public void onMessage(WebSocket webSocket, String text) {
if(null == text || "".equalsignoreCase(text)) {

return;

}

/ERRBRTH

else if(text.length() > 2 && text.startsWith(SdkConstant. CLOUDAPI_COMMAND_REGISTER_SUCCESS_RESPONSE)){
//REAT APIR S EAR R TR 2

String responseObject[] = text.split("#");
connectionCredential = responseObject[1];

// MAPTRIR R HR3RB OB RS R E) R

heartBeatInterval = Integer.parselnt(responseObject[2]);
}

//IBEOBERE | REOBKES

if (null != heartBeatManager) {

heartBeatManager.stop();

}

heartBeatManager = new HeartBeatManager(instance, heartBeatInterval);
heartbeatThread = new Thread(heartBeatManager);
heartbeatThread.start();

return;

}

[/ ERRRE

else if(text.length() > 2 && text.startsWith(SdkConstant. CLOUDAPI_COMMAND_REGISTER_FAIL_REQUEST)){

String responseObject[] = text.split("#");

errorMessage.setObj(responseObject[1]);
[MELERIE OB
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if (null != heartBeatManager) {
heartBeatManager.stop();

}

return;

}

)3

}

private String generateDeviceld(){
return UUID.randomUUID().toString().replace("-" , "").substring(0, 8);
}

3.2.3 RiXAPLEK : JEARAPL, THEAPL EHSAPI

protected void sendAsyncRequest(final ApiRequest apiRequest, final ApiCallback apiCallback){
checklsInit();
[/FIERE R AR
synchronized (connectionLock) {
if (null != connectLatch.getObj() && connectLatch.getObj().getCount() == 1) {
try {
connectlLatch.getObj().await(10, TimeUnit.SECONDS);
} catch (InterruptedException ex) {
throw new SdkException("WebSocket connect server failed ", ex);
} finally {
connectlatch.setObj(null);
}
}

if (status == WebSocketConnectStatus.LOST_CONNECTION) {
apiCallback.onFailure(apiRequest, new SdkException("WebSocket conection lost, connecting"));
return;

}

[/ETXS R, SEEESRAPL , HARLN R

if (WebSocketApiType.COMMON != apiRequest.getWebSocketApiType()) {
if(lpreSendWebsocketCommandApi(apiRequest , apiCallback)) {

return;

}

}

Integer seqNumber = seq.getAndIncrement();
apiRequest.addHeader(SdkConstant.CLOUDAPI_X_CA_SEQ, segqNumber.toString());
callbackManager.add(seqNumber, new ApiContext(apiCallback, apiRequest));

[TERFRERIERN TR

String request = buildRequest(apiRequest);
webSocketRef.getObj().send(request);

}

}

private boolean preSendWebsocketCommandApi(final ApiRequest apiRequest, final ApiCallback apiCallback){

/[ERRZRAPL , FEFIMNEMES RS
if(WebSocketApiType.REGISTER == apiRequest.getWebSocketApiType()) {
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try {

if (null != registerLatch.getObj() && !registerLatch.getObj().await(10, TimeUnit.SECONDS)) {
Thread.sleep(5000);

close();

apiCallback.onFailure(apiRequest, new SdkException("WebSocket conection lost, connecting"));
return false;

}

} catch (InterruptedException ex) {

throw new SdkException("WebSocket register failed ", ex);

} finally {

registerLatch.setObj(null);

}

if (IregisterCommandSuccess.getObj()) {
apiCallback.onFailure(null, new SdkException("Register Comand return error :" + errorMessage.getObj()));
return false;

}

/iCREMAPL , FIFUELEE
lastRegisterReqeust = apiRequest.duplicate();
lastRegisterCallback = apiCallback;

}

//EImER. SFEEAPIROTRIRSL

apiRequest.addHeader(SdkConstant. CLOUDAPI_X_CA_WEBSOCKET_API_TYPE,
apiRequest.getWebSocketApiType().toString());

return true;

}

private String buildRequest(ApiRequest apiRequest){
apiRequest.setHost(host);
apiRequest.setScheme(scheme);
ApiRequestMaker.make(apiRequest , appKey , appSecret);

WebSocketApiRequest webSocketApiRequest = new WebSocketApiRequest();
webSocketApiRequest.setHost(host);

webSocketApiRequest.setPath(apiRequest.getPath());
webSocketApiRequest.setMethod(apiRequest.getMethod().getValue());
webSocketApiRequest.setQuerys(apiRequest.getQuerys());
webSocketApiRequest.setHeaders(apiRequest.getHeaders());
webSocketApiRequest.setlsBase64(apiRequest.isBase64BodyViaWebsocket() == true ? 1 : 0);

MediaType bodyType =

MediaType.parse(apiRequest.getFirstHeaderValue(HttpConstant. CLOUDAPI_HTTP_HEADER_CONTENT_TYPE));

if(null = apiRequest.getFormParams() && apiRequest.getFormParams().size() > 0){
webSocketApiRequest.setBody(HttpCommonUtil.buildParamString(apiRequest.getFormParams()));
}else if(null != apiRequest.getBody()){

webSocketApiRequest.setBody(new String(apiRequest.getBody() ,
bodyType.charset(SdkConstant. CLOUDAPI_ENCODING)));

}

if(apiRequest.isBase64BodyViaWebsocket()){
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webSocketApiRequest.setBody(new String(Base64.encode(apiRequest.getBody() , Base64.DEFAULT) ,
bodyType.charset(SdkConstant. CLOUDAPI_ENCODING)));
}

return JSON.toJSONString(webSocketApiRequest);
}

3.2.4 FKTAPIRIK AIXANIEA]

ApiWebSocketListner apiWebSocketListner = params.getApiWebSocketListner();
webSocketListener = new WebSocketListener() {

@Override

/MEIAPIRIKAIEIESS | VARATTE

public void onMessage(WebSocket webSocket, String text) {

String message = text.substring(3);

apiWebSocketListner.onNotify(message);

if(status == WebSocketConnectStatus. CONNECTED && webSocketRef.getObj() != null){
webSocketRef.getObj().send(SdkConstant. CLOUDAPI_COMMAND_NOTIFY_RESPONSE);
}

return ;

B{MUBIE T EAndroid SDKfE | fEsrc3iSksRa] LR,

W FE(SERigrEa

—HhiR
TERNRAPP A S MR IR SRR , IR SBITESSRAL, Ll | FOFERR , AR
FlhE,

(EF— LG RRERSHBAZFIREENANEN , 2 : AFRZENEEBESEIEE, XMEHER B =R —
MBERE , ILRSHREBAIEENEFIRAE MTBMEK. BHMEEFIRFIRSFinBESENEEEN

o
BE/Jo

RENAE TR DS TR APPRETRIERER.

fsEFRZN
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APIRXBLEEFTBRegionFFHNAIB(SRES] , WRIB(EREI1EEE T WebSockettiz £, Bl
Android , Objective-C , JAVA=FhSDKIg 0 AiE .

(BERLZIMITRILITBEETEIaF © 1174705587419 )

LA,

APIRX ERIBATERTARegionfRANFIB(ERIBES] , BRRFEEAPINX LIRE=1API , AR THBEME
FXRISDKEIZFin , BIERERAZIZFinHleeese eIl e FintlikSS sain < BRIV EESHITHEE.

TEZEF AP XL EIEERIRE DRI S TFEREE

P EimRARSS

i A i
\4 | \4

A

(1) Z P ERIRIRHEFIAPIR X 7 WebSocketiZEE , FESE CHIREIDEAAPINK ;
(2) ZEFimfEWebSocketi@iE EREEMES ;

(3) APIRIKIGIEMMESHARMHTTPIMY AX LS R RIRIRSS | FEEEMES LI EIREIDSL
(4) AFERRSIIEIMES , WRIEET , ISERAFIRSEID |, RE200/8% ;

(5) BFPIEHRRSEZBIIHTTP/HTTPS/WebSocket=FfitiMY FAMEE—FHEAPIMXZIX NMTERNES |, 5k
ETFEKOERANZEID ;

(6) APIRKHEMT FTIBRES | HENSEIREBIDANERE | B MTIBNESBIT WebSocketiE i RIXAIEEEF
i ;

(7) BEFIHEAEEIBF EHRSSEEIRIRHE | I WebSocketiERERIEFHESBAPINX |, ERFARIES
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1®%=ID;
(8) APIRMKIE T HESEMAHT TP RIXLE AP GRS , HFEEIMES LN EIREBIDSE ;
(9) AFEIHIRSMIFRZEID |, IREI2008%,

—ABE=MEEES

E(ERAPIMXATNEIBISEES] | B5E T RAPINXNEEEHEXHN=IMES , FEIFTHIR  X=M5SH
SEHUEAPIRX ERI="NAPL , FERAFEAPINK I e,

LiEHE<
S EEFHARARIPERRSMES , BRFAMER -

(1) BEFIRRREIDRESEBFERIRS  AFERIRSHEECEXMREID, ARAREENIREIDF
B, IREBIDFERHAPIMKAISDKEENER ;

(2) BFILUSIHESE N ET AP BFIZEHAPL , P EiRRSEREIEME SIS PR &AM
. AFRIRRSEREEMS SN EAIRTR , IREIF2008) , APIRRSAILLER/EMR.

EFiRERINEIRFERIRS XTI KRB , FRITREEMESHAPINK | WEIBFRimiRSSHI20082
[RIEZVER AT,

2. ™MTERES

BRERRS , EREIEFRAAEIERMESE | ICEIHMESPRIREIDFR | AR LABAPINK A
KIS AXMREB M TBEAEST . RBEBXMREEL , APIRNKHALUS L M TERAIEE i,

3. EHES

EFIREAENEIBF ERRS BRI AR EHESRIELAPINX |, WEIBFEmIRSAI200 E/5iEHMK
I, ABEZAFERRSEXNTTER.

= APIRKIZENRES

1. FHESBE D 4HIH = AIWebSocketiEiE
D =5 6 B
LEHES AP
P L TFTAEAPL
I FBEFAPI
1.1 BlEEsSE
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EZESARYIE A BIER T,
ZEAAPIRKIIEAINRE , BEREEAPINX LIE— I DE , XTFHEREIE , 55 :
https://help.aliyun.com/document_detail/29493.html

1.2 FE534H E4RTEiES

EEELYNE THERIIE A BT,
BTN EE  FEEDHEHE—MAR | XTHEEHRRE |, TSI
https://help.aliyun.com/document_detail/29494.html|

1.3 FREHZHWebSocketiEi&

BEFFEE , EBEFBEEZ FHWebSocketiBiE,
2. [APIMEIZHIA] -> [FFRIAPI] ->24HIFIB

Qe A@® s Iw &R il 5 - itk

2. QM. T™MTER. EHEESHIAPI

FENZ CIEINSETEIZE=APL, ZEBAPIREIZERIZIES WA
https://help.aliyun.com/document_detail/29478.html

X=APHEEZRIHER , FEIFHIERIR  FEEE "WHBESAPLEL" 1B,  "WHEBSAPIEEE" &
E ik "WebSocketthi)l" FI=BzEH , S1TE
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APIFI%

~ FFHAPI

SMEER

APIFIF

B

BEWH

IPiATEIESA

VPCIER

SDK/STHABEI4ERL

> BEAPI

BUFEAPI
IR 1 () o1 (E8) b 2 (bR) 481 (R R 2 (L) BH TAIRRE 1 FAE) BONRER 1 (RZ524R) AR 3 (AR
TAES 1 (ED)
+ EEAPIHIR
TERELAE X
s HTTP
HTTPS
WEBSOCKET
B EAPIAT)
SEM
g SEH
BESS ppny
e licloudapi.com
ERPath
TERPath A E SRS M PEIParameter Path, BE7E]H, til/getUserinforluserid]
HTTP Method GET +
ABiERIR ABHE :
WRPHFESH, B S QueryB#. BodyB# (i L %) | SBAMRIEE—,
e84 BUME RE BiR BRME B A HRIE
a4

2.1 iFAHSSAPI

EMESEREFIRREERFPERRSIES | ENMERE ISR

(1) —RR=E8SBFRMERE TR , B

BUFEAPI
APIF%
e £ 1 (%) 446 2 (1£%) 1 (R 2 (LE) i TAIRRE 1 (A0 BRI 1 (K254 AR 3 (R
- FRAPI TARH 1 (ER)
Pl 2 EEAPIIR
sz
TR TEREREX
22T
PR i e
veomi Hes
WEBSOCKET
BEER
SDK/XCHE AR TEHBEAPIXE] MR +
> LI SEUEE  SHESESE
A hangzhou.alicloudapi.com
ERPath Jregister
Path, AT, HAlligetl
= HTTP Method POST +
NgiERigR A s
Eed 3 2 #. QueryB#. Body2# (i ) tE—o
ABEX
BRI E swE £ BE R i A 4
4 userName Body 4 string 4 » REEE | BR
1 password Body 4 String 4 HEES | BR
+ Hm—#&

(2) Reg@idWebSockettm¥ (&5
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SRXMECHEXBAFECEEX |
200 , =i EIEMII.

2.2 T{TIERIAPI

TMTEMES EAFERRSAEXEEFIHNGES | SIENHESETIEMNRE
(1) BRI FERFIE PinARRAPPHITIEIN , X2 AR EIRRSHEFinERSR ;
(2) ATLMERHTTP/HTTPS/WebSockets{F =ty A RLLAPI ;

BEMASEERTLR. 2R X

MESHRIELAE

() BARKREEEFIHRY , BRI AFEFMEMAPI—HE X EiniRS S
(4) BRP TSR R = FinIDAYX-ca-deviceidsk , BARENMER ;
B TIELI TE
BIFEAPI
APRX HO1ES) kg EMIGM) SR ®E O DAREIGNE) SN (ANEE) TARRO (EEE)
v FFHAPI AR 1 (E38)
SaEE + EEAPIIE
ez
pi-ie) TERERMEX
HEWY
PR ke
VPCIR
e WEBSOCKET
SDKICHSETER MABEAPIF: B
v ThLE BENEA  ASESENE
EERR By
BHZAPI
i&RPath Jnotify
BIRIRAPIFISDK Path, aanEh
nnnnnnnn
| ABEX
s SuirE EY BE HUE 61
x-ca-deviceid
FAfER

| TERBody . FFormB¥MUE, HUUSONFRIM, XHHBIMIES

BodyM &R

2.3 FHH(ESAPI

THESEEFIRAREERAPERRSZIES | SENHERE TSR REE

3.4, THSDK

E="M5
SehkfE

1B WebSockettimyY &,

HATLARISDK S B s RRE AR, TESDKT .,
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HaTAPIM&IRHAISDKFEEWebSocketiB(E8EAIRBANdroid , EftiESAISDKERIEAES
WebSocketiB(586, IEEIIGFHERIOSHISDK |, it E37#FWebSocketiBE(SiEE.

EERT LA T EAndroidBYSDKEAZE FimSDK |, ERXNSDKFERWebSocketFIAPIRKHITIE(E , FHE
ESDK ERXREMES | AP ERRSAEN T TERES. ERILITEIAVAIESHISDKIESiRSS 25
SDK , FRARETMTERES. MASDKECSSTANEIEEIIEE. THRZ FEUHE :

SDK/XHAEFER

APIE%
I ctiES e SmiRN) sRe(s) 0 B DARKEIGOE)  BNRE1GREEE)  TAKEO (EEE)
~ FBAPI WA 1 (ER)
prc
Py A ]
APILR
testtest testtest 2017-12-19 11:02:53
SR
hitp2 test 2017-06.07 153851
HLWE
test test 0 Obective-C Ancroid Java
PR
3k, HHUETI0R
VPOIEHR
B R EEEBRE

SDK/HERER

> ERAPI

Python NET Node.s

FEPHPRLAR TG

STETSEREE: APIRIX-ZFRSSEE (345 11747055)

4 AFASDKRYEMHS S FHESDKFEE MTEAISSHIAE

AndroidfSDKTETEGE , EE(FAMIFHESDKRIZEFERRE , tbiEReadMe. txt3T{4,

BahERAISDKEmMBRBAPIRIERALD , EABLEABALD , SalLUERXMNAPEBREEXIMEST. TE
2—"Demo7rfjll , TEtDemorh , FAIEBRINBHREICHIIAIL— N WebSocketBEHR , FEEEEAHEIL
FF GRS KX MTIERRIERE onNotify , EFimiEIEIBFEiRIRS KX T TEA . SDKSERXA
RECRBANE i, $ASDemofftiFAEREiregisterWebsocketTest{it5MEBiIEA.

public class Demo_HangZhou {

static{

WebSocketClientBuilderParams websocketParam = new WebSocketClientBuilderParams();
websocketParam.setAppKey("12345678");

websocketParam.setAppSecret("12345678");
websocketParam.setApiWebSocketListner(new ApiWebSocketListner() {

@Override

//E PRI EiRiRS RIERTTIEA , SDKSTEAXNRECRIBAIZE Fin

public void onNotify(String message) {

System.out.printin(message);

}

@Override

public void onFailure(Throwable t, ApiResponse response) {
if(null 1= t){

t.printStackTrace();

}

if(null != response){
System.out.printIn(response.getCode());
System.out.printIn(response.getMessage());

}
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N

WebSocketApiClient_hangzhou.getInstance().init(websocketParam);

public static void registerWebsocketTest(){
WebSocketApiClient_hangzhou.getlnstance().register("fred" , "123456" , new ApiCallback() {

@Override

public void onFailure(ApiRequest request, Exception e) {
e.printStackTrace();

}

@Override
public void onResponse(ApiRequest request, ApiResponse response) {

try {
System.out.printin(getResultString(response));
}catch (Exception ex){

ex.printStackTrace();

5. feimARSS &E T TERN

P ERRSEENEIEFinKAENEMESE  FERCHESERPREID, RERAFERRSEEFIRA
EMTENMEZEIRESS  iilEREEAPI—F | KAE—MIERIAPIERLSAPINAHAILLTY . TEHERE
PR

public class Demo_Hanzhou {

static{

HttpClientBuilderParams param = new HttpClientBuilderParams();
param.setAppKey("123456");

param.setAppSecret("123456");
HttpApiClient_Beiling.getInstance().init(param);

}

public static void HanZhouNotifyTest(){
HttpApiClient_HanZhou.getInstance().notify("NotifyContent" , new ApiCallback() {

@Override

public void onFailure(ApiRequest request, Exception e) {
e.printStackTrace();
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}

@Override
public void onResponse(ApiRequest request, ApiResponse response) {

try {
System.out.printin(response.getCode());

}catch (Exception ex){
ex.printStackTrace();

}

}

i

}

}
LB R EEE— T APIR K EB(SRE DRI E IR

1. FHB D ESBERIEEZRIWebSocketiBiE ;

2. BUEERR. T™TERL. JFE=APL, AIX=APHER. F L% ;

3. AFEmRSSCINEM | i HESZE | TERJAVARNSDKAIE T TIEA ;

4. F#EAndroidSDK , SR \EIZZ i , E@37WebSocketiEfE , RiEFAEK , MR~ TEA ;

SNRAEERAPBEIMRFAIERE , IBIMAEANTETSMNET « APIRK-ZFIRSSEE (BES : 11747055)

INREE

HARNRER

BriE APl DAB=TRE | UK, FiAMZE L. EPlidsMEiina M Me il A K a0t API B3 E
FRRERES | £ EINREEDY APl P ERRIRER.

Bid APl 24ER MRET RENETESE , 5 APLSENIL. k. & EREDIEN—EE, KR
TESY , A MMEEENHNLLEESH. SR APLE , AILUSHRSEME T ERIERUE | &
BEEmIRSS. APl MXGEREGIERPRIMESEEERXDIERINE.
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X X
;"-’!Jij& i APTH

b .

i-Ca-Stage: iLa-Stage:

TEE-T

HELEF&EE

Wit b Fi i EF 44

= N
WNEZESHIENE
% , 75 APl 4800 TREEEE b , NS MRIBOEER, S , 75 APLIEY HRESOROTESZE,

IR R

ETMBIMETESHRXDIBRING , BFAWA. MR, LE=1RE , SHFE—EE,

Bl 8MAERITERERS 50 MNERE.
1. B3 API pEEFIE.,
2. A HYAEHE > INREE,

| BERE A _ k@ SMIEH SO0 (R
- FHAP . -
srigwm Faati ] TR 2016-10-25 181929
AP FIlE 1RMAS HEZAP 2016-10-25 182751

=Rum

3 EEEIERAGRE | E, TR, S, B ISR, SRATRNREE E—

HESLTERTIRE , FRE Mg,

Name : BITEXZESTR , (BF A= REFIN NN ERFRMER.
INREEZA APL, #iX Name tRRBXLRENX , LIMEEEEA.

Value : TE/YE.
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WMERLAREGTE S AP MFEHEERIRS , Value EiSESHEREITERS P EIEMNRS
BIRNE RGBT, CHFESERRSBRESEREEIR , BNCTsEEMTCEER APL
PARETEIRS 0. — M REERS | WK, &, L& ENENERD IS

: TestServiceD, PreServiceD, ServiceD, (FREITETIMNETEIRE , BSNREGT
BN INEETRE., ) A APIDERNK. k. & ERBESIEN—TE, TEAH

= 5 M W HY AR

FETFAAFERSS0NER

I “Name Service

EREXTE, BT, EUEIN TS, PHE, SMNETFEFE, 450t
FE

AP AT HRINE), (27 &
Vaety

+ HS, 0~2001FF

el -

R LALABREIZBFRRANE A Function RUIMEEE | HA=MRMESFIRERE.

£ APl EX B EMSTE
APLREXET , 1 HRPath, ANSREN. X APl GBS SHAMALE,

Rk #EER#, W0, #Service#, #Function#, W1, TEENXLAREGTEIEA APL MXEiHRRSH , 5k
SRR ZREN NEIENTE,

&

- TR
P
| ERERE Y.
APIBISR
e EEEEEE () HTTP/HTIPS ® B
ORI . ction,
i FIERENELG B OAPIEA RS
IPisEls
=t w32 (1)
VPCER E ——
i : =
e | EEER BE.
» EFEAPI
- .
R
BEA acsiram: :5204593714853318: role/aliyunapigatev FAuE

SR BE . BEINR,
HESE RSO | ASIEEL.

EEEa ms

JARZSIAER APL

APl %fpfg , {Ea]A&iE APL ERS.

Al N

BfZkie APLER , RIERL ERR,
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I N

VAFTUAINERY APL, WIFEVEFR AP AT , £ Header HIEINAS X-Ca-Stage: PRE , BIRJiAAFUAINERY
API,

Pl ez N

EFHIMERY APL, NIFEJEFAE APLBY , £ Header RIEIIAS X-Ca-Stage: TEST , BURI5EUHIRERY
API,

LARETEE S APl X RiRiRS

REUER— N EHIXGIRIRSS. REEPITILARSEEIRE  BIAENEHRER | 2B MRRR NIRRT
. TE , BREOTESTFLL AP RKAEASEHR, HiEKREREBITENEIRRSSA APLES , API XSRS
RRIERE . RETESRBHTERERELS AP RX.,

API X SEREITEEE | ATLULELL APL e S RSIMNTRUISRIEREL , FAEBRINE. e, #0EE
&R (&BF APLMXIEE ) .

SCHRIE

API MXERREITERSE , 21 APl AUEXEWEEHE Map P XUEEREITERSS ., REGTERSNE
&, #&ZBETE% Output Format BU#&E=iR[A] statusCode, headers, body FHEXEIE. API MKXEIGEREL
HEREINASETE) statusCode, header, body &IBIREIEZ i,

AP| Gateway
Input Format of FunctionCompute's event:
7y QOutput Format of FunctionCompute:
{
"path™"api request path”, {
"httpMethod":"request method name”, < 1 I :> "isB 4Encoded"truelfalse,
"neaders™.{all headers}, "statusCode":httpStatusCode,
"queryParameters":{query parameters}, "headers”:{response headers},
"pathParameters”:{path parameters}, "body":"..."
"pody":"string of request payload”, v }
"isBaseB4Encoded"true|false
1
FunctionCompute

API RIXFEIRELTEENSEIE

LRSI EIE/ APL MXHEIRARSSES , AP RXSIEIERSEHBE —MEERN Map SEHIEEREITERY
AZ event, REITHBIIINTERIRNEENSEH  AEHITLHE.
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"path":"api request path",

"httpMethod":"request method name”,

"headers":{all headers,including system headers},
"queryParameters":{query parameters},

"pathParameters":{path parameters},

"body":"string of request payload”,

"isBase64Encoded":"true|false, indicate if the body is Base64-encode”
}

pe o — g
- 4N8R "isBase64Encoded" BHES "true” , FRix APl fEAELERENTER body ABE#HT

Base64 #mfd, REGTEFES IS body WEHIT Base64 FEIDSHELIE,
- WNR"isBase64Encoded" HYEA "false" , T~ API MKi&EXS body WEH{T Base64 473,

RETERREISHET

FEITEFERHEATEINT JSON BIRELS APL KX, LAE APL RIKAEHT,

{
"isBase64Encoded":true|false,
"statusCode":httpStatusCode,
"headers":{response headers},
"body":"..."

}

AR

- 3 body AB AT HFIZRIBAT , FEREITEHXT body WEFH1T Baseb4 47h3 , iIRE
"isBase64Encoded" BHEA "true". R body AEFFE Base64 JwhS , "isBaseb64Encoded”
AYES "false". API fX&XT "isBase64Encoded” FYES "true"” Y body IFH1T Base64

fEEE BIRELSE i,
- £ Node js IMEH , REGTEREARARERIBERIRE callback,
- IREIRINIEK : callback{null,{ “statusCode” :200,” body” :" .." }},

- IREIEE : callback{new Error( ‘internal server error’ ),null},
- REIZFREIR ;- callback{null{ “statusCode” :400,” body” :" param
error” }},
- WIRFETEIREAFSIENERAIREIZER |, API KMX#EiRE] 503 Service Unavailable 5%
i,

EcE API Xt ARELTH

BCE API RXARAREIT BIRSHIRFLER |
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1. FEREO TR H S eI RN

2. BIEHE N ARSI E N EIRIRSH API
3. @it API

4. % APl KfnEllz -

EREn T B A elERE

BUEARSS. BR REITEERIE | IMFEECIEIRSTRYR B , B FERsS | HEd
HXHEEToRARSS Bl

TR : RSBOIEAINfE | TEERKYE , iSEIEEE AR,

- Hite |ﬁﬁ,’§®?i wr2 1 = TAEE 2 (50 wr
- 1
2
= 7Y @ e FEAD | Famm | mmae | BS v
v
) | D = soms mEE ‘
. wm Py s
a
_ 0 0 O GB-S O Byte
°

2. EECIZERIIRS T | CIERE. MZRSEL , B FERRE HNREOERE
i IR, REGTEESIAT , 2T Node.js 6 TMEAY AP RXSiHSCHENR api-
gateway-nodejs6 itf&{EF, R api-gateway-nodejs6 IR NEREHNSIZS | B
T SRR, SEER SERE EIRE | £ EMERRE PHREESRENRE

. IBIERERY

EMEEES uEEs EERRT
BRI
AR ERE USERSTTAEENRE Ko ZE S BEESSERIRESTENST, FIUEESELSEREILEERE 7]
==
ZSEEREN api-gateway-nodejsé oss-object-python27

ii. fRERECE. MUARSESSE EIFN FOIRMARE AT .
ii. EMETERE | HEEMES. KEAR. RENRTE. IkERNE , BRE 5.
KTFRBRERG) , TS0 APIRKAA REIHE St | SR 365,
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C) eEeEe FRSES - S Q A =m Ix cu ZESES  ERGX 9

< HEHE

BEitEERs
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2iiEs
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i
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<
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[ 2 23

® (0 & «(C & «C & (T & (O

FgER

C & (& (0 & (0 & (O

FRRE

* @Al i

* BT 512MB

+E7E 60  EARIER

iv. ERENIREE | BERE T—H. BATKIIEHE RAM ZHIGECE THEMAY roleArn
HIRPBR , FRLAGREFEE. BREE APl RXIEFIE eI AP , B SREUSAN
. BDRT B SEREURIN.
V. IZSHER  ERTIR , AT G, RIIeIEREs , BRLE REPIR + |, EEE)
ERHHIENER.

BIEEFHE AR B EimiRSSH AP

BFBTE AP RIXIEHIE S APL, FHEMNIL APl H/EiRARS HREITE,

1. B5 API fXisslE,

BEEHEENSHES SAEE | BRoEFIRNbE  5RE el@Esd. (WRELESE

 BRIRIEEE, )

AR NRREGTES API AMER—HE |, BETARIGRENREITEIRS. &8WEER
SHINBIDRBREENK , 15EEAP] SREGTE AR,

84



API 3%

FAF1ERg (FFH API)

prey SEFIE ?
L5 1 () 1 (=) b 2 (1) A5 1 () EE Tokrres 1 (o)

v FFEIAPI WoRREE 3 (i) ks 1 (ZX) Wt 5 (I8hn) Wit 1 (FF)
:

APIFizE

b

BieRER 1 (E=78)

test teests 2018-05-07 18:05:31 APIEE | HEEE | EEE  #ls

BERE

apitest tost 2018-05-07 14:40:16 APIEE | gEEE | REEE | #s

PR
VPCHER £
EES
SOK/STRAE ISR
v ERAPL

PR

APl >4ERIEERING , ERLIET INEEE At EIRENETE, BRE=MRER | UK. WL
. &L, NERIMNEERSESRIEIIE | SR ARSI R 2 S H R STINE R B s

. INEZERESE , 520 MREHE.,

BIEEFNE X APL,

i. BB ERINE |, BExoEERF= APL S %0 , BEATENAY API 53R TUH.

i. B BlEE APL A\ API QIZEFNE N RFE

EHEEAER , BBRE 5.

R ANRIEERREN AR | 2 APLEARBEER I EER,

EX APLIEXK , L T,

R R NSERER iEEA NSBEE | WAES

ZONE | EEE S B ARSI .
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~ FRERAPL

HEEE

APIFIEE

b

SEwE

TP

VPGB

BEF8E

SDK/STRSERIERR

~ ¥EFAPT

EEE

BRE=AR

EEIAPIEISDK

i\lﬂw]ﬁ_‘ﬁ

TEREREN,
i [ HTTP.
£ 4
o ues
| | wessocker
EEwRE LHANEAE
—mEE a0e5 16a0150420¢071106804471087-cn-shanghal alicloudapi.com
ERPath Jest
& Path , B&FE(]+ , bt Info/[userld]
HTTP Method posT

EX APl [RimiRSS , BEE 5.

IR AlE , 5%

v FERAPT

SEEE

APIFIZR

b}

SEUwE

IpisElEs

VPCEHI

5=sE

SOK/STRENERL

~ @A

foizsi=s:-4

EmERAPL

EEEIAPIRISDK

RS

i 105 JEimIRSSRE ) REGHE.
i. 155 RSZEIR NS REEEHE SIZIRS SR,
iii. IS REETR NEE REBEHE SIZAREETR.

iv. Bt JREVEA . BaREAE Arn, IIRXEEE—RBREITEA
API RXEIRARSHIMEBIEIN , HRHE KRB /5, 23H RAM iz
FISRUENUE, BFRE RAM EHERIEIUER , AERE API 6l

TNERRET RN | ZAE AmEEHNEREETET.

| Ay

oSl O HTTPHTTPS @ @EftE

tionFEE , (EEILL J
FERELUERT B RAPIR R ERES

R wmaem)
4 [Esst wsaian |
|E¢<S% test |

=L acsram:12315790855291 23 rolefaliyunapigatev

TRASTREN RS, RREANER,

A

R 600 ms
ContentType: BfEEFEContentTypesk
Mock AaEREMock

ENXREER | AERT eI,

AR IR

EERFRI AR, BEAFERE REUTERESEE .
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TsmI ) 0 DASS1ED DRSNS BRRL R
~ FHmAel .
 EEAPIIS
SIESE
APIEIZE
R A Y
pr =
sgEContentType JSON (application/json;charset=utf-8)
s R 1 -
i “izBasehdEncoded”: true |false,
VRCER = “satuEieds” BAESAatusteds,
“headers”: {response headers],

i “body™: " !
Eeem ) 4
SDK/RE R, SHERERSR | M

v @RI
mEER 4
EREAR
. EEEEY
ERIAPIEISDK
[ waEe =3 e

NFELZHE , 55 AP I,

iz, API

API B2, EMNTHE  REBPEE] APIFIZE W, SRR EZEH | XeIEH APL T E ST
A EKEREARIER.

1. 855 AP] &Rl TR 40, A APL R T

2. B MSHE i APL,

3MABREY , B REER, EELRESMIANEE. NRBLEERNESR , W%
APLILIEF. JORIEEES 0, XX, MFRFEER, 200 TRIHRIER 70 R

GET fapitest2

Headers

B 4

Query
Tan

PUT, DELETE, HEAD, OPTIONS, PATCH
HWith,X-Sequence X-Ca-Key,X-Ca-Secret, X-Ca-

SEET, FETNEMTIREATAIEY

<htmi><h1>hello FunctionCompute </h1></html>

RIE,
4. 45 APL 755! Uk FRES , M ELAIUE, WATIESS AP a]FE/S , TIRE APl 52X TT , 1§ APL &
5 TR i, RS B R TIRER | AETRrER.,

TR NRE AP EXFIRETINETE | FEFK Header FIEIIAS X-Ca-Stage:
RELEASE A BEIEH#IEFTUAIAERRT APL,

& APL 23l b

APLET AR , MEBARLAERE |, 714§ APL #1747,
1. 7£ APL 3% TRiE , BAk APl &fRey B8 1% , #\ API ©X TE.
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2. EEFEELE Z?ﬁ‘ﬁ &, §$H:'. Zv'ii‘ﬁ API Xj‘lﬁ’f[

BEERTLITAPL:

apitest2

IR AT -

BESEESE:
st

MRERFTHEAMock , STERUFLRARHSHES . BRI
FEER SN P EEAPIEES | EFEE

Itk API,

BEZRMEXET |, 5SS & APL

Nl

PATRE=ARE , 98175 - REISRAE). APLIERRAE. F1 APL RSIREIRG),

BREA A

ERET B PEERMUIERA.

module.exports.handler = function(event, context, callback) {

var responseCode = 200;

console.log("request: " + JSON.stringify(event.toString()));
//Geventi& L AISONRIS

event=JSON.parse(event.toString());

var isBase64Encoded=false;

//RRBEPHARstatusCodeiR[E] , AJFFMiHARstatusCodefJIE5R

if (event.queryParameters !== null && event.queryParameters !== undefined) {
if (event.queryParameters.httpStatus !== undefined && event.queryParameters.httpStatus !== null &&
event.queryParameters.httpStatus !=="") {

console.log("Received http status: " + event.queryParameters.httpStatus);
responseCode = event.queryParameters.httpStatus;

}

}

//A08RbodyEBase644wtERY , FChEERTbody NI THERD
if(event.body!==null&&event.body!==undefined){
if(event.isBase64Encoded!==null&&event.isBase64Encoded!==undefined&&event.isBase64Encoded){
event.body=new Buffer(event.body,'base64').toString();

}

}

//input2APIRMKLEFCRIBIANE

var responseBody = {

message: "Hello World!",

input: event

b
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//33bodyAB#H1TBase644whS , TIIRIEEEER
var base64EncodeStr=new Buffer(JSON.stringify(responseBody)).toString('base64’);

//FCEEAPIMSSREIRIIRT, , 440 FAi. isBase64EncodediRiEbody 2 & Baseb4RiBiE iR E
var response = {

isBase64Encoded:true,

statusCode: responseCode,

headers: {

"x-custom-header" : "header value"

b

body: base64EncodeStr

b

console.log("response: " + JSON.stringify(response));
callback(null, response);

b
iBRH)

LA POST 235K path A0 THI APL :

/fc/test/invoke/[type]

POST http://test.alicloudapi.com/fc/test/invoke/test?paraml=aaa&param2=bbb

"X-Ca-Signature-Headers":"X-Ca-Timestamp,X-Ca-Version,X-Ca-Key,X-Ca-Stage",
"X-Ca-Signature":"TnoBldxxRHrFferGlzzkGcQsaezK+ZzySloKqCOsv2U=",
"X-Ca-Stage":"RELEASE",

"X-Ca-Timestamp":"1496652763510",
"Content-Type":"application/x-www-form-urlencoded; charset=utf-8",
"X-Ca-Version":"1",

"User-Agent":"Apache-HttpClient\/4.1.2 (java 1.6)",
"Host":"test.alicloudapi.com”,

"X-Ca-Key":"testKey",

"Date":"Mon, 05 Jun 2017 08:52:43 GMT","Accept":"application/json",
"headerParam":"testHeader"

{"bodyParam":"testBody"}
API RISSRER)

200

Date: Mon, 05 Jun 2017 08:52:43 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 429

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS , PATCH

Access-Control-Allow-Headers: X-Requested-With, X-Sequence, X-Ca-Key,X-Ca-Secret, X-Ca-Version,X-Ca-
Timestamp,X-Ca-Nonce, X-Ca-API-Key,X-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld,X-Ca-Signature, X-Ca-
Signature-Headers, X-Forwarded-For,X-Ca-Date, X-Ca-Request-Mode,Authorization,Content-Type,Accept,Accept-
Ranges,Cache-Control,Range,Content-MD5
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Access-Control-Max-Age: 172800
X-Ca-Request-Id: 16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC
x-custom-header: header value

{"message":"Hello World!","input":{"body":"{\"bodyParam\":\"testBody\"}","headers":{"X-Ca-Api-
Gateway":"16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC","headerParam":"testHeader","X-Forwarded-
For":"100.81.146.152","Content-Type":"application/x-www-form-urlencoded; charset=UTF-

8"},"httpMethod":"POST", "isBase64Encoded":false,"path":"/fc/test/invoke/test","pathParameters":{"type":"test"},"que
ryParameters":{"paraml1":"aaa","param2":"bbb"}}}

# IarEs
A ARTERANREGIRS ?

ISASBAN R ERRSBRIREETRES S ER ST BEH & SZAIRS IR ERIBTR—EL.

REATLISS N REES— APl N/aimARSS ?

AEILA , BRT AP FIRER—X—HIXRFE.

FHTTP2.0

<t

APIRSCSZRFHTTP2.0

APIRIFKSZHFHTTP2.054M | SIFAPIERSZIEEF. XIFERLESE.

- ZHEER (MultiPlexing ) : iEBRT HTTP 1.x FHTRMEFNAIERTER R NG RATIT E MEZEAKIS.
AIEFIRFIRS I LUEBHTTPEE S BAEMEEHNM , AEILFRE  REBESIRIEElIEH
EETER, NMBREAVEIRER , IBAKMER , MEkENBANZS | BRI LR ER E
RS KRR KSR L.
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API 3%

FAF1ERg (FFH API)

HTTP/2 Inside: multiplexing

Server Client

HTTP response 1 —

HTTP/2 —>

HTTP response 2 —>

HTTP response 3 —> Single TCP connection

- header/E4E : {0 EXXFATS , HTTP1.x fheader B KEEE , MESXEEES KX, HTTP 2.0
FEEPIHIRSENRER "EEE" RRFIFEZRIAZNEEY N TFHEEEYE | FAEEd
FRIERMMMNAE ; "BEER" 1 HTTP 2.0 FIEEFEHIRBAEE , HEFinMIRSSSHEEH

IR | B HETRENBEAEBNESAIRNARE | BEABMREPZRIE. NTEDEXIE
REVETEE.

Request #1 —

N
Client

Request #2 —

WHRIFFHTTP 2.0 ?

FEERIAPISAE ( 2017F7H148LE )

HTTPSEYAPIEBETLAERAHTT P2t T FimFIAPIREAES, (BT HTTP 2.0 RiFEHTTPS T
BT, FRAEESFE HTTPSATEHE HTTP 2.0)

FEAPISAE

ERRANES | EESIRANB TN,
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FAF1ERg (FFH API)

<t

& HTTPS

HTTPSTEHTTPRIERL EAIAN T SSLIY , ISR, EUEINE  ARMEIEERNRE, WASHZ6ER.

APIRIKBSTIFERHTTPSYERIAPIE R TING . FILUZHIZIAPIRS! , RN LGEFISRIAPIRSZ
HTTP, HTTPSE(EMEIIITF.

WERIGHIAPIEEIFHTTPS , AT IRERE :
FEI1ES

EREEEN TR

- — P ERUEEA.
- IR BIE—NSSLIEH

BEX LGS , SEIEP/FAE | 195 PEM 1820, IEPHEINREE (F : APINXTenginelRBZEET
Nginx , EIttRZIEENGInXBEEEASES , BIPEMIST).

SSLERSBA SO HEXXXXX key, XXXXX.pem , BILARFAS A4RIESE+TFF
5

KEY

SR HFESSLIET

HERFLALR , FEHITINTRERT | EREAPINXEREFIS [(FFRAPL] - [(DEEE]  BREEFEY
ESSUEBINAE , EFHHFE
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API 3%

FAF1ERg (FFH API)

FEABRESSUES |, RS BERVEAPIHE 43 Dl )

APIR%
— |§$EE
P S A1 (6D L B APIALEID: o ———SE2
RS RS (QPS) : 500 B com
i )
s 17
R ]
~ WAEAPI Hirgs
FRERE WE CNAMEREHT SSLIE#
I apidaden e LN

(R37i=] -ANSSLIES

L3

BEEL

HRE

RS

HIEBIER

SERER: BMSSLIER
RN, ENFH, BT BXRIN TS, SAUEXFRENFERL, 4~501F
(5

151k U p— BEGIN CERTIFICATE-----
MIIFtDCCB JyaAwIBAGIQRaWF1i00c0zRI1pZ +ultK TANBgkghkiGOw
0BAQsFADBP
MQswCQYDVQQGEWDTIEaMBaGATUEChMRY29TaWdulENBIEXD

7% N - BEGIN RSA PRIVATE KEY-----

PR e

(pem&2i5) 51

RX BTMT2KCUGUSQBQYIVWwdbdCPyAzNDnpbsXFvebrab7P

-UERETR  BREENER , LHEERE!

-IEBAE [ IEBRERTS , FEEHXXXXX pem REIEEAE
- FAtA D IEPBAGFAIR , FEEHXXXXX keyPHIRE. R [ME] /5, TASSLEBAISE.

I3 APIECEERE

HESSLIERE |, B LURAPHESIARRANARAR, , SXIFHTTP, HTTPS, HTTPFOHTTPS=F , HF

ZeEE , BN EEECEMHTTPS,

e v HTTP

HTTP HIHTTPS

BJLATE [FFEAPI] - [APIZISR] $EERZAPL, [APLEN] -4wiE- [IBKERENX] FHTIEN,

-



API Y% FAF$5Rs ( FFH% API)

APISZRHMMY BT

-HTTP : RAYFHTTPIAE] , AFSEFHTTPS
-HTTPS : RAFHTTPSEIE] , AFAFHTTP
- HTTPFOHTTPS : FIEIYRI AR , APISIEHTTPSINYECE TRk, BHIAPLEIEHTTPSAA,

IPi3iElz

IP ila)iz=Hl2 API RKIREAY APl 2fpiREite— , tasiz®l API FERKRIR IP (SZHFIPER ) . &aILUE
TEEREA API Y IP B8/ BBk F/IEEE N KIREINAPLIEXK,

IPiIEH) e

HEZHE | APP+IP OE&

-BE8 , FEE IP &#& APPID + IP (IB&HIAE , AMEBRRFIRNBEKREGSHIES,
- IP BRE , RAFKENERKIR IP BERIEIT.
- APPID + IP tkAPPID REETEIZTERT IP TimA) , Hith IP SRIRISHIE.

-BER | GelLEE IP B8, BEEF IP pURIENEHE API X4,

HRA

kil

mg

APPID: 5678 RV

IP: 140.100.100.200

IP: 140.100.100.101

sy R
=318
KA
- . B2
T

APPID: 1234 Tl BBER
IP: 140.100.100.101

1. IP: 140.100.100.100
2. APPID: 1234 , IP:140.100.100.101

HRHE3 v
THRA BE&R
SIE
APPID: 1234 - APPID: 1234, IP:140.100.100.101

IP: 140.100.100.222
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API Y% FAF$5Rs ( FFH% API)

375k
AR

BREICZIPILEHIRE , A ERFEEHIAPLERIAI SRR E.,

— —iEzn

BIZEIPiT; )z

FIFFAPIRIRI=HIG - [FFIRAPI] - [IPiia)izd]

| IPiiE s

e EH1EE)  Sk2WR SRIGH)  SR2(LE) B DARE @GNS BOARES1GAZEE)
- AP TAKE 3 R
Hiwm
AP AT P A e s
LT REEWE S LRSS0 2018-01-15 20:08:43 FOEET | SUREAP | BIRSRE
£ o s RS 2018-01-15 19:55:08 TN | AP | BIREES
ok, BRBTI0K -
VPCEM
BEER =
SOR/RIEER

M “BlEEIAEES | BHIPERERIeEEO
tlZIPiHiE =S

iR R (HLM)

AR
HIENTF, ENEE, BT, EOESMN TR, PAMNETFHENERF
%, 4-50TEHF

e b ibad *

R T80T FHE

REiH

BREKESHENESR  FHHERTmelE.

- R BRE
- {04 . BBz
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API 3%

FAF1ERg (FFH API)

AR

SIEEREESHENEHIRE , BRBEILUESAPP, IP 5iZAPPP+ IP

IPIGIEERIE ¢ ERIPHEENTR m

L8

EXER

WEAEMID: e233dffdc0e54algade 1781206166894 WEEHER. MR M R ()

SERE: i EIEERTIE): 2018-01-15 19:55:00 SRR 2018-01-15 19:55:09
A

TR

SRBRFIER

RN ERIR
O #Hd

Cidrip Appld BRI #E

P15160174003358 10.10.10.10 2018-01-15 19:56:40 SRR | BIRR

%, SHETI0% -
IRIONIPEF S8R

Appld: EHSappld MEFR,IARRE

P | EASIPSIPR, STELLSE, TERET0T

HH

HEE TRk sRIgARIN.

HBREAPI

IP i AR ESBERIAPIZ 57 BEEIE R IEIER.
£ IP ila)fEh5 U 2R Tam !

1P

23R 1 (Hi) aedk 1 () 44k 2 (k) e 1 (R ER2 (L) E# TEATRRS 1 (Ritnis) B a1 (R %)

LRI 3 (HHEH)
SRIPTTEHEN
R A SRR 3 B BN it
REANE B R U 2018-01-15 20:09:43 mns&a&lﬁ%?@
Wik e e 2018-01-15 19:55:09

TRONEET | SIEAPI | FIPRSRE:

Hofk, EMBTI0% -
HENGFTRENN , N GIEAP!
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API g% FAF$5Rs ( FFH% API)

HIEAPI

TR TSR RMAPL

SRERA: AN

EEERMBAPL
- A . B e o
aliba X B
T API&FR Sh B®IE
aliba
~|  GetUser
| TheTest
o

HREKIEIFIERIAPIRI B Se R 4BE.
T TICEREEEEEE | f—APIREESE—SnIaEH.

HBRIPIS B SR

ERFER 1P HEEHIFIRTE |, MFREN SRERR A,
T . BYSEAPIRGLIRES , FFEICAEGSAPIBHMIES.

Eif4BERIAPI

BRI 1P iniai=diF B |, EiRtih s aSRESEDET.

FAQ

1. 4R7E/MBS TP 5 Rl SERE EIRT A4y ? APIRISSSRFASCRT SRS | 4BERnaRy , FTiER,
2. —PMAPIARIMERE I LASFEARRRY IP i5iElHEH ? 2AY , SRS REIMESFERMN 1P iz
Hl. EWERIMEING, FUANR. SEERIEE IP | RRIFIEIMENZ 2.
3. I ATRELT APP B2 ? APIAREERH{TAPPIRIN , BRI ENAPPEA | MBREZIENA]
, TREERRE,

APIRSSCHIESIE RS ( CORS )
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API Y% FAF$5Rs ( FFH% API)

BT RN 2 B X ST AR H PR Hl731E]

S RBENSZRRASENRSSAENESRIERK— RN |, RRSKRE—NMEE HTTP 5K,
tban | uhss http://www.aliyun.com B9 HTML S@Ei@EILimghdsrcigsk
http://www.alibaba.com/image jpg . M4 FRITFZ MEESINBSKEARIRAICSSHNTE | BGFIHASE

HFLZLRE | SRR TEM AN RENEEHEK , BENEHEASREBEHIEKRORIE , (BRSEE
REET. XEREERIXLAPIHIWebi 2R REEINERE—ME FRRIR | BRIEFEFACORSHLH ( Cross-
Origin Resource Sharing ESiREIRHE ) $REXBRARSS SRAUEECRARRIX NEIRE,

www.aliyun.com/index.html

www.aliyun.com

www.alibaba.com

LEERZHBRMNEERS , BRIERNE[RATBEFNZE , BSARLILEELE |, (BRERNIERER
FFW3CHERF T — MBS E R =S (CORS ) . IRSSAFIRECSNERTSEIMCORSHAE | ATLASREN SR 51
BIRBIAAIRS , SIS K.

Cross-Origin Resource Sharing & s Global 9271% + 199% = 94.7%

— BiEAIREECORS/ M

98



API [3% FBF4ERs ( FFR APT)

2.1 FEFRREIEART

SRR Z CORSRYIIENIHFI D FFMET | BEBRIFRIITTIEK.
LiEKFENHERE FTE= %4 , CORSIIHIFISEREEEH T,
LiEKGER I — !

- GET

- HEAD
- POST

2 35K Content-TypeisERLHIBER FHIZ— :

- application/x-www-form-urlencoded
- multipart/form-data
- text/plain

3.FetchBEN T CORSHEMIES ( BHBERPEEXMELETREANES ) &GN

- Accept

- Accept-Language

- Content-Language

- Content-Type ( FETEEIMNIBRSE! )
- DPR

- Downlink

- Save-Data

- Viewport-Width

- Width

AN CORSKNF LIS E TS CERIETUH TIE.

2.2 [HERIERIEI

BRIBREL , NRSREIERXEIHIEK , FERERLHETLOrigindIsk , RIAXZE—MESIEHRNEK, KSR
InEEEKRE , SRIEE SIS | @iTAccess-Control-Allow-OriginflAccess-Control-Allow-
MethodstaRzsk , SRIREEOIFER.

99



API Y% FAF$5Rs ( FFH% API)

PR  BRZS28Im(alibaba.com)

AIA OriginZk R ES B H B

date: Mon, 18 Sep 2017 09:53:23 GMT

BR55 231 2] & IRAN BRI 2

o 7 It A\ E B
;3(” bl{:%% HSZ:’?U E)% iﬂ[?ﬁﬂ}éﬂ% \—‘[‘éﬁ @ éﬁ —— g;:::/r;l;n??% 2:;: 2017 09:53:23 GMT
BRBIA L | e
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

BRES5 23U B S RAR KM Z

HTTP/1.1 403 Forbidden
Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

W R HIARSEIER A —

MR 7 stk Access-Control-Allow-Origin, {88 Origin #1 Access-Control-Allow-Origin Fi&E5e
BEREERAAEESl, M, RSZImREIRY Access-Control-Allow-Origin: * 3RB8 |, iZ&IRS LABYERSME,
Aa, WNRIRSZ IR ICIFERE http://www.aliyun.com 89158 , IZESPFERANTUT :

Access-Control-Allow-Origin: http://www.aliyun.com

W7E |, &7 http://www.aliyun.com , EEIMIISAEERIAIZE R,

2.3 WSTIERIRT

NESESEARIMNE AR HANEKRIEERIER , FASUAMHUTIIRANERIE , MEsiATRITIERER. Tt
BXRER SR EPreflighted requests ( FFTiRIEEXK ) , Preflighted requests@—41~OPTIONi&EX , FiF
AR ERESIHIIRRIARSS S | REITIRIESE THNRERXEEHNER, EEIRSHNEERINES A
EEIERNHTTPEK,

OPTIONSIERLEBHLBEZLLTELER : Origin, Access-Control-Request-Method, Access-Control-
Request-Headers, fRFZESUEIOPTIONSIEKSS | i&EAccess-Control-Allow-Origin, Access-Control-
Allow-Method, Access-Control-Allow-Headers, Access-Control-Max-AgeskE#BSiNliaesi i@k HIMES
FEFIXMEK. WRPreflighted requestsiGiE@ET , NS F S ARIXHIERIBIRIEK.,
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API 3%

FAF1ERg (FFH API)

PR  BR%EsiH(alibaba.com)

TWHEMAERRN R R R EER

GET /abe.jpg HTTP/1.1
Host: www.alibaba.com

content-type: image/jpeg

accept: application/json; charset=utf-8
user-agent: ALIYUN-ANDROID-DEMO
date: Mon, 18 Sep 2017 09:53:23 GMT

HITEFFIBTHIEFEBIBR, RETFTIER

OPTIONS HTTP/1.1
Host: www.alibaba.com

Origin:www.alibaba.com : & fay |
Access-Control-Request-Method:GET !

Access-Control-Request: ty X-ca-nonce

accept: /-

date: Mon, 18 Sep 2017 09:53:23 GMT

FRZ5 28 1HR EOPTIONS R TR &
: HTTP/1.1 200 OK
2 4ot Y21 | [ ' Date: Mon, 18 Sep 2017 09:53:23 GMT
5 tj#u &ﬁ . Access-Control-Allow-Origin: *
y Access-Control-All GET
Access-Control-All -ty a-nonce
Access-Control-Max-Age: 86400

PR S5 22 1%3R EOPTIONSHIRIZ

AT ERHRIABB A KK i HITP/1.1 403 Forbidden
: Date: Mon, 18 Sep 2017 09:53:23 GMT
: Content-Type: application/json; charset=UTF-8

N[ UA DB L s G N3 N
AR R IXTER

GET /abc.jpg HTTP/1.1 '

Host: www.alibaba.com H

www.alibaba.com ' A J= A |

Origin:www.alibaba.com (5% 3§5%h0) n E‘S ﬁi#U Htﬁ'
content-type: image/jpeg N
accept: application/json; charset=utf-8

user-agent: ALIYUN-ANDROID-DEMO
date: Mon, 18 Sep 2017 09:53:23 GMT

: PRS5 28 iR [ B TR S
DU ﬁ’é‘t‘ﬁﬁﬂfzhﬁjﬁ R[EI4A i Date Mo 18 Sop 2017 09:53:28 GMT

Access-Control-Allow-Origin: *

;Rﬁf Z’S ' Access-Control-Allow-Methods: GET

Content-Type: application/octet-stream
Content-Length: 123424

9087f90jw0iu9o-0...

BEXKFPEIESESL Access-Control-Request-Method ERIRSSES , SLFMEXKGEER GET 750X, 1B RAPRIBE,
3k Access-Control-Request-Headers SRIARSS 28 , SEFRERGELTFNBEENIBERETFE © x-ca-nonce
5 content-type, ARSSEEBEIAREZLINERKEDHITIT.

MEHRIEEEEL Access-Control-Allow-Methods KBRS ITEFim{FR GET HiAkEEK. BENES
DEIRIFIE.

MNZHREEESL Access-Control-Allow-Headers FRIBIRSEERIFE R FIET=FER x-ca-nonce 5 content-

type. 5 Access-Control-Allow-Methods —#£ , Access-Control-Allow-Headers FI{ERIES HEIRIFIZR.

RNEHRIEEESL Access-Control-Max-Age FREFIZIIRAIEATIE /D 86400 7 , thaid 24 /\ad., FEBEXES
B, NRELMARE—ERERALEIMEEK. BER , WESEEEHHP T \RAEMAE , NRZE
FENEED TRABMEE , ALY,

= 7EAPIMFESCIICORSES A iEtE
3. 13CH e R,

APIRIRENAFTEAPL RIS A , ELCANRAFRIAPISRARSHIN E P AMUSIARE] , APIRXSIREIBIF

9
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API 3% FBFt8Ea ( FFRL APL)

T EEAEaERL , FTEE— R
EFIRAIAPLEK

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

[EimfRoS M

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

APIRISCRIE

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

MEBE="MRIALIES | APINXSSBFREmIRS MEM—EIEX , Ein—N sk

Access-Control-Allow-Origin: *
XANEIHSLIRER | AAPIRFFAEEAERIAIE,

MRAFEEEHHNERBERNNENEEL , REEERmRSNET , BIlAccess-Control-Allow-
OriginiXANESIEELEPET | [RimBRSS MRS RAESFAPIN KB Nk, TEE—MIF , XM6IF
FRIAPIR fpifFhttp://www.aliyun.com X—Makisia)

EFIRAIAPEER

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT
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FAF1ERg (FFH API)

[EiRERSS R

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

Content-Length: 12
{"200","OK"}

APIRISKRIZ:

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 12

{"200","OK"}

3.2 SLRFRS IR RIEL

APIRIKX SRR E 755 AOPTIONSHIAPL , FEBEIRARSAIOPTIONS B BEAEFin, METEN
OPTIONSHIAPI , EXHEAIERD SIEREAPI—H , BRRHEEIR

- ©XAPBAIES TURSZEREITIAIL ;

optiontest - IEX, & EEAPHIE

BUHESE
| ERR R
#E  ChuxiangTest

APIZ R optiontest ]

TRINE FIME
1. SRNA, BREBEREAP, MXF IREH ST, BEEY EFREAPITHIE R
BAPIF MR
2. “FNEAPIR RN HRETH, it . BRESER LRANE, BUERAPIRBERMAE.

2

A

ERER:
SRR N R, SEF REAPP EA .

AR @RE
MERRE R, HEEAPES TS LRH, MERDNARRE L2

optiontest

E=1E

- EMAPLEKEY , FEiREpathh/ , FEILEATBFIER. EEHIEZ/OPTIONS , APIRKIEHIAES
FOANRBISKER HEEED, , BAEN , BRFAEEENIE RS ;
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API g% FAF$5Rs ( FFH% API)

optiontest - EX.  t EEAPHIE B

TEXAPHER

TEREREX

R © FEWER O R HREEEE O REERR@ER) O TN REEEE)
i HTTP [ HTTPS || WEBSOCKET
BE LR ANESIERR

jmi oo 6720fbdf75 0dSece918420a8:

I RPath i ULERATH F B

ERPath B E TR SBhAParameter Path, SRE]D, LhiligetUserinforjuserid]

| HTTP Method QOPTIONS ¥ |

ABiERE ABE

ERPHFESH, SIEPath-FREIASH,. HeadersBH. QuerySB¥. BodyB¥ (EdFormRSEMNSH) , SHAIFIME—

ABEX

EHnE BUR BEE ) B BRIAE il ik wit

~

FFEILATEENAPISH TN — N 5iERIOPTIONSHIAPL |, SEE MiX—HAPIESERISZ S KRRR. B
FRILARACURLAERII B CHIBIAPINZ SR , FEE5—NENFHIOPTIONSHAPLAEF— 1R
il :

sudo curl -X OPTIONS -H "Access-Control-Request-Method:POST" -H "Access-Control-Request-Headers:X-
CUSTOM-HEADER" http://ec12ac094e734544be02c928366b7b26-cn-qgingdao.alicloudapi.com/optinstest -i

HTTP/1.1 200 OK

Server: Tengine

Date: Sun, 02 Sep 2018 15:32:19 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 172800

X-Ca-Request-Id: 1016AC86-E345-405C-8049-A6C24078F65F

FIF7ESEI 575 A OPTIONSHAPIHIRHRERE T B —m2 | APINXESX AP NG IRIRSS REM—Ee |, 1
NP9 NEStaisk ( Access-Control-Allow-Origin, Access-Control-Allow-Methods, Access-Control-Allow-
Headers, Access-Control-Max-Age ) , EimiRSMES , TEREIFHEHLRBEEAPIRCEAIAREL,

THEE— BN ERER B RSN E R,
EFia75 5 90PTIONSHIAPLER

OPTIONS /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type
accept: application/json; charset=utf-8
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FAF1ERg (FFH API)

date: Mon, 18 Sep 2017 09:53:23 GMT

iRk N

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET,POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

APIRISCRIE

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET,POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

BEFRARRIERSER

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

iRk NI

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{200","OK"}
APIRIK AT &

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Allow-Headers: X-Requested-With,X-Sequence, X-Ca-Key,X-Ca-Secret, X-Ca-Version,X-Ca-
Timestamp,X-Ca-Nonce, X-Ca-API-Key,X-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld,X-Ca-Signature, X-Ca-
Signature-Headers, X-Forwarded-For,X-Ca-Date, X-Ca-Request-Mode,Authorization,Content-Type,Accept,Accept-

Ranges,Cache-Control,Range,Content-MD5
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Access-Control-Max-Age: 172800

X-Ca-Request-1d: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

B \IE ( AppCode ) A=CIEFEAPI

1.85AR

BT ER = APIR KIRA Z T NI E Finia KL 2INES T, | SiEEZ=APPIAIES . OpenID ConnectZ, X¥
F' FMEZ=APP "“XMAIEST . BRIFFATLURERFMIAIER !

1. BRINIE ;
2. fEERIANIE,

MFBERERINEST | TLSEXNXY | IBRER AN
https://help.aliyun.com/document_detail/29475.html

G F ARSI TRNRE S TUAERAAEI. BRIALE , MEANY , ISRINES VB ER SRS
, BERTERMNERSZRERE. BRINEAREEERAPIRXIARIAppCodei I TRHAIALE , BARER
AppCodelEiFRkH , HEBBENERNQuerySEHHITHMIAIE , SCRIFFAAPINEE]. THEXE
N IAZRTREA -
L. APHR{#ECIRAPINATIRIR MERAPP “AiEs, , BXFAppCodeihiE (FTE=MIAH
APIZERIAEBSZIFAppCode ) ;
2. APLEREEAPINX" NMAEE "GIE—1APP, amiaAFAE=TAWIAPIRN a2 NEeIE
—/™ APP ;
3. APHRHELERERIAPPHITAPIHRIN , EENAGRESE A :
https://help.aliyun.com/document_detail/29497.html
4. APLEREZIAPINKIZFHIEN” MAEE "#EIAppCode/AppSecretiH T B INENTE A
AppCodefTTEIEIAIERIAPLEA.

2. BIESTRHEEIAIEISTUAPI

1. APHEMHEERIEAPIZINIEL I FRIEE" WEZAPP” | siEER" Openld Connect & [
ERAPP
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2. AppCodel NiEEINEE B IFAppCodel AIEARRAY) L MELR ;

BIEAPI ¢ EEAPHIR

I ATRIER
248 integration_fred s sEea
APIZFR
RRINE FI2ZAPP
AppCodeiAiE iJ AppCodeiMERIEEMATAS R IRT

3t 1kAppCode IAIE
HRWE Jt¥FAppCodelAiE (Header)
#¥FAPPCOIATE (Header & Query)

AP FIEERRE (HRXAAEEX-Ca-NonceBH)
RIEARIKE RIEVPCAMIES
T AW ERE®S S5 LRER

R

TEFRE TAppCodel \IEPU MATRAYE ) TIFERE |

- PRREMHEFRE | BUARHE | IR EZRAPILEZER™G , NS5 EAppCodeifEHeaderdhi T
TANIE ;

- Z1FAppCodelAil : TTIEAPLER PR , #AHE | HREEASEHER ;

- eFAppCodelAilE ( Header ) : TGIBAPIRE LZER™ , #FE | ERSIFEAppCodefiitE
Headerdr#HTIAIE ;

- 78¥FAppCodelAilE ( Header & Query ) : TIEAPIRE LA™ , #HE  BESHHS
AppCodeffifEHeaderd , 5i&EAppCodefiEQuery - TIAILE ;

ER , EXAPISHRRHR | AREENIEHAppCodelIkaiE HeaderS#

Y| N,
Y
3. FFE TJ_ lf
APHEEISAPER E A AppCode B /S | APLEREMAILEAEES T ETHAT , AEEES

FinESREETET . AERMNN B TNTBESERIAESBERAPL, EEZEHHAR , —ME%
AppCodeffiftHeaderdri#TiEA , —M215AppCodefifEQuerySEi+iH1T A,

3.1 &AppCodejfifEHeaders

- & kHeadershiisg0—" Authorization "£%% ;
- Authorization=ZERR9ERIE "APPCODE + ¥fzS# + APPCODEE" .

B

Authorization:APPCODE AppCodel&
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=~

Authorization:APPCODE 3F2504E04F8911D39A0C0305E82C3301

3.2 ¥AppCodefifEQuerys

- IERQueryiRINEY "AppCode” 244 ( ERISZFF" appcode” , "appCode” , "APPCODE"
"APPCode” MMEL) ;
- "AppCode” S#iHIEIAppCoderdiE.,

=~

http://www.aliyum.com?AppCode=3F2504E04F8911D39A0C0305E82C3301

4 X eI~

BERIALELTVERIFEESE , RETERNERITE | BRIEAppCodefF A EEMEP T , Hk—L
Z2fE  FLEM

EFunFIAPIR X 2 BIS A ERHTTPSHITIERS | R ERAHTTP/WebSockettlGH 78R G, FEoBEEIA
AT, . AppCodetE(EHnIEH{#MAIASL , MIHTTP/WebSocketB{SMUEEINE , —EHMBESHIMNED
HREME , BIEFEARIESKAppCodefIXIEE.

HTTPSZ£5RHg

S4HHttpsPolicyfig =

RFRABSE DRBAPISEMSIFHIHTTPSR 25 , HTTPSRERIR(HIE T & RIEBISEEM
, BIBUAPIRIESZ3FHTTPS1 1 TLS1_O,HTTPS2_TLS1 O,HTTPS2_TLS1 2% 25 , (BRRRegionZiF%
ERMIIFAR |, EEHG->DEFIRRATEEARegionSTHHFIHTTPSR 5

HTTPSZ£5RIRSIZR

HTTPS1_1_TLS1_0

- HTTP1.1#M¥
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- XFFTLS v1.0, TLSv1.1, TLSv1.2

- XIEFIEEEEY : ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-SHA:AES128-
GCM-SHA256:AES128-SHA256:AES128-SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-
AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-SHA256:!laNULL:!leNULL:!RC4:!EXPORT:!DES:!I3DES:IMD5:IDSS:!IPKS;

HTTPS2_TLS1_0

- HTTP2t1Y, i3 http2ihi&iERERheaderiE oG

- ZHETLS v1.0, TLSv1.1, TLS v1.2

- TN EEEM : ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-SHA:AES128-
GCM-SHA256:AES128-SHA256:AES128-SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-
AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-SHA256:laNULL:!leNULL:!RC4: EXPORT:!DES:!3DES:IMD5:!DSS:IPKS;

HTTPS2_TLS1_2

- HTTP2iY, iR http2tii S iEFaRheaderi® /NG

- ZIFTLS v1.2, iFR: FEASTRFTLS V1.2 FimiS Toi AR L

- TEINERELEEM - ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-
SHA384:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES256-SHA384:ECDHE-RSA-AES128-
SHA:ECDHE-RSA-AES256-SHA:INULL:!aNULL:!MD5:!ADH:!RC4:!DH:!DHE:!3DES;

L

1. EEIRIIE TR PRE

R R THEAHTTPIYAEREUEFIAAEHE, APIRIKIEEHEAISON Schemae IRE! , FiskiiA R
APIZJEHIERVALTSE | INSHEEREEEHMLFER , REFRINBETES. Bt , BEEXEE , 7
ERFEIZRIAPIFINLAS A , FBFTEAPIRISDKSHHRT , KEXAIModel=BEIEMRIRAIPOIOZ, XHEATLL
IEERPEANSHRENY | BiTLSERFRFFMCREIRIEEE.

APIRKARELTE L ETISONSEERANANE | (BFE—ERISRMIRS -

1. A5l Tt =B AObjectZAHISON Schema
2. Sref({iEARBFRIRZIModel3|FH, Modelfy ‘ref 3|HEiEUEETLLED CreateModelf1Describe
Models3%xEY, ‘ref AZHEHEILS|E.

ApiRRSTHFAEEIAI LIS E I T EN
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{

"required”: ["name", "photoUrls"],
"type": "object”,

"properties": {

"id": {

"format": "int64",

"type": "integer”

2

"category": {

"$ref":
"https://apigateway.aliyun.com/models/bbc725be4b0b48b79bdd2f6ebbdcc8c0/a5e7741d8a3a4bcb9746275a0db15
fcf"

b

"name": {

"pattern”: "A\\d{3}-\\d{2}-\\d{4}$",
"type": "string"

b

"status": {

"type": "string"

2

"dogProject": {
"type": "object”,
"properties": {
"id": {

"format": "int64",
"maximum"”: 100,
"exclusiveMaximum": true,
"type": "integer”
b

"name": {
"maxLength": 10,

"type": "string"

o o o o e

2. glERisny

fEaT LB B =12 HAYOpenapi-CreateModeli#{T1&ELBI5E, FiF |, SR LAETAPIR ARSI S#HITE!
7=,

REMEER(ERERIEAD

1. mEpEEE
2. AHERIETE | HNEELETE R E R AE SR

APIFI% SHMEFIR
sEREbE S (59 teit2 (68) 51 () 52 (L) “2B1 GRAD s FMR EKNE ER) DHRET (W)
- FBAPI BT (H5) 85 (FR) =B (6) B (BERD) (x5 IR (aFF) 0 () A (1650
SaEm Ll ze)
APIFE s o iR
R tost tost 2019-01-29 11:22:21 APIEE | A | AEE | EREE | Bk
E
s, BRETI0R
IPibiaRE
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SwaggerS\GlIE EAL

ApiRX3ziESwaggerS A\, SwaggersZ{FhiIModellHXRNBSTESWaggerS NFINGE , SEZSHETE
ARER, IR | BdSwaggerS NERET , ASEEEEENES | ASHTRPEA.

3. (eHEERE

SERAREIRIEIESS , TR EER AR ETEERARE, EEEMFER , JLIEENRERIETR | &5
BN , UREFIESEAIURL APIRSKIREEIRTLUEL ‘$ref{URY) SESLIUMEEYBAIINE 5 IF,

RAFHENHRHERERHTIEN , T REA LHESIRETMERREN. FELSAIR | BRI
URIABERBIRE UL M3
| EXER =3

APIS4IID: bbeT25bedb0b48o79bdd2f6ebbdccBed

| BREEX

{"required":["name", "photoUrls" ], "type":"object", "properties":("id":{"format":"int64", "type":"integer"},"category":{"$ref": "https://apigatevay.aliyun.com/models/k

4. HpRiEE

FFAILAXS S E FROEEHTIFRIRIE. IERCAPIMRALEFEEIFIAPIXRECK R |, INRMEEIRTARERS (24
LAPIISDKSHAMFARE. Hit , MEMREISERERE

APIRIS<R iR SRS iR

PR — £ dek 25 {sE PR 5t A

APIRIRAM I F BB ARISIEAPL , BRBSZFFRMIGE , 8N EALIER— "HMVPC RIS

- IRVPC a2 A F3TVPCERAMILRiZ 5 4HAIAPL | iRBEXR1000)RERMRH.

- IRVPC B ASTHFHTTPSIGE] , ANSRESLHHTTPSIGE , IB40EE CEE.

- BPEE CRYEERT , FESTEFHEBRINCNAMERRTRIVPC g2 |, ARBESE LYEECHY
3.

AREBISCHISEE |, I — s FREDS FAERCEEIA—H | RIASE W TR

HELHIRRHENR
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APIRXHZSLBIRIRRISIA)3Z B regionfrE AR VPC(E,

API Gateway

EESik:

FEAPIRI KIS - > FFIAPL-> S AEIR- > DEFE , Rt "FHEVPCZRig=R"

— P ARMVPCZRIES | BIizE= I LB ELEAPL

e | MEHE |+ SEHEIR
=81 | BAER
- FBAPI s 1 () 27 testwuiing
sewm -
A R . B . 8.8 ¢53 B, ¥ cn-hangzhou.alicioudapi.com
AP —sus (R=BHAREIRER, FERIOOKBIRY, FESRIAETRES)
MWRVPCHE: KB
B3 B
SHIR TGHE: FFRE (VPO)
58 QPS EM: 2500
PEEN EM D pouoanyond S (5EFTIURI—
=g wlingtest
e
vecies fE—— HTTPSZE%E: HTTPS2 TLS1.0
S ERBIHttpsPoloy I
— (5% FRIIHtpsPolcyRIT—3)

TELHIRREANR

RatAER

APISHEID: . OZa " . W STeSZT50

RALR RS

ROIRD S ERER

 MXSEE eI EEE

TE=LHIRVPCRRIGIAIRERASE—MVPCHRL , BfttVPCNITTEES M5 =3 EZSE B RAIAPT , iXF
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BRENZZ.
EESik:

VP

APl Gateway y

1. BRIAPIMXIzHIE - > SLAITE MNAIEZSLA R E iFhAEAPIRIVPC,

= QnEs

mm Te &% fL EMSES @ O W @ o 6uex (@)

e | s
ER2 (LW) i1 (W8) k2 (%) £463 (3kRN) %465 (PFRIEH) =1 GRYD B () i

E) FbOR BAHE (BR) ORED (SMR) EIERET (X) 8% (RR) HIE (2R) E (GRERE) RE (%)
» AP RE (#8) RE (BEEL) EHE (G0 p G yAS )

Gaxm © 3R (VPC) : apigateway-cn-£s = u aseE ]

EXEA wulingtest  EEE#
A %6 BK 1(g,h)
HTTPSR LMk HTTPS2 TLS1 0 WEHitpsE LM

18275 mmite GIEEEIE: 2019-07-16 17:11:55
= BABDWRE 2500
RO SLA: 99.95%
2pist.smal BAABAGEE: 56
BALREHER: 100M
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2, EZEHITHRFFERET , FHEAMIGE , BIAET AN _RHZEAP ( BiE @i CNAMERETEZ
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S | pMEME |+ SESENR
=8 | BAER
- FHAPI el 1 (M)
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nmEs
<270 ROVRE FFRH (VPC)
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axEm
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BUEEER
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-1, E=LHEKRESE "ANBVPC |, MSEREFFHBRMVPCEZ,

-2, HEZEIHIE "NIBVPC" REZE | IZELGI THFB 2 ANVPC R = B EFHEE AXIHHI
VPCHRY , FRAIVPCHABERIAITIZAPI Y,

- 3. HHENHZA) (FHegEVPC ) TREIEZELF6IR , NRHE EFFETHMVPCEE |, F825%
FHBEZ=SEAIANILVPCE |, Z8EeRsEfIRNTR., EER « WATHESARIAEAPL, REEMAT
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