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"n": "qSVxcknOmOuCq5vGsOmaorPDzHUubBmZZ4UXj-9do7w9X1uKFXAnqgfto4TepSNuYU2bA_-tzSLAGBsR-
BqvT6w9SjxakeiyQpVmexxnDw5WZwpWenUAcYrfSPEoNU-OhAQwFYgqZwJQMN8ptxkd0170PFauwACOx4Hfr-
9FPGY8NColO4MfLXzJ3mJ7xqglZp3NIOGXz-
GIAbCf13ii7kSStpYgN3L_zzpvXUAos1FJIIPXRV84tIZpFVh2lmRhOh8ImK-vI42dwID_hOlIzayL1Xno2ROT-
d5AwTSdnep7g-Fwu8-sj4cCRWq3bd61Zs2Q0J8iustHOVSRMYdP50YQ"

}
XERTHIEsonfEDl , HfEByamEEE G , FEEEH

- IWTIAIHEG R FEZEEPublic Key, iIEZERFFEAIPrivate Key , BRIHXSZHFRSA256ELE
- NREFERESNson Web Key , kidFEREW/ARY , Bkid A%
- BILAEEE S Mson Web Key, jwksEe &R LA Sjwk—ie (A
- WTAIEESSEREL BRI parameter5SparameterLocation3EBUWTRYE |,
- %0 : parameter: X-Token, parameterLocation: headerZ&/mMIBEKAIX-TokenLsEEBUWT
- WNERAPLERCE T Sparamterfc ERIEHISEAT , paramterLocationa] LAZEE , BUETE
A AR HRES

e

AL song B yam It& N RUSRECESaYEME | MFEziAYschematB@ , ATLUEZRyaml to jsondEi T B3k
HTEC BRI |, yamIEZHIER D TR

parameter: X-Token # MISEHISEFFRBUWT, IIRAPIFISEL
parameterLocation: header # APLABRETEIUAT RIS, APLABEEER Tl BFIERIWTHNSEEULE, ({G2h
‘query’, header

claimParameters: # claimsSi&i, MESEjwt claimsiRET AfEiHmESE
- claimName: aud # claim&#R SIFAHFIFAT

parameterName: X-Aud # BESEESEER

location: header # BUEIESEUUE, 3745 query,header,path,formData’
- claimName: userld # claimB#R, S3FAHFFAT

parameterName: userld # BUESSSEZTR

location: query # BETFRRISEUIE, 245 query,header,path,formData’
preventJtiReplay: false # SEFFEEYT jti RIBTEMIGE, ERIA: false

#

# “Json Web Key'#9 Public Key

jwk:

kty: RSA
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API [3% FBF4ERs ( FFR APT)

e: AQAB

use: sig

kid: O8fpdhrViq2zaaaBEWZITz # EREEE— N WKRT, kid 281549, BINRFRIWTE S T kid, MAERIekidAI—2iE
alg: RS256

n: qSVxcknOmOuCqg5vGsOmaorPDzHUubBmMZZ4UXj-9do7w9X1uKFXAnqfto4TepSNuYU2bA_-tzSLAGBsR-
BqvT6w9SjxakeiyQpVmexxnDw5WZwpWenUAcYrfSPEoNU-0hAQwFYgqZwJQMN8ptxkd0170PFauwACOx4Hfr-
9FPGYy8NColO4MfLXzJ3mJ7xqglZp3NIOGXz-
GIAbCf13ii7kSStpYgN3L_zzpvXUAos1FJIIPXRV84tIZpFVh2ImRhOh8ImK-vI42dwID_hOlzayL1Xno2ROT-
d5AwTSdnep7g-Fwu8-sj4cCRWq3bd61Zs2Q0J8iustHOVSRMYdP50YQ

#

# LIS E S MNWK(ERSE 5, AIASjwkFR—ieht S

# BELE SN WKET, kid 229587, AR W TS A 1R Hkid, NG LM

jwks:

- kid: 09fpdhrViq2zaaaBEWZITz # 7£ RECE— N WK kid 2ENEAY[ENRFIWTE S T kid, XS kidHI— Bt
kty: RSA

e: AQAB

use: sig

alg: RS256

n: qSVxcknOmOuCqg5vGsOmaorPDzHUubBmMZZ4UXj-9do7w9X1uKFXAnqfto4TepSNuYU2bA_-tzSLAGBsR-
BqvT6w9SjxakeiyQpVmexxnDw5WZwpWenUAcYrfSPEoNU-0hAQwFYgqZwJQMN8ptxkd0170PFauwACOx4Hfr-
9FPGYy8NColO4MfLXzJ3mJ7xqglZp3NIOGXz-
GIAbCf13ii7kSStpYgN3L_zzpvXUAos1FJIIPXRV84tIZpFVh2ImRhOh8ImK-vI42dwID_hOlzayL1Xno2ROT-
d5AwTSdnep7g-Fwu8-sj4cCRW(q3bd61Zs2Q0J8iustHOVSRMYdP50YQ

- kid: 10fpdhrViq2zaaaBEWZITz # fEREZE—NWKET, kid 2ET35EAY, BUINSRFIWTE S T kid, <SRG ki dAI—Eit
kty: RSA

e: AQAB

use: sig

alg: RS256

n: qSVxcknOmOuCq5vGsOmaorPDzHUubBmZZ4UXj-9do7w9X1uKFXAnqgfto4TepSNuYU2bA_-tzSLAGBsR-
BqvT6w9SjxakeiyQpVmexxnDw5WZwpWenUAcYrfSPEoNU-0hAQWFYgqZwJQMN8ptxkd0170PFauwACOx4Hfr-
9FPGY8NColO4MfLXzJ3mJ7xqglZp3NIOGXz-
GIAbCf13ii7kSStpYgN3L_zzpvXUAos1FJOIPXRV84tIZpFVh2ImRhOh8ImK-vI42dwID_hOlzayL1Xno2ROT-
d5AwTSdnep7g-Fwu8-sj4cCRWQq3bd61Zs2Q0J8iustHOVSRMYdP50YQ

SR IRIGIE)(CORS)

KT CORSEHFIRLIARIEMATRA 2 EXRNE

EEE

ALk song B yam It& N AISRECE @AY | MFEziAYschematB@ , ATLUIEZRyaml to jsoniEie T B3k
HTE BRI |, yamIEZHIER D TR

allowOrigins: api.foo.com,api2.foo.com # FFHIORIGIN, FHiEZE55F8, BRIA"*"
allowMethods: GET,POST,PUT # R1FRY75E FES R
allowHeaders: X-Ca-Requestld # f8iFHIIERLER IS SR

15



API g% FAF$5Rs ( FFH% API)

exposeHeaders: X-RC1,X-RC2 # 7RiFRELEXMLHttpRequestXI Ik, FHIEE SR
allowCredentials: true # 2& i Cookie
maxAge: 172800

SRRl

B EFI LS RRRENN EEFEAPINXIRS EH , B0 RERIRA , EINFEE

EFYTE

- (REEGET /55N
- NEFFERBADH _FIHZRNER, BAD B RIFZHF10000%/KHMREH , (NBATUHHE
- Al EEGP AN TR ERX S ARNER
- varyByApp: $IX AR ERIApp X D&
- varyByParameters: 13 RERISHEEUEX S EF NHFERIAPIENEIRBAISEL
- varyByHeaders: 133 A ERIERLX 5457 , S0Accept,Accept-Language
- MERFES MRegionT LUEBNEFZEASMERRARXSY), EFRIIRMRER, BfEH S S E
FEENNE.
- MRETFEIRMNEFAICache-ControlSkIIAERLIEEF |, SREiRARECache-Controlsk |, M
BINER , (SR BAIduration=F BRI E1FBHART A,
- B ACVFRIRB AR 8 /948/\8F (17280070, B IX MY ERECETCRY | #9048/ )\aEHR
- RRERARLIEZE FimAYCache-Controlsk |, ATLAIEII clientCacheControlXki#{TECE | modeBUE
y5|
- off: ZREAFEEFimiEkFAICache-Controlsk
- all: SMBEXIFrEE FimiYiEkFiICache-Controlsk
- app: (B AppldiEappstt &5IFFHYiERAICache-Controlsk
- WFEHIHeader, BRIAERMF{VEFContent-Typesk, INSUREETE S Headers, BI{FHEE
fhfficacheableHeadersE &7 M

e

AL song B yam It& N USRECE SR | MFEziAIschematB@ , ATLUEZyaml to jsondEie T Bk
HTEC BRI |, yam B HIER I TR

varyByApp: false # 2EZIRHRISHIAppldRX HEFRNZE, Ehilfalse
varyByParameters: # IZERARNSHEERR D EFHS

- userld # SHER , WRBIHRSHMETAFRRNEIR | XEBESMEENSEHETR
varyByHeaders: # REEBARRIEKHeaderERX D EEFRNS

- Accept # "Accept FRZIBAERAcceptsk KX HERF

clientCacheControl: # 72 FimiEd Cache-Control SLRFNNETZRES, BN off

16



API [3% FBF4ERs ( FFR APT)

mode: app # off: {E4FFAlE, all: IFATELH, apps: SiFappldBYETE apps FIRAEH
apps: # fIERmodeftE /9 app’, Nt Appld FELA T FIRHEYEE

- 1992323 # EHEAppld, TR EAppKey

- 1239922 # E#EAppId, EEARREAppKey

cacheableHeaders: # SVFEFIEitHeaders, BIARERF Content-Type 1 Content-Length’
- X-Customer-Token # 7iFEFHIHeaderZ R

duration: 3600 # BRIAFBEAAVFLEL

[ it e

1. #E

Routingfi & RIBIEKNSHINESRASHNE , TEERMEILE. K. SHEEEEN8EH. TLAT
EFERE , BERT , AR D FTE.

2. BEeET5
2.1 BB

AJLAEREjsonaEyam &V RIKECE SRS | RS ziRIschematB@ , ATLAIEZyaml to jsond&fr THK
FHTECESTURREIR | yamIEAVER TR

routes:

# HERTIRIAppPId /" 123456" /Y, EREAEIRZAIMIL, FIFHEE 7 VPCIEINE 7" slbAddressForVip"gyithit
- name: Vip

condition: "$Appld = 123456"

backend:

type: "HTTP_VPC"

vpcAccessName: "sIbAccessForVip"

# SR ENE Fin, REIAESHHIINE, ClientVersion2APIHIEEN S
- name: MockForQOldClient

condition: "$ClientVersion < '2.0.5"

backend:

type: "MOCK"

statusCode: 400

mockBody: "This version is not supported!!!"

# RS B5%HNEKIEHGEF A RN

- name: BlueGreenPercent05

condition: "Random() < 0.05"

backend:

type: "HTTP"

address: "https://beta-version.api.foo.com"

17



API g% FAF$5Rs ( FFH% API)

constant-parameters:

- name: x-route-blue-green
location: header

value: "route-blue-green”

BCERIRATIRI IS Aroutes , 2% M routeXds , P routeXISKATEE—RIKH , BRIEBALIT/LNES
L=l

- name: FRXMEHNER , KMNERXFENHT , T MEHFPRGE— , NRGH T7TXEES
, BIRKEIHE RSB S — B 9X-Ca-Routing-NamefHTTPL , 8R4 REG PHIERHETR

- condition : EEHAISRMRIAR | FKEFRAAIITENAI 2. 2 ha9EA | NRBERISKEGERM
FIA , WALKEBAGS , RoutinglfhSIRIRIRNECEINF M LRI T THIET , FHIEEKIERS
WPHNE—HKICR  HZKEECR  NREEE T SAERIER |, BFHEEERENINF S
ERNEE—EL

- backend: [FimfEA , SAPIMKRISWaggertnERIF—E , BEE[ , BinE/REAPINGIR L BS
backendEtEFANE , IIEB=EHbackend 522 , £I27REFixX-Ca-Error-Code: I504RB |, 24
BRXNMERE , BEEBCHbackendELERETE , XFBackendfiih | i55H82.3%5
, Routing#ff4+aIBackendB=EHIN

- constant-parameters: AL B{TIRERHENEESE , BEESHSINEGPEANEREXRLE , B
FRinaols5iBiER0E | locationsziFheaderfquery,

2.2. Condition&/(4FFRiXR,
2.2.1 BEAE;

- ConditionFX5SQLERIAT KM , BEREFXAZH$A = 'A"and '$B = 'B’
- SELASTL | AILAS | BEAPIFRE MRS E(APLAMETSEEARITR) , INREEAPIFEN TR
querylf9821 , MSqueryla L AFRRERIERFPAIquery1S8Es
- XL TR E2RE
- STRING: FFRFEREE |, SHFRSISFHXE|S | @ “Hello”
- INTEGER: Z#3:5! | 40: 1001 , -1
- NUMBER: Z#42<8, |, 40: 0.1, 100.0
- BOOLEAN: fp/R28Y |, 40: true, false
- JLAFERand, orskiEEARRRIA
- AILARIMES (|, )SRIEESRMFIRTAIINER
- Random(fEAREREL , BILAFAE—P0-1RINUMBERZ RAZEEIS 4L, FATFRENAYFIMT
- AILAMEA $CaAppld FZXKE |IFHBIEKRNARSH , RASHAZEAPIRHEN RIS/ | B
REEAPIREN TEENSE  BEINESWEENSHES | TRTEBREGNIRRESHGIRN
T
- CaStage: HRTAPLEKAYIALE, RELEASE,PRE TEST
. CaDomain : METERAEHSZ
- CaRequestHandleTime : {&ER&MEAIUTCRTE]
- CaAppld : iIEKSEHIAppld
- CaAppKey : 5 KSEHIAppKey
- CaClientlp : ZFimIP

18



API [3% FBF4ERs ( FFR APT)

- CaApiName : SIERHRAIAPIZF
- CaHttpScheme : EKAIHMYHTTP,HTTPS,WS
- CaClientUa: ZFim E{EA9UserAgent=Es
- MRFARPERTAFENSE, t$UnknonwParameter = 1, MFRIAXAIFIRTIRElfalse

2.2.3 4RI B

S%HILERAE

Random() < 0.05

SRIAPIERAIZMITIAR

$CaStage = 'TEST'

BENXS#PmUserName2Admin B3EEIPRE47.47.74.77

$UserName = 'Admin’ and $CaClientlp = '47.47.74.77'

SRIEXRAIAFIZL001,1098,2011R5—4 , BERAHTTPSINUIBRK

$CaHttpScheme = 'HTTPS' and ($CaAppld = 1001 or $CaAppld = 1098 or $CaAppld = 2011)

2.3. BackendiE X SB =AM

BackendfV4EHI S APIME S N\ SwaggeritUEHE—EL , IFHIBESE BT S A\ Swaggerfl32APL , BRISGF
NRIREAREEHWT , IREGPAEETHGHRRER |, AEETELSIRE , UAEEESENF
B, (UEEFETERIRIA,

- HTTP

backend:

type: HTTP

address: "http://10.10.100.2:8000"
path: "/users/{userld}"

method: GET

timeout: 7000

- HTTP_VPC

backend:
type: HTTP_VPC
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FAF1ERg (FFH API)

vpcAccessName: vpcAccessl
path: "/users/{userld}"
method: GET

timeout: 10000

e

backend:

type: FC

fcRegion: cn-shanghai
serviceName: fcService
functionName: fcFunction

arn: "acs:ram::111111111:role/aliyunapigatewayaccessingfcrole”

- MOCK

backend:

type: MOCK

mockResult: "mock resul sample”
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

2.4. R4l

- FEHROSI AR/ NR 91638455 | #Bidie4iRiEInvalidPluginData.Toolarge
- B MRoutingil@ A HISETRT 165k | BT fE&iRiaInvalidPluginData.TooManyRoutes

- B ConditioniBEIA/NRHIAS512FT |, EBidfE&iRfEInvalidPluginData.ConditionTooLong
- iR E TSI N EATE BT ZIBEFAIAPL , RIS IS IREI /458K |, BHITSIRE

, InvalidPluginData.UpdateTooBusy

3. HEINRIZSR
3.1. RS FEARIEAppldD EA RSB

Appld7910098,10099RIBF2FAIVIPEF | HAEREXM N AFIEKBHEIRIIARSHFERE |

routes:
# 1R AIAPPId /9100985100990, B&FHZEIMI7 AL,
# BIFRIERE T VPCIEINEZ A" sIbAddressForVip" B9tk
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FAF1ERg (FFH API)

- name: Vip

condition: "$AppId = 10098 or $Appld = 10099"

backend:
type: "HTTP-VPC"
vpcAccessName: "sIbAccessForVip"

3.2. Stagel&H (Wizl/FAk/EFFNEEE)

BRETGMREREZAIVPCE |, (BRAEBETEHENHMERIAPTSBFAI A RIT AR S =5

routes:

# JHENHIRERT, SRR ARV A MRS &5
- name: Vip

condition: "$CaStage = 'TEST""

backend:

type: "HTTP"

address: "https://test-env.foo.com”

3.3. B &R

HEFES %R IS —HbetafiRS5 8L |

routes:

# RIS B5%HNEKISHGEF A RN
- name: BlueGreenPercent05

condition: "Random() < 0.05"

backend:

type: "HTTP"

address: "https://beta-version.api.foo.com"

BRI

HoaREBEH

S ETIPRMEAIRAI—IT Key 7 Secret, H4T

=t

H1TH

TN
1@Rg|:|

RIRAAR T — MRS ERD |, KRG

SRS IERITS

BERER—EEIE | BRRABENAFAFREITRE |, iR LIMXMBMNINE. ERNEEET

FRLATRILR ¢

- IR ZSARTEE EI%HE Region , Region —EiSEAREEN , MEZEEREEHEIERIE— Region T

HIAPLE,
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API [3% FBF4ERs ( FFR APT)

- — APL{NBESFE—ER | BIARLMEIRAEDN | ATLAS APl 4BERE fR4E.

- IEEIRYPER APl Z2f5 , BKHEEIRSS /RinAYZ APl (BRI LERER. BFEERER
XM BB ERER , NMIRIERKARISMH. BIR HTTP IIERBEEE X —RmERE
TRRAEAY

FIAMHEE (SER
BRI :

BHE—EIRRETIE | BB EREIZEBRS APLISEXR | EREEELEHERY Key 1

Secret,
LMIRIRESE4ABN AT APLBY , T8EZ APl BERYPETHENEME , EEERTIA,

PA LR E st SRR AR :

1. S EimRERSRRANER | FRRBREISE SRR | BRIEIEAIERESET
ERWIE , FREHEERAIFINE,
2. [RIRECETEE/E | FToRIE | HERT Key #l Secret A EBRHEZRIC HEEFIZEMIER.

R R

REHISRERT APl SRIRIE ETEN , BMERENER | RIERIEA S TY8ER APLE(ER.

EEBNREEHIRE L , TLBYMNCEBSIRAFTIEARA (APP) |, XL R X HRITRIEE40ER
API&ER,

MEEHIRIELECERS APL. BF. MAZMNSREUREE  RENSUAILUES . . X, ERERE
EHRREREETHRIUTILR

MBS RIS LIRS FRTAVLER

IZREBHBERIAPIE RSB #RIE AR ELANBE
API FREFRHE! EL&E@W BURIERTIES . NG K, 40
5000:K /%>

BN APPINZ RSP ERE— MNAPIE (AT E)
APP EFRE! WE’Jﬂﬁﬁ/A*&T BERBITIRE(E. A1500005%//)\e

BNMIERMKS R FBERIEAI— APL £

PR BRI ARAERREAREETIREE. — 1T
" BRWSAIgEEZ APP , FTLIIMEZRIKSHY
FERHFEZKS T APP HUFR SN
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PR&. &0 50 FIR/K.

E— P nERRER  X=MEJLURERE. 78 BFRRERTINAAT APLiRERS , APP
RERRBINAKXTRAFRERS. B) APP REMRS <= AFRERSE <= APLIRERS.

5N | ERTLAE SRR R IMSR AL ( APP ) FISIARBF . X450 | IREsRERERLAY APL tE
BRI (RAB |, BREMINRE—NEIEIENZ APP SFZFAFIIRERGIE | 2B BT R
A9 APLREEFRE & , FATRERIEEAA APPIREIRSE 1 FAFARERE 33iZ APP BiFFS3A.

S5S&BRREN , AECIEREEFIRISE , FE%ERE Region , Region —BEiEEAREN , BIXAE
#WRLFAF-E— Region THY APIL,

BT API KBRS , BN E APl RtEPRE ErY , BEEA API DERIBUARE LIRE
500QPS (%(ERTLUBE IR TRRIFIRS ) .

487 APL, ERJLUSTRERGBET 21 AP, FiRIBRIBRHIEAMF OIS iZ RGP ERIE— APL B
JRERR. ZEGRE APLRT , G15RiZ APl EESEANRIBIE | BRILUXIREISE IR ZBIRYERES | SCAY
3.

KRR, WIREBERIVSIRNREERARR | BFZ3RSNA ID B) ApplD & BFRIMER
ERFENKS.

£ API XIEHIE | BRTLSSRSmEEtIRIRRICIE. 122, Mkk. BEESENRE. TERER
%5 API ROSBEMRSE . MEEHIRIBIIAISRAGINMFRZR(E,

I

- APIRK AR AT A ROSERT IS AT, ERTLBRIS S MIAPIAREE , SRR, RE
. MBRRTEL ERDHEFSMER. STRERUREIERITER. RISOSHEEEN  LIER
BREDHT.

- [RERAISMESTRHERY | AIRMRREEIREESTT.

- AR LABCETRE | LUESERERAPLE TN,

- EERSEXE APINX RS

API P> (sEFAPR
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BRI BRI fEA

{SEFIAPIRI KRS HIF FRR ) FARESEZINIE

FAFEIE2APIS EEL 2RI BIWST , APIDEI ML EFREL00D

FAFRIAPIBEBEIRS L2 PR B ESRSHES MR
BAPISEESZIRIDNTPS LR /9500, IFEER

APIFITPSBR ! ZIRHIERS [ IBIRTERAE. NETPSEE , MX

S —EZ A,

APIERIZRING , APINXES S EMAE — K
2. ZiEEATFUZSE TRIAPL , i5EREL

APIHET AR IR BRI 10007/, S ABE SR SR
HNEEEAPIIRSS.
Body\BRIZE ( BiEFormFIdEFormizs, ) &
SRS AREEEIE 2 Mb , EHBIEISH ( BIE

Headerf1Query ) B\RAgeEIT 128 Kb,

[EimsE A % TR BA S

i

- API R R HTTP IRSBEZINIEINEE | SIS ERHIEERZPYIEE APl Ao HEEIHRE
B (FZEREWER , APl RASXESAHTINEFMHERRERBNZ2M ) .

- FiaRiREEE API MXEIRiRHTTPIRSHNIERESRIIERER | Bk HTTP JRFBIEE API Kk
HNEZFHFE  RENKERERHTAMSEZITE |, NSRS B ERET L

- FTEEEXNNSHESSE58E | GREINNIESH, BENNEERZFSER APl MXRES S
¥4 (40 CaClientlp &),

- [imXY AP XS B FZRHEREE (RGN , Z#IURE] errorcode = 403 ; errormessage
= "InvalidSignature” .

- EENERRSAVPCINE , EiBZ NI ( EBMEVPCINEFMAPL) |, BEHEFEAERSE
 BEESREREMN.

1EHY API M XERTTE
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MR EAVESZRFIE Request Y Header &1, Header 7R : X-Ca-Proxy-Signature

5w HTTP RS INETT %

Z2iTEREM demo (JAVA ) {52844 © https://github.com/aliyun/api-gateway-demo-sign-
backend-java,

ERUELESRUT ¢

HASSINEREHR

String stringToSign=

HTTPMethod + "\n" + //Method£ X5

Content-MD5 + "\n" + //Content-MD5 FE#MEE AT , MRATUHT , EEATHEERIBRITH "\n”
Headers + //Headers SIRATAEZERIN\n" , FATHHeadersFEE7T"\n" , iF 1 FEZELHeadersgyiiIA
Url

IHESR

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(Sha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret J94FEZR APl IS &R

N

Content-MD5

Content-MD5 248 Body fJ MD5 {& , R75 HttpMethod 33 PUT &2 POST E Body J93E Form
KERATE MDS |, itEARA

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes( "UTF-8" )));

Headers

Headers {8FiB&5&&1TEM HeaderfYKey, Value, £5&Z11ERT Header A Key M
Request Header #isEEY , Key s : “ X-Ca-Proxy-Signature-Headers” , 24 Key FIR3ES %

.

Headers B4R757% :
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FXIFES5ERITER Header RY Key ZRRFEHFR | 251 Header By Key #ipl/ NS IGTERR

WRAHHE

String headers = HeaderKeyl.toLowerCase() + “:" + HeaderValuel + “\n" +
HeaderKey2.toLowerCase() + “:" + HeaderValue2 + "\n" + ... HeaderKeyN.toLowerCase()
+ "" + HeaderValueN + "“\n"”

Url

Url#g Path+Query+Body & Form £%f , B4R757% : tNERAE Query 8% Form S£EMINN ? , AT

Query+Form SEUZIRFEYY Key #THIRFEIRIBUI T /AiAHHE | W1RIZE Query 8 Form 8%
, W Url = Path

String url =
Path +
vy

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

& + KeyN + "=" + ValueN

ERIXE Query B Form 2#0#J Value FIREEZ , ZMIRHRRENE— Value S5&RITE
AT HERREZENSEL , JLAFFE Debug wRXBHTIEER , BAVTENT !

TBKAPIRKAY Header Fi7f0 X-Ca-Request-Mode = debug

[GihARS37E Header #hiEEY X-Ca-Proxy-Signature-String-To-Sign BIET , EJ HTTP
Header R{EARIFEIRTHRT , BIHRTRAREIRR T |

73 : X-Ca-Proxy-Signature-String-To-Sign 7F&5G5iSKitE.
A AT IS

R FBEXSERE TR | FTLAE APL EX HFIEFRFSE "CaRequestHandleTime”
, [EARRIKEERAEM B GRTTE,

APIp3< OpenID Connect

J15ra
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FIEEZAPIRXFEOpenID Connectt)AIEH ESLIL 7 —EETRFRERIS B BIAPLE TSRS
BB MEN R 2IRERIFEK.

1. OpenID Connectf&jft

OpenlD Connect22014F{1AHMRIFIINE , X T —FETOAuth2R AT BIRFRISTURKIRMHAF S0
WNIE. EfEAREEBAIREST/ISONBRIFRFRLI , MZRHEI—FRSMIAEMVAEEL | FFRE LIS,
OpenlD Connectfif API{TEMRRERER | RIFEFIRtRIERIIRS SRIGTALERRERABFISH0
, URFRBEANBAFER ; IFEEWeb, #50. JavaScriptEENIVFMEEFiREE | BEAY BAIMY

. SOVHREFRLAIEINEE | ASMHEUEINE. OpenDRHBAN. SEEES.

1.1 OpenID Connect fABBNA

1. BFG | BEAKIHAFRERS

2. INIEARSS : OpenlD 12{it75 , BEE— OpenID INIERSBEE , BAENE=AMARBTAIEID
Token

3. WEsHRSS « R SSRSS | thinEaRFER

4. LR - IBEEERABA

1.2 OpenlD Connect FifefiA

(1) BFIAERR

IAMIERRSS

1. BFiRAIXNEBKEGINERS |
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I FRPEERER TRSERA (A% ) ;
ONERSIHAIESRHITIGNE , ZIXID Tokenf8Z P ;
- EPiREESIEK , i5KPIEFID Token ;

AP SEIRSZIGIEID TokenRBEIERIRENESNE ;

a A W DN

XNAERISE — SRR , NRBIHAFEEFIRBA T RFREERS |, S—PPRAEEKRPET 7 BH
BIE | BBANERSERIE T BRRMERGE , 8X%5 =% , JUERENEPIRID Token, XFMEI(E

INENE | FE=AIAPIMKAIOpenID Connect¥HFEIHENHM , ASIGES PR,

1.3 JWT(JSON Web Token)igz{ &=

TAIEBRSSIREIAIID TokenFEFHZEBFIWTISON Web Token)BENX , TEIZIWTUSON Web Token)RIxE

N5

1.iss : W/, Issuer Identifier , INIERRSBAIE—IRR , — X3 A/NEBhttps URL , 7E8&

queryFifragmentZB{4

2.sub : #7R, Subject Identifier , issIEHAILIRAFIIRR |, EissSTEEREE— , &IKA2550

ASCINZFRF , ROANG

3. aud : W40, Audience(s) , #RIRID Tokenf9=4k , M S0Auth2ficlient_id , DA/NEH

FRIEREAE
4. exp : W0, Expiration time , #BIZILLATEIRYID Token&AEE
5.iat : %70, Issued At Time , JWTHIKIEEAYRTE]
6. auth_time : AuthenticationTime , &% PSR AIEAIRTE,
7. nonce : RIFINIEEKARHEZEAFENFRTE |, BRREEMNINE | BRI LIRRKERE Fin

Session, 1ERnoncefZE , EFimMAREEIEnonce

8. acr : A%, Authentication Context Class Reference , F&rx—/MAIE L TG |BE , ATLE

SEFRRIAIE LTS
9. amr : A%, Authentication Methods References , F&r—EINIES L

10. azp : A%, Authorized party , Z5&audfEf, RBEMIAERI—7GFIZAR (aud ) F—E

RS EFRLE | —ARIER MRMER

THERE—NEERID TokenfOR~fl , fte%

"iss": "https://1.2.3.4:8443/auth/realms/kubernetes”,
"sub": "547cea22-fc8a-4315-bdf2-6c92592a6e7c",
"aud": "kubernetes”,

"exp": 1525158711,

"jat": 1525158411,

"auth_time": 0,

"nonce": "n-0S6_WzA2M;j",

"acr": "1",

"azp": "kubernetes”,

"nbf": 0,

"typ": "ID",

"session_state": "150df80e-92al-4b0c-a5c5-8c858eb5a848",
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"userld": "123456",
"preferred_username”: "theone”,
"given_name": "the",
"family_name": "one",

"email": "theone@mycorp.com”

}

XTFID TokenfEIFMARIENIES% : https://openid.net/specs/openid-connect-core-1_0.html

2. APIRZXOpenID ConnectdVS5ifiig

FIEEZAPIRXIGOpenID Connect{F AR B ERMNAPIRI—FHAIERTN. (FALTEFIRFEmIRS FERY
APIRIX , ATLAARIRARSS EIGIEID TokenfIEEM | FISIREERRIRIRSBIMARIGIEID TokenfNizKIE
APIRKRELAIELT .

2.1 HEREFME

FFEEEAPINX. FEEIN TR , Z4EERERHAPINZAIOpenID Connect A :

1. BEE—MRBUSAAPL , HEEXNAPLEEE—REA |
2. B HE2RPSAPIZER. AO0penID Connectfydl53API ;

B ESIFSNE=E,

2.2 WEEimife

(1) BRIFANERER (2) BRIFANEER

A Token

A
H)
[
P
DB
g
=
' 5
-
-
)
HCH
: v
e
o !
Z
o
g
g
o
3
x !
o .
2 .

v
53
HF o

APIM =

(5) AgZiEK (ID Token) (SN (6) AZiEXK (ID Token)

""""""""""""""" il iFToken
(8) ASSRIE
rnnn e R

FERAPIRKALIEOpenID ConnectfRIEEMIVSSIRE | TEIIIANFRIFMEAT

1. ZEFiRMAEAPINXEEINEEK , BKP—ESETEinAPNEFREEDS ;

2. APIRMR B KRB AL RImIRSS |

3. EimiRSERS KT ER (ELIIRAFE. B8 ) #HTRIE , WiIbESEFERFARERINENID
Token , IR[EIZ5APIRX ;

4. APIRFIEHETSID TokenBINZBIREILEEE i , B imes XD TokenEFEIAM ;
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5. ZFRAIAPIRX IR SZERK , IERFHEHID Token ;

6. APIRIKERAFIEERNAEXIERFPHID Token#H{TIIE , MWIEEISS | BIEKEELEHRS ;
7. [RimBRSS AT SRR N E

8. APIIKAG IS5 W IR EI45 % i,

FEXNEANIFEF |, APIRKFIAOpenID ConnectAAIEHH , SCEL T FIF R E CRIFAFARITE SAPI#H
1TIRANAYEES].

2.3 ERCEEI S

APIRIXSIN A AFUARIID TokenBRFIEAEEAN A THIFTEOpenID ConnectfJdlS5API, WNRFEEH
NEMRIREE , FEEGIHRIRS E CHEIFID TokenFH THPRIAIE, APIRFESIGIFID Tokendfexp=FEs

, —EIXANFEITHIT , APIRASIAAIX/ND TokenZoMmiE B RER TR, SHAREX MEXNINRE |, F
Bidfprdia—E & NTF7X,

3. EAPIECE OpenID Connect

AEFEHRFIMAEAPIMKEEOpenID Connect , FEF = :
1. ER— M ATATEART ;
2. BEE—MENAPL, TEXMNAPLEB N BECEY ;
3. BB APIZSINERELGE HOpenID Connecttds,, TEZEMAMET,

3.1 R HSFAE

FIFRILAE iX/Nuhshttps://mkjwk.org & FIFID Token& R SIGIEAIASESFATE . BRIAPIMSESZIFAIM,
AXIRIINZEIE/IRSA SHA256 , RARIHINNZRAIEL 92048,

RSA Elliptic Curve Shared Secret

Key Size Key Use Algorithm Key ID Generate

Public key

Contains only the public key.

Keypair

Contains both public and private keys.

Keypair set

Wraps keys in a key set.

{ 1{
"kty": "RSA", "keys": [
"d": "HSmya2NXKpIX61EYeZ4oquNMKLFN_uD6eAd {
SH7woZA-2GB7QSZKHoI j BXPBHUUavd@xiFdDe3hhzo "kty": "RSA",
QMIMhDZ5]2NAZQ-Lz_84SvDe9sTypYm9lbesQLO7 Fir "d": "HSmya2NXKpIxX61EYeZ4oquNMKTFN_uD
Li7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcqfFQBSZE1ghC 6eA4SH7WOZA-2GB71QSZKHOT jBXPBHUUavdOXiFdDe3 “n": "gbnCVY4XxM-MB1mseAInIItognv3LRUHKVY

YpMe6qOHkIWkb5GaiZm_x3D-fUYO5VV7t0G-NtrF5FA
506aVW7 fgMqe0i619_-Nyldc1XKAOrmqz0uSGagLMky
N76I_FYikNQiTdvReR51g6YYULHOrPcKsDB11alA0z1
HZQhYK7xC9AyYN2iEyQwlQWwepirs1taUTsH6YoegeK
2sazwQ”,
'': "AQAB",
i

: "gbnCVY4XxM-MB1mseAInIItognv3LRuHkVv
SW-gF-yvXnYfi8t-L330F731i4eyE91i4uSE1P~CCoSby
JUINhNSS7_njDp6EX3WNGOK inRSmXanD5453CFBrax]
lai4aaZxPYsIdjqiVijAris40gRVZQ7aMtDC6RIU1IS
3564dYJOYRIGABZPVUXBESHNSXgQLMBY6BBLP00j SK
ajApOK1QW6R1eQZZcMIuMj00IbINWHGSDFm7PXYeQWx
pH_HFNLWMPO7t In5viibi-VFIHJanWF1syZOXROyba53
YmMBj 7-YDuxF3_sTK-9I8upWGECIM16Qn-C7eHcDMLZ
8XoSUw"

}

hhzoQMIMhDZ52NAZQ-Lz_84SvDe9sTypYm9lbesQLO
7firLi7Qzkdxm6E-1L1XsODUGBN1YZ1BzUcqfFQBSZE
1gWcYpMe6qOHKIWkbSGaizm_x3D-FUYOSVV7toG-Ntr
F5FAS06qVW7 fgMqe0i619_-Ny1dc1XKAOrmqz0u5Gag
LMkyN761_FYikNQiTdvReR51g6YYULHOrPcKsDB1lal
A0Z1HZQhYK7XCIAYYN2iEyQwlQWwepirs1taUTsHEYo
egek2sazw",

R

"n": "gbnCVY4XxM-MB1mseAInIItognv3LRu
HKVVSW-gF-yvXnYfi8t-L330F731i4eyE9i4uSE1P-CC
0SbyJUIhhNSS7_njDp6EX3WNGOK imRSmXanD5453CFB

rgxJlaidaazxPYsIdjqiVijAris40gRVZQ7aMtDC6RM
u1IS3564dYI0YRIGABZPVUXBESHNSXGQLMBY6BBLPO
0j5Kaj ApOK1QWER1eQZZcMIuMj 00IbINWHGSDFM7PXY
€QWxpH_HFN1WMPO7t In5vibi-vFIHIanWF1syZ9XRoy
ba53YmMBj 7-YDuxF3_sTK-918upWGECOM16Qn-C7eHc
DMLZBXoSUw"
}
1
}

XNk VAN BT A 3. 1418 SHSHAPI ¢

SW-gF-yvXnYfi8t-L330F73i4eyE9i4uSE1P-CCoSby
JUINhNSS7_njDpEEX3WNGOKimRSmXanD5453CFBrgxJ
1ai4aazxPYsIdjqiVvijAris40gRVZQ7aMtDc6RMUILS
3564dYJ0YRIGABLZPVUXBESHNSXGQLM8Y6BBLPOO] SK
ajApOK1QW6R1eQZZcMIuMj00IbINWHGSDFm7PXYeQhx
PH_HfN1WMP07t In5vWbi-vFIHJanWF1syZOXROybas3
YmMBj 7-YDuxF3_sTK-9T8upWGECIM16Qn-C7eHCDMLZ
8XoSUw"

}
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{

"kty": "RSA",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAlnlltognv3LRuHkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6EX3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
dYJOYRIGABtZPvuX8ESHNSXgQLM8y6BBLpo0ojSKajApOK1QW6RieQZZcMIuMjOoJbINWHqSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMBj7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}

FEIXN Wb R RIREERT AT AN S 4= A B Id TokenJRFERT (AT -

{

"kty": "RSA",

"d": "HSmya2NXKpJx61EYeZ4oquNMKIFN_uD6eA4SH7woZA-
2GB7tQSZKHoljBXPBHUUavd0xiFdDe3hhzoQMIMhDz5j2NAzQ-Lz_84SvDe9sTypYm9lbesQLO7firLi7Qzkdxm6E-
1L1XsODUGBN1YZIBzUcqfFQB5ZE1gWcYpMe6qOHkJWkb5GaiZm_x3D-fUYO5VV7t0G-
NtrF5FAs06qVW7fgMqeQi6bl9_-
NyldcIXKAOrmqzOu5GqgLMkyN76I_FYikNQiTdvReR5lg6YYULHOrPcKsDBIllalAOz1HZQhYK7xC9AYYN2iEyQwIQWwe
pirsltaUTsH6YoegeK2sazwQ",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnlltognv3LRuHkVV5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSEIP-
CCoSbyJUJhhNSS7_njDp6EXx3WNqOKimRSmXanD5453CFBrgxJlai4aaZxPYsldjqiVijAris40gRVZQ7aMtDc6RmulIS3564
dYJOYRIGA8tZPvuX8ESHNSXgQLM8y6BBLpo0ojSKajApOK1QW6RieQZZcMIuMjOoJbINWHGSDFmM7PXYeQWxpH_Hf
N1wMPo7tIn5vWbi-vFIHJanWF1syZ9XR0yba53YmMBj7-YDuxF3_sTK-9I18upWGECIM16Qn-C7eHcDMLZ8XoSUw"

}

3.2 ELERANAPIHIMVSSAPI
3.2.1 $EIAPI

TEREEFNAPINE—R , BEREEN—R , RT7TX—TE , FINAPINEMEEISFIEEAPIEE
R,
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EREH S
APIFSE BIFEAPI ¢ EEAPBIR
EFER
v FFIRAPI
| RFRRAR
SHMABE
APIFIFR
4 integration_fred § WRSE
TERH
APIZFR openid_auth ]
EEHWHA
ZEINE OpenlD Connect
PRI 4NfaI{EFIOpenID ConnectiAIE?
=
AR OpeniD Cpnnectiz: SREBARAPI
VPGEHY
Keyld unig_key
BEEE
A { "kty": “RSA", “e": "AQAB", "alg": "RS256", “n":"i0U2QfSY1G5mDz
SDK/3CHY B RIAER
APIEIR BrEERORE (BEREDAEEX-Ca-NonceS#)
~ ABAPI ) BIEARE FEVPCHMEL
mEE S EERHIG S ERIER
EMXEAPI R R8T 20001 FFF
EZXAPIFISDK
Vi
PR

T

X—TPimEHRAGERIUAT

1. ZEINIE : % OpenID Connecta# OpenlID Connect & [IEZ=APP , XFEWXEIZ , FER
TIUEOpenID ConnectfJID TokenZ4t , RFREWIENEREHSHWAPP , &2 , EfR&EEZHEZS
W https://help.aliyun.com/document_detail/29475.html

2. OpenID Connect #&=; : iERFREUZIIAPI ;

3. Keyld , IEE— D ESEERNME—RIREER , REFERERSINET ;

4. B, EEERIAERIIAE , ¥ NSONSEEEEEA,

3.2.2 JVS5API

TEEEEOpenID Connect WEAPIE—R , BEREEMN—X , R TIX—IESP , OpenID Connect M
SAPIE AL EIIF N EBRIAPIECEEE.
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#e®Bym Ta @x L XRSES w wrix (@

Openid Connect

MfFIEEOpeniD ConnectikiE?

e

idToken

T BIEERR (FRADADEX-Ca-NonceBH)
HIEARER SEVPCAREE
S LRETS T LR

FET20001NEH

1. ZLIAIE : #EFEOpenID Connectal?& OpenID Connect && fJE=APP , XWENXEFIZ , 5&
FRTIEIEOpenID ConnectVID Tokenz b , MFEEWIFIREABECRIAPP , &% , BEREEEX

2 https://help.aliyun.com/document_detail/29475.html

2. OpenID Connect #&5, : i%&RI5SAPI ;

3. TokenXIMAISEEFR , IHEBERFXIMAID TokenfISEEFR , ELaNidToken ;

) EERya
E APIFI BURAPI ¢ BEIAPBIR
- EAER
~ FFHAPI
v | BB HR
Pyt
-
AP
" P
b=
APIEHS
sxwaA
. T
1PiBRIEEE
@
. AEE OpeniD Cefnectizt
. VPO Token3{fIf S HAT
BEER
=
SDRIXAEBER
» EHFEAPI
R .
- A
BT APIL
.

APIRKIE R LABIE R4 5 TNBCEOpenID Connect , BNESE 3 -

https://help.aliyun.com/document_detail/103228.html

4. [FimARSSECHID TokendigR

import java.security.PrivateKey;
import org.josedj.json.JsonUtil;

import org.josedj.jwk.RsaJsonWebKey;
import org.jose4j.jwk.RsaJwkGenerator;
import org.jose4j.jws.AlgorithmlIdentifiers;
import org.jose4j.jws.JsonWebSignature;

import org.jose4j.jwt.JwtClaims;

import org.jose4j.jwt.NumericDate;
import org.jose4j.lang.JoseException;

public class GenerateJwtDemo {

public static void main(String[] args) throws JoseException {
//BEEFREAPIR KR Efkeyld
String keyld = "uniq_key";
/BB 3 275 Ak YKeypare
String privateKeyJson = "{\n"

+ " \"kty\": \"RSA\" \n"
F\d\

+

"\"O9MJSOgcjjiVMNJI4mBAhOMRHF_TlaVva70ImghtlgwxI8BLfcf1S8ueN1PD7xV6Cng8YenSKsfiNOhCéyZ_fjW1lsyn5r
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aWfj68eR7cjHWjLOVKjwVY33GBPNOvspNhVAFzeqf\WneRTBbga53Agb6jjNOSUcZdJgnelzz5JNdOGalzhacjH6YPJKpb
uzCQYPkWtoZHDqWTzCSb4mJ3nONRTsWy7Pm8LwG_Fd3pACI7JIY38lanPQDLoighFfo-
Lriv5z3IdlhwbPnx0tk9sBwQBTRdZ8JkqqYkxUiBO6phwr7mAnKEpQJEHVhZBQ1cCnYZ_nllrX9-I7qomrlELUoQ\" \n"
+"\"e\": \"AQAB\" \n"

+ " \"kid\": \"myJwtKey\" \n"

+ "\"alg\": \"RS256\" \n"

+ "\"n\": \"vCuB8MgwPZfziMSytEbBoOEwxsG7XI3MaVMoocziP4SjzU4IuWuE_DodbOHQwb_thUru57_Efe"

+
sfATHEa0Odv5ny3QbByqsvjyeHk6ZE4AmSAVIBsHYab6GWAQEZtnDceeeDcOy76utXK2XHhC1Pysi2KG8KAzqDa099Yh7s
31AyoueoMnrYTmWfEyDsQL_OAliwgXakkS5U8QyXmWicCwXntDzkIMh8MjfPskesyliOXQD1AMCXVV3h20pm1Amx0
ggSOOIINUR5YRD6MK049_cN-nrJWjtwSouqDdxHYP-4c7epuTcdS6kQHIQERBdA1ejdpAxV4cOtOFHF7MOy9kw\"\n"
Y

JwtClaims claims = new JwtClaims();
claims.setGeneratedJwtId();
claims.setlssuedAtToNow();
/SHE—EERE , HENF7X
NumericDate date = NumericDate.now();
date.addSeconds(120*60);
claims.setExpirationTime(date);
claims.setNotBeforeMinutesInThePast(1);
claims.setSubject("YOUR_SUBJECT");
claims.setAudience("YOUR_AUDIENCE");
[RINBENSE , FiEEIEEMERString2-EL
claims.setClaim("userld”, "1213234");
claims.setClaim("email”, "userEmail@youapp.com”);

JsonWebSignature jws = new JsonWebSignature();
jws.setAlgorithmHeaderValue(AlgorithmIdentifiers.RSA_USING_SHA256);

[/RE

jws.setKeyldHeaderValue(keyld);

jws.setPayload(claims.toJson());

PrivateKey privateKey = new RsaJsonWebKey(JsonUtil.parseJson(privateKeyJson)).getPrivateKey();
jws.setKey(privateKey);

String jwtResult = jws.getCompactSerialization();

System.out.printIn("Generate Json Web token , result is " + jwtResult);

}
}

LA ERAERID TokenfYavarmfiites , HPBELIT L MESFEERKT

1. keyldFE=HDH— , BLBE—:
- FEANZ3.175 |, https://mkjwk.org “ERFBERHES keyld;
- FEARS3.2.17518 ERkeyld ;
- ({53 r%keyld
2. JsonWebSignature 335:#9KeyldHeaderValue /iR E ;
3. privateKeyJson fEF33. 15 AIKeypair JsonZFfF & ( =ANHIERE—)
4. SHRRE—EERE , FENF7X;
5. M INBEEXSE , FB{EIEEREString288 ;

5. & e
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5.1 APPSEZIAUE

WRLLINIFIEFRE "OpenID Connect & [IEEZ=APP” BT , iEKep SR FERAMEZAKINZNEE , BIRS

BZANBENNH : https://help.aliyun.com/document_detail/29475.html

5.2 SwaggerSA\3Z3FOPENID CONNECTIE ?

BRI |

5.3 APIRIEEIRMEFIZR

StatusCode

401

401

401

401

401

401

401

401

401

401

ErrorMessage

“Openld Connect Verify Fail,
IdToken Not Exist”

“234, JWS set idToken
exception”

234, Not found by keyld”

235, JWS set Public-Key

exception”

" 237, Verify signature
failed ”

“245, IdToken is out of
scope”

238, JWS get payload
exception”

239, Parse payload to
JwtClaims exception”

239, idToken expired”

“Invalid Openld Connect
Config”

B HSIRGSEEAPIEAEE

=34
AVSSAPPIERFIKBIETHE N IF
HIIDToken&#4
fRATIDTokenAd tHIException

R#ETokendAIKeyld , HAE!
FFgEI R

R#ETokenmAIKeyld , FHEIAY
PERAATH

IS Z LM
BERPHIDTokenFBF LaT5
A\, TREin

IERFHIDTokenK A2
payload

#{payloady JwtClaims B
s

ERAAIDToken BRI 1A

APIECEEIR | FRENAE!
Openld ConnectiBxEcE

APIRKFIA SRS LI FAEER, , BT HERSERTLUHTSEN BEER. T, SHEERITHTE , Bal
LLiE HE$RIEEIOSSEE MaxCompute,
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=P API % i
BEEH

=—aQ

APIEIR R . pEms

BEZATRSIEEFSR | BSIRSHEI,

AERSENBRIS00MBSRZE | BAMMEESR | BERSEN.

1 ZgemEft
1.1 BRERE

IRIEAGHESRREFHTRENER. SR , JBRTUREMESERITES.

1.2 FERBE

ERILMSZRAPIERBFARSES

B 1R
apiGroupUid APIfy534HID
apiGroupName API4HBZFR
apiUid APIfYID
apiName APIZFR
apiStageUid APBARIZEID
apiStageName APIRERZIR
httpMethod JEARNHTTPIA
path BEKAIPATH
domain AR

36



API [3% FBF4ERs ( FFR APT)

statusCode HttpStatusCode
errorMessage HIRER

appld A& R FEID

appName VA& N AR

clientlp A& EFiRIP
exception EimRENEAEER
providerAliUid APLEHEKFID

region X1 , a0 : cn-hangzhou
requestHandleTime 1BEXKAEE , UTC
requestld BKID , 25—
requestSize BRI, BAL
responseSize IREEHRAIN BN - F
serviceLatency [EiRiER , =70

\J 5
14 BEXSHEZE
ERLRESITREREEERTMEENSITER BB ENLSEE.

1.3 MESITIRE

FRELLIRRIERER , APINKTUEN T —ERIHER (28 ) . 81  BREX/. W=, HRER, TEER
. VFAFAPINAPPHIE , fEiRIERSIt. TOP 94H. TOP APL. Top JEIREE,

2 (EFAEIRSEEAPIEE
2.1 BEcBEREIRSS

{EFAILLINRERT | IBHRRECETHE T BEMRSS | FelEProjectililogstore , mEEFHRBIEE.
ERILATEAPIRRAYEHI & ERECE | B LIEHSIRS =6 e LRk E.

2.1.1 FEAPIRKIERIGECE

1) $IFFAPIRKIZHIS - [FFIRAPI] - [HEERE] | SFEERSAENXKE , TELI%IE16)
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APt !ﬁ; :.(ﬁﬁ() L1 (HS) 1k 2 (ER) e 1 (R EF2 (L) &H AR 1 (RO BGMPER 1 (R
~ FFRAPI WATRA 3 (SHE)
SEEE IRIZNEAPIIBRIA K
APIFIR sis project logstore #RE REBEAERS
R
uEEE EERRASEE
VPCH#E
AEEE
SOKIXBERER =
» HEAP
2) /E AEEAEEE" | #ABTERERT
tERFEE
HIFHFEE RS 2R B E RS Project#LogStore
HhiE: 1£3R 1 (HH)
*Project #1: i RIFT
APRZEGEMSLSHEAS, BEME  OsSAfE |
E?E:ﬁlﬁ? eS8
‘LogStore& #: N BIFT
B

3 ) RSB EM AN BERSAProjectei&E Logstore , BLIEIEE , Bmth "BNAEERE" | mTEiE

HITIRIURIE

THRRTEIRN

REHET: NRENABNE, HAERAMENEASEEDER, FRIENE URNERTESHLogRERME SR AR,

Logi# RIRER el fE = ERAIAN AR
TARRGCIRNFT oA, BILE, LogHH HEEIRIBNNHEIRR,

AllyunLogArchlveRoIe
e DEESRIAEALAE
mmEE: ATESEBSAchv

SRR

4) #NiE | STRMKS BEIRSSAIRER
5) FRRS|a5mEE

2112 ZAFRSEHEERE

]SSR © APIRKIBIEHE
BoESehklE , FRHIAPIEFFICREIETHN HEIRS HILogstore

22 55HF
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{RATLASTEAPIRKIEHIE - [FFRZAPI] - [
\E% , ARERARRE. WA :

TEHE] - pREE" | BEREIESERe

3 abc laonew EEEE | 5% EESEE | Bek
*and 17 9249243 and 100 o AEF
1.2
0
11641853 118457453 126437453 13H175 1384575 14843743

BN R SR
RaE FitEE

BEESHT < i) ~¥ AE v

frH

1 12-29 14:33:17 source__ : log_service
topic__
apiGroupName : HBEIAB
apiGroupUid : 1857 3243
apiName : GetUser
apiStageName :
apiStageUid :
apiUid : ceScbcBefi 8849afab07b3885de63334
appld
‘appName :
clientlp: 106.1
domain : 1857831d7

apiGroupUid

49243-cn-hangzhou. m

REATERATRSEHEEERE

2.3 EfFE IR

, ISR - HiEAE

, RIERSIRSHE

MENEEE , RAPINXANT HERFFTER , MMEN—E45HRE | JAREAPIMXESIS- [FFl

API] - [BEFEE] - "BESH" KiniE. BaLEESRSEFHEXRES:

apigateway-accesslog-dashboard lacnew BB RE | EERE HAE E=

WA | 150 | 1554 | LM a0e | 1E |18 C eazmm

(v

backend_service_error_ratio sialilag A sucess_ratio il 2
1 2 1

08 ’

06 ) i

04

02 - 0
0102 15:01 0102 15:02 01-02 15:01 0102 15:02

® backend_service error_ratio

® success_ratio

request_pv ity A service_latency A1 et 2

e+ e s o

2.4 HENEIRER

RETLMRIEE B SHREBENEIRRE B3

3 & HE

BFTFFAPIRRI=RIG- [FFIRAPL] - [BEERE] |

SIRENTTIE - URE

1T "ENEE" SEMRRECE.
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- BHECE : AEIRHTH SRS HIProjectaiE Logstore , BEHEFRIAPLERHERBRE NN
Logstore , {BASREIRISRERE/RLogstored , A= IRMETRE.

- BRRECER : SMERAPINX S BEIRSHIIMETXR |, HREEASBRELAPIARBESRIBERS |, &
HA=MERLogstoreFREBRIEIE.

RAM &I API

API RXEEEEZILAES (RAM ) SRS AZIRR SINETE APL AP IREEETTLANR T FIKF
. FEFIARERR AR APL E1E,

- £ RAM FJLIRTFFIKS , EF. tlE. S, Wbk APISE. APL Y. RIERIESE. (BFK
SARRRNMEE , HRESURMERIER T LK EKSIKIE.

- EEEANE , BREEEEFET RAM FEIFEAR F0 API X API .

- BIEATILSIZER | EhEIED.

{RAJLAEFS RAM ROZHIE 5 APL SRIZINER(E.

F—Epo - RIRETE

ERGREE (Policy ) |, SRIEABSIIIEARRS , BRI TEGSWI( Effect ). &IE( Resource ), XT&IRFT
EFHIRIERPR( Action )LAKBRHIZE( Condition )iXJLNEAITE,

RBRBIRG

APl XBEMEB THNRFHIR , AliyunApiGatewayFullAccess#ll

0
HEHEH RAM BEBEE SRR < B

R

RERERE R SURAUERE
BrEE

BEAEE
BIRER LR #

peEs
RS (ApiGateway) IR [ =8
BE

E | AlyunapiGatewayReadOniyAce: ess RUHEIFXARS (ApiGateway) LR 1 =5

- AliyunApiGatewayFullAccess : EIRRIR , HBEEKS TEE API 54E. APL REHEE. NEAE
B RN ETESSR,

- AliyunApiGatewayReadOnlyAccess : BILIEE TS NEE API 54, APL izRlg. RA%EMT
BREIR , BRAILURE,

BB SRR RS

EALRIEREAENEIEMR |, SIUFEBMCENEN , JLUSENRE , B LREANEIR. 0 @ API

40



API [3% FBF4ERs ( FFR APT)

GetUsers RY4RIEIIR. AJLIFE RAM $2Hl5-SRIBEE- BE N RINRKREECRE X IFHEEXRN 1 BENX
BEEE. . B MRTEEER | RIRIREE.,
BRIRBABTIESSAESMR © Policy EAITE # Policy 1AL FI TS AYRAERE.

ETERY - PR

RIS E—ERIRNES | CUA—MRIEIES KA. BITE AP aEHEM ISR , B EEHA AR
B AP SRR ISR RIR,

IERERANSIESHABESR : Policy 47T # Policy iBE45#1.,

<

{
"Version": "1",
"Statement”: [

{

"Action": "apigateway:Describe*",
"Resource": "*",

"Effect": "Allow"

}
]
}

PR © RIFTEREERE
Action ({FRFRFIR ) 1=\ :

"Action":" <service-name>:<action-name>"

Hep:

- service-name 3 : IR =R ETR , i5IES apigateway
- action-name J3 : APL &R , iESRR TR , STHRHBECRT *

"Action": "apigateway:Describe*" FRFIEHIEIERIE
" Action": "apigateway:*" /= APl MEFTEERIE

=589 : Resource ( #{EXIHFIZFR )

Resource BHETSRIEXISR , APIRIXHPRI APl 54H. iFRiziREg. NAEBHAR Resource , PEIE

acs:<service-name>:<region>:<account-id>:<relative-id >

Hrp :

- acs : Alibaba Cloud Service NE=ZB4EE , FRMEZNAB=FE
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- service-name 73 : FIE=F=mEFR , IBES apigateway

- region : X(ER , AILUERABEASRAE , *Tr B X

- account-id : 2 ID , LbaN 1234567890123456 , thEJLAF*LE
- relative-id : 5 API RIXIBRAIFRIRIEAERS | XA AMETHEIA SRR I T — NSRRI S

1.

=~

acs:apigateway:$regionid:$accountid:apigroup/$groupld

5 .

acs:apigateway:*:$accountid:apigroup/

5455 APL RIKHT APL Fiiff SkEE TR

action-name

AbolishApi

AddTrafficSpecialControl

CreateApi

CreateApiGroup

CreateTrafficControl

DeleteAllTrafficSpecialControl

DeleteApi

DeleteApiGroup

DeleteDomain

DeleteDomainCertificate

DeleteTrafficControl

DeleteTrafficSpecialControl

DeployApi

42

iR ( Resource)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/*
acs:apigateway:$regionid:$accountid:trafficco
ntrol/*

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld
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FAF1ERg (FFH API)

DescribeApi

DescribeApiError

DescribeApiGroupDetail

DescribeApiGroups

DescribeApilLatency

DescribeApiQps

DescribeApiRules

DescribeApis

DescribeApisByRule

DescribeApiTraffic

DescribeAppsByApi

AddBlackList

DescribeBlackLists

DescribeDeployedApi

DescribeDeployedApis

DescribeDomain

DescribeDomainResolution

DescribeHistoryApi

DescribeHistoryApis

DescribeRulesByApi

DescribeSecretKeys

43

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/*

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:trafficco
ntrol/$trafficcontrolld
oracs:apigateway:$regionid:$accountid:secret
key/$secretKeyld

acs:apigateway:$regionid:$accountid:apigroup
/$groupid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/
acs:apigateway:$regionid:$accountid:blacklist/

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup

*
acs:apigateway:$regionid:$accountid:group/$
groupld

acs:apigateway:$regionid:$accountid:secretke
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DescribeTrafficControls

ModifyApi

ModifyApiGroup

ModifySecretKey

RecoverApiFromHistorical

RefreshDomain

RemoveAccessPermissionByApis

RemoveAccessPermissionByApps

RemoveAllBlackList

RemoveApiRule

RemoveAppsFromApi

RemoveBlackList

SetAccessPermissionByApis

SetAccessPermissions

SetApiRule

SetDomain

SetDomainCertificate

SwitchApi

CreateSecretKey

44

y/*

acs:apigateway:$regionid:$accountid:trafficco
ntrol/*

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:secretke
y/$secretKeyld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/

acs:apigateway:$regionid:$accountid:apigroup
/$groupld(acs:apigateway:$regionid:$accounti
d:secretkey/$secretKeyld
oracs:apigateway:$regionid:$accountid:trafficc
ontrol/$trafficcontrolld)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:blacklist/
$blacklistid

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld(acs:apigateway:$regionid:$accounti
d:secretkey/$secretKeyld
oracs:apigateway:$regionid:$accountid:trafficc
ontrol/$trafficcontrolld)

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:apigroup
/$groupld

acs:apigateway:$regionid:$accountid:secretke
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DeleteSecretKey

EEMLE VPC IMEF

y/*

acs:apigateway:$regionid:$accountid:secretke
y/$secretKeyld

i API

ERMEZEEMWEVPC , ATLWGE H—MRERIMNSEIRE , FAILABENXIP #lBTEE. MR, BEHEFRAONX
& s, A LUET T4/ VPN/GRESER S = EVPCESRRSEIDCHIEE , ERE =SS,

APIRX SRR B T BMNEVPCHRIBRSHIIAPL, EFRIENEZR , BHARESR TREBNWSE

VPCHYERRTTE.

EENRRRSEVPONE | FEHITIEMNAPINKIGIRIZA BT FFAERMAPL,  SIZ2APLRFEANT

1

2

BISHE ——w=|  ENAP
WPC ERVPCITRE

1

BRINS4BEVPC

HLAP|

FFEVPCRMERIAPL | BEGSTIFINAPIN XA ARVPCARIIARSS . RINATEIEEAPINK T LAISIER IR + ik

O, &0 : SLB g9443i%. ECS B980im.

- RTINS . APIRSH B )RG5 1a)VPCRERET IR
- I R 24 B EAPIR K IG e E R S i R
- APIRI KA BT B AR B AN A R IR E tn ]

folgn - FGVPC 1RSLB 18980t AL APIRIK | BRAAPINKX REEEvpc 1HSLB 14980k
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ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
L - | L L |
ECS 1 ECS 1 ECS 1
ECS 1 ECS 1 ECS 1
\
1.1 ERVPCIAEE
1) WEVPCIARRY , SLB, ECS , H1EEMRSS | FILISIRVPCERFM

2) BiAVPCER , EEHESWTVPCER

- VPC ID : #&/5imiRSFrERIVPCID

- SEBIID : EfRIRATERISERBIID , ATLARECSEE SLBRYSEHIID , HERTSLB ,

-imAS - EREEIRIRS MERNREOS

1.2 EAPIRIKIT(E)

HEN [APIRKIEHIE] - [FFARAPL] - [VPCE] | =i "CIEEiR”
HER) ER 1 GRHI) &S WA 1 (30

APIFIE BAGIR b1 (58) L3R 1 ()

> FIRAPI
BRak Vpc Id RFd
SEEE
AP
i sl
ERWH

SOKATHERER =

» VAP

HENRINE |, HEENER

#3k2

WOS BlRRRIR)

TRiR BRI

BRI

i

stok, EARFI0R n

BIESSLBRYSLHEIID

- VPCEFR : AR RTRTR |, HEIZAPIE R , LA T ETREERE | BRIE

L2 FRATME—,
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B EVPCHEHY

biut=n

“VPCHEIRAFn:

“WPC Id:

“ERHd:

it
|
Ji0

REHHE | FehldE

1 (HE)

ERNT. BRNFE. T, ENEIANTIE, PEE SFUENFE
SNFF L, 4~60TFH

VPCEHIE

ERETE, BT, ERANTIHE, i, ST aTk,
6~50-FFF, Il vpo-ufBSToecTInd2xoomx

FRHENFE. §F. EXRANTHE, P SabiFETRE Tk,
6~501=5F, #Hl: i-ufSbzeglprdoxoooxx

SARHT. 2-6FF, #u0: 8080

HH

HEGSAVPC, EEENS/ LA, wO , FESN LSRR

2 BlEAPI

BIEEAPIRYRIE SEMZREIAPIS N —E , B2 R : BIEEAPL
SR RIRARSSHBILRT |, 1B

- VPCIEIE : iBikiE "(FRVPCERE"
- VPCIZHY : iR KIS IR B A0SR

Hit#poAE  SEMAPIEX S
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v %fINPG L

i ® HTTPMHTTPS
VPCilE {EAVPCIEE
VPCIEIL EsvPCIlifiEE

EimiERPath
HTTP Method GET
=tar=)ig 1000 ms

Mock A fERMock

R7F/E . WAPIEUEZSER,

3 %e

12X

EfERPath IS &SRS &R Parameter Path, SR%E[F, thil/getUserinfo/[userld]

MERBTE - WTFEHEASLE , BiERENINIECST2BERAERIEIAR, |, LA,

HIEAPIREImIRS AECS , BEMERISREE "WMAGE" HiERE  FEEINERB TN PRI
(BRERS X EERE ) .

X5
UM
b=
]l
Lig
&t
Fon
e

TWAIRRE3 (SRR )
TWARERL (&L )
TWAZRRSS (HEIMX )
WAFIEL (FR=R)
TWARR2 (&)

3 APz

731E

RRIANTTE
RRATTE]
RRIATTE
RIZSIE
RIZSIE
RIZSIE
RIZSIE
RRINTTE]
RRINTTE]
RRIANTTE]
RRINTTE
RRIANTTE]

IP
100.104.13.0/24
100.104.106.0/24
100.104.8.0/24
100.104.8.0/24
100.104.175.0/24
100.104.175.0/24
100.104.72.0/24
100.104.112.0/24
100.104.233.0/24
100.104.72.0/24
100.104.188.0/24
100.104.143.192/26
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ALAREI LA T A2 a9API
- Vil API
- F#;SDK
- ([FEFAPIJEFDemo

4 RIS

APIFI% 1BIGI& a1k 1 (K 8) SE7R 1 (FA) ik 2 (dkx) 4281 (7)) 23R 2 (13) EE WAIRA 1 (o0l
BB
- FHAPI
EEE BEi Vpe Id EL N Z’: BilERA ) ®RIE
AP _L&SLB VPCH vpe- Ib- 2017-03-08
# uf657qec ufdpmnr 18080 9,435 L
b i)
vallen_test vpe- \ufebzcgiprdohsiimdzt  sogo 2010307 B
it uf657aec7Ix42pawdasge 19:30:00
EgVPCilEil vpc- " 2017-03-06
VPCIRER = Uf6§7qecTixd2pawdgsqe  UrODZCdTPrAoRSImAzt 80 g 004 L
SDK/XR4EIER =
. 3%k, FHABTI0R -

5 FAQ
SR IhEER A BRI ?

&, tLIRERZR(ER |, FTEIIMER 4.

RAEAULGESIVPC ?

LA, EEERRSESAVPC , LIRS MR,

AT LFTEERFRVPC

iBH#IA , VPCID, LD -SHIER , FHRIERACRESFIVPCIER— M X 1.

RARAPINKIS , RVPCREA ?

SIERIVPCRANAPIRX AT IR , XS VPCHIMARENE. ERESHEM T IRE , FR1EMVPCHREA,

1. ReEFIEIURME : RBVPCHEIEEREBERIERIN.
2. BRUEAPINX SVPCEI EZiEIE | AR ERLLREIE.
3. IR NEANRIRANRD | TSRO AR,
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Mock #3a9 API

EREFAIRET  FERSIEEL—RAFA , 1A HEERE , MXMMKEERBIEPRIEMER
Hey , BERECSYRAAHE  EEMIMBNTH. FEFLAIET , —RESER Mock &l
IFUERNREIER | KIFRIEFRE | NIRRT SR,

API X 3745 Mock XA RECE.

BcE Mock

£ APl fRiETUE—/RinEME X , KECE Mock,

IR AT HTTPEES  VPC  REGHE @ Mock
EIRE T EBMock, LFRERNFRBRIEHRES, BIMEHD?
MockBCE
{EFAMockEI AR
MoclGEEI# R
HTTP Status Code: P
Mock Header X
Header Name Header Value B
ERRSSHREE
1 Mock j
. 3H5E Mock iREIER

Mock IREIER , JLMESEESLANRREILER. BrisHHE Json. XML XAFRIUEN Mock iIREIZER. 10

{

"result": {
"title": " API 3% Mock ",

}
}

R7fE Mock IRERL , ISHRIBSEIRRE A BIMIKaEE IR TR | tBRTLAFE APL B IRE T

°

2. 155 Mock iE3kmistatusCode

#EUstatusCode BUEINTE , FAHTTP 1.1 Response Status CodeAt&TIREI R ELAR, tNSRIEGE XY
statusCodeRE NERF , RS ETR :

http code http message
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200
201
202
203
204
205
206
300
301
302
303
304
305
306
307
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417

51

OK

Created

Accepted
Non-Authoritative Information
No Content

Reset Content

Partial Content

Multiple Choices

Moved Permanently
Found

See Other

Not Modified

Use Proxy

(Unused)

Temporary Redirect

Bad Request
Unauthorized

Payment Required
Forbidden

Not Found

Method Not Allowed

Not Acceptable

Proxy Authentication Required
Request Timeout

Conflict

Gone

Length Required
Precondition Failed
Request Entity Too Large
Request-URI Too Long
Unsupported Media Type
Requested Range Not Satisfiable

Expectation Failed



API [3% FBF4ERs ( FFR APT)

450 Parameter Requried

451 Method Connect Exception

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not Supported
3. X Mock Header

APIMAST B EN Mock Header, ftiFHeaderE7g , HeaderE X BBUEARBEAZT , iIREMockRT, Header
NameARiFAZT , HEREERHE., =8, Tk, #S4Emk. Header ValueRRiF A=,

7% Mock

EIRFERMR Mock , IEEEFIHARSSEEAITT , T Mock IRBIERFIYEARMWIBRR | LMEEHITF—IX
B9 Mock . EXGERIEE B, RERTEZSEIEERL.

B S\ SwaggerfIEZAPI

Swagger@—FRTHEAAPIENAHEE |, # 2R E X ARG HRAFEIRSSHIAPL, TFE , APIMKSZHF
S \Swagger 2.0 EIFRAP] , #RETLASEImportSwagger , SiEEHI G F#HTIRE , AORTE:

ApiGateway PEEE i mm—
~ FFEAPI
e s | o
HEEE
APIZHR g B (25~ R BERBK BT (28) - L3
APIFIE
e P . 04+ HL GEfTH) EWE | BR | BEXFORB
el | © Herees 2Ly BF NET_DEMO_TEST  HttpDeleteilliz 2017-04-26 14:57:19 i B BN TS
EERRH s 23 o Bt (&) EE BB | BEXTORB
HitpGetit a5 NET_DEMO_TEST  HitpGet it vy 5 |88 | TH

APIRXHISwagger BETFSwagger 2.0 , BILABIEEAPISLIARISwaggerEX. , FHi&SwaggerS NAPIRF
Tt B E TEETAPISLIR, APIRNEHITRELE Eswagger2.0 , BRI XISHHRSAZEOHISWaggerdilss , {8
FE—TERIERM (SwaggerFRE 4R ) .

AEFHEENETF SwaggerfIAPIMNEY BHITNE |, FHEAMERARGISEERAE.
¥ : SwaggerfiES ¥ SBUESX/INSHUR
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—. Swaggery & :

Swaggery BEEEFswaggerF4Operation Objecti#f{TH & , IEIMAIE. SEMSTLIR RiRREESY B
. BRlbZAh , NG Eany 5iERT R . AT R IR ttpiERGE. FTET EIYLx-aliyun-apigateway-FF
3L, BT BB ¢

1.1 x-aliyun-apigateway-auth-type: 358!

EREERY | R BT Operation Object, FBTHETEIZAPIRIISIZER , Heh -
BEEE:

- APP(ZRIAE): FIER ZAPIRISKCAPPHZY
- ANONYMOUS: B3

<

paths:

'path/":

get:

x-aliyun-apigateway-auth-type: ANONYMOUS

1.3 x-aliyun-apigateway-api-market-enable: =53737FF

KA, AT Operation Object, ABTEEIZAPIRET LI ERZTE , B

BESBHE:
- true
- false(BXIA)
= :
paths:
'path/":
get:

x-aliyun-apigateway-api-market-enable: true

1.4 x-aliyun-apigateway-api-force-nonce-check: 35l
NONCERLS
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RS | T Operation Object, BTF1EEIZAPLEEIH1TNONCEEHIIREE , HA :

BETE:
- true
- false(BKiA)
Bl
paths:
'path/":
get:

x-aliyun-apigateway-api-force-nonce-check: true

1.5 x-aliyun-apigateway-paramater-handling: APIBET=CEK

APIERETRER, T Operation Object , FITIEEBRESHERIRRZSERIRGI KR, SIRGFRFRIEE
PASSTHROUGHHY , Parameter ObjectA37#F x-aliyun-apigateway-backend-location #1 x-aliyun-
apigateway-backend-name &%,

BYESEHE:

- PASSTHROUGH (BRAME): A&EE
- MAPPING: \&Bhsd

<

paths:

'path/"

get:

x-aliyun-apigateway-paramater-handling: MAPPING

1.6 x-aliyun-apigateway-backend: [5iizJsH,

[Gim3s8Y, N F3FOperation Object. BFIREGIRIRSBER. RBEHRIRSER , REERNEN | FiEW
:

1.6.1 FimARSZHEELHTTP

HTTPRIRIRREL AT EEIERRIRS L | —RATRREURTIAER GRS,

EiiHAA:
BEER E-Sic] A
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type string WME ; {ERHTTP

address string WE ; BTFHRR IRt
EE AT RREIRIRSS R,

path string XIFHRIEEE, BASIR
path{&f8F

method string WHE : RimiEKA

' , JEIE , BRA10000, BN
timeout int {BSEEE/9[500,30000]

<

x-aliyun-apigateway-backend:
type: HTTP

address: 'http://www.aliyun.com'
path: ‘/builtin/echo’

method: get

timeout: 10000

1.6.2 [RimARSSEELHTTP-VPC

HTTP-VPCRIEImEEL A T/RimiR S EVPCRBRRIAE | TECIEVPUEN , EAVPCRINESA.
[BIE5RAR:

BYZR St A
type string WAE ; (&9 : HTTP-VPC
WAE ; SRR EREOVPCEE
vpcAccessName string WIR | JRtwARSS EFIRIvP L)
B
. EIE AT INREIRRSER.
path string XIFRIEEE, BASR
pathiE&
method string WAE  fEImERTE
timeout int Wi, BA910000, Z/E MY

{&5BE/9[500,30000]

<

x-aliyun-apigateway-backend:
type: HTTP_VPC
vpcAccessName: vpcAccessl
path: '/users/{userld}'
method: GET
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timeout: 10000

1.6.3 j5imARSZAELFC

APIRX SRS KA HFUNCTION COMPUTE,

[BIE5RAR:
BIERTR
type
fcRegion
serviceName
functionName

arn

<

x-aliyun-apigateway-backend:
type: FC

fcRegion: cn-shanghai
serviceName: fcService
functionName: fcFunction

arn: acs:ram::111111111:role/aliyunapigatewayaccessingfcrole

ESic]

string
string
string
string

string

1.6.4 [5umpRS5KE: MOCK

MOCKRIfEimRE , FsREIRIITERREILER.

[EisAE:
BIERFR
type
mockResult
mockStatusCode

mockHeaders

Header B9 1i¢BB
BHER
name

value

S
string
string
Integer

Header

SAY
string

string
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IR RETEIRS S
IR - RETEREE
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R
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<

x-aliyun-apigateway-backend:
type: MOCK

mockResult: mock resul sample
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

1.7 x-aliyun-apigateway-constant-parameters: EE2&#

5%, FAIFOperation Object , ATV /ERRSHNSESH,

[RIE5AR:
BIERFR KB
backendName string
value string
location String
description string
H:

x-aliyun-apigateway-constant-parameters:
- backendName: swaggerConstant

value: swaggerConstant

location: header

description: description of swagger

A
WE ; [FIRSHEIR
WIE ; BEE

IR ; EESEEFMAE | ik
{&:[query,header]

Ak ; BT HZEEHITRA

1.8 x-aliyun-apigateway-system-parameters : [Fimiks3S

[EiRARSS24%, R T Operation Object , FITFEMXAPIGIHRIRSHAZKSEL

[RIE5EA:
BIEEFR S
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systemName string WIE | RESHEIR
backendName string B [RIRSEEIR
. . WIE ; EESEIFMAE | Ak
location String f&:[query,header]
B

x-aliyun-apigateway-system-parameters:
- systemName: CaAppld

backendName: appld

location: header

1.9 x-aliyun-apigateway-backend-location: [Fin&&{\ 8

GRS E\E, NATF Parameter Object, iZ/EM{XIE x-aliyun-apigateway-paramater-handling:
MAPPINGIRERAR , BT RESHMEGIE | ARIRRSERINIISEHUE.

BYESEE:

- path
- header

- query
- formData

<

parameters:

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery

1.10 x-aliyun-apigateway-backend-name: [Sim&EI23FR

[EiREEEFR, MAFParameter Object, ZEH{XIE x-aliyun-apigateway-paramater-handling:
MAPPINGIRERTARY . BT IRESHNGYE | HRIRRSBERIGINSEHZR.
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<

parameters:

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery

1.11 x-aliyun-apigateway-query-schema: queryXfModel3z

[RiRSEZ TR, R FIFParameter Object, FAF IQueryHTHEEITEN, HparametergStringZER! |, ERFENX
AqueryS#AET , AJLAER.

<

parameters:

- name: event_info

in: query

required: true

type: string
x-aliyun-apigateway-query-schema:
$ref: "#/definitions/EvnetInfo"

1.12 x-aliyun-apigateway-any-method: ANYZ5)%

ANY75i%, M FEFPath Item Object , FFFREAPIALAEZEESEEAIhttpiEK.

<

paths:
'path/":
x-aliyun-apigateway-any-method:
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1.13 x-aliyun-apigateway-app-code-type: AppcodefgEaiA
uE
AppcodefBEIAIE , KIFFFOperation Object, FIFIEEIZAPLIEARTIFAPPcodefEEIAIE , HA :

BYESEHE:

- DEFAULT(BAiAfR)

- DISABLE: Z2F3

- HEADER: {&@itHEADERfE Nappcode

- HEADER_QUERY: ATLUEIFHEADEREQeuryf& Nappcode

<

paths:

'path/":

get:

x-aliyun-apigateway-app-code-type: HEADER

. Rt

APIM*%5SwaggerilSefEE X APIFEE—EESRM , 8% !

2.1 Swagger2#iE SIREAPIRKSBIRITIRRER

Swagger3s® APIRSEY IR S HUR AN
- type:integer - mininum
- format:int32 Int - maxnum
- typetinteger - mininum
- format:int64 Long - maxnum
- type:number - mininum
- format:float Float - maxnum
- type:number - mininum
- format:double Doulbe - maxnum
- type:string String - maxLength

- enumValues
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- pattern

- type:boolean
- format:Boolean Boolean _

2.2 consumes=E7 5

HSwaggerfe EX 4 FEformdatasiBiS AT , EEBCE consumesTim., APIRXEINE RSz Fapplication/x-
www-form-urlencoded2&2Y,

consumes:
- application/x-www-form-urlencoded

=. Swagger/~f|

REDRM=AETAPINKHIswaggerl Bfl. THIVFRE T BRI RAS , BT swaggerl REE
S APISEARIRAHER),

iT : U BtESE,

3.1 APIMK GRS /IHTTPEISwagger~fl

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-api-force-nonce-check: true
x-aliyun-apigateway-backend:

type: HTTP

address: "http://www.aliyun.com'

method: get

timeout: 10000

paths:

'/http/get/mapping/{userld}"

get:

operationld: casel

schemes:
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- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-api-market-enable: true
x-aliyun-apigateway-auth-type: ANONYMOUS
parameters:

- name: userld

in: path

required: true

type: string

- name: swaggerQuery

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
x-aliyun-apigateway-constant-parameters:

- backendName: swaggerConstant

value: swaggerConstant

location: header

description: description of swagger
x-aliyun-apigateway-system-parameters:

- systemName: CaAppld

backendName: appld

location: header

responses:

'200":

description: 200 description

'400":

description: 400 description
'/echo/test/post/{userld}":

post:

operationld: testpost

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP

address: 'http://www.aliyun.com'

method: post

timeout: 10000

consumes:

- application/x-www-form-urlencoded
parameters:
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- name: userld

required: true

in: path

type: string

- name: swaggerQueryl

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

x-aliyun-apigateway-enum: 1,2,3

- name: swaggerQuery2

in: query

required: false

type: string
x-aliyun-apigateway-backend-location: header
x-aliyun-apigateway-backend-name: backendHeader
x-aliyun-apigateway-query-schema:

$ref: '#/definitions/AiGeneratePicQueryVO'

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
- name: swaggerFormdata

in: formData

required: true

type: string

responses:

'200":

description: 200 description

schema:

$ref: '#/definitions/ResultOfGeneratePicturesVO'
'400":

description: 400 description
x-aliyun-apigateway-any-method:
operationld: case2

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP

address: 'http://www.aliyun.com'

path: ‘/builtin/echo/{abc}'

method: post

timeout: 10000

parameters:

- name: userld

in: path
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required: false
default: '123465'
type: integer
format: int32
minimum: 0
maximum: 100
x-aliyun-apigateway-backend-name: abc
x-aliyun-apigateway-backend-location: path
responses:

'200":

description: 200 description

'400":

description: 400 description

definitions:

AiGeneratePicQueryVO:

type: object

properties:

transactionld:

type: string

description: S5{F5ID
GeneratePictureVO:

type: object

properties:

id:

type: integer

format: int64

description: E|FID

name:

type: string

description: B F&FR
GeneratePicturesVO:

type: object

properties:

failSize:

type: integer

format: int64

description: sc#E

list:

type: array

description: E|F%Z&

items:

$ref: '#/definitions/GeneratePictureVO'
title: GeneratePictureVO

successSize:

type: integer

format: int32

description: FkIhE=

totalSize:

type: number

format: float

description: {EKEEL
ResultOfGeneratePicturesVO:

type: object

properties:

model:

description: IR[EIAZE
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$ref: '#/definitions/GeneratePicturesVO'
title: GeneratePicturesVO

requestld:

type: string

description: i53KID

3.2 APIRE/SEkARSS IHTTP-VPCiISwaggersfl

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https

paths:
'/http/get/mapping/{userld}"
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: HTTP-VPC
vpcAccessName: vpcNamel
path: ‘/builtin/echo/{userld}'
method: get

timeout: 10000

parameters:

- name: userld

in: path

required: true

type: string

- name: swaggerQuery

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
responses:

'200":
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description: 200 description

'400":

description: 400 description
'/echo/test/post'":

post:

operationld: testpost

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:

type: HTTP-VPC

vpcAccessName: vpcName2

path: ‘/builtin/echo’

method: post

timeout: 10000

consumes:

- application/x-www-form-urlencoded
parameters:

- name: swaggerQueryl

in: query

required: false

default: '123465'

type: integer

format: int32

minimum: 0

maximum: 100

- name: swaggerQuery2

in: query

required: false

type: string
x-aliyun-apigateway-backend-location: header
x-aliyun-apigateway-backend-name: backendHeader
- name: swaggerHeader

in: header

required: false

type: number

format: double

minimum: 0.1

maximum: 0.5
x-aliyun-apigateway-backend-location: query
x-aliyun-apigateway-backend-name: backendQuery
- name: swaggerFormdata

in: formData

required: true

type: string

responses:

'200":

description: 200 description

'400":

description: 400 description
x-aliyun-apigateway-any-method:
operationld: case2

schemes:

- http

- https
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x-aliyun-apigateway-paramater-handling: PASSTHROUGH
x-aliyun-apigateway-backend:
type: HTTP-VPC
vpcAccessName: vpcName3
path: ‘/builtin/echo’

method: post

timeout: 10000

responses:

'200":

description: 200 description
'400":

description: 400 description

3.3 APIREimRS J9FunctionComputefySwaggera<fil

swagger: '2.0'

basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

- https

paths:
'/http/get/mapping/{userld}"
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: FC

fcRegion: cn-shanghai
serviceName: fcService
functionName: fcFunction
arn: acs:ram::111111111:role/aliyunapigatewayaccessingfcrole
parameters:

- name: userld

in: path

required: true

type: string

responses:

'200":

description: 200 description
'400":

description: 400 description

3.4 APIMX[EimiRSS/IMOCKAYSwaggerz-fil

swagger: '2.0'
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basePath: /

info:

version: '0.9'

title: Aliyun Api Gateway Swagger Sample
schemes:

- http

paths:
'/mock/get/mapping/{userld}"
get:

operationld: casel

schemes:

- http

- https
x-aliyun-apigateway-paramater-handling: MAPPING
x-aliyun-apigateway-backend:
type: MOCK

mockResult: mock resul sample
mockStatusCode: 200
mockHeaders:

- name: server

value: mock

- name: proxy

value: GW

parameters:

- name: userld

in: path

required: true

type: string

responses:

'200":

description: 200 description
'400":

description: 400 description

Y, 45Ali5EH

UTHREESSTE , BEiERiaswaggerfYS\IDEEER

4.1 RIS

ITMREFFERIFABIIEN. SZTERMEBEAFEZENXN , 2ENEREBENENE | &FF

» M5 FRIRA EFRIERIE B,

- x-aliyun-apigateway-backend

- x-aliyun-apigateway-api-market-enable

- x-aliyun-apigateway-api-force-nonce-check
- x-aliyun-apigateway-paramater-handling

- x-aliyun-apigateway-auth-type
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4.2 Swagger DefinitionijiBHg

swaggerS \NIMEIFERIEN , BR5FR8swaggerilieFEERERINE N T ERTFSDKIER |, Fribie
FEREswaggerdEAIER_FIEIN T —LpREI &4

- swaggerdischematr& NzHF © $refzsEl

- swaggersDefinitionfdmodel{X37#Fobject typeRBIAYREITE W

- swaggerdiDefinitionfimodeldiZEEarrayiE X , H5|ASrefR Stitlet B &EH, array2EBIZRA
FESDKARRAI XS R4 AR ArrayList

APIRIKXN FHE{SS DKL SRS

IR ZAPIRXIIMRANEIESEES , B IREHISDKANESHIR , BLESEERFESEIFARSDK , KX
RAESDKAISCIMAET iRtk , HAFERMIES ESXIISDKEYSE,. APIRXE/IIRHAIANdroidH]
Objective-CAISDK , R5eBSIFWIABERERY , FFARFEAILASEAndroidfliOSHIObjective-CEG A
LI BIRESHISDK,

KT APIR KRR EIBEERERFIREESE T EMA
https://help.aliyun.com/document_detail/66031.html

L. BEEARRB LT

EFimtIAPIXZ [EliEid WebSocketiBIEHHTIBS | BESELDPM | WRAAPHIAZG<. EiEE LHIET
— LR EARTIEEAN

1.1 APIE BT SER

EFIRERAPL , ISRMNE R oS FRE | BRRIEHTTPIERMSRIZIR) sonfNiE A8t aEH
. IR FTEIX M ISREERsont&z

public class WebSocketApiRequest {
String method;

String host;

String path;

Map<String , String> querys;
Map<String, List<String>> headers;
int isBase64 = 0;

String body;

}
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TEE—T , BRER—MRERHTTPIERIRY

POST /http2test/test?paraml=test HTTP/1.1

host: apihangzhou444.foundai.com

x-ca-seq:0

x-ca-key:12344133

ca_version:1

content-type:application/x-www-form-urlencoded; charset=utf-8
X-ca-timestamp:1525872629832

date:Wed, 09 May 2018 13:30:29 GMT+00:00
x-ca-signature:kYjdIuCnCrxx+EyLMTTx5NiXxqvfTTHBQAe68tv33Tw=
user-agent:ALIYUN-ANDROID-DEMO
x-ca-nonce:c9f15cbf-f4ac-4a6c-b54d-f51abfab5b44
X-ca-signature-headers:x-ca-seq,x-ca-key,x-ca-timestamp,x-ca-nonce
content-length:33

username=xiaoming&password=123456789

WebSocket/EB{SHIRHMRSIGHX NHTTPIERIR UL S FERIFAF TV T

{

"headers": {

"accept": ["application/json; charset=utf-8"],

"host": ["apihangzhou444.foundai.com"],

"x-ca-seq": ["0"],

"x-ca-key": ["12344133"],

"ca_version": ["1"],

"content-type": ["application/x-www-form-urlencoded; charset=utf-8"],
"x-ca-timestamp": ["1525872629832"],

"date": ["Wed, 09 May 2018 13:30:29 GMT+00:00"],

"x-ca-signature": ["kYjdIuCnCrxx+EyLMTTx5NiXxqvfTTHBQAe68tv33Tw="],
"user-agent": ["ALIYUN-ANDROID-DEMO"],

"x-ca-nonce": ["c9f15cbf-f4ac-4abc-b54d-f51abf4b5b44"],
"x-ca-signature-headers": ["x-ca-seq,x-ca-key,x-ca-timestamp,x-ca-nonce"]

}

host": "apihangzhou444.foundai.com”,

"isBase64": 0,

"method": "POST",

"path": "/http2test/test”,

"querys": {"param1":"test"},
"body":"username=xiaoming&password=123456789"
}

1.2 WHEB(EHS

ENEBEEREF | BRTIESENAPIER , BE—RIIEHIIGS

1.2.1 EFmEht
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WweF : RG

BN EAPIRCGEAHSER: | ¥ Deviceld
WA [ BR

Rk - 2P

I, : RG#Deviceld

5 : RG#ffd3234343dae324342@12344133

@eF : RO

B : DeviceldiEMtaIIRY , APIRKIREIRT , FHEEE—RRFI OB EfEh EIRE]
SR | N

ARiXif : APIRIKR

18zt : RO#ConnectionCredential#keepAlivelnterval

{5 : RO#1534692949977#25000

KWap$= : RF

B APIRSCR BRI RIS
R APIR%

#&Z( : RF#ErrorMessage

{5 : RF#ServerError

1.2.2 ZPF w08

woEFE  Hl

B BRI OBHERES
aSRA K

Kk - =i

RBHMSH  BERAERST

= HO

B APIRRIREOBHRIFRIIN EE<

mORE | W&

Kk« APIRIE
&=, : HO#ConnectionCredential
5 - HO#ffd3234343dae324342

1.2.3 TTEH

HOF : NF
BY : APIRSERIE FTEATER

WmORE : iEK

Bk - APIRE
B HNF#MESSAGE
55 : NF#HELLO WORLD!

weF : NO

B ZPIEREREK N TERNE
KiK. P

SEHMMSH , BEEALXGSF
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1.2.4 EHfty(i5<S

we=F 1 0S

B EFIREREXBIAPINCTIZEE , APINASEERRAEXN DS , EEEFinEmineiEsE  E05E. 3=
EEREENAP AR, BUWAPIRNXERR G EREaHGERE,

A BFK

KiE © APIRIK

REEMBH , BEEREGSFE

weFE: CR

BN ERRENERE DR | APIRNXSEERmAEXI TS | FESFintoliaERk , THEE. FTahEEErS
FMAFARE. BUAPINEAA S EFRHSER.

KA Bk

K% - APIRIE

RBHMSH  BERERST

) —
1.2.5 &EE—IRR
Deviceldff—tREEFimb<iERE | #80AUVID@AppKey , FEEEINAYJAVASLHL, FrEDeviceld?E
APPHENEE—RY. tBEERE—1APP , RAiFHIIESRIDeviceld , BNTEFMAIRHESREE.
String deviceld = UUID.randomUUID().toString().replace("-", "")+ “@" + appKey;

THEE—1RA : ffd3234343dae324342@12344133

2. BIERE
TERSDKFIAPINXZ R EREE :

M EEFRFATTLAER , SDKFEEFETH— LI :

- WebSocketiEE#7 ( BIEHNINTE )
- &i%Deviceld;FAER (RG)

- BFIEAAPI
- EERIF OGRS | EHARIFOBE (HL )
- VRELftAPI

- BEWIAPIRY K I AR
- IBREHEAPLIER

BRTIEEMIZE | SDKIEFREELU T RERE

- R

2.1 WebSocketiZERSE7 ( BIEIHNIDE )
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APIRIKHIN AIE(SEE T WebSocketsTIIAY , ZFimAIAPIN K Z BIRNEREE ISRt ERIWebSocketiz
EENTE. WebSocketiEZEEITFEIBES % WebSocketMyYTENX. (
https://tools.ietf.org/html/rfc6455 ) ,

—MRAENESES B WebSocketiMiZ FPimFHESCIL , tbalAndroid BRYRELROkHttpAIWebSocketFFHRSLHL.

2.2 &i%EDeviceldiFiEsk (RG )

EFimEWebSocketiEEEV 2/ , FED LRAPIMXAIE—FIEMEK , IBXRPEEET A Deviceld ;

APIRKIEWEEMESE  SERNESIM—RBERER , FFEMEADeviceldimRIXFKIER. APINXZ
B FiniR B EM B IIRIN .

BMESIES L2 1R ESHER,

2.3 JEFEEAAPI

BERIRERETIEMESE  FED LRE—NEMAPIRIEK. FAAPIEEEAPINKIERIENYF , BN
EXTTEBEN (WEBEERER) XENE "
https://help.aliyun.com/document_detail/66031.html

APHERIIAIEEIVIBSNAN LI, EREEMAPIERIA R , FEESIATHS :

1. ZEAPIRRXIRGIE L IEMRN &R BAIL ;
2. BEEIN—MRREMAPIRYEL : x-ca-websocket_api_type:REGISTER

2.4 [SRMRRRORERAR | ERIRIPOBE (HL)

B i 252 STMEAPINK RIE—MOBER , APINXEZKEI OISR ESEHMAFPINELNEH ST
— OB R RIRIRN S,

BMESES 12205 SR,

2.5 R hAPI

EFimfEWebsocketiIEEEEIF 25 | BERTETLARAPIRKRIEEBRIAPIER , RIEEIES AR
1.1%5,

2.6 $EUTAPIRISK AIXHIER]

BEFImEEMAPIRIERTD , FEKEIAPINKAI200RZ /5 | HiaT LAETUHEEKIAPIR K RIEE kA N TIBA 7
, MTERAEIAFERESR  BEIANRIL2.3,
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2.7 BB HEAPLEK

ERHERFPRHERZE , FERE—NEHAPIEXK, (TMAPIREEAPINIIRRIENY , BAFRIENX
FiEBEN (WEBEFERERE) MEINEE | https://help.aliyun.com/document_detail/66031.html

APIERIIREEBSNAXNLLT, ERSTMAPIERIIHR , BETE—m | EEEII—MRREH
APIFIL : x-ca-websocket_api_type:UNREGISTER

2.8 AP R RIET SREIMTEREIES <

BRRERSSFE—EWEE | APIRNKAIKIERE aREHAEAIET2000MAPHEKRGER. APINKATE
SLIEFELS500MERAIAHE |, (LB FIRARE—FRERZFInEMIrEEENES (CR) |, BIMESHEASNEX
1.2.4, APIMXSTERIERANEREFAREI2000MERAMHR | BIFRIXSFIKIEE.

EFREREMEEEXRMMESRE | FELIHEHRR EEAPIKIXERK , FEEKETEERKEIRIAPLS
KiE , EFNEEAPIN. , BEFAESTIHSSIIEMAPL , STAFEEENTIE, BINESE RS TMAPIH
AR , KEMAPIRIISRISREFEAN | SRMTEEIERIRHREEERRDA.,

2.9 SEAPINK ZIXT KR FEIRHENS S

APIRKXBREIRS , ZEFIRANIERQPSAIRBITRIEIRFI SRR APIMXAYTRE | R RS WEIAPINKAIX
AIRARIZEIERIES (0S) , BRMEIMERIBESNAN1.2.47), XMHREFHMZIESIR X ARIXIRE,
INRBFHAERUES , FHEILQPSISEMEK , APIRXRMIBRIXFZIIERS,

= BE

3.1 RS

E—3KE/SE— N SHFAPIR K I @B SHISDKFEEMIPLESIE
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&P i APIR) %

................................................ IR S

RG#{fd3234343dae324342@12344133 EMESHER (RG)

EMELHE (RO) RO#1534692949977#25000

{

*headers": {

pplication/json; charse
bsocket api type": ["REGI!
‘apihangzhou444 foundai.com’
"x-ca-seq”: ['0],

"content-type”: ["application/x-www-form-urlencoded; charset=utf-8'],

E imestamp’: [*1534692948795"],

‘date": ['Sun, 19 Aug 2018 15:35:48 GMT+00:00"]

"x-ca-signature”: ['ktzwzOePw-+uS3068XeXqHYP8IK6mjivenEtQI QQUIE="]
‘user-agent": ["ALIYUN-ANDROID-DEMO"], =
"x-ca-nonce": [‘fdaa6ba7-d901-4fdd-b376-b98e322755¢0"]. A ["status™: 200,

“x-ca-signature-headers”: ['x-ca-websocket_api_type x-ca-seq,x-ca-keyx-ca- “body": *(Headers\"(\'content-type\":\'application\/x-www-form-
timestamp,x-ca-nonce'] urlencoded; charset=UTF- leviceid\"\'07dde0a4@23524193\",
. \'connection\'\'Keep-Alive

*host": "apihangzhou444.foundai.com’,

‘isBase64": 0,

‘method": *POST*

“path’; *fregister"

“querys": ()

*body'": ‘username=testdpassword=testdUsername=test&Password=test"

S 'Date™: ['Sun, 19 Aug 2018 15:24:48 GMT", "Sun, 19 Aug 2018
API 15:24:48 GMT'],
Wl “Content-Type": "application\json;charset=ISO-8859-1",
R *Access-Control-Allow-Methods"
“GET,POST,PUT,DELETE,HEAD, ONS,PATCH"
‘Access-Control Origin
Content-Lengt
'X-Ca-Re« -Id": "FBA5C710-7C2E-4D4F-85F9-600746038776",
"x-ca-seq": "0’
*Access-Control-Allow-Headers": “*X-Requested-With,X-Sequence X-

Ca-Key,X-Ca-Secret X-Ca-Version,X-Ca-Timestamp,X-Ca-Nonce,X-Ca-

API-KeyX-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld X-Ca-

Signature X-Ca-Signature-Headers, ignature-Method  X-

Forwarded-ForX-Ca-Date X-Ca-Request-Mode,Authorization,Content-

Type, Accept, Accept-Ranges,Cache-Control, Range, Content-MDS",
"Server": “Apache-CoyoteV/1.1"}}

H1 FRIFOHER (H1) !
RIFOEE (RO) HO#1534692949977

RIFLHEE (RO) NF#Hello world!

NO FRIFOER (H1) i

T EIBAPINE R E RS TANEMAPIRIE RN ER IS E Y |, BB,

3.2 {iEeF

ERIAPIKKAIANndroidf10bjective- CELBEBWEIB(EAES , FEMSZBRIATAGESTIAY. TERIE

FAANndroidaIASsRiEL T 58 —EFREIFEXAUEAISEIN.

3.2.1 WebSocketiE##7 ( SIEHIMNINE )

//{EFR4BRERILE,Z N800 1 E iRttt

String websocketUrl = "ws:" + yourdomain + ":8080";

[/FE—NclientydgR

OkHttpClient client = new OkHttpClient.Builder()
.readTimeout(params.getReadTimeout(), TimeUnit.MILLISECONDS)
writeTimeout(params.getWriteTimeout(), TimeUnit. MILLISECONDS)
.connectTimeout(params.getConnectionTimeout(), TimeUnit. MILLISECONDS)
build();
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//#3IWebSocketiEEEEAIHttpRequestiFk
Request connectRequest = new Request.Builder().url(websocketUrl).build();

/IR TR IR TSR
webSocketListener = new WebSocketListener() {

[T
client.newWebSocket(connectRequest, webSocketListener);

3.2.2 KiXDeviceldiEAER/OBEER

String deviceld = generateDeviceld();
webSocketListener = new WebSocketListener() {
@Override
[ERERTE |, BIRATSE
public void onOpen(WebSocket webSocket, Response response) {
/IRIEFMES
String registerCommand = SdkConstant. CLOUDAPI_COMMAND_REGISTER_REQUEST + "#" + deviceld;
webSocketRef.getObj().send(registerCommand);
}

@Override

//WEIAPIR XSRS | ERATSE

public void onMessage(WebSocket webSocket, String text) {
if(null == text || "".equalsignoreCase(text)) {

return;

}

/ERRBRTH

else if(text.length() > 2 && text.startsWith(SdkConstant. CLOUDAPI_COMMAND_REGISTER_SUCCESS_RESPONSE)){
//REAT APIR S EAR R TR 2

String responseObject[] = text.split("#");
connectionCredential = responseObject[1];

// MAPTRIR R HR3RB OB RS R E) R

heartBeatInterval = Integer.parselnt(responseObject[2]);
}

//IBEOBERE | REOBKES

if (null != heartBeatManager) {

heartBeatManager.stop();

}

heartBeatManager = new HeartBeatManager(instance, heartBeatInterval);
heartbeatThread = new Thread(heartBeatManager);
heartbeatThread.start();

return;

}

[/ ERRRE

else if(text.length() > 2 && text.startsWith(SdkConstant. CLOUDAPI_COMMAND_REGISTER_FAIL_REQUEST)){

String responseObject[] = text.split("#");

errorMessage.setObj(responseObject[1]);
[MELERIE OB
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if (null != heartBeatManager) {
heartBeatManager.stop();

}

return;

}

)3

}

private String generateDeviceld(){
return UUID.randomUUID().toString().replace("-" , "").substring(0, 8);
}

3.2.3 RiXAPLEK : JEARAPL, THEAPL EHSAPI

protected void sendAsyncRequest(final ApiRequest apiRequest, final ApiCallback apiCallback){
checklsInit();
[/FIERE R AR
synchronized (connectionLock) {
if (null != connectLatch.getObj() && connectLatch.getObj().getCount() == 1) {
try {
connectlLatch.getObj().await(10, TimeUnit.SECONDS);
} catch (InterruptedException ex) {
throw new SdkException("WebSocket connect server failed ", ex);
} finally {
connectlatch.setObj(null);
}
}

if (status == WebSocketConnectStatus.LOST_CONNECTION) {
apiCallback.onFailure(apiRequest, new SdkException("WebSocket conection lost, connecting"));
return;

}

[/ETXS R, SEEESRAPL , HARLN R

if (WebSocketApiType.COMMON != apiRequest.getWebSocketApiType()) {
if(lpreSendWebsocketCommandApi(apiRequest , apiCallback)) {

return;

}

}

Integer seqNumber = seq.getAndIncrement();
apiRequest.addHeader(SdkConstant.CLOUDAPI_X_CA_SEQ, segqNumber.toString());
callbackManager.add(seqNumber, new ApiContext(apiCallback, apiRequest));

[TERFRERIERN TR

String request = buildRequest(apiRequest);
webSocketRef.getObj().send(request);

}

}

private boolean preSendWebsocketCommandApi(final ApiRequest apiRequest, final ApiCallback apiCallback){

/[ERRZRAPL , FEFIMNEMES RS
if(WebSocketApiType.REGISTER == apiRequest.getWebSocketApiType()) {
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try {

if (null != registerLatch.getObj() && !registerLatch.getObj().await(10, TimeUnit.SECONDS)) {
Thread.sleep(5000);

close();

apiCallback.onFailure(apiRequest, new SdkException("WebSocket conection lost, connecting"));
return false;

}

} catch (InterruptedException ex) {

throw new SdkException("WebSocket register failed ", ex);

} finally {

registerLatch.setObj(null);

}

if (IregisterCommandSuccess.getObj()) {
apiCallback.onFailure(null, new SdkException("Register Comand return error :" + errorMessage.getObj()));
return false;

}

/iCREMAPL , FIFUELEE
lastRegisterReqeust = apiRequest.duplicate();
lastRegisterCallback = apiCallback;

}

//EImER. SFEEAPIROTRIRSL

apiRequest.addHeader(SdkConstant. CLOUDAPI_X_CA_WEBSOCKET_API_TYPE,
apiRequest.getWebSocketApiType().toString());

return true;

}

private String buildRequest(ApiRequest apiRequest){
apiRequest.setHost(host);
apiRequest.setScheme(scheme);
ApiRequestMaker.make(apiRequest , appKey , appSecret);

WebSocketApiRequest webSocketApiRequest = new WebSocketApiRequest();
webSocketApiRequest.setHost(host);

webSocketApiRequest.setPath(apiRequest.getPath());
webSocketApiRequest.setMethod(apiRequest.getMethod().getValue());
webSocketApiRequest.setQuerys(apiRequest.getQuerys());
webSocketApiRequest.setHeaders(apiRequest.getHeaders());
webSocketApiRequest.setlsBase64(apiRequest.isBase64BodyViaWebsocket() == true ? 1 : 0);

MediaType bodyType =

MediaType.parse(apiRequest.getFirstHeaderValue(HttpConstant. CLOUDAPI_HTTP_HEADER_CONTENT_TYPE));

if(null = apiRequest.getFormParams() && apiRequest.getFormParams().size() > 0){
webSocketApiRequest.setBody(HttpCommonUtil.buildParamString(apiRequest.getFormParams()));
}else if(null != apiRequest.getBody()){

webSocketApiRequest.setBody(new String(apiRequest.getBody() ,
bodyType.charset(SdkConstant. CLOUDAPI_ENCODING)));

}

if(apiRequest.isBase64BodyViaWebsocket()){
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webSocketApiRequest.setBody(new String(Base64.encode(apiRequest.getBody() , Base64.DEFAULT) ,
bodyType.charset(SdkConstant. CLOUDAPI_ENCODING)));
}

return JSON.toJSONString(webSocketApiRequest);
}

3.2.4 FKTAPIRIK AIXANIEA]

ApiWebSocketListner apiWebSocketListner = params.getApiWebSocketListner();
webSocketListener = new WebSocketListener() {

@Override

/MEIAPIRIKAIEIESS | VARATTE

public void onMessage(WebSocket webSocket, String text) {

String message = text.substring(3);

apiWebSocketListner.onNotify(message);

if(status == WebSocketConnectStatus. CONNECTED && webSocketRef.getObj() != null){
webSocketRef.getObj().send(SdkConstant. CLOUDAPI_COMMAND_NOTIFY_RESPONSE);
}

return ;

B{MUBIE T EAndroid SDKfE | fEsrc3iSksRa] LR,

W FE(SERigrEa

—HhiR
TERNRAPP A S MR IR SRR , IR SBITESSRAL, Ll | FOFERR , AR
FlhE,

(EF— LG RRERSHBAZFIREENANEN , 2 : AFRZENEEBESEIEE, XMEHER B =R —
MBERE , ILRSHREBAIEENEFIRAE MTBMEK. BHMEEFIRFIRSFinBESENEEEN

o
BE/Jo

RENAE TR DS TR APPRETRIERER.

fsEFRZN
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APIRXBLEEFTBRegionFFHNAIB(SRES] , WRIB(EREI1EEE T WebSockettiz £, Bl
Android , Objective-C , JAVA=FhSDKIg 0 AiE .

(BERLZIMITRILITBEETEIaF © 1174705587419 )

LA,

APIRX ERIBATERTARegionfRANFIB(ERIBES] , BRRFEEAPINX LIRE=1API , AR THBEME
FXRISDKEIZFin , BIERERAZIZFinHleeese eIl e FintlikSS sain < BRIV EESHITHEE.

TEZEF AP XL EIEERIRE DRI S TFEREE

P EimRARSS

i A i
\4 | \4

A

(1) Z P ERIRIRHEFIAPIR X 7 WebSocketiZEE , FESE CHIREIDEAAPINK ;
(2) ZEFimfEWebSocketi@iE EREEMES ;

(3) APIRIKIGIEMMESHARMHTTPIMY AX LS R RIRIRSS | FEEEMES LI EIREIDSL
(4) AFERRSIIEIMES , WRIEET , ISERAFIRSEID |, RE200/8% ;

(5) BFPIEHRRSEZBIIHTTP/HTTPS/WebSocket=FfitiMY FAMEE—FHEAPIMXZIX NMTERNES |, 5k
ETFEKOERANZEID ;

(6) APIRKHEMT FTIBRES | HENSEIREBIDANERE | B MTIBNESBIT WebSocketiE i RIXAIEEEF
i ;

(7) BEFIHEAEEIBF EHRSSEEIRIRHE | I WebSocketiERERIEFHESBAPINX |, ERFARIES
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1®%=ID;
(8) APIRMKIE T HESEMAHT TP RIXLE AP GRS , HFEEIMES LN EIREBIDSE ;
(9) AFEIHIRSMIFRZEID |, IREI2008%,

—ABE=MEEES

E(ERAPIMXATNEIBISEES] | B5E T RAPINXNEEEHEXHN=IMES , FEIFTHIR  X=M5SH
SEHUEAPIRX ERI="NAPL , FERAFEAPINK I e,

LiEHE<
S EEFHARARIPERRSMES , BRFAMER -

(1) BEFIRRREIDRESEBFERIRS  AFERIRSHEECEXMREID, ARAREENIREIDF
B, IREBIDFERHAPIMKAISDKEENER ;

(2) BFILUSIHESE N ET AP BFIZEHAPL , P EiRRSEREIEME SIS PR &AM
. AFRIRRSEREEMS SN EAIRTR , IREIF2008) , APIRRSAILLER/EMR.

EFiRERINEIRFERIRS XTI KRB , FRITREEMESHAPINK | WEIBFRimiRSSHI20082
[RIEZVER AT,

2. ™MTERES

BRERRS , EREIEFRAAEIERMESE | ICEIHMESPRIREIDFR | AR LABAPINK A
KIS AXMREB M TBEAEST . RBEBXMREEL , APIRNKHALUS L M TERAIEE i,

3. EHES

EFIREAENEIBF ERRS BRI AR EHESRIELAPINX |, WEIBFEmIRSAI200 E/5iEHMK
I, ABEZAFERRSEXNTTER.

= APIRKIZENRES

1. FHESBE D 4HIH = AIWebSocketiEiE
D =5 6 B
LEHES AP
P L TFTAEAPL
I FBEFAPI
1.1 BlEEsSE
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EZESARYIE A BIER T,
ZEAAPIRKIIEAINRE , BEREEAPINX LIE— I DE , XTFHEREIE , 55 :
https://help.aliyun.com/document_detail/29493.html

1.2 FE534H E4RTEiES

EEELYNE THERIIE A BT,
BTN EE  FEEDHEHE—MAR | XTHEEHRRE |, TSI
https://help.aliyun.com/document_detail/29494.html|

1.3 FREHZHWebSocketiEi&

BEFFEE , EBEFBEEZ FHWebSocketiBiE,
2. [APIMEIZHIA] -> [FFRIAPI] ->24HIFIB

Qe A@® s Iw &R il 5 - itk

2. QM. T™MTER. EHEESHIAPI

FENZ CIEINSETEIZE=APL, ZEBAPIREIZERIZIES WA
https://help.aliyun.com/document_detail/29478.html

X=APHEEZRIHER , FEIFHIERIR  FEEE "WHBESAPLEL" 1B,  "WHEBSAPIEEE" &
E ik "WebSocketthi)l" FI=BzEH , S1TE
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APIFI%

~ FFHAPI

SMEER

APIFIF

B

BEWH

IPiATEIESA

VPCIER

SDK/STHABEI4ERL

> BEAPI

BUFEAPI
IR 1 () o1 (E8) b 2 (bR) 481 (R R 2 (L) BH TAIRRE 1 FAE) BONRER 1 (RZ524R) AR 3 (AR
TAES 1 (ED)
+ EEAPIHIR
TERELAE X
s HTTP
HTTPS
WEBSOCKET
B EAPIAT)
SEM
g SEH
BESS ppny
e licloudapi.com
ERPath
TERPath A E SRS M PEIParameter Path, BE7E]H, til/getUserinforluserid]
HTTP Method GET +
ABiERIR ABHE :
WRPHFESH, B S QueryB#. BodyB# (i L %) | SBAMRIEE—,
e84 BUME RE BiR BRME B A HRIE
a4

2.1 iFAHSSAPI

EMESEREFIRREERFPERRSIES | ENMERE ISR

(1) —RR=E8SBFRMERE TR , B

BUFEAPI
APIF%
e £ 1 (%) 446 2 (1£%) 1 (R 2 (LE) i TAIRRE 1 (A0 BRI 1 (K254 AR 3 (R
- FRAPI TARH 1 (ER)
Pl 2 EEAPIIR
sz
TR TEREREX
22T
PR i e
veomi Hes
WEBSOCKET
BEER
SDK/XCHE AR TEHBEAPIXE] MR +
> LI SEUEE  SHESESE
A hangzhou.alicloudapi.com
ERPath Jregister
Path, AT, HAlligetl
= HTTP Method POST +
NgiERigR A s
Eed 3 2 #. QueryB#. Body2# (i ) tE—o
ABEX
BRI E swE £ BE R i A 4
4 userName Body 4 string 4 » REEE | BR
1 password Body 4 String 4 HEES | BR
+ Hm—#&

(2) Reg@idWebSockettm¥ (&5
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SRXMECHEXBAFECEEX |
200 , =i EIEMII.

2.2 T{TIERIAPI

TMTEMES EAFERRSAEXEEFIHNGES | SIENHESETIEMNRE
(1) BRI FERFIE PinARRAPPHITIEIN , X2 AR EIRRSHEFinERSR ;
(2) ATLMERHTTP/HTTPS/WebSockets{F =ty A RLLAPI ;

BEMASEERTLR. 2R X

MESHRIELAE

() BARKREEEFIHRY , BRI AFEFMEMAPI—HE X EiniRS S
(4) BRP TSR R = FinIDAYX-ca-deviceidsk , BARENMER ;
B TIELI TE
BIFEAPI
APRX HO1ES) kg EMIGM) SR ®E O DAREIGNE) SN (ANEE) TARRO (EEE)
v FFHAPI AR 1 (E38)
SaEE + EEAPIIE
ez
pi-ie) TERERMEX
HEWY
PR ke
VPCIR
e WEBSOCKET
SDKICHSETER MABEAPIF: B
v ThLE BENEA  ASESENE
EERR By
BHZAPI
i&RPath Jnotify
BIRIRAPIFISDK Path, aanEh
nnnnnnnn
| ABEX
s SuirE EY BE HUE 61
x-ca-deviceid
FAfER

| TERBody . FFormB¥MUE, HUUSONFRIM, XHHBIMIES

BodyM &R

2.3 FHH(ESAPI

THESEEFIRAREERAPERRSZIES | SENHERE TSR REE

3.4, THSDK

E="M5
SehkfE

1B WebSockettimyY &,

HATLARISDK S B s RRE AR, TESDKT .,
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HaTAPIM&IRHAISDKFEEWebSocketiB(E8EAIRBANdroid , EftiESAISDKERIEAES
WebSocketiB(586, IEEIIGFHERIOSHISDK |, it E37#FWebSocketiBE(SiEE.

EERT LA T EAndroidBYSDKEAZE FimSDK |, ERXNSDKFERWebSocketFIAPIRKHITIE(E , FHE
ESDK ERXREMES | AP ERRSAEN T TERES. ERILITEIAVAIESHISDKIESiRSS 25
SDK , FRARETMTERES. MASDKECSSTANEIEEIIEE. THRZ FEUHE :

SDK/XHAEFER

APIE%
I ctiES e SmiRN) sRe(s) 0 B DARKEIGOE)  BNRE1GREEE)  TAKEO (EEE)
~ FBAPI WA 1 (ER)
prc
Py A ]
APILR
testtest testtest 2017-12-19 11:02:53
SR
hitp2 test 2017-06.07 153851
HLWE
test test 0 Obective-C Ancroid Java
PR
3k, HHUETI0R
VPOIEHR
B R EEEBRE

SDK/HERER

> ERAPI

Python NET Node.s

FEPHPRLAR TG

STETSEREE: APIRIX-ZFRSSEE (345 11747055)

4 AFASDKRYEMHS S FHESDKFEE MTEAISSHIAE

AndroidfSDKTETEGE , EE(FAMIFHESDKRIZEFERRE , tbiEReadMe. txt3T{4,

BahERAISDKEmMBRBAPIRIERALD , EABLEABALD , SalLUERXMNAPEBREEXIMEST. TE
2—"Demo7rfjll , TEtDemorh , FAIEBRINBHREICHIIAIL— N WebSocketBEHR , FEEEEAHEIL
FF GRS KX MTIERRIERE onNotify , EFimiEIEIBFEiRIRS KX T TEA . SDKSERXA
RECRBANE i, $ASDemofftiFAEREiregisterWebsocketTest{it5MEBiIEA.

public class Demo_HangZhou {

static{

WebSocketClientBuilderParams websocketParam = new WebSocketClientBuilderParams();
websocketParam.setAppKey("12345678");

websocketParam.setAppSecret("12345678");
websocketParam.setApiWebSocketListner(new ApiWebSocketListner() {

@Override

//E PRI EiRiRS RIERTTIEA , SDKSTEAXNRECRIBAIZE Fin

public void onNotify(String message) {

System.out.printin(message);

}

@Override

public void onFailure(Throwable t, ApiResponse response) {
if(null 1= t){

t.printStackTrace();

}

if(null != response){
System.out.printIn(response.getCode());
System.out.printIn(response.getMessage());

}
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N

WebSocketApiClient_hangzhou.getInstance().init(websocketParam);

public static void registerWebsocketTest(){
WebSocketApiClient_hangzhou.getlnstance().register("fred" , "123456" , new ApiCallback() {

@Override

public void onFailure(ApiRequest request, Exception e) {
e.printStackTrace();

}

@Override
public void onResponse(ApiRequest request, ApiResponse response) {

try {
System.out.printin(getResultString(response));
}catch (Exception ex){

ex.printStackTrace();

5. feimARSS &E T TERN

P ERRSEENEIEFinKAENEMESE  FERCHESERPREID, RERAFERRSEEFIRA
EMTENMEZEIRESS  iilEREEAPI—F | KAE—MIERIAPIERLSAPINAHAILLTY . TEHERE
PR

public class Demo_Hanzhou {

static{

HttpClientBuilderParams param = new HttpClientBuilderParams();
param.setAppKey("123456");

param.setAppSecret("123456");
HttpApiClient_Beiling.getInstance().init(param);

}

public static void HanZhouNotifyTest(){
HttpApiClient_HanZhou.getInstance().notify("NotifyContent" , new ApiCallback() {

@Override

public void onFailure(ApiRequest request, Exception e) {
e.printStackTrace();
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}

@Override
public void onResponse(ApiRequest request, ApiResponse response) {

try {
System.out.printin(response.getCode());

}catch (Exception ex){
ex.printStackTrace();

}

}

i

}

}
LB R EEE— T APIR K EB(SRE DRI E IR

1. FHB D ESBERIEEZRIWebSocketiBiE ;

2. BUEERR. T™TERL. JFE=APL, AIX=APHER. F L% ;

3. AFEmRSSCINEM | i HESZE | TERJAVARNSDKAIE T TIEA ;

4. F#EAndroidSDK , SR \EIZZ i , E@37WebSocketiEfE , RiEFAEK , MR~ TEA ;

SNRAEERAPBEIMRFAIERE , IBIMAEANTETSMNET « APIRK-ZFIRSSEE (BES : 11747055)

INREE

HARNRER

BriE APl DAB=TRE | UK, FiAMZE L. EPlidsMEiina M Me il A K a0t API B3 E
FRRERES | £ EINREEDY APl P ERRIRER.

Bid APl 24ER MRET RENETESE , 5 APLSENIL. k. & EREDIEN—EE, KR
TESY , A MMEEENHNLLEESH. SR APLE , AILUSHRSEME T ERIERUE | &
BEEmIRSS. APl MXGEREGIERPRIMESEEERXDIERINE.
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X X
;"-’!Jij& i APTH

b .

i-Ca-Stage: iLa-Stage:

TEE-T

HELEF&EE

Wit b Fi i EF 44

= N
WNEZESHIENE
% , 75 APl 4800 TREEEE b , NS MRIBOEER, S , 75 APLIEY HRESOROTESZE,

IR R

ETMBIMETESHRXDIBRING , BFAWA. MR, LE=1RE , SHFE—EE,

Bl 8MAERITERERS 50 MNERE.
1. B3 API pEEFIE.,
2. A HYAEHE > INREE,

| BERE A _ k@ SMIEH SO0 (R
- FHAP . -
srigwm Faati ] TR 2016-10-25 181929
AP FIlE 1RMAS HEZAP 2016-10-25 182751

=Rum

3 EEEIERAGRE | E, TR, S, B ISR, SRATRNREE E—

HESLTERTIRE , FRE Mg,

Name : BITEXZESTR , (BF A= REFIN NN ERFRMER.
INREEZA APL, #iX Name tRRBXLRENX , LIMEEEEA.

Value : TE/YE.
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WMERLAREGTE S AP MFEHEERIRS , Value EiSESHEREITERS P EIEMNRS
BIRNE RGBT, CHFESERRSBRESEREEIR , BNCTsEEMTCEER APL
PARETEIRS 0. — M REERS | WK, &, L& ENENERD IS

: TestServiceD, PreServiceD, ServiceD, (FREITETIMNETEIRE , BSNREGT
BN INEETRE., ) A APIDERNK. k. & ERBESIEN—TE, TEAH

= 5 M W HY AR

FETFAAFERSS0NER

I “Name Service

EREXTE, BT, EUEIN TS, PHE, SMNETFEFE, 450t
FE

AP AT HRINE), (27 &
Vaety

+ HS, 0~2001FF

el -

R LALABREIZBFRRANE A Function RUIMEEE | HA=MRMESFIRERE.

£ APl EX B EMSTE
APLREXET , 1 HRPath, ANSREN. X APl GBS SHAMALE,

Rk #EER#, W0, #Service#, #Function#, W1, TEENXLAREGTEIEA APL MXEiHRRSH , 5k
SRR ZREN NEIENTE,

&

- TR
P
| ERERE Y.
APIBISR
e EEEEEE () HTTP/HTIPS ® B
ORI . ction,
i FIERENELG B OAPIEA RS
IPisEls
=t w32 (1)
VPCER E ——
i : =
e | EEER BE.
» EFEAPI
- .
R
BEA acsiram: :5204593714853318: role/aliyunapigatev FAuE

SR BE . BEINR,
HESE RSO | ASIEEL.

EEEa ms

JARZSIAER APL

APl %fpfg , {Ea]A&iE APL ERS.

Al N

BfZkie APLER , RIERL ERR,
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I N

VAFTUAINERY APL, WIFEVEFR AP AT , £ Header HIEINAS X-Ca-Stage: PRE , BIRJiAAFUAINERY
API,

Pl ez N

EFHIMERY APL, NIFEJEFAE APLBY , £ Header RIEIIAS X-Ca-Stage: TEST , BURI5EUHIRERY
API,

LARETEE S APl X RiRiRS

REUER— N EHIXGIRIRSS. REEPITILARSEEIRE  BIAENEHRER | 2B MRRR NIRRT
. TE , BREOTESTFLL AP RKAEASEHR, HiEKREREBITENEIRRSSA APLES , API XSRS
RRIERE . RETESRBHTERERELS AP RX.,

API X SEREITEEE | ATLULELL APL e S RSIMNTRUISRIEREL , FAEBRINE. e, #0EE
&R (&BF APLMXIEE ) .

SCHRIE

API MXERREITERSE , 21 APl AUEXEWEEHE Map P XUEEREITERSS ., REGTERSNE
&, #&ZBETE% Output Format BU#&E=iR[A] statusCode, headers, body FHEXEIE. API MKXEIGEREL
HEREINASETE) statusCode, header, body &IBIREIEZ i,

AP| Gateway
Input Format of FunctionCompute's event:
7y QOutput Format of FunctionCompute:
{
"path™"api request path”, {
"httpMethod":"request method name”, < 1 I :> "isB 4Encoded"truelfalse,
"neaders™.{all headers}, "statusCode":httpStatusCode,
"queryParameters":{query parameters}, "headers”:{response headers},
"pathParameters”:{path parameters}, "body":"..."
"pody":"string of request payload”, v }
"isBaseB4Encoded"true|false
1
FunctionCompute

API RIXFEIRELTEENSEIE

LRSI EIE/ APL MXHEIRARSSES , AP RXSIEIERSEHBE —MEERN Map SEHIEEREITERY
AZ event, REITHBIIINTERIRNEENSEH  AEHITLHE.
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"path":"api request path",

"httpMethod":"request method name”,

"headers":{all headers,including system headers},
"queryParameters":{query parameters},

"pathParameters":{path parameters},

"body":"string of request payload”,

"isBase64Encoded":"true|false, indicate if the body is Base64-encode”
}

pe o — g
- 4N8R "isBase64Encoded" BHES "true” , FRix APl fEAELERENTER body ABE#HT

Base64 #mfd, REGTEFES IS body WEHIT Base64 FEIDSHELIE,
- WNR"isBase64Encoded" HYEA "false" , T~ API MKi&EXS body WEH{T Base64 473,

RETERREISHET

FEITEFERHEATEINT JSON BIRELS APL KX, LAE APL RIKAEHT,

{
"isBase64Encoded":true|false,
"statusCode":httpStatusCode,
"headers":{response headers},
"body":"..."

}

AR

- 3 body AB AT HFIZRIBAT , FEREITEHXT body WEFH1T Baseb4 47h3 , iIRE
"isBase64Encoded" BHEA "true". R body AEFFE Base64 JwhS , "isBaseb64Encoded”
AYES "false". API fX&XT "isBase64Encoded” FYES "true"” Y body IFH1T Base64

fEEE BIRELSE i,
- £ Node js IMEH , REGTEREARARERIBERIRE callback,
- IREIRINIEK : callback{null,{ “statusCode” :200,” body” :" .." }},

- IREIEE : callback{new Error( ‘internal server error’ ),null},
- REIZFREIR ;- callback{null{ “statusCode” :400,” body” :" param
error” }},
- WIRFETEIREAFSIENERAIREIZER |, API KMX#EiRE] 503 Service Unavailable 5%
i,

EcE API Xt ARELTH

BCE API RXARAREIT BIRSHIRFLER |
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1. FEREO TR H S eI RN

2. BIEHE N ARSI E N EIRIRSH API
3. @it API

4. % APl KfnEllz -

EREn T B A elERE

BUEARSS. BR REITEERIE | IMFEECIEIRSTRYR B , B FERsS | HEd
HXHEEToRARSS Bl

TR : RSBOIEAINfE | TEERKYE , iSEIEEE AR,

- Hite |ﬁﬁ,’§®?i wr2 1 = TAEE 2 (50 wr
- 1
2
= 7Y @ e FEAD | Famm | mmae | BS v
v
) | D = soms mEE ‘
. wm Py s
a
_ 0 0 O GB-S O Byte
°

2. EECIZERIIRS T | CIERE. MZRSEL , B FERRE HNREOERE
i IR, REGTEESIAT , 2T Node.js 6 TMEAY AP RXSiHSCHENR api-
gateway-nodejs6 itf&{EF, R api-gateway-nodejs6 IR NEREHNSIZS | B
T SRR, SEER SERE EIRE | £ EMERRE PHREESRENRE

. IBIERERY

EMEEES uEEs EERRT
BRI
AR ERE USERSTTAEENRE Ko ZE S BEESSERIRESTENST, FIUEESELSEREILEERE 7]
==
ZSEEREN api-gateway-nodejsé oss-object-python27

ii. fRERECE. MUARSESSE EIFN FOIRMARE AT .
ii. EMETERE | HEEMES. KEAR. RENRTE. IkERNE , BRE 5.
KTFRBRERG) , TS0 APIRKAA REIHE St | SR 365,
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C) eEeEe FRSES - S Q A =m Ix cu ZESES  ERGX 9

< HEHE

BEitEERs

e W <

2iiEs

v © 5 >
i
i
<
53

‘‘‘‘‘‘‘

RS

[ 2 23

® (0 & «(C & «C & (T & (O

FgER

C & (& (0 & (0 & (O

FRRE

* @Al i

* BT 512MB

+E7E 60  EARIER

iv. ERENIREE | BERE T—H. BATKIIEHE RAM ZHIGECE THEMAY roleArn
HIRPBR , FRLAGREFEE. BREE APl RXIEFIE eI AP , B SREUSAN
. BDRT B SEREURIN.
V. IZSHER  ERTIR , AT G, RIIeIEREs , BRLE REPIR + |, EEE)
ERHHIENER.

BIEEFHE AR B EimiRSSH AP

BFBTE AP RIXIEHIE S APL, FHEMNIL APl H/EiRARS HREITE,

1. B5 API fXisslE,

BEEHEENSHES SAEE | BRoEFIRNbE  5RE el@Esd. (WRELESE

 BRIRIEEE, )

AR NRREGTES API AMER—HE |, BETARIGRENREITEIRS. &8WEER
SHINBIDRBREENK , 15EEAP] SREGTE AR,
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prey SEFIE ?
L5 1 () 1 (=) b 2 (1) A5 1 () EE Tokrres 1 (o)

v FFEIAPI WoRREE 3 (i) ks 1 (ZX) Wt 5 (I8hn) Wit 1 (FF)
:

APIFizE

b

BieRER 1 (E=78)

test teests 2018-05-07 18:05:31 APIEE | HEEE | EEE  #ls

BERE

apitest tost 2018-05-07 14:40:16 APIEE | gEEE | REEE | #s

PR
VPCHER £
EES
SOK/STRAE ISR
v ERAPL

PR

APl >4ERIEERING , ERLIET INEEE At EIRENETE, BRE=MRER | UK. WL
. &L, NERIMNEERSESRIEIIE | SR ARSI R 2 S H R STINE R B s

. INEZERESE , 520 MREHE.,

BIEEFNE X APL,

i. BB ERINE |, BExoEERF= APL S %0 , BEATENAY API 53R TUH.

i. B BlEE APL A\ API QIZEFNE N RFE

EHEEAER , BBRE 5.

R ANRIEERREN AR | 2 APLEARBEER I EER,

EX APLIEXK , L T,

R R NSERER iEEA NSBEE | WAES

ZONE | EEE S B ARSI .
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Bl | SRR

aprEE

mERe #ZE | aotest v s

EERE APIZfR fest o

PEAEE =303 FEzAPP

VRCEL = EEEE HmacSHA256

B=EE =0 AF @ BE

e IIEERE SRR, SEAPIERTS L ERRaPIRS LR
~ ERARL ER A, Figidzo00d SR
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ElRAeI

ERIAPIFISDK
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~ FRERAPL

HEEE

APIFIEE

b

SEwE

TP

VPGB

BEF8E

SDK/STRSERIERR

~ ¥EFAPT

EEE

BRE=AR

EEIAPIEISDK

i\lﬂw]ﬁ_‘ﬁ

TEREREN,
i [ HTTP.
£ 4
o ues
| | wessocker
EEwRE LHANEAE
—mEE a0e5 16a0150420¢071106804471087-cn-shanghal alicloudapi.com
ERPath Jest
& Path , B&FE(]+ , bt Info/[userld]
HTTP Method posT

EX APl [RimiRSS , BEE 5.

IR AlE , 5%

v FERAPT

SEEE

APIFIZR

b}

SEUwE

IpisElEs

VPCEHI

5=sE

SOK/STRENERL

~ @A

foizsi=s:-4

EmERAPL

EEEIAPIRISDK

RS

i 105 JEimIRSSRE ) REGHE.
i. 155 RSZEIR NS REEEHE SIZIRS SR,
iii. IS REETR NEE REBEHE SIZAREETR.

iv. Bt JREVEA . BaREAE Arn, IIRXEEE—RBREITEA
API RXEIRARSHIMEBIEIN , HRHE KRB /5, 23H RAM iz
FISRUENUE, BFRE RAM EHERIEIUER , AERE API 6l

TNERRET RN | ZAE AmEEHNEREETET.

| Ay

oSl O HTTPHTTPS @ @EftE

tionFEE , (EEILL J
FERELUERT B RAPIR R ERES

R wmaem)
4 [Esst wsaian |
|E¢<S% test |

=L acsram:12315790855291 23 rolefaliyunapigatev

TRASTREN RS, RREANER,

A

R 600 ms
ContentType: BfEEFEContentTypesk
Mock AaEREMock

ENXREER | AERT eI,

AR IR

EERFRI AR, BEAFERE REUTERESEE .
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TsmI ) 0 DASS1ED DRSNS BRRL R
~ FHmAel .
 EEAPIIS
SIESE
APIEIZE
R A Y
pr =
sgEContentType JSON (application/json;charset=utf-8)
s R 1 -
i “izBasehdEncoded”: true |false,
VRCER = “satuEieds” BAESAatusteds,
“headers”: {response headers],

i “body™: " !
Eeem ) 4
SDK/RE R, SHERERSR | M

v @RI
mEER 4
EREAR
. EEEEY
ERIAPIEISDK
[ waEe =3 e

NFELZHE , 55 AP I,

iz, API

API B2, EMNTHE  REBPEE] APIFIZE W, SRR EZEH | XeIEH APL T E ST
A EKEREARIER.

1. 855 AP] &Rl TR 40, A APL R T

2. B MSHE i APL,

3MABREY , B REER, EELRESMIANEE. NRBLEERNESR , W%
APLILIEF. JORIEEES 0, XX, MFRFEER, 200 TRIHRIER 70 R

GET fapitest2

Headers

B 4

Query
Tan

PUT, DELETE, HEAD, OPTIONS, PATCH
HWith,X-Sequence X-Ca-Key,X-Ca-Secret, X-Ca-

SEET, FETNEMTIREATAIEY

<htmi><h1>hello FunctionCompute </h1></html>

RIE,
4. 45 APL 755! Uk FRES , M ELAIUE, WATIESS AP a]FE/S , TIRE APl 52X TT , 1§ APL &
5 TR i, RS B R TIRER | AETRrER.,

TR NRE AP EXFIRETINETE | FEFK Header FIEIIAS X-Ca-Stage:
RELEASE A BEIEH#IEFTUAIAERRT APL,

& APL 23l b

APLET AR , MEBARLAERE |, 714§ APL #1747,
1. 7£ APL 3% TRiE , BAk APl &fRey B8 1% , #\ API ©X TE.
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2. EEFEELE Z?ﬁ‘ﬁ &, §$H:'. Zv'ii‘ﬁ API Xj‘lﬁ’f[

BEERTLITAPL:

apitest2

IR AT -

BESEESE:
st

MRERFTHEAMock , STERUFLRARHSHES . BRI
FEER SN P EEAPIEES | EFEE

Itk API,

BEZRMEXET |, 5SS & APL

Nl

PATRE=ARE , 98175 - REISRAE). APLIERRAE. F1 APL RSIREIRG),

BREA A

ERET B PEERMUIERA.

module.exports.handler = function(event, context, callback) {

var responseCode = 200;

console.log("request: " + JSON.stringify(event.toString()));
//Geventi& L AISONRIS

event=JSON.parse(event.toString());

var isBase64Encoded=false;

//RRBEPHARstatusCodeiR[E] , AJFFMiHARstatusCodefJIE5R

if (event.queryParameters !== null && event.queryParameters !== undefined) {
if (event.queryParameters.httpStatus !== undefined && event.queryParameters.httpStatus !== null &&
event.queryParameters.httpStatus !=="") {

console.log("Received http status: " + event.queryParameters.httpStatus);
responseCode = event.queryParameters.httpStatus;

}

}

//A08RbodyEBase644wtERY , FChEERTbody NI THERD
if(event.body!==null&&event.body!==undefined){
if(event.isBase64Encoded!==null&&event.isBase64Encoded!==undefined&&event.isBase64Encoded){
event.body=new Buffer(event.body,'base64').toString();

}

}

//input2APIRMKLEFCRIBIANE

var responseBody = {

message: "Hello World!",

input: event

b
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//33bodyAB#H1TBase644whS , TIIRIEEEER
var base64EncodeStr=new Buffer(JSON.stringify(responseBody)).toString('base64’);

//FCEEAPIMSSREIRIIRT, , 440 FAi. isBase64EncodediRiEbody 2 & Baseb4RiBiE iR E
var response = {

isBase64Encoded:true,

statusCode: responseCode,

headers: {

"x-custom-header" : "header value"

b

body: base64EncodeStr

b

console.log("response: " + JSON.stringify(response));
callback(null, response);

b
iBRH)

LA POST 235K path A0 THI APL :

/fc/test/invoke/[type]

POST http://test.alicloudapi.com/fc/test/invoke/test?paraml=aaa&param2=bbb

"X-Ca-Signature-Headers":"X-Ca-Timestamp,X-Ca-Version,X-Ca-Key,X-Ca-Stage",
"X-Ca-Signature":"TnoBldxxRHrFferGlzzkGcQsaezK+ZzySloKqCOsv2U=",
"X-Ca-Stage":"RELEASE",

"X-Ca-Timestamp":"1496652763510",
"Content-Type":"application/x-www-form-urlencoded; charset=utf-8",
"X-Ca-Version":"1",

"User-Agent":"Apache-HttpClient\/4.1.2 (java 1.6)",
"Host":"test.alicloudapi.com”,

"X-Ca-Key":"testKey",

"Date":"Mon, 05 Jun 2017 08:52:43 GMT","Accept":"application/json",
"headerParam":"testHeader"

{"bodyParam":"testBody"}
API RISSRER)

200

Date: Mon, 05 Jun 2017 08:52:43 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 429

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS , PATCH

Access-Control-Allow-Headers: X-Requested-With, X-Sequence, X-Ca-Key,X-Ca-Secret, X-Ca-Version,X-Ca-
Timestamp,X-Ca-Nonce, X-Ca-API-Key,X-Ca-Stage X-Ca-Client-Deviceld, X-Ca-Client-Appld,X-Ca-Signature, X-Ca-
Signature-Headers, X-Forwarded-For,X-Ca-Date, X-Ca-Request-Mode,Authorization,Content-Type,Accept,Accept-
Ranges,Cache-Control,Range,Content-MD5
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Access-Control-Max-Age: 172800
X-Ca-Request-Id: 16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC
x-custom-header: header value

{"message":"Hello World!","input":{"body":"{\"bodyParam\":\"testBody\"}","headers":{"X-Ca-Api-
Gateway":"16E9D4B5-3A1C-445A-BEF1-4AD8E31434EC","headerParam":"testHeader","X-Forwarded-
For":"100.81.146.152","Content-Type":"application/x-www-form-urlencoded; charset=UTF-

8"},"httpMethod":"POST", "isBase64Encoded":false,"path":"/fc/test/invoke/test","pathParameters":{"type":"test"},"que
ryParameters":{"paraml1":"aaa","param2":"bbb"}}}

# IarEs
A ARTERANREGIRS ?

ISASBAN R ERRSBRIREETRES S ER ST BEH & SZAIRS IR ERIBTR—EL.

REATLISS N REES— APl N/aimARSS ?

AEILA , BRT AP FIRER—X—HIXRFE.

FHTTP2.0

<t

APIRSCSZRFHTTP2.0

APIRIFKSZHFHTTP2.054M | SIFAPIERSZIEEF. XIFERLESE.

- ZHEER (MultiPlexing ) : iEBRT HTTP 1.x FHTRMEFNAIERTER R NG RATIT E MEZEAKIS.
AIEFIRFIRS I LUEBHTTPEE S BAEMEEHNM , AEILFRE  REBESIRIEElIEH
EETER, NMBREAVEIRER , IBAKMER , MEkENBANZS | BRI LR ER E
RS KRR KSR L.
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HTTP/2 Inside: multiplexing

Server Client

HTTP response 1 —

HTTP/2 —>

HTTP response 2 —>

HTTP response 3 —> Single TCP connection

- header/E4E : {0 EXXFATS , HTTP1.x fheader B KEEE , MESXEEES KX, HTTP 2.0
FEEPIHIRSENRER "EEE" RRFIFEZRIAZNEEY N TFHEEEYE | FAEEd
FRIERMMMNAE ; "BEER" 1 HTTP 2.0 FIEEFEHIRBAEE , HEFinMIRSSSHEEH

IR | B HETRENBEAEBNESAIRNARE | BEABMREPZRIE. NTEDEXIE
REVETEE.

Request #1 —

N
Client

Request #2 —

WHRIFFHTTP 2.0 ?

FEERIAPISAE ( 2017F7H148LE )

HTTPSEYAPIEBETLAERAHTT P2t T FimFIAPIREAES, (BT HTTP 2.0 RiFEHTTPS T
BT, FRAEESFE HTTPSATEHE HTTP 2.0)

FEAPISAE

ERRANES | EESIRANB TN,
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<t

& HTTPS

HTTPSTEHTTPRIERL EAIAN T SSLIY , ISR, EUEINE  ARMEIEERNRE, WASHZ6ER.

APIRIKBSTIFERHTTPSYERIAPIE R TING . FILUZHIZIAPIRS! , RN LGEFISRIAPIRSZ
HTTP, HTTPSE(EMEIIITF.

WERIGHIAPIEEIFHTTPS , AT IRERE :
FEI1ES

EREEEN TR

- — P ERUEEA.
- IR BIE—NSSLIEH

BEX LGS , SEIEP/FAE | 195 PEM 1820, IEPHEINREE (F : APINXTenginelRBZEET
Nginx , EIttRZIEENGInXBEEEASES , BIPEMIST).

SSLERSBA SO HEXXXXX key, XXXXX.pem , BILARFAS A4RIESE+TFF
5

KEY

SR HFESSLIET

HERFLALR , FEHITINTRERT | EREAPINXEREFIS [(FFRAPL] - [(DEEE]  BREEFEY
ESSUEBINAE , EFHHFE
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FEABRESSUES |, RS BERVEAPIHE 43 Dl )

APIR%
— |§$EE
P S A1 (6D L B APIALEID: o ———SE2
RS RS (QPS) : 500 B com
i )
s 17
R ]
~ WAEAPI Hirgs
FRERE WE CNAMEREHT SSLIE#
I apidaden e LN

(R37i=] -ANSSLIES

L3

BEEL

HRE

RS

HIEBIER

SERER: BMSSLIER
RN, ENFH, BT BXRIN TS, SAUEXFRENFERL, 4~501F
(5

151k U p— BEGIN CERTIFICATE-----
MIIFtDCCB JyaAwIBAGIQRaWF1i00c0zRI1pZ +ultK TANBgkghkiGOw
0BAQsFADBP
MQswCQYDVQQGEWDTIEaMBaGATUEChMRY29TaWdulENBIEXD

7% N - BEGIN RSA PRIVATE KEY-----

PR e

(pem&2i5) 51

RX BTMT2KCUGUSQBQYIVWwdbdCPyAzNDnpbsXFvebrab7P

-UERETR  BREENER , LHEERE!

-IEBAE [ IEBRERTS , FEEHXXXXX pem REIEEAE
- FAtA D IEPBAGFAIR , FEEHXXXXX keyPHIRE. R [ME] /5, TASSLEBAISE.

I3 APIECEERE

HESSLIERE |, B LURAPHESIARRANARAR, , SXIFHTTP, HTTPS, HTTPFOHTTPS=F , HF

ZeEE , BN EEECEMHTTPS,

e v HTTP

HTTP HIHTTPS

BJLATE [FFEAPI] - [APIZISR] $EERZAPL, [APLEN] -4wiE- [IBKERENX] FHTIEN,

-



API Y% FAF$5Rs ( FFH% API)

APISZRHMMY BT

-HTTP : RAYFHTTPIAE] , AFSEFHTTPS
-HTTPS : RAFHTTPSEIE] , AFAFHTTP
- HTTPFOHTTPS : FIEIYRI AR , APISIEHTTPSINYECE TRk, BHIAPLEIEHTTPSAA,

IPi3iElz

IP ila)iz=Hl2 API RKIREAY APl 2fpiREite— , tasiz®l API FERKRIR IP (SZHFIPER ) . &aILUE
TEEREA API Y IP B8/ BBk F/IEEE N KIREINAPLIEXK,

IPiIEH) e

HEZHE | APP+IP OE&

-BE8 , FEE IP &#& APPID + IP (IB&HIAE , AMEBRRFIRNBEKREGSHIES,
- IP BRE , RAFKENERKIR IP BERIEIT.
- APPID + IP tkAPPID REETEIZTERT IP TimA) , Hith IP SRIRISHIE.

-BER | GelLEE IP B8, BEEF IP pURIENEHE API X4,

HRA

kil

mg

APPID: 5678 RV

IP: 140.100.100.200

IP: 140.100.100.101

sy R
=318
KA
- . B2
T

APPID: 1234 Tl BBER
IP: 140.100.100.101

1. IP: 140.100.100.100
2. APPID: 1234 , IP:140.100.100.101

HRHE3 v
THRA BE&R
SIE
APPID: 1234 - APPID: 1234, IP:140.100.100.101

IP: 140.100.100.222
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375k
AR

BREICZIPILEHIRE , A ERFEEHIAPLERIAI SRR E.,

— —iEzn

BIZEIPiT; )z

FIFFAPIRIRI=HIG - [FFIRAPI] - [IPiia)izd]

| IPiiE s

e EH1EE)  Sk2WR SRIGH)  SR2(LE) B DARE @GNS BOARES1GAZEE)
- AP TAKE 3 R
Hiwm
AP AT P A e s
LT REEWE S LRSS0 2018-01-15 20:08:43 FOEET | SUREAP | BIRSRE
£ o s RS 2018-01-15 19:55:08 TN | AP | BIREES
ok, BRBTI0K -
VPCEM
BEER =
SOR/RIEER

M “BlEEIAEES | BHIPERERIeEEO
tlZIPiHiE =S

iR R (HLM)

AR
HIENTF, ENEE, BT, EOESMN TR, PAMNETFHENERF
%, 4-50TEHF

e b ibad *

R T80T FHE

REiH

BREKESHENESR  FHHERTmelE.

- R BRE
- {04 . BBz
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AR

SIEEREESHENEHIRE , BRBEILUESAPP, IP 5iZAPPP+ IP

IPIGIEERIE ¢ ERIPHEENTR m

L8

EXER

WEAEMID: e233dffdc0e54algade 1781206166894 WEEHER. MR M R ()

SERE: i EIEERTIE): 2018-01-15 19:55:00 SRR 2018-01-15 19:55:09
A

TR

SRBRFIER

RN ERIR
O #Hd

Cidrip Appld BRI #E

P15160174003358 10.10.10.10 2018-01-15 19:56:40 SRR | BIRR

%, SHETI0% -
IRIONIPEF S8R

Appld: EHSappld MEFR,IARRE

P | EASIPSIPR, STELLSE, TERET0T

HH

HEE TRk sRIgARIN.

HBREAPI

IP i AR ESBERIAPIZ 57 BEEIE R IEIER.
£ IP ila)fEh5 U 2R Tam !

1P

23R 1 (Hi) aedk 1 () 44k 2 (k) e 1 (R ER2 (L) E# TEATRRS 1 (Ritnis) B a1 (R %)

LRI 3 (HHEH)
SRIPTTEHEN
R A SRR 3 B BN it
REANE B R U 2018-01-15 20:09:43 mns&a&lﬁ%?@
Wik e e 2018-01-15 19:55:09

TRONEET | SIEAPI | FIPRSRE:

Hofk, EMBTI0% -
HENGFTRENN , N GIEAP!
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HIEAPI

TR TSR RMAPL

SRERA: AN

EEERMBAPL
- A . B e o
aliba X B
T API&FR Sh B®IE
aliba
~|  GetUser
| TheTest
o

HREKIEIFIERIAPIRI B Se R 4BE.
T TICEREEEEEE | f—APIREESE—SnIaEH.

HBRIPIS B SR

ERFER 1P HEEHIFIRTE |, MFREN SRERR A,
T . BYSEAPIRGLIRES , FFEICAEGSAPIBHMIES.

Eif4BERIAPI

BRI 1P iniai=diF B |, EiRtih s aSRESEDET.

FAQ

1. 4R7E/MBS TP 5 Rl SERE EIRT A4y ? APIRISSSRFASCRT SRS | 4BERnaRy , FTiER,
2. —PMAPIARIMERE I LASFEARRRY IP i5iElHEH ? 2AY , SRS REIMESFERMN 1P iz
Hl. EWERIMEING, FUANR. SEERIEE IP | RRIFIEIMENZ 2.
3. I ATRELT APP B2 ? APIAREERH{TAPPIRIN , BRI ENAPPEA | MBREZIENA]
, TREERRE,

APIRSSCHIESIE RS ( CORS )
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BT RN 2 B X ST AR H PR Hl731E]

L NEENSIZE RS FRENRSSEAENEEROIER—NERN , BRagE— NS HTTP &K,
tban |, uhea http://www.aliyun.com 95 HTML TREIEZ imgAYIsrcig=k
http://www.alibaba.com/image jpg . M4 FRITFZ MEESINBSKEARIRAICSSHNTE | BGFIHASE
HFZ2RE | NEEEREINREMANRRNEEIEK , BLNREASREBHBEROLE  EERRES
REET. XEREERIXLAPIHIWebi 2R REEINERE—ME FRRIR | BRIEFEFACORSHLH ( Cross-
Origin Resource Sharing ESRERIFHE ) KB BRIRSS 2RAVEESRRRIX NE)E,

FEENSBINEEZE  BRITRNEEATHEFNRZSE , SNBSS |, BRERNEEEE%
RW3CHE 7 — M EREZNE (CORS) . IRESIHREANILEESSLHICORSHE , AILASSHENILE 2axTEats;
BIRHAARS , LS ERSK.

— SEEIRHEECORSMAE
2.1 FORFIIERE,

SRR = CORSRIIHENHI D MR, | BERIBRMFSTIER.
LiEKERRE TE=ANKER , CORSIIETIFISEAE RS TIE,
LiEKGER FIIZ— !

- GET
- HEAD
- POST

235k Content-TypeiERLHIBER FHIZ— !

- application/x-www-form-urlencoded
- multipart/form-data
- text/plain

3.FetchflFBEEX T CORSHEAMES (BEIBRTEEXILBETRELIES ) ZEEN !

- Accept

- Accept-Language

- Content-Language

- Content-Type ( BETEEVIMIPRF )
-DPR
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- Downlink

- Save-Data

- Viewport-Width
- Width

A NCORSIIFHHIEEFTSTIRRIRI R T,

2.2 [GERIERIET

BIRIEREL , NRSEERXEIEIEK , HAEBERLHELOrigingIsk | REAXZE—MBIHRNEK, RSER
imEREKE , SRIESCHIEIEIN |, EidAccess-Control-Allow-OriginflAccess-Control-Allow-
Methodslaizsk , SKiRERGIFEEER.

R 7 istask Access-Control-Allow-Origin, {88 Origin #1 Access-Control-Allow-Origin Fi&E5e
AEREEAAEEE]., ANFF , IRSHHIRER Access-Control-Allow-Origin: * 88 , & ER] AR EEIM
A, MRRSIHERE http://www.aliyun.com BJi5A |, iZEHFEROIABUT :

Access-Control-Allow-Origin: http://www.aliyun.com

W , BRT http://www.aliyun.com , EHEIMHISABEHEIZEIE.

2.3 5GBS KED

NS RMNEA HABEKIEERIEK , HARIAHITIRAYE RN , MEsATiERER. Mt
BEREH S REPreflighted requests ( FisEiQiEigsk ) , Preflighted requests@—4~OPTIONiEX , FBF
HREREENENRSEE  EERTFSRIEE THREREBBANEK. EEEIRSHENEESENEZ A
EEIFRIHTTPIERK,

OPTIONSiERLEBHSEELATELER - Origin, Access-Control-Request-Method, Access-Control-
Request-Headers, BRE2EUZEIOPTIONSIEKSS , ikEAccess-Control-Allow-Origin, Access-Control-
Allow-Method. Access-Control-Allow-Headers, Access-Control-Max-Agesk&ZBSixlis e AimsEr 2
FFIXMEK. &R Preflighted requestsiGiE@IT , NIEEEA R RXEIERIESEIEK.,

BERFAVESESL Access-Control-Request-Method &£41ARSSES |, SEFRBEIIGEER GET /55X, B RPAIER
3k Access-Control-Request-Headers 1RSS5 ES , LIRBEREHETMNEENBEREEBFER : x-ca-nonce
5 content-type. RSB ESEHAEZLINERERHEIF.

MEHRIESEEL Access-Control-Allow-Methods RBBIRSZ 2 ITEFim{FER GET ZiAkEEK. BENES
DEIRIFIZE.

RZhRYEEESL Access-Control-Allow-Headers KBRS 28 OIFIE K P IET=FER x-ca-nonce 5 content-
type. 5 Access-Control-Allow-Methods —#£ , Access-Control-Allow-Headers B9{ENIES D EIRIFIZE.

RrERRIESELSL Access-Control-Max-Age REFIZIBNAYEETES 86400 7 , B2 24 /INiT. EHEXET
BR , NSRRI —ERERAKETGER, HIR  NEsRESYER T — M RAEEE , WRZER
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FRIVEBI TRABXEE , ASEX.

= FEAPIRIKSCIICORSEEIR T IRILE
3.1CH AR,

APIRIKERARTEAPISSIFEEELAIE |, ELANRAFHIAPISIRIRSHIN B P AMHEETRIRE] , APIRNXSIREIAIF
FRrEEEEEGHEAMERL | FTEE— A

EFiRHAPIER

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

iRk M

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

APIRISCRIE

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

MEBE=MRALIES | APINXSSAFREmIRS MEM—EIEX , Ein—N sk

Access-Control-Allow-Origin: *
XNBIELNERER | RAPIRF R BEERANEKIAIE,

MRAFREEHH N ERBRNOM SN | ABEERIRIRSSAEF | #8I0Access-Control-Allow-
OriginX ML |, [FiniRSNEHRISLSRNABERAPINKCH CEMNAL. TEE—MIF  R1IMIF
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FAIAPIR #2iFhttp://www.aliyun.com X—Maifia] :
EFIRIAPIER

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

[EimfRoS M

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

APIRISCRIE

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

3.2 SCHIFS TSRS,

APIRKSIFFIFIRET51A0PTIONSHIAPL , HBEKEimIRFZAIOPTIONS N ZE(ELEEFin. #FEHIEN
OPTIONSHIAPI , EXRIEMERD SIEEAPI— , BRRBE IR ¢

- EXAPBAIES TR R ITIAILE ;

- EXAPLEKETS , FEIREpathyy/ , FELEABFIEER. EEIENOPTIONS , APIRXEHES
ANREBRELXNNEEREN , BATEN , BRAREENBERSE

FBFPaILAEENAPISEH TR — N 5ERIOPTIONSHIAPL | SREMIX—HAPIESEREZ ISR RRE. B
FRILARACURLAERIIE B CHIBEIHAPINZE R , FEE5—NENXFARIOPTIONSHIAPLAEIAI—1NR
il :

sudo curl -X OPTIONS -H "Access-Control-Request-Method:POST" -H "Access-Control-Request-Headers:X-
CUSTOM-HEADER" http://ec12ac094e734544be02c928366b7b26-cn-gingdao.alicloudapi.com/optinstest -i
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HTTP/1.1 200 OK

Server: Tengine

Date: Sun, 02 Sep 2018 15:32:19 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 172800

X-Ca-Request-Id: 1016AC86-E345-405C-8049-A6C24078F65F

FAFPTESEIN 579 OPTIONSRIAPINAHER BT EMI— M2 | APINXSX AP NGRS MEM—EEH | ¥
NP9 NESHESk ( Access-Control-Allow-Origin, Access-Control-Allow-Methods, Access-Control-Allow-
Headers, Access-Control-Max-Age ) , [SimiRSBAET , FERREMEEEHSRBREAPINCEOUAREL.

TEHE— N BIREERENINER S N E S,
EFimA9737%/9OPTIONSHIAPLER

OPTIONS /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

[EimRARSS NI

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET,POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

APIRIX N &

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET,POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

X-Ca-Request-1d: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

EFIRAXIERISSER
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GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

[EiwERSS R

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

APIRISK N &

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Allow-Headers: X-Requested-With,X-Sequence, X-Ca-Key,X-Ca-Secret, X-Ca-Version,X-Ca-
Timestamp,X-Ca-Nonce, X-Ca-API-Key,X-Ca-Stage, X-Ca-Client-Deviceld, X-Ca-Client-Appld,X-Ca-Signature, X-Ca-
Signature-Headers, X-Forwarded-For,X-Ca-Date, X-Ca-Request-Mode,Authorization,Content-Type, Accept,Accept-
Ranges,Cache-Control,Range,Content-MD5

Access-Control-Max-Age: 172800

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6

Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 12

{"200","OK"}

fEIEIAME ( AppCode ) F5=XiEFBAPI

Lk

R ZAPINKIRH S E FImERAIZEINES T | BFEMEZAPPIAIESTI. OpenID ConnectZ, XJ
T FEZRAPP "XFHMAIEST . BRIAFRILURERFMAIE

1. &R ;
2. BIEIAILE,
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MNFBRNSZINELT , JUSEIXNH | BREZIAS
https://help.aliyun.com/document_detail/29475.html

R EEA B ERIAIE S ANRESTAIERS . BRIALE , RN , IERAESTENERBRRS
BERTERNEMERITRE. BRIAMETHEREERAPINXIUARRIAppCodeH {TRAGINE , MAER
AppCodeEiERLA , HEBBERNIQuerySHFHTRUNIAIE , SLIBREREFAAPIRIRES). TEHETE

NAEROREIA -

1. APHZ{HECIFEAPIRIRRER" FEZ=APP “AIFEL, , B3ZFAppCodel i ( B =il
APIERIAERSZHFAppCode ) ;

2. APIEREEAPINX" RFAEE "CIE—1APP, izl ECHABLAPI =HinREOE
— APP;

3. APHRMEEATAEAPPHITAPHEIN , BRSNS RIBSE R
https://help.aliyun.com/document_detail/29497.html

4. APLEFEZIAPIMNKIEHISR" MASIE "#ZFEIAppCode/AppSecretiHTEZINIEATARBEE
AppCodei1TiEISIAIERIAPLEA.

2. BIESTRHESIAIESTUAPI

1. APHEHETECIEAPIZSINES TR ERRE" MEZAPP" | 8i&1%EE" Openld Connect & [
BEZX=APP ”;
2. AppCodelNIEIETNERE /BIFAppCod el AIEFBZRAY S LNETR ;

BURRAPI ¢ BEIAPIIR

| ATRIER
248 integration_fred s sEea
APIZFR
RRINE FI2ZAPP
AppCodeikiE _J AppCode MRS REIR

3t 1kAppCode IAIE
HRWE Jt¥FAppCodelAiE (Header)
#¥FAPPCOIATE (Header & Query)

AP FIEERRE (HRXAAEEX-Ca-NonceBH)
RIEARIKE RIEVPCAMIES
T AW ERE®S S5 LRER

R

THE#ERE TAppCodel \IEFIANEIIAYE SR TIFHRERE :
- PERATIRETE | BUAANHR |, MR FZRAPIEZRAME , MISZiFEAppCodefifEHeaderdmi# T
INIE ;
- ZFAppCodelAilE : TiCAPIRA LZERTG |, #ATE | B2 ERASESNAER ;
- s81FAppCodelAilE ( Header ) : TLIBAPIRE FZE=MG |, &R , (BERSTFEAppCodeiiit
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Headersrif#{TIAIL ;

- 78¥FAppCodelAilE ( Header & Query ) : TIEAPIRE LRA™M , #AR | BESHHS

AppCodefiftHeaderd , & EAppCodeFEQueryHITIAILE ;

ER , ENAPISHIOEHR , AREEHEHAppCode)skaiE Header8 ¥

3. HWAGE

APLEMESAPLRERITAppCodellZfE , APIEREMILIERERINESNHTERT , AREBAER
FinsSEIISRNEREIELT . AERINE MMTESEBIANESTVERAPL, TEGWMAR  —1ER

AppCodepfiftHeaderd#{TEAR , —f2EAppCodefifEQuery S TR

3.1 i&AppCodejfifEHeader

- EKHeaderdiRiN— " Authorization "£%§ ;
- AuthorizationZERAIIERIREN "APPCODE + ¥£3=5t8 + APPCODE(E" .

B

Authorization:APPCODE AppCodel&

Ml

Authorization:APPCODE 3F2504E04F8911D39A0C0305E82C3301

3.2 ¥AppCodelfiFEQuery

- iIEKQueryFiRINRY "AppCode” &4 ( ERTSZHF" appcode” , “appCode”

“APPCode” IME%) ;
- "AppCode” S#HHENAppCodeYE,

<l :

http://www.aliyum.com?AppCode=3F2504E04F8911D39A0C0305E82C3301

4. X BRI

, "APPCODE" ,

BERNEANERIFREES | KX TEFAMISRTRE | (B21BAppCodelFARNEEMZHER , SHk—L

ZelRE  SLEN:

114



API [3% FBF4ERs ( FFR APT)

BEFRAIAPIR X Z RIS HEFRHTTPSHTIERS |, BRAEFAHTTP/WebSocketti i THUREH. H/OEERIA
IEAR , AppCodefEfEiidi2-hERAS , MHTTP/WebSocketiB{SHgEMNE , —BRMBEBEEHIMEE
WRREEY , BIFEARIELAppCodeIXIE.

HTTPSZ£5RHg

S4HHttpsPolicylig =

BRI LIBESE EARAPISERSHFAIHTTPSZ2%KEE , HTTPSZ 2RI {SOI4EE 732 MIEBHNS BB
, BIBIAPIRF.SZ4FHTTPS1_1_TLS1_O0,HTTPS2_TLS1_O,HTTPS2_TLS1 2&L4£%kE , {EARERegionZH%
DRIEFIRAR , EEHE-> D EIFBRANEEARegionSTIFHHTTPSZ 25K

HTTPSZ2RIRSIZ=

HTTPS1_1_TLS1_0

- HTTPL.11Y

- ZHETLS v1.0, TLSv1.1, TLSv1.2

- TIEINEESAEMH - ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-SHA:AES128-
GCM-SHA256:AES128-SHA256:AES128-SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-
AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-SHA256:1aNULL:leNULL:!RC4:!EXPORT:!DES:!3DES:IMD5:!DSS:IPKS;

HTTPS2_TLS1_0

- HTTP2i1iY, iE=: http2iMU S EFiaheaderiZ /NG

- ZHETLS v1.0, TLSv1.1l, TLS v1.2

- YIS ESAEM - ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-SHA:AES128-
GCM-SHA256:AES128-SHA256:AES128-SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-
AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-SHA256:1aNULL:leNULL:!RC4:!EXPORT:!DES:!3DES:IMD5:!DSS:!PKS;

HTTPS2_TLS1_2

- HTTP2iY, iFR: http2thiN£iEFraRheaderig NG

- ZHFTLS v1.2, iR FREASTSTLS V12 PR Toi Rae T iERs

- TEIINZEEE( - ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-
SHA384:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES256-SHA384:ECDHE-RSA-AES128-
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SHA:ECDHE-RSA-AES256-SHA:!INULL:!aNULL:!MD5:!ADH:!RC4:!DH:!IDHE:!3DES;

SLRISRE SikI¥rEr

1. APIRYSCSCISEHEY

APIRKRSEAFE AT RAFAIRIGRIAPIN—ERIR , B3 WIP, AMIP, &, [kS=s. =S APIDEY
THEBEEERISEHI T A BEIETT , BRIAPIRKE N FAISCHISREM e

S (REERILE )

EEHZEA , EAFEIERNEHEER | HRAPIRERRESFIENAMNRELTZE, B
fRSSEEHIRt. [P, HEREFRFRNZAIRegion THI—ERAFHE | HELHIAPISER
RPSERTA_EBR/9500 , dNRIETESEARIRPS , AJLUEE THRHERE | FRNSRIEEAIGERE
SANSEIRIRETOE. HESP) (FHEMNL ) SAPIMKERFHEHAISLAIE | ALz
RIERYEIRIIE | (EERFAST L REA R,

HESLf (VPC)
HESLf| (VPC ) SHELA (LMWL ) A9iTER | HEc , LURRPSHIEEMNIE—HERY.,
VPCELHIE— N RBRIAEMA , STHFEBABNEHAR (JWTERL , iz |, IPihEss)
, BimE%E , CORS |, &7 , IBHE ) , (ERSHSSHMMEEiRIIE , TR ARTIAI4ETS £
SR emEsLfiFE—SER,

EZ3Lf| (VPC) —- iEHRMEY | SuSEE
E=Z50f5| (VPC ) SHELH (VPC) BUBANIE—R , (BRFAT LB (TREZEBBTIEX

FEEHIRPS |, FEABIMERNER , S AMIPHEIE , FIKIPHEIE , 558 , IMZIREAIIRS S 5EE
%, RHUESHISLARRE,

2. SLEIRARRUEHIER

THRIIH—EEENER , MREHEESHLER |, B T AsEEREF(51$]:11747055)H&i8
BARE £2 SRS VPC3Efl
RS R>2Hs XFF
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[EimitiE

RETE

https/gistishias
CORS

Flashi&is,

Regionld
cn-gingdao
cn-beijing
cn-zhangjiakou
cn-huhehaote
cn-hangzhou
cn-shanghai
cn-shenzhen
cn-hongkong
ap-northeast-1
ap-southeast-1
ap-southeast-2
ap-southeast-3
ap-southeast-5
ap-south-1
us-east-1
us-west-1
eu-west-1
me-east-1

eu-central-1

SFZ AR Rt

[ERegion I RIZERE

TLS1.0

AOAIREIEEBT T

W& crossdomain.xml

Region&Z#R

b1

el 2

fedt 3

ek 5

R 1

IR 2

gl

&g

WAEIL 1 RR)
TWARGRE 1 Grin)
TWKIRE8 2 (&)
WKZREE 3 (HFER)
K% 5 (FENNIX)
KRB 1 (&K
XEFRS 1 GERT)
EEES 1 (=8)
RE (e

FRERZIRED 1 (EF)
RRMAER 1 (E=5e1E)

4. fEsLflEER S E

3. &Region3TRFLHIERFIZE
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42 HR LRSI
FF
FF
N/A
N/A
SFF
SFF
SFF
s
s
S
SHE
SFF
SFF
FE
N/A
N/A
N/A
N/A
FF

75 VPCIgimittlE, A32F54E

B R4
b=, i, I, BEEEER
FCHIIBIVPCAZIEAN

TLS1.0, TLS1.1,TLS1.2
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"required": ["name", "photoUrls"],
"type": "object”,

"properties": {

"id": {

"format": "int64",

"type": "integer”
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"category": {
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"name": {
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"status": {

"type": "string"
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