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ERTLAUEE APL RX | AR BEMNE A& S = RS APLIRSS. API MCKEAGIRM—ERS
BEERSS5TE.

Va3 API

B LIERA APl MXIEHISABRHISTESHATRISRNTER. SHRILABTHRE HTTP(s) i5XiEA

APL, ERETIISHRERIAH SDKRFITE.

APLYEFIASURBAR RGN T (VAF API BEFARIASEE SREATD (VBRI APL) ),
LiEK

Kbt

http://e710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com/demo/post

KT

POST

AR

FormParaml=FormParamValuel&FormParam2=FormParamValue2
//HTTP Request Body

LR
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Host: €710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com
Date: Mon, 22 Aug 2016 11:21:04 GMT

User-Agent: Apache-HttpClient/4.1.2 (java 1.6)

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
[IERAEEE | BRELINER AR EIRE.

Accept: application/json
//ERNARIRSEE | &R5 APL ETLURIEEERINDRZRELSOR BN MEHESE, , EINFaHERIERL |, RTRE | &5
HTTP ZERImSIRERIAE */* | SHEZHER.

X-Ca-Request-Mode: debug
//REFFE Debug 3z, , K/NEREUR , MREBIAKA , —& APL EIXMERAILFTHILIRE.

X-Ca-Version: 1
// APLIRAES , BREIFTE APL{({SIHRAS 1] |, JLUREELERL |, BIARESH (1] .

X-Ca-Signature-Headers: X-Ca-Request-Mode, X-Ca-Version,X-Ca-Stage X-Ca-Key,X-Ca-Timestamp
//EE5EENBEENERL | REHERBEREEERISKLHITESR | HMZERE S Content-Type, Accept, Content-
MD5, Date iEKL , RUERLELBEE 7 EMNEEEEYH | FESRIEREZ A,

X-Ca-Stage: RELEASE
//iEK API B9 Stage , BBISZ#F TEST. PRE. RELEASE =~ Stage , K/NEABUEL , APl IRHETT LIS A REIHA
Stage , REARMENERE Stage f5 APl AT LUER , ENSIET APl #HAZg, Invalid Url,

X-Ca-Key: 60022326
/7K AppKey , 5% API XSGR , REKE AP ENSARILUER , Bt =hinEsEmsIag AP SHABES
APP 31 , MESFERFA—E AppKey 5% , B ApppKey iHiZ1E , BRI EO B2 BRSO~ R.

X-Ca-Timestamp: 1471864864235
[/ERAEE , [BEAXRRERERE , EHRENLI70F1IR1HEESHR ARG AZER | IMERBEMATE 155,

X-Ca-Nonce:b931bc77-645a-4299-b24b-f3669be577ac
/[ERE—FRR , 1594 A AppKey+API+Nonce REEEE , SAY ARG SFERARGRRIBHERIER.

X-Ca-Signature: FJleSrCYPGCU7dMILTG+UD3Bc5EIh3TV3CWHtSKh1Ys=
/[FERER,

CustomHeader: CustomHeaderValue

//EEXERE , WAMREAZAI , SERRERPIRIE APL EXALURESZ M EENXBER..

pA ) Vi

/N

400

//RERASTS , A FSF200/NF3005mA ; AFETFA00NTFS00HEFIHER ;| AFS00RIBSMHIER,
[E]VES

X-Ca-Request-Id: 7AD052CB-EE8B-4DFD-BBAF-EFB340E0ASAF
/[EKHE—ID , IER—BEHN API XN AfE , API RIXRBISERIEK ID FE BN HRESE G , EINE PSR
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SENCRILIEK ID , TR FIOHE SRR,

X-Ca-Error-Message: Invalid Url
//APIRKIREIRHEIRIER. , HiEKHDEERAT AP MXSEEMA LS ERERIREAE,

X-Ca-Debug-Info: {"ServiceLatency":0,"TotalLatency":2}
//2¥TFF Debug B ERIRE] Debug 58 , WEEEHRIRESERE | (NAHBANRSE

&3EF APLEY , FTTIe(ER HTTP i£2Z HTTPS MRRIEK , HFEEBRTESEREE. AppKey BTHR
IRIERIBD , AppSecret ZERTIIEE R A RTIRS RIS R F TRNER. HHENEERHEES
I, IFEENE BRERANE,

EBRITE demo iES/R APL RXi=HlE SDKTEL TERY SDK 7R-fl,

ERE TMEZIFE | BEEES AFfsE (ERBAPL) .

Rz

(App)

ERECIERIFA (APP ) {EJ1EER AP 19545 , 81 APP 5—3d AppKey Fl AppSecret 2347t , AppKey
EEMEERIENSEIE Header fEN , AppSecret EERTITEIBRESE.

1. £ APL X |, BFRZECIENA (APP) {EAIBRERISD. APP EIZR , REt=BaInE—Xd
AppKey #1 AppSecret, fEf&IEK API RS , FERTIEH, HFANESHHEEELR | BEE
M ——ERE RGN,

2. AppKey 1 AppSecret Z5A%t , B&i% APP IEEMUR | FEZERE., IRKEMRE , BT
APl KR HIEHITEE.

3. BEILARE S APP |, BJLURIEISRI SHTR D BIBIRINARR APL EE , APL RORENSRE
APP MARMEZAFKS.

4. IEEILAE APL ROXIEHI & 5epkxd APP BUBIEE., 122, MibR. EEFRE. ZREE. EECRNEFE
LR

A

B, BIERFEA APP AR APLURIR. 15HI APP FRE3RIG API RO BEARIZAPL

- IIREIBEFEREFKHRMAY AP, AW T , BETY. BBAFE APL RURAE TN
B, EFEEBITOIE APP , FFEE API AUIRHEEIRHIERT Appld.,
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PEER

@A APLEY , FEFRERSFNS , FIRER T ERRIF RIS RAY Header fEN |, RIXSEIIRIFRIT
BERRWIEERENSD.

1. KM Header ZEEN—MIERENEEFRE.

2. BEEBANSERIZBIEREZNIASIEALRRL /9 String to sign , BRI SDK #AIRRIEEITES
Z. ITEERME LEREINTEENEZ TS,

3. HTTP 1 HTTPS &K , EBHEEMAIBERES.

IBRKER String to sign FNBALTTEFNIBERERRIANE | HRFZAE SDK #5I4 , 1& AppKey.
AppSecret #ipfEE CRIESECERE , BRIESEIR APl SHIRIREZ 4R String to sign , EERTLABKTH
RIEEKT,

B RE R BT A

7

-8 APl IRBESET— APL 9 , B APl D BEARRERERE. 53 RHRS RS2
. API RSB E2 kS U ERL API 734,
- R BIR 9 www. IR 71545].com/[Path]?[HTTPMethod],
- API RKIBHE B EMEI—ME—RISD4E |, 181 Path+HTTPMethod #ixEiZ 7 4H THEE—H/Y APL,
- BILEEEHE BISERY API AJLRIS API SXARER , HRMSL T/ , MATLABRER API f2itEE
TERY , IS EHM AT LIRS CRRIEY API 3%18 API STEA,

%% Header

- [wi%] X-Ca-Key : AppKey,

- [wi%] X-Ca-Signature : EE=FFFEH,

- [AJi%&] X-Ca-Timestamp : APLEREEERAE , (EHZRIIERNZEE , BHMEN1970F18
1HEESHREREEAZR | [ aREMAT a5,

- [Fi%&] X-Ca-Nonce : API ERE4EMAT UUID , EERTaEBER.

- [A%&] Content-MD5 i3k Body 3F Form RERT , BTLAITE Body BY MD5 {BEf&EBE=MKH
47 Body MD5 #3%,

- [EJ3%) X-Ca-Stagei&k API Fi/& Stage , BBT{X3z#% TEST . PRE #J RELEASE , BRiA
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RELEASE , HZIERRY APl MEL LING | B—EEEEZSHRYE , SNSIR URL iR,

SEREE
RS SEETH TS

String stringToSign=

HTTPMethod + "\n" +

Accept + "\n" + //BNERIKE Accept Header, 2 Accept AZSHT , Zp5 Hitp B Imes Accept IRBENAMER */* |, &
&AM,

Content-MD5 + "\n"

Content-Type + "\n" +

Date + "\n" +

Headers +

Url

HTTPMethod 32 X5 , 40 POST,

Accept, Content-MD5, Content-Type, Date ISRATHEERINITA" \n" , HeaderstHRATAE
Z5N0T \n”

Content-MD5

Content-MD5 245 Body #J MD5 {& , R Body 3 Form FHIAHHE MD5 , it&5A :

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes("UTF-8")));

bodyStream JFTEEH,
Headers

Headers 2f§£5 Headers &&115HAJ Header B Key. Value HHERIFFFER | ZIT X-Ca FFELLIRBEE
X Header it&&% , i FRUTSEASE5 Headers &&itHE : X-Ca-Signature, X-Ca-Signature-
Headers, Accept., Content-MD5, Content-Type, Date,

- Headers B4R755% ¢

%985 Headers 211 HEAY HeaderfUKey RIR=FEHEFEERAN T A {HHE | A1REA Header Y Value
7=, WfER HeaderKey + “" + "\n" 2588 , FERE Key I EE.

String headers =
HeaderKeyl + ":" + HeaderValuel + "\n"\+
HeaderKey2 + ":" + HeaderValue2 + "\n"\+

HeaderKeyN + ":" + HeaderValueN + "\n"



s FAFSRI (VRS API)

¥ Headers &8 Header RY Key {ERZIGES 5 EINE] Request #Y Header 1, Key /g : X-Ca-
Signature-Headers,

Url

Url 4§ Path + Query + Body & Form £%f , B43757% : ¥ Query+Form SEUZERFERY Key #H1THEFF/GIZ
BBONT/5i5HHE |, 18R Query B Form 4% , W Url = Path , REZERIN ? , MIERENSHH Value A
SRIRE Key B58F , SSAREBIMNES,

String url =

Path +

"+

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN

FERGXER Query 2§, Form S0 Value TEES , SMRHERIE— Value B55E1HE,
S
IHEE3

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(hmacSha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret § APP R9%$A.,

EEBER

BT ENERERMEI Request (9 Header /1, Key/y : X-Ca-Signature,

ERERAFEDIA

LB BRISKMRT , APIMASIGIRSSIHAY StringToSign K& HTTP Response #J Header FRiR[EIZ)Z i
, Keys : X-Ca-Error-Message , RIEZIG A StringToSign SISSHRER) StringToSign i#47xd
ELBPRT R RIRR ;

UNERBRSS IR 52 FiRAY StringToSign —EiSERTFSEITENZEERIER ;
B9 HTTP Header SR A3miT , B StringToSign SRS TRAESIITISIET | JILURERRIRITH,
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£22 demo

F2TEMFEMA demo (JAVA ) i52[85EEE | https://github.com/aliyun/api-gateway-demo-sign-java,
£ API XizHlE |, A API—SDK T (A EEZ1EFATER demo,

1T PostmansCIAPIRKCHIERER STFE,

I PostmanZCHIAPIRSCAIE RS S

1-\.‘-&—

-BIS

PostmanE2— M EEBANHTTPASNIX TE, BaiPostmanB&424 T Windows/Mac/LinuxEFHIZ s
BT , FEREAE. NIAPINERIELR , EEHTTPIESRIHTSBAEEEA , TEEREEENcrERE
TER , BE(1LAEREPostman T E2{1HPre-request Scriptii Ak sCIIAPIRI XIS ZINRE , ST
APIRSEIAINRE , N EENE.

2. APIRRERHIENA

APIRIKAISE B HEFARTIASESBRERIRANY | XEFENE—T.

APIRRINEZ B EBITAPIRKHIAppKeyFlAppSecretif#fT , Key/SecretB]LAFEAPIRIKANEHIE E3k18 | FF
HRAPIEZ R , FEFXIIEEAIAPPH 7 IEAURLE,

HX—NEEEK , APINEHSZSTENT

2.1 FINA BT RBER SR EINE

- Date: HERSL

- X-Ca-Key : {AppKey}

- X-Ca-Nonce : APLERESERAY UUID, sSLIBHERTLNRE

- Content-MD5: ¥4i&skBodyIiEFormZ&&ant , FIFRIEBody R EHHEIH,

2.2. HARES BRI FFEStringToSign

{HTTPMethod} + "\n" +
{Accept} + "\n" +
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{Content-MD5} + "\n"
{Content-Type} + "\n" +
{Date} + "\n" +
{SignatureHeaders} +
{UrlToSign}

- Accept, Content-MD5, Content-Type. Date SR AT HEEHIMEITHF" \n”

- RBFromA3ERBENA R AR EITE Content-MD5 |, itEHEH
base64Encode(md5(body.getBytes("UTF-8"))

- SignatureHeaders: LA{HeaderName}:{HeaderValue} + "\n"B975 RIREB R S IRE M/ NBIANRRE T
on, EWINAERZRIZL/9X-Ca-Key,X-Ca-Nonce, HfttkZ= FimsLIla] BiTIMEERIMAER.

- UrlToSign: EFrEa9Form=E&FNQueryString=ERiE—iciziBNameif{7HER , 2R Content-
TypeAZapplication/x-www-form-urlencodedZRBINARFFForm=FE:, FHIFFRIBERIIIZ
PathfSEEZ/UrlToSign, flaNiEk/demo?c=1&a=2, FormJgb=3M|
UrlToSign=/demo?a=2&b=38&c=1

2.3. itE 2 FHMIINER1EXHeaders

BRIEFERHMacSHA256 8, X1 HEER | &EBMITEFEZEappSecret , it&GF1EA:signature =
base64(hmacSHA256(stringToSign.getBytes("UTF-8), appSecret)), itEFEEEEREERINLL THeaders:

- i3 INHeader: X-Ca-Siguature:{signature}
- i INHeader: X-Ca-SignatureMethod:HmacSHA256
- iz INHeader: X-Ca-SignatureHeaders:X-Ca-Key,X-Ca-Nonce

24. BBERHESE

- U EIIERWET , APINASIGIRS IHAIStringToSigniEIHTTPR & #IHeadersmiR [E1R 2 i
, Key/3 : X-Ca-Error-Message , REEGAMITEAIStringToSign5iRSimR(EIAY
StringToSigniFfTXSLL RN EIEIRR |, iEEARSSmIREIRIStringToSigniGRIFEER A T# ;

- IRRFIHREZFHRSEEE—HN | BRERTERITENEBEESIER ;

3. {#iFAPre-request Scripts3LIEZ %

RiE E—Ta0EA |, SCEIAPIR KRRV K IR T AAISCEliE RS |, Postmanigfit 7RIS
JavaScripti#1TESIRY, B FiEEPre-request ScripthIFF &S, FAiTeJLAEID Pre-request ScriptiiA<sCIR
APIRIKHIE ZINEE.

R ATACEEISERPOSTMAN Version 7.2.0BA ERRA

3.1. EAEREEMHIEZTERINEIL

AN BaiPostman A AIFEEAEMANERIEK , FRLARReEFERMHISELHHEReBEERMENSR =
BRERLANRIN , FAVEFEESBALETHIEPostmanfdigkHeaderd , BJLAEIZ Bulk EditiEz{SCHLZRIN
, Bulk EditiE2 B FEF TR
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POST ~ heep:/iZ i ~alicloudapi.com/demo?... Params m Save ~
Headers (10) L] L] Cookies Code
KEY VALUE DESCRIPTION e ulk Edit ~ Presets
Content-Type application/json
R Accept application/json
= e R B A
Date {{Date}}
X-Ca-Nonce {{Nonce}}
Content-MD5 {Mds}}
X-Ca-Key {{AppKey}
X-Ca-Signature {{Signature}}
X-Ca-SignatureMethod HmacSHAZ56
X-Ca-Signature-Headers {{SignatureHeaders}}
Status: 200 0K Time: 112ms  Size: 721 B

Body (10)

I RBulk EditEE , B

LIUSIN AR SRR NES |, B{(HEERIREPostmaniIEBEE | Bl EMAHLIE R,

FormAZFRIRILAARINContent-MD5sk

Date:{{Date}}

Content-MD5:{{Md5}}

X-Ca-Nonce:{{Nonce}}

X-Ca-Key:{{AppKey}}
X-Ca-Signature:{{Signature}}
X-Ca-SignatureMethod:HmacSHA256
X-Ca-Signature-Headers:{{SignatureHeaders}}

POST ~ http:/ie cn-shanghai-inner.alicloudapi.com/demo?...
Headers (10) [ ) [ )

pontemt—Tyne:appllcatianl]son
Accept :application/json

HOST: — "~~~ ~ Tmiisni = w
Eafe:lfnata}}

X -Ca-Nonce: {{Nonce}}
Content-MD5: {{Md5}}

X -Ca-Key: {{AppKey}}
[X-Ca-Signature: {{Signature}}

X -Ca-SignatureMethod : HmacSHA256
X-Ca-Signature-Headers: {{SignatureHeaders}}

RIS RAE

3.2. s&5fPre-request ScriptASLIIESZIHEE

- ~-cn-shanghai-inner.alicloudapi.com

e m i )

Status: 200 OK

Cookies Code

Key-Value Edit =~ Presets ~

“

Time: 112 ms Size: 7218

MEIBBFAINIE |, STLASIAPre-request Script , iES ¥4I FERAAIRBEIX AEL G

R APIREEFERPOSTMAN Version 7.2.0LA ERRZA



API 3% FBFt5Ea (V@R APIL)

00 Postman

28 MyWorkspace v &, Invite

R No Environment hd © ¢
127. ® http ® http ® gate ®  http ® bfdf ® cEbi @  htipwul hip @

POST ~ http://a7df6697a5fb4ff7a54a6c6c493b3de8-cn-shanghai-inner.alicloudapi.comy... Params “ Save ~

(10) Pre-request Script @ Cookies Code
1 wvar oppKey = ""; Pre-request scripts are written In Javaseripr,
2 war appSecret = I, and are run before the reguest is sent.
3 Learn more about pre-request scripts
4
5 war mdS = calcMds(); SNIPPETS
6 wvor date = new Dote().toString(); Clear a global variable
7 war nonce = createluid();
8 Clear an environment variable
9  war textToSign = "";
10  textTo5ign += request.method + "\n"; Get a global variable
i 11 textToSign += reguest.headers["accept"] + "\n";
12 textToSign += md5 + "™\n"; Get a variable
13 textToSign += request.headers["content-type"] + "\n";
14  textToSign += date + "\n"; Get an environment variable
15
16 war headers = headersToSign(); Send a request
17 var signatureHeaders;
i 1B war sortedKeys = Array.from(headers.keys()).sort() Set 8 global variable

19+ fan fuar headerName nf sortedKeus) £

Body {10y Status: 200 OK Time: 112 ms Size: T21B
Pretty JSON v = W Q
111

S (P! @

var appKey = "YOUR APPKEY";

var appSecret = "YOUR APPCODE";
var md5 = calcMd5();

var dateObject = Date;

var date = dateObject.toLocaleString();
var nonce = createUuid();

var textToSign = "";
var accept = "*/*";

var contentType = "";
console.log("request” + JSON.stringify(request));

if(request.headers["accept"]){
accept = request.headers["accept"];

}

if(request.headers["content-type"]){
contentType = request.headers["content-type"];

}

textToSign += request.method + "\n";
textToSign += accept + "\n";

textToSign += md5 + "\n";

textToSign += contentType + "\n";

textToSign += date + "\n";

var headers = headersToSign();

var signatureHeaders;

var sortedKeys = Array.from(headers.keys()).sort()
for (var headerName of sortedKeys) {

non

textToSign += headerName + ":" + headers.get(headerName) + "\n";

signatureHeaders = signatureHeaders ? signatureHeaders + "," + headerName : headerName;

10
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}

textToSign += urlToSign();

console.log("textToSign\n" + textToSign.replace(/\n/g, "#"));

var hash = CryptoJS.HmacSHA256(textToSign, appSecret)

console.log("hash:" + hash)

var signature = hash.toString(CryptoJS.enc.Base64)

console.log("signature:" + signature)

pm.globals.set('AppKey', appKey);

pm.globals.set('Md5', md5);

pm.globals.set("Date", date);

pm.globals.set("Signature”, signature);

pm.globals.set("SignatureHeaders", signatureHeaders);

pm.globals.set("Nonce", nonce);

function headersToSign() {

var headers = new Map();

for (var name in request.headers) {

name = name.toLowerCase();

if ('name.startsWith('x-ca-")) {

continue;

}

if (name === "x-ca-signature" || name === "x-ca-signature-headers" || name == "x-ca-key" || name === "x-ca-
nonce') {

continue;

}

var value = request.headers[name];

headers.set(name, value);

}

headers.set('x-ca-key', appKey);

headers.set('x-ca-nonce', nonce);

return headers;

}

function urlToSign() {

var params = new Map();

var contentType = request.headers["content-type"];

if (contentType && contentType.startsWith(‘application/x-www-form-urlencoded")) {
for(x in request.data){

params.set(x, request.data[x]);

}

}

var queryParam = pm.request.url.query.members;

console.log("request.url” + JSON.stringify(pm.request.url))

for (let i in queryParam) {

params.set(queryParamli].key, queryParamli].value);

}

var sortedKeys = Array.from(params.keys())

sortedKeys.sort();

varurl ="";
for(var k of pm.request.url.path){
url = url + "/" + k;

}

var gs;

for (var k of sortedKeys) {

vars = k + "=" + params.get(k);

gs=9gs?qs+ "&" +s:s;
console.log("key="+ k + " value=" + params.get(k));

}

11
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return gqs ? url + "?" + gs : url;

}

function calcMd5() {

var contentType = String(request.headers["content-type"]);
console.log("data" + JSON.stringify(request.data));

if (IJSON.stringify(request.data).startsWith('{}') && !contentType.startsWith(‘application/x-www-form-urlencoded")) {
var data = request.data;

var md5 = CryptoJS.MD5(data);

var md5String = md5.toString(CryptoJS.enc.Base64);

console.log("data:" + data + "\nmd5:" + md5String);

return md5String;

} else {

return "";

}

}

function createUuid() {

return "XXXxxXXxX-XXXX-4xXxx-yxxx-XXxxxxxxxxxx'.replace(/[xyl/g, function(c) {
var r = Math.random()*16|0, v = ¢ == 'x' ? r : (r&0x3|0x8);

return v.toString(16);

Dk

RS TBRBULARSE | APINXAIIPOSTMANIZSHTRANR., BaiERFRIEPOSTMANTE
WINDOWSESIZ{TARIARSHI “Can not get any response” FIIENR , @iVAFPREEMACIKETE
FIPOSTMANBH T,

12
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