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IF1ERa (AR API)

B A A

Bt

ERTLAUEE APL RX | AR BEMNE A& S = RS APLIRSS. API MCKEAGIRM—ERS
BEERSS5TE.

Va3 API

B LIERA APl MXIEHISABRHISTESHATRISRNTER. SHRILABTHRE HTTP(s) i5XiEA

APL, ERETIISHRERIAH SDKRFITE.

APLYEFIASURBAR RGN T (VAF API BEFARIASEE SREATD (VBRI APL) ),
LiEK

Kbt

http://e710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com/demo/post

KT

POST

AR

FormParaml=FormParamValuel&FormParam2=FormParamValue2
//HTTP Request Body

LR
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Host: €710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com
Date: Mon, 22 Aug 2016 11:21:04 GMT

User-Agent: Apache-HttpClient/4.1.2 (java 1.6)

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
[IERAEEE | BRELINER AR EIRE.

Accept: application/json
//ERNARIRSEE | &R5 APL ETLURIEEERINDRZRELSOR BN MEHESE, , EINFaHERIERL |, RTRE | &5
HTTP ZERImSIRERIAE */* | SHEZHER.

X-Ca-Request-Mode: debug
//REFFE Debug 3z, , K/NEREUR , MREBIAKA , —& APL EIXMERAILFTHILIRE.

X-Ca-Version: 1
// APLIRAES , BREIFTE APL{({SIHRAS 1] |, JLUREELERL |, BIARESH (1] .

X-Ca-Signature-Headers: X-Ca-Request-Mode, X-Ca-Version,X-Ca-Stage X-Ca-Key,X-Ca-Timestamp
//EE5EENBEENERL | REHERBEREEERISKLHITESR | HMZERE S Content-Type, Accept, Content-
MD5, Date iEKL , RUERLELBEE 7 EMNEEEEYH | FESRIEREZ A,

X-Ca-Stage: RELEASE
//iEK API B9 Stage , BBISZ#F TEST. PRE. RELEASE =~ Stage , K/NEABUEL , APl IRHETT LIS A REIHA
Stage , REARMENERE Stage f5 APl AT LUER , ENSIET APl #HAZg, Invalid Url,

X-Ca-Key: 60022326
/7K AppKey , 5% API XSGR , REKE AP ENSARILUER , Bt =hinEsEmsIag AP SHABES
APP 31 , MESFERFA—E AppKey 5% , B ApppKey iHiZ1E , BRI EO B2 BRSO~ R.

X-Ca-Timestamp: 1471864864235
[/ERAEE , [BEAXRRERERE , EHRENLI70F1IR1HEESHR ARG AZER | IMERBEMATE 155,

X-Ca-Nonce:b931bc77-645a-4299-b24b-f3669be577ac
/[ERE—FRR , 1594 A AppKey+API+Nonce REEEE , SAY ARG SFERARGRRIBHERIER.

X-Ca-Signature: FJleSrCYPGCU7dMILTG+UD3Bc5EIh3TV3CWHtSKh1Ys=
/[FERER,

CustomHeader: CustomHeaderValue

//EEXERE , WAMREAZAI , SERRERPIRIE APL EXALURESZ M EENXBER..

pA ) Vi

/N

400

//RERASTS , A FSF200/NF3005mA ; AFETFA00NTFS00HEFIHER ;| AFS00RIBSMHIER,
[E]VES

X-Ca-Request-Id: 7AD052CB-EE8B-4DFD-BBAF-EFB340E0ASAF
/[EKHE—ID , IER—BEHN API XN AfE , API RIXRBISERIEK ID FE BN HRESE G , EINE PSR
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SENCRILIEK ID , TR FIOHE SRR,

X-Ca-Error-Message: Invalid Url
//APIRKIREIRHEIRIER. , HiEKHDEERAT AP MXSEEMA LS ERERIREAE,

X-Ca-Debug-Info: {"ServiceLatency":0,"TotalLatency":2}
//2¥TFF Debug B ERIRE] Debug 58 , WEEEHRIRESERE | (NAHBANRSE

&3EF APLEY , FTTIe(ER HTTP i£2Z HTTPS MRRIEK , HFEEBRTESEREE. AppKey BTHR
IRIERIBD , AppSecret ZERTIIEE R A RTIRS RIS R F TRNER. HHENEERHEES
I, IFEENE BRERANE,

EBRITE demo iES/R APL RXi=HlE SDKTEL TERY SDK 7R-fl,

ERE TMEZIFE | BEEES AFfsE (ERBAPL) .

Rz

(App)

ERECIERIFA (APP ) {EJ1EER AP 19545 , 81 APP 5—3d AppKey Fl AppSecret 2347t , AppKey
EEMEERIENSEIE Header fEN , AppSecret EERTITEIBRESE.

1. £ APL X |, BFRZECIENA (APP) {EAIBRERISD. APP EIZR , REt=BaInE—Xd
AppKey #1 AppSecret, fEf&IEK API RS , FERTIEH, HFANESHHEEELR | BEE
M ——ERE RGN,

2. AppKey 1 AppSecret Z5A%t , B&i% APP IEEMUR | FEZERE., IRKEMRE , BT
APl KR HIEHITEE.

3. BEILARE S APP |, BJLURIEISRI SHTR D BIBIRINARR APL EE , APL RORENSRE
APP MARMEZAFKS.

4. IEEILAE APL ROXIEHI & 5epkxd APP BUBIEE., 122, MibR. EEFRE. ZREE. EECRNEFE
LR

A

B, BIERFEA APP AR APLURIR. 15HI APP FRE3RIG API RO BEARIZAPL

- IIREIBEFEREFKHRMAY AP, AW T , BETY. BBAFE APL RURAE TN
B, EFEEBITOIE APP , FFEE API AUIRHEEIRHIERT Appld.,
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PEER

@A APLEY , FEFRERSFNS , FIRER T ERRIF RIS RAY Header fEN |, RIXSEIIRIFRIT
BERRWIEERENSD.

1. 15K Header EEEN—MTEENERFR/TE,

2. BEEBANSERIZBIEREZNIASIEALRRL /9 String to sign , BRI SDK #AIRRIEEITES
Z. ITEERME LEREINTEENEZ TS,

3. HTTP 1 HTTPS &K , EBHEEMAIBERES.

IBRKER String to sign FNBALTTEFNIBERERRIANE | HRFZAE SDK #5I4 , 1& AppKey.
AppSecret #ipfEE CRIESECERE , BRIESEIR APl SHIRIREZ 4R String to sign , EERTLABKTH
RIEEKT,

PR

BRI ERTER RS

BMIKST app MUERS
}&0004\ , app BMRMAKET 2 I8

EX APLERERE&EXK 2MB

SENUREMWER AP1 5 app
AUISRFORERRIEN,. HIRSREM
A app B9 APL, 187
BUSERRBRIEIN

BRIBKRERELIREREE 18
SRR BRE RIS

iy

Il

Il

RIS R UAAS



API 3% FBFt5Ea (V@R APIL)

153

- B APLERSBEBET—1 APL 94 , 81 APl DEBEARERIES. EEEHRSIRIIERIEIIHNZ
. API RIKiBITiE & Sk FHUERL API 54,
- WZAIER I www. [JR3 71543 ].com/[Path]?[HTTPMethod],
- API fRiBEIT A EAEI—NME—BISE |, 18T Path+HTTPMethod #EiZ5H THE—AY APL,
- BLEEEHE BSERY API BJLGRS API SXRRER , HRMWLITA , MATLABRER API f2tEE
TR, IEUEEH A LRI S BRI API 3X18 API STHITEA,

A7 P Header

- [@%] X-Ca-Key : AppKey,

- [@4%] X-Ca-Signature : &EZ=FEH,

- [\Ni%] X-Ca-Timestamp : APL EREGEEE , EAEBIRENZERE , BHENMNL970F18
1HEZESHATEREIEAZR | ARG 155 4.

- [A1&] X-Ca-Nonce : API ERE4RAT UUID |, &R BIEBLHER.

- [A1£] Content-MD5 ZiiEsk Body JE Form ZFREAT , BILATE Body B9 MD5 (Bf&1BL4 =M KiH
17 Body MD5 38,

- [AJ%] X-Ca-Stageissk API FfifE Stage , EIBI{XSZHF TEST . PRE #0 RELEASE , ZKiA
RELEASE , AT APl A4 LINE |, B —EEEEZSEHYE | BN&R URL fEiR,

TEREE
RS SEET TS

String stringToSign=

HTTPMethod + "\n" +

Accept + "\n" + //BNERIKE Accept Header, 2 Accept AZSHT , % Hitp ZEFIRSLE Accept IRBENAMER */* |, &
HEEBRIGKM,

Content-MD5 + "\n"

Content-Type + "\n" +

Date + "\n" +

Headers +

Url

HTTPMethod A2 XS , @0 POST,

Accept. Content-MD5, Content-Type, Date HIRATHEETRINEITRF \n" , HeaderstIRATAE
A" \n"

Content-MD5
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Content-MD5 21g Body §9 MD5 {& , RE3 Body 3 Form FHI A8 MD5 , it&5=A :

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes("UTF-8")));

bodyStream JFTEEH.
Headers

Headers 21§25 Headers &&itERY Header Y Key. Value HHEZHFRTER | IS X-Ca FFELLARBRE
Y Header itE%4 , iTEUTESEAS S Headers £8itE : X-Ca-Signature, X-Ca-Signature-
Headers, Accept. Content-MD5, Content-Type, Date,

- Headers B4R753% :

53385 Headers ER1THEA HeaderfYKey IRRBHHEFSFERN T AN HHE | A0REA Header g9 Value
7=, WfER HeaderKey + “" + "\n" 2588 , FERE Key I EE.

String headers =
HeaderKeyl + ":" + HeaderValuel + "\n"\+
HeaderKey2 + ":" + HeaderValue2 + "\n"\+

HeaderKeyN + ":" + HeaderValueN + "\n"

% Headers &2 Header iy Key {#ZEIIES 5 EIEI Request f9 Header &, Key s : X-Ca-
Signature-Headers,

Url

Url $§ Path + Query + Body & Form £%{ , ‘B4375:% : %F Query+Form SRR T Key B THIFEZ
RO /3AHHE | 108 Query 8¢ Form £#9% , M Url = Path , REEHM ? , RFENSEHHI Value 1
TRIRE Key 2588 , EEALAFEHFMAER.

String url =

Path +

vy

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN

7ERIXE Query 8 Form 2#{#Y Value AJgEE S , 2 MHUBHEREE— Value 258 &i11E.,
>
eSS

Mac hmacSha256 = Mac.getInstance("HmacSHA256");
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byte[] keyBytes = secret.getBytes("UTF-8");
hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));
String sign = new String(Base64.encodeBase64(hmacSha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret g APP 92548,

EBES

BitENSZERE Request fY Header &1, Key /g : X-Ca-Signature,

ERHRAEEA

MEBIRIGLMET , APIRASIGIRSZIRAY StringToSign HE) HTTP Response HY Header FRiREIZIZ2 s
, Key79 : X-Ca-Error-Message , REBEGAHEITER] StringToSign 5RSZiHIREIRY StringToSign #1737
ECRPET#CEIRIRR ;

WNRRSIHSZEFimAY StringToSign — s BERTSRITENZHEERIER ;
EJ9 HTTP Header A% 1T , EIE StringToSign A TR IEIE T |, MRS ZRIRIEI T,

22 demo

TEITEAFEM demo (JAVA ) FSHBHERE © https://github.com/aliyun/api-gateway-demo-sign-java,
£ API WXi=HE | A API—SDK T# AbA B ESIEMRIERA demo,

' .

I Postman3CHIAPIRCANB R E 22 S

1EiFPostmansCHIAPIRIKEIIERE R SR

1.5

Postman@— M FREEANHTTPREIIX TR, BaiPostmanE2&EM TWindows/Mac/Linux%éﬁﬁgg)ﬂﬁﬁ;—
BTE , ERRSE. FMIAPINXANELR , BENHTTPEREITEEAEEA | TAERERNcurERE
TE%RL , BFMTLUERPostman TERHAIPre-request ScrlptHiI]ZISEE*DbAPIm;gE'ngIjJﬁg | SCHL
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APIRIIEIAINGE , AXLEENA,

2. APIRERZRIEZNA

APIRRAIE LA USHIBRERRPFNY | XEHENE—T.

APIRFZ I 2 EE @I APIMXAIAppKeyFAppSecretif#{T , Key/Secretm] LATEAPIRIXAIISHI G E54E | F
RAPIEZ AT , FHESIIESERNAPPH T 1SHUR(E,

FX— P ERBIEK , APIRKAEZERINT

2.1. BIMLAT AT HEER SRS

- Date: HERSL

- X-Ca-Key : {AppKey}

- X-Ca-Nonce : APTERZE4RH UUID, SLTIBLERINEE

- Content-MD5: ZigskBody/3FFormz&xEaT , FFRIuBody2EHEH,

2.2. HRARES BRI RFEStringToSign

{HTTPMethod} + "\n" +
{Accept} + "\n" +
{Content-MD5} + "\n"
{Content-Type} + "\n" +
{Date} + "\n" +
{SignatureHeaders} +
{UrlToSign}

- Accept, Content-MD5, Content-Type. Date SR AT HEEHIMEITHF" \n”

- RBFromAiERBENA R A HEITE Content-MD5 |, itEHEH
base64Encode(md5(body.getBytes("UTF-8"))

- SignatureHeaders: LA{HeaderName}:{HeaderValue} + "\n"#975 RIREB R RIRE N/ NEIANREE T
on, EWINAERZRIZL/9X-Ca-Key,X-Ca-Nonce, HfttkZ= FimsLIla] BiTIEERIMAER.

- UrlToSign: EFrEa9Form=E&FNQueryString==ERiE—iciziBNamei{7HER , 1i5RContent-
TypeAZapplication/x-www-form-urlencodedZRBNARFFForm=FE:, FHIFFRIBERIIIZ
PathfFEEZ/UrlToSign, flaNiEk/demo?c=1&a=2, FormJgb=3M|
UrlToSign=/demo?a=2&b=38&c=1

2.3. itE 2 FHMIINER1EXHeaders

BaEZFFERHMacSHA2S6 B AITRER | SR/RNTEFEZEappSecret , it& 51 signature =
base64(hmacSHA256(stringToSign.getBytes("UTF-8), appSecret)), itEFEEEEREERINLL THeaders:

- iz INHeader: X-Ca-Siguature:{signature}
- i INHeader: X-Ca-SignatureMethod:HmacSHA256
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- iz INHeader: X-Ca-SignatureHeaders:X-Ca-Key,X-Ca-Nonce

24. SEERHESE

- HEBIRIGKMAT , APIMKXSIEIRSmAYStringToSigniEIHTTPRZAYHeaderRIREIZIZ Fin
, Key/3 : X-Ca-Error-Message , REEGAMITEAIStringToSign5iRS imR(EIAY
StringToSigni#{TXIEL BN ET K Z] A ,/I%HE IREIRYStringToSigniGEIEEHR AT # ;
- MRBSmEEFPHNEZEE—HN , BeERATESITENZREE1E ;

3. f#iF3Pre-request ScriptsLIIEZ &%

IR E— TR |, SCHIAPIRKIEITAIXREIARAE T AMASCESERER | PostmaniZit T o] LAEE
JavaScriptH{TERIRY, B FiEPre-request ScriptBIFFA IS, Fefi AT LABII Pre-request ScriptfilAscil
APIRIRATE B TIRE.

R ATHCHEIEEAPOSTMAN Version 7.2.00A EREAS

3.1. EALREEMHISEZTERINEIL

AiZBRIPostman A IFEFERAPIERIEK , AR REEFERTFISE L FReBRERENA T
BERBLANRN , VS FESBALETRHIEPostmaniigskHeaderd , ATLLEIIBulk EditiE=(SCILARIN
, Bulk Editis& R NE# T

POST ~ hepafiZ ~.alicloudapi.com/demo?... Params “ Save T

Headers (10) L] L] Cookies Code

KEY VALVE DESCRIPTION L ulk Edit ~ Presets

Content-Type application/json
:coc::t application/json 'ﬁﬁﬁitﬂ}ﬁmAgiﬁ
Date {{Date}t
X-Ca-Nonce {{Nonce}}
Content-MD5 {Mds}}
X-Ca-Key {{AppKey}
X-Ca-Signature {{Signature}}
X-Ca-SignatureMethod Hmac5HA256
X-Ca-Signature-Headers {{SignatureHeaders}}
ﬂ (10) Status: 20006 Time: 112ms  Size: 721B tﬂ;ﬁﬂjBulk Editd:%‘t}: EJ_

LB T FArassfaMmEIMmAESF |, SH{OHEENHMEPostmanfI£FEE | Bl IEMIAHSTINEL,
FormAZRIRT AR INContent-MD5k

Date:{{Date}}

Content-MD5:{{Md5}}

X-Ca-Nonce:{{Nonce}}

X-Ca-Key:{{AppKey}}
X-Ca-Signature:{{Signature}}
X-Ca-SignatureMethod:HmacSHA256
X-Ca-Signature-Headers:{{SignatureHeaders}}
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POST ~ http://e

Headers (10) [ ]

fontent-Type:application/json
Accept :applicarion/json
HOST: —"~—~ ~

cn-shanghai-inner.alicloudapi.com/demo?...

-~ ~-cn-shanghai-inner.alicloudapi.com

BatezifDate]}

X -Ca-Nonce: {{Nonce}}
Content-MD5: {{Md5}}

[X-Ca-Key: {{AppKey}}
[x-Ca-Signature: {{Signature}}

X -Ca-SignatureMethod :HmacSHAZ56

X -Ca-Signature-Headers: {{SignatureHeaders}}

Body (10

SR ESUIES)

3.2. {§EfPre-request ScriptBiA I3 ThEE
AELIBBIERIIE , AL\ Pre-request Script , EE kI FEHRAHORIDEIAE L+
R - APRHSEEAEPOSTMAN Version 7.2.0LA_ERRA

My Workspace ~

Postman

&, Invite

i m Skt .

Cookies Code

Key-Value Edit =~ Presets ~

Status: 200 OK Time: 112 ms Size: 721 B

No Enviranment

o

Farams m save |~

Cookies Code

Pre-request scripts are written In JavaScript,
and are run before the request Is sent.

Learn more about pre-request scripts

SNIPPETS

Clear a global variable

127. @  hitp ®  http ® gate ®  http ® bfdf ® cBbf @  httpiwul hitp @
POST ~ http://a7df6697a5fb4ff7a54a6c6c493b3de8-cn-shanghai-inner.alicloudapi.comy...
(10) Pre-request Script @

1 wor oppKey = "";

2 var appSecret = '|';

5)

4

5 war mdS = calcMd5();

6 wvor date = new Date().toString();

7 wvar nonce = createluid();

8

o

wvar textToSign = "";
18 textToSign += reguest.method + "\n";

i 11 textToSign += request.headers["accept"] + "\n"j
12 textToSign += md5 + "™\n";
13  textToSign +
14  textToSign +
15
16 var headers = headersToSign();
17 war signatureHeaders;

i 18 war sortedKeys = Array.from(headers.keys()).sort()
19+ f£an funr headsrName nf sortedKeus) £

date + "\n";

Body (10)
Pretty JSON w =
Il 11
I B
var appKey = "YOUR APPKEY";

var appSecret = "YOUR APPCODE";
var md5 = calcMd5();

var dateObject = Date;

var date = dateObject.toLocaleString();
var nonce = createUuid();

var textToSign = "";
var accept = "*/*";
var contentType = ",

Clear an environment varlable

Get a global variable

Get a variable

reguest.headers["content-type"] + "\n";
Get an environment variable

Send a request

Set a global variable

Status: 200 OK

console.log("request” + JSON.stringify(request));

if(request.headers["accept"]){

10

Time: 112 ms

Size: T21 B

mQ
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accept = request.headers["accept"];

}

if(request.headers["content-type"]){
contentType = request.headers["content-type"];

}

textToSign += request.method + "\n";

textToSign += accept + "\n";

textToSign += md5 + "\n";

textToSign += contentType + "\n";

textToSign += date + "\n";

var headers = headersToSign();

var signatureHeaders;

var sortedKeys = Array.from(headers.keys()).sort()

for (var headerName of sortedKeys) {

textToSign += headerName + ":" + headers.get(headerName) + "\n";
signatureHeaders = signatureHeaders ? signatureHeaders + "," + headerName : headerName;
}

textToSign += urlToSign();

console.log("textToSign\n" + textToSign.replace(/\n/g, "#"));
var hash = CryptoJS.HmacSHA256(textToSign, appSecret)
console.log("hash:" + hash)

var signature = hash.toString(CryptoJS.enc.Base64)
console.log("signature:" + signature)
pm.globals.set('AppKey', appKey);

pm.globals.set('Md5', md5);

pm.globals.set("Date", date);

pm.globals.set("Signature”, signature);
pm.globals.set("SignatureHeaders", signatureHeaders);
pm.globals.set("Nonce", nonce);

function headersToSign() {

var headers = new Map();

for (var name in request.headers) {

name = name.toLowerCase();

if ('name.startsWith('x-ca-")) {

continue;

}

if (name === "x-ca-signature" || name === "x-ca-signature-headers" || name == "x-ca-key" || name === "x-ca-
nonce') {

continue;

}

var value = request.headers[name];

headers.set(name, value);

}

headers.set('x-ca-key', appKey);

headers.set('x-ca-nonce’, nonce);

return headers;

}

function urlToSign() {

var params = new Map();

var contentType = request.headers["content-type"];

if (contentType && contentType.startsWith(‘application/x-www-form-urlencoded")) {
for(x in request.data){

params.set(x, request.data[x]);

}

11
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}

var queryParam = pm.request.url.query.members;
console.log("request.url” + JSON.stringify(pm.request.url))
for (let i in queryParam) {
params.set(queryParamli].key, queryParamli].value);
}

var sortedKeys = Array.from(params.keys())
sortedKeys.sort();

varurl ="";

for(var k of pm.request.url.path){

url = url + "/" + k;

}

var gs;

for (var k of sortedKeys) {

vars = k + "=" + params.get(k);

gs=9gs?qgs+ "&" +s:s;

console.log("key=" + k + " value=" + params.get(k));

}

return gs ? url + "?" + gs : url;

}

function calcMd5() {

var contentType = String(request.headers|["content-type"]);
console.log("data" + JSON.stringify(request.data));

if (IJSON.stringify(request.data).startsWith('{}') && !contentType.startsWith(‘application/x-www-form-urlencoded")) {

var data = request.data;

var md5 = CryptoJS.MD5(data);

var md5String = md5.toString(CryptoJS.enc.Base64);
console.log("data:" + data + "\nmd5:" + md5String);
return md5String;

} else {

return "";

1

}

function createUuid() {

return "XxxXxxXXXX-XXXX-4xXxX-yXXX-XXXXXxxxxxxx'.replace(/[xy]/g, function(c) {

var r = Math.random()*16|0, v = ¢ == 'x" ? r : (r&0x3|0x8);
return v.toString(16);

i

}

B T S g N SERE—Z

12

FRATRBMEFSE | APINXARPOSTMANIZER TR, BEiERFPREPOSTMANZE
WINDOWSSEAIE{TAMIARSHIL “Can not get any response” HIER , BiNAFRREEMACKE T
FAPOSTMAN# T,
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