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IF1ERa (AR API)

B A A

Bt

ERTLAUEE APL RX | AR BEMNE A& S = RS APLIRSS. API MCKEAGIRM—ERS
BEERSS5TE.

Va3 API

B LIERA APl MXIEHISABRHISTESHATRISRNTER. SHRILABTHRE HTTP(s) i5XiEA

APL, ERETIISHRERIAH SDKRFITE.

APLYEFIASURBAR RGN T (VAF API BEFARIASEE SREATD (VBRI APL) ),
LiEK

Kbt

http://e710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com/demo/post

KT

POST

AR

FormParaml=FormParamValuel&FormParam2=FormParamValue2
//HTTP Request Body

LR
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Host: €710888d3ccb4638a723ff8d03837095-cn-gingdao.aliapi.com
Date: Mon, 22 Aug 2016 11:21:04 GMT

User-Agent: Apache-HttpClient/4.1.2 (java 1.6)

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
[IERAEEE | BRELINER AR EIRE.

Accept: application/json
//ERNARIRSEE | &R5 APL ETLURIEEERINDRZRELSOR BN MEHESE, , EINFaHERIERL |, RTRE | &5
HTTP ZERImSIRERIAE */* | SHEZHER.

X-Ca-Request-Mode: debug
//REFFE Debug 3z, , K/NEREUR , MREBIAKA , —& APL EIXMERAILFTHILIRE.

X-Ca-Version: 1
// APLIRAES , BREIFTE APL{({SIHRAS 1] |, JLUREELERL |, BIARESH (1] .

X-Ca-Signature-Headers: X-Ca-Request-Mode, X-Ca-Version,X-Ca-Stage X-Ca-Key,X-Ca-Timestamp
//EE5EENBEENERL | REHERBEREEERISKLHITESR | HMZERE S Content-Type, Accept, Content-
MD5, Date iEKL , RUERLELBEE 7 EMNEEEEYH | FESRIEREZ A,

X-Ca-Stage: RELEASE
//iEK API B9 Stage , BBISZ#F TEST. PRE. RELEASE =~ Stage , K/NEABUEL , APl IRHETT LIS A REIHA
Stage , REARMENERE Stage f5 APl AT LUER , ENSIET APl #HAZg, Invalid Url,

X-Ca-Key: 60022326
/7K AppKey , 5% API XSGR , REKE AP ENSARILUER , Bt =hinEsEmsIag AP SHABES
APP 31 , MESFERFA—E AppKey 5% , B ApppKey iHiZ1E , BRI EO B2 BRSO~ R.

X-Ca-Timestamp: 1471864864235
[/ERAEE , [BEAXRRERERE , EHRENLI70F1IR1HEESHR ARG AZER | IMERBEMATE 155,

X-Ca-Nonce:b931bc77-645a-4299-b24b-f3669be577ac
/[ERE—FRR , 1594 A AppKey+API+Nonce REEEE , SAY ARG SFERARGRRIBHERIER.

X-Ca-Signature: FJleSrCYPGCU7dMILTG+UD3Bc5EIh3TV3CWHtSKh1Ys=
/[FERER,

CustomHeader: CustomHeaderValue

//EEXERE , WAMREAZAI , SERRERPIRIE APL EXALURESZ M EENXBER..

pA ) Vi

/N

400

//RERASTS , A FSF200/NF3005mA ; AFETFA00NTFS00HEFIHER ;| AFS00RIBSMHIER,
[E]VES

X-Ca-Request-Id: 7AD052CB-EE8B-4DFD-BBAF-EFB340E0ASAF
/[EKHE—ID , IER—BEHN API XN AfE , API RIXRBISERIEK ID FE BN HRESE G , EINE PSR
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SENCRILIEK ID , TR FIOHE SRR,

X-Ca-Error-Message: Invalid Url
//APIRKIREIRHEIRIER. , HiEKHDEERAT AP MXSEEMA LS ERERIREAE,

X-Ca-Debug-Info: {"ServiceLatency":0,"TotalLatency":2}
//2¥TFF Debug B ERIRE] Debug 58 , WEEEHRIRESERE | (NAHBANRSE

&3EF APLEY , FTTIe(ER HTTP i£2Z HTTPS MRRIEK , HFEEBRTESEREE. AppKey BTHR
IRIERIBD , AppSecret ZERTIIEE R A RTIRS RIS R F TRNER. HHENEERHEES
I, IFEENE BRERANE,

EBRITE demo iES/R APL RXi=HlE SDKTEL TERY SDK 7R-fl,

ERE TMEZIFE | BEEES AFfsE (ERBAPL) .

Rz

(App)

ERECIERIFA (APP ) {EJ1EER AP 19545 , 81 APP 5—3d AppKey Fl AppSecret 2347t , AppKey
EEMEERIENSEIE Header fEN , AppSecret EERTITEIBRESE.

1. £ APL X |, BFRZECIENA (APP) {EAIBRERISD. APP EIZR , REt=BaInE—Xd
AppKey #1 AppSecret, fEf&IEK API RS , FERTIEH, HFANESHHEEELR | BEE
M ——ERE RGN,

2. AppKey 1 AppSecret Z5A%t , B&i% APP IEEMUR | FEZERE., IRKEMRE , BT
APl KR HIEHITEE.

3. BEILARE S APP |, BJLURIEISRI SHTR D BIBIRINARR APL EE , APL RORENSRE
APP MARMEZAFKS.

4. IEEILAE APL ROXIEHI & 5epkxd APP BUBIEE., 122, MibR. EEFRE. ZREE. EECRNEFE
LR

A

B, BIERFEA APP AR APLURIR. 15HI APP FRE3RIG API RO BEARIZAPL

- NBAEIAMITT APL, BRAKFEIUMEEIISEAY AP] BHRLAMHI APP ; MNSAEEE APPJISEHT
EBRNGOIR— AP, FEIEI , BUNERIEEMIFN BHE B,

- INRABEERAAIFIKIRE0 APL, FITEISTTS , RETINN, FABE APl MIREEEMRE
51N, EEEE(TOR APP , FHEIR) API HOIRAEIRHHEN Appld,
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FIF1ERE (V&R API)

IEER

&R APLRS , FEFHZESS TS | RSB ERNFRHEIEERR Header BN | MXSEIRIFRLT
S B RWIEERERNSH.

1. FEiEKAY Header FEEN—MIERHNERFHFE,
2. BEEBNSEREREREZRIFIHGARMN A String to sign , B SDK #FIHIEIETEE

2. ITEERHME TERIINTEENESE=FH,
3. HTTP #1 HTTPS i&3K , #HEEMAIBKRER.,

PR

BRI

BINKST app MI LIRS
}@0004\ , app BN AKS T

X APLIERIERE&K 2MB

SEBUREIA AP 5 app
AUIRIANRRIRIZI,. HIRSIRMH
FRIEIE app B9 APL, 187
BURVERRRRIZIN

TRIBKREELAERER 1B
SIS RS RGN

BEKER String to sign AVBLRFEENIBEREZ AR |
AppSecret IR E CRIESCZHE |, BRIELRR AP SURYEIRES & RYZE4A String to sign , LT LARRIN
KREFKT.

REEE
=
£
Py
=
Py
=
a
=

B RE R BT A

ERFERTE SDK #:7 , 15 AppKey.

AR

I&
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- B APLIRSEET— APl 54E , 81 APl S EEARERIESE. E&RHRSIHEIEAHEIHZ
. API RIKiBIdiE 2 Sk SHUEERL API 54,
- IFARIEN A www. [JR37i5 45 ].com/[Path]?[HTTPMethod],
- API R KIBITHR 2 B AEI— ME—HI54E |, B Path+HTTPMethod #iEiZ s 4H T HE—RY APL,
- ELETEEHIS SMSERY APL a]LASRS APL 3Xi%iRBR , &AM T , MBTLABKR APL 12{t51#&
TR, IR EM AT LR S BRI API 3X18 API STRHIGEA,

A7 P Header

- [w%] X-Ca-Key : AppKey,

- [w4i%] X-Ca-Signature : &EZ=FFEH,

- [\Ni&] X-Ca-Timestamp : APl EREEEEE , EAZIRIENEE , EHEN1970F18
1HEESHRTEEEAZR |, MEEE WA E155 .

- [\i&] X-Ca-Nonce : AP ERZEAEMAT UUID , EERtEEELER.

- [A1£] Content-MD5 ZiEsk Body JE Form FREAT , BILATE Body B9 MD5 (BB =M KiH
7 Body MD5 #%38,

- [H|]i%k] X-Ca-Stageis=k API Fi/§ Stage , BRI{X>Z#F TEST . PRE #1 RELEASE , 2RiA
RELEASE , HZWERM APl A4 LINE | B—EEIEEZSHIE , BUSIR URL iR,

SEREE
RS SEET TS

String stringToSign=

HTTPMethod + "\n" +

Accept + "\n" + //ENBRIEE Accept Header, 24 Accept AZERT , #B49 Hitp BFIRESLE Accept IREBEVAER */* | &
HEERIKML,

Content-MD5 + "\n"

Content-Type + "\n" +

Date + "\n" +

Headers +

Url

HTTPMethod A2 XS , @0 POST,

Accept, Content-MD5, Content-Type, Date MIRATHEERMLITHA" \n" , HeaderstIRAT A FH
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R \n"
Content-MD5

Content-MD5 24§ Body 9 MD5 {8 , R4 Body JE Form FRERAHE MD5 , it&A= -

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes("UTF-8")));

bodyStream JFTEEH.
Headers

Headers 21§55 Headers &&itERY Header fY Key. Value HHEZHFRTER |, iZINXT X-Ca FFELLARBEE
Y Header itE%4 , iTEUTSEAS 5 Headers £8it8 : X-Ca-Signature, X-Ca-Signature-
Headers, Accept. Content-MD5, Content-Type. Date.

- Headers B4R753% :

%3385 Headers ER1TEA HeaderfYKey IZRBFEHEFSFERN T AN HHE | A0REA Header A9 Value
7=, WfER HeaderKey + “" + "\n" 2588 , FERE Key I EE.

String headers =
HeaderKeyl + ":" + HeaderValuel + "\n"\+
HeaderKey2 + ":" + HeaderValue2 + "\n"\+

HeaderKeyN + ":" + HeaderValueN + "\n"

% Headers &2 Header iy Key {#EZRIIES 5 EIE!I Request f9 Header &, Key s : X-Ca-
Signature-Headers,

Url

Url §5 Path + Query + Body  Form £ , ‘8453 : X Query+Form SHIRIAFIRS Key HHTHIFREIR
SRRR Key 588 , $STREBINES.

String url =

Path +

vy

Keyl + "=" + Valuel +

"&" + Key2 + "=" + Value2 +

"&" + KeyN + "=" + ValueN

ERUXE Query B Form 2##) Value AIBEE S, S MHIBHERREGE— Value 25821,
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IHREH

Mac hmacSha256 = Mac.getInstance("HmacSHA256");

byte[] keyBytes = secret.getBytes("UTF-8");

hmacSha256.init(new SecretKeySpec(keyBytes, 0, keyBytes.length, "HmacSHA256"));

String sign = new String(Base64.encodeBase64(hmacSha256.doFinal(stringToSign.getBytes("UTF-8")),"UTF-8"));

secret 79 APP f92348,

EBER

Bt ENEZERME Request fY Header &1, Key /s : X-Ca-Signature,

ERRIRAFEIA

LEBRIGEMAT , APINASIEIRSSIRAY StringToSign 5&] HTTP Response fY Header FRIREIZIZFif
. Key/5 : X-Ca-Error-Message , REEEAMITER StringToSign 5iRSZimIREIRY StringToSign #1733
EEBPRT LR BIRR ;

INRARSS IR SZFimAY StringToSign —EisHERTEZITENZREE1ER ;
A9 HTTP Header AR EIT , EHIE StringToSign FRARITRIEMRIS ISR T | XSILUANERRIRITHT,

22 demo

FE2THEAFEM demo (JAVA ) iEE/8HEEE | https://github.com/aliyun/api-gateway-demo-sign-java,
£ APl WX1=HlE , A API—SDK T (A EEZ1EFATER demo,

T .

1EiFPostmansCHIAPIRIKEIIERE R SR

BT Postman3CHIAPIRCANE RS2 SiaE,

1. 8IS
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Postman@— M EERAKAHTTPASNIE TE, BaiPostmanB&42H T Windows/Mac/Linux & FHZE ik
T, FRRAE, NIAPIMKAEL , EEXMHTTPIERHTERA80ER , TiAFERERENcurlELE
THE5ER , (BEATTLAFERPostman TEEHAIPre-request ScriptBl ASKSLIAPIN KIS ZIhEE | LI
APIRTIEIRINEE | AXEENEE,

2. APIRERZRIEZNA

APIRRAIE LN IISHIBRERRPFNY | XEHENE—T.

APIRX I 2 EE @I APIMXAIAppKeyFIAppSecreti#{T , Key/Secretm] LATEAPIRIXAIIEHI G E5415 | F
RAPIEZ AT , FHESIIESERNAPPH T 1SHUE(E,

FX— P EEIEK , APIRKAEZERINT

2.1. BIMLAT AT HEER SRS

- Date: HERSL

- X-Ca-Key : {AppKey}

- X-Ca-Nonce : APTERE4RH UUID, SLTIBLERINEE

- Content-MD5: ZigskBody3FFormz&xEaT , FFRIuBody 2 EHEH,

2.2. HRARES BRI RFEStringToSign

{HTTPMethod} + "\n" +
{Accept} + "\n" +
{Content-MD5} + "\n"
{Content-Type} + "\n" +
{Date} + "\n" +
{SignatureHeaders} +
{UrlToSign}

- Accept, Content-MD5, Content-Type. Date SR AT HEEHIMEITF" \n”

- RBFromAiERBENA R AR EITE Content-MD5 |, itE7HEH
base64Encode(md5(body.getBytes("UTF-8"))

- SignatureHeaders: LA{HeaderName}:{HeaderValue} + "\n"B975 RIREBF R RIRE M/ NBIANREE TR
on, EWINAERZRIZL9X-Ca-Key,X-Ca-Nonce, Hfttk= FimsLIla] BiTIEERIMAER.

- UrlToSign: EFrEa9Form=E&FNQueryString=ERiiE—iciziBNamei{7HER , 1R Content-
TypeAZapplication/x-www-form-urlencodedZRBINARFFForm=FE:, FHIFFRIREXIIIZ
PathfFEEZ/UrlToSign, flaNiE%k/demo?c=1&a=2, FormJgb=3M|
UrlToSign=/demo?a=2&b=38&c=1

2.3. itE 2 FHMIINER1EXHeaders

BEEFFERAHMacSHA2S6ELAITEE R | ERANTEZEappSecret , 185X A signature =
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base64(hmacSHA256(stringToSign.getBytes("UTF-8), appSecret)), itEFEEEEREERINLL THeaders:

- " INHeader: X-Ca-Siguature:{signature}
- " NHeader: X-Ca-SignatureMethod:HmacSHA256
- " NHeader: X-Ca-SignatureHeaders:X-Ca-Key,X-Ca-Nonce

24. SEERAESE

- B EIRIGKMET , APIRXEIEIRSZIHAIStringToSignFEIHTTPRZHIHeaderdiR [EIFZ= P
, Key/3 : X-Ca-Error-Message , REEIEAHITEAIStringToSign SRS UmREIRY
StringToSigni#{TXILLEN R EIIBIRR , FRMRS MR EIRIStringToSignEREIZFE#E A T# ;
- MRRF IR ESEFIRINSZEE—HN , BUERTERITENERESIER ;

3. f#iF3Pre-request ScriptaLIIEREHi%

RE E—a9ER |, SEILAPIRSKEIR AR R FAISEEE k&% , Postmanigit T aILUES
JavaScripti#1TESIRY, B FiEEPre-request ScripthIFF &Y, FAi JeJLAEII Pre-request ScriptilAssCIR
APIRIKRIZE A INEE,

R . APIEBIEEEPOSTMAN Version 7.2.0LA ERRZA

3.1. (R REEHISE 2 TR

I ERIPostman R AIFEIEERIADERIEK , AR REEFE RS LHFEREBEERENS T
FREGLBGRIN , B VEEESBELETSITEPostmanfdigskHeaderd , ATLUEITBulk EditiE=tsCILARDN
, Bulk EditiE£2 BB FE#H{TIiR

POST ~ htep://Z r.alicloudapi.com/demo?... Params m Save ~

Headers (10) L] L] Cookies Code
KEY VALUE DESCRIPTION oo ulk Edit ~ Presets «
Content-Type application/json
Accept application/json
o e AT ETRBAED
Date {Date}}
X¥-Ca-Nonce {Nonce}}

X-Ca-Key

{

{
Content-MD5 {{Mds5)}

{{AppKey}H

{

X-Ca-Signature {Signature}}

3@ @

X-Ca-SignatureMethod HmacSHA256

<]

X-Ca-Signature-Headers {{SignatureHeaders}}

Status: 200 0K Time: 112ms  Size: 721 B

— EliBulk EditEE |, &
UGN R R R ST B NIES h | (PR EPostmaniI R B R , H EMIA TSI,
FormABHIET AR INContent-MD5sk

Date:{{Date}}
Content-MD5:{{Md5}}
X-Ca-Nonce:{{Nonce}}
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X-Ca-Key:{{AppKey}}
X-Ca-Signature:{{Signature}}
X-Ca-SignatureMethod:HmacSHA256
X-Ca-Signature-Headers:{{SignatureHeaders}}

POST ~ http:/ie

Headers (10) [ ] [ ]

FontentrType:appllcatlonljson
Accept :application/json

HOST; —'"=° " i e
Bateilfnate}}

X -Ca-Nonce: {{Nonce}}

Content-MD5: {{Md5}}

X -Ca-Key: {{AppKey}}

X-Ca-Signature: {{Signature}}

X -Ca-SignatureMethod:HmacSHA256
X-Ca-Signature-Headers: {{SignatureHeaders}}

RS RAE

cn-shanghai-inner.alicloudapi.com/demo?...

e m save .

Cookies Code

Key-Value Edit = Presets «

~-cn-shanghai-inner.alicloudapi.com

Status: 200 OK Time: 112 ms Size: 7218

3.2. {#iF3Pre-request ScriptBIA<sCIIEZTHRE

REHIBBIFRINIE |, TTLURAPre-request Script , iS5G T ERAAIIIRICAIEY F
R ATRIEIBERAPOSTMAN Version 7.2.0L0A ERRAS

Postman

22 My Workspace ~

127. @ http ®  http ® gate ®  http ® bfdf ® cBof @  httpiwul http @
POST ~ http://a7df6697a5fb4ff7a54a6cbc493b9de8-cn-shanghai-inner.alicloudapi.comy...
(10) Pre-request Script @
1 war appKey = "";
2 var appSecret = ‘|';
3
4
5 war md> = calcMd5();
6 wvar date = new Date().toString();
7 war nonce = createluid();
8
9 wvar textToSign = "";

10 textToSign += request.method + "\n";

textToSign += request.headers["accept”] + "\n";

12 textToSign += md5 + "\n";

13 textToSign += request.headers["content-type"] + "\n";
14 textToSign += date + "\n";

16 war heoders = headersToSign();

17 war signatureHeaders;

var sortedkeys = Array.from(headers.keys()).sort()
19+ fan (uar hendarNeame nf sortedeus) £

Body (o)

Pretty JSON +

1 11

var appKey = "YOUR APPKEY";

var appSecret = "YOUR APPCODE";
var md5 = calcMd5();

var dateObject = Date;

var date = dateObject.toLocaleString();
var nonce = createUuid();

var textToSign = "";

& Invite

o %

parems “ Savm | ¥

Cookies Code

No Environment b

Pre-request scripts are written In JavaScript,
and are run before the request Is sent.
Learn more about pre-request saripts

SNIPPETS

Clear a global variable

Clear an environment variable
Get a global variable

Get a varlable

Get an environment variable
Send a request

Set a global varlable

Status: 200 OK Time: 112 ms Size: T21B
mQ
Q [ @

10

FAFtEr (1A API)
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var accept = "*/*";
var contentType = "";

console.log("request" + JSON.stringify(request));

if(request.headers["accept"]){
accept = request.headers["accept"];

}

if(request.headers["content-type"]){
contentType = request.headers["content-type"];

}

textToSign += request.method + "\n";

textToSign += accept + "\n";

textToSign += md5 + "\n";

textToSign += contentType + "\n";

textToSign += date + "\n";

var headers = headersToSign();

var signatureHeaders;

var sortedKeys = Array.from(headers.keys()).sort()

for (var headerName of sortedKeys) {

textToSign += headerName + ":" + headers.get(headerName) + "\n";
signatureHeaders = signatureHeaders ? signatureHeaders + *," + headerName : headerName;
}

textToSign += urlToSign();

console.log("textToSign\n" + textToSign.replace(/\n/g, "#"));
var hash = CryptoJS.HmacSHA256(textToSign, appSecret)
console.log("hash:" + hash)

var signature = hash.toString(CryptoJS.enc.Base64)
console.log("signature:" + signature)
pm.globals.set('AppKey', appKey);

pm.globals.set('Md5', md5);

pm.globals.set("Date", date);

pm.globals.set("Signature”, signature);
pm.globals.set("SignatureHeaders", signatureHeaders);
pm.globals.set("Nonce", nonce);

function headersToSign() {

var headers = new Map();

for (var name in request.headers) {

name = name.toLowerCase();

if ('name.startsWith('x-ca-")) {

continue;

}

if (name === "x-ca-signature" || name === "x-ca-signature-headers" || name == "x-ca-key" || name === 'x-ca-
nonce') {

continue;

}

var value = request.headers[name];

headers.set(name, value);

}

headers.set('x-ca-key', appKey);

headers.set('x-ca-nonce’, nonce);

return headers;

}

function urlToSign() {

11
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var params = new Map();

var contentType = request.headers["content-type"];

if (contentType && contentType.startsWith(‘application/x-www-form-urlencoded")) {
for(x in request.data){

params.set(x, request.data(x]);

}

}

var queryParam = pm.request.url.query.members;
console.log("request.url” + JSON.stringify(pm.request.url))
for (let i in queryParam) {

params.set(queryParam([i].key, queryParam([i].value);

}

var sortedKeys = Array.from(params.keys())
sortedKeys.sort();

varurl ="";

for(var k of pm.request.url.path){

url = url +"/" + k;

}

var gs;

for (var k of sortedKeys) {

vars = k + "=" + params.get(k);

gs=q9s?qgs+ "&" +s:s;

console.log("key="+ k + " value=" + params.get(k));

}

return gqs ? url + "?" + gs : url;

}

function calcMd5() {

var contentType = String(request.headers["content-type"]);
console.log("data" + JSON.stringify(request.data));

if (IJSON.stringify(request.data).startsWith('{}') && !contentType.startsWith(‘application/x-www-form-urlencoded")) {
var data = request.data;

var md5 = CryptoJS.MD5(data);

var md5String = md>5.toString(CryptolJS.enc.Base64);
console.log("data:" + data + "\nmd5:" + md5String);
return md5String;

} else {

return "";

}

}

function createUuid() {

return "XXXXXXXX-XXXX-4XXX-YXXX-XXXXXXXXXxxX".replace(/[xyl/g, function(c) {
var r = Math.random()*16|0, v = ¢ == 'x' ? r : (r&0x3|0x8);
return v.toString(16);

DK

FRATRBUREFSE , APIRXAIPOSTMANIZE#HTHARS . BRiERFPREPOSTMANZE
WINDOWSESIETARIARSHIL “Can not get any response” AUER , BNAFRREEMACKE T
FAPOSTMAN#HTIER.,

12
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