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zone "1#H2Z (40 : xxx.com ) "IN {

type master;

allow-update {127.0.0.1; };

allow-transfer {key test_key;};

notify explicit;

also-notify {47.92.14.234 port 53 key test_key;47.92.14.51 port 53 key test_key;};
file "zone file";

b
ECES WA

zone : FLEFISENIESZ.

allow-transfer : BEISIFEITSIGHITELEDNSEIER , HAMBIEEAARFIRGSESEITSIGHR K
EHRIKEYZTR,

BiBA : IRIERFCHREINY , FANEFFERSESEE (BIRTSIG ) KEFIEDNSEENZ 2. TSIGER
ERAHEEZAMRARFRECRICIEDNSHE. | SERIFRERTHDNSZ BERELHNEE M. &a]
PUBIT 4R —MD5. SHA2568;SHALBYEITSIGEA , SIS TSIGRIREL S EIAAIEDNS,
DNS. BEEFESEEMTSIGER.

also-notify : ZX1E (ZONE ) R4TER , FEERGHEDNSIRSSEIPHEE | SKiFE14. HahiEE
ENRENTHEBIDNSIRSSES ¢

DNSERZS2EETR :
STRZIPHELES : 47.92.14.51,47.92.14.234

R BEcEXffnamed.confhpific EE NG | FE ERMNA.

EfF#< : rndc reconfig

&R TSIGE R
1. AJLUEE dnssec-keygenT & £RETSIGESE , eI ¢

[root@www ~]# dnssec-keygen -a HMAC-SHA256 -b 128 -n HOST test_key
Generating key pair
test_key.+157+64252

Laegl
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-a : IEENEEE |, B1EMHMAC-MD5, HMAC-SHAL, sfHMAC-SHA256,

-b : IEETRPFLAEE. BIRXE ARG TR ERNEE . HMACERYRELN
S12fyz[a],

-n : IEEEEXARTEE SR, AIEEEHE | ZONE, HOST, ENTITY, FIUSER, BHEFRA
HOST=ZZONE,

test_key : IEEFHXHIBTR. ZBFRET EFABINDECEIDNS # allow-transfer fYIES |, #1
RINEDNS{ER FTSIGEFRIVES.

BT 5 BELFIEFETSE "key' 1 “private” B9 (5180 : “ Ktest_key.+157+64252.key
0 " Ktest_key.+157+64252.private " ). “key” X{4+EE7T DNS KEY record , X/ record 3 FEE
HEIDNSHEY , TERINEDNS{ERRT , AT TSIGERES ; “private” XHHEIEEEENFR.

2. BAERIARINZE] named.conf3Z{4h

- RO AEZCRETER! named.confrR

key "test_key" { algorithm hmac-sha256;  secret "MWEARA"};
- @dincludeXX 475z

FEFEIincludefIA A INEInamed.conf3Zf4eh , filn :

include "/etc/named/dns-key";

/etc/named/dns-keySHEZCEN T

key "test_key" {
algorithm hmac-sha256;
secret "MEARE";

b

BELR

1. SRTHFTDNSIEFIS.
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¢« FTE B E XX RRES

RERATR

B EEexample.comiBi &£ EENR

&iE
EoEE=
4
BIE i i
O HERE
WEEAE
1 {
2 "Statement": [
3 {
4 "Effect": "Allow",
5 "Action: ¥,
MIABERBIINT :
{

"Version": "1",

"Statement": [

{

"Action": "alidns:*",

"Resource": "acs:alidns:*:*:domain/example.com”,
"Effect”: "Allow"

b

{

"Action": [
"alidns:DescribeSiteMonitorlspInfos”,
"alidns:DescribeSiteMonitorlspCityInfos",
"alidns:DescribeSupportLines”,
"alidns:DescribeDomains”,
"alidns:DescribeDomainNs",
"alidns:DescribeDomainGroups”

I

"Resource": "acs:alidns:*:*:*",

"Effect”: "Allow"

}

]

}

FEE=BITDNSBPREN

i55% ZfEHTDNS OpenAPI SZRHHT RAMEAY B35
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AT E N5
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Wit T 3R 75 =B =Fh

- FHERUNTR

- [EEEDNSHENTE

- Mg ss< digalinslookup
- 173

EZENTR

OIES BN R REHEE 2. DNS, Wiuh|a)f® , SZRPGERT.

fEes
BT Alibaba Cloud Computing (Beijing) Co., Ltd. HEEHE @ HBEEREN
RS © EERSIES
DNSigZ
DNSHRER: liyun.com, ns5.aliyun.com ZHEDNSHER: i MEAIEN TR
DNSHBESHRIFER: CNAME  www-jp-de-intl-adns aliyun.com 114,114,114 1M ABHTEER: A 1402051363
AAAA 2401:0180:1:50:0:0:0:2
2401:0180:1:60:0:0:0:3
CNAME  www-jp-de-intl-adns aliyun com
BIARITIEE: @ HZBEBHTIES TTLAEETE): HETTLAEE) 120 #
1B MIREEERERAR , BEETIL
MHeE
E=E © RISEESE (#82-200801 TERERam O MEARET ERRgah
Ping 19 @ Ping EIER ISR © Hitp RSEHRSE B

FIEEEDNSIENTE

EITEATLUEAEDNS, fEDNS, 2HDNSHIETERIENR.
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- TELRSCATHE
- EEREAN TR
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1. BRFTESHTONS LEREXN

FIWTTTiE - AR TEFEDNSHNEIRER | FIEETDNSIRERIMT—2 , WARBTCRES BT
DNS LEAR. NMENERSEIIRES—H , 15 X LR RRNERERNELE,

DNS#EHTH
. [ 8m
R S W EDNSH T
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£ e LA TTL
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e

i
i
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2 . HEFTEADNS LREBEEX

FIWTTTIE - SEEAURDNSFHIADNSHIEIRAER | ANREREH— , MCRATICRESHEDNS EEA.
SNRAHBDNS SIEIDNSHIEIRERA—E , WETADNSHTTLURFRE , SISz aRHEE
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DNSZEHTH

A HDNSHAT
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£ mE skt TTL

st 3 600
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e L) s TIL
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3 . EBRITIEATLDNS EERERW

KEBD AP ERNADNS RRFERANSIEEER DTN |, FINRE. BEEF. K5 —FoBFY
AHEDNSIEANRIZEALEDNS (51701114.114.114.1141t03 ) |, #BEHMEDNSHEIFEIFRT.

FIMRTSIE © SECAUDNSFHIAHDNSHEIRER | AIRERBH— , WARBITCRELHDNS B4R,
SIRAHEDNS SAHDNSHEIRERA—E , WETAHDNSHTTLERRE , AILAFRZEFRZIHER

[T
FA T,
DNS#E TR
AW AW % FIDNSIT B
| 114.114.114.114
b L
3333 600
| mEEE: 223555
% i sk m

| Bm: 119.29.29.29

3.333 600

B L ERESEITEEEN

—RRERS<CEIRGERZdigaknslookup , #IK77ARDNSEIMIRERILERIMAFEERFEITDNSHIRERN
—H, WERARTE AR, INRA—5, WETEFRE , TUFFEFIHERHTUR. dighdRET
ES9E}EN

Linux CMD

1. BEBANERWwS

@< : dig test.dns-example.com
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liwenlingdeMacBook-Pro:~ liwenling$ dig test.dns-example.com

; <<>> DiG 9.11.,0-P1 <<>> test.dns-example.com +nocookie

;3 global options: +cmd

i3 Got answer:

i+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 520870

i3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1
;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

33 QUESTION SECTION:

;test.dns-example.com. IN A

;3 ANSWER SECTION:
test.dns—-example.com. 600 IN A 3:3.3-3

33 Query time: 4@ msec

;3 SERVER: 30.25.7.65#53(30.25.7.65)
33 WHEN: Thu Apr @4 17:51:17 CST 2019
i3 MSG SIZE rcvd: 65

EHTREN. BERRERIMCRIRATE

LiwenlingdeMacBook-Proi~ Liwenling$ dig liwl.dns-example.com

; <<>> Di6 9.11.8-P1 <<>> liwl.dns-example.com s+nocookie

;3 global options: +cmd

77 Got answer:

i3 —->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 2922

;s flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

7; OPT PSEUDOSECTION:
7 EDN5: version: @, flags:; udp: 4@9@
+: OQUESTION SECTION:

+ liwl.dns-example. com. N A
; AUTHORITY SECTION:
ns-example.com. (-1 IN S0A vipl.alidns.com. hostmaster.hichina.com. 20819813016 368@ 1208 86400 360

T UUETY TINET 53 NTET
;i SERVER: 30.25.7.65#53(30.25.7.65)
;3 WHEN: Thu Apr @4 18:02:56 CST 2019
;: MSG SIZE rcvd: 116

2 . {RIEICRSEEH{TEN , HIMX , CNAME , NS, PTRE , RESESEBIER < /amERIT

@< : dig test.dns-example.com cname

liwenlingdeMacBook-Pro:~ liwenling$ dig www.dns-example.com cname

; <<>> DiG 9.11.0-P1 <<>> www.dns-example.com cname +nocookie
;3 global options: +cmd

;i Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 3828@

33 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1
;+ OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

3+ QUESTION SECTION:

;www.dns-example.com. IN CNAME

3+ ANSWER SECTION:
www.dns—example.com. 600 IN CNAME test.dnswork.top.

;3 Query time: 47 msec

;3 SERVER: 30.25.7.65#53(30.25.7.65)
33 WHEN: Thu Apr @4 17:58:4@ CST 2019
33 MSG SIZE rcvd: 78
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3 . IEEHBDNSIRSREMH T ERERIGS | LATLUSERTDNSIRSSFIAEDNSIRSB/ENER
AT R A EMH IR,

< : dig test.dns-example.com @vipl.alidns.com

p

x]

< : dig test.dns-example.com @114.114.114.114

a

liwenlingdeMacBook-Pro:~ liwenling$ dig test.dns-example.com @vipl.alidns.com

i <<>> DiG 9.11.0-P1 <<>> test.dns—example.com @vipl.alidns.com +nocookie
i3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 42782

;3 flags: gr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;3 WARNING: recursion requested but not available

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

;3 QUESTION SECTION:
;test.dns-example.com. IN A

; ANSWER SECTION:
test.dns-example.com. 600 IN A 3.3.3.3

i3 duery time: 149 msec

;3 SERVER: 47.88.44.151#53(47.88.44.151)
;3 WHEN: Thu Apr @4 18:09:31 CST 2019

73 MSG SIZE rcvd: 65

liwenlingdeMacBook—-Pro:~ liwenling$ dig test.dns-example.com @114.114.114.114

; <<>> DiG 9,11.0-P1 <<>> test.dns-example.com @114.114.114.114 +nocookie
i3 global options: +cmd

;3 Got answer:

;3 —=>>HEADER<<- opcode: QUERY, status: NOERROR, id: 191780

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

;i QUESTION SECTION:
;test.dns—example.com. IN A

;3 ANSWER SECTION:
test.dns-example.com. 38 IN A 3.3.3.3

;i Query time: 34 msec

73 SERVER: 114.114.114.114#53(114.114,114.114)
;3 WHEN: Thu Apr B84 18:1@:23 CST 2019

i3 MSG SIZE rcvd: 65

4. BIAEENIRER dig+trace2¥ , RN SRR BETMNRSZFEDNTE trace TN LIEE]
R, T, AR — SRt EIRS AR , RESBRRER X TERdnsi#ThRREE
RARIHEED.
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<e»» DIG 9.11.0-P1 <<>> test.dns-example.com +trace +nocookie
global options: +cng

107846 1IN NS e.root-servers.net.
187846 1IN NS B.root-servers.net.
107846 1IN NS e.root-servers. net.
107846 1IN s g.root-servers. net,
107846 1IN NS d.root-servers.net.
107846 TN NS K.root-servers. net,
187846 IN NS i.root-servers.net.
107846 1IN NS h.root-servers.net.
107846 IN NS f.root-servers.net.
107846 TN s n.root-servers.net.
107846 IN NS j.root-servers.net.
107846 IN NS l.root-servers.net.

b.root-servers.net.
i: Received 824 bytes from 30 25.7. 65:53<3a 25.7.65) dn 4 ms

con. 172600 1IN s L.gtld-servers.net.
com. 172880 IN NS b.gtld-servers.net.

con. 172600 1IN NS c.atld-servers.net.

com, 172888 IN NS d.gtld-servers.net.

con. 172800 1IN NS e.qtld-servers.net.

com. 172888 IN NS f.gtld-servers.net.

con. 172800 1IN Ns g.qtld-servers. net,

com. 172888 IN NS a.gtld-servers.net.

con. 172800 1IN NS h.gtld-servers.net,

com. 172800 1IN NS i.0tld-servers.net.

con, 172600 1IN NS J.atld-servers. net,

con. 172600 1IN NS K.qtlo- servers.nae.

com, 172600 1IN NS n.gtld-servers, ne

con. 86400 IN 05 36965 5 2 EiDaCo1GHADEEACTIZAEN 88504483 3FC545 F C41A5766

com, 86400 IN RRSIG DS 8 1 86400 20199417850080 20198404840089 25266 . k/QBUURIRxrLYopQVTwLEOKWNORINTDSSmIscOzP1z1F rokyFy6e25V zkp/hBsmoz

URVfyUvoq3CrPW2Xh7qasZi20qYeXNWVyunGEO7 DMy kK b2ﬂan?Bja>(nE9EﬂZHYa.ﬂHﬂileaKFOwnlmKDLnn?lmFrﬂlxi:zl rwMr7luindGDIysq22ig2IriNIT41219V+0ZJwXF3THDUBZULC2TOKL VBCEL
$Y]1844)yp/aQ4MbLABDIT+t3Ufeo+al]/uFEIPcKIUQPGZbpyZ OvKENLWI2UgFUx00d IUXDEXn5c5xQ4CXdMOeBBa3hkyBUOxwNRCEL jWd GXVT5g:
i: Received 1188 bytes from 192.203.23@.10#53(e.root-servers.net) in 1007 ms

dns-example. com. 172600 1IN NS vip3.alidns.com

dns-example. com. 172808 1IN NS vipd.alidns. cos

CKOPOIMGA7ALIREFTEFNBA30QVITABSH. con. 86400 IN NSECI 1 1 @ - CKODIGINANIARRCSOSHGQPQRBIHSMOA NS SOA RRSIG DNSKEY NSECIPARAM

CKBPOJMGBTALIREF7EFNBA30QVITABSM, con, 86400 IN RRSIG NSEC3 8 2 86480 2019840944615 20198482833615 16883 com. X+3zfS 8 V419¢/ TWMIChys

THRrRACCLtxq4k051P] UNmxFu/YdQ) 2547APKC 10af0adu) cKSEBX/YM §T5FUUS+5UeC+0@KW+3cDEB4] §3V513n]y L /PbXws ZRF1PO225RKKFx Oed=

T282MBTIAO10FOGIGRRAABDSJOKOLTV] . con. 86489 IN NSEC3 1 1 8 - T283G10I3NOT4QQGUS937ILDUIVRTRF3 NS DS RRSIG

T282MeTIAD10FDGIGRR4AB05IIKOLTVL. con. 86402 IN RRSIG NSEC3 8 2 86400 2013940841702 20190401830702 16883 com. rl4krbxU3fwapdcScsCTUCIbGUHrCHMMED]g/F+tAXAVUZU] tvsYoYW
94wBI00f6BHF1bb7KCKQCLO1yh1n6nTTYBO1dAS3LAIBRADTYETWUYTQ K5+ NAYXTeTDK3tEAyLwxRrHGP f355Kax TBh1PORTJAYTAREpQKBGId i+E=

i1 Received 955 bytes from 192.5.6.30#53(a.gtld-servers.net) in 229 ns

test.dns-exasple.com. 608 N A 3.3.3.3
ii Received 65 bytes from 121.29.51.141#53(vip3.alidns.con) in 28 ms

5. FEZLEABITAYEIREE , BigElocalDNS

&% : dig 1H& @fgEmlocaldnsibit +trace
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; <<>> DiG 9.11.0-P1 <<>> test.dns-example.com @114.114.114.114 +trace +nocookie
;3 global options: +cmd

348792 1IN NS a.root-servers.net.
348792 1IN NS f.root-servers.net.
348792 1IN NS i.root-servers.net.
. 348792 1IN NS l.root-servers.net.
. 348792 1IN NS b.root-servers.net.
. 348792 1IN NS m.root-servers.net.
. 348792 1IN NS e.root-servers.net.
. 348792 1IN NS j.root-servers.net.
. 348792 1IN NS d.root-servers.net.
. 348792 1IN NS h.root-servers.net.
348792 1IN NS g.root-servers.net.
348792 1IN NS k.root-servers.net.
348792 1IN NS c.root-servers.net.

;3 Received 239 bytes from 114.114.114.114#53(114.114.114.114) in 34 ms

com. 172880 1IN NS j.gtld-servers.net.
com. 172880 1IN NS m.gtld-servers.net.
com. 172880 1IN NS b.gtld-servers.net.
com. 172800 1IN NS k.gtld-servers.net.
com, 172880 1IN NS g.gtld-servers.net.
com. 172880 1IN NS f.gtld-servers.net.
com. 172880 1IN NS e.gtld-servers.net.
com. 172880 1IN NS c.gtld-servers.net.
com. 172880 1IN NS d.gtld-servers.net.
com, 1728@0 1IN NS i.gtld-servers.net.
com, 172880 1IN NS a.gtld-servers.net.
com. 172880 1IN NS l.gtld-servers.net.
com. 172880 1IN NS h.gtld-servers.net.
com., 86408 1IN Ds 30989 8 2 E2D3C916FGDEEAC73294EB268FB5885044,
com, 86408 IN RRSIG DS 8 1 86400 28190422050000 20190409040000 2

tGbsMNabnOHE rd6sFoTJKGHeInRhLVIKOyrIJ 8nlP5yx3peUdORy46YV2hFuFCdcb6dnMPF4FjgDgjd+MTOHWXGW]jDSHI!
TI1kH29yBvMUy0448+B2c@F3AHIMo0jAY T3928H812IHhtgcRDrp@smttj4BIVDENDR3ZKZvICcZHGIP4U17C2gqnT p
;3 Received 1180 bytes from 202.12.27.33#53(m.root-servers.net) in 117 ms

dns-example, com. 172800 1IN NS vip3.alidns,com.

dns—example.com. 172880 1IN NS vip4.alidns, com.
CK@OPOIMGB7ALIREF7EFN843@QVITEBSM. com. 86408 IN NSEC3 1 1 @ - CK@QLGINA3IN1ARRCO0OSMEQPQRB1IH5MY,
CKePOIMGB74LIREF7TEFN843@QVITEBSM. com. 86488 IN RRSIG NSEC3 B 2 86490 28190413044428 20190406/
oxbwhk+X9/+fITemoMGaXd4058Puvun0fVdKyVpkp/Lw2fqd X//PtaGgQ51Z5y6iGY7VI45u+FDcDGBNFjBvhCABaSN
T282MOTIAOLQ0FDGI1GRR4AR05I9KQLTV1. com. 86400 IN NSEC3 1 1 @ — T283G10I3NOT4QQGDS937JLDUIVRTRF
T282M@TIAO1QFDG1GRR4ARO5I9KQLTV1. com. 86488 IN RRSIG NSEC3 8 2 86400 20198416841706 20190409
WeRZ+aFx02Uh9+kW4YvO6vwx+@8a3DpfNQgvrkpHSCpS1ZoT5 hMnTvgAEKmWOQBsNWeYITAELyeGsT4pm7feWz1VeTel
;3 Received 955 bytes from 192.33.14.30#53(b.gtld-servers.net) in 31 ms

test.dns-example.com. 608 IN A 3.3.3.3
;3 Received 65 bytes from 106.11.41.153#53(vip3.alidns.com) in 6 ms

6 . IR EFRRYER DNSHRSS 28

&< @ dig ns 1% (IXEEAEHZRA )
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liwenlingdeMacBook-Pro:~ liwenling$ dig ns dns-example.com

; <<>> DiG 9.11,0-P1 <<>> ns dns-example.com +nocookie

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18200

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 23

33 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

;3 QUESTION SECTION:

;dns—-example.com. IN NS

33 ANSWER SECTION:
dns—example.com. 85924 IN NS vip3.alidns.com.
dns—-example.com. 85924 IN NS vip4.alidns.com.

;+ ADDITIONAL SECTION:

vip3.alidns.com. 6380 IN A 140.205.29.115
vip3.alidns.com. 6380 IN A 170.33.23.13
vip3.alidns.com. 6380 IN A 170.33.24.73
vip3.alidns.com. 6380 IN A 106.11.30.115
vip3.alidns.com. 6380 IN A 106.11.41,153
vip3.alidns.com. 6380 IN A 116.211.173.141
vip3.alidns.com. 6380 IN A 121.29.51.141
vip3.alidns.com. 6380 IN A 14.1.112.21
vip3.alidns.com. 6380 IN A 140.205.1.5
vip3.alidns.com. 6380 IN A 140.205.228.171
vip3.alidns.com. 6380 IN AAAA 2400:3200:1000:1::1
vip4.alidns.com. 6380 IN A 1706.33.23.14
vip4.alidns.com. 6380 IN A 170.33.24.74
vip4.alidns.com. 6380 IN A 106.11.30.116
vip4.alidns.com. 6380 IN A 106.11.41.154
vip4.alidns.com. 6380 IN A 116.211.173.142
vip4.alidns.com. 6380 IN A 121.29.51.142
vip4.alidns.com. 6380 IN A 14.1.112.22
vip4.alidns.com. 6380 IN A 140.205.1.6
vip4.alidns.com. 6380 IN A 140.205.228.172
vip4.alidns.com. 6380 IN A 140.205.29.116
vip4.alidns.com. 6380 IN AAAA 2400:3200:1000:1::2

7 . EIIEEEFAIP , ERSEDNSREIRFE TN | SKAME TR SRR

ap< : dig @I DNSHRSS RS i +subnet={gEZFHIP
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liwenlingdeMacBook-Pro:~ liwenling$ dig @vip3.alidns.com ns2.dns-example.com +subnet=1.1.1.1

i <<>> DiG 9.11.8-P1 <<>> @vip3.alidns.com ns2.dns-example.com +subnet=1.1.1.1 +nocookie
; (1@ servers found)

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8@65

flags: qr aa rd; QUERY: 1, ANSWER: 6, AUTHORITY: @, ADDITIONAL: 1

WARNING: recursion requested but not available

H
i

H

13 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096
3 CLIENT-SUBMNET: 1.1.1.1/32/24

13 QUESTION SECTION:

;ns2.dns—example.com. IN A

3+ ANSWER SECTION:

ns2.dns-example.com. 86400 IN A 140.285.1.2
ns2.dns-example.com. 86400 IN A 140.285.29.114
ns2.dns-example.com. 86400 IN A 149.285.228.52
ns2.dns-example.com. 86400 IN A 14,1.112.11
ns2.dns-example.com. 86400 IN A 47.88.44,152
ns2.dns-example.com. 86400 IN A 47.88.44.151

i+ Query time: 36 msec
;3 SERVER: 140.205.1.5#53(140.205.1.5)
i+ WHEN: Tue Apr @9 16:@7:18 CST 2019
i1 MS5G SIZE rcvd: 156

Windows CMD

1. BEEFUMDNSHEITER

@< : nslookup test.dns-example.com

o, C\windows\system32\cmd.exe

Microsoft Windows [HeZ& 6.1.7601] ) )
PTH (¢) 2009 Microsoft Corporation. {REFFHEIFI.

C:\Users\liwl>nslookup test.dns-example.com
UnKnouwn

test.dns-example.com

2 . EEEAHDNS |, EfT RIS

< : nslookup test.dns-example.com 114.114.114.114

131



6247 DNS #{Figr

C:\Users\liwl>nslookup test.dns-example.com 114.114.114.114
fE%52%: publicl.114dns.com
Address: 114.114.114.114

DNS request timed out.

timeout was 2 seconds.
DNS request timed out.
timeout was 2 seconds.

test.dns-example.com
3.3.3.3

3. EEDNEEDER

@< : nslookup test.dns-example.com vip3.alidns.com

C:\Users\liwl>nslookup test.dns-example.com vip3.alidns.com
R%E2%: UnKnoWnh
Address: 140.205.1.5

AR test.dns-example.com
Address: 3.3.3.3

4 BEIFAICRER | 40 : CNAMEnslookup -q=CNAME www.dns-example.com

C:\Users\liwl>nslookup -g=cname wuwW.dns-example.com
fE%2%: UnKnown

Address: 30.25.T7.65

AFABRE -

WuWK . dns-example.com canonical name = WKW . dns-example.com.a-cdn.com

173

17ETLAN £ Bz ERDNSHFETAENER | IRENER SRENFMEIMERENARESER , IR
ERERSRERFT , WEEZERDNSEFIRIZIEEE T,

® 17ce

Get Ping MIR TraceRoute Dns Cdn LDns
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1B{FigRs

#uEE D

Bt

HuEED R TIIDNSHEITICRAVER SR, FOFFHE—RIKEZIEIEESDIRE  TLABRBHLERE

RO RERTIERAI SR,

F=EmPRE

1. BUEEHR=MFITDONSIZEMRINEE | IRAPRELIT

has uEE{HIRE
FRZERR R>eHs
N R>eHs

A FRIERR X

AV BERARAR X

TERT AR E

BRED
RN

2 RAERENAREREER  WEESHHN SOEE. SRIKETTR | EEHEE TRIEERFTNED

R, LIRSS,
RETE

1. B5 =fEFDNSIEHIE

2 TEEEMTIUE |, R SRS NS | BIRAUESD | ST MAIMER &I,

ZARITONS |/ BRSHRIT
I =
© 255 1 com/net/.cn/Xin/top/xyz/vip/.club/.shop/.wang/. IAIE TAER , =N E1- 2N TERRRToliRE @A, =Tmsd
Ei] R fEAEREE EEERS
DNS 5 HuEEl
AP SR EEONSIE TR , STEENEE, IREONSEITCREREY | LIB—SnSSissshinnm | BEHNCES
E=ZCNE=N
E=3 Exa
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3. ERIESMHTUE T , B SlE&D &

=EEADNS /| BElRS / 2dEEl

HESR

HE HIRELEE (UTC+8)

2019-11-19 00:00:06

2019-11-1% 00:00:06

4 IEFFECERHIESOIES  UREESOES (SOEPEESE-mRENRE ) | eIg&nel.

BIEED X

* TS | dns-example.com

=nEEE: (@ sFss—n

EliE =

5. EHUESEMIIERT  BE SOEE | LSO EHREITREER.

RO | BEESS | HEwS
HiEEn
= e
EHEE —nE SR BEEG
—RiEE ESHEE eEE
REED X
* EAEE:

=wnEE: (0 sFss—n

=
ié
&
fit
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1

6 . EEES MRS , Bl —RIRE  TLUSHETEIERSZIEENSEDITE. —RBRERTBERE |

madksSehl, BIRKREE  ATLARE MEPEE 1R EEHEREER.

20

—ERE

EHintES dns-example.com

FEER: | 2019-11-19_00:00:06

—RIEESTERS | ASISaDNSERTET |

—iRE

©

HoEinERE | e |

ZHRIONS | BSES |/ HEEH

RS

IRAEREIARYIER

BIEIICRN: 73

IEABACR

B R mizis  GRE MRS ™o ows ®E  SIEE

™ alidnscheck default 22330ffLabeade6d83a275bf3bdd61d 600 Normal TTUE TTLE 60,
™t alidnscheck default 59288d00f573453d88cd83b0819d8b38 600  Normal TTUE TTLE 60.
™r alidnscheck default 986d6c218bf4593849ecf324c0d992¢ 1 Normal TILE TTLE 60,

7. EHIERDTIERT |, B BESE  UEREES BB SIER T T,
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BEEEG X

EA51EE: dns-example.com

=ioERE: SFEh—

EiohE4: | 2019-11-19 00:00:06

8 . FEEEE MRS , BE MRS NSMBRFREIESDITR | ARSI EE.

DNSSECIRE L&

RO E£ , BOSHER!

H4EDNSSEC

HE R KLY & ( DNS Security Extensions ) , f&FRDNSSEC, FFEDNSSEC , BJG%F5LEDNSEIRFIEE
SRER T, ERBEHFEERIRIEDNSERAESTHRITEM | Sefp RN AR K EE [kt
it , MRS AP EEMAEE , FHRIPERIZ OIS,

DNSSEC{ R ===

DNSSECHARIERA{TEMRDNSHF ( AFRIRAS ) FFRER.
FRFHBIHMIIFEEDNSINRE | MASTHEFFFEDNSSEC,

EEFMEEIDNSIEE , MIASTFFIFSDNSSEC,

136



Z=fFHT DNS 1B{FigRs

DNSIIZRIREIE , aNitRI A EBERDNSIIZERAT , FARZIEMBMIRDSICR | AIRERET
DNS#=HIEXFIDNSSEC |, B RiEm ARt MBI,

EFF/SDNSSECHRSS | Bt "HEWSAER" etk , iSRS MAKSIERBEIBIKS | Fk
2 A MRDSIER , REESFETDNSIEHIEXIFIDNSSEC | BEGRIER AT RMIE .

EFF/SDNSSECHRSS , BffR "BIKSHEBDNSHENT" ThEeRT , 1545183 DNSHFTMAKSH#E
BIKS , BIENHZIEMBEMPRDSIER | ARESFE TDNSIEHI G XADNSSEC | BERIERFHTR
1B,

EFFEDNSSECHRSS | {#/ "fR4MER" ThAEeRt , B2 EMmEMRDSIER | ARTERMFET
DNS#HIEXFDNSSEC | RS iR,

DNSSECIhgE , FREEZATIRS AAIEZ i MRS T SFDNSSEC , 75458 . BRIAET
DN SHIP R =12 E A A 1 ST LU TIAR 55

DNSSECIRE 5%

@ EF =FIDNSIEHIE

@ EIFFEFFRDNSSECHUHE |, mits BATIRE =,
TIRITONS LERH BONRSENS | FIRT)
=
0 uE: /.club s 3 , ATH
B AR FrEREE
@ BEEE
e ik ISHESS R AL IS W
b= ey wreE [ B
~ |
@ EEE DNS&Re , TI&I%ERE DNSSEC , 2 FFSDNSSEC #z:H
AT TRRTONS / SRR / DNSZE
e < DNSZEZ£ dns-example.xyz
7\ DNSSEC
[/ -\L)N‘:;‘- - S EBFFZLI TR (DNS Security Extensions ) , EFRDNSSEC, FHAEDNSSEC , ATARIALL
7 DNSERERFIS 1= SRIBEONSAVEIR BE%

(RIPRFTREEFRE PRt . NTIZSAPRIEBRRIIEE  FHRINCAR S, B
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@ EHIDSIEFR=E40 Key Tag . Algorithm, Digest Type, Digest , SR FAREMEIN—DSIER

°

< DNSEZ dns-example.xyz

DNSTZERSH DNSSEC

DSIiE&R ( DS Record) :

dns-example.xyz. 3600 IN DS 54931 13 2 E2ESF65EA6217B0C9D0991D8C709BD37CFD5584351984538178C88381E2903C3

IS HFIMAS FADSICRIGR | DNSSECREIFUEAL E

HARIRE (KeyTag ) : 54931
PO ( Algorithm ) 13
R (Digest Type ) : SHA256
W (Digest ): E2ESF65EAG217B0CID0991DBCT09BD37CFD5584351984538178C88381E2903C3
BEEDSiCRER
4248 (Public Key ) : kR+upPaKTGMU7KESaUris8Y, gAnPllg/wamg9le411ah9a6e0g! cmBPYnhiQE2NPrOUUKmAHg==
LB (Flags ): 257 (KsK)

® LIMEREZEMEAG , 5% BRERLTEY E (DNSSEC) EE 31

DNSSECAERNIE 5%
BER WX TE M,

& MDNSSECETHE

LAdns-example.comaffll , FlaNEBFXigKERE DS KFEFFFEDNSSECIRSS

1. ) () () () ) () () ) () )

Gsammplocon. A
11908 1:000T)

DNSSECB4

WHRESNE—REERET DS , BRLABIREIE | IZBAEHEDS , HEE.
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alg=8. id=33833

DNSKEY
2048 bifs

DNSKEY
alg=8, 1d=30573
1024 s

crerey,
e

D8
digest alg=2

-1908:14:08 UTC)

DNSKEY
13 d=54931 o )
512 bits

DNSKEY
alg=13, id=36113
512 bits

DNSSECHR4M

Bln= A A E AN HIETAERR S | MCERDNSSECRAER |, FliEid 1R32 T8 HEE,
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DMESKEY
5348 bits

DHSKEY
alz=1, id=33833
T 2048 i

DNSKEY
2lg=5, id=30373
1024 bite

DNSHE™Y
=5, id=10373
10024 hits

RVI
{2020-01-21 13/48:54 UTC)

1a

]

DNSKEY
alz=13, id=34031

(a lidn 55235’:."50.5. ] [alidnsﬁixrthlﬁ ]

alidn=520.xyz
(2020-01-21 13:48:38 T
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