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® WRALE: 816.4ms
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400
300
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0
1019-07-01 19:00:00 2019-07-01 19:06:00 2019-07-01 19:12:00 2019-07-01 19:1800 2019-07-01 19:24:00 2019-07-01 19:30:00

- JEERET REE LRETRES MRS, RRENT RSN T REFEE.

SRS IEEFSONSIHEIEE © SR SR BRBR BEBR
FHE vaFR 2ms O 558 AR 44ms ALSTHRIEEE 271ms
=ER A

DNSEHERFHE

- BRYHSK BEDSR L
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* BIFSAR
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e REEERA@SE

DNSIEEFUNHIN FRPAIEIRESE |, NFMT IZERDNS AR A,

R SARAT ETE T
R AP B RRAR
BRIHBR AL 610  EERERRMEIR R
BRI,
SIEREEE. BEREEE.
S—_— RTOSE(S. RITCRUE.
PRI 013 TR, PRETRERA
2.

PMREARFT , —ARIDNSEDHF

IR E A= 616 2 eiE (hold )

F=Em ARy

1. fEHTIHREEZE E XY DN SRR ImISER

BEEEMR. WSE%RE, HEkE @ NitEESMDNSISERE R,

FRATCRMIER - HEENICR MPEHEEMITICR , DNSEIRMESHENRS | HEENICR FHE
1B , NIDNSEEESHENMbR.

fEITIHENEERER © MIDNSHEE FAYRRITIHEI S EIS B3

FRITCREBIEE (FRAICRINCNAMECREERIIR ) - HEENICRERFEAFICname , T
DNSH =R MBI = At ESS.

DNSUSERIFIERSHFA, CnamefFICRER |, IICRARBTE HEMMBITICRAEE , NIDNSEE
SRR A ESS.

FEICR | HEENICRAREMEITLRE FEEE T AMCnameic® |, NIDNSEESMIFRIFE= AT
WEES.

FRHTCSR : DNSIfERMIFRLL 72 A n i ESS.

2 . P bR
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DNSEERINAFE2 (N PRAFICNAMERFHCRAEELEER,
DNSEZ{NSEDNSTEETE R AFTDNS A= R,

DNSE A FHZ A TE = AN il

HREENICRERREBEITLET , FIFEAMCNAMECSR , DNSEEASFFER.

DNSEIEASFHR RIS TR FEF.

5B DNS

Bhi

ik
HENDNS Rt /o FIEZEDNSEE =7 DNSHIFE R DNSEREHDIRS | L0iHE FHaiEBIDNS
, W= ZR0EAAAIDNSTS EDNS | =AETUEAIAY #EDNS | BAIETRFCIRENY , FEEEDNSFIEEDNSZ

B I EIREETE , HEDNSIBRIREE RS HUTRS , SHDNSITATLARSHRAUENTIRSS |, ELEATLUR
SR S EEICEEREET.

BRED , BRSS TG
FEDNSERGTHPE | HEIDNSHMERAUREMENTIRSS | (RIBALSEIAM.

RETE , RRSREET

LFTDNSIRHE100%SLAMRSS | £IKDNSEEFEIEED | RS KAEN.

ST/, BRI
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TREMEIK , 78 RAEIE OULBERSERIE

GAENE , REIMEERE

LEEBIDNS SEDNSERIXIIMBMEREITARSS RS , TLUAZIRERHIIEIIRER.

LZefRiE , CRBEEN, SR2TIFEMES

LIEEFIEEDNSESTRET . FHIEDNS ( =fi#fT ) WIMREEFITIRSS , T EFRIEEDNSHZ 2.

;:-jEﬁHjJDNS

F=EmPRE

HBENDNSEF=AFTDONSEA AR AT ER. SZEIESE
ZENTERIRBEE/D #DNS R , BXRIEMRIDNS/S EDNS

HEFFEHEIDNSE | ARETEIMREP A REFINELHTICR | MEMCREFENEDNSH

{HEIDNSINREER T B#DNS 5 =7/DNSIEEIRS IHEF. WERNE B=SDNSIEER
5 BEANEERIRTE At SHFECEREIDNSIIRE,

WEAE BE8DNS , K , =#iiEEIDNSSBIND v9.1.0LA EiRAFA R , BEEDNSEES
S8 HERFCAVERIXFR, NOTIFYY,

HEET(E

FEHEEIDNS |, B5t FEMEEDNS L5erEcE | RAJa E#TDNSHFEMHEIDNS, HFDNSRFEHRISTINTT
EHF , LATFLAEEDNS ( BIND 9.9.4% LA EhRAS) Al BBaN{eI B B EDNS,

{EFBINDECEEDNS

HFEE Y/ /etc/named.conf =RVLLRAERS :
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zone "1#H2Z (40 : xxx.com ) "IN {

type master;

allow-update {127.0.0.1; };

allow-transfer {key test_key;};

notify explicit;

also-notify {47.111.48.185 port 53 key test_key;};
file "zone file";

b

ECE & kA
zone : BCEFIBENIEHSA.

allow-transfer : BEISIFEITSIGHITELEDNSEIER , HAMBIEEAARFIRGSESEITSIGHR K
EHRIKEYZTR,

iR : IRIERFCHUEDY , FAMEFFRAESES (EFRTSIG ) SKPEDNSHENZ2M, TSIGER
(FRAHEZETIEMAISFHRECIIDNSHE. |, BT R EHDNSZ B s BRI HNR e, &0
LUBE AR —1MD5, SHA2568SHA1BRITSIGEHE , £ EETSIGRRELERSAYEDNS., 4
DNS. BEfNEEESEEMTSIGESA.

also-notify : SXff (ZONE ) RX4EXERS , FEEAIHIDNSIRS=RIPHELL | S2FFEA, HALEE
TENTREITIHEIDNSARSS 25

DNSERZS2EETR :
SIRZIPHEAES - 47.111.48.185

R BEcEXffnamed.confhpific EE NG | FE ERMNA.

EfF#< : rndc reconfig

SRR TSIGESH
1. AJLUEE dnssec-keygenT & £RETSIGESE , eI ¢

[root@www ~]# dnssec-keygen -a HMAC-SHA256 -b 128 -n HOST test_key
Generating key pair
test_key.+157+64252

Laegl

100



6247 DNS #{Figr

-a : IEENEEE |, B1EMHMAC-MD5, HMAC-SHAL, sfHMAC-SHA256,

-b : IEETRPFLAEE. BIRXE ARG TR ERNEE . HMACERYRELN
S12fyz[a],

-n : IEEEEXARTEE SR, AIEEEHE | ZONE, HOST, ENTITY, FIUSER, BHEFRA
HOST=ZZONE,

test_key : IEEFHXHIBTR. ZBFRET EFABINDECEIDNS # allow-transfer fYIES |, #1
RINEDNS{ER FTSIGEFRIVES.

BT 5 BELFIEFETSE "key' 1 “private” B9 (5180 : “ Ktest_key.+157+64252.key
0 " Ktest_key.+157+64252.private " ). “key” X{4+EE7T DNS KEY record , X/ record 3 FEE
HEIDNSHEY , TERINEDNS{ERRT , AT TSIGERES ; “private” XHHEIEEEENFR.

2. BAERIARINZE] named.conf3Z{4h

- RO AEZCRETER! named.confrR

key "test_key" { algorithm hmac-sha256;  secret "MWEARA"};
- @dincludeXX 475z

FEFEIincludefIA A INEInamed.conf3Zf4eh , filn :

include "/etc/named/dns-key";

/etc/named/dns-keySHEZCEN T

key "test_key" {
algorithm hmac-sha256;
secret "MEARE";

b

BELR

1. SRTHFTDNSIEFIS.
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2 . EEMBERET #EIDNS | M EFRHEEIDNS 1%

ZREHTONS
EERT
PrivateZone
2SREEE : /
. /X WEEIDNS
[
{—{DNS FEMEONS , FRAEZHECIRS, RE e, T& NSRRATTARSS
HTTPDNS \ / .
/N \ FHEWENDONS , ZELATEE
ELEES 1. #EEDN | BIER TR AT DNSI AR R R IRSS
2. (B RARHTRRIONS | Bl e

3. BUH. B%e. BUEGIRBIESERITONS , SERFHER SRR R
4. HERSHRESEEONSERET , NSRS R TR

0 =iE: = L NER

p

l HEFSEENDNS I

3 . B ARDNSRENDNS %48 , RN DNSEURHEES | tEFETRMBIDNSHES |, Frmd #A &

°

CREHTONS |/ SHENDNS

S3ENDNS

wRiEERE AREERZ

RNEARIDNS HEDNSESHHAE

HE RIEFF=>= E-SRHEHEE

(@) o X
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NISHENDNS X

* 15 .

dns-example.com

SenicIBEREE | BT EERTIETIEERFEINEE | =T

4 . TEHEBIDNSTU , Sepk=IACE : IREEDNSER . IRERENOTIFYIENIAVIRSSRRIPIHIL. FEiESTEfER
& A,
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ERONS | BEES /| WEDNS / FEHSEHONS

< RINGHENDNS

2 | BRMITERE , Sow | TEEWR, "
OEEONSER (418, SSENOZER)

= TScRERD TCREER TSICRIEE e

6
com. e p ssusen)

prgE B

IREFDNSER : BEAMN FIEE , FIIEDNSICR.

FRINEDNSER X

ESFDNSERSAEIPHELL | SRR iZMBUEEes R S MRhR] 3

EAERINEEERA | aIEERE | SHAL, SHA256, MDS

ik
I + TSIGRESASEEY: | ~

sha2st

HS4 AT TSIG &R

EHSAMAY TSIG &

I + TSIGRESR(E: | ~

TSIGER R4S

ERIENOTIFYERRARSSSEIPHEIE : SAEAM BINZE , BAKIEERNAARSS 2RIPHELIELIPER,
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BEENOTIFYRlipitt X

SFEDNSICEEEEE , WEEREFTHMDNS 2= EB] ( ETHRENPTIFY
i) BEEExE RS R TRAMRSEIPILE | BREnEREES.,

* [PitEhibeS

* IPRERE|E:

- GREERFERSTEEN : FEE , BHMEHDNSEZEIT , EMSEEENE. Ramt WA

°

SHBIDNSTEEE HERIEDNSEH | BlERSeFENSEHNEER,

;RN B

5. 5epk EiXHEENDNSHECESS | EHBIDNSTTERIFIZRFETLABZIINAIES | iRBBixEs S EHE)
DNS,
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BHARESEEUTC+8) B

FIERIRS IER | AR DNSELUEREEREEIFEDNSIRSS 28,

FHERIAS 970 BEHT - MRERMEBDNS T AEZEIEDNSIRSS 28, IBEHEN T2,
@ HEIDNSEESHERERIASIE , EDNSHRSS FRAYIPIHILEINIE BRI LATIIE,

@ EDNSIRSHRERIRGIERZEE.

1 EDNS

Bt

EEZEDNS : RISEEIHIERIAE)Y BRMT B , RIS FafRAEZEDNS,

IR - JBEDNSHRYBITICRERN | —REHEDNSKIENOTIFYRALLREITEURERY | & RRIEEDNSIZ
ERRIFRIERALBTEIERS (FERAZIRANAMA ) .

BEPER

BERITONSIEHG

HENFEBIDNSTE , S EEEEDNSIZEH
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ERRHTONS / i
LREERE W 315
5E BT = HEERE BEFSHEUTCS) BE
[ @] = 2019-06-14 17:56:15 ASEE B

{SHUREENDNS

Bt

{EBCHEIDNS : 2ISEDNSIRSZBH[/EBUWRERE , WFEEZI=MHETIHIDONST |, X IEFDNSER. ’RE
ARENOTIFYERBRSARIPHELE | HHTEHECE.

BAFPER

1. ERTHFTDNSIEFIS.

2N\ FEENDNSIUE , EHEBIDNSFHIZRT | 7 BFI FRds RPECE #&H.

FRRUONS / SONS
§EAIDNS
AREERS  REEEEs
WAONSEZEF
e BHFFx E-sERS RERHEHEUTC+8)
[ @) oIEX
[ @) o« B8

3. 7£ {Z0HBIDNS TUH | B B3 24 | iEXGTmmE WA,
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FMHONS /| EEEE [ WHONS | SEEHEDNS

< {Z2HEIDNS

SZEHIEAES dns-example.com FHEHEBIDNSIHAE , iS5eAdN FECE , ERTERFAIISEBRER | CT=E%,
IREFONSIER (8, BSLINIORER)

[PHELE TSIGHREST TSIGHSRER TSIGHSRIE e

REAENOTIFYIBNAIIRS SSIPIBIE (2, BOSHPIAGSES | LASHBOEES, BS108CR)

[PhehHER B

3

=85 : 47921423453, 479214 515

4 (EHEESHGER | MBIDNSSEMAEDNSARSERFK , FIRBNEDNSERICRAIRIEUE.

RHATFEEIDNS

Bt

KAHEEIDNS : 2i5@ITKAHEDNS |, kLHUFIEE, HWDNSZERIEHERLZIT/9,

BELR

-

1. BRTHETDNSEEHIS

2 . e EIDNSTRERIRLSFFRLL | BEXE.

TARHTDNS FARAFONS / HABIDNS
HENDNS
PrivateZone —

LRERERS mREER:S

HE BT TR RERSEUTC:8)

B{ERFE E - 2019-06-14 17:56:15

HEIDNSEX HE
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ihig
WEIDNSES AR  RIEE- HONSESNASEE.

BEPR

1. SRTHHTDNSIEFIE.

2 . fEREBNDNSTUH |, B #EEIDNSFEXP HE #&5
TREHTDNS FMHAONS / HEBHDNS

R ﬁw] DNS

LREERS RREERE

ERIIFERNDNS

= RFx E-agtERE FRRSEEUTC+8)

2018-06-14 17:56:15

3. £ WEIDNSE¥ HERE  BEERE

ZARTONS / ESHBS / WBIDNS / #EiDNSES

< FEIDNSEZHEE

1R{ERTIE] (UTC+8) #HE

BHETR
2019-06-17 18:30:07 SHIEDNS | SOA iy 51 20167340 /1T FUMZERATRIIS 20167340 , FRERS
3 8E9%E DNSZ, OA i, refresh RISTEMENE 7 RAET 1800 , iREF3 , $ABN DNS BUARIFESE 1800 EahRELE DNS Hific
2019-06-17 18:30:07 =

a0 i iEH

FDNSIZEARFERFCHLE

FFE4EEIDNS |, FHREDNSHIIREEFRFCHIE , WFARFERFCHEBANRE |, FBIDNSYIRAILIRTS AN
T

SOAICRFHIFFISEEER1~2/32-1. HEDNSHSOAFFFISERHTEE , HESEEHEHDNSE
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IEFZEDNSHRIFRICR,

SOAICRHHIRIFTAT EEBEIE30-2/32-1, HEDNSHISOARIFATEELEE , RAKIAGEE
B 793038,

BRIHEDNSERZ AR EDNSHRIRICRFE LS. EEDNSHRERICTETLS , NAIKGHEE
DNSHIRIZ R ERRL.

EERETERFFERFCGITEZAL | TEHHEIDNSEIEDNSEIRICRET , RIFFXYUARFEIEN
RESH.

- IHREFBDNS Z [BliEEEY , IBFTCP 53u%0.

FEDNSHIBRHI ST i8R

{EFRHBENDNSEY |, EERIATEDNS_EAIBREIFIF :

SNEDNSHRSZ R M EGEITLY | BREHRSZ I DNSIRS [ EEIERL | SNSIERTEHDNSEE
A—HrIBR. BEREEDNSEERA L , RFERBREHEEDNSERFHT , FHRECHIREF T
EREMAREEE.

FEDNSHAIETICR | FHAREFEZATDNSHIFTICRIVER , FREFEERARRCR B
RES% TSR PAYPSHIN.

TSI TT A

Bt

A& T A 3B 7558 =7

- [IEEEDNSHENTE
- Mg #p< digainslookup
- 173

110



ST DNS Al

IR EEDNSIENTE

ERTREALMEUADNS, REDNS, AHDNSHIBTEEN.

- 3EEREAN &
- windowsEB X &

1. BT ECBTDNS LR EER

FIHTSE - R TEFDNSHEIRER | FIEESFEITONSIRERIFT—E , WARBITCRESFT
DNSEE4X. MERERSEHIREAFA— , 5 BRI H RRNEREFHELE,

DNS#Eif TR
S -
EDNSHE TP

HHEDNSE AT

AMDNSHE 95 #: 30.25.7.65, 30.25.7.5, 30.26.193.1, 30.26.192.1

¥ " L

3333 600

L DNSI AT

MBEONSH %88 vip4.alidns.com, vip3.alidns.com

A 3333 600

2 . BIEETEADNS FRBAEN

FIWTTTIE - WEAVRIDNSFIADNSHIEIAZER | INREREH L, WRBTICRAEREDNS LEAEH.
INRAHDNS SR DNSHEIRERA—E , WETAMDNSHTTLEFRE , SIS EFHaRIHEE
AT,
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ZAEHT DNS
DNSERTHR
: S -
..... 1! 7 DN g8
A HDNSHAT

FIEDNSHHER: 30.25.7.65, 30.25.7.5, 30.26.193.1, 30.26.192.1
£ ESS

test.dns-example.com

| sEEONSHT

HEIDNS B %5 88: vip4.alidns.com, vip3.alidns.com

test.dns-example.com

3. EBBRITEAILDNS ERFEW

KEB5 AP ERIAIBDNS 2P TEE A MG B Em Ea1o R |, FIuNEE
AHEDNSEEANRIR/NEEDNS (4a0114.114.114.114113% ) |, EREREDNSHIEFEEIRT.,

FIHTSIE | SECAUDNSHIAHDNSHEIRER | (IRERBH— , WARBTCRELHDNS B4R,
SIRHEDNS SAHDNSHERERA—EH , WETAHDNSHTTLERRE , AILAFRZEFRZIHER

AT

DNS#H T H

IDNSH
114.114.114.114
s _—
test.dns-axample.com A
| mEEE: 223555
WE e

#5i: 119.29.29.29

5 =

B aaSERESRTREEN

—pEENGSEE E2digainslookup , #I¥T7TE2DNSEMIR B RIMIFIIEE =MEITDNS g B

3333

3333

3333

112

TTL

600

T
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—H, WEETEER  MRA—5, WETEFRE , JUFFEFIHEFHTULN. dighdRE T
ES9ahr

Linux CMD

1. REBANERG
@< : dig test.dns-example.com

liwenlingdeMacBook-Pro:~ liwenling$ dig test.dns-example.com

; <<=> DiG 9.11.0-P1 <<>> test.dns—-example.com +nocookie

;3 global options: +cmd

i3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 52070

;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

i3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

;3 QUESTION SECTION:
;test.dns-example.com. IN A

;3 ANSWER SECTION:
test.dns—example.com. 600 IN A 3:3.3:3

;3 Query time: 40 msec

;3 SERVER: 30.25.7.65#53(30.25.7.65)
;3 WHEN: Thu Apr @4 17:51:17 CST 2019
i3 MSG SIZE rcwvd: 65

EHTRER. BERRERIMCRIERATH

LiwenlingdeMacBook-Pro:~ liwenlings dig liwl.dns-example.com

i o<<>> DiG 9.11.8-P1l <<>> liwl.dns-example.com +nocookie

;; global options: +cmd

i+ GOt answer:

33 =»>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 2922

3 flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIOMAL: 1

+: OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4ee@

i+ QUESTION SECTION:

i liwl.dns-example. com. IN A

: AUTHORITY SECTION:
ns-example.com. 68 IN S04 vipl.alidns.com. hostmaster.hichina.com. 2019013016 3G6@@ 1200 86409 360

©7 UUETY UIMET 53 WSEC
;: SERVER: 3@.25.7.65#53(38.25.7.65)
+: WHEN: Thu Apr @4 18:02:56 (ST 2019
35 MSG SIZE rcvd: 116

2. IRBICRIERAGTER , KIMX , CNAME , NS, PTRE , REREEEINEG<SBHERA

PN
~

m< : dig test.dns-example.com cname
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liwenlingdeMacBook-Pro:~ liwenling$ dig www.dns-example.com cname

; <<>> DiG 9.11.0-P1 <<>> www.dns-example.com cname +nocockie
;+ global options: +cmd

;i Got answer:

;3 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38280

s+ flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1
;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

3+ QUESTION SECTION:

;Www.dns-example.com. IN CNAME

;+ ANSWER SECTION:
www.dns—example.com. 660 IN CNAME test.dnswork.top.

;3 Query time: 47 msec

;3 SERVER: 30.25.7.65#53(30.25.7.65)
;3 WHEN: Thu Apr @4 17:58:4@ CST 2019
i3 MSG SIZE rcvd: 78

3 . IEEHBDNSIRSFRMHFTRBERIGS | LATLUSERTDNSIRS 2RI EDNSIRS S EANEA

TR A £ AR,
@< : dig test.dns-example.com @vipl.alidns.com

t=)
N

1< : dig test.dns-example.com @114.114.114.114

liwenlingdeMacBook-Pro:~ liwenling$ dig test.dns-example.com @vipl.alidns.com

i <<>> DiG 9.11.0-P1 <<>> test.dns—example.com @vipl.alidns.com +nocookie
;3 global options: +cmd

i3 Got answer:

;3 —>=>HEADER<<- opcode: QUERY, status: NOERROR, id: 42782

;3 flags: gr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;3 WARNING: recursion requested but not available

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

;3 QUESTION SECTION:
;test.dns-example.com. IN A

; ANSWER SECTION:
test.dns-example.com. 600 IN A 3.3.3.3

3 Query time: 149 msec

;3 SERVER: 47.88.44.151#53(47.88.44.151)
;3 WHEN: Thu Apr @4 18:09:31 CST 2019

13 MSG SIZE rcvd: 65
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liwenlingdeMacBook-Pro:~ liwenling$ dig test.dns-example.com @114.114.114.114

<<>> DiG 9.11.0-P1 <<>> test.dns-example.com @114.114.114.114 +nocookie
; global options: +cmd

; Got answer:

; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 1917@

; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

73 QUESTION SECTION:
;test.dns—example.com, IN A

;3 ANSWER SECTION:

test.dns-example.com. 38 IN A 3.3.3.3
;3 Query time: 34 msec

;3 SERVER: 114.114.114.114#53(114.114.114.114)

73 WHEN: Thu Apr @4 18:10:23 CST 2019

i3 MSG SIZE rcvd: 65

4 . BINEENIIERdIg+traceS ¥ , FRAXNMNEHZ ERBETFNBIHZEKEITRNIZTE traceERf A LAEE
RiEE. TRE. LAR—iEBURRSsea0ibht , RESBMREILER , XN FEERdnsfEThHa@Ee
RAROFEED.

i <<» DIG 9.11,8-P1 <<>> test.dns-exanple.com +trace +nocookie
i: global options: +cmd

107846 1IN NS e.root-servers.net.
107846 IN NS a.root-servers.net.
107846 1IN NS c.root-servers.net.
107846 IN NS g.root-servers.net.
107846 1IN NS d.root-servers.net.
107846 IN NS oot-servers.net.
107846 1IN NS .root-servers.net.
107846 IN NS h.root-servers.net.
187646 1IN NS f.root-servers.net.
107846 IN NS m.root-servers.net.
107846 IN NS j.root-servers.net.
107846 IN NS L.root-servers.net.
6 107846 IN NS b.root-servers.net.
i: Received 824 bytes from 30.25.7.65853(30.25.7.65) in 4 ms
com. 172800 1IN NS L.gtld-servers.net.
com, 172600 IN NS b.gtld-servers.net.
com. 172800 1IN NS c.gtld-servers.net.
com, 172600 IN NS d.gtld-servers.net.
com. 172800 1IN NS e.qtld-servers.net,
com. 172600 IN NS f.gtld-servers.net.
com. 172800 1IN NS g.qtld-servers.net.
com. 172800 IN NS a.gtld-servers.net.
com. 172800 1IN NS h.gtld-servers.net.
com, 172800 1IN NS i.gtld-servers.net.
com. 172800 IN NS §.qtld-servers.net.
com, 172800 IN NS k.gtld-servers. net.
com. 172808 1IN NS

.net.

com, 86400 IN DS 309 8 2 E2D3C916F6DEEACT3294E8260FBS085044A33FC5ASOSBBFAROIBACE CAIASTES

com. 86400 IN RRSIG DS B 1 86408 2813941785000 22192484@40020 25266 . k/QBUURLRXrLYONOVTwLEGK)jWNORINTDSS5mIsco2zPI21FrgkyFy6e25V 2kp/hBsmaz
URVfyUvoq3CrPH2Xh7qasZ120qYeXNWVyunGEOTDMyIkKw b2HorK78)axnE9602MYaAz2zd20+L)akFQwq HMKOLOAT 1AMF rdXxwezl rwNMr7luindGDlysq2Zig2IrINIT41219V+0ZIwKF3THDUBZULC2LOKL VBCEL
SY}18441yp/a04MbLADDII+t3U e0+a] | /uFE1PCKIUGPGZDPYZ OVKENLWI2UGFUX00d IUXDEXNS c5XQ4CXIM0EGRAINKYBUQXWIRCEL JWd GXVF5g==

i Received 1180 bytes from 192,203.230,10853 (e, root-servers.net) in 1007 ms

dns-exanple. com, 172800 IN NS vip3.alidns.com,

dns-example. com. 172800 IN NS vipd.alidns.com.

CKBPOIMGBT4LIREFTEFNB43BQVITEBSM. com. 8640@ IN NSEC3 1 1 @ - CKOQIGIN43N1ARRCIOSMEQPQRBIHSMIA NS SOA RRSIG DNSKEY NSEC3IPARAM

CKePOIMGB74LIREFTEFNB43RQVITEBSM. com. 8640@ IN RRSIG NSEC3 8 2 86400 20192409244615 20190402033615 16883 com. X+37fSeufw+1PA2uwM3VGKS2anLBZWURGINE0ZCQBFVA19C/IWMIChVS
TNRrRACCLtxqék0s 1P| ubnxFu/YdQ) 25+ TAPKC 1021 0adu)CKSEBX/YM JT51UUS+5UeC+oPKW+CDEBA ] j3VS13n]yL/PbXws ZpF1P022 J5RKKFx Defl=

T282M@TIA01QFDG1GRR4AB0SIIKOLTVI. com. 864@@ IN NSEC3 1 1 @ - T283GL0I3NOT4QQGDS937ILDUIVRTRFI NS DS RRSIG

T282MBTIA01QFDG1GRR4AB0SIIKOLTVI. com. 8648@ IN RRSIG NSEC3 8 2 86400 20192408841702 20192401038782 16883 com. rl14krbxU9fwqpIcScsCTUCIDGUHrCHMMIbjg/ F+taXAVUZujtOvsYgYW
94w@I0Qf6BHF1bb7KCKQCLOLYh1NGNTTYB01dASLAIRRADTYETWUYIQ K5+ NOYXIeTDK3ITEAYyLWXRrHGPfISSKqx TBN1POR1 JAYTARELPQKEGLID 1+E=

ii Received 955 bytes from 192.5.6.38253(a.gtld-servers.net) in 229 ms

test.dns-example.con. 680 .3.3
i3 Received 65 bytes from 12..29 51 l41l’53(vlp] uhuns com) in 20 ms

5 . RERREAFTINEIRERE , BigElocalDNS

&% : dig iH& @fgElocaldnsibit +trace
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; <<>> DiG 9.11.0-P1 <<>> test.dns-example.com @114.114.114.114 +trace +nocookie
;3 global options: +cmd

348792 1IN NS a.root-servers.net.
348792 1IN NS f.root-servers.net.
348792 1IN NS i.root-servers.net.
. 348792 1IN NS l.root-servers.net.
. 348792 1IN NS b.root-servers.net.
. 348792 1IN NS m.root-servers.net.
. 348792 1IN NS e.root-servers.net.
. 348792 1IN NS j.root-servers.net.
. 348792 1IN NS d.root-servers.net.
. 348792 1IN NS h.root-servers.net.
348792 1IN NS g.root-servers.net.
348792 1IN NS k.root-servers.net.
348792 1IN NS c.root-servers.net.

;3 Received 239 bytes from 114.114.114.114#53(114.114.114.114) in 34 ms

com. 172880 1IN NS j.gtld-servers.net.
com. 172880 1IN NS m.gtld-servers.net.
com. 172880 1IN NS b.gtld-servers.net.
com. 172800 1IN NS k.gtld-servers.net.
com, 172880 1IN NS g.gtld-servers.net.
com. 172880 1IN NS f.gtld-servers.net.
com. 172880 1IN NS e.gtld-servers.net.
com. 172880 1IN NS c.gtld-servers.net.
com. 172880 1IN NS d.gtld-servers.net.
com, 1728@0 1IN NS i.gtld-servers.net.
com, 172880 1IN NS a.gtld-servers.net.
com. 172880 1IN NS l.gtld-servers.net.
com. 172880 1IN NS h.gtld-servers.net.
com., 86408 1IN Ds 30989 8 2 E2D3C916FGDEEAC73294EB268FB5885044,
com, 86408 IN RRSIG DS 8 1 86400 28190422050000 20190409040000 2

tGbsMNabnOHE rd6sFoTJKGHeInRhLVIKOyrIJ 8nlP5yx3peUdORy46YV2hFuFCdcb6dnMPF4FjgDgjd+MTOHWXGW]jDSHI!
TI1kH29yBvMUy0448+B2c@F3AHIMo0jAY T3928H812IHhtgcRDrp@smttj4BIVDENDR3ZKZvICcZHGIP4U17C2gqnT p
;3 Received 1180 bytes from 202.12.27.33#53(m.root-servers.net) in 117 ms

dns-example, com. 172800 1IN NS vip3.alidns,com.

dns—example.com. 172880 1IN NS vip4.alidns, com.
CK@OPOIMGB7ALIREF7EFN843@QVITEBSM. com. 86408 IN NSEC3 1 1 @ - CK@QLGINA3IN1ARRCO0OSMEQPQRB1IH5MY,
CKePOIMGB74LIREF7TEFN843@QVITEBSM. com. 86488 IN RRSIG NSEC3 B 2 86490 28190413044428 20190406/
oxbwhk+X9/+fITemoMGaXd4058Puvun0fVdKyVpkp/Lw2fqd X//PtaGgQ51Z5y6iGY7VI45u+FDcDGBNFjBvhCABaSN
T282MOTIAOLQ0FDGI1GRR4AR05I9KQLTV1. com. 86400 IN NSEC3 1 1 @ — T283G10I3NOT4QQGDS937JLDUIVRTRF
T282M@TIAO1QFDG1GRR4ARO5I9KQLTV1. com. 86488 IN RRSIG NSEC3 8 2 86400 20198416841706 20190409
WeRZ+aFx02Uh9+kW4YvO6vwx+@8a3DpfNQgvrkpHSCpS1ZoT5 hMnTvgAEKmWOQBsNWeYITAELyeGsT4pm7feWz1VeTel
;3 Received 955 bytes from 192.33.14.30#53(b.gtld-servers.net) in 31 ms

test.dns-example.com. 608 IN A 3.3.3.3
;3 Received 65 bytes from 106.11.41.153#53(vip3.alidns.com) in 6 ms

6 . IR EFRRYER DNSHRSS 28

&< @ dig ns 1% (IXEEAEHZRA )
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liwenlingdeMacBook-Pro:~ liwenling$ dig ns dns-example.com

; <<>> DiG 9.11,0-P1 <<>> ns dns-example.com +nocookie

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18200

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 23

33 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000

;3 QUESTION SECTION:

;dns—-example.com. IN NS

33 ANSWER SECTION:
dns—example.com. 85924 IN NS vip3.alidns.com.
dns—-example.com. 85924 IN NS vip4.alidns.com.

;+ ADDITIONAL SECTION:

vip3.alidns.com. 6380 IN A 140.205.29.115
vip3.alidns.com. 6380 IN A 170.33.23.13
vip3.alidns.com. 6380 IN A 170.33.24.73
vip3.alidns.com. 6380 IN A 106.11.30.115
vip3.alidns.com. 6380 IN A 106.11.41,153
vip3.alidns.com. 6380 IN A 116.211.173.141
vip3.alidns.com. 6380 IN A 121.29.51.141
vip3.alidns.com. 6380 IN A 14.1.112.21
vip3.alidns.com. 6380 IN A 140.205.1.5
vip3.alidns.com. 6380 IN A 140.205.228.171
vip3.alidns.com. 6380 IN AAAA 2400:3200:1000:1::1
vip4.alidns.com. 6380 IN A 1706.33.23.14
vip4.alidns.com. 6380 IN A 170.33.24.74
vip4.alidns.com. 6380 IN A 106.11.30.116
vip4.alidns.com. 6380 IN A 106.11.41.154
vip4.alidns.com. 6380 IN A 116.211.173.142
vip4.alidns.com. 6380 IN A 121.29.51.142
vip4.alidns.com. 6380 IN A 14.1.112.22
vip4.alidns.com. 6380 IN A 140.205.1.6
vip4.alidns.com. 6380 IN A 140.205.228.172
vip4.alidns.com. 6380 IN A 140.205.29.116
vip4.alidns.com. 6380 IN AAAA 2400:3200:1000:1::2

7 . EIIEEEFAIP , ERSEDNSREIRFE TN | SKAME TR SRR

ap< : dig @I DNSHRSS RS i +subnet={gEZFHIP
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liwenlingdeMacBook-Pro:~ liwenling$ dig @vip3.alidns.com ns2.dns-example.com +subnet=1.1.1.1

i <<>> DiG 9.11.8-P1 <<>> @vip3.alidns.com ns2.dns-example.com +subnet=1.1.1.1 +nocookie
; (1@ servers found)

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8@65

flags: qr aa rd; QUERY: 1, ANSWER: 6, AUTHORITY: @, ADDITIONAL: 1

WARNING: recursion requested but not available

H
i

H

13 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096
3 CLIENT-SUBMNET: 1.1.1.1/32/24

13 QUESTION SECTION:

;ns2.dns—example.com. IN A

3+ ANSWER SECTION:

ns2.dns-example.com. 86400 IN A 140.285.1.2
ns2.dns-example.com. 86400 IN A 140.285.29.114
ns2.dns-example.com. 86400 IN A 149.285.228.52
ns2.dns-example.com. 86400 IN A 14,1.112.11
ns2.dns-example.com. 86400 IN A 47.88.44,152
ns2.dns-example.com. 86400 IN A 47.88.44.151

i+ Query time: 36 msec
;3 SERVER: 140.205.1.5#53(140.205.1.5)
i+ WHEN: Tue Apr @9 16:@7:18 CST 2019
i1 MS5G SIZE rcvd: 156

Windows CMD

1. BEEFUMDNSHEITER

@< : nslookup test.dns-example.com

o, C\windows\system32\cmd.exe

Microsoft Windows [HeZ& 6.1.7601] ) )
PTH (¢) 2009 Microsoft Corporation. {REFFHEIFI.

C:\Users\liwl>nslookup test.dns-example.com
UnKnouwn

test.dns-example.com

2 . EEEAHDNS |, EfT RIS

< : nslookup test.dns-example.com 114.114.114.114
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C:\Users\liwl>nslookup test.dns-example.com 114.114.114.114
fE%52%: publicl.114dns.com
Address: 114.114.114.114

DNS request timed out.

timeout was 2 seconds.
DNS request timed out.
timeout was 2 seconds.

test.dns-example.com
3.3.3.3

3. EEDNEEDER

@< : nslookup test.dns-example.com vip3.alidns.com

C:\Users\liwl>nslookup test.dns-example.com vip3.alidns.com
R%E2%: UnKnoWnh
Address: 140.205.1.5

AR test.dns-example.com
Address: 3.3.3.3

4 BEIFAICRER | 40 : CNAMEnslookup -q=CNAME www.dns-example.com

C:\Users\liwl>nslookup -g=cname wuwW.dns-example.com
fE%2%: UnKnown

Address: 30.25.T7.65

AFABRE -

WuWK . dns-example.com canonical name = WKW . dns-example.com.a-cdn.com

173

17ETLAN £ Bz ERDNSHFETAENER | IRENER SRENFMEIMERENARESER , IR
ERERSRERFT , WEEZERDNSEFIRIZIEEE T,

® 17ce

Get Ping MIR TraceRoute Dns Cdn LDns
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¢« FTE B E XX RRES

RERATR

B EEexample.comiBi &£ EENR

&iE
EoEE=
4
BIE i i
O HERE
WEEAE
1 {
2 "Statement": [
3 {
4 "Effect": "Allow",
5 "Action: ¥,
MIABERBIINT :
{

"Version": "1",

"Statement": [

{

"Action": "alidns:*",

"Resource": "acs:alidns:*:*:domain/example.com”,
"Effect”: "Allow"

b

{

"Action": [
"alidns:DescribeSiteMonitorlspInfos”,
"alidns:DescribeSiteMonitorlspCityInfos",
"alidns:DescribeSupportLines”,
"alidns:DescribeDomains”,
"alidns:DescribeDomainNs",
"alidns:DescribeDomainGroups”

I

"Resource": "acs:alidns:*:*:*",

"Effect”: "Allow"

}

]

}

FEE=BITDNSBPREN

i55% ZfEHTDNS OpenAPI SZRHHT RAMEAY B35
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