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{
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<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,

b

}

<condition_value_list> = [<condition_value>, <condition_value>, ...]
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"Version": "1",

"Statement": [

{

"Effect": "Allow",
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"Resource": "acs:ecs:cn-hangzhou:*:*"
}

{

"Effect": "Allow",

"Action": [
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"Resource": [
"acs:0ss:*:*:mybucket”,
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"IpAddress": {
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HAEN—MERL 2SS ( STS-Token ) FHEIXLS app , app HEILUERIRI 22 EREAE
OSS APL, ##EREL KRB, (EEAaSERIAN.,

appServer AILIEERHEIH—SIREIEIRECERNSRIRRMER | LIESAESIEA app BY
PR, #EAEITIEN PR STS-Token R,

tigmt. AR

BRE=ME A B9 AccountID Jg : 11223344, Jg appServer S, AR , HESNIRIGRERZNT

40



il

FAFisEe

S A QEERFAE (RIZAEBE ) oss-readonly ) , &R LAIEWE (EAZERKE |, B

RAFZEKS A TH RAM AFPkmEZAR. BREEESE A,

et  ERBFRTIUEEIIZABIEARER

AENEBER Am T :

acsiram::11223344:role/oss-readonly

AENEERE ( RRITF =KS A TH RAM BERDEHE ) T -

{

"Statement”: [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"RAM": [
"acs:ram::11223344:root"

[ R —

}

Version": "1"

=S A LEAEEIEN , MAFAE (oss-readonly ) BFINSRIEETE OSS AR
( AliyunOSSReadOnlyAccess ) .

=KS A 73 appServer 8lliZ RAM RS (1RIRFAF&J9 appserver ) , 731% RAM BF
- Bl AccessKey , BIiFA] RAM FBF (appserver ) J8F AP,

- fiFnyERE STS AssumeRole #ECOAIRR ( AliyunSTSAssumeRoleAccess ) , BiFE] RAM

FBF ( appserver ) XiniERE.

REN, (EBAESHERIA

appClient SRENFHERAESEEA 0SS APl R FREEWT
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A@aliyun.com
(11223344)

I ECSZxf P 1. A MAssumeRole,

FHarigE— T RIRE/\#Policy

RAM/STS

- S e 235 B f & oss-role ) K SEE
3 oppserver *
> (RAMEF) .
GDDCIientlf" s oss-role

A GRS ST FIOSS B % AP -

EERIZA0T ¢

appServer 58 RAM AR (appserver ) Y AccessKey EF3 STS AssumeRole, {#F3 aliyuncli
JEA AssumeRole RIERSRBIUNT :

iR - WIRBCE appServer B AccessKey , TIARIFEEWS A A9 AccessKey,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
001

{

"AssumedRoleUser": {

"AssumedRoleld": "391578752573972854:client-001",

"Arn": "acs:iram::11223344:role/oss-readonly/client-001"

}

"Credentials": {

"AccessKeySecret": "93ci2umK1QKNEja6WGqilBa7Q2FvIPwxZqtVF2VynUvz",

"SecurityToken":

"CAES6AIIARKAAUIWSHpkD3GXRMQk9stDr3YSVbyGaangkS+fPIEEK]Z +dIgFnGdCI2PV93jksole8ijH8dHIr
HRAS5JALYCGsfX5hrzeNM37Vr4eVdWFVQhoCwODXBpHv//ZcITp +ELRr4MHsnyGiErnDsXLkI7q/sbuWg6P
ACZ/jzQfEWQb/f7Y1Gh1TVFMuRjEzR2pzalhUamszOGRCWTZZeEpOWEFaayISMzkxNTc4NzUyNTczOTcy
ODUOKgpjbGlIbnQtMDAXMKT +IIHBKjoGUNNhTUQ1QkoKATEaRQoFQWxsb3cSGwoMQWNOaW9uRXF1Y
WxzEgZBY3Rpb24aAwoBKhIfCg5SZXNvdXJjZUVxdWFscxIIlUmVzb3VyY2UaAwoBKkoFNDMyNzRSBTI20D
QyWg9Bc3N1bWVkUm9sZVVzZX)gAGoSMzkxNTc4NzUyNTczOTcyODUOcgllY3MtYWRtaW544Mbewo/2
6AE=",

"Expiration": "2016-01-13T15:02:37Z",

"AccessKeyld": "STS.F13GjskXTjk38dBY6YxJtXAZk"

)

"Requestld": "E1779AAB-E7AF-47D6-A9A4-53128708B6CE"

}

R4l STS-Token R

- _FiA AssumeRole ERRTZBEIERE Policy 2381 , EkE&E1% STS-Token A oss-
readonly BIFFEIR.

SNERFERT STS-Token FIRPRH—EIRS , LR Fe¥FIE sample-
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bucket/2015/01/01/* jpg , BRAEILAEIT Policy £#4%7 STS-Token AU BRH—EFRE!
. bean,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
002 --Policy "{\"Version\":\"1\", \"Statement\": [{\"Effect\":\"Allow\", \"Action\":\"oss:GetObject\",
\"Resource\"\"acs:0ss:*:*:sample-bucket/2015/01/01/* jpg\"}}"

{

"AssumedRoleUser": {
"AssumedRoleld": "391578752573972854:client-002",
"Arn": "acs:iram::11223344:role/oss-readonly/client-002"

b

"Credentials": {

"AccessKeySecret": "28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow",

"SecurityToken":
"CAESNQMIARKAAS)gnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEjOpOevO8ZWXrnnkz4a4rBEPBAdFkh3197
GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINUREcxWjRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGllbnQtMDAXMKmZXIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cSJwoMQWNOa
WOuURXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBJICg5SZXNvdXJjZUVxdWFscxIlUmVzb3VyY2U
aLAoqYWNzOm9zczoqOiobc2FtcGxILWI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMzI3NFIFMjYANDJaDOF
zc3VtZWRSb2xIVXNIcmAAahIzOTE1INzg3NTIINzM5NzI4ANTRyCWVjcy1lhZG1pbnjgxt7Cj/boAQ==",
"Expiration": "2016-01-13T15:03:39Z",

"AccessKeyld": "STS.FJ6EMcS1JLZgAcBJSTDG1ZACE"

L
"Requestld": "98835D9B-86E5-4BB5-A6DF-9D3156ABA567"

}

I/
- iR STS-Token ROERIAISHBRS A9 3600 #b , FAFIERTLAEIY DurationSeconds S#K
BRI STS-Token AUTHARTIA) ( RASAHEIL 3600 7 ) .
appServer 3XENFFE#T Credentials,

- appServer )\ AssumeRole jR[EIAY Credentials F3KEX AccessKeyld, AccessKeySecret
#0 SecurityToken,

- &8 STS-Token THARIIEEAE , AIRM A SFE—MRIKANSHARGE |, F
appServer EFTA A STS-Token ( LbanEFg 1800 #bafik—x STS-Token )

appServer 3 STS-Token Z21&i%45 appClient,

appClient &3 STS-Token E#HRI=ARSSHY AP ( tban OSS ) . TFEE aliyuncli {#H STS-
Token if3ia) OSS MRAVER(Fan< (1AL client-002 B9 STS-Token ) :

EeESTS-TokeniEi% : aliyuncli oss Config --host <OssEndPoint> --accessid <AccessKeyld> --accesskey
<AccessKeySecret> --sts_token <SecurityToken>

$ aliyuncli oss Config --host oss.aliyuncs.com --accessid STS.FJ6EMcS1JLZgAcBJSTDG1Z4CE --accesskey

28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow --sts_token
CAESnQMIARKAASIgnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEj0OpOevO8ZWXrnnkz4a4rBEPBAdFkh3197
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GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINURECXWJRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGlIbnQtMDAXMKmZXIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cS/woMQWNOa
WOURXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBIICg5SZXNvAXJjZUVxdWFscxIlUmVzb3VyY2U
aLAoqYWNzOm9zczoqOiobc2FtcGxILWI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMZI3NFIFMjY4NDJaDOF
2c3VIZWRSb2xIVXNIcmAAahIzOTEINzg3NTIINZM5NZIANTRyCWVjcy 1hZG1pbnjgxt7Cj/boAQ==

EONYGE S

$ aliyuncli oss Get oss://sample-bucket/2015/01/01/grass.jpg grass.jpg

CE2 S

KTBHINAEETR  JSEL T

- 30D i RERIEE BN I E GRS

- RN FEARS5 882 STS Policy

- 30 HPRIREE BN A L EREIRSS
- HERESTS

AR Z ERR R FSRNEE

AXNETEMZRT , £/ RAM BEHITEIKRSEINNBRT =M LR,
N,
SRR
IS A FIZKS B DRIREARNEIL. A WETEFAEIR (40 ECS sLl/ RDS 5L/ SLB sEfl/ OSS 7

fig=s(a)/... ) kRS,

- il A FEETTTUS RS , METRReHREERSESET (B3R ) ekl B,

- el B BAJLUH—2R A (IRIFHIERDELS B AWE— M EZ 1R T, B AJLUGHEHIE R TS
A FTEHIRIE IRV IR,

- SI5R A 0 B ROIXFMUIZHESRIELE |, A BERIRTLABIEERT B RO,

BRI

DITLLESR |

- Wk A B M EWSZAERIEIN ; S A 2R Owner , FERINKS B SkiR{E,
- S B FEH—PLHETFAR (KRRTEHMA ) FIX ; = B NRTIINEEERRT , A THRETT
PRATEE,
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GNERWTTILSSERIE |, A RERTATLAREISERS B AURAN.

RS

HRIALETRK | 6 RAM A BHEIKSHEIRFIRTIE.
- ZIKS A £ RAM FEE— A8 SHRBKRTEENNIR , ARITFRKS B ERAE. BIEME

W EWSEN.

- IRZKS B THIEANRT (RAM AR ) BEERZAR |, BAZKS B AILIBEHTRIEH.

iz4ER(FRT |, IKS B THY RAM AP BERHRIRTRIABBMOFEEKRS A NRIR. BERER
B SHIFAIE.

- IRIKS A 5IkS B FEIEELL , A RFZEREKS B 3ixAerER. —BIkS B XBerIfER

PR#BARIH | FB4 B THIATE RAM AP A BRI E ARG BRI, BE5ER fEEKS
RN,

ISR

{5 RAM AEHTEWSEINAIEEREENT. B , BIgELW A (AccountlD=11223344 , 5lI4
company-a ) EEFE B ( AccountlD=12345678 , 3148 company-b ) FIR TIFE ECS #HTIRIE,

A@aliyun.com
2RFBERERE, (11223344)
B@aliyun.com q.-______jfﬁélﬁ-]‘ﬁﬁﬂm
(12345678) . TTmeenl | - ~ —
[} R Ap—
(" GBgUselERERE I RaNE e
w, &
III_.' ; \.\\ : :
)/ -\ Oueae o
e RoleEE @
Userig®s
N S RAMISY & H -
RAMBNERE
BELBNT :

=S A SRR (RIZAEBEN ecs-admin ) |, FikE BEEKS (=KS
B : 12345678 ) {FARERIKS | BIIFRIKS B THY RAM BFkipiEiZzAE. BIN#MEESSE
===

fRetlEnallE  EABFRTIUEEIIZABIEARER

AENEBER Am T :

acs:ram::11223344:role/ecs-admin
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Pttt FIFiEmm

AENEERE ( Rt B KipERAE ) IF -

{

"Statement": [

{

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Principal”: {

"RAM": [

"acs:ram::12345678:root"

]

}

}

1

"Version": "1"

}

=IKS A {RAEIEN , BIBEFAE ecs-admin IINEE=RSSES ECS RIBSR

( AliyunECSFullAccess ) .
=IKS B AERKT 6l RAM R (RI&AF®&A zhangsan ) , 7791 RAM FF
RE (RIFEREA 123456 ) |, BNiFE] RAM AR zhangsan ERiEHA.
BiEANYERS STS AssumeRole ZORIPR ( AliyunSTSAssumeRoleAccess ) , BPiFE] RAM
FF zhangsan E£ipi&E/EREE.
EWESIRAIR

=M B 9 RAM A zhangsan @idiEH 518 =S A B9 ECS BiR., BIEEBINT -

=MKS B B9 RAM FBF ( zhangsan ) ERizHA.

FRPERIITERBA BB (company-b) . FRFER (zhangsan ) I FRAFER
(123456)

=S B B9 RAM AR ( zhangsan ) #8147,

BRGEEEEHAALABRE L  ERFPERERFETET IREE , HEASHIERRE
;s BINIERERY 22MVBI4R ( company-a ) 1 a4 (ecs-admin) |, H1THEE ik,

=MKS B B9 RAM FIF (zhangsan ) ##E=KS A T ECS BIE,
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B S RN

=S A HitE =S B XWHE ecs-admin BIFERA , IESENT ¢

=S A ER RAM £HlEe |, £ AEEE NEHKE A6 ecs-admin , REEABBRIRSEIRES
TH S8, #A AGFERS ITE.

BEFA R REEAER  TREN RIBAE |, Mk acsiram::12345678:root 17 ( BlE=ES
B MBEHNZEEWSHEE ) .

IR ALUERLRKS A £ AEETE TE Wik B8 ecs-admin ; BERIRHERT , AEFEE
BEHERINRES,

RAMIZ{FICR

ActionTrail i2® RAM #{E

RAM B25 #2{E&Eit ( ActionTrail ) BRSZHITTER , ERJLAE ActionTrail f&EERFERAF ( EKS/RAM
BRF ) SR ERIRSLHIFmH TG HE ISR EeR.
ActionTrail iZ2&AY RAM SE84E :

FKS/RAM BBFER. #5155 % ConsoleSignin B2{ESEAETUEER.

RAM ZHIGERIE. FEBES%E RAM BIESMHEIVEAIRY "RAM BREISEHSEE RAM” |

RAM/STS ROFFEEIEE. &, MR APLIER. 1FI5155% RAM IRMESEMEIUEAIRY "RAM AR
#@id SDK #£{F RAM" ,

ATERFICRIVFER |, 155% ActionTrail B{FHERIEHA.

Google Authenticator &R {ERES
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Google Authenticator&i3= N (ERES:

BRBDINERZ2—MSIHFFTOTP(RFC 6238)YAIRISOSER , SREBEW ZNATZERSMANIES
%O

IR EHIRER GTE

- FRIOSRSF:
- RERSE

ARSI

EAMFAZ FinRERIE EEEREMER | BHREF LI EERER.

iOShRGoogle AuthenticatorZiE N ERRFES

£

R LU N R iz (App Store)i##Z" Google Authenticator” #{7%%E , BB FEAI 403
TRE,
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iiEHEE] FAFisEe

ERAMEZRILE, TREANERECIH
Google MK, #RT Z4 A B CHIZ BRI N
AR RYSETERS -

AR E

e R | ARSBHFSAEE | IEMFASER CAEMRI 4D

V4 F it NI UERS

AT | ERLUERMNTRE  BEEIKS2FMFARR
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iiEHEE] FAFisEe

= ShRitss

Aliyun

320 364

demo@aliyun.com ¢

EMFATURINESRIEMFA Code , RiEmTE "TNSR KEH4E

TR\ SR AMEA R 2 Py R T B 4 2 20 2 1

R

320364

RN

689232

hERA

ZERGoogle AuthenticatorZ 3=
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Rk

ERILEEERANNAIZER "SHIs" #HTRKE. FNRERGoogle AuthenticatoriRkEiyNB 4k
BREEY SRR EENAHRTERTE "FEEHER" .

BRI LR T ER 4R ER .

[

FJFGoogle Authenticatorfg , REA LARFE |, &EFE "REWKF" £
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e Google B 1% IE2s

pra=1a

TRIRE

%8
e

BERTWIERE, TiEANERER
Google Tk, TN

R PRREEIAT | ARSEHESARED |, ISEMMFASRER EERRI 4D

FrhA KA

(8] []

=y AEFHAL

EE NI EER

HERIE | BILEZINTRE , SEEHIKSEIIMFARR
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e Google 7 INIEES

—IEE T,
URREREEENIIEER, Ee]7ELbik
?o%ﬁﬁﬁﬁﬁxmﬁ,ﬁkﬁﬁﬁﬁ
o

B ARSI EN EERERIKF, 5
FEEMANKIEEE, Eo]7ELtbiRE.

Aliyun

8595194

EMFATUSNIELIRAEMFA Code , RERTE "THABE" FamgiE
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TEH N AAMEA R FI 2 Py rroR B S G2 P A 221 -

*B—HBN:

855194

* B AT

198992

fhERHA

J RSA Z5AXY

3 RSA E$AXI151E) API

=11
=

AccessKey (AK) 2 IFEZIKSH] RAM BRAMII—FSIANE , BTEEERMERER APl TS

IIE. BT AK R APDNEHEN —RZEEMIERK. Minehl ERESiREBix , HiiEKX
RS EREATIRH (Non-Repudiation) R £8ENF | WEZRRM 7TET RSA BN APLiGEGE.

R EARNEB T RSA ZERHHAUERIRSS APl (IEARRIERIRIESE | HENEIRMFFINA.

R
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RSA ZHMIEE— M ABER(PublicKey)I—MABZ R (PrivateKey) , B0 BIMMEZF RAM BF (7]
LE—1MEAFE— I RER ) (RE.

NIFRFEFFIEER RSA ZiRMIEIERARSS APL RS , EUR{FEIBIN NEF:

KRR STS GHRFAPI
(PrivateKey)
{EFPrivateKey &
TERIFESessionAK I
1B [ElSessionAK .
{EfSessionAKIEIZEEAP >
EBEZIEIRE

N FEFERA{ER PrivateKey i+E&% , FiFEK STS IRSBIREI— NGRS @2 ESessionAK ( BEBRN
HBA 1 /NeT)

R FBf2RA(E M SessionAK i) API,
SessionAK [THAfE , RFFfERFEEIEK STS IRSBZLIABGFTAY SessionAK,

iR : SessionAK {7k RAM BFRIIGETSMIAERE | E5KHE AK IXFIREBHEIARRE | BiEHERE
RAM FIF3XEIEMRURINZ f5 , A REMARNIRI=ARSS APL

A N,
HRIEERGE
RSA Z$Hxd 378 RAM FFPEA. EREETIE , NScHHE RAM |, FEIZEEMNAY RAM FRF.

BESER

BIEEAER RSA ZRRIEARLTRNT -
EHER 718 RAM,
EHER el RAM BF |, 7451z RAM AR TR ( RIEHEERES/IMERERL ) .

SR RAM AFBIE RSA 2587,
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EHEREFHEN RAM £HI8 |, £ AFEE TH , SERAFAHREERFEHA BFFSE U
, LR APAE®SHA X8, FRUTMEE—M73AE RAM BREIENEER

Pk 1 s QUERAVRISERY , QRRRIIIERFE—" Publickey ID AI— MRS (&
—MAEEEN— LGRS ) | CRETEHHEEEANNAEES , HES2ETR
FAEEH.

IR MESA2RFAEENR  —ERFFAERIREL | REENtERIEHER.

Bi% 2 pE HEEBCHAEEHR |, SRR ECEBFNAEEREN M LERER
, FIE B4R —NXIRAY PublicKey ID, RAMSETSTFHIRSAZMBICE /92048 , 374510
PublicKeyf&={#4419X509 PEM,

IR RAPRNBEEIMEEAILIEE CAIRSAZEERY , #EFEAOpenSSLT AT
, BNGERISE RIGER.

EPTEE =SDK{ER RSA #5A, ARAIRFETEFECE RSA B ( BN E—2BARIR1SHY
PublicKeyID #0 PrivateKey ) , #AfG5% TAS AEME =SDKH{FERRSAZEH,

fIEZ SDK BIRRIEIESS !

- JavaSDK Fi%
- PythonSDK Fgi%

RAMAFBEXEB BT

RAMABFEUARISBIREEBCHAEEN  BEERRYLURNRAMAFEEEEEEA CHINA.

MREERAMERER | (FULABTIN MR ESBHITIRIN | ERHARAMIZHIS->18E->FHAPLEIRE
, A%l "B EEIEPUblickey”  BIRJFERIEIL,

RAMAFEX SRR ISR EH R ITEENAHERE.
BELRE -

-BFRENTFRFPBRHL -> 228,
- 1R "APAEER" | UJLCIEERNE LERFECHABER | B LUAESHIREEIZNA
BEA.

A HEBIEERSAEEAXS

AT HRRSARIANIR S , AP RTREEREABIERRY , ARNERAEERLEZMER, Ba , &K
(I JHEF PP (e PN I3 AR el A B RSAREARS

- fEFOpenSSLTE

57



il FAFiEm

$ openssl genrsa -out privatekey.pem 2048
//BVEE—2018ARIHIRSAFASAF RIF R privatekey.pem 324

$ openssl rsa -in private.pem -outform PEM -pubout -out publickey.pem

[/ETFRSATATASE BN AIRSALNHFHREERpublickey. pem3zi4
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